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Abstract

Abnormal operation of chemical processes caused by equipment and sensor faults,
such as plugging of pipes, control system failure or improper operation by personnel can
result in poor product quality, equipment damage, or a catastrophe process failure leading
to loss of equipment and worker injury, as well as significant economic losses. It is
estimated that the cost attributable to preventable losses in the petrochemical industry
only is around several billion pounds per year. Independent studies of case histories by
the Health and Safety Commission in the UK and by a Honeywell led industrial
consortium in the US and world wide show that human errors represent the major cause
of failures. In contrast to this discovery, the majority of pervious studies on computer

aided systems for fault detection and diagnosis has focussed on the process side only. It is
now widely acknowledged that there is only limited information on how human factors
can be assessed and even less that is specific to chemical industry, therefore research is

much needed in this area.

This study presents a methodology to involve human factors into the development

of systems for automatic identification and diagnosis of abnormal operations and

develops methods and techniques that can be used to simultaneously capture, characterise

and assess the performance of operators as well as of the process. A joint process —
operator simulation platform was developed which was used as a test-bed for carrying out

the studies. The process part is a simulator, which emulates in high fidelity the dynamic
behaviour of the process, which is subject to influence of various disturbances and
operators intervention. The operator module was developed as a real-time expert system,
which emulates operator’s behaviour in interpretation of received signals, planning and
executions of the decisions. The interaction between the two modules is managed through
an interaction module, which handles the real-time exchange of data using DDE

(Dynamic Data Exchange). The interaction module also contains the toolkits for

analysing the dynamic behaviour of the joint process-operator system.

The operator simulation module was developed based on a theoretical model of

human behaviour, which breaks operator’s activities into perception of signals and



interpretation of the received information, planning for actions and execution of the
decisions. The system was implemented as a real-time expert system using visual Prolog.
Numerical models were also integrated into the expert system, e.g. stress models of
operators. This flexible system allows studies on individual operators actions, stress,

intervene time, the frequency of intervene and near-miss or near-hit in operation.

As part of the effort to use the platform to develop methods and tools for
characterising and assessing the dynamic behaviour of the joint process-operator system,
a digraph method for qualitative /quantitative modelling of the dynamic behaviour of the
combined system was proposed. The method involves categorical characterisation of
dynamic trends using principal component analysis and fuzzy c-means and sectioning of
the clusters. An iterative method for determining the number of the clusters and sections
based on the global performance was derived. Compared with pervious studies on
qualitative process modelling, the proposed approach is more accurate and has higher

resolution, and more importantly is able to deal with joint process-operator systems.

The methods and systems developed were illustrated and fully tested using

simulated and industrial case studies.
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Chapter 1

Introduction

1.1 The Background

Operational safety of processes is of paramount importance and therefore should be
the first objective of process control (Marlin, 2000). Problems caused by operational
faults range from increased operational costs to forced shutdown of processes. In some
cases, it can result in catastrophic fire and/or explosion. The complexity and the increased
degree of integration of modern chemical plants means that the potential economic loss is

greater when a fault occurs and the diagnosis of fault locations becomes more difficult.

Apart from alarms, modern computer control systems are not yet equipped with

systems that can automatically predict and detect the abnormal operations and diagnose
fault locations. The safety issue is addressed in three layers as depicted in Fig 1.1. The
inner layers is the plant control system which consists of control loops that can reject
common cause variations or disturbances and maintain steady state operation, as well as
alarm systems and recovery options. The middle layer is comprised of prediction systems
that require power supply. They include interlocks, energy shutdown systems, fire and
gas detection systems and dual and backup systems. The outer layer provides the final
protection, if everything including power supply fails. This is done thl:ough selection and
design of inherently safe equipment and devices, for example, through minimisation of
inventories, containment, selection of pressure devices and fail-safe design. It is the plant
operators who play the crucial role of continuously assessing the operational status and
diagnose abnormal situations that the inner control layer cannot cope with and take

necessary actions to prevent process shutdown.



Fig 1.1. Layers of the operational process
safety of computer control systems.

To help operators to assess operational status, computer control systems collect and
display a large amount of information. The information, however is overloaded where
critical decistons about process operation have to be made very quickly by plant

personnel: in a chemical plant, a few hundred to over fifty-thousand variables may be
measured and sampled as frequently as every minute or less. During the periods of
abnormal operation, often too many alarms are issued and too many variables are

evolving irregularly. Case histories show that operators do not always make correct

decisions.

As a result, there have been tremendous interests in developing methods and
techniques for automatic interpretation of operational data, and for fault detection and
diagnosis. These include investigation into real time expert systems, supervised and
unsupervised neural networks, statistical process control, fuzzy logic, qualitative
reasoning and wavelets. The most important progress has been made in the last ten to

fifteen years and the work has been reviewed by numerous researchers such as Dash and
Venkatasubramanian (2000), Himmelblau (2000), and Wang (1999) from different

perspectives and a more comprehensive review will be made in chapter 2 of this thesis.



1.2 Motivations of the Research

Case histories of failure revealed a very important discovery that human errors
represent the major factor of failures. According to a survey conducted by a consortium
led by Honeywell around the world including USA, UK, Canada, Europe and Japan about
40% of abnormal operations were caused by human errors (Nimmo, 1995). In a parallel
study by the Health and Safety Commission (Lardner and Fleming, 1996), it was found
that 80% of accidents that involve a factor of human errors. Previous work on automatic

process fault detection and diagnostic systems will no doubt help reduce the load of
operators by providing them with quick solutions. However they have not fully
addressed the issue of human factors or human errors in process operational safety.
Firstly, most previous studies have assumed that after a fault occurring the process will
evolve without operator intervention, this is clearly an ideal situation. In addition almost
all of the previous efforts have focused on automatic assessment of the process behaviour.
No effort has been made on automatic monitoring and assessment of operators
performance. A good example of human factor is ‘near-miss’ or ‘near-hit’ operations. It
can be useful if such operations can be captured automatically and fed back to the
operators. As indicated by the Health and Safety Executive (UK), there is only limited

information on how human factors can be assessed and even less that is specific to

chemical industry. Studies on human factors in operational process safety have mainly
been conducted by human behaviour and ergonomic scientists, psychologist and

statisticians using various approaches such as statistical analysis of past incidents,
interview and questionnaires, and tests of operators at certain conditions. The work has
been aimed at discovering common human factors so that better computér displays and

improved management and company culture can be developed. However, chemical

engineers interest in process safety has mainly focused on the plant and its monitoring

and control systems, probably because human factors are often regarded as a management
and culture issue. It is often considered difficult to capture and assess information on
human factors more scientifically, rigorously and faithfully, especially for information,
which is specific to individuals (Johnson, 1999). It is well known that operators vary in
skill (Juespert and McAvoy, 1994). One operator may exhibit better control than the
others. The resulting fluctuations in control quality cause corresponding fluctuations in
process conditions, creating unprofitable or even unsafe situations. If the skills of

experienced and inexperienced operators were continuously monitored, captured,
characterised and analysed, the knowledge can be used to improve the operators skills

and develop better abnormal management strategies and even improve process design. An



important progress in addressing operators skills is the use of dynamic training
simulators. It is estimated that using a training simulator, an operator can experience more
scenarios in weeks than operating in the real plant for months even years. However, based
on the several years of experience of developing dynamic training simulators for refining

and petrochemical industries, it is our belief that it is an unrealistic expectation that

operators can experience all scenarios on a simulator that they may meet later.

1.3 Objectives

The overall aims of the research were to develop a methodology and system to

involve human factors into the development of systems for automatic identification and
diagnosis of abnormal operations, and to investigate methods and techniques that can be
used to capture, characterise and assess the performance of the operators, as well as that

of the process. More specifically the research objectives are described below:

(1) Developing a joint process-operator platform for carrying out the study. The joint
process-operator platform will be a dynamic environment, consisting of a dynamic
simulator of the process, system that models the operators behaviour in supervising
and controlling the process, as well as an interaction module which manages the data
transformation and real-time exchange of data between the process and the operator

evaluation system. The interaction module also serves as an interface for monitoring

the joint system behaviour.

(2) Study the theoretical models for modelling operators cognitive behaviour and action
in process operation and develop a high fidelity and easy to modify system to reflect

varied scenarios of operators behaviour.

(3) Develop methodologies and techniques that can be used to capture, characterise and
assess the dynamic behaviour of the joint process operator system as well as the

performance of operators.

(4) Validate the above methods and systems using case studies.



1.4 Organization of the Thesis

The thesis 1s organized as follows:

Chapter 2 provides a critical review of the literature for the topics of this research,

focusing and integrating the areas selected for development. It also sets the context in
which the problem will be approached. It involves the critique of real-time expert systems
univariate and multivariate statistical process control, supervised and unsupervised neural

networks as well as data processing technique, hybrid systems, and digraphs. The

purpose is not to exhaust the literature; rather it is aimed at comparing the methods and

highlight areas that need further research.

Chapter 3 describes the role and implementation issues of the process-operator
interaction system. This is a platform consisting of three components: the process
simulator, the operator module and the interaction system. The process simulator
simulates dynamically the behaviour of the process under the influence of disturbance.
The operator module emulates the behaviour of the operators, while the interaction

module manages data exchange and serves as an interface.

Chapter 4 describes the theoretical models of human behaviour and develops a
system of operator behaviour. The system is implemented as a real-time expert system,
which emulates operator’s behaviour in perception and interpretation of signals, and

planning and execution of actions.

Chapter 5 describes the role and the implementation issues of the process operator

interaction module, reviews other modules and discuses the proposed interaction module

with the aid of process operator condition monitoring examples.

In chapter 6, a new digraph method for qualitatively modelling process dynamic
behaviour is proposed. The chapter also reviews a number of digraph methods, discuses
the problem of clustering the principal components, proposes an optimisation method for

clustering and sectioning and propose a number of sectioning methods.



Chapter 7 examines the methodology proposed in chapter six using application to
the CSTR case study. A number of qualitative models will be developed from the process
variables trends, such as product temperature and concentration output trends. It also

discusses and uses the ANOVA analysis during the evaluation of the models developed.

Finally chapter 8 summarises the findings and gives suggestions for future work.



Chapter 2

Literature Review

2.1 Introduction

This chapter provides a critical review of the literature for the topics of this research,

focusing and integrating the areas selected for development. It also sets the context in which

the problem will be approached.

In section 2.2, we will analyse the challenges facing on-line monitoring and fault
diagnosis of chemical processes, and present some classification schemes of computer-based

techniques for process monitoring and fault diagnosis. We will then make a review of the
techniques which have been studied in the last ten to fifteen years, including real-time expert
systems (section 2.3), univariate and multivariate statistical process control (SPC and MSPC)
(section 2.4), supervised and unsupervised neural networks (section 2.5), as well as data pre-
processing techniques, hybrid systems, and graph theory based signed digraphs (SDG)
(section 2.6). The techniques that will be used in this work, for example MSPC will be
reviewed in more detail than others. Some methods will be only very briefly mentioned
because they will be described in more detail in later chapters, for instance, the graph theory
based SDG. Section 2.7 is dedicated to reviewing the work on how human factors can be

considered in developing monitoring and fault diagnosis systems. A brief summary of this

chapter will be made in section 2.8.

2.2 Computer Based Systems for Process Monitoring and Fault
Diagnosis

2.2.1 Computer Based Process Control Systems

Traditional computer based process control systems do not have fault detection and

diagnosis functions. Process operational safety is addressed at three levels in equipment and
control system design. At the center it is the automatic control loops, which are responsible

for steady state and normal operation, and therefore the disturbances should be handled at



this layer. The middle layer is called the active safety layer, which includes hardware and
software protection. The layer represents an extra safety protection system but needs power

in order to act. The outer layer is called passive safety layer. It means that when every thing

else fails, such as failure in power supply, the inherent safety equipment design will provide

the final protection.

Clearly the three layered control and protection design does not include tools that can

help operators to carry out the task of analysing the data collected and assessing the
operational status. It has long been recognised that the information collected by computer
control systems tends to overwhelm operators and makes it difficult to take quick and correct
decisions, especially in critical circumstances. There is a clear need to develop
methodologies and tools to automate data interpretation and analysis’s in order to provide
operators with assessment of states of operation and guidance in how to make adjustments.
The methodologies and tools should become part of a computer control system

configuration.

Many methods on computer aided operational decision support systems have been
developed over the last ten to fifteen years, but little information is available on
benchmarking these methods. Dash and Venkatasubramanian (2000) summarised some

issues that need to be considered in benchmarking the techniques. These include,
(1) The ability to give early detection and diagnosis of faults.

(2) Isolation, to be able to discriminate between faults. Some faults may give similar

responses therefore isolation refers to the resolution of a method.

(3) Robustness in the presence of noise and uncertainties in measurements.

(4) Novelty of identification, referring to the capability to be able to diagnose faults, which

were not experienced before.

(5) Multiple fault identification.

(6) Explanation facility, Some methods do not have explanation facilities, reducing the

confidence of users.
(7) Adaptability to changes in processes.

(8) Speed.



Some other researchers have addressed these issues in more specific terms, for
example, whether a method is recursive or not recursive. The former allows on-line learning

using data continuously collected and the existing knowledge that has been learned will not

be corrupted. In contrast, the later always needs a batch of new data to be mixed with
previous data. The consideration is clearly related to adaptability of a method but is more

rigorous and specific.

2.2.2 Classification of Computer Based Techniques for Fault Detection and

Diagnosis

The work on computer aided fault detection and diagnosis has been recently reviewed

by a number of researchers such as Dash and Venkatasubramanian (2000), Himmelblau
(2000) and Wang (1999) from different perspectives.

Dash and Venkatasubramanian (2000) broadly classified the methods into process

model based and process historical data based, as depicted in Figure 2.1.

Diagnostic
Methods
Process Model Process History
Based Data Based
Quantitative Qualitative Quantitative Qualitative
Methods Methods Methods Methods

- Residual based -Causal Models - Neural Nets - Qualitative Trend

- Observers - Signed Digraphs| | - Statistical
- Parity space
- Assumption

based

Analysis (QTA)
- Rule Based

Fig. 2.1. Classification of fault diagnostic methods (Dash and Venkatasubramanian, 2000).
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2.2.2.1 Process Model Based Methods

Process model based methods use qualitative knowledge and quantitative models
extracted from process principles. The model represents the interacting relationships between
various process variables. The philosophy of the approaches are founded upon the
assumption that a fault will cause changes to certain physical parameters which in turn will
lead changes in some of the model parameters or states. It is then possible to detect and

diagnose these faults by monitoring the estimated model parameters or states.

The methods based on process models can further be sub-divided into qualitative
causal models and quantitative methods. The strategy employed in qualitative models is the
cause-effect reasoning about system behaviour, The most popular methods are fault-trees
and signed digraphs (SDG). Fault trees (Lapp and Powers, 1977) use backward chaining
until a primary event is found that presents a possible root cause for observed process
deviation. Signed digraphs (Iri et al.,, 1979) is another representation of the causal
information in which the process variables are represented as graph nodes and causal
relations by directed arcs. Causal model-based methods mimic human reasoning and so

explanation generation is relatively straightforward making them more interactive.

Quantitative methods for fault detection and diagnosis based on process models can be
accurate since process models come from underlying first principles. However,
comprehensive theoretical models for complex processes can be very difficult to develop.
This is because fault identification and diagnosis is the inverse of dynamic process
simulation. In the dynamic process simulation, the purpose is to model the dynamic
behaviour of the process subject to disturbances, while the task of fault detection and

diagnosis is to find the cause of disturbance or faults for observed process dynamic response.

2.2.2.2 Process History Data Based Methods

Process history data based methods make use of the history data of process operation.

Data and knowledge for fault identification and diagnosis can be extracted. The knowledge

can be rules and formulations. The methods also can be further divided into qualitative

methods, such as rule-based, and quantitative methods, such as neural networks and

statistical approaches.

One of the most popular data based methods is the neural network. Neural networks

can learn from data the relationship between the symptoms of faults and their causes and
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store them as network weights. The trained network can then be used to diagnose subsequent
faults by associating the observed malfunction with the corresponding previously identified

fault.

Another data driven method, which has received much attention is statistical process
control (SPC). The traditional SPC based on Shewhart and CUSUM charts are well

established for monitoring univariate processes, but they do not function well for
multivariable processes with highly correlated variables. A notable recent development is on
multivariate statistical process control (MSPC), which proves to be an effective diagnostic

tool for monitoring and detection of process faults for both continuous and batch processes
(e.g., MacGregor and Kourti, 1995; Neogi and Schlags, 1998; Dunia et al., 1996; Chen et al.,
1996; Negiz and Cinar 1997; Dong and McAvoy, 1996a).

Wang (1999) classified fault detection and diagnosis techniques based on learning
from previous process history data according to the following scheme: (1) data pre-
processing techniques for noise removal, dimension reduction and feature extraction, such as
wavelets and qualitative interpretation of dynamic trends; (2) supervised and unsupervised
clustering algorithms, i.e. training based classification such as back propagation neural
networks and automatic clustering using neural and statistical algorithms; (3) numerical and
conceptual clustering approaches; as well as (4) decision tree and rule based methods.
Another consideration in examining a learning method is recursive (or incremental) or not
recursive (non-incremental). The former learns from one data set at one time, i.e. updating
the knowledge, which was learned using previous data every time a new data set is
presented. In this case the existing knowledge is updated without any corruptions. The latter
needs to learn on a mass of training examples, i.e. when a new data set is present, it has to be
combined with the previous data. Recursive methods are particularly useful for online use,

because in online applications, data is continuously received. These conditions provide a

useful scheme for analysis of the advantages and disadvantages of various techniques.

There are many other new techniques being investigated for process monitoring and

diagnosis, such as wavelets (Kosanovich and Piovoso, 1997; Bakshi, 1998; Chen at al., 1999,
Wang et al., 1999), and image analysis techniques (Bharati and MacGregor, 1998).

2.3 Real-Time Expert Systems

An expert system (ES) is a knowledge-based system that makes use of knowledge

acquired from one or more human experts. It often includes a knowledge base, an inference
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engine and a database. ESs are designed to advise on a solution method, offer objective
advice, make available the best experiences to others, evolve as knowledge and heuristics are
added, and be capable of explaining decisions or recommendations and be a repository of
experience which can evolve continuously. ES was one of the first few artificial intelligence
techniques studied for on-line process fault detection and diagnosis (e.g., Moore and Kramer,
1986). The success of the object-oriented real-time expert system G2 of Gensym was a clear
indication of its attraction. Early real-time ESs used rules summarised by domain experts and
the capability in describing process dynamic behavior was limited. For example, G2 used

simple descriptors to describe the dynamic transient behaviour, such as increase and

decrease.

The advantages of knowledge based systems are that the knowledge used for fault
diagnosis is causal and transparent; heuristic rules can be easily added to and removed from
the rule base and rigorous process model is not needed; and human experts knowledge and

experience can be easily stored and used. However, ESs are known to have the following

limitations:

(1) Rules are often obtained from human experts, therefore are often subjective. If the rules
are not sufficient and do not describe all the operation and possible faults, then the ES
developed may not be very useful and need continuous upgrading to include

information about the newly developed faults, which were not included in the initial

stages of the development.

(2) ESs often does not have learning capability and therefore cannot dynamically improve

its performance.

(3) Qualitative interpretation of plant measurement inevitably leads to loss of information.

(4) Because of the complexity of the dynamic behaviour and the interactions between the
variables of a process under fault conditions, the experienced human experts may not
have the necessary expertise to describe the causal relationships, therefore knowledge
acquisition represents the bottleneck in developing real-time expert systems for process
fault detection and diagnosis (i.e. knowledge about the process faults and abnormal

operations rarely happen and hence they are very hard to obtain because during the real

time process operation fewer abnormal operations can be experienced).

(5) Rules can be in conflicting when the size of the knowledge base is large.
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(6) The overall causal relationships of all process variables may be buried in a large rule

base, making it far more complex to be viewed clearly by decision makers.

There has been some progress in addressing some limitations of expert systems, for
instance, the use of inductive learning to automatically extract knowledge rules from data
(Wang et al.,, 1997; Wang, 1999). Progress in qualitative interpretation of dynamic trends
(Janusz and Venkatasubramanian, 1991, Bakshi and Stephanopoulos, 1994 a&b) also makes

it possible for using expert systems to describe complex dynamic behaviour of processes

under fault conditions, with minimum loss of information.

Despite the rapid development of other techniques such as neural networks and
statistical methods, the interests in expert systems remain, especially in its combined use
with other techniques to develop hybrid systems. McGuin and Tolman (1996) coupled the
real-time expert system G2 of Gensym with dynamic simulation system SpeedUp of Aspen
Tech for use in on-line process monitoring, supervisory control and fault diagnosis. The G2
real time ES was interfaced with SpeedUp simulation model to exploit the various

advantages associated with shallow, deep, compiled and rule-based knowledge. Leung and
Romagnoli (2000) developed a real time ES, also using G2, which comprises of three major
elements, monitoring and assessment for control state monitoring and classification, decision

support for providing operator guidance and a heuristic-based adaptation mechanism to
intelligently response to any change in control scenarios. Jong and Poong (2000) studied the
dynamic aspects of fault diagnostic systems in nuclear power plants. They developed an
operator decision support system, which was aimed at increasing the efficiency of the plant
and to reduce the human error and cognitive workload that may cause accidents. The system

consists of a knowledge base, an inference engine and a user interface.

2.4 Univariate and Multivariate Statistical Process Control (SPC
and MSPC)

SPC and MSPC have been widely studied in the last several years. Reviews can be
found in Russell et al., (2000), Kourti and MacGregor (1995), MacGregor and Kourti (1995),
L1 (2000), Wise and Gallagher (1996), Cinar and Undey (1999), Wang (1999), and Martin
and Morris (1996).
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2.4.1 MSPC Based on Principal Component Analysis (PCA)

MSPC is an extension of univariate SPC using PCA. PCA is a dimension reduction
technique, which reduces the dimensionality of a data set consisting of a large number of
interrelated variables, while retaining as much as possible of the variation present in the data.

PCA uses all the original variables to obtain a smaller set of new variables, i.e. principal

components (PCs) that can be used to approximate the original variables. The PCs represent

a new set of co-ordinates that are orthogonal to each other. The first PC is the linear
combination of the original variables and indicates the direction of the greatest variation in

data. The second PC is also a linear combination of the original variables and describes the
next dominant direction of variation, but is orthogonal to the first PC. The same number of
PCs as the original variables can be calculated but only the first few PCs are used to

represent the feature of the data, because the remaining PCs are often considered as

representing noise.

Univariate SPC uses control charts, most noticeably the Shewhart charts. An example

of univariate Shewhart charts is given in Fig. 2.2, At common cause variation, e.g., random

disturbances, the values of variables should satisfy a normal distribution centred on the mean
u with a standard deviation o. The upper and lower control limits (UCL and LCL) can be set
as +o and -o, then the probability that the value of the variable goes outside UCL and LCL is
less than 5%. Higher than 5% is an indication of potential occurrence of special cause
variation, or faults. The UCL and LCL can also be set as +2¢0 and -26, and +3¢ and -3c,

then the probability limits become 4%, 3% or less.

Because of the multivariate nature of process operational states, monitoring of
operation based on univariate SPC is some times not sufficient: even all the variables are
within the UCL and LCL, it does not mean that the process is definitely within the normal
zone of the multidimensional space. Hotelling’s (1947) developed the multivariate Shewhart
charts, the T° charts. The 95%, 98% and 99% on a T* chart can also be calculated.
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Fig. 2.2. Univariate Shewhart chart.

PCA based MSPC is based on the observation that many of the process variables are
auto-correlated, only a few underlying events are driving a process at any time, and all these
measurements are simply different reflections of these same underlying events. It means that

only the first PCs can be used, rather then all the original variables. If 4 PCs are used, the

Hotelling’s ¥ can be calculated by,

y 2
mT: =3 4L @.1)
=l Sy,

Where ¢; is the principal components and S: is the estimated variance of ¢,.
|

However T° will only detect whether or not the variation in the original variables in
the plane of the first 4 PCs is greater than can be explained by common cause, If a totally
new type of special event occurs, it can be detected by computing the squared prediction

error (SPE) of the residual of a new observation,

SPE = ;(J’ new,l _j} new,i) (2.2)
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where Yy is computed from the reference PCA model. SPE is also referred to the distance

new. i
to the PCA model. It represents the squared perpendicular distance of a new multivariate

observation from the projection space.

To find out the original variables that are responsible for the observed T° and SPE
exceeding the control limits, contribution plots are used. Fig. 2.3 shows that the variable that
has the most important impact on SPE is variable 7. Fig. 2.4 indicates that the main variable

that contributes to the first principal component t, is variable 9.

|u25
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v 20
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e 15
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£
: | ]
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Process variables

Fig. 2.3. Contribution plot of a process at a sampling point.
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Fig. 2.4. Contribution plot to score of a process at a sampling point.
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2.4.2 Application of MSPC Based on Principal Component Analysis (PCA)

Many researchers have successfully used multivariate statistical techniques based on

PCA and PLS (Partial Least Square) in process monitoring, product design, fault detection,

disturbance diagnosis and data analysis and on-line monitoring of batch processes. A
comprehensive reviews have been made by MacGregor and Kourti (1995), Wise and
Gallagher (1996), Cinar and Undey (1999), Wang (1999), Martin and Morris (1996), and
Russell et al. (2000).

2.4.2.1 MSPC for Continuous Process Monitoring

Kresta et al. first studied PCA based on MSPC in 1991 but most of the progress was

made in the last five years. Table 2.1 summarises the major publications on MSPC for

monitoring and diagnosis of continuous processes. These studies have focused on the

following issues:

(1) Application of the methods, which were initially developed based on simulation studies
to industrial processes (Kosanovich and Piovoso, 1997, Santen et al., 1997, Bakshi,
1998, Vedam and Venkatasubramanian, 1999, Jaeckle and MacGregor, 2000, Chen and

Wang, 2000).

(2) Application of the methods to more complex processes (Raich and Clinar, 1996,
Kosanovich and Piovoso, 1997, Santen et al., 1997, Bakshi, 1998, Chen and McAvoy,

1998, Chen and Wang, 2000).

(3) Study on fundamental issues of MSPC such as detectability, reconstruction and
isolation ability (Dunia and Qin, 1998).

(4) Integration of MSPC with other techniques such as wavelets (Bakshi, 1998).

(5) Detailed examination on contribution plots.

(6) Product design (Jaeckle and MacGregor, 1998; Chen and Wang, 2000).
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2.4.2.2 MSPC for Batch Process Monitoring

In continuous processes, the data to be processed is a two-way array, X{(IxJ), where J
is the number of variables and I the observations. In batch processes, for each variable at

each observation, since its values correspond to a trajectory spanning the whole batch run (or

campaign), the data to be analysed is a three-way array X(IxJxK), where J is the number of

variables measured at X time intervals throughout a batch, and 7 is the number of batch runs.
The MSPC was adapted to such three-way data by Nomikos and MacGregor (1994, 1995)
using the multi-way PCA technique developed by Wold et al. (1987). Figure 2.5 depicts the

procedure. Table 2.2 gives a summary of the publications on multi-way PCA for batch

4

process studies.

variables
&unhlding
variables x time Py P2
batches —mm— — ——

=

P

Fig. 2.5. Unfolding of three-dimensional data array and multi-way PCA.

These studies have focused on the following issues:

(1) A practical problem with on-line monitoring using MSPC to batch processes is that
when a batch process is in progress the measurements for the future time periods are

unknown, and this means that the new data set is incomplete. To monitor a new batch
at the current time, one must replace future observations with appropriate values, such

that the predicted scores at each time will be as close as possible to those that would be
calculated if the complete trajectories were available. Nomikos and MacGregor (1994)



(2)

(3)

(4)

()
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assumed that the future deviations of the observations from the mean trajectory remain
constant at their current values, for the rest of the batch run. Louwerse and Smilde
(2000) developed a different method. The method divides the total run time K of a batch
process into several time periods according to scheduling points so that each section can
be treated separately. R4nnar et al. (1998) presented a method, which does not require
estimates of the future data. The approach is based on a recursive hierarchical or multi-

block PCA or PLS algorithm which processes the data in sequential manner.

Because the original method and its later extensions were mainly based on simulated
case studies, researchers and industrial practitioners have been very interested in
applying them to industrial problems. A number of papers have been published which
led to interesting findings. For example, in industrial processes, the batch lengths can be

different from batch to batch runs.

The way of unfolding the data has also attracted interests. In the original multi-way

PCA, the three way data X(IxJxK) was unfolded to a two-way data X(IxJ/K). Later

various other methods for unfolding the data were proposed, such as the parallel factor
(PARAFAC) (Wise et al., 1999) and Tucker3 (Tucker, 1966; Claus and Rasmus, 1998).

Louwerse and Smilde (2000) compared the various methods and concluded that their

performance depends on the type of fault occurring in the batch process.

Some researchers have studied the method for variable contribution analysis in multi-

way PCA and found that the relative importance of variables varies at different stages of
a batch run (Dong and McAvoy, 1996b, Kosanovich, Dahl and Piovoso, 1996).

Yuan and Wang (2001) emphasised the importance of monitofing batch operations
according to stages and developed a wavelet method for automatically identifying

stages. A rule-based method was also proposed in the study.

2.4.3 Other Developments in PCA Based Process Monitoring

(1)

Many researchers have pointed out that PCA is a linear operation. This has stimulated

study on non-linear principal component analysis. Kramer (1991) proposed to use auto-

associative neural networks as a non-linear PCA method. Dong and McAvoy (1996a)
developed an alternative non-linear PCA method using the concept of principal curves.
Wang (1999) indicated that while both methods are able to reduce the dimension of the

original data effectively, the principal components obtained are still correlated or
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dependent. This is unlike linear PCA in which the PCs are known to be linearly un-

correlated.

(2) Multi-scale PCA. Bakshi (1998) proposed the idea of integration of wavelets with PCA

to analyse signals in multi-scales.

(3) Multi-level PCA. Yuan and Wang (2001) have developed a multi-level PCA method,

which makes use of rules.

Kosanovich et al. (1996) used multi-way principal component analysis to improve
batch process understanding and to identify the major sources of variability of process data.

Recently, Tates et al. (1999) presented an application of the method. They use multivariate

statistical process control charts to monitor a PVC batch process on-line. Louwerse and
Smilde (2000) focus on the decomposition of batch process data with three dimension to

propose three different models: Unfold-PCA, PARAFAC and Tucher3 and compare these

models.

2.5 Supervised and Unsupervised Neural Networks

Neural networks (NNs) have also been widely studied in process fault diagnosis. NNs
can be broadly divided into two types, i.e., supervised and unsupervised. A supervised NN
requires training data from which a non-linear mapping model is learned to map the
symptoms of faults to sources of faults. Unsupervised neural networks do not need training

data. They group process operational data into classes corresponding to normal and abnormal

operational zones only based on symptoms.

2.5.1 Supervised Neural Networks

The most widely studied supervised NN is the error back-propagation neural network
(BPNN). Simply speaking, BPNN is an algorithm or software system, which can learn from
data the non-linear relationships between multiple inputs and outputs, without requiring
specific information on the fundamental mechanisms relating them. The learning mimics the
human learning process through continuously correcting the errors. A BI;NN 1s made up of
interconnected computational processing elements called neurons which process input
information and give outputs. The neurons are divided into layers. A typical three-layer
BPNN consists of an input layer representing the input variables, an output layer

corresponding to the output variables and a hidden layer (Fig. 2.6). Neurons between two
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adjacent layers are fully connected by branches. Attached to each branch there is a weight
reflecting the strength of the connections. The training (or learning) of the network involves
finding the connection weights, which mimimise the sum of squares of difference between

the network outputs and the target values:

M N

=33 (1M-y") 23)

m=] i=l
Where M - Number of training data patterns

N - Number of neurons in the output layer

1™ - The target value of the ith output neuron for the given mth data pattern

y™ - The prediction for the ith output neuron given the mth data pattern

The BPNN learning process involves a forward propagation pass calculating the
outputs using the inputs, weights and neuron transfer functions, as well as a back-
propagation pass correcting the weights using the error between predictions and target
values. The major advantage of a BPNN model is its ability to learn from data without
requiring principle knowledge of domain problems. In addition it is very effective in dealing

with a large amount of data. The structure of a BPNN model can be easily constructed

according the domain problem and availability of data attributes.

/’/.‘__ e . Ol;tput layer

T35
C (5 (") Hidden layer
oo Input layer

Fig. 2.6. A three layered back propagation neural network.

As one of the earliest applications of BPNN in process fault diagnosis, Hoskins and

Himmelblau (1988) studied six types of faults using a process consisting of three CSTRs in
series. Venkatasubramanian et al. (1990) investigated some fundamental issues using a more
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complex process. Hoskins et al. (1991) studied 19 types of faults using a process having 418
measurements. Kramer and Leonard (1990) made a useful analysis on use of BPNN in
process fault diagnosis and introduced radial basis function network. Ungar et al. (1990)

looked at the application of adaptive networks to fault detection and adaptive control. They
used two neural networks, one for fault diagnosis and one for the controller. The connection

strengths for the models represented by the correlation between inputs such as alarms and
sensor measurements and the outputs such as faults and action, which are learned using rules
and the back-propagation algorithm. The outcome of the system is a pattern recogniser,
which learns non-linearly for controlling simple process, and to learn the logical
relationships between the alarm and measurements with faults as well as their linear
correlations. Farell and Roat (1994) proposed a framework for enhancing neural network

performance in fault diagnosis, which could also be described as an elementary classification

(clustering) technique. The network is trained using not the actual values of variables, but
normalised distances from normal operation values. Improved performance was observed.
An unsolved problem is how to determine the threshold value, which specifies the size of

each cluster. Sridhar and Seagrave (1996) came up with a methodology of combining
different neural models by using stacked generalisation. It attempts to solve the problem of
model selection and model combination simultaneously, to improve model predictions. The
drawback of this approach is the increased computational time. Zhang at al. (1997) used the
same principle but the purpose was to build a neural soft sensor for quality prediction in a
polymerisation reactor. Lennox et al. (1998) employed the artificial neural networks in two
practical applications. The first application was modelling verification process using real
process data (Verification is a process that encapsulates highly active liquid waste in glass to
provide a safe and convenient method of storage). The second application employed the

neural network to capture non-linear system characteristics and then recalled to provide a

means of detecting imminent failure of a vessel in the same verification process. Because

real data is employed, the method is limited to a number of known failures therefore needs
further training for new conditions. Simani and Fantuzzi (2000) developed a fault diagnosis
methodology consisting of two stages. In the first stage the fault is detected on the basis of
the residuals generated from a bank of Kalman filters, while in the second stage, fault
identification is obtained from pattern recognition techniques implemented by a neural
network. Comparative study was carried out using a three-layered radial basis function

network and a back-propagation neural network. It was found that the radial basis function

did not perform satisfactorily.
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Wang (1999) indicated that supervised neural networks have two major limitations in

fault diagnosis. The first problem is that it is not an effective method for identification of
abnormal operations. Some researchers used neural networks trained with normal operational

data to identify faults: if the output is not in the normal region then abnormal operation is

expected. The second and most important limitation of supervised neural networks is that

training data is not readily available, It is unthinkable to initiate faults in a real plant in order

to get training data. Many researchers have proposed to use dynamic simulators to generate
the necessary training data. These limitations make supervised neural networks less

attractive in fault identification and diagnosis compared with unsupervised neural networks.

2.5.2 Unsupervised Neural Networks

To distinguish supervised and various unsupervised NNs, it is useful to make a
detailed classification of the data that is used. Table 2.3 listed four types of data and the

types of neural networks that can be used to solve the classification problem. The most

important advantage of unsupervised NNs compared with supervised NNs is that they do not

need training data. They classify the operation of a process into normal and abnormal

operations only based on the assessment of the measurements.

Table 2.3. Types of data and neural networks.

Types of neural
Types of data networks

Part of the database is known, i.e., the number and descriptions of Supervised NN, e.g.
classes as well as the assignments of individual data patterns are known, | back-propagation NN
The task is to assign unknown data patterns to the established classes. (BPNN)

Both the number and descriptions of classes are known, but the Unsupervised NNs,
assignment of individual data patterns is not known. The task is then to ¢.g., Kohonen (1982)
assign all data patterns to the known classes.

The number of classes is known but the descriptions and the assignment

of individual data patterns are not known. The problem is to develop a
description for each class and assign all data patterns to them.

Both the number and descriptions of classes are not known and it is
necessary to determine the number and descriptions of classes as well as

the assignments of the data patterns.

Unsupervised NN,
¢.g., Kohonen (1982)

Unsupervised NN,

¢.g., adaptive resonance
theory (ART2)

Whiteley and Davis (1994) and Whiteley et al. (1996) studied the adaptive resonance
theory (ART2) developed by Grossberg (1976a,b) and Carpenter and Grossberg (1987,
1088) for the purpose of process fault diagnosis. In addition to being an unsupervised
technique, ART2 is also recursive, or in the terms used in ART2, it is plastic, that is able to

acquire new knowledge and retain stable in the sense that existing knowledge is not
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corrupted. This property is apparently very useful for on-line monitoring where information

is received continuously and the model can be continuously improved.

Chen et al. (1999) and Wang et al. (1999) found that ART2 is very sensitive to noises
and to the threshold value; therefore they developed a new method called ARTnet, which

uses wavelets to replace the signal pre-processing element of ART2. ARTnet proves to be

robust to noise and the threshold values, and faster than ART2.

Kohonen network (1982) has also been studied for fault detection and diagnosis
(Chowdhury and Wang, 1996). The difference of Kohonen network from ART2 and ARTnet

is that it needs the number of classes to be determined before learning starts.

2.6 Other Methods

2.6.1 Data Pre-Processing

Data pre-processing has the following purposes,

(1) Filtering out the noise components otherwise this may result in wrong conclusions being

reached from the data. On-line measurements are characterised by noises and

uncertainties. At high noise to signal ratio, the real trend of variables and the process

cannot be clearly identified.

(2) Extracting features, reducing the dimensionality of the original signal and retain as
much relevant information as possible. The main reasons for feature extraction are, first

of all to minimise the dependencies between attributes and se;:ondly to reduce

dimensionality.

(3) Dealing with the problem of variable sampling periods for data, such as on-line real

time signals and laboratory analytical data.

(4) Qualitative interpretation of measurements, for the purpose of expert systems and

qualitative reasoning.

Although techniques for noise removal and data reconciliation exist, some new
techniques have been developed in recent years, which are more effective than the traditional

methods in handling noise and uncertainty in data, More importantly these techniques can be
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used for qualitative interpretation, feature extraction and dimension reduction of dynamic

trend signals.

2.6.1.1 Qualitative Interpretation

The most notable method for qualitative interpretation of dynamic trend signals is the
episode method, which was originally developed by William (1986). Janusz and
Venkatasubramanian (1991) adapted the method and produce nine primitives to represent
any plots of a function, as shown in Fig. 2.7. Each primitive consists of the signs and the first
and second derivatives of the function. This means, each primitive possesses information
about whether the function is positive or negative, increasing, decreasing, or not changing,
and the concavity. An episode is an interval described by only one primitive and the time
interval the episode spans. A trend is a series of episodes that when grouped together can
completely describe the qualitative states of the system. C and D in Fig. 2.7 are actually not
primitives because they can be regarded as the combination of A, F and B, E. Therefore they

can be reduced to seven primitives as shown in Fig. 2.8.

Fig. 2.7. Nine primitives used in episode approach.

A combination of episodes will form a trend over an interval and is described by a
primitive and the associated time. Primitives are different for first and/or second order

derivatives, so the distinguishing points between episode segments are the extrema and

inflexions where

Ix
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Concave Upward Concave Upward
Monotonic Increase Monotonic Decrease
[dx] > O ‘/ ¥ [/x] < O
fodx] > 0

(2) (b) [2dx] > O

Concave Downward
Monotonic Increase Concave Downward

(9% ) 0 \ Monotonic Decrease
X >
Lox1> 8 /_ [dx] < O

(c) (d)

[ x] < O
Linear Increase Constant Linear Decrease
[dx] > O / [dx] < O
[66x] = O [6x] = 0 [/dx] = O
(¢) (8) (1)

Fig. 2.8. The seven primitives episodes.

The task of identifying the episodes from a signal is simply to identify the inflexions
and/or extrema, i.e., singularities in the signal since they correspond to distinct points of the

episode segments. This means that the singularities of a signal contain the most important

information about the trend. Using singularities for feature representation therefore

completely defines the episodes characteristics of a signal.

However, the singularities are strongly influenced by noise and this is the major
weakness of this approach. Noise components must be identified and filtered from the
features; otherwise the representation will be misleading. Bakshi and Stephanopoulos (1994

a&b) used the wavelet approach to simultaneously remove the noise components and

automatically identify the inflection points.

Wang and Li (1999) developed a different approach for qualitative representation of
dynamic trends using principal component analysis. The main advantage of the method is
that it can qualitatively describe a dynamic trend using only a single qualitative value,

without the need to beak the trend into segments.

2.6.1.2 Feature Extraction and Dimension Reduction

There are two aspects in dimension reduction of process dynamic trends: feature
extraction from a trend of an individual variable and removal of dependencies among a
number of correlated and sometimes redundant variables. The former is concerned with
using minimum number of values, called features to represent a trend. Wavelets (Bakshi and
Stephanopoulos, 1994 (a&b); Chen et al., 1999; Chen, 1998) have been studied for this
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purpose. The methods of episodes (Janusz and Venkatasubramanian, 1991; Cheung and
Stephanopoulos, 1990) and principal component analysis (Wang and Li, 1999) can also be
considered as belonging to this category. The later is aimed at removing the dependencies

among variables so that the process can be monitored in a reduced dimensional space. The

most notable method for this purpose is principal component analysis (PCA) (MacGregor

and Kourti, 1995).

2.6.2 Hybrid Methods

There are also research interests in integration of different techniques. Examples
include integration of expert systems and neural networks (e.g., Ozyurt and Kandel, 1996),

fuzzy logic with neural networks (e.g., Zhao at al., 1997; Wang et al., 1997), and fuzzy logic
with graphical methods (Shih and Lee, 1995; Han et al., 1994; Wang et al., 1995).

2.6.3 Graphical Methods

The most well studied graphical method for process fault diagnosis is signed digraphs

(SDG). SDG is attractive because of its ability to translate the complex inter-relationships

between process variables into an easily understood form and make a complex problem
traceable. In relation to development of a new graphical method for fault diagnosis in a joint

process — operator system, a detailed literature review will be made in chapter 6.

2.7 Human Factors in Process Operational Safety

As has been addressed earlier that operators are an integral part of ‘modern computer

control systems who are responsible for assessing process operational status and take

corrective actions when he/or she perceives that things may go wrong. Human factors in

process operational safety (Mill, 1992; Redmill and Rajan 1997) are concerned with what
happens when the operator receives information, reviews it against his/her experience and
feeds back to the operation. Many things may go wrong at the interface between the
operator and the process. For example the operator’s observation may be faulty, assessment

on the situation may be wrong and the feedback or action may commit failure and cause

more faults in the process.

A according to a survey conducted by a consortium led by Honeywell around the
world including UK, USA, Canada, Europe and Japan, about 40% of abnormal operation
were caused by the human errors (Nimmo, 1995). However as indicated by Health and
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Safety Executive (UK), there is only limited information on how human factors can be

assessed and even less that is specific to chemical engineering. There are two main methods

which, have been used to address human factors in process safety, i.e., training and human-

machine interactions.

2.7.1 Operator Training using Computer Based Systems

Traditionally operator training has been based on on-site learning and practising. More

recently, computer based training systems have been widely used. The most widely used
technique is using training simulators. On a dynamic training simulator, operators learn to
identify abnormal operations and observe systems responses to faults and corrective actions,
as well as learn start-up and shutdown procedures. Since various faults can be easily initiated
and the dynamic response time is much shorter than in a real plant, operators can experience

more operational scenarios in weeks on a training simulator than in the real plant in months

to years.

Knowledge based expert systems can also be used for training operators (Su and Lin,
1997). Emergency management of chemical spills was employed to exemplify the rule based

decision task. Expert systems were used as the training tool for 40 students who were asked

to resolve spill scenarios under the manipulation of training and deadline conditions.

The function of operator training systems can be greatly enhanced with the use of

multimedia technologies including 3D motion pictures, sound effects and interactive

communications (Goh et al., 1998).

Research on human factors often considers one human user interacting with the
machine. In practice, it often involves several operators working together and
communicating between each other. Goal setting and goal sharing are important
prerequisites for co-operative work. Elliot and Entin (1999) developed a team training
procedure designed to train teams to adapt by shifting from explicit to implicit modes
coordination and choosing strategies that are appropriate during period of high stress and
workload condition. The result of their study indicated that several underlying team process
measures exhibited pattern indicating that adaptive training improved various team

processes, including efficient use of mental models, which in turn improve performance.
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2.7.2 Addressing Human Factor Issues at the Design Stage

Human errors can also be introduced to safety check procedures during the process
design stage, such as the symbolic model verification procedure, hazard and operability

studies (Kletz, 1999; Lees, 1996), and process simulation (Moon et al., 1997; Probst et al.,

1997; and Dimitriadis et al., 1995). In these procedures, modes of operator activities are

needed.

2.7.3 Reliability Modelling and Risk Simulation of Operators

With the increasing awareness of the importance of human factors in operational
system safety, human reliability assessment (HRA) is gaining increasing attention
(Broadbent et al.,, 1990). Early work attempted to evaluate the probability of human
erroneous actions such as the method developed by Swain and Guttman (1983), which was
known as the Technique for Human Error Rate Prediction (THERP) and regarded as the first
generation of HRA methods. THERP is a schematic representation of human actions and
related system events, the so-called HRA Event Tree. The drawback of THERP method is
that it does not include a consideration of the dynamic cognitive factors that effect operator’s
behaviour. The development of a second generation of HRA methods (Dougherty, 1990,
1991) failed to overcome the drawback of THERP due to failure to provide a proper
treatment of human cognition. Consequently the natural evolution of the human reliability
assessment approaches led to attempts to solve the problem of HRA in terms of the
Reliability of Cognition (Hollnagel, 1991). These solutions account for dynamic effects of
endogenous and exogenous factors on the inappropriate decision-making and actions
(Cacciabue et al., 1993; Cacciabue, 1998; Roth et al., 1991). In parallel to the evolution of
the HRA methods, the taxonomies dedicated to human erroneous behaviour have also
gradually modified their focus from the simple omission/commission alternative to more
structured taxonomies of work environment based on cognitive analysis (Norman, 1981:
Rasmussen et al., 1981; Reason, 1990). These approaches for the study of the reliability of
cognition need to be coupled to appropriate taxonomies accounting for the socio-technical
factors of the working environment (Bagnara et al., 1991) and for well-structured definitions
of causes, or genotypes and manifestations, or phenotypes and consequences of humanf
erroneous actions (Hollnagel, 1993, 1996). Yoshikawa and Wu (1999) developed a
framework for estimating Human Error Probability, which is used for HRA. The approach
relies on the comparison between the experimental data and human model simulation, an

estimated human cognitive reliability curves are used to confirm the applicability of human
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model for estimating these human error probability parameters. Vanderhaegen (2001)
developed a method called ACIH, a French acronym for analysis consequences of human
unreliability. The method aimed at identifying both tolerable and intolerable sets of human

behavioural degradation, which may affect the system safety.

The limitations of human reliability approaches are no greater than the equivalent
limitations of the system reliability approaches, which is that the lack of cognitive or human
modelling accuracy is no more of a drawback than the lack of deterministic physical
analysis, typical of a fault-tree approach, in performing the reliability analysis of the system.
However the drawback of HRA methods mainly falls within modelling and simulation of the
human behaviour such as human planning and decision and human-machine interaction such
as dynamic and time dependent nature of interaction. Johnson (1999) discussed the barriers
to the practical application of human error analysis and explained why the human error
modelling failed to help in systems development. Human behaviour modelling is also
employed in other applications such as design of interface (Johannsen, 1995, 1997; Yoon

and Kim, 1996; Nishitani et al., 2000) and operational procedures (Grant and Mayes, 1991;
Moray et al., 1992).

2.8 Conclusions and Final Remarks

Over the last fifteen years significant progress has been made in research in applying
artificial intelligence techniques to process monitoring and fault diagnosis. This chapter has
reviewed some of these including real-time expert systems, univariate and multivariate
statistical process control, supervised and unsupervised neural networks as well as data pre-
processing techniques and graphical methods. In the review, the focus has been put on
examining the advantages and limitations of various methods rather than exhausting the

literature. To make a clearer and more concise comparison of some of these methods, Table

2.4 gives a summary.

Apart from the comments made on individual methods in the above review, we also
have the following observations. Firstly, there is a need to benchmark the techniques in
industrial applications. Although there have been comparisons of various methods in

literature, they often are qualitative and not comprehensive. Secondly, the methods need to

be integrated with modern computer control systems. This has just started, for example,

some DCS control systems now provide fault detection and diagnosis programs as standard

configuration modules. However, it has not become a routine practice. Furthermore, with
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extensive use of these methods, the need to improve existing techniques and seek more

effective methods will arise.

Table 2.4. Comparison of various methods for fault identification and diagnosis.

Real-time Knowledge is transparent and causal Human experts knowledge is subjective
expert Can give explanations to Why and How Unable to leam from data therefore not able
systems Rules can be easily added and removed to automatically improve performance during
Can be considered as a principle use
knowledge based method Causal relationship can be buried in a large
Human experts experience and knowledge | knowledge base
can be stored and used DifTicult to maintain and inconsistency may

occur in a large database

Lack of statistical basis because data is not
used.

Can hawe difficulty in descnibing system
having strong interaction of variables
Qualitative interpretation of measurements
cause loss of information
Human expert’s knowledge can not be used
Principle knowledge can not be incorporated
into the system

Need a large amount of historical data
Knowledge is opaque

Supervised NNs are data driven Require training data of fault — symptom
approaches pairs, which is often not available

Principle model is not needed Human expert’s knowledge can not be used

Well developed and easy to be trained Principle knowledge is often not used
Knowledge is opaque

Not as well developed as supervised NNs
Knowledge is opaque

MSPC is a data dniven method
Principle model is not needed

Multivanate
Statistical
Process
Control

(MSPC)

Hasg a statistical basis
Well developed

Unsupervised NNs are data driven
approaches

Networks Principle model is not needed Human expert's knowledge can not be used
Do not need training data Principle knowledge is not used

Signed a uscful tool for qualitative, causal and Being a qualitative method

digraphs first principle analysis drawing a SDQG for a process involving strong

(SDG) represent a complex problem in a causal interactions of variables and control loops can

be difficult.
Not a data driven approach

Qualitative interpretation of measurements
cause loss of information

and traceable way

Systemn’s overall causal relationship can
be visualised

In almost all the above-reviewed methods, it has assumed that after a fault occurring,
the process will evolve without intervention of operators. For example, dynamic simulation

systems have been widely used in developing and testing fault detection and diagnosis

systems. The simulators only emulate the process’s behavior under disturbances or faults,
without considering operators possible interventions during the dynamic transition of the

process. The dynamic behaviour of the process clearly will be different and more complex if

operators intervene during the process of system evolvement. Most of the studies on

operator’s factors in systems operational safety have been in other industries such as the
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nuclear and air space, rather than chemical industries. These studies have been focused on

stress and behaviour models of operators and the purpose has been on improving
management culture, working environment such as light and operational procedures. They

have not been linked to development of computer aided fault detection and diagnosis

systems.

A further observation is that all the studies on automatic fault detection and diagnosis

have focused on only part of the integrated dynamic system, i.e., the process part. No effort
has yet been made on automatic monitoring and assessing the other part, i.e., the operators.
This may be partly due to the difficulty associated with automatically detecting the fault
committed by operators, but is certainly inconsistent with the statistics. According to Nimmo
(1995), 40% of fault happened in process history was due to human factor. Lardner and
Fleming (1999) indicated 80% of accidents involved human errors. The difference in the

figures may have been caused by the definition on what can be called human errors (direct

human error or process error with inappropriate reaction of operators), they all stressed the

importance of human factors in operational process safety. However, as reviewed above,
work so far has been restricted to training and prediction of human reliability. There has

been no effort to develop techniques and systems that can automatically characterise,

monitor and assess operators behaviour and actions in operation.



