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Abstract

Quantum Key Distribution (QKD) is an emerging technology that enables secure data en-
cryption by basing key generation on the transmission of quantum states rather than compu-
tational complexity, thereby anchoring security in the laws of physics and offering resilience
against quantum computing attacks. Current research efforts focus on transitioning QKD
from laboratory-based demonstrations to real-world deployment, thereby establishing it as a
practical communication technology. Quantum entanglement plays a central role in QKD by
enabling robust security assurance and providing a path towards scalable quantum networks.

This thesis presents a polarisation-entanglement system designed for operation in practical
research scenarios, comprising state preparation from a commercial source, transmission, re-
ception and data analysis. The system’s capabilities are demonstrated through measurement
of polarisation correlation visibility, violation of CHSH-type inequalities, and quantum state
tomography, culminating in the generation of the first discrete-variable secret key generated
within the Experimental Quantum Communication Group at the University of York.

Using the developed system, the integration of quantum communication into existing in-
formation infrastructure is experimentally investigated in two distinct scenarios. First, the
coexistence of quantum and classical signals in the shared optical fibre is explored in the con-
text of a White Rabbit time-distribution system, recovering entanglement visibilities above
96% over co-propagation distances of up to 1 km. Second, the transmission of photon pairs
from the entanglement source is demonstrated over a 224 km deployed submarine fibre link,
connecting the UK and Ireland used for classical data traffic. Together, these efforts provide a
versatile, robust research tool for future experimental studies of polarisation-based QKD and
demonstrate the viability of integrating quantum communication into existing optical infra-
structure, paving the way for practical QKD systems.
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Chapter 1

Introduction

Since its inception in 1935, the notion of quantum entanglement has challenged the intuition
and understanding of the physics community. In his letters to Max Born, Albert Einstein
famously objected to these ’spooky interactions at a distance’, and the thought experiment in
his joint publication with Boris Podolsky and Nathan Rosen on the matter came to be known
as the EPR paradox [3].

In today’s world of quantum science however, entanglement is seen in a markedly different
light. Experiments evaluating Bell inequalities [4, 5, 6, 7] have ruled out local hidden-variable
theories, preserving realism only by abandoning locality. The importance of this result and the
consequent shift in accepted thinking are evidenced by the 2022 Nobel prize in Physics, awarded
to Anton Zeilinger, Alain Aspect and John Clauser for their ”experiments with entangled
photons, establishing the violation of Bell inequalities and pioneering quantum information
science” [8].

Instead of a conceptual paradox and ghostly action, entanglement has become a phys-
ical resource that is harnessed in advanced technological applications. Its role in quantum
computation, quantum communication and quantum sensing places it at the heart of modern
quantum technology. For quantum cryptography in particular, entanglement is an invaluable
tool to assure information-theoretic security and enable a future quantum internet [9]. This
thesis presents the development of robust receivers for polarisation-entangled quantum com-
munications research, implementation with a commercial single photon source to produce a
cryptographic key, and two optical fibre infrastructure based experimental investigations that
address practical challenges in real-world deployment.

13



1.1. QUANTUM CRYPTOGRAPHY

1.1 Quantum Cryptography

1.1.1 Classical Encryption

The secure transfer of large quantities of data is a fundamental process underpinning modern
society. Governments, healthcare systems, financial sectors and not least private consumers
all rely on encryption methods to protect their data as it traverses the predominantly public
channels that comprise the internet.

Modern classical encryption practices may be summarised by a three-stage process. First,
two users authenticate and establish an initial shared secret via an asymmetric key agreement
protocol over an insecure public channel. Historically, RSA [10] has been the predominant
system for this initial step. In recent years, the initial key establishment has migrated to the
Elliptic‑Curve Diffie‑Hellman Ephemeral (ECDHE) method [11] due to its forward secrecy and
increased efficiency [12]. In the second step, both users derive identical session keys from their
shared initial secret and use a symmetric encryption algorithm to protect their data, typically
following the Advanced Encryption Standard (AES) [13]. Finally, the information is securely
exchanged over the public channel. The security of these mechanisms relies on computational
hardness of the underlying mathematical problems, such as integer factorisation or the elliptic-
curve discrete logarithm problem. A potentially malicious attacker would not be able to
reconstruct the key from the public information without impractical computational effort.

Classical encryption algorithms such as RSA, ECDHE, and AES thus provide sufficient
security against attacks based on contemporary technology. However, they are severely
threatened or even broken by quantum computing. In 1994, Peter Shor introduced a fac-
torisation algorithm for quantum computation [14] that constitutes an exponential speed-up
over the best-known classical algorithms. If implemented successfully, this algorithm would
break the security of public-key exchanges such as RSA and ECDHE. Similarly, in 1996, Lov
Grover developed an algorithm for unstructured database search [15] which quadratically re-
duces search-time, effectively weakening the security of symmetric ciphers such as AES and
requiring longer key-lengths to maintain equivalent security. Although no quantum computer
exists as of today that can perform these operations at the relevant scale, the field is steadily
advancing [16]. Classical encryption is susceptible to store-now-decrypt-later attacks, which
necessitate early adoption of counter-measures. According to Mosca’s theorem [17], any in-
formation that remains relevant beyond the arrival of powerful quantum computers must be
quantum-securely encrypted now. Consequently, transitioning to quantum-safe encryption
standards is a pressing issue.

1.1.2 Quantum Key Distribution (QKD)

Quantum cryptography [18] is a class of quantum physics-based cryptographic methods, which
provide protection against the threat of quantum computing. Its security is not based on the
hardness of a problem, but on the physical laws dictating quantum mechanics. Assuming
flawless implementation, even an all-powerful adversary would not be able to compromise
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1.1.3 QUBIT DEFINITION & NOTATION

quantum cryptography’s security, making messages exchanged via this method information-
theoretically secure.

Quantum cryptography is ultimately rooted in the principles of quantum mechanics, namely
quantum superposition and the no-cloning theorem [19]. Quantum superposition allows a
quantum state to exist as a linear combination of multiple eigenstates simultaneously. Upon
measurement, the system is projected onto a single eigenstate corresponding to the measure-
ment outcome, thereby altering the original state. The no-cloning theorem establishes that it
is impossible to perfectly clone an arbitrary unknown quantum state. Together, these principles
imply that if a secret key is communicated using a suitable set of non-orthogonal quantum
states, any attempt at intercepting and/or manipulating them unavoidably introduces a de-
tectable disturbance to the system, thus revealing the presence of an eavesdropper. If the
measured rate of disturbance exceeds a certain threshold, the exchange is aborted and the
key discarded. If an identical shared secret key is obtained, information-theoretic security can
be achieved by using this key as a one-time pad (OTP) to encode the desired secret message
[20].

This understanding has given rise to myriad Quantum Key Distribution (QKD) protocols, a
small subset of which will be discussed in the following sections. Physically, the quantum states
may be implemented via a variety of quantum carriers such as electronic spin, photonic phase,
and particle arrival time-bins. This work focuses on polarisation encoded photons, chosen due
to the maturity and ready availability of polarisation based quantum sources - including those
generating polarisation entanglement - and their relative ease of measurement. Leveraging
these advantages, the QKD-system developed in this project marks the first complete QKD
implementation with discrete variables (DVs) at the University of York (see Chapter 4.6).

1.1.3 Qubit Definition & Notation

The classical binary bits {0, 1} can be directly mapped onto their quantum counterparts
known as qubits. In Dirac notation, the computational basis of a qubit therefore consists of
the orthogonal state vectors {|0⟩ , |1⟩}, where

|0⟩ = ⎡
⎣

1
0
⎤
⎦

, |1⟩ = ⎡
⎣

0
1
⎤
⎦

. (1.1)

From the computational basis, three mutually unbiased bases {ℤ, 𝕏, 𝕐} may be defined as the
eigenbases of the three Pauli matrices respectively:

𝜎𝑧 = ⎛
⎝

1 0
0 −1

⎞
⎠

, 𝜎𝑥 = ⎛
⎝

0 1
1 0

⎞
⎠

, 𝜎𝑦 = ⎛
⎝

0 −𝑖
𝑖 0

⎞
⎠

. (1.2)

The resulting eigenstates correspond to physical polarisation vectors as given in Table 1.1.
Tensor products of multi-qubit vectors are written in the shorthand form |0⟩ ⊗ |0⟩ = |00⟩.

Note that additionally, in this work, the kets |0⟩, |1⟩ or any two-qubit combination thereof
may also be used to refer to general orthogonal states in an arbitrary basis, especially in tables
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1.1.4 THE BB84 PROTOCOL

Basis Qubit Definition

Computational or Key |0⟩, |1⟩

Pauli ℤ (rectilinear) |𝐻⟩ = |0⟩
|𝑉 ⟩ = |1⟩

Pauli 𝕏 (diagonal) |+⟩ = |𝐷⟩ = 1√
2 (|0⟩ + |1⟩)

|−⟩ = |𝐴⟩ = 1√
2 (|0⟩ − |1⟩)

Pauli 𝕐 (circular) |𝑅⟩ = 1√
2 (|0⟩ + 𝑖 |1⟩)

|𝐿⟩ = 1√
2 (|0⟩ − 𝑖 |1⟩)

Table 1.1: Basis specific notation for qubits and polarisation based single photon states.

and figures or when referring to the obtained key bits. For example, if a measurement was
performed in all three Pauli bases, the resulting table may possess a column labelled ’|00⟩’ to
signify the results for |𝐻𝐻⟩, |++⟩, and |𝑅𝑅⟩, whereas ’|11⟩’ denotes |𝑉 𝑉⟩, |−−⟩, and |𝐿𝐿⟩.

1.1.4 The BB84 Protocol

The first QKD protocol was introduced in 1984 by Charles Bennett and Gilles Brassard,
commonly referred to as BB84 [21]. In this protocol, the sender (Alice) encodes random
secret key bits onto the polarisation states of single photons. The encoding basis is chosen
randomly for each photon from two non-orthogonal options, typically the ℤ and 𝕏 bases.
Accordingly, a |0⟩ qubits may be transmitted by a |𝐻⟩ or |+⟩ state, and a |1⟩ qubit by |𝑉 ⟩
or |−⟩ (see Table 1.1). Alice then sends her states to the receiver (Bob), who independently
and randomly chooses a measurement basis from the same set {ℤ, 𝕏} and extracts key bits
from his results. After a sufficiently large number of states has been exchanged, they both
announce their preparation/measurement bases publicly (a step known as basis reconciliation)
and discard all instances in which their choices do not coincide (key sifting). The remaining
shared bits now form a theoretically identical secret key, without at any point revealing the
actual key values.

Any intermediate polarisation measurement by a malicious eavesdropper (Eve) necessarily
takes place before the announcement of Alice’s and Bob’s basis choices. Consequently, Eve will
select an incorrect basis with non-zero probability. In such cases, the state she transmits after
measurement will no longer be an eigenstate of Bob’s measurement basis, potentially resulting
in an incorrect key bit. Alice and Bob monitor this in the form of error rate estimation: they
reveal randomly chosen bits of their key, check for discrepancies, and discard the revealed
bits. In modern QKD protocols, the resulting parameter is formalised as the quantum bit error
rate (QBER), i.e. the proportion of errors to correlated shared bits in Alice’s and Bob’s final
strings.
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In physical implementations, experimental imperfections additionally contribute to the
QBER even in the absence of an eavesdropper. These include detector noise, imperfect po-
larisation state preparation, multi-photon emissions, and reference frame misalignment due to
decoherence in the transmission channel. To reconcile the discrepancies in the shared secret
key, modern QKD protocols include error correction procedures, which will cause additional
information leakage. Subsequently, Alice and Bob utilise privacy amplification schemes that
compress the secret key in order to eliminate any information that may be held by Eve.

A formal security proof for BB84 was eventually supplied in 2000 by Peter Shor and John
Preskill [22]. They relate the QBER to an upper bound on the secret key rate (SKR), i.e. the
number of secure key bits generated per second, given by

𝑅 = 1 − 2ℎ(𝑄). (1.3)

Here, 𝑄 represents the QBER, and

ℎ(𝑄) = −𝑄 log2(𝑄) − (1 − 𝑄) log2(1 − 𝑄) (1.4)

is the binary Shannon entropy, a quantification of the information that may be held by Eve per
bit of the raw key. The factor of 2ℎ(𝑄) accounts for both the information leakage caused by
the QBER correction and the key loss during privacy amplification. This expression assumes
an asymptotic key length and a perfect single photon source. In a non-idealised scenario,
correction factors consequently reduce the SKR further.

Given the above assumptions, Shor and Preskill demonstrate that for 𝑄 ≥ 11%, secure
communication is not possible as privacy amplification cannot recover a positive SKR. Be-
low this value however, their proof establishes unconditional security against any coherent
eavesdropping attacks allowed by quantum mechanics. Even an adversary with unlimited
computational power and capable of the most general coherent attacks would not be able to
access useful information about the key.

1.1.5 Entanglement in Quantum Cryptography

Quantum entanglement is closely related to the previously discussed quantum mechanical
principle of superposition. Two or more particles (or multiple degrees of freedom on a single
particle) are considered entangled when their joint quantum state cannot be written as a
separable product of individual quantum vectors. Instead, the system must be described
by a global state that represents a superposition of all possible joint measurement results.
Consequently, simultaneous measurements on subsystems produce correlated outcomes even
if the physical particles are spatially separated. Canonical examples of such states are the
four maximally entangled two-qubit Bell-states, denoted |Ψ±⟩ and |Φ±⟩. Recalling the qubit
notation introduced in Section 1.1.3, the specific polarisation based Bell-state

|Φ+⟩ = 1√
2

(|00⟩ + |11⟩) (1.5)

= 1√
2

(|𝐻𝐻⟩ + |𝑉 𝑉⟩) (1.6)
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will be of primary interest throughout this work. Importantly for QKD, quantum entanglement
is subject to monogamy [23], meaning any entanglement with an additional quantum state
will reduce the existing entanglement between the original pair.

Basing QKD on quantum entanglement rather than traditional prepare-and-measure pro-
tocols not only enhances security but enables various advances in quantum communications
technology, such as the use of quantum repeaters and multi-user quantum networking.

Pioneering in this category is Arthur Ekert’s 1991 E91 protocol [24], which distributes
entangled pairs to Alice and Bob and has them choose randomly between three measurement
settings each. Some of these configurations are used for key generation analogously to BB84,
while others serve to evaluate the Clauser-Horne-Shimony-Holt (CHSH) inequality [25], from
which the Bell parameter 𝑆 is determined (see Section 4.4 for details). 𝑆 is then used to monitor
the security of the channel, as any eavesdropping attempt would reduce the amount of Bell-
violation present. The CHSH inequality constitutes an immediate test of non-local correlations,
and as such places a fundamental bound rooted in quantum mechanics on the information
that an eavesdropper could have obtained, as opposed to approaches whose security relies on
assumptions about the internal functioning of the devices.

Notably, Charles Bennett, Gilles Brassard, and David Mermin introduced an entanglement
based variation of BB84 in 1992, BBM92 [21], which does not directly utilise Bell-inequalities.
A schematic comparison between BB84 and BBM92 is shown in Figure 1.1. This scheme
closely follows the structure of BB84, with the key difference that an entangled photon pair
is generated by a central source and distributed to Alice and Bob, who again each perform
polarisation measurements in randomly chosen bases. Bennett, Brassard and Mermin presented
this scenario to show that a violation of Bell inequalities is not required to produce a secret
key, and that BB84 is already fundamentally equivalent to an entanglement based formalism.
This entanglement-based perspective proved instrumental, as it is the theoretical basis for Shor
and Preskill’s comprehensive BB84 security proof [22], which had otherwise remained elusive.

Building on Ekert’s 1991 proposal, additional entanglement based QKD protocols have
emerged that address critical security challenges in practical implementations. A number of
eavesdropping attacks exploit experimental imperfections without raising the QBER, such as
photon number splitting attacks [26], detector blinding attacks [27], or time-shift attacks [28].
Security based on Bell-violation statistics however can be assured without any assumptions
on the inner working of physical devices, thus resulting in device-independent (DI) QKD.
Antonio Acín et al. performed practical security analysis for DI-QKD against collective attacks
and determined a tight bound for Eve’s information in the DI scenario. In doing so, they
demonstrated that security can be guaranteed even in the presence of device imperfections up
to a maximum QBER value of 7.1%.

A further application for quantum entanglement in QKD takes place in the context of
future quantum networking related to the inherent key rate-distance limitations to which QKD
is subject. Losses in optical fibre scale exponentially with distance as 𝐼𝑇 = 𝐼0 × 10− 𝛼𝐿

10 . Here
𝛼 is the fibre attenuation coefficient (typically ∼ 0.2 𝑑𝐵/𝑘𝑚 in standard optical fibre), 𝐼0
is the initial intensity and 𝐿 is the transmission length of fibre. As a consequence of the
no-cloning theorem, intermediate amplification is not possible and lost photons cannot be
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Figure 1.1: Schematic representation of a) the BB84 protocol and b) the BBM92 protocol. In BB84, Alice
prepares a random state |𝜓⟩ ∈ {|𝐻⟩ , |𝑉 ⟩ , |+⟩ , |−⟩}, while Bob measures in a random basis ∈ {ℤ, 𝕏}. In
BBM92, an intermediate third party Charlie prepares the entangled state |Φ+⟩ = 1√

2 (|𝐻𝐻⟩+|𝑉 𝑉⟩) and sends
one photon to each Alice and Bob, who then measure in a randomly chosen basis ∈ {ℤ, 𝕏}. The protocols
are equivalent from both a security perspective and in terms of distance scaling.

replaced. Consequently, the SKR drops with distance, the QBER steadily increases due to the
growing relative noise, and eventually secrecy can no longer be assured without the use of
trusted nodes. The fundamental limit for repeaterless secret key capacity of QKD, SKC0, was
presented by Pirandola, Laurenza, Ottaviani, and Banchi (PLOB) in 2017 [29]. The SKC0
determines that a lossy channel with transmissivity 𝜂 supports a maximum secret key rate
𝐾(𝜂) = − log2(1 − 𝜂).

Quantum repeaters are broadly defined as any device that enable QKD to surpass the
repeaterless secret key capacity. The only currently known protocol exhibiting repeater-like
distance behaviour is Twin-Field QKD (TF-QKD) [30], in which phase-encoded coherent states
undergo single-photon interference at an intermediate station. Since transmission probabilities
for weak coherent states scale as √𝜂, TF-QKD can achieve a positive secret key capacity
beyond the repeaterless capacity, as shown in early theoretical [31, 32, 33, 34, 35] and experi-
mental [36, 37] works. However, TF-QKD does not constitute a scalable quantum repeater as
it cannot be concatenated across multiple nodes. To reach arbitrary distances, it is necessary
to create a type of quantum repeater that can be operated in series. For this purpose, Briegel,
Dür, Cirac, and Zoller proposed a scheme based on repeated Bell-measurements to distribute
entanglement to arbitrarily distant parties [38]. In a process known as entanglement swapping,
a Bell-state measurement is performed on two photons, each belonging to a different entangled
pair each. This transfers their respective entanglement to the remaining half of each pair, leav-
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ing a single entangled pair that may be spatially distant. In this manner, entanglement can
be distributed via an arbitrary number of intermediate nodes. A physical quantum repeater
architecture has been presented as early as 2001 by Duan, Lukin, Cirac and Zoller [39], based
on entangled photon states from atomic ensembles and repeated potentially noisy Bell-state
measurements. However, a practical quantum repeater network using this technology requires
quantum memories to store the entangled photons while waiting for successful entanglement
swapping at other nodes, which is still an unresolved challenge in the current technological
landscape [40, 41].

Lastly, several works have highlighted the advantages of quantum entangled states for
multi-user quantum network architectures. Entanglement sources based on spontaneous para-
metric down-conversion (SPDC) are commonly employed in QKD systems due to their relative
technological maturity. These sources can feature a broad spectral bandwidth, which allows for
straightforward multiplexing of multiple users and thereby facilitating scalable quantum net-
works [42, 43]. Furthermore, recent studies have proposed the usage of multipartite-entangled
Greenberger-Horne-Zeilinger (GHZ) states to improve resource allocation and streamline trans-
mission traffic, enabling more efficient multi-user QKD protocols [44].

1.2 Current State of the Art and Challenges in QKD

When reviewing the current state of the art in quantum communications, it is important to
distinguish between laboratory-based demonstrations, practical field experiments, and sustain-
able technology deployed in operational settings. Naturally, new milestones are most readily
achieved in the controlled environment of an optical laboratory. However, the adoption of
QKD as a mature technology also relies on demonstrations of practical deployed system. The
following sections will provide a concise overview of recent advancements made in quantum
communications research in both the laboratory and field contexts, touch upon some of the
prevalent challenges, and provide an outline of current national quantum networks. This discus-
sion does not address the plethora of commercially available QKD systems or their associated
recent economic growth, which are beyond the scope of this work.

1.2.1 Key Generation Rate-Distance Limitation

For the reasons described in Sec. 1.1.5, point-to-point QKD distance is often quoted as a
benchmark for technological progress in quantum communications. Many fibre-based QKD
implementations achieve success over distances of several hundred kilometres [45, 46, 47], and
the current distance record for fibre-based QKD is held by Liu et al., who implemented TF-QKD
over 1002 km in a laboratory environment [48] and over 428 km in deployed infrastructure [49].

Entanglement-based QKD, on the other hand, has been demonstrated by Neumann et al.
[50] over up to 248 km of deployed fibre, connecting the cities of St Pölten in Austria and
Bratislava in Slovakia for 110 hours with continuous secret key generation of 1.3 bits/s. Other
recent notable works include the entanglement QKD demonstration over 404 km of optical fibre
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by Zhuang et al. [51], using an ultra-bright source and wavelength multiplexing to achieve an
SKR of 440.8 bits/s at 200 km, and the laboratory based entanglement of quantum memories
over 420 km kilometres reported by Luo et al. [52], working specifically towards a quantum
repeater infrastructure.

Beyond fibre-based limits, satellite QKD can bridge significantly greater physical distances
due to the different dominant loss mechanisms in free-space channels, albeit at the cost of
limited transmission periods during overhead passes. Most recently, the Jinan-1 microsatel-
lite [53] set a new distance record for trusted-relay QKD by generating shared keys between
ground stations in China and South Africa separated by roughly 12,900 km. The longest en-
tanglement distribution to date was performed using the Micius satellite [54], which distributed
entangled photons to ground stations separated by 1,203 km and evidencing the violation of
Bell-inequalities.

Imperfect transmission in optical fibres results in an intrinsic trade-off between SKR and
the achievable transmission distance. For practical quantum networks, sufficiently high SKRs
are required to support large volumes of data traffic, which remains a significant challenge. In
discrete-variable systems, SKRs on the order of 10 Mbit/s over approximately 10 km can be
considered baseline performance [55]. Leveraging improved electronics and advanced detectors
such as multi-pixel superconducting nanowire single photon detectors, recent demonstrations
have achieved rates ranging from 60-115 Mbit/s over comparable links [56, 57], representing
the current state of the art for discrete-variable implementations. Continuous-variable QKD
is typically more limited in terms of achievable range due its higher sensitivity to noise, but
can operate at favourable key rates over metropolitan-scale deployments (up to ∼ 100 km).
Recent breakthroughs report SKRs of ≥ 1 Gbit/s up to 10 km distances and ∼ 100 Mbit/s
at 50 km [58].

1.2.2 Security Assurance & Quantum Hacking

Modern security proofs typically provide security against the most general coherent attacks
allowed by quantum mechanics. Inevitably, such proofs rely on a set of assumptions about
the physical devices, and experimental implementations are striving to fulfil these assump-
tions as closely as possible. Whenever a discrepancy between the theoretical model and the
real device behaviour exists, vulnerabilities arise which may give Eve an opening to obtain
information about the shared secret. A substantial body of current research revolves around
discovering potential quantum hacking attacks that exploit such vulnerabilities and designing
secure protocols to protect against them in realistic settings [40, 59]. This includes both the
identification of specific attacks and development of transferable mitigation strategies, for ex-
ample the photon number splitting attack and the decoy state method [60, 61], as well as the
extension of security proofs to account for experimental imperfections and finite-size effects
[62].

Many known quantum hacking attacks arise specifically from imperfections of physical
devices [18]. Detector side-channel attacks are one prominent class, which exploit uninten-
ded information leakage based on implementation specific vulnerabilities. Examples include
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detector efficiency mismatch, time-shift attacks, blinding attacks and backflash attacks. Sim-
ilarly, quantum state preparation may be affected by imperfections, such as multi-photon
emissions which can enable photon number splitting attacks. In addition, channel probing
attacks such as Trojan-horse attacks leverage unwanted responses of optical components in
the physical system.

One approach to mitigate physical detector vulnerabilities is measurement-device-independent
(MDI) QKD [63, 64, 65], as well as the already mentioned TF-QKD [30], which shares a similar
architecture to MDI-QKD. In MDI-QKD, measurement devices are treated as untrusted and
thus do not need to be fully characterised, thereby removing all detector side-channels from
the security model. However, the sources still have to satisfy certain trust assumptions. While
MDI-QKD can achieve secure transmission distances on the order of several hundred kilometres
and thus represents an important step towards practical secure QKD, it does not account for
source-based quantum attacks and consequently retains some implementation vulnerabilities.

The aforementioned DI-QKD protocol provides more extensive implementation security,
as it requires minimal assumptions on the internal functioning of the devices used by the
communicating parties. However, experimental accomplishment of loophole-free Bell-violation
is extremely challenging. Ideal DI-QKD requires high detection rates, low losses, near-unity
detector efficiency, and high timing precision to retain space-like separation of the single photon
detection events. These are only possible with costly specialised equipment and over short
distances. Truly loophole-free DI-QKD implementations are limited to a few hundred metres
of separation between Alice and Bob [66]. A recent breakthrough [67] pushed this distance
towards 100 km, though without closing the locality loophole, a remarkable increase over
prior-art results, which brings DI-QKD much closer to practical applications.

In the pursuit of practical QKD, certain trade-offs between security guarantees and imple-
mentation complexity are therefore unavoidable. An important ongoing research direction in
the QKD community is the identification of QKD architectures that prove feasible for real-world
deployment while retaining a security advantage rooted in quantum-mechanical principles. Ul-
timately, it is natural that QKD will be adopted into usage if it provides stronger security
than classical approaches based on physical laws at a reasonable cost in terms of monetary
investment and performance.

1.2.3 Real-World Deployment & Standardisation

On the path towards deployed quantum communication networks, integrating QKD systems
with the current technological standard constitutes a central challenge [68] and is often con-
sidered at least as critical as the ongoing technical progress. Utilisation of the already present
optical infrastructure significantly lowers the barrier towards large-scale deployment, and align-
ment with industry-accepted standards accelerates both adoption and accessibility of QKD
technologies for global stakeholders. Consequently, a substantial amount of research is aimed
specifically at reducing the technological overhead associated with incorporating quantum
signals into conventional systems, developing practical implementations using off-the-shelf
components and assessing deployed fibre connections for QKD operation.
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Figure 1.2: Schematic representation of the communication layers in a quantum secured network. The quantum
system produces a secret key, which is handed to the classical system to perform encryption and message
exchange. Current network architecture (above dashed line) is thus expanded by physical quantum hardware
and two conceptual channels for the exchange of quantum states and experimental support data (below dashed
line). Depending on the implementation, it may be possible to combine some or all channels in one physical
channel, though this is subject of ongoing research.

Figure 1.2 shows a schematic representation of the different layers making up a quantum
secured optical communications network. Presently, all communication networks consist solely
of a classical layer, which exchanges both the cryptographic keys and the encrypted data
traffic. QKD necessitates two additional layers. First is the quantum layer, over which the
comparatively delicate quantum states are exchanged. This is often assumed to be a dedicated
dark fibre, as any background light could increase the QBER and negatively impact the key
generation process. Secondly, an experimental support layer is needed to facilitate the physical
quantum measurements. Depending on the protocol employed, this may include high-precision
time-synchronisation, channel birefringence monitoring, optical phase stabilisation or other
comparable continuous referencing methods. The QKD system must also take advantage of
the classical communication layer for steps such as basis-reconciliation, error correction and
privacy amplification.

Despite representing these three layers as separate entities in Figure 1.2, a favourable
solution for practical QKD integration into the current infrastructure is to combine all three
sub-systems into a single optical fibre using wavelength division multiplexing (WDM) or other
space-division approaches. By sharing the optical fibre with the classical channels, the existing
optical network landscape could be fully leveraged while minimising deployment costs. This
approach presents engineering challenges such as managing inter-channel noise and scattering
from the high power classical communications. Several works of recent years have successfully
demonstrated QKD and classical communication coexistence in a variety of system configur-
ations [69, 70, 71], highlighting the potential of this strategy.

In parallel with practical advances, standardisation is a crucial endeavour in the acceler-
ation of commercial adoption. A number of leading standardisation bodies are contributing
to efforts toward QKD-network integration [72]: The international Telecommunication Union
has issued Recommendation ITU-T Y.3810, a framework for quantum key distribution network
interworking including functional models and reference models as well as configuration recom-
mendations [73]; the European Telecommunications Standards Institute (ETSI) has formed
an industry specification group that has published a white paper on implementation secur-
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ity standards for QKD [74] and is currently spearheading further specifications that include
protection profiles for QKD, control interfaces for software defined networks, and characterisa-
tions of QKD transmitter outputs [75]; and the International Organisation for Standardization
(ISO) has published a suite of security functionality requirements and methods for QKD in the
form of ISO/IEC 23837-1:2023 [76]. Together, these guidelines show a clear focus on security
certification requirements, characterisation of devices, and network interfacing with classical
architectures, reflecting growing interest in the interoperability of quantum communication
technologies and classical communication networks.

1.2.4 Current Quantum Networks & Initiatives

Over the past decade, public sector interest in quantum communication has driven rapid growth
of physical quantum communication networks and national research initiatives. The United
Kingdom has established a strong standing within this evolving landscape, which provides the
context for the research presented in this thesis, supported by the UK Quantum Communica-
tions Hub (QCH). The following section offers a brief introduction to the United Kingdom’s
current position, as well as an illustrative selection of leading global quantum networks.

The United Kingdom was one of the first European countries to initiate a national effort
in quantum technologies, launching the Quantum Communications Hub [77, 77] in 2014
as part of the their National Quantum Technologies programme (NQTP) [78]. Led by the
University of York, the QCH accelerated commercialisation of QKD technology, advanced
foundational research in secure quantum networks, and built partnerships across the public
sector, global industry, and national universities. Following the conclusion of the QCH in
2024, a successor hub was established by the NQTP. This Integrated Quantum Networks
Hub (IQN Hub) [79] is directed by Heriot-Watt University under a decentralised management
structure involving several of the UK’s major universities. While the QCH primarily pursued
development of industry-ready quantum communication technologies, the IQN Hub signifies a
strategic shift towards establishing a fully integrated national quantum infrastructure. One of
the QCH’s core achievements is the consolidation of a national quantum network, anchored by
two metropolitan quantum networks in Bristol and Cambridge and connected via an additional
410 km of fibre in the National Dark Fibre Facility. Building on this foundation, the IQN Hub is
now moving from point-to-point QKD implementations and proof-of-principle demonstrations
to scalable, multi-node quantum network structures that support various QKD protocols,
entanglement distribution for quantum computing and sensing, and integration of free-space
and satellite links.

The European quantum infrastructure has been defined by sustainable, network-driven
collaborative initiatives since its early days. A seminal example is the Secure Communica-
tion based on Quantum Cryptography (SECOQC) project (2004-2008) [80], which resulted
in Europe’s first deployed multi-user QKD demonstration, combining various point-to-point
commercial systems to form a trusted-node based QKD network in Vienna. This pioneering
project, which brought together 41 academic and industrial organisations, proved instrumental
for the development of a pan-European quantum networking strategy. Further early collab-
orations include the SwissQuantum network [81] in Geneva (2009-2011), demonstrating an
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operational metropolitan network and providing valuable long-term performance data.

In the wake of these early projects, Europe has since seen the emergence of extensive
quantum communication test-beds, national quantum links and inter-country connections.
Examples notable for their maturity and geographical extent include the Italian Quantum
Backbone [82] and the MadQCI test-bed in Spain [83], while several other countries such as
Germany, the Netherlands, and Ireland recently launched programmes to deploy and integrate
quantum technologies at a national scale, exemplified by initiatives such as IrelandQCI [84].
Today, these advancements are being consolidated under the European Quantum Communic-
ation Infrastructure initiative (EuroQCI), which brings together national efforts from all EU
member states and the European Space Agency (ESA) to lay the foundations of a quantum
internet. EuroQCI encompasses terrestrial quantum networks as well as space-based satellite
links, enabling secure, multinational QKD demonstrations [85] and accelerating a comprehens-
ive quantum infrastructure across Europe and beyond.

Globally, China is currently the most advanced actor in quantum communications. Its
network comprises four metropolitan centres — Beijing, Jinan, Heifei, and Shanghai — inter-
connected via dozens of trusted-node relays, forming a terrestrial network exceeding 10,000
km [86]. Additionally, two optical ground stations integrate high-speed satellite-to-ground
communications with the dedicated quantum satellite Micius [87], facilitating quantum-secure
communication between users up to 4,600 km apart [88]. This network’s reach has recently
been further extended by the addition of the microsatellite Jinan-1, auxiliary to Micius, and a
portable optical ground station, which together have achieved connections over distances up to
12,600 km, linking China and South Africa [53]. Beyond China, significant quantum networks
exist in other non-European countries: In Japan, the Tokyo QKD Network has supported field
demonstrations for over a decade [89], and an expansion to a 600 km national network linking
multiple major cities is planned [90]. In the United States, despite the National Institute of
Standards and Technology (NIST) electing post-quantum cryptography as the primary defence
against the cryptographic threat of quantum computers, several metropolitan-scale quantum
networks [91, 92, 93] remain operational. These developments indicate that quantum commu-
nication technologies are rapidly maturing worldwide, outgrowing experimental test-beds and
moving to components of the contemporary communication landscape.

Evidently, the world is steadily moving towards a global quantum internet. However, while
quantum communication networks are increasingly deployed and integrated over terrestrial
and space-based links, one aspect of infrastructure that remains relatively unexplored are
underwater fibres. Submarine links are a natural choice for numerous international connections
and are widely employed in traditional communication infrastructure, yet only very limited
investigations into their feasibility within a quantum technology context exist at the present
date. Mainly two fibres have been reported on, the roughly 100 km long link between Sicily and
Malta [94, 95], and a 224 km UK-Ireland connection [2], which is subject of Chapter 6 of this
thesis. Investigating these undersea links is a crucial step towards realising a fully-connected
quantum-secured infrastructure, bridging the gap between existing national networks and a
global quantum internet.
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1.3 Thesis Overview

The beginning of this PhD programme coincided with the starting phase of the discrete-variable
experimental quantum communications group at the University of York, during the tail-end
of the COVID-19 pandemic in early 2021. At this time, there was no established laboratory
space, no prior research projects, and limited guidance due to the absence of postdoctoral
researchers and experienced students, until the group markedly expanded and moved to a
dedicated DV-optics laboratory in 2022. Expertise from colleagues working on continuous-
variable QKD provided valuable support during the initial year, but regardless, the start of this
PhD was mainly devoted to developing research capacity, establishing laboratory resources,
and acquiring the necessary experimental skills from the ground up.

Consequently, Chapter 2 of this thesis is dedicated to characterisation and setting up of
DV-specific laboratory equipment. Unless stated otherwise, all work in this thesis is performed
at or around the telecom wavelength of 1550 nm for minimum losses and optimal compatibility
with existing optical infrastructure. The instruments listed in this chapter were subsequently
used throughout the thesis, and intimate knowledge of their functioning informed the design of
the polarisation entanglement system as well as the choice of novel experimental investigations.

Chapter 3 provides a detailed account of the development of a set of polarisation ana-
lysers (PAs) capable of performing various investigative polarisation-state measurements and
functioning as passive receivers for BB84 and BBM92-type quantum key distribution. The
PAs were designed with special focus on experimental stability, ease of use, and flexible ap-
plication in future quantum communication studies, both in the laboratory and during field
deployments. In conjunction with the entangled-pair source characterised in 3, the PAs were
then used to implement a complete polarisation-entanglement system for QKD applications.
Chapter 4 demonstrates the PA’s functionalities through a series of entanglement based meas-
urements, including CHSH-type Bell-inequalities and quantum state tomography. Lastly, the
entanglement system was employed to generate a secret key following the BBM92 protocol,
representing the first complete demonstration of quantum key distribution within the DV ex-
perimental quantum communications group at the University of York.

Finally, Chapters 5 and 6 present two research projects in the context of accelerating
deployment of entanglement based QKD in real-world communication infrastructure, both of
which resulted in publications [2, 1]. Chapter 5 explores the coexistence of entanglement-
based QKD with White-Rabbit time synchronisation, highlighting the integration of QKD
into existing optical communication infrastructure as discussed in Section 1.2.3. Chapter 6
reports entanglement-related results from a field-trial assessing the suitability of a 224 km
international, submarine fibre link between the UK and Ireland to support QKD, representing
one of the few instances of its kind (see Section 1.2.4). While neither investigation employs
the final-design PAs, prototypes were featured, and several open research questions remain as
avenues for future investigations using the mature PAs developed in this work.
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Chapter 2

Instrument Characterisation

This chapter reports in-depth characterisations of the key instruments that were used through-
out this thesis. These include Single Photon Avalanche Detectors (SPADs), Superconducting
Nanowire Single Photon Detectors (SNSPDs), a source of polarisation entangled photon pairs
(EPS), and analysis methods for time taggers. Each of these instruments was acquired as
part of the new Experimental Quantum Communications (EQC) laboratory at the University
of York. Consequently, these characterisations not only serve to commission and validate their
performance, but also establish a baseline for the experimental capabilities and limitations of
the available facilities. This initial work has shaped the direction of both the research presented
later in this thesis and the broader efforts of the research group.
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2.1. SINGLE PHOTON AVALANCHE DIODES

2.1 Single Photon Avalanche Diodes

Single Photon Avalanche Detectors (SPADs) are a commonly used type of click-or-no-click
detectors, often chosen for their practicality and robustness. They function based on an
InGaAs semiconductor diode that is reversely biased above breakdown voltage, so that an
incoming single photon triggers an electronic avalanche through the photoelectric effect. At an
operating wavelength of 1550 nm, SPADs exhibit typical detection efficiencies of 𝜂𝑑𝑒𝑡 ≤ 25%,
while recovery times on the order of microseconds limit the maximum repetition rate to several
hundred kHz. These detectors can be operated free-running mode, where they are continuously
biased above breakdown, or in gated mode, with the latter periodically applying the excess bias
for a short duration (the gate), reducing the detector noise probability and providing temporal
selectivity. As comparatively affordable, compact devices operating at room temperature,
SPADs are widely used in practical applications.

A total of six SPADs, three pairs of
different models, were acquired for
the EQC group (see Table 2.1). Due
to SPADs’ typically limited detection
efficiencies, low temporal bandwidth,
and high noise levels, a thorough un-
derstanding of their optimal operating
parameters was required to maximise
their performance across different re-
search scenarios. Consequently, the
first step was to conduct a compre-
hensive characterisation, investigating
metrics such as detection efficiency,
dark count rates, and signal to noise
ratio. A selection of particularly rel-
evant or insightful results is presented
in the remainder of this section.

Model Device
ID

Operating
Mode

Manufac-
turer

ID220 D1
D2

FR ID-
Quantique

IDQubes
NIR

Q1
Q2

FR +
Gated

ID-
Quantique

PDM-IR P1
P2

FR +
Gated

MPD

Table 2.1: SPAD models acquired for the EQC group and
their operational modes (FR = free-running).

2.1.1 Photon Detection Efficiency

The SPADs’ detection efficiencies were determined using the substitution method. A stable
Continuous Wave (CW) laser illuminates the SPADs through a precisely calibrated optical
attenuation system. A reference power-meter, connected in parallel with the SPADs, monitors
the incident optical power, enabling calculation of the detection efficiency. The experimental
setup is shown in Figure 2.1. A series of measurements with varying incident power levels is
taken, and the slope of the resulting count rate in the near-linear regime provides a precise
estimation of the detection efficiency. The SPADs were calibrated in gated mode with vary-
ing gate lengths where possible, as this configuration exhibits a better signal to noise ratio.
Figure 2.2 shows the detection efficiency calibration results.
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2.1.1 PHOTON DETECTION EFFICIENCY

Figure 2.1: Schematic representation of the experimental setup used to determine the SPAD detection ef-
ficiency via the substitution method. CW-laser light is first attenuated via an electrical Variable Optical
Attenuator (VOA (E)), whose attenuation is varied throughout the experiment. A 99:1 Beam Splitter (BS)
distributes the light between a power meter and a further manual VOA (M) fixed at 44 dB attenuation, after
which the SPADs under investigation are connected.

a) b)

c)

Figure 2.2: Measured detection efficiencies at various gate lengths (given in brackets) for a) the IDQubes,
versus nominal detection efficiency; b) the PDM-IRs, versus excess bias voltage; c) ID220s, versus nominal
detection efficiency. In each case, the variable on the x-axis corresponds to the setting available in that
detector’s GUI.
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2.1.2 DARK COUNT RATES

The PDM detectors are operated with an excess bias setting rather than a detection
efficiency setting, so this graph serves as a laboratory reference to align their performance
with the other detectors. Notably, the gate length appears to influence the observed detection
efficiency for the IDQubes, which prompted further investigation, as detailed in Section 2.1.4.

2.1.2 Dark Count Rates

Even with perfect shielding from noise photons, SPADs exhibit an intrinsic Dark Count Rate
(DCR) caused by voltage-induced spontaneous avalanche formation and afterpulsing effects.
The DCR is strongly dependent on operational parameters such as excess bias, detector dead
time and, in the case of gated operation, the gate repetition rate. DCR calibration should
be performed before every experimental measurement to account for all relevant factors, in-
cluding optical power and stray light. However, to establish a guideline for suitable operating
parameters, selected DCR calibrations were conducted. Figure 2.3 shows one such calibration,
investigating the DCR with detector dead time for the SPADs in free-running mode at 20%
detection efficiency.

a) b)

c)

Figure 2.3: DCR against detector dead time for the a) IDQubes, b) PDMs and c) ID220s. In each case, the
detector was operated in free-running mode at 20% detection efficiency.
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2.1.3 TIMING JITTER

The detector dead time setting determines the period following a detection event during
which the SPAD is biased below breakdown voltage, allowing the avalanche to dissipate. The
ID220 detectors, which are designed specifically for free-running operation, exhibit low DCR
for dead times of 5 𝜇𝑠 and above, while the gating-capable detectors show escalating dark
counts below 15 𝜇𝑠 dead time and a higher DCR baseline. Additional measurements indicate
that, in gated mode, the IDQubes and PDMs offer a greatly superior signal-to-noise ratio and
can operate with comparatively short dead times, depending on their gating frequency.

2.1.3 Timing Jitter

The timing resolution of SPADs typically ranges from around fifty to a few hundred pico-
seconds, with higher bias voltages improving the precision. When measuring coincident detec-
tions of photons with coherence times shorter than this range, as is the case for the photons
from the entanglement source used throughout this thesis, the detector timing jitter becomes
the limiting factor determining the width of the coincidence peak and consequently the timing
window that should define a coincidence (the ’coincidence window’). As experiments involve
longer channels, chromatic dispersion eventually can become the dominant contribution. Re-
gardless, in all cases the coincidence window has to be appropriately matched to the observed
temporal spread of the detected photon pairs.

A practical method to achieve this is the histogramming of the time-tagged coincidence
times and fitting of a Gaussian function to the resulting peak. The parameters of this fit allow
the selection of a coincidence window that captures the majority of photon pairs while keeping
the inclusion of background counts to a minimum. Figure 2.4 shows two examples of this
procedure. The measured convolution of instrument jitters in this detector pairing was found
to be lower than the value expected from the combined typical specifications, indicating that
at least one model operates above its nominal specifications.

a) b)

Figure 2.4: Coincidences from the EPS between a) D1 and Q1, with measured FWHM = 198 ± 2 ps, and
expected combined jitter is around 300 ps; b) D1 and Q2, with measured FWHM = 187 ± 2 ps, and expected
combined jitter is around 300 ps.
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2.1.4 Detector Gate Profile

For the SPADs capable of gated operation, the detector gate shape was visualised to understand
the trends in detection efficiency noted in Section 2.1.1. This is commonly achieved using a
picosecond pulsed laser to probe different temporal regions of the gate. In the absence of such
a source, an alternative approach is employed. By shining attenuated coherent laser light on
the detector, a uniform probability distribution of incident photons across the gate is obtained.
Referencing the photon arrival times to the gating frequency and histogramming the results
therefore yields the relative detection sensitivity as a function of time. This creates a direct
visualisation of the detector gate shape as displayed in Figure 2.5.

a) Q1 gate at 10% and 20% detection efficiency. b) Q2 gate at 10% and 20% detection efficiency.

c) P1 gate at 2V and 5V detection efficiency. d) P2 gate at 2V and 5V detection efficiency.

Figure 2.5: Time resolved photon count rates within the detection gate of each SPAD at different detection
efficiencies, visualising the gate profile. All gates were set to a length of 10 ns.

The resulting gate shapes are consistent across repeated measurements, indicating that
any irregularities are likely characteristic of the underlying physical detector elements. Notable
observances include a delay in reaching the target bias voltage on the IDQube detectors,
particularly for low detection efficiency, which explains why the nominal detection efficiencies
were consistently higher than the measured efficiencies for short (10 ns) gates (see 2.2 a)).
Table 2.2 lists the FWHM of the observed detection gates, which are all nominally designed
to be 10 ns.

Additionally, both detector models exhibit sections of periodically oscillating sensitivity,
especially at low excess bias voltages. These peaks and troughs have implications on QKD
security, as a static, non-uniform gate profile could be exploited in the form of a time-shift
attack. By selectively delaying photons, Eve could increase the probability that one detector
triggers over the other, thus biasing the bit selection and gaining information about the secret
key. Figure 2.6 shows two gates on equivalent detectors overlapped at the optimal alignment to
minimise any efficiency differences, representing the best-case scenario the receiver can create.
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2.1.4 DETECTOR GATE PROFILE

Gate Width FWHM (ns)
Efficiency/Bias Q1 Q2 P1 P2

10%/2V 6.9 6.9 9.25 9.5
20%/5V 8.95 8.95 9.6 9.95

Table 2.2: Comparison of the detector gate length measured as the full gate width at half maximum. All
values are given in ns and have an uncertainty of ±50 ps.

Vertical lines indicate the points where the remaining mismatch is maximal (corresponding
to the points Eve would target in her time-shift attack), while disregarding the very edges
of the gates which Alice and Bob may choose to discard. Table 2.3 summarises the relative
differences in efficiency at these locations. The resulting detection bias is more pronounced
at smaller bias voltages, but remains non-negligible in all cases. This investigation high-
lights the critical importance of thorough detector characterisation for prepare-and-measure
QKD implementations and, as motivated in Chapter 1.3, illustrates one of the advantages of
entanglement-based device-independent QKD.

a) Gate shapes for Q1 and Q2 at 20% efficiency. b) Gate shapes for Q1 and Q2 at 10% efficiency.

c) Gate shapes for P1 and P2 at 5V excess bias. d) Gate shapes for P1 and P2 at 2V excess bias.

Figure 2.6: Time resolved photon detections within the detection gate for different detectors at identical
settings, contrasting the sensitivity of equivalent detectors. Vertical lines indicate the data points where the
discrepancy between two detectors is largest (excluding gate edges), despite optimised temporal overlap.

Q1/Q2 P1/P2
10%/2V 39.5% 29.2%
20%/5V 14.1% 21.9%

Table 2.3: Differences in relative detection efficiencies at the most discrepant points after optimisation of the
gate alignment for different detectors of the same model under the same conditions.
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2.2 Superconducting Nanowire Single Photon Detectors

Superconducting Nanowire Single Photon Detectors (SNSPDs) are another type of click-or-no-
click single photon detectors. Their operation principle is based on passing a current through
a nanowire held at cryogenic temperatures, thus keeping it in a superconducting state. Ab-
sorption of a single photon locally increases the energy of the nanowire, temporarily bringing
it out of superconductivity and the resulting drop in current is used to signal the detection
event. Modern SNSPDs outperform SPADs in several key metrics, routinely achieving de-
tection efficiencies ≥ 90%, recovery times ≤ 100 ns, DCRs ≤ 100 Hz, and are not subject
to afterpulsing effects. However, in contrast to SPADs, they are considerably more expens-
ive, sensitive to environmental conditions, and significantly larger including all the additionally
required supportive hardware.

After moving into the new EQC laboratory in 2022, an SNSPD system comprising six
channels was acquired, including two channels sensitive in the near-infrared (N-IR) just outside
the visible spectrum (780 nm) and four in the telecom C-band (1550 nm) range. The rest
of this section presents the noise behaviour and detection efficiency of the four IR channels
(labelled 3-6), as they were used extensively during experiments in subsequent chapters. The
installation, laboratory integration and many of the initial measurements with the SNSPDs
were performed as part of this thesis work. The resulting thorough understanding of the setup
process, along with familiarity with its operational challenges, were instrumental in making the
UK-IE experimental campaign possible, as described in Chapter 6.

The dark count rate of SNSPDs is primarily caused by thermal photons generated within
the detector itself through black body radiation. As a result, the detector DCRs are highly
sensitive to both the ambient temperature and the temperature of the device itself. Figure 2.7
shows a selection of DCR values observed under varying conditions. As a general guideline,
a DCR <100 Hz across all channels was considered indicative of acceptable environmental
conditions.

Unlike SPADs, SNSPDs detection efficiency is highly dependent on the incoming polar-
isation state. Shortly after the initial installation, a Manual Polarisation Controller (MPC)
station was integrated into the SNSPD system, where the incoming signal can be aligned to
best match the detector’s preferred orientation. It is important to note that this alignment
requires the fibre to support only a single polarisation mode.

The SNSPD detection efficiency was measured by Mr Ormond Taylor, following the same
methodology outlined in Section 2.1.1 for SPAD detection efficiency measurements, and is
included here as a reference for the subsequent chapters. An additional step involved using the
MPC station prior to each measurement to either maximise or minimise counts, corresponding
to an aligned or maximally misaligned incoming polarisation state. The resultant efficiency
values are quoted in table 2.4 and show good agreement with the manufacturer’s test report,
as well as a high dependency on the incoming polarisation state.
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2.3. ENTANGLED PAIR SOURCE

Figure 2.7: SNSPD dark count rate under different environmental conditions. The blue datasets indicate
reference values from strictly controlled environments. Initially, a lack of air circulation in the EQCG laboratory
caused increased dark counts in the laboratory setting due to rising temperatures around the detector. This
was resolved by a reconfiguration of the experimental space and moving of the SNSPD helium compressor to
a well-ventilated area.

Channel Nominal Efficiency % Max Efficiency % Min Efficiency %
3 94 87 ± 3 52 ± 1
4 92 90.5 ± 0.01 62 ± 1
5 88 86.6 ± 0.8 58 ± 2
6 93 93 ± 1 48 ± 2

Table 2.4: Detection efficiency of the SNSPD C-band channels as measured by the manufacturer and within
our laboratory, all in percent. Data obtained from Mr Ormond Taylor.

2.3 Entangled Pair Source

The polarisation entangled photon source employed in this thesis is based on Spontaneous
Parametric Down-Conversion (SPDC). This process leverages the non-linear susceptibility 𝜒(𝑛)

of a dielectric material, which when exposed to a sufficiently strong electric field 𝐸, gives rise
to an induced polarisation density 𝑃 in relation to the vacuum permittivity 𝜖0 [96]:

𝑃 = 𝜖0𝜒(1)𝐸 + 𝜖0 (𝜒(2)𝐸2 + 𝜒(3)𝐸3 + ...) (2.1)

This polarisation acts as a source term in the wave equation for 𝐸, giving rise to new frequency
components, and in the case of SPDC resulting in three-wave mixing driven by the second-
order non-linear term including 𝜒(2). Quantisation of the involved electric fields reveals that
this three-wave mixing spontaneously annihilates a pump photon and creates two lower energy
photons, termed signal and idler (see Figure 2.8). Importantly, within the non-linear crystal,
both energy and momentum have to be conserved for the conversion to be allowed.

SPDC is an inherently probabilistic process with a low conversion efficiency, such that pairs
are produced infrequently enough to be considered well time-separated. SPDC based single
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Figure 2.8: Schematic representation of a) the physical SPDC process, b) momentum k conservation, and c)
energy 𝜔 conservation within the non-linear crystal. The subscripts denote the pump (p) beam, signal photons
(s), and idler photons (i) respectively.

photon sources therefore enable a technique known as photon heralding, by which the presence
of a single photon (the idler) is identified by the detection of its heralding partner (the signal).
This allows for the filtering of the SPDC pairs against an unrelated background, making the
heralded half of the pair into a single photon.

The entangled pair source (EPS) utilised in this work, schematically depicted in Figure 2.9,
contains two 25 mm type-0 periodically poled lithium niobate (PPLN) crystals, which facilit-
ate the down-conversion process. Periodic poling enables quasi-phase matching between the
interacting fields, thereby enhancing the conversion efficiency, while the type-0 configuration
specifies a shared polarisation alignment of the pump, signal, and idler photons parallel to one
common crystal axis. The two crystals are arranged in an auto-balanced interferometer setup
[97], resulting in the coherent superposition of orthogonally polarised SPDC-pairs to create
entangled photons in the |Φ+⟩ Bell-state (see Equation 1.5). This specific setup produces
count rates on the order of 1 MHz after filtering as described in Section 2.3.1.

Figure 2.9: Schematic representation of the entangled pair source. Blue lines indicate fibre-based components,
red lines free space sections.

This compact, commercially available entangled photon source includes several custom
modifications. A manually adjustable optical attenuator can be engaged externally to vary
the pump intensity. An access hatch enables adjustment of an internal Half-Wave Plate
(HWP), which sets the polarisation state entering the crystals, and thereby controls the relative
polarisation components that interfere. Finally, one arm of the interferometer can be occluded
with a metal bar, suppressing the entangling interference and causing the source to produce
classically correlated photons in the |𝐻𝐻⟩-state.

The following subsections present a characterisation of the source, assessing its suitability
for quantum communication applications.
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2.3.1 Wavelength Spectrum

The EPS operates in a wavelength-degenerate SPDC configuration, producing photon pairs
symmetrically around a central wavelength determined by the crystal and poling parameters.
Figure 2.10 shows the wavelength-dependent count rates measured with the SNSPD system
connected after an Optical Tunable Filter (OTF). The measurement is limited by the tuning
range of the optical filter and therefore does not capture the full emission spectrum. Within
its range, a spectral bandwidth of approximately 60 nm can be determined.

The source is centred at approximately 1560 nm, with signal photons emerging at shorter
wavelengths and idler photons at longer wavelengths. This provides a convenient way of isolat-
ing entangled pairs using optical wavelength filtering, as entangled photons will be equidistant
from the central wavelength. The source itself uses the wavelength spectrum to separate the
collinear signal and idler streams before coupling them into individual fibres. The design calls
for a fibre-based dichroic mirror with a cut-off wavelength of 1560 nm to split signal and idler
photons and send them to separate fibre outputs. However, this particular source exhibits a
manufacturing defect, where the cut-off wavelength of the dichroic is mismatched with the
SPDC central wavelength. Photon pairs are separated at 1565 nm, which means that any
pairs with the idler between 1560 nm - 1565 nm are not separated and instead wholly sent on
the signal path.

Figure 2.10: Wavelength spectrum of the entangled pairs emitted by the EPS. The mismatch between the
dichroic mirror and actual central wavelength can be seen clearly.

The dichroic mismatch causes significant issues when utilising this source for QKD. A
non-negligible percentage of the source brightness is immediately lost, as the unseparated
photons cannot be individually measured in experiments. Furthermore, the erroneous pairs
contribute to excess noise in the form of background counts on single photon detectors, and
present as a multi-photon emission, degrading the results of quantum measurements such as
HBT-interferometry (see Section 2.3.3).
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To circumvent this issue, a practice of only using the source with narrow wavelength
filtering is adopted. Generally, pair photons at 1550 nm and 1570 nm are employed, in order
to take advantage of the optimisation of optical components for 1550 nm while remaining
at a high pair emission rate. Multiple fixed filters at 1550 nm were used with different pass-
bandwidths, dependent on the experimental requirements. The higher wavelength idler photons
were isolated using the OTF, whose width and central wavelength were chosen to match those
of the fixed filters. This strategy eliminates not only the erroneous SPDC photons from the
source itself, but also cuts down much of the excess noise that couples into the experiment from
the environment. A drawback, however, arises from the drastically reduced source brightness
(most of the emitted pairs remain unused) and the increased losses, especially on the OTF
path, which presents an insertion loss of 5-7 dB.

2.3.2 CAR & Heralding Efficiency

Two important characteristics when discussing a single photon pair source for QKD are the
Coincidences-to-Accidentals Ratio (CAR) and the heralding efficiency. Both are a measure of
the amount of genuine pair detections versus the noise present in the system. As such, both
the pair and noise emission of the source as well as the noise and losses in the detection system
contribute to these figures.

The CAR is defined in Equation 2.2 as the quotient between the total coincidences observed
from the source emission, made up of genuine pair detections and unrelated, but coincident
events, and the number of accidental coincidences based on statistically arising coincidences.
Experimentally, this can be measured by applying a large time delay 𝜏 to the detection time
of one detector, so only uncorrelated coincidences are recorded.

𝐶𝐴𝑅 = 𝐶𝑜𝑖𝑛𝑐𝑖𝑑𝑒𝑛𝑐𝑒𝑠
𝐴𝑐𝑐𝑖𝑑𝑒𝑛𝑡𝑎𝑙𝑠

(2.2)

The CAR scales strongly with detector noise, the coincidence window, and count rates in the
regime where detector block-off effects prevent the detection of all pairs. Hence, the CAR
can be engineered by manipulating the source brightness and coincidence window (see Figure
2.11). Using SAPDs for the detection, exhibiting DCR values in the range of single kHz,
and choosing a coincidence window of 1 ns, this source produces a CAR of several hundreds,
exceeding one thousand for optimised source brightness, which is the expected standard for
present-day SPDC sources. SNSPDs improve this figure so that a CAR of several hundreds is
maintained at the highest pair emission rates [98].

The heralding efficiency 𝜂(𝑖|𝑠) (also known as Klyshko efficiency) is a measure of the
conditional probability that the detection of one photon (e.g. the signal) heralds the presence
of its partner photon (e.g. the idler). It is defined as in Equation 2.3 as the quotient between
the observed rate of signal and idler coincidences 𝐶𝑠𝑖 and the rate of signal photons alone 𝑆𝑠.
The heralding efficiency is equal to the optical losses that the heralded photons experience
multiplied by the detection efficiency, and can thus be used to estimate the total losses of an
optical connection.

𝜂(𝑖|𝑠) = 𝐶𝑠𝑖
𝑆𝑠

(2.3)
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Figure 2.11: Dependency of the CAR on the source emission rate. In the lowest regime, detector dark
count (green line) induced accidentals dominate the observed coincidences, thus limiting the CAR. In the
higher regime, statistical accidental coincidences between emitted singles dominate as they scale faster than
coincidences stemming from true pair emissions.

For the full QKD setup including the EPS, a heralding efficiency of ∼5% is measured (see
Figure 2.12), which is low for the current technological standard. This value corresponds to an
attenuation of 13 dB on both outputs, since the heralding efficiency is similar when using either
photon as the herald. However, known losses in the full setup can account for part of this
attenuation, particularly the OTF with an estimated insertion loss of 5 dB, 50:50 beam splitters
in the detection system that contribute an additional 3 dB, and coupling losses between free
space and fibre. Details on these losses can be found in Section 3.7. Other factors may include
low source-to-fibre coupling within the source itself, measurement of which is infeasible with
the available experimental resources.

a) b)

Figure 2.12: a) Coincidence rate versus single count rates with increasing pump power. The slope of this
relationship determines the heralding efficiency. b) Heralding efficiency as a function of single count rate
in the low pump power regime. The heralding efficiency stabilises after emerging from the noise dominated
regime and reaches a value of around 5%. Legends indicate which photon was considered the herald.
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2.3.3 Single Photon Quality

The EPS is characterised with respect to its single photon nature by computing the second-
order correlation function of emitted pairs, denoted 𝑔2(𝜏). 𝑔2(𝜏) is defined as the correlations
in intensity of an electric field 𝐼(𝑡) at two different times 𝑡 and 𝑡 + 𝜏 and is given by equa-
tion 2.4 [99].

𝑔2(𝜏) = ⟨𝐼(𝑡)𝐼(𝑡 + 𝜏)⟩
⟨𝐼(𝑡)⟩⟨𝐼(𝑡 + 𝜏)⟩

(2.4)

At 𝜏 = 0, the 𝑔2(0) becomes a measure of photon statistics. For perfectly uncorrelated
light, such as photons from a coherent laser source, this equation will evaluate to exactly 1.
A 𝑔2(0) > 1 indicates super-Poissonian photon statistics (bunched light), whereas a value
𝑔2(0) < 0 is only caused by photons with sub-Poissonian statistics (anti-bunched light).
Perfect single photon sources approach 𝑔2(0) = 0.

Replacing the classical intensity fields in the above equation with quantum-mechanical
ladder operators leads to the 𝑔2(𝜏) as a function of the heralded single photon and coincidence
detection probabilities conditioned on a detection at the heralding detector:

𝑔2(𝜏) = 𝑃(𝑄1𝑄2|𝐷1)
𝑃 (𝑄1|𝐷1)𝑃 (𝑄2|𝐷1)

= 𝑁(𝑄1𝑄2𝐷1)𝑁(𝐷1)
𝑁(𝑄1𝐷1)𝑁(𝑄2𝐷1)

(2.5)

Here, 𝑃(𝐴|𝐵) refers to the probability that detector A clicks given that detector B has
clicked, and 𝑁(𝐴), 𝑁(𝐴𝐵) etc. refer to the absolute recorded number of single or coincident
detections of the detector(s) in parentheses. Experimentally, the 𝑔2(𝜏) was measured by
setting up a heralded, three-detector version of the Hanbury-Brown-Twiss interferometer (see
Figure 2.13) [100].

Figure 2.13: Schematic setup for the measurement of the EPS’s second order correlation function, based on a
heralded Hanbury Brown-Twiss interferometer. The filters select signal and idler wavelengths that correspond
to entangled photons, reducing the noise due to the dichroic mismatch. Many two-fold coincidences are
expected between the heralding detector D1 and each of the signal detectors Q1/2, but three-fold coincidences
across all detectors are infrequent.
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In this specific setup, the signal photons at D1 are used to herald the arrival of the idler
photons, which can be detected by either Q1 or Q2, but not by both simultaneously. If
multi-photon emissions are infrequent, triple coincidences across all three detectors at 𝜏 = 0
are thus low, while twofold coincidences between the heralding and either idler detector are
high. In post-processing, a varying delay is applied to the detection times received from Q1
to determine the 𝑔2(𝜏) at different 𝜏.

Using this methodology, a number of 𝑔2(0) ≪ 1 measurements were recorded, with the
lowest achieved 𝑔2(0) = 0.0042 ± 0.0009 shown in Figure 2.14. This remarkably low value
was obtained with the help of optimised detection rates, a narrow coincidence window and low
source brightness, all designed to minimise the accidentals contribution.

a) b)

Figure 2.14: a) 𝑔2(𝜏) for the EPS as measured using free-running SPADs and optimised experimental para-
meters with different coincidence windows applied. b) Detailed view of the 𝑔2(0), highlighting the effects of
a widening coincidence window.

Experimental imperfections such as stray light, detector dark counts, and a poor heralding
efficiency increase the 𝑔2(0) above the ideal value of 0 even in the absence of multi-photon
emission. The 𝑔2 elevation due to triple coincidences caused by these effects can be estimated
by accounting for accidental coincidences between a two-fold coincidence and unrelated single
counts on the third detector, according to Equation 2.6. As in Equation 2.5, 𝑃(𝐴|𝐵) and
𝑁(𝐴)/𝑁(𝐴𝐵) refer to the conditional probabilities and absolute counts respectively, while
𝑅(𝐴) is the detection rate in Hz and Δ𝑡 is the coincidence window in seconds. Further types
of accidental triple coincidences are sufficiently rare to be neglected.

𝑔2∗(𝜏) = 𝑃(𝑄1|𝐷1)𝑃 (𝑄2) + 𝑃(𝑄2|𝐷1)𝑃 (𝑄1) (2.6)

= 𝑅(𝐷1)Δ𝑡 ( 𝑁(𝑄1)
𝑁(𝑄1𝐷1)

+ 𝑁(𝑄2)
𝑁(𝑄2𝐷1)

) (2.7)

This 𝑔2∗(0) fully accounts for the 𝑔2(0) values found in the presented setup and thus indicates
minimal multi-photon emission. It should be noted that a fair assessment of the EPS’s single
photon quality in a QKD context, where a high key rate is imperative, should consider the
source at full brightness and with a coincidence window encompassing the entire coincidence
peak. However, in the full-power QKD scenario presented in Chapter 4, the system exhibits
a high entanglement fidelity, sufficiently indicating that any multi-photon contribution is still
negligible.
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2.3.4 Intensity Stability

Lastly, it is worth commenting on the intensity stability of the EPS as a function of time.
During stable, continuous operation, the entangled pair generation rate varies slowly within
±5% of its average value on the scale of tens of minutes, maintaining a stable mean count rate
overall (see Figure 2.15). The manufacturer’s report indicates that this can be tracked back
to a known residual instability in the pump laser. These fluctuations have to be accounted for
when designing long, interrelated measurement series where these drifts cannot be averaged,
for example by repeating a shorter cycle of measurements every few minutes.

Figure 2.15: 24 hour measurement of the coincidence rate produced by the EPS under stable environmental
conditions. The source had been generating entanglement for several hours prior to the measurement start.

Furthermore, during the initial 1-2 hours after turning the laser on, coincidence rates and
count rates fluctuate noticeably. To investigate whether the phase-matching conditions of the
crystal are the cause of this warm-up behaviour, the EPS coincidences and the resistance of
a thermistor located under the interferometer are recorded simultaneously. Figure 2.16 shows
that while the magnitude of the coincidence count drift is similar to what is observed in steady-
state operation, the frequency of fluctuations during the first 1.5 hours is significantly higher.
This coincides with the thermistor warm-up period (signified by the falling voltage across the
thermistor), although the intensity fluctuations do not appear correlated to the thermistor
temperature. Regardless, a 1.5 hour warm-up period for the EPS can minimise the influence
of rapid intensity fluctuations on measurement results.
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Figure 2.16: EPS coincidence rate and thermistor voltage in the period immediately following turn-on.

2.4 Software Development

2.4.1 Time Tagger Analysis Code

Time taggers are devices used to precisely timestamp photon detection events from incoming
detectors against a common clock, thereby enabling time correlated analysis. Within this work,
time tagging is implicitly included as part of the single-photon detection system, and is therefore
not discussed separately. Two separate time taggers (distributed by different companies) are
used in this thesis. Their proprietary software is not designed to record measurements with
the desired parameter control, nor in a manner that is easily compatible with the laboratories
other relevant instruments. Consequently, for both time taggers, an entirely new code library
had to be developed to efficiently record, save, and analyse the time tags. This was done in
the laboratory’s most prevalent coding language, Python.

It is worth noting that almost all of the code for this thesis was developed independently
and from the ground up. Recently, some effort has been made to create a common Python
library termed ’Quince’ that comprises all time-tagger operation and analysis code for the
laboratory’s three time tagger models. Quince is intended to be an exhaustive resource for the
entire group, though at the time of writing, this is still a work in progress, pursued by other
group members. The code used in this thesis was updated to incorporate Quince functions
to be suitable for re-use in future collaborative experiments, however, all functionalities used
were already present in previous versions developed entirely independently.

One challenge to this coding venture is the amount of accumulated data. Each detection
event, comprising of a time tag and associated channel number, is placed in an internal
buffer within the time tagger. This buffer has to be emptied efficiently to avoid loss of data,
which can make it challenging to perform on-the-fly analysis. For event-rich experiments, the
resulting datafiles can be large (exceeding 100 GB), even within binary format. Furthermore,
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it is desirable that analysis code is independent of the physical device used in order to aid
experimental flexibility. Thus the task of processing time tags is generally modularised into
the following functionalities:

• Acquisition of data and saving of raw time stamps (in their innate binary format)
• Translation from binary time stamps to a universal channel/time stamp data-frame or

collection of coincidences
• Evaluation of time stamps/coincidences data-frames to obtain physical values (such as

count rates, coincidences, 𝑔2(𝜏) etc.)

Data partitioning or preliminary sifting can be performed in the translation step to reduce
file size and speed up the evaluation step, which in turn is agnostic of the device used to
record the time stamps. The analysis step is thus fully device-agnostic and decoupled from
the data-taking step.

During development, additional challenges were encountered with specific devices, which
are outlined below:

PicoQuant ’MultiHarp 150’ - This time tagger’s paid-for analysis software ’QuCoa’ was
unsuitable to perform the required analysis. The device also offered very limited Python
support at the time of purchase, and by default produced results in a proprietary file format
that proved tedious to integrate with other code.

By far the most time consuming step in using this time tagger is the manual conversion of
datasets from their binary format due to a quirk of the MultiHarp’s time-tag incrementation
that prevents efficient parallelisation. An interleaved measurement/analysis method for long
measurements was adopted, where the data taking process is broken into segments and each
segment is analysed while the next one is being recorded (see Figure 2.17). Additional analysis
steps reduce the raw data to only the potentially relevant coincidence information, which is
then saved separately. This leads to much of the analysis being performed on a massively
reduced dataset, which greatly reduces computing time.

qutools ’quTAG’ - On this instrument, the translation from binary to processing-ready
data is straightforward, so interleaving is generally not necessary. However, the quTAG is
susceptible to bugged time-stamping, requiring additional fail-safes and functionality checks.
This device also offers an accessible, FPGA-based capability to immediately return coincidence
information, which can easily be saved to a human-readable format. Where appropriate, this is
chosen over recording the full timestamp information to obtain results in a fast and accessible
manner.

2.4.2 Rotating Waveplate Controls

The final polarisation analysers developed in Chapter 3 include piezo-electrical rotational
mounts for remote/automated polarisation control. The devices can be operated either manu-
ally via an interface board or in software via a USB connection and GUI. However, to utilise
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Figure 2.17: Schematic representation of how long measurements are recorded with the MultiHarp using Python
scripts. A master script delegates the data acquisition and pre-analysis in segments to several subprocesses,
which reduce the data to purely that of interest for analysis. Final results are extracted from the combined
retained information at the end.

the waveplate mounts in scripted measurement sets, it is more convenient to bypass the GUI
and control them directly through the USB connection. Commands are passed as bit strings,
comprising of a 3-byte header and variable length data packages.

Deriving from the pre-existing general ycqtinst class (originally developed by Dr Ben-Amies
King), designed for connecting with generic USB devices throughout the laboratory, all useful
command-strings for the piezo mounts are wrapped in Python as part of a new ’ELL14K’
instrument class. This class controls actions including connecting to a rotator at a specified
port, reading the current position, rotating by a certain amount, and many more. Each
waveplate is instantiated as a new object and commands are sent to the object to control/read
it, so multiple rotators can easily be operated in parallel. This class integrates seamlessly into
the general measurement scripts and can be expanded easily with new commands if required.

Measurements using the polarisation analysers described in Chapter 3 combine the rotating
waveplate controls with detection events recorded on multiple time tagger channels, leading
to a complex array of measurement variables, especially in the time-multiplexed coincidence
detection scenario. Additionally, scripts for sequential measurement series produce myriad
files that need to be managed efficiently. To streamline this process, a specific datafile naming
convention was established and automatically implemented by measurements scripts. This
convention allows the analysis files to extract relevant experimental parameters programmat-
ically, reducing manual overhead and potential for clerical errors.
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Chapter 3

Developing a QKD Receiver

The measurement of polarisation entanglement is a well-established and widely practised tech-
nique in quantum optics. A variety of different setups have been developed for this purpose
in quantum communication, tailored to their specific applications. Manipulation of the po-
larisation states is typically achieved in free-space implementations via optical wave retarders
(waveplates), Linear Polarisers (LPs), and Polarising Beam Splitters (PBSs). These compon-
ents enable projection of quantum states onto the chosen measurement basis, most commonly
the linear and circular bases associated with the Pauli operators (see Section 1.1.3).

This chapter details the evolution of the experimental PA setup, highlighting the motivation
behind specific design choices and providing a description of the devices utilised within the
experimental investigations presented in Chapters 5 & 6. Finally, the mature PAs are presented
and their key physical setup metrics are assessed. This is distinct from their measurement
performance, which is exhaustively demonstrated in Chapter 4.
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3.1 Polarisation Analyser Requirements

For this thesis, two Polarisation Analysers (PAs) for the measurement of quantum entan-
glement were developed from the ground up. This system is designed to fully characterise
arbitrary polarisation states and facilitate quantum communication specific research applica-
tions such as the evaluation of QKD transmitters, the investigation of transmission channels,
and performance of polarisation-based QKD protocols. The setup is compatible with both
prepare-and-measure schemes using single-photon polarisation states as well as entangled two-
photon systems.

Several key design requirements were identified in the early stages of development, includ-
ing:

• Precise and deterministic polarisation manipulation and measurement
• High extinction ratio between orthogonal states
• Low optical insertion loss
• Alignment stability and physical robustness
• Fast operation and random basis selection
• Ease of use
• Remote control and queued measurement capability

3.2 Fibre-Centric Measurement of Polarisation States

Conducting polarisation state measurements in free space provides a convenient reference
frame for the definition of measurement axes — for example, the horizontal state can be
defined as parallel to the optical table. Over the free-space propagation distance, the polar-
isation states also remain stable and any state transformations introduced by optical elements
can be described deterministically. However, free-space bulk optics are susceptible to spatial
misalignment, are time-consuming to set up, and incur additional coupling losses. To meet
the requirement for long-term stability, the first PA model was therefore designed to minimise
free-space sections and rely predominantly on fibre components.

Conversely, in optical fibre, polarisation is subject to unitary transformation induced by
birefringence, which varies with temperature and mechanical stress. This birefringence can
be employed for polarisation control using Manual Polarisation Controllers (MPCs). However,
such control is less precise and affected by hysteresis due to the continuously changing fibre
birefringence. Consequently, constant monitoring of a reference polarisation state would be
required in a fully fibre-based polarisation analyser. To address this, the early PA design
performs basis selection within a short free-space section, implemented using three waveplates
in a miniature, pre-assembled, optical fibre bench, referred to as the U-bench. Fibre benches
exhibit high alignment stability based on their solid structure, with this U-bench maintaining
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3.2. FIBRE-CENTRIC MEASUREMENT OF POLARISATION STATES

a collimation/coupling efficiency of ∼ 80% for both ports. They allow for different optical
components to be placed in the free-space path with similar stability and in many cases without
disturbing the alignment.

This prototype PA consists of the previously described U-bench for polarisation control
and a fibre-coupled polarising beam splitter that performs the polarisation measurement by
splitting any incoming polarisation state into orthogonal components. Figure 3.1 shows the
full setup used to measure entanglement from the EPS, including the polarisation analysing
elements. Within the U-bench, the photons propagate in free-space over a distance of approx-
imately 5 cm, during which they pass through a sequence of a half-waveplate (HWP, 𝜆

2 -plate)
and two quarter-waveplates (QWP, 𝜆

4 -plate) in the arrangement of QWP-HWP-QWP. This
configuration represents the standard setup for arbitrary polarisation manipulation, as it allows
full unitary control over an arbitrary polarisation state. As such, these waveplates can be used
to simultaneously compensate for the birefringence of the channel and project the state into
a known measurement basis aligned with the fibre-based PBS. Initial polarisation alignment
is performed by setting the EPS to emit the linear |𝐻𝐻⟩-state, removing all waveplates from
the U-bench and placing them in one-by-one to recover a linear state on the polarising beam
splitter. Then, by rotation of the waveplates, deterministic measurements can be taken.

Figure 3.1: Schematic representation of the first Bell test setup. All components except the Polarisation
Controller (POC) benches are fibre-based, red and yellow lines denote polarisation maintaining fibre and single
mode fibre respectively. The idler photons are filtered by the OTF, selecting 1596.23 ± 0.40 nm wavelength
immediately after exiting the source. Based on component availability, the matching signal photons were
isolated by two polarisation maintaining optical filters (PM-OFs) after the PBS, selecting 1550.13 ± 0.50 nm.

Using this setup, first attempts at measuring polarisation entanglement were made as
explained in Section 4.3. The resulting polarisation correlation curves, shown in Figure 3.2,
indicate the presence of quantum entanglement based on the visibility extracted from fitted
sinusoidal curves as listed in Table 3.1. Generally, an average visibility ≥ 70.7% [101] in
two orthogonal bases is evidence of quantum entanglement, with modern implementations
routinely achieving visibilities ≥ 90%.

The described experimental setup is therefore capable of demonstrating polarisation entan-
glement. However, the visibility of observed correlations can be significantly improved. The
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Visibility
Basis |00⟩ / |01⟩ |11⟩ / |10⟩

ℤ 87.3% 92.0%
𝕏 64.2% 84.1%
𝕐 67.6% 81.6%

Table 3.1: Absolute visibilities of polarisation correlations observed based on the fitted entangled state coin-
cidences from the EPS.

a) b) c)

Figure 3.2: Correlation curves of coincidences between signal photons in a fixed basis and the idler photon
rotating along the Poincaré sphere via rotation of the HWP by the angle 𝜃𝜆/2 in ∘. The legend refers to the
starting polarisation states of both photons. a) Signal photon aligned to |𝐻⟩, idler photon tracing through
all linear polarisation states on the Poincaré sphere equator. b) Signal photon is aligned to |𝐷⟩ = |+⟩, idler
photon tracing through all linear polarisation states on the Poincaré sphere equator. c) Signal photon is aligned
to |𝐿⟩, idler photon tracing through rectilinear and circular states along the Poincaré sphere sagittal plane.

most probable reason for the reduced visibility is the section of single-mode fibre connecting
the U-bench coupling port to the PBS. Birefringence in this fibre introduces an unknown po-
larisation transformation, leading to a misalignment between the measurement reference frame
and the intended rotation, even after an initial linear reference state has been aligned. As a
result, precise control over the projective measurements is compromised.

3.3 Polarisation State Collapse in Free Space

To mitigate the effect of an unknown polarisation reference frame misalignment between the
controlling and collapsing elements, the polarisation measurement has to be incorporated into
the free-space section of the PA, thereby preserving reference frame alignment and allowing
full control over the measured state.

The previously employed U-bench was too small to house free-space components for both
polarisation control and measurement simultaneously. Switching to a longer fibre-bench how-
ever proved incompatible with the current collimators due to their limited collimation length.
Ultimately, a new fibre-bench base plate, slightly longer than the first iteration but still within
the collimation range, could be fitted with one HWP, one QWP and interchangeably either a
PBS or LP. Figure 3.3 shows this PA with the two waveplates and an LP in place.
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Figure 3.3: A photograph of the revised PA in free
space. The U-bench contains a QWP, a HWP and
a LP in series. An in-fibre MPC is used to align the
incoming polarisation state with the LP before inserting
the desired waveplates.

Removal of the initial QWP required that
the polarisation state entering the PA is
aligned to a linear state in order to maintain
full control over the projection. This neces-
sitated the inclusion of a fibre-based MPC in
front of each PA, which can be used to com-
pensate for any channel birefringence. Due
to the spatial restrictions on the short fibre-
bench, it was not possible to utilise the reflec-
ted output of the PBS. Consequently, meas-
urements can only be performed for a single
state at a time and its orthogonal comple-
ment must be recorded separately.

This PA setup maintained high coupling
efficiencies of ≥ 70% per port and meas-
ured average polarisation correlation visibil-

ities ≥ 93% in all three Pauli-bases, demonstrating that the placement of the polarisation
state collapse in free-space succeeded in significantly improving the accuracy of the induced
polarisation state projection. The experiment presented in Chapter 5 uses this implementation
of the PAs to successfully conduct experiments on coexistence of classical data traffic and
quantum signals in optical fibre infrastructure, achieving visibilities of similar magnitude.

Despite the favourable performance of these PAs, their scalability is limited by the fact
that only a single polarisation state can be measured at a time. In practice, this constraint
complicates investigations that require numerous projective measurements, such as evaluations
of the CHSH inequality or full quantum state tomography.

3.4 Dual Polarisation Output and Motorised Waveplates

The next iteration of the PAs incorporated several hardware upgrades. An additional output
coupling port was introduced to capture the reflected beam from the PBS. This modifica-
tion necessitated both a larger fibre-bench base plate as well as matching longer focal length
collimators, achieving >70% simultaneous coupling efficiency. Linear polarisers were inser-
ted after the PBS to provide a high polarisation extinction ratio of around 30 dB, while
anti-reflection-coated fibres enhance the coupling efficiency. Furthermore, the achromatic
waveplates placed in the fibre-bench were replaced with zero-order waveplates mounted in
motorised, piezo-electronic rotational stages, enabling automated and precise control over
the applied polarisation transformations. Since the piezo-mounts are not compatible with
fibre-bench architecture, they were integrated into an alignment-maintaining cage system po-
sitioned at the input of the fibre-bench, with the QWP preceding the HWP. Figure 3.4 shows
the resulting PA configuration.
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Figure 3.4: PAs with motorised waveplates and two output couplers. The cage-mounting ensures alignment
stability and contains a QWP followed by a HWP for exhaustive polarisation control when starting with a
linear state. The right image shows the PAs packed into a rack-mounted drawer for transport and deployment
in the UK-IE field trial.

In addition to making experiments involving a large number of different measurements
more convenient, simultaneous monitoring of both PBS outputs provides an additional benefit
during the initial alignment of the entangled state’s generation reference frame with that of the
PAs. The unitary transformation applied by the transmission channel involves a free parameter
that has not yet been discussed, namely the relative phase difference 𝜑. The general form of
a |Φ+

𝜑⟩ Bell-state includes a relative phase between the orthogonal polarisation components:

|Φ+
𝜑⟩ = |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√

2
(3.1)

As detailed in Appendix A, this phase difference 𝜑 must be appropriately compensated to
maintain the expected polarisation correlations in the 𝕏 and 𝕐 bases. However, the phase dif-
ference is not visible at all in the ℤ basis, where the initial polarisation alignment is performed,
nor can 𝜑 be deterministically manipulated with the given MPCs. In the absence of dedicated
phase-compensation components, the correct compensation can therefore only be identified by
trial and error: varying the MPCs and recovering ℤ basis alignment until the expected correla-
tions are observed in all three bases. This process is significantly accelerated when both basis
eigenstates can be monitored simultaneously, allowing the relevant minimum and maximum
polarisation correlations to be observed within a single measurement. Furthermore, the use
of motorised waveplates enables rapid and precise switching between different measurement
bases, eliminating the need for manual adjustment and further reducing polarisation alignment
time.

The rotational mounts are controlled via command strings transmitted over a USB con-
nection to the control board. A Python wrapper class was developed (as discussed in Sec-
tion 2.4.2) to integrate waveplate readout and control into the general experimental software.
This modification thus enables fully automated operation and, following the initial physical
polarisation alignment, entirely remote execution of a wide range of measurement sequences.
For example, CHSH measurements, quantum state tomography, and long-term stability tests
can be scheduled and performed without further manual intervention.
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As mentioned above, the previously employed achromatic waveplates were replaced with
zero-order waveplates optimised for a wavelength of 1550 nm. Although the EPS is centred
at 1560 nm and, as discussed in Section 2.3.1, the idler photons are intentionally filtered at
1570 nm, the use of zero-order waveplates nonetheless results in reduced rotational errors
during polarisation manipulation.

This can be understood from the wavelength-dependence of the retardance. Achromatic
waveplates exhibit a retardance that is slightly below the ideal value over a broad wavelength
range, whereas the zero-order waveplates achieve the exact retardance at their design wavelength
but deviate more rapidly away from it. Crucially, a wavelength offset of up to 25 nm does
not introduce a retardance error exceeding the intrinsic deviation of the achromatic wave-
plates. Consequently, the transformation applied to the idler remains comparably accurate,
while the transformation of the signal at 1550 nm is significantly improved. This behaviour
was modelled based on the wavelength-dependent retardance values provided in the manufac-
turer’s data sheets for both waveplate types, shown in Figure 3.5, and subsequently verified
experimentally at 1550 nm using a laser source and polarimeter.

This version of the setup was deployed during the UK-IE field-trial, which is the subject
of Chapter 6, and was intended for use in the investigation of entanglement distribution over
a 224 km submarine fibre link. However, due to unexpectedly high noise levels encountered
during the trial, it was ultimately not utilised for measurements. Nevertheless, the system
was transported to the experimental site and installed, providing an opportunity to assess its
optical alignment stability.

Remarkably, after transport over 175 km by van, the transmitted output of the PBS
remained aligned with a coupling efficiency above 60% and could be restored to above 70%
with minor adjustments in less than 20 minutes. The reflected PBS beam could not be
evaluated, as the PBS on its fibre-bench mount cannot be reliably locked in place and was
intended to be aligned on-site. This stress-test demonstrates the robustness and stability of
the PAs, confirming that these key design objectives were successfully achieved.
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a) b)

c) d)

Figure 3.5: Simulation of rotation effected by achromatic vs zero-order waveplates for a) 1550 nm light through
a HWP, b) 1575 nm light through a HWP, c) 1550 nm light through a QWP, and d) 1575 nm light through
a QWP. Each plot includes the maximum error produced by the respective waveplate when measuring an
eigenstate in the most affected basis (Δ𝑋, Δ𝑍), which even at 1575 nm favours the zero-order waveplate.

3.5 Passive Basis Selection for QKD

The last major revision of the PA design involved tailoring the setup specifically for QKD
applications. Although the motorised rotational mounts enable switching between measure-
ment settings on millisecond timescales, which is sufficient for investigative measurements,
QKD protocols require a randomly selected measurement basis for every individual photon.
A straightforward solution to implement this employs a 50:50 polarisation-insensitive Beam
Splitter (BS), with each output arm configured to measure a distinct basis. This approach is
widely used (see Pirandola et al. [40], Section X.4) and referred to as passive basis selection,
as it eliminates the need for actively switched components. Consequently, the resulting PAs
function as passive QKD receivers.
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In the PAs, passive basis selection was implemented by introducing a 50:50 BS cube
and duplicating the waveplate–PBS–LP–fibre coupler assembly, so that there is an equivalent
measurement path behind each BS output. This modification substantially increases both the
complexity and physical size of the setup, as can be seen in Figure 3.6. In this configuration,
a single input collimator defines the free-space input beam, which is subsequently split into
four paths that each must be coupled into separate output fibres over a propagation distance
approaching the collimation limit. Because the alignment of all four couplers is governed by
the same collimator, optimising the simultaneous coupling efficiency is technically challenging.
Special receiver fibres with a Thermally Expanded Core (TEC) were therefore employed to
increase the mode field diameter of the receiving fibres, enabling simultaneous coupling into
all four outputs with satisfactory efficiency. Both the basis-selecting beam splitter and the
polarising beam splitters are glued in place after alignment to ensure optical stability.

BS PBS

PBS

a) b)

Figure 3.6: Final polarisation analyser design in a) schematic and b) image. Photons are projected into the
chosen measurement basis via the HWP ( 𝜆

2 ) and QWP ( 𝜆
4 ), and polarisation measurement is performed at the

two PBSs. LPs are used to enhance the polarisation extinction ratio of the PBSs. The BS performs random
basis choice, so that the PAs can act as passive receivers in a QKD protocol.

The final PAs comprise three fibre benches, interconnected via cage-mounted rotators.
Each PA has two arms: one for the photons transmitted through the BS, and one for those
reflected. The transmitted arm contains a HWP, and the reflected arm contains a QWP. The
choice of this waveplate configuration represents a compromise between polarisation control,
space restrictions imposed by the maximum collimation length, and minimisation of optical
losses. By employing a fibre-based MPC upstream of the PA, the input polarisation can be
prepared in a linear state. In the HWP arm, this enables access to all linear polarisation
projections, including measurements in the ℤ and 𝕏 bases. In the QWP arm, measurements
can be performed in the ℤ and 𝕐 basis, as well as in elliptical states obtained through rotation
of a QWP.

This PA design enables simultaneous, continuous bit generation in any two Pauli bases
for QKD protocols; determination of CHSH parameters from two waveplate settings; and full
two-qubit quantum tomography using three measurement configurations (see Chapter 4 for
demonstrations). It therefore balances experimental flexibility (supporting applications such
as QKD demonstrations, quantum state characterisation, and transmission monitoring) and a
compact, stable implementation constrained by the available collimation optics.
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3.6 Detection Output Time-Multiplexing

Figure 3.7: Experimental setup combining two PA out-
puts into one fibre and simultaneously aligning each
polarisation state with the SNSPD’s preferred axis. Ad-
ditional fibres introduce appropriate relative delays, so
that bit-values can be identified.

The two PAs provide a total of eight out-
put ports. However, only four IR-SNSPD
channels are available in the EQC laborat-
ory. Entanglement-based measurements re-
quire the simultaneous utilisation of both
PAs, so the two detection outputs corres-
ponding to each measurement basis are mul-
tiplexed into a single optical fibre using a
fibre coupler. While this introduces an ad-
ditional 3 dB of attenuation, it also reduces
the required number of detectors to four and
thus enables the employment of the high-
performance SNSPDs. A photograph of this
configuration is shown in Figure 3.7, and a
schematic in Figure 3.8 a).

To distinguish events originating from dif-
ferent PA outputs, fibre delay lines are in-
troduced immediately before and after the
PA collimators to create characteristic time
delays between the two output ports of a
given PBS measurement. Since the en-
tangled photon pairs are generated via SPDC
from a CW laser, there is no external timing
reference that can be used to assign absolute event times. Consequently, detections must be
analysed relative to their partner photon, with the relative arrival time providing the informa-
tion required to infer the measured two-photon state. Figure 3.8 b) and Table 3.2 summarise
the nominal fibre delays and corresponding coincidence times for each bit combination. Real
coincidence times differ by a few nanoseconds from these conceptual values due to small
variations in fibre lengths, as well as the inclusion of MPCs. However, these variations are
sufficiently small compared to the required time separations.

Bit Combination Fibre Length ΔAB Time ΔAB
|01⟩ 0 m 0 ns
|00⟩ 20 m 100 ns
|11⟩ 25 m 125 ns
|10⟩ 45 m 225 ns

Table 3.2: Fibre length and resulting time delta between different output combinations on the PAs.
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Figure 3.8: a) Schematic representation of the multiplexed detection outputs, visualising the delay fibre and
SNSPD polarisation alignment via MPCs. b) Diagram indicating the delay lengths applied to each detection
state. Delay fibres are added immediately before and after the PA collimators. The displayed intersection
represents the polarisation measurement conducted at a PBS. Both arms on each individual PA are delayed
identically.

The delay between coincidence events involving the same bit value is chosen to exceed the
recovery time of the SNSPD (∼70 ns). If this condition is not satisfied, subsequent detection
events may occur during the detector dead time and therefore go unregistered. This would
lead to a systematic suppression of later coincidences and a resulting bias in the measured
quantum state statistics towards earlier events. In a QKD context, such a bias constitutes
a potential security vulnerability, as it could theoretically be exploited by an eavesdropper to
gain information about the secret key.

Additionally, the output states of each PA port are orthogonally polarised with respect
to each other, which conflicts with the SNSPD system’s polarisation dependent sensitivity.
In order to enable the detection of both states using a single SNSPD channel with optimised
detection efficiency, an additional fibre-based MPC (MPC 2 in Figure 3.8 a)) is added to the |0⟩
path as shown in Figure 3.8 a). Since the SNSPD MPC station affects both incoming states,
the alignment procedure must be performed sequentially. First, the |0⟩ state is temporarily
blocked in free-space and the SNSPD MPC (MPC 1 in Figure 3.8 a)) station is used to align
the |1⟩ state. Then, the |1⟩ state is blocked and the additional MPC is used to optimise the
|0⟩ state, leaving the previously aligned state unaffected. This procedure ensures that both
states are individually optimised for maximum SNSPD detection efficiency.

As discussed previously, due to the multiplexing scheme, the arrival times of both detection
events at Alice and Bob must be jointly known in order to identify the measurement outcome.
This introduces a complication in QKD scenarios, where this information cannot be securely
exchanged without compromising the security of the key. The setup presented in Chapter 4
therefore does not constitute a fully secure QKD implementation. However, maintaining
comparable experimental performance, the detection events at Alice and Bobs could be fully
decoupled either by employing eight independent detectors, or by using a pulsed entangled-
photon source, which would require a global timing reference for correlating measurement
outcomes. It is therefore appropriate to regard the results presented in Chapter 4 as a valid
experimental demonstration of QKD functionality, with limitations arising solely from the
detection architecture rather than the underlying transmitter or receiver performance.
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3.7 Passive Receiver Characterisation

The following sections present measurements of the coupling efficiencies of the PAs, as well as
their optical and polarisation alignment stability. These results represent the physical perform-
ance of the PAs, while their functionality in polarisation measurements and their applicability
to entanglement-based experiments are discussed in Chapter 4.

3.7.1 Coupling Efficiency/Attenuation

PA 1a) PA 2b)

Collimator/
Coupler

50:50 
Beam Splitter

Polarising
Beam Splitter

Linear
PolariserHWP QWP

Figure 3.9: Schematic representation of the power transmitted through the PAs and losses experienced at each
optical component. Due to space restrictions, measurements could not be taken between the PBSs and LPs.

Figure 3.9 shows a map of the splitting ratios and insertion losses as measured with a 1550 nm
laser source and power meter. Values after the couplers correspond to the coupled power
measured in fibre. For this measurement, the polarisation state of the input light was aligned
with the horizontal state of the PBS’s, then, the HWPs and QWPs were used to rotate the
laser light to |+⟩ and |𝑅⟩, so that each output is illuminated equally. Table 3.3 summarises
the cumulative insertion losses for each output, excluding the 3 dB incurred by the PBS. The
biggest losses are caused by the LPs, which are necessary for a high polarisation contrast,
as the PBSs’ reflected (|𝑉 ⟩) output still contains around 5% |𝐻⟩ light as per specifications.
Coupling efficiencies are calculated between the power in free space immediately preceding the
coupler and the output of the TEC fibre. These coupling values exhibit minor fluctuations
over time, but have proven to be stable on average over several months. After three months
of inactivity, all outputs exhibited coupling efficiencies above 60%, demonstrating long-term
stability, therefore achieving one of the central design objectives.
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3.7.2 SETUP STABILITY

PA & Coupler Coupling Efficiency Insertion Loss
PA1 - HWP, T 79.7 % 6.45 dB
PA1 - HWP, R 65.0 % 4.82 dB
PA1 - QWP, T 76.2 % 6.38 dB
PA1 - QWP, R 65.9 % 4.04 dB
PA2 - HWP, T 79.2 % 5.60 dB
PA2 - HWP, R 78.1 % 4.74 dB
PA2 - QWP, T 83.3 % 4.85 dB
PA2 - QWP, R 88.1 % 4.60 dB

Table 3.3: Coupling efficiencies and insertion losses for the two PAs. Insertion losses do not include the
intentional 3 dB removed by the PBS. Coupling efficiencies are calculated between the power in free space
immediately preceding the coupler and the output of the TEC fibre.

3.7.2 Setup Stability

Figure 3.10 illustrates the stability of the final receiver setup. Both the coupling efficiency and
the polarisation alignment remain stable over timescales of several days under typical laboratory
conditions. It has been observed that even after extended periods of inactivity, the system
retains near-optimal optical alignment. In multiple instances, the analysers were operated
without the need for realignment after several weeks, and in some cases even after months of
inactivity. This level of stability makes the PAs well-suited for long-term measurements, such
as quantum measurements with low coincidence rates that require data to be accumulated
over several hours (see 6), as well as extended QKD demonstrations.

This chapter has presented an overview of the development of a set of PAs intended
for use in quantum communication research. The final devices are shown to be robust and
stable with respect to optical and polarisation alignment, while introducing minimal insertion
loss and maintaining a high extinction ratio between orthogonal polarisations. They are also
capable of utilising the high-performance SNSPD system despite the limited availability of
IR-channels. The next step is to integrate these PAs with the EPS characterised in Chapter 2
to realise a complete entanglement system, and to perform entanglement measurements and
QKD demonstrations, as will be explored in the next Chapter 4.
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3.7.2 SETUP STABILITY

a)

b)

Figure 3.10: a) Count rate stability over several days as measured with the EPS and PAs. b) Stability
of absolute polarisation correlation visibility over several days. Visibilities are computed for coincidences on
equivalent PA arms (i.e., both HWP or both QWP paths). Apart from a small initial drift in correlated visibility
of the 𝕏 basis, good stability of the polarisation state is present throughout both measurements. Variations
in single photon count rates are consistent with the source laser stability (see Figure 2.15).
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Chapter 4

Polarisation Entanglement System for
Quantum Key Distribution

This chapter combines the entanglement source characterised in Chapter 2 and polarisation
analyser developed in Chapter 3 into a comprehensive polarisation entanglement system for
QKD investigations. It details how the Polarisation Analysers (PAs) can be used for efficient
polarisation state characterisation of a two-photon state, covering measurements of simultan-
eous polarisation states, assessment of an entanglement witness in the form of CHSH-type
inequalities, and full-state quantum tomography. Finally, the system’s QKD capabilities are
demonstrated by measuring its QBER, estimating secret key fractions for BBM92 and DI-type
protocols, predicting distance-scaled secret-key rates, and finally distilling a cryptographic key.
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4.1. EXPERIMENTAL SETUP

4.1 Experimental Setup
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Figure 4.1: Schematic of the complete entanglement system used throughout the chapter. The optical filters
are centred at 1550.1 nm for the signal photons and at 1569.3 nm for the idler photons, both with a total
bandwidth of 1.39 nm. SNSPDs and a coincidence window of 150 ps were used for all measurements.

Figure 4.1 shows a schematic representation of the complete entanglement system as it
was used throughout this chapter. Before all measurements in this section, the polarisation
reference frame of each receiver was aligned with that of the source and transmission channel
by sending a linear state through the entire setup with all waveplates in their neutral position,
and varying an MPC before the receivers until the linear state was recovered. To determine
the relative phase within the |Φ+⟩𝜑 Bell-state, an additional check on the entangled signal in
the 𝕏- and 𝕐-bases was performed and continuous adjustments to the MPCs were made until
each basis showed a linear eigenstate.

Using the fully developed passive receivers, it is possible to visualise polarisation measure-
ments in multiple bases simultaneously in real time. This means that compensation for the
unknown unitary transformation applied by the intermediate channel is now much more prac-
tical than previously. The relative phase between the entangled components can be tracked
while applying rotations, although some trial and error in appropriate compensation is still
involved.
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4.2. VISIBILITY OF POLARISATION CORRELATIONS

4.2 Visibility of Polarisation Correlations

The visibility of orthogonal polarisation
correlations can easily be recorded on the
PAs in all three Pauli bases by setting the
waveplates to the angles 𝜃 listed in Table
4.1, with any two bases available for sim-
ultaneous measurement on one PA. Re-
call that the EPS produces the Bell-state
|Φ+

𝜑⟩ = |00⟩+𝑒𝑖𝜙|11⟩√
2 , representable using

the three orthogonal Pauli eigenstates:

HWP QWP
Basis 𝜃 Basis 𝜃

ℤ 0∘ ℤ 0∘

𝕏 22.5∘ 𝕐 45∘

Table 4.1: PA waveplate fast-axis angles 𝜃 relative
to the horizontal axis of the corresponding PA PBS
required to project into the three Pauli bases

|Φ+⟩𝑍 = |𝐻𝐻⟩ + |𝑉 𝑉⟩√
2

(4.1)

= |Φ+⟩𝑋 = |++⟩ + |−−⟩√
2

(4.2)

= |Φ+⟩𝑌 = |𝑅𝐿⟩ + |𝐿𝑅⟩√
2

(4.3)

Therefore, maximum correlations are expected in the ℤ and 𝕏 bases and maximum anti-
correlation in the 𝕐 basis (assuming appropriate phase compensation so that 𝜙 = 0). Experi-
mentally, this can be measured in two steps using the passive receivers. Both arms are capable
of measuring in the ℤ-basis with the waveplates in their neutral positions; furthermore, the
HWP arm can shift to the 𝕏-basis, and the QWP arm can shift to the 𝕐 basis. The exact
numerical results will depend on environmental factors including background noise, detector
DCR and precision of the channel compensation. Figure 4.2 gives one set of illustrative results.
Generally, visibilities >90% are consistently achieved in all three bases simultaneously.
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HWP QWP

Visibility (%)
Basis |00⟩ / |01⟩ |11⟩ / |10⟩

ℤHWP 99.20 ± 0.11 98.78 ± 0.17
ℤQWP 98.91 ± 0.10 98.99 ± 0.08
𝕏 93.98 ± 0.32 93.82 ± 0.23
𝕐 -92.72 ± 0.47 -92.05 ± 0.40

Figure 4.2: Visibility of polarisation correlations for the EPS. Note that here, the kets in the table do not refer
to computational basis qubits, but simply denote parallel or orthogonal polarisation states (hence the negative
correlation in the 𝕐-basis). The ℤ-basis measurement is given as measured in both the HWP and QWP arm.
In practice, an average of both values may be used in any further calculations and QKD applications.
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4.3. POLARISATION CORRELATION CURVES

4.3 Polarisation Correlation Curves

In the discussed physical setup, the two entangled photons 𝑎 and 𝑏 in each pair travel separately
towards the two PAs. Within the PAs, each photon randomly travels along a path where it
undergoes transformation through either the HWP (H) or QWP (Q). By applying the unitary
transformations 𝑈 (𝑎,𝑏)

H,Q enacted by the waveplates respectively at angles 𝜃𝑎, 𝜃𝑏 to the |Φ+⟩ Bell-
state, the following angle-dependent |Φ+

𝑎𝑏(𝜃𝑎, 𝜃𝑏)⟩ Bell-states after passing through any of the
possible waveplate combinations can be determined. Consult Appendix B for a step-by-step
derivation of all expressions in this section.

𝑈 (𝑎)
H 𝑈 (𝑏)

H |Φ+
𝑎𝑏⟩ = 1√

2
[ cos 2(𝜃𝑎 − 𝜃𝑏) |0⟩𝑎 |0⟩𝑏
− sin 2(𝜃𝑎 − 𝜃𝑏) |0⟩𝑎 |1⟩𝑏
+ sin 2(𝜃𝑎 − 𝜃𝑏) |1⟩𝑎 |0⟩𝑏
+ cos 2(𝜃𝑎 − 𝜃𝑏) |1⟩𝑎 |1⟩𝑏]

(4.4)

𝑈 (𝑎)
Q 𝑈 (𝑏)

Q |Φ+
𝑎𝑏⟩ = 1

2
√

2
[ cos 2𝜃𝑎 + cos 2𝜃𝑏 + 𝑖(1 − cos 2(𝜃𝑎 − 𝜃𝑏)) |0⟩𝑎 |0⟩𝑏
+ sin 2𝜃𝑎 + sin 2𝜃𝑏 + 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏) |0⟩𝑎 |1⟩𝑏
+ sin 2𝜃𝑎 + sin 2𝜃𝑏 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏) |1⟩𝑎 |0⟩𝑏
− cos 2𝜃𝑎 + cos 2𝜃𝑏 − 𝑖(1 − cos 2(𝜃𝑎 − 𝜃𝑏)) |1⟩𝑎 |1⟩𝑏]

(4.5)

𝑈 (𝑎)
H 𝑈 (𝑏)

Q |Φ+
𝑎𝑏⟩ = 1

2
√

2
[ [(1 + 𝑖)(cos 2𝜃𝑎 − 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏))] |0⟩𝑎 |0⟩𝑏
+ [(1 + 𝑖)(sin 2𝜃𝑎 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏))] |0⟩𝑎 |1⟩𝑏
+ [(1 + 𝑖)(sin 2𝜃𝑎 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏))] |1⟩𝑎 |0⟩𝑏
+ [(1 + 𝑖)(− cos 2𝜃𝑎 − 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏))] |1⟩𝑎 |1⟩𝑏]

(4.6)

𝑈 (𝑎)
Q 𝑈 (𝑏)

H |Φ+
𝑎𝑏⟩ = 1

2
√

2
[ [(1 + 𝑖)(cos 2𝜃𝑏 − 𝑖 cos 2(𝜃𝑏 − 𝜃𝑎))] |0⟩𝑎 |0⟩𝑏
+ [(1 + 𝑖)(sin 2𝜃𝑏 − 𝑖 sin 2(𝜃𝑏 − 𝜃𝑎))] |0⟩𝑎 |1⟩𝑏
+ [(1 + 𝑖)(sin 2𝜃𝑏 − 𝑖 sin 2(𝜃𝑏 − 𝜃𝑎))] |1⟩𝑎 |0⟩𝑏
+ [(1 + 𝑖)(− cos 2𝜃𝑏 − 𝑖 cos 2(𝜃𝑏 − 𝜃𝑎))] |1⟩𝑎 |1⟩𝑏]

(4.7)
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4.3. POLARISATION CORRELATION CURVES

From states 4.4-4.7, the probabilities 𝑃|𝑖𝑗⟩(𝜃𝑎, 𝜃𝑏) for detecting a given polarisation combin-
ation follow from the Born Rule [102], where the subscripts 𝑖, 𝑗 ∈ {0, 1} denote the polarisation
state each photon is found in.

𝑈 (𝑎)
H 𝑈 (𝑏)

H |Φ+
𝑎𝑏⟩ ∶ 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) = 1

2
cos2 2(𝜃𝑎 − 𝜃𝑏)

𝑃|01⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|10⟩(𝜃𝑎, 𝜃𝑏) = 1
2

sin2 2(𝜃𝑎 − 𝜃𝑏)

(4.8)

𝑈 (𝑎)
Q 𝑈 (𝑏)

Q |Φ+
𝑎𝑏⟩ ∶ 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) = 1

8
[(cos 2𝜃𝑎 + cos 2𝜃𝑏)2 + 4 sin4(𝜃𝑎 − 𝜃𝑏)]

𝑃|01⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|10⟩(𝜃𝑎, 𝜃𝑏) = 1
8

[(sin 2𝜃𝑎 + sin 2𝜃𝑏)2 + sin2 2(𝜃𝑎 − 𝜃𝑏)]
(4.9)

𝑈 (𝑎)
H 𝑈 (𝑏)

Q |Φ+
𝑎𝑏⟩ ∶ 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) = 1

4
[(cos2 2𝜃𝑎 + cos2 2(𝜃𝑎 − 𝜃𝑏)]

𝑃|01⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|10⟩(𝜃𝑎, 𝜃𝑏) = 1
4

[(sin2 2𝜃𝑎 + sin2 2(𝜃𝑎 − 𝜃𝑏)]

(4.10)

𝑈 (𝑎)
Q 𝑈 (𝑏)

H |Φ+
𝑎𝑏⟩ ∶ 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) = 1

4
[(cos2 2𝜃𝑏 + cos2 2(𝜃𝑏 − 𝜃𝑎)]

𝑃|01⟩(𝜃𝑎, 𝜃𝑏) = 𝑃|10⟩(𝜃𝑎, 𝜃𝑏) = 1
4

[(sin2 2𝜃𝑏 + sin2 2(𝜃𝑏 − 𝜃𝑎)]

(4.11)

Experimental measurements using the passive receivers should follow these probability func-
tions. Correlation curves are recorded by fixing the polarisation state on one PA at an angle
𝜃𝑎, and rotating the waveplates of the other PA through a full rotation of 2𝜋. Figure 4.3 shows
the experimentally observed correlations, fitted with a function of the form predicted in Equa-
tions 4.8-4.11. The experimental data agrees well with the theoretical predictions, and any
differences fall within the expected margin based on imprecise polarisation rotation (see Section
2.3.1), accidental coincidences, and imperfect initial channel polarisation compensation.

Notably, the top left plot of Figure 4.3 shows a significant difference between the absolute
number of |𝐻𝐻⟩ and |𝑉 𝑉⟩ coincidences, which is not apparent in equivalent measurements
in the 𝕏 or 𝕐 basis. This suggests that there is an imbalance in the number of |𝐻𝐻⟩ and
|𝑉 𝑉⟩ coincidences produced by the source as opposed to coupling issues in the measurement
setup. Considering the source architecture (see Section 2.3), this is either due to an incorrectly
polarised pump beam (i.e. not diagonal with respect to the interferometer, but biased towards
|𝑉 𝑉⟩), or due to coupling issues specifically for the |𝐻𝐻⟩ polarised component of the field.
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Figure 4.3: Correlation curves for EPS photons measured with the PAs, showing correlation rates changing as
photon b’s waveplate is rotated, with photon a’s waveplate fixed. Subplots differ in waveplate (H/Q) for each
photon a, b and 𝜃𝑎 as: a) H, H, 0∘; b) H, H, 22.5∘; c) Q, Q, 0∘; d) Q, Q, 45∘; e) H, Q, 0∘; f) H, Q, 22.5∘;
g) Q, H, 0∘; h) Q, H, 45∘. Data agree well with fitted theoretical expressions. Subplot h) can be considered
acceptable despite low 𝑅2 values as even small experimental imperfections are expected to degrade the fit
quickly.
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4.4. CHSH-INEQUALITIES AND BELL-VIOLATION UNDER RESTRICTED
POLARISATION MANIPULATION

4.4 CHSH-Inequalities and Bell-Violation under Restric-
ted Polarisation Manipulation

To evidence entanglement in the polarisation of emitted photon pairs, an entanglement witness
is necessary. One of the most commonly employed figures for this purpose is the CHSH
parameter 𝑆 and its associated Bell-violation [4],[25]:

−2 ≤ 𝑆 ≤ 2 (4.12)

𝑆 = 𝐸(𝜃𝑎, 𝜃𝑏) − 𝐸(𝜃𝑎, 𝜃′
𝑏) + 𝐸(𝜃′

𝑎, 𝜃𝑏) + 𝐸(𝜃′
𝑎, 𝜃′

𝑏) (4.13)

𝐸(𝜃𝑎, 𝜃𝑏) = 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) + 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|01⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|10⟩(𝜃𝑎, 𝜃𝑏) (4.14)

In Equation 4.13, 𝑆 is defined as a combination of four expectation values 𝐸(𝜃(′)
𝑎 , 𝜃(′)

𝑏 ), each
measured at one of two waveplate angle settings per photon. Recall here that the angles 𝜃𝑎,𝑏
refer to the waveplate fast axis angles with respect to the initially aligned vertical measure-
ment axis, not (as often quoted) the linear polarisation state to be measured. Equation 4.14
gives 𝐸(𝜃𝑎, 𝜃𝑏) as the correlation coefficients between polarisation outcomes as defined in
Section 4.3; the expectation values for the other angle combinations follow equivalently.

Quantum mechanics enables a maximally achievable Bell-violation (4.12) of 𝑆 = 2
√

2,
known as the Tsirelson bound. To measure 𝑆 experimentally, many potential sets of the
angles exist that maximise the violation of Bell’s inequality. Most commonly, the linear po-
larisation states {𝜃𝑎 = 0∘, 𝜃𝑏 = 22.5∘, 𝜃′

𝑎 = 45∘, 𝜃′
𝑏 = 67.5∘} are employed, since they are

straightforward to manipulate and evaluate.

In this setup, the CHSH-inequality can be evaluated using these well-known angles on the
arms where a HWP is placed. The other half of each PA employs only a QWP for polarisation
state manipulation and has thus limited access to the equator of the Poincaré sphere, which
does not include all the necessary linear polarisation projections. Consequently, to show that
both halves of the PAs are functioning as intended and that on each potential bi-photon path,
the CHSH-inequality can be violated, specific expressions for the S-parameter in dependence
on the angles given by each available waveplate combination are derived. These expressions
enable determination of the waveplate angles for which the CHSH-violation will be maximised,
and by how much the classical bound can be exceeded in each configuration.

In setup 4.1, the Bell-violation can be evidenced using two HWPs, two QWPs, or one
HWP and one QWP in either allocation. Using the probabilities obtained in Eqs. 4.13 & 4.14,
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4.4. CHSH-INEQUALITIES AND BELL-VIOLATION UNDER RESTRICTED
POLARISATION MANIPULATION

an explicit expressions for the parameters 𝐸WP1WP2
(𝜃𝑎, 𝜃𝑏) and 𝑆WP𝑎WP𝑏

can be obtained as
a function of the angles of the two waveplates WP𝑎,WP𝑏 ∈ {H, Q}:

𝐸HH(𝜃𝑎, 𝜃𝑏) = cos 4 (𝜃𝑎 − 𝜃𝑏) (4.15)

𝐸QQ(𝜃𝑎, 𝜃𝑏) = 1
4

[1 + cos 4𝜃𝑎 + cos 4𝜃𝑏 + 2 cos 2(𝜃𝑎 + 𝜃𝑏)
− 2 cos 2(𝜃𝑎 − 𝜃𝑏) + cos 4(𝜃𝑎 − 𝜃𝑏)]

(4.16)

𝐸HQ(𝜃𝑎, 𝜃𝑏) = 1
2

[cos 4𝜃𝑎 + cos 4(𝜃𝑎 − 𝜃𝑏)] (4.17)

𝐸QH(𝜃𝑎, 𝜃𝑏) = 1
2

[cos 4𝜃𝑏 + cos 4(𝜃𝑏 − 𝜃𝑎)] (4.18)

and subsequently

𝑆HH = cos 4 (𝜃𝑎 − 𝜃𝑏) − cos 4 (𝜃𝑎 − 𝜃′
𝑏) + cos 4 (𝜃′

𝑎 − 𝜃𝑏) + cos 4 (𝜃′
𝑎 − 𝜃′

𝑏) (4.19)

𝑆QQ = 1
4

[ 2 + 2 cos 4𝜃′
𝑎 + 2 cos 4𝜃𝑏

+ 2 cos 2(𝜃𝑎 + 𝜃𝑏) − 2 cos 2(𝜃𝑎 − 𝜃𝑏) + cos 4(𝜃𝑎 − 𝜃𝑏)
− 2 cos 2(𝜃𝑎 + 𝜃′

𝑏) + 2 cos 2(𝜃𝑎 − 𝜃′
𝑏) − cos 4(𝜃𝑎 − 𝜃′

𝑏)
+ 2 cos 2(𝜃′

𝑎 + 𝜃𝑏) − 2 cos 2(𝜃′
𝑎 − 𝜃𝑏) + cos 4(𝜃′

𝑎 − 𝜃𝑏)
+ 2 cos 2(𝜃′

𝑎 + 𝜃′
𝑏) − 2 cos 2(𝜃′

𝑎 − 𝜃′
𝑏) + cos 4(𝜃′

𝑎 − 𝜃′
𝑏)]

(4.20)

𝑆HQ = 1
2

[ cos 4(𝜃𝑎 − 𝜃𝑏) − cos 4(𝜃𝑎 − 𝜃′
𝑏) + cos 4(𝜃′

𝑎 − 𝜃𝑏) + cos 4(𝜃′
𝑎 − 𝜃′

𝑏)]
+ cos 4𝜃′

𝑎

(4.21)

𝑆QH = 1
2

[ cos 4(𝜃𝑏 − 𝜃𝑎) − cos 4(𝜃𝑏 − 𝜃′
𝑎) + cos 4(𝜃′

𝑏 − 𝜃𝑎) + cos 4(𝜃′
𝑏 − 𝜃′

𝑎)]
+ cos 4𝜃′

𝑏

(4.22)

Finally, symbolic optimisation (in Wolfram Mathematica) is employed to find a set of angles
{𝜃𝑎, 𝜃′

𝑎, 𝜃𝑏, 𝜃′
𝑏} for which |𝑆WP1,WP2

| is maximised in each case. For the HH case, this simply
reproduces the well-known linear polarisation states utilised by Clauser, Horne, Shimony and
Holt. For all other configurations, the quantum-allowed maximum violation of 𝑆 = 2

√
2

cannot be reached due to the limited polarisation rotations accessible through the QWP. Re-
gardless, 𝑆 > 2 can still be achieved. Table 4.2 lists the angles for each waveplate combination
and their theoretically maximal |𝑆| values.

Table 4.2 also displays the experimental results of all four CHSH-measurements recorded
with the PAs. Significant Bell-violation is observed in all configurations, approaching the the-
oretically predicted values, and discrepancies are well within the expected range of polarisation
misalignment induced errors. The last column represents the quantity 𝑛Δ = 𝑆−2

Δ𝑆 , i.e. how
many standard deviations above the classical limit we find the quantum state to be. This is a
frequently quoted parameter to quantify the strength of the Bell-violation given experimental
uncertainties. Collectively, the results show that the PAs are working as intended and that the
quantum state can be investigated on all arms of the receivers.
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4.5. QUANTUM STATE TOMOGRAPHY

WP Configuration Angles 𝜃𝑥
Theoretical
Violation

Measured
Violation Excess Δ𝑆 > 2

HH

𝜃𝑎 = 0∘

𝜃𝑏 = 11.25∘

𝜃′
𝑎 = 22.5∘

𝜃′
𝑏 = 33.75∘

𝑆 ≤ 2
√

2
≈ 2.828

𝑆 = 2.732
±0.006 𝑛Δ = 130.9

QQ

𝜃𝑎 = 22.5∘

𝜃𝑏 = 0∘

𝜃′
𝑎 = 0∘

𝜃′
𝑏 = 67.5∘

𝑆 ≤ 2.5 𝑆 = 2.459
±0.007 𝑛Δ = 69.4

HQ

𝜃𝑎 = 22.5∘

𝜃𝑏 = 11.25∘

𝜃′
𝑎 = 0∘

𝜃′
𝑏 = 78.75∘

𝑆 ≤ 1 +
√

2
≈ 2.414

𝑆 = 2.384
±0.008 𝑛Δ = 51.0

QH

𝜃𝑎 = 78.75∘

𝜃𝑏 = 0∘

𝜃′
𝑎 = 11.25∘

𝜃′
𝑏 = 22.5∘

𝑆 ≤ 1 +
√

2
≈ 2.414

𝑆 = 2.358
±0.008 𝑛Δ = 47.5

Table 4.2: CHSH measurement angles, theoretical Bell-state violation and measurement results for all HWP
and QWP combinations. Significant Bell-violation is observed in all configurations. For the HQ and QH,
the experimental results were obtained using an equivalent set of measurement angles due to neglecting the
mirrored reference frame introduced in the QWP measurement path. The resultant expectation values are
equal in magnitude after appropriate reordering.

4.5 Quantum State Tomography

Quantum state tomography [103], [104] is a technique to fully characterise an unknown
quantum state by reconstructing its density matrix ̂𝜌 through repeated measurements of
identically prepared states in an informationally complete set of bases. From ̂𝜌, various figures
of merit can be derived, such as the state’s fidelity and concurrence in the case of a two-qubit
entangled state. This manner of practical tomographic description of an arbitrary two-photon
state was one of the target capabilities in the design of the polarisation analysers. As discussed
previously, this is the main motivation behind the inclusion of QWPs in the setup. This section
presents the specific method employed here, a set of results for the qubit-tomography of the
entangled photons from the EPS, and some examples of further refinement of the raw data.
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4.5.1 TOMOGRAPHIC METHOD

4.5.1 Tomographic Method

Quantum tomography is based on experimental measurement of the Stokes parameters [105],
which for a two-qubit state are known as 𝑆𝑎,𝑏; 𝑎, 𝑏 ∈ {0, 1, 2, 3} and construct the density
matrix ̂𝜌 as stated in Eq. 4.23:

̂𝜌 = 1
4

3
∑

𝑎,𝑏=0
𝑆𝑎,𝑏𝜎𝑎 ⊗ 𝜎𝑏 (4.23)

Here, 𝜎0 is the identity operator and 𝜎1, 𝜎2, 𝜎3 denote the Pauli operators. Therefore, 16
independent, measured parameters are needed to fully construct the density matrix. Each
Stokes parameter corresponds to the expectation value of 𝜎𝑎 ⊗ 𝜎𝑏, and thus is experimentally
obtained by performing a local projective measurement in the eigenbases of 𝜎𝑎 and 𝜎𝑏 for
photons 𝑎 and 𝑏 respectively. This is analogous to the 𝐸(𝜃𝑎, 𝜃𝑏) expectation values used in
the CHSH-inequality:

𝑆𝑎,𝑏 = 𝑃|00⟩ + 𝑃|11⟩ − 𝑃|10⟩ − 𝑃|01⟩ (4.24)
The density matrix for the state produced by the EPS, the |Φ+⟩ Bell-state, is given by:

̂𝜌|Φ+⟩ = 1
2

⎛⎜⎜⎜⎜⎜⎜
⎝

1 0 0 1
0 0 0 0
0 0 0 0
1 0 0 1

⎞⎟⎟⎟⎟⎟⎟
⎠

(4.25)

To measure how closely an experimentally determined density matrix resembles the target
expression, a number of different metrics are commonly employed. In this work, fidelity and
concurrence will be used to characterise the measurement results. Fidelity is a measure of the
overlap between two quantum states 𝜌1 and 𝜌2, calculated following Uhlmann and Jozsa as
[106]:

𝐹( ̂𝜌1, ̂𝜌2) = (Tr {√√ ̂𝜌1 ̂𝜌2 √ ̂𝜌1})
2

(4.26)

The concurrence is a parameter that quantifies the entanglement of a given two-qubit density
matrix by considering the overlap of the state with its bit-flipped version [107]. To obtain it,
the matrix 𝑅̂ = ̂𝜌 Σ̂ ̂𝜌𝑇 Σ̂ is assembled, where Σ̂ is the ’spin-flip matrix’ equal to 𝜎𝑦 ⊗ 𝜎𝑦. For
evaluation of the concurrence, the eigenvalues of 𝑅̂ are taken and ordered by magnitude so
that 𝑟1 ≥ 𝑟2 ≥ 𝑟3 ≥ 𝑟4. Then, the concurrence is defined as:

𝐶 ̂𝜌 = max{0, √𝑟1 − √𝑟2 − √𝑟3 − √𝑟4} (4.27)

For a product state 𝐶 ̂𝜌 = 0, whereas a maximally entangled pure state results in 𝐶 ̂𝜌 = 1.

4.5.2 Measurement Results

Leveraging the two simultaneous bases set by each PA, the full |Φ+⟩ density matrix can be
reconstructed using a minimum of three separate measurements. From a complete set of
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4.5.3 MAXIMUM LIKELIHOOD ESTIMATION

experimental data, taken with the EPS and both PAs, the following ̂𝜌𝑑𝑎𝑡𝑎 can be constructed
directly:

̂𝜌𝑑𝑎𝑡𝑎 = 1
2

⎛⎜⎜⎜⎜⎜⎜
⎝

1.113 0.042 − 0.105𝑖 0.028 − 0.040𝑖 0.929 − 0.112𝑖
0.042 + 0.105𝑖 0.006 0.021 + 0.069𝑖 0.091 − 0.075𝑖
0.028 + 0.040𝑖 0.021 − 0.069𝑖 0.005 0.054 − 0.069𝑖
0.929 + 0.112𝑖 0.091 + 0.075𝑖 0.054 + 0.069𝑖 0.876

⎞⎟⎟⎟⎟⎟⎟
⎠
(4.28)

Δ ̂𝜌𝑑𝑎𝑡𝑎 = ±1
2

⎛⎜⎜⎜⎜⎜⎜
⎝

0.104 0.006 + 0.006𝑖 0.009 + 0.006𝑖 0.002 + 0.005𝑖
0.006 + 0.006𝑖 0.001 0.002 + 0.004𝑖 0.008 + 0.008𝑖
0.009 + 0.006𝑖 0.002 + 0.004𝑖 0.007 0.008 − 0.007𝑖
0.002 + 0.005𝑖 0.008 + 0.008𝑖 0.008 + 0.007𝑖 0.105

⎞⎟⎟⎟⎟⎟⎟
⎠
(4.29)

Δ ̂𝜌𝑑𝑎𝑡𝑎 is obtained via Monte-Carlo simulation with 100 samples based on the experiment-
ally measured uncertainties for each coincidence probability, and the same applies to the
experimental uncertainties on subsequent parameters presented in this section. Figure 4.4 a)
visualises the density matrix ̂𝜌𝑑𝑎𝑡𝑎.

The measured ̂𝜌𝑑𝑎𝑡𝑎 matches the target state of |Φ+⟩ very closely with a fidelity of 99.6%
(± 0.1%), and exhibits a high degree of entanglement with a concurrence of 0.952 (± 0.09).
Both measures indicate a small degree of experimental imperfections and are in-line with
current high-quality literature results [108, 109].

4.5.3 Maximum Likelihood Estimation

A density matrix representing a valid quantum state is defined by being hermitian, positive semi-
definite and possessing a unit trace. Matrices constructed from experimental values, including
the ̂𝜌𝑑𝑎𝑡𝑎 given in Section 4.5.2, rarely fulfil these conditions due to measurement errors and
noise. It is thus standard practice in quantum tomography to perform a Maximum Likelihood
Estimation (MLE) to find the nearest physical ̂𝜌 that is most likely to have produced the
observed count rates. The methodology for MLE is taken from [104] and can be summarised
as follows:

First, a generalised physical density matrix is constructed, in this case based on the
Cholesky-decomposition starting from a parametrised lower-triangular matrix. This expression
includes 16 real parameters, which will be determined via optimisation over the experimental
measurement results. To do so, a negative log-likelihood function is formulated, which en-
capsulates how likely it is that any given set of physical parameters produced the observed
coincidence counts. Lastly, the negative log-likelihood function is minimised using a standard
optimisation routine. Differing from James et al. [104], the limited-memory Broyden-Fletcher-
Goldfarb-Shanno algorithm was employed in this step, for efficient optimisation in Python.

After performing MLE, the ̂𝜌𝑀𝐿𝐸 presented in Figure 4.4 b) was obtained. It has a
slightly lower fidelity to |Φ+⟩ at 99.4% (± 0.03%), but a significantly higher, near-perfect
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a)

b)

Figure 4.4: Density matrix 𝜌 of the entangled state emitted by the EPS. In a) 𝜌 is reconstructed directly
from the measured Stokes parameters, while b) is a reconstructed physical 𝜌𝑀𝐿𝐸 via maximum likelihood
estimation.

concurrence of 0.996 (± 0.001). This presents an interesting insight into the sources of error
present in the implementation. Essentially, by performing MLE, sources of random noise are
minimised, which includes the errors introduced by detector dark counts, background photons,
imprecision in waveplate positioning etc. However, systematic errors that were previously
hidden by the noise floor have become more apparent, as visible when comparing the graphical
representations of ̂𝜌𝑑𝑎𝑡𝑎 and ̂𝜌𝑀𝐿𝐸. The most likely physical quantum state that resulted in the
given measurements differs from |Φ+⟩ by a small, but non-negligible imaginary 𝜑 component
between the |𝐻𝐻⟩ and |𝑉 𝑉⟩ bits. Consequently, the fidelity of the real state with |Φ+⟩ is lower
than the noisy measurement initially indicated. However, the physical state produced by the
EPS is most still a maximally entangled two-qubit state, only with a non-zero relative phase
between the polarisation vectors. This concept has been discussed extensively in Chapter 3
and Appendix A and remains as the main challenge faced when aligning Alice and Bob to the
EPS’s polarisation reference frame.
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Quantum tomography including MLE does not generally have direct applications to QKD,
as the parameters used in the generation of a secure key cannot be based on an optimised
density matrix, but need to reflect the ’worst-case scenario’ in form of the actual recorded
QBER. However, as exemplified here, quantum tomography is tremendously useful in the
characterisation of a quantum state produced by a single photon source and the quantum
channel that transmits it. In this example, a channel transformation introducing a small
relative phase to the Bell-sate could be identified despite the apparatus noise obscuring it in
direct observation. This highlights that the inclusion of a QWP in a polarisation analyser
intended for deployment-related quantum communication research is advantageous.
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4.6. ENTANGLEMENT-BASED QKD

4.6 Entanglement-based QKD

BBM92 can be implemented with the presen-
ted system by setting the PAs to one of the
configurations presented in Table 4.3. To-
gether, the EPS and PAs allow for sustained
4-state BBM92-type QKD in any two-basis
combination ∈ {ℤ, 𝕏, 𝕐}, or 6-state BBM92
by randomly switching between two positions
to obtain results for all three bases.

Alice Bob
HWP QWP HWP QWP

ℤ 𝕐 ℤ 𝕐
𝕏 ℤ 𝕏 ℤ
𝕏 𝕐 𝕏 𝕐

Table 4.3: Possible PA settings for BBM92.

This section reports the measured QBER and predicted secret key fraction obtained with
this system, as well as a simulation of distance scaling under the given experimental parameters.
Finally, the data is used to generate a secret key using a QKD post-processing provided by the
research group, and the resulting final key is presented.

4.6.1 Measured QBER and Secret Key fraction

The measured QBER in each basis is found to be:

𝜖𝑧 = 0.59% (±0.03%) (HWP)

𝜖𝑧 = 0.51% (±0.03%) (QWP)

𝜖𝑥 = 2.53% (±0.10%)
𝜖𝑦 = 4.62% (±0.13%)

Since the ℤ and 𝕏 bases have the lowest simultaneous QBER, the settings shown in the second
row of table 4.3 are chosen for 4-state BBM92. For the 6-state protocol, the ℤ-basis may be
measured on either arm of the PA depending on the current settings. Therefore, the mean
QBER for both paths is used in the 6-state calculations moving forward. It is assumed that
in each protocol, the ℤ-basis is used to generate the cryptographic key, while the error is
estimated using the remaining bases.

The secret key rate after post-processing can be estimated based on the methodology
presented in Appendix A of the Scarani et al. 2009 review of the security of practical QKD
[59]. In the asymptotic limit of infinitely many signals, and assuming collective attacks, Eve’s
information on the exchanged bits is limited by the Holevo bound [110], which in this instance
can be expressed as:

𝐼𝐸(𝝀) = 𝐻(𝝀) − ℎ(𝜖𝑧) (4.30)
Here, 𝝀 represents the eigenvalues of the Bell-diagonal state shared between Alice and Bob.
The Shannon entropy 𝐻(𝝀) = − ∑𝑖 𝜆𝑖 log2 𝜆𝑖 of this eigenvalue distribution encapsulates
the total uncertainty of the joint system. Subtracting from this the uncertainty associated
with the observed bit-errors 𝜖𝑧, i.e. the binary Shannon entropy obtained from the measured
QBER ℎ(𝜖𝑧) = −𝜖𝑧 log2 𝜖𝑧 − (1 − 𝜖𝑧) log2(1 − 𝜖𝑧) (see Equation 1.4), yields an upper bound
on the information held by Eve.
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In the 6-state protocol, the two-qubit state can be fully characterised by the QBERs in all
three bases, and hence the entropy 𝐻(𝝀) is known. This leads to the following expression for
Eve’s information:

𝐼𝐸(𝝐) = 𝜖𝑧ℎ (
1 + (𝜖𝑥 − 𝜖𝑦)/𝜖𝑧

2
) + (1 − 𝜖𝑧) ℎ (

1 − (𝜖𝑥 + 𝜖𝑦 + 𝜖𝑧)/2
1 − 𝜖𝑧

) (4.31)

In the 4-state protocol, an undetermined parameter remains in the description of the shared
state due to the absence of measurements in one basis. The eigenvalues 𝝀 thus have to be
chosen in a way that maximizes Eve’s information, subject to the observed QBER, which
represents the worst-case scenario. This parametrisation results in an upper bound of:

𝐼𝐸(𝝐) = ℎ(𝜖𝑧) (4.32)

Assuming that Alice and Bob’s key generation takes place in the ℤ-basis, their mutual
information is given by:

𝐻(𝐴|𝐵) = 1 − ℎ(𝜖𝑧) (4.33)

Combining this with the information Eve may hold, the amount of secret key that Alice and
Bob may distil per successfully exchanged bit can be expressed as the secret key fraction 𝑟:

𝑟 = 1 − ℎ(𝜖𝑍) − 𝐼𝐸(𝝐) (4.34)

This figure assumes perfect error correction, one-way post-processing and no key loss through
pre-processing. Using Equation 4.34, a maximum tolerable QBER can be determined beyond
which Eve’s potential information exceeds the mutual information between Alice and Bob. For
symmetric error rates, this threshold is approximately 12.6% in the 6-state protocol and 11%
in the 4-state protocol.

The experimentally measured QBERs fall well below this value, so a positive Secret Key
Rate (SKR) can be expected. Indeed, the following secure bits per sifted bit, i.e. the secret
key fractions 𝑟, and corresponding absolute SKRs 𝑅 are obtained based on the measured
coincidence rates and QBER values:

𝑟4 = 0.784 secret bits/sifted bit
𝑅4 = 8.673 kHz (4-state)

𝑟6 = 0.741 secret bits/sifted bit
𝑅6 = 8.188 kHz (6-state)

This represents the baseline performance of the system without the involvement of any
channel losses. The lower SKR of the 6-state protocol can be explained by its inclusion of
the 𝕐-basis, which has the highest QBER of the three. An absolute SKR of just over 8
kHz, while typical for current laboratory based implementations, may initially appear low given
the pair-emission rate of the EPS of approximately 1 MHz. However, several known factors
significantly reduce the coincidence rate in this apparatus. Only a small slice of the source’s
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emission spectrum is selected by the optical filters, necessitated by the dichroic filter mismatch
(see Section 2.3.1). Furthermore, a number of high-loss components are currently required for
operation, notably the tunable optical filter and the beam combiners used for time-multiplexed
detection (see Section 3.6). Given these additional losses, the observed SKR is consistent with
expectations.

Instead of monitoring for Eve’s presence by performing error estimation in a basis orthogonal
to the key generation basis, the security of the distilled key can also be based on violation of
the CHSH-inequality [111]. Using the Bell parameter 𝑆CHSH, the secret key fraction can be
obtained via:

𝑟CHSH = − log2
⎛
⎝

1
2

+ 1
2

√2 −
𝑆2

𝐶𝐻𝑆𝐻
4

⎞
⎠

− ℎ(𝑒𝑧) (4.35)

In Section 4.4, a Bell parameter 𝑆 = 2.73 was found for the given system, which in combination
with the 𝜖𝑧 obtained here results in a secret key fraction of 𝑟CHSH = 0.5 and an SKR of
𝑅CHSH = 5.57 kHz. This method represents a step towards DI-QKD, though several loopholes
and trust assumptions remain in the given implementation, for example the fair sampling
assumption. Nonetheless, 𝑅CHSH reflects a more conservative estimate of the SKR obtained
under stricter security assumptions, which account for the possibility of device imperfections
and eavesdropping strategies that might not be detectable through the QBER alone.

Comparing 𝑅6 and 𝑅CHSH highlights the inherent trade-off between security assumptions
and key rate. While the secrecy assurance provided by the Bell-violation offers stricter security
grounded in quantum mechanical law, it results in a lower key rate, reflecting the conservat-
ive entropy assumptions required when accounting for potential device imperfections. This
decrease in key rate emphasizes the challenges of achieving high security in a practical QKD
system, where imperfections inevitably affect performance. As evidenced by this analysis, the
design of the PAs enables them to support a broad range of research applications, offering
flexibility to adjust between high throughput and high security oriented procedures, depending
on the specific demands of each project.

4.6.2 Distance Scaling

Building on the zero-distance measurements, a simple loss model can be applied to the observed
singles and coincidence rates to predict the SKR as a function of distance, providing an estimate
of the system’s effective reach.

Consider an implementation where the EPS is placed centrally between Alice and Bob,
such that each photon in a pair propagates an equal distance 𝐿 before arriving at their re-
spective receivers. In this symmetric configuration, losses are modelled using the standard
approximation for exponential attenuation in optical fibre:

𝜂(𝐿) = 10− 𝛼𝐿
10 , (4.36)

where 𝜂 is the transmission probability for one photon and 𝛼 = 0.2 dB/km is the attenuation
coefficient. Essentially, the model consists of applying this transmission factor to all measured
quantities, except for the detector noise.

76



4.6.2 DISTANCE SCALING

At zero distance, the singles count rates 𝑆𝐴,𝐵, detector dark count rates 𝑅DC (DCR), and
total coincidence rates 𝑅tot per bit combination |00⟩ , |11⟩ , |01⟩ , |10⟩ have been measured in
each basis with a jitter-limited coincidence window of Δ𝑡jitter = 150 ps. From the singles
count rates, the contribution of accidental coincidences 𝑅acc to the total coincidences can be
estimated by assuming the statistically expected frequency of independent detection events.
Subsequently, the accidentals are subtracted from the total coincidences to obtain the estim-
ated rate of true coincidences observed due to EPS pairs 𝑅coinc. Since each bit combination
is treated separately but accidentals are computed based on detection channel pairs a factor
of 1

4 arises in front of the accidentals contribution. This accounts for equal contribution of
accidentals to all four possible bit combinations.

𝑅acc = 𝑆𝐴 × 𝑆𝐵 × Δ𝑡jitter (4.37)

𝑅coinc = 𝑅tot − 𝑅acc
4

(4.38)

To perform realistic distance scaling, the effect of chromatic dispersion on the coincidence
window has to be accounted for:

Δ𝑡disp = 𝐷 × Δ𝜆 × 𝐿 (4.39)

Here, 𝐷 is the chromatic dispersion parameter, which is assumed to be close to the standard
value of 17 ps/(nm ⋅ km) in SMF, and Δ𝜆 is the wavelength difference between the two
photons. The spectrum of the EPS is filtered to signal photons at 1550.1 nm and idler
photons at 1569.3 nm with a filter pass-band of Δ𝑓 = 1.391 nm each. Since photon pairs
are energetically distributed symmetrically across 1560 nm, the pairs with a larger wavelength
difference will experience greater temporal separation than the pairs closer in wavelength,
resulting in a broadened coincidence peak. Therefore, the coincidence window has to be
increased according to:

Δ𝑡disp = 𝐷 × 2Δ𝑓 × 𝐿 (4.40)
Δ𝑡coinc = Δ𝑡jitter + Δ𝑡disp (4.41)

Using Equations 4.36 & 4.41, the count rates for single photon detections 𝑆(𝐿) and accidental
coincidences 𝑅acc(𝐿) therefore scale following:

𝑆(𝐿) = (𝑆0 − 𝑅DC) × 𝜂(𝐿) + 𝑅DC (4.42)
𝑅acc(𝐿) = 𝑆𝐴(𝐿) × 𝑆𝐵(𝐿) × Δ𝑡coinc, (4.43)

where 𝑆0 represents the zero-distance singles rates and the DCR contribution is not affected
by the transmission losses. Finally, the true coincidences are scaled based in the simultaneous
transmission probability of both Alice’s and Bob’s photon. Total coincidence rates at distance
𝑅tot(𝐿) are obtained by adding the corresponding scaled accidentals:

𝑅tot(𝐿) = 𝑅coinc(𝐿) × 𝜂(𝐿)2 + 𝑅acc(𝐿)
4

(4.44)

From the resulting measured coincidence rates per bit combination, the quantum bit error
rates are evaluated in each basis 𝑖 as a function of distance:

𝑒𝑖 =
𝑅|01⟩ + 𝑅|10⟩

𝑅|00⟩ + 𝑅|11⟩ + 𝑅|01⟩ + 𝑅|10⟩
(4.45)
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where 𝑅|𝑖𝑗⟩ = 𝑅tot(𝐿) using the results for each qubit combination 𝑖, 𝑗 ∈ {0, 1}. These
QBERs are then used to simulate the secret key fraction and, consequently, the SKR for both
the 4-state and 6-state BBM92 protocols using Equations 4.31-4.34. Figure 4.5 plots the
computed SKRs for both protocols as a function of the total distance 2 × 𝐿 between Alice
and Bob.
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Figure 4.5: Estimated secret key rate as a function of distance between Alice and Bob based on extrapolation
from the zero distance experimental SKR. The inset shows a enlarged view of the QBER-induced drop-off in
the secret key rate at the maximum distance.

The SKR drops sharply at 296 km for the 4-state protocol and 307 km for the 6-state
protocol, corresponding to the rise in QBER. The 6-state protocol reaches a slightly greater
maximum distance due to its higher QBER threshold, making it more resilient to errors.
Both distances remain well below the theoretical limit imposed by the repeaterless secret key
capacity [29], and achieve promising ranges owing to the low QBER resulting from precise
state measurements and low-noise SNSPDs.

The primary constraint on the maximum achievable distance can be attributed to the
broadened coincidence windows predicted in 4.41. As a result of chromatic dispersion, the
required coincidence windows at longer distances are significantly larger than the detector-
limited window at 0 km, expanding by tens of nanoseconds over a few hundred kilometres.
The resulting increase in signal-to-noise ratio constitutes a major limitation on the reach of
the entanglement distribution system. Addressing this issue in future studies could enhance
the system performance.

Moreover, as discussed in 4.6, the absolute key rates are reduced due to the imposed
wavelength filtering. This filtering interacts directly with the chromatic dispersion, as wider
filtering results in higher wavelength differences of the admitted photons. Balancing high
effective source brightness and narrow chromaticity is a difficult task, which highlights the
importance of further countermeasures such as dispersion compensation or a narrowed source
spectrum.

Despite these challenges, the system’s performance in long-distance scenarios indicates
that it is well-suited for long-range studies and practical field deployments.
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4.6.3 Post-Processing and Distillation of a Secret Key

Finally, the experimentally obtained coincidence events are used to distil a secret key. The
data are pre-analysed to produce sifted key strings for Alice and Bob, which were then handed
to a postdoctoral researcher for post-processing using a QKD software suite available within
the research group.

The post-processing steps include parameter estimation, error correction using the Cascade
protocol, Toeplitz hash verification, and privacy amplification, all performed in the asymptotic
limit. From a 5-min sample containing approximately 3.5 million raw key bits, a secure key
of 2,424,535 bits was obtained, with a security parameter of 𝜖𝑠𝑒𝑐 = 1.00 × 10−10. This
corresponds to a secret key fraction of approximately 0.7 bits/sifted bit, and a key generation
rate of roughly 8.0 kHz, which is in reasonable agreement with the 8.6 kHz presented in section
4.6.1. The discrepancy can be attributed to the fact that the theoretical prediction assumes
perfect error correction, whereas in practice, Cascade incurs an additional information leakage
of approximately 6,600 bits/second.

This successful secret key generation establishes a comprehensive pipeline, from the cre-
ation of the entangled quantum state to the final secure key. The polarisation entanglement
system developed in this thesis, or any of its components, is now fully equipped for use in
future research initiatives focused on the deployment-readiness of QKD, both in a controlled
laboratory environment and in real-world field deployments. Additionally, this key generation
represents the first successful demonstration of quantum key distribution within the University
of York’s experimental DV quantum communications group.
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Figure 4.6: First 2,624 digits of the first-ever secret key generated at the University of York via discrete-variable
QKD, leveraging the described source of entangled photons.
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Chapter 5

Entanglement Distribution in Shared
Fibre Infrastructure

This chapter investigates the coexistence of entangled photons with classical White Rabbit
timing signals as a means to reduce the number of required physical channels in a quantum
network architecture. The study uses an intermediate version of the polarisation entanglement
system developed in the preceding chapters and addresses the integration of QKD into existing
optical communication infrastructure.

The work presented here is based on the publication: K. P. Schatz, B. Amies-King, S.
Albosh, R. Kumar, M. Lucamarini, ”Practical single-fibre network-oriented quantum key dis-
tribution from a compact source of entangled photons in presence of White Rabbit time
synchronisation,” Proc. SPIE 12335, Quantum Technology: Driving Commercialisation of an
Enabling Science III, 123350F (11 January 2023); https://doi.org/10.1117/12.2647691 [1].
The experimental design, implementation, and analysis were carried out primarily by the au-
thor of this thesis, with the co-authors providing supervision, guidance, and feedback on the
research and manuscript.

5.1 White Rabbit Time-Synchronisation and QKD

Quantum communications technologies, and QKD in particular, are increasingly progressing
toward practical real-life applications, leveraging existing optical infrastructures to establish
the foundations of a future quantum internet [9]. Achieving this objective requires not only
compatibility between quantum and classical hardware, but may also necessitate the coex-
istence of quantum and classical signals within the same optical fibre [112, 113, 114, 115,
116].

One of the most fundamental features of any network, which is likely to be preserved in the
development of the quantum internet, is the synchronisation of operations between its nodes.
The importance of precise time-distribution in large-scale networks has been recognised by
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researchers at CERN, who in 2011 introduced the White Rabbit (WR) protocol as a form of
high-accuracy, low-latency time synchronisation over optical fibres [117].

WR is an optical clock distribution scheme that achieves sub-nanosecond precision over tens
of kilometres in optical fibre, with a jitter of the order of picoseconds. Recent advances have
further extended its capabilities, demonstrating unrepeated WR synchronisation over distances
of up to 300 km [118]. As a result, WR meets the requirements of modern QKD systems,
which operate at gigahertz clock rates over tens of kilometres in optical fibre [119, 120, 121], in
terms of speed, precision, propagation medium, and range. Moreover, commercially available
WR solutions offer off-the-shelf, plug-and-play, inexpensive devices, enhancing the practical
viability of this approach.

Current QKD modules include sub-systems, sub-routines and often a separate optical chan-
nel to transmit the time information between the users, thus requiring additional hardware and
software that increase complexity and cost of the modules. In the foreseeable future, optical
networks will offer precise time distribution as a service. QKD suppliers could therefore lever-
age the network’s timing capability to simplify their systems, reducing their cost but also the
risk of quantum hacking based on manipulating time information [28, 122].

WR signals are launched in a power regime of 0.1–1 mW, hence they can be considered
‘classical’. These signals cause broadband Raman scattering which, in turn, introduces noise to
the quantum transmission and affects the overall performance of QKD. At the time that this
work was conducted, prior work had shown the synchronisation of QKD systems by means of
WR [123]. However, that demonstration was limited to using separate fibres for QKD and WR
signals, thus leaving the question of their coexistence on the same fibre open. The purpose
of this investigation is to demonstrate the distribution of single photons suitable for QKD
over kilometre-scale optical fibres in the presence of bidirectional classical WR communication
co-propagating within the same fibre as the QKD photons. Since the completion of this work,
subsequent studies have further explored WR and quantum entanglement coexistence [124, 71],
extending transmission distances and providing more comprehensive characterisation, including
distance-dependent noise-profiling and detailed entanglement measurements.

This implementation emphasises practicality as it relies exclusively on cost-effective com-
ponents. It uses the entanglement system developed in Chapter 3.3 as well as off-the-shelf
Wavelength Division Multiplexing (WDM) components, filters and SPADs. The WR clock
distribution is monitored and achieves sub-nanosecond precision. This scheme therefore allows
distant users to post-select correlated detection events in a real-life QKD implementation. The
large bandwidth of the emitted photons from the EPS and the network-oriented versatility of
the WDMs are ideal for a network implementation with multiple users.

In this work, the correlation visibility of the distributed polarisation-entangled photons is
measured and shown to remain suitable for QKD in the presence of WR signals. The measure-
ments are performed in a network configuration that reflects existing optical networks, thereby
facilitating future field deployment. These results demonstrate that the presented polarisation
entanglement system can coexist with the classical signals in an optical WR network, while
requiring only minimal modification to standard WDM and WR components.
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5.2 Quantum and Classical Coexistence – Experimental
Setup
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Figure 5.1: Schematics of the network-oriented entanglement-based QKD multiplexed with WR time distribu-
tion. a) Setup for the distribution of WR time-synchronisation and polarisation-entangled photons. The en-
tangled pair source (EPS) launches signal and idler photons through Optical Add-Drop Multiplexers (OADM),
spools of Single-Mode Fibres (SMFs) representing the channel, a Dense Wavelength-Division Multiplexer
(DWDM) on one arm and an Optical Tunable Filter (OTF) on the other arm, Polarisation Analysers (PAs)
and a pair of Single-Photon Avalanche Detectors (SPADs). The length of the fibre spool in each arm is a few
meters and 1 km for the first and second experiment reported in this work, respectively. On the bottom arm,
the light launched by the WR modules passes through the OADMs and is used to establish a common clock at
the channel’s end points. A similar scheme is depicted on the top arm, with the dashed lines and components
indicating elements not present in the experiments but indicative of the envisioned complete network structure.
b) Spectrum of the EPS signal and idler photons. The centre of the EPS spectrum (degenerate wavelength
1560 nm, ∼ channel 21 of the 100 GHz ITU grid) is shown, which is offset from the crossing wavelength of the
signal and idler photons due to the fact that the dichroic mirror within the source is centred at ∼1565 nm. The
channels of the DWDM and the corresponding wavelength range generated by the OTF are also highlighted,
where the darker lines centred at 1549.32 nm and 1570.09 nm indicate the central wavelengths used in this
work. c) Detailed schematic of the WR setup used. The transceiver modules emit light at 1330 nm and
1270 nm, co- and counter-propagating with the EPS signal photons respectively.

Fig. 5.1 shows the schematics of the network-oriented QKD in presence of WR time distri-
bution, as well as the experimental setup used to measure the correlations in the polarisation
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of the distributed photons. The PAs used in this experiment correspond to the setup intro-
duced in Section 3.3, i.e. a linear setup of a Half-WavePlate (HWP), a Quarter-WavePlate
(QWP) and a Linear Polariser (LP). As such, polarisation state measurements are conducted
individually.

The source of quantum states is the compact entangled photon source (EPS) introduced
in Section 2.3. It exploits type-0 Spontaneous Parametric Down Conversion (SPDC) from
a 25 mm Periodically-Poled Lithium Niobate (PPLN) crystal interferometer to generate the
following maximally entangled state:

|Φ+⟩ = 1√
2

(|𝐻⟩𝑎 |𝐻⟩𝑏 + |𝑉 ⟩𝑎 |𝑉 ⟩𝑏) = 1√
2

(|𝐻𝐻⟩ + |𝑉 𝑉⟩) (5.1)

|𝐻⟩𝑗, |𝑉 ⟩𝑗 are the eigenvectors of the ℤ matrix and 𝑎, 𝑏 denote the signal and idler photons
respectively. Signal and idler photons are produced symmetrically over 1560 nm, with a total
bandwidth of approximately 60 nm, and separated by an internal dichroic mirror at 1565 nm.
The optical spectrum of the EPS’s signal and idler photons is shown in Fig 5.1 b).

The WR modules used in this study incorporate standard off-the-shelf Small Form-factor
Pluggable (SFP) transceivers, operating at 1270 nm and 1330 nm with output powers of
0.562 mW and 0.793 mW respectively, suited for optical SMF links up to 10 km. The
dominant scattering mechanism introducing noise into the quantum channel is spontaneous
Raman scattering, which generates broadband photons that may overlap spectrally with the
single-photon signals. This process occurs both in the forward (co-propagating) and backward
(counter-propagating) direction of the classical signals.

In this experiment, the signal photons travel through a set of optical add-drop modules to
facilitate the inclusion of additional classical WR signals on the signal photon channel. An off-
the-shelf Dense Wavelength-Division Multiplexing (DWDM) module, spanning the 100 GHz
ITU grid channels 35–42 (1549.32 nm–1543.73 nm), is used to filter the signal into the ITU
channel 35, corresponding to 1549.32 nm. In future implementations, the DWDM module
and its additional channels are intended to emulate a network of multiple users, each receiving
a different wavelength channel from the source. Such QKD network architectures have been
demonstrated previously [43, 42]. On the idler side, an Optical Tunable Filter (OTF) is used
to select photons corresponding to a particular signal DWDM channel.

The photon polarisation is analysed in the ℤ ({|𝐻⟩ , |𝑉 ⟩}) and 𝕏 ({|𝐷⟩ , |𝐴⟩}) bases, as
required for the 4-state BB84 protocol. The setup achieves this via the Polarisation Analysers
(PA in Fig. 5.1 a)), which in this representation consist of the PAs as introduced in Section 3.3
preceded by a fibre-optic Manual Polarisation Controller (MPC). The MPCs are used to com-
pensate for any change in the polarisation state that occurs between the SPDC crystal and
the analysing units. The PAs then couple the light from fibre to free-space and measurement
basis selection is performed via the appropriate HWP, QWP and LP configuration.

The signal and idler photons are detected using InGaAs SPADs, specifically one free-running
ID220 (D1) and one gated PDM detector (P2), chosen for their superior noise parameters.
The signal detection gate of the PDM is conditioned on the detection of an idler photon by
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the free-running detector, thereby implementing heralded detection to improve the signal-to-
noise ratio. This approach yields measured visibilities comparable to those obtained using
SNSPDs in Chapter 4 while maintaining the emphasis on practicality through the use of more
cost-effective SPADs.

In the laboratory setting, the SPADs’ performance can be significantly improved by using
the idler photon as a trigger and gating the signal photon detection. For distant users however,
this practice may not be feasible as it relies on sequential arrival of the idler photon, the signal-
gating pulse, and lastly the signal photon. An alternative is to operate both SPADs in gated
mode, which significantly reduces dark counts, and is particularly feasible if combined with
a well-timed, pulsed photon source. This highlights the necessity of distributing a precise
clock alongside the quantum signal to synchronise independent SPAD gating and enable post-
selection of correlated events.

During each experiment, the WR clocks are monitored separately to ensure that they are
synchronised throughout. Two experiments are performed using single-mode fibre channels in
the signal and idler branches, with lengths of a few meters in the first experiment and 1 km
in the second. For each configuration, the polarisation measurements are performed when the
WR modules are ON and OFF to provide a direct measure of the impact of the WR signals
on the quality of the distributed quantum states.

5.3 Entanglement Visibility Results

For a BBM92-type QKD protocol using distributed entangled photons, the polarisation meas-
urements on the signal and idler photons should theoretically result in 100% correlated meas-
urements when measured in the same basis and show only statistical (i.e. 50%) correlation
when different measurement bases are chosen. The results of the polarisation measurements
are shown in Figs. 5.2 a), b) and 5.2 c), d) for the short and the 1 km fibre channels re-
spectively. The visibility between the maximum and minimum coincidence counts for each
orthogonal pair of linear polarisation states is calculated, where the maximum and minimum
number of coincidences occur when the signal and idler photon states are parallel and ortho-
gonal respectively.

The visibility values for each polarisation state pair are shown in Figure 5.3 for both
experimental configurations. Due to differences in the accuracy of the channel compensation,
the 1 km scenario exhibits slightly higher visibilities than the short-fibre case, despite the
increased loss that would ordinarily be expected to reduce visibility. Nevertheless, the visibility
values for the WR-On and WR-Off conditions for a given fibre length are obtained under
identical channel compensation and are therefore directly comparable.

In all scenarios, the presence of the WR signals introduces only a minor reduction in
visibility of the entangled states, with the maximum decrease amounting to 2.44%. Overall,
the visibility with WR-On remains above 96% in both the ℤ and 𝕏 bases, corresponding to
a Quantum Bit Error Rate (QBER) below 2%. These results demonstrate that QKD and
entanglement distribution can reliably co-exist with WR-based time distribution.
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States WR Off WR On
|𝑉 𝑉⟩/|𝑉 𝐻⟩ 98.78 97.30
|𝐻𝐻⟩/|𝐻𝑉⟩ 99.53 99.17
|𝐷𝐷⟩/|𝐷𝐴⟩ 98.89 98.73
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Visibility (%)

States WR Off WR On
|𝑉 𝑉⟩/|𝑉 𝐻⟩ 98.89 96.45
|𝐻𝐻⟩/|𝐻𝑉⟩ 99.14 98.10
|𝐷𝐷⟩/|𝐷𝐴⟩ 99.27 97.06
|𝐴𝐴⟩/|𝐴𝐷⟩ 99.42 97.61

d)

Figure 5.2: a) Coincidence counts registered over 2 minutes between the two SPADs. The single-mode fibre
channels are 11 m long and measurements are taken with the WR signals ON and OFF. The settings of the PAs
are detailed on the x-axis where, for example, VH indicates when the system is measuring for occurrences of
|𝑉 ⟩𝑎 |𝐻⟩𝑏. b) The visibility of the coincidence counts between the pairs of linear orthogonal states, calculated
from the data shown in a). Figures c) and d) are equivalent to a) and b) with an extended channel length to
the single-mode fibre to 1 km.

To further evaluate the quality of the distributed signals in a QKD context, an additional
set of measurements was taken for the 1 km channel configuration, in which polarisation meas-
urements were conducted for all combinations of rectilinear and diagonal states. The results
for the WR-Off and WR-On conditions are shown in Figure 5.3. Simultaneous measurements
in mismatched bases yield correlations of approximately 50%, as expected for the ℤ and 𝕏
bases.
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Figure 5.3: Coincidence counts registered over 2 minutes by two SPADs for the two 1 km channels with WR
OFF and ON. All state combinations leveraged in BBM92 generate the expected coincidence probabilities,
even in the presence of the classical WR signals.

5.4 Conclusion & Future Work

The distribution of entangled single photon polarisation states in the presence of classical
White Rabbit time-synchronisation is demonstrated with high visibility over optical fibres up
to 1 km. The results show that quantum key distribution can be achieved and maintained in
coexistence with the classical optical signals, with only a marginal increase in the quantum bit
error rate when the time synchronisation is enabled. This is realised in an experimental setup
modelled on current network architectures, to which the quantum functionality is integrated
through the use of simple add-drop modules.

Building on these results, several avenues for future work remain. The current setup is
primarily limited by the design of the PAs, which does not permit reliable transmission channel
compensation and is inefficient for increasing numbers of polarisation state measurements.
Leveraging the final PA design from Chapters 3, together with the measurement routines
established in Chapter 4, the scope of this coexistence study could be substantially expanded.
The following suggested further experiments are achievable with already present laboratory
equipment, unless stated otherwise.

The channel can be extended to explore the impact of transmission over realistic channels
lengths on coexistence. In standard SMF, Raman scattering is predicted to reach a maximum
approximately 20 km [115], where the interplay between scattering and channel attenuation
is balanced. Consequently, measurements at or beyond this distance are critical for assessing
the feasibility of WR-QKD coexistence, and longer-distance demonstrations further strengthen
the case for practical implementation.
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Furthermore, the current setup can be expanded to quantify entanglement via an entan-
glement witness, such as the CHSH inequality, and ultimately implement a full QKD protocol.
To the best of the author’s knowledge, existing studies on entanglement in the presence of
WR signals have not yet demonstrated key generation or explicitly assessed the feasibility of
quantum communication. This expansion would also encompass the synchronisation of two
time taggers via WR, representing a realistic scenario with physically separated nodes, as well
as the inclusion of WR in the channels in both the signal and idler channels.

Such demonstrations could be conducted over a variety of channel types, including extended
SMF links in the laboratory, deployed fibre channels across the University of York campus, and
hollow-core fibre channels. As indicated by the existing hardware capabilities, measurements
can also be performed for different ITU channels accessible via the DWDM and OTF, or
alternatively, using two wavelength-matched DWDMs if one is procured for the idler channel.
This approach would simulate WR synchronisation and operation within a multi-user network
akin to existing network-oriented demonstrations [43, 42].

The incorporated WR modules could also be further optimised by investigating the wavelength-
dependence of the Raman scattering. Alternative SFP modules, including those operating at
longer wavelengths such as 1610 nm, are available for such studies. The level of noise in-
troduced into the quantum channel depends on both propagation direction of the classical
signal, as well as their wavelength-detuning relative to the quantum signals. Determining
which WR signals should co- or counter-propagate, and whether signals at lower energies than
the quantum signal are advantageous, represents a potential subject for future investigations.
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Chapter 6

Feasibility of Entanglement-Based
Quantum Communications over a 224
km Undersea Optical Fibre Link

This chapter presents the entanglement-based investigations conducted within the framework
of a field trial designed to evaluate the feasibility of quantum communications over a 224 km
deployed fibre link, which is currently employed for high-speed traditional optical commu-
nications. In addition to results from the experimental campaign, the chapter also includes
preliminary and follow-up laboratory-based experiments that supplement the work conducted
in the field. This research plays a crucial role in advancing the readiness of QKD technology
for practical deployment, representing a significant step toward integrating quantum commu-
nication systems into existing, real-world communication infrastructures.

This study builds upon the entanglement system developed in the preceding chapters.
An intermediate version of the PAs, as presented in Section 3.4, was deployed for the field
trial, but was ultimately not used due to adverse experimental conditions. Field trials such as
this represent one of the key proposed applications for the system, which has been tailored
for deployed use through the inclusion of compact and robust transmitters and receivers.
Furthermore, the deployment of sensitive instruments such as the SNSPD system was made
possible by intimate familiarity with the equipment and accurate assessment of operational
requirements obtained through the work described in Chapter 2.

The work presented here includes results published in: Amies-King, B.; Schatz, K.P.;
Duan, H.; Biswas, A.; Bailey, J.; Felvinti, A.; Winward, J.; Dixon, M.; Minder, M.; Kumar,
R.; et al. Quantum Communications Feasibility Tests over a UK-Ireland 224 km Undersea
Link. Entropy 2023, 25, 1572. https://doi.org/10.3390/e25121572 [2]. The experimental
design, implementation, and analysis presented in this thesis were carried out primarily by the
author, with contributions from the co-authors including supervision, experimental assistance
during the field trial, and feedback on the research and manuscript. The only exception
is the characterisation of the Rockabill-link time-dependent polarisation stability, which was
performed primarily by Mr Haofan Duan, with assistance from the author.
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6.1 The UK-Ireland Feasibility Study

International quantum communication links play a vital role in the establishment of a global
quantum internet [9]. To date, only a limited number of cross-border QKD demonstrations
have been reported, with the majority implemented either on deployed terrestrial fibre [50,
85] or via satellite-based links [125, 126, 53]. Undersea fibres, despite their widespread use
in international classical information traffic, represent a largely unexplored scenario. Aside
from the link investigated in this work, only one submarine optical fibre system has been
systematically evaluated for QKD purposes: a 92 km (or 192 km in round-trip configuration)
optical fibre under the Mediterranean Sea connecting Sicily and Malta [94, 95].

This chapter presents investigations performed on the 224 km Rockabill link [2], deployed
by the company euNetworks between Cable Landing Stations (CLSs) in Southport (UK) and
Portrane (IE). Figure 6.1 a) presents a geographic representation of the Rockabill link, il-
lustrating its extent and relation to Dublin, Manchester and York. The channel has a total
effective loss per fibre of 38.1–38.7 dB, which equates to a remarkably low average attenuation
per kilometre of approximately 0.17 dB/km. This low attenuation enables classical commu-
nications between the two endpoints without the need for intermediate optical repeaters, and
provides low latency to meet the requirements of existing users, such as those in the finan-
cial sector. These characteristics make the Rockabill link a natural candidate for extending
quantum communication links between the United Kingdom and Ireland.

Therefore, an experimental campaign was conducted to assess the link’s suitability for
distributing quantum states for QKD purposes, termed the the UK-Ireland (UK-IE) field trial.
A total of two equivalent pairs of dark fibre (identified as channels 39 and 40; and 59 and
60) were utilised in the submarine Rockabill link. These fibres under test were routed within
a bundle comprising several active telecommunication fibres carrying high-intensity signals.
The trial encompasses phase-based investigations, polarisation state dissemination for BB84,
and entanglement distribution (schematically represented in Figure 6.1 b)). Together, these
studies provide a comprehensive assessment of the feasibility of quantum communications
via the Rockabill link. The following sections report on the noise- and polarisation-related
channel characterisation in the context of QKD, the distribution and detection of entangled
photon pairs over the submarine link, and supporting laboratory-based experiments. Further
contributions to the field trial by the author include the preparation, relocation, and operation
of experimental equipment at the CLSs, in particular the entanglement receivers and SNSPD
system at the Southport CLS.

The Portrane CLS housed all transmitting equipment, including the EPS and 1550 nm
coherent lasers. The receiving equipment, comprising the SNSPD system (ID281), SPADs and
classical detectors, was located at the Southport CLS. Two detector channels, with respective
detection efficiencies of 93.0 % and 90.5 % and dark count rates of less than 70 Hz each,
were employed in the investigations detailed in this chapter.
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Dublin

Irish SeaPortrane
CLS

Manchester

York

Southport
CLS

Figure 6.1: a) Geographic representation of the Rockabill link (green), Cable Landing Stations (CLS) and major
nearby cities. Faintly indicated are other submarine optical fibre connections. b) Schematic experimental setup
of the entanglement distribution via the UK-Ireland link. Channels 59 & 60 were employed for this investigation
due to a preferable noise profile.
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6.2 Laboratory-Based Channel Emulation

Prior to gaining access to the CLSs, preparatory measurements were conducted in the EQC
laboratory. These tests focused on the correlated arrival times of the EPS photon pairs after
different physical emulations of the Rockabill link, each progressively closer to the final field
implementation. No measurement of the photons’ polarisation were performed; this study
instead assesses the ability to detect photon pairs after nearly 2 × 40 dB of attenuation. The
experimental setup corresponds to Figure 6.1 b), with fixed attenuators and spools of SMF
replacing the channel.

Initially, fixed attenuators where used to apply approximately 40 dB of attenuation to each
photon. Using a 1 ns coincidence window and the EPS at full pump power, a Coincidence to
Accidentals Ratio (CAR) of 6 was observed. Subsequently, spools of Single-Mode Fibre (SMF)
were added symmetrically on each arm in 50 km increments, up to a total channel length of
200 km. As mentioned above, the Rockabill link has an average attenuation coefficient of 𝛼
= 0.17 dB/km, which is lower than that of standard SMF, resulting in approximately 38 dB
of attenuation over 224 km. To emulate the link on the laboratory, a combination of 0.2 dB
standard SMF and 0.16 dB Ultra Low Loss (ULL) fibre spools was used, producing a total
attenuation of 38 dB after 200 km.

The CAR observed after each added spool is listed in Table 6.1. With an actual channel
in place and EPS pairs that are not perfectly wavelength-degenerate, the photons experience
chromatic dispersion. This leads to a temporal broadening of the coincidence peak, as the
photons at different wavelengths propagate at different group-velocities. This broadening can
be approximated as Δ𝑡disp = 𝐷Δ𝜆𝐿, where 𝐷 is the fibre dispersion parameter, which was
assumed to be comparable to the typically value for SMF of 17 ps/(nm⋅km) (see Section 4.6),
Δ𝜆 is the spectral separation of the photons, and 𝐿 is the channel length.

Channel Length (km) CAR Coincidence Window (ns)

50 14.5 2.5
100 8.1 5.0
150 3.8* 7.5
200 4.4 12

Table 6.1: Approximate CAR and coincidence peak widths observed during the laboratory emulation of the
Rockabill link, before optimisation of SNSPD voltages. All fibre spools were standard SMF, except for the
second 50 km spool in each channel, which was ULL fibre. The value for 150 km was calculated using an
overestimated coincidence window of 10 ns, leading to a proportionately lower CAR.

Finally, once the full 200 km channel was established, the SNSPD detection efficiencies
were adjusted to optimise the signal-to-noise ratio and maximise the CAR. A final measurement
with an integration time of 10 hours was performed. The resulting coincidence peak is shown
in Figure 6.2, yielding a CAR of ∼6.
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Figure 6.2: Coincidences of photons emitted by the EPS after travelling through 200 km of SMF for each the
signal and idler channel over 10 hours. Coincidences are discernable above the background with a CAR≃6.
Measurements taken with spools of SMF in a laboratory environment.

This value is prohibitively low for the analysis of the entangled polarisation state, as the
inclusion of a PA would introduce additional losses on the order of at least 4 dB arising
from insertion losses and the splitting of the beam into two polarisation eigenstates. How-
ever, the detector background noise was relatively high in the laboratory environment (around
130 Hz) due to insufficient temperature regulation, and was expected to be reduced under
field conditions. Furthermore, no information was available regarding the chromatic dispersion
characteristics of the deployed fibre, which may be lower than that of standard fibre given
the state-of-the-art nature of the facility. Taken together, these considerations suggested that
polarisation measurements could be feasible on the deployed link, although a definitive assess-
ment could only be made during the final trial. Regardless, temporal identification of EPS
pairs after transmission through the Rockabill channel was expected to remain achievable.

6.3 Dark Fibre Noise Level

Shortly after single-photon experiments commenced, it was discovered that the presence of
bright, active fibres within the same bundle as the experimental fibres led to significant cross
talk between channels and, consequently, an unexpectedly high noise floor. A series of tests
was conducted to characterise the source of this noise and its impact on the quantum signals.
During these tests, the channel inputs in Portrane were terminated, and various instruments
were connected within the darkened Southport CLS to investigate the light received at that
location.

Firstly, a 12 hour overnight measurement of the single-photon count rate on an individual
channel fibre was collected using a SPAD. The measurement exhibits a remarkable long-term
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stability of the noise amplitude, with a standard deviation of less than 0.5%. This measurement
spanned both sunset and sunrise, indicating that the channel background is not affected by
the time of day. Furthermore, coarse and fine sweeps of the noise wavelength spectrum were
conducted using the Optical Tunable Filter (OTF) placed directly before the SNSPD at optical
bandwidths of 125 and 100 GHz, respectively. The results of the coarse sweep for two selected
channels are shown in Figure 6.3. The spectrum does not correspond to a typical scattering
process or thermal emission; instead, it resembles a convolution of several peaks with varying
amplitudes and widths. This figure also includes a reference measurement in which the fibre
channel was completely disconnected from the setup, allowing the noise originating from the
CLS itself to be monitored. The observed minimal count rates at the detector DCR level
of 70 Hz rule out the possibility of stray light entering the exposed fibre within the CLS.
Furthermore, a brief investigation using an MPC followed by a linear polariser indicated that
the overall noise does not exhibit a preferred polarisation orientation, whereas individual peaks
isolated with the tuneable optical filter were found to be at least partially polarised.

Figure 6.3: Single photon count rates as a function of wavelength as filtered with the OTF set to 1 nm width,
measured for two fibres in the Rockabill link and the detection system in the Southport CLS terminated at
the channel entrance.

Combining the above results, it can be concluded that the observed noise is primarily caused
by stray photons from other active fibres entering the channels under test, most likely due to
back-reflections of bright signals leaking into the quantum channel near the detection setup
in Southport. This background noise present across all channels arriving at the CLS, although
its magnitude varies considerably from channel to channel, likely due to the relative physical
proximity to the most active fibres. For the two fibre pairs used in this work, noise count rates
between 120 kHz to 410 kHz were recorded when the full spectrum was allowed to reach the
SNSPD. The introduction of optical filters with approximately 1 nm bandwidth significantly
mitigates this noise, enabling reliable measurements at the quantum level. Effective dark
counts for the single-photon experiments reported here range from 90 Hz to as high as 2.2 kHz
depending on the central wavelength of the employed filters.
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6.4 Polarisation Stability

The long-term polarisation drift of the Rockabill link was measured by Mr. Haofan Duan
over a period of nearly 14 hours, and is included here due to its relevance for the subsequent
discussion on the viability of entanglement distribution. The data were obtained by sending
light from a 1550 nm coherent laser through the channel and onto a Polarising Beam Splitter
(PBS), with its outputs monitored using classical photodetectors. The initial polarisation state
was aligned with the horizontal axis of the PBS. The resulting polarisation drift of the channel
is presented in Figure 6.4.

Figure 6.4: The long-term polarisation drift of the channel over 14 hours overnight.

The polarisation remains remarkably stable for approximately 9 hours, after which the
observed state begins to drift significantly, possibly due to a singular disruption in one of the
CLSs. Beyond this point, the data exhibit periodic drifts on a timescale of minutes, indicative
of a misalignment between a static polarisation state and a polarisation-dependent component
with a beat length of similar scale. This measurement was conducted between 19:35 on 5
July 2023 and 09:35 on 6 July 2023. Neither sunrise nor sunset, occurring around 05:00
and 22:00 respectively, appear to cause any noticeable changes in the polarisation or its drift
rate. Overall, the channel demonstrated a remarkably stable polarisation transformation for
deployed fibre, which can be attributed to the thermal and mechanical isolation effected by
the Irish Sea, as well as high-quality environmental control within the CLS.

6.5 Distribution of Photon Pairs from a Source of Polar-
isation Entanglement

In this feasibility study, the Rockabill link’s capability to distribute entangled photon pairs
is explored by identifying the time-correlated arrival of photon pairs produced by the EPS.
A schematic representation of the experimental setup can be seen in Figure 6.1 b). At the
Portrane CLS, the EPS signal and idler outputs are coupled directly into two channel fibres
(Ch 59 & Ch 60), traverse 224 km each through the deployed undersea fibre, and emerge at
the Southport CLS. There, optical filters centred at 1550.1 nm and 1569.3 nm with equal pass
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bands of Δ = 1.39 nm are used to isolate entangled pairs, which are subsequently detected
by the SNSPD system.

The selected filtering balances time-of-flight broadening of measured photon arrival times
caused by chromatic dispersion with admittance of a sufficient number of photons, particularly
after the source brightness has been attenuated by 2×38 dB of optical loss. More importantly,
the filtering mitigates cross-talk in the channel, as discussed in Section 6.3. This approach
exploits the fact that the noise spectrum exhibits a minimum around 1570 nm, which is coin-
cidentally already used for idler detection and simultaneously positions the signal wavelength
at the conventional telecom wavelength of 1550 nm. Despite the spectral filtering, the residual
channel noise remains comparable to the signal amplitude. It should be noted that the idler
channel experiences approximately 5 dB of additional attenuation relative to the signal channel
due to the high-insertion-loss OTF, which is reflected in the detected count rate.

Since the SNSPD efficiency is polarisation-dependent, a polarisation alignment procedure
is performed to maximise the probability of detecting photon pairs. This procedure involves
blocking one arm of the source interferometer to produce the non-entangled two-photon state
|Ψ⟩ = |𝐻𝐻⟩ and using MPCs to align this state with the SNSPD’s preferred polarisation
axis. Due to the very low absolute count rates observed at Southport, this optimisation could
not be performed reliably, leading to small discrepancies between subsequent measurements.
However, the data are reproducible enough to consider the detection of pairs from the EPS
successful.

Using this entanglement distribution setup, two datasets were recorded, each accumulating
single-photon detection events over a period of 12 hours. After transmission through the
submarine channels, the single-photon count rates for each individual channel were only a few
hundred Hertz above the background, yielding a signal-to-noise ratio below one for the noisier
1550.1 nm channel. Results are presented for both datasets; however, only the better aligned
measurement is discussed in detail in the following.

In the better aligned measurement, the signal channel at 1550.1 nm recorded a single
count rate of 2.703 kHz over a background of 2.171 kHz, whereas the much lower noise idler
channel at 1569.3 nm produced a total count rate of 258 Hz over an 88 Hz background.

Figure 6.5 illustrates the difference in pair-photon arrival times for both channels relative
to a common reference clock in the better-aligned dataset. A fixed offset of 113 ns is present,
arising from minor channel length differences, primarily introduced by the instrumentation.
The peak corresponding to the simultaneously produced photons in each pair is clearly visible.
Considering the low 𝑔2(0) < 0.01 and high entanglement fidelity of more than 99%, obtained
in Chapters 2 and 4 respectively, this peak is expected to consist predominantly of entangled
photons, with negligible contributions from multi-photon emissions.

Photon pairs can be identified within a coincidence window of 12 ns, which is consistent
with the expected temporal broadening due to chromatic dispersion over 2×224 km given by
the experimental channel emulation described in Section 4.6.2. Furthermore, the observed
number of accidental photon coincidences agrees with the statistically expected value based
on the individual count rates. The coincidence counts exceed this baseline with a CAR of 1.92
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Figure 6.5: Histogram of the time delays between consecutive photon detections at the end of the two
submarine channels. Pair photons from the EPS arrive with a fixed relative delay of 113 ns at a signal-to-noise
ratio of 1.92, computed over the indicated red 12 ns coincidence window. The green lines represent one
possible off-peak coincidence window including only accidentals.

in the better-aligned measurement and 1.80 for the other dataset. The presence of a clear
peak in Figure 6.5 is encouraging and supports the feasibility of entanglement distribution
over the link, especially in realistic configurations that involve only one of the two entangled
photons travelling across the undersea channel. However, a more pronounced demonstration
was ultimately prohibited by the restricted source brightness, the elevated noise levels described
above, and the scope of the field trial.

6.6 Underwater Polarisation-Stability Study

Following the field trial, an attempt was made to replicate the exceptional stability of the
undersea channel with respect to polarisation in the laboratory environment in order to facilitate
further supplementary measurements of the entangled polarisation state. This stability is
attributed to the isolation experienced by the fibre bundles when underwater, resulting in
minimal mechanical perturbations and a highly stable thermal environment. In contrast, for
fibre links of comparable length in a laboratory setting, the polarisation is typically insufficiently
stable to support entanglement measurements without active polarisation stabilisation.

Within the Institute for Safe Autonomy, which houses the EQC Group, the experimental fa-
cilities of the Underwater Information Systems group (lead by Professor Paul Mitchell) provided
access to a 2 m deep pool that could serve as an initial approximation of submarine conditions.
An experiment was therefore conceived to investigate the stabilisation of optical fibre through
submersion it in water. Although the pool was not actively temperature-stabilised, a 24-hour
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monitoring period indicated that the temperature remains stable within 1°C. The pool also
exhibits a small, steady current, which has the potential to influence the fibre birefringence.

Prior to the installation of the experimental setup, tests were conducted to determine
whether protective measures were required to prevent damage to the optical fibre by the water.
A 6.3 km test spool of standard SMF was submerged in water, initially for a short duration
and subsequently for extended periods. No damage was observed after submersion for multiple
days, as verified by Optical Time-Domain Reflectometry (OTDR) measurements performed
before and after each trial, including a drying period. In total, the spool was submerged three
times: once briefly and twice for several days. The OTDR traces were consistent across all
measurements.

To monitor polarisation stability, light from a coherent 1550 nm laser source was trans-
mitted through the 6.3 km fibre spool and recorded using a polarimeter over time periods
comparable to the UK-IE experiments. These measurements were then compared with equi-
valent measurements performed on a laboratory table, representing unmitigated polarisation
drift. Selected results are presented in Figure 6.6.

a) b)

c) d)

Figure 6.6: a) Relative and b) absolute polarisation drift as a function of time for a 6.3 km SMF spool in the
laboratory environment. c) Relative and d) absolute polarisation drift for a 6.3 km spool submerged 1.5 m
deep in the pool.

Measurements were conducted under three conditions: on a laboratory bench, just below
the water surface, and at a depth of 1.5 m within the pool. Observations made on the polarisa-
tion stability were consistently present when transitioning from air to water and became more
apparent with increased submersion. As shown in Figure 6.6, immersion in water effectively
suppresses high-frequency polarisation drift. However, a gradual drift over longer timescales
persists and may even be more pronounced than in the dry fibre.
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Several factors may contribute to this behaviour. First, the pool temperature is not stabil-
ised and therefore, given the higher thermal conductivity of water compared to air, the fibre
spool is likely to more closely track ambient temperature variations. Second, the fibre was not
shielded from the pool’s current, which may have exerted mechanical forces on the fibre and
induced a slow drift over time. Finally, is it possible that the fibre required a longer equilibra-
tion period in this environment and was simply not submerged for a sufficient duration prior
to measurement.

Further experiments addressing the factors outlined above could enable the development of
a stable test-bed comprising hundreds of kilometres of fibre; however, these were not pursued
as they are beyond the scope of this work. Nevertheless, the present results serve to emphasise
the significant advantage offered by the highly stable submarine fibre in the Rockabill link.

6.7 Conclusions & Future Work

The experiments presented in this chapter demonstrate the feasibility of entanglement distri-
bution on a 224 km submarine optical fibre link under realistic deployment conditions. The
underwater environment provides a comparatively stable transmission channel, enabling reliable
quantum state distribution over long distances, and the observed photon transmission from the
entanglement source is consistent with laboratory results. These findings establish submarine
fibre links as a viable platform for QKD and related quantum communication protocols.

The UK-IE field trial offers a characterisation of the Rockabill link, revealing polarisation
stability on the timescales of hours and providing detailed characterisation of the noise induced
by neighbouring classical data channels. Entangled photon pairs were successfully transmitted
over a combined propagation distance of 448 km in separate deployed fibres and identified via
time-correlated detection with a signal-to-noise ratio of 1.92. This constitutes a step towards
an ultra-long fibre-based entanglement distribution, which so far has been performed over
maximum distances of 248 km in deployed fibre [50] and 404 km in a laboratory environment
[51].

Despite these encouraging results, several limitations were identified. Performance was
constrained by background photon counts from nearby classical data traffic, reduced effective
source brightness due to spectral filtering, and the absence of chromatic dispersion compensa-
tion. In addition, the observed polarisation stability could not be reproduced in the laboratory,
preventing further verification of polarisation entanglement.

These findings identify a number of potential improvements for future experimental cam-
paigns. Near-term efforts should focus on increasing the signal-to-noise ratio through reducing
the insertion loss induced by the optical filters, and implementing chromatic dispersion com-
pensation, enabling broader utilisation of the source’s spectrum and narrower coincidence win-
dows. The study also highlights the importance of real-time noise characterisation to optimise
filtering under varying channel conditions.
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Polarisation alignment remains a key technical challenge at high attenuation. A promising
approach currently under development involves a custom Micro-ElectroMechanical Systems
(MEMS)-based switching system that integrates single-mode and polarisation-maintaining
fibre, allowing segmented alignment using auxiliary lasers and single photon detectors. Ex-
perimental validation of this scheme is an important next step towards long-distance QKD
demonstrations.

Further performance gains may be achieved through modifications to the entanglement
source itself. Addressing the dichroic mirror mismatch and exploring cavity-enhanced designs
to narrow the emission spectrum could significantly increase the effective brightness and extend
the achievable transmission distance, as discussed in Section 4.6.2. In parallel, the development
of a submerged laboratory test-bed for emulating submarine QKD conditions of great interest
and currently considered for future projects, with the aim of enabling controlled, long-duration
studies of mechanically isolated fibre systems.

Beyond the immediate technical developments, this work highlights the broader poten-
tial of submarine fibre infrastructure for quantum communications. The results of the full
study have already motivated follow-up proposals and international collaborations aimed at
extending QKD demonstrations across national boundaries. In this context, submarine links
such as Rockabill could form key components of an emerging transnational quantum net-
work, connecting metropolitan nodes and enabling secure communication over continental
scales. Simultaneously, early geographical identification of suitable locations for international
quantum information links informs and accelerates the necessary development of the national
quantum infrastructure.
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Chapter 7

Conclusion & Future Work

This thesis has addressed the challenges of transitioning entanglement-based quantum key
distribution from controlled laboratory environments to practical deployments while leveraging
pre-existing optical infrastructure. It presents the development and implementation of a com-
plete entanglement distribution system, including source validation, single-photon detector
characterisation, receiver design, and data analysis. Through two real-world case studies, the
work identifies opportunities to integrate QKD technology into classical optical communication
networks, paving the way for practical, scalable quantum communication.

As one of the first projects within the Experimental Quantum Communications Group,
this work established a foundational experimental platform by deploying and characterising
single-photon detectors, an entangled photon source, and time-tagging hardware and software.
Building on this foundation, specialised polarisation analysers were developed to enable full
quantum state characterisation and to operate as passive receivers for polarisation-based QKD
protocols. Their design was driven by their use in distinct research applications, with early-
stage receivers being utilised in experimental studies and subsequently reworked in response
to the practical restrictions encountered in each project. Ultimately, a full entanglement
system tailored to field-implementations and practical research scenarios was implemented,
culminating in the first discrete-variable quantum key generation at the University of York.
The system has also proven transferable beyond entanglement distribution, with the receivers
having already been utilised by the wider group for the characterisation of newly developed
single photon transmitters.

Within this framework, the integration of quantum communication into existing optical net-
work infrastructure was explored in two realistic scenarios. First, the coexistence of quantum
signals with classical data traffic was investigated, highlighting both the potential and optim-
isation requirements of shared fibre infrastructure. Second, as part of a larger field trial on a
224 km undersea fibre link between the UK and Ireland, the distribution of photon pairs from
an entangled source was demonstrated. Together, these results illustrate the deployment of
the developed system across progressively more realistic environments, as well as establish a
clear pathway towards full QKD demonstrations in deployed fibre networks.
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Several limitations remain in the presented work. Technical constraints, such as the lim-
ited availability of single-photon detectors in combination with a continuous (non-pulsed)
entanglement source, introduce additional losses and prevent fully realistic and secure QKD
post-processing. The lack of phase control further necessitates a non-deterministic channel
compensation method, which, while comparatively successful, remains experimentally demand-
ing. Furthermore, imperfections in the source design restrict brightness and heralding efficiency,
thereby limiting achievable transmission distance. The staged development of the polarisation
analysers also meant that full entanglement measurement capability and an operational QKD
pipeline were only realised at a late stage and thus were not available during earlier investig-
ations. Consequently, the final polarisation analyser design has not yet undergone the same
level of physical stress-testing as its predecessors. While the presented studies demonstrate
the viability of both classical and quantum coexistence and entanglement distribution over
submarine fibres, they remain initial implementations and could be extended substantially, as
discussed in their respective chapters.

Future work will focus on deploying the polarisation entanglement system in full-scale
quantum key distribution demonstrations across both the laboratory and field environments.
Although a return to the Rockabill link was not secured at the time of writing, further exper-
imental campaigns on other submarine fibre links are currently in the proposal stage, being
developed in collaboration with international partners. Additionally, the integration of White
Rabbit time-distribution into the QKD pipeline represents a key step towards realistic QKD
deployment, enabling demonstrations with receivers in remote locations. In parallel, the exten-
sion of this work to underwater quantum communication environments remains an important
direction for future research, including the development of a pool-based channel test-bed and
entanglement-distribution systems tailored for submarine operation.

In summary, this thesis demonstrates the feasibility of integrating entanglement-based
quantum key distribution with existing optical networks, showcasing the current potential
of quantum technology. By developing an experimental polarisation-entanglement system, a
versatile research tool for practical quantum key distribution is established, enabling further
advances in practical quantum key distribution research. This work therefore not only con-
tributes to the realisation of secure, large-scale quantum communications, but also lays the
foundation for future discoveries and innovations, advancing the consolidation of scalable,
global quantum networks.

102



Appendix A

Phase Difference in the |Φ+
𝜑 ⟩ Bell-State

The maximally entangled |Φ+⟩ Bell-State may be expressed including a relative phase 𝜑
between the superposition components:

|Φ+
𝜑⟩ = |00⟩ + 𝑒𝑖𝜑 |11⟩√

2
(A.1)

In the ℤ basis, measurement of the eigenstates is independent of this phase difference.
However, for the 𝕏 and 𝕐 basis states, the relative phase 𝜑 affects the possible measurement
outcomes. Below the exact dependencies in each basis are illustrated via application of the
Born-rule.

ℤ-Basis:

It is straightforward to see that the probability of observing a specific polarisation state
𝑃|𝑖𝑗⟩(|Φ+

𝜑⟩), 𝑖, 𝑗 ∈ {𝐻, 𝑉 } amounts to:

𝑃|𝐻𝐻⟩(|Φ+
𝜑⟩) = ∣⟨𝐻𝐻|Φ+

𝜑⟩∣2
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∣
2
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2

∣
2

= 1
2

103



𝑃|𝐻𝑉⟩(|Φ+
𝜑⟩) = ∣⟨𝐻𝑉 |Φ+

𝜑⟩∣2

= ∣⟨𝐻𝑉 |𝐻𝐻⟩ + 𝑒𝑖𝜑 ⟨𝐻𝑉 |𝑉 𝑉⟩√
2

∣
2

= ∣ 0√
2

∣
2

= 0

𝑃|𝑉 𝐻⟩(|Φ+
𝜑⟩) = ∣⟨𝑉 𝐻|Φ+

𝜑⟩∣2

= ∣⟨𝑉 𝐻|𝐻𝐻⟩ + 𝑒𝑖𝜑 ⟨𝑉 𝐻|𝑉 𝑉⟩√
2

∣
2

= ∣ 0√
2

∣
2

= 0

𝑃|𝑉 𝑉⟩(|Φ+
𝜑⟩) = ∣⟨𝑉 𝑉 |Φ+

𝜑⟩∣2

= ∣⟨𝑉 𝑉 |𝐻𝐻⟩ + 𝑒𝑖𝜑 ⟨𝑉 𝑉 |𝑉 𝑉⟩√
2

∣
2

= ∣𝑒
𝑖𝜑

√
2

∣
2

= 1
2

Or in summary:

𝑃|𝐻𝐻⟩(|Φ+
𝜑⟩) = 𝑃|𝑉 𝑉⟩(|Φ+

𝜑⟩) = 1
2

(A.2)

𝑃|𝐻𝑉⟩(|Φ+
𝜑⟩) = 𝑃|𝑉 𝐻⟩(|Φ+

𝜑⟩) = 0 (A.3)

Thus measurement outcomes in the ℤ basis are independent of 𝜑.

𝕏 Basis:

Given the decomposition of 𝕏 basis states in the ℤ basis:

|+⟩ = |𝐻⟩ + |𝑉 ⟩√
2

, (A.4)

|−⟩ = |𝐻⟩ − |𝑉 ⟩√
2

; (A.5)
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it follows that:

|++⟩ = (|𝐻⟩ + |𝑉 ⟩√
2

) (|𝐻⟩ + |𝑉 ⟩√
2
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, (A.6)
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Using Equations A.6-A.9 to perform 𝕏 basis eigenstate measurements and immediately drop-
ping orthogonal terms terms, the probabilities of observing a specific polarisation state 𝑃|𝑖𝑗⟩(|Φ+

𝜑⟩),
𝑖, 𝑗 ∈ {+, −} can be found as:

𝑃|++⟩(|Φ+
𝜑⟩) = ∣⟨+ + |Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| + ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 + 𝑒𝑖𝜑

4
∣
2

= 2 + 2 cos 𝜑
8

= 1 + cos 𝜑
4

𝑃|+−⟩(|Φ+
𝜑⟩) = ∣⟨+ − |Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| − ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 − 𝑒𝑖𝜑

4
∣
2

= 2 − 2 cos 𝜑
8

= 1 − cos 𝜑
4

𝑃|−+⟩(|Φ+
𝜑⟩) = ∣⟨− + |Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| − ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 − 𝑒𝑖𝜑

4
∣
2

= 2 − 2 cos 𝜑
8

= 1 − cos 𝜑
4
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𝑃|−−⟩(|Φ+
𝜑⟩) = ∣⟨− − |Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| + ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 + 𝑒𝑖𝜑

4
∣
2

= 2 + 2 cos 𝜑
8

= 1 + cos 𝜑
4

.

Or in summary:

𝑃|++⟩(|Φ+
𝜑⟩) = 𝑃|−−⟩(|Φ+

𝜑⟩) = 1 + cos 𝜑
4

(A.10)

𝑃|+−⟩(|Φ+
𝜑⟩) = 𝑃|−+⟩(|Φ+

𝜑⟩) = 1 − cos 𝜑
4

(A.11)

Thus measurement outcomes in the 𝕏 basis are dependent on 𝜑.

𝕐 Basis:

Given the decomposition of 𝕐 basis states into the ℤ basis:

|𝑅⟩ = |𝐻⟩ + 𝑖 |𝑉 ⟩√
2

, (A.12)

|𝐿⟩ = |𝐻⟩ − 𝑖 |𝑉 ⟩√
2

; (A.13)

it follows that:

|𝑅𝑅⟩ = (|𝐻⟩ + 𝑖 |𝑉 ⟩√
2

) (|𝐻⟩ + 𝑖 |𝑉 ⟩√
2

) = |𝐻𝐻⟩ + 𝑖 |𝐻𝑉⟩ + 𝑖 |𝑉 𝐻⟩ − |𝑉 𝑉⟩
2

, (A.14)

|𝑅𝐿⟩ = (|𝐻⟩ + 𝑖 |𝑉 ⟩√
2

) (|𝐻⟩ − 𝑖 |𝑉 ⟩√
2

) = |𝐻𝐻⟩ − 𝑖 |𝐻𝑉⟩ − 𝑖 |𝑉 𝐻⟩ + |𝑉 𝑉⟩
2

, (A.15)

|𝐿𝑅⟩ = (|𝐻⟩ − 𝑖 |𝑉 ⟩√
2

) (|𝐻⟩ + 𝑖 |𝑉 ⟩√
2

) = |𝐻𝐻⟩ − 𝑖 |𝐻𝑉⟩ − 𝑖 |𝑉 𝐻⟩ + |𝑉 𝑉⟩
2

, (A.16)

|𝐿𝐿⟩ = (|𝐻⟩ − 𝑖 |𝑉 ⟩√
2

) (|𝐻⟩ − 𝑖 |𝑉 ⟩√
2

) = |𝐻𝐻⟩ − 𝑖 |𝐻𝑉⟩ − 𝑖 |𝑉 𝐻⟩ − |𝑉 𝑉⟩
2

. (A.17)

Using Equations A.14-A.17 to perform 𝕐 basis eigenstate measurements and immediately
dropping orthogonal terms terms, the probabilities of observing a specific polarisation state
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𝑃|𝑖𝑗⟩(|Φ+
𝜑⟩), 𝑖, 𝑗 ∈ {𝑅, 𝐿} can be found as:

𝑃|𝑅𝑅⟩(|Φ+
𝜑⟩) = ∣⟨𝑅𝑅|Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| − ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 − 𝑒𝑖𝜑

4
∣
2

= 1 − cos 𝜑
4

𝑃|𝑅𝐿⟩(|Φ+
𝜑⟩) = ∣⟨𝑅𝐿|Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| + ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 + 𝑒𝑖𝜑

4
∣
2

= 1 + cos 𝜑
4

𝑃|𝐿𝑅⟩(|Φ+
𝜑⟩) = ∣⟨𝐿𝑅|Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| + ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 + 𝑒𝑖𝜑

4
∣
2

= 1 + cos 𝜑
4

𝑃|𝐿𝐿⟩(|Φ+
𝜑⟩) = ∣⟨𝐿𝐿|Φ+

𝜑⟩∣2

= ∣⟨𝐻𝐻| − ⟨𝑉 𝑉|
2

⊗ |𝐻𝐻⟩ + 𝑒𝑖𝜑 |𝑉 𝑉⟩√
2

∣
2

= ∣1 − 𝑒𝑖𝜑

4
∣
2

= 1 − cos 𝜑
4

.

Or in summary:

𝑃|𝑅𝑅⟩(|Φ+
𝜑⟩) = 𝑃|𝐿𝐿⟩(|Φ+

𝜑⟩) = 1 − cos 𝜑
4

(A.18)

𝑃|𝑅𝐿⟩(|Φ+
𝜑⟩) = 𝑃|𝐿𝑅⟩(|Φ+

𝜑⟩) = 1 + cos 𝜑
4

(A.19)
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Thus measurement outcomes in the 𝕐 basis are dependent on 𝜑.

Conclusion

Table A.1a summarises the probabilities of detecting each bit pair depending on 𝜑. As illus-
trated by Figure A.1b, simultaneous maximum correlations only appear in all three Pauli bases
if 𝜑 = 𝑛𝜋 where 𝑛 is an integer.

Basis 𝑃(𝜑)∥ 𝑃(𝜑)⟂

ℤ 1
2 0

𝕏 1+cos 𝜑
4

1−cos 𝜑
4

𝕐 1−cos 𝜑
4

1+cos 𝜑
4

a) Analytical expressions for the |Φ+
𝜑⟩

state’s coincidence detection probabilit-
ies in all three Pauli bases.
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b) Graphical representation of the Bell state’s depend-
ence on 𝜑

Figure A.1: Bell state phase dependence in analytical expressions and graphical form.

Consequently, correlated polarisation states can only be seen in all three bases (or even in
two) at specific values of the relative phase 𝜑.

In a polarisation-based encoding implementation, the relative phase difference corresponds
to a physical relative phase of the polarisation’s horizontal and vertical components that
could easily arise within a real setup. As the photons traverse the transmission channel, they
generally acquire an uncontrolled unitary transformation due to the birefringence of optical
fibre. Usually, this is compensated for by realigning a known linear state to the 𝕐 basis.
However, since a phase shift it itself can easily be unitary, this alignment may not result in
a 𝑛𝜋 phase shift and correlations may not be maximised in another orthogonal basis. Initial
alignment and polarisation drift compensation thus have to take coincidences in at least two
Pauli bases simultaneously.
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Appendix B

Derivation of CHSH-Inequalities for
Specific Waveplate Transformations

Any unitary transformation, such as from a waveplate, applied to a photonic bit represented
by a Jones vector will take the form of a 4 x 4 matrix. Let us adopt the following generalised
shorthand for a matrix 𝑈 representing an arbitrary unitary transformation:

𝑈 = ⎛⎜
⎝

1A 1B
2A 2B

⎞⎟
⎠

Applying this matrix to the polarisation Z-basis states results in:

𝑈 |0⟩ = ⎛⎜
⎝

1A 1B
2A 2B

⎞⎟
⎠

⎛
⎝

1
0
⎞
⎠

= ⎛⎜
⎝

1A
1B

⎞⎟
⎠

= 1A |0⟩ + 1B |1⟩

𝑈 |1⟩ = ⎛⎜
⎝

1A 1B
2A 2B

⎞⎟
⎠

⎛
⎝

0
1
⎞
⎠

= ⎛⎜
⎝

2A
2B

⎞⎟
⎠

= 2A |0⟩ + 2B |1⟩

Next, we consider the |Φ+⟩ entangled Bell-state travelling along paths 𝑎 and 𝑏:

|Φ+
𝑎𝑏⟩ =

|0⟩𝑎 |0⟩𝑏 + |1⟩𝑎 |1⟩𝑏√
2

To this state, we can apply two independent unitary transformations to represent the changes
that photons 𝑎 and 𝑏 undergo on their respective path, both represented by a generalised
matrix 𝑈𝑎/𝑏 as:

𝑈𝑎 = ⎛⎜
⎝

1A 1B
2A 2B

⎞⎟
⎠

𝑈𝑏 = ⎛⎜
⎝

3A 3B

4A 4B
⎞⎟
⎠
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Hence we can derive:

𝑈𝑎𝑈𝑏 |Φ+
𝑎𝑏⟩ = 1√

2
[𝑈𝑎 |0⟩𝑎 𝑈𝑏 |0⟩𝑏 + 𝑈𝑎 |1⟩𝑎 𝑈𝑏 |1⟩𝑏]

= 1√
2

[ ( 1A |0⟩𝑎 + 1B |1⟩𝑎) ( 3A |0⟩𝑏 + 3B |1⟩𝑏)

+ ( 2A |0⟩𝑎 + 2B |1⟩𝑎) ( 4A |0⟩𝑏 + 4B |1⟩𝑏)]

= 1√
2

[ 1A 3A |0⟩𝑎 |0⟩𝑏 + 1A 3B |0⟩𝑎 |1⟩𝑏

+ 1B 3A |1⟩𝑎 |0⟩𝑏 + 1B 3B |1⟩𝑎 |1⟩𝑏

+ 2A 4A |0⟩𝑎 |0⟩𝑏 + 2A 4B |0⟩𝑎 |1⟩𝑏

+ 2B 4A |1⟩𝑎 |0⟩𝑏 + 2B 4B |1⟩𝑎 |1⟩𝑏]

= 1√
2

[ ( 1A 3A + 2A 4A ) |0⟩𝑎 |0⟩𝑏

+ ( 1A 3B + 2A 4B ) |0⟩𝑎 |1⟩𝑏

+ ( 1B 3A + 2B 4A ) |1⟩𝑎 |0⟩𝑏

+ ( 1B 3B + 2B 4B ) |1⟩𝑎 |1⟩𝑏]

(B.1)

We can now use expression B.1 to obtain the final two-photon state after two independent
transformations by substituting the circled terms as appropriate.

CHSH-Inequalities using two HWP, two QWP and one HWP and one QWP

The general expressions for the unitary transformations applied by a HWP (H) and QWP (Q)
are:

𝑈H = ⎛
⎝

cos 2𝜃 sin 2𝜃
sin 2𝜃 − cos 2𝜃

⎞
⎠

𝑈Q = ⎛
⎝

cos2 𝜃 + 𝑖 sin2 𝜃 (1 − 𝑖) sin 𝜃 cos 𝜃
(1 − 𝑖) sin 𝜃 cos 𝜃 sin2 𝜃 + 𝑖 cos2 𝜃

⎞
⎠

We assume that the two photons reach the receivers in perfectly aligned polarisations states
(i.e. any channel birefringence has been compensated for), so that photons 𝑎 and 𝑏 enter free
space as eigenstates of the Pauli Z-basis. They then experience a transformation based on
passing a single waveplate at some angle 𝜃𝑎, 𝜃𝑏, before being measured.
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CHSH Inequality for two HWPs

This is the well-known configuration that is used in most practical cases. Maximum Bell-
violation of 𝑆 = 2

√
2 can be achieved for several sets of angles. To re-derive this, we apply a

HWP transformation to each photon by substituting 𝑈H into B.1:

𝑈 (𝑎)
H 𝑈 (𝑏)

H |Φ+
𝑎𝑏⟩ = 1√

2
[ (cos 2𝜃𝑎 cos 2𝜃𝑏 + sin 2𝜃𝑎 sin 2𝜃𝑏) |0⟩𝑎 |0⟩𝑏
+(cos 2𝜃𝑎 sin 2𝜃𝑏 − sin 2𝜃𝑎 cos 2𝜃𝑏) |0⟩𝑎 |1⟩𝑏
+(sin 2𝜃𝑎 cos 2𝜃𝑏 − cos 2𝜃𝑎 sin 2𝜃𝑏) |1⟩𝑎 |0⟩𝑏
+(sin 2𝜃𝑎 sin 2𝜃𝑏 + cos 2𝜃𝑎 cos 2𝜃𝑏) |1⟩𝑎 |1⟩𝑏]

= 1√
2

[ cos 2(𝜃𝑎 − 𝜃𝑏) |0⟩𝑎 |0⟩𝑏
− sin 2(𝜃𝑎 − 𝜃𝑏) |0⟩𝑎 |1⟩𝑏
+ sin 2(𝜃𝑎 − 𝜃𝑏) |1⟩𝑎 |0⟩𝑏
+ cos 2(𝜃𝑎 − 𝜃𝑏) |1⟩𝑎 |1⟩𝑏]

(B.2)

From Equation B.2, we can obtain the probabilities of detecting each polarisation state as
functions of the waveplate angles using the Born rule [102]:

𝑃|00⟩(𝜃𝑎, 𝜃𝑏) = 1
2

cos2 [2(𝜃𝑎 − 𝜃𝑏)] (B.3)

𝑃|01⟩(𝜃𝑎, 𝜃𝑏) = 1
2

sin2 [2(𝜃𝑎 − 𝜃𝑏)] (B.4)

𝑃|10⟩(𝜃𝑎, 𝜃𝑏) = 1
2

sin2 [2(𝜃𝑎 − 𝜃𝑏)] (B.5)

𝑃|11⟩(𝜃𝑎, 𝜃𝑏) = 1
2

cos2 [2(𝜃𝑎 − 𝜃𝑏)] (B.6)

where we note that 𝑃|00⟩ = 𝑃|11⟩ and 𝑃|01⟩ = 𝑃|10⟩. Given these probabilities, we can evaluate
the CHSH-inequality 4.13, 4.14 in terms of arbitrary waveplate angles:

𝐸(𝜃𝑎, 𝜃𝑏) = 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) + 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|01⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|10⟩(𝜃𝑎, 𝜃𝑏)

= 1
2

cos2 [2(𝜃𝑎 − 𝜃𝑏)] + 1
2

cos2 [2(𝜃𝑎 − 𝜃𝑏)]

−1
2

sin2 [2(𝜃𝑎 − 𝜃𝑏)] − 1
2

sin2 [2(𝜃𝑎 − 𝜃𝑏)]

= cos2 [2 (𝜃𝑎 − 𝜃𝑏)] − sin2 [2 (𝜃𝑎 − 𝜃𝑏)]
= cos [4 (𝜃𝑎 − 𝜃𝑏)] (B.7)

𝑆 = 𝐸(𝜃𝑎, 𝜃𝑏) − 𝐸(𝜃𝑎, 𝜃′
𝑏) + 𝐸(𝜃′

𝑎, 𝜃𝑏) + 𝐸(𝜃′
𝑎, 𝜃′

𝑏)
= cos [4 (𝜃𝑎 − 𝜃𝑏)] − cos [4 (𝜃𝑎 − 𝜃′

𝑏)] + cos [4 (𝜃′
𝑎 − 𝜃𝑏)] + cos [4 (𝜃′

𝑎 − 𝜃′
𝑏)] (B.8)
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We employ symbolic optimisation in Mathematica to find a set of angles {𝜃𝑎, 𝜃′
𝑎, 𝜃𝑏, 𝜃′

𝑏} for
which |𝑆| is maximised. For two HWPs, this results in the following angles:

𝜃𝑎 = 0 = 0∘

𝜃𝑏 = 𝜋
16

= 11.25∘

𝜃′
𝑎 = 𝜋

8
= 22.5∘

𝜃′
𝑏 = 3𝜋

16
= 33.75∘

which produce the well-known set of linear states quoted at the beginning of the section. We
can easily show that the above angles lead to a maximum Bell-violation by substituting them
into our specific CHSH-inequality B:

𝑆 = cos (−4 × 11.25∘) − cos (−4 × 33.75∘) + cos (4 × 11.25∘) + cos (−4 × 11.25∘)
= cos (45∘) − cos (135∘) + cos (45∘) + cos (45∘)

= 1√
2

− ( 1√
2

) + 1√
2

+ 1√
2

= 2
√

2 > 2

CHSH-Inequality for two QWPs

Starting from Equation B.1 and the expression for a QWP transformation, we can derive:

𝑈 (𝑎)
Q 𝑈 (𝑏)

Q |Φ+
𝑎𝑏⟩ = 1√

2

⎧
{
{
{
{
{
{
⎨
{
{
{
{
{
{
⎩

⎡
⎣

(cos2 𝜃𝑎 + 𝑖 sin2 𝜃𝑎)(cos2 𝜃𝑏 + 𝑖 sin2 𝜃𝑏)
+ (1 − 𝑖) sin 𝜃𝑎 cos 𝜃𝑎(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

⎤
⎦

|0⟩𝑎 |0⟩𝑏

+ ⎡
⎣

(cos2 𝜃𝑎 + 𝑖 sin2 𝜃𝑎)(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

+ (1 − 𝑖) sin 𝜃𝑎 cos 𝜃𝑎(sin2 𝜃𝑏 + 𝑖 cos2 𝜃𝑏)
⎤
⎦

|0⟩𝑎 |1⟩𝑏

+ ⎡
⎣

(1 − 𝑖) sin 𝜃𝑎 cos 𝜃𝑎(cos2 𝜃𝑏 + 𝑖 sin2 𝜃𝑏)
+ (sin2 𝜃𝑎 + 𝑖 cos2 𝜃𝑎)(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

⎤
⎦

|1⟩𝑎 |0⟩𝑏

+ ⎡
⎣

(1 − 𝑖) sin 𝜃𝑎 cos 𝜃𝑎(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

+ (sin2 𝜃𝑎 + 𝑖 cos2 𝜃𝑎)(sin2 𝜃𝑏 + 𝑖 cos2 𝜃𝑏)
⎤
⎦

|1⟩𝑎 |1⟩𝑏

⎫
}
}
}
}
}
}
⎬
}
}
}
}
}
}
⎭
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= 1√
2

⎧
{
{
{
{
{
{
{
{
⎨
{
{
{
{
{
{
{
{
⎩

⎡
⎢
⎣

cos2 𝜃𝑎 cos2 𝜃𝑏 − sin2 𝜃𝑎 sin2 𝜃𝑏

+ 𝑖(cos2 𝜃𝑎 sin2 𝜃𝑏 + sin2 𝜃𝑎 cos2 𝜃𝑏

− 2 cos 𝜃𝑎 sin 𝜃𝑏 sin 𝜃𝑎 cos 𝜃𝑏)

⎤
⎥
⎦

|0⟩𝑎 |0⟩𝑏

+ ⎡
⎣

(1 − 𝑖)[cos 𝜃𝑎 sin 𝜃𝑏(cos 𝜃𝑎 cos 𝜃𝑏 + sin 𝜃𝑎 sin 𝜃𝑏)
+ 𝑖 sin 𝜃𝑎 cos 𝜃𝑏(sin 𝜃𝑎 sin 𝜃𝑏 + cos 𝜃𝑎 cos 𝜃𝑏)]

⎤
⎦

|0⟩𝑎 |1⟩𝑏

+ ⎡
⎣

(1 − 𝑖)[sin 𝜃𝑎 cos 𝜃𝑏(cos 𝜃𝑎 cos 𝜃𝑏 + sin 𝜃𝑎 sin 𝜃𝑏)
+ 𝑖 cos 𝜃𝑎 sin 𝜃𝑏(sin 𝜃𝑎 sin 𝜃𝑏 + cos 𝜃𝑎 cos 𝜃𝑏)]

⎤
⎦

|1⟩𝑎 |0⟩𝑏

+ ⎡
⎢
⎣

sin2 𝜃𝑎 sin2 𝜃𝑏 − cos2 𝜃𝑎 cos2 𝜃𝑏

+ 𝑖(sin2 𝜃𝑎 cos𝜃
𝑏 +𝑖 cos2 𝜃𝑎 sin2 𝜃𝑏

− 2 sin 𝜃𝑎 cos 𝜃𝑎 sin 𝜃𝑏 cos 𝜃𝑏)

⎤
⎥
⎦

|1⟩𝑎 |1⟩𝑏

⎫
}
}
}
}
}
}
}
}
⎬
}
}
}
}
}
}
}
}
⎭

= 1√
2

⎧
{
{
{
{
{
{
⎨
{
{
{
{
{
{
⎩

⎡
⎣

cos2 𝜃𝑎 cos2 𝜃𝑏 − sin2 𝜃𝑎 sin2 𝜃𝑏

+ 𝑖(cos 𝜃𝑎 sin 𝜃𝑏 − sin 𝜃𝑎 cos 𝜃𝑏)2⎤
⎦

|0⟩𝑎 |0⟩𝑏

+ ⎡
⎣

(1 − 𝑖) cos(𝜃𝑎 − 𝜃𝑏)
(cos 𝜃𝑎 sin 𝜃𝑏 + 𝑖 sin 𝜃𝑎 cos 𝜃𝑏)

⎤
⎦

|0⟩𝑎 |1⟩𝑏

+ ⎡
⎣

(1 − 𝑖) cos(𝜃𝑎 − 𝜃𝑏)
(sin 𝜃𝑎 cos 𝜃𝑏 + 𝑖 cos 𝜃𝑎 sin 𝜃𝑏)

⎤
⎦

|1⟩𝑎 |0⟩𝑏

+ ⎡
⎣

sin2 𝜃𝑎 sin2 𝜃𝑏 − cos2 𝜃𝑎 cos2 𝜃𝑏

+ 𝑖(sin 𝜃𝑎 cos 𝜃𝑏 − cos 𝜃𝑎 sin 𝜃𝑏)2⎤
⎦

|1⟩𝑎 |1⟩𝑏

⎫
}
}
}
}
}
}
⎬
}
}
}
}
}
}
⎭

= 1√
2

⎧
{
{
⎨
{
{
⎩

[cos(𝜃𝑎 + 𝜃𝑏) cos(𝜃𝑎 − 𝜃𝑏) + 𝑖 sin2(𝜃𝑏 − 𝜃𝑎)] |0⟩𝑎 |0⟩𝑏
+ [cos(𝜃𝑎 − 𝜃𝑏)(sin(𝜃𝑎 + 𝜃𝑏) + 𝑖 sin(𝜃𝑎 − 𝜃𝑏))] |0⟩𝑎 |1⟩𝑏
+ [cos(𝜃𝑎 − 𝜃𝑏)(sin(𝜃𝑎 + 𝜃𝑏) − 𝑖 sin(𝜃𝑎 − 𝜃𝑏))] |1⟩𝑎 |0⟩𝑏

+ [− cos(𝜃𝑎 + 𝜃𝑏) cos(𝜃𝑎 − 𝜃𝑏) + 𝑖 sin2(𝜃𝑎 − 𝜃𝑏)] |1⟩𝑎 |1⟩𝑏

⎫
}
}
⎬
}
}
⎭

= 1
2
√

2

⎧
{
{
⎨
{
{
⎩

[cos 2𝜃𝑎 + cos 2𝜃𝑏 + 𝑖(1 − cos 2(𝜃𝑎 − 𝜃𝑏))] |0⟩𝑎 |0⟩𝑏
+ [sin 2𝜃𝑎 + sin 2𝜃𝑏 + 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏)] |0⟩𝑎 |1⟩𝑏
+ [sin 2𝜃𝑎 + sin 2𝜃𝑏 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏)] |1⟩𝑎 |0⟩𝑏
− [cos 2𝜃𝑎 + cos 2𝜃𝑏 − 𝑖(1 − cos 2(𝜃𝑎 − 𝜃𝑏))] |1⟩𝑎 |1⟩𝑏

⎫
}
}
⎬
}
}
⎭

(B.9)
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From Equation B.9, we can again obtain the probabilities of detecting each polarisation state
as functions of the waveplate angles:

𝑃|00⟩(𝜃𝑎, 𝜃𝑏) = 1
8

{[cos 2𝜃𝑎 + cos 2𝜃𝑏]2 + [1 − cos 2(𝜃𝑎 − 𝜃𝑏)]2}

= 1
8

[(cos 2𝜃𝑎 + cos 2𝜃𝑏)2 + 4 sin4(𝜃𝑎 − 𝜃𝑏)] (B.10)

𝑃|01⟩(𝜃𝑎, 𝜃𝑏) = 1
8

[(sin 2𝜃𝑎 + sin 2𝜃𝑏)2 + sin2 2(𝜃𝑎 − 𝜃𝑏)] (B.11)

𝑃|10⟩(𝜃𝑎, 𝜃𝑏) = 1
8

[(sin 2𝜃𝑎 + sin 2𝜃𝑏)2 + sin2 2(𝜃𝑎 − 𝜃𝑏)] (B.12)

𝑃|11⟩(𝜃𝑎, 𝜃𝑏) = 1
8

{[−(cos 2𝜃𝑎 + cos 2𝜃𝑏)]2 + [1 − cos 2(𝜃𝑎 − 𝜃𝑏)]2}

= 1
8

[(cos 2𝜃𝑎 + cos 2𝜃𝑏)2 + 4 sin4(𝜃𝑎 − 𝜃𝑏)] (B.13)

with recurring 𝑃|00⟩ = 𝑃|𝑃11⟩ and 𝑃|01⟩ = 𝑃|10⟩. Inserting these probabilities into the CHSH-
inequality 4.13, 4.14, we can assemble an expression for the CHSH parameter 𝑆 as a function
of two QWP-angles:

𝐸(𝜃𝑎, 𝜃𝑏) = 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) + 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|01⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|10⟩(𝜃𝑎, 𝜃𝑏)

= 1
8

⎧
⎨⎩

2[(cos 2𝜃𝑎 + cos 2𝜃𝑏)2 + 4 sin4(𝜃𝑎 − 𝜃𝑏)]
− 2[(sin 2𝜃𝑎 + sin 2𝜃𝑏)2 + sin2 2(𝜃𝑎 − 𝜃𝑏)]

⎫
⎬⎭

= 1
4

⎧{
⎨{⎩

cos2 2𝜃𝑎 + cos2 2𝜃𝑏 + 2 cos 2𝜃𝑎 cos 2𝜃𝑏

− sin2 2𝜃𝑎 − sin2 2𝜃𝑏 − 2 sin 2𝜃𝑎 sin 2𝜃𝑏

+ 4 sin4(𝜃𝑎 − 𝜃𝑏) − sin2 2(𝜃𝑎 − 𝜃𝑏)

⎫}
⎬}⎭

= 1
4

⎧{
⎨{⎩

[cos2 2𝜃𝑎 − sin2 2𝜃𝑎] + [cos2 2𝜃𝑏 − sin2 2𝜃𝑏]
+ 2[cos 2𝜃𝑎 cos 2𝜃𝑏 − sin 2𝜃𝑎 sin 2𝜃𝑏]
+ 4 sin4(𝜃𝑎 − 𝜃𝑏) − 4 sin2(𝜃𝑎 − 𝜃𝑏) cos2(𝜃𝑎 − 𝜃𝑏)

⎫}
⎬}⎭

= 1
4

⎧
⎨⎩

cos 4𝜃𝑎 + cos 4𝜃𝑏 + 2 cos 2(𝜃𝑎 + 𝜃𝑏)
+ 4 sin2(𝜃𝑎 − 𝜃𝑏)[sin2(𝜃𝑎 − 𝜃𝑏) − cos2(𝜃𝑎 − 𝜃𝑏)]

⎫
⎬⎭

= 1
4

⎧
⎨⎩

cos 4𝜃𝑎 + cos 4𝜃𝑏 + 2 cos 2(𝜃𝑎 + 𝜃𝑏)
− 4 sin2(𝜃𝑎 − 𝜃𝑏) cos 2(𝜃𝑎 − 𝜃𝑏)

⎫
⎬⎭

= 1
4

⎧
⎨⎩

cos 4𝜃𝑎 + cos 4𝜃𝑏 + 2 cos 2(𝜃𝑎 + 𝜃𝑏)
− 2 cos 2(𝜃𝑎 − 𝜃𝑏) − 2 cos2 2(𝜃𝑎 − 𝜃𝑏)

⎫
⎬⎭

= 1
4

⎧
⎨⎩

1 + cos 4𝜃𝑎 + cos 4𝜃𝑏 + 2 cos 2(𝜃𝑎 + 𝜃𝑏)
− 2 cos 2(𝜃𝑎 − 𝜃𝑏) + cos 4(𝜃𝑎 − 𝜃𝑏)

⎫
⎬⎭

(B.14)
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𝑆 = 𝐸(𝜃𝑎, 𝜃𝑏) − 𝐸(𝜃𝑎, 𝜃′
𝑏) + 𝐸(𝜃′

𝑎, 𝜃𝑏) + 𝐸(𝜃′
𝑎, 𝜃′

𝑏)

= 1
4

[ 1 + cos 4𝜃𝑎 + cos 4𝜃𝑏 + 2 cos 2(𝜃𝑎 + 𝜃𝑏) − 2 cos 2(𝜃𝑎 − 𝜃𝑏) + cos 4(𝜃𝑎 − 𝜃𝑏)
− 1 − cos 4𝜃𝑎 − cos 4𝜃′

𝑏 − 2 cos 2(𝜃𝑎 + 𝜃′
𝑏) + 2 cos 2(𝜃𝑎 − 𝜃′

𝑏) − cos 4(𝜃𝑎 − 𝜃′
𝑏)

+ 1 + cos 4𝜃′
𝑎 + cos 4𝜃𝑏 + 2 cos 2(𝜃′

𝑎 + 𝜃𝑏) − 2 cos 2(𝜃′
𝑎 − 𝜃𝑏) + cos 4(𝜃′

𝑎 − 𝜃𝑏)
+ 1 + cos 4𝜃′

𝑎 + cos 4𝜃′
𝑏 + 2 cos 2(𝜃′

𝑎 + 𝜃′
𝑏) − 2 cos 2(𝜃′

𝑎 − 𝜃′
𝑏) + cos 4(𝜃′

𝑎 − 𝜃′
𝑏)]

= 1
4

[ 2 + 2 cos 4𝜃′
𝑎 + 2 cos 4𝜃𝑏

+ 2 cos 2(𝜃𝑎 + 𝜃𝑏) − 2 cos 2(𝜃𝑎 − 𝜃𝑏) + cos 4(𝜃𝑎 − 𝜃𝑏)
− 2 cos 2(𝜃𝑎 + 𝜃′

𝑏) + 2 cos 2(𝜃𝑎 − 𝜃′
𝑏) − cos 4(𝜃𝑎 − 𝜃′

𝑏)
+ 2 cos 2(𝜃′

𝑎 + 𝜃𝑏) − 2 cos 2(𝜃′
𝑎 − 𝜃𝑏) + cos 4(𝜃′

𝑎 − 𝜃𝑏)
+ 2 cos 2(𝜃′

𝑎 + 𝜃′
𝑏) − 2 cos 2(𝜃′

𝑎 − 𝜃′
𝑏) + cos 4(𝜃′

𝑎 − 𝜃′
𝑏)]

= 1
2

+ 1
2

cos 4𝜃′
𝑎 + 1

2
cos 4𝜃𝑏

+ 1
2

∑
𝑖,𝑗

𝜍𝑖𝑗 cos 2(𝜃𝑎,𝑖 + 𝜃𝑏,𝑗)

− 1
2

∑
𝑖,𝑗

𝜍𝑖𝑗 cos 2(𝜃𝑎,𝑖 − 𝜃𝑏,𝑗)

+ 1
4

∑
𝑖,𝑗

𝜍𝑖𝑗 cos 4(𝜃𝑎,𝑖 − 𝜃𝑏,𝑗)

(B.15)

Where the indices 𝑖, 𝑗 ∈ {0, 1} map the angles as 𝜃𝑥,0 = 𝜃𝑥 and 𝜃𝑥,1 = 𝜃′
𝑥 and 𝜍𝑖𝑗 is defined

as

𝜍 = ⎛
⎝

+1 −1
+1 +1

⎞
⎠

.

Unlike with two HWP, this expression can never reach a Bell-Violation of 𝑆 = 2
√

2. The
highest achievable value is 𝑆 = 2.5 and occurs for the following angles:

𝜃𝑎 = 𝜋
8

= 22.5∘

𝜃𝑏 = 0 = 0∘

𝜃′
𝑎 = 0 = 0∘

𝜃′
𝑏 = 3𝜋

8
= 67.5∘

We now know that this configuration can only result in a lower entanglement witness, so it is
not useful for QKD. Regardless, we can use this to verify the functioning of the PA.

115



CHSH Inequality for a HWP+QWP

Starting from Equation B.1 and the expression for a HWP and QWP transformation, we can
derive the entangled polarisation state of both photons. Below, the HWP is assigned to 𝜃𝑎,
|Φ+

𝑎 ⟩ and the QWP is assigned to 𝜃𝑏, |Φ+
𝑏 ⟩. However, due to the symmetry of the |Φ+⟩ state,

photons 𝑎 and 𝑏 are interchangeable in the final expression.

𝑈 (𝑎)
𝐻 𝑈 (𝑏)

𝑄 |Φ+
𝑎𝑏⟩ = 1√

2

⎧
{
{
{
{
{
{
⎨
{
{
{
{
{
{
⎩

⎡
⎣

cos 2𝜃𝑎(cos2 𝜃𝑏 + 𝑖 sin2 𝜃𝑏)
+ sin 2𝜃𝑎(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

⎤
⎦

|0⟩𝑎 |0⟩𝑏

+ ⎡
⎣

cos 2𝜃𝑎(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

+ sin 2𝜃𝑎(sin2 𝜃𝑏 + 𝑖 cos2 𝜃𝑏)
⎤
⎦

|0⟩𝑎 |1⟩𝑏

+ ⎡
⎣

sin 2𝜃𝑎(cos2 𝜃𝑏 + 𝑖 sin2 𝜃𝑏)
− cos 2𝜃𝑎(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

⎤
⎦

|1⟩𝑎 |0⟩𝑏

+ ⎡
⎣

sin 2𝜃𝑎(1 − 𝑖) sin 𝜃𝑏 cos 𝜃𝑏

− cos 2𝜃𝑎(sin2 𝜃𝑏 + 𝑖 cos 𝜃𝑏)
⎤
⎦

|1⟩𝑎 |1⟩𝑏

⎫
}
}
}
}
}
}
⎬
}
}
}
}
}
}
⎭

= 1√
2

⎧
{
{
{
{
{
{
{
{
{
{
{
⎨
{
{
{
{
{
{
{
{
{
{
{
⎩

⎡
⎢⎢
⎣

1
2

sin 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

+ cos 2𝜃𝑎 [1
2

(1 + cos 2𝜃𝑏) + 𝑖
2

(1 − cos 2𝜃𝑏)]

⎤
⎥⎥
⎦

|0⟩𝑎 |0⟩𝑏

+
⎡
⎢⎢
⎣

1
2

cos 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

+ sin 2𝜃𝑎 [1
2

(1 − cos 2𝜃𝑏) + 𝑖
2

(1 + cos 2𝜃𝑏)]

⎤
⎥⎥
⎦

|0⟩𝑎 |1⟩𝑏

+
⎡
⎢⎢
⎣

− 1
2

cos 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

+ sin 2𝜃𝑎 [1
2

(1 + cos 2𝜃𝑏) + 𝑖
2

(1 − cos 2𝜃𝑏)]

⎤
⎥⎥
⎦

|1⟩𝑎 |0⟩𝑏

+
⎡
⎢⎢
⎣

1
2

sin 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

− cos 2𝜃𝑎 [1
2

(1 − cos 2𝜃𝑏) + 𝑖
2

(1 + cos 2𝜃𝑏)]

⎤
⎥⎥
⎦

|1⟩𝑎 |1⟩𝑏

⎫
}
}
}
}
}
}
}
}
}
}
}
⎬
}
}
}
}
}
}
}
}
}
}
}
⎭

= 1
2
√

2

⎧
{
{
{
{
{
{
⎨
{
{
{
{
{
{
⎩

⎡
⎣

sin 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

+ cos 2𝜃𝑎 [(1 + 𝑖) + (1 − 𝑖) cos 2𝜃𝑏]
⎤
⎦

|0⟩𝑎 |0⟩𝑏

+ ⎡
⎣

cos 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

+ sin 2𝜃𝑎 [(1 + 𝑖) − (1 − 𝑖) cos 2𝜃𝑏]
⎤
⎦

|0⟩𝑎 |1⟩𝑏

+ ⎡
⎣

− cos 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

+ sin 2𝜃𝑎 [(1 + 𝑖) − (1 − 𝑖) cos 2𝜃𝑏]
⎤
⎦

|1⟩𝑎 |0⟩𝑏

+ ⎡
⎣

sin 2𝜃𝑎(1 − 𝑖) sin 2𝜃𝑏

− cos 2𝜃𝑎 [(1 + 𝑖) − (1 − 𝑖) cos 2𝜃𝑏]
⎤
⎦

|1⟩𝑎 |1⟩𝑏

⎫
}
}
}
}
}
}
⎬
}
}
}
}
}
}
⎭
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= 1
2
√

2

⎧
{
{
{
{
{
{
⎨
{
{
{
{
{
{
⎩

⎡
⎣

(1 − 𝑖) [cos 2𝜃𝑎 cos 2𝜃𝑏 + sin 2𝜃𝑎 sin 2𝜃𝑏]
+ (1 + 𝑖) cos 2𝜃𝑎

⎤
⎦

|0⟩𝑎 |0⟩𝑏

+ ⎡
⎣

(1 − 𝑖) [cos 2𝜃𝑎 sin 2𝜃𝑏 − sin 2𝜃𝑎 cos 2𝜃𝑏]
+ (1 + 𝑖) sin 2𝜃𝑎

⎤
⎦

|0⟩𝑎 |1⟩𝑏

+ ⎡
⎣

(1 − 𝑖) [sin 2𝜃𝑎 cos 2𝜃𝑏 − cos 2𝜃𝑎 sin 2𝜃𝑏]
+ (1 + 𝑖) sin 2𝜃𝑎

⎤
⎦

|1⟩𝑎 |0⟩𝑏

+ ⎡
⎣

(1 − 𝑖) [cos 2𝜃𝑎 cos 2𝜃𝑏 + sin 2𝜃𝑎 sin 2𝜃𝑏]
− (1 + 𝑖) cos 2𝜃𝑎

⎤
⎦

|1⟩𝑎 |1⟩𝑏

⎫
}
}
}
}
}
}
⎬
}
}
}
}
}
}
⎭

= 1
2
√

2

⎧
{
{
⎨
{
{
⎩

[(1 + 𝑖)(cos 2𝜃𝑎 − 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏))] |0⟩𝑎 |0⟩𝑏
+ [(1 + 𝑖)(sin 2𝜃𝑎 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏))] |0⟩𝑎 |1⟩𝑏
+ [(1 + 𝑖)(sin 2𝜃𝑎 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏))] |1⟩𝑎 |0⟩𝑏
+ [(1 + 𝑖)(− cos 2𝜃𝑎 − 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏))] |1⟩𝑎 |1⟩𝑏

⎫
}
}
⎬
}
}
⎭

(B.16)

Using Equation B.16, the probabilities for each polarisation state combination can be found
to be:

𝑃|00⟩(𝜃𝑎, 𝜃𝑏) = 1
8

{(1 + 𝑖)(1 − 𝑖)[cos 2𝜃𝑎 − 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏)][cos 2𝜃𝑎 + 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏)]}

= 1
4

[(cos2 2𝜃𝑎 + cos2 2(𝜃𝑎 − 𝜃𝑏)] (B.17)

𝑃|01⟩(𝜃𝑎, 𝜃𝑏) = 1
8

{(1 + 𝑖)(1 − 𝑖)[sin 2𝜃𝑎 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏)][sin 2𝜃𝑎 + 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏)]}

= 1
4

[(sin2 2𝜃𝑎 + sin2 2(𝜃𝑎 − 𝜃𝑏)] (B.18)

𝑃|10⟩(𝜃𝑎, 𝜃𝑏) = 1
8

{(1 + 𝑖)(1 − 𝑖)[sin 2𝜃𝑎 − 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏)][sin 2𝜃𝑎 + 𝑖 sin 2(𝜃𝑎 − 𝜃𝑏)]}

= 1
4

[(sin2 2𝜃𝑎 + sin2 2(𝜃𝑎 − 𝜃𝑏)] (B.19)

𝑃|11⟩(𝜃𝑎, 𝜃𝑏) = 1
8

{(1 + 𝑖)(1 − 𝑖)2[− cos 2𝜃𝑎 − 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏)][− cos 2𝜃𝑎 + 𝑖 cos 2(𝜃𝑎 − 𝜃𝑏)]}

= 1
4

[(cos2 2𝜃𝑎 + cos2 2(𝜃𝑎 − 𝜃𝑏)] (B.20)

Once more, 𝑃|00⟩ = 𝑃|11⟩ and 𝑃|01⟩ = 𝑃|10⟩. A simple check confirms that 𝑃00 + 𝑃01 + 𝑃10 +
𝑃11 = 1. We obtain our final CHSH-inequality by inserting the probabilities into 4.13, 4.14,
which gives us the CHSH parameter S as a function of one the angles of one HWP (𝜃𝑎) and
one QWP (𝜃𝑏):

𝐸(𝜃𝑎, 𝜃𝑏) = 𝑃|00⟩(𝜃𝑎, 𝜃𝑏) + 𝑃|11⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|01⟩(𝜃𝑎, 𝜃𝑏) − 𝑃|10⟩(𝜃𝑎, 𝜃𝑏)

= 1
4

{2 [cos2 2𝜃𝑎 + cos2 2(𝜃𝑎 − 𝜃𝑏)] − 2 [sin2 2𝜃𝑎 + sin2 2(𝜃𝑎)]}

= 1
2

[cos 4𝜃𝑎 + cos 4(𝜃𝑎 − 𝜃𝑏)] (B.21)

117



𝑆 = 𝐸(𝜃𝑎, 𝜃𝑏) − 𝐸(𝜃𝑎, 𝜃′
𝑏) + 𝐸(𝜃′

𝑎, 𝜃𝑏) + 𝐸(𝜃′
𝑎, 𝜃′

𝑏)

= 1
2

[ cos 4𝜃𝑎 + cos 4(𝜃𝑎 − 𝜃𝑏)
− cos 4𝜃𝑎 − cos 4(𝜃𝑎 − 𝜃′

𝑏)
+ cos 4𝜃′

𝑎 + cos 4(𝜃′
𝑎 − 𝜃𝑏)

+ cos 4𝜃′
𝑎 + cos 4(𝜃′

𝑎 − 𝜃′
𝑏)]

= cos 4𝜃′
𝑎 + 1

2
[cos 4(𝜃𝑎 − 𝜃𝑏) − cos 4(𝜃𝑎 − 𝜃′

𝑏) + cos 4(𝜃′
𝑎 − 𝜃𝑏) + cos 4(𝜃′

𝑎 − 𝜃′
𝑏)]
(B.22)

This CHSH-equation also can never reach the theoretical maximum of 𝑆 = 2
√

2. Instead, the
maximum is found at 1 +

√
2 = 2.414 for the following angles:

𝜃𝑎 = 𝜋
8

= 22.5∘

𝜃𝑏 = 𝜋
16

= 11.25∘

𝜃′
𝑎 = 0 = 0∘

𝜃′
𝑏 = 7𝜋

16
= 78.75∘
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