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Abstract

Stochastic hybrid systems are increasingly used to model safety-critical applications in robotics
and autonomous systems, where uncertainty arises from sensor noise, actuator errors, and unpre-
dictable environments. Ensuring the safety of these systems requires rigorous formal guarantees,
yet existing verification tools often struggle with the combined complexity of continuous, discrete,
and stochastic behavior.

In this thesis, we introduce a framework for the deductive verification of stochastic hybrid systems
(SHS). This is centered around the Isabelle/HOL implementation of stochastic differential dynamic
logic (SdL), a logic which allows for the verification of SHS by modelling them as stochastic hybrid
programs (SHP). To complement our SdL implementation, we develop the foundational mathe-
matical theories for defining and reasoning about continuous-time stochastic processes. We also
present a simulation tool for SHPs, which aids the verification effort by enabling the validation of
models before verification is attempted.



Contents

Introduction

1.1 Motivation . . . . . . . . . .. e e e e e
1.2 Researchquestions. . . . . ... ... .. . ... ...
1.3 Contributions . . . . . . . .. .
1.4 Thesisstructure . . . . . . . . . . . e

Literature Survey

2.1  Formal Verification for Robotics . . . . .. ... ... ... ... ... ....
2.1.1  Discrete State Machines . . . . . ... ... .. ... ...........
212 HybridSystems . . . . . . . ...
2.1.3  Other verification approaches . . . . . . ... ... ... ... ......
2.1.4  Limitations of current approaches . . . . . . ... ... ... ... ....
2.2 Stochastic Hybrid Systems in Isabelle/HOL . . . .. ... ... ..........
2.2.1  Stochastic Hybrid Systems . . . . . . ... ... ... ... ... .....
222 ProposedLogics . . . . ... ... ...
2.2.3  Isabelle/HOL probability . . . . . . ... ... .. ... ... .......
23 SUMMATY . . . o e e e e e e e e

Modelling uncertainty

3.1 IsaVODEs: Planar flight . . . . . . ... ... ... ... ... ... .. ... .
3.2 Solutions from Computer Algebra Systems . . . . ... ... ... ........
3.3 Uncertainty as nondeterminism . . . . . . ... ... L.
3.4 Summary . ... e e e e

Modelling Variable Sets: Scenes and Scene Spaces

4.1 Opticsprimer: Lenses . . . . . . . . . ..
42 SCENES . o v o i i e e e e e e e e e e
4.3 SCENESPACES « . v v vt e e e e e e e e e e e e e e e
44 Frames . . . . . ... e
45 Summary . . ... e

A modelling language for stochastic hybrid systems

5.1 LanguageDesign. . . . . . . . . . ... e
5.1.1 Thermostatexample . . ... ... ... ... .. ... ... . ...,
52 Semantics . . . ...
53 Parsing . . . . . ...
53.1 HaskellforDSLs . . . ... ... ... ... . ... . .. ...
532  Parsergenerator . . . . . . ... ...

0NN N N

o

10
11
14
15
15
16
16
17
18

19
19
23
26
28

29
29
30
33
34
36



54 TypeChecking . . . . . . . . . .

541 GADTprimer . . . . . .. .. e
54.2 Representing SHPswithGADTs . . . . . ... ... ... ... ......
55 Simulation . . . ...
55.1 SDEsimulation . . . . . ... ... ..
56 Usageexamples . . . . . . . . . .
56.1 Watertank . . ... ...
56.2 Planarflight . . . . .. ... ... ... .
57 Summary . . ...

Towards Brownian Motion in Isabelle/HOL

6.1 Introduction . . . ... . ... ...
6.2 Aprobability theoryprimer . . . . . . . ... L
6.3 Formalising Stochastic Processes . . . . . . . . . ... ... ... ... .. ...
6.4 Convergence iINMEASUTE . . . . . .« v v v vt vt e et e e e e e e e
6.5 Dyadicintervals . . . . . . . . ...
6.6 Holder continuity . . . . . . . . ...
6.7 The Kolmogorov-Chentsov Theorem . . . .. ... ... ... ... ... ...

6.7.1  Theorem premises and general properties . . . .. ... .........

6.7.2  Constructing the modification for indexset [0,7] . . .. ... ... ...

6.7.3  Extending the modification from [0, 7] to [0,00) . . ... .. ... ...
6.8 Transitionkernels . . . . ... ... .. Lo

6.8.1 KernelProduct . ... ... ... ... .. ... ... . . ..
6.9 Discussion . . . . . ...
6.10 Relatedwork . . . . . . . ...
6.11 Summary . . . . . . . e e e e e e

Stochastic Differential Dynamic Logic for Stochastic Hybrid Systems
7.1 Semanticsfor SAL . . . . . ... L

7.2 ASemantic DomainforSdL. . . . ... ... . oo
7.3 Simplifying the Semantic Domain . . . . . ... ... ... ... . L.
7.3.1  Definitions for the Semantic Domain . . . . ... ... ... .......
7.4  Mechanising Stochastic Hybrid Programs . . . . . ... ... ... ... .....
7.5  Stochastic differential dynamiclogic . . . . . . ... ... ... ... . ...
7.6 Example . . . . .
7.7 Relatedwork . . . . ..
7.8  Summary . ... ... e e e e e e
Conclusion
8.1 Futurework . . . . ... ...
8.1.1  Mathematical mechanisation . . .. ... ... ... ... ........
8.1.2 ImprovementstotheSdLtool . . . . . ... ... ... .. ..., ...
8.1.3 Improvements to the simulationtool . . .. ... ... ... ... ...
8.1.4 Applicationsofthework . . . . . .. ... ... o L

57
57
58
60
63
65
67
68
68
69
74
75
77
79
80
81

82
82
84
86
87
88
90
93
96
97



List of Accompanying Material

All the Isabelle theories and Haskell source files that have been developed for, and discussed within,
this thesis have been supplied in a zip file, and are available on GitHub athttps://github.com/
cplaursen/PhD_meta_repository, together with instructions for their execution and clearly
labelled dependencies.
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Chapter 1

Introduction

1.1 Motivation

Cyber-physical systems (CPS) combine continuous behaviour with discrete control. They are ubiq-
uitous and their operation is often safety-critical. Common examples include robots, autonomously
operated vehicles, and control systems for power plants. Ensuring that the software controlling
these systems behaves in a safe manner is an important and difficult problem. In particular, robotic
systems are a domain where uncertainty and safety are paramount concerns.

To address this, we can apply formal verification, which consists of applying mathematical methods
to prove properties about software. This allows us to produce strong guarantees that programs
satisfy some conditions by using mathematical models. This is in contrast to validation and testing
approaches, which examine the behaviour of the program directly, by executing it. One of the most
popular formal methods is model checking, which exhaustively explores the state space of a model
to ensure that some safety condition is never broken. Another option is deductive verification,
which applies formal logic to reason symbolically about a system without needing to explore the
state space.

Verification tools for robotics need to account for both the control software, which has a discrete
state space, and the physical robot model, which is continuous. In order to model both, we model
robots as hybrid systems, which can perform discrete jumps or evolve their state according to a sys-
tem of ordinary differential equations (ODEs) [54]. Hybrid systems provide a powerful abstraction
by combining a discrete state machine with continuous dynamics, allowing us to represent both the
logical decisions of the controller and the physical movement of the robot. When attempting to for-
mally verify such systems, with their continuous state spaces, simply applying state exploration is
not tractable — we need to either apply approximations or reason symbolically about the program
behaviour. Applying deductive verification lets us use symbolic reasoning in order to avoid approx-
imations, and it has been successfully applied to hybrid systems [39, 88]. In particular, KeYmaera X
is a proof assistant developed for the deductive verification of hybrid systems, and it has been ap-
plied to numerous case studies [67, 85]. Hybrid systems are useful models for robots, but they can
only express uncertainty using nondeterminism, which cannot be used to make statements about
the probabilistic likelihood of different outcomes. Uncertainty arises in many forms in robotics -
for example, roboticists must consider sensor noise and actuator error, as well as the complexities
that arise from navigating unknown environments and using approximate algorithms [110].

A natural way of dealing with uncertainty is modelling it using probability. We can characterise



sensing errors as probability distributions, and uncertain motion using stochastic differential equa-
tions (SDEs). By extending hybrid systems to incorporate these stochastic elements, we get stochas-
tic hybrid systems (SHS) [97]. Stochastic hybrid systems (SHS) are hybrid systems with discrete
and stochastic elements. These can be introduced by making the discrete transitions probabilistic,
and/or adding stochastic noise to the continuous evolution.

SHS are very difficult to reason about using state exploration-based tools. The state space for
these is both continuous and stochastic, which makes it difficult to provide any reasonable guar-
antees of safety. Instead, in this thesis we apply deductive verification to reason symbolically about
the structure of the program and the behaviour of the probabilistic system, to produce the same
approximation-free guarantees that we can provide for hybrid systems, without a state explosion
issue. This involves adapting Stochastic Differential Dynamic Logic (SdL) a logical framework for
SHS originally introduced by Platzer [96], to be used with a proof assistant. The objects of this logic
are models of SHS as programs, called stochastic hybrid programs (SHPs), which can evolve along
SDEs and execute discrete assignments.

We use the Isabelle/HOL proof assistant [65] for deductive verification. Isabelle/HOL is an inter-
active theorem prover for higher-order logic (HOL), which has been widely applied to the formal-
isation of mathematical theories [59, 30] and the verification of software [88, 70].

1.2 Research questions

We frame the research goals of this project by posing the following research questions:

RQ 1: How can we model uncertainty in the context of cyber-physical systems in a way that enables
formal verification?

RQ 2: To what extent can we mechanise the mathematical foundations of stochastic process theory
in Isabelle/HOL to support the verification of stochastic hybrid systems?

RQ 3: How can we develop a tool that will enable practical, compositional verification for these
stochastic models?

1.3 Contributions

We identify several contributions within this thesis.

+ Modelling and verification of uncertainty: We demonstrate how uncertainty can be mod-
elled using both nondeterminism and probability. We implemented a computer algebra sys-
tem (CAS) integration for Isabelle/HOL [88] to automate the verification of hybrid system:s,
and ported existing proofs from KeYmaera X to Isabelle/HOL.

+ Theory of scene spaces: We developed a formal theory of scenes and scene spaces in Is-
abelle/HOL. This provides a rigorous foundation for reasoning about sets of variables in
formal logics, which is a necessary component for compositional reasoning in logics such as
SdL.

+ Stochastic hybrid system simulation: We designed and implemented a modelling lan-
guage and simulation tool for SHS. This tool supports a model-simulate-verify workflow by
allowing practitioners to validate their models before proceeding to formal verification.



+ Formalisation of stochastic processes: We developed a foundational theory of stochastic
processes in Isabelle/HOL, based on a standard probability theory text [71]. Our mechani-
sation includes the Kolmogorov-Chentsov theorem and the construction of finite product
kernels.

« Implementation of SdL: We implemented an axiomatic version of SdL in Isabelle/HOL,
based on the logic proposed by Platzer [96]. This includes the mechanisation of SdL proof
rules and a case study demonstrating the verification of a stochastic flight controller.

Together, our contributions enable a methodology for the formal verification of cyber-physical sys-
tems, where the physical system is modelled as an SHP, validated via simulation, and then formally
verified using our SdL implementation, which is backed by an underlying mathematical theory.

1.4 Thesis structure

The remainder of this thesis is structured as follows:

In Chapter 2, we provide a literature survey of formal verification for robotics, identifying the
current state of the art and the gaps that this thesis aims to fill. We also provide the necessary
theoretical background on hybrid and stochastic hybrid systems.

In Chapter 3, we explore the modelling of uncertainty in cyber-physical systems. We present our
integration of computer algebra systems into Isabelle/HOL and demonstrate its utility through
a case study on planar flight. We also compare the use of nondeterminism and probability for
modelling uncertainty.

In Chapter 4, we present our theory of scenes and scene spaces. We motivate the need for these
structures in the context of formal verification and develop their algebraic properties in Isabelle/HOL.

In Chapter 5, we describe the design and implementation of our simulation language for SHPs. We
provide a formal semantics for the language and illustrate its usage through examples of a water
tank and a flight controller.

In Chapter 6, we detail our mechanisation of stochastic process theory in Isabelle/HOL. We re-
count the formalisation of measure and probability theory, and present our results on the Kolmogorov-
Chentsov theorem and transition kernels.

In Chapter 7, we present our implementation of stochastic differential dynamic logic (SdL). We
describe the mechanisation of the logic and its proof rules, and provide a case study verifying a
stochastic version of the planar flight controller.

Finally, in Chapter 8, we conclude the thesis, reflecting on our research questions and discussing
potential avenues for future work.



Chapter 2

Literature Survey

In this chapter we will be surveying the literature on formal verification for robotics and provid-
ing relevant definitions and theoretical background. Throughout, we will be addressing the three
research questions presented in the introduction, in order to better demonstrate the gap in the
literature that this thesis fills.

2.1 Formal Verification for Robotics

Luckcuck et al. have already published a survey of formal methods for robotics [80]. We follow a
similar approach to the one taken by them: we selected keywords for a literature search on Google
Scholar, filtering to papers from only the past 10 years and considering the first 100 papers. The
results were ordered by relevance as determined by Google Scholar’s search algorithm. We chose
Google Scholar for our search as it provides a comprehensive index of scholarly literature across
both computer science and robotics, covering most major conferences and journals. The query
employed is the following: "hybrid systems" OR robot OR robotic OR robotics "formal verification".
This aims to cover as much ground as possible, to ensure that we get a thorough sample of the work
in this area. We discard a few which did not consist of novel contributions, and were instead surveys
or book chapters. We supplement the works returned by this search with relevant background
literature and seminal works that did not surface in the results — such as Platzer’s introduction
of hybrid programs — which we identify as such where they appear. Throughout, we address the
three research questions set out in the introduction.

In order to formally verify robot algorithms we need to model the robots mathematically, since
formal verification works with models. There are a number of ways of modelling robots, each
with their own trade-offs, but models can never be perfectly faithful - it is always necessary to
make approximations and assumptions. The accuracy of these approximations will determine how
applicable the formal verification is to the real robot - the difference between a model and the real
world is known as the reality gap, and it is an ever-present problem.

The main formal verification approaches we consider are the following:

+ Model checking, where the state space of the model is exhaustively explored in order to verify
some property.

« Reachability analysis, where the goal is to verify whether the system enters a given set of
states. This is checked in a similar manner to model checking, by first over-approximating



the state space of the program with sets that are easy to compute, and then mechanically
checking whether the system reaches the states.

+ Deductive verification, where a formal proof of correctness is constructed using a proof as-
sistant.

2.1.1 Discrete State Machines

Discrete state machines can be used to model robot behaviour, where the tasks of the robot are
abstracted into a finite set of states and discrete transitions between them. This can allow us to
reason about the robot’s high-level goals. Many tools employ this modelling paradigm; an example
is is RoboChart [1], a graphical modelling language based on UML which has an associated suite of
tools for analysis and verification, based on model checking.

Model checking

In the surveyed literature we find a number of articles which use many flavours of discrete state
machines. Since they are discrete by nature they are well-suited for model checking, so they are
often formally verified using this method. Model checking is indeed the most common approach,
with 45 of the papers surveyed applying it.

We find two main approaches to encoding problems in robotics as state machines: we can either
consider high-level problems that abstract away the physical presence of the robot, or we can dis-
cretise the real world. We see this dichotomy in the approach to verifying mobile robot navigation:
Germanos and Secco verify the BUG algorithms by modelling them as Petri nets, abstracting away
the location of the robots and the obstacles [42], while Bérard et al. discretise the state space and
model navigation protocols as finite state automata [9].

There are many methods for specifying high-level robot behaviour as discrete state machines. A
popular one is Behaviour Trees, which are tree-based task switching structures. Biggar et al. pro-
pose a method for formally verifying these by converting them to linear temporal logic, which is a
popular language for model checkers that is internally converted into a finite state automaton [13].
Another such work is by Kiekbusch et al., who use model checking to verify behaviour trees in the
presence of sensor failures [69].

Other contributions propose new methodologies for modelling aspects of robots using finite state
machines so that they can be model checked. Examples include security and survivability proper-
ties [12], ethical choices [24], communication between ROS nodes [50], scheduling [36, 37], IEC61499
block diagrams [28, 105], time-aware computation [29], and human-robot interaction [107, 103, 7].

Another approach is to translate existing modelling methodologies into a model-checkable for-
mat. This is an accessible way to introduce formal verification to practitioners who might already
be using model-based methods. In the literature survey, we find that Lu et al. translate the Ptolemy
Discrete-Event Model into UPPAAL timed automata [79]. Model transformation can also be ap-
plied to transform between different formal notations - Rathmair et al. give a method to combine
a number of model checkers using model transformation in order to verify a system [102].

So far all of the methods presented here do not deal with uncertainty, which we will address as
per research question 1. The main way of doing this is using probability, and probabilistic model
checking is automated by established tools such as PRISM [72] and Storm [52].

Probability is used as an abstraction in the work of Porfirio et al., who encode social norms into
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robots probabilistically [99], and Mikael, who uses probability as an abstraction for swarm robotics,
similar to the work by Konur et al. discussed in the motivation [83]. By contrast Lahijanian et al.
develop an abstraction so they can model check discrete-time stochastic systems using PRISM [73],
which would enable the modelling of aleatoric uncertainty but only for a discrete state space.

It is also possible to model aleatoric uncertainty using nondeterminism. For example, Kiekbusch
et al. use it to model sensor failures in behaviour trees [69]. However, this is limited because we
cannot express the relative likelihood of different outcomes - failures will always have some chance
of occurring but we can establish acceptable bounds on their likelihood.

Finally, we find several case studies that apply model checking to real-world robotic applications:
Dixon et al. verify the safety of the Care-O-Bot robotic assistant [25], Farrell et al. show security
properties for cooperative awareness messages between vehicles for preventing collisions [32], and
Tahir et al. develop a model for a firefighting robot using various sensors [108]. However, because
these case studies model the robots as discrete state machines, they capture only the high-level,
digital behaviour of the system and not its low-level physical behaviour — such as the robot’s con-
tinuous motion and the uncertainty that accompanies it. They are therefore not sufficient as case
studies for the full development of a mobile robot.

2.1.2 Hybrid Systems

Hybrid systems combine continuous and discrete dynamics - the continuous dynamics are given
by a system of ODEs, while the discrete dynamics can be modelled as a state machine. This allows
us to model how the controller interacts with the real world. An instructive formalism here is that
of hybrid automata [54], which make apparent the fact that hybrid systems are extensions of state
machines.

Definition 2.1 (Hybrid Automaton). A hybrid automaton is formally defined as a tuple
H = (R",V, E, init, inv, flow, jump)

consisting of:

+ A continuous state space in R".

A discrete graph (V, E) representing the modes and transitions.
+ An initial condition init : (V x R") — B.

« Aninvariant inv : (V x R") — B.

A flow condition flow : (V x R") — R".
+ Ajump condition jump : (£ x R" x R") — B.

A hybrid automaton provides a rigorous mathematical framework for modelling systems that ex-
hibit interacting continuous and discrete dynamics. The discrete operational modes and allowable
transitions are captured by the graph (V, ), while the continuous state variables reside in R".
Within any given discrete mode v € V/, the continuous state evolves over time according to the
flow condition, provided that the system strictly satisfies the inv (invariant) condition. Discrete
state transitions are governed by the jump condition along an edge e € FE, which acts as a boolean
guard determining when a mode change is permissible and how the continuous state variables are
mapped or reset to new values upon transitioning.

11
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Figure 2.1: Thermostat hybrid automaton, as seen in [54]

As an example of a hybrid automaton, consider the simple hybrid automaton presented in Fig-
ure 2.1. This has two states: off and on. It begins execution in the off state, with a temperature of
20. The system then evolves according to its flow condition f = —0.1t until temperature reaches
19, at which point the system may take the transition to the on state until the invariant condition
t > 18 is no longer met, at which point the transition is forced.

Model checking

Model checking is not limited to purely discrete models — it can also be used to verify the contin-
uous, physical behaviour of hybrid systems, but only by first applying some abstraction. For exam-
ple, it is possible to directly model check linear hybrid automata using the HyTech model checker,
and [21] transform DEV&DESS (Discrete Event and Differential Equation System Specification)
models into linear hybrid automata to formally verify with HyTech.

Hybrid automata are useful for model checking, being adopted by tools such as HyTech [53]. This
tool targets linear hybrid automata, where the dynamics of the continuous variables are expressions
of the form Az > b, as these can be model checked exactly.

Reachability

Reachability analysis is a popular approach for hybrid systems, as it has many of the same advan-
tages as model checking. The reachability problem consists of deciding whether a system, starting
from its initial states, can ever reach a given target state or set of states. For systems with con-
tinuous variables we can use approximations, as Huang et al. propose for weakly-hard systems
— real-time systems that can occasionally meet deadlines [61]. The tool Ariadne computes reach-
ability for hybrid automata through over-approximation of the reachable set using sets that are
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more easily computable. Ariadne is used by Bresolin et al. to formally verify a robotic puncturing
task [17], and Geretti et al. extend the tool to make it parametric [41]. Kekatos et al. take a different
approach, formally verifying hybrid system models using the SpaceEx model checker [38] by first
over-approximating the hybrid systems as piecewise affine models.

Deductive Verification

Hybrid automata align well with model checking and automated approaches, being a form of au-
tomata themselves, but they are less well-suited for deductive verification as they are difficult to
algebraically decompose. Instead, hybrid systems are often characterised by deductive verification
tools using hybrid programs, which were introduced by Platzer for his KeYmaera X proof assis-
tant [94]. These have the following syntax:

a,Br=alr:=0|z:=x|2|2 =0&)|aUB|a;8]a*

Hybrid programs consist of constants, standard imperative programming operators such as assign-
ment (:=), sequential composition (;), and iteration (x). The hybrid part comes from the continuous
evolution operator (x' = 0&1)), where the state evolves following some differential equation 6 for
a non-deterministic amount of time, until it reaches the boundary 1. Finally, there are three non-
deterministic operators: nondeterministic assignment (z := x), which assigns an arbitrary value to
x; test (7¢)), which aborts the program if the condition % is not met; and nondeterministic choice
(v U ), which executes either program « or program 3. Hybrid programs are useful because they
are compositional, which allows us to decompose a proof of some property of a hybrid program
into sub-proofs of smaller programs.

All of the papers from our literature survey that applied deductive verification modelled the robots
as hybrid systems. There were a number of tools used for deductive verification, but the most
popular is KeYmaera X [39], a proof assistant for differential dynamic logic which stands out due to
its maturity and ease of use. A noteworthy feature of its proof system is that it has a number of ways
of showing properties of continuous evolution. The most interesting one is differential induction,
which allows us to specify invariants of the differential equation without solving it, although it is
sometimes possible to outright solve the equations by using an integration with Mathematica.

Of the papers reviewed, KeYmaera X was used for verifying collision avoidance for a variety of
systems [67, 84, 2], a speed controller that respects speed limits [85], and it was integrated with
Simulink [55, 3]. KeYmaeraD, a variant of KeYmaera X used for formally verifying distributed hy-
brid systems, was applied to the problem of collision avoidance for an arbitrary number of air-
craft [78].

The other proof assistants that appear in this survey — HOL4 [106], HOL Light [51], PVS [92], and
Coq [63] - all had one thing in common that is different from KeYmaera X - they are all foun-
dational. The mathematics in these tools are developed from fundamental axioms, in contrast to
KeYmaera X which is constructed on top of the axioms of dL. This makes these proof assistants
more flexible, but they also tend to be more difficult to use, and generally require more familiarity
with the mathematical background.

One of the papers is dedicated exclusively to developing background theories and formalising the
solutions of a class of differential equations in HOL4 [104]. Of the others, three [76, 101, 89] use
the solutions of the ODEs to verify control algorithms. Chan et al. [19] use Rocq with differential
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induction to prove stability properties, and the other papers [11, 10] develop methodologies for
modelling and analysis.

Finally, Nakamura et al. use the CafeOBJ/OTS method to model the robots as observational tran-
sition systems and formally verify them using equational reasoning [89].

A notable mention that did not appear in the survey is [saVODEs, an Isabelle/HOL approach de-
veloped by Munive et al.[88]. This tool implements a proof calculus inspired by KeYmaera X, but
rather than stating its proof rules as axioms, its proof rules are based on the mathematical theories
developed in Isabelle/HOL. This allows for greater extensibility and flexibility, as we can make use
of any Isabelle results within the tool. [saVODEs will be covered further in Chapter 3.

A recurring distinction among these tools is whether they use a deep or a shallow embedding of the
object logic. In a deep embedding, the syntax of the logic is represented explicitly as a datatype
within the prover and its meaning is given by interpretation functions; this exposes the logic itself
to formal reasoning, but verifying a concrete system then requires manipulating syntax trees and
repeatedly applying the semantic functions. In a shallow embedding, the constructs of the object
logic are instead identified directly with native constructs of the prover, so that its existing automa-
tion and libraries can be reused when verifying systems, at the cost of being unable to reason about
the syntax as an object. This choice has a direct bearing on how the tools above are used: KeYmaera
X axiomatises dL directly, whereas Bohrer et al. [15] give a deep embedding of dL in both Rocq and
Isabelle/HOL and use it to establish the soundness of the KeYmaera X proof calculus — a verifica-
tion of the logic’s metatheory rather than of any particular hybrid system. IsaVODEs, by contrast,
uses a shallow embedding, reusing Isabelle’s ODE libraries and proof automation to verify systems
directly. Isabelle/HOL provides a substantially higher degree of proof automation than Rocg; the
Rocq development of Chan et al. [19], for instance, applies differential induction to prove specific
stability properties but says little about the automation of such proofs, while approaches that in-
stead rely on explicit closed-form solutions of the ODEs are inherently restricted to equations that
can be solved symbolically. We are not aware of any other implementation of differential induction
or of differential dynamic logic in Rocq.

2.1.3 Other verification approaches
In this section we briefly survey approaches that do not simply verify properties of models.

A few papers apply statistical model checking (SMC), an approach where the system is simulated
a number of times rather than exhaustively checked, and a probability of correctness is produced
instead of a boolean answer. This is appealing for very large or stochastic systems, for which model
checking can be intractable, and it can be seen as a middle ground between formal verification
and simulation. SMC is for example applied by Lestingi et al.[75] for the verification of a human-
following robot, where the robot is modelled using a set of hybrid automata and the humans are
modelled stochastically. Gjondrekaj et al. use SMC for distributed, stochastic robot models [46],
and Foughali uses it in his verification approach when regular model checking does not scale [35].
An advantage of SMC is that it can be very easily parallelised. This is used in the SyLVaaS tool
developed by Mancini et al., which enables distributed model checking of hybrid systems with
disturbances [82].

Machine learning is popular in robotics, but notoriously difficult to verify. Despite this, there are
some attempts to verifying machine learning models. There are a wide range of approaches to
this. One is to integrate a formal verification tool into the machine learning controller: Guidotti
et al. integrate the dReal SMT solver into an ML-based controller [47], and Pore et al. apply deep
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reinforcement learning with model checking in the loop in order to increase the safety of the sys-
tem [98]. On the other hand, Huang et al. transform the ML models to labelled transition systems,
which can then be model checked directly [62].

Runtime verification is applied by Wang et al.[113]. Here they present a tool for runtime verification
where you describe the safety properties in a domain-specific language (DSL) which is automati-
cally translated into a real-time verifier. They extend this work to target ROS programs [112].

Choi et al. verify robot simulations by specifying properties in a temporal logic and checking that
the simulation conforms to the property [20]. Fang et al. integrate the PHAVer reachability tool
with Matlab for simulation [31]. Savicks integrates simulation and formal verification in a different
way, by developing a tool extension for the Rodin platform to work with Event-B. Mancini et al.
combine model checking with simulation in order to obtain better scalability [81].

It is also possible to integrate model checking with simulation. It can be used for model check-
ing, where all the possible scenarios are simulated [81]. It can also be used for visualisation and
validation of the formal models [100, 22, 40].

A number of the papers present modelling approaches for robotics which are suitable for formal
verification. Askarpour et al. present a methodology for modelling human-robot interactions using
alogical language, which can then be checked using the Zot SAT checker [8, 6]. They later extended
this work to perform formal risk analysis [111, 7].

2.1.4 Limitations of current approaches

We have seen that discrete state machines are a very versatile paradigm, and they have been applied
in a wide variety of scenarios. Despite this, they are not suitable for modelling and verifying more
low-level goals, such as motion planning, since they have to be expressed in terms of the real world.
Indeed, the works surveyed that tackle such issues with discrete state machines can only do so
by discretising the real world, which is not accurate enough for the purpose of motion planning.
Hence, this modelling approach is not sufficient for addressing research question 1. For this, we
need a modelling approach that can allow us to reason about robot interaction with the real world,
which is continuous in nature.

Hybrid systems are more suitable for this aim, but they can only model uncertainty through non-
determinism, which does not allow us to reason about some events being more likely than others.
In the literature we do find a few contributions that do use probability with hybrid systems, but
they all use approximate techniques such as statistical model checking which can only provide ver-
ification up to some probability.

Hence, developing a deductive verification tool for stochastic hybrid systems, which could provide
proven guarantees of the correctness of these systems, would be a valuable and novel contribution
to the field.

2.2 Stochastic Hybrid Systems in Isabelle/HOL

In order to address the gap in the literature identified in the previous section, we propose devel-
oping a logic for stochastic hybrid systems in Isabelle/HOL, which will enable formal verification
for continuous, stochastic robot models.
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2.2.1 Stochastic Hybrid Systems

Stochastic hybrid systems (SHS) are hybrid systems with stochastic elements. These can be intro-
duced by making the discrete transitions probabilistic, or adding stochastic noise to the continu-
ous evolution, as detailed by Pola et al. [97]. The simplest class of SHS they present are partially-
deterministic Markov processes (PDMP) [18, 23]. These have probabilistic transitions, and deter-
ministic continuous dynamics. They extend hybrid systems by replacing the transition function
with a transition rate function and a transition probability measure.

There are two approaches to stochastic dynamics - switching diffusion processes [43] and stochas-
tic hybrid systems [60]. Both extend hybrid systems with stochastic differential equations (SDEs),
which add random noise to ODEs:

dXt = ,U(Xt, t)dt + U(Xt, t)th

Here, o is a function from state and time to a covariance matrix, and dW stands for the differential
of the Wiener process, i.e. Brownian motion. The semantics of SDEs can be given using the It6
integral [90]:

t t
X = X —|—/ (X, s)ds + / o(Xs,s)dWy
0 0

The first integral is a standard Riemann integral, accumulating the deterministic drift ;1 over time.
The second integral accounts for the random fluctuations, integrating the diffusion o against the
Wiener process. It cannot be treated as an ordinary integral, since the sample paths of Brown-
ian motion are too irregular — they are nowhere differentiable, so there is no well-defined rate of
change to integrate against. Instead, the It6 integral is defined as a limit of sums over ever finer
partitions of the time interval, where in each subinterval the diffusion is evaluated at the start of
the subinterval, so that it does not depend on the future behaviour of the process.

2.2.2 Proposed Logics

Systems with stochastic dynamics can model imperfect actuators, but they are much more complex
than their deterministic counterpart.

A few logics have been proposed for the formal verification of SHS, but none of them have yet been
implemented:

+ Platzer [96] proposes an extension of differential dynamic logic which adds a stochastic ele-
ment to the continuous evolution and probabilistic composition.

« Wang et al.[114] extend hybrid CSP [77] with stochastic evolution.

+ Hahn et al. [49] extend Modest, a modelling language for stochastic timed systems, with dif-
ferential equations.

All of them extend some language in order to tackle SHS, by introducing either stochastic or con-
tinuous behaviour. The approach we propose is similar, extending the work of Foster et al. [34]
to work with stochastic hybrid systems. The most appealing work to base the tool off is Platzer’s
stochastic dL (SdL), since the hybrid verification tool in Isabelle/HOL is already similar to dL. The
modelling approach for SHS is called stochastic hybrid programs (SHP), which have the following
syntax:
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a,fur=x:=0|x:=%|?H |dr =bdt + ocdW&H | \a @& v | a; 5|

SHPs consist of the following operators:
+ Assignment (x := 6): updates the value of variable x to the value of expression 6.
+ Nondeterministic assignment (x := %): updates x to an arbitrary value.
« Test (?H): aborts the execution if condition H is not satisfied.

+ Stochastic evolution (dx = bdt + cdW & H): evolves the state according to an SDE with
drift b and noise o, as long as condition H is satisfied.

+ Probabilistic choice (Aa@ v 3): executes program o with probability A and [ with probability
V.

+ Sequential composition (a; 3): executes « followed by S3.

« Nondeterministic iteration («*): executes < zero or more times.

2.2.3 Isabelle/HOL probability

Isabelle is a generic proof assistant based on higher order logic [65]. It follows the LCF architec-
ture: theorems are a datatype, and new theorems can only be constructed from existing ones or
axioms. The most popular logic is Isabelle/HOL, which has been used to formalise a large amount
of mathematics, from pure mathematical results such as the Jordan curve theorem to computer
science structures, such as the formalisation of van Emde Boas trees [5]. Much of this is available
either as part of the standard distribution, or in the Archive of Formal Proofs', a large collection of
user-supplied Isabelle theories.

The probability theory available in Isabelle/HOL is based on measure theory, developed by Holzl
and Heller [59]. This is the study of measure functions - real-valued functions on sets that satisfy
the properties of positivity and countable additivity. A probability measure is then simply a mea-
sure function that assigns value 1 to its universe. Many of the concepts in probability theory have
generalised versions in measure theory, such as random variables and null sets.

This was developed further in Holzl’s PhD [57], where he develops a number of probability theory
concepts, including Markov chains. Finally, he formalised continuous time Markov chains [58]. In
order to reason about stochastic differential equations we need to extend the state space of these
theories from discrete to continuous and develop a theory of martingales: continuous sequences
of random variables. The It6 integral is a special case of these, and its formalisation would allow us
to give the appropriate semantics to our stochastic hybrid systems. Measure-theoretic probabil-
ity is not unique to Isabelle/HOL: comparable libraries exist in Lean’s mathlib [109], which has a
substantial theory of martingales and conditional expectation, and in Coq through Coquelicot [16]
and the MathComp-Analysis development of Affeldt et al. [4]. We compare our own contributions
against these developments in detail in Chapters 6 and 7.

'https://www.isa-afp.org
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2.3 Summary

We have found that the majority of formal verification approaches in robotics rely on model check-
ing of discrete state machines, which is effective for high-level tasks but insufficient for verifying
low-level, continuous, or real-world interactions. Hybrid systems provide a more faithful represen-
tation of robotic systems by combining discrete and continuous dynamics, and various verification
approaches have been applied to them, including deductive verification.

However, despite their strengths, hybrid systems cannot be used to model uncertainty probabilis-
tically. This a critical limitation in verifying real-world robotic systems, as noise and probabilistic
effects are inherent in these. Stochastic hybrid systems extend hybrid systems by incorporating
stochastic behaviour, which lets us model these effects. However, they are more difficult to verify,
and current tools can only provide approximate guarantees.

A few theoretical logics have been proposed for stochastic hybrid systems (SHS), such as Platzer’s
stochastic differential dynamic logic (SdL), but none have been implemented in widely-used or
foundational proof assistants. This is a notable gap in the literature: there is no implementation of
a deductive verification framework for SHS.

It is possible, however, to model uncertainty using hybrid systems by using nondeterminism. In
the following chapter, we shall give an overview of how deductive verification can be applied to
hybrid systems, how we can use them to model uncertainty, and finally of the drawbacks of this
approach.
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Chapter 3

Modelling uncertainty

Uncertainty comes in many forms; aleatoric uncertainty is inherent in the world, e.g. sensor noise,
whereas epistemic uncertainty is related to our knowledge, and can be resolved as we acquire more
— an example is learning about the layout of an unfamiliar room. The objective of this thesis is to
develop a framework to model and formally verify systems which incorporate uncertainty. Prob-
ability is a way to quantify this, but not the only one: we can use nondeterminism too.

Nondeterminism has already been applied to modelling uncertainty in the context of cyber-physical
systems. Mistch and Platzer [87] use KeYmaera X to mechanise hybrid system models that exhibit
uncertainty by letting the system take values in some interval centered at the true value.

This approach is attractive, as it leverages existing tools and is easy to comprehend. In this chapter,
we will explore how these two different models of uncertainty can be applied to the same systems,
and the trade-offs that occur. We begin by introducing a case study on planar flight in [saVODEs
in Section 3.1. In Section 3.2, we describe the implementation of a computer algebra system in-
tegration for solving differential equations in Isabelle/HOL. Finally, in Section 3.3, we discuss the
trade-offs of modelling uncertainty using nondeterminism.

In particular, we will explore how Isabelle/HOL, our proof assistant of choice, can be applied to
this problem. For this, we can use [saVODEs [88] to formally verify hybrid systems with a logic
that mirrors that of KeYmaera X.

Research questions These questions are related to the broader research questions from the in-
troduction, specifically focusing on the trade-offs between nondeterminism and probability for
modelling uncertainty (RQ 1) and the suitability of Isabelle/HOL for mechanising these systems
(RQ 2).

1. What is the best way to model uncertainty in the context of cyber-physical systems?

2. To what extent is Isabelle a good choice for modelling cyber-physical systems which exhibit
uncertainty?

3.1 IsaVODEs: Planar flight
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Figure 3.1: Diagrams illustrating the flight dynamics example
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In this section, we motivate and demonstrate the usage of IsaVODEs with a worked example: an
aircraft collision avoidance scenario that was first presented by Mitsch et al. [87]. It describes an
aircraft trying to avoid a collision with a nearby intruding aircraft travelling at the same altitude.
We can model this intruding aircraft by considering its coordinates = and y, and angle ¥J, in the
reference frame of our own ship. The intruding plane has fixed velocity v; > 0, and our plane has
tixed velocity v, > 0 and variable angular velocity w. This is illustrated in Figure 3.1a and 3.1b.

Using [saVODEs, we can model this using a dataspace command, as shown below: &

dataspace planar_flight =

constants

Vv, :: real (* own_velocity *)

v; :: real (¥ intruder velocity *)
assumes

v,_pos: "v, > 0" and
v;_pos: "v; > 0"
variables (* Coordinates in reference frame of own ship *)
x :: real (* Intruder x *)
y real (* Intruder y *)
0 :: real (* Intruder angle *)
w real (* Angular velocity *)

This command allows us to define our constants, any assumptions about the verification problem,
and the system’s variables. In this case, we postulate two constants v, and v;, both of type real, for
the velocity of the aircraft and intruder, respectively. Here, real is the type of precise mathematical
real numbers, as opposed to floating points or rationals.

As per the problem statement, we assume that both of these constants are strictly positive. This
is specified by the assumptions called v,_pos and v;_pos, respectively, which can be used as hy-
potheses in proofs. We supply the variables of this system, which give the relative position of the
intruder (x and y), its orientation 6, and its angular velocity w.

We next specify the dynamics that model the physical system by defining a constant called plant.
The system of ODEs is non-linear and uses trigonometric functions:

definition "plant = {x° = v; * cos 0 - v, + w * vy,
y =v; ¥*sinf - w * x,
9 A - _w} n
The ODEs can be specified in a user-friendly manner, as physicists and engineers would informally
state them, in terms of the constants and variables of the system x, y, and (.

Next, we define a simple controller to avoid collisions, as explained below:

abbreviation "I = (v; * sin 6§ * x - (v; * cos 0 - v,) * vy
> v, + v;)°"

o
W

abbreviation "] = (v; * w * sin f * x - v; * w * cos O *y
+ v, ¥ v; ¥ cos 0
>V, T, +v; Fw)

en
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definition "ctrl = (w ::= 0; ¢I?) M (w ::=1; ;12"

This is based on two invariants, / and .J, for two different scenarios. These are properties that
remain true after the unfolding of each scenario. The invariant [ holds when going straight is safe,
while J holds when an evasion manoeuvre is allowed. Our controller selects whether to set our
aircraft’s angular velocity to 0 or 1 depending on which invariant holds (I and .J respectively). The
evasive manoeuvres that occur when the angular velocity is set to 1 are illustrated in Figure 3.1c.

Finally, our model follows the usual structure of an iteration (*) of control choices (ctrl) followed
by a nondeterministic evolution of the system dynamics (plant):

definition "flight = (ctrl; plant)*"

The behaviour of the system is characterised by all states reachable by executing the controller
followed by the plant a finite number of times.

Next, we show how we can formally verify the collision avoidance of this system. We do this by
specifying a Hoare triple within an Isabelle lemma: &

lemma flight_safe: "{x?> + y? > 0} flight {x> + y?> > 0}"
proof -
have ctrl_post: "{x®> + y2 > 0} ctrl {(w =0 A @) V (w=1A @)}"
unfolding ctrl_def by wlp_full

have plant_safe_I: "{w = 0 A @I} plant {x> + y? > 0}"
unfolding plant_def (dInv "($w = 0 A @I)¢", dWeaken)
using v,_pos v;_pos sum_squares_gt_zero_iff by fastforce

have plant_safe_J: "{w = 1 A @} plant {x® + y® > 0}"
unfolding plant_def (dInv "(w=1 A @1)°¢", dWeaken)
by (smt (z3) cos_le_one mult_if_delta mult_le_cancel_iff2

mult_left_le sum_squares_gt_zero_iff v;_pos v,_pos)

show ?thesis
unfolding flight_def
(intro hoare_kstar_inv hoare_kcomp[OF ctrl_post])
by (rule hoare_disj_split[OF plant_safe_I plant_safe_J]])
ged

We formulate collision avoidance using 2% +%? > 0 as the invariant in the Hoare triple. A collision
occurs when 2 + y? = 0, as illustrated in Figure 3.1d. We use Isabelle’s Isar scripting language
to break down the verification into several intermediate properties via the Isar command “have’,
which takes a label followed by a property specification.

We first calculate the postconditions that arise from running the controller (ctrl) by using our
tacticwlp_full. This gives us two possible execution branches — one where / A w = 0 holds, and
one where J A w = 1 holds. We give this first property the name ctrl_post.

The postconditions provide two possible initial states for the plant, which we consider using the
properties plant_safe_I and plant_safe_J. We show that both preconditions guarantee the
problem’s postcondition 22 + y? > 0 by applying differential induction, a technique that proves
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an invariant of a system of ODEs without computing a solution. In each case, we use our Eisbach-
designed method dInv, which takes as a parameter the invariant we wish to prove. The invariant
is simply the precondition of each Hoare triple. However, we then need to prove that this invariant
implies the postcondition, which is done using a further method called dWeaken. The remain-
ing proof obligations can be solved using the Sledgehammer tool, which calls external automated
theorem provers to find a solution and reconstructs it using the names of previously proven theo-
rems in Isabelle’s libraries. In particular, the property plant_safe_J is discharged with a call to
Sledgehammer, which uses trigonometric identities formalised in HOL-Analysis. We display the
proof state resulting from applying differential induction below:

fwo=1 A

Vo * Vi + Vi * $w

< vi * $w * sin ($9) * $x - vi * $w * cos ($U) * $y +
Vo ¥ vi * cos ($9) —

0 < ($x)2 + (sy)

In the case that sledgehammer is unable to find a proof, this proof obligation is quite readable,
and so a manual proof or refutation could be given.

Finally, we put everything together to show that the whole system is safe, using the Isar command
show, which is used to conclude proofs and restate the overall goal of the lemma (?thesis). The
proof uses a couple of high-level Hoare logic laws, and the properties that were proven to complete
the proof. This final step can be completely automated using Isabelle’s classical reasoner, but we
leave the details for the purpose of demonstration.

It is also possible to provide a proof of this verification problem using the aforementioned first
workflow. Namely, users can provide the solutions to the system of ODEs plant. This completes
our overview of our tool and its capabilities. In the remainder of this chapter, we expound the
technical foundations of our CAS integration.

3.2 Solutions from Computer Algebra Systems

We have integrated the Wolfram Engine, a Computer Algebra System (CAS), into Isabelle/HOL to
supply symbolic solutions to ODEs. The user can make use of the integration via the find_local_flow
command, which supplies a solution to the first ODE it finds within the current subgoal.

The workflow for our CAS integration is illustrated in Figure 3.2. It consists of a multi-stage pro-
cess that extracts the problem from the proof state, solves it using the external CAS, and recon-
structs the solution in Isabelle/HOL.

Isabelle subgoal Translate to
(ODE extraction) Wolfram
Y
Solution Translate to Parse Wolfram
reconstruction [sabelle output

Figure 3.2: CAS integration workflow

Wolfram Engine
(DSolve)
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Below, we show an application of our integration and its corresponding output in Isabelle. Users
can click the greyed-out area to automatically insert the suggestion.

lemma local_flow_example:

"{x >0} x ::=1; {x =1} {x > 1}"
find_local_flow
Output:

Calling Wolfram...
At. [x ~ t + $x]
try this: apply (wlp_solve "At. [x ~~ t + $x]1")

Here, our plugin requests a solution to the ODE x’ = 1 from the Wolfram Engine. A \-abstraction
denotes the solution, which inputs the current time and has in its body the constructed substitution.
It provides the value for each continuous variable at time ¢. In this case, the substitution [z ~~ ¢+ 1]
represents the solutionzt =t + 2 0.

Our integration performs the following steps in order to produce a solution:
1. Retrieve an Isabelle term describing the system of ODEs.

Convert the term into an intermediate representation.

Use one of the CAS backends to solve the ODE.

Convert the solution to an Isabelle term.

ARSI

Certify the solution using the wlp_solve Isabelle tactic.

We consider each of these stages below.

Intermediate representation To have an extensible and modular interface, we implement (1)
an intermediate data structure for representing ODEs and their solutions, and (2) procedures for
translating back and forth between Isabelle and our intermediate representation. This allows us to
capture the structure of the ODEs without the added overhead of Isabelle syntax. It also gives us a
unified interface between Isabelle and any CAS.

Our plugin assumes that a system of ODEs is expressed as a substitution of the form [z ~~ €,y ~~
f,-+-]. Each expression (e, f, - - -) gives the derivative expression for each corresponding vari-
able, potentially in terms of other variables. Naturally, for an ODE, these expressions are formed
using only arithmetic operators and mathematical functions. We therefore derive the following
constrained grammar for arithmetic expressions:

datatype AExp = NConst of string | UOp of string * AExp |
BOp of string * AExp * AExp | NNat of int | NInt of int |
NReal of real | CVar of string | SVar of string | IVar

NConst represents numeric constants, such as e or 7. UOp is for unary operations and BOp is for
binary operations. Both of these take a name, and the number of required parameter expressions.
The name corresponds to the internal name for the operator in Isabelle/HOL. The operator “+’, for
example, has the name Groups.plus_class.plus. We then have three constructors for numeric
constants: NNat for naturals, NInt for integers and NReal for reals. We have three characterisa-

tions of variables: CVar are arbitrary but fixed variables, SVar are mutable (state) variables, and
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IVar represents the independent variable of our system, usually time.

A system of ODEs is then modelled simply as a finite map from variable names to derivative ex-
pressions. Converting back and forth between Isabelle terms (i.e. elements of the term datatype in
Isabelle/ ML) and the AExp datatype consists of recursing through the structure of the term, using
a lookup table to translate each named arithmetic function.

Integrating a CAS into IsaVODESs consists of three separate components: a translation from the in-
termediate representation to the CAS input format, an interface with the CAS to obtain a solution,
and a translation from the solution back into the required format.

Wolfram Engine The Wolfram Engine is the CAS behind WolframAlpha and Mathematica [116)].
It is one of the leading CASs on the market, with powerful features for solving differential equa-
tions, amongst many other applications. The Wolfram language provides the DSolve function
which produces solutions to various kinds of differential equations.

The basic building block for this integration is a representation of Wolfram expressions as an ML
datatype. In the Wolfram language, everything is an expression [115], so this is sufficient for a
complete interface. We represent these expressions as follows:

Int of int
Real of real

I

| Id string

| * expr list
I

Fun string *
CurryFun string * expr list list

datatype expr

Real and Int represent real and integer numbers respectively. Id represented an identifiers, and
Fun represents functions with only one list of arguments, which are distinguished from curried
functions CurryFun with multiple sets of arguments.

Our approach for translation from AExp to expr is the following:

1. Generate an alphabetically ordered variable mapping to avoid name clashes and ease solution
reconstruction.

2. Traverse the expression tree and translate each term to Wolfram.

3. Wrap in the Wolfram DSolve function, supplying the state and independent variables along
with our ODE.

Once we have a well-formed Wolfram expression, we use the wol framscript command-line in-
terface to obtain a solution in the form of a list of Wolfram Rule expressions, which are isomorphic
to our substitutions. We can parse the result back into the expr type, and translate this into the
AEXp type using a translation table for function names and the variable name mapping we con-
structed.

Capabilities Aside from the CAS itself failing to find a solution, there are two cases where the
integration is unable to produce an Isabelle certification despite the CAS returning a solution.

The first case happens when the provided solution contains a function not implemented in Isabelle.
Instances of this case include functions defined in terms of integrals such as the error function or
the Bessel function.
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The second case concerns solutions which are undefined somewhere within their domain. Exam-
ples of this case include divisions by 0, which users can address by manually specifying the domain
of the solution in Isabelle.

Despite these shortcomings, the CAS integration proves very effective at leveraging the solutions
provided by CASs, as a large class of ODEs can be automatically solved and certified with minimal
input from the user.

3.3 Uncertainty as nondeterminism

We now illustrate how uncertainty can be modelled using nondeterministic hybrid systems, by
considering the example of a water tank that has to be filled to a certain level. We adapt this from
a KeYmaera X example given by Mitsch and Platzer [86].

We begin by considering a water tank which exhibits no uncertainty, which we can model by using
a hybrid program. First, we define the state space that our program will be operating in:

dataspace water_tank =

constants

m :: real

€ :: real
assumes
e_pos: "e > 0"
variables

f :: real

1l :: real

c :: real

Here, we fix two arbitrary constants m and ¢, and assume that € > 0. These will stand for the max-
imum volume of our water tank and the frequency at which our controller operates respectively.
Then, we define three state variables: f will be the flow of the water tank, [ the water tank level,
and c the elapsed time since the last controller operation.

We now proceed to define the elements of our system:
definition "plant = {1‘=£f, c* =1 ® <1 Ac<ea)}"
The “plant’, or physical system, is given by an ODE. I’ = f lets the flow determine the change in
water level, and ¢ = 1 makes c track time. The ODE executes until the time exceeds ¢.
definition "ctrl = f ::=? ; ;-1 < fA £ ((m-1)/e)?; c::=0"
The controller can only set the flow. It chooses a valid flow value by first setting the flow non-
deterministically to any value, and then using the test operator to ensure that it falls within a safe

limit, which is given by expression f < mT_l If f is chosen to be equal to mT_l then the water tank
level [ will be filled up to the maximum level m after an execution of length €.

Now, we can show that the water tank level never exceeds the maximum:

lemma water_tank_safe:
"H{® < $1 A $1 < m} (ctrl ; plant)* {6 < $1 A $1 < m}"
(rule hoare_kstar_inv)
unfolding ctrl_def plant_def
(wlp_solve "At. [1 ~ $£f * t + 1, c ~ t + c]"™)
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expr_simp
by (smt (verit) mult_left_mono pos_le_divide_eq zero_less_mult_iff)

We prove this by using the solution to the system that the find_local_£flow tool provides. Since
the system is linear, the solution is given by I’ = ft + [, ¢ =t + c. Then, a call to the simplifier
returns a straightforward arithmetic goal that can be automatically discharged.

Water tank with uncertainty How can we model the uncertainty in this system? The actuation
of the valve may have some error, as will the reading of the water level. One approach using non-
determinism is to keep track of the true, physical values of the water level and flow rate, and add
some error quantity to the actuation and sensor values:

dataspace uncertain_water_tank =
constants
m :: real
€ ::real
U :: real
assumes
epsilon_nonneg: "0 < " and
U_nonneg: "0 < U"

variables
f :: real
1l :: real
lu :: real
c :: real

The plant remains the same, but we add a measurement stage.

definition "tank_measure = lu ::= ?;
¢l - U< 1uAnlu<ll+Uu?”

Now, we can still construct a hybrid program which never overfills the water tank by accounting
for the error in the control inputs.

definition "ctrl = f ::= ?7;
-l < EfANEf< (m- Qu+W) /e?; ¢ :=0"

We can now prove that this water tank operating with uncertainty is still safe, using the same so-
lution approach as before.

lemma uncertain_water_tank_safe:
"H{ < 1 A1 <mAl-U<1luAlu<l+7U}
(ctrl; plant; tank_measure)*
{0 <1 A1<m}"

Uncertain water tank is safe

This model is quite restrictive, and arguably imposes unnecessary restrictions on the controller.
With probability, we have an additional knob to turn by being able to give the safety bound that we
are expecting to satisfy. We can also provide more accurate models of the behaviour of the valve -
rather than being restricted to simply giving all possible values, we can give the relative likelihood
of each one, which lets us give less restrictive models of behaviour. For the water tank example, we
can model both sensor and flow value using a Gaussian distribution centered at the actual value,
and adjust the variance to match the real system.
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3.4 Summary

We have successfully adapted KeYmaera X proofs to IsaVODEs, and evidenced that uncertainty
can be modelled using nondeterminism while still being able to provide verification guarantees.
Porting proofs from KeYmaera X to IsaVODE:s is straightforward — the tactics and proof rules in
KeYmaera X are generally available in IsaVODEs, with the notable exception of quantifier elimina-
tion, which makes the translation task mostly mechanical. Despite this, we did have to implement
the dInv tactic for inserting an invariant into an ODE execution in order to more closely mirror
the KeYmaera proof.

As we have argued, nondeterminism does have its downsides. By modelling using nondeterminism,
we are forced to consider the worst-case scenario, as we must prove that the system is safe in any
reachable state for a safety proof to be successful. By contrast, probabilistic modelling lets us give
different weights to states that are more or less likely, which lets us prove that safety properties
hold within some probabilistic threshold. This approach mirrors how cyber-physical systems are
tested and certified, and gives us the flexibility required to accurately model real systems.

28



Chapter 4

Modelling Variable Sets: Scenes and Scene
Spaces

In this chapter, we develop the theory of scenes and scene spaces, which provide a foundation for
reasoning about sets of variables in Isabelle/HOL. We begin by introducing lenses, which are used
to model variables in IsaVODEs, and discuss their limitations for representing sets of variables.
We then introduce scenes, which sacrifice some type information for a more versatile algebraic
structure, and scene spaces, which add the necessary structure for set-like reasoning.

4.1 Optics primer: Lenses

Definition 4.1. A lens is a quadruple X = (V, S, get, put)[33). Here V and S are non-empty sets
called the view type and state space, respectively, get : S — V and put : S x V — S are total.

In the standard implementation of [saVODEs, lenses are used to model variables. As part of the ex-
periments we did with IsaVODEs, we discovered that the tool lacks some compositional reasoning
that requires that we characterise the sets of variables a program uses. For example, compositional
reasoning in differential dynamics logic requires formalisation of the sets of bound and free vari-
ables, which are called BV and FV [93]. Unfortunately, lenses cannot be collected in sets due to
issues with their types, nor can they be combined in an arbitrary way to characterise a set, so we
can currently not construct these sets in [saVODEs.

Intuitively, alens X : V — S describes a V-shaped region of the state space S. Lenses can capture
either individual variables of type V), or several variables arranged in a hierarchy.

They usually obey a number of algebraic laws. To support the practical use of these theories, we
provide an implementation in Isabelle/HOL, including an alphabet_scene_space command
that automatically generates scene spaces for a given state space. In the following sections, we will
distinguish between the mathematical theory and its Isabelle implementation where relevant.

Definition 4.2. A lens is said to be total if it obeys the following laws:
get(put(s,v)) =v,  put(put(s,v'),v) = put(s,v),  put(s, get(s)) = s.

These laws characterise the expected behaviours of the put and get functions. First, if we put some
value to our lens, then we should retrieve the same value with get. Next, the latest put should
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override any previous operations. Finally, putting the current value of the lens back into the state
should result in an unchanged state. If only the first two laws hold, then the lens is called partial —
partial lenses are useful for modelling variables that may not exist in certain states, such as pointer
variables. Here, we focus only on total lenses.

A basic model is the n-ary Cartesian product space S = V; x V, X --- x V,, for which we can
form a lens for each projection 7; : & — V. However, in practice state spaces are more complex
than this, often consisting of hierarchy, and lenses support such a generalisation.

Definition 4.3. Two lenses X and Y are independent if their put functions commute, and the getter
from one lens is unaffected by putting to the other:

put x(puty (o,v),u) = puty(put x (o, u),v) (4.1)
get x(puty (o,v)) = getx (o) (4.2)
gety(put x(o,u)) = gety (o) (4.3)

Independence is an important property of lenses, which tells us that altering one lens will have no
effect on the other. We can commute assignments of independent lenses, and generally indepen-
dence allows us to combine properties of programs if they have been proven about independent
sections.

Finally, lenses can be combined using the (+), (lens addition) operator. Given two lenses X and
Y with view types Vx and Vy which share a state space S, X 4, Y will be a lens with state space
S and view type Vx X Vy.

At first glance, this solves the lenses-as-sets problem - if we have some finite collection of scenes
that we want to treat as a single object, we can simply take the iterated lens addition of them. Un-
fortunately, it is not possible to give such an object an adequate type in Isabelle if we do not know
the number of lenses in this collection ahead of time, as the type of n-tuples for some arbitrary n
cannot be given in Isabelle. Instead, we find a solution in scenes.

4.2 Scenes

We cannot collect lenses in sets, because they may have different types, and sets in Isabelle are
homogeneous. Being able to characterise a region of the state is important, as it lets us answer
questions such as “what variables are modified by this program?”.

Therefore, we need a set-like object which lets us combine different lenses on the same state space.
To address this issue, we introduce scenes, which are isomorphic to lenses but do not have an ex-
plicit view type. To define them, we first define overriding functions:

Definition 4.4 (Overrider). An associative function> : S — S — S is an overrider if it satisfies
the overriding law:

rT>Y>z=1>2 (4.4)
(4.5)
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locale overrider =
fixes F :: "’s = ’'s = ’s" (infixl "p" 65)
assumes
ovr_overshadow_left: "x >y > z = x> z" and
ovr_overshadow_right: "x > (y > z) = x > 2"

For example, we can construct an overrider on the product type ’a X ’b which overrides the
value of the first element in the pair:

Definition 4.5 (Overrider on product type). Define
(a,b) > (¢, d) = (a,d)

Then > is an overrider.

abbreviation fst_overrider :: "(Ca x 'b) = (Ca x ’'b) = (’a x 'b)"
(infixl ">gge" 65) where
"X Pfgr ¥ = (fst x, snd y)"

interpretation overrider "(bggi)"
by (unfold_locales; force)

We further distinguish idempotent overriders, which will characterise total lenses.

Definition 4.6 (Idempotent overrider). An overrider > is idempotent if it satisfies x> x = x

locale idem_overrider = overrider +
assumes ovr_idem: "x > x = x"

The overrider we define above is an idempotent overrider.

Definition 4.7 (> is idempotent.).

interpretation idem_overrider "(bgge)"
by (unfold_locales; force)

Now, a scene is simply an overriding function. We define a new type for this, as we will be making
use of the Isabelle type class system.

typedef ’s scene = "{F :: ’s = ’s = ’s. overrider F}"
by (rule_tac x="\ x y. x" in exI, simp, unfold_locales, simp_all)

Scenes are closely linked to lenses. We can embed a lens as a scene by simply making use of the lens
override, defined in the Optics library:

Definition 4.8 (Lens override).
definition lens_override :: "(’b = ’a) = ’a = ’a = ’a" (infixl "<«1"
95) where
[lens_defs]: "S; <x So = puty S; (gety S2)"

Definition 4.9 (Lens scenes). A lens( can be recast as a scene through the lens override operation:

r>y=1x@dryonl

lift_definition lens_scene :: "(’v = ’s) = ’s scene" ("[_].") is
"M\ X s; sy9. if (mwb_lens X) then s; ®; sy on X else s;"
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Scenes can now be understood as equivalence classes of lenses. If two lenses map to a scene, then
they have the same effect on the state space, and their types will be equal up to isomorphism. For
example, we can show that 47 is commutative up to isomorphism.

Lemma 4.1 (Lens addition commutes up to scene equality). For independent, total lenses X and Y,

the following holds: [ X +1 Y] =[Y +1 X]~

lemma lens_plus_commute_scene:
assumes "mwb_lens X" "mwb_lens Y" "X > Y"
shows "[X +1 Y]~ = [Y + X]."

Idempotent scenes correspond to total lenses:
Lemma 4.2 (Idempotent scenes are equivalent to total lenses).

lemma idem_scene_eq_vwb:
assumes "mwb_lens X"
shows "vwb_lens X = idem_scene [X].

However, we cannot recover a lens from a scene unless we know the type of the original lens. By
embedding the lens as a scene, we forget the type information, which gives rise to better composi-
tionality — we can now collect these objects in sets.

By defining lens scenes, we establish a homomorphism. Every relevant lens operation lifts to scenes
in a natural way, e.g. lens product, independence, etc.

Definition 4.10 (Independent scenes). Two scenes are independent if their overriders commute.

lift_definition scene_indep :: "’a scene = ’a scene = bool" (infix "mg"
50)
is "M\ F G. (V S1 S2 S3. G (F S1 52) s3 = F (G S1 53) Sg)"

We are also now in a position to construct set-like operators: union, intersection, and complement.
These allow us to construct sets, which is great, but they do not have properties we like, because
of this odd relation called “compatibility” which appears as a side-condition of some laws, and is
quite nebulous. Therefore, we resolve this problem in the following section with scene spaces.

Definition 4.11 (Scene operations). We can define scene union, intersection, complement. They
can be ordered and form a lattice.

instantiation scene :: (type) "{bot, top, uminus, sup, inf}"
begin

lift_definition bot_scene :: "’a scene" is "X x y. x" by (unfold_locales,
simp_all)

lift_definition top_scene :: "’a scene" is "M\ x y. y" by (unfold_locales,
simp_all)

lift_definition uminus_scene :: "’a scene = ’a scene" is "A F x y.
Fy x"

by (unfold_locales, simp_all)

Scene union requires that the two scenes are at least compatible. If they are not, the
result is the bottom scene.

lift_definition sup_scene :: "’a scene = ’a scene = ’a scene"
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is "A F G. if (V sy s2. G (F s1 s9) s2 = F (G sy s3) s9) then (A sy
S9. G (F s1 s9) s9) else (A s; sg. sp)"
by (unfold_locales, auto, metis overrider.ovr_overshadow_right)
definition inf_scene :: "’a scene = ’a scene = ’a scene" where
[lens_defs]: "inf_scene X Y = - (sup (- X) (- Y))"
instance ..
end

Definition 4.12 (Scene compatibility). This is a prerequisite for well-behaved union, intersection,
etc.

lift_definition scene_compat :: "’a scene = ’a scene = bool" (infix
ll##Sll 50)
is "\ F G. (\V/ s1 s2. G (F S1 S9) s2 = F (G sy Sg) 52)"

4.3 Scene spaces

Working in the space of all scenes means that we cannot guarantee that any two scenes will be
compatible, and hence do not know if their union is defined. A first step towards fixing this is to
work in a space where all scenes are compatible and which is closed under union.

To construct such a space, we take clues from linear algebra and define a scene space to be the set
generated by taking unions of some collection of basis scenes. These basis scenes should be mutually
independent and in some way "atomic". Then, we will be able to deconstruct any scene in the space
into its constituent basis scenes.

The scene space is unique to every program. We can extract a scene from some section of the
program, and use it to answer questions like "what are the free/bound variables in this program?"
by obtaining its basis scene decomposition.

To define scene spaces, we first define some notions for collections of scenes:

Definition 4.13 (Scene fold). Given some list of scenes, its distributed scene union can be taken
by folding with scene union and using the bottom scene as the initial element.

abbreviation foldr_scene :: "’a scene list = ’'a scene" ("||g") where
"foldr_scene as = foldr (Ug) as Llg"

Definition 4.14 (Independent scene collection). Set S forms an independent family if its elements
are pairwise independent, i.e. Vz,y € 5.z g y

definition scene_indeps :: "’s scene set = bool" where
"scene_indeps = pairwise (x<ig)"

Definition 4.15 (Scene span). A list of scenes S form a span if they combine to form the top scene

Tsi |—|SS = TS-

definition scene_span :: "’s scene list = bool" where
"scene_span S = (foldr (Ug) S Llg = Tg)"

Intuitively, the whole space is covered by the scenes in a scene span.

We use lists rather than sets because of a focus on computability and finiteness: when characterising
the variables of a given program, we are only ever going to consider a finite collection of scenes.
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With the above definitions, we can give the conditions for a scene space to be defined:

Definition 4.16 (Scene space class). A type forms a scene space if we can provide a list of mutually
independent basis scenes which form a span.

class scene_space =
fixes Vars :: "’a scene list"
assumes idem_scene_Vars [simp]: "/ x. x € set Vars — idem_scene x"
and indep_Vars: "scene_indeps (set Vars)"
and span_Vars: "scene_span Vars"

We name the basis scenes Vars, as conceptually they will denote individual variables in our pro-
gram.

Definition 4.17 (Scene space). The scene space of some suitable collection of basis scenes is the
closure under scene union of the basis scenes and the bottom scene L g.

inductive_set scene_space :: "’a scene set" where

bot_scene_space [intro]: "lg € scene_space" |

Vars_scene_space [intro]: "x € set Vars — x € scene_space" |

union_scene_space [intro]: "[ x € scene_space; y € scene_space |
—> X Ug y € scene_space"

Here, command inductive_set constructs the least set of scenes that is closed under the listed
properties.

We show that any scene in a scene space is idempotent, and any two scenes in a scene space are
compatible. Further, scene spaces are finite, and they are closed under intersection and comple-
ment.

Any scene in a scene space can be decomposed into its basis scenes.

Definition 4.18 (Scene space basis decomposition). Given some scene space S wit basis scene set
B, any scene s € S can be decomposed into some set d such that d C B and |_|S d=s.

lemma scene_space_vars_decomp:

assumes "a € scene_space"
shows "Jxs. set xs C set Vars A a = | |g xs"

These decompositions are not unique, as we allow scene spaces to contain the bottom scene as
part of its basis, and we give the decomposition in terms of lists. However, they will be unique up
to these factors. This construction lets us recover the set of basis scenes that make up some set,
which will be useful in characterising free variables via set reasoning. This information can also
be recovered via independence reasoning - a basis scene is independent of some other scene in the
scene space if and only if it is not a part of its decomposition.

4.4 Frames

To make the usage of scenes practical for program verification, we define the type of scenes be-
longing to the scene space. We refer to elements of this type as frames.

Definition 4.19 (Frame type).
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typedef (overloaded) ’a::scene_space frame = '"scene_space :: ’a scene
set"
morphisms of_frame mk_frame

This is very advantageous for proof automation, as we can now remove the scene space membership
or compatibility assumptions which were previously required whenever performing any operation
on two scenes. At this point, the abstraction of scenes as set-like objects is complete. The imple-
mentation details of compatibility and overriders fade into the background, and we can construct
frames using a set-like operator which is a list under the hood:

Definition 4.20 (Insert lens into frame). Analogously to inserting elements into a set, we define

an operator for inserting a lens into a frame. Given a frame F' and a lens X, define lens insertion

by

X|sUg F'if X corresponds to a basis scene

insert(X, F) = [X1s Us _ P
F otherwise

definition lens_insert :: "(’a — ’s::scene_space) = ’'s frame = ’s
frame"
where "lens_insert x a = sup (lens_frame x) a"

syntax

"_frame_set" :: "args = ’a::scene_space frame" C{OOE™
translations

"{x, xs}p" = "CONST lens_insert x {xs|}p"

"{x}r" = "CONST lens_insert x {}"

With this syntax, we can treat frames as sets, which makes the development much more ergonomic
for characterising the various sets of variables that a user might care about, such as free variables.
We support this set-like characterisation by showing that frames form a complete lattice and a
boolean algebra, which give us many of the properties of interest for sets. We do this by showing
that the frame type is an instance of the relevant Isabelle typeclasses:

Lemma 4.3 (Frames form a boolean algebra).

instantiation frame :: (scene_space) boolean_algebra
begin
lift_definition minus_frame :: "’a frame = ’a frame = ’a frame" is "\
ab. allg-Db"
by blast
lift_definition uminus_frame :: "’a frame = ’a frame" is "uminus"
by blast
instance

by (intro_classes; transfer)
(simp_all add: scene_inter_indep)
end

Lemma 4.4 (Frames form a complete lattice).

instance frame :: (scene_space) complete_lattice
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4.5 Summary

We have introduced scenes, a set-like object for characterising the state space of programs. These
objects circumvent the type issues that prevented lenses to be collected in, and treated like, sets, but
their inherent lack of structure led the development of scene spaces in order to make them useful.
Finally, for some given scene space, we can give the type of all its members, which we refer to as
frames.

With frames, we now arrived at a way of characterising sets of variables in a shallow embedding
which is applicable to practical verification. This will allow us to characterise, amongst other things,
the free and bound variables in an arbitrary program, something which is essential for applying
compositional reasoning.
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Chapter 5

A modelling language for stochastic hybrid
systems

In this chapter, we describe the design of a language for modelling reactive stochastic hybrid sys-
tems, and the implementation of an interpreter for this language. The language is based on Platzer’s
SdL [96].

A simulation language complements the formal logic by allowing practitioners to explore the be-
haviour of their models. By mirroring the language that will be used for formal modelling, the
simulator can be seamlessly integrated into the verification workflow, which can enable prototyp-
ing of both model and verification conditions.

We have developed the language in the Haskell programming language. At the core of our imple-
mentation is a type-indexed abstract syntax tree, where each language construct is associated with
a Haskell type. This lets us leverage the Haskell type-checker to ensure that a program can only be
represented if it is well-typed.

To execute our programs, we give a semantic function based on the reader-writer-state (RWS)
monad. This exposes the semantics of the language in a clear way, which makes it suitable for
formalisation.

5.1 Language Design

The language we develop is based on the stochastic hybrid programs (SHPs) introduced by Platzer [96].
SHPs include a test operator; this discards an execution path if the test is not satisfied. This is not
useful for simulation, so we replace these with control flow statements.

We give the syntax of our programs as a BNF grammar. We write /"™ for a list of x, each termi-

"o "

nated by *", and similarly x** for a *'-separated list of x.
(expr) = real

| (ident)

| bool

| (expr) bop (expr)

| uop (expr)

| ((expr))
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We begin with our expressions. The primitives are identifiers, which can either be constants or
variables, booleans, and real numbers. These can be composed with unary (uop) and binary (bop)
operators, and they can be parenthesised.

(Stmt) == (ident) :=" (expr);
| (ident) :="{ {expr) ] {expr) };
| input (ident);
| if (expr){ (SHP)}(else{(SHP)})
| while (expr) { (SHP) }
| loopf{ (SHP)}
| (SDE);

(SHP) == [(Stmt) ]
A program consists of a sequence of statements, to be executed in order. Since we terminate atomic
statements with ";', we can interpret concatenation as sequential composition without risk of am-

biguity. In order, the statements in our language are: assignment, random assignment, external
input, conditional, while loop, infinite loop, and SDE execution.

Assignment, if statements, and while loops function as expected. Random assignment assigns a
value drawn from a uniform distribution over the range {/, h }. The infinite loop operator executes
the contained SHP until all the time allocated for simulation has passed. The input operator reads a
value from an external stream, which can either be user input or programmatically provided. This
gives our language a reactive element.

Finally, SDEs are expressions of the form:
(SDE) == {(diffs) } dt +{ (diffs) } dW & (expr)

{
| {({diffs)} dt & (expr)
| {({diffs)} AW & (expr)
(diff) ident) * = (expr)

n=
(diffs) == (diff)
| (diffs) , (diff)

An SDE is given as two sets of "differential terms', which indicate the derivative of variables in a
context, one for the drift dt and another for the noise dW. We allow users to omit the dt or dW
terms for completeness - if they do, they are set to 0.

Each SHP file is structured into a number of blocks. We implement four kinds of blocks:

+ Variables: defines the program variables for the stochastic hybrid program, optionally
initialised to a value.

+ Enums: declares the strings that will be interpreted as members of an enumeration type,
rather than as variable names.

+ Constants: a list of constant definitions.
+ SHP: the stochastic hybrid program, which is executed in the scope of other blocks.

The syntax for them is the following.

(block) = Variables { (var)¥™}
| Definitions { (def)¥"™ }
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| Enums { (ident)sfp }
| SHP { (SHP) }

(var) == (type) (ident) = (expr) ;
| (type) (ident);
(def) == (ident) = (expr) ;

5.1.1 Thermostat example

To illustrate our language, consider the following example, where we simulate the operation of a
thermostat by monitoring a temperature variable, and switching between two operation modes
depending on the temperature.

Constants {
Heating
Ambient

0.3;
-0.1;

}

First, we declare our constants. We set fixed values for the heating factor when the thermostat is
on, and the ambient temperature decay when it is off.

Enums { On, Off }

We define two Enum objects, which we will use to keep track of whether the thermostat is on or

off.

Variables {
enum state;
real temp;

}

Finally, the variables for our thermostat are the state, which is enum-valued, and the temperature,
which is real-valued.

SHP {
temp := {19, 21};
state := On;
loop {
if temp < 19 {
state := On;
}
if temp > 21 {
state := Off;
}
if state = On {
{temp'=Heating} dt + {temp' = 0.1} dW & temp <= 22;
} else {
{temp'=Ambient} dt + {temp' = 0.1} dW & temp >= 18;
}
3
3
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We begin by setting the temperature to a random value between 19 and 21, and beginning in the On
state. Then, while the time has not reached 10, we continuously check whether the temperature
has fallen outside the acceptable range and set the state accordingly, and depending on the state
execute the SDE associated with a thermostat that is either on or off, making use of the constants
we defined earlier.

We trace the execution of this thermostat in Figure 5.1. Here, we plot 6 runs of the simulation
to demonstrate the variability that can arise within these systems. While the runs slowly diverge
over time, we can observe that they always remain within the prescribed temperature bounds, as
expected.

229

Temperature (°C)
] N
[=] =
| L

=
w
L

18

Time

Figure 5.1: Stochastic thermostat traces

5.2 Semantics

We can define the context of our program as a quintuple (I', ¢, I, R, tr), where I is a string-value
map, t is the current execution time, [ is an input stream, R is a stream of random numbers, and
tr is a trace. Given some context S, we define the projections to each of their components with

Sr, Sty ..
We give the semantics of our programming language in terms of its traces in Figure 5.2.

The semantics of the language are standard because we conservatively extend an imperative lan-
guage with probabilistic operators. Assignment X : =e updates the value of x in state I to the evalu-
ation of e in context. Random assignment x := {m,n} uses a random number from stream R to
calculate a uniformly distributed random number between m and n to assign to x. The input x
instruction updates x directly with a value from the input stream. If, while, and sequential compo-
sition behave as expected from an imperative language, and loop behaves as while true, though
it will differ in practice as we will halt the loop once the execution time has exceeded the maximum
simulation time.

Finally, for our SDE evolution operatorb dt + o dW & H, we depend on obtaining a process X
that solves the SDE, starting at 0. Then, we execute X until it fails to satisfy H, and update our
context to reflect the time it took, the state it reached, and its trace.
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assn

(T,t, 1, R, tr),x := e) | (T{x > [e]"},t,I,R,tr)

rassn

(Dt Lr#R,tr),x := {n,m}) | (I{z—rx(m—n)+n},t I R tr)

((D,t,i#1, R, tr), input x) || (D{x — d},t,1, R, tr) input
[6]°" (S,a) |} &
(S,if b {a} else {p}) | 5

cond_t

-] (S,8) U S
(S,if b {a} else {G}) |5

cond_f

(S;a) U R (R,B)UT
(S, (a; p)) 4T

[b]°*  (S,a; while b {a}) | S
(S,while b {a}) | 5’

seq

while_f

SU

hile_
(S,while b {a}) § 5 ¢

(S,a; loop {a}) S
(S,1loop {a}) | S

oop

X solvesb dt + o dW & H X*(Sp) hits H at time ¢/

d
(T,L1,R.tr),b dt + o dil & H) 4 (X7(Sp)j t+ 1.1, R tr e X2(Sp)0.0y)

Figure 5.2: Semantics for our SHP simulation language

5.3 Parsing

5.3.1 Haskell for DSLs

Gibbons identifies two approaches to developing domain-specific languages (DSLs), which he calls
embedded and standalone [44]. The embedded approach consists of developing a self-contained li-
brary within a host language which acts as a language of its own. By contrast, a standalone language
involves developing a full language with custom syntax.

Embedding alanguage in a host language gives us access to all the tooling developed for the host, but
the DSL developer becomes bound to its syntax. We choose to develop a standalone language for the
implementation flexibility it provides, together with a shallower learning curve and better syntax.
This involves writing a parser from scratch, together with implementing the AST manipulation
and type-checking.
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5.3.2 Parser generator

When parsing a string of text into an abstract syntax tree, there are two main options: parser gen-
erators and parser combinators. A parser generator will take a representation of the language,
written as a context free grammar, and produce a parser that adheres to these rules. By contrast,
parser combinator libraries provide basic parsing functions and a variety of ways of combining
them. For this application we choose to use Alex[27] and Happy[45] — respectively the lexer and
parser generators for Haskell. We chose this over parser combinators because it leads to more effi-
cient code which can serve as documentation for the structure of the language, and we don’t need
the flexibility afforded by parser combinators.

We adopt a multi-stage approach for the processing of our language. We have an untyped rep-
resentation of programs, which is designed to be compatible with the happy parser. Then, type-
checking amounts to transforming from the untyped to the typed program representation, and
type-correctness becomes encoded in the data structure. This gives us more flexibility in the pars-
ing stage, and allows the use of generic traversals prior to typechecking.

First, we introduce variables and expressions:

type Variable = String

data PExpr = PReal Double

| PBool Bool

| PEnum String

| PVar Variable

| PBop String PExpr PExpr
| PUop String PExpr
deriving (Show, Eq, Data)

Expressions are at the core of the parser. We define primitive expressions for real numbers, booleans,
variables, and enumeration constants. Unary and binary operators are encoded as strings; we opt
to not encode them in their own type for easier extensibility.

We derive three typeclasses from our type definition: Show lets us convert instances of the class
to a string, Eq provides an equality function, and finally Data allows us to define generic traversals
by making use of the SYB library [74]. These generic traversals let us, for example, obtain all vari-
ables in a program without having to write the traversal functions for the various data structures
contained in a program by hand.

Now, we define the type of programs:

data PSHP
= PAssn Variable PExpr

| PRandAssn Variable PExpr PExpr
| PInput Variable

| PComp PSHP PSHP

| PWhile PExpr PSHP

| PLoop PSHP

| PCond PExpr PSHP PSHP

| PSkip

| PSDE [PDiff] [PDiff] PExpr
deriving (Show, Eq, Data)
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data PDiff = PDiff Variable PExpr
deriving (Show, Eq, Data)

These do not contain any type information yet, and simply encode the structure. Of note here is the
PDiff constructs, which we use to represent the derivatives of the variables in an SDE evolution.
Finally, we give the possible types of our variables:

data PSHPType = HPReal | HPBool | HPEnum
deriving (Show, Eq, Data)

We only allow reals, booleans, and enumeration objects. To declare variables, constants, and enu-
meration members, we introduce a number of blocks:

5.4 Type Checking

We use generalized algebraic data types (GADTS) to represent our typechecked expressions. They
are extensions of ADTs which carry type variables which are not necessarily associated with a value
of that type.

5.4.1 GADT primer
To understand GADTs, consider the following ADT for linked lists:
data List a = Nil | Cons a (List a)

Here, we are stating that the type of lists has two constructors: one which takes no parameters, and
another which takes two: a value of type a and another of type List a. Using GADT notation, we
can define the above type by giving these types explicitly:

data List a where
Nil :: List a
Cons :: a -> List a -> List a

GADTs extend regular ADTs by letting us specify the return type of the constructor via additional
type variables, known as phantom types. This lets us encode additional information about our
objects which can be verified by the typechecker. For example, we can define vectors which expose
their length to the type system:

data Nat = Zero | Succ Nat
data Vector a n where

VNil :: Vector a Zero
VCons :: a -> Vector a n -> Vector a (Succ n)

Note how this definition only differs from the above list definition in the second type parameter.
Now, we can define a safe head function for this type which will cause the compiler to throw a type
error if it is ever applied to an empty list:

vhd :: Vector a (Succ n) -> a
vhd (VCons x _) = x
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5.4.2 Representing SHPs with GADTs

Because we can embed type information in our datatypes, the process of typechecking consists sim-
ply of converting from the untyped representation we used for parsing to the typed representation,
which can only encode type-correct programs. This ensures that all type errors will be restricted
to the typechecking phase.

For this purpose, we define the type universe of SHPs as a GADT:

data SHPType a where
SHPReal :: SHPType Double
SHPBool :: SHPType Bool
SHPEnum :: SHPType String
(:->) :: forall arg res. Typeable res =>
SHPType arg -> SHPType res -> SHPType (arg -> res)

data Var a where
Var :: Typeable a => String -> SHPType a -> Var a

Here SHPType a describes the types that SHP expressions. Each constructor acts as a witness
to the type it represents, which enables type-safe manipulation of variables without resorting to
ad hoc casting or unchecked operations. The main benefit of a closed universe is the ability to
enumerate types fully, which is very useful in the typechecking phase.

The Var a type represents a named variable with an associated type witness. Each variable stores
a string identifier along with its corresponding SHPType a tag. This tagging ensures that the type
of the variable is always known at the type level and preserved at runtime.

The use of the Typeable constraint is essential for later stages where we need to store hetero-
geneous variables in a key-value store, for which we will be using the Dynamic type. Typeable
allows us to embed the type in the Dynamic value, which can be later recovered through the asso-
ciated SHPType tag.

data UOperator a b where
Neg :: forall a. Num a => UOperator a a
Not :: UOperator Bool Bool
Sin :: UOperator Double Double
Cos :: UOperator Double Double

This type encodes unary operators - we also define an interpretation function which maps each
constructor to a function of the correct type.

evalUOperator :: UOperator a b -> (a -> b)
evalUOperator Neg = negate

evalUOperator Not = not

evalUOperator Sin = sin

evalUOperator Cos = cos

Note that the type system enforces that the function we produce match the type specified by the
operator. In the same way, we define binary operators and their evaluation function.

data BOperator a b c where
Plus :: forall a. Num a => BOperator a a a
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Minus :: forall a. Num a => BOperator a a a

Times :: forall a. Num a => BOperator a a a
Divide :: forall a. Fractional a => BOperator a a a
Power :: forall a. Integral a => BOperator a a a

Eq :: forall a. Eq a => BOperator a a Bool

Leq :: forall a. Ord a => BOperator a a Bool
Le :: forall a. Ord a => BOperator a a Bool
Geq :: forall a. Ord a => BOperator a a Bool
Ge :: forall a. Ord a => BOperator a a Bool

Having defined the building blocks for our typed representation, the extension from the untyped
parsing representation to our GADTs amounts to replicating the constructors with extended type
information.

data Expr a where

EReal :: Double -> Expr Double

EBool :: Bool -> Expr Bool

EEnum :: String -> Expr String

EVar :: Var a -> Expr a

EApp :: forall a b. (Typeable a, Typeable b) =>
Expr (a -> b) -> Expr a -> Expr b

EBop :: forall a b c. (Typeable a, Typeable b, Typeable c) =>
BOperator a b ¢ -=> Expr (a -=> b -> )

EUop :: forall a b. (Typeable a, Typeable b) =>
UOperator a b -> Expr (a -> b)

We introduce an application constructor EApp to reduce code duplication, and enabling the future
addition of user-defined functions. Outside of this, everything mirrors the untyped representation.

We define a type AEXpr which hides the type information in order to pass it around without the
need for polymorphism - objects of this type carry around an SHPType a which lets us reconstruct
the type when needed.

data AExpr = forall a. Typeable a => Expr a ::: SHPType a

Typechecking the expressions amounts to constructing values of type AEXpr. The final result has
type Either String AExpr, which lets us account for type mismatch errors. We use the Refl
constructor to prove to the compiler that the types of two expressions are equal - if this construction
fails, we capture it by returning a Left containing an error message.

typecheckPExpr :: Env -> PExpr -> Either String AExpr
typecheckPExpr env e =

case e of
PReal r -> Right $ EReal r ::: SHPReal
PBool b -> Right $ EBool b ::: SHPBool
PEnum e -> Right $ EEnum e ::: SHPEnum

Converting primitive values is simple: we can just return the corresponding typed expression con-
structor with the appropriate SHPType witness. No type errors can occur at this stage, so we wrap
our values in Right.
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PVar v -> do
ASHPType typ <- maybeToEither
(env '? v)
[i|Error - undefined variable in expression: #{v}|]
return $ EVar (Var v typ) ::: typ

To typecheck variables, we look up their assigned type from the environment, and use it to con-
struct the EVar expression. If the variable is undefined in the environment we return a Left value
with an error message instead.

PUop op £ -> do
f_typed ::: f_t <- typecheckPExpr env f
op_typed ::: (tl :-> ret_typ) <- typeUOp op f_t
Refl <- testEqualityEither "" f_t tl1
return $ EApp op_typed f_typed ::: ret_typ

To typecheck operator expressions, we have to compare the type the operator expects with the
type it is supplied. To do this, we construct the following value by pattern-matching both types:
Refl :: a :~: a.This proves to the compiler that the two types are equal, which lets us satisfy
the conditions necessary to construct an EApp value.

PBOp op £ g -> do

f_typed ::: f_t <- typecheckPExpr env f
g_typed ::: g_t <- typecheckPExpr env g
op_typed ::: (tl :-> t2 :-> ret_typ) <- typeBOp op f_t g_t

Refl <- testEqualityEither "" f_t tl1
Refl <- testEqualityEither "" g_t t2
return $ EApp (EApp op_typed f_typed) g_typed ::: ret_typ

Similarly for two-argument expressions, we have to do two tests, but the result is the same.

Finally, we can use these expressions to parse our SHP statements. The type information that our
expressions carry is used to enforce that variables are only assigned to expressions whose types
match, and to ensure that control flow conditions return a boolean.

data Diff = Diff (Var Double) (Expr Double)
deriving Show

data SHP where
Assn :: forall a. Var a -> Expr a -> SHP
RandAssn :: Var Double -> Expr Double -> Expr Double -> SHP
Input :: forall a. Var a -> SHP
Composition :: SHP -> SHP -> SHP
While :: Expr Bool -> SHP -> SHP
Skip :: SHP
Cond :: Expr Bool -> SHP -> SHP -> SHP
SDE :: [Diff] -> [Diff] -> Expr Bool -> SHP

Values of SHP type are straightforward to construct now that we have expression typechecking.
We have to ensure that the expressions contained within have the appropriate types, and that the
referenced variables are defined and correctly typed.
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typecheckPSHP env shp = case shp of
PAssn var exp -> do
ASHPType var_typ <- maybeToEither (env !? var) "Type error"
exp_typed ::: typ <- typecheckPExpr env exp
Refl <- testEqualityEither "Type error" var_typ typ
return $ Assn (Var var typ) exp_typed

PCond exp left right -> do
exp_typed ::: SHPBool <- typecheckPExpr env exp
left_shp <- typecheckPSHP env left
right_shp <- typecheckPSHP env right
return § Cond exp_typed left_shp right_shp

Above, we show a sample of the typechecking for SHPs. The process is very similar to how we
typecheck expressions — for assignment, we have to prove that the variable has the same type as
the expression we are assigning via the Refl constructor, and for conditionals we have to ensure
that the condition has a boolean type.

Now that we have type-correct SHP programs, we can implement execution without needing to
worry about type errors.

5.5 Simulation

For execution, we need to keep track of the state. We store values in a key-value map, where the
Dynamic type lets us store values with different types in the same map.

type Store = Map String Dynamic

Expressions are evaluated in the context of the store. Variables with type typ extract their value
from the state, and if the type of the stored dynamic value does not match we throw an error.
However, we perform static checks of the program code to ensure this never happens with a well-
formed store.

evalExpr :: (String -> Dynamic) -> Expr a -> a
evalExpr ctx expr =
case expr of
EReal r -> r
EVar (Var x typ) -> case fromDynamic (ctx x) of
Just v -> v
Nothing -> error "Type error"
EBool b -> b
EBop op -> evalBOperator op
EUop op -> evalUOperator op
EApp f e -> evalExpr ctx f (evalExpr ctx e)
EEnum x -> x

With the ability to evaluate expressions, we proceed to define SHP executions using the RWS
(reader, writer, state) monad. This monad encapsulates common patterns that arise in defining
imperative programs by combining three different monads. The reader monad threads immutable
parameters through program execution, the writer monad collates an append-only list of logs that
the program can emit, and the state monad contains mutable state that can be read and written by
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the program. In this case, the reader carries simulation parameters and variable types, which are
known statically; the writer collects the points visited during differential equation evolution and
the state contains our mutable store and time.

Our execution type is

type Execution m a = PrimMonad m =>
RWST (Config m) (Endo [Vector Double]) State m a

Here, RWST is the RWS transformer, which adds RWS functionality to any monad. In our case,
we require that the monad at the bottom of the stack be a PrimMonad - a class of monad that can
perform unsafe operations, which we need for generating random values.

We can understand an object with type Execution m a as a program which runs in monad m
which supports random value generation (generally I0 or ST), takes as input a Config m object,
writes logs to Endo [Vector Double], has access to a state of type State, and returns a value

of type a.

Now, we can interpret our typed SHP representation as an Execution m a object, which can
finally be executed by supplying the appropriate state parameters.

runSHP ::
TracingMode w
-> (forall a. String -> SHPType a -> Config m -> m (Expr a))
-> SHP
-> Execution m w ()

TracingMode indicates the type of the trace - we define utilities for tracing the full path that the
SHP takes, as well as keeping track of minimum value or whether a predicate is always satisfied.
The next function in the type lets the execution obtain user input as a string, which is converted to
an expression. As before, we define execution as a case match on all the SHP constructors.

runSHP traceMode inputFun shp =
case shp of
Assn (Var v typ) exp -> do
disc <- use store
store . at v 7= toDyn (evalExprStore disc exp)

To interact with the various parts of the state, we use lenses. use accesses the component identified
by a lens within the state, and at lets us further index a map in order to update it with (?=). Since
our map type is heterogeneous, we use toDyn to map all expressions into the Dynamic type before
storing them.

RandAssn (Var v typ) low high -> do
g <- asks gen
disc <- use store
val <- MWC.uniformR (evalExprStore disc lo,
evalExprStore disc hi) ¢
store . at v 7= toDyn val

Similarly for random assignment, we update the state using lenses. To obtain the random value, we
first get the random number seed from the reader, and use it to produce a uniformly distributed
value between the values that the supplied expressions evaluate to.
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Input (Var v typ) -> do
config <- ask
enums <- asks enums
disc <- use store
expression <- lift $ inputFun v typ config
store . at v ?= toDyn (evalExprStore disc expression)

For input, we resort to the supplied input function to obtain an expression from the user, which
we can then write to the state.

Composition n m -> runSHP traceMode inputFun n
>> runSHP traceMode inputFun m
Cond p nm -> do
disc <- use store
if evalExprStore disc p
then runSHP traceMode inputFun n
else runSHP traceMode inputFun m
While p m -> do
disc <- use store
when (evalExprStore disc p) §$
runSHP traceMode inputFun m >>
runSHP traceMode inputFun shp

Finally, the combinators are defined recursively. SHS Composition becomes monadic compo-
sition (>>), While loops execute their body and recursively call themselves until the condition
becomes false, and Cond expressions are lifted to Haskell’s conditional.

5.5.1 SDE simulation

We use Euler-Maruyama integration for simulating SDEs. This is an extension of the Euler method
from ODE:s to the stochastic domain. To solve an SDE d.X; = b(X;,t) dt + o(X},t) dW with a
chosen timestep size d, let 7, = ¢ be the time value at timestep t, and W,, N/ (0, 9) be a sequence
of i.i.d. vectors with dimensions matching our SDE. Then, given some initial conditions Xy = I,
we can calculate our solution iteratively:

X1 = Xo +0(Xy, 71)6 + o( Xy, ) AW,

The types for our execution are the following:

type Flow = Vector Double -> Double -> Vector Double
type Noise = Vector Double -> Double -> Vector (Vector Double)

In our simulation, we define a helper function to obtain AW, with parameters dt (timestep), k
(vector length) and gen (random generation seed).

diiiener ::
(PrimMonad m) =>
Double -> -- step size
Int -> -- length of vector
Gen (PrimState m) -> -- random seed
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m (Vector Double)
difiener dt k gen = generateM k (\_ -> normal 0 (sqrt dt) gen)

We generate random numbers using normal ® (sqrt d) gen, which is an action in monad m
that draws a value from distribution N'(0, dt). Then, generateM k runs our monadic action k
times and collects the results into a vector.

We use this to implement the core Euler-Maruyama step:

eulerMaruyamaStep :: PrimMonad m
=> Flow -> Flow -> Vector Double -> Double -> Double
-> Gen (PrimState m) -> m (Vector Double)
eulerMaruyamaStep flow noise state t dt gen = do
w_n <- dWiener dt (length state) gen
return $§ zipWith (+) state
(zipWith (+) (map (*dt) (flow state t))
(zipWith (*) (noise state t) w_n))

Each step, we sample the random vector and store the result in variable w_n. Then, the 0 dW term
iszipWith (*) (noise state t) w_n,thebdttermismap (*dt) (flow state t),and
we can calculate the updated state by adding the three in a pointwise manner using zipWith (+).

An important consideration for executing SDE simulation in the context of the program is how its
execution should be traced. There are a few different traces we could care about, depending on the
situation - the natural choice is to store the state at each timestep, but we can also trace the value of
an expression, or simply keep track of the maximal value. In order to add this flexibility, we define
a type of tracing modes, where each constructor encodes the type of its associated trace:

type Trace m w = Vector Double -> Execution m w ()

data TracingMode w where
RawTrace :: TracingMode (Endo [Vector Double])
FullTrace :: Expr Double -> TracingMode (Endo [Double])
MinTrace :: Expr Double -> TracingMode (Maybe (Min Double))
MaxTrace :: Expr Double -> TracingMode (Maybe (Max Double))
AnyTrace :: Expr Bool -> TracingMode Any
AllTrace :: Expr Bool -> TracingMode All
NoTrace :: TracingMode ()

data SomeTracingMode = forall a. Monoid a =>
SomeTracingMode (TracingMode a)

A tracing function is one that writes to the trace without modifying the state. To define the various
tracing behaviours, we defer to the monoid instances of the carrier types to perform the appending
for us. For instance, we use the Endo monoid to store full traces efficiently - appending in this
monoid has time complexity O(1), as opposed to O(n) for the standard list monoid.

eulerMaruyamaTraceDiag ::
(PrimMonad m, Monoid w) =>
Tracing.Trace m w ->
Flow ->
Flow ->
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(Double -> Vector Double -> Bool) ->
Vector Double ->
Execution m w (Vector Double)
eulerMaruyamaTraceDiag traceF flow noise boundary state =

do
t <- use time
Config {maxTime = maxTime, dt = dt, gen = gen} <- ask
eulerMaruyamaloop maxTime t dt gen state
where

eulerMaruyamalLoop maxTime t dt gen st =
if maxTime <= t || not (boundary t st)
then do
time .= t -- we only update time in RWS at the end
return state
else do

nextState <- eulerMaruyamaStepDiag flow noise st t dt gen
traceF nextState
eulerMaruyamalLoop maxTime (t + dt) dt gen nextState

Our parameters are the tracing mode, the flow and noise components of the SDE, the boundary,
and finally initial state. We return a program execution which itself returns the final state of the

SDE.

The function proceeds in three stages. First, we obtain the parameters we need from the environ-

ment: initial time, maximum simulation time, timestep, and random generator. Then, we execute
the step function in a tight loop, tracing the state with every step. Finally, once the SDE hits the
boundary or the maximum simulation time is reached, we write the new time back to the state
monad and return the state of the SDE.

With this, we can implement the evaluation function for the SDE constructor:

SDE drift noise boundary -> do

5.6

state <- use store
let flowVars = map getDiffVar drift
let flowVarMap = fromList $ zip flowVars [0 ..]
let eval = evalExprVector state flowVarMap
:: Expr a -> Vector Double -> a

let flowF v t = fromList $§ map (flip eval v . getDiffExpr) drift
let noiseF v t = V.fromList $§ map (flip eval v . getDiffExpr) noise
let evalBoundary t = evalExprVector state flowVarMap boundary
new_state <- eulerMaruyamaTraceDiag (runTrace traceMode flowVarMap)

flowF noiseF evalBoundary (storeToVec flowVars state)
store .= vecToStore flowVars state new_state

Usage examples

In this section, we will simulate some example SHPs, mirroring those presented in Chapter 3.
For this, we use the command-line interface which we developed for this simulation tool. The
command-line interface for the tool provides several options for controlling the simulation, in-
cluding the ability to specify the input file, output file, and the simulation mode. The available
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options can be seen by running the tool with the -help flag:

$ stochastic-hybrid-sim --help

Usage: stochastic-hybrid-sim (FILENAME | --prog PROGRAM | --stdin)
[-o FILENAME]
[--parse | --typecheck | --simulate | --benchmark]
[--rawtrace | --notrace | --fulltrace ARG |
--mintrace ARG | --maxtrace ARG]
[-t FLOAT] [--timestep FLOAT] [-n INT]

5.6.1 Water tank

We begin by implementing the water tank example in our simulator, as displayed in Figure 5.3. This
mirrors the [saVODEs system defined in Chapter 3, though we have to provide concrete values for
all constants.

In order to execute the program and produce a trace, we can run the following command:

$ stochastic-hybrid-sim water_tank.shp -o tank_trace.txt

This will execute the water tank SHP and save the trace to tank_trace. txt. We can use this data
to produce a plot of the execution, as shown in Figure 5.4.

We can choose the format in which traces are collected, which is useful for producing statistics over
multiple runs of an SHP. This is aided by option -n, which informs how many times a program is to
be run. For example, we can gather statistics on the maximum water level observed across multiple
simulation runs with the following command:

$ stochastic-hybrid-sim water_tank.shp --maxtrace 1 -n 100 \
-0 tank_trace.txt

The results of this are shown in Figure 5.4.

The water level generally stays within the prescribed range, though on most of the traces it does
exceed the target maximum level m. This is due to the added variability in the SDE not being
accounted for in the flow rate selection. Note, however, that despite this it rarely exceeds the max-
imum by much, and so a more conservative flow rate selection function would be effective in pre-
venting overflows.

5.6.2 Planar flight

We can also reproduce the planar flight controller example, as shown in Figure 5.5. This SHP
models the interaction between our own aircraft and an intruding aircraft, where our controller
must decide on an angular velocity w to avoid collision based on uncertain observations of the
intruder’s position.

The program consists of a control loop where the intruder’s position (z, y) and angle 6 are observed
with some uncertainty, and the controller sets w accordingly. The continuous dynamics are then
simulated according to the SDEs that describe the relative motion of the two aircraft.
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Constants {
epsilon = 1;
m=5;
U=20.1;

3

Variables {
real f, 1, 1lu, c, c_old;

}
SHP {
1 := {0, m};
c :=0;
loop {
lu := {1-U, 1+U};
f:={-1, m - (lu + U) / epsilon};
c_old := c;
{1'=£, c'"=13%}dt + {1' = 0.1, c'=0} dW
& ® <=1 /\ c <= c_old + epsilon;
}
}

Figure 5.3: Uncertain water tank SHS

We plot a few runs of this SHP in Figure 5.6. We can observe that both the w = 1 and w = 0 paths
are represented, and thatindeed there are no collisions or close calls. We can also gather statistics on
the minimum distance to the intruder observed across multiple runs using the -mintrace option,
which can help in identifying potential safety violations.

5.7 Summary

In this chapter we have introduced a domain-specific language for reactive stochastic hybrid sys-
tems, along with a corresponding simulator and preliminary verification infrastructure. The lan-
guage is inspired by Platzer’s stochastic hybrid programs and supports a model-simulate-verify
workflow, where simulation provides intuition and debugging support, and formal verification in
Isabelle delivers rigorous guarantees.

In our implementation, we use Haskell to define a standalone language with a strongly typed ab-
stract syntax. This choice allows clear separation between the surface syntax and execution seman-
tics, and facilitates future translation to other back-ends, such as theorem provers, code generators,
or compilation to machine code.

We were able to leverage a number of advanced features of Haskell in order to make our code
simpler, more correct, and more extensible. We implemented the program analysis stages using one
datatype for each stage, which let us apply generic program transformations before typechecking.
We used GADTs to carry the type information for the programs, and make use of the typechecker
to ensure correctness of the implementation. Using the reader-writer-state monad let us write the
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Figure 5.4: Water tank simulation results

semantics of our program out very clearly while retaining extensibility, for instance in the ability
to select the tracing monoid at runtime.
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Constants {

v_own =

// Own velocity

13
v_int = 1; // Intruder velocity
0.

delta =

}

1; // Disturbance

Variables {

SHP

real x;
real y;
real theta;
real w;

{
// ctrl
x = {0,5};
y = {0,5};
theta := {0,3};
if (v_int * sin(theta) * x -
(v_int * cos(theta) - v_own) * vy
> v_own + v_int) {

w = 0;
} else {
w = 1;
}
{
x' = v_int * cos(theta) - v_own + w*y,
y' = v_int * sin(theta) - w*x,
theta' = w,
w' =0
} dt +

{ x'=delta, y'=delta, theta'=delta, w'=0 } dW
& true;

Figure 5.5: Flight controller with uncertainty
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Figure 5.6: Planar flight simulation results
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Chapter 6

Towards Brownian Motion in
Isabelle/HOL

6.1 Introduction

We attempt to mechanise Brownian motion in Isabelle/HOL. This is an important continuous-time
stochastic process which is used to give semantics to stochastic differential equations. This in turn
describes the dynamics of SHS, forming the foundation of our proposed logic. Brownian motion
is a central object in probability theory — it models the random motion of particles in a fluid, but
it can be applied to model a wide range of phenomena, such as thermal properties [66] and stock
prices [91].

In this chapter, we mechanise stochastic processes in Isabelle. This includes formalising a num-
ber of properties which allow us to define the properties that characterise Brownian motion. In
addition, we prove the Kolmogorov-Chentsov theorem, which lets us construct processes with
almost-surely continuous paths. Finally, we develop the theory of transition kernels, which let us
characterise and construct stochastic processes with desirable properties. All of our results have
been formalised in Isabelle/HOL!, and mainly follow Klenke’s “Probability theory: A Comprehen-
sive Course” text; one of the key textbooks in probability theory [71]. Unfortunately, we were
unable to complete the full construction of Brownian motion, due in part to an error in a textbook
proof, but our development remains a significant contribution.

Our main contribution is not the theory of stochastic processes itself, but instead the engineering
effort involved in formalising it. The mechanisation process involves much more work than simply
reiterating the results: pen-and-paper proofs are often laden with omissions, and their mechani-
sation strengthens their argument by spelling out every detail of the proof. This often involves
creativity, especially in the case where the textbook definitions or problem statements have to be
altered to fit within the logic, or enable better automation.

We also present our insights into the mechanisation of non-trivial continuous mathematics, and
how it can be structured to best leverage proof automation. In our development, we benefitted
from Isabelle’s proof automation — both automated theorem proving with Sledgehammer [14],
but also more traditional and bespoke proof methods.

These results have not been mechanised before to the authors’ knowledge, and they are comprised

I'The results are available at https://github.com/cplaursen/Brownian_Motion
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Figure 6.1: Paths of Brownian motion

of some deep, yet fundamental, results in stochastic process theory. Our mechanisation has re-
quired us to formalise a number of smaller novel technical results, particularly the iterated kernel
product and a constructive definition for intervals of dyadic rationals. The results are also applica-
ble outside of constructing Brownian motion; transition kernels can be used to give semantics to
probabilistic programs [56], and the Kolmogorov-Chentsov theorem is applicable for constructing
an important class of stochastic processes.

6.2 A probability theory primer

Our development is based on the Isabelle/HOL analysis and probability libraries, namely HOL-
Analysis and HOL-Probability [59, 57]. To provide some context, we will recount some notions
from probability and measure theory, together with how they are implemented in Isabelle.

Measure spaces The central objects of measure theory are measure spaces: triples (€2, F, i)
consisting of the space {2, the measurable sets F and a measure function i : F — R. The mea-
surable sets form a o-algebra: a family of sets closed under complements w.r.t. {2 and countable
unions, and which contains 2. Together, (£2, F) is called a measurable space. 1 is only defined on
the measurable sets, and must satisfy 1(A) > 0 and countable additivity:

> Ay =p | A

In Isabelle, measures are objects of type ’a measure, which are internally composed of the above
triple. To access the components of the measure objects, we use projection functions sets, space
and emeasure respectively. The measure function is ennreal (extended non-negative real)-
valued, as we need to allow infinity, but we can also use projection measure for the real-valued
version.
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Whenever we apply the measure to some set A, we need to show that A is measurable - if it is not,
the measure defaults to 0. Therefore, goals of the form A € sets Mare frequent, and we can use
tactic measurable to simplify or discharge them.

A measure is called o-finite if there exists some countable set A C F with | J. A = (2, such that
forany A € A, u(A) < 0o. A measure is finite if 1(£2) < 00, and finally it is a probability space if

w() = 1.

In Isabelle, these are encoded using locales — bundles of fixed variables and assumptions. Locale
sigma_finite_measure fixes a measure M and assumes the existence of A. finite_measure
extends this with the finiteness assumption, and finally prob_space does the same with assump-
tion emeasure M (space M) = 1.

Almost everywhere We state that a property P holds almost everywhere (a.e.), or equivalently
almost surely (a.s.) in a probability space, if {x | =P(z)} is a subset of a measurable set with
measure O (a null set).

In Isabelle, we use a binder to define almost-everywhere properties: AE x in M. P x means that
the set of = that do not satisfy P are a subset of a null set.

Measurable functions and random variables Given measurable spaces (X, F) and (Y, G),

f:X = YisF — G measurableif forany S € G, {z | f(z) € S} € F.

In Isabelle, we write M —,; N for the set of measurable functions between measures M and
N. It is a very common prerequisite for any lemmas on probability spaces that any functions be
measurable, and we can again use the measurable tactic to discharge or simplify these goals.

When the source is a probability space, measurable functions are known as random variables.
When typesetting random variables, it is standard practice to omit the points of the source mea-
sure: we write {X # Y} instead of {w € . X(w) # Y (w)}, though we often have to defer to
the latter form in the Isabelle text.

Given some M —); N measurable function X, its distribution is the push-forward measure it
induces on its target, defined by Dx (S) = p({w € Q | X(w) € S}). In Isabelle, this is given
bydistr M N X; this function treats NV as simply a measurable space, returning a measure space
with the same space and sets as NV, but equipped with the distribution of X as its new measure.

Independent variables Exclusive to probability is the notion of independence: two families of
events A and 3 are independent with respect to probability measure if VA € A, B € B. u(A) -
wu(B) = u(AN B). Then, random variables are independent if their preimages form independent
families.

In Isabelle, we have predicates indep_sets and indep_vars which characterise the correspond-
ing concepts.

Product measure The product measure [ [, (€, 75, ;) is generated by sets of the form {A |
Vi e I. A; € F;}. The variable X for J C [ is the projection from the product space with index
I to index J - this allows us to characterise product spaces with infinite index sets by considering
their finite-dimensional distributions.

In Isabelle, the product measure is given by function PIM I M. Elements of this space are domain-
restricted functions — the Isabelle type system does not allow us to directly specify products with
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a given index set, so instead we use functions which are set to undefined on elements outside the
index set.

Measure integral Finally, we can take the integral with respect to a measure. Isabelle defines
the Bochner integral, which lets us integrate over functions into any Banach space; this extends the
more commonly seen Lebesgue integral.

In Isabelle we write [x. £ x OMfor the integral of £ x with respect to measure M. If f is ennreal-

valued, we can use the nonnegative integral instead, which is better for proof automation when
applicable: [ Tx.f x OM.

6.3 Formalising Stochastic Processes

This section presents our formalisation of stochastic processes in Isabelle/ HOL, which builds on
the background theory presented in Section 6.2. We introduce stochastic processes, modifications
and indistinguishability, and convergence of processes in measure, all of which are necessary to
prove the existence of Brownian motion.

A stochastic process is an indexed family of random variables from some probability space {X; |
t € I} for random variables X; and index set /. In many instances I represents time; common
index sets include the natural numbers or the real interval [0, 00).

An example of a stochastic process is the Bernoulli process, a discrete time stochastic process with
I = N, which has two outcomes, 0 and 1, and can be used to model a sequence of coin tosses.
Another example is a one dimensional simple random walk, where in each time-step a position
is incremented or decremented by 1, based on the outcome of the Bernoulli process. We define
stochastic processes in Isabelle using a locale:

Definition 6.1 (Stochastic process locale).

locale stochastic_process = prob_space +

fixes M’ :: "’b measure"
and I :: "'t set"
and X :: "'t = ’a = ’'b"

assumes random_process[measurable]: "Ai. random_variable M’ (X i)"

Locales allow us to implement algebraic structures, including their carrier sets, operations and
axioms. A locale is a named set of fixed variables and assumptions [48]. One can prove theorems
within a locale relative to the locale assumptions and fixed variables, whilst making use of other
theorems in the locale.

Our stochastic process locale extends prob_space, another locale which fixesM :: ’a measure,
i.e. a measure space taking values of type ’ a, and assumes it is a probability space. To these assump-
tions, we add three fixed variables: M’ is the target measurable space of our process, [ is the index
set, and X is the process itself.

We then assume that X is a random variable into space M’ for all i. Here, /\ is a meta-quantifier.
It has the same semantics as V, but it is more convenient for proof automation as its operation is
built into Isabelle, rather than requiring introduction and elimination laws.

We add the [measurable] theorem attribute to our assumption, which makes it available to proof
method measurable. This proof method automates reasoning related to proving that functions
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or sets are measurable; we improve its success rate by tagging relevant theorems so that they may
be automatically used, rather than having to supply them every time.

Locale definitions give us a predicate that encodes the locale assumptions. We can use this predicate
to define the type of stochastic processes:

Definition 6.2 (Stochastic process type). A stochastic processisa quadruple (M, M’, I, X') where
X is a process with index set [, which is M — M’-measurable for any choice of index.

typedef ('t, ’a, ’'b) stochastic_process =
"{(M :: ’a measure, M’ :: b measure, I :: 't set, X :: 't = ’a = ’b).
stochastic_process M M’ X}"

Here we introduce a type of objects that satisfy the stochastic_process predicate defined by
the above locale. Types bring the advantage of proof automation. By defining a new type, the
measurability assumption becomes built into the stochastic process objects, and no longer needs
to be stated as an assumption in every theorem.

An example of a stochastic process is the simple random walk, which at each timestep will increase
or decrease its value by 1 with uniform probability. To define this, we can use a stream space as our
sample space, which contains all streams (infinite lists) of a given type. We define the action of our
random walk R on the stream space for booleans:

Rp(w) 2 Z ifw!ljthen1else — 1
je{l.n}

Here, w!!j is a function that takes the jth element of stream w. Then, at each timestep, our stochastic
process will increase by one if the corresponding stream element is True, and decrease otherwise.

Locales define a predicate that characterises their fixed variables and assumptions. We use the
predicate defined by the stochastic process locale to define the type of stochastic processes as a
quadruple of source measure, target measure, index set and family of random variables, which
satisfy the locale predicate.

We define the distributions of the process: given some .J C I, we define a product measure where
the distribution at each index is given by the process:

Definition 6.3 (Stochastic process distributions). For some stochastic process (X, 1, 1), its finite-
dimensional distribution for some finite 7" C I are given by the joint distribution of all Xy, ¢t € T

lift_definition distributions :: "(’t, ’a, ’'b) stochastic_process = ’t
set = ('t = ’'b) measure"
is "AM, M, _, X) T. (Ip teT. distr M 1" (X t))"

Here, 1ift_definition lets us define a function on some type in terms of its underlying struc-
ture.

Many properties of stochastic processes, including some necessary for defining Brownian motion,
are given in terms of their increments — expressions of the form X; — X; ;. In textbooks, collec-
tions of increments are often defined by obtaining some ¢4, %5, ...,t, suchthat t; <ty < --- <
t,.. We define one such construction below.

Definition 6.4 (Independent increments). A stochastic process has independent increments if for
alltg, ..., t,withty <t; <--- <t,all (X}, — X;,_,)i=1..n are mutually independent.
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lift_definition indep_increments :: "(’t :: linorder, ’a, ’'b :: minus)

stochastic_process = bool" is
"A(M, M’, I, X).
(V1. set 1 C I A sorted 1l A length 1l > 2 —
prob_space.indep_vars M (\_. M’) (Ak v. X (1!'k) v - X (1! (k-1)) v)
{1..<length 1"

In order to define this in Isabelle, we use sorted lists of indices. This involves predicate sorted,
which establishes that a list is in sorted order. We define our collection of independent increments
in terms of a sorted index list, and establish that a process has independent increments if any choice
of index list leads to an independent family of increments.

Brownian motion, or the Wiener process, is a process W with Wy = 0, independent normally
distributed increments, and almost surely continuous paths. It serves as a fundamental model for
real-world systems with uncertainty, naturally arising in various types of noise.

Its independent increments ensure that past events do not influence future outcomes. The normal
distribution of increments is supported by the central limit theorem, which states that the sum of
many independent random variables tends toward a normal distribution as the number of variables
grows large. This property justifies modelling cumulative small effects with normally distributed
increments. Finally, the continuous paths make the process suitable for modelling physical phe-
nomena that cannot exhibit sudden jumps or discontinuities.

In Isabelle, we define Brownian motion using a locale:

Definition 6.5 (Brownian motion). A process W is a Brownian motion if it starts at 0, has inde-
pendent, normally distributed increments, and almost-surely continuous paths.

locale brownian_motion =
fixes W :: "(real, ’a, real) stochastic_process"
assumes init_O[simp]: "P(x in proc_source W. W 0 x = 0) = 1"

and indep_increments: "indep_increments W"

and normal_increments: "As t. 8 < s A s <t =

distributed (proc_source W) borel (A\v. Wt v - W s v)
(normal_density 0 (sqrt (t-s)))"

and AE_continuous: "AE x in proc_source W. continuous_on {0..} (\t.

Wtx)"

In order to construct this, one can make use of the Daniell-Kolmogorov theorem, which is available
in [sabelle [64], in order to produce a process with an uncountable state space and specified distri-
butions. However, this does not guarantee almost surely continuous paths; for this we will prove
the Kolmogorov-Chentsov theorem, which will allow us to modify a process in order to make its
paths almost surely continuous.

Often in probability theory we extend common arithmetic properties so that they hold outside
of some set with probability 0. This is the case for equality between stochastic processes, and we
present two different ways of extending it in this way.

In order to compare processes, we first introduce the concept of compatible processes, which share
the same index set, target measure, and source o-algebra.

Definition 6.6 (Compatible processes). Stochastic processes are compatible if they share the same
index set, source measurable space, and target o-algebra
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lift_definition compatible :: "(’t,’a,’b) stochastic_process = ('t,’a,’b)
stochastic_process = bool"

is "AMx, M'x, Ix, ) (My, My, Iy, ). Mx = My A sets M'x = sets M’y

A Ix = Iy"

Definition 6.7 (Modifications). Any two compatible processes X and Y are modifications of each
other if, for any given t € I, P[X; = Y;] = 1. Equivalently, X is a modification of Y if and only if
there exists a family of null sets N; such that { X; # Y;} C N, forallt € I.

definition modification :: "(’t,’a,’b) stochastic_process = (’t,’a,’b)
stochastic_process = bool" where

"modification X Y +— compatible X Y A (Vt € proc_index X. AE x in proc_source
X. Xtx=Y t x)"

Definition 6.8 (Indistinguishable processes). Two processes X and Y are indistinguishable if the
set {3t. X; # Y;} is anull set.

definition indistinguishable :: "(’t,’a,’b) stochastic_process = (’t,’a,’b)
stochastic_process = bool" where

"indistinguishable X Y +— compatible X Y A

(IN € null_sets (proc_source X). Vt € proc_index X. {x € space (proc_source
D.Xtx#Ytx}CN"

Indistinguishability clearly implies modification, and we prove that the other direction of implica-
tion holds for a countable index set, and almost surely continuous processes on an interval:

Lemma 6.1 (Modification implies indistinguishability when the processes are almost surely con-
tinuous). Let X and Y be stochastic processes into a metric space (S, d). Assume that X and Y are
modifications of each other, that they have indices of the form [0, T'], and that they are almost surely con-
tinuous. Then X and Y are indistinguishable.

lemma modification_continuous_indistinguishable:
fixes X :: "(real, ’a, ’b :: metric_space) stochastic_process"
assumes modification: "modification X Y"
and interval: "3T > 0. proc_index X = {0..T}"
and continuous: "AE w in proc_source X. continuous_on (proc_index
) Ot X tw"
"AE w in proc_source Y. continuous_on (proc_index Y) (At.
Ytw"
shows "indistinguishable X Y"

The proof of this theorem relies on obtaining a null set for a countable dense subset of the index
space, and extending the null set to cover the whole space by continuity. We also rely on this tech-
nique later for the proof of the Kolmogorov-Chentsov theorem.

6.4 Convergence in measure

The usual notion of convergence for functions is pointwise convergence: a sequence of functions
fi + X = Y converges pointwise to f if Vo € X. lim,, o fn(z) = f(z). There are two ways of
generalising this within a measure space, where we want to consider convergence up to measure
0: convergence in measure and almost sure convergence.

63



The texts we consulted [71, 26], only define convergence in measure for sequences, and leave it to
the reader to extrapolate to real-valued functions. We mechanise this by defining convergence in
measure in terms of filters. These are commonly used in topology, and particularly Isabelle/HOL
and Lean, to indicate the “mode of convergence” that we are interested in. Examples of filters are
the convergence of a sequence as n — 00, or the limit of the function at a point lim,,_,, f(x).

In Isabelle, to specify that a function f converges pointwise to some value [ along filter F, we
write (f — 1) F, which can be read as “f converges to | along filter F”. A common filter is
sequentially, which specifies convergence of a sequence. Anotheris at t within S, which
specifies convergence of a function to a point within a domain. So we can write (% — 0)
sequentially,and (£ — oo)at 0 within [0, 00).

We extend this notion to convergence in measure by providing an alternate “converges to” operator:

Definition 6.9 (Convergence in measure). A family of measurable functions f converges in mea-
sure /1 to measurable function [ in filter F' if for all measurable sets A of finite measure and € > 0:

p{w.d(fo(w),l(w)) > e} NA)) —p 0)

definition tendsto_measure :: "’b measure

= ("a = 'b = ’c :: {second_countable_topology,metric_space})

= (b = ’c) = ’a filter = bool"

where "tendsto_measure M X 1 F = (Vn. X n € borel_measurable M)

A 1 € borel_measurable M

AN (Ve > 0. VA € fmeasurable M.

((An. measure M ({w € space M. dist X nw) (1 w) > e} N A) —
0 "

Intersecting with a set of finite measure helps to “localise” the convergence - in spaces of infinite
measure, we can define pathological functions which diverge but converge in measure, and this
finite set prevents that.

In finite measure spaces, our definition of convergence in measure is equivalent to one without the
intersection with the set of finite measure. This lets us provide a simpler introduction rule in the
finite_measure locale:

lemma (in finite_measure) finite_tendsto_measurel:
assumes [measurable]: "An. f’ n € borel_measurable M" "f € borel_measurable
M
and "Ae. € > 0 =
((An. measure M {w € space M. dist (f’ nw) (f w) > e}) — 0)
B
shows "tendsto_measure M f’ f F"

We also define convergence almost everywhere, which is yet another way to define convergence in
a measure space:

Definition 6.10 (Convergence almost everywhere). A family of measurable functions f converges
almost everywhere to measurable function [ in filter F’ if

fon—rl almost everywhere

definition tendsto_AE :: "’b measure = ('a = ’b = ’c :: topological_space)
= (b = 'c) = ’a filter = bool" where
"tendsto_,AE M f’ 1 F +— (AE w in M. ((Mn. £ nw) — 1 w) B)"
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We show that convergence almost everywhere implies convergence in measure, which are both
implied by standard pointwise convergence.

lemma measure_conv_imp_AE_sequentially:
assumes [measurable]: "An. f’ n € borel_measurable M"
"f € borel_measurable M"
and "tendsto_AE M f’ f sequentially"”
shows "tendsto_measure M f’ f sequentially"”

We show that the limit in measure — and by consequence the limit almost everywhere — is unique
almost everywhere.

lemma (in sigma_finite_measure) LIMSEQ_measure_unique_AE:
fixes £ :: "nat = ’a = ’'b :: {second_countable_topology,metric_space}"
assumes [measurable]: "An. f n € borel_measurable M"
"l € borel_measurable M" "1’ € borel_measurable M"
and tendsto: "tendsto_measure M f 1 sequentially"
"tendsto_measure M f 1’ sequentially"
shows "AE x in M. 1 x = 1’ x"

6.5 Dyadic intervals

To prove the Kolmogorov-Chentsov theorem, we rely on the existence of the dyadic rationals to
provide a countable, dense subset of the reals with evenly-sized intervals that can be made arbi-
trarily small. This will allow us to establish continuity of our process on this countable set, which
we can then extend to the whole space by leveraging continuity.

The dyadic rationals are rationals whose denominator is a power of 2 — {k/2"} for integer k and
natural n. In this section, we formalise dyadic intervals, which contain all dyadic rationals which
are a subset of some real-valued interval.

We define dyadic intervals in terms of steps:

Definition 6.11 (Dyadic interval step). For real numbers S, 7" and natural number n, dyadic in-
terval step D,,(.S, T') contains all dyadic rationals in interval [S, T'] with denominator 2":

D, (S,T) = {2% ‘ ke [[2"5], L2”TJ]}

definition dyadic_interval_step :: "nat = real = real = real set"
where "dyadic_interval_step n ST = (Ak. k / (2 A n)) ‘ {[2%n * S]..[2*n
% TJ}"

Then, we can define the dyadic interval as the union of all dyadic steps.

Definition 6.12 (Dyadic interval). The set of dyadic rationals contained in real interval [S, 77 is

givenby D(S,T) = J,, Dn(S,T)

definition dyadic_interval :: "real = real = real set"
where "dyadic_interval S T = (|Jn. dyadic_interval_step n S T)"

Conceptually, this coincides with understanding the dyadic steps as a sequence, and taking their
limit as n — o0. The dyadic steps provide a constructive way of defining properties of the dyadic
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interval by defining a property which holds on step n and taking a limit to extend it to the entire
set.

We prove some expected properties of the dyadic interval, beginning with finiteness and count-
ability:

Lemma 6.2 (Any dyadic interval step D,,(.S, T') is finite).

lemma dyadic_interval_step_finite[simp]: "finite (dyadic_interval_step
nsS 7"

Lemma 6.3 (Dyadic interval D(S, T') is countable).

lemma dyadic_interval_countable[simp]: "countable (dyadic_interval S T)"

Our concern with this theory is to aid the development of the Kolmogorov-Chentsov theorem,
where we will only be considering intervals of the form [0, 7'|. For convenience, we write D(7")

for D(0,T"), and likewise for steps D,,(T") for D,,(0,T).
lemma dyadic_interval_dense: "closure (dyadic_interval ® T) = {0..T}"

Dyadic intervals are dense in the realsDyadic interval D(T) is dense in real interval [0, 7] — any
point in [0, 7] is the limit of a sequence of points in D(7")

To prove this lemma, we define sequence §,, £ LQ;fJ ,and show that&,, € D, (T),andlim,, &, =
T

Dyadic expansions We define the binary expansion of a dyadic rational, as we will use it in the
Kolmogorov-Chentsov proof. Any dyadic admits a binary expansion, consisting of some integer k
for whole part, and a bit list b for the fractional part:

Definition 6.13 (Binary expansion of dyadic rational). (b, k) is the n-bit expansion of dyadic ra-
tional z € D, (T) if bis a list of integers drawn from {0, 1} with length n and

r=k+ ibm—l
m=1

definition "dyadic_expansion x n b k = set b C {0,1}
A length b = n A x = real_of_int k + (O_me{l..n}. real (b ! (m-1))
/ 2 A m)ll

The dyadic expansion is defined for dyadic rationals in a given step.

Definition 6.14 (Dyadic expansion for dyadic interval step). Any dyadic rational x € D,,(T) has
an n-bit expansion

lemma dyadic_expansion_ex:
assumes "x € dyadic_interval_step n O T"
shows "db k. dyadic_expansion x n b k"

It then follows that any dyadic rational has a dyadic expansion:

Definition 6.15 (Dyadic expansion for dyadic intervals). Any dyadic rational z € D(T") has some
dyadic expansion k, b
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lemma dyadic_expansion_ex’:
assumes "x € dyadic_interval 0 T"
shows "In b k. dyadic_expansion x n b k"

Finally, the dyadic expansion is unique for a given step.

lemma dyadic_expansion_unique:
assumes "dyadic_expansion x n b k"
and "dyadic_expansion x n c j"
shows "b = c A j = k"

6.6 Holder continuity

Holder continuity lies between uniform continuity and Lipschitz continuity. We will need it for
the Kolmogorov-Chentsov theorem, as we will be producing Holder continuous functions, but it
also finds applications in functional analysis.

Definition 6.16 (Holder continuity). Let (£, d) and (E’, d’) be two metric spaces. A function
¢ : ' — FE'is Holder continuous of order -y (Holder-y-continuous) for 0 < v < 1 on set D if for
allr, s € D thereisa C > 0 such that

Vr,s € D.d(o(r),¢(s)) < Cd'(r,s)”

definition holder_on :: "real
= ’a :: metric_space set
= ("a = ’'b :: metric_space)
= bool" ("_-holder’_on" 1000) where
"v-holder_on D ¢ +—
(3C > 0. (VreD. VseD. dist (¢ r) (p s) < C * dist r s powr y))"

Here, powr is the power function for R-valued exponents, as opposed to " for exponents in N.

We can also define a local version of this notion, where a function needs to satisfy the continuity
condition only within some € > 0, rather than the entire space.

Definition 6.17 (Local Holder continuity).

definition local_holder_on :: "real = ’a :: metric_space set = (Ca =
b :: metric_space) = bool" where

"local_holder_on v D ¢ =

(VteD. de > 0. 3C > 0. (VreD. VseD. dist st <e Adistr t <e —

dist (p r) (p s) < C * dist r s powr ¥))"

An example of a Holder-continuous function is the power function for fractional powers:

Definition 6.18 (Fractional powers are Holder). For some real ¥ where 0 < v < 1, function 27 is
Holder-y-continuous on domain [0, 0o].

lemma holder_powr:
assumes "a € {0<..1}"
shows "a-holder_on {0..} (Ax. x powr a)"

Further, 27 is exactly Holder--y-continuous - it is not Holder for any value larger than +.
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If  is Holder-y-continuous on D, it is also locally Holder-+-continuous on DD — we can simply
choose the entire space as the “local” neighbourhood of continuity. The other direction holds if D
is compact — we prove this by constructing the constant C' required by global continuity, using the
constants given by local continuity on the finite open cover of D.

Lemma 6.4 (Local Holder continuity implies Holder continuity in a compact domain.). If f is
locally Holder-~y-continuous on domain D and D is compact, then f is Holder-~y-continuous.

lemma local_holder_compact_imp_holder:
assumes "y > 0" "compact I" "local_holder_on v I ¢"

shows "v-holder_on I ¢"

Finally, we prove that Holder continuity is related in the expected ways to other forms of continuity
which are already available in the Isabelle distribution. We show that global 1-Hélder continuity
is Lipschitz continuity and local 1-Holder continuity is local Lipschitz; global v-Holder implies
uniform continuity and both the global and local versions imply regular continuity.

6.7 The Kolmogorov-Chentsov Theorem

The Kolmogorov-Chentsov theorem allows us to construct Holder-continuous modifications of
processes which satisfy an upper bound on their expectation.

Before we begin, our first step will be to prove a generalised version of Markov’s inequality, which
extends theorem nn_integral_Markov_inequality from the HOL-Analysis library.

Theorem 6.1 (Markov’s inequality). Let (€2, A, 1) be a measure space, Let X be a real-valued mea-
surable function on A. Let f : R — [0, 00) be monotonically increasing on the set (0, 00) U ran(X).
Then, for any € > 0 where f(c) > 0

fg f(X(z))p(dz))
f (6)

plX(p) =

theorem nn_integral_Markov_inequality_extended:
fixes £ :: "real = ennreal” and ¢ :: real and X :: "’a = real"”
assumes mono: "mono_on (range X U {0<..}) f"
and finite: "Ax. f x < oc0"
and e: "¢ > 0" "f £ > 0"
and [measurable]: "X € borel_measurable M"
shows "emeasure M {p € space M. (X p) > ¢}
< (T xof@Xx)OM /e

This theorem lets us give an upper bound to the measure of set { X > €} given the expected value

of f(X).

6.7.1 Theorem premises and general properties

There are several steps to the proof of the Kolmogorov-Chentsov theorem, so we define a locale
that encodes the necessary premises and give each step as a separate lemma.

Theorem 6.2 (Assumptions for the Kolmogorov-Chentsov theorem). Let X be a stochastic process
defined in a probability space with measure (i, which takes values in a Polish space equipped with metric d,
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and is indexed by [0, 00). Assume we have some a, b, C' < 0, and some v € (0,b/a), such that for any
s,t > 0, the following inequality holds:

/ A(X, (), X.(2))'dpu() < Cd(t, s+

Then, we will construct a modification X' of X such that X" is locally ~y-Hélder-continuous.

locale Kolmogorov_Chentsov =

fixes X :: "(real, ’a, ’b :: polish_space) stochastic_process"
and a b C v :: real

assumes index[simp]: "proc_index X = {0..}"
and target_borel[simp]: "proc_target X = borel”
and gt_0: "a > 0" "b > 0" "C > 0"
and b_leg_a: "b < a"
and gamma: "y € {0<..<b/a}"
and expectation: "As t. [s > 0; t > 0] =

(J* x. dist (X t x) (X s x) powr a Jproc_source X)
< C * dist t s powr (1l+b)"

Here, our process takes values in a Polish space, which are defined in Isabelle as complete, separable
metric spaces. Common examples of Polish spaces include rationals, reals, and real normed vectors.

As part of our assumptions, we have a bound on the expectation of X. We use can use the above
theorem to convert this into a bound on the measure of increments of X by transitivity:

Lemma 6.5 (Upper bound on increments of X). For s,t > 0, € > 0, the following bound holds:
Eld( X, X)]*

Pld(X,, X,) <¢] < -
lemma (in Kolmogorov_Chentsov) markov_X:
assumes "s > 0" "t > 0" " > O"
shows "P(x in source. ¢ < dist X t x) (X s x))
< (C * dist t s powr (1 + b)) / £ powr a"

This lets us show that at any ¢ > 0, X converges in probability to X; — it can be understood as
“continuous in measure”.

Lemma 6.6 (X converges to X; in measure).

lemma (in Kolmogorov_Chentsov) conv_in_prob:
assumes "t > Q"
shows "tendsto_measure (proc_source X) X (X t)
(at t within {0..})"

We will construct our modification as a limit of the process as s — ¢, and because X, converges
in probability this will allow us to show that the limit is equal to X; with probability 1, and hence
a modification.

6.7.2 Constructing the modification for index set [0, 7’|

We will now construct a Holder-continuous modification of X restricted to [0, 7| for any positive
T. Later, we will use countable additivity properties to extend this to an index set of [0, 00).
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locale Kolmogorov_Chentsov_finite = Kolmogorov_Chentsov +
fixes T :: real
assumes zero_le_T: "0 < T"

The idea is to construct our modification process on the dyadic rationals by discarding a null set
of dyadic increments that do not satisfy a Holder condition, and using uniform continuity to cover
the whole space. The null set in question is set NV, defined as follows:

Definition 6.19 (Null set of non-continuous paths). Define
Ay = {Max {d(Xo-n@p_1y, Xony) | k€ 1. [2"T|} > 277"}

This set characterises the increments that do not satisfy a Holder condition. We now construct the
limit set as n — oo by letting B,, = |J,,, Anm, and finally N = () B,

definition "A = An. if 2 A n * T < 1 then space source else
{x € space source.
Max {dist (X (real_of_int (k - 1) * 2 powr - real n) x)
(X (real_of_int k * 2 powr - real n) x)
| k. k € {1..|2%n * T|}} > 2 powr (-y * real n)}"

abbreviation "B = An. ((Jm. A (m + n))"

abbreviation "N = () (range B)"

We can obtain the measure of set A from its construction by using the Markov bound from lemma
markov_X:

Lemma 6.7 (Measure of A,,).

lemma emeasure_A_leq:
fixes n :: nat
assumes [simp]: "2An * T > 1"
shows "emeasure source (An) < C* T * 2powr (-n* (b -a* )"

We can then show that P(B,,) tends to 0 as n — 00, which allows us to finally show that N is a
null set.

Lemma 6.8 (Limit of B,, is 0).

lemma 1lim_B: "(An. measure source (B n)) —— 0"

Having identified this null set, we will construct our modification by ignoring the null set, and
showing that every path that does not belong to it is Holder continuous. For this, we fix some
w € Q0 — N, for which we will show that X (w) is Holder continuous on the dyadic rationals, and
then use this to construct the desired modification.

Definition 6.20 (Fixed w outside of N). We define a context (an unnamed locale) for some arbitrary
but fixed w, and obtain a positive value ng for which w ¢ J,, An+n,

context

fixes w

assumes w: "w € space source - N"
begin

definition "'np = SOME m. w ¢ (Un. A (n + m)) A m > Q"
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Here, we use Isabelle’s SOME operator to define ng. This gives us an object which satisfies a given
predicate, invoking the axiom of choice, and we need to prove the existence of such an object in
order to use it in proofs.

Dyadic increments Here, we will show that X (w) is Holder continuous on the dyadic rationals.
To recap, lemma markov_X uses the Markov inequality to give an upper bound on the probability
that the increments of X change too quickly for Holder continuity, and defined family of sets A;
to characterise the paths of X which exhibit Holder-discontinuous increments of size 27". Then,
at the limit, set NV characterises paths with discontinuous sections of any size. Finally, by matching
the definition of A with the Markov inequality, we are able to prove the following theorem:

Theorem 6.3 (Dyadic increments of X (w)). For any w € Q — N, and for rationals of the form
§= L t= % € 0.7 the s, t increment of X satisfies a Holder condition:

on

d(Xs(w), Xp(w)) <277

lemma X_dyadic_incr:
assumes "k € {1..[2*n * T|}" "n > ng"
shows "dist (X ((real_of_int k-1)/24n) w)
(X (real_of_int k/24n) w) < 2 powr (- v * n)"

Our task now is to prove that the above property holds for any two dyadic rationals. We will do this
in stages, by proving the property for increasingly more permissive choices of index, and leveraging
the construction of the dyadic rationals as a limit of steps. For convenience, we write D" to mean
Dy 1 as defined previously.

Lemma 6.9 (Dyadic increments 1). Forsomeng < n < m, lett, u be dyadic rationals such that u < t,
teD™uée D andt —u < 2,1%1 Then,

9=
d(Xy(w), Xi(w)) < T—o=

lemma dist_dyadic_mn:
assumes mn: "'ng < n" "n < m"
and t_dyadic: "t € dyadic_interval_step m 0 T"
and u_dyadic_n: "u € dyadic_interval_step n O T"
and ut: "u < t" "t - u < 2/2*n"
shows "dist Fuw) Xt w) <2powr (-7 *n) /(1 -2 powr - )"

To prove this, we rely on the dyadic expansion of ¢ — u, i.e. alistb C 0,1 such that Y ;" | 27"b;.
Note that, for simplicity, we present this theorem with a 1-indexed b, but in the Isabelle text b is
0-indexed. We use this to construct a sequence & which interpolates between ¢ and v in 2 *-sized

steps:
! b,
§=u+ .2 5

Q_k, ifb, = 1,

for k € [n,m)
0, if b, = 0.

Then, fn = U, fm =tand €k+1 — fk = {
Now, we can apply theorem X_dyadic_incr to each of these increments: d(X ;,, Xzi,—1) < 27!
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And finally, by applying the triangle inequality for sums:

d( X, Xu) < Zd<Xfi+1>X§i) < Z 277 <

Lemma 6.10 (Dyadic increments 2). For some ng < n < m, let t and s be dyadic rationals such that

s<tt,se D" andt —s < —21n. Then,
d( X (w), X(w 2
s <2
( t( )7 ( )) —_ 1 2_,-}/

lemma dist_dyadic_fixed:
assumes mn: "'ng < n" "'n < m"
and s_dyadic: "s € dyadic_interval_step m 0 T"
and t_dyadic: "t € dyadic_interval_step m O T"
and st: "s < t" "t - s < 1/2*n"
shows "dist X t w) X s w) <2 * 2 powr (- v *n) / (1 - 2 powr -
»"

To show this, we obtain an intermediate value u £ LQ;—nSJ We can apply the above theorem to

intervals ¢, u and u, s, and with the triangle inequality obtain the required bound.

Definition 6.21 (Holder constant Cy). Define Cy = 2 1_2217

definition "Cp = 2 * 2 powr v / (1 - 2 powr - )"

This is the limit of the sum of 2", which will serve as a Holder constant for the following lemma:

Lemma 6.11 (Dyadic increments 3). For any two dyadic rationals where |s—t| < o=, d(X;(w), X,(w) <
0
Cox*|s—t|7

lemma dist_dyadic:
assumes t: "t € dyadic_interval 0 T"
and s: "s € dyadic_interval 0 T"
and st_dist: "dist t s <1/ 2 A ny"
shows "dist X t w) (X s w) < Cy * (dist t s) powr ~"

We no longer restrict the step that our increment resides in, but from the construction of dyadic
intervals we know that any dyadic rational belongs to some interval construction step. In order to
apply the previous theorem, we obtain an m such that both s and ¢ belong to D"*. Now, we can
apply our previous bound directly.

In order to give a bound for dyadic increments of any size, we define another constant:

Definition 6.22 (Holder constant K). Define K = Cy(2/2"°7T)1=7”
definition "K = Cy * (2*nat [2%ny * T|) powr (1 - )"

Now, we can finally extend the bound for all increments.

Lemma 6.12 (Dyadic increments 4). For any two dyadic rationals s,t € [0, T
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lemma X_dyadic_le_K:
assumes dyadic: "s € dyadic_interval 0 T" "t € dyadic_interval O T"
shows "dist X s w) (X t w) < K * dist s t powr ~"

The reasoning for this mirrors the argument for step 1: we already have a bound on increments of
size 27"°, and we can extend the bound using the triangle inequality to cover the entire interval. To
this end, we define f; = s+ (t — 5) 57, where n = [2"°T'] is defined so that % < 2,1LO and hence

satisfy dist_dyadic. Now, we can take the sum >, = 1*"d(X,, X},_1) and apply the previous
step, and obtain our bound by the triangle inequality.

Hence, we have arrived at the following theorem:
Theorem 6.4 (X is Holder-continuous on the dyadic rationals).

corollary holder_dyadic: "~-holder_on (dyadic_interval ® T) (At. X t w)"
(intro holder_onI exI[where x=K])
using K_pos X_dyadic_le_K by force

Ho6lder continuity on the real interval In order to extend our result from the dyadics to the
reals, we define the following limit:

Definition 6.23 (Limit of X (w)).

L,= 1 X
t SHtIEIgO,T S(W)
definition "L = (At. (Lim (at t within dyadic_interval ® T) (As. X s
w))"

The existence of this limit follows from the uniform continuity of X (w) (which is implied by Holder
continuity), and the fact that the dyadics form a dense cover of the reals. Here is where the polish
space assumption comes into play — if the space weren’t polish, we would not be able to guarantee
the existence of this limit.

Constructing the modification Having defined a suitable Hélder continuous function for a
fixed w, we now stop fixing w and define our modification:

Definition 6.24 (Definition of X). Given some w € ) — N, we define

Xi(w)= Ilim X, (w
t( ) S%tGDO’T S< )
definition X_tilde :: "real = ’a = ’'b" where
"X_tilde = (At w. if w € N then undefined
else (Lim (at t within dyadic_interval ® T) (As. X s w)))"

Showing that X (w) is Holder continuous for any w € ) is straightforward: we have already shown
it forw € ) — N, and since it is constant for w € N, it is trivially continuous for this, too.

We now need to show that X is a modification. This follows from the almost-sure uniqueness of
limits in probability — we proved earlier that X converges to X; in probability as s — ¢, and it
follows from the convergence of L that X s will converge almost-surely to X; as s — t € Dy.
Together, these facts allow us to prove the following;:

Lemma 6.13 (For 0 <t < T, X, = Xt almost surely).
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lemma X_eq_X_tilde_AE:
assumes "t € {0..T}"
shows "AE w in source. X t w = X_tilde t w"

6.7.3 Extending the modification from [0, 7| to [0, c0)

We have constructed our required modification on index set [0, 7], and it now remains to show that
this can be extended to a modification covering index set [0, 00). The idea is to take the following
limit:

lim X[O,n]

n—o0

for N-valued n.

To do this, we first discard the details of our construction of X — all that matters is that it is a
Hoélder continuous modification of X:

Definition 6.25 (Arbitrary modification of X on index set [0,T). )]

definition "Mod = AT. SOME Y. modification (restrict_index X {0..T})
Y A
(Vxespace source. local_holder_on v {0..T} (At. Y t x))"

Lemma 6.14 (Indistinguishable on restricted set). For any two S, T > 0, M od(S) is indistinguish-
able from M od(T') on index set min(S,T).

lemma indistinguishable_mod:
assumes "S > 0" "T > 0"
shows "indistinguishable
(restrict_index (Mod S) {0..min S T})
(restrict_index (Mod T) {0..min S T}H"

We get this by deriving modification first, and then obtaining indistinguishability from the path
continuity of Mod. This lets us obtain a null set on which Mod(S) and Mod(T) are different, for
any S, T

Definition 6.26 (Null set for Mod S and Mod T). For S,T" > 0 we have a null set Ng 7 such that
XT £ X5 C Ngr.

definition "N S T = SOME N. N € null_sets source A
{w € space source. 3t € {0..min S T}. (Mod S) t w # (Mod T) t w}
g Nll

Then, Ny = s1en NVs,7 is a null set by countable subadditivity, which characterises
Lemma 6.15 (Countable union of Ng 7 is a null set).

definition N_inf where "N_inf = ((JS € N - {0}. (U Te€ N - {8}. N S
"

lemma N_inf_null: "N_inf € null_sets source"

With this, we can finally construct a modification of X on index set [0, 00) by ignoring paths in

]Vinf .
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Definition 6.27 (Construction of a modification of X on [0, c0)).
definition "X_mod = At w. if w € space source - N_inf

then Mod [t+1l| t w else undefined"

definition "X_mod_process = prob_space.process_of source
(proc_target X) {0..} X_mod undefined"

We show that this process is a modification of X, and that it is locally Holder-y-continuous, com-
pleting the proof of the Kolmogorov-Chentsov theorem.

lemma modification_X_mod_process: "modification X X_mod_process"

lemma local_holder_X_mod: "local_holder_on ~ {0..} (At. X_mod t w)"

Discussion In order to prove this theorem, we were able to closely follow the structure of the
textbook proof, but there were many mechanisation gaps to fill in, and some departures:

+ The textbook proof assumes 7' = 1 without loss of generality (WLOG) in the construction
of the modification on a bounded index set. We believe that this WLOG claim stems from a
similarity in reasoning between the 7" = 1 case and the arbitrary 7' case. However, without a
formal proof in Isabelle of this fact, we had to resort to proving the theorem for an arbitrary
T directly. This motivated the development of arbitrary dyadic intervals, and complicated
the proofs somewhat, as it forced us to adjust for cases 7' < 1 and T" > 1.

+ Proving that X is continuous on the dyadic intervals was the most arduous part of the proof.
It involved over 400 lines over 5 lemmas, as well as the formalisation of dyadic rationals and
their binary expansion.

+ There was no mention in the textbook of any measurability or summability requirement for
the constructed objects, though none of them were too complex to prove.

We have submitted this proof to the AFP, together with the necessary supplementary material. The
submission consists of 3830 lines, of which 1368 are the actual proof of the Kolmogorov-Chentsov
theorem.

6.8 Transition kernels

Transition kernels can be understood as generalisations of Markov chain transition functions. They
can be used to characterise and construct Markov processes in a natural way. In this section, we
develop the machinery required for defining stochastic processes, by using well-behaved families of
kernels. This involves defining the infinite product space generated by a family of kernels, building
on the Daniell-Kolmogorov theorem, whose coordinate process will have the desired properties.
In particular, we are concerned with Markov semigroups: consistent families of kernels where
composing kernels is equivalent to summing their indices.

Unfortunately, we were not able to complete this construction, owing in part to an error in the
textbook proof we were following. Transition kernels have been constructed before in Isabelle, but
the product kernel construction is novel, and will still prove valuable as a means to construct and
characterise stochastic processes.
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Definition 6.28 (Transition kernel). We define a transition kernel from measurable space (€2, .4)
to (€', A’) as a function x :  x A" — R™ such that:

VA" e A'. k(—,A")is A — B measurable
Vw € Q. k(w,—)is ameasure on (', A")

locale transition_kernel =

fixes M :: a measure"

and M’ :: "’b measure"

and k¥ :: "'a = ’'b set = ennreal"
assumes

sets_target_measurable [measurable]:

"AA’. A’ € sets I’ = (A\w. Kk w A’) € M —)s borel” and
space_source_measure: "Aw. w € space M —

measure_space (space M’) (sets M) (M’. kK w A")"

Here, B denotes the Borel o-algebra. This is the sigma-algebra generated by the open sets of a
topological space, and is very commonly used when dealing with topological spaces.

Intuitively, given some current state w, k(w, A’) computes the probability of transitioning to some
state in A’. Transition kernels provide a natural way of defining processes by characterising their
increments. For example, we can characterise a random walk on the integers which increases with
probability p and decreases with probability (1 — p) by the following kernel on the integers:

Definition 6.29.
P ifi=m-—1
k(i,{m})=<q¢1—p ifi=m+1
0 otherwise

Because we are working with a discrete sigma algebra, i.e. the power set of the integers, the kernel
is fully defined by its operation on singleton sets. We make use of countable additivity to compute
the probability of some event, by simply taking the sum over its elements.

A transition kernel k : Q — A’ is stochastic iff Vw € Q. k(w, —) is a probability measure. In
order to compose kernels together, we need to integrate with respect to the kernel measure. We
show that this integral is measurable, which is essential if we are composing several integrals, or
defining a kernel in terms of the integral of another kernel.

Lemma 6.16 (Kernel integral is measurable). Let f be an (21 X 2y — B) measurable function. Let
K be a finite kernel on {0y — (5. Define

If(wl) = /f(wl,wz)/i(wl,dm)

Then I is a Borel measurable function.

lemma kernel_measure_pair_integral_measurable [measurable]:

fixes £ :: "a x 'b = ennreal”

and K :: "("a, ’b) kernel"”

assumes f_measurable[measurable]: "f € borel_measurable (kernel_source

K @ u kernel_target K)"
and finite_K: "finite_kernel K"
defines "I = X\ f. (Q\wi. [Twa. f(wi, wg) Okernel_measure K wi)"
shows "I f € borel_measurable (kernel_source K)"
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The proof for this lemma follows an approximation approach for Borel measurable functions,
where we first prove that the theorem holds for indicator functions, then simple functions, and
finally for Borel measurable functions as they can be represented as countable sums of simple func-
tions, which are measurable because of the monotone convergence of the Lebesgue integral.

6.8.1 Kernel Product

The binary kernel product combines two kernels to operate on a product space.

Definition 6.30 (Binary kernel product). Let 1 be an €2; — €25 kernel, and x5 be a {21 x Qy — (23
kernel. Then the kernel product ®  is a kernel {2; — 5 x ()3 defined by

(k1 @K K2)(wo, A) £ / (/ 1A(w1,w2)ﬁ2((woawl)dw2)) k1 (wo, dwr )

definition pair_kernel :: "(’a, ’'b) kernel = (’a x ’b, ’c) kernel =
(’a, 'b x ’'c) kernel" (infixr "(Q) x)" 90) where
"pair_kernel K_1 K_2 = kernel_of (kernel_source K_1) (kernel_target K_1
& nr kernel_target K_2)

(Awo A. [Twi. ([ Tws. indicator A (wi, wo)dkernel_measure K_2 (wp,
w1))Okernel_measure K_1 wg)"

We also define ® p as the kernel product of k1 : {21 — ()5 and Ky : {25 — ()3 by understanding x5 as
a kernel that ignores the elements of {2;. This operation has more reasonable types which makes it
more compositional, and therefore more useful in defining stochastic processes.

Definition 6.31 (Partial kernel product).

definition pair_kernel_partial :: "(’a, ’b) kernel = (’b, ’c) kernel
= (’a, ’b x ’c) kernel" (infixr "(&Q p)" 90) where
"pair_kernel_partial K_1 K 2 = K_1 ®K (kernel_of (kernel_source K_1
& v kernel_source K_2) (kernel_target K_2)

(Aw As. kernel K_2 (snd w) Ap))"

We show that our definitions form a transition kernel if the kernels are finite. For this, we need
to prove that the inside of the integral is measurable, which requires an additional proof. The
arguments for these are quite standard - approximation using Dynkin systems. If both kernels are
finite then the product is o-finite, and if they are stochastic or substochastic then the product is
too.

Our objective is to define the finite product kernel analogously to the following recursion:

k+1
®ﬁi:(m1®li2®---®lik)®lik+1
i=1

This is not possible within the type system of Isabelle, as it is not possible to construct a type of
n-fold Cartesian products where 7 is allowed to vary. Instead, we represent these n-fold products
as functions from a finite index set, and define the recursion using the product measure PiM as our
target.

Definition 6.32 (Finite product kernel). Let n be some natural number and K a family of kernels
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with index set {0..n}. Then define ®),_, K} is akernel Q — Q%" defined recursively as follows:

O

<§ Ki) (w, A) = /w, {/w L (wy, o) d g1 (wp(n } <®K) W, Wr).

primrec PiK :: "nat = (nat = (’a, ’a) kernel) = (’a, (nat = ’a)) kernel”
where
"PiK 0 K = kernel_of (kernel_source (K 0)) (PiM {0} (Ai. kernel_target
(X 1))

AwA. KO w ((Ax.(Anef{d}. x)) - A" N space (kernel_target (K
0" |

"PiK (Suc n) K = kernel_of (kernel_source (K 0)) (PiM {0..Suc n} (Ai.
kernel_target (K i)))
(Aw A’. [Twy. ([ Tw. indicator A’ (wy (Suc n:=w)) Okernel measure

(K (Suc n)) (wy n))
Okernel_measure (PiK n K) w)"

In our definition, the base case lifts kernel K, to operate on the product space of functions, and
the recursive case defines the product kernel as an integral with respect to K (n + 1), analogously
to our binary product construction. We show that this kernel is well-formed by induction on the
dimension n of the product, and we are able to reuse proofs from our binary product construction.

We now define a way of obtaining a measure from a kernel. Let (£2, F, ;1) be a measure space, and
let k : F — G be a finite kernel. Then

M@s/ﬁéH#@PFL

defines the semidirect product. We prove that integrals over the semidirect product can be split
into two integrals:

/f (1 ®s k) (dw) = /(/f wi, Wa)K (wl,dw2)) pi(dwr)

Finally, we define kernel composition. Let x; be a finite (€29, .49) — (€21,.4;) transition kernel,
and let ko be a (Q1,.41) — (22, Az) transition kernel. We can now define kernel composition by

K1 © HQ(WO,Az) = / /€2(W1>A2)/€1(w07dw1)
951

Kernels and convolution In Klenke’s text, theorem 14.31 makes the following claim [71, p.314]:
Given a family of independent variables X; and index I, define the kernels

Ki(w, —) = 0, * Dy,

Then, the product kernel of k; at state 0 is equal to the distribution of X:

(@m) o= J] pxy

teI(j0,n))
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However, we have been unable to reproduce the associated proof in Isabelle. The chain of reasoning
relies on the following statement:

P10 (0 (A1 X -+ x An)) = [ [ e (Ar)
k=1

Where Sy = Xy +- - -+ Xpand gp(z1, ..., 2x) = (x1, 21422, ..., 21+ - -+x1). Webelieve that
the above does not hold in general — the argument seems to be that the image of  is the inverse
of taking sums of each coordinate via the S random variable, but we were unable to prove this. As
this is a required lemma for this approach to constructing Brownian motion, we were unable to
continue.

6.9 Discussion

We present the conclusions that we have drawn about mechanisation of textbook mathematics in
the form of answers to the following questions.

Question 1: How well do textbook mathematics lend themselves to mechanisation? We
found that on a number of occasions, the textbook proofs omitted a significant amount of detail,
at times skipping proof obligations entirely. This was most common with measurability proofs;
these can be quite tedious, but were often dismissed by the author. Most of the work in formalising
pen-and-paper mathematics lies in making the implicit — explicit — and filling in the gaps between
the broad strokes of the proofs.

In particular, one of the major deviations from Klenke’s text was the development of the theory
of dyadic intervals. In the proof of Kolmogorov-Chentsov, the author assumes “without loss of
generality” that 7' = 1, implicitly arguing that the reasoning for any other value of 7" would be
identical. This kind of reasoning cannot be carried out ad hoc in a proof assistant, and therefore
we had to develop a theory that allowed us to deal with arbitrary values of 1" in the proof, leading
us to dyadic intervals.

Importantly, we claim to have found a proof error. This highlights the importance of mechanisation
in enforcing mathematical rigour, as it is impossible for such errors to get past mechanisation.
Unfortunately, this did also prevent us from completing the construction of Brownian motion,
though other possible constructions are possible and left to future work.

Our development consists of ~7000 lines of proofs, comprising 391 lemmas and 33 definitions.
The formalisation covers about 20 pages of the textbook, including some preliminary material from
the early chapters that was not previously available in Isabelle/HOL. We consider this to be a sub-
stantial piece of work; the pen-and-paper proofs are terse, and significant effort was expended in
adapting textbook definitions to work with the Isabelle/HOL libraries and type system.

Question 2: How do the proof facilities of Isabelle/HOL support mechanisation of textbook
mathematics? Isabelle/HOL was expressive enough for all of the definitions we wanted to write,
but at times we had to make concessions for the type system. The finite kernel product was defined
in the textbook as a recursion using the binary product. This would need dependent types to work
in Isabelle, so we had to make this construction explicit. Other such occasions included having to
restrict the types of measures to be homogeneous, when they could in theory each have a different
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type, although we doubt this will have any impact in practice. The advantage of using simple types
is the wealth of automation facilities available; much of the low-level reasoning can be deferred to
automated theorem provers via Sledgehammer [14], making the development simpler. Throughout
the development, we count almost 700 subgoals proven via Sledgehammer.

Despite this, we often found ourselves decomposing large proof goals by hand. Sledgehammer is
not a panacea, and it goes hand-in-hand with Isabelle’s other theorem provers, such as the simpli-
fier and the measurability prover. We made use of two main approaches for improving automation
within our theories: firstly, we made use of type definitions when practical, as these leverage the
type system to discharge assumptions automatically. Secondly, theorem annotations give domain-
specific knowledge to the automated provers by indicating which theorems can be applied to a
specific situation, e.g. simplification rules can be unconditionally applied to simplify a proof goal.
Despite this, we still had to write routine proofs by hand. In particular, proofs for measurability
goals involving the product measure PiM were very difficult to automate; this re-interprets func-
tions as dependent products, which are cumbersome to reason about in Isabelle’s type system.

6.10 Related work

The probability theory of Isabelle/HOL was developed during Hélzl's PhD thesis [57], which in-
troduces basic concepts such as the construction of probability spaces, as well as product spaces
and Markov Chains. Immler formalised the Kolmogorov extension theorem [64], which proves the

existence of stochastic processes with arbitrary indices. We make use of these results, which are all
available in the HOL-Analysis and HOL-Probability libraries of Isabelle/HOL.

There are overlaps between our work and other Isabelle/HOL developments. In their formalisation
of quasi-Borel spaces, Hirata et al. developed a theory of measure kernels in order to describe prob-
abilistic programs [56]. Their definition is compatible with ours, but they do not define any form of
the product kernel and thus it is not enough to describe stochastic processes. However, we do make
use of their formalisation of measurable isomorphisms. Stochastic processes have been covered in
Isabelle/HOL too — Keskin et al. have developed a theory of martingales in Isabelle/HOL [68].
The theorems they prove in their development are largely disjoint from ours, but their definition
of stochastic processes is compatible with ours.

Beyond Isabelle/HOL, comparable probability-theory formalisations exist in other interactive the-
orem provers, though to our knowledge none reach the construction of Brownian motion. Lean’s
mathlib [109] provides an extensive measure- and probability-theory library, including condi-
tional expectation and a substantial theory of martingales, with work towards stochastic calcu-
lus and the It6 integral ongoing; its foundational, measure-theoretic design is close to ours, but
the Kolmogorov—Chentsov theorem and the product-kernel construction we develop here are ab-
sent. In the Coq/Rocq ecosystem, the Coquelicot library [16] supplies real analysis, while the
MathComp-Analysis and Infotheo developments of Affeldt et al. [4] formalise measure-theoretic
probability on top of the Coq mathematical components library. These likewise share a founda-
tional basis with our work, but they target general analysis and discrete information theory rather
than continuous-time stochastic processes, and so do not provide the modifications and continuity
results that the construction of Brownian motion requires.

Our development is thus distinguished less by the underlying measure theory — which is broadly
comparable across these systems — than by the machinery specific to continuous-time processes:
convergence in measure, almost-surely continuous modifications via Kolmogorov-Chentsov, and
the iterated kernel product.
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6.11 Summary

We have developed a theory of stochastic processes in Isabelle/HOL, based on the existing prob-
ability theory library. We formalised stochastic processes and stochastic kernels, and proved the
Kolmogorov-Chentsov theorem for producing continuous modifications of well-behaved processes.
The groundwork has been laid for the construction of Brownian motion, and with it the mecha-
nisation of stochastic calculus. Even if the attempted approach failed, there are many different
constructions of Brownian motion that can be developed with the use of our theory.
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Chapter 7

Stochastic Differential Dynamic Logic for
Stochastic Hybrid Systems

So far, we have developed a simulator for SHS and mechanised the underlying theory of stochastic
processes. We will now bring these two together by mechanising an axiomatic logic for SHS in
Isabelle/HOL.

In this chapter, we detail our implementation of stochastic differential dynamic logic (SdL) in Is-
abelle/HOL. While the logic itself was proposed by Platzer [95], its mechanisation and the support-
ing proof infrastructure are original contributions of this thesis.

7.1 Semantics for SdL

Let us first recount some notions from Platzer’s paper. He defines SHPs by the following grammar:

a,fru=w, =0z, =% |TH |de =bdt + cdW&H | \a®vf | a; 5| o

Here 6 is a real-valued expression, H is a predicate on the state, b denotes the flow and o denotes
the noise component of an SDE, and v and A are real numbers.

These are, in order: assignment, random assignment, test, SDE evolution, probabilistic choice, se-
quential composition and iterated composition. They behave as expected, analogously to the SHPs
we defined for simulation; we will later see how they can be implemented in Isabelle.

As an example, we can rewrite the thermostat SHP presented in Chapter 5 to fit in this language:

Thermostat £ z := x;

T > 19Nz <245 (

0.5(dz = b5dt + 0.1z dW& x < 24)
®0.5(dr = —0.1dt + 0.1z dW& = > 19)

)*

This language operates more non-deterministically than ours - the test operation discards any ex-
ecutions that fail its predicate. The differences are the following:
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+ Random assignment in this language assumes a distribution which is not specified. In our
simulation language, we use a uniform distribution over a range.

+ Tests perform the same function as our if statement. Tests are impractical for simulation,
since they require that we throw away an execution trace, but for many practical purposes
they are equivalent.

« We choose not to implement random choice in our simulation language, as we can instead
use random assignment followed by conditional.

+ There are no while loops in this language - it is geared towards system modelling rather than
allowing some amount of traditional programming.

SHPs are given semantics by the following pair of functions.

[o] : (@ = R?) = ([0,00) x @ = R'); Z = [a]” = ([} )e=0

and

() : (2 =RY) = (2 —=R); Z — ()?

Here, our state space is R? and our probability space is 2. The function [a]Z takes as input a
random variable Z defining its initial state and returns an R%-valued stochastic process, indexed
by a positive time ¢. This notion of stochastic process matches what we developed in order to
mechanise Brownian motion, with the added complication of an initial state parameter.

(a)? is a stopping time, after which « is no longer allowed to evolve and instead becomes L. To-
gether, the two functions define a class of objects which evolve until they hit some boundary con-
dition.

In order to reason about SHPs, Platzer introduces stochastic differential dynamic logic (SdL) for-
mulas. An SdL formula f maps a random variable describing the current state to a real-valued
random variable. They are given semantics by function [f] : (2 — R?) — (2 — R).

Terms of SdL are given by

frg:=F|Bf | A +vg|{)f

Where F'is a measurable function, B is a boolean combination of terms, + is linear combination
and (o) f (diamond) represents the supremal value of f along the evolution of SHP o. An SdL
formula is a boolean expression regarding two SdL terms:

pu=f<gl|lf=g

The central operator of the logic is the diamond, which has the following semantics

[(@) 17 = sup{[/T*¥ : 0 <t < ()7}

Term () f denotes the maximum value attained by SAL term f during the execution of program «,
between times 0 and (). Intuitively, f would denote some safety condition which is continuously
tracked, where higher values are more unsafe. This value is continuously tracked and the highest
value is returned - if it was greater than some threshold then the system entered an unsafe state.
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For example, the SAL term (Thermostat)x denotes the highest temperature reached during the
execution of the thermostat program. This is a random variable - we obtain a distribution over
possible maximum values.

7.2 A Semantic Domain for SdL

In order to mechanise this logic, we will be taking a different approach to Platzer in defining the
logic. Rather than define a syntax for the logic and give each syntax element semantics, we are
fixing a semantic domain for the logic and then using this to define the syntax. The main benefit
here is that we escape the limitations of a fixed syntax tree, while allowing us to directly make use
of Isabelle’s proof automation.

This is a shallow embedding, where we aim to re-use the facilities of the implementation language
as much as possible, rather than working with an abstract syntax tree and implementing the target
language from scratch. We applied this approach to the type system of the simulation language in
Chapter 5 by making use of Haskell types via GADTs rather than defining our type universe from
scratch.

For this, we work in the type of functions, rather than with an abstract datatype which defines the
constructors for SHPs and SdL. This will require first identifying the relevant type of functions,
and then producing a set of conditions that characterise functions that correspond to SHP and SdL
terms.

Our contributions here are the following:
+ We augment the space and the operations to make the absorbing state precise.

+ We identify a set of healthiness conditions for functions to represent SHPs and SdL terms.

Absorbing state

In order to characterise the behaviour of processes that result from a failed test, or those which have
exceeded their stopping time, Platzer relies on a notion of ‘absorbing state’ which these processes
enter [95, p.4], but this is never precisely defined. Our first contribution is to make this notion
precise by extending the target space of SHPs with an unreachable element that will characterise
an absorbing state.

Labelling the disjoint point characterising absorbing state as |, we will be writing S| as shorthand
for S U {_L}. Then, the type of the random variable denoting SHP state becomes:

Z:Q—R?

Z is a random variable which, at any given point, is either R?-valued or L. We can use this to define
SHPs as functions directly:

Definition 7.1. An SHP is a function « of type:

a: (=R = (R=Q—=RY) x(Q—=R))
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Instead of defining semantic functions to give the stopping time and stochastic process associated
with a given SHP, the SHP now is the function, which takes as input initial state and . We can recover
the two components by

For consistency, we write [a] and () to identify the first and second elements of this tuple, re-
spectively. In addition, we write [a]Z to mean the process associated with « started in state Z, and
[o]; to indicate the value taken at time ¢ by c.

SHP healthiness

The type we constructed in definition 7.1 allows behaviours that we want to disallow for SHPs.
Functions with this type can recover from an absorbing state, they can negative stopping times,
and there are no constraints on how the process evolves. In order to restrict the behaviours of our
SHPs, we define the following healthiness conditions, which characterise “well-behaved” programs:

Definition 7.2 (SHP healthiness).

(a) >0 (7.1)

If Z(w) = L then [a]?(w) = L (7.2)

Program [a]? (w) may only apply Z to w (7.3)
[a]Z is a random variable (7.4)

[a]? is a.s. piecewise continuous. (7.5)

Condition 7.1 mandates that processes have a non-negative stopping time. This will be necessary
when we define the diamond operator within SdL. Condition 7.2 requires that the process be un-
able to recover from a failed intial state. This is necessary for the behaviour of the operators which
use the absorbing state to be as expected: we need the process that arises from a failed test to be
discounted from any future calculations, so it cannot suddenly recover from failure.

Condition 7.3 is more unusual, but without it we cannot ensure that the process is using the initial
state, rather than conjuring up some w value which it returns. This is effectively a constraint on
the syntax of the language.

We require condition 7.4 in order to reason about the probabilistic behaviour of the SHP. Finally,
condition 7.5 ensures that the stochastic process has piecewise-continuous sample paths, allowing
for discrete jumps. In practice, we will axiomatise the behaviour of the continuous processes, so
we will not be including this condition in our mechanisation.

SdL term healthiness

Similarly to above, we define SdL terms to be denoted as functions of the type

(Q—=RY) = (2 —=R)

They are maps from state-valued random variables to real-valued random variables. We also define
healthiness conditions to SdL terms, analogously to the above definition for SHPs.
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Definition 7.3 (SAL term healthiness). An SdL term is healthy if it satisfies the following condi-
tions:

fA(w)=0if Z(w) = L (7.6)
fZ (w) may only apply Z to w (7.7)
f# is a random variable (7.8)

7.3 Simplifying the Semantic Domain

While the healthiness conditions let us characterise the set of functions which correspond to valid
terms, they are cumbersome to work with and lead to clunky definitions. We need to take care to
handle | terms explicitly, and condition 7.3 in particular is difficult to work with. Thankfully, we
can refactor the type of these functions in order to simplify definitions and encode some healthiness
conditions within the type. For SHPs, we argue that the following simplified type is equivalent:

R - Q — ((R—R%) xR)

There are a few changes here: instead of having a random variable representing additional state,
we simply have an R? value. Conceptually, condition 7.3 enforces that the only value that a process
« can use with path w is Z(w), so we can simply pre-apply Z to w and supply that value, rather
than requiring that the process do it.

Next, we extract the path parameter {2 from the tuple in order to simplify definitions. This results
in SHPs being two-argument functions which return a (path, time) tuple.

Finally, we exclude | from the input. Condition 7.2 forces SHPs to take value 1 when the input
state is L - we can enforce this directly without need for a healthiness condition by removing the
option from the argument and instead, when attempting to run an SHP on the absorbing state,
simply returning an | and a stopping time of 0 directly.

The changes made to the type of SdL terms are analogous — the resulting type is the following:

R - (2 = R)

SdL terms are now functions from state to real-valued random variables. Similarly to above, ap-
plying an SdL term to an absorbing state results in a random variable which always returns 0; the
only healthiness condition that remains is measurability.

Formal proof of equivalence

We can show that the two definitions for SHP semantics are equivalent. For this, we construct a
bijection ( between the two forms of SHP, which we will later prove correct:

1 if Z(w) =1

o] tZ «) (w) otherwise

(p(a))? (w) = {O if Z(w) =1

Le(a)] (w) = {

()?“)(w)  otherwise



Similarly, we give a bijection £ between our definitions of SAL term:

0 ifZ(w) = L
[f17“)(w) otherwise

H&WQMI{

7.3.1 Definitions for the Semantic Domain

In addition to a simpler characterisation of the semantic domain, we provide new definitions which
we argue simplify the logic and make it more extensible. In particular, we present the following 3:

+ SHPs with stopping time O are generalised as discrete SHPs.
+ The Iverson bracket lets us embed predicates in SdL.

+ We define a number of mathematical operators for SdL terms, e.g. addition.

Discrete SHPs

There are a number of primitive constructors in SAL that have a stopping time of 0. These simply
perform a discrete action on the state, and thus can be specified as this action on the state and lifted
to act on the correct space.

Definition 7.4 (Discrete SHP). Given some function o : (R x ) — R, the discrete SHP asso-
ciated with it is

These functions are probabilistic programming operators. For example, we can define determin-
istic assignment as a function which operates on the state and ignores the random variable. Given
some substitution s : R? — R% we can define as s'(k,w) = s(k).

Iverson bracket

Platzer’s approach to defining SAL terms does not fit with our semantic embedding approach. As
long as reasoning with the resulting terms is tractable, we can define a much richer set of construc-
tors than Platzer provides, and since we will be implementing this in Isabelle there is no implemen-
tation overhead resulting from this, as we'll be able to reuse the existing theories.

In order to embed arbitrary predicates in SdL formulae, we define the Iverson bracket:

Definition 7.5 (Iverson bracket). Given predicate H : R? — B, the Iverson bracket [H| is defined
by

1 otherwise

() — {0 if Z(w) = L or H(Z(w))
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Operations on SdL terms

In order to allow the combining of SAL terms, we can show that they form a vector space, a multi-
plicative ring, a lattice, and a partial order. Defining operations on SAL terms is generally straight-
forward, as it is usually sufficient to lift the relevant operation on real numbers to work on the SdL
terms in a pointwise fashion. For example, addition (and identically multiplication, division, etc.)
can be defined as follows:

[f + g% (w) = [f]%(w) + [9]*(w) (7.9)

An exception to this is the ordering of SdL terms.

Definition 7.6 (SAdL Order). Let f and g be SAL terms. We define the (non-strict) order as

f<g 2 VZw. [f]%(w) < [9]7 ().

The strict order is then given by

f<g= f<gA3Zw. [f]PWw) <[] (w).

7.4 Mechanising Stochastic Hybrid Programs

In Isabelle, we define these objects by employing a shallow embedding, rather than describing the
syntax and semantics separately. This allows us harness Isabelle’s proof automation and existing
theories without having to constantly apply the semantic functions. As covered in section 7.3, we
use a simpler type than Platzer uses in his text, and define healthiness conditions to characterise
well-formed programs.

definition wb_SHP :: "(’s = ’a = (real — ’s) x real) = bool" where
"wb_SHP o = Vk w. snd (o k w) > 0"

Despite having identified a number of conditions, the only one that is practically necessary for
this development is non-negative time. This is because conditions 7.2 and 7.3 are enforced by the
type of SHPs, and we axiomatise the probability space and the stochastic evolution operations so
conditions 7.5 and 7.4 are not necessary for verification.

In the type of the above definition, ’a — ’b is synonymous with type ’a = ’b option.

A quirk of working with Isabelle is that we cannot use the standard probability theory approach of
working with random variables in a point-free way; instead we explicitly reference the member of
the probability space w € €2 that we are applying our random variable to. We call this w the path,
as it will characterise the (random) path that our stochastic process will take.

Using the above, we can now give an Isabelle proof of the equivalence between Platzer’s definitions
for SHPs and our own

lemma wb_SHP_bij: "bij_betw ¢ (Collect wb_SHP_alt) (Collect wb_SHP)"

Here, Collect is the set of all objects that satisfy a given predicate — in this case healthiness condi-
tions for SHPs.

With this, we can define a type of SHPs, similarly to how we defined the type of stochastic processes
and kernels in our Brownian motion development.
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typedef (’a, ’s) shp = "{a :: s = ’a = ((real — ’s) X real). wb_SHP
a}ll
morphisms dest_SHP mk_SHP

As mentioned above, we can define a generic constructor for discrete SHPs, which takes as argu-
ment a function on state which can potentially be absorbing.

lift_definition discrete_SHP :: "(’s = ’a — ’'s) = (’a, ’s) shp" is
"Mk w,. O_. £k w, ®O"

Now, we can define assignment by lifting a substitution using this operation.

definition SHP_assign :: "’s subst = (’a, ’'s) shp" where
"SHP_assign o = discrete_SHP (\k w. Some (o k))"

We also define random assignment, which takes a lens and assigns it the value given by a random
variable applied to the current path. This is a departure from Platzer’s logic, which does not allow
us to specify the distribution.

definition SHP_rand_assign :: "('b — ’s) = ('a = ’'b) = (’a, ’s) shp"
where
"SHP_rand_assign 1 X = discrete_SHP (Ak w. Some (put] k (X w)))"

With the discrete_SHP operator we can also define tests:

definition SHP_test :: "(’s = bool) = (’a, ’s) shp" where
"SHP_test H = discrete_SHP (A\x w. if H x then Some x else None)"

Tests behave as an identity under composition unless the supplied predicate does not hold on the
state, in which case they enter the absorbing state.

Our last primitive SHP is the SDE

consts SDE :: "(real = ’s subst) — Drift
= (real = ’a = ’s = ’s = ’s) — Noise
= (’s = bool) — Boundary
= (’a, ’s) shp"

We do not have the background theories required to properly define this operator in Isabelle, so
instead we introduce it as a named constant for which we will define axioms. An SDE takes three
parameters: a substitution defining the flow, a matrix defining the noise, and a boundary condition
indicating when evolution should halt.

Semantically, the process associated with this SHP is the stochastic process X that solves the dif-
ferential equation specified by dx = bdt + odW, with stopping time inf{t > 0.X; ¢ H}. This
expression returns the earliest time where the process fails to satisfy the boundary condition f,
and informs when SDE evolution should halt and the rest of the program should continue execut-
ing.

We define two combinators for constructing SHP programs.

lift_definition SHP_oplus :: "real = (’a, ’s) shp = (’a, ’s) shp =
(’a, ’s) shp"

(infixl "(®g)" 55) is
"AX @ B. (Ak w. if Uw < x then o k w else § k w)"
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Given processes « and 3, and real numbers = and y which are expected to add to 1, this operator
makes a weighted random choice between them with the help of random variable U, which we
axiomatise to have a uniform distribution in [0, 1].

The definition for sequential composition is similar, but we must deal with the possibility of either
SHP becoming absorbing:

lift_definition SHP_seq :: "(’a, ’s) shp = (’a, ’s) shp = (’a, ’s) shp"
(infixl "(;)" 65) is
"Aa f. (Ak w. let (proc_a, stop_a) = a k w
in (case proc_« stop_a of
None = (At. None, stop_a)
| Some k’ = ((A\t. if t < stop_«
then proc_a t
else fst (B k’ w) (t - stop_a)),
stop_a + snd (8 k” w))IN"

Here, we first execute o until it reaches its stopping time, at which point we execute 3 starting at the
state at which o terminated. If either of the processes become absorbing, so does the composition.

Natural number powers are iterated sequential composition

primrec SHP_pow :: "nat = (’a, ’s) shp = (’a, ’s) shp" where
"SHP_pow 0 _ = SHP_test (A_. True)" |
"SHP_pow (Suc n) o« = « ; (SHP_pow n a)"

And finally, Kleene star executes the iterated sequential composition until the process becomes
absorbing or reaches its stopping time.

definition SHP_star :: "(’a, ’s) shp = (’a, ’s) shp" where
"SHP_star a = mk_SHP (M\k w. (At.

SHP_process (SHP_pow (LEAST x. snd (SHP_pow x o k w) >
t) o) k t w,

lim (An. SHP_time (SHP_pow n «a) k w)))"

7.5 Stochastic differential dynamic logic

We define SdAL formulae in Isabelle as functions with type S = ) = real. Here, S is the state
space, and (2 is the sample space for our probability measure. Then, an SdL formula can be seen as
a function from state to a real-valued random variable.

typedef (’a, ’s) sdl = "UNIV :: (’s = ’a = real) set"
morphisms app_sdl mk_sdl
by simp

Similarly to SHPs, we prove that the two definitions for SAL terms are isomorphic, by constructing
the following bijection;

definition wb_SdL :: "((’a — ’s) = ’a = real) = bool" where
"wb_SdL £ = WZ w. (Z w = None — £ Z w =0) A
fZw=1Ff (xef{w?}. Z x) w)"

definition £ :: "(’s = ’a = real) = ("a — ’s) = ’a = real" where
"¢ £Z w = (case Z w of None = 0 | Some x = f x w)"
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lemma wbh_SdL_bij: "bij_betw & UNIV (Collect wb_SdL)"

SdL formulae are effectively real-valued functions, which have a natural interpretation for arith-
metic operators in terms of their pointwise application. We define a number of operators in this
fashion using Isabelle’s class mechanism. For example, to instantiate our SdL type as a real vector
space we supply the following definitions:

instantiation sdl :: (type, type) real_vector begin

lift_definition uminus_sdl :: "(’a, ’b) sdl = (’a, ’b) sdl" is "Af Z
w. - £ zZw".

lift_definition zero_sdl :: "(’a, ’'b) sdl" is "AZ w. 0" .
lift_definition minus_sdl :: "(’a, ’b) sdl = (’a, ’b) sdl = ('a, ’'b)
sdl" is

"MgZw. fZw-9gZw".

lift_definition plus_sdl :: "(C’a, ’b) sdl = (’a, ’'b) sdl = (’a, ’b)
sdl" is
"NgZw. fZw+gZuw".

lift_definition scaleR_sdl :: "real = (’a, ’b) sdl = (’a, ’b) sdl" is
"\r fZw.r*fZw".

Here, we use the lifting package to define terms on the underlying structure of SdL terms. For
each of these operators, we apply the functions to their arguments and apply the relevant natural
number operator to the result. We use the same approach to instantiate SdL terms as a lattice:

instantiation sdl :: (type, type) lattice begin
lift_definition inf_sdl :: "(’a, ’b) sdl = (’a, ’b) sdl = (’a, ’b) sdl"
is

"MgZw.mn (£fZw) (gZw".

lift_definition sup_sdl :: "(’a, ’b) sdl = (’a, ’b) sdl = (’a, ’b) sdl"
is
"MgZw.mx (fZw) (gZw".

Defining an order proves more complicated - the pointwise approach does not yield the antisym-
metry required. Instead, for SAL terms f and g, f < g if for all initial states Z, and for all path
parameters w, fZw < gZw. To define f < g, we require f < g, and in addition that there be at
least one state Z and path w for which f(Z,w) < ¢g(Z,w).

instantiation sdl :: (type, type) order begin
lift_definition less_eq_sdl ::
"(’a, 'b) sdl = (’a, ’b) sdl = bool" is
"M g. VZ. £72 < g2Z" .
lift_definition less_sdl ::

"(’a, 'b) sdl = (’a, 'b) sdl = bool" is
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"NMg. f<gAQ@Zw. f£Zw<gZw".
In order to lift boolean predicates to SdL, we define the Iverson bracket:

lift_definition iverson :: "(’s = bool) = (’a, ’s) sdl" is
"M k w. if H k = True then 1 else 0" .

This lets us define implication as multiplication.

definition SdL_imp :: "(’s = bool) = (’a, ’s) sdl = (’a, ’s) sdl" (infix
"(—g)" 55) where
"H —g¢ f = iverson H * f"

Finally, the core operator of SdL is the diamond, which provides the ability to reason about SHPs.

lift_definition SdL_fdia :: "(’a, ’s) shp = (’a,’s) sdl = (’a, ’s) sdl"
is
"M a fkw. (] {(case fst (o« k w) t of Some v = f v w | None = 0)
| t. 0 <t At <snd («d k wPH" .

It records the supremal value of f reached by SHP «v during its execution. For discrete programs,
this amounts to evaluating f on the final state, but for continuous programs this evaluates f along the
path of the stochastic process until it reaches the stopping time, and returns the maximum reached.

We take the maximum rather than the expected value as this allows for worst-case verification — a
system that reaches an unsafe state briefly is still unsafe, despite being safe on average.

We axiomatise a number of properties about the SdL diamond.

axiomatization where
seq: "(a ; B) £ < (a) (£ U () D" and
seq’: "f < (B) £f = (a; B) f< (o) ((B) D" and
seq_cont: "(a ; B) £ < (o) ((B) D" and
scale: "(a) (s *r £) = s *g (a) £" and
pos: "0 < f = 0 < (o) f" and
mon: "f < g = (o) f < (a) ¢" and
mon’: "(Ak. (H —g £) kw < 1)
—> (((SDE b ¢ H) :: (’a, ’b) shp) ) k w < 1" and
ind: "({a) 9) < g = ((SHP_star a) g) < g"

All of these axioms, apart from scale, are geared towards reasoning with inequalities. Proofs
in SdL are generally concerned with proving that some target unsafe property remains below a
threshold. Examples of such properties include the temperature of a component, execution time,
and, when negated, distance to obstacles.

The first three axioms allow compositional reasoning involving sequential composition. Axiom
seq

To enable probabilistic reasoning we have two axioms regarding our probabilistic operators — ran-
dom assignment and SDE evolution.

axiomatization where
distr: "P(w in M. SdL_fdia (SHP_rand_assign 1 X) f Z w € S w) =
fw. indicator (S w) (SdL_fdia (SHP_assign (Ax. put] x (X w))) £
Z w) OM" and
diff: "[Vw. SdL_fdia « (SdL_imp H f) Z w < k*p; SdL_imp H £ > 0; SdL_imp
HLbof) <0 =
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Figure 7.1: Illustration of diff rule for Geometric Brownian Motion with £ = 1.25and p < 0.8.

P(w in M. (SdL_fdia o (SdL_fdia (SDE b o H) f) Z w) > k) < p"

Here, we've axiomatised a measure space for which these axioms hold. The central axiom is diff,
which lets us reason about the operation of an SDE without solving it. Instead, we need to prove
properties about the differential generator L of the SDE, which is analogous to the derivative of
an SDE. If we can show that the f-value of the SDE path has a negative derivative and the starting
value is not too large, we can assert probability bounds on the maximum f-value. We also give an
alternative form of the diff rule which uses sequential composition, rather than two diamonds.

lemma (in prob_space) diff’:
assumes "Aw. SdL_fdia o (SdL_imp H f) Z w < k*p" "SdL_imp H £ > Q"
"SdL_imp H (L b o £) < 0"
shows "P(w in M. (SdL_fdia (o ; SDEb o H) f) Z w > k) < p"

In Figure 7.1 we give an example of an application of the diff rule to Geometric Brownian Motion
(GBM), given by SDE d.X; = p X, dt + o X; dW,.

When GBM has a negative drift, we can show that L is negative. We can then see that when the
process is started at kp = 1.25%(0.8 = 1, most of the paths in the figure stay below the threshold of
k. The paths highlighted in red are those that have exceeded k at some point, and we can empirically
verify that this is less than 1/5th of all paths - hence the diff rule holds.

7.6 Example

In this section, we use our tool to mechanise an example SAL proof first presented by Platzer [95,
p.12]

Let H = 2% + y% < 10:
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Figure 7.2: Drift of example SDE

In order to see this, we plot the drift of the SDE in Figure 7.2. This converges quickly to 0, and
so it is only necessary to show that in most cases it will converge quickly enough to not exceed
2% + y? = 1 despite the noise term.

We start by defining our variables using a dataspace — by using shallow expressions, we can reuse
much of the tooling that this provides.

dataspace SdL_example =

variables
X :: real
y :: real

In the context of this dataspace, we define the various parts of our system.
abbreviation "H = (x2 + y? < 10)."

abbreviation "example_SDE = SDE
Q- [x ~ -x/2, y ~ -y/2])
Ao - o [~ -y, ¥y~ xD)
HII

H is the evolution domain for our SDE, which we define by giving the substitutions representing
the differential equations directly.
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definition "SHP_example = ((SHP_test (%% + y? < 1/3).
; SHP_assign [x ~~» x/2])
; example_SDE)"

The SHP is defined as a series of compositions, where we give the expressions for test and assign-
ment using the shallow expression package.

definition "SdL_system = (SHP_example) (SdL_fun (x2 + y?).)"

Finally, the SAL term requires us to lift an expression to the SdL type by using the SAL_fun con-
structor.

Now, we can restate the lemma in Isabelle:

lemma example:
assumes "prob_space M"
shows "P(x in M. SdL_system Z x > 1) < 1/3"
unfolding SdL_system_def SHP_example_def
proof (rule prob_space.diff’ [OF assms])

We begin by applying rule diff. This gives us three subgoals:

H— f>0 (7.10)
(a)(H— f) < Ap (7.11)
H—Lf<0 (7.12)

We can show the first subgoal by noting that we only need to show that f is positive, which can be
handled by the auto prover. Proof method transfer unfolds definitions stated using 1ift_definition
— in this case we undo the lifting from functions to SdL terms, and unfold the definition of <.

let ?f = "SdL_fun (x% + y2)."
show "0 < H —g ?f"

For the second subgoal, we break down the term using the assignment rule and a chain of inequal-
ities.

We begin by applying rule seq to turn the sequential composition diamond into two diamonds:

have "(SHP_test (x% + y? < 1/3). ; SHP_assign [x ~ x/2])(H —5 ?£f)
<

- (SHP_test (x? + y? < 1/3).) (SdL_imp H ?f LU (SHP_assign [x ~» x/2]) SdL_imp
H?HH"

by (rule seq)
We now have diamonds containing primitive operations, which we can simplify out.

also have "... < (SHP_test (x? + y? < 1/3).) (SdL_imp H ?£)"
(simp add: assign test)
(insert indeps vwbs)
unfolding SdL_imp_def (subst assign’)
transfer
(expr_auto add: le_fun_def field_simps)
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Then, by transitivity, we get the following inequality:

finally have *: "(SHP_test (($x)2 + ($y)2 < 1/ 3). ; SHP_assign [x
~ $x / 2]1) H —g SAL_fun (($x)2 + ($y)D.
< (SHP_test (($x)? + ($y)2 < 1/ 3)¢) H —g SdL_fun (($x)% + ($y)?)."

We can show that the new term that we obtained satisfies our desired bound for any initial state
and path parameter. We show this by simplifying the test diamond down and unfolding definitions.

moreover have "(SHP_test (x? + y? < 1/3).) (H —g ?f) Z w < 1 * (1/3)"
(simp add: test SdL_imp_def)
transfer
auto

Using these facts, we arrive at the required inequality by transitivity:

ultimately show "((SHP_test (($x)2 + ($y)? < 1 / 3). ; SHP_assign [x

~ $x / 21)
(SdL_imp H (SdL_fun (($x)2 + ($y)D))) Z w < 1 * (1 / 3)"
unfolding less_eq_sdl.rep_eq le_fun_def auto[1]

(erule allE[where x=Z])
(erule allE[where x=w])
by linarith

For our final subgoal, we need to supply the solution for the infinitesimal generator and verify that

Lf < 0holds.

show "(H —g L (A_. [x ~» -8$x /2, v ~ -8y / 2])
- . [x~ -8y, y ~ $xD)
(SdL_fun (($x)? + ($y)2))
< 0"

As we have not mechanised L — the differential generator term — we rely on a pen-and-paper
justification here:

¥ 0w y@y Y or? J;y@x@y e Oy?

(—2952 — 2% + 27 + 2:1:2)

Lf= (_ or _ of , 201,  OF 26’2f)

1
2
1
2
0

7.7 Related work

The mechanisation of dynamic logics for hybrid systems has received considerable attention, but,
to our knowledge, always in the deterministic setting. The closest work is the formally verified
differential dynamic logic of Bohrer et al. [15], who give a complete formalisation of dL. — the de-
terministic ancestor of SAL — in both Coq and Isabelle/HOL, and use it to establish the soundness
of the proof calculus underlying KeYmaera X [39]. Their work and ours share the goal of placing
a Platzer-style hybrid-program logic on a machine-checked foundation, and both must contend
with the semantics of differential equations within a prover. They differ in two key respects. First,
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Bohrer et al. treat dL, whose continuous evolution is governed by ODEs and whose nondetermin-
ism is set-valued; SdL instead evolves along SDEs and replaces nondeterministic choice with prob-
abilistic choice, so its semantics are measure-theoretic, with formulae interpreted as real-valued
random variables and the diamond denoting a supremum over stochastic evolutions. Second, they
pursue a deep embedding with a concrete syntax in order to reason about the proof calculus it-
self, whereas we use a shallow embedding over a fixed semantic domain so as to reuse Isabelle’s
automation and probability libraries directly.

Within Isabelle/HOL, the [saVODEs framework of Foster, Munive et al. [88, 34] mechanises a dL-
style verification calculus for deterministic hybrid systems, derived foundationally from Isabelle’s
ODE libraries rather than postulated axiomatically. Our SdL implementation adopts the same
shallow-expression infrastructure (Chapter 4), but extends it from the deterministic to the stochas-
tic setting; conversely, [saVODEs is foundational where our SDE constant and diamond axioms are,
for now, axiomatic, pending the stochastic-analysis groundwork of Chapter 6.

The other logics proposed for stochastic hybrid systems — the stochastic Hybrid CSP of Wang et
al. [114] and the extension of Modest by Hahn et al. [49] discussed in Chapter 2 — remain, to our
knowledge, unmechanised. We are therefore not aware of any other theorem-prover formalisation
of a stochastic dynamic logic: the deterministic case has been treated in both Coq and Isabelle/HOL,
but the stochastic case, which this chapter addresses, has not.

7.8 Summary

In this chapter, we developed an axiomatic prover for stochastic hybrid systems. This is the first
work of its kind, and provides a proof of concept that deductive verification can be applied to
reasoning about systems with continuous state spaces and probabilistic behaviour.

By employing the shallow expressions library, we were able to define our constants in plain Isabelle
instead of needing to construct a deep embedding. This makes the development small yet powerful
— we were able to replicate the example from Platzer’s theoretical paper in only 100 lines, excluding
reasoning about the differential generator term.

By design, this logic can be given a fully formal background once the theory of SDEs has been
formalised, the groundwork of which was laid in the previous chapter. With a mechanised back-
ground, we will be able to replace the SDE constant with a proper Isabelle definition, and the axioms
can be replaced with Isabelle lemmas without affecting any results derived from them.
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Chapter 8

Conclusion

In this thesis, we have laid the groundwork for the development of a toolset that enables the de-
ductive verification of stochastic hybrid systems.

At the core of this goal is our SAL mechanisation, which serves as evidence that it is possible to
prove meaningful properties about stochastic systems deductively. This development is backed up
by our stochastic process mechanisation, which could be extended to provide a foundational basis
for our proof system, in the same way that [saVODEs has been.

To aid the mechanisation, and visualise our systems, we developed a language for modelling and
simulating SHS. This tool will allow users to test their hypotheses before having to dedicate signifi-
cant effort to formal verification. Further, by implementing the language in Haskell, using a monad
for execution, and providing a semantics for the language, we enable a direct comparison between
this language and the SHPs of our Isabelle SAL implementation, which makes the simulation results
more trustworthy.

We posed three research questions in the introduction, and we are now in a position to address
them:

RQ 1: How can we model uncertainty in the context of cyber-physical systems in a way that
enables formal verification?

We have given evidence that while using nondeterminism to model uncertainty is possible and sup-
ported by existing tools, it comes with expressivity drawbacks that may lead to over-conservative
models. By modelling uncertainty using probability instead, we allow for more accurate models
which can provide probabilistic safety guarantees, which are often required by regulatory frame-
works.

RQ 2: To what extent can we mechanise the mathematical foundations of stochastic process
theory in Isabelle/HOL to support the verification of stochastic hybrid systems?

We have found that while mechanising the foundational theories is a significant undertaking, it
is possible to implement advanced results in stochastic process theory such as the Kolmogorov-
Chentsov theorem. While our formalisation does not yet provide a complete basis for verifying all
SHS, it provides a rigorous framework that can be extended to include more advanced results.

The mechanisation process for this kind of mathematics is arduous but tractable, and the approach
we have taken in this work can be applied to developing further results, including the potential
construction of Brownian motion and eventually SDEs.
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RQ 3: How can we develop a tool that will enable practical, compositional verification for
these stochastic models?

We have addressed this by developing a framework centered around an implementation of SdL in
Isabelle/HOL. Applying deductive verification to the domain of stochastic models lets us provide
concrete safety guarantees while allowing us to model uncertainty accurately with SDEs. By giving
compositional rules for the probabilistic diamond operator, our logic facilitates the verification of
larger systems, and with the differential generator we can prove properties about SDE evolution
without needing to solve or simulate them. The practicality of this tool is supplemented by our
simulation language, which lets users model and visualise the behaviour of their systems ahead of
verification, while using a language which mirrors the constructs of SdL's SHPs.

8.1 Future work

The material presented in this thesis can be extended in a number of ways, with the end goal of
providing a powerful CPS verification tool for real-world systems.

We identify three main avenues for future work: extensions to the mathematical mechanisation
work, improvements to the SdL logic and the simulation tool, and applications of the tools to the
formal verification of CPS.

8.1.1 Mathematical mechanisation

The mechanisation we have presented in this thesis does not yet suffice to provide a complete foun-
dation for SdL. A central article of future work is to complete it, so that SAL can be built entirely
on the axioms of higher-order logic, with no further unfounded assumptions.

The immediate obstacle is the construction of Brownian motion. As discussed in Chapter 6, the
route we attempted via iterated kernel products was blocked by an error in Klenke’s Theorem
14.31, so the full construction remains open. However, the Kolmogorov-Chentsov theorem we
have mechanised now opens a more direct path: one can use the Daniell-Kolmogorov extension
theorem [64] to build a process with the correct Gaussian finite-dimensional distributions, and
then apply Kolmogorov-Chentsov to obtain an almost-surely continuous modification, which is
precisely Brownian motion. The required moment bound is immediate for Gaussian increments.

Building on Brownian motion, the next step is a theory of stochastic integration. This means mech-
anising the Ito6 integral, which we have discussed throughout this thesis as the construct that gives
meaning to SDEs. The integral is defined as a limit of sums in which the integrand is evaluated at
the left endpoint of each subinterval, and so its formalisation rests directly on the theory of martin-
gales developed by Keskin et al. [68], whose definitions are compatible with ours, together with the
It6 isometry that establishes the integral as a limit in L. Once the integral is in place, one can define
the solution of an SDE as the process satisfying the corresponding integral equation, prove exis-
tence and uniqueness under Lipschitz and growth conditions on the drift and noise coefficients,
and establish Itd’s formula, which is the chain rule for stochastic calculus and the result from which
the differential generator is derived. This would let us replace the axiomatic basis of SAL with a
foundational one, and would also benefit from completing the product-kernel construction, which
remains valuable in its own right for characterising and constructing Markov processes.

Finally, a full mechanisation of the differential generator L would remove the last pen-and-paper
step in our SdL case study (Chapter 7), where L f < 0 is currently justified by hand. With Brow-
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nian motion, stochastic integration, and the generator all mechanised, the SDE constant and the
diamond axioms of SAL can be replaced by Isabelle definitions and derived lemmas, without inval-
idating any results already proved on top of them.

8.1.2 Improvements to the SdL tool

Despite being applicable to the mechanisation of a toy example, there is a long way to go before the
SdL implementation can be used for industrial verification.

A first task is to complete the mechanisation of the language constructs that we have only partially
treated. In particular, the Kleene star is currently defined but its reasoning principles are under-
developed, and the diamond operator’s treatment of unbounded executions deserves attention —
a discounted infinite-horizon semantics may offer a more tractable account of non-terminating
systems than the present formulation.

A second task is proof automation. Our SdL case study is short, but each step is currently driven by
hand. We expect that the bespoke Eisbach methods we developed for IsaVODEs, such as dInv and
dWeaken (Chapter 3), can be adapted to discharge the recurring patterns in SAL proofs, in particu-
lar the application of the diff rule and the simplification of diamonds over primitive operations.
Extending our computer algebra system integration (Section 3.2) to supply and certify solutions to
SDEs, mirroring the find_local_flow workflow for ODEs, would further reduce manual effort.

A third task is to enable genuinely compositional reasoning over larger programs. The theory of
scenes and scene spaces developed in Chapter 4 was motivated precisely by this need: it lets us
characterise the sets of bound and free variables of a program within the logic, which is a prereq-
uisite for the substitution-based compositional rules that make logics such as dL scale. Integrating
frames into SAL would let us state and prove such rules, allowing the verification of larger systems
by decomposition.

8.1.3 Improvements to the simulation tool

Regarding the simulation tool, future work includes adding support for statistical model checking,
which would allow for producing certainty bounds for the results obtained from simulations. To
improve performance for large-scale simulations, the modelling language could be compiled rather
than interpreted, for example by using Haskell's LLVM integration. There are also more advanced
simulation techniques that could be investigated, such as zero-crossing detection for more accurate
simulation of hybrid dynamics.

The simulator could also be related more directly to the logic. Our Haskell semantics mirror the
SHPs of SdL, so one option is to generate the interpreter from the Isabelle definitions via code
generation; another is to prove the interpreter sound with respect to the SdL semantics. Either
would let simulation results be used as evidence alongside the formal development, rather than as
a separate artefact.

8.1.4 Applications of the work

Finally, we aim to apply our framework to more complex and diverse case studies in the domain of
autonomous systems, in order to further validate its effectiveness and identify areas for improve-
ment in both the logic and the supporting tools. The case studies in this thesis are deliberately
small, and larger examples — multi-agent collision avoidance, navigation under sensor noise, or
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systems with several interacting controllers — would test whether the compositional rules and
proof automation discussed above scale as intended.

In particular, we are interested in exploring how our approach can be integrated into existing de-
velopment workflows for safety-critical systems. The model-simulate-verify workflow is intended
to fit alongside the tools that practitioners already use, and connecting it to robotics middleware
such as ROS would let the models be derived from, or checked against, deployed controllers, rather
than being maintained separately.
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