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Abstract

The increasing complexity of modern cyber-physical systems, such as smart power grids, necessitates
new governance paradigms. Digital Twins, which are live virtual models of physical systems, offer
powerful simulation and decision support. However, traditional centralised Digital Twin architectures
are ill-suited for large, multi-owner systems. They suffer from scalability bottlenecks, single points of
failure, and critical privacy vulnerabilities, as stakeholders are often unwilling to share sensitive raw
data with a central authority. This thesis addresses these limitations by delivering a novel architectural

framework for decentralised collaboration and an algorithm for intelligent coordination.

The framework enables a federation of autonomous Digital Twins to collaborate by exchanging high-
level, privacy-preserving "decision information", such as future intentions or predictions, rather than
sensitive raw data. This is facilitated by a distributed middleware that integrates with independent
Digital Twin instances. To ensure robustness in this open environment, the framework incorporates a
trust mechanism that continuously verifies the historical accuracy of each peer’s predictions against

real-world outcomes, allowing agents to dynamically weigh the reliability of incoming information.

To enable intelligent, optimised coordination, this thesis further contributes the Digital Twin As-
sisted Multi-Agent Deep Deterministic Policy Gradient algorithm. This Multi-Agent Reinforcement
Learning method introduces a "simulation-assisted critic" that leverages the shared decision-level in-
formation to construct a global simulation model for training. This unique approach achieves the

global awareness needed for centralised training without requiring access to private agent data, thus



resolving the privacy-performance paradox. The complete framework was validated in a complex
Vehicle-to-Grid coordination scenario, where it learned sophisticated control policies and achieved

performance comparable to fully centralised, non-private learning algorithms.
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Chapter 1

Introduction

This chapter introduces the research context, problem statement, and objectives of this thesis. It
begins by outlining the motivation for decentralised Digital Twin (DT) networks in critical infrastruc-
ture. It then defines the core research problem: the conflict between privacy and coordination, and
formulates the specific research questions and objectives addressed in this work. Finally, it outlines

the methodology, contributions, and the structure of the remainder of the thesis.

1.1 Background and Motivation

1.1.1 The Era of Large Complex Systems

In recent years, the modelling and governance of Large Complex Systems (LCSs) have become a fo-
cal point of technological research. These systems, which include critical infrastructure such as smart
cities, regional logistics networks, and modern energy grids, are defined by their intricate composi-

tions of numerous interacting parts [134].

A prime example of an LCS is the modern power grid, which is currently undergoing a significant
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transition toward renewable energy sources. This shift has introduced substantial challenges in man-
aging energy generation and storage. V2G technology has emerged as a vital solution, where Electric
Vehicles (EVs) function not just as consumers, but as mobile, aggregated distributed energy storage
units [118]. By discharging energy back into the grid during peak demand and charging during val-
leys, V2G enhances grid stability and promotes renewable energy usage [76]. However, the sheer
scale of such systems, often involving thousands of autonomous agents with uncertain mobility pat-
terns, renders traditional, static management techniques insufficient. The overall behavior of these
systems cannot be easily predicted by understanding individual parts in isolation, making them too

complex for conventional centralised control [112, 61].

1.1.2 The Rise of Digital Twins

To address the management of LCS, Digital Twins have garnered significant attention as a transfor-
mative enabling technology for "Cyber-Physical" integration [125, 4]. A Digital Twin is more than a
mere digital representation; it is a "live" model of a physical entity that is continuously synchronised

with real-time data [37, 52].

This continuous synchronisation provides a powerful promise: the ability to perform real-time mon-
itoring and sophisticated "what-if" simulations. By mirroring the dynamic changes of their physical
counterparts, DTs allow stakeholders to simulate potential outcomes before they are applied to the
physical system, a level of foresight previously unattainable in complex infrastructure management
[18]. However, realising this potential in large, multi-owner systems introduces significant architec-

tural challenges, particularly regarding how these twins are deployed and interconnected.

1.1.3 The Deployment Reality: Centralisation versus Practicality

The prevailing approach to this challenge has been a centralised, cloud-centric architecture. However,

constructing a single, monolithic DT for an entire LCS, such as a national V2G network, presents
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critical bottlenecks. The simulation-centric nature of DTs requires immense computational power
and high synchronisation overhead to maintain an accurate digital representation of thousands of

entities in real-time [138, 82].

More importantly, in multi-stakeholder environments, centralisation is often blocked by privacy and
security concerns. Individual entities (such as private EV owners or regional power suppliers) are
often owned by different stakeholders who are hesitant to share raw, granular data with a central au-
thority due to competitive or privacy risks [136]. This challenge has driven the search for methods
that enable collaborative intelligence without data centralisation. Federated Learning has emerged as
a leading paradigm in this area, allowing multiple parties to collaboratively train a machine learning
model without sharing their underlying private data [83, 148]. However, while FL provides a power-
ful solution for privacy-preserving statistical learning, it is fundamentally misaligned with the core
value proposition of a Digital Twin. FL typically produces opaque, "black-box" models that excel
at prediction but lack the mechanistic, high-fidelity simulation capabilities required for the "what-if"
analysis that defines a true Digital Twin. This critical mismatch: the inability of standard FL to create
a network of transparent, simulatable twins, has spurred a shift in focus toward a different collab-
orative model: the "Federation of Twins," which seeks to enable coordination while preserving the

unique simulation-centric nature of each DT [130, 132].

However, this federated model, while providing a structural template for decentralisation, currently
lacks a mechanism for autonomous, intelligent coordination. Existing approaches focus on data-
sharing or joint model training, leaving a void where system-wide decision-making should be. This
creates a deadlock: system operators can either protect stakeholder privacy or achieve global optimi-

sation, but not both.

This thesis resolves this deadlock by introducing a novel framework that enables intelligent coordi-
nation without compromising privacy. The core innovation is a paradigm shift from sharing sensitive

raw data to exchanging high-level, privacy-preserving decisions. By combining this "decision-level"
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Table 1.1: Comparative Analysis of Existing Paradigms vs. Proposed Framework.

Approach Privacy | Explainability | Scalability | Coordination
Centralised RL ) BAAY ) B e ) BAAY * %k
Federated Learning | % % ) B e * *k V¢ * %k V¢
Blockchain/P2P * % k * K 77 ) ATA ) AT A
Proposed * % * * % % * % % * % %

communication with a trust verification mechanism and a new simulation-assisted multi-agent learn-
ing algorithm, our approach allows autonomous Digital Twins to learn globally optimal strategies.
This resolves the conflict between privacy and performance, which leads us to the core challenge of
this thesis. Table 1.1 provides a comparative summary of how the proposed framework addresses the
limitations of existing paradigms (centralised Reinforcement Learning (RL), federated learning and
blockchain/Peer-to-Peer (P2P)) across key dimensions such as privacy, explainability, scalability, and

coordination.

1.2 Problem Statement: The Privacy-Coordination Paradox

The limitations of centralised architectures discussed in the previous section necessitate a paradigm
shift toward Decentralised Digital Twin architectures. In this model, processing, simulation, and
decision-making are distributed to the "edge" of the network, closer to the physical entities them-
selves. However, this transition reveals a fundamental conflict that serves as the core motivation for

this research, defined here as the Privacy-Coordination Paradox.

1.2.1 The Willingness to Cooperate

The success of an LCS, particularly those involving public participation like V2G networks, depends
entirely on the participants’ "willingness to cooperate" [127]. In multi-stakeholder environments,
agents, whether they are private EV owners or independent energy providers, will only join and

remain active in the network if their privacy and data sovereignty are guaranteed. This requirement

4
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forces a move away from cloud-centric models toward decentralised edge computing, where sensitive

behavioral data remains local to the owner’s infrastructure.

1.2.2 The Need for Coordination

Conversely, the primary purpose of managing an LCS is to achieve system-wide goals, such as main-
taining grid stability or optimising traffic flow. These goals require a degree of synchronisation and
collective intelligence. When systems are decentralised to protect privacy, they naturally create "In-
formation Silos" [129]. Without a "central brain" to oversee the entire state of the system, individual
DTs lack the global visibility needed to understand how their local actions impact the broader net-

work.

1.2.3 The Core Conflict

The Privacy-Coordination Paradox emerges from these two competing requirements:

The Privacy-Coordination Paradox: In a multi-owner Large Complex System, the
requirement for Data Sovereignty (local privacy) is fundamentally at odds with the re-

quirement for Global Optimisation (coordinated actions).

This paradox creates a significant deadlock in system design, which we categorise into two failure

modes:

* Privacy-Preserving Isolation: Decentralisation protects privacy but creates "information si-
los." Without global context, agents cannot align their actions, leading to system-wide ineffi-

ciency or failure (e.g., localised EV charging causing a grid surge).

* Optimisation-Driven Exposure: Centralisation enables perfect coordination but requires agents
to surrender sensitive data (e.g., mobility patterns), violating the trust necessary for multi-

stakeholder participation.
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To illustrate this paradox continuously throughout this thesis, consider a real-world V2G coordination
scenario. Imagine a local community grid servicing hundreds of EVs. The grid operator aims to max-
imise the utilisation of local renewable energy and minimise power variance from non-renewable fos-
sil fuels (global optimisation). Simultaneously, each EV owner has strictly personal goals: ensuring
their vehicle reaches a target State of Charge (SoC) before their morning departure and maximising
their economic revenue by buying energy during off-peak "valley" hours and selling it back during

peak pricing periods (local utility).

If this system is managed via Optimisation-Driven Exposure (a centralised approach), a master
controller or centralized training algorithm would need real-time access to every user’s private state:
their current battery levels, exact departure schedules, and daily travel requirements. While this allows
the central agent to optimally schedule charging and discharging to balance the grid, it requires owners

to surrender highly sensitive lifestyle data, representing a massive breach of data sovereignty.

Conversely, if the system defaults to Privacy-Preserving Isolation (a fully decentralised approach
without coordination), owners might simply program their vehicles to charge independently the mo-
ment electricity prices drop at night. This uncoordinated self-interest leads to simultaneous mass-
charging, creating severe new demand spikes that can overload local transformers and destabilise the

grid.

This motivating example highlights the necessity for a new paradigm: one where autonomous EV
agents can learn to balance their personal charging needs and economic goals with the broader grid’s

stability, all without exposing the raw, private parameters that govern their behaviour.

Existing solutions only partially address this tension. As noted, Federated Learning (FL) enables col-
laborative model training but often results in opaque "black box" models that lack the explainability
and "what-if" simulation capabilities required for critical infrastructure. Similarly, Blockchain tech-
nologies can establish trust and record transactions, but they often introduce computational overheads

that are unsuitable for the high-frequency control loops required in real-time energy management.

6



Chapter 1. Introduction 1.2. Problem Statement: The Privacy-Coordination Paradox

Consequently, there remains a critical gap in current research: the lack of a framework that allows

autonomous DTs to learn and execute intelligent, coordinated strategies without the need to expose

raw, sensitive data.

1.2.4 Characterisation of the Problem Space

As illustrated in Figure 1.1, this paradox manifests across three critical dimensions that define the

problem space and the scope of the proposed solutions:
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Figure 1.1: The three dimensions of the Privacy-Coordination Paradox illustrating the necessary ar-

chitectural, informational, and behavioural transitions.

The Architectural Dimension: Involves the structural shift from cloud-centric monolithic platforms

to edge-centric, peer-to-peer Digital Twin Networks (DTNs). The challenge here lies in replac-

ing centralised command structures with robust, distributed middleware capable of managing

the Communication Latency, dynamic topologies, and Asynchronous State Updates inherent in

decentralised P2P infrastructures. For example, rather than EVs awaiting charging schedules

Jfrom a distant central cloud (which is vulnerable to latency and server outages), the architec-

ture must enable EVs to negotiate directly with neighbouring vehicles and local infrastructure.

The Informational Dimension: Focuses on the fundamental trade-off between Signal Richness for
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system simulation and strict Data Privacy. This dimension addresses what information can
safely leave the physical counterpart. It involves determining the Minimum Viable Informa-
tion (Minimum Viable Information (MV])), specifically, shifting from raw sensor telemetry
to abstracted decision-level data required for agents to coordinate without exposing private
state variables. For example, instead of broadcasting exact GPS coordinates and private travel
schedules, an EV shares only a high-level intent, such as "l plan to draw 5kW over the next

hour."

The Behavioural Dimension: Concerns the socio-technical transition from Individual Utility to Global
Welfare. In a multi-owner LCS, agents are often self-interested and autonomous; the problem
space requires intelligent learning mechanisms and trust structures that align local incentives
with global system stability. For example, while an EV owner may prefer to charge immedi-
ately at maximum speed (individual utility), the system must intelligently incentivise delaying

the charge to prevent local transformer overloads (global welfare).

1.3 Research Question and Objectives

This characterisation of the problem across its architectural, informational, and behavioural dimen-

sions leads directly to the primary research question driving this thesis:

How can autonomous Digital Twins in a decentralised, multi-owner network achieve

intelligent, reliable coordination without exposing sensitive raw data?

To answer this question, this thesis pursues four specific research objectives (ROs), each designed to

address one or more of the identified dimensions:

* RO1: Design a Decentralised ''Decision-Level'' Framework (The Architectural Dimen-
sion). To contribute a novel DT middleware architecture that enables collaboration through the

exchange of high-level intentions. This research focuses on establishing a "Decision-Level"
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interoperability layer that decouples local simulation from external coordination, ensuring data

sovereignty while enabling system-wide visibility.

¢ RO2: Develop a Trust Mechanism for Open Systems (The Informational Dimension). To
contribute a mathematical verification protocol that establishes trust based on physical con-
sistency. This research formulates a mechanism to evaluate the veracity of peer predictions
against observed reality, enabling robust collaboration in open, untrusted environments without

reliance on a central authority.

* RO3: Propose a Privacy-Preserving MARL Algorithm (The Behavioural Dimension).
To contribute the Digital Twin Assisted Multi-Agent Deep Deterministic Policy Gradi-
ent (DT-MADDPG) algorithm, a novel hybrid learning method. This research introduces the
"Simulation-Assisted Critic" to resolve the conflict between the data requirements of Centralised
Training with Decentralised Execution (CTDE) and the privacy constraints of decentralised net-

works, allowing agents to learn globally optimal strategies.

* RO4: Validate via Large-Scale V2G Simulation. To contribute an empirical evaluation of the
proposed framework within a realistic Smart Grid scenario. This research quantifies the perfor-
mance trade-offs between privacy, grid stability, and scalability, demonstrating the efficacy and

practicality of the proposed solutions.

1.4 Methodology and Scope

This thesis adopts a Constructive Research methodology, a process focused on the design, imple-
mentation, and rigorous validation of a novel technical artifact - the Collaborative Digital Twin Frame-
work. By identifying the real-world gap between the need for grid stability and the mandate for user
privacy, this research develops a solution that is both theoretically grounded and practically applicable

to modern infrastructure challenges.
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1.4.1 Scope and Definitions

To ensure conceptual clarity throughout this work, we explicitly distinguish between two fundamental
concepts that are often used interchangeably in the literature, yet represent distinct layers of our

framework:

* Cooperation: Refers to the infrastructure and the willingness of agents to participate in the
network. It encompasses the communication protocols, data sovereignty protections, and trust
mechanisms that enable independent DTs to exchange information for the common good. This

layer is primarily addressed in Chapters 4 and 5.

* Coordination and Alignment: Refers to the intelligence and the alignment of the system.
While cooperation provides the communication channel, coordination involves the algorithmic
logic required to achieve alignment. This framework specifically addresses three types of align-
ment: Semantic Alignment (translating heterogeneous internal models into a common language
of "intent"), Temporal Alignment (synchronising future physical actions to avoid real-world
conflicts), and Objective Alignment (mathematically reconciling an individual agent’s private
utility with the global system welfare). This layer is the focus of our Reinforcement Learning

developments in Chapter 6.

* Digital Twinning Scope: Defines the explicit boundaries and capabilities of the digital twins
developed in this research. The physical counterparts primarily consist of distributed energy
resources and mobile assets, specifically EVs and grid infrastructure components. The pro-
cesses modelled include real-time power consumption, energy storage dynamics, and mobility
schedules. Key features of these twins include local, high-fidelity physics-based simulation
(predictive capabilities) and autonomous decision-making algorithms (prescriptive capabili-
ties). Finally, the APIs and network interfaces are strictly constrained to exchange abstracted,

decision-level information (e.g., predicted power profiles) rather than raw sensor telemetry,
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ensuring interoperability across heterogeneous assets while mathematically guaranteeing data

sovereignty.

1.4.2 Validation Domain: Vehicle-to-Grid

While the proposed framework is designed to be applicable to various Large Complex Systems, this
research is validated specifically within the domain of Vehicle-to-Grid systems. This domain is se-
lected because it represents a "perfect storm" of the challenges identified in the Privacy-Coordination

Paradox:

* High Volatility: The integration of intermittent renewable energy sources requires extremely

responsive and adaptive management.

* Extreme Decentralisation: A typical network involves thousands of heterogeneous agents

(EVs) operating as autonomous mobile energy pools.

 Strict Privacy Sensitivity: EV data includes highly sensitive information regarding owner
mobility patterns, home locations, and daily habits, making a centralised "master twin" socially

and legally unacceptable.

By solving the coordination problem in the high-stakes environment of V2G, this thesis demonstrates
the scalability and reliability of the proposed approach for the broader era of smart, decentralised

infrastructure.

1.5 Main Contributions

This thesis makes three primary contributions to the fields of Distributed Systems and Multi-Agent

Learning:

1. The Collaborative Digital Twin Framework: A novel peer-to-peer middleware that decou-

11
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ples internal state execution from external information sharing. By standardizing "Decision-
Level" interaction, it enables heterogeneous agents to cooperate while maintaining strict data

sovereignty.

2. The Trust-Based Verification Mechanism: A formal protocol for evaluating the reliability of
decentralised agents. By verifying high-level predictions against ground-truth physical reality,
this mechanism dynamically filters out unreliable peers, ensuring system robustness in open

environments without requiring a central authority.

3. The DT-MADDPG Algorithm: A hybrid reinforcement learning algorithm that introduces the
concept of a "Simulation-Assisted Critic." This contribution theoretically advances the MARL
paradigm by demonstrating how a collaborative global simulation model can replace centralised

data aggregation, allowing agents to learn near-optimal policies without compromising privacy.

1.6 Thesis Structure

The remainder of this thesis is organised as follows:

* Chapter 2: Background establishes the foundational concepts of Digital Twins, Multi-Agent

Systems, and Smart Grid.

* Chapter 3: Literature Review critically reviews the state-of-the-art, identifying the specific

gaps in existing architectures and coordination algorithms.

* Chapter 4: Framework Design details the architectural design of the decentralised middle-

ware and the decision-level sharing mechanism.

* Chapter 5: DT Collab. on Decision Level introduces the Trust Mechanism and evaluates the

benefits of trusted cooperation in a Virtual Power Plant (VPP).

* Chapter 6: Intelligent Coordination via MARL presents the DT-MADDPG algorithm, en-

12
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abling agents to move from simple cooperation to optimised, intelligent coordination.

* Chapter 7: Conclusion and Future Work summarises the findings, discusses limitations, and

outlines future research directions.

13



Chapter 2

Background

This chapter establishes the foundational knowledge required to understand the core contributions of
this thesis. The modern technological landscape is increasingly defined by the challenge of modelling
and governing Large Complex Systems, such as smart cities and power grids, whose emergent be-
haviours presents significant challenges traditional control methods [84]. To address this, the chapter
will begin by defining these systems and the fundamental challenges they present. Each section is
framed not only to define a concept but also to critically position it in relation to the central research

problem of this thesis: resolving the "Privacy-Coordination Paradox" in decentralised systems.

The chapter begins by introducing the concept of Digital Twins, reviewing their origins in Cyber-
Physical Systems (CPSs) and examining the architectural paradigms that govern their deployment.
This discussion highlights why decentralised "federations" of twins are necessary, yet architecturally
incomplete. Following this, the chapter examines the principles of Multi-Agent Reinforcement Learn-
ing (MARL), the core methodology for enabling intelligent coordination. This section will critically
analyse why standard MARL algorithms are incompatible with the privacy requirements of decen-
tralised systems. Finally, these abstract concepts are grounded in the concrete application domain of

Smart Energy Grids, with a specific focus on V2G technology, which serves as the ideal "stress test"

14
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for the proposed framework.

2.1 The Challenge of Large Complex Systems

Large Complex Systems are defined as intricate networks composed of a vast number of interacting
components. A defining characteristic of an LCS is emergent behaviour, a phenomenon where the
overall macroscopic behaviour of the system cannot be predicted merely by analysing the individual
components in isolation. The complex and non-linear interactions between these parts give rise to a

system-level dynamic that is significantly more complex than the sum of its constituents [134].

Modern society increasingly relies on the effective functioning of these systems. Prominent examples
include smart cities which integrate heterogeneous urban services, national power grids which manage
energy generation and distribution across vast geographies, and large-scale urban logistics networks

which coordinate thousands of vehicles and deliveries in real-time.

The core properties of LCSs, specifically their immense scale, component heterogeneity, and the high
uncertainty resulting from human interactions, present significant challenges for traditional modelling
and control strategies [61]. Centralised control methods, which rely on a complete and top-down view
of the system, frequently struggle to cope with the immense volume of data and the dynamic, non-
stationary nature of these environments. Consequently, there is a pressing need for new paradigms
capable of modelling, analysing, and managing these systems effectively. The failure of centralisation
is the first pillar of the "Privacy-Coordination Paradox", creating the need for a new architectural
paradigm that can manage complexity without a single point of control. This necessity motivates the

exploration of Digital Twins, which are discussed in the following section.

Critical Analysis: The failure of traditional methods is not merely a matter of scale, but a funda-
mental "control paradox." On one hand, simplified models that are computationally tractable fail to

capture the rich, non-linear dynamics of the system, leading to suboptimal or even unstable control

15



Chapter 2. Background 2.2. Digital Twins

decisions. On the other hand, highly detailed, monolithic models that attempt to capture this com-
plexity become computationally intractable for real-time decision-making and create a single point
of failure. This paradox reveals that a new architectural approach is needed: one that distributes

intelligence rather than centralising it.

2.2 Digital Twins

2.2.1 Cyber-Physical Systems

Cyber-Physical Systems represent the foundational technology that enables the integration of the
physical and digital worlds. A CPS is defined as a system in which computational and physical pro-
cesses are tightly integrated, where embedded computers and networks monitor and control physical

processes, usually with feedback loops where physical processes affect computations and vice versa

ﬁnsors / Daﬁ

Physical System Cyber System

[11, 49].

wators / COM

Figure 2.1: A typical Cyber-Physical System architecture.

At the core of a CPS is the interaction between the physical layer and the cyber layer. Sensors in the

physical environment collect data regarding the system state, which is transmitted to the cyber layer
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for processing. Algorithms within the cyber layer analyse this data and generate control commands,
which are subsequently executed by actuators in the physical layer to influence the physical process, as
illustrated in Figure 2.1 !. This closed-loop mechanism allows for real-time monitoring and automated
control of complex infrastructures, such as autonomous automotive systems and industrial process

control.

In the context of this thesis, CPS is viewed as the technological predecessor to the Digital Twin.
While CPS provides the necessary infrastructure for data acquisition and actuation, traditional CPS
frameworks often focus primarily on the immediate control logic and real-time operation. They do
not necessarily maintain a high-fidelity, semantic replica of the physical entity for historical analysis
or future simulation. To address this limitation and enable proactive "what-if" analysis for complex
coordination problems, the Digital Twin emerges as an evolution of the CPS paradigm, specifically
by adding a rich virtual model capable of advanced predictive analytics, which enhances this cyber-

physical integration [121].

Critical Analysis: The limitation of the traditional CPS paradigm is that it is inherently reactive.
It senses the current state of the world and acts upon it. This reactive posture is insufficient for
optimising complex systems where decisions have long-term consequences. The evolution to the
Digital Twin paradigm represents a critical shift from a reactive to a proactive or predictive stance.
By maintaining a high-fidelity model, the Digital Twin can simulate future outcomes, allowing it to

make decisions based not just on "what is", but on "what if".

2.2.2 Digital Twins

A Digital Twin is defined as a "live" model or virtual replica of a physical system, which is continu-
ously updated with real-time data from its physical counterpart [37]. This continuous synchronisation

enables a bidirectional interaction between the physical and virtual worlds, allowing the DT to serve

Some icons used in this and subsequent diagrams are courtesy of Flaticon.com
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Figure 2.2: The three levels of digital representation: Digital Model, Digital Shadow, and Digital
Twin.

not just as a representation, but as a dynamic tool for high-level data analytics and decision support.
The primary function of a DT is to enable sophisticated "what-if" analysis, where potential actions can
be simulated in the virtual space to assess consequences and identify optimal operational strategies

before they are applied to real-world systems [128].

To provide a rigorous definition, it is common in the literature to distinguish between three levels
of digital representation: the Digital Model, Digital Shadow, and Digital Twin [36], as illustrated in

Figure 2.2.

* Digital Model: A digital representation of a physical object with no automated data exchange.

The data flow between the physical and digital objects is manual.

* Digital Shadow: This advances the concept by introducing a one-way flow of automated data
from the physical object to the digital one. The digital model reflects the current state of the

real object, but has no direct means to influence it.

* Digital Twin: The most advanced form, which completes the cycle with a bidirectional data
flow. The DT not only reflects the physical system but can also send control commands back to

influence it, forming a closed feedback loop.
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2.2. Digital Twins

More
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Figure 2.3: Classification of Digital Twins based on intelligence levels.

Digital Twins can also be classified based on their analytics capability and degree of intelligence

[149], as shown in Figure 2.3.

* Descriptive Twin: Provides information about the physical system as it is now and as it was in

the past. It is primarily used for visualisation and monitoring but cannot forecast future states.

* Predictive Twin: Ultilises predictive analytics, such as machine learning and statistical tech-

niques, to extrapolate what might happen in the future based on historical data.

* Prescriptive Twin: Goes beyond prediction by utilising simulation to support "what-if" anal-

ysis. It enables the exploration of multiple future scenarios to recommend the best course of

action and optimise outcomes.

* Cognitive Twin: The most advanced level, capable of replicating human cognitive processes.

These twins exhibit self-awareness and can execute conscious, autonomous actions with mini-

mal or no human intervention.

Critical Analysis: While this classification provides a useful roadmap for the capabilities of a single
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Figure 2.4: A generic layered reference architecture of a Digital Twin.

Digital Twin, much of the existing literature focuses on advancing a single entity up this hierarchy.
However, the most pressing challenges in LCSs arise not from the limitations of a single twin, but
from the need to coordinate a network of them. The true research frontier lies in enabling a federation
of less-advanced "Predictive" or "Prescriptive" twins to achieve a collective "Cognitive" intelligence,

a problem of coordination rather than individual capability.

A generic layered architecture provides a useful framework for understanding the internal components
of a typical Digital Twin, as illustrated in Figure 2.4. This architecture can be conceptualised as four

distinct layers:

1. Physical Layer: Represents the physical world, containing the requisite hardware components,

including Sensors for data acquisition and Actuators for executing physical changes.

2. Communication Layer (Network): Bridges the physical and virtual domains. It utilizes a
Pre-processor to sanitize and format raw sensor input before transmission, and a Controller to

reliably relay control outputs to the actuators.

3. Virtual Space Layer: The computational core of the system, centered around a Prediction
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Engine that couples ML/AI Models with Simulation to forecast system states. A central Intel-
ligence module synthesises these predictions with data from the Database to execute decision

logic.

4. Application Layer: Provides high-level interfaces for human operators and external systems,
specifically offering modules like Decision Support, Advanced Data Analytics, and Integra-

tions.

The engine of the DT is the feedback loop depicted within the Virtual Space Layer, identified as
the Dynamic Data-Driven Application System (DDDAS) cycle [25]. In this process, real-time data
flows from the Pre-processor into the Database, which feeds the Prediction Engine. The Intelligence
module then issues Control Output to the network layer and simultaneously triggers Model Adaption,
ensuring the simulation models are continuously updated to reflect the changing physical environ-
ment. This layered structure is relevant to the thesis as it provides the conceptual separation needed
for privacy-preserving architectures: raw data can be contained within the lower layers, while only

abstracted information from the Virtual Space Layer is shared externally.

2.2.3 Digital Twin Network Architectures

While the generic layered architecture describes the internal components of a single Digital Twin, the
physical and logical interconnection of these components across a system defines the Digital Twin
Network (DTN). The choice of network architecture has profound implications for the system’s
scalability, privacy, and robustness [138]. Three primary network paradigms can be distinguished:

Centralised, Fully Decentralised, and Hybrid.

The traditional and most prevalent approach is the Centralised Digital Twin Network. This paradigm
follows a tree-like hierarchy, where data from sensors in the physical world is gathered and transmitted
to central servers or a cloud cluster for processing, simulation, and analysis. In this model, the central

platform hosts the core of the DTN, maintaining full control over all entities. While this configuration
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simplifies management for a single organisation, its reliance on a central authority constitutes a single

point of failure and raises significant privacy concerns in large-scale, multi-owner contexts.

In direct contrast, a Fully Decentralised Digital Twin Network employs a horizontal architecture
analogous to a peer-to-peer system, with no central nodes. All interactions occur directly between
peers, and the Virtual Space Layer is distributed across individual nodes (e.g., edge computing nodes)
rather than residing on a central server. This model is considered the most privacy-preserving, as no
single entity possesses access to or control over all the data in the system. However, achieving system-

wide consensus and coordination presents greater challenges in the absence of a central administrator.

The Hybrid Digital Twin Network represents a synthesis of the centralised and decentralised paradigms.
In this configuration, the system comprises multiple local DTs, where each local DT operates as a
self-contained system managing a specific sub-system. These local DTs process data in situ, pre-
serving privacy and enabling local control, while simultaneously retaining the capability to transmit
aggregated or high-level information to an upper-level global DT or cloud platform. By blending the
local autonomy of a decentralised approach with the potential for global oversight from a centralised
one, the hybrid model acts as a "federation" of twins, making it particularly suitable for complex,

multi-party systems.

Critical Analysis: The "Federation of Twins" concept is conceptually the most promising for multi-
owner LCSs. However, the existing literature often strictly couples this federation to a Hybrid model
requiring an upper-level global DT orchestrator. It provides the structure for collaboration but leaves
a void where the autonomous decision-making logic should be, frequently forcing a reliance on the
central node. This creates the central research gap addressed by this thesis: how to enable these
federated twins to learn and coordinate effectively in a fully decentralised manner at runtime, without

reverting to a centralised control model.
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2.3 Principles of Multi-Agent Reinforcement Learning

To enable the "intelligent coordination" proposed in this thesis, we move beyond static rule-based con-
trol to adaptive learning systems. This section outlines the principles of Multi-Agent Reinforcement

Learning (MARL), which serves as the algorithmic engine for the Digital Twin network.

2.3.1 Reinforcement Learning Fundamentals

Reinforcement Learning (RL) is introduced here as it provides the mathematical framework for learn-
ing optimal decision-making policies from interaction, forming the "intelligence" component of the
proposed solution. Reinforcement Learning (RL) is a subfield of machine learning concerned with
how an intelligent agent ought to take actions in an environment to maximise the notion of cumula-
tive reward. Unlike supervised learning, where the learner is provided with the correct answer, an RL

agent must discover which actions yield the most reward by trying them [26].

Formally, an RL problem is often modelled as a Markov Decision Process (MDP), defined by the
tuple (S,A,R,P,y):

S: The set of possible states representing the environment.

A: The set of actions available to the agent.

R: The reward function R(s,a), providing feedback on the action taken.

P: The transition probability P(s'|s,a), defining the dynamics of the environment.

¥: The discount factor, determining the importance of future rewards.

The goal of the agent is to learn a policy 7(a|s), a mapping from states to probabilities of selecting

each possible action, such that the expected cumulative discounted reward is maximised.
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2.3.2 Multi-Agent Systems and MARL

A Multi-Agent System (MAS) is defined as a system composed of multiple interacting, autonomous
agents [27]. When these agents use RL to learn their policies simultaneously, the problem becomes

Multi-Agent Reinforcement Learning (MARL) [19].

MARL extends the single-agent MDP to a Stochastic Game (or Markov Game). The key distinction
is that the state transitions and rewards depend on the joint action of all agents, not just an individual
one. This makes it the natural paradigm for solving the coordination half of the "Privacy-Coordination

Paradox," but also introduces significant challenges:

* Non-Stationarity: From the perspective of any single agent, the environment is unstable be-
cause other agents are constantly updating their policies. This violates the stationarity assump-
tion required by most single-agent RL algorithms (like Q-Learning), often leading to failure in

convergence [28].

* Scalability: The joint action space grows exponentially with the number of agents, making

standard approaches computationally intractable for Large Complex Systems.

2.3.3 The CTDE Paradigm

To address the challenges of non-stationarity and coordination, a dominant framework in modern
MARL is Centralised Training with Decentralised Execution (CTDE) [5]. This paradigm is most
commonly implemented using an actor-critic architecture [65], which is essential for understanding

its power and its limitations.
In this structure, each agent is composed of two parts:

» The Actor: This is the agent’s policy, 7(a;|0;), which maps its local observation o; to an action

a;. During execution, the actor is all that is needed.
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* The Critic: This is a value function, typically an action-value function Q;(s,ay,...,ay), that
estimates the expected future reward given a state and the joint action of all agents. The critic’s

role is to provide a stable and informative learning signal to the actor.

The CTDE paradigm leverages this structure by separating the information available during training

and execution:

1. Centralised Training: During the training phase, which can be performed offline in a simula-
tor, the critics are allowed access to global information. The critic for agent i, Q;, can observe
the full state of the environment and the actions of all other agents. This global view is crit-
ical because it allows the critic to properly solve the credit assignment problem: determining
how much each agent’s individual action contributed to the collective outcome. It also makes
the learning environment stationary from the critic’s perspective, which is essential for stable

convergence.

2. Decentralised Execution: During the execution (deployment) phase, the centralised critics are
discarded. The trained actors are deployed to the real-world agents (e.g., the Digital Twins).
These actors operate using only their local observations, making the system fully decentralised

at runtime.

This paradigm is particularly well-suited for the Digital Twin networks proposed in this thesis: train-
ing can occur in a rich, data-heavy simulation environment (the "Centralised" phase), while the re-
sulting policies are deployed to independent, privacy-preserving nodes in the real world (the "Decen-
tralised" phase). Common algorithms utilizing this paradigm include Multi-Agent Deep Deterministic

Policy Gradient (MADDPG) [79], which will be discussed in Chapter 6.

Critical Analysis: Despite its power, a critical architectural mismatch exists when applying the stan-
dard CTDE paradigm to multi-owner Digital Twin networks. The core assumption of CTDE that

the centralised critic can access the complete, raw state and action information of all agents during
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training directly conflicts with the privacy and data sovereignty requirements of the domain. An EV
owner, for example, would be unwilling to share their precise location, battery data, and intended
actions even for an "offline" training process controlled by a third party. This creates a methodolog-
ical impasse: system designers are forced to either abandon the high-performance coordination of
CTDE in favour of less effective, fully decentralised learning methods, or violate the privacy princi-
ples that are essential for user participation. This conflict necessitates a novel adaptation of the CTDE
framework, one that can provide the critic with the necessary global context without violating privacy.

Resolving this impasse is a core contribution of this thesis.

2.4 Application Domain: Smart Energy Grids

This thesis validates the proposed Digital Twin framework within the domain of Smart Energy Grids.
This domain is selected because it represents a prime example of a Large Complex System, charac-

terised by distributed assets, high volatility, and a critical need for privacy-preserving coordination.

2.4.1 Overview of Smart Energy Grids

A Smart Grid is an electricity network that utilises digital Information and Communication Technol-
ogy (ICT) to monitor and manage the transport of electricity from all generation sources to meet the
varying electricity demands of end-users [80, 56]. Unlike traditional power grids, which generally fa-
cilitate a one-way flow of electricity and information from central power plants to consumers, Smart

Grids enable a bidirectional flow of both energy and data [137].

This bidirectional capability allows for the integration of renewable energy sources, automated main-
tenance, and real-time demand response. However, it also introduces significant complexity, as the
grid must now coordinate millions of active endpoints rather than a few dozen central generators. This

complexity, combined with the involvement of private asset owners, makes the Smart Grid the ideal
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Figure 2.5: A typical Smart Grid architecture showing bidirectional energy and data flows.

application domain to test solutions for the Privacy-Coordination Paradox.

2.4.2 Virtual Power Plants

A key operational model within the Smart Grid is the Virtual Power Plant (VPP). A VPP is a cloud-
based distributed power plant that aggregates the capacities of heterogeneous Distributed Energy Re-
sources (DERs), such as rooftop solar panels, wind turbines, and battery storage systems, for the
purposes of enhancing power generation, trading energy, and ensuring grid reliability [102]. By co-
ordinating these geographically dispersed assets, a VPP can function as a single, dispatchable power
plant. This allows small-scale producers to participate in energy markets that were previously acces-

sible only to large utility companies.

Critical Analysis: The VPP model is a direct manifestation of the "Privacy-Coordination Paradox".
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The VPP operator requires reliable, predictable power (coordination), which implies a need for vis-
ibility into the state of each asset. However, the asset owners (e.g., homeowners with solar panels)
require autonomy and privacy over their resources. This tension between the operator’s need for
global optimisation and the owner’s right to local control makes the VPP a perfect microcosm for the

central problem this thesis aims to solve.

2.4.3 Vehicle-to-Grid Technology

V2G technology represents a specific and highly dynamic subset of the VPP concept. V2G describes
a system in which plug-in EVs communicate with the power grid to sell demand response services by

either returning electricity to the grid or by throttling their charging rate [119].

In a V2G network, EVs are transformed from passive energy consumers into active, mobile energy
storage units, as illustrated in Figure 2.6. They can be scheduled to charge during low-demand "val-
ley" times (e.g., overnight) and discharge stored energy back to the grid during high-demand "peak"
times. This capability provides essential grid services such as peak shaving, load leveling, and fre-
quency regulation. However, V2G presents a unique coordination challenge: it involves managing
thousands of autonomous agents (EV owners) who have unpredictable mobility patterns and strict pri-
vacy requirements regarding their location and usage habits. This thesis utilises V2G as the primary

use case to demonstrate the effectiveness of privacy-preserving, intelligent Digital Twin coordination.

Critical Analysis: If the VPP is a microcosm of the coordination problem, then V2G is its most
extreme and challenging manifestation. The assets are not only decentralised but also mobile, and
the owners are not commercial entities but private citizens, making privacy concerns paramount. The
high stochasticity of user behaviour and mobility pushes traditional control models to their breaking
point. Therefore, V2G is not just a convenient application domain; it is the ideal "stress test" for
any proposed decentralised coordination framework. A solution that is robust, private, and scalable

enough for V2G is likely to be generalisable to a wide range of other LCSs.
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Figure 2.6: An example of a V2G system, where electric vehicles interact with the grid for bidirec-
tional energy flow.
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2.4.4 Technical Requirements and Domain Suitability

The selection of Smart Energy Grids, and the V2G paradigm in particular, as the primary application
domain is not merely due to its industrial relevance. It is chosen because it embodies a hierarchy of
challenges that serve as a rigorous "stress test" for any decentralised coordination framework. These
challenges span from fundamental data governance constraints to socio-technical incentive problems
and complex environmental dynamics, making it the ideal testbed for the framework proposed in this

thesis.

The Criticality of Data Sovereignty

Smart energy data is uniquely sensitive because it acts as a high-resolution proxy for human activity.
Inferences regarding a household’s occupancy, a driver’s daily commute, and even socioeconomic sta-
tus can be derived from granular energy consumption and discharge profiles. In a multi-stakeholder
environment involving private citizens, commercial fleet operators, and utility providers, the man-
date for Data Sovereignty is not just a preference but a legal and social requirement (e.g., GDPR
compliance) [46]. This domain, therefore, provides a realistic environment to validate the "Privacy-
Coordination Paradox," as any successful solution must achieve system-wide stability without the

luxury of raw data aggregation.

The Socio-Technical '"'Incentive Gap"

Smart Grids represent a complex socio-technical system where global objectives (e.g., frequency
regulation and peak shaving) are often at odds with the local utilities of individual agents (e.g., max-
imizing battery longevity or ensuring a full charge for a morning commute) [99]. This creates an
"Incentive Gap." A centralised controller might optimise for the grid at the expense of the individual,
leading to a lack of participant "willingness to cooperate." By utilizing this domain, this research can

demonstrate how decentralised Digital Twins can bridge this gap through a "Trust-Based" mecha-
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nism, aligning individual self-interest with the collective good through intelligent, privacy-preserving

negotiation.

Stochasticity and High-Frequency Dynamics

Finally, beyond the socio-technical constraints, the environment itself is highly dynamic. Unlike
traditional industrial systems that operate under relatively stable set-points, the modern Smart Grid
is subject to extreme stochasticity. This volatility is driven by the intermittency of renewable en-
ergy sources and the unpredictable behavioral patterns of human participants. In a V2G context,
an agent’s availability is governed by mobility needs that are often decoupled from the grid’s state.
Consequently, any coordination framework must be capable of managing a dynamic topology where
nodes (EVs) join and leave the network asynchronously. This necessitates a move away from static,

centralised optimisation models toward the adaptive, real-time learning capabilities of MARL.

2.5 Summary

This chapter has established the foundational knowledge required for this thesis. It defined the prob-
lem of Large Complex Systems and the need for decentralised modeling. It presented Digital Twins
as the core enabling technology, distinguishing between centralised and decentralised network archi-
tectures. It introduced Multi-Agent Reinforcement Learning and the Centralised Training with
Decentralised Execution paradigm as the method for enabling intelligent coordination. Finally, it

described the Smart Grid and V2G domains as the testing ground for these concepts.

With these foundations established, the next chapter will critically review the existing literature to
identify why current state-of-the-art solutions fall short in enabling secure, intelligent coordination

within these decentralised environments.
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Chapter 3

Literature Review

3.1 Introduction

This chapter establishes the academic context for the thesis by critically reviewing literature across
three intersecting domains: Digital Twin architectures, collaborative frameworks for distributed sys-
tems, and intelligent coordination methodologies. While the concept of the Digital Twin has matured
significantly, its application to Large Complex Systems such as Smart Cities and national Energy
Grids remains hindered by a fundamental conflict between coordination and privacy. The review
aims to identify the specific gaps that necessitate the development of the decentralised, trust-based,

and intelligent framework proposed in this thesis.
To provide a comprehensive analysis, the chapter is structured as follows:

* Section 3.2 critically evaluates the dominant centralised Digital Twin paradigm, highlighting
its inherent limitations in scalability, latency, and privacy when applied to multi-owner Large

Complex Systems.

* Section 3.3 reviews emerging decentralised alternatives, including edge-based architectures
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[120], Federated Learning [113], and peer-to-peer frameworks [110]. It critically analyses the
specific limitations of each approach, from the coordination gap in architectural solutions to the

methodological mismatch of statistical learning paradigms.

* Section 3.4 explores the challenge of "Soft Trust" and reputation in decentralised networks [68],
distinguishing behavioural reliability from cryptographic security and critiquing the limitations

of existing reputation models for Digital Twin data.

* Section 3.5 reviews state-of-the-art methodologies for coordinating V2G systems [118], fo-
cusing on both conventional optimisation techniques and Multi-Agent Reinforcement Learning

[19]. It critiques the privacy assumptions underlying these methods.

* Section 3.6 synthesises the findings from the preceding sections to precisely define the research

gap addressed by this thesis.

Ultimately, this analysis identifies the specific research gap: the lack of a unified framework that

enables privacy-preserving, trusted, and intelligent coordination among decentralised agents.

3.2 Limitations of Centralised Digital Twin Architectures

The deployment architecture of a Digital Twin significantly influences its capability to manage Large

Complex Systems.

The Dominant Paradigm: The traditional and most prevalent deployment model for Digital Twins
follows a centralised, tree-like hierarchy [110]. This paradigm, rooted in early NASA missions and the
initial wave of Industry 4.0, conceptualises the Digital Twin as a "Single Source of Truth" residing in a
high-performance computing environment. In this architecture, data from physical assets is gathered
and transmitted to a central platform,btypically a cloud cluster such as AWS IoT TwinMaker [6] or

Microsoft Azure Digital Twins [86] that hosts the core components, including high-fidelity models,
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historical databases, and simulation engines [4].

This paradigm simplifies management for single-owner systems by providing a unified point of con-
trol and aggregation, facilitating global state monitoring and complex cross-asset analytics. By con-
solidating all telemetry into a monolithic data lake, the central authority can perform exhaustive opti-
misations that are theoretically optimal for the entire system. However, while this approach is effec-
tive for closed environments like a single manufacturing plant under a single administrative domain,
it introduces two prohibitive limitations for Large Complex Systems involving multiple stakeholders

and geographically dispersed assets.

Scalability and Latency Constraints: For Large Complex Systems such as smart cities or national
power grids, this centralised approach faces severe scalability bottlenecks. As noted by Cakir et al.
[20], transmitting high-fidelity real-time data such as video streams or millisecond-level sensor read-
ings from thousands of edge assets (e.g., EVs, smart meters) to a central server creates prohibitive
bandwidth requirements that scale linearly or even exponentially. In scenarios like smart urban logis-
tics, aggregating all raw data from a city-scale fleet for real-time analytics often becomes computa-
tionally and communicationally non-viable [60]. Furthermore, the round-trip latency inherent in this
architecture such as sending data to the cloud, processing it, and returning a control signal, often ex-
ceeds the strict millisecond-level constraints required for critical tasks like grid frequency regulation
or autonomous vehicle control [93]. Consequently, centralised architectures effectively act as a bot-
tleneck for real-time responsiveness and introduce a critical single point of failure for infrastructure

management.

Privacy and Security Vulnerabilities: The most significant limitation is the assumption of a single
data owner. In multi-stakeholder environments like urban logistics or V2G networks, data is dispersed
among distinct entities such as private vehicle owners, fleet operators, and grid utilities who are often
legally or commercially restricted from sharing raw data [67, 135]. Centralised architectures, which

demand the surrender of sensitive operational data (e.g., driving patterns, location history) to a central
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authority, fundamentally conflict with these constraints [17]. This requirement not only creates a
"privacy barrier" that disincentivises participation and risks violating regulations such as GDPR [38],
but also establishes a single point of failure and a high-value target for cyberattacks, making such

implementations impractical for broad public services.

3.3 State of the Art in Collaborative Digital Twin Frameworks

To address the limitations of centralised architectures, recent research has explored various method-
ologies for enabling collaboration among distributed Digital Twins. These approaches generally fall
into three categories: decentralised architectural patterns, federated learning integration, and peer-to-
peer interaction frameworks. Each subsection will conclude with a critical analysis of the limitations

of the reviewed approaches, systematically building the case for the contributions of this thesis.

3.3.1 Decentralised and Edge-Based Architectures

In response to scalability challenges, research has diverged into two main streams of decentralisa-
tion: the distribution of data and the distribution of simulation or instruction logic. Regarding data
distribution, methods focus on managing dispersed resources to create a cohesive information layer.
For instance, Moshrefzadeh et al. [90] introduced the concept of a "Distributed Digital Twin" in the
agricultural landscape. Their approach handles resources from different stakeholders by integrating
information from physical assets using a metadata model. While effective for data availability, this
relies on a service-oriented architecture that focuses more on information access than on autonomous

local simulation.

Conversely, regarding simulation and instruction distribution, recent paradigms emphasise dis-
tributing the computational logic and decision-making capabilities. Vergara et al. [130] and Vergara

et al. [131] proposed the "Federated Digital Twin" framework, which enables the interconnection of
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fully autonomous DTs in virtual space. This moves beyond simple data sharing to facilitate valid
global decision-making through purely peer-to-peer interactions. Hierarchical approaches also fall
into this category; Villalonga et al. [133] designed a framework where local DTs execute local control

decisions while aggregating insights to a global DT for high-level scheduling.

Building on this distributed logic, Infante et al. [48] introduced the OpenTwins platform, redefining
the architecture to be lightweight and synchronised across diverse infrastructures, including ARM-
based Internet of Things (IoT) devices. Similarly, Costantini et al. [24] proposed the IoTwins plat-
form, which employs a hybrid model integrating edge and cloud computing to feed Al services,

demonstrating how distributed platforms can leverage heterogeneous resources.

To address the challenge of integrating heterogeneous and physically separated twins, several frame-
works propose an ecosystem approach. Yu et al. [145] introduced the Internet of Federated Digital
Twins (IoFDT), a hierarchical architecture bridging cyber and physical spaces through horizontal
and vertical interactions. This concept is echoed by Liu et al. [77] with the Internet of DT (IoDT),
which focuses on collaborative resource sharing and integrates advanced communication technologies
like 5G/6G. Moving towards web standards, Ricci et al. [107] proposed the "Web of Digital Twins"
(WoDT), an open ecosystem for connected twins independent of specific domains. Giulianelli et al.
[34] extended this with the HWoDT framework, providing a toolchain based on web standards to de-
velop ecosystems of heterogeneous assets. Some architectural approaches explicitly leverage learning
paradigms to facilitate this distribution; for example, San et al. [111] utilised federated learning as the
basis for a Decentralised Digital Twin (DDT) framework, enabling cooperative model learning with-
out exposing client-specific data. While these models improve scalability by offloading computation,
hierarchical versions often retain a dependency on a global coordinator, which may be a bottleneck in

fully decentralised environments.

A distinct subset of this decentralised paradigm involves Edge Digital Twins, where the digital replica

resides directly on the edge computing infrastructure or the physical device itself. Picone et al. [100]
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presented the Edge Digital Twins (EDT) model, enabling lightweight replication on devices to support
autonomous collaboration. By co-locating data processing with the asset, these architectures reduce
control loop latency. This is particularly critical in time-sensitive domains; Kondo et al. [66] proposed
a Local Digital Twin (LDT) architecture for manufacturing that meets strict timing constraints by
processing at the edge, while maintaining a link to a Global DT for oversight. Similarly, in the
automotive domain, El Azzaoui et al. [30] developed a digital twin framework on the intelligent edge
for Internet of Vehicle (IoV) systems, optimizing communication and reducing the carbon footprint

by offloading computation.

From a data perspective, this edge-centric approach inherently preserves privacy, as raw sensor streams
such as high-frequency voltage readings or driver behaviour logs are processed locally, with only ag-
gregated insights or specific events transmitted to the wider network [120]. However, this introduces a
trade-off between the fidelity of the simulation and the available computational resources at the edge,

necessitating lightweight modelling techniques or hybrid cloud-edge orchestration.

Critical Analysis: While decentralised and edge architectures successfully address the scalability and
privacy failures of centralised models, they primarily solve the architectural problem of infrastruc-
ture and the interoperability problem of data exchange. Frameworks like the Web of Digital Twins or
IoFDT provide the necessary "pipes" and standard languages for agents to communicate, but they do
not inherently solve the coordination problem. By distributing intelligence to the edge, these archi-
tectures risk creating "information silos" where agents have a perfect view of their local state but lack
the global context required for system-wide optimisation. Furthermore, many proposed hierarchical
solutions still rely on a global coordinator for high-level decision-making, reintroducing potential bot-
tlenecks. There remains a significant gap in the "intelligence" required for fully decentralised agents

to learn how to align their actions effectively without reverting to centralised control.
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3.3.2 Federated Learning Approaches

Federated Learning (FL) has emerged as a pivotal technology for facilitating collaboration among
Digital Twins while rigorously enforcing data privacy. In this paradigm, individual DTs train machine
learning models locally on their specific operational data such as user behaviour or private sensor
logs and share only the model updates (gradients or weights) with a central server or peer network.
This mechanism ensures that sensitive raw data never leaves the local environment, adhering to strict
privacy regulations [83, 97]. Furthermore, FL empowers individual DTs with collective intelligence;
by aggregating insights from a vast network of peers, a local DT can enhance its own decision-
making capabilities, improving predictive maintenance or anomaly detection by leveraging a global

knowledge base that would be impossible to construct in isolation [111].

The versatility of FL in enhancing Digital Twins has been demonstrated across diverse domains. In
the context of smart cities, Ramu et al. [104] surveyed the integration of FL with DTs, highlighting its
capacity to ensure trustworthiness and privacy in life-critical urban applications such as transportation
and environmental management. This utility extends to industrial settings; Padmavathi et al. [96]
proposed a method combining Edge Al and FL for smart factories, achieving significant reductions
in latency (35%) and cloud usage (28%) by enabling edge devices to learn collaboratively without

exposing proprietary production data.

In domains where data sensitivity is paramount, such as healthcare, FL serves as a critical enabler.
Nagaraj et al. [92] identified FL as a unique solution for clinical Digital Twins, allowing for the scaling
of precise medical models without compromising patient confidentiality. Similarly, Hemdan and
Sayed [41] demonstrated the practical application of this synergy for neurological disorder detection,

using FL to classify EEG signals within a secure, blockchain-enhanced framework.

The paradigm is also particularly relevant for dynamic, mobile networks. Khan et al. [63] outlined

an architecture for FL-enabled Digital Twins in vehicular networks, facilitating resource management
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and infotainment services while preserving user privacy. Addressing the complexity of coordina-
tion in such networks, Sun et al. [114] explored air-ground networks where drone-based DTs act as
aggregators, employing game-theoretic incentive schemes to reconcile the conflict between privacy

protection and the need for collaborative data training.

However, despite these advantages, a critical limitation of FL in the context of Digital Twins is the
opaque nature of the resulting models. FL typically produces "black-box" deep neural networks
which, while effective for pattern recognition and prediction, lack the inherent interpretability of
physics-based or logic-based simulations [150]. This opacity poses a significant challenge for indus-
trial decision support: while an FL-based DT might predict that a failure will occur, it often cannot
explain why, nor can it reliably support the sophisticated "what-if" simulations required to test po-
tential interventions. Consequently, relying solely on FL can decouple the DT from its mechanistic

roots, reducing it to a statistical estimator rather than a transparent simulation tool.

Critical Analysis: Beyond the interpretability challenges, FL presents distinct architectural and se-
curity hurdles for decentralised DTs. Although it avoids raw data transfer, the transmission of high-
dimensional model gradients incurs substantial communication overhead, which can be prohibitive
for resource-constrained edge devices operating over bandwidth-limited networks [57]. Moreover,
the privacy guarantee is not absolute; shared gradients remain vulnerable to "model inversion" at-
tacks, potentially allowing adversaries to reconstruct sensitive training samples [154]. Most critically,
FL is fundamentally a technique for distributed training, not distributed coordination. It enables
agents to learn a shared predictive model, but it does not provide the mechanisms for autonomous
agents to negotiate, align their physical actions, or resolve conflicts in real-time. It solves the learning

problem, but leaves the actuation and coordination gap unaddressed.
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3.3.3 Peer-to-Peer Interaction Frameworks

Peer-to-Peer (P2P) technologies have been extensively explored to establish trust and facilitate direct
interaction in decentralised collaboration. A significant portion of this research focuses on blockchain
technology. Sahal et al. [109] proposed a blockchain-based framework for decentralised epidemic
alerting, enabling DTs to share historical data securely. Similarly, Garcia-Valls and Chirivella-Ciruelos
[33] introduced CoTwin, utilizing blockchain to create an immutable storage space for collaborative
model training. In the industrial domain, Tao et al. [122] and Li et al. [71] proposed blockchain-
enhanced mechanisms to manage distributed manufacturing resources and address interaction gaps.
Putz et al. [103] extended this with the entire value chain with EtherTwin, a decentralised application

for secure information management.

Beyond basic data sharing, blockchain has been applied to specific governance challenges. Redeker et
al. [106] presented a platform for Industry 4.0 that combines blockchain with distributed file systems
to collaboratively enrich Asset Administration Shells while ensuring data sovereignty. Addressing
intellectual property, Li et al. [72] proposed a schema for preserving DT copyrights in social man-
ufacturing networks. Furthermore, a recent survey by Li et al. [69] highlighted the potential of P2P
payment channels, such as the lightning network, to support micro-transactions for real-time data

queries between twins.

While blockchain focuses on the ledger, other frameworks emphasise the communication layer itself.
Li et al. [70] explored the concept of a DTN where virtual agents spontaneously discover and ex-
change information using P2P protocols, independent of the underlying physical infrastructure. To
handle information dissemination in these massive-scale, volatile systems, gossip protocols offer a
lightweight alternative to heavy consensus mechanisms. Kempe et al. [62] established the foundation
for using gossip protocols to compute aggregate functions like sums and averages with exponential
convergence speed. Recent applications have adapted this for advanced tasks; Husnoo et al. [47]

utilised Random Walk gossip protocols to decentralise FL. for anomaly detection in power systems,
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effectively removing the central aggregator. Similarly, Azimi and Sajedi [10] employed the gossip-
based VICINITY protocol to facilitate distributed data clustering, allowing nodes to build summary

models of the global dataset through local exchanges.

Critical Analysis: The landscape of P2P interaction frameworks reveals a dichotomy between secu-
rity and agility. Blockchain-based solutions offer robust transactional integrity and auditability, effec-
tively solving the "trust" problem for historical data. However, they are ill-suited for behavioural co-
ordination in real-time systems; the latency and throughput bottlenecks inherent in consensus mech-
anisms render them impractical for high-frequency control loops. Conversely, lightweight protocols
like gossip enable scalable information dissemination but typically operate at the level of raw data ag-
gregation or simple state synchronisation. They lack the semantic structure to support the negotiation
of complex future intentions. Ultimately, while these technologies provide the necessary connectivity
"pipes" and "ledgers," they do not inherently enable agents to align their future actions intelligently
without exposing sensitive internal states. They provide a "system of record" or a "system of trans-

port," but not a "system of coordination."

3.4 Trust and Reputation in Decentralised Networks

As Digital Twin networks transition from closed, enterprise-controlled environments to open, multi-
stakeholder ecosystems, the assumption of good intentions among participating agents becomes in-
valid. In a decentralised V2G network, agents are owned by self-interested individuals who may have
incentives to manipulate information, for example, reporting a lower State of Charge (SoC) to receive
prioritised charging. Consequently, establishing a "soft trust" layer is as critical as the "hard security"

provided by encryption.
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3.4.1 The Distinction Between Security and Trust

It is imperative to distinguish between "Hard Security" and "Soft Trust." Existing literature in In-
dustrial IoT largely focuses on the former, employing cryptographic mechanisms such as Public Key
Infrastructure (PKI) and Elliptic Curve Cryptography (ECC) to ensure authentication and data in-
tegrity. However, these mechanisms only verify the identity of the sender and the technical integrity

of the transport; they do not verify the veracity of the information content itself.

The theoretical underpinnings of this distinction are well-established. Momani and Challa [89] em-
phasised that while often conflated in network domains, security and trust are distinct; security fo-
cuses on protection against threats often via heavy overheads, whereas trust deals with the reliability
of interactions. Jensen [50] further articulated this by classifying trust as a "soft" security property,
warning that "hard" security mechanisms which rely on implicit trust assumptions are prone to failure

if that trust is misplaced.

Historically, the concept of trust in computer science emerged from security research. Artz and Gil
[9] observed that early approaches treated trust as a derivative of "hard security," established through
authentication and access control policies. Blaze et al. [16] advanced this by proposing "Trust Man-
agement" engines that move away from simple identity resolution towards a unified policy approach,

where authorisation is granted based on verified credentials and privileges rather than just identity.

In this thesis, Soft Trust is defined as the quantifiable measure of an agent’s behavioral reliability
[50]. A digitally signed message stating "I have 50kWh available" is cryptographically secure (Hard
Security) but functionally unreliable (Soft Trust) if the physical battery is actually empty due to a sen-
sor fault or model drift. This research addresses the challenge of evaluating the trustworthiness of the

content in the face of such uncertainty, moving beyond identity verification to behavioral verification.
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3.4.2 Reputation Management in Decentralised Systems

To manage this uncertainty, a common approach in decentralised systems is the use of reputation sys-
tems, which aggregate historical interactions to predict future behaviour [54]. These systems range
from centralised models, such as eBay’s feedback score, to fully decentralised algorithms like Eigen-
Trust, which was designed for P2P file-sharing networks [59]. Many of these systems are probabilis-
tic, using models like the Beta Reputation System to represent trust as a probability distribution based

on past positive and negative interactions [53].

Building on these foundations, Xiong and Liu [139] introduced PeerTrust, a framework that quantifies
trustworthiness based on transaction feedback and community context. However, these systems are
susceptible to manipulation. Hoffman et al. [42] and Swamynathan et al. [117] extensively surveyed
vulnerabilities such as collusion and the use of short-lived identities to whitewash bad reputations.
Furthermore, Hasan [40] highlighted that privacy concerns often deter users from providing truthful

negative feedback, undermining the system’s accuracy.

In the context of IoT and edge computing, recent research has integrated advanced technologies to
address these limitations. Ullah et al. [126] proposed the DeepTrust framework, leveraging deep
learning to identify trustworthy devices with significantly higher precision than conventional models.
Blockchain technology has also been widely adopted to ensure the integrity of reputation data; Battah
et al. [14] utilised smart contracts for a reward-penalty scheme, while Meimin Wang [85] developed
a multi-level reputation evaluation for the Internet of Everything. Addressing the resource constraints
of industrial edge devices, Ud Din et al. [124] introduced LightTrust, which employs a centralised

trust agent to manage certificates, reducing the computational burden on individual nodes.

A persistent challenge in these systems is handling dynamic behaviour, where an agent’s reliability
changes over time. Gomez Marmol and Martinez Pérez [39] demonstrated that static models like

EigenTrust degrade in performance under dynamic network topologies. Addressing this, Player and
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Griffiths [101] proposed the RaPTaR method, which outperforms static sliding-window techniques in

tracking agents with fluctuating behaviour patterns.

Critical Analysis: While existing reputation systems effectively manage trust in service-oriented or
social networks, they exhibit fundamental limitations when applied to DTs. First, there is a data mis-
match: most models are designed for discrete, binary feedback (e.g., success/failure), rendering them
incompatible with the continuous, high-dimensional data streams inherent to physical simulations.
Second, they typically rely on subjective consensus, aggregating peer opinions which are vulnerable
to collusion. This ignores the unique advantage of DTs: the availability of objective physical ground
truth. Finally, these models often fail to distinguish between malicious intent and non-malicious in-
competence (e.g., sensor drift), a critical distinction for maintaining system stability without unfairly
penalising faulty but honest nodes. Consequently, a bespoke trust mechanism is required that anchors

reputation in physical reality rather than social consensus.

3.5 A Critical Review of V2G Coordination Methodologies

The challenge of coordinating large-scale V2G systems has been approached through various method-

ologies, ranging from classical mathematical optimisation to advanced data-driven learning.

3.5.1 Conventional Optimisation Methods

A significant body of work has applied game theory and mathematical optimisation to V2G coor-
dination. Game theoretic approaches have been widely explored to model the dynamic interactions
between stakeholders. Marousi and Charitopoulos [81] surveyed the transition from centralised to
decentralised decision-making in energy systems, highlighting the utility of game theory in capturing
multi-stakeholder dynamics. Specific implementations include Zhang et al. [151], who formulated the

problem as a mean field game to propose a distributed control algorithm based on equilibrium strate-
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gies, and Zhou et al. [153], who presented an aggregative game framework to model the decision-

making of heterogeneous EVs.

Beyond game theory, classical optimisation remains a common tool. Yoon et al. [143] formulated
charging coordination as an integer linear programming problem. To address the intermittency of
renewable energy, Nguyen et al. [94] proposed a control strategy using optimisation to coordinate
both charging and discharging. However, these methods often struggle with uncertainty. Chai et
al. [22] introduced a two-stage optimisation method combining day-ahead planning with real-time
adjustment, while Anastasiadis et al. [7] developed a stochastic multiobjective economic dispatch
model that incorporates penalties for the stochastic behaviour of wind power and V2G stations. Lotfi
et al. [78] further proposed a robust optimal coordinated charging model based on linear programming

to handle market uncertainties.

Critical Analysis: Conventional optimisation methods suffer from three primary limitations. First,
they are brittle; their performance is highly dependent on the accuracy of a pre-defined system model,
which is often a simplified representation of reality and cannot capture the full non-linear dynamics of
an LCS. Second, they are static; they solve for an optimal policy based on a fixed model and cannot
adapt online to changes in the environment or user behaviour without manual re-engineering. Finally,
many of these methods, particularly those involving integer programming or exhaustive search, are
computationally intractable at the scale of thousands or millions of agents, limiting their real-world

applicability.

3.5.2 Multi-Agent Reinforcement Learning

To overcome the limitations of static models, Multi-Agent Reinforcement Learning (MARL) has
gained prominence. MARL enables agents to learn complex policies through trial-and-error interac-
tion, making it highly suitable for dynamic environments. Foundational algorithms such as QMIX

[105] and MAPPO [144] have demonstrated that decentralised policies can be trained effectively in
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complex multi-agent settings, providing a strong baseline for cooperative tasks.

In the context of Smart Grids, MARL has been extensively applied to various control problems, as
reviewed by Li et al. [73] and Al-Saadi et al. [2]. For grid stability, Yan and Xu [140] utilised Multi-
Agent Deep Deterministic Policy Gradient (MADDPG) for load frequency control, effectively min-
imising control errors against stochastic frequency variations. Similarly, Hu et al. [43] proposed an
experience-augmented multi-agent actor-critic algorithm for voltage control, coordinating solar and
storage systems to mitigate fluctuations. Addressing resilience, Kamruzzaman et al. [58] developed a
hybrid soft actor-critic algorithm to plan the deployment of shunts, enhancing the system’s ability to

withstand line outages.

Specific to V2G and EV coordination, Park and Moon [98] applied MADDPG and COMA algorithms
to schedule charging for multiple vehicles, demonstrating the suitability of decentralised execution for
real-time requirements. Beyond physical control, MARL is also used for market-based coordination.
Roesch et al. [108] demonstrated that MARL-based control of industrial sites outperforms rule-based
strategies in optimising energy demand and supply. Aladdin et al. [3] developed MARLA-SG for
efficient demand response, achieving significant cost reductions. Furthermore, Fang et al. [31] applied
a Multi-Agent Deep Q-Network (MADQN) to generate real-time market decisions in microgrids,
while Barth et al. [13] investigated distributed learning algorithms to achieve Nash equilibria for

energy independence.

A dominant paradigm in this field is Centralised Training with Decentralised Execution (CTDE).
Methods like MADDPG[79] utilise a centralised critic to observe joint actions and provide stable
learning signals to decentralised actors. Other approaches focus on value decomposition, such as
Value-Decomposition Network (VDN)[115], which factorises a team’s joint value function into agent-
wise components to solve the credit assignment problem. Additionally, techniques like Reinforced
Inter-Agent Learning (RIAL) and Differentiable Inter-Agent Learning (DIAL) [32] allow agents to

learn explicit coordination by passing gradients through a differentiable communication channel.
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Critical Analysis: While MARL offers a robust framework for dynamic coordination, its application
to critical infrastructure is constrained by three fundamental challenges. First, deep reinforcement
learning is notoriously sample inefficient, often requiring millions of interactions to converge, which
necessitates high-fidelity simulation environments that may not always be available. Second, the non-
stationarity inherent in multi-agent learning where the environment changes as other agents learn can
lead to unstable convergence and unpredictable emergent behaviours. Finally, and most significantly
for this research, the reliance on centralised training mechanisms (as seen in CTDE) creates a pri-
vacy bottleneck. The requirement to aggregate global state information during training conflicts with
the data sovereignty of autonomous agents, a specific architectural tension that is examined in the

following section.

3.5.3 The Privacy-Coordination Gap in MARL

Despite the power of MARL, a fundamental conflict exists when applying it to privacy-sensitive DT
networks. State-of-the-art algorithms like MADDPG typically assume that the centralised critic has
direct access to a centralised database containing the raw state and action information of all agents

[79].

To illustrate this with a concrete example, consider a grid operator using MADDPG to train a V2G
coordination policy. To update its centralised critic, the algorithm requires a replay buffer containing
tuples of the global state and joint action (s,a). For a single EV agent, its contribution to this tuple
would include its private local state (e.g., current battery SoC, precise location, intended departure
time) and its chosen action (charging rate). This means that every participating EV owner would be
required to continuously stream their private data to the operator’s central server. Such a requirement
is untenable; it reveals sensitive lifestyle patterns, such as when a user is home or at work, and creates
a massive repository of private data that is a prime target for misuse or attack. This architectural

requirement of standard CTDE creates a direct and irreconcilable conflict with the data sovereignty
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principles essential for public participation.

Recent literature has attempted to reconcile this conflict through various privacy-preserving mech-
anisms, primarily categorized into Federated Reinforcement Learning, cryptographic methods, and
differential privacy. However, each approach introduces significant trade-offs that limit their applica-

bility to real-time, high-fidelity DT coordination.

Cheruiyot et al. [23] and Yang et al. [141] explore Federated Reinforcement Learning (FRL), where
agents collaboratively train a model by sharing gradients rather than raw data. While this protects
local observations, it focuses on learning shared policy parameters rather than coordinating specific
real-time actions. Furthermore, as noted in Section 3.3.2, these methods often result in opaque models

that lack the explainability required for critical infrastructure.

To enable secure value decomposition, several studies have applied cryptographic techniques. Mukher-
jee et al. [91] proposed a Secure Multi-Party Computation (MPC) framework for MARL in supply
chains. Similarly, Gohari et al. [35] introduced Privacy-Engineered Value Decomposition Networks
(PE-VDN) using MPC and differential privacy, while Yuan et al. [146] employed homomorphic en-
cryption to protect critic updates. However, these cryptographic operations introduce significant com-
putational overhead. Mukherjee et al. [91] explicitly notes the "programmatic intractability" of im-
plementing policy gradients with such heavy protocols, making them ill-suited for the high-frequency

control loops of energy grids.

Another stream of research focuses on obfuscating data. Zhao et al. [152] proposed the Differen-
tially Private Multi-Agent Communication (DPMAC) algorithm, which adds noise to communication
channels. Lin et al. [75] quantified the trade-off inherent in this approach: increasing privacy protec-
tion (noise) directly degrades the convergence and utility of the learned policy. Alternatively, Ahmed
and Ghasemi [1] and Ye et al. [142] proposed restricting the fype of information shared, such as ex-
changing only trajectory rankings or embedded representations rather than raw states. While these

methods reduce data leakage, they often limit the richness of the coordination signal, preventing the
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sophisticated "what-if" negotiation that DTs are capable of.

Critical Analysis: Current approaches to privacy-preserving MARL present a "trilemma" between
performance, privacy, and computational feasibility. Cryptographic methods like MPC provide
strong privacy but are computationally prohibitive for real-time control loops. Differential privacy
offers a tunable trade-off but inherently degrades the utility of the learned policy by injecting noise.
Federated Learning addresses data locality but fails to support the granular, action-level coordination
required for physical systems. Consequently, a significant gap remains for a framework that can
leverage the specific capabilities of DTs, namely simulation, to generate high-fidelity coordination

signals that are both privacy-preserving and computationally efficient.

3.6 Synthesis and Identification of the Research Gap

To synthesise the analysis presented in the preceding sections, Table 3.1 provides a comparative sum-
mary of the reviewed approaches, highlighting their architectural characteristics, privacy mechanisms,

and specific limitations in the context of DT coordination.

The review of the state-of-the-art reveals a significant three-way disconnection at the intersection of
DT architectures, collaborative frameworks, and intelligent control methodologies. This observation
is supported by recent comprehensive surveys; for instance, Sai et al. [110] explicitly identify the
development of secure, privacy-preserving coordination mechanisms as a critical open challenge for

the next generation of Digital Twin Networks.

1. Architectural Gap: While decentralised DT architectures effectively address the scalability
and privacy limitations of centralised systems, they currently lack the mechanisms for sophis-
ticated, learning-based coordination. Existing decentralised frameworks often rely on static
rule-based logic or manual consensus, failing to capture the emergent optimisation capabilities

of centralised counterparts.
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Table 3.1: Comparison of State-of-the-Art Approaches in Digital Twin Coordination.

. Privacy Coordination . oo
Approach Architecture Mechanism Method Primary Limitation
Centralised DTs Cloud- None (Raw Data Global Privacy violation &
[4, 20] Centric Aggregation) Optimisation Single point of failure.
Federated Edge / . . Shared Model Opaque "black-box
Learning [111, L Gradient Sharing . models; lacks real-time
Distributed Training . ..
113, 104] action coordination.
High latency;
Blockchain / . Cryptography / Smart Contracts / computationally
P2P [109, 33, 70] Decentralised Ledger Consensus expensive for real-time
control.
Con-vellltm}lal Centralised or Mathematical Brittle; relies on .statlc
Optimisation Distributed Model-based Prosrammin models; computationally
[151, 153, 143] & & heavy.
Standard . . . Privacy violation
MARL (CTDE) C;?giliﬁed None gﬁgahsed Lear‘gﬁ;"hcy (requires global state
[79, 105, 144] & access).
Privacy- .. .
Preserving Federated or Noise Injection / Learned Policy Utﬂég}iozi;t?g;:) or
MARL [91,35, | Encrypted MPC (RL) omputatio
152] intractability.
Proposed Decentralised Decision-Level Simulation- Discussed in 7.5
Framework P2P Sharing Assisted RL e g

2. Algorithmic Gap: Conversely, state-of-the-art MARL algorithms, such as MADDPG, offer
powerful coordination capabilities but are architecturally incompatible with privacy-sensitive
deployments. They rely on the CTDE paradigm, which assumes a centralised critic has com-

plete access to the raw private states of all agents.

3. Methodological Gap: Alternative privacy-preserving collaboration methods, such as FL, typ-
ically produce opaque black-box models. These lack the explainability and simulation-based

"what-if" analysis capabilities that are fundamental to the definition and utility of a DT.

Consequently, a critical research gap exists for an integrated framework that can: (1) architecturally
support peer-to-peer collaboration without exposing raw data; (2) mechanically ensure trust in an
open environment where peers might be unreliable; and (3) algorithmically enable agents to learn

coordinated policies using only privacy-preserving, high-level information.
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3.7 Thesis Objectives and Contributions

To address the identified gaps, this thesis pursues the following specific research objectives:

* Objective 1: Design a Decentralised ''Decision-Level'' Framework. To address the Archi-
tectural Gap by designing a middleware that enables coordination without centralisation. This
objective aims to overcome the limitations of existing decentralised architectures, which lack
mechanisms for sophisticated collaboration, by implementing a protocol for sharing high-level

decisions rather than raw data.

* Objective 2: Develop a Trust Mechanism for Open Systems. To address the reliability
gap in open P2P networks. Existing reputation systems rely on subjective consensus which is
vulnerable in DTNs. This objective aims to fill this gap by developing a verification mechanism

that anchors trust in objective physical reality, ensuring robustness against unreliable peers.

* Objective 3: Propose a Privacy-Preserving MARL Algorithm. To address the Algorithmic
Gap where standard MARL violates privacy. This objective aims to resolve the conflict be-
tween CTDE requirements and data sovereignty by introducing DT-MADDPG, which utilises

a collaborative simulation model to replace the need for raw data aggregation during training.

* Objective 4: Validate via Large-Scale V2G Simulation. To address the need for empirical
validation of these novel privacy-preserving mechanisms. This objective aims to demonstrate
that the proposed framework can bridge the identified performance gap, achieving grid stability

comparable to centralised baselines while maintaining the privacy benefits of decentralisation.

3.8 Summary

This chapter has critically analysed the landscape of DTs, collaborative frameworks, and multi-agent

coordination. The review established that while the individual components for decentralised manage-
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ment exist, there is no cohesive solution that simultaneously satisfies the requirements of scalability,
privacy, and intelligent optimisation. Specifically, current architectures force a trade-off between
the privacy of decentralisation and the performance of centralised control. The literature indicates a
clear need for a new architectural paradigm that leverages the predictive capabilities of DTs to enable

trusted, decision-level collaboration.

With the research gaps identified and the objectives defined, the remainder of this thesis is dedicated
to constructing this solution. The following chapter, Chapter 4: Framework Design, addresses the
first objective by detailing the architectural design of a fully decentralised DT network that enables

privacy-preserving information exchange.
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Chapter 4

Framework Design: A Decentralised

Architecture for Digital Twin Cooperation

4.1 Introduction

The literature review in Chapter 3 highlighted a critical contrast in the management of Large Complex
Systems. On one hand, centralised Digital Twin architectures offer global optimisation but suffer
from scalability bottlenecks, single points of failure, and, most critically, privacy violations in multi-
stakeholder environments. On the other hand, existing decentralised approaches often focus on data

interoperability without providing a mechanism for intelligent, privacy-preserving collaboration.

To address these limitations, this chapter presents the design of a novel, fully decentralised Digital
Twin framework. This framework serves as the structural foundation for "Cooperation", defined in
this thesis as the capability and willingness of autonomous agents to exchange information to benefit

the collective.

The core philosophy of this design is a paradigm shift from Data-Level Integration to Decision-Level
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Cooperation. Traditional frameworks rely on the aggregation of raw sensor data (e.g., precise GPS
coordinates or user usage habits) to a central node. In contrast, the proposed framework enables
agents to process raw data locally and exchange only high-level decision information (e.g., predicted
energy demand or intended charging schedules). This approach maintains the privacy of sensitive
underlying data while still providing the network with the necessary information to achieve system-
wide objectives. The core philosophy of this design is a paradigm shift from Data-Level Integration to
Decision-Level Cooperation. Traditional frameworks rely on the aggregation of raw sensor data (e.g.,
precise GPS coordinates or user usage habits) to a central node. In contrast, the proposed framework
enables agents to process raw data locally and exchange only the Minimum Viable Information
(MVI) in the form of high-level decision information (e.g., predicted energy demand or intended
charging schedules). This approach maintains the privacy of sensitive underlying data while still

providing the network with the necessary information to achieve system-wide objectives.

This chapter is organised as follows: Section 4.2 defines the key design requirements derived from
the challenges of Vehicle-to-Grid (V2G) systems. Section 4.3 details the high-level network topology
and the internal architecture of the proposed Digital Twin nodes. Section 4.4 describes the specific
mechanism and protocols for decision-level information sharing. Section 4.7 analyses the privacy-
preservation characteristics of the design. Finally, Section 4.8 outlines the prototype implementation

used to validate the framework.

The proposed architecture forms a fully decentralised, peer-to-peer federation of autonomous DT
agents. Each agent processes sensitive data locally and collaborates by sharing only high-level, ab-
stracted ’decision information’ such as predicted power demand rather than raw sensor data. This
design ensures privacy and scalability by distributing intelligence to the network edge and minimis-
ing data transmission, forming the foundation for trusted and intelligent coordination. (Note that
while the operational execution and communication layers defined in this chapter are strictly decen-

tralised, the MARL training mechanism introduced later in Chapter 6 temporarily leverages a hybrid
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approach to construct a global model for offline learning).

4.2 Design Requirements

To overcome the limitations of centralised architectures and address the specific challenges of the
V2G application domain, the proposed DT framework is designed according to four primary require-

ments: Privacy Preservation, Scalability, Local Autonomy, and Interoperability.

4.2.1 Privacy Preservation

The primary constraint in multi-owner systems is the protection of sensitive data. In a V2G context,
raw data such as an EV’s Global Positioning System (GPS) location, the owner’s driving schedule,

and battery usage habits can reveal intimate details about a user’s life.

Requirement: The framework must ensure that raw, sensitive data remains exclusively at the local
node (the "Edge"). Information shared with the network must be abstracted to a level that prevents

the reconstruction of the user’s private state or habits by peers or malicious observers.

4.2.2 Scalability and Robustness

Large Complex Systems, such as national power grids, involve thousands to millions of interacting
components. Centralised architectures often encounter bandwidth bottlenecks and processing latency
when handling real-time data from such a vast number of endpoints. Furthermore, reliance on a

central server creates a single point of failure.

Requirement: The architecture must be fully distributed. It should support the dynamic addition or
removal of nodes without significant reconfiguration or performance degradation. The failure of any

single node (or group of nodes) must not compromise the integrity of the broader network.
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4.2.3 Local Autonomy

In a decentralised environment, agents are often self-interested and owned by different stakeholders.
A central controller cannot simply "command" a private vehicle to discharge its battery if doing so

conflicts with the owner’s immediate travel needs.

Requirement: The framework must respect the sovereignty of individual agents. Each DT must
retain the ultimate authority to make decisions based on its local objectives and constraints. "Coop-
eration" must be voluntary and driven by incentive or mutual benefit, rather than coerced by a central

algorithm.

4.2.4 Interoperability

A realistic DT network is heterogeneous; it is composed of assets from different manufacturers with
varying capacities, dynamics, and control interfaces (e.g., different brands of EVs or battery storage

systems).

Requirement: The framework must provide a standardised communication interface and protocol.
This allows heterogeneous agents to exchange decision-level information and coordinate actions re-

gardless of their underlying physical hardware or internal model structure.

4.2.5 Justification and Completeness of Requirements

The four requirements presented: Privacy Preservation, Scalability, Local Autonomy, and Interop-
erability, are asserted to be both sufficient and complete for the architectural design phase of this
framework. Their justification stems directly from the core research problem and the gaps identified

in the literature review.

Sufficiency: The requirements are considered sufficient because, when satisfied, they directly address

the fundamental "Privacy-Coordination Paradox."

56



Chapter 4. Framework Design 4.2. Design Requirements

* Privacy Preservation and Local Autonomy are direct responses to the "Willingness to Coop-
erate" challenge, ensuring that self-interested, private stakeholders have the guarantees needed

to participate.

* Scalability and Robustness address the technical failures of centralised architectures when

applied to Large Complex Systems.

* Interoperability is a pragmatic necessity for any real-world deployment, which will inevitably

involve heterogeneous assets.

Together, these four pillars form a foundation upon which a cooperative system can be built without

resorting to a centralised, privacy-invasive model.

Distinction: It is crucial to distinguish between Privacy Preservation and Local Autonomy, as they
address different facets of stakeholder sovereignty. Privacy Preservation is an information-centric
requirement, concerned with protecting an agent’s internal state from being exposed or inferred. It
answers the question: "What can others know about me?". In contrast, Local Autonomy is a control-
centric requirement, guaranteeing an agent’s right to make its own decisions based on its local ob-
jectives. It answers the question: "What can others make me do?". While related, they are not inter-
changeable. A system could preserve privacy by using encrypted commands from a central controller
(violating autonomy), or it could grant full autonomy while requiring agents to broadcast all their data
to coordinate (violating privacy). This framework mandates both, ensuring agents have sovereignty

over their data and their actions.

Completeness: While other requirements such as security against specific attacks, real-time perfor-
mance guarantees, or economic fairness are critical, they are considered second-order concerns that
build upon this architectural foundation. For instance, the reliability of information is not a primary
architectural requirement here but is addressed by the Trust Mechanism in Chapter 5. Similarly,

the optimisation of coordination is handled by the Intelligent Coordination algorithm in Chapter 6.
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Therefore, these four requirements are considered complete for the specific purpose of defining the

high-level system structure, which is the primary goal of this chapter.

4.3 High-Level System Architecture

To satisfy the requirements outlined above, the proposed framework adopts a fully decentralised, P2P
architecture. By structuring the network as a fully decentralised federation of twins, this design
eliminates the reliance on a central server or an upper-level global DT at runtime, distributing both

the computational load and the decision-making authority across the network edges.

4.3.1 Network Topology

The system is modelled as a connected graph G = (V, E), where V represents the set of DT nodes and

E represents the communication links between them.

Unlike hierarchical models where edge nodes communicate only with a parent controller, this frame-
work utilises a flat P2P topology. Nodes discover and establish connections with neighbors based

on:

* Physical Proximity: Agents that are geographically close (e.g., EVs at the same charging

station).

* Electrical Connectivity: Agents connected to the same grid feeder or transformer, ensuring

that coordination addresses local grid constraints.
* Logical Relevance: Agents with similar operational goals or complementary capabilities.

This topology ensures that communication is localised, reducing network latency and ensuring that

coordination efforts are focused where they are most physically relevant.
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4.3.2 Peer Discovery Mechanism

In a dynamic P2P network where nodes join and leave asynchronously, a robust peer discovery mech-
anism is critical. The framework employs a two-phase process that combines a reliable bootstrapping

method with a scalable gossip protocol for continuous topology maintenance.

Phase 1: Initial Bootstrap

When a new DT agent comes online (e.g., an EV plugs into a charging station), it faces the "cold
start" problem of having no knowledge of other active peers. To solve this, the agent contacts one
of a small, pre-configured list of bootstrap nodes. These are stable, well-known entry points to the
network, typically maintained by the system operator for high availability. To ensure robustness, the

agent’s configuration contains multiple bootstrap addresses.

Upon receiving a connection request, the bootstrap node returns a small, random subset of currently
active peers from its cache, along with their relevant metadata (e.g., virtual IP address, grid feeder ID,
geographical zone). This initial list provides the new agent with its first set of neighbours, enabling it

to join the network without relying on a centralised registry.

Phase 2: Dynamic Discovery via Gossip Protocol

Once bootstrapped, the agent transitions to a gossip-based protocol to dynamically discover new
peers and maintain an up-to-date view of the network topology. This framework employs a push-pull

gossip mechanism for efficient information propagation:

* Gossip Cycle: Periodically (e.g., every 30 seconds), each agent initiates a gossip cycle. It
randomly selects a small number of its known neighbours (its "fanout") and sends them a gossip

message.

* Message Structure: A gossip message contains a list of peer entries known to the sender. Each
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entry is a tuple of (peer_id, metadata, timestamp). The timestamp indicates the last time the

peer was known to be active.

» State Reconciliation: Upon receiving a gossip message, a peer merges the incoming list with
its own local peer list. It updates its entry for a peer if the incoming timestamp is more recent
and adds any new peers it was unaware of. Stale entries (those with old timestamps) are pe-
riodically pruned to keep the list fresh and bounded in size. This push-pull exchange ensures
that information about new nodes and node departures spreads exponentially fast throughout

the network.

* Relevance Filtering: The agent’s Scope Manager (as detailed in Chapter 5) uses the metadata
in the received peer list to filter and establish persistent connections only with relevant neigh-
bours (e.g., those on the same grid feeder). This forms the localised sub-graphs necessary for

efficient, targeted communication.

Connection Liveness and Fault Tolerance

The gossip protocol itself provides a passive, low-overhead liveness detection mechanism. A node
that goes offline will stop participating in gossip exchanges. Consequently, the timestamp associated
with it in other peers’ lists will become stale, and the entry will eventually be pruned. This is more

efficient than requiring active, high-frequency "heartbeat" messages between all connected peers.

If a node becomes partitioned from the network and loses all its neighbours, it can detect this state
after several failed gossip cycles. It then automatically reverts to Phase 1, re-contacting a bootstrap
node to rejoin the network, making the system self-healing.

Practical Implementation with ZeroTier

The abstract mechanisms described above map cleanly onto concrete network virtualisation technolo-

gies like ZeroTier.
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* Bootstrap: ZeroTier’s public "root servers" (or privately hosted "moons") can serve as the
bootstrap nodes. They handle the initial peer discovery and, crucially, the Network Address

Translation (NAT) traversal required for devices behind firewalls to connect directly.

* Virtual LAN: Once an agent joins a ZeroTier network, it is assigned a virtual IP address and
becomes part of a secure, encrypted virtual LAN. All communication within this LAN is peer-

to-peer by default.

* Gossip: The gossip protocol can then be implemented efficiently using simple UDP broadcasts
or multicasts over this virtual LAN, as if all nodes were on the same physical switch. This

greatly simplifies the implementation of the discovery and communication layers.

This hybrid approach ensures both robust network entry and scalable, localised discovery, preventing
the need for a centralised registry and aligning with the core requirements of decentralisation and

robustness.

4.3.3 Node Architecture: The Digital Twin Agent

Each node in the network is an autonomous agent, which is a DT representing a specific physical

asset (e.g., an EV). The internal architecture of a single node is composed of four distinct modules:

1. Database (The Interface): This module is responsible for the continuous acquisition of raw
data from the physical asset (e.g., battery State of Charge, current location). It acts as the local
"Digital Shadow," ensuring the node’s internal state reflects physical reality. Crucially, this raw

data never leaves this module to be shared externally.

2. Prediction Engine (The Simulator): This module contains the high-fidelity physics or data-
driven model of the asset. It enables the DT to perform "what-if" simulations, predicting future
states (e.g., "If I charge at SkW for 1 hour, my battery will be at 80%"). This simulation

capability is the engine of the "Predictive" twin. It may also utilise Al-related models to forecast
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Figure 4.1: Reference Architecture of a Digital Twin Node in the Proposed Framework.

external conditions (e.g., electricity prices, grid load).

3. Decision Maker (The Brain): This module hosts the decision-making algorithm (specifically,
the MARL agent discussed in Chapter 6). It takes inputs from the Prediction Engine (predic-

tions) and the Interfacing Element (neighbor information) to determine the optimal action.

4. Interfacing Element (The API Gateway): This module represents the minimal modifications
required within an existing DT to enable collaboration. It provides standardised API interfaces

and is responsible for:

» Extracting and formatting internal state data and intentions into abstract "Decision In-
formation" (Iz.), strictly adhering to an a priori agreed-upon ontology of "Interfacing

States" (further detailed in Chapter 5).

* Transmitting this formatted data to the external Middleware component (detailed in Chap-

ter 5) which runs alongside the DT.
* Receiving aggregated peer information (the "Context Vector") from the Middleware and
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passing it to the Decision Maker.

4.3.4 The Digital Twin-Middleware API

A critical aspect of this architecture is the formal interface, or API, between the Digital Twin process
and the Middleware process. This API is designed as a clean, local interface that decouples the
DT’s internal application logic from the complexities of peer-to-peer networking, which are handled

entirely by the Middleware. The interaction is based on two primary function calls.

1. send_intent(I_dec): This function is called by the DT’s Interfacing Element to push its
locally generated decision information to the Middleware. The payload, I_dec, is a data struc-
ture containing the Prediction and Decision Tuples defined in Chapter 5. Upon receiving this
call, the Middleware is responsible for serialising the data (e.g., to JSON) and broadcasting it

to the relevant peers over the P2P network.

2. on_receive_context(C_i): This is a callback function that the DT must implement and
register with the Middleware. The Middleware’s Verifier and History Database continuously
listen for broadcasts from peers. After receiving, verifying, and aggregating peer intentions into
a "Context Vector" C_1i (using the trust-weighted mechanism from Chapter 5), the Middleware
calls this function to push the aggregated context back to the DT. The DT’s Decision Maker

then uses this vector as an input for its next decision cycle.

This API design enforces a clean separation of concerns. The Digital Twin developer can focus
entirely on the high-fidelity modelling and decision-making logic of the physical asset, treating the
Middleware as a "black box" for decentralised communication. The following pseudo-code illustrates

the interaction:

// Inside the Digital Twin’s Interfacing Element

function execute_decision_cycle():
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// 1. Generate local intent based on internal state

intent_payload = self.prediction_engine.generate_intent ()

// 2. Push intent to the middleware via the local API

middleware_api.send_intent(intent_payload)

// Callback function implemented by the DT
function on_receive context(context vector):
// 3. Use aggregated peer data for the next decision

self.decision_maker.update_context(context_vector)

/] -

// Inside the Middleware Process
function handle_peer_broadcast(peer_message):
// 1. Receive and verify peer message

self.verifier.process(peer_message)

// 2. Aggregate into a new context vector

new_context = self.aggregator.get_context()

// 3. Push context to the local DT wvia the callback

digital_twin_api.on_receive_context(new_context)
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4.4 The Decision-Level Information Sharing Mechanism

The fundamental enabler of cooperation in this framework is the mechanism by which agents ex-
change information. Standard data-driven approaches often require agents to share raw observations
to build a central model. This framework employs a Decision-Level Sharing mechanism, which de-

couples the internal state of the agent from its external communication.

4.4.1 Information Abstraction
We formally distinguish between two categories of information within a Digital Twin node:

* Raw Data (D,,,,): This includes high-fidelity sensor readings and sensitive user constraints. In
the V2G context, this comprises the vehicle’s exact GPS location, the user’s specific departure

time, the current battery SoC, and historical usage patterns.

* Decision Information (/,;..) serving as the Minimum Viable Information (The "Intent''):
This represents the outcome of the local agent’s processing. As the practical implementation of
the MVI concept introduced in Chapter 1, it is a projection of the agent’s future intent or pre-
dicted impact on the environment. Formally, infent maps directly to collaboration by defining
the structured format of what agents communicate (e.g., "I plan to draw SkW"), and serves as
the primary input for coordination, where these interacting intents are algorithmically resolved
(e.g., via the MARL agent in Chapter 6). Crucially, what falls outside the scope of intent are
the underlying justifications, private constraints (e.g., "I am charging because my owner leaves
at 8 AM"), and the raw physical states (e.g., battery degradation metrics) that formulated the
decision. To ensure standardised communication across the network, this abstract information
is technically structured and transmitted as Prediction Tuples and Decision Tuples, which are

formally defined in Chapter 5.

In the proposed framework, D,,, remains strictly local. The agent processes D, using its Local
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Model and Decision Maker to generate /4., which is then passed to the Middleware to be broadcast

to neighbors. Formally, if 7 is the agent’s policy and M is its internal model:

Ia’ec = M(ﬂ<Draw)>

For a VPP or V2G agent, I, typically takes the form of a Power Profile: a vector indicating the
intended power import (charging) or export (discharging) for the next N time-steps (e.g., [+5kW,

+5KW, —2kW, ...)).

For example, consider an EV owner who arrives home at 6 PM and needs their car fully charged
by 8 AM the next morning. The raw data (D,,,) includes the current State of Charge (e.g., 20%),
the departure time, and the target SoC (e.g., 90%). The EV’s DT processes this private information
and, considering real-time electricity prices, formulates an optimal charging schedule. Instead of
broadcasting its private constraints, it shares only the resulting decision information (/z..): a power
profile indicating its planned energy draw over the next 14 hours (e.g., "draw OkW from 6-11 PM,
draw 7kW from 11 PM-7 AM"). This allows other agents on the local grid to anticipate this load

without ever knowing the user’s personal schedule or battery status.

4.4.2 The Sharing Protocol
The cooperation follows an iterative protocol at each decision time-step ¢. This section details the
steps of the protocol and its temporal dynamics.
Protocol Steps
At each time-step, every agent performs the following sequence of actions:
1. Observation: Each agent i observes its local state s; (derived from D,q,,).

2. Local Optimisation: The agent calculates a tentative action a; based on its current policy.
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3. Prediction: The agent uses its internal simulation to predict the impact of a; over the near

future horizon, generating the intention profile / é e
4. Broadcast: The agent broadcasts Ifiec to its set of connected neighbours ./4;.

5. Aggregation: The agent receives intention profiles from its neighbours via the Middleware.
It aggregates these (e.g., summing the predicted power loads) to form a "Context Vector" C;,

which represents the collective state of the local grid for the next time-step.

Temporal Dynamics: Logical Synchronicity

While the underlying network is physically asynchronous, the protocol itself operates under a logi-
cally synchronous model. This means that cooperation is structured into discrete, iterative rounds,

where each round corresponds to a decision time-step (e.g., every 15 minutes for grid balancing).

This design choice does not imply a requirement for strict, low-level clock synchronisation across
all nodes, which would be impractical in a large-scale P2P network. Instead, it defines a high-level
protocol timing. Agents are expected to broadcast their intentions for the upcoming time-step ¢ + 1
within a flexible time window during the current step . An agent’s Decision Maker then uses the most
recently received "Context Vector" to make its final decision for that round. This approach provides
the structural benefits of a round-based system, making the coordination problem more tractable
while retaining the robustness to handle network latency and asynchronous message arrival inherent
in a real-world decentralised system. If a message from a peer is delayed, the agent can proceed
using the last known information, with the Trust Mechanism (Chapter 5) eventually down-weighting

consistently latent or unavailable peers.

Conflict Detection and Resolution

A key function of sharing decision-level information is to enable proactive conflict detection. A con-

flict arises when the aggregated intentions of neighboring agents, represented by the Context Vector
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Ci, lead to a predicted violation of a physical or logical constraint. For example, in a V2G network,
a conflict occurs if the sum of predicted power demands from all EVs on a local feeder exceeds the

transformer’s maximum capacity.

The resolution of such conflicts is not handled through direct, explicit negotiation between agents
in this architectural layer. Instead, the framework facilitates an iterative adaptation process. Upon
detecting a potential conflict from the received Context Vector, each agent’s Decision Maker is re-
sponsible for re-evaluating and adjusting its own plan. For instance, an agent might choose to defer
some of its planned charging load to a later time to alleviate the predicted grid stress. This adjusted
plan results in a new, less conflicting intention profile (1},.) being broadcast in the subsequent round.
As other agents receive this updated information, they too will adjust their plans, leading to a dy-
namic, decentralised process that converges towards a mutually feasible state. While simple agents
might use heuristic rules for this adjustment (e.g., "reduce demand by 10% if a conflict is detected"),
the core of this thesis is to enable intelligent resolution. The MARL algorithm detailed in Chapter 6
learns a sophisticated policy that proactively avoids or optimally resolves these conflicts to balance

individual goals with global system stability.

4.4.3 Types of Alignment Supported by Intent

The exchange of decision-level intent (/;,.) serves as the primary vehicle for achieving system-wide

"alignment" across three distinct dimensions within the decentralised network:

1. Semantic Alignment (Collaborative Interoperability): Heterogeneous assets (e.g., an EV
and a solar panel) possess fundamentally different internal physics and state spaces (Dyqy)-
The framework achieves semantic alignment by forcing these disparate agents to project their
internal states into a standardised, mutually comprehensible language of "intent" (e.g., future

power profiles), allowing them to collaborate without requiring a unified global physics model.

2. Temporal Alignment (Action Deconfliction): By broadcasting future intentions rather than
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just current states, agents can foresee the aggregate physical impact of their planned actions.
This temporal foresight allows the network to align physical actions in time, proactively avoid-
ing constraint violations (such as simultaneous charging causing a transformer overload) through

the iterative adaptation process described above.

3. Objective Alignment (Reconciling Utilities): The most challenging dimension is aligning an
agent’s private utility (e.g., the financial cost of charging) with the global welfare of the system
(e.g., grid stability). It is crucial to note that while "intent" communicates what an agent will
do, it does not inherently force an agent to act selflessly. The framework supports objective
alignment by using the shared intents as the environmental context (the "Context Vector") re-
quired for intelligent agents to learn optimal policies. The actual mathematical reconciliation
of these utilities is achieved via the hierarchical reward structures and the MARL algorithm de-
tailed in Chapter 6, which guides the agents to formulate intents that are both locally beneficial

and globally responsible.

4.4.4 The Principle of Willingness

This mechanism explicitly addresses the "Willingness to Cooperate" challenge identified in the in-
troduction. In multi-owner systems, willingness is often a function of privacy risk. By ensuring that
the broadcast information /;,. (e.g., "I need SkW") is abstract and divorced from the sensitive context
(e.g., "I am at 123 Main St and need to leave at 5 PM"), the framework lowers the barrier to entry.
This architectural guarantee fosters a higher degree of participation (willingness) from private asset

owners compared to systems that demand full data transparency.
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4.5 Mathematical Formulation: The Framework as a Dec-POMDP

To mathematically formalise the proposed architecture and explicitly link the privacy constraints to the
coordination mechanism, the entire decentralised Digital Twin network is modelled as a Decentralised

Partially Observable Markov Decision Process (Dec-POMDP) [15, 95].

4.5.1 Justification for Partial Observability

The choice to model the system as a Dec-POMDP rather than a standard fully observable Markov
Decision Process (MDP) is a direct mathematical consequence of the "Privacy-Coordination Paradox"

introduced in Chapter 1.

In a standard, fully observable formulation, an agent (or a central controller) bases its decisions on
the complete global state of the environment (.’). This would necessitate real-time access to the
exact, raw data (D,q,) of every single agent in the network. While this full observability allows for
perfect mathematical optimisation, it completely violates the data sovereignty requirement, triggering

the "Optimisation-Driven Exposure" failure mode.

The proposed framework enforces strict data sovereignty. Therefore, the true global state of the
system is deliberately hidden from individual agents, making the environment inherently partially
observable. An agent cannot observe the private parameters of its peers; it relies solely on its local,
privacy-preserving observations. The Dec-POMDP framework rigorously captures this paradigm,
mathematically modelling how decentralised agents can collaborate despite operating strictly under

local, partial views of the system.

4.5.2 Generic Formal Definition
Formally, the framework is defined by the tuple (N, ., o/, 2, %#,Q, 0, 7):

* N={1,...,n} is the set of autonomous Digital Twin agents.
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7 is the set of global system states (the true, hidden state of the entire network, equivalent to

the union of all agents’ D, and the broader environment state).

of ={Ay,...,A,} represents the set of joint actions, where a; € A; is the physical action taken

by the local Decision Maker.

2 denotes the state transition probability 2 (s'|s,a), representing the physical dynamics of the

environment.

Q={Qy,...,Q,} is the set of observation spaces.

0O is the observation function &'(o|s,a). In this framework, the observation o; € Q; is explicitly

constructed by the Interfacing Element as a concatenated vector:
— Private Local State: The agent’s own internal D,,,, (e.g., local constraints and goals).

— Aggregated Peer Information: The "Context Vector" C;, constructed by aggregating the

Decision Information (/;,.) shared by neighbors via the Middleware.

* Z is the reward function Z(s,a). In a multi-owner system, this is typically a hybrid function

balancing global system health with individual local utility.
* Y€ [0,1) is the discount factor, determining the importance of future rewards.

By defining the architecture through this tuple, we provide a rigorous mathematical foundation for
the subsequent chapters. Chapter 5 focuses on ensuring the reliability of the observed Context Vector
C; via trust mechanisms, while Chapter 6 introduces the specific reward functions & and the learning

algorithms required to solve this Dec-POMDP.
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4.6 Communication Complexity Analysis

The scalability of a distributed system is fundamentally constrained by its communication complexity.
In the proposed framework, communication occurs primarily through two distinct processes: the

ongoing peer discovery via the gossip protocol and the iterative exchange of decision information.

4.6.1 Peer Discovery (Gossip Protocol)

The gossip protocol is used for network maintenance and topology discovery. Its complexity can be

analysed as follows:

* Message Size: Each gossip message contains a list of known peers. If the list size is bounded

by a constant k, the message size is O(k).

* Message Count: In each gossip round, an agent sends a message to a small, constant number
of neighbors (its fanout, f). For a network of N agents, the total number of messages per round

is O(N - f), which simplifies to O(N) as f is a constant.

* Overall Complexity: The gossip protocol is low-frequency (e.g., every 30-60 seconds) and
lightweight. Its primary cost is a constant background traffic of O(N) messages per round,
ensuring the network view converges in O(log N) rounds. This is a highly scalable mechanism

for maintaining network awareness.

4.6.2 Decision Information Exchange
This is the primary communication pattern for coordination.

* Message Size: Each message contains a Decision Information packet, which is a power profile

over a future horizon H. The size of this packet is therefore O(H).

* Message Count: At each decision time-step, an agent multicasts its packet to its set of relevant
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peers. The size of this peer set is determined by the Scope Manager and is denoted by p. In
a well-structured network with locality (e.g., based on grid feeders), p is expected to be much
smaller than N (p < N). The total number of messages generated across the network per time-

stepis O(N - p).

* Overall Complexity: The total communication volume per time-step is O(N - p- H). Since
H is a fixed parameter and p is a small, managed constant representing local connectivity, the

communication volume scales linearly with the number of agents, O(N).

4.6.3 Comparison with Centralised Architectures

The linear scaling O(N) might seem similar to that of a centralised system, where N agents each
send one message to a central server. However, the critical difference lies in the distribution of the

communication load.

¢ Centralised Bottleneck: In a centralised model, the server becomes a bottleneck as it must
receive and process N incoming messages in each time-step. The load on this single node is

O(N).

* Decentralised Load Distribution: In the proposed P2P framework, the communication load
is distributed. The number of messages any single node must receive and process in a time-step
is bounded by the size of its peer set, p. As p is managed to be small and constant, the load on

any individual node is O(p), which is O(1).

This distribution of load is the key to the framework’s scalability and robustness. It avoids the single

point of failure and the processing bottleneck inherent in centralised designs.
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4.6.4 Mitigation Strategies

The iterative nature of conflict resolution can lead to high-frequency message exchange. To manage

this, the framework employs two key mitigation strategies:

* Threshold-Based Broadcasting: Agents only broadcast an updated intention profile if the

change from the previous one exceeds a significance threshold.

* Rate Limiting: A minimum time interval is enforced between consecutive broadcasts from a

single agent.

These strategies ensure that the communication overhead remains manageable even in volatile con-
ditions, balancing the need for rapid adaptation with network scalability. The quantitative impact of

these factors is evaluated in the scalability analysis in Chapter 5.

4.7 Privacy Preservation Strategy

The architectural design of the proposed framework inherently prioritises privacy through the prin-
ciple of data minimisation and local execution. This section analyses how the decision-level sharing

mechanism acts as a robust privacy barrier.

4.7.1 Privacy through Data Abstraction

The core privacy mechanism is the decoupling of the decision from the observation. In a traditional
centralised system, the mapping function f : § — A (where S is state and A is action) is executed on a

remote server, requiring S to be transmitted. In the proposed framework, f is executed locally.

Consequently, the information leaving the node is an abstraction. For example, a broadcast intention

of "Demand: +7kW" is highly ambiguous regarding the underlying state. It could result from:

* A low battery (SoC 20%) charging urgently for a trip in 1 hour.
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* A half-full battery (SoC 50%) charging slowly for a trip in 5 hours.
* A stationary storage unit responding to a price signal.

Because multiple internal states (sy,s2,53) can map to the same decision output (d), it becomes com-
putationally infeasible for an external observer (a peer or eavesdropper) to inverse the function and

reconstruct the sensitive raw state S with high confidence.

Resilience to Suboptimal State Mapping

It is important to acknowledge that the degree of privacy preserved relies heavily on the system de-
signer’s selection of what constitutes "Decision Information." If a system is poorly designed such that
internal states are mapped one-to-one with broadcast intentions (e.g., an agent directly broadcasts its
precise SoC curve instead of an aggregated power profile), the privacy-preserving benefits of data
abstraction are significantly degraded. However, even in such a worst-case scenario, the proposed
framework remains highly useful. By distributing the architecture, the framework inherently elimi-
nates the central computational bottleneck and the single point of failure associated with cloud-centric
monolithic twins. Furthermore, it still enables the application of the Trust Mechanism (Chapter 5) to
verify peer reliability and supports highly scalable, decentralised coordination algorithms (Chapter 6)
without relying on a central orchestrator. Thus, while optimal privacy requires careful state abstrac-
tion, the architectural and scalable benefits of the framework persist regardless of the abstraction

quality.

4.7.2 Privacy through Local Execution

Beyond data abstraction, the framework enforces physical data sovereignty. By locating the Simula-
tion Module and Logic Unit on the edge node (e.g., the EV’s onboard computer or a private home
server), the raw data never crosses the network boundary. This eliminates the risk of "data leaks" at

the central server level, which is a primary vulnerability in cloud-based Digital Twins where a single
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breach can expose millions of users.

4.7.3 Comparison with Centralised Architectures

The privacy footprint of this framework offers a distinct advantage over the centralised baseline:

Feature Centralised Cloud DT Proposed Decentralised DT

Data Exposure Raw Sensor Logs (GPS, Usage Pat- | Aggregated Decisions (Power Pro-
terns) files)

Data Storage Third-party Cloud Database Local Owner-Controlled Storage

Inference Risk High (Direct access to user habits) | Low (Ambiguous intention signals)

Trust Requirement | High (Must trust the central admin) | Low (Trust in protocol only)

Table 4.1: Privacy comparison between Centralised and Decentralised Digital Twin frameworks.

4.8 Prototype Implementation

To validate the proposed framework and the subsequent algorithms, a comprehensive prototype was
developed. The implementation focuses on creating a high-fidelity simulation environment that mir-

rors the decentralised nature of the architecture while enabling the training of the MARL agents.

4.8.1 Software Stack

The prototype is built primarily using Python, chosen for its extensive ecosystem of scientific com-

puting and machine learning libraries. The software stack is organised into three layers:

* Simulation Layer: The physical dynamics of the EVs and the power grid are modeled us-
ing a custom Python-based discrete-event simulator. This simulator tracks the SoC, energy

consumption, and grid load at 15-minute intervals.

e Communication Layer: The prototype leverages the ZeroTier[147] network virtualisation
platform to create a secure, peer-to-peer virtual network. Each DT agent joins a common Ze-

roTier network, receiving a unique virtual IP address. This creates a flat, global Ethernet Local
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Area Network (LAN), allowing agents to communicate directly as if they were on the same
physical network and abstracting away the complexities of NAT traversal. Communication fol-
lows a broadcast pattern over User Datagram Protocol (UDP). When an agent needs to broad-
cast its Decision Information (/4,.), the data structure is serialised into a lightweight format like
JSON and sent as a UDP broadcast packet to the virtual network. All other agents listen on
a designated port, receive these packets, deserialise the information, and pass it to their Deci-
sion Maker for processing. This provides a realistic implementation of the P2P communication

protocol.

* Intelligence Layer: The internal logic of the DT agents (the Decision Maker) is implemented
using PyTorch [8]. This deep learning framework supports the construction and training of
the neural networks required for the DT-MADDPG algorithm in Chapter 6. The interaction be-
tween the agents and the simulation follows the OpenAI Gymnasium [123] interface standard,

ensuring modularity and compatibility with standard RL baselines.

4.8.2 Execution Environment

The simulation is designed to run in a distributed manner. While training is performed on a cen-
tralised high-performance computing cluster (utilizing GPU acceleration for the neural networks),
the execution logic is decoupled. Each DT agent acts as an independent process instance, receiv-
ing only the local observation and the "broadcast" messages from its neighbors in the logical graph,

strictly adhering to the privacy constraints defined in Section 4.2.

4.8.3 Validation Methodology, Assumptions, and Limitations

The prototype serves as the testbed for the experimental evaluations in subsequent chapters. The
validation methodology focuses on quantifying performance under controlled conditions, which ne-

cessitates acknowledging the underlying assumptions and limitations of the implementation.
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Performance and Scalability Validation

To empirically validate the framework, a series of controlled experiments are designed. The primary

goal is to quantify the relationship between network size (V) and two key performance indicators:

* Communication Overhead: Measured by the average number of messages broadcast per agent
per time-step. This tests the efficiency of the gossip protocol and localised communication, with

the objective of demonstrating manageable, linear scaling.

* Coordination Effectiveness: A domain-specific metric measuring the quality of the collective
outcome (e.g., grid load variance in the V2G case study). Stable performance as N grows

indicates that the decision-level sharing remains effective at scale.

* Computational Performance: While communication is the primary bottleneck in distributed
systems, we also consider the computational load (CPU and memory) on individual agents. The
prototype allows for profiling the cost of local simulation and decision-making, confirming that

the decentralised design avoids the processing bottlenecks of a central server.

Assumptions and Limitations

The prototype implementation, while comprehensive, operates under a set of assumptions that define

the scope of this thesis and highlight areas for future work.

* Idealised Network Conditions: The prototype’s communication layer, while using a realistic
P2P virtualisation tool (ZeroTier), runs on a high-speed local network or a single machine. The
experiments therefore do not account for real-world Wide Area Network (WAN) conditions
such as packet loss, high latency, or network jitter. While the protocol is designed for resilience
(e.g., considering the best-effort property of UDP and iterative state updates), its performance

under these adverse conditions is not quantitatively evaluated in this study.

» Simplified Adversarial Model: The framework’s robustness is tested against non-malicious
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faults and simple forms of unreliability (e.g., a peer broadcasting consistently inaccurate predic-
tions, as detailed in Chapter 5). The prototype does not, however, model sophisticated, strategic
adversaries who might attempt to subtly manipulate the system for economic gain or to launch
targeted attacks. Evaluating the trust mechanism’s resilience against such advanced adversarial

behaviours remains a key area for future work.

* Model Fidelity Assumption: The validation relies on the assumption that the simulation mod-
els (both the local agent models and the global environment model) are reasonably accurate rep-
resentations of their physical counterparts. The "Sim-to-Real" gap, where unmodeled physics
or environmental factors cause a divergence between simulation and reality, is a known chal-
lenge in all DT research. While the framework is designed to be robust to some level of noise,

a full validation with Hardware-in-the-Loop (HIL) testing is beyond the scope of this thesis.

These limitations are explicitly acknowledged to properly contextualise the experimental results pre-

sented in the following chapters.

4.9 Summary

This chapter has presented the design of a fully decentralised DT framework, serving as the structural
foundation for "Cooperation". By shifting from traditional data-level integration to a Decision-Level
Information Sharing mechanism, the framework addresses the critical challenges of scalability and

privacy in multi-owner Large Complex Systems.

We defined the network topology as a peer-to-peer graph and detailed the internal architecture of
the DT node, which separates sensitive raw data from broadcast decision information. The analysis
demonstrated that this abstraction effectively preserves user privacy while enabling the necessary

information flow for system-wide visibility.

However, providing the "pipes" for information exchange is only the first step. In a decentralised
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open system, agents must also account for uncertainty and the potential unreliability of their peers.
Therefore, the next chapter introduces the Trust Mechanism, a critical component that ensures the

"cooperation" remains robust and secure against error or malicious behavior.
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Chapter 5

Digital Twin Collaboration on Decision Level

5.1 Introduction

The architectural framework presented in Chapter 4 established the structural foundation for a de-
centralised DT network. By organizing DTs in a peer-to-peer topology, we addressed the scalability
limits of centralised control. However, connectivity alone does not constitute collaboration. For au-
tonomous agents to operate as a cohesive LCS, they must actively exchange information to align their

actions.

This introduces a critical duality of challenges. First, in a multi-stakeholder environment (such as
a smart city or power grid), agents are often hesitant to share the sensitive raw data required for
traditional centralised optimisation due to privacy and security concerns. Second, even if information
is shared, the open nature of the network means peers may be unreliable. Inaccurate predictions
originating from sensor faults, poor internal models, or malicious intent, can propagate through the

network, destabilizing the system.

To address these challenges, this chapter introduces the "Decision Level Collaboration" strategy. We
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propose a middleware-based framework that enables DTs to collaborate by exchanging high-level
predictions and decisions, serving as the system’s Minimum Viable Information (MVI) rather than
raw data. To ensure robustness, this exchange is governed by a dynamic Trust Mechanism that

continuously verifies peer reliability against physical reality.

The remainder of this chapter is organised as follows: Section 5.2 establishes the theoretical hierar-
chy of information sharing. Section 5.3 details the middleware architecture designed to facilitate this
exchange. Section 5.4 defines the formal communication protocol. Section 5.5 presents the math-
ematical formulation of the Trust Mechanism. Finally, Section 5.6 validates the entire framework

through a comprehensive VPP case study.

5.2 'Theoretical Framework: From Data to Decisions

To enable collaboration without compromising the privacy of individual stakeholders, it is necessary
to formalise the levels of information abstraction within the network. This thesis moves beyond the

traditional "Data-Level" integration found in centralised systems to a "Decision-Level" paradigm.

5.2.1 Hierarchy of Information Sharing
We distinguish between three levels of interoperability in Digital Twin networks:

1. Data Level: The exchange of raw sensor readings and historical logs. While this allows for
the highest fidelity of centralised modeling, it requires high bandwidth and exposes the internal

state of the physical asset, maximizing privacy risk.

2. Information Level: The exchange of processed states or aggregated metrics. This offers re-

duced bandwidth but still often reveals the current status of the asset.

3. Decision Level: The exchange of future intentions (predictions) and committed actions (deci-
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sions). This level creates a temporal decoupling: agents share what they will do or what they

expect to happen, rather than the raw physics of why it is happening.

5.2.2 Internal vs. Interfacing States

A key theoretical contribution of this framework is the explicit classification of state variables to
enforce the decision-level paradigm. Within any Digital Twin instance, states are categorised as

follows:

 Internal States: These are attributes that are strictly private to the specific instance. They
may be security-sensitive (e.g., a user’s travel schedule or unique battery chemistry) or simply

irrelevant to peers. These states reside solely within the local DT and are never transmitted.

* Interfacing States: These are states located at the boundary of the subsystem that are visible
to and influential upon other DTs. An example is the electricity flow at the connection point
between a house and the grid. While the internal reason for a power surge (e.g., "I am charging

my car") is an Internal State, the surge itself ("I am drawing 10kW") is an Interfacing State.

Selection of Interfacing States

The selection of Interfacing States is not an automated process but a critical, domain-dependent design
decision made during the establishment of the Digital Twin federation. The process is guided by a
principle of "minimal necessary information," where the goal is to identify the smallest set of variables

that are both necessary and sufficient for effective coordination.

The selection is typically based on a physical or logical system analysis to identify points of common

coupling or interaction boundaries. For example:

* In an electrical grid, the Interfacing States are naturally the physical quantities at the point

of common coupling where an asset connects to the grid, such as power flow (kW), voltage

83



Chapter 5. DT Collab. on Decision Level 5.3. Middleware Architecture for Collaboration

(V), and frequency (Hz). These are the only variables through which one agent’s actions can

physically influence another.

* In alogistics network, an Interfacing State for a delivery vehicle might be its estimated arrival
time at a shared distribution hub, as this directly affects the scheduling of other vehicles and

warehouse resources.

Ultimately, the set of Interfacing States forms part of the standardised communication protocol that all
participating agents must agree upon before joining the network. This pre-agreement ensures that all
peers share a common understanding of the variables that govern their collective behaviour, enabling

interoperability without exposing the private, internal logic that leads to changes in those states.

By restricting communication strictly to Interfacing States, specifically, predictions of their future
values, the framework achieves two goals. First, it minimises the coupling between heterogeneous
models; a peer needs to know that power is fluctuating, not why. Second, it preserves the "Willingness

to Cooperate" by guaranteeing that sensitive Internal States remain fully under the owner’s control.

5.3 Middleware Architecture for Collaboration

To facilitate decentralised collaboration without imposing significant restructuring on existing sys-
tems, the proposed framework is implemented as a generic distributed middleware. This middleware
is a distinct framework component that operates alongside the Digital Twin in a separate process,
rather than being deeply embedded within it. Each DT interacts locally with its own middleware
instance via the DT’s internal Interfacing Element (introduced in Chapter 4), while the middleware
instances handle all the complex peer-to-peer interactions across the network using broadcasting and

multicasting.

The internal architecture of the middleware is composed of five key components, as illustrated in the

system design in Figure 5.1:
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Figure 5.1: System Design of the Collaborative Middleware Layer.

5.3.1 The Communicator

The Communicator acts as the central conduit for information exchange within the collaborative net-
work. It serves as a standardised interface, providing a unifying communication layer regardless of
the specific domain or application context of the underlying DT. To ensure a secure and manageable
infrastructure, the Communicator leverages virtualised network technology to place participating DT's

within the same Virtual LAN, thereby abstracting the complexities of physical network discovery.

Conceptually, this Virtual LAN operates as an encrypted, peer-to-peer overlay network, effectively
functioning as a decentralised smart Ethernet switch. Each DT agent joins the overlay and is assigned
a unique, static virtual IP address from a private address range. This creates a flat, global logical
network, allowing agents to communicate directly regardless of their underlying physical network
topologies. To ensure a secure and resilient infrastructure, the overlay handles NAT traversal and
firewalls conceptually through distributed hash tables or brokering nodes, while ensuring data traffic

flows directly peer-to-peer to minimise latency and avoid central bottlenecks. All traffic across the
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overlay is end-to-end encrypted, ensuring that communication between Digital Twins remains secure
and private from external observers. This conceptual architecture provides the necessary P2P connec-
tivity, robust routing, and strong encryption required for implementing the communication layer of

the proposed decentralised framework.

5.3.2 The Digital Twin Interface (Translator)

A major challenge in LCSs is heterogeneity; different DTs (e.g., a wind turbine vs. a battery stor-
age unit) utilise different internal data formats and protocols. The DT Interface addresses this by
functioning as a translator. It adapts the domain-specific internal states of the DT into the frame-
work’s common standardised protocol (the Base Model discussed in Section 5.4), ensuring clear and

consistent interpretation of messages across the federation.

5.3.3 The Scope Manager

In large-scale networks, broadcasting every message to every peer is inefficient and creates unneces-
sary overhead. The Scope Manager is responsible for optimising communication traffic by ensuring
that messages are only sent to relevant peers. It achieves this by creating logical communication

"scopes" based on the physical or logical relationships between agents.

Relevance is determined by analysing metadata associated with the Interfacing States. Each agent,
upon joining the network, declares its context, for example, which electrical feeder it is connected to,
which geographical zone it operates in, or which distribution hub it is heading towards. The Scope

Manager uses this metadata to partition the network into dynamic, overlapping multicast groups.

For instance, in the VPP case study, an EV’s prediction about its power demand is only physically
relevant to other agents connected to the same local transformer, as their collective actions might
overload it. Therefore, the Scope Manager would create a multicast group for all agents on "Feeder

A" and another for "Feeder B". When an agent on Feeder A broadcasts a prediction, the message is
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only sent to other members of the Feeder A group.

This content-based routing mechanism ensures that information is localised to the agents that are di-
rectly impacted by it, drastically reducing network traffic and improving scalability. It transforms the

communication pattern from an inefficient global broadcast to a series of targeted, efficient multicasts.

Handling Peer Unreachability and Dynamic Topologies

The framework is designed for dynamic environments where peers may join, leave, or become tem-
porarily unreachable. The middleware handles this through a combination of liveness checks and the

inherent properties of the trust mechanism.

* Liveness Detection: The Communicator component implicitly monitors peer liveness. In a
broadcast-based protocol, a peer is considered active as long as it periodically sends its pre-
diction or decision messages. If a peer fails to broadcast any information within a predefined
timeout period (e.g., several decision cycles), the Scope Manager flags it as inactive or unreach-

able.

* Dynamic Scope Management: Once a peer is flagged as unreachable, the Scope Manager
dynamically removes it from all relevant multicast groups. Subsequent messages are no longer
routed to the inactive peer, preventing wasted resources and timeouts. The system gracefully
degrades, continuing to coordinate with the remaining active peers. When the peer comes back

online and resumes broadcasting, it is automatically re-integrated into the appropriate scopes.

* Trust-Based Resilience: The Trust Mechanism (detailed in Section 5.5) provides a second
layer of resilience. A peer that becomes unreachable stops providing predictions. The Verifier,
unable to map these non-existent predictions to reality, will cause the peer’s trust score to decay
over time. This ensures that even if the network layer has a delay in detecting the failure,

the decision-making layer will naturally start to ignore the unreliable peer, safeguarding the
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system’s integrity.

This two-pronged approach ensures that the collaborative network is robust against the common fail-

ures and dynamic changes inherent in large-scale, decentralised systems.

5.3.4 The History Database

Trust requires memory. The History Database stores the "collective memory" of the system, acting
as a time-series repository that archives historical data on the predictions and decisions made by
both the local DT and its peers. Crucially, it tracks the evolution of Interfacing States over time
by continuously logging the incoming sensor telemetry from the physical environment alongside the
previously broadcasted predictions from peers. Each entry is strictly indexed by its temporal metadata
(timestamps), creating a synchronous mapping between what was predicted to happen at time ¢ and
what actually manifested in the physical world at time #. This structured temporal tracking is the
foundational element for the trust mechanism, enabling the Verifier to perform retroactive analysis of

peer reliability.

5.3.5 The Verifier

The Verifier is the enforcement engine of the trust mechanism. It is responsible for safeguarding
system accuracy by meticulously comparing the historical predictions stored in the database against
the subsequent real-world sensor data. This verification process identifies inconsistencies or potential

faults, allowing the system to quantify the reliability of its collaborators.

Assumptions, Scope, and the Concept of Overlap

A fundamental assumption underlying this verification process is the existence of overlap between
the verifying agent and the predicting peer. This overlap does not necessarily imply shared ownership

of a physical asset, but rather shared observability of a common physical environment or logical
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boundary. A local DT cannot verify a peer’s prediction unless it possesses an independent means to

measure or infer the predicted state once it manifests in the physical world.
Specifically, objective verification relies on the following foundational assumptions:

» Shared Physical Observability: The verifier must have access to independent sensor telemetry
(Hpg) that captures the physical domain where the peer’s predicted Interfacing State occurs. For
instance, in an electrical grid, if an EV agent predicts its future power injection, its peers can
verify this claim if they are connected to, and can measure, the aggregated power flow at the

same local transformer.

» State Correlation and Inference: The verifying agent does not necessarily need a sensor
directly attached to the peer. Instead, its local sensors must capture data that is highly correlated
with the peer’s prediction. If a peer claims to inject SkW, the verifier must be able to observe
a corresponding SkW shift in the shared environment’s net state, assuming other background

variables remain relatively constant or known.

Scope of Verification (Degrees of Overlap): The extent to which trust can be calculated, and the

granularity of the resulting trust score, is scoped by the degree of this overlap:

* Direct Overlap (High Verifiability): Both agents measure the exact same physical coupling
point (e.g., two energy assets on the same direct power line). Individual predictions can be

verified with high precision, allowing for strict, individualised trust scores.

» Aggregated Overlap (Partial Verifiability): Agents share a broader environment (e.g., a com-
munity microgrid). A verifier might only see the aggregate effect of several peers. In this case,
verification becomes statistical; if the aggregate physical reality matches the sum of aggregate
predictions, the group’s general trust is maintained. However, isolating a single minor faulty

peer within the aggregate requires tracking patterns over a longer time horizon.
» Zero Overlap (Unverifiable): If agents operate in completely disjoint physical domains (e.g.,
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EVs in different cities), they cannot physically verify each other’s predictions. In such cases,
direct objective trust calculation is impossible. The system must rely on topological isolation-
where the Scope Manager naturally prevents disjoint agents from coordinatingensuring that

unverifiable claims do not impact local decision-making.

Without this physical or logical overlap, predictions remain completely opaque, preventing the estab-

lishment of the objective, physics-grounded computational trust that this framework relies upon.

5.4 The Collaborative Protocol

Effective collaboration hinges on a shared language. The protocol defines both the structure of the

information exchanged and the rules of interaction.

5.4.1 The Base Model

The foundation of communication is the Base Model, which defines how real-world entities are rep-
resented within the network. A "State" is defined as a tuple consisting of three elements: a globally
unique identifier for clear identification, a human-readable name for interpretability, and the actual
value reflecting the current status.

S = (ID,Name,Value)

While states share logical or physical relationships (e.g., voltage and current on the same line), these
relationships are modelled internally within each DT rather than in the protocol itself. We assume the

list of states is agreed upon by all participating DT prior to operation.

5.4.2 Information Structures

To practically implement the exchange of Decision Information (/;..) (representing the MVI) in-

troduced in Chapter 4, the framework translates these abstract intentions into two primary structured
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message types:

1. Prediction Tuples: A prediction represents a forecasted future value of a state. It is formatted as a

tuple containing the prediction timestamp, the state identifier, and the predicted value:

P = <tpred,IDstatea Vpred>

To optimise bandwidth, predictions belonging to the same time frame or referring to the same state

across different times are grouped into sets before transmission.

2. Decision Tuples: A decision is defined as an action coupled with its related predictions. An action
represents a committed change to a specific state at a future time. Messages carrying decisions are
identified with distinct headers but follow a similar structure to predictions. Crucially, a decision
message bundles the action with the expected consequences (predictions), providing peers with the

context needed to evaluate its impact.

5.4.3 Interaction Dynamics
The collaboration follows a continuous, cyclical exchange process:

1. Broadcast Predictions: Periodically, each DT broadcasts its current set of predictions to the

federation.

2. Receive and Update: Participating DTs receive these predictions. Their internal Decision
Makers utilise this external information (updated Interfacing States) to refine their own local
models. This improves local accuracy and enables proactive planning based on high-confidence

forecasts from peers.

3. Broadcast Decisions: Upon reaching a new local decision, the DT broadcasts both the decision

itself and the associated updated predictions.
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4. Cycle: Collaborators receive this decision, update their state, and the cycle continues.

Message Reliability and Protocol Choice

The protocol prioritises low-latency communication suitable for real-time systems over guaranteed
message delivery. The prototype implementation utilises the UDP for broadcasting messages across
the ZeroTier virtual network. UDP is a connectionless protocol that does not provide the delivery
guarantees, ordering, or retransmission mechanisms of protocols like Transmission Control Protocol

(TCP).

This choice is deliberate. In a high-frequency system with many agents, the overhead of establishing
and maintaining numerous TCP connections would be prohibitive. Furthermore, the iterative nature of
the protocol provides inherent resilience to occasional packet loss. Since agents continuously broad-
cast their updated state and predictions, a lost message is quickly rendered obsolete by a subsequent

message in the next decision cycle.
Reliability is therefore handled at the application and trust layers, not the transport layer:

* Idempotency: The continuous broadcast of state means the system is self-correcting. The

effect of a lost packet is transient.

* Trust-Based Filtering: As described in Section 5.5, a peer whose messages are consistently
lost will fail to have its predictions verified against reality. This will cause its trust score to

decay, naturally reducing its influence on the decisions of other agents.

* Liveness Detection: A peer that stops sending messages, whether due to failure or network
partition, is eventually flagged as inactive by the Scope Manager (as detailed in Section 5.3.3)

and temporarily removed from consideration.

This approach trades transport-layer reliability for lower latency and scalability, while building system-

level robustness through higher-level mechanisms.
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5.4.4 Locality and Scalability

To address scalability in large networks, the protocol leverages the concept of locality. Not every DT
requires every message. By leveraging the mapping between global states and specific instances, the
middleware identifies relevant collaborators for each specific prediction or decision. Consequently,
broadcasts are targeted (multicasted) only to these relevant subsets rather than flooding the entire

network, significantly reducing communication overhead.

5.5 The Trust and Verification Mechanism

While sharing predictions and decisions fosters knowledge exchange among collaborating DTs, it
also introduces potential vulnerabilities. Even in trusted environments free from malicious actors,
errors in predictions can occur due to model inaccuracies or sensor noise. To mitigate this risk,
the framework incorporates a trust mechanism that assesses the accuracy of shared predictions and
establishes a credit history for each DT instance. This information empowers the Decision Makers to

weigh information from other instances more effectively.

5.5.1 Conceptualising Trust and Verifiability

To rigorously evaluate peer reliability, it is necessary to ground the mechanism in established defini-
tions of trust. In sociological and cognitive schools of thought, trust is defined as a subjective belief,
expectation, or willingness to accept vulnerability regarding the future behaviour of another entity un-
der conditions of risk and interdependence [21]. In computational systems, this subjective expectation
is operationalised as computational trust, a calculable metric derived mathematically from historical

behaviour [54].

Crucially, this framework explicitly addresses the distinction between trust, reputation, and verifia-

bility:
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* Verifiability (The Foundation): Verifiability is a backward-looking, objective measurement. It
is the definitive physical validation of whether a previously asserted prediction mathematically
matched the subsequent physical reality measured by a sensor. It is a factual measurement of

past events, completely free from subjective peer opinions.

* Computational Trust / Reputation (The Outcome): Trust is a forward-looking, probabilistic
expectation. While traditional "reputation systems" often rely on subjective peer ratings (which
are vulnerable to collusion), the computational trust score in this framework functions as an
objective, physics-grounded reputation. It is the aggregated mathematical belief that future

predictions will be reliable, derived strictly from past verifiability.

The Level of Trust: It is important to define the exact architectural level at which this trust oper-
ates. The trust evaluated here is strictly at the Decision Level. It does not evaluate "Data-Level"
integrity (e.g., whether a raw sensor is perfectly calibrated) nor does it evaluate "Transport-Level"
security (e.g., cryptographic signatures, which are handled independently by the overlay network).
Instead, it evaluates the reliability of the Interfacing Statesthe high-level predictions and intentions
broadcasted by the peer’s Decision Maker. By using objective verifiability as the engine to compute
a dynamic computational trust score, the framework bridges the gap between past physical facts and

future behavioural expectations at the decision layer.

5.5.2 Threat Model and the Role of Trust

In any open, decentralised system, information received from peers cannot be blindly trusted. The
proposed trust mechanism is designed to provide resilience against a range of threats that fall into two

broad categories:
* Non-Malicious Faults: These are unintentional errors that degrade the quality of information.

— Sensor Noise and Drift: Physical sensors can provide inaccurate readings due to environ-
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mental interference or degradation over time.

— Model Inaccuracy: A DT’s internal simulation model may be poorly calibrated or become

outdated (model drift), leading to systematically flawed predictions.

— Transient Errors: Sporadic software bugs or temporary network issues can cause a nor-

mally reliable peer to send incorrect data.

* Malicious or Strategic Behaviour: These are intentional actions by a self-interested or adver-

sarial agent.

— Strategic Misinformation: An agent might deliberately broadcast false predictions to ma-
nipulate the collective behavior for its own gain. For example, in a VPP, an agent could
exaggerate its future energy demand to secure a larger share of available power at a lower

price.

— Ignorance of Reality: An agent might consistently provide predictions without regard for

their accuracy, either due to negligence or a lack of incentive to maintain reliability.

— Free-Riding: An agent might consume information from the network to improve its own

performance without contributing reliable predictions of its own.

The trust mechanism addresses these threats not by cryptographic means (which verify identity), but
by continuously assessing the veracity and reliability of the information content itself. It provides a

"soft security" layer that quantifies the historical accuracy of each peer.

5.5.3 Verification Logic

The process of verifying predictions and calculating a trust score is handled by the dedicated Verifier

component in the middleware. The procedure follows a four-step logic as outlined below:

1. Prediction-Reality Mapping: Periodically, the verifier reevaluates past predictions using newly
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available sensor data. The algorithm iterates through all sensor readings (Hg) and previously
recorded predictions (Hp). It compares the timestamps of these readings and predictions to
identify those with a temporal difference that falls within a predefined threshold (|thp —tp,] <
tihres)- This threshold defines the maximum allowable time difference for a prediction to be

considered relevant.

2. Time Frame Aggregation: To capture a snapshot of a DT’s performance, the verifier groups

all valid mappings into discrete time frames.

3. Similarity Score Calculation: For each time frame, the prediction accuracy is calculated using
a similarity function. We utilise a Gaussian kernel function to normalise the Euclidean distance
between the real measurement (/,) and the prediction (/). The similarity score sim; for a time

frame F; is given by Equation 5.1:

(hy—h,)?
sim; = exp (—Z(hp’h’)EF’( P ) ) (5.1

202

where o is the width of the Gaussian kernel, determined by the specific application scenario.

4. Trust Score Calculation: Leveraging the historical similarity scores, the system calculates a
comprehensive Trust Score for each DT instance. This score incorporates both the accuracy
(similarity) and the recency of the data. A time-decay weight w; is applied to ensure that older

similarity scores contribute less to the current trust value:

1
1Aty — 1)

(5.2)

Wi

The final Trust Score is the weighted average of the similarity scores over the past period:

Z(ti,sim,-)Esim SUun; - Wi

Y w;

Trust =

(5.3)
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Generality and Typicality of the Algorithm:

It is important to note that while the mathematical primitives employed in this algorithm, specifi-
cally the Gaussian kernel for similarity and exponential time-decay weights, are typical and well-
established in signal processing and conventional reputation systems [54], the overall verification
pipeline represents a novel synthesis. Typical reputation models rely on binary, subjective peer feed-
back (e.g., successful or failed discrete transactions). In contrast, Algorithm 1 is designed as a general
and objective verification engine. By abstracting the evaluation into configurable hyperparameters
(time threshold #,.5, kernel width ¢, and decay rate ), the algorithm is domain-agnostic. It can be
applied to verify predictions of any continuous Interfacing Statewhether it be the power flow of an
EV, the temperature of an industrial machine, or the speed of an autonomous vehicleby systematically

mapping forward-looking digital predictions to backward-looking physical sensor telemetry.

5.5.4 Application of Trust Scores in Decision-Making

The calculated trust score is not merely a passive metric for observation; it is an active component in
the decision-making loop of each agent. It allows an agent to intelligently filter and weigh incoming

information from its peers, making the collective more resilient to the threats outlined above.

Trust scores are applied in two primary ways to influence an agent’s decision-making process: through

continuous, soft influence via weighting, and through discrete, hard influence via filtering.

Trust-Weighted Aggregation (Soft Influence)

The primary application is in the aggregation of peer predictions. When an agent needs to form a
belief about the future state of the system (e.g., the total predicted load on a grid feeder), it computes
a trust-weighted average of the predictions received from its neighbors. For a given future state, the

agent’s estimate Vg, is calculated not as a simple average, but as:
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ZjEPeers TrUStj : Vpred,j
Y jE€Peers Trust J

Vest - (5 -4)

where V)4 j is the value predicted by peer j, and Trust; is that peer’s current trust score.
The effect of this soft influence is twofold:

* Influence Modulation: Predictions from peers with a high trust score are given significant
weight and strongly influence the agent’s decisions. Conversely, predictions from peers with
low trust scores (whether due to consistent inaccuracy or malicious behavior) are effectively

marginalised. Their influence diminishes gracefully as their reliability decreases.

* Graceful Degradation: If a peer goes offline or starts sending nonsensical data, its trust score
will rapidly decay. Its influence on the collective decision-making process diminishes automat-
ically, without requiring explicit removal or administrative intervention. This makes the system

robust and self-healing.

Threshold-Based Filtering (Hard Influence)

For applications with low tolerance for risk, a more aggressive "hard influence" strategy can be em-
ployed. This involves setting a minimum trust threshold (7'rust;;,). Any peer whose trust score
falls below this threshold is considered completely unreliable and is temporarily filtered out from the

decision-making process.

In this model, the set of peers considered for aggregation is dynamically defined as:

TrustedPeers = { j € Peers | Trust; > Trustyn}

The weighted average calculation is then performed only over this trusted subset.

This filtering mechanism acts as a definitive circuit-breaker, completely preventing a consistently
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malicious or faulty agent from having any influence on the system. The choice of Trust,,;, is a critical
design parameter that balances sensitivity and stability. A high threshold provides strong security but
may risk incorrectly excluding a temporarily faulty but otherwise valuable peer. A low threshold is

more inclusive but offers less protection.

By combining both weighting and filtering, the framework provides a flexible, two-layer defense.
Weighting handles the nuanced, gradual changes in reliability, while filtering provides a hard backstop
against catastrophic failures or persistent malicious activity. This ensures that the system’s collective

intelligence is built upon a foundation of proven reliability.

5.6 Case Study: A Virtual Power Plant

To evaluate the effectiveness of the proposed framework, a Virtual Power Plant (VPP) federation
was developed as a case study. A VPP functions as a distributed power plant by aggregating the
capacities of diverse Distributed Energy Resources (DERs) to augment overall power generation and

meet community demand .

5.6.1 Agent Modeling

The experimental setup models each DER as a DT within a collaborative federation. Four distinct

DER types are incorporated:

* Renewable Sources (Solar Panels & Wind Turbines): The power output of these units is in-
herently variable, depending on weather conditions like wind speed and solar irradiance. They

are equipped with battery units for temporary energy storage to enable short-term adjustments.
* Hydropower Turbines: Output is dictated by the water flow rate, with limited direct control.

* Diesel Generators: These offer fully controllable power output through adjustments to fuel
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Algorithm 1 Verification and Trust score calculation.

1: Input: Target DT d, prediction history Hp, sensor history Hg, relevant states S,;.
2: Parameters: Time threshold #;,,., time frame count n, time span [£sqrr, fenal-
3: Initialise: Prediction-reality mapping M < O, aggregated frames F < &, similarity scores

10:

12:
13:
14:

23:
24
25:
26:
27:
28:

29:
30:
31:

R e A

sim <— O&.

> Step 1: Prediction-Reality Mapping
for each state s € S; do
M, «— &
for each (h,,h)) in Hg X Hp do
Extract timestamps #;, from A, and th, from h,,.
if |thp - th,| < lihres then
Mg — M;U{(ty,,hp,h)}
> Map each sensor reading to the closest prediction
end if
end for
end for

: > Step 2: Time Frame Aggregation
16:
17:
18:
19:
20:
21:
22:

Split timespan [fsqrr,teng| into n discrete time frames .7 = {11, 1o, ..., T, }.
for j=1tondo
Fi«+ o > Initialise mapping for time frame 7;
for each state mapping M; in M do
Add all pairs (hy, h,) from M to F; where the timestamp #;,, € T;.
end for
end for
> Step 3: Similarity Score Calculation

for j=1tondo

simj < calculateSimilarity (F;) > Using Eq. 5.1
tj < time_since(7;) > Time elapsed since frame 7,
sim < simU{(t;,sim;)}

end for

> Step 4: Trust Score Calculation
Sort sim by elapsed time #; in descending order.
Trust < calculateTrustScore(sim) > Using Eq. 5.3
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input, serving as the primary balancing agents.

5.6.2 Decision Logic

For this chapter’s evaluation, the Decision Maker within each DT employs a simple load-following
policy. For diesel generators, the policy adjusts power output dynamically based on the difference
between current demand and available supply. For other Distributed Energy Resource (DER), a policy

dictates when to charge or discharge battery storage to compensate for output fluctuations.

5.6.3 Simulation Setup and Parameters

To validate the framework, a discrete-event simulation environment was developed in Python. The
simulation models a local community’s power grid, including fluctuating demand and the power gen-
eration from various DERs. The key parameters used for the experiments are summarised in Table 5.1.
These values were chosen to represent a small but diverse local grid, providing a challenging testbed
for coordination and trust evaluation.

Table 5.1: Simulation Parameters for the VPP Case Study.

Parameter Value

DER Composition (Small-Scale Scenarios)

Solar Panel DTs 2
Wind Turbine DTs 4
Hydropower DTs 1
Diesel Generator DT's 2
Community Demand Profile
Base Load 500 kW (synthetic)
Ramp-Up Event Step increase to 800 kW

Trust Mechanism Parameters
Prediction Threshold (#,,.;) 10 seconds
Gaussian Kernel Width () 0.5
Time-Decay Factor () 0.1
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5.7 Experimental Evaluation

To comprehensively evaluate our framework’s effectiveness, we establish three distinct small-scale
scenarios and one large-scale scenario to assess scalability. The first scenario simulates a power ramp-
up event, where the community’s power demand abruptly increases at the simulation’s outset. The
VPP must then elevate its power output to meet the new demand. The second scenario explores the
VPP’s response to failures. Here, we simulate the concurrent malfunction of two wind turbine DERs
due to strong winds. The VPP must compensate for this unexpected loss of generation capacity and
maintain sufficient power output to meet demand. The third scenario investigates the VPP’s ability
to detect and address inaccurate predictions. We simulate a situation where one wind turbine DER
generates erroneous power predictions. The remaining DERs must recognise this anomaly and adjust
their output accordingly to ensure the community’s power needs are met. In the first two scenarios, we
compare the baseline, where DTs act purely based on local goals, and the collaborative case, where
DTs exchange information using the framework. The third scenario compares the framework without
the trust mechanism to the framework with the trust mechanism enabled. Finally, the scalability test
investigates the framework’s overhead as the number of DERSs increases. This test aims to verify the

framework’s capability to handle growing system complexity.

For clarity in Figures 5.2, 5.3, and 5.4, the power output on the Y-axis is normalised. This value
represents the ratio of the VPP’s total power output to the current community power demand. A value
of 1.0 indicates that the VPP is perfectly meeting the target demand, while values below 1.0 signify a

power shortfall.

5.7.1 Methodology and Statistical Considerations

The experiments are run on a laptop with an AMD Ryzen 7 7840HS CPU and 32GB of RAM. The
simulation environment, while deterministic in its core logic, incorporates sources of non-determinism

to reflect real-world conditions. Specifically, the power output of renewable sources (wind and solar)
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is based on stochastic models, and network communication can introduce minor, variable latencies.
To account for this variability and ensure the robustness of our findings, each experimental scenario

was executed 10 times with different random seeds.

The results presented in the subsequent figures (e.g., Figure 5.2) depict the mean performance across
these 10 runs. The variance across runs was observed to be low, indicating stable and repeatable
behavior from the coordination mechanism. For clarity in the line plots, only the mean is shown;
however, the low variance confirms that the observed performance differences between approaches

are statistically significant and not artifacts of random chance.

A sensitivity analysis was also considered. While a full parametric sweep of all simulation variables
(e.g., trust parameters ¢ and o) was beyond the scope of this evaluation, the chosen parameters in Ta-
ble 5.1 were selected based on empirical tuning to ensure stable and representative system behaviour.
Furthermore, the scalability analysis presented in Section 5.7.5 effectively serves as a sensitivity
analysis with respect to network topology and communication frequency, demonstrating how system

performance and overhead respond to changes in the number of peers and the message interval.

Computational Overhead

The decentralised nature of the framework distributes the computational load, but it is important to

consider the overhead on each individual agent. The primary sources of computational cost are:

* CPU Usage: The most intensive task is the trust verification process, which involves iterating
through historical predictions and sensor data to calculate similarity scores. In our simulation,
this process is executed periodically (e.g., every few minutes of simulated time) rather than
continuously, which keeps the average CPU load manageable. The core simulation logic of the

DT itself also contributes to the load, but this is inherent to any DT implementation.

* Memory Usage: The main consumer of memory is the History Database, which archives
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all received predictions and local sensor readings over time. The memory footprint of this
database grows linearly with the number of peers and the length of the historical window. To
manage this in a long-running system, practical implementations would employ strategies such
as data down-sampling for older records or maintaining a fixed-size sliding window for the trust

calculation, thus bounding the memory usage.

While the overhead is non-trivial, it is a direct trade-off for gaining decentralised robustness and
trust. The cost is borne by individual agents, avoiding the single point of failure and processing
bottleneck of a centralised verification authority. The scalability analysis in Section 5.7.5 focuses
on communication overhead, which is often the primary bottleneck in distributed systems, but the
computational load per agent remains relatively constant as the network grows, assuming the number

of direct peers is managed by the Scope Manager.

Experimental Limitations

It is important to acknowledge the limitations of the current experimental setup to contextualise the

results:

* Idealised Network Conditions: While the protocol is designed to be resilient to network im-
perfections (as discussed in Section 5.4), the simulation environment runs on a single machine.
Communication via the ZeroTier virtual network introduces only minimal latency and no sig-
nificant packet loss. The performance under real-world WAN conditions, with higher latencies

and packet loss rates, is not quantitatively evaluated in this study.

* Simplified Adversarial Model: The trust evaluation in Scenario 3 models a peer with consis-
tently inaccurate predictions, representing a faulty or naive agent. It does not model a sophisti-
cated, strategic adversary. A strategic agent might provide subtly biased or intermittently false
information to manipulate the trust scores and exploit the system for economic gain. Evaluating

the trust mechanism’s resilience against such advanced adversarial behaviours remains an area
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for future work.

These limitations define the boundaries of the current evaluation and highlight key areas for future

investigation in more complex, real-world deployment scenarios.

5.7.2 Scenario 1: Ramp-Up Agility

Figure 5.2 shows the power ramp-up process for the baseline (Base) and collaborative (CDT) ap-
proaches. The CDT demonstrates a significantly higher ramp-up speed, reaching the target power
output in 105 seconds, whereas the baseline takes 175 seconds. This 40% improvement in agility
is primarily due to the communication with the diesel fuel generator. The shared predictions allow
other DTs to anticipate the generator’s ramp-up time and take a more aggressive approach, using their

energy storage units to bridge the initial power gap more quickly.

5.7.3 Scenario 2: Failure Resistance

Figure 5.3 demonstrates how collaboration improves failure resistance. In this scenario, two wind
turbines fail sequentially. The goal is to maintain the VPP’s maximum potential power output above
the demand target. While both approaches experience a shortfall, the CDT’s performance is superior.
By sharing failure predictions, the CDT allows other agents to proactively use their energy storage,
resulting in a significantly higher minimum power output and a shorter period of insufficiency com-

pared to the reactive baseline.

5.7.4 Scenario 3: Trust Robustness (Inaccurate Prediction)

Figure 5.4 shows the evaluation of the effectiveness of the trust mechanism. In this figure, the Collab-
orative DT used in the previous experiment acts as the baseline, and is compared with Trust-enabled
Collaborative DT (T-CDT). To gain deeper insights into the experiment’s results, we additionally plot

the weight assigned to the faulty DT. This weight reflects the level of trust that other DTs placed in
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Ramp-up Failure Resistence
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Figure 5.2: Results of the ramp-up scenario  Figure 5.3: Results of the failure scenario

comparing the baseline and collaborative ap-  comparing the baseline and collaborative ap-
proaches, showing improved agility. proaches, showing improved failure resis-
tance.

the faulty one over time. In the scenario setup, three periods of power insufficiency were planned.
Firstly, it could be observed that due to the initial power insufficiency, the faulty DT could not pro-
vide the power output that it had predicted. Thus, the weight is rapidly reduced in all other instances,
causing the decision makers in each DT to leave out more safety margins. When overall power output
exceeds demand, the weight assigned to the faulty DT increases. This occurs because the faulty be-
havior is no longer readily apparent under these conditions. By incorporating a trust mechanism that
adjusts the weight of contributions from individual DTs, we effectively mitigated the second period

of insufficiency and prevented a third one, as observed in the figure.

5.7.5 Scalability Analysis

To evaluate the scalability of the framework, a series of experiments were conducted to analyse how
system performance and communication overhead are affected by network size, connectivity density,
and communication frequency. The key metrics are the communication overhead (messages per agent

per time-step) and system performance (normalised power variance, where lower is better).
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approach, showing improved robustness. tem performance.

Impact of Peer Connectivity

Figure 5.5 illustrates the trade-off between performance and overhead as a function of peer connec-
tivity. In this experiment, the total network size was fixed at 200 agents, and the number of peers each

agent communicates with was varied from 5% (10 peers) to 100% (all 200 peers).

As expected, the communication overhead per agent increases linearly with the number of peers.
More importantly, system performance (lower variance) improves significantly as agents gain visi-
bility into a larger portion of the network. However, this improvement exhibits diminishing returns.
The most substantial performance gain is achieved when moving from a small peer set (5-10%) to
a moderate one (20-30%). Beyond this point, the marginal benefit of adding more peers decreases,
while the communication cost continues to rise linearly. This finding is critical as it validates the
architectural role of the Scope Manager (Section 5.3.3). It confirms that a "sweet spot" exists where
agents can achieve near-optimal coordination by communicating with a limited, relevant subset of

peers, avoiding the prohibitive cost of an all-to-all communication topology.
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Impact of Network Size and Communication Frequency

Figures 5.6 and 5.7 analyse the impact of the total network size (N) and the communication frequency
(controlled by the event interval). In this experiment, the number of peers for each agent was capped

at max(10,0.1 X N).

Figure 5.6 shows that the communication overhead per agent is decoupled from the total network size.
The overhead remains constant as long as the local peer count is capped (from N = 10 to N = 100, the
peer count is 10). The overhead only begins to increase linearly when the network grows large enough
(N > 100) for the 10% rule to exceed the fixed cap of 10. This demonstrates that the communication
load on any individual agent is a function of its local neighborhood size, not the global population
size, which is a key property of a scalable distributed system. As expected, the event interval has a
predictable inverse relationship with overhead; more frequent communication (smaller interval) leads

to more messages.

Figure 5.7 reinforces this finding from a performance perspective. System performance is primarily
dictated by the communication frequency (event interval) and is largely insensitive to the total number
of agents, provided the local connectivity is maintained. The initial performance improvement from
N =5 to N = 10 occurs because the system gains a sufficient number of agents to effectively manage
the load. After this point, performance remains stable as the network grows, because each agent’s
decision-making context (its local neighborhood) remains consistent in size. The slight degradation
in performance at very large network sizes (N > 100) can be attributed to the increased aggregate

complexity and stochasticity of a larger system, but the overall stability is maintained.

Synthesis and Design Implications

The scalability analysis yields two key conclusions. First, the framework’s performance is governed
by local factors such as peer connectivity and communication frequency rather than the global net-

work size. This confirms that the decentralised, multicast-based communication strategy successfully
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avoids the bottlenecks of centralised systems. Second, there is a clear and tunable trade-off between

performance and communication overhead. For a system operator, this provides crucial flexibility:

* In performance-critical applications, the peer count and communication frequency can be in-

creased to maximise coordination, at the cost of higher network traffic.

* Inresource-constrained environments (e.g., [oT devices with limited bandwidth), the peer count
can be limited and the event interval increased, providing "good enough" coordination with

minimal overhead.

Ultimately, these results demonstrate that the proposed framework provides a robust and scalable
foundation for collaboration. The linear scaling of overhead within local groups, combined with the
constant load per agent regardless of global size, confirms the architecture’s suitability for deployment

in large-scale, real-world systems.
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Figure 5.6: Communication Overhead vs.  Figure 5.7: Performance vs. Number of Dig-
Number of Digital Twins, compared across  ital Twins, showing stability across different
different event intervals, showing scalability. network sizes and event intervals.

5.7.6 Sensitivity Analysis of Trust Parameters

Figure 5.8 presents the sensitivity analysis of the trust mechanism’s hyperparameters: o (kernel

width) and o (time decay). The performance metric used is Normalized System Variance, consistent
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Sensitivity Analysis: System Variance
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Figure 5.8: Heatmap showing the sensitivity of system variance to trust mechanism parameters ¢ and
a. The optimal region (low variance) is centered around ¢ = 0.5 and ox = 0.5.

with the scalability experiments in the original study. A lower variance indicates a more stable Virtual

Power Plant (VPP) that effectively manages power demand despite failures or inaccurate predictions.

Identification of the Parameter Sweet Spot

The results reveal a distinct region of optimal stability centered around o = 0.5 and @ = 0.5, where

the system variance is minimized to 0.17. This confirms that the trust mechanism requires a balanced

configuration:

* The parameter o = 0.5 provides a sufficiently strict boundary to distinguish genuine faults from

sensor noise (see Equation 1).

* Simultaneously, o = 0.5 ensures that the system retains a “memory” of past failures long

enough to prevent premature re-trusting of faulty nodes (see Equation 2).

Impact of o (Sensitivity)

Moving right along the X-axis (increasing ¢) results in a sharp degradation of performance.

* High Sigma (The "'Oblivious'' Zone): At ¢ = 2.0, the variance spikes significantly, reaching

7.29 when o = 3.0. Mathematically, a large denominator in the Gaussian kernel causes the
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similarity score sim; to remain high even when the difference between prediction (/,) and
reality (h,) is large. This renders the system blind to the wind turbine’s inaccurate predictions,

preventing the backup batteries from engaging effectively.

* Low Sigma (The '"Nervous'' Zone): Conversely, at very low sigma (¢ = 0.1), the variance is
moderately high (1.65 at & = 0.1). This indicates over-sensitivity, where minor sensor noise is

penalized as a fault, causing unnecessary fluctuations in the VPP’s decision-making.

Impact of o (Memory/Forgiveness)

Moving down the Y-axis (increasing @) generally increases system variance, particularly when com-

bined with suboptimal ¢ values.

High Alpha (The '""Amnesic'" Zone): High o values (e.g., @ = 3.0) lead to poorer performance.
According to Equation 2, a high « rapidly reduces the weight of historical data. This causes the
system to “forgive” a faulty Digital Twin almost immediately after a momentary return to normal
behavior. In the failure scenario, this likely results in oscillation, where the system repeatedly trusts

and then distrusts the failing turbine, destabilizing the aggregate power output.

Summary

The heatmap demonstrates that the proposed framework is robust but benefits significantly from pa-
rameter tuning. The system performs best when configured to be moderately strict (¢ ~ 0.5) with a
balanced memory span (o =~ 0.5). Extreme configurations either too lenient (High ¢) or too forgetful

(High o) undermine the benefits of the trust mechanism.
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5.8 Discussion

The evaluation results highlight two critical findings. First, the "Decision-Level" collaboration pro-
tocol successfully decouples the need for raw data sharing from the ability to coordinate. By shar-
ing only high-level intentions, the system achieved a 40% improvement in ramp-up agility without
compromising privacy. Second, the Trust Mechanism proved essential for robustness. In open envi-
ronments, "blind trust" is a vulnerability; the proposed similarity-based verification provides a math-

ematical shield against unreliability.

The evaluation results show that the proposed framework successfully boosted the system perfor-
mance over the baseline case on two common scenarios, and the trust mechanism improved the
system’s robustness over bad predictions. The evaluation of the scalability shows the framework’s
potential to scale up while maintaining the performance and keeping the communication overhead in

a reasonable range.

However, a limitation remains: the decision logic used in these agents was reactive and rule-based
(load-following). While they shared information, they did not learn to optimise their policies over
time. They simply reacted to the broadcasted intentions of others. To achieve true system-wide
optimisation, the agents require intelligence - the ability to learn from interaction and maximise long-

term rewards.

5.9 Summary

This chapter introduced a framework for "Decision Level Collaboration" in decentralised Digital Twin
networks. We detailed the middleware architecture, the formal collaboration protocol, and a math-
ematical Trust Mechanism for verifying peer reliability. Through a Virtual Power Plant case study,
we demonstrated that this approach significantly enhances system agility and fault tolerance while

scaling efficiently.
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Having established the means to communicate (Chapter 4) and the safeguards for reliability (Chap-
ter 5), the final component of this thesis is the intelligence to act optimally. The next chapter in-
troduces the Intelligent Digital Twin Collaboration framework, where we replace static rules with

MARL to enable fully autonomous, optimised coordination.
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Chapter 6

Intelligent Coordination via Multi-Agent

Reinforcement Learning

6.1 Introduction

The previous chapters established the structural foundation for decentralised Digital Twin Networks
(DTNs). Chapter 4 introduced the framework for privacy-preserving information exchange, and
Chapter 5 defined the trust mechanism to ensure the reliability of that exchange. However, a ro-
bust communication channel and a trusted network are not sufficient to achieve optimal system per-
formance. In the VPP case study presented in Chapter 5, agents utilised simple rule-based logic
(e.g., load-following) to react to peer information. While effective for basic stability, these reac-
tive strategies fail to capture the complex, long-term strategic consequences of actions in a dynamic

environment.

To achieve true system-wide optimisation, such as maximising renewable energy utilisation while
minimising costs, agents must possess intelligence. They must be able to learn emergent coordination

strategies that balance their local self-interest with global system goals. MARL offers a powerful
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paradigm for this "Intelligent Coordination".

However, applying state-of-the-art MARL algorithms like MADDPG to decentralised Digital Twin
networks presents a fundamental conflict. Standard MADDPG relies on the CTDE paradigm, which
typically requires a centralised critic to access the raw observations and actions of all agents. This re-
quirement directly violates the privacy-preserving design constraints established in this thesis, where

sensitive user data (e.g., EV travel schedules) must remain local.

To bridge this gap, this chapter introduces Digital Twin Assisted Multi-Agent Deep Determinis-
tic Policy Gradient (DT-MADDPG), an algorithm designed to resolve the conflict between privacy
and intelligent coordination within the proposed framework. The core algorithmic contribution is a
simulation-assisted critic, a hybrid mechanism that enhances the standard MARL training process.
Instead of requiring a centralised critic to access raw private data, this approach leverages the Col-
laborative Global Model introduced previously, a high-fidelity simulation environment constructed
from the privacy-preserving, decision-level information shared by the DTs. This allows the critic to
gain the global visibility needed for stable training without violating data sovereignty. By integrating
the predictive power of Digital Twins directly into the learning loop, DT-MADDPG enables agents
to learn globally optimal policies in a fully decentralised and private manner, completing the thesis’s

proposed framework for intelligent coordination.

6.2 V2G Problem Formulation

Building upon the generic Decentralised Partially Observable Markov Decision Process (Dec-POMDP)
framework established in Section 4.5 of Chapter 4, this section instantiates the mathematical model
specifically for the V2G coordination problem and defines the corresponding reinforcement learning

objectives.
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6.2.1 State and Action Spaces

In the V2G context, the set of agents N represents the autonomous EV Digital Twins. The action
space for each agent, a; € A;, is a continuous value representing the flow of power at the current time.
It is constrained by the maximum charging and discharging rates: a; € [—dmax discharges Amax,charge)- A
negative value corresponds to discharging electricity from the EV into the grid, while a positive value

represents charging the EV’s battery.

As defined by the framework’s generic observation function, an agent bases its decisions on a local

observation o; € Q;. In this V2G instantiation, this is a concatenated vector composed of:

* Private Local State: The agent’s own internal variables, specifically its current battery level
(SoC;), the time remaining before the owner’s scheduled departure (7g7p), the owner’s target

SoC at departure (SoCyg ), and the real-time energy price (F).

» Aggregated Peer Information: A "Context Vector" representing the collective state of the
local grid, constructed by aggregating the M VI (predicted power profiles) shared by neighbors,

weighted by the trust mechanism from Chapter 5.

The objective of each agent i is to learn a local deterministic policy y; : ; — A; such that the joint

policy u = {uy, ..., U, } maximises the expected cumulative discounted reward:

J(u)=E

iowl-a)] 6.1)

The core components of our learning framework are defined by a set of functions. Each agent’s be-
haviour is governed by a deterministic policy a; = g, (0;), represented by a neural network with pa-
rameters 0;. This function maps the agent’s local observation to a specific charge or discharge action.
The action-value function is the centralised critic Q; with parameters ¢;. It approximates the expected

outcome after taking a joint action a = {ay,...,ay} in the global state s. The key distinction of the
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proposed architecture is that the critic is enhanced by the prediction generated by the collaborative
global model, denoted as sy;,,. Therefore, the critic will be formulated as Q; = (s, a, sgm) — R. The
collaborative global model function f;;,, represents the global simulation model of the V2G network.

It maps the current global state and a joint action to a predicted next state fyiy,(s,a) — Ssim-

6.2.2 Hierarchical Reward Structure

To complete the Dec-POMDP formulation, we must define the reward function %. To address the
complex trade-offs in the V2G network, we designed a hierarchical reward structure that balances
system-level goals with the individual preferences of users. The final reward signal for an individual
agent i at each time step ¢, denoted as r;(t), is a weighted combination of a shared global reward and

the agent’s own local reward. This is formally expressed as:

1i(t) = Wetobal X Rglobal (t) + (1 = Watopar) X Riocat,i(t) (6.2)

In this formulation, wgypa 1s @ hyper-parameter that controls the agent’s alignment with the collec-
tive goal. The global reward component, Rgjopq(t), is shared among all agents and is derived from
system-wide performance metrics. Specifically, it is designed to reward grid stability (minimizing the
variance of power drawn from non-renewable sources) and maximizing the use of renewable energy.

It is calculated as:

P t
Rglobal(t> — _a'Var(Pgrid(t)) +ﬁ ) used_renewable< ) 63)
P, available_renewable (t )

Here, Var(P,;4(t)) is the variance of non-renewable power drawn from the main grid, and the second
term is the utilisation ratio of available renewable power. The coefficients o and f3 are crucial scaling

factors that serve two purposes. First, they normalise the two reward components, which have vastly
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different numerical ranges. The power variance can be a large number (e.g., in the thousands), while
the utilisation ratio is bounded between 0 and 1. Without scaling, the variance term would dominate
the reward signal, preventing the agent from learning to optimise for renewable usage. Second, they

encode the relative importance of the two objectives.

These coefficients are hyperparameters and are not learned by the agent. Their values are typically
determined empirically through a combination of domain knowledge and hyperparameter tuning. For
instance, an initial value for & can be estimated to bring the expected variance term to a scale compa-
rable to the utilisation ratio (e.g., o = 1/E[Var(P,,i4)]). Subsequently, a grid search can be performed
to fine-tune the relative weights of & and f to achieve the desired balance between grid stability and
renewable energy maximisation. For the experiments in this chapter, these values were tuned to give
roughly equal importance to both objectives during training. The local reward component, R;ocqr,i (1),

represents the individual objectives of agent i.

Individual users typically pursue two distinct and competing goals: satisfaction of their State of
Charge (SoC) needs and financial revenue. To model this, the local reward is a weighted sum of
two terms. We use a single weight, wg,c, to model a user’s preference, with the constraint that the

weights sum to one. The local reward for agent i is shown in Equation 6.4:

Rlocal,i<t) = WsoC X RS0C<terminal) + (1 - WSOC) X Rrevenue (t) (64)

The first term, Rg,c, is a large terminal reward applied only at the agent’s scheduled departure time.
It is a large positive constant, Cy,ccess, if the final SoC has reached the user’s desired threshold, and
a large negative penalty, —Cy,;, otherwise. The second term, Ryeyenue(t), is the immediate financial

outcome, calculated as:

Ryevenue(t) = Price(t) X Priow(t) (6.5)
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Price(t) is the real-time electricity price, and Pyy,,,(t) is the power flow of the EV, which is positive for
discharging (selling) and negative for charging (buying). This two-level reward structure provides a
flexible and powerful mechanism for guiding the agents toward sophisticated, cooperative behaviours

that respect both global system needs and individual user priorities.

6.3 System Architecture for Intelligent Collaboration

To enable intelligent coordination while respecting privacy constraints, we propose a hybrid architec-
ture that integrates the Collaborative Digital Twin network with the CTDE paradigm. As illustrated
in the system design, the architecture is composed of two primary layers: a decentralised execution

layer of autonomous actors (the EV Digital Twins) and a centralised training layer.

6.3.1 The Decentralised Actor (EV Digital Twin)

Each Electric Vehicle in the network is represented by a local Digital Twin, which functions as an

independent reinforcement learning actor. The internal structure of this actor includes :

* Local Database: Stores private state information such as current battery level (SoC), estimated

mileage, and user preferences.

* Decision Maker (Actor Network (;): A deep neural network parametrised by 6; that takes the

local observation o; as input and outputs a deterministic action (power flow).

* Prediction Engine (Internal Simulator): A physics-based model used for predicting future

states locally.

Crucially, these actors operate in a fully decentralised manner during execution. They make decisions
based solely on their local observations and the high-level decision information received from peers

via the Communicator .
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Table 6.1: Table of Notations for DT-MADDPG Algorithm

Notation Description

N Total number of agents (EVs) in the system.

i Index for an individual agent, where i € {1,...,N}.

K Global state of the environment, composed of all local observations.

0; Local observation for agent i.

a Joint action, composed of all individual agent actions {ay,...,an}.

a; Action taken by agent i.

ri Reward received by agent i.

N Random noise to encourage exploration.

7 Central replay buffer, which stores experience tuples.

1i(6;) Actor network for agent i, parametrised by 6;.

Qi(¢;) Complete action-value function for agent i.

Ores,i(9i) Residual critic network for agent i, parametrised by ¢;.

Jsim Collaborative Global Model, which functions as a system simulator.

Rgim Value baseline calculated from the simulation rollout.

Vi Target value used to train the critic for agent i.

Wy Qs Target networks for the actor and residual critic, respectively.

Raiopal (1) Shared global reward component at time ¢.

Riocari(t) Local reward component for agent i at time ¢.

Rievenue(t) Immediate economic reward component at time ¢.

Rs,c(terminal) Terminal reward for SoC satisfaction at the end of a session.

Pyrig(t) Power drawn from the non-renewable grid source at time ¢.

Priow(t) Power flow of an EV at time ¢ (positive for discharging, negative for charging).
Price(t) Real-time price of electricity at time ¢.

Csuccesss Crail Positive constants for the terminal SoC success reward and failure penalty.
Welobal Weight balancing the global and local components of the reward function.
Wsoc Weight balancing SoC satisfaction and revenue in the local reward function.
Y Discount factor for future rewards.

T Soft update parameter for updating the target networks.

4 Simulation rollout horizon (number of steps).
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6.3.2 The Collaborative Global Model

The bridge between privacy and centralised intelligence is the Collaborative Global Model (f;,,).
This is a high-fidelity, physics-based simulator of the entire multi-agent environment (e.g., the V2G

network) that is used exclusively during the centralised training phase.

Construction

The term "collaborative" refers to how the model is assembled. It is not learned from data, but rather
constructed by aggregating the individual, physics-based models of each component in the system. It

comprises two main parts:

* Shared Environment Model: A model of the common infrastructure, such as the power grid’s
physics, base load, and renewable generation dynamics. This part is typically static and defined

by the system operator.

* Agent Models: A collection of the internal simulation models for each participating agent
(e.g., the battery dynamics and efficiency model for each EV). In a real-world deployment,
each Digital Twin would register a standardised version of its local model with the training
service upon joining. For the purposes of this research, we assume these individual models are

known and provided to the central trainer.

This construction process creates a complete, high-fidelity "proxy" of the real world that can be used
for simulation, without requiring access to the agents’ private, real-time state data.
Update Mechanism (During Training)

The model’s parameters are static; it is not "updated" in the sense of being retrained. Instead, its
state is updated iteratively during the "Simulation Rollout" phase of the DT-MADDPG algorithm

(detailed in Section 6.4). When the critic needs to evaluate a state-action pair (s, a), the Collaborative
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Global Model takes the current global state s and the joint action a as input. It then applies its internal
physics equations to deterministically compute the next system state s’. This process is repeated for
a short horizon to generate a predicted trajectory, which provides the critic with the necessary global
information to guide the learning process while respecting the privacy boundaries of the individual

agents.

6.4 The DT-MADDPG Algorithm

The core algorithmic contribution of this thesis is the Digital Twin Assisted Multi-Agent Deep De-
terministic Policy Gradient (DT-MADDPG) algorithm. It introduces a novel "Simulation-Assisted
Critic" that leverages the predictive capabilities of the Collaborative Global Model to enhance the

learning process .

The fundamental premise of our approach is that physics-based simulation models are highly ef-
fective at making accurate predictions over short-term horizons, but their accuracy degrades over
time due to compounding uncertainties. Conversely, reinforcement learning critics excel at learning
long-term strategic values but suffer from sample inefficiency when learning physics from scratch.

DT-MADDPG combines these strengths through Simulation Rollout and Value Decomposition.

6.4.1 Simulation Rollout

Instead of relying on a simple one-step prediction, the algorithm employs a multi-step lookahead
mechanism. For a given joint state-action pair (s,a) sampled from the replay buffer, the Collaborative

Global Model f;;,, performs a Simulation Rollout for a horizon of k" time steps .

This process generates a predicted trajectory of future states and rewards: (Sy1,7141,- -, Srix/s Tk )-

From this trajectory, we calculate the Simulation Baseline Value (Rj;,,), which represents the dis-
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counted sum of rewards over the predictable short-term horizon :

k/
Rgm(s,a) =Y. ¥ 'ryj (6.6)
j=1

where 7y is the discount factor. This term (Rjy;,) effectively captures the "known physics" of the

immediate future, providing a stable ground-truth anchor for the critic.

6.4.2 Value Decomposition

To account for the strategic value beyond the simulation horizon, we reframe the learning task us-
ing Value Decomposition. We decompose the total action-value function Q;(s,a) into two distinct

components :

1. The Physics-Based Component (R,;,,): The explicit short-term value calculated by the simu-

lation rollout (as defined above).

2. The Residual Component (Q,.; ;): A learned value that captures the long-term strategic return
beyond the simulation horizon k’. This component is approximated by a deep neural network

(the Residual Critic) parametrised by ¢;.

The complete Q-value function is thus expressed as the sum:

Qi(s,a) - Rsim(s; a) + Qres,i(saa) (67)

By explicitly providing the physics-based value Rj;;,, the neural network Q. ; is relieved of the
burden of learning basic system dynamics. Instead, it focuses solely on learning the "residual” error
between the simulation and the true infinite-horizon value, leading to faster convergence and greater

stability .
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6.4.3 Training Procedure

The training process integrates these concepts into the standard actor-critic loop, as detailed in Algo-

rithm 1. The centralised training phase proceeds as follows:
1. Sampling: A random minibatch of experiences is sampled from the central Replay Buffer.

2. Rollout Calculation: For each sample, the Collaborative Global Model f;;,, executes the sim-

ulation rollout to compute the baseline Rgj,,.

3. Target Calculation: The target value y; for the critic update is computed using the target

/

res,i) (0 ensure stability:

networks (1!, Q

yi=ri+ Y(Rsim,next + Q;es,i(slv a/)) (6.8)

where Ryim nexs 18 the rollout value from the next state s

4. Critic Update: The Residual Critic network Q. ; is updated by minimizing the mean squared

error loss between the target y; and the composite Q-value estimate :

L(¢) = |(yi— <Rsim<s,a>+Qm,l-<s,a>>)2] 6.9)

5. Actor Update: The actor policy y; is updated via the deterministic policy gradient, utilizing

the gradient of the full composite Q-function with respect to the action.

6.4.4 Detailed Algorithmic Walkthrough

The DT-MADDPG algorithm, outlined in Algorithm 2, integrates physics-based simulation into the

MARL training loop. The process can be broken down into the following key stages:

1. Imitialisation: The process begins by initializing the necessary components for each of the N
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Algorithm 2 Digital Twin-Assisted MADDPG (DT-MADDPG)

1:
2:

AN AN

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:

26:
27:

28:

29:
30:
31:
32:
33:
34:
35:
36:
37:

Input: Number of agents N, simulation rollout horizon k', hyper-parameters ¥, 7.
Parameters: Number of training episodes M, max steps per episode, minibatch size K, explo-
ration noise process ./4;.

Output: Trained decentralised actor policies { ..., Uy}.
Initialise for each agenti=1,... ,N:

Actor network p; with parameters ;.

Residual critic network Q. ; with parameters ¢;.

Target networks p/ and Q). ; with weights 8/ < 6; and ¢/ < ¢;.
Initialise replay buffer & and Collaborative Global Model Jsim:

for episode = 1 to M do
Receive initial observations {oy,...,on}.
for t = 1 to max_steps do
For each agent i, select action a; = u;(0;) + ;.
Let joint action be a = {ay,...,ay}.
Execute a, observe rewards r = {ry,...,ry} and next observations {0},...,o\}.
Store the tuple ({0;},{a;},{ri},{0}})i=1.n in the replay buffer 2.
if replay buffer & contains enough samples then
Sample a random minibatch of K experiences.
Let a sample k be ({o¥}, {a*}, {F}, {04 })-
> Perform simulation rollout using joint information
Calculate value baselines RX, = Rollout(fyjm, {0¥}, {a¥}, horizon = k).
for agenti=1to N do
> Update critic for agent i using global information
Form the target joint action: @’ = {u] (o), ..., uy (o)}
Calculate target simulation baseline:
RY nexs = Rollout(fsim, {0{*},a’* ,horizon = K').
Set target value: yfg = }’f + Y(Rﬁim,nexl + eres,i({o;k}j=1-~N7 alk))'
Update critic by minimizing the loss:

2

L(¢) = % Xx (ﬁ —(RE + Qres,i({olj'}jzl..Na {alj}jzl..N)))
Update actor for agent i using the sampled policy gradient w.r.t Q;.

end for

for agenti=1to N do > Soft update all target networks
¢ < 19+ (1—-1)¢;
0/ « 16, +(1—1)6]

end for

end if
end for
end for
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agents. This includes creating an actor network (L;) to decide actions and a residual critic network

/

(Qres,i) to learn the long-term strategic value. Corresponding target networks (,ul-’ and Q,es’i

) are
created and their weights are initialised to be identical to the main networks. A central replay buffer
(2) is set up to store experiences, and the Collaborative Global Model ( f;,,) is constructed from the

shared models of the agents, as described in Section 6.3.

2. Data Collection: The algorithm enters a loop of training episodes. Within each episode, the agents

interact with the environment to collect data.

* Action Selection: Each agent i observes its local state o; and selects an action @; using its actor

policy ;. To encourage exploration, random noise (-/4;) is added to the action.

* Environment Interaction: The joint action of all agents is executed in the environment, which
transitions to a new state. The agents receive their respective rewards r; and new local observa-

tions 0.

* Experience Storage: The complete transition tuple, containing the observations, actions, re-

wards, and next observations for all agents, is stored in the replay buffer 7.

3. Centralised Training: Once the replay buffer has accumulated enough experiences, the centralised
training phase begins. A random minibatch of K experiences is sampled from the buffer for each

training step.

* Simulation Rollout and Baseline Calculation: This is a key step unique to DT-MADDPG.
For each experience in the minibatch, the Collaborative Global Model (f;;,,) is used to perform
a simulation rollout for a short horizon of k" steps. This simulation generates a short-term
trajectory of rewards, which are summed to produce the physics-based value baseline, Rjj,,.

This value represents the "known" part of the future reward, grounded in the system’s physics.

* Critic Update: The residual critic network for each agent is updated.
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— First, the target actions a’ are computed using the target actor networks.

— Then, another simulation rollout is performed from the *next* state s’ with these target

actions to calculate the simulation baseline for the next state, Ryim next-

— The target value y; is constructed. It is the sum of the immediate reward r; and the
discounted future value. Crucially, this future value is itself decomposed into the known

physics part (Rgim nexs) and the learned strategic part Q.. ).

res,i

— Finally, the residual critic network Q. ; is updated by minimizing the loss between this
target value y; and the current composite Q-value estimate, which is the sum of the current
simulation baseline Ry;,, and the current residual value Q,.; ;. This forces the critic to only

learn the "error" or residual value that the simulator cannot predict.

* Actor Update: Each agent’s actor network is updated using the policy gradient. The gradient
is calculated with respect to the full, composite Q-value (Q; = Ryim + Ores,i), €ncouraging the
actor to take actions that maximise both the short-term, physics-based rewards and the long-

term, learned strategic value.

» Target Network Updates: To stabilise learning, the weights of the target actor and critic net-
works are slowly updated ("soft update") to track the weights of the main networks. This is a

standard technique in deep Q-learning and its variants.

After many episodes, this process results in a set of trained, decentralised actor policies that can coor-
dinate effectively using only local observations, having learned from the global perspective provided

by the simulation-assisted critic during the offline training phase.
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6.5 Experimental Setup

6.5.1 Simulation Environment

To validate the effectiveness of our proposed DT-MADDPG architecture, we designed a series of
experiments within a simulated V2G environment. The objective is to assess the ability of our frame-
work to learn effective coordination policies by comparing its performance on several key metrics

against established baseline methods.

We developed a discrete-event based simulation representing a local power distribution grid servicing
a community with a fleet of EVs. The simulator is programmed in Python using the SimPy library
and the objects in the simulation such as EV, generators and consumers are modelled as SimPy
processes. The environment consists of a power grid model and the EV fleet model. The grid has a
fluctuating base load from residential and commercial uses and two primary power sources: a main
grid connection representing non-renewable (fossil fuel) power, and a local renewable energy source
(e.g., solar or wind farms) with variable output based on historical data. In these settings, we assume
that the load of the grid can be balanced by adjusting the output power generated by non-renewable
resources. A dynamic pricing mechanism dictates the cost of drawing power from and the revenue
from selling power back to the main grid. The dynamic pricing is segmented, with three periods
- Peak, Valley and Normal. The detailed price is listed in Table 6.2. The data is taken from the
residential electricity prices in the city of Shenzhen, China. We also assume the price of selling

electricity back to the grid is the same as the energy price in the given period.

Table 6.2: Dynamic Electricity Price used in the Simulation, from Shenzhen, China, in CNY/kWh.

Period Time (24h) Price (CNY/kWh)
Peak 10-12; 14-19 1.1121

Normal | 8-10; 12-14; 19-24 0.6542
Valley 0-8 0.2486

In the simulation, a fleet of N EVs, each represented by a Digital Twin agent, is placed in the grid
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environment. For the primary performance comparison experiments (grid stability, utilisation, and
user satisfaction), we set the fleet size to N = 50. For the scalability analysis, N is varied from 10 to
200, as detailed in Section 6.6. Each EV is assigned a unique battery capacity, charging/discharging
efficiency, and a stochastic behavioural profile governing its daily arrival time, departure time, and
energy consumption. To study the scalability of the system, we have also constructed a model of the
network infrastructure. While there are no constraints on the bandwidth or latency, it is still worth
studying the communication overhead of different approaches. For the network model, we used the
Barabdsi-Albert model [12]. This model was chosen because it generates scale-free networks, which
accurately represent the topology of many real-world complex systems, including infrastructure and
communication networks. Scale-free networks are characterised by a power-law degree distribution,
meaning they contain a small number of highly connected "hubs" and a large number of nodes with
fewer connections. In the context of a V2G network, these hubs can be seen as analogous to large
public charging stations or key grid substations. Using the Barabasi-Albert model provides a more
realistic and challenging topology for evaluating communication overhead, as it allows us to test the
robustness of our decentralised protocol against the natural formation of communication bottlenecks
at these hubs. The experiments are conducted on a bare-metal server with 4 Intel Xeon Gold 6230

CPU and a NVIDIA RTX A6000 GPU.

6.5.2 Hyperparameter and Training Configuration

The neural networks for the actor and critic policies were trained using the Adam optimiser. The
key hyperparameters for the RL algorithms and network architectures are detailed in Table 6.3. These
values were selected based on common practices in the literature and empirical tuning to ensure stable
convergence across all baseline methods. The actor network uses a tanh activation function for its final
layer to constrain the output action to the range [-1, 1], which is then scaled to the appropriate power

flow limits.
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Table 6.3: Hyperparameters for MARL Training, including DT-MADDPG and Baselines.

Parameter Value

RL Algorithm Parameters

Discount Factor () 0.99

Soft Update Rate (7) 0.005
Replay Buffer Size 1,000,000
Batch Size 256

Simulation Rollout Horizon (k') 5 steps

Neural Network Architecture

Actor Network 2 hidden layers, [128, 128] neurons
Residual Critic Network 2 hidden layers, [128, 128] neurons
Hidden Layer Activation RelLU
Actor Output Activation tanh
Optimiser Parameters
Optimiser Adam
Actor Learning Rate 1x10~*
Critic Learning Rate 1x1073

Justification of Hyperparameters

The selection of hyperparameters is critical for the successful training of deep reinforcement learning
agents. The values presented in Table 6.3 were chosen based on a combination of established best

practices from the literature and empirical tuning specific to the V2G domain.

RL Algorithm Parameters

* Discount Factor (v = 0.99): A high discount factor is standard for episodic tasks with long
horizons. It encourages the agents to adopt far-sighted policies, which is essential in V2G
coordination where current charging decisions have long-term consequences on meeting future

departure targets [116].

* Soft Update Rate (7 = 0.005): This small value ensures that the target networks update slowly,

providing a stable learning target for the actor and critic networks. This is a common practice
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in DDPG-based algorithms to prevent learning oscillations and divergence [74].

* Replay Buffer Size (10°): A large replay buffer is crucial for breaking temporal correlations
in the collected experiences, a key requirement for off-policy learning. A size of one million
ensures a diverse set of past experiences is available for minibatch sampling, improving learning

stability [87].

* Simulation Rollout Horizon (k' = 5): This parameter, unique to DT-MADDPG, represents a
trade-off. The horizon must be long enough to capture the immediate physical consequences
of an action but short enough to ensure the simulation remains accurate and computationally
tractable. A 5-step horizon (representing 1.25 hours in our 15-minute timestep simulation)
was found empirically to provide a robust, physics-based value baseline without introducing

excessive computational overhead during training.

Network Architecture and Optimiser

* Network Size ([128, 128]): A two-layer network with 128 neurons per layer provides sufficient
capacity to approximate the policy and value functions for this control problem without being
overly complex, which could lead to overfitting. This architecture is a common baseline for

continuous control tasks [79].

* Optimiser (Adam): The Adam optimiser was selected due to its widespread adoption and
proven effectiveness in deep reinforcement learning applications [64]. Adam combines the
advantages of two other extensions of stochastic gradient descent: AdaGrad, which handles
sparse gradients well, and RMSProp, which works well in non-stationary settings. Its adaptive
learning rate mechanism, which computes individual learning rates for different parameters,
makes it particularly well-suited for training the large, complex neural networks used in this

research, providing robust and efficient convergence.

+ Learning Rates (10~ for Actor, 103 for Critic): It is standard practice in actor-critic meth-
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ods to use a smaller learning rate for the actor than the critic. The critic’s value estimates are
often noisy, so a higher learning rate helps it converge faster. The policy update, however, is

more sensitive, and a lower learning rate prevents large, destabilising policy changes [74].

* Activation Functions (ReLU, tanh): ReLU is used for hidden layers due to its computational
efficiency and ability to mitigate vanishing gradients. The tanh activation on the actor’s output
layer is essential for constraining the action to a normalised range of [-1, 1], which is then

scaled to the environment’s specific action space.

6.5.3 Methodology and Statistical Considerations

To ensure the robustness and statistical validity of our findings, the experimental methodology in-
corporates several considerations for handling the non-determinism inherent in both the simulation

environment and the reinforcement learning process.

Sources of Non-Determinism: The simulation environment includes multiple sources of stochastic-
ity to reflect real-world conditions. Each EV agent is initialised with a stochastic behavioural profile,
including random arrival times, departure times, and initial States of Charge, drawn from predefined
distributions. Furthermore, the renewable energy generation and base grid load follow patterns de-
rived from historical data, which include inherent variability. On the algorithmic side, the MARL
training process itself introduces randomness through the exploration noise added to actions and the

random sampling of experiences from the replay buffer.

Variance and Repeatability: To account for this variability, each experiment was executed 10 times
with different random seeds. The results presented in the subsequent figures (e.g., Figure 6.2) depict
the mean performance across these runs. The variance across runs was observed to be low, indicating
stable and repeatable behaviour from the learning algorithms. For clarity in the line plots, only the
mean is shown, but the low variance confirms that the observed performance differences between the

algorithms are statistically significant and not merely artefacts of random chance.
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Sensitivity Analysis: A sensitivity analysis was conducted to understand the robustness of the al-
gorithms to changes in key parameters. The analysis presented in Section 6.6 (Figures 6.4 and 6.5),
which varies the user’s revenue preference weight (Wyepenue), S€rves as a direct sensitivity analysis of
the reward structure. This demonstrates how the algorithms adapt to different user priorities. Further-
more, the hyperparameters listed in Table 6.3 were selected after a process of empirical tuning, which
implicitly tests the sensitivity of the models to parameters like learning rates and network architec-
ture. Finally, the scalability analysis, where the number of agents (N) is varied, acts as a sensitivity

analysis with respect to the scale of the system.

6.5.4 Evaluation Metrics

We evaluate the performance of all approaches using a combination of scenario-specific and system-

level metrics:

* Grid Stability: The primary goal of V2G is to stabilise the grid by reducing reliance on fossil
fuels during peak demand (peak shaving) and absorbing excess energy during off-peak times
(valley filling). We visualise this by plotting the power drawn from the non-renewable source

over time.

* Renewable Energy Utilisation: This metric measures the percentage of available renewable en-
ergy that is successfully used by the system, either consumed directly or stored in EV batteries
and consumed in the future, instead of being disposed of. This will be presented as a bar chart,

where higher utilisation is desirable.

» User Satisfaction: We measure the framework’s ability to meet the needs of individual EV own-
ers via the Owner Goal Success Rate. This is the percentage of EVs that successfully meet their
owner-defined State-of-Charge (SoC) requirements by their scheduled departure time. Results

will be compared across algorithms using a bar chart.
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* User Revenue: To assess the economic benefit for participants, we calculate the Aggregated
User Revenue. This is the total income earned by all EV owners from selling energy back to

the grid, minus their total charging costs. This will also be presented in a comparative bar chart.

e Communication Overhead: The efficiency of the underlying collaborative framework is mea-
sured by the average number of messages exchanged between DTs per simulation step. Also,
to showcase the potential network congestion, we plot the distribution of network load (average

number of messages flowing through a network node) to reveal the network usage.

6.5.5 Baselines

We evaluate the performance of our proposed DT-MADDPG algorithm against two distinct MARL

baselines to demonstrate its advantages:

* Independent Learners (IL): In this approach, each EV agent is a fully decentralised reinforce-
ment learner with its own actor and critic. It learns a policy based solely on its local observa-

tions, representing a non-collaborating but still intelligent baseline.

* Standard MADDPG (MADDPG): This is the canonical centralised training with decentralised
execution algorithm. A central critic collects state and action information from all agents to
guide training. This baseline is the crucial ablation study, allowing us to isolate and measure

the performance gain attributable directly to our novel simulation-assisted critic.

6.6 Results and Analysis

6.6.1 Grid Stability and Renewable Utilisation

First, we assessed the core performance of the models in managing the power grid. Figure 6.2 il-

lustrates grid stability by plotting the required fossil fuel generation (Y-axis) over a 24-hour period
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(X-axis). The results clearly show that both MADDPG and DT-MADDPG outperform the IL base-
line by requiring less fossil fuel. Crucially, DT-MADDPG achieves stability comparable to the fully

centralised MADDPG, proving its effectiveness in coordinating the V2G network.

This high performance extends to the use of renewables, as shown in Figure 6.3. DT-MADDPG
achieves a renewable energy utilisation of 40.97%, a result that is nearly identical to MADDPG and
significantly higher than IL. These findings establish that DT-MADDPG maintains top-tier perfor-

mance on primary system objectives without requiring full centralisation.

6.6.2 Multi-Objective Robustness

To investigate how the models adapt to different user priorities, we conducted a sensitivity analy-
sis by varying the revenue weight, Wyepenue, from 0.2 to 0.8. A higher wyepenue €ncourages agents
to prioritise revenue generation over maintaining their target State of Charge. As expected, increas-
ing this weight leads to a clear trade-off: user satisfaction declines (Figure 6.4) while user revenue
increases (Figure 6.5) for all methods. However, a key trend emerges: the IL baseline is highly sen-
sitive to this parameter change, showing volatile swings in performance. In contrast, MADDPG and
DT-MADDPG demonstrate significantly more stability. This resilience can be attributed to their co-
ordination mechanisms; while IL agents narrowly focus on local, weight-sensitive goals, MADDPG
and DT-MADDPG agents must balance these with the global objective of grid stability. This mod-
erates their response to changes in local incentives, leading to more robust and predictable system

behaviour.

6.6.3 Impact of Simulation Horizon

To evaluate the trade-off between foresight capability and model reliability, we analyse the impact of
the simulation rollout horizon (k") on system performance. This analysis is crucial because the core

innovation of DT-MADDPG relies on the Collaborative Global Model, which is subject to simulation
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error accumulation over time.

Trade-off between Stability and Satisfaction

Figure 6.8 illustrates the Pareto frontier of the Grid Stability Score against the User Satisfaction
Rate. The results demonstrate a clear performance improvement as the rollout horizon increases from
k' =1 to K = 10. In this range, the system exhibits a "win-win" trajectory where both objectives
improve simultaneously. Specifically, compared to the short-sighted baseline of K’ = 1, the agent
with a horizon of k' = 10 achieves a significant increase in the normalised Grid Stability Score (from
~ 0.51 to ~ 0.83) while concurrently boosting the User Satisfaction Rate from 84.7% to 89.1%. This
suggests that a moderate look-ahead window allows agents to effectively anticipate future grid peaks

and user departure constraints.

However, extending the horizon beyond this optimal point (k' > 10) leads to a sharp degradation in
performance. As observed at K’ = 20 and k' = 30, the system retreats from the Pareto frontier. At k' =
30, the grid stability score collapses to 0.40, and user satisfaction drops to 75.0%. This phenomenon
is attributed to simulation model drift, where small approximation errors in the system dynamics

compound recursively over longer rollouts, causing the critic to optimise based on a divergent future
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trajectory.

Optimisation of the Planning Window

To determine the optimal planning window, we further analysed the Average Episode Reward, as
shown in Figure 6.9. The results reveal a distinct inverted U-shaped relationship. The initial extension
of the horizon from a short-sighted setting (K" = 1) to a short-term planning window (k' = 5) yields
the most significant performance gain, with the average reward surging from approximately 1550 to

a peak of =~ 2250.

Conversely, extending the horizon beyond kX’ = 10 results in a monotonic decrease in performance.
At k' = 30, the average reward falls to ~ 1050, performing worse than the baseline agent with no
planning capability. Furthermore, the widening error bands observed at longer horizons highlight
the growing instability of the learning process. These findings empirically validate that a moderate
horizon of k' € [5,10] represents the "sweet spot" for this architecture, balancing the strategic benefits

of planning against the accumulation of simulation error.

6.6.4 Scalability and Network Load

A key claim of this thesis is that the proposed decentralised framework offers superior scalability
compared to traditional centralised approaches. This section analyses the communication overhead

and network load distribution to validate this claim.

Analysis of Total Communication Volume

Figure 6.6 shows the total number of messages exchanged per time-step as the number of agents (N)
in the network increases. Both the centralised MADDPG and the decentralised DT-MADDPG exhibit

a linear scaling, O(N), in total communication volume. This is expected:

* In MADDPG, each of the N agents sends its state and action to the central critic, resulting in
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N messages per time-step.

* In DT-MADDPG, each of the N agents broadcasts its decision information to its local peers.
Assuming each broadcast is a single network event, this also results in N messages per time-

step.

While the total message count is comparable, this metric alone is misleading. The critical difference,
and the key to true scalability, lies not in the total volume of traffic but in its distribution across the

network.

Analysis of Network Load Distribution and Bottlenecks

Figure 6.7 provides a histogram of the communication load (number of messages received) per node,

revealing the fundamental architectural differences between the two approaches.

Centralised Bottleneck in MADDPG In the MADDPG architecture, all N messages converge on
a single destination: the centralised critic. This creates an extreme imbalance in network load. As
shown in the figure, one node (the critic) receives a number of messages proportional to the entire
network size, O(N), while all other nodes (the actors) receive none. This central node becomes a
severe computational and network bottleneck. As N increases, the critic’s capacity to process
incoming messages and compute value updates will inevitably be saturated, placing a hard limit on
the scalability of the entire system. Furthermore, this design creates a single point of failure; the loss

of the critic node would halt the learning process for all agents.

Distributed Load in DT-MADDPG In contrast, the DT-MADDPG framework distributes the com-
munication load across the network. Messages are exchanged in a peer-to-peer fashion, so the load on
any individual node is determined by the size of its local peer group, not the total network population.
The histogram for DT-MADDPG shows a much flatter and more balanced distribution. While the use

of a Barabdsi-Albert network model means some "hub" nodes have higher connectivity and thus a

140



Chapter 6. Intelligent Coordination via MARL 6.7. Discussion

higher message load, this load is orders of magnitude smaller than that of the MADDPG critic. The
load on any given node is O(p;), where p; is the number of its peers. Since the average peer count in

a scale-free network remains small even as N grows, the average load per node remains manageable.

Synthesis: Scalability and Robustness

The analysis demonstrates a clear architectural advantage for DT-MADDPG. While both systems
have a total communication cost that scales linearly with the number of agents, MADDPG concen-
trates this cost onto a single node, creating a bottleneck that prevents true scalability. DT-MADDPG,
by distributing this cost, ensures that no single node is overwhelmed. This decentralised communi-
cation pattern not only enables the system to scale to much larger numbers of agents but also signif-
icantly improves its robustness by eliminating the single point of failure inherent in the centralised
design. This confirms that the proposed architecture successfully meets the scalability and robustness

requirements for real-world deployment in Large Complex Systems.

6.7 Discussion

The experimental results validate the core hypothesis of this thesis: it is possible to achieve intelli-
gent coordination in decentralised systems without compromising privacy. The DT-MADDPG algo-
rithm bridges the gap between the "privacy" of decentralised architectures and the "performance" of
centralised training. However, to fully understand the implications of this work, it is necessary to

critically analyse its current limitations and the path toward even more rigorous privacy guarantees.

6.7.1 Limitations of the Current Approach

While the framework successfully enables coordination, several specific limitations must be acknowl-

edged:
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Fidelity of the Simulation-Assisted Critic and the Sim-to-Real Gap

The core innovation of DT-MADDPG, the simulation-assisted critic, is also its primary source of
potential limitations. The algorithm’s performance is fundamentally predicated on the assumption
that the Collaborative Global Model is a high-fidelity proxy for the physical world. Any divergence
between the simulation and reality introduces challenges related to the rollout horizon, critic bias, and

the broader "Sim-to-Real" gap.

The Rollout Horizon (k) Trade-off The choice of the simulation rollout horizon, k', represents
a critical trade-off. A short horizon is computationally efficient and minimises the accumulation
of simulation errors, but the resulting baseline R, may be too simplistic to provide a meaningful
learning signal. Conversely, a long horizon can capture more complex, near-term dynamics but is
computationally expensive and risks amplifying small model inaccuracies over the rollout. This can
lead to a highly biased Ry;,, that misleads the learning process. The optimal value for k' is therefore

domain-dependent and a sensitive hyperparameter.

The Problem of Critic Bias The value decomposition strategy trains the residual critic, Qes i,
to learn the long-term value that the simulation rollout cannot capture. However, if the simulation
baseline Rj;;, is systematically biased due to model inaccuracies, the critic will be forced to learn
a correction for this model error rather than learning the true, underlying strategic value of a state.
This can lead to a policy that is overfitted to the specific flaws of the simulator. Such a policy might
perform well in the biased training environment but fail to generalise to the real world, exacerbating

the Sim-to-Real gap.

Sources of Model Inaccuracy The fidelity of the Collaborative Global Model can be compromised

by several factors:

* Systemic Bias: The shared environment model (e.g., grid physics, base load profiles) is pro-
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vided by the system operator and may contain simplifying assumptions or be based on historical
data that does not fully capture the dynamics of all local sub-systems, introducing a systemic

bias.

* Contribution Bias: The framework assumes that when agents register their internal models
(e.g., battery efficiency curves), these models are accurate. In a competitive environment, there
is an incentive for agents to provide biased models. For example, an EV manufacturer might
submit an overly optimistic battery model to make its vehicles appear more capable in the V2G

market. This "contribution bias" would directly corrupt the Collaborative Global Model.

* Unmodeled Dynamics: Factors such as hardware variability, sensor noise, and complex battery

degradation physics can create a discrepancy between the simulated baseline (Rj;;,) and reality.

If the Collaborative Global Model is significantly biased, the "physics-based" component of the value
decomposition becomes unreliable, potentially providing a misleading learning signal and destabiliz-
ing the training process. While the trust mechanism from Chapter 5 can identify peers with inaccurate
predictions, it does not directly audit the fidelity of the underlying models they contribute to the global
simulator. Developing mechanisms for "model verification" or learning to correct for simulation bias

are critical avenues for future work.

Assumption of Homogeneity and Reward Stability

Our current experimental setup assumes relatively homogeneous user profiles and preferences. Real-
world V2G systems involve extreme heterogeneity, from commercial fleets with strict schedules to
private users with erratic behaviour. Such diversity could introduce complex, non-linear coordination
dynamics. Furthermore, the use of multi-objective reward functions, especially with heterogeneous
agent preferences, can lead to learning instability. When agents pursue conflicting goals (e.g., maxi-
mizing personal revenue versus ensuring global grid stability), their learning updates can work against

each other, leading to oscillatory or suboptimal convergence.
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Several strategies could be employed to mitigate this instability. Reward shaping, particularly
Potential-Based Reward Shaping (PBRS), could provide auxiliary rewards to guide agents toward
cooperative equilibria without altering the underlying optimal policy. Another approach is curricu-
lum learning, where agents initially train on a simplified objective (e.g., only SoC satisfaction) and
are gradually exposed to more complex, conflicting objectives as their policies mature. Finally, more
advanced multi-objective MARL frameworks could be adopted, which aim to learn a Pareto front of
policies, allowing a system operator or user to select the desired operating point from a set of optimal

trade-offs, rather than relying on pre-defined scalar weights.

Lack of Formal Privacy Quantification

While our framework is architecturally privacy-preserving (by not transmitting raw data), we have not
yet provided a formal, quantitative analysis of privacy leakage . It is theoretically possible that sophis-
ticated adversarial attacks (e.g., model inversion) could infer sensitive attributes from the broadcasted
decision streams. The current work treats privacy as a binary constraint (share vs. don’t share) rather

than a continuous variable to be optimised.

Computational Cost of Simulation-Assisted Learning

The DT-MADDPG algorithm introduces a "Simulation Rollout" step that is computationally more in-
tensive than the critic update in standard MADDPG. For each experience tuple in a training batch, the
Collaborative Global Model must be executed for a rollout horizon of & steps. This is a deliberate de-
sign trade-off: we accept a higher computational cost during the offline training phase in exchange for
improved sample efficiency, faster convergence, and a more stable learning signal, as the simulation

provides a rich, physics-grounded value baseline.

However, this cost is manageable due to the nature of simulation. The Collaborative Global Model

is a purely computational artifact and can be executed in a faster-than-real-time manner, especially
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when parallelised on hardware like GPUs. The training process is therefore not constrained by the
wall-clock time of the physical system it represents. Future work could further mitigate this cost
by exploring adaptive rollout horizons, where k' is dynamically adjusted based on the stability of
the system state, or by using lightweight surrogate models to approximate the full simulator for less

critical training steps.

6.7.2 Future Outlook: Quantifying Privacy in the Reward Function

Addressing the third limitation represents the most promising avenue for future research: moving

from "Privacy by Architecture" to "Privacy by Optimisation."

Currently, agents optimise for Grid Stability (Rg/,p/) and Revenue (Rj,¢q1). We propose extending this
to explicitly treat Privacy as a quantifiable objective within the reward function. This would transform
the problem into a multi-objective optimisation task where agents learn to trade off performance for
privacy.

Formalisation

We can define a privacy loss metric, Ly, which quantifies the information leakage of a shared action
or prediction. For example, using Differential Privacy concepts, Ly, could measure the reduction in

uncertainty an adversary gains about the agent’s private state s; given the shared information 4e4:

Lpriv(t) = H(Si) - H(Si|lshared(t)) (6.10)

where H represents entropy.

We can then augment the agent’s reward function r;(¢) with a penalty term:

ri(t) = 1i(t) = Apriv - Lpriv(t) 6.11)
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where A,,;, is a dynamic coefficient representing the user’s sensitivity to privacy.

Expected Outcome

By incorporating this term, the DT-MADDPG agents would be forced to learn a Pareto-optimal fron-
tier. They might discover strategies such as "noise injection" or "temporal aggregation", intentionally
broadcasting slightly vague or delayed predictions to minimise Ly, while still providing enough
useful signal to maintain grid stability. This would allow the system to mathematically guarantee a

specific level of privacy utility, customizing the behavior for each individual user’s risk tolerance.

6.8 Summary

This chapter presented the DT-MADDPG algorithm, completing the "Intelligence" layer of the pro-
posed framework. By integrating the trust-verified decision sharing (Chapter 5) with a novel simulation-
assisted learning mechanism, we enabled autonomous Digital Twin agents to learn complex, coordi-
nated strategies. The results demonstrate that this approach achieves near-optimal grid stability and
renewable utilisation while strictly preserving data privacy and ensuring scalable, bottleneck-free

communication.
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Chapter 7

Conclusion and Future Work

7.1 Summary of Work

The central objective of this thesis was to address the inherent conflict between the need for system-
wide optimisation in Large Complex Systems and the constraints of privacy, scalability, and decen-
tralisation required for their physical deployment. Using Smart Energy Grids and Vehicle-to-Grid net-
works as the primary application domain, this research investigated how autonomous Digital Twins
can effectively cooperate and coordinate without relying on a central authority or exposing sensitive

raw data.

The thesis proceeded through several logical stages to build a comprehensive solution. Initially, we
defined the problem landscape (Chapters 1, 2, and 3), identifying that traditional centralised Digital
Twin architectures suffer from critical bottlenecks in scalability and privacy, while existing decen-
tralised models lack the mechanisms for intelligent coordination. To bridge this gap, Chapter 4 estab-
lished a novel peer-to-peer middleware that enables agents to exchange high-level decision informa-
tion (intentions) rather than raw data, providing the foundational infrastructure for privacy-preserving

cooperation. Acknowledging the uncertainty inherent in open systems, Chapter 5 introduced a Trust
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Mechanism that mathematically verifies peer predictions against physical reality, allowing agents to
dynamically filter unreliable peers and maintain fault tolerance. Finally, Chapter 6 addressed the opti-
misation challenge by introducing the DT-MADDPG algorithm, a hybrid Multi-Agent Reinforcement
Learning approach that leverages a Collaborative Global Model to enable agents to learn globally op-

timal strategies without ever accessing private data.

7.2 Key Findings

The experimental evaluations conducted throughout this thesis yield three primary findings that vali-

date the proposed methodology:

First, we demonstrated that Decision-Level Sharing enables effective cooperation. The framework
design proved that exchanging raw data is not a prerequisite for coordination. In the VPP scenar-
ios (Chapter 5), agents sharing only abstract "intentions" (power profiles) achieved a significantly
faster response to grid demands, reaching the target power output in 105 seconds compared to 175
seconds for the independent baseline, a 40% improvement in agility. This confirms that high-level
decision information contains sufficient signal to coordinate complex physical actions while acting as

an effective privacy barrier.

Second, our results highlight that Trust Mechanisms are essential for robustness. In decentralised
networks, blindly trusting peer information is a severe vulnerability. Experiments demonstrated that
a single faulty peer could destabilise the grid by misleading other agents. However, the proposed
Trust Mechanism allowed the system to dynamically identify and isolate unreliable agents based on

historical accuracy, maintaining grid stability where standard collaborative approaches failed.

Third, we established that Simulation-Assisted Learning bridges the privacy-performance gap.
The DT-MADDPG algorithm achieved grid stability and renewable energy utilisation rates (40.97%)

comparable to the fully centralised, non-private MADDPG baseline (43.12%) and significantly supe-
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rior to the Independent Learner baseline (39.50%). This confirms that a Collaborative Global Model
built from privacy-preserving signals provides a sufficiently accurate proxy environment for training

sophisticated Al agents without exposing sensitive user data.

7.3 Research Contributions

This thesis contributes to the fields of Distributed Systems and Multi-Agent Reinforcement Learning
by bridging the gap between architectural privacy and algorithmic intelligence. The specific contri-

butions are as follows:

1. A Decentralised Digital Twin Middleware: We proposed a novel architectural framework that
decouples the internal state execution of a Digital Twin from its external information exchange.
By standardizing a "Decision-Level" communication protocol, this middleware enables hetero-
geneous agents (e.g., EVs, Batteries, Turbines) to collaborate effectively without the need for

raw data interoperability or centralised control.

2. A "Decision-Level' Trust Protocol: We developed a mathematical mechanism for verifying
the reliability of high-level predictions in open systems. Unlike traditional security models that
rely on identity verification, this protocol verifies behavioural accuracy by mapping historical
predictions to ground-truth sensor data, ensuring secure collaboration even in the presence of

faulty or malicious peers.

3. The DT-MADDPG Algorithm: We introduced a novel Multi-Agent Reinforcement Learn-
ing algorithm that incorporates a "Simulation-Assisted Critic". This contribution advances the
Centralised Training with Decentralised Execution paradigm by demonstrating how physics-
based simulations can replace raw data aggregation, allowing for the training of sophisticated,

globally optimised policies while strictly adhering to privacy constraints.
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7.4 Broader Impact and Generalisability

While this thesis has focused on the V2G domain, the core principles of the proposed framework,
the Decision-Level Sharing, Trust Verification, and Simulation-Assisted Learning, are designed to be
domain-agnostic. They provide a generalisable template for enabling collaboration in a wide range of

multi-owner Large Complex Systems where the Privacy-Coordination Paradox is a central challenge.

In Smart Urban Logistics, a network of autonomous delivery vehicles or drones operated by com-
peting companies could coordinate by sharing abstracted decision-level information (e.g., predicted
arrival times or intended charging hub usage) to deconflict traffic and schedule resources without ex-
posing proprietary route data or customer manifests. Similarly, in Smart Manufacturing (Industry
4.0), heterogeneous robotic systems from different vendors can negotiate resource access and optimise
production flow by sharing intended path segments or machine utilisation schedules, keeping sensitive
production recipes and tool-wear statistics strictly private. Furthermore, in Distributed Healthcare
Monitoring, a network of wearable medical devices could collaborate to build holistic patient models
by sharing high-level risk scores or anomaly flags (e.g., a predicted hypoglycemic event), allowing
for early warning and coordinated intervention while ensuring raw physiological data remains secure

and local.

In each of these domains, the framework provides a robust solution to achieving the global awareness
needed for optimisation while respecting the local data sovereignty required for participation. The
V2G case study, with its extreme volatility and strict privacy needs, serves as a rigorous proof-of-
concept, demonstrating the viability of this approach for a broad class of decentralised socio-technical

systems.
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7.4.1 Applicability and Limitations of the Framework

To contextualise the utility of the proposed framework, it is crucial to explicitly define the types of
problems it is best suited for, its inherent preconditions, and scenarios where its application may be

suboptimal or inappropriate.

Suitable Problem Characteristics
The framework is optimally suited for problems exhibiting the following characteristics:

* Multi-Owner, Multi-Stakeholder Systems: Problems where individual agents are owned by
different entities with competing or conflicting objectives, necessitating a balance between local

autonomy and global coordination (e.g., smart energy, urban logistics).

* Privacy-Sensitive Data: Domains where raw operational data is highly sensitive (e.g., per-
sonal schedules, proprietary processes) and cannot be centralised due to regulatory, ethical, or

commercial constraints.

* Large-Scale and Decentralised: Systems comprising a large number of geographically dis-
tributed, heterogeneous assets (thousands to millions), where centralisation leads to scalability

bottlenecks, single points of failure, or high latency.

* Need for Real-time Coordination: Environments requiring dynamic, adaptive responses to
emergent conditions (e.g., sudden demand fluctuations, asset failures) that cannot be handled

by static, pre-programmed rules.

* Observable Physical Interactions: Scenarios where agents’ physical actions can be objec-

tively verified by peers, even if only in aggregate, allowing the trust mechanism to function.

* Simulation-Tractable Dynamics: Problems where high-fidelity simulation models of individ-
ual assets and the aggregate environment are feasible, enabling the "what-if" analysis of Digital

Twins and the "Simulation-Assisted Critic" of DT-MADDPG.
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Preconditions for Framework Success
For the framework to be effectively deployed, certain preconditions must be met:

* Agreed-Upon Ontology of Interfacing States: All participating agents must agree *a priori*
on the standardized format and semantics of the "Decision Information" (/;,.) that will be ex-
changed (e.g., power profiles, estimated arrival times). This common language is fundamental

for Semantic Alignment.

* Availability of Local High-Fidelity Models: Each Digital Twin must possess an accurate
internal model of its physical counterpart to generate reliable predictions and decisions locally.
The quality of these local models directly impacts the efficacy of both coordination and trust

verification.

* Shared Observability (Overlap) for Verification: As detailed in Section 5.3.5, for the Trust
Mechanism to function, there must be a mechanism for one agent to objectively verify another’s
past predictions. This requires either direct or aggregated physical observability of the predicted

state by the verifying agent.

* Incentives for Cooperation: While the framework lowers privacy barriers, a fundamental in-
centive structure must exist for agents to participate and adhere to coordinated actions. This can

be implicit (e.g., avoiding grid collapse) or explicit (e.g., financial rewards for grid services).

* Computational Capacity at the Edge: Each Digital Twin node (or its associated edge de-
vice) must have sufficient local computational power to run its internal simulation, execute the

Decision Maker, and manage the Middleware components.

Inapplicable Scenarios and Limitations

The framework is not a universal solution and may be less suitable under the following conditions:

* Lack of Shared Physical Environment (Zero Overlap): If agents operate in completely dis-
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joint physical domains with no shared observable impact, the objective trust mechanism cannot

function, as verification becomes impossible (as discussed in Section 5.3.5).

* Highly Adversarial Environments with Unauditable Intentions: While robust against faulty
peers and strategic misinformation, the framework’s privacy-preserving nature makes it chal-
lenging to detect and attribute intent in highly adversarial scenarios where agents might collude
to deliberately misrepresent their *internal models* or inject subtle, coordinated biases that are

not immediately verifiable from observable outputs.

* Irreducible Raw Data Requirement: If the problem inherently requires the aggregation of
sensitive raw data for effective coordination (e.g., complex medical diagnoses requiring full
patient histories across multiple institutions), then the privacy-preserving decision-level ab-

straction may be insufficient.

* Resource-Constrained "Dumb'' Devices: For extremely lightweight IoT devices that lack the
computational resources for local simulation, decision-making, and middleware execution, the

overhead of running a full Digital Twin agent might be prohibitive.

* Absence of Learning/Adaptation Need: In static or simple environments where optimal rules
can be hard-coded and remain effective indefinitely, the overhead of a learning-based, adaptive

framework may outweigh the benefits.

* Strong Central Authority Preferred: In contexts where a single, trusted entity has the legal
and social mandate for absolute central control and full data access, and scalability/robustness

are not primary concerns, a traditional centralised approach might be simpler to implement.
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7.5 Limitations and Future Work

While this thesis offers a comprehensive framework for decentralised coordination, several limita-
tions inherent in the current scope open promising avenues for future research. A primary technical
challenge is bridging the Sim-to-Real Gap. The validation of the DT-MADDPG algorithm relies on
the fidelity of the Collaborative Global Model. Unmodeled physical discrepancies, such as battery
degradation physics or communication latency, may cause the simulated training environment to di-
verge from reality. Future work should focus on validating the learned policies on physical hardware

testbeds or through Hardware-in-the-Loop (HIL) simulations.

Furthermore, the current framework treats privacy as a binary architectural constraint. Future re-
search will explore Privacy-Regularised Reinforcement Learning, incorporating a formal privacy
loss metric (e.g., Differential Privacy) directly into the agent’s reward function. This would allow the
system to optimise an explicit trade-off between coordination performance and data disclosure. Ad-
ditionally, expanding the environment to include Heterogeneity and Economic Complexity such as
diverse user risk profiles and peer-to-peer energy auctions would allow the framework to move beyond

cooperative load balancing into a true digital marketplace with emergent economic behaviours.

Beyond technical constraints, the deployment of such autonomous systems raises critical Ethical
Considerations and Societal Impacts. Although the architecture prevents raw data sharing, ag-
gregated decision-level data can still reveal sensitive patterns over time (e.g., inferring commuting
routines from periodic demand drops), necessitating advanced obfuscation techniques like automatic
noise injection. Moreover, the MARL algorithm risks learning policies that inadvertently introduce
algorithmic bias, potentially favouring users with predictable schedules over those with flexible ones.
Addressing this requires integrating fairness metrics into the learning process through constrained
MARL or fairness-aware reward shaping [55, 51]. Finally, the "black-box" nature of neural network
policies poses a significant challenge for transparency and accountability. Developing Explainable

Al (XAI) [29] methods tailored for MARL, such as counterfactual explanations or saliency maps
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[88], will be essential to provide audit trails and empower users with a clearer understanding of their

agents’ behaviour.
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