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Abstract

Hash rates provided by specialized hardware such as ASICs render
schemes based on iterated hashing ineffective in protecting password storage,
and hence memory-hard functions (MHFs) are recommended for modern
password storage. The study of MHFs so far has mainly focused on
providing provable guarantees on their minimum expected time–memory
complexity cost per evaluation. However, this does not tell us to what
degree passwords remain unrecoverable if password banks protected using
MHFs are compromised. This thesis aims to answer this question in the
context of up to date password security models. This means proving
unrecoverability bounds for a large class of MHFs: graph-based data-
independent MHFs (iMHFs). Specifically, we prove upper bounds on
the multi-instance unrecoverability of any graph-based iMHF, based on
the unguessability of stored passwords, the number of hash evaluations
it carries out, and crucially the cumulative memory complexity of the
adversary.

To prove this result, we extend the standard definitions of both guessab-
ility, and of memory-hardness to strictly stronger hash-dependent settings.
We prove reductions from unrecoverability to unguessability in the hash-
dependent setting and show that, unlike the hash-independent setting,
unpredictable salting is essential in the hash-dependent setting. We then
prove that, in contrast to general MHFs, graph-based iMHFs are memory-
hard in the hash-dependent setting.

In the last part of the thesis, the analysis is extended to prove indifferen-
tiability results for iMHFs in a large class of multi-stage games, i.e., games
which follow a sample, salt and use structure. We show that in this class
of games, an iMHF is as secure as a random oracle. Importantly, we give
a treatment of adversaries with access to preprocessing information.
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1 Introduction

1.1 Problems and Motivation
Password storage. Passwords remain a prevalent form of secret entropy
as they can be generated and memorized by users. Password-based cryp-
tography leverages the prevalence of passwords to underpin multiple ap-
plications such as authentication and key derivation. Interacting with
these systems has become an everyday feature of modern life, and many
inherently security-critical applications are protected by passwords. Even
so, being user generated, passwords are chosen predictably. Though users
do appear to choose stronger, i.e. less predictable, passwords to protect
finances, stronger passwords are more likely to be reused across accounts [8,
27]. The most basic protection is to apply a cryptographic hash function
H to each password pw, and store the output. When the user logs in, the
hash of their password is checked against the database, so access to the
server doesn’t give direct access to the passwords. However, where the
bank of hashes is leaked, adversaries can check guesses for predictable
passwords against the hashes. That is, for a known hash H, an adversary
can guess a common password pw, calculate H(pw) and check their guess
against the bank.

Protections. There is a limited amount of defense one can hope to achieve
here, but the main strategy is to increase the cost of the adversary’s guesses.
A common approach in such applications is to protect through salting, i.e.,
rather than a hashed password H(pw), a pair of the form (sa, H(pw||sa)) is
stored for a random salt sa. Intuitively, the addition of the salt attempts to
ensure an adversary cannot recognise the recurrence of a common password
in the bank. So even if the same password appears twice, the adversary
will still have to make the guesses again to crack both passwords..

To slow down password-cracking attacks, H is replaced with a construc-
tion CH built from H through iteration, as in the case of bcrypt [51] and
PBKDF2 [50]. These constructions are designed to make bulk computations
prohibitively costly, while incurring only a small cost on authenticating hon-
est users. The computational cost of such constructions can be controlled
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1 Introduction

by an iteration count. However, the ever-growing efficiency of special-
ized hardware such as ASICs in evaluating hash functions necessitates
higher counts that disproportionately affect honest users. The iteration
count needed to sufficiently slow down adversaries with dedicated hardware
noticeably slows the login time for users computing a single hash.

To address this issue, recommendations for password hashing [48] ad-
vocate the use of memory-hard functions (MHFs) that are designed to
ensure that successful computation of the function requires expending
large amounts of time and memory. This leverages the fact that dedicated
hardware does not provide the same cost saving in scaling up memory as
it does for computation.

Candidates for MHFs include Scrypt [49], the first proposal for such a
function in 2009 by Percival, and Argon2 [14] chosen through the Password
Hashing Competition in 2015 [48]. MHFs appear in two flavours, distin-
guished by the function’s memory access pattern. In data-dependent MHFs
(dMHFs), the memory access pattern changes with the input, whereas
data-independent MHFs (iMHFs) have the same memory access pattern
for every input. This is important when the function is run on a secret
input in an insecure environment, as dMHF memory access patterns could
allow side-channel attacks [21]. Constructions of iMHFs are usually based
on an underlying directed acyclic graph that basically specifies how hash
functions are combined to give the construction. Such iMHFs are referred
to as graph-based iMHFs. Examples include Argon2i [14], Catena [32], and
Balloon hash [20].

An illustration. A good example to give intuition for how these data-
independent graph-based constructions are designed is the structure of
Catena [34]. A directed acyclic graph (DAG) is chosen, here based on a
kind of graph called a bit-reversal graph. See Fig. 1.1, for an illustration
of a simple construction based on the bit-reversal graph, taken from the
specification of Catena [34]. The construction is evaluated by hashing
the input to label the first node (v1

0), and all other nodes are labelled by
hashing the labels of their parent nodes. The output of the construction is
the label of the final node in the DAG. The actual graph used by Catena
has many layers, as both the length of the top chain and the number of
layers are tweak-able parameters for the construction. Such constructions
are data-independent because the graph does not depend on the input, i.e.,
the graph is fixed from the outset. Other, data-dependent, constructions
like Scrypt [49] build the graph on the fly, using node labels to determine
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Figure 1.1: Illustration of the bit-reversal graph for graph-based iMHF
Catena.

the edges, potentially leaking information about the input in the structure
of the graph itself.

Multi-instance security. Note that due to the prevalence of weak pass-
words, even if they are stored salted, and under iterated hashing or MHFs,
they are vulnerable to guessing attacks. An adversary with access to a
leaked password database gets a list of password hashes (sai, CH(pwi||sai))
for different user passwords pwi. To recover a password, the adversary
can guess common passwords, say pw∗, compute CH(pw∗||sai) for each
pw∗ and compare it with each CH(pwi||sai) with a good probability of
success. Hence, there is an inherent limit to the protection any such
construction is able to provide for individual passwords. Despite this, one
still would like assurances that the effort needed to recover multiple pass-
words increases, and ideally scales linearly, with the number of passwords
recovered. The multi-instance (mi) security model, introduced by Bellare
et. al. (BRT12) [10], formalizes this and requires multiple instances of a
hashing method to be broken by an adversary, capturing how the resources
expended by the adversary grow with the number of target hashes that
are cracked. Note that without a multi-instance security model, the effect
of salting passwords is not captured. This model was further studied by
Farshim and Tessaro (FT21) [31], where the authors proved the efficacy of
salting in defeating pre-processing attacks, e.g., rainbow tables [46], in the
multi-instance setting. Recent work [22] has studied public key encryption
in a multi-instance setting to investigate security against mass surveillance,
including an investigation into different notions of multi-instance security
for a PKE setting.
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Cost metrics. To formally analyze the security of password datasets
protected by iterated hashing or MHFs, we need to be able to measure
the time and memory requirements of such constructions. The original
cost metric proposed by Percival, the maximum memory usage multiplied
by time, has been shown to provide insufficient guarantees against amort-
ization [5]. Specifically, the maximum memory usage can be amortized
across many evaluations by sharing memory across multiple CPUs. The
state-of-the-art metric for measuring memory cost, proposed by Alwen and
Serbinenko (AS15) [5], is the cumulative memory complexity (CMC): the
sum of memory usage at each time step in the computation.

Capturing the non-amortizability of a construction guarantees that the
effort required to compute the function scales essentially linearly with the
number of instances computed. Alwen and Serbinenko proved lower bounds
on the CMC of graph-based iMHFs based on the cumulative complexity
(CC) of the underlying graph, defined as the minimum pebbling complexity
of the graph [5].

Alwen and Blocki [2] developed a general attack on graph-based iMHFs
with a fixed in-degree, and concluded that no such iMHF can be maximally
memory hard. That is, no such iMHF with n nodes and a hash-digest
length w can achieve a required cumulative memory complexity of Ω(n2).
Maximum memory hardness can still be achieved by dMHFs, Scrypt in
particular achieves the maximum memory hardness bounds [4]. Since then
the literature has seen further theoretical developments [3, 24, 16] and
practical schemes [20].

Unrecoverability. The natural security property expected from a password
storage system is that given a bank of leaked protected passwords, e.g.,
those of the form (sa, CH(pw||sa)), it is hard to recover a significant
number of the original passwords. This property can be modeled as
multi-instance unrecoverability which captures how the advantage of an
adversary recovering original passwords relates to the number of passwords
recovered and the resources the adversary needs to expend in terms of
time and memory. Although provable guarantees on the memory-hardness
of graph-based iMHFs provide high confidence that computation would
incur a certain minimum memory cost, it is not clear how, or if, they
would translate into provable unrecoverability guarantees for password
storage using graph-based iMHFs. Consider a hash-based iMHF CH, then
we can define another function MHF , such that for any input x, we let
MHF (x) := CH(x)||x. Clearly if CH is memory-hard, then so is MHF .
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But given any output y of MHF , it is trivial to recover the input x such
that MHF (x) = y. To date, there has been no direct analysis of the
unrecoverability of passwords stored under MHFs in the literature. These
are the significant gaps that the first main results in this thesis will address.

Hash dependence. Existing frameworks in the literature fall short of
providing the required tools for analyzing the unrecoverability of passwords
protected by constructions such as iterated hashing and graph-based iMHFs.
The AS15 framework enables the analysis of the CMC of such constructions,
but does not support translating these analyses to unrecoverability of
passwords protected by such constructions. On the other hand, while the
FT21 framework (itself a generalization of BRT12) allows the analysis of
the unrecoverability of monolithic password hashing with respect to the
query complexity of the adversary and the inherent guessability of the
passwords, it does not account for the CMC of the adversary and lacks the
mechanics to support the analysis of more complex constructions. This is
yet another gap that we address to enable our main result.

The AS15 and FT21 frameworks can both be seen as being in a hash-
independent setting. That is, the definitions of unrecoverability and un-
guessability in FT21, and that of memory-hardness in AS15, both assume
that passwords are chosen independently of the hash functions used in the
constructions. This is too strong of an assumption and neither corresponds
to the diversity of practices in choosing passwords, e.g., passwords chosen
by password managers, nor conforms to the nature of the random oracle
model in which all entities are assumed to have access to the random oracle,
including password samplers that model passwords selected according to
specific distributions.

Indeed, several existing composition methods derive passwords that are
explicitly dependent on hash functions. Pronounceable password generators
compose passwords using hash-based operating system PRFs, e.g., on Linux,
pwgen [1] and secpwgen [58] both use /dev/(u)random, a hash-based PRF
(also see [57, 59]). Many organizations enforce or strongly recommend
system-assigned passwords that are typically based on hash-based PRFs
as well. Hash-based password managers, e.g., Password Multiplier [37],
pwdHash [55], and Passpet [60], generate domain-specific passwords by
hashing a user-chosen password along with the domain information, to
make password-reuse safer (also see [35, 56]).
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First set of contributions

The first main contributions of this thesis are in three areas.

• Practical: This is the first formal treatment of the single and multi-
instance unrecoverability of graph-based iMHFs. Importantly the
unrecoverability bounds are based on the unguessability of the under-
lying passwords, the cumulative memory complexity of the adversar-
ies, as well as the cumulative (pebbling) complexity of the underlying
graph.

• Technical: To prove the above bounds requires combining the FT21
and AS15 frameworks to enable the analysis of the unrecoverability
of graph-based iMHFs. Specifically, this requires bounding the the
number of guesses of any adversary with a given cumulative memory
complexity in terms of the cumulative (pebbling) complexity of
the underlying graph, via the ex-post-facto pebbling argument of
AS15. Roughly speaking, this ex-post-facto argument takes a parallel
algorithm evaluating a graph-based function and builds one that
pebbles the underlying graph in a parallel graph pebbling game. Via
a reduction argument, one can use known properties of the graph
to deduce properties of the original algorithm. By then applying an
unrecoverability to unguessability reduction, via an extended version
of FT21 techniques, we derive the final bound.

• Definitional: To enable the above treatment, this work enhances the
definitions of unguessability (of FT21), unrecoverability, and memory
hardness (of AS15) to a more general hash-dependent setting, and
show analogous theorems to those of FT21 and A515 in this setting.
Along the way, while generalizing the FT21 framework, we give
an attack that demonstrates a clear separation between the hash-
dependent and hash-independent settings.

Broader security notions. After providing a positive answer to the ques-
tion ‘are passwords secure when stored under an iMHF?’, we raise the
natural question ‘in what other security games are iMHFs a secure re-
placement for a hash function?’. In fact, cryptographic schemes that are
instantiated with hash functions are generally proven secure in the random
oracle model (ROM). In this model, all parties are given oracle access to
a random function, which essentially captures the ideal functionality of a
hash function.
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However, this black-box treatment of the hash function becomes difficult
to motivate when cryptographic schemes are instantiated using concrete
hash functions constructed with another primitive as a building block.
Aside from iMHFs, one prominent example is the Merkle-Damgård con-
struction, which builds a hash function from an underlying compression
function. Using such a hash function, which is a mode of operation for a
compression function, causes a disparity between the real world and the
security model. A scheme may be proven secure in the ROM but in the
real world, all parties also have access to the underlying primitive. So
while there may be a security proof when the hash function is modelled
as a random oracle, in practice, the construction has a structure that
makes it trivially distinguishable from the random oracle. Where this
is the case, a security proof in the ROM doesn’t apply. Examples, like
the length-extension attacks on the Merkle-Damgård construction [29],
illustrate the need to give all parties access to the underlying primitive as
well as the construction.

One solution to this is to prove security for constructions in each scheme
on a case-by-case basis. This would mean a new security proof for every
application of an iMHF, even in schemes which are known to be secure in
the ROM. Maurer, Renner, and Holenstein [42] introduced a better solution,
which allows for composability. In their indifferentiability framework, given
a public primitive f , the goal is to build another primitive F using a
construction Cf . For example, given a hash function H, and a hash-based
construction CH, we want to know under what conditions CH can securely
replace a random oracle RO.

The indifferentiability framework. Maurer, Renner, and Holenstein [42]
formalized the conditions under which a construction can securely stand in
for a random oracle in the following way: if there exists a simulator S such
that every distinguisher interacting with the systems (Cf , f) and (F ,SF ),
finds them indistinguishable.

Intuitively they define an indistinguishability game, for a distinguisher
D, that gets access to two oracles: one for the construction, and one for
the building-block primitive. The distinguisher then has to distinguish
between two worlds. In the ‘real’ world, any query x to the construction
or primitive oracles are answered by Cf (x) and f(x) respectively. In the
‘ideal’ world, the construction queries are answered by F (x), where F is
the ideal primitive or functionality against which the construction is being
measured, e.g., a random oracle RO. The queries to the primitive oracle
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are answered by a simulator S, which has oracle access to F . One can
show that the construction Cf is indifferentiable from F , if one can build
a S such that it simulates the primitive f using queries to F .

This is, at first, counter-intuitive. However, the composition theorem
in [42] clarifies why this is a sufficient condition. Informally, one can show
that any game GCf running adversary Af can be viewed as a distinguisher
DCf ,f . Thus, by an indifferentiability result, one guarantees there is a
simulator S such that the real and ideal world are indistinguishable from
the point of view of the composed game and adversary pair. Then for any
attacker Af in the real world, there is an attacker BRO := ASRO in the
ideal world with a similar advantage. And so, if this indifferentiability
property holds for some construction Cf , it can securely replace F .

Limits of composition. Unfortunately, in [52] it was shown that the
reach of the composition theorem is limited to single-stage games. The
authors use the example of hash-based storage auditing to show that even
a construction which is indifferentiable from a random oracle is insecure in
the scheme. They show that the problem arises from the multiple stages
of the game. A single-stage game is best understood as a counterpart to a
multi-stage game. In a multi-stage game the adversary is split into multiple
stages, e.g., (A1,A2). In a single-stage game the adversary stays whole. For
example, the ordinary (hash-independent) password unrecoverability game
is a single-stage game. There, the game samples some passwords, hashes
them, and gives the challenges to the adversary, who attempts to recover
them using queries to the hash. In a hash-dependent unrecoverability
game, both the sampler and adversary make queries to the hash, but there
is a state passed between them via the game. As the game is split into two,
the ordinary composition theorem no longer applies. The simulator which
makes up part of the ideal world adversary is not split. Intuitively, one
needs a separate simulator for each stage of the adversary. For single-stage
games, Alwen and Tackmann introduced a notion of indifferentiability
which allows one to prove resource-aware bounds [7]. Using this definition,
they were able to argue for the single-stage indifferentiability of graph-based
iMHFs, à la AS15 (with a slight modification).

Multi-stage games. In a multi-stage setting, the distinguisher is essen-
tially split into stages, possibly passing along some state. Ristenpart et
al. [53] showed that as long as the simulator is stateless, the composi-
tion theorem will cover multi-stage security games. However, this is a
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difficult requirement to meet, and proofs for many constructions require
the simulator to keep state. Another technique which gives composition
in multi-stage games is reset indifferentiability [41]. In this setting the
distinguisher can reset the simulator at will, essentially wiping its state.
The authors of [41] proved multiple impossibility results for multi-stage
indifferentiability, in particular they showed that no domain extender is
multi-stage indifferentiable from a random oracle. A more attainable
requirement was proposed by Mittelbach [45], who showed that if the
hash-based construction and security game in question are shown to satisfy
a certain property called unsplittablility, the indifferentiability composition
theorem will apply. This unsplittablility requirement ensures that the
probability of computations being completed across multiple stages of
the game is small. Intuitively, from the point of view of the simulation,
this makes the different stages independent, and nullifies the attack used
in [41]. Unfortunately, as well as having a large definitional overhead –
making it difficult to extend modularly – the unsplittability notion is only
defined for a limited set of hash-based constructions. Indeed, the result was
proven before the introduction of the aforementioned Password Hashing
Competition [48], which perhaps explains why it does not cover MHFs.

Preprocessing adversaries. There is another large class of games which
does not fall under the range of either the single-stage, or standard multi-
stage definitions – games with ‘auxiliary input’. In these games, the first
stage adversary is given unbounded access to the random oracle, as opposed
to just bounded query access, and outputs some auxiliary information for
the second-stage adversary to receive as input. Intuitively, these games
model preprocessing attacks on the hash functions, and importantly for
this work (in light of the earlier sections) there exist such attacks on
passwords. For example, the attacks on unrecoverability of passwords
using Hellman tables [38] or rainbow tables [46]. In attacks like these,
an adversary preprocesses the hash function, building an advice string
(or table) to inform later attacks. To account for these kinds of attacks,
one requires the model to grant an adversary unbounded access to the
underlying oracle.

One approach, introduced by Coretti et al. [25], is to consider a simplified
model in which the preprocessing information only fixes some inputs and
outputs of the random oracle, and the rest of the values are resampled.
Intuitively, even with unbounded access to the input-output points of the
random oracle, a preprocessing adversary can only communicate some
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of those. From the point of view of an online adversary, the rest of the
points are still random. While other techniques, such as the compression
arguments used by [36], can provide tighter bounds, the benefit of the bit-
fixing approach is that it allows one to use the established proof techniques
of the random oracle model. Recent work [23] has given some conditions
under which one can say a construction that is indifferentiable from a
random oracle remains so in the presence of preprocessing information.
The requirement is called perfect reset indifferentiability, which in practice
requires a stateless simulator which is able to successfully simulate for
distinguishers with unbounded queries. However, such a requirement is
difficult to meet, and the examples given by the authors do not cover the
more complicated graph-based constructions. Indeed, the proof was limited
to a single round of the sponge construction.

C-amplification. Clearly, the query complexity of the simulator is im-
portant to the security bounds. In order to interpret indifferentiability
bounds for some construction, one should relate the number of queries
made by the simulator to the number of complete computations made
by the distinguisher. As the aim is to show that for any attacker in the
real world, there is a similar attacker in the ideal world, we should aim to
guarantee the attack in the ideal world makes roughly as many queries as
the number of full C computations made by the attacker in the real world.
The authors of [11] call this a c-amplifying simulator. This is related to
the indifferentiability framework of [7], which gives the simulator limited
computational resources.

The approach of this thesis. This work takes a different approach, and
defines a multi-stage indifferentiability notion which gives composition for a
broad class of multi-stage games, which we refer to as sample, salt and use
(SSU) games. Intuitively, this class of games captures the standard game
structure of sampling some inputs, salting them, and then using the hash
of these salt-input pairs in a security game. The sampler is given access to
the underlying primitive, making the notion multi-stage. Games which fall
under this class include an auxiliary-input, hash-dependent version of a
KDF security game [40, 30]. Notably, this also includes the hash-dependent
unrecoverability notions introduced in the first sections of the thesis.

Second set of contributions. The final chapter of the thesis contributes
in the following ways:
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• We give a formal treatment of multi-stage indifferentiability games
with preprocessing adversaries for graph-based constructions. We
are able to show that iMHF constructions, based on graphs with at
most one source and sink, are indifferentiable from a random oracle
in a wide class of games we call ‘sample, salt & use’ (SSU) games.

• Using a modular, game-based approach, we define a condition under
which an indifferentiability result can be lifted to indifferentiability
in our multi-stage setting. By restricting the composition, we give
conditions for which the c-amplification of the simulators may be
preserved.

• To prove the above results requires developing new techniques that
bridge single-stage and multi-stage security analysis. Specifically,
this requires establishing conditions under which standard indifferen-
tiability results extend to multi-stage settings, developing a restricted
indifferentiability notion that preserves c-amplification properties of
simulators, and proving composition theorems for restricted classes
of SSU games.

Taken together, these contributions extend the literature by accounting
for multi-stage, and preprocessing games simultaneously, and giving the
conditions for efficient simulators.

Blocki, Holman, and Lee [17] introduced the parallel reversible pebbling
game to study the reversible space-time complexity of iMHF graphs -
modelling quantum adversaries. They extended the pebbling attack of
Alwen and Blocki to the parallel reversible game, and showed that an
efficient classical pebbling implies an efficient reversible pebbling [18].

1.1.1 Structure of the thesis

In order to avoid an overwhelming number of definitions early on, the
preliminaries section will introduce only those notions which are common to
all the later sections. Definitions that are more specific to certain sections
will be introduced where they are used. Additionally, further discussions
of the literature are left to appear nearer to the relevant sections. This
again allows the technical definitions to appear in better context, and for
better readability in general.

Chapter 2 covers the basic notation and security definitions, and Chapter 3
covers our contributions generalizing the FT21 framework. In Chapter 4,
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we extend the AS15 framework and define hash-dependent memory hard-
ness. Using these results, we prove multi-instance unrecoverability bounds
for graph-based iMHFs in Chapter 5. Finally, in Chapter 6 we depart from
the frameworks for proving unrecoverability, to more general indifferenti-
ability notions. We define some multi-stage indifferentiability games, to
prove security bounds and a composition result for a general class of games.
We end this chapter by giving some restrictions on the notions which will
allow for more efficient simulators.
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2 Preliminaries

This first chapter is given as a repository of the important definitions
used throughout the paper. To avoid front-loading definitions and security
notions which are not used until the final chapter, only the essentials are
given in these preliminaries. To aid reading, the later definitions appear
in-line, and in their proper context.

We start with a brief overview of some important notation specific to
the area. A more extensive overview is given in Table 2.1 which may be a
useful reference for the later chapters, especially Chapter 6. We then cover
the main security games, used in Chapters 3 to 5.

2.1 Notation

We denote the size of a set N by |N | and the length of a vector x by |x|.
For sampling a value v uniformly at random from a finite set N , we write
v←← N . When sampling a value v randomly from a distribution W (or
by a randomized algorithm), we write v←← W. We use the symbol ←−
for a deterministic assignment. For the set of integers from 1 to m we
write [m]. We denote the set of functions with domain N and range M as
Fun(N , M ). An adversary A is a randomized algorithm, and AO denotes
that it has access to an oracle O. We write ε for the empty string. We
say an algorithm that makes at most q queries to its oracle is a q-query
algorithm. We describe a two-stage algorithm that makes at most q oracle
queries in the first stage, and q′ queries in the second, as a (q, q′)-query
algorithm. For an algorithm A with unbounded access to O, we write
A(O). To denote a game G that runs an algorithm AO, we write GAO . As
a slight abuse of notation, if the game G also has access to some oracle
O′, we write GO′,AO . We use the notation A = (Ai, . . . ,An) to denote a
sequence of algorithms. In this thesis, we consider constructions CH built
from a primitive H, modelled as a random oracle. The constructions we
consider come with a canonical algorithm for evaluating them honestly.
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2 Preliminaries

Notation Description
|N | Size of a set N

|x| Length of a vector x
v←← N Sampling a value v uniformly at random from

a finite set N

v←← W Sampling a value v randomly from a distri-
bution W (or by a randomized algorithm)

v ←− Deterministic assignment
[m] Set of integers from 1 to m

Fun(N , M) Set of functions with domain N and range
M

A A randomized algorithm (adversary)
Pr[. . .]

The probability that some game outputs 1.
Adv

The probability that the adversary wins the
game.

AO Algorithm A with access to oracle O
ε Empty string
q-query algorithm Algorithm that makes at most q queries to

its oracle
(q, q′)-query algorithm Two-stage algorithm making at most q oracle

queries in first stage, q′ in second
A(O) AlgorithmA with unbounded access to oracle

O
GAO Game G that runs algorithm AO

GO′,AO Game G with access to oracle O′ that runs
algorithm AO

A = (Ai, . . . ,An) Sequence of algorithms
D Distinguisher
S Simulator
Ti Number of queries to the i-th primitive oracle
TConst Number of queries to the construction oracle
TGen Number of queries to the primitive, induced

by the construction queries
CH Construction built from primitive H (mod-

elled as random oracle)
sti A state, generated by, and passed from, the

i-th game
sta A state generated for an adversary
Gi The i-th game
pw, sa, y Password, salt, and challenge vectors
⊥ A null return or aborting a process
Gen Salt generator
T [x] The entry in the function table for input x

Table 2.1: Notation used throughout this thesis.
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2.2 Basic security definitions

2.1.1 The parallel random oracle model

The random oracle model (ROM) [12] is an idealized model of computation
in which all parties, honest or otherwise, have access to a uniformly sampled
function H←← Fun(N , M ). That is, at the outset of any game in the ROM,
a function H is sampled uniformly at random from the space of functions
with domain and range N and M respectively. Since, the image of the
particular function is unknown to all parties (until receiving responses
from queries), a standard technique to analyse these games is to treat each
response to a new query as sampled uniformly at random. We consider
adversaries in the parallel random oracle model (pROM) [5]. In this model,
an algorithm can make batches of queries to the random oracle H in rounds,
and receive the corresponding responses simultaneously. More precisely,
a pROM algorithm AH

∗ takes some input z, and makes t rounds of batch
oracle calls. In each round, A makes a batch of queries q and writes to
a state st. This state st is “free” in the sense that the space it uses is
not counted towards the space-time complexity of the algorithm A∗. This
state captures any memory used within a round, and models the fact that
the algorithm is not reset in-between making queries and receiving the
responses.

The batch of responses y along with st are subsequently given to A, and
A writes to a state σi any information passed to the following round. A may
also append values to a special output register σO. To append some value
l to the output register, we assume A makes a special query of the form
(l, out), where out is a special symbol. This will not be answered by the
oracle, but recorded in the transcript. When the algorithm terminates, the
contents of σO are returned. Essentially, the special output register allows
the algorithm to “bank” its output early, and so not dedicate space to
storing a part of its output, calculated early, for the rest of the computation.
See Fig. 2.1 for the structure of a pROM algorithm.

2.2 Basic security definitions
We now describe our basic security metrics. We begin by motivating
and describing the notion of a hash-dependent password sampler. Then,
we use this to extend the security games from BRT12 and FT21 to a
hash-dependent setting.

Following FT21, a password sampler Pm is defined to be a randomized
algorithm which takes no input, and outputs a vector pw of m passwords
and possibly some leakage on the passwords z. This leakage models any
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Algo. AH
∗ (z)

c←− 0; σ0 ←− ε; y←− ∅
r←←{0, 1}ℓ
for i = 1 to t do

(qi, st)←− A(z, σi−1; r)
c←− c + |qi|
if (c > q) then abort
yi ←− H(qi)
(σi, σO)←− A(y; st; r)

return σO

Figure 2.1: Structure of an algorithm in pROM.

information the adversary can obtain before the attack about the password
distribution.

Hash-dependent password sampler. The hash-dependend notion is put
to technical use to prove the unrecoverability of MHFs. Even in the hash-
independent setting, where password samplers do not have access to the
hash function, the adversary in the unrecoverability game evaluates inputs
whilst having query access to the hash. Such adversaries can choose to
evaluate the construction on inputs based on the output of the hash. We
use the hash-dependent notion to derive security bounds which account
for this.

We define a hash-dependent m-password sampler PH
m to be a randomized

algorithm that takes no input, and outputs a vector pw of m passwords
and some leakage on the passwords z, whilst having oracle access to H.

To demonstrate the effect the notion of a hash-dependent sampler has
on the unrecoverability of passwords, in Section 3.3, we present such a
sampler which is susceptible to an attack in the UR game, but permits
only negligible success probability against any Guess adversary.

Salts generators. Salts are generated by a salt-generator algorithm Gen.
This is a randomized algorithm which takes as input a user index i ∈ [0, m)
and a counter j ∈ [0, ℓ), and outputs a salt sa[i, j] from a space of size
K. We denote a generator sampling uniformly at random from a space of
size K as Gen = [K]. In the case no salting is used, Gen outputs m empty
salts. We denote this latter case as Gen = ϵ and we assume ℓ = 1.
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2.2 Basic security definitions

Game GuessA
PH

m

H←← Fun([N ], [M ])
(pw, z)←← PH

m

y←← ATest,Cor,H(z)
return

∧m
i=1 wini

Proc. Test(pw, i)

wini ←− pw = pw[i]
return wini

Proc. Cor(i)
wini ←− true
return
pw[i]

Game sa-GuessA
PH

m,ℓ,Gen
H←← Fun([N ], [M ])
(pw, z)←← PH

m

for (i, j) ∈ [m]× [ℓ] do
sa[i, j]←← Gen(i, j)

zcoll ←− Colls(pw, sa)
y←← ATest,Cor,H(sa, z, zcoll)
return

∧m
i=1 wini

Proc. Test(pw, sa)
S ←− {i : ∃j(pw, sa) = (pw[i], sa[i, j])}
for i ∈ S do

wini ←− true
return S

Proc. Cor(i)
wini ←− true
return
pw[i]

Figure 2.2: The hash-dependent Guess and sa-Guess games with respect
to PH

m.

The collision pattern on password–salt pairs is given explicitly to the
adversary by procedure Colls(pw, sa). This takes the vector of m passwords
and the m× ℓ matrix of salts, and returns the password–salt collision
pattern zcoll. This is an mℓ×mℓ matrix with entries ((i1, j1), (i2, j2)) set
to 1 only when (pw[i1], sa[i1, j1]) = (pw[i2], sa[i2, j2]). The construction
CH is applied to each password–salt pair with the results given to the
adversary as a challenge vector.

Hash-dependent unguessability. Intuitively, guessability measures the
adversary’s ability to recover a full bank of passwords, sampled from a
general password distribution, using some leakage z on the passwords. The
most basic game to address this notion is the Guess game from [10]. An
adversary A in the Guess game is given leakage z, with access to test and
corruption oracles Test and Cor respectively. Queries to Test allow A
to check password guesses, returning a wini flag when the ith password is
guessed correctly. We consider adversaries that are able to make up to
c corruption queries to Cor, i.e., they automatically “win” on c of the
passwords.

We extend this game to a hash-dependent setting, shown in Fig. 2.2. In
this setting password samplers PH

m have oracle access to H allowing them
to sample hash-dependent passwords. We say password samplers with at
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most qP queries to H are qP -query samplers. Along with the Test and
Cor oracles, we give A oracle access to H and consider adversaries with q
queries to H, T queries to Test and c queries to Cor. Formally, we refer
to such an adversary as a (q, T , c)-query adversary A and for a qP -query
password sampler PH

m in GuessA
PH

m
, we define the advantage of adversary

A (in the Guess game with respect to sampler PHm as

AdvGuess
PH

m
(A) := Pr

[
GuessA

PH
m

]
.

And so the advantage of the adversary A in the Guess game, with
respect to the password sampler PH

m, is the probability that the adversary
A wins the game. If the password sampler makes no queries to the oracle
H, then any of A’s queries to H have no effect on the advantage, and we
recover the standard Guess game from FT21. To analyze the security
of salted password banks we extend the sa-Guess game from FT21 to a
hash-dependent setting, given in Fig. 2.2.

Salted unguessability. We again consider adversaries that are able to
make up to c corruption queries to Cor. The Test oracle now takes
password–salt pairs as queries. Each query A sends to Test is checked
against each password–salt pair in the sampled set, and win flags are
returned for each matching password which has a matching salt. This
models the fact that the adversary can verify the guess without repeating
it for each salt. For a (q, T , c)-query adversary A, a qP -query password
sampler PH

m, and a salt generator Gen we define

Advsa-Guess
PH

m,ℓ,Gen(A) := Pr
[
sa-GuessA

PH
m,ℓ,Gen

]
.

Similar to Guess, if PH
m makes no queries to H, we recover the hash-

independent sa-Guess game.

Hash-dependent unrecoverability and one-wayness. We also extend the
unrecoverability and one-wayness security games studied in FT21 to a
hash-dependent setting. The unrecoverability of passwords models the
hardness of recovering passwords given a password bank protected by a
hash-based construction. We consider the unrecoverability game for some
general hash-based construction CH. In this game, a password sampler
Pm outputs m passwords along with some leakage z. The salt generator
Gen outputs the salt matrix sa, which along with the password vector pw
is used at input to CH, generating the challenge values y. The adversary
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2.2 Basic security definitions

is given the challenge vector y along with the salts sa and the leakage z.
Note that for this game, the collision pattern is public, and we do not need
to give it to A. The adversary A wins if it recovers all m of the original
passwords. To extend this setting to a hash-dependent setting, we grant
Pm oracle access to H, which we denote PH

m.
Formally, for some hash-based construction CH, password sampler PH

m

and salt generator Gen, we define the advantage of adversaryA in URA
CH,PH

m,ℓ,Gen
as

AdvUR
CH,PH

m,ℓ,Gen(A) := Pr
[
URA

CH,PH
m,ℓ,Gen

]
.

When we write the advantage in the UR game where Gen outputs the
empty string ϵ, and ℓ = 1, we leave these parameters blank, i.e. we write
AdvUR

CH,PH
m
(A). The hash-dependent unrecoverability game is presented

in Fig. 2.3.
We also present an extension of the one-wayness security game to a

hash-dependent setting. The one-wayness security game is similar to the
unrecoverability game, with a different winning condition. The adversary
is not required to recover the password vector pw, but instead needs to
provide a preimage for each challenge point, with respect to the construction
CH and one of the challenge point’s salts. The extended OW game gives
the password sampler oracle access to H. This game is presented in Fig. 2.3
with the box to indicate the change from the UR game.

Formally, for some hash-based construction CH, password sampler PH
m

and salt generator Gen, we define the advantage of adversaryA in OWA
CH,PH

m,ℓ,Gen
as

AdvOW
CH,PH

m,ℓ,Gen(A) := Pr
[
OWA

CH,PH
m,ℓ,Gen

]
.

As in the Guess and sa-Guess games, if PH
m makes no oracle queries,

the above definitions reduce to those of FT21.

2.2.1 Graph-based MHFs
Let G = (V , E) be a directed acyclic graph (DAG), where the node set V
is the set of integers 1 to n. Let Pa(i) (resp. Ch(i)) be the set of parents
(resp. children) of the node i, with Paj(i) (resp. Chj(i)) being the jth
parent (resp. child) ordered by node index. Let δi be in-degree of the ith
node, and let δ := maxi{δi}. In this thesis, we consider iMHFs which
use the labeling scheme from AS15 [5]. We reproduce the definition of
that labeling here, and extend it to allow for salting. To allow salting, we
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Game OW /URA
CH,PH

m,ℓ,Gen
H←← Fun([N ], [M ])
(pw, z)←← PH

m

for (i, j) ∈ [m]× [ℓ] do
sa[i, j]←← Gen(i, j)
y[i, j]←← CH(pw[i], sa[i, j])

( ¯pw)←← AH,Cor(y, sa, z)
return ∧m

i=1(pw[i] = ¯pw[i])

return ∧m
i=1 ∃j ∈ [ℓ] : (y[i] = CH( ¯pw[i], sa[i, j]))

Proc. Cor(i)
return pw[i]

Figure 2.3: The UR and OW games with respect to a hash-dependent
m-sampler PH

m and salt generator Gen.

extend the initial label l to be drawn from L×K rather than L (i.e., l
would take the form (pw, sa)).

Definition 1 ((H, l)-labeling of graphs [5]). Let G = (V , E) be a DAG
with maximum in-degree δ, L be an arbitrary label set, [K] be a salt set
of size K, and H := Fun(V ×Lδ × [K], L).For a function H ∈ H and a
label l ∈ L× [K], the (H, l)-labeling of G is a mapping lab : V 7→ L defined
recursively for all v by:

∀v ∈ V : lab(v) :=

{
H(v, l) : indeg(v) = 0 ;
H(v, lab(Pa1(v)), . . . , lab(Pad(v))) : 0 < indeg(v) = d ≤ δ .

Where there are fewer than δ + 2 inputs to H, we pad the inputs with ε,
assuming ε ∈ L and ε ∈ [K]. For brevity, we use pre-lab(v) to refer to
the H input which defines the label of node v, i.e., , pre-lab(v) = (v, l) if
indeg(v) = 0, and pre-lab(v) := (v, lab(Pa1(v)), . . . , lab(Pad(v)) oth-
erwise. Note that a salt is only included when indeg(v) = 0.

Using the labeling of a graph, we can describe graph-based iMHFs in the
random oracle model. A construction C is formed from a graph G using the
labeling from Definition 5, and when instantiated with the random oracle
H, it forms a construction we denote as CH. Computing CH on l = (x, sa),
denoted as CH(l), will give an (H, l)-labeling of G. We recall the formal
definition below.

Definition 2 (Graph-based iMHF [5]). Let G = (V , E) be a DAG with
maximum in-degree δ and sink nodes {v1, . . . , vz} for some positive integer
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2.2 Basic security definitions

z. Let L be an arbitrary label set, [K] be a salt set of size K, and H =
Fun(V ×Lδ × [K], L). The graph functions (of G and H) are the members
of the family of oracle functions C = CH

G , indexed by functions in H,
mapping L × [K] to Lz. For input l ∈ L × [K], the value of CH ∈ C
is defined as CH(l) := (lab(v1), . . . , lab(vz)), where vi are arranged in
lexicographic order and lab is the (H, l)-labeling of G.

We primarily consider the labeling set L := [N ], but the results hold for
an arbitrary labeling set where |L| = N . We follow the notation used in [5]
for denoting multiple instances of a graph. That is, for a DAG G = (V , E)
and some positive integer m, we use G×m (which we call the tensor graph)
to denote the disjoint union of m copies of G. Note that each node index
in G×m is unique. We denote constructions based on G×m and random
oracle H by CH

×m. Note that CH
×m is defined by a labeling on a graph with

distinct node indices.

2.2.2 Cumulative pebbling and memory complexities

In order to model the memory requirements for an adversary to compute
an iMHF, one usually analyzes an adversary playing the (black) pebbling
game on the underlying graph. In the black pebbling game an adversary
is challenged with placing pebbles on the sink nodes of some DAG, while
following some simple rules as follows. The pebbling occurs in rounds, in
which an adversary can add a single pebble and remove any number of
pebbles from the graph per round. The source nodes for the graph can
be pebbled at any time. For all other nodes an adversary can only place
a pebble on that node if all of its parents had pebbles on them in the
previous round. The adversary can remove pebbles from the graph at any
point. We consider the parallel pebbling game where batches of pebbles
can be added (or removed) in rounds.

Pebbling. Formally, given a DAG G = (V , E), the parallel (black) peb-
bling game is defined as follows: A parallel pebbling of a DAG G with source
nodes S and target nodes T is a sequence of configurations P = (P0, . . . , Pt),
where P0 = ∅ and Pi ⊆ V . A pebbling is legal if the following two conditions
hold: (1) a node can only be added when its predecessors have a pebble on,
or it is a source node, i.e. ∀i ∈ [t],∀x ∈ Pi \ Pi−1,∀y ∈ Pa(x) : y ∈ Pi−1;
and (2) for every target node, there is a round (not necessarily the last)
where it is pebbled, i.e. ∀x ∈ T , ∃z ≤ t : x ∈ Pz . A pebbling is complete if
T is the set of sink nodes.
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Cumulative pebbling complexity. Given a parallel pebbling adversary A
that places at most q pebbles in at most t rounds, and produces a complete
pebbling, we define the cumulative pebbling complexity (CPC) of A’s
pebbling of G as:

CPC(A) :=
t−1∑
i=0
|Pi| .

We define the q-CPC of a graph as the minimum CPC of any q-pebble
adversary’s legal pebbling of the graph, i.e. CPCq(G) := minA(CPC(A)).
Above a sufficiently large q (e.g., if G has n nodes, for q > n2), CPC(A)
will not decrease, as an adversary with more available pebbles can always
use fewer. Hence, for sufficiently large q, CPC is independent of q. We
define this minimum as the cumulative complexity of the graph CC(G).
We recall the following [5, Lemma 3].

Lemma 1 (Additive property of graph cumulative complexity [5]). Let G1
and G2 be a pair of node-disjoint DAGs and let G be their disjoint union
then, CC(G) = CC(G1) + CC(G2).

Consequently, for any positive integer m and any DAG G, the minimum
cost to pebble m instances of G is given by CC(G×m) = m ·CC(G).

Cumulative memory complexity. In the first chapters of this thesis, we
will directly consider memory-constrained adversaries in pROM, which
make batches of queries to the random oracle in rounds. Keeping track of
the size of the state (which measures the memory stored between rounds),
allows for an analysis of the total memory used by a parallel adversary
across its execution time. We define the cumulative memory complexity of
A with respect to H, input x, and coins r as

CMC(A, x, H, r) :=
t∑

i=0
|σi| ,

where σi is the state after the ith round as defined in Section 2.1.1. When
the input x is the empty string, as in the case for an adversary with no
input that we consider later, we use CMC(A). We define the cumulative
memory complexity of A with respect to x as

CMC(A, x) := EH,r [CMC(A, x, H, r)] ,

where the expectation is taken over the choice of random oracle H and
random coins r.
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Complexity lower-bounds for graph-based iMHFs. In [6], the authors
used this machinery to prove lower bounds on the CMC of a parallel
algorithm computing m instances of a graph-based iMHF from Definition 5.
They do not formally define a security game, but rather use a metric more
appropriate to cryptanalysis.

For any construction CH, a natural number q and a real number ϵ ∈ [0, 1]
they define compq,ϵ(CH) to be the minimum CMC for a q-query parallel
algorithm to correctly evaluate CH on some input, with probability greater
than ϵ. Here we recall the lower-bound they prove the following lower
bound for graph-based iMHFs CH based on the graph G:

compq,ϵ(CH) ≥ ϵCC(G)(log M − log q)

ϵϵ̄ + 1 ,

where ϵ̄ := − log
(
ϵ− q2− log M

)
.

Importantly, they limit their analysis to a setting where all inputs to
the iMHF are chosen in advance of any queries to the hash.
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3 Hash-dependent Unguessability
As mentioned in the introduction, to facilitate the first main contributions
of this thesis one needs to integrate the frameworks of Farshim and Tes-
saro (FT21) [31] (itself an extension of BRT12 [10]) and of Alwen and
Serbinenko (AS15) [5]. This chapter extends the former framework, laying
the groundwork for Theorem 4. First, we give the intuition behind the
extension of the framework.

3.1 Extending the Unguessability framework
Hash-dependent unguessability and unrecoverability. In the prelimin-
aries, we extended the basic security notions from FT21 (and BRT12)
to a hash-dependent setting. In this chapter, we will commence with an
analysis of them. Whilst hash-dependent passwords have been considered
before [9, 10], there has been little direct analysis of this setting. However,
there is good reason to consider such samplers, and the reader can refer
to the introduction for real-world examples. The first notion we extend is
unguessability, defined as the advantage of an adversary in an interactive
password guessing game. This notion captures how the inherent difficulty
of guessing multiple passwords sampled from a password distribution grows
with the number of passwords guessed. This provides a baseline for the
multi-instance security of the constructions we consider. The guessing
game comes in two flavors: Guess and sa-Guess, corresponding to un-
salted and salted usage of passwords. In both, selection of passwords from
a likely non-uniform password distribution is modeled through sampling
by a password sampler P.

Essentially in both Guess and sa-Guess, the password sampler P
samples m passwords (for m users) and the adversary tries to guess the
passwords without getting any information about them, other than some
leakage on the underlying distribution. In sa-Guess, after passwords are
sampled, a salt generator is used to produce salt values that are given to
the adversary, modelling the use of salts, possibly known by the adversary,
alongside passwords. The adversary is given access to a Test oracle
and can check at each invocation of the oracle in Guess (respectively
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sa-Guess) whether a guess for the password (respectively password–salt
pair) of a specific user is correct or not. The adversary wins if it correctly
guesses all the passwords.1 The adversary’s resource usage is measured
by the number of guesses it makes, i.e., the number of Test queries,
denoted by T , and its success probability is denoted by AdvGuess

P (A) and
Advsa-Guess

P (A), accordingly. Both Guess and sa-Guess measure the
inherent (un)guessability of the passwords independently of the strength
of any hash-based construction applied to the passwords, and depend only
on the password sampler (and potentially the salt generator).

We extend the above definitions by introducing hash-dependent password
samplers PH, which may query the random oracle H before outputting
passwords. Assuming passwords are chosen hash-independently is a strong
assumption, as the hash function is public and there are many password
assistance technologies which help users choose better passwords. For
example, passwords may be generated by hashing some master secret, or
samplers may reject a generated password if its hash is stored in some
published database (e.g., à la haveibeenpwned.com). Additionally, and in
line with the random oracle model, we grant the adversary the ability to
query H as well as Test, and count the number of H queries q as additional
resources the adversary uses. AdvGuess

PH (A) and Advsa-Guess
PH (A) denote

advantages in these generalized games. The pseudocode, along with a
detailed description of each of the games is presented in Fig. 2.2. The
use of hash-dependent password samplers naturally gives rise to more
generalized definitions of unrecoverability and one-wayness for hash-based
constructions. We use AdvUR

PH,CH(A) and AdvOW
PH,CH(A) to denote the

corresponding hash-dependent advantages. The pseudocode for these is
presented in Fig. 2.3.

Admissible samplers. In this thesis, we limit the consideration to com-
putationally bounded password samplers by insisting on an upper-bound
for their query complexity. That is, we consider qP samplers, making at
most qP queries to the random oracle H before outputting the password
vector. We also restrict our consideration to samplers that are limited to
querying H, e.g., they cannot “fix points” in the table of H. We argue
that both of these are reasonable restrictions as, in addition to being in
line with the philosophy of the ROM (which is core to the security model
we are considering), it more closely reflects practice. This is because the

1The games allow corruptions as well, but for a readable presentation of the intuition,
we limit the consideration to the no-corruption case.
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hash dependent algorithms which sample passwords, in practice, are not
adversarial in the traditional sense. Indeed, for most user passwords the
hash-dependent part of the sampling is likely to be engineered for efficiency,
as ultimately it will be run on company servers. While here we model
samplers as adversarial, this is to upper bound the effect of any weakness
they introduce to the security of password-based security games. Thus it
makes sense to consider an upper limit on the number of hash evaluations
these algorithms make.

Known relations. In the hash-independent setting there are already the
following known relations between the unguessability and the unrecoverab-
ility of passwords (proven in [30]). We state them informally below one
by one. Firstly, a bound relating a T query adversary to a m− c query
adversary. Intuitively, this is an adversary who gets only one guess per
password.

AdvGuess
Pm

(A) ≤
(

T

m− c

)
AdvGuess

Pm
(B) .

Next, a bound relating the salted guess game to the guess game, where
the term collected under negl is from collisions in the salts:

Advsa-Guess
Pm,ℓ,Gen(A) ≤ AdvGuess

Pm
(B) + negl .

For predictable, low-entropy, or small salts, this negl term may be consid-
erable. In practice however, high entropy (and so likely distinct) salts are
of primary interest. And finally, they relate unrecoverability and salted
guess

AdvUR
H,Pm,ℓ,Gen(A) ≤ Advsa-Guess

Pm,ℓ,Gen(B).

Chapter Overview. Having elevated the definitions of (plain and salted)
unguessability, unrecoverability, and one-wayness to the hash-dependent
setting, a natural question arises as to whether the known relations between
these notions in the hash-independent framework of FT21 would still hold
in the more general hash-dependent setting. The answer, we will show,
is nuanced. We prove that the relations do hold in the hash-dependent
setting in the presence of uniform salting and do not hold if no salts are
used.

To demonstrate the relationships that hold, we prove two main lem-
mas. First, a reduction from salted unguessability to unguessability, spe-
cifically that when uniform salt generation is used, the advantage of a
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sa-Guess adversary A can be bounded by the advantage of a Guess
adversary B, with the same query and time complexity, and up to an
additive factor coll representing the probability of collision between salts,
i.e. Advsa-Guess

PH (A) ≤ AdvGuess
PH (B) + coll. Second, a reduction from un-

recoverability to salted unguessability, specifically that when uniform salt
generation is used, the advantage of a UR adversary A can be bounded by
the advantage of a sa-Guess adversary B, with the same query and time
complexity, and up to an additive factor in the order of the proportion of
the H domain values PH queries cover which will be negligible in practice,
i.e. AdvUR

PH (A) ≤ Advsa-Guess
PH (B) + negl. Both results are similar to

their counterpart in FT21 with the exception of the negligible term in
the second lemma. The proofs follow similar strategies to those of their
hash-independent counterparts in FT21, however our proofs need to deal
with H queries by the adversary and crucially the password sampler.

To show the separation in the unsalted case, we construct a ‘bad’ hash-
dependent password sampler that generates passwords that are hard to
guess but easy to recover from their hashes. In particular, the bad sampler
samples uniform passwords, queries H on each of them, and only outputs
those for which the hash ‘leaks’ the password, e.g., when the password
is a prefix of its hash. For such a bad sampler, we prove that while any
adversary A would have negligible Guess advantage AdvGuess

PH (A), there
exists an adversary B with respect to the same H and PH that has a UR
advantage AdvUR

H,PH(B) ≥ 1/2.

3.2 Reductions
Here we present three reductions, generalizing analogous theorems in the
FT21 framework to the hash-dependent setting. Essentially, these results
extend the bounds in the more restricted framework, with the exception
that due to an attack presented in Theorem 1, the passwords in the UR and
OW games need to be salted. The proofs use similar arguments to those
of FT21, but keep track of hash queries made by the password sampler
and adversary.

Lemma 2 (Hash-dependent unguessability). Let m, q, qP , T , c ∈N, and
PH

m be a hash-dependent m sampler. Then, for any (q, T , c)-adversary A
against Guess, there exists a (q, m− c, c)-adversary B against Guess s.t.

AdvGuess
PH

m
(A) ≤

(
T

m− c

)
AdvGuess

PH
m

(B) .
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3 Hash-dependent Unguessability

To prove this, we extend the argument of [31] by accounting for the q
queries to H which are relayed in the reduction.

Proof. Given some (q, T , c)-adversary A in the dGuess game with respect
to a password sampler PH

m that makes at most qP queries, we build a
(q, m − c, c)-adversary B. Assume that A makes exactly c corruption
queries and exactly m− c of the test queries result in a win flag being set
to true. The adversary B runs A as follows. First, B predicts which of the
m− c queries to Test are correct, and decides at the outset that these are
the Test queries it will forward to its own Test oracle. For each of these
queries B will respond to A with true. There are ( T

m−c) choices for these
queries. The adversary B relays all of A’s random oracle and corruption
queries to its own random oracle H and corruption oracle respectively.
Whenever B correctly guesses the m− c queries, A is run in exactly the
environment it expects. The adversary B then wins whenever A wins.

Next, we lift [31, Theorem 3] to include hash-dependent password
samplers. To do this, we import the following definition from FT21,
which captures the probability of a collision in the mℓ salts. For a salt
sampler Gen

collGen(m, ℓ) := Pr[∃(i, j) ̸= (i′, j′) ∈ [m]× [ℓ] : Gen(i, j) = Gen(i′, j′)].

With this, we can prove the following lemma.

Lemma 3 (sa-Guess to Guess). Let ℓ, T , c ∈ N. Then, for any qP-
query m-sampler PH

m, any salt generator Gen, and any (q, T , c)-adversary
A against sa-Guess, there exists a (q, T , c)-adversary B against Guess
s.t.

Advsa-Guess
PH

m,ℓ,Gen(A) ≤ AdvGuess
PH

m
(B) + collGen(m, ℓ) .

To prove this, we show that as long as the salts do not collide, the
reduction follows easily and our extension to the hash-dependent setting
relays all queries to H.

Proof. Given a (q, T , c)-adversary A against sa-Guess we build a (q, T , c)-
adversary B against Guess as follows. B receives the leakage z from PH

m,
and randomly samples mℓ salts, and aborts if they are not all distinct. By
definition, this happens with probability at most collGen(m, ℓ). As all the
salts are unique, B sets zcoll to be the identity matrix. Algorithm B then
runs A on the input (sa, z, zcoll), and responds to any queries to Cor or
H from A using its own respective oracles. When A queries (pw, sa) to
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3.2 Reductions

Test, B checks if sa is in sa, responding to the query with ⊥ if it isn’t,
and calculating i, j such that sa = sa[i, j] if it is. B then queries (pw, i) to
its Test oracle and returns {i} if Test returns true, otherwise it returns
the empty set.

We now present a reduction from UR to sa-Guess, which is the analogue
of [31, Theorem 6].

Lemma 4 (UR to sa-Guess). Let q, qP , c, m, ℓ, K ∈N, and Gen = [K].
Then, for any qP -query m-sampler PH

m and any (q, c)-adversary A against
UR, there exists a (q, q, c)-adversary B against sa-Guess s.t.

AdvUR
H,PH

m,ℓ,Gen(A) ≤ Advsa-Guess
PH

m,ℓ,Gen(B) +
qPmℓ

K
.

Intuitively, if the password sampler queries are different to the queries
made in the challenge generation phase, each response from the random
oracle will be independent and the challenge values will leak no information
to the adversary. With unpredictable salts, this will occur with high
probability.

Proof. We prove this lemma by starting with the UR game, making a
single game hop to some game G1, and then finally do a direct reduction
from G1 to sa-Guess. Let G0 be the UR game with respect to parameters
from the theorem statement and A be an adversary in this game.

Let G1 be a modified game where after PH
m has sampled the passwords,

the game switches to using a second random oracle H′ that is defined as
follows: for any query (in the challenge generation or online phase) of the
form (pw, sa) where pw ∈ pw and sa ∈ sa, H′ samples a value randomly,
for any other query H′ is consistent with H.

Let bad be the event that PH
m queries a password-salt pair (pw, sa),

which is then queried again after the passwords have been sampled. If
PH

m doesn’t query any such password-salt pair, then the value of H(pw, sa)
remains free and the responses from H′ are identically distributed to those
from H. All other queries that are made to H and H′ will be responded to
identically.

Then G0 and G1 are identical up until bad, and Pr[G0] − Pr[G1] ≤
Pr[bad]. We now bound the probability of bad. There are at most mℓ
password-salt pairs, and each salt is uniformly sampled from a space of
size K. Each query made by PH

m will match a password-salt pair with
probability at most mℓ/K. As the sampler PH

m makes at most qP queries
to H, by the union bound, the probability of bad is at most qPmℓ/K.
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3 Hash-dependent Unguessability

We now reduce from G1 to sa-Guess. Given a (q, c)-adversary A
against G1, we build a (q, q, c)-adversary B against sa-Guess. Algorithm
B receives sa, the leakage z, and collision pattern zcoll. Algorithm B then
simulates H′ by generating a random challenge vector y of length mℓ,
consistent with zcoll. Then B runs A on the input (y, sa, z), handling its
hash queries as follows. It forwards all of A’s hash queries to its Test
oracle. If Test returns a non-empty set of indices, algorithm B returns a
challenge hash value corresponding to one of the password-salt pairs for
the i-th password for any i in the set of indices. (Recall challenge hash
values are chosen to be compatible with the collision pattern.) If Test
returns the empty set, then B relays the query to its hash oracle H, and
returns the response. Algorithm B relays all corruption queries to its own
Cor oracle.

Therefore B recognizes all queries of the form (pw, sa) for pw ∈ pw and
sa ∈ sa, by the use of Test and responds with the challenge values. All
other queries are relayed to H, and so the simulation of the random oracle
is consistent with the rules of G1.

Assuming that A makes at most q queries to its hash oracle and at most
c queries to its Cor oracle, algorithm B makes at most q queries to its
Test oracle, at most q queries to H, and c queries to Cor.

Dependence on parameters. Here we make the loss in advantage or
query count explicit for each lemma. In Lemma 2 the bound depends
on the fact that the adversary we reduce to has fewer Test queries than
the adversary in the guess game. In particular we reduce the T query
adversary to a m− c query adversary. This is a natural metric, because it
is the same number of “guesses” are there are remaining passwords. This
comes at the cost of the factor of ( T

m−c) in the security.
In Lemma 3 the adversaries, while playing different games, have the

same parameters. The security loss comes from the number of collisions in
the salts. As the probability of collision increases, the security guarantee
weakens. In practice salts are sampled uniformly, and this term will be
negligible.

In Lemma 4 the adversaries once again have the same number of queries
to the random oracle H, though the sa-Guess adversary is given access to
the Test oracle too. Here there is a security loss from the qPmℓ/K term.
We can summarise the parameter changes with the following statement:
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3.3 A “Bad” Password Sampler

Corollary 1. Let q, qP , c, m, ℓ, K ∈ N, and Gen = [K]. Then, for any
qP-query m-sampler PH

m and any (q, c)-adversary A against UR, there
exists a (q, q, c)-adversary B against Guess s.t.

AdvUR
H,PH

m,ℓ,Gen(A) ≤
(

q

m− c

)
AdvGuess

PH
m

(B) + collGen(m, ℓ) +
qPmℓ

K
.

A few remarks. Note that this result relies on the unpredictability of
the salting algorithm, the analogous results in FT21 for known distinct
salts or for no salts do not extend to the hash-dependent password setting,
as there is no way of ensuring that the password sampler has not already
queried the random oracle with a value that the adversary may also query.
Indeed, in the section below, we outline an attack in Theorem 1 ruling out
reductions in the unsalted case.

Note also that the bound in Lemma 4 doesn’t depend on the number of
queries made by the adversary. So when qP = 0, i.e., when the password
sampler makes no queries to its random oracle, we recover the same bounds
as that given in FT21 for hash-independent password samplers. The
resulting reduction is the same as that in FT21 as the bad event is never
triggered and the hash function H′ is never involved; furthermore there are
no hash queries.

3.3 A “Bad” Password Sampler

Here we define the bad sampler before presenting an attack. This will
confirm two things: firstly, that hash-dependent samplers really do affect
the security; and secondly, that salting must be unpredictable to achieve
meaningful security.

Bad sampler. Let PH
1 be a hash-dependent password sampler that samples

a password as follows. The sampler PH
1 picks uniformly random passwords

from the set of integers up to 2l, each with a length of l bits. For each
candidate password pw, the sampler uses a query to H to check whether
the first l bits of H(pw) match the l bits of pw. If the bits match, then PH

1
returns the password pw with an empty leakage z, otherwise it continues
to check candidate passwords. If PH

1 uses all its queries and does not find
such a password, it returns a uniformly random password along with empty
leakage z.
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3 Hash-dependent Unguessability

Intuition and motivation. Intuitively, such a sampler makes the UR
game trivial. The password that the UR adversary has to guess is leaked
in the hash H(pw). Thus, as we show in Theorem 1, the adversary can
win the game without any queries by simply submitting the challenge.
Importantly, even though the Guess game is also hash-dependent, the
adversary’s advantage actually remains low. This is because the adversary
in the Guess game does not see the hashed passwords; it is simply guessing
blindly. While the Guess game is supposed to be an abstraction of the UR
game, the bad sampler shows that hash-dependence breaks the relation.
By modelling the password distribution via a sampler we are able to
give it hash access, treat it adversarially, and reason about the effect on
password-based security.

Note that assuming the adversary has enough queries to succeed, the
expected runtime is 2ℓ queries. Thus the feasibility of this particular
counter example depends heavily on a short password length.

Theorem 1. Let T , q, N , M , l ∈N and l < log M . There exists a 2l-query
sampler PH

1 in the (N , M )-RO model that outputs l-bit passwords s.t. for
any (q, T , 0)-adversary A against Guess:

AdvGuess
PH

1
(A) ≤ q + T

2l
,

and there exists a (0, 0)-adversary B against UR w.r.t. the same H and
PH

1 s.t.
AdvUR

H,PH
1
(B) ≥ 1/2 .

Proof. Consider the password sampler described above. To prove the first
claim, we upper bound the probability of an adversary A finding even
one password pw such that the first l bits of H(pw) match pw. With
each new query pw∗ to H or Test, the probability that the first l bits of
H(pw∗) match pw∗ is 1/2l. With q queries to H and T queries to Test,
the probability at least one guess satisfies this requirement is at most
(q + T )/2l.

To prove the second claim, we show that an adversary in the UR game
can recover the password whenever PH

1 succeeds. Let B be an adversary in
the UR game with respect to the password sampler PH

1 described above.
Then B receives a challenge y, and submits the first l bits of y as its guess
for the password pw sampled by PH

1 . Whenever PH
1 succeeds, B wins. We

lower bound the probability that PH
1 succeeds as follows.

PH
1 makes at most 2l queries. We say a query q succeeds if the first l bits

of H(q) match the l bits of q. The probability that each query succeeds is
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3.4 Conclusion

2−l. The probability that at least one query succeeds is 1− (1− 2−l)2l ≥
1− 1/e ≥ 1/2.

Extension to a trade-off. While this example suffices to show a separation
between the notions, we can extend the sampler to use fewer queries if we
allow it to return more passwords. That is, let PH

m sample m passwords
similarly, but leak l′ = l/m bits of the first password in the starting l′

bits of each of the m challenges. Then the entirety of the first password is
leaked across the starting bits of the m challenges.

Suppose that the sampler spends 2l/m queries on each of the m passwords,
for a total of m2l/m < 2l queries. For each query the sampler makes, the
probability it succeeds in leaking the l/m bits is now 2−l/m. As the
sampler performs 2l/m queries per l/m bit substring of the first password,
the probability that the sampler can leak it is 1 − (1 − 2−l/m)2l/m ≥
1− 1/e ≥ 1/2. The probability that the full password is leaked is lower
bounded by 1/2m. This offers a trade-off between the number of queries the
sampler is expected to make, and the number of passwords the adversary
needs to guess.

Remark. Note that the attack demonstrates why the result in [31, The-
orem 6] does not extend simply to hash-dependent password samplers. In
fact, it clarifies that unpredictable salting is necessary to protect hash-
dependent passwords. A predictable salt can be prepended to the candidate
password when checking for a ‘bad’ password, as the sampler can predict
which salt will be used.

3.4 Conclusion
In this chapter we extended the ungessability framework of FT21 to allow
for password samplers which have access to the random oracle. The
framework relates the unrecoverability bounds to the unguessability of
the underlying password distribution. We showed that by accounting for
the sampler’s queries, we can lift each of the reductions in the framework.
Importantly, we show that for security with hash-dependent password
samplers one needs to salt passwords unpredictably.

This extends the FT21 results by introducing the random oracle H to each
of the security games in the reductions. This meant proving the reductions
while accounting for the additional oracle and queries. This showed that
the relations between Guess and sa-Guess remain unchanged, but the

33



3 Hash-dependent Unguessability

reduction from UR to sa-Guess introduced a new term. Essentially this
term, qPmℓ/K, formalises the weakness introduced by hash-dependent
samplers; it closes the gap opened by the bad sampler counter example.

Having made the necessary extensions, we can move on to analysing the
unrecoverability of passwords stored under iMHFs, knowing that we will
be able to reduce the advantage down to the guessing games of [30].
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4 Hash-dependent Memory Hardness

Hash-dependent memory hardness. Throughout this chapter, we work
in the parallel random oracle model (pROM) in which algorithms make
batches of oracle queries in rounds, storing information about the responses
in some state passed between rounds. The cumulative memory complexity
(CMC) of a parallel algorithm is the expected cumulative sum of the
lengths of its states in all rounds. The memory cost CMCq,ϵ(CH) of
evaluating a hash-based construction is then defined as the minimum
CMC of any q-query parallel algorithm evaluating CH on any input x with
success probability at least ϵ. Analogously, for a graph G, the cumulative
complexity (CC) of the graph is defined as the minimum cumulative sum
of the number of pebbles required in pebbling the graph.

The AS15 framework focused on lower bounding the required CMC of
algorithms evaluating MHFs in terms of the CC of the underlying graphs.
Intuitively, a lower bound on the CMC required to evaluate CH gives
an upper bound on the number of evaluations an adversary can achieve.
However, bounds given in the standard definition of CMC only apply
for evaluations where the inputs on which CH is evaluated are chosen
independently of the hash. This limitation renders such lower bounds
inapplicable to proving security against pROM adversaries with oracle
access to H which can pick input values dependent on H.

It is relatively straightforward to see why the hash-dependent setting
is strictly stronger than the hash-independent setting as any MHF can
be converted to one that behaves identically except for a specific hash-
dependent input, e.g., H(0), where it returns 0. The modified construction
remains memory-hard in the hash-independent setting as the adversary has
a negligible probability of guessing what H(0) is at the onset, but is trivially
not memory-hard in the hash-dependent setting as no resources need to be
expended to compute (H(0), 0) as a valid pair of input–output. A natural
question that would arise is whether the AS15 results, which lower-bound
the required CMC of a parallel algorithm evaluating a construction CH,
hold in this strictly stronger setting. We provide a positive answer to this
question.
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4 Hash-dependent Memory Hardness

4.1 From Hash-independent to Hash-dependent
Memory Hardness

In the existing hash-independent definition of memory-hard functions, the
parallel adversary chooses the input x to the function at the beginning,
and the function is deemed memory hard if the adversary requires a large
amount of CMC to correctly evaluate the function (with high probability).
Importantly, the cost of evaluations must not be amortizable across multiple
instances. In this setting, the adversary is restricted to choosing the input
to the function independently of the random oracle. The security game for
the standard definition is presented as the m-MH game in Fig. 4.1 (left).
This game is for two stage adversaries A = (A0,A1). Without access to
H, adversary A0 picks a vector x of m distinct inputs. Then A1 takes x
as input, and makes batch queries to H, finally outputting y. Adversary
A wins if for each input value xi in x, the corresponding output yi in y
satisfies CH(xi) = yi. Specifically, if CMC(A) is at least µ for all q-query
adversaries A that win the m-MH game with probability at least ϵ, then
the construction CH is (m, q, ϵ, µ)-memory hard in the hash-independent
setting.

We extend this definition of memory hardness to adversaries that have
oracle access whilst choosing the inputs by introducing the dependent
memory-hardness game m-dMH in Fig. 4.1 (middle). In this game, the
parallel adversary A is given access to the random oracle H from the outset,
and returns a pair of length m vectors (x, y). As above, A wins the game
if CH(xi) = yi for each input-output pair (xi, yi). We recover the hash-
independent m-MH game when the adversary A consists of two phases
(A0,A1) as described above. Note that the m-dMH game is sufficient to
describe a proof-of-work type of game. If the return statement is amended
to require that CH(x) also satisfies some unlikely property (like leading
zeros), we recover a proof-of-work type property.

The parallel adversary A is given access to the random oracle H, and
returns the vectors (x, y), each of length m. The adversary wins the game
if CH(xi) = yi for each (xi, yi). (For salted constructions, the inputs in x
will be of the form (xi, sai) where sai is some salt chosen by A. We define
adversary A’s advantage in the dependent memory-hardness game as

Advm-dMH
CH (A) := Pr

[
m-dMHA

CH

]
.

For technical reasons, we also introduce a third stronger notion, the
strengthened MH game sMH, which allows the adversary to output an
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4.1 From Hash-independent to Hash-dependent Memory Hardness

unordered set of q input-output pairs, where only m correspond to correct
MHF computations. This game is formalized in Fig. 4.1 (right). Note that
the m-dMH game is a special case of the sMH game, and the advantage
bounds we prove in this game also apply to the m-dMH game. We define
adversary A’s advantage in the strong memory-hardness game as

Adv(q,m)-sMH
CH (A) := Pr

[
(q, m)-sMHA

CH

]
.

However, by relaxing some of the m-dMH game structure, and giving
the adversary more capabilities, we both strengthen the notion and make
it more flexible. We put this flexibility to use in the next chapter in the
proof of Theorem 4, in which we give a reduction to an instance of the
sMH game.

Intuition for the changes in the hash-dependent games. Intuitively,
both the sMH and m-dMH games allow the adversary to:

• Make queries to (and see the responses from) the random oracle H
while choosing the m inputs. This allows it to use its H queries to
find candidate inputs which require the least CMC to compute (e.g.
the graphs may share node labels).

• Store a state between rounds, and thus adapt the strategy based on
the responses. For example, the adversary may use the

• Use the same state for all instances. That is, the instances do not
need to be computed in series, and so queries and responses generated
for the computation of one instance can be reused in any of the others.

Memory hard construction definition for the hash-dependent setting.
For an integer m, we say A ϵ-computes m hash-dependent instances of CH if
Advm-dMH

CH (A) ≥ ϵ. Given a construction CH, we define its hash-dependent
(q, ϵ)-dCMC as the CMC of the “best” q-query algorithm that computes
CH on some (typically the easiest) input with probability at least ϵ. That
is,

dCMCq,ϵ(CH) := min
A∈S[q,ϵ,CH]

{CMC(A)} ,

where S[q, ϵ, CH] is the set of all q-query algorithms A in pROM with
advantage at least ϵ in the 1-dMH game against CH. Similarly, for m ∈N,
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we define the (m, q, ϵ)-dCMC of CH as the CMC of the best q-query
algorithm that computes CH on at most m (possibly oracle-dependent)
instances with probability at least ϵ, where the effort is scaled by the
number of instances computed. In other words,

dCMCm,q,ϵ(CH) := min
m̄∈[m]

min
A∈S[q,ϵ,m̄,CH]

{CMC(A)/m̄} ,

where S[q, ϵ, m̄, CH] is the set of all q-query algorithms A in pROM that
have advantage at least ϵ in the m̄-dMH game against CH.

Definition 3 (Memory-hard construction). Let m and q be natural num-
bers, and let µ and ϵ be positive real numbers. A construction CH is
(m, q, ϵ, µ)-memory-hard if its (m, q, ϵ)-dCMC is at least µ.

Note that this is a translation of the memory hardness definition from [6]
to the hash-dependent -dMH game. Also, note that when m = 1, we recover
the single-instance notion defined above. Intuitively, these definitions
describe the average cumulative memory cost per instance, for the best
adversary succeeding with probability at least ϵ. Measuring the cost per
instance allows us to capture the non-amortizability of a construction.
Informally, any savings in CMC will be captured by this metric, even if
they are the result of sharing memory across computations for (possibly
many) different instances.

Importantly, this technical definition still takes the cryptanalytic ap-
proach. Throughout this paper we will use the approach more natural to
cryptography, i.e., we will focus on the advantage in the security game.
As such, when we prove memory hardness in the hash-dependent set-
ting, we prove an upper bound on the advantage of an adversary in our
hash-dependent game. The reasoning behind this is that the

We build on the results of AS15 and show that, in contrast to general
MHFs, graph-based MHFs are indeed memory hard even if the input
instances are picked in a hash-dependent way. To this end, we will adapt
the ex-post-facto pebbling argument. Before doing so, we will further
clarify the motivation for our m-dMH game by giving as examples an
intuitive hash-dependent notion that does not suffice for our purposes.

4.1.1 Motivation for our definition
In Fig. 4.2 we present the pseudocode for two rejected m-dMH game can-
didates. By taking the security game implied by the cumulative complexity
measure in AS15, and giving the first-stage adversary oracle access to the
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Game m-MHA
CH

H←← Fun([N ], [M ])
x←← A0()
if (|{x}| ̸= m) :

return 0
y←← AH

1 (x)
return (y = CH(x))

Game m-dMHA
CH

H←← Fun([N ], [M ])
(x, y)←← AH()
if (|{x}| ̸= m) :

return 0

return (y = CH(x))

Game (q, m)-sMHA
CH

H←← Fun([N ], [M ])
(x, y)←← AH()
if (|{x}| ≥ q) ∨ (|{y}| ≥
q) :

return 0
for x in x:

for y in y:
if y = CH(x) :

S ←− S ∪ {(x, y)}
return |S| ≥ m

Figure 4.1: The hash-independent (left), the dependent (middle), and the
strong (right) memory hardness games. In the unsalted setting,
x is a vector of passwords pwi. In the salted setting, x is a
vector of tuples of the form (pwi, sai).

hash, one arrives at the structure which is similar to both of these candid-
ates. In the salt-split-dMH game (Candidate 1), the salt is sampled before
the first stage adversary runs. We opt to ignore this requirement in the m-
dMH game for a technical reason. In any proof which gives a reduction
from one game G to the m-dMH game, we would like the adversary to be
able to pick the salt. This is because the adversary (A0,A1) will need to
simulate the game G in question.

Removing this requirement from Candidate 1 gives Candidate 2, the
split-m-dMH game. In this game, the adversary is still forced to commit
to a set of inputs before computation begins. While this is the intuitive
extension of the m-MH game in Fig. 4.1, it actually doesn’t quite capture
the setting we wish to consider. By splitting the adversary into stages A0
and A1, we closely follow the structure of the m-MH game, but restrict
the final-stage adversary without profit. Indeed, a fully adaptive adversary
should be able to choose inputs to the construct even at its final step. Since
the motivation behind this game is as a metric, we would like it to apply to
adversaries in as wide a range of games as possible, including adversaries
that choose their candidate inputs in the final step. For example, consider
a simple adversary A making guesses in the UR game, with respect to
the construction CH. After expending all oracle queries to compute many
instances of CH, and comparing each of the outputs to the challenge vector,
if A still has not recovered a password in pw, then A may submit a final
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Candidate 1: salt-split-dMHA
CH

H←← Fun([N ], [M ])
sa←← Gen
x←← AH

0 (sa)
if (|{x}| ̸= m) : return 0
y←← AH

1 (sa, x)
return (y = CH(sa, x))

Candidate 2: split-dMHA
CH

H←← Fun([N ], [M ])
x←← AH

0 ()
if (|{x}| ̸= m) : return 0
y←← AH

1 (x)
return (y = CH(x))

Figure 4.2: Candidate 1 (left): in this game the salt sampler is specified
and the adversary chooses inputs dependent on the hash and
the salt sampled. Candidate 2 (right): in this game the salting
is removed but adversary is still forced to commit to a set of
inputs before the computation begins.

guess vector x, without first computing CH(x). If we fix the CMC of each
of the adversarial stages, then the split-dMH game does not capture this
attack.

By removing the split in the adversary, we end up with the m-dMH game.
This game is intuitive, and captures both the multi-instance and hash-
dependent aspects of the CMC metric we wish to define. As mentioned
above, the proofs we provide to bound the advantage in this game are
given for an even stronger notion. This is essentially so that we may use
the result in two separate areas of the thesis.

Firstly, we use the upper-bound on advantage to derive a lower-bound on
the expected cost. This allows us to confirm that the graph-based iMHFs
of AS15 remain memory hard in a hash-dependent setting. However, we
also put the bound to use in Theorem 4. There we need to give a reduction
to a memory-hardness notion, and require the added flexibility in the sMH
game.

To achieve this first goal – the lower-bound on cost – we do not need
the strengthened sMH game. But then we would need a separate proof,
with similar steps, as part of Theorem 4. Therefore, we opt to prove the
bound once, in the stronger game, allowing for a more modular approach.

4.1.2 Technical Approach

Before showing that the graph-based iMHFs of AS15 satisfy our stronger
notion of memory hardness, we recall the results in the hash-independent
setting, to highlight the differences.

40



4.1 From Hash-independent to Hash-dependent Memory Hardness

The hash-independent case. In [5], the authors prove a lower bound
on the amortized CMC of evaluating m instances of an iMHF based
on a graph G, with probability at least ϵ. The bound shows that the
best adversary evaluating the function (with high probability) will have
cumulative memory cost close to adversaries which simply pebble each
instance of the graph.

This result is proved by applying the results of three auxiliary lemmas to
the definition of the amortized cost. The first [5, Lemma 11] calculates the
expected adversarial savings made by using collisions between the labeling
of the instances. This bounds the cost of computing m possibly colliding
instances by the cost of fewer non-colliding instances. The m non-colliding
instances are then treated as a single instance of a larger construction based
on the tensor graph G×m, whose cumulative complexity is lower bounded
in [5, Lemma 12]. The CMC of an adversary computing a single instance of
this construction is then bounded, roughly, by the cumulative complexity
of the underlying tensor graph. This is done by analyzing an adversary’s
queries, showing that a legal and complete pebbling of the underlying
graph can be extracted from any correct evaluation. The third result,
reproduced in Lemma 1, proves the cumulative complexities of two graphs
are additive. The bound for the one-off cost of the large graph can then
be given in terms of that of the smaller graph underlying the construction.
Together, in [5, Theorem 3], these lemmas bound the amortized cost in
terms of the cumulative pebbling complexity of the corresponding graph.

Extension to stronger adversaries. To extend the above results, we
account for adversarial strategies afforded by the additional adaptivity. In
this setting, the adversary can use information from the oracle queries to
pick inputs which are known to have collisions in the labeling, reducing the
amortized cost. Therefore, calculating the expected fraction of non-colliding
instances, which we do in Lemma 6, requires additional analysis.

Although Alwen and Serbinenko [5] focus on the CMC cost, this is
arguably better motivated from a cryptanalytic perspective. Here, we
instead focus on the advantage an adversary with a fixed CMC has in the
(q, m)-sMH game, which better conforms to establishing security. We then
derive the expected CMC cost via a sequence of corollaries (see Section 4.3).

First, we prove an upper bound on the advantage that an adversary has
in computing m instances in Theorem 2 below. The extension to hash-
dependent adversaries requires an analysis of a similar implicit pebbling,
while also accounting for adversaries which choose inputs mid-evaluation.
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Additionally, to account for adversaries that compute multiple instances,
we directly analyse an implicit pebbling of the tensor graph G×m. This
gives an upper bound on the advantage an adversary has in computing
these graph-based iMHFs. As a corollary, we prove a lower bound on the
amortized cost in this general setting, roughly similar to the bound in the
hash-independent setting, showing that they are also strongly memory-
hard. For this corollary, we take a modular approach, and first bound the
cost of computing multiple instances in terms of the cost of computing a
single larger instance.

Comparison with AS15. The required extensions described above do not
change the core strategy of the proof, namely using the transcript from
the evaluation of a graph-based construction (by a parallel algorithm),
to extract a pebbling of the underlying graph. Indeed, we also inherit
the method to reason about the pebbling’s complexity, i.e., bounding the
probability of certain bad events with the predictor bound in Lemma 5. It
is the analysis of the bad events, (in the proofs of Claim 1 and Claim 2),
which needs to be adapted.

A detailed description of the adaptations to the AS15 method, is given
in the paragraphs marked “Changes for Hash-dependence” and “Changes
for multiple instances” which appear before the proofs of each of the claims.
These give precise descriptions as they appear after the relevant notions
are introduced (in the paragraphs following the overview).

As some intuition for where hash-independence is used in the corres-
ponding claims from AS15, consider the transcripts of two parallel al-
gorithms, computing hash-independent and hash-dependent respectively.
The hash-independent algorithms choose the input at the outset, whereas
the hash-dependent counterparts may not submit the inputs until their
final step. This difference in behaviour, when reflected in the transcripts,
allows for a straightforward analysis of the pebbling legality in the hash-
independent case. Similarly, to see where the AS15 argument puts the
single instance setting to use, consider the process of inferring a pebbling
from a computation. Where there is a single instance, there is no ambiguity
for which instance any given query may be attempting to pebble. The
added ambiguity of multiple instances set hurdles for the later stages of
the argument – the details of which are highlighted in the aforementioned
paragraphs.
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4.2 Advantage in the strong memory hardness game

4.2 Advantage in the strong memory hardness game
We make use of the following lemma in the proofs involving the pebbling
extraction algorithm. The intuition behind the lemma statement is that an
algorithm, given a hint, can successfully predict a response from a random
oracle with probability bound by the size of the hint space divided by the
size of range of the random oracle.

Lemma 5 (Predictor bound (Lemma 1 in [5])). Let B = b1, ..., bu be a
sequence of random bits. Let P ′ be a randomized procedure that gets a hint
h ∈ H, and can adaptively query any of the bits of B by submitting an
index i and receiving bi. At the end of the execution P ′ outputs a subset
S ⊆ {1, ..., u} of |S| = k indices which were not previously queried, along
with guesses for all the bits {bi|i ∈ S}. Then the probability (over the
choice of B and randomness of P ′) that there exists some h ∈ H for which
P ′(h) outputs all correct guesses is at most |H|/2k.

Now we give the statement of Theorem 2 and present the proof. Recall
that we make the following assumptions on the structure of the underlying
graphs: that there is a maximum indegree of two; it is directed and acyclic;
there is a single source node and a single sink node.

Theorem 2 (Amortized strong memory-hardness). Let q, t, m, n, δ, K, N ∈
N. Let A be a q-query t-time adversary with cumulative memory com-
plexity CMC(A) and G be a DAG. Let CH be the iMHF based on G in the
(nN δK, N )-RO model as defined in Definition 6. Then

Advm-dMH
CH (A) ≤ Adv(q,m)-sMH

CH (A) ≤ 2q2

N
+ 2−γ ,

where γ :=
(
m ·CC(G)[log N − log(qm)]−CMC(A)

)
/t.

Here, γ essentially captures the difference in the average CMC used per
round by A and average CMC required per round to evaluate m instances
of CH. So γ becomes large as the adversarial CMC decreases beyond the
minimum required for the construction.

In [5] the proof in the single-instance hash-independent setting proceeds
via two claims. The first claims that a pebbling P , extracted from a
transcript via the ex-post-facto pebbling extraction algorithm, is legal with
high probability. The second claims that, with high probability, the total
number of pebbles in the extracted P is upper bounded by an essentially
linear function of CMC(A). Both claims rely on a certain “prediction
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argument”, which, roughly speaking, states that a transcript giving rise to
an illegal pebbling can be used to predict the output of a random oracle
on a point without querying it.

To put these claims to use in a multi-instance hash-dependent setting
we instead give a reduction from an adversary in the the (q, m)-sMH
game to a predictor algorithm, taking care to account for adversaries that
choose inputs in a hash-dependent way, and compute multiple instances
of the construction. Our analysis relies on extracting a pebbling of G×m

from an adversary that computes CH on m inputs, and therefore requires
alterations to the pebbling extraction algorithm to translate the node
indices appropriately. Note that the following argument is independent of
whether the construction is evaluated with a salt or not. Any salt used in
evaluating the construction (and thus defining the labeling of the graph)
is chosen by the adversary. Therefore, without loss of generality, we can
consider the input to be a salt-input pair. We refer to the body of the
proof for an overview.

Proof. Fix all variables and the graph as in the statement of the lemma.
Let A be a q-query adversary in the (q, m)-sMH game with respect to CH.

Transcript. An attack transcript T is a tuple (q1, . . . , qt, σO), where each
qi is itself a round of queries (qi,1, qi,2, . . .) consisting of qi,j either of the
form (xi,j , yi,j), where xi,j is a hash input and yi,j is a hash output, or
of the form ((vi,j , ℓi,j , out),⊥), where vi,j is a node, and ℓi,j is a labeling
function output. Here, σO = (x, y) is the special output register that
corresponds to the final output of the adversary.

Given a transcript of A we adapt the ex-post-facto pebbling extraction
algorithm of [5] to extract pebbling P of the graph G×m even in a hash-
dependent setting.

Overview. We start with a high-level overview. Before extracting a
pebbling, we first determine, from the transcript, a vector x∗ of m inputs for
which A correctly computed the output of the construction. As we consider
adversaries which may output many more values than they correctly
compute, we first extract the subset of inputs which are relevant to the
pebbling. For each k ∈ [m], the input x∗[k] will define a labeling of the
graph G, and using these m computations, we extract a pebbling of the
tensor graph G×m. A pebbling P = (P0, P1, . . . , Pt) is extracted by a
two-step procedure in which we process each qi to calculate Pi by first
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combining all nodes that are correctly labeled by queries in qi with the
previous set Pi−1. Importantly, the node to be added to the pebbling set
needs to be calculated from the index-input pair for which the label is
correct. That is, if a node v ∈ G, is correctly labeled with respect to some
input x∗[k], the node (v, k) will be added to the set Pi. Next, we only
keep necessary nodes in Pi—these are nodes whose labels are used in a
later step and not recomputed in the meantime—and remove all others.
We start by defining a (hash) function corresponding to a transcript and
node-labels computed with respect to it, before formalizing these notions.

Pre-label of a node. Given (q1, . . . , qt) we define a function H where
H(xij) := yij if (xij , yij) ∈ qi for some i, and otherwise H(x) :=⊥. We
also set H(⊥) :=⊥.1 As we are dealing with different labelings of the same
graph, we need to extend the notation for labels and pre-labels. For each
k ∈ [m] let labk and pre-labk be the labeling and pre-labeling functions
as defined in Definition 5 with respect to H and l := x∗[k] (recovered
from the transcript). Recall that a pre-label pre-labk(v) for some node v
takes the form (v, labk(Pa1(v)), . . . , labk(Paδ(v))), where Pa, as before,
is the parent function. In what follows, all labeling and pre-labeling are
performed with respect to the H and x∗ extracted from the transcript. We
make H implicit, but specify k.

Correct call. Intuitively, a correct call for a node in G is the pre-label
of that node. Formally, a query (x, y) in the transcript is called correct
(for some input x∗[k]) if there exists some non-sink node v in the graph
G such that x = pre-labk(v), or there exists a sink node v in the graph
such that x = (v, labk(v), out). We call v the output-node corresponding
to (x, y) and any parents of v in Pa(v) an input-node for (x, y). For the
description of the procedure in pseudocode, see Fig. 4.3.

Necessary node. Intuitively, a (pebbled) node is called unnecessary if
the pebble on it is not used in a subsequent round to pebble a child.
Formally, for any k ∈ [m], and any node v in graph G, the node (v, k) ∈ Pi

is called necessary in a round i if there exists a batch of queries qj in a
later round j > i that contains a correct oracle call with respect to input
x∗[k], where node v in (graph G) is an input-node, but there is no batch qp

with i < p < j that contains a correct oracle call for v. Note that we are
1We assume the transcript satisfies the unique-output-value property expected from a

function.
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translating from a node in the graph G×m to a node in G, so correctness is
defined by the k−th input in x∗. A description of the procedure is given
in Fig. 4.3.

Extraction. We now define the ex-post-facto pebbling-extraction algorithm.
Given a transcript T , the extraction algorithm sets P0 := ∅, and defines
P1, . . . , Pt by applying the following three rules to the each batch qi in the
order that they appear in the transcript.

1. Add all nodes in Pi−1 to Pi.

2. For each query xi,j in the current batch, if xi,j is a correct call for
some node v and input x∗[k], add (v, k) to Pi.2

3. For each (v, k) in Pi that is not necessary, remove it from Pi

Note that we say a node is placed in P (or pebbled) at some step i if it is
added to Pi in step 2 above. This allows us to distinguish between the nodes
which are inherited from a previous step and ones which are added due to
a correct oracle call. See Fig. 4.3 for the pseudocode describing the ex-post-
facto pebbling extraction. With the pebbling extraction defined, we can
analyze a pebbling extracted from a hash-dependent adversary. We now
prove two claims. To prove the first (legality) we make a similar prediction
argument to that made in [5], adapting the predictor to be suitable for hash-
dependent adversaries by extending the predictor’s hint, which replaces
a q/N term by q2/N . For the second (complexity), we again adapt the
predictor’s hint, this time to account for complications introduced by an
adversary computing multiple instances of the construction. In particular
the predictor must know for which instance oracle calls are correct, and we
pass this information for a certain set of queries, which replaces a log(q)
term with log(mq) in the final bound.

Claim 1 (Pebbling legality). For a fixed q-query pROM adversary A,
with fixed random coins and a fixed H, let T be a winning transcript
corresponding to A against (q, m)-sMH. Then the pebbling P extracted
from T is legal with probability at least 1− q2/N , over the choice of H and
the coins of A.

An analogous result was proven in [5] for a pebbling of G extracted from
a hash-independent q-query adversary computing a single instance. In
such a setting, illegal pebble placement must correspond to an adversary

2This translates the labels A computes for nodes in G to pebbles for the graph G×m.
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Extraction(G, T ):

0. ((q1, . . . , qt), x∗)←− parse(T )
1. P0, P1, . . . , Pt ←− ∅
2. for i = 1 to t do
3. Pi ←− Pi−1
4. for (xij , yij) ∈ qi do
5. for k ∈ [m] do
6. if isCorrect(xij , k,G, T ) then
7. (v, ∗)←− parse(xij)
8. Pi ←− Pi ∪ {(v, k)}
9. for (v, k) ∈ Pi do

10. if ¬isNecessary((v, k), i,G, T )
then

11. Pi ←− Pi \ {(v, k)}
12. return (P0, P1, . . . , Pt)

isCorrect(x, k,G, T ):

15. ((q1, . . . , qt), x∗)←− parse(T )
16. (v, ∗)←− parse(x)
17. (V , E)←− parse(G)
18. if v ∈ V then
19. if x = pre-labk(v) :
20. return true
21. if x = ((v, labk(v)), out) then
22. return true
23. return False

isNecessary((v, k), i,G, T ):

25. for j = i + 1 to t do
26. for (u, k) ∈ Ch(v) do
27. for xj,j′ ∈ qj do
28. if (u, ∗) = xj,j′ and isCorrect(xj,j′ , k,G, T ) :
29. for ℓ = i + 1 to j − 1 do
30. for xℓ,ℓ′ ∈ qℓ do
31. if (v, ∗) = xℓ,ℓ′ and isCorrect(xℓ,ℓ′ , k,G, T ) :
32. return False
33. return true
34. return False

Figure 4.3: pseudocode for the algorithm to extract a pebbling of G×m

from a transcript of the sMH game.
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predicting the output to the random oracle. To see how, recall that a node
v is added to pebbling step Pi if a correct call has been made in the i-th
round of queries. Any correct call for some node v is a query containing
pre-lab(v), and thus the labels for the parents of v.3 If the corresponding
node was pebbled illegally, one of these labels in pre-lab(v) (say for node
u) has not been received as a response from the oracle. Such an adversary
can be reduced to a predicting algorithm, with success probability bound by
Lemma 5. The predictor outputs a guess lab(u) for the input pre-lab(u).
For hash-independent adversaries, the hint the predictor receives is the
query index i ∈ [q] of the call which illegally pebbles v. This gives a bound
of q/N .

Changes for multiple instances. As described above, when referring to
labels and pre-labels we will specify an index k ∈ [m] to point to the
input x∗[k] for which a label or pre-label is correct. Additionally, as P is
a pebbling for G×m, when adding pebbles we translate the node indices
(for queries labeling distinct instances of a construction), into node indices
for (distinct subgraphs of) G×m.

Changes for hash-dependence. To extend the argument to a hash-
dependent setting, we account for the fact that the adversary A is free to
choose the input value x∗. As A may not decide upon x∗ until its final
step, we need to extend the hint to ensure that the predictor is still able
to find a correct call for u and avoid forwarding the query to its oracle.
To do this, we also include in the hint the index of the first correct call for
u (if there is one). The additional index required increases the hint space
by a factor of q, giving rise to the q2/N bound from the claim.

Proof. Let bad be the event that P is an illegal pebbling. That is, there
is step Pi ∈ P such that for some (v, k) ∈ Pi there exists a parent node
Paj((v, k)), such that Paj((v, k)) /∈ Pi−1. Any node (v, k) from G×m

is only placed in P if there is a query (in the transcript) of the form
pre-labk(v) where v is the corresponding node in G. If (v, k) is placed
illegally, then there is some bad parent node (u, k) := Paj((v, k)) such
that for some k ∈ [m], the label labk(u) is contained in pre-labk(v),
though no correct call (with respect to the input x∗[k]) was previously
made for u in G. Note that if there were a previous correct call for u, the
ex-post-facto pebbling algorithm would have kept (u, k) in Pi−1.

3In the single-instance hash-independent setting, there is a single pre-chosen input x
to the construction, so pre-lab and lab are both defined with respect to x.
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We next claim that Pr[bad] is upper bounded by q2/N . Let A be an
adversary that triggers event bad. We convert A to an algorithm B against
the prediction game which takes a hint, which is dependent on A, from
a space of size q2. We next apply Lemma 5, to obtain the upper bound.
The reduction (which is no longer ex-post-facto) proceeds as follows.

Hint. The hint function is defined as a pair (i, ℓ) where the first entry is
the index i ∈ [q] of the oracle call for the first node (v, k) as defined above
(which causes the illegal pebble placement in P ). The second is the index
ℓ ∈ [q] of the first correct oracle call for the bad parent (u, k) of (v, k) for
which there was no previous correct oracle call. If there is no correct call
for (u, k), the predictor gets the hint (i, i), and if there is no illegal pebble,
then the predictor gets the hint (⊥,⊥).

One difference here with that in [5] is the increased hint space. This is
because in our setting the predictor does not get access to the input x∗

from the outset – A outputs x∗ as it finishes. The predictor therefore also
needs to receive the index of the query corresponding to the first correct
oracle call for the bad parent (u, k) so that it can compute pre-labk(u).
The increase in the hint space changes the bound from q/N to q2/N .

Algorithm B receives a hint (i, ℓ) as defined above and runs A as follows,
aborting if the hint is of the form (⊥,⊥) or is not of the correct form.
B is aiming to predict the value of H(pre-labk(u)) without querying
pre-labk(u) to the oracle.

Reduction. B forwards all oracle calls of A to H up to and including the
i-th query. This query is correct, by the definition of the hint function, and
so it contains the labels of the parents of v in G, with respect to x∗[k] for
some k ∈ [m]. A correct call for at least one parent, say u, is never queried
to H. After receiving the i-th query B extracts labk(u) from pre-labk(v).
B then resumes running A under one of the following cases.

Case 1: If the hint is of the form (i, ℓ) where i ̸= ℓ, then B forwards all of
A’s oracle calls to H until the ℓ-th query and records pre-labk(u).

Case 2: If the hint is of the form (i, i), then there is no later correct call for
u and B runs A until it terminates, allowing B to record x∗[k] from
the adversary’s output. B then uses x∗[k] to recompute pre-labk(u),
making queries to H as needed.
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In both cases, B has the values for labk(u) and pre-labk(u), and did
not forward pre-labk(u) to the random oracle. B now returns labk(u) as
its guess for the bits of H(pre-labk(u)).

If A triggers the event bad, then B wins the prediction game. As the
hint is from a space of size q2, and the prediction is in a space of size N ,
then by Lemma 5 the probability of B winning the prediction game, and
therefore the probability of bad being triggered, is upper bounded by q2/N .
The probability that P is legal is therefore at least 1− q2/N .

Claim 2 (Pebbling complexity). Let T be a winning transcript correspond-
ing to q-query pROM adversary A, with fixed random coins and a fixed H,
against (q, m)-sMH. Let P be the pebbling extracted from the transcript.
Then for any λ ≥ 0:

Pr
[
∃i ∈ [t] : |Pi| >

|σi|+ λ

log N − log(qm)

]
< t2−λ

over the choice of H and the coins of A. Where σi is the state as defined
in Section 2.1.1.

Changes for multiple instances. An analogous result was proven in [5], for
a hash-independent adversary computing a single instance of a construction.
Here we adapt the argument to allow for adversaries computing multiple
instances of the construction. In particular, the predictor needs to know
for which instance any given query is correct. Without knowing this, much
like in the previous claim, the predictor cannot avoid querying a point for
which it would later make a prediction. We provide this information in
the hint, which results in a log(qm) term replacing a log(q) term in our
final bound. This claim and its proof are the same regardless of whether
the adversary is hash-independent or not, since it bounds the amount
of memory required to store each pebbling set Pi, which intuitively is
unaffected by the adversary not being hash-independent.

As each node (v, k) ∈ Pi is necessary, there is a later round in which
there is a correct oracle call (with respect to some x∗[k]) containing labk(v)
as a label for one of the input nodes – call this a critical call for v. As
there are no correct calls for v with respect to x∗[k] in the meantime, the
adversary making this oracle call must be able to find labk(v) using only
the state σi. Intuitively the size of σi must limit the number of nodes in Pi.
This intuition is formalized by constructing an algorithm B which predicts
the label of each node (v, k) in the set Pi with respect to the (x∗[k], H)-
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labeling of G. The predictor will get a hint from a hint function, and has
access to H.

Proof. Let badi be the event that for a fixed round i ∈ [t] and some λ ≥ 0,
the size of Pi exceeds the bound in the claim. We claim that Pr[badi] is
upper bounded by 2−λ. Let A be an adversary which triggers the event
badi. Given A we build an algorithm B against the prediction game, which
takes a hint from a space of size at most q|Pi|2|σi| and successfully predicts,
for each (v, k) ∈ Pi the response of oracle query pre-labk(v), predicting a
total of |Pi| log N bits. Note that k does not have to be the same for each
v. Recall a k-critical call for node (v, k) ∈ Pi is a correct oracle call (with
respect to x∗[k]) containing labk(v) as a label for one of its input nodes.
Intuitively, this is the oracle call that makes (v, k) necessary at step i. The
reduction proceeds as follows.

Hint. The hint function is defined as a pair (J , σi) where σi is the
adversary’s i-th state and the set J = {(j1, k1), . . . , (jr, kr)} ∈ [q]r × [m]r

is the set of indices of the critical calls for each (v, k) ∈ Pi, and the indices
of the instances for which they are correct. A pair (j, k) means the j-th
query from A is a critical call, correct with respect to x∗[k].

Algorithm B receives the hint (as defined above) and runsA with input σi.
B is aiming to predict, for each (v, k) ∈ Pi, the values of H(pre-labk(v)).

Reduction. B records all queries from A, and forwards any calls for nodes
not in Pi to the oracle, relaying the response. For all critical calls, B
records the labels of the input nodes, along with the instance for which
they are correct (these contain the prediction values used later). For all
queries of the form (v, l1, . . . , lδ),4 B makes the following recursive check for
correctness, starting by checking if, for any k ∈ [m] such that (v, k) ∈ Pi

the query (v, l1, . . . , lδ) is correct for v. For any query xi,j , B can check if
it is correct for some node w ∈ G, with respect to some x∗[k], with the
following steps

• Check if xi,j is a critical call for some node in Pi (in which case
the index of the query appears in J). Then xi,j is correct, as all
critical calls are correct by definition. Moreover, the hint contains
the instance for which the call is correct.

4We are considering queries which would label v for any of the m inputs.
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• Check, recursively, if there are previous correct calls for all parents of
w, whose labels match the pre-label in the query. This search ends
in at least one critical call. Referring to the hint, B finds the index
for which the call is correct.

If xi,j = (v, l1, . . . , lδ) is a correct call for (v, k) ∈ Pi, and labk(v) is
already recorded, B responds with labk(v), or else it forwards the call to
the oracle and relays the response. If xi,j was a correct call for v with
respect to x∗[k], then B will record the pair ((v, l1, . . . , lδ), labk(v)) to
output later. Once A is run, B has labk(v) for all (v, k) ∈ Pi without
querying pre-labk(v) to the oracle. B can then submit labk(v) as its
prediction for H(pre-labk(v)) for each (v, k) ∈ Pi, correctly predicting the
response of the random oracle.

Analysis. As the size of the hint space is qrmr2|σi|, and the space of bits
being guessed is N2|Pi|, then by Lemma 5 B can do this with probability
at most qrmr2|σi|/N2|Pi|.

Pr[B wins] ≤ qrmr 2|σi|

N 2|Pi|
≤ 2|Pi| log(qm) 2|σi|

2|Pi| log(N)
= 2−|Pi|(log(N)−log(qm))+|σi| ≤ 2−λ.

Where the second inequality is from r ≤ |Pi|, and the final one from
−|Pi| < −|σi|−λ

log(N)−log(qm) . This gives Pr[badi] ≤ Pr[B wins] ≤ 2−λ. Applying
the union bound over all time steps gives

Pr[bad] ≤
∑

i

Pr[badi] ≤ t2−λ .

Next, we bound the probability of a collision in the labels A computes,
and then move onto bound the probability A wins given there are no
collisions.

Claim 3 (Collision free transcript). Let A be a q-query adversary in the
(q, m)-sMH game. Let bad be the event that A finds a collision in any two
labelings labj and labk for some j, k ∈ [m]. Note that the A’s advantage
never decreases when there is such a collision, and

Advm-dMH
CH (A) ≤ Adv(q,m)-sMH

CH (A) ≤ Pr[bad]+Pr[A wins (q, m)-sMHCH |¬bad] .

To upper-bound the probability of a bad, let labj(v) and labk(v) be the
labels for a node v, then a collision in node labels corresponds to a collision
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in two hash queries to the random oracle H. Namely, if labj(v) = labk(v),
then H(v, . . . , labj(Paδ(v))) = H(v, . . . , labk(Paδ(v))). For each node v,
let qv be the number of queries A makes, beginning with index v. Then, as
A labeled these two nodes, the probability that these two labels collide is
at most q2

v/N . Thus, the probability that A finds a collision in the labels
of any node is at most

1
N

n∑
1

q2
i ≤

1
N

(
n∑
1

qi

)2

≤ q2

N
.

The above three claims allow us to complete the proof for Theorem 2.
The final steps in the analysis closely follow the proof in [5] for the hash-
independent setting.

For any q-query adversary A in the (q, m)-sMH game, with respect to
CH, that produces a collision free transcript T , let P be the ex-post-facto
pebbling of G×m extracted from T . Let W be the event that A wins the
game, and assume Pr[W ] ≥ ϵ. Let ϵ̄ := log

(
ϵ− q2/N

)
, t be the number of

steps in P , and C be the event that P is a legal pebbling and that
t−1∑
i=0
|Pi| ≤

tϵ̄ +
∑t−1

i=0 |σi|
log(N)− log(qm)

.

By claim 1 (legality), claim 2 (complexity), and an application of the
union bound, we have shown that Pr[C] > 1 − (q2/N) − 2−ϵ̄ = 1 − ϵ.
Therefore, the probability that W and C occur simultaneously is positive,
and so an adversary whose transcript satisfies C can win with probability
greater than ϵ. As such a pebbling is legal and complete, the cumulative
pebbling cost of P must by definition be lower bounded by CC(G×m).
Therefore

CC(G×m) ≤ −t log
(
ϵ− q2/N

)
+ CMC(A)

log(N)− log(qm)
.

Applying Lemma 1, and rearranging, we obtain the bound for ϵ, and by
collecting terms we arrive at the statement in the lemma.

Now we restate and prove Corollary 2, to lower bound the minimum
expected CMC needed by a hash-dependent adversary computing a single
instance of CH.

Corollary 2 (One-off cost). Let all parameters be as above, then for
ϵ ∈ (q/N , 1], q <

√
N and ϵ̄ := − log

(
ϵ− q2/N

)
:

dCMCq,ϵ(CH) ≥ ϵ ·CC(G)(log N − log q)

ϵϵ̄ + 1 .
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Proof. Let m = q′ = 1, then we recover the single instance 1-dMH game,
and the proof of Theorem 2 gives

CC(G) ≤ tϵ̄ +
∑t−1

i=0 |σi|
log(N)− log(q) .

And so ∑t−1
i=0 |σi| > CC(G)(log N − log q) − tϵ̄. Assuming that the ad-

versary incurs no cost for failing to compute the iMHF, then the expected
cumulative memory cost for an adversary which wins with probability at
least ϵ is at least ϵ(CC(G)(log N − log q)− tϵ̄).

The cost of an adversary must also be at least t (as at least one bit
is stored per round). As ϵ(CC(G)(log N − log q)− tϵ̄) is monotonically
decreasing in t we can set ϵ(CC(G)(log N − log q)− t0ϵ̄) = t0 and solve for
t0. This gives the bound from the corollary statement.

4.3 Meeting a stronger CMC notion
Formalising the metric. For an integer m, we say A ϵ-computes m
instances of CH if Advm-dMH

CH (A) ≥ ϵ. Given a construction CH, we define
its strong (q, ϵ)-dCMC as the CMC of the “best” q-query algorithm that
computes CH on some (typically the easiest) input with probability at least
ϵ. That is,

dCMCq,ϵ(CH) := min
A∈S[q,ϵ,CH]

{CMC(A)} ,

where S[q, ϵ, CH] is the set of all q-query algorithms A in pROM with
advantage at least ϵ in the 1-dMH game against CH. Similarly, for m ∈N,
we define the (m, q, ϵ)-dCMC of CH as the CMC of the best q-query
algorithm that computes CH on at most m (possibly hash-dependent)
instances with probability at least ϵ, where the effort is scaled by the
number of instances computed. In other words,

dCMCm,q,ϵ(CH) := min
m̄∈[m]

min
A∈S[q,ϵ,m̄,CH]

{CMC(A)/m̄} ,

where S[q, ϵ, m̄, CH] is the set of all q-query algorithms A in pROM that
have advantage at least ϵ in the m̄-dMH game against CH. We say that a
construction C is (m, q, ϵ, µ)-memory-hard if its (m, q, ϵ)-CMC is at least µ.
Note that when m = 1, we recover the single-instance notion defined above.
Intuitively, these definitions describe the average cumulative memory cost
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4.3 Meeting a stronger CMC notion

per instance, for the best adversary succeeding with probability at least ϵ.
Measuring the cost per instance allows us to capture the non-amortizability
of a construction. Informally, any savings in CMC will be captured by this
metric, even if they are the result of sharing memory across computations
for (possibly many) different instances.

We present two corollaries, lower bounding the cost of computing the
construction. These follow from the proof of Theorem 2 given in Section 4.2.
First, we obtain a lower bound on the cost of computing m instances in
terms of the computational cost of a single larger instance. In the hash-
independent case, collisions in graph labels are not under the control of
the adversary, whereas adversaries with access to H can use oracle queries
to search for collisions and pick inputs depending on collisions in the hash.
We account for adversaries which may use the additional adaptivity to
choose inputs which result in collisions. This gives a factor of q2 to the
expected fraction of instances with collisions. In the hash-independent
setting, the bound is independent of adversarial queries, as the expected
number of collisions is fixed by the total number of nodes.

Lemma 6 (Cost of collisions). Let all parameters be as above, let ϵ ∈
(q/N , 1] be a real number and β(m) := max{0, 1−mq2/N}. Then,

m · dCMCm,q,ϵ(CH) ≥ dCMCq,ϵ(CH
×mβ(m)) .

Proof. Following from Theorem 2, the probability A finds a collision in
the labels for any node is at most q2/N . Therefore, when computing m
instances, the expected number of collisions is at most (m− 1)mq2/2N ≤
m2q2/N . Let u be the number of non-colliding instances. If A can compute
an instance for free with every collision, then the expected value of u is
at least m−m2q2/N = mβ(m). Thus the total cost of computing m
instances (in which node labels may appear in multiple instances) is at
least the cost of computing mβ(m) instances in which all nodes have
different labels. We now show how the expected number of non-colliding
instances relates to the definitions of dCMC:

m · dCMCm,q,ϵ(CH) := min
m̄∈[m]

min
A∈S[q,ϵ,m̄,CH]

{m ·CMC(A)/m̄}

= min
m̄∈[m]

{ min
A∈S[q,ϵ,m̄,CH]

{m ·EH,r[CMC(A, H, r)]/m̄}}

≥ min
A∈S[q,ϵ,CH

×mβ(m)
]
{CMC(A)}

=: dCMCq,ϵ(CH
×mβ(m)) ,
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where the inequality follows from the argument above, noting that both
the CMC metric and β(m) are expectations taken over the choice of H.

Next, we recall Corollary 2 (proved in Section 4.2) which gives a lower
bound on the minimum expected CMC needed for a hash-dependent
adversary to compute a single instance of a construction CH. The bound
we got is the same as that for hash-dependent adversaries, up to a small
collision factor.

Corollary 2 (One-off cost). Let all parameters be as above, then for
ϵ ∈ (q/N , 1], q <

√
N and ϵ̄ := − log

(
ϵ− q2/N

)
:

dCMCq,ϵ(CH) ≥ ϵ ·CC(G)(log N − log q)

ϵϵ̄ + 1 .

Next, we use the above two lemmas along with the additive property of
a graph’s cumulative complexity to derive a lower bound on the dCMC of
graph-based iMHFs. This extends the non-amortizability of such iMHFs
to the hash-dependent setting.

Theorem 3 (Amortized cost). Let all parameters be as above and let ϵ be
a real number. Let β(m) := max{0, 1−mq2/N} and suppose ϵ ∈ (q/N , 1]
and q <

√
N , let ϵ̄ := − log

(
ϵ− q2/N

)
. Then,

dCMCm,q,ϵ(CH) ≥ β(m)ϵ ·CC(G)(log N − log q)

ϵϵ̄ + 1 .

Proof. Following the analogous proof for hash-independent adversaries
in [5], we combine our hash-dependent results to reach a similar bound.
Concretely,

dCMCm,q,ϵ(CH) = min
m̄∈[m]

min
A∈S[q,ϵ,m̄,CH]

{CMC(A)/m̄} (by definition)

≥ min
A∈S[q,ϵ,CH

×mβ(m)
]
{CMC(A)/m} (by Lemma 6)

≥ ϵ ·CC(G×mβ(m))(log N − log q)

m(ϵϵ̄ + 1) (by Corollary 2)

≥ β(m)ϵ ·CC(G)(log N − log q)

ϵϵ̄ + 1 . (by Lemma 1)
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Example application. We can apply the bound from Theorem 3 to the
Argon2i family of MHFs. For an instantiation of Argon2i with n nodes,
the tightest bounds on the cumulative complexity of the underlying graph
are that of [19], giving a lower bound of Ω̃(n1.75). Assuming the round
function of Argon2i behaves as a random oracle, we let CH be Argon2i with
n nodes. Applying our bound, and keeping parameters as above, we derive
the minimum dCMC required to compute m instances with probability at
least ϵ:

dCMCm,q,ϵ(CH) ≥ β(m)ϵ · n1.75(log N − log q)

ϵϵ̄ + 1 .

Therefore, any q-query algorithm computing m instances of Argon2i
essentially needs the CMC required to pebble the underlying graph with
the hash digests.

Comparison to the hash-independent bounds. It is natural to ask
how the bound in Theorem 3 bound compares to the analogous hash-
independent case. Let CMCm,q,ϵ(CH) denote the expected cost for a
parallel adversary to compute m instances of the construction CH with
success probability at least ϵ, in the hash-independent setting, i.e., in the
m-MH game. Let β(m) := max{0, 1−mn/N}, ϵ ∈ (q/N , 1] and q <

√
N ,

let ϵ̄ := − log(ϵ− q/N), then from AS15 we have that

CMCm,q,ϵ(CH) ≥ β(m)ϵ ·CC(G)(log N − log q)

ϵϵ̄ + 1 .

Importantly, both the hash-dependent and hash-independent bounds
are similar, as both are essentially linear in the pebbling complexity of the
underlying graph.

The differences are in the parameters β(m), and ϵ̄. In our stronger
setting, the mn/N term is replaced with a mq2/N term. Intuitively, this
captures the additional collision probability available to an adversary that
picks inputs adaptively. The change to ϵ̄ is a technical consequence from
the extension to the hint we give in the proof of Theorem 2.

4.4 Conclusion
In this chapter, we have extended the notion of memory hardness to account
for adversaries which pick their inputs adaptively. With this strengthened
definition, we then asked whether the graph-based data-independent MHFs
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4 Hash-dependent Memory Hardness

of AS15 were still memory hard. By giving an adapted pebbling reduction,
we were able to answer this question in the affirmative. The indexing of
graph-based iMHFs is enough to ensure memory hardness even against
more adaptive adversaries, and the lower-bounds we derive on the cost of
computing m instances show that the computation cannot be amortized
effectively.

This is good news, both for our stronger definitions and the constructions
we consider. For a large class of iMHFs we have proven good upper bounds
on the advantage in the security game, and good lower bounds on the cost.
This confirms that the stronger hash-dependent setting is still useful, and
the current model for graph-based iMHFs is secure even in a multi-instance
setting. Additionally, we can be content with the paradigm for building
graph-based iMHFs. As the bounds are essentially linear in the CC of the
underlying graph, it suffices to pick a graph with high CC.

Looking forward, we will put the main result of this chapter to work
in the proof of Theorem 4. Having bound the advantage of an adversary
in the stronger sMH game in Theorem 2, we will make use of all of the
adaptivity it affords the adversary.
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5 Unrecoverability of MHFs
In this chapter we will use the main results of Chapters 3 and 4, to prove a
multi-instance unrecoverability bound for hash-dependent passwords stored
under the class of memory hard functions in Definition 5. This result is the
culmination of extending both the unguessability framework of FT21 and
the pebbling reduction framework of AS15, allowing us to upper-bound the
advantage of a parallel adversary in the hash-dependent UR game in terms
of the adversary’s cumulative memory complexity and the unguessability
of the password distribution, even when the distribution is dependent on
the underlying hash function. As the entirety of this chapter is dedicated
to the proof of Theorem 4, we give some intuition to the main steps in an
overview.

5.1 Proof overview
In the proof we use the unpredictability of the salts to argue that the queries
of the password sampler are independent from the queries made in the
challenge generation. We prove this by showing that the unpredictability
due to salting “propagates” through the construction, so that its queries
are unpredictable from the sampler’s point of view. Specifically, salting
only the inputs is sufficient for this (as opposed to salting all nodes of the
graph.)

We then show that outside of the full computations of CH, from the
point of view of the adversary, the outputs to the construction are random
and independent of values for the underlying hash function. To do this,
after ruling out collisions in the outputs of the random oracle, we consider
whether the adversary can predict the label of a vertex generated during the
preparation of challenges without performing a computation of the MHF
in the forward direction. Then, we introduce a FindChain procedure
that detects forward computations and aborts the game if a vertex label
is correctly computed but FindChain does not detect it. If such a case
arises, there is a correctly labeled vertex for which the adversary does
not label at least one of its parents. We can rule this case out, as the
adversary cannot predict the output of the random oracle. This enforces
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5 Unrecoverability of MHFs

MHF evaluations to be done in the forward direction only, and puts us in
a position to bound the number of full computations via a reduction to
the memory-hardness of the MHF.

In this reduction, we make full use of the adversarial adaptivity in the
sMH game. Note that by inspecting the node indices in the adversary’s H
queries, we can detect both inputs and outputs to the construction, i.e.,
queries with the index of an input node, and responses which label the
output node. However, detecting which inputs correspond to which outputs
blows up the CMC of the adversary in the memory hardness game: to
match input-output pairs and submit them later, one needs to store at least
one label for each of the inputs. As a q-query adversary can start up to q
computations, neither storing input-output pairs, nor recomputing them
can be done efficiently. The strong memory hardness game is critical here,
as the adversary has the flexibility to provide sets of up to q candidate valid
inputs and outputs, of which m must be successful, rather than ordered
vectors. As the sets are unordered, the adversary in the sMH game does
not have to keep track of the correspondence, and the reduction doesn’t
blow up the CMC.

The final step of the proof is a reduction to the sa-Guess game, à la
FT21, with modifications to account for the non-monolithic nature of the
construction. In keeping the simulated hash function compatible with the
challenge values, we need to place a query to the Test oracle if and only
if a full chain computation arises. This is because when a full chain starts
with one of the challenge password-salt pairs we need to pick the correct
challenge value as the response to the hash query corresponding to the
label of the sink node. The number of Test queries in this reduction is
equal to the number of full chains that the adversary computes, which
was bounded in the previous step. Note that a Test query needs to be
placed for every sink node. With multiple sink nodes the adversary can
use a reduced CMC to verify a guess. Hence, the iMHF constructions that
we consider are those with a single sink node.

Assumptions on salt generation, and the password distribution. With
a reduction to sa-Guess, our advantage bound inherits the collision term
on the generated salts. As discussed in Chapter 3, for strong security
guarantees we require the salts to be approximately uniformly and inde-
pendently distributed. As this will be needed anyway, we assume a uniform
salt generator Gen, sampling independent salts from a space K. Although
one could consider low entropy salts, (or even adversarially chosen salts),
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independently and uniformly distributed salts are more strongly motivated
by practice.

For the password distribution, we do not make these assumptions. In
fact we want to account for the setting where passwords are correlated,
and not sampled independently. These bounds will show that high entropy
salts are sufficient to derive good security bounds in terms of adversarial
CMC, and the unguessability of the passwords.

5.2 Unrecoverability of Memory-Hard Functions
Having examined how to bound the advantage of an adversary trying
to compute a graph-based iMHF on m distinct inputs, we now consider
the multi-instance unrecoverability of graph-based iMHFs. We prove the
first bounds in terms of the adversary’s CMC, as opposed to just query
complexity. Additionally, our results account for non-uniform and even
hash-dependent password distributions. In Section 5.3, we provide an
extension of this main theorem to one-wayness security. But here, we start
with a formal statement of our result.

Theorem 4 (UR security of CH). Let P , q, n, m, c, t, δ, qP , ℓ ∈ N, PH
m

be a qP-query m-sampler, Gen = [K] (see assumptions above), G be a
DAG on n vertices, and CH be the iMHF based on the graph G in the
(nN δK, N )-RO model as defined in Definition 5. Then for any q-query,
t-time, c-corruption adversary A in the UR game with respect to PH

m, Gen
and CH, there exists a P -query, c-corruption adversary B against sa-Guess
s.t.

AdvUR
PH

m,ℓ,Gen,CH(A) ≤ Advsa-Guess
PH

m,ℓ,Gen(B)+2−γ +
(2qP + nmℓ + 4q)2

N
+

qPmℓ

K
,

where γ = [(P + 1)CC(G)[log N − log((q + qP)m)]− (CMC(A) + ∆)]/t′,
t′ = t + qP , and ∆ = CMC(PH

m) + mt log N .

Intuitively, γ captures the gap between the CMC we expect from an
adversary computing (P + 1) instances following the canonical pebbling al-
gorithm (where for each pebble, the adversary queries the hash to compute
the next label) and the actual CMC of A averaged over t steps. Further-
more, similarly to Lemma 4, if the password sampler is hash-independent
(i.e., when qP = 0), the bound is meaningful for any K. Otherwise, K
needs to be sufficiently large for salting to be effective.

P is chosen to minimize Advsa-Guess
PH

m,ℓ,Gen(B) + 2−γ + (2qP+nmℓ+4q)2

N + qP mℓ
K .

Since only the first two terms depend on P , it is sufficient to choose P
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to minimize the sum Advsa-Guess
PH

m,ℓ,Gen(B) + 2−γ . Note that Advsa-Guess
PH

m,ℓ,Gen(B) is
non-decreasing in P as having more queries can only increase B’s advantage,
and 2−γ is decreasing in P as the larger P is, the larger γ is by definition.
The minimum for the sum occurs when Advsa-Guess

PH
m,ℓ,Gen(B) becomes the

dominating term. Intuitively, this is the point where the adversary can’t
compute CH with high probability. As we cannot give a closed form for
the exact P that minimizes the sum, we instead provide bounds on P ,
leveraging the fact that (1/N )m−c ≤ Advsa-Guess

PH
m,ℓ,Gen(B) ≤ 1.

We first lower bound P by finding the smallest P s.t. 2−γ < 1. This oc-
curs when γ > 0, i.e. ((P + 1)CC(G)(log N − log((q + qP)m))− (CMC(A)+
∆)/t′ > 0, specifically

P >
(CMC(A) + ∆)

CC(G)(log N − log((q + qP)m))
− 1 .

We then upper bound P by finding the largest P such that 2−γ >
( 1

N )m−c. This occurs when −γ > − log N i.e. (P + 1)CC(G)(log N −
log((q + qP)m)) − (CMC(A) + ∆) < (m− c)t′ log N , which in turn re-
arranges to give

P <
(CMC(A) + ∆) + (m− c)t′ log N

CC(G)(log N − log((q + qP)m))
− 1 .

Combining the above gives us bounds on the optimal value P of

(CMC(A) + ∆)
CC(G)(log N − log((q + qP)m))

< P + 1 <
(CMC(A) + ∆) + (m− c)t′ log N

CC(G)(log N − log((q + qP)m))
.

Having set the value of P , we now go back to the proof.

Proof. We prove the theorem via a sequence of games as follows.

G0 : This game is defined to be the UR game with respect to PH
m, Gen and

CH. Thus, Pr[G0] = AdvUR
PH

m,ℓ,Gen,CH(A).

G1 : Let G1 be a game where a bad flag, bad1, is set if PH
m queries some x to

H which is queried again during the challenge generation phase, after
the bad flag is set we then abort. This ensures that the queries of
PH

m are independent of the queries made during challenge generation.
G0 and G1 are identical until bad, and an unpredictability argument
(see the salt unpredictability claim below) shows that Pr[bad1] ≤
qPmℓ/K, where qP is an upper bound on the number of queries of
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the password sampler and ℓ is the number of salts per password:
Pr[G0] − Pr[G1] ≤ Pr[bad1] ≤ qP mℓ

K + qP mℓ
N . This is essentially

due to the fact that salts are unpredictable, which in turn implies,
in an inductive manner, that hash queries to compute the vertex
labels of the graph, which involve hashing the parent labels, are also
unpredictable.

G2 : This game lazily samples the random oracle. This game is identical
to G1: Pr[G2] = Pr[G1].

G3 : This game sets a bad flag bad2 whenever the output point sampled
for any oracle i < n has already been used as part of an input to
the oracle indexed with any j ∈ Ch(i) or there is a collision in the
hash outputs. (This event ensures that no two computations on
distinct inputs collide - note that this includes computations from
the challenge generation phase.) The game then aborts after bad2
is set. Games G2 and G3 are identical until bad2. As the outputs
are sampled randomly, and the game (that is the adversary and the
challenge generation phase) make a total of at most q + mn queries
to the oracles, we have Pr[G2]−Pr[G3] ≤ Pr[bad2] ≤ (qP+nmℓ+2q)2

N .

G4 : This game sets bad3 when A makes a query containing a label gener-
ated during the challenge phase, without first completing the compu-
tation from the corresponding input, and then aborts after bad3 is
set. The check for computation from an input to a point within the
computation is done using a procedure called findChain. Given a
label y and a point v, findChain checks if there exists a computation
chain from an initial input up to the point v and then either returns
the input point or returns ⊥. On input (y, v), findChain runs as
follows, it parses the input y into v, lab(Pa1(v)), . . . , lab(Pad(v)),
for each lab(Pai(v)) it looks in the table for a query that returned
lab(Pai(v)). Due to the bad events in the previous games for each
lab(Pai(v)) there will be a at most one inverse y′. If no inverse
exists then the function returns ⊥, otherwise it recursively applies
findChain on (y′, Pai(v)). When findChain is called on (y, 1),
i.e., the first hash in the computation, if it has an inverse in the
table, findChain has found the initial input to the construction and
returns that input. Formally, for each password-salt pair (pw, sa),
the queries made by the game to evaluate CH(pw, sa) assign to each
node v a label l. If A makes a query containing the label l, without
fully computing the CH(pw, sa) up to the corresponding node v, then
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bad3 is set. We show in the challenge point prediction claim below
that Pr[G4]−Pr[G3] ≤ Pr[bad3] ≤ mℓq/N .

G5 : In this game, when the adversary makes a query for the final node,
the game uses findChain (described in G4), to check if the query
completes a full computation starting from a password-salt pair
(pw[i], sa[i, j]). If it finds such a computation, it responds with the
corresponding challenge value, else it samples a fresh random value.
The bad3 flag ensures that A only labels points from the challenge
generation correctly via a full computation from an input to that
point. The bad2 flag ensuresA only computes in the forward direction.
Together these flags ensure that the game will stay consistent with
the challenge values y, because any correct query A makes to label
a sink node will be the result of a full chain, and so the game can
respond with the right challenge point. Thus Pr[G5] = Pr[G4].

G6 : In this game, we no longer store the intermediate points generated in
the challenge phase, and if during the online phase A evaluates the
construction on a correct password-salt pair the points are freshly
sampled. Until a query from A resamples these intermediate points,
the values are information theoretically hidden from the adversary.
Thus: Pr[G6] = Pr[G5].

G7 : This game sets a bad flag bad4 whenever the adversary fully computes
CH on more than P unique inputs, and then aborts when bad4 is
set. Games G7 and G6 are identical until bad4. We show, via a
reduction to a strong (q + qP , P + 1)-sMH game, in the bounded
chain completion claim below that Pr[G7]− Pr[G6] ≤ Pr[bad4] ≤
Adv(q+qP ,P+1)-sMH

Gen,CH (B). We conclude the proof by showing in the
G7 to sa-Guess reduction claim below that the advantage of any
adversary in G7 is bounded by one in the sa-Guess.

Claim 4 (Salt unpredictability). For the parameters that we have above,
we have that,

Pr[bad1 is set in G2] ≤
qPmℓ

K
+

qPmℓ

N
.

Proof. For PH
m to make a query that is then repeated during challenge

generation it must have been of one of two forms: either it is at the start
of the computation, i.e. of the form (1, pw, sa) or it is midway through the
computation i.e. (i, x). We first bound the probability of a query of the first
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5.2 Unrecoverability of Memory-Hard Functions

form being made. As the salts are generated after the password sampler
produces a password, and the salts are unpredictable, the probability
of any of PH

m’s qP queries picking one of the mℓ salts that Gen samples
afterwards is at most qPmℓ/K. Finally we bound the probability of a
query of the second form being made. As a query of the first form has not
been made (otherwise bad1 would have already been set), and therefore
the value of H(1, pw, sa) is unpredictable. Let qP i denote the number of
queries the password sampler makes to the random oracle with index i.
The probability of PH

m guessing this value – and therefore being able to
make a query H(2, x) that was made during challenge generation – is at
most qP 2mℓ/N . This argument follows for each node on the graph, and
thus the probability of a query H(i, x) being made for any i > 1 can be
upper-bounded by ∑n

i=2 qP imℓ/N ≤ qP mℓ
N . Combining both bounds gives

Pr[bad1 is set in G1] ≤ qP mℓ
K + qP mℓ

N .

Claim 5 (Collisions). For parameters as above, we have

Pr[A sets bad2 in G3] ≤
(qP + nmℓ + 2q)2

N
.

Proof. There are two events that trigger bad2, the first is if the response
to a (new) query collides with a previous query that has been made, the
second is if the response to a (new) query collides with the output of a
previous query. The first event only happens if the adversary makes a
query relating to some node i > 1, without having made the query to the
parent nodes. Let qi represent the number of queries that are made to
the oracle indexed with node i. The probability that the response of a
query for node i collides with a query made to any of its children is at
most 1

N (qi
∑

j qChj(i)). Taking a union bound over i, we get the bound
1
N

∑n
i=1

(
qi
∑

j=1 qChj(i)

)
. Note that ∀i,∑j qChj(i) ≤

∑n
i=1 qi ≤ q. This

gives

1
N

n∑
i=1

qi

∑
j

qChj(i)

 ≤ 1
N

n∑
i=1

q · qi =
q

N

n∑
i=1

qi ≤
q2

N
.

To bound the second event, we consider the total number of queries that
are made. Between the password sampler, the challenge generation phase
and the adversary there are a total of qP + nmℓ + q queries. A standard
collision argument upperbounds the probability of any of these queries
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5 Unrecoverability of MHFs

colliding (on distinct inputs) as (qP+nmℓ+q)2

N .
Thus

Pr[A sets bad2 in G3] ≤
(qP + nmℓ + q)2 + q2

N
≤ (qP + nmℓ + 2q)2

N
.

Claim 6 (Challenge point prediction). For the parameters that we have
above, we have that,

Pr[bad3 is set in G4] ≤
mℓq

N
.

Proof. For each node i ∈ [1, n], the challenge generation phase creates mℓ
labels. As there are no collisions in the queries, each label is unique and
sampled uniformly at random. Consider the labels for the node with index
n− 1. In the online phase, suppose A does not compute the construction
from an input to node n− 1, but still makes a query containing the label
for this node with respect to one of the mℓ inputs. As there are no
collisions in A’s queries, A either obtained the label by making a query
with the labels for the parents of node n− 1, with respect to the same
input, or guessed the output of an unqueried point. The probability A can
guess the label for the unqueried point i (with respect to any of the mℓ
inputs) is at most qimℓ/N . By induction over the node parents, we have
Pr[bad is set in G4] ≤

∑n
i=1 qimℓ/N ≤ mℓq

N .

Claim 7 (Bounded chain completion). For the parameters that we have
above:

Pr[A sets bad3 in G7] ≤ Adv(q+qP ,P+1)-sMH
CH (B) ≤ 2−γ +

2q2

N
,

where γ := ((P + 1) ·CC(G)[log(N)− log((q + qP)m]−CMC(B))/t′, we
have t′ = t + qP , and CMC(B) = CMC(A) + qP + mt log(N).

Intuitively an adversary that triggers bad4, and so fully computes the
construction on at least (P + 1) inputs, can win a (P + 1)-instance memory
hardness game. We give a reduction to an adversary in the (q + qP , P +
1)-sMH game (defined in Section 4.1) and bound the advantage using
Theorem 2.

Proof. Given an adversary A as defined in the theorem statement, we
construct a (q + qP)-query adversary B against (q + qP , P + 1)-sMH, where
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5.2 Unrecoverability of Memory-Hard Functions

CMC(B) = CMC(A) + qP + mt log(N). Algorithm B, with access to H,
samples a random password vector and leakage z from PH

m, samples mℓ
salt vectors from Gen and generates a random challenge output vector y
which it sends to A, along with the salt vectors and leakage z. B then
runs A and forwards each of A’s queries to its oracle.

When A makes a query with the index of the source node, i.e., any query
of the form (1, l), algorithm B appends the input l to its special output
register σO. When A makes a query to label the sink node n, i.e., a query
of the form (n, l), algorithm B appends the response H(n, l) to the register
σO. For any Cor query A makes, B responds with the corresponding
password. When A terminates, algorithm B returns σO, which contains at
most q values.

In order to handle A’s corruption queries, B stores the password vector
pw. This increases CMC(B) by mt log(N). As algorithm B recognizes
each input or output query as it receives it, and appends stored values to
σO immediately, it runs A with no extra CMC cost. If A triggers bad4,
then there exists a set of (P + 1) correct input-output pairs in σO, and B
wins the (q + qP , P + 1)-sMH game.

Claim 8 (G7 to sa-Guess reduction). Let P , q, n, m, c be integers, G be
a graph on n vertices with maximum in-degree δ, and CH be the iMHF
based on the graph G as defined in Definition 5 in the (nN δK, N )-RO
model. Then for any m-sampler PH

m that makes at most qP random oracle
queries, any unpredictable salt generator Gen, and any q-query, c-corruption
adversary A against G7, there exists a P -query, c-corruption adversary B
against sa-Guess such that

AdvG7
PH

m,ℓ,Gen,CH(A) ≤ Advsa-Guess
PH

m,ℓ,Gen(B) .

Proof. Given an adversary A as in the theorem statement in G7, we
construct an adversary B against sa-Guess as follows. We assume, without
loss of generality, that A only returns a value x if it has computed CH(x).1
B receives the salt vector sa, leakage z, and generates a challenge vector y
following the rules of G7. If sa contains a salt sa s.t. PH

m had made the query
(∗, sa), then the oracle H′ is used (according to the rules corresponding

1For any A that returns x without computing CH(x) we can create an A′ which runs
A and computes CH(x) before returning x, and where CMC(A′) = CMC(A) + m′ ·
dCMCq,1(CH). We assume, without loss of generality, that m′ is less than the number
of guesses made by A - as otherwise it would be impossible for A to ever win, no matter
how low entropy the password distribution, therefore CMC(A′) = O(CMC(A)),
where m′ is the number of passwords recovered.
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to bad1 in G1, carried through to G7). Algorithm B runs A on y and z
and for all A’s queries with node indices from 1 to n− 1, B answers by
lazily sampling the random oracle, if any of B’s answers lead to a collision
between computations with distinct start points, then B aborts according
to the rules corresponding to bad2 of G3. For any queries that A makes
to the oracle for the final node, i.e., of the form (n, ℓ1, . . . , ℓδ), algorithm
B checks if past queries form a complete computation of the construction
on some input (x, sa) using findChain (described in G4). If it does, B
queries (x, sa) to Test. If Test returns true, B responds to A’s query
with the value y ∈ y corresponding to (x, sa), else it lazily samples the
random oracle output. As we have a single sink, any query to the sink node
must correlate to a full computation, note that if there were multiple sink
nodes then a query to Test must be made any time a sink node is reached,
regardless of if the other sinks had been reached yet - i.e. regardless of
if the whole computation had been made. A could have computed the
function for at most P unique start points, otherwise bad3 would have
been triggered and the game would have aborted. As B will have queried
each of the P start points (on which A computed CH) to its Test oracle,
and A only returns values on which it has performed full computations,
then any (x′, sa′) that A returns will have been queried to Test by B. As
B will have returned y if Test returns true, then whenever A wins, B will
also win.

Combining the game transitions above gives

Pr[G0] = Pr[G7] +
6∑

i=0
(Pr[Gi]−Pr[Gi+1])

≤ Advsa-Guess
PH

m,ℓ,Gen(P , c) +
2q2

N
+ 2−γ +

mℓq

N
+

(qP + nmℓ + 2q)2

N
+

qPmℓ

K
+

qPmℓ

N

≤ Advsa-Guess
PH

m,ℓ,Gen(P , c) + 2−γ +
(2qP + nmℓ + 4q)2

N
+

qPmℓ

K
,

where the last inequality is as a result of

(2qP + nmℓ + 4q)2 ≥ 2q2 + mℓq + qPmℓ + (qP + nmℓ + 2q)2 ,

and γ := ((P + 1) ·CC(G)[log N − log((q + qP)m)]− (CMC(A) + ∆))/t′,
and ∆ = CMC(PH

m) + mt log N , and t′ = t + qP .
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5.2 Unrecoverability of Memory-Hard Functions

5.2.1 Interpretation

To aid the interpretation, consider a setting without corruptions, i.e.,
c = 0. Then, the dominating term in the bound is Advsa-Guess

PH
m,ℓ,Gen(P ). As

above, we set P = (CMC(A)+∆)/CC(G)(log N/(q + qP)m), which gives
2−γ = ((q + qP)m/N )CC(G)/t′ . Assuming a uniform salt generator, and
applying Lemma 3, we can bound the dominating term by AdvGuess

PH
m

(P ) +

m2ℓ2/K. Applying Lemma 2 gives (P
m)AdvGuess

PH
m

(m). For a password
sampler PH that outputs m uniform passwords from a dictionary of size D,
the advantage of a P -query adversary in the Guess game is (P

m)/Dm ≈(
P

mD

)m
. For a general graph based iMHF, and a password sampler whose

query complexity is at most linear in CMC(A), we can upper bound the
advantage as

AdvUR
PH,ℓ,Gen,CH(P ) ≤ Õ

(( CMC(A)
CC(G)mD

)m
)

.

This matches the intuition that for salted passwords, the adversary has
to spread its CMC across all m instances, using CMC/m per instance. So
for each instance it can compute the construction CMC/mCC(G) times,
each of which is a correct guess with probability 1/D. As the adversary
needs to guess correctly for m independent instances, we have the bound
above. Hence, the adversarial effort to recover the passwords scales linearly
in both the CC of the underlying graph and the number of passwords.
Note that neither ℓ nor K appear in this simplified bound, as they only
contribute to a small additive term.

We now consider this bound in terms of graph-based iMHFs from the
literature, specifically d-iterate hashing, Argon2i-B [13], Catena [32], and
general Balloon hashing [20]. For each construction, we consider the multi-
instance security case where m passwords are sampled uniformly from
a dictionary of size D, and the adversary is required to recover all m
passwords.

We start with d-iterate hashing, i.e. the iMHF defined from the path
graph of length d (denoted Pd). Whilst it is clear that d-iterate hashing is
not memory-hard, there are some notable iteration-based constructions,
e.g., PBKDF2 [50] and T/Key [39]. Noting that iteration has been shown
to be amplifying for KDF security [10] (where the advantage of an attack
decreases linearly with the number of iterations), we now confirm this for
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5 Unrecoverability of MHFs

unrecoverability. Note that CC(Pd) = d, hence:

AdvUR
PH,ℓ,Gen,Pd

(A) ≤ Õ
((CMC(A)

dmD

)m
)

.

Argon2 is a family of MHFs that won the Password Hashing Competi-
tion [48], we consider Argon2i, the graph-based iMHF version of Argon2.
The tightest bounds on the cumulative complexity of the underlying graph
are that of [19], giving lower and upper bounds of Ω̃(n1.75) and O(n1.767),
where n is the number of nodes in the underlying graph. Catena, whilst
not winning the Password Hashing Competition, did still receive a special
mention. The graphs for Catena come in two flavors: butterfly and dragon-
fly. In [3], the cumulative complexity of these graphs has been bounded
from below as Ω̃(n1.5) (for both) and from above as Õ(n1.625) (for Dragon-
fly) and o(n1.625) (for Butterfly). Balloon Hashing is an iMHF based on
random sandwich graphs. In [3] the cumulative complexity of these graphs
has been bounded from below as Ω̃(n1.5) and above as Õ(n1.625).

In Table 5.1 we present upper and lower bounds based on the cumulative
complexity of the graphs for each of the iMHFs, where for each construction
we consider AdvUR

PH,ℓ,Gen,CH(A).

Numerical interpretation. One can see from the above table that a suc-
cessful adversary needs to spend cumulative memory complexity equivalent
to the construction’s dCMC, multiplied by the size of the dictionary.

Let us assume a dictionary of ten billion (or approximately 233) passwords.
This is roughly the size of modern leaked password banks [54].

Meta’s quarterly reports [43] show roughly three billion users. Assuming
a large scale attack on Facebook users, the bounds show that the adversary
would need roughly 260 times the CMC of a single computation to have a
good advantage in the unrecoverability game.

Note that if the MHF is Argon2i, the OWASP Application Security
Verification Standard (ASVS) [47] recommends a single round and a single
degree of parallelism, with the fifty thousand nodes (though higher is better).
Assuming that the application uses two rounds of one-hundred thousand
nodes instead, (as this would mean the memory would be overwritten),
we can substitute this value into the lower bound, to obtain roughly
n1.75 ≈ 230.

These rough number help to intuit the scale of the required attack, but
the important result is asymptotic, i.e., that we can reduce the advantage
in the UR game to password guessing advantage even when using MHFs
in an adaptive setting.
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iMHF Lower bound Upper bound

Argon2i Ω̃
((

CMC(A)
n1.767mD

)m)
Õ
((

CMC(A)
n1.75mD

)m)
Catena - butterfly Ω̃

((
CMC(A)
n1.625mD

)m)
Õ
((

CMC(A)
n1.5mD

)m)
Catena - dragonfly ω̃

((
CMC(A)
n1.625mD

)m)
Õ
((

CMC(A)
n1.5mD

)m)
Balloon Ω̃

((
CMC(A)
n1.625mD

)m)
Õ
((

CMC(A)
n1.5mD

)m)
Table 5.1: Bounds on the unrecoverability advantage for iMHF construc-

tions

Game CRA
CH

H←← Fun(N , M )
(x, y)←← AH( )
return (CH(x) = CH(y)) ∧ (x ̸= y)

Figure 5.1: The CR game with respect to a construction CH.

5.3 One-wayness

Password storage security can also be analyzed with respect to standard
one-wayness security, where the adversary’s goal is to recover any input as
long as it produces the same output when evaluated by the construction as
that of the actual password. In a single instance setting, moving between
unrecoverability and one-wayness can be achieved in a straightforward
manner up to the collision resistance of the construction. This is sufficient
for practical security bounds since passwords are typically low entropy and
the extra collision probability is dominated by the unguessability of the
passwords. Moreover, passwords tend to come from small dictionaries that
effectively render the hash function injective.

In this section, we give a corollary bounding the multi-instance one-
wayness security of the constructions considered in the thesis. We do
this by bounding the probability that an adversary can win on even one
instance without recovering the passwords. To do this, we will make use
of the following collision resistance game.
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5.3.1 Collision resistance
Below we define the collision resistance (CR) game, which we make use
of in Corollary 3. In the CR game, with respect to a construction CH,
an adversary A with oracle access to H must output a pair of distinct
points (x, y) such that CH(x) = CH(y). See Fig. 5.1 for the pseudo code.
Formally, for a q-query adversary A, and a hash based construction CH,
we define

AdvCR
CH (A) := Pr

[
CRA

CH

]
.

We now upper bound the advantage of a q-query adversary in the CR
game w.r.t. a construction CH from Definition 5, using a simple collision
argument.

Lemma 7 (Collision resistance of graph-based iMHFs). Let q, n, and δ
be integers, such that q > n, let G be a graph on n vertices with maximum
in-degree δ, and CH be the iMHF based on the graph G in the (nN δK, N )-
RO model as defined in Definition 5. Then for any q-query adversary A
in the CR game with respect to CH

AdvCR
CH (A) ≤ (q + 2n)2

N
.

Proof. A collision in the output of the construction means there must exist
a collision in the underlying primitive. Therefore, if A wins there must
exist two distinct points a1 and a2 in the table of the random oracle H
such that H(a1) = H(a2). Moreover, for some node v in G, both a1 and
a2 must begin with the index of v. Algorithm A makes at most q queries
to H, fixing at most q points in the table. Recall that A outputs a final
pair of inputs (x, y), possibly independent of its queries. The final pair
(x, y) defines two labelings of G, the (H, x)-labeling and (H, y)-labeling
respectively. Together these labelings fix at most another 2n points in the
table of H during the final verification step in the CR game when CH(x)
and CH(y) are computed.

For each node v of the graph G, let qv be the number of queries made to
H which begin with index v (including queries made by algorithm A and
those in the final verification step of the game). Then the probability that
A finds a collision in the labels of a node in the graph is at most

1
N

n∑
i=1

q2
i ≤

1
N

(
n∑

i=1
qi

)2

≤ (q + 2n)2

N
.
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Note that a comparable bound is given for the Catena MHF in [32].
With this bound in hand, we now state and prove our corollary for OW

security.

Corollary 3 (OW security of CH). Let all parameters be set as in The-
orem 4. Let qP + (mℓ + 2)n ≤ q. Then, for any q-query parallel OW
adversary A, there is a q-query parallel UR adversary B with a similar
CMC s.t.

AdvOW
PH

m,ℓ,Gen,CH(A) ≤ AdvUR
PH

m,ℓ,Gen,CH(B) +
4q2

N
.

Informally, we transition from the OW game to the UR game by setting a
bad flag if the adversary wins without recovering even one of the passwords.
We bound the probability bad via a reduction to a (q + qP + mℓn)-query
adversary in the collision resistance (CR) game (formally defined in Sec-
tion 5.3.1). The reduction keeps track of the queries used to simulate PH

m

and generate a challenge, and the analysis keeps track of the collisions in
the mℓ instances.

Proof. Let G0 be the OW game with respect to the parameters in the
theorem statement, and let A be an adversary in G0. Let G1 be a game
where a bad flag is set when A wins, but there is at least one password
which isn’t recovered. That is, for all pairs (i, j) ∈ [m] × [ℓ], it holds
that CH(pw[i], sa[i, j]) = CH( ¯pw[i], sa[i, j]), but there is some k ∈ [m]
s.t. pw[k] ̸= ¯pw[k]. Then Pr[G0] = Pr[G1]. Let G2 be a modified game
s.t. if bad is set, A loses and the game returns 0. Therefore G1 and G2 are
identical until bad and Pr[G2]−Pr[G1] ≤ Pr[bad is set in G2].

To bound the probability bad is set, we give a reduction from G2 to the
collision resistance game CR with respect to the same construction CH.
Let A be an adversary in G2, we build an algorithm C in CR. Algorithm
C samples vectors pw and sa according to the password sampler PH

m

and Gen in G2, which requires at most qP queries to H. Algorithm C
computes the challenge vector y = CH(pw, sa), with at most mℓn queries
to H. Algorithm C then runs A on input (y, sa, z), relaying A’s q oracle
queries to H. (Here C receives the queries as batches, but relays them
sequentially, storing responses to return as a batch.) When A returns

¯pw algorithm C compares pw and ¯pw for any pair (k, l) ∈ [m]× [ℓ] such
that pw[k] ̸= ¯pw[k], to return ((pw[k], sa[k, l]), ( ¯pw[k], sa[k, l])) as a
candidate collision. If there is no such (k, l) then C aborts. Whenever bad
is set in G2, algorithm C makes at most (q + qP + mℓn) queries, and wins
the CR game. By Lemma 7 in Section 5.3.1 we have:
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AdvCR
CH (C) ≤ (q + qP + (mℓ + 2)n)2

N
≤ 4q2

N
.

Previous collision resistance results. Previous work has argued for col-
lision resistance of individual graph-based memory hard functions. The
creators of Argon2id [14] argued that the construction is collision resistant
based on some assumptions on the underlying compression function. Using
a pseudorandom function P , they build the following compression function

G(X, Y ) := P (Z)⊕Z, where Z = X ⊕ Y .

For X and Y which are 1024-byte blocks. They argue that if P (Z)⊕Z is
collision resistant, and 4-generalised collision resistant, (i.e., it is hard to find
distinct a, b, c, and d such that a⊕ b⊕ c⊕ d = P (a)⊕P (b)⊕P (c)⊕P (d)),
then G is collision resistant. However they do not derive a bound in the
collision resistant game.

The creators of Catena [33] also argue for collision resistance. Their
results are limited to specific graph families used for the Catena framework,
but they are asymptotically the same as the bounds derived above.

Finally, Boneh et. al. argue that their Balloon hash [20] construction
can be made collision resistant by composing it with a collision resistant
hash function. They do not derive a bound.

The result in this thesis contributes by covering a wider class of graphs
that contains the above graph families, and by producing a bound via a
cryptographic proof. Additionally, due to the modular approach, the bound
can be lifted to a one-wayness result using the game hopping methodology
in Corollary 3.

5.4 Conclusion

In this chapter, we derived security bounds for the UR game. Importantly,
the technique enables the bounds to be given in terms of the CC of the
underlying graph, the cumulative memory complexity of the adversary, and
if necessary, the unguessability of the underlying password distribution.
Along the way, we make the important contribution of accounting for
passwords which depend on the hash. This is only achievable using the
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results from Chapters 3 and 4, which provide the games and techniques
for reductions to sa-Guess and sMH respectively.

In doing this we verify that the non-amortizability of graph-based
memory hard functions not only translates to more adaptive adversar-
ies on the sMH game, but to the advantage in the UR game too. That is,
the adversarial effort scales with the number of instances and the CC of
the underlying graph as desired.

While it seems intuitive that the security in the OW game should be the
measure of security for password storage models, it is not necessarily the
case. Although finding a collision for a password is in theory sufficient to
gain unauthorized access, it is debatable to what extent this should count
as cracking a password. A large economic motivator for password cracking
is their sale on the black market [15]. The value of these passwords comes,
in large part, from their reuse, and so the value of a collision on a password
is not so clear. Additionally, the input field for the password-based log in
system needs to accept the collision as a valid format. In the final part of
this chapter, we resolve the issue with a proof in the up-to-date security
models. We formalize the idea that the OW security is only a negligible
collision bound away from the security in the UR game.
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6 Multi-stage Indifferentiability

6.1 Background
We have provided bounds for the UR game that captures password storage,
but memory-hard functions (MHFs) have broader applications. Wherever
we want to prevent large-scale guessing attacks, we may want to use an MHF
in place of the random oracle. As mentioned in the introduction, ideally we
don’t want to reprove security for every new application. Instead, we would
like to derive indifferentiability bounds that guarantee security for an entire
class of games. However, many applications are inherently multi-stage. As
we have argued, any application that uses passwords should be modelled
with a hash-dependent password sampler. This requirement alone means
that correctly modelling password-based security necessitates multi-stage
games that fall outside the scope of single-stage indifferentiability.

Furthermore, many large-scale attacks on passwords occur offline using
techniques such as time-memory trade-offs [38, 46]. The UR game we
define in the earlier sections does not account for these preprocessing
attacks. The standard approach to model such attacks for random oracles
is to use the auxiliary-input random oracle model (AI-ROM). In this
model, an adversary is given offline access to the random oracle and can
pass a preprocessing string to an online adversary. The security bounds
one obtains are parameterised by both the online query complexity T ,
and the size of the auxiliary information S. We use the techniques of
indifferentiability games to prove the suitability of a large class of graph-
based functions, in a wide reaching class of games.

Related Work on Indifferentiability. The single-stage indifferentiability
of iMHFs was established in [7], which introduced a composable definition
for moderately hard functions. This work presented a framework that
allows one to prove indifferentiability with an awareness of adversarial
cumulative memory complexity (CMC). However, this framework was
limited to single-stage games. Consequently, the unrecoverability bounds
in the previous section do not simply follow from the indifferentiability
result in [7].
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6.2 Additional preliminaries

Multi-stage indifferentiability has been explored in related contexts.
In [45], Mittelbach examined multi-stage indifferentiability for a class
of hash chain constructions, but this predated the Password Hashing
Competition (PHC) and therefore did not account for the wide class of
graph-based MHFs that concern us. Specifically, the hash-chain definition
was restricted to graphs of indegree two, preventing direct application of
the results to modern MHFs. Additionally, Mittelbach’s multi-stage games
did not account for preprocessing adversaries.

More recently, [23] studied indifferentiability in the presence of prepro-
cessing, but this work restricted considerations to ‘perfectly’ indifferenti-
able constructions—those indifferentiable from a random oracle even to
an unbounded adversary. While the authors showed this applied to the
single-round sponge function, no such results exist for the graph-based
MHF constructions we consider.

Overview. In this chapter, we study the indifferentiability of graph-based
MHFs in a wide class of multi-stage games that account for both hash-
dependent sampling and offline access to the random oracle. The class
of MHFs we consider, based on the definitions established in [6], is not
compatible with those studied in [44], and the class of games we consider
is strictly wider than the single-stage games in [7]. Importantly, our results
do not require the constructions to be perfectly indifferentiable, as in
[23]. There are immediate definitional and technical challenges to proving
security in such a general setting. While the result of this chapter will be
to give a positive security result for large classes of graphs and games, it
will also demonstrate some natural limitations of this approach.

6.2 Additional preliminaries
As the techniques and frameworks of this chapter are different from the
others, there are some additional things to recall before moving onto the
proofs.

6.2.1 Basic security definitions
Salted Construction. We consider hash-based constructions that take as
input a tuple (sa, x), where sa is a salt and x is some value. We call these
salted constructions. Typical salted constructions prepend the salt to the
input of the first invocation of the underlying hash, but it may be used for
every invocation or for a subset thereof.
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6 Multi-stage Indifferentiability

Dealing with preprocessing. The auxiliary input random oracle model
(AI-ROM) models preprocessing attacks with two stages. The offline
phase grants a preprocessing adversary, which we denote D0, access to
the full random oracle H drawn from Fun(N , M ). The adversary D0 is
computationally unbounded and can generate an S-bit preprocessing string
z0, which is passed to the online adversary D1. The online adversary D1 is
computationally bounded and has oracle access to H.

Definition 4 (Adversary in the AI-ROM). Adversaries in the AI-ROM
are two stage. An adversary D = (D0,D1) runs D0 and D1 in sequence.

• The offline adversary D0 is given unbounded offline access to the
random oracle H, or equivalently, gets access to the full table of the
random oracle H, which we denote D0(H).

• The offline adversary D0 outputs an S-bit preprocessing string z0,
encoding information of its choice.

• The online adversary gets access z0, and a bounded number of queries
to the oracle H.

Importantly, both the size of the preprocessing string, and the number
of online queries are parameters in any bounds appearing in this model,
where the security measures indistinguishability or unrecoverability of the
random oracle.

The bit-fixing random oracle model (BF-ROM) models the preprocessing
information as a list L of P pre-fixed points (x, y) ∈ (N , M ) which respect
the definition of a function. In this model, rather than parties having
access to the random oracle H given to D0, each party has access to a
different random oracle H′ conditioned on a list L, which we denote H′[L].
The list L is extracted from D0’s output using a decompression algorithm
Decomp. As the offline adversary D0 doesn’t get access to H′, the list L is
independent of H′.

Now we recall a theorem from [26] which, roughly, bounds the difference
between the AI-ROM and the BF-ROM. This means that one can bound
advantage in the easier-to-analyse BF-ROM setting, and derive a bound
in the AI-ROM with an additive factor to the bound.

Theorem 5 ([26]). Let N , M , S ∈N, H be a random oracle drawn from
Fun(N , M ), and let D0 be an algorithm taking H as input and returning an
S-bit string. Then there exists an algorithm DecompD0 with the following
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AI-ROD
N ,M

H←← Fun(N , M)
z0 ←− D0(H)
b′←← DH

1 (z0)
return b′

BF-ROD
N ,M ,P ,γ

H←← Fun(N , M)
z0 ←− D0(H)
L←← DecompD0(z0, P , γ)
H′←← Fun(N , M )

b′←← DH′[L]
1 (z0)

return b′

Figure 6.1: The auxiliary input random oracle game (left) and the bit
fixing counterpart (right).

property: for all P ∈ N, γ > 0 and for any distinguisher D1 making at
most T queries to its oracle, we have

∣∣∣Pr
[
AI-ROD

N ,M

]
−Pr

[
BF-ROD

N ,M ,P ,γ

]∣∣∣ ≤ 2(S − log γ−1)T

P
+ 2γ ,

where D = (D0,D1), and the games AI-ROD
N ,M and BF-ROD

N ,M ,P ,γ are
defined in figure Fig. 6.1.

6.2.2 The graph-based iMHFs in this chapter
Here, we must recall the graph-based MHF definitions from previous
chapters, and make one alteration. Namely, we will consider graphs with
a single source and a single sink. Thus the functions they define will be
salted from a space of a suitable size to ‘fill up’ the rest of the input to H.
This means, the size of the salt space is essentially set by the indegree of
the graph. We will restate the definition below.

Let G = (V , E) be a directed acyclic graph (DAG), where the node
set V is the set of integers 1 to n. Let Pa(i) (resp. Ch(i)) be the set of
parents (resp. children) of the node i, with Paj(i) (resp. Chj(i)) being
the jth parent (resp. child) ordered by node index. Let δi be in-degree of
the ith node, and let δ := maxi{δi}. In this paper, we consider iMHFs
which use the labeling scheme from AS15 [5]. We reproduce the definition
of that labeling here, and extend it to allow for salting. While the initial
label l in AS15 is drawn from a label set L, to allow salting for a salt
set of size K, we extend the initial label l to be drawn from [K]+ × L,
where [K]+ := [K] ∪ {ε}, i.e., l would take the form (sa, pw), with sa = ε
accounting for no salting used.
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6 Multi-stage Indifferentiability

Definition 5 ((H, l)-labeling of graphs [5]). Let G = (V , E) be a DAG
with maximum in-degree δ, [K]+ be a salt set, L be an arbitrary label set,
and H := Fun(V × [K]+ ×Lδ, L). For a function H ∈ H and an initial
label l ∈ [K]+ × L, the (H, l)-labeling of G is a mapping lab : V 7→ L
defined recursively for all v as:

∀v ∈ V : lab(v) :=

{
H(v, l) : indeg(v) = 0 ;
H(v, lab(Pa1(v)), . . . , lab(Pad(v))) : 0 < indeg(v) = d ≤ δ .

We assume that ε ∈ L, and where there are fewer than δ + 2 inputs to H, we
pad the inputs with ε. For brevity, we use pre-lab(v) to refer to the H input
which defines the label of node v, i.e., , pre-lab(v) = (v, l) if indeg(v) = 0,
and pre-lab(v) := (v, lab(Pa1(v)), . . . , lab(Pad(v)) otherwise. Note that
a salt is only included when indeg(v) = 0.

Using the labelling of a graph, we can describe graph-based iMHFs in the
random oracle model. A construction C is formed from a graph G using the
labelling from Definition 5, and when instantiated with the random oracle
H, it forms a construction we denote as CH. Computing CH on l = (sa, x),
denoted as CH(l), will give an (H, l)-labelling of G. We recall the formal
definition below.

Definition 6 (Graph-based iMHF [5]). Let G = (V , E) be a DAG with
maximum in-degree δ and sink nodes {v1, . . . , vz} for some positive integer
z. Let L be an arbitrary label set, [K]+ be a salt set, and H = Fun(V ×
[K]+ ×Lδ, L). The graph functions (of G and H) are the members of the
family of oracle functions C = CH

G , indexed by functions in H, mapping
[K]+ ×L to Lz. For input l ∈ [K]+ ×L, the value of CH ∈ C is defined
as CH(l) := (lab(v1), . . . , lab(vz)), where vi are arranged in lexicographic
order and lab is the (H, l)-labeling of G.

In this thesis we are primarily considering the labelling set L := [N ]. In
this chapter, we limit our considerations to DAGs with a single sink and a
single source.

6.3 Preprocessing and Indifferentiability
Indifferentiability. We start by recalling the standard indifferentiability
notions, starting with the Real and Ideal games, presented in Fig. 6.2. In
the Real-Indiff game, first the random oracle H is sampled, and then the
distinguisher D, with oracle access to the construction CH and primitive H,
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Real-IndiffD
CH

H←← Fun(N , M)
b←← DConst,Prim()

Const(x)
return CH(x)

Prim(x)

return H(x)

Ideal-IndiffD,S
RO

RO←← Fun(N ′, M ′)
b←← DConst,Prim()

Const(x)
return RO(x)

Prim(x)

return SRO(x)

Figure 6.2: The Real-Indiff and Ideal-Indiff games with respect to a
distinguisher D, a simulator S, and a construction CH.

returns a decision bit b. In the Ideal-Indiff game, the random oracle RO
is sampled, and the distinguisher D’s construction oracle is replaced with
RO, and the primitive oracle is simulated by a simulator S, which itself
has oracle access to RO.

Note that sampling H from Fun(N , M ) in Real-Indiff will induce the
input and output sizes of N ′ and M ′ for the construction CH, and hence,
RO is drawn from Fun(N ′, M ′) in Ideal-Indiff. In this thesis, we will limit
considerations to salted constructions with the same domain and range
and the underlying hash.

For a distinguisher D, a construction CH, and a simulator S, we define the
indifferentiability advantage in this game as the distinguishing advantage
between the real and ideal worlds. In the real world the distinguisher has
oracle access to the construction CH and the underlying primitive H. In
the ideal world, the construction is replaced with a random oracle RO and
the primitive is simulated by the simulator S which itself has access to the
random oracle. Below we define what is meant for a construction to be
indifferentiable from a random oracle.

Definition 7 (Indifferentiability). A construction CH, based on primitive
H, is indifferentiable from a random oracle RO if there exists a simulator S
such that for any distinguisher D, the following indifferentiability advantage
is small.

Advindiff
CH,D,S :=

∣∣∣Pr
[
Real-IndiffD

CH

]
−Pr

[
Ideal-IndiffD,S

RO

]∣∣∣ .

Order of the quantifiers. While this notion requires that there exists a
simulator S which simulates for every distinguisher D, one can consider
weaker notions which swap the order of the quantifiers, i.e., for every D
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Real-sa-ai-IndiffD
CH,Gen

H←← Fun(N , M)
z0 ←− D0(H)
(st, z1)←← DPrim1

1 ()
for i ∈ [m]:

sa[i]←← Gen()
b←← DConst,Prim2

2 (st, z0, z1, sa)

Proc. Prim1(x)

return H(x)

Proc. Prim2(x)

return H(x)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
return CH(sa, x)

Ideal-sa-ai-IndiffD1,D2,S
RO,Gen

RO←← Fun(N ′, M ′)
z0 ←− S0(RO)

(st, z1)←← DPrim1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

b←← DConst,Prim2
2 (st, z0, z1, sa)

Proc. Prim1(x)

return SRO
1 (x)

Proc. Prim2(x)

return SRO
2 (x; z0, sa)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
return RO(sa, x)

Figure 6.3: The sa-ai-Indiff notion with respect to D = (D0,D1,D2) and
S = (S0,S1,S2).

there exists a simulator S. In this weaker notion, the simulator S can
depend on the distinguisher D. Indeed, for the multi-stage notions we
consider in this paper, one could construct different notions by swapping
quantifiers for the simulators and distinguishers at each stage.

Next, we introduce the salted auxiliary-input indifferentiability notion
we call sa-ai-Indiff.

Description of the game. Both the Real-sa-ai-Indiff and Ideal-sa-
ai-Indiff games have three stages. The Real-sa-ai-Indiff game begins
with sampling the random oracle H from the space Fun(N , M ). The
preprocessing adversary D0 has unbounded access to H, and outputs an
advice string z0

1. The first stage distinguisher D1, gets oracle access to
H and outputs a state st along with a string z1. Note that D1 does not
receive z0 as input. The salt generator Gen then samples a vector sa of
m salts, before D2 is run with the state st, the preprocessing information
z0 from D0, the string z1 from D1, and the salts sa. The distinguisher
D2 gets oracle access to both the primitive H, and a salted construction
oracle, that only accepts queries of the form (sa, x) where sa is a salt in

1Note that the preprocessing string is generated deterministically, following the restric-
tions described in [26].
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the vector sa.
The Ideal-sa-ai-Indiff begins by sampling the random oracle RO from

the space Fun(N ′, M ′). The preprocessing stage is simulated by the
simulator S0 which has unbounded access to the random oracle RO, and
outputs the preprocessing information z0. The distinguishers D1 and D2
are run identically to the real game, but the oracles they are granted are
changed. The primitive oracles Prim1 and Prim2 instead run simulators S1
and S2 respectively, each with oracle access to RO. The salted construction
oracle replaces the construction CH with the random oracle RO. The
pseudocode for both games is presented in Fig. 6.3. Note that the second-
stage simulator is not given access to z1, but does have access to z0 and the
public salt. For a distinguisher D = (D0,D1,D2), such that D0 outputs
S-bits of preprocessing information, D1 makes at most T1 queries and D2
makes at most T2 queries to the primitive and TConst construction queries
is a (S, T1, T2, TConst)-distinguisher.

Salted and unsalted constructions. Ours is not the only way to ensure
that all queries to the construction are salted. One option is to generate a
fresh salt for each construction query; the appeal is there is no need to fix
the number of salts generated. While this may seem to widen the reach
of possible composition, unfortunately, it is actually too restrictive. For
any useful definition we must allow D2 to query different points on the
same salt, and to choose for which salt it query any given point. Instead,
we generate the salts before D2 runs, so the choice of salt is available for
each query. This notion is both simpler to analyze and still permits a
composition theorem wide enough to capture useful games (see Figs. 6.6
and 6.7). Note that in Definition 8, where the salt generator is empty, we
recover a simpler notion for unsalted constructions.

When we force the construction oracle to use a salt, we write (sa, x) to
denote concatenation of the salt sa with the input x.

Definition 8 (Salted AI Indifferentiability). A construction CH based on
primitive H is salted AI indifferentiable from a random oracle RO with
respect to a salt generator Gen if there exist simulators S1 and S2 such that
for all distinguishers D1 and D2, and for every preprocessing distinguisher
D0, there exists a simulator S0 such that the advantage below is small.

Advsa-ai-indiff
CH,Gen,D,S :=

∣∣∣∣ Pr
[
Real-sa-ai-IndiffD

Gen,CH

]
−Pr

[
Ideal-sa-ai-IndiffD1,D2,S

Gen,RO

] ∣∣∣∣ .

Where D = (D0,D1,D2) and S = (S0,S1,S2).
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Real-SSUA
CH,Gen,G

H←← Fun(N , M)
z ←− A0(H)
st1←← G

AH
1

1 ()
for i ∈ [m]:

sa[i]←← Gen()
b←← GConst,AH

2 (z,sta)
2 (st1, sa)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return CH(sa, x)

Ideal-SSUB
RO,Gen,G

RO←← Fun(N ′, M ′)
z ←− B0(RO)

st1←← G
BRO

1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

b←← GConst,BRO
2 (z,sta)

2 (st1, sa)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return RO(sa, x)

Figure 6.4: The pseudocode for the sample, salt, and use games, where
A = (A0,A1,A2), B = (B0,B1,B2), and G = (G1,G2).

6.3.1 Composition theorems

Using this definition, we now state and prove a composition theorem for
a large class of games. These can be thought of as sample, salt, and use
(SSU) games. Intuitively, this notion captures games which sample inputs
x to a construction CH, sample a salt vector sa, and give the adversary
access to the outputs CH(sa, x) for any of the values x ∈ x and sa ∈ sa.
The pseudocode to describe the structure of these games is given in Fig. 6.4.
Note that the game G1, may alter the output of the first-stage adversary
in generating the adversaries state sta.

In Theorem 6 we show salted AI indifferentiability implies that for
any adversary A in the left-hand side class of Real-SSU games, i.e.,
SSUA

CH,G,Gen, there is an adversary B in the right-hand side Ideal-SSU
games, i.e., SSUB

RO,G,Gen, with a similar advantage.

Theorem 6 (Composition for salted AI indifferentiability). Let m ∈N

and CH be a salted construction which is salted AI indifferentiable from
a random oracle RO with respect to a salt generator Gen which outputs
m salts. Then for any multi-stage game G = (G1,G2) and any multi-
stage preprocessing adversary A = (A0,A1,A2), there exists a multi-
stage preprocessing adversary B = (B0,B1,B2) and a distinguisher D =
(D0,D1,D2) such that

Pr
[
SSUA

CH,Gen,G

]
≤ Pr

[
SSUB

RO,Gen,G

]
+ Advsa-ai-indiff

CH,Gen,D,S .
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Intuitively, given an A and G as defined above, we have to construct a D
and a B which satisfy the inequality. We do this by defining a distinguisher
from A and G, and using the corresponding simulator S to build the new
adversary B.

Proof. Let A = (A0,A1,A2) be an adversary in the multi-stage game
G = (G1,G2), then we show that there exists an adversary B = (B0,B1,B2)
that satisfies the bound in the theorem statement.

First, we use A to define the sa-ai-Indiff distinguisher D = (D0,D1,D2).
Let the preprocessing distinguisher D0 be the adversary A0 which, given
full access to the primitive, prepares the S-bit advice string to pass to
the second-stage distinguisher D2. Let D1 be the combined system of G1
running adversary A1, such that D1 forwards all of A1’s primitive queries
to its own primitive oracle, relaying the responses. Then the state st1 that
G1 passes to G2, is passed by D1 to D2. Let the second stage distinguisher
D2 be the combined system of game G2 running with A2. Specifically, D2
receives the preprocessing string, the state st1 from G1, and the public
salt and uses it as input to G2. The distinguisher D2 then forwards all
A2’s primitive queries and G2’s construction queries to its primitive and
construction oracles respectively, relaying the responses.

The construction CH is indifferentiable as defined in Definition 8, and
so there exists a pair of simulators S1 and S2 for every D1 and D2, and
for each D0 there exists some S0 such that the distinguishing advantage is
small. Let S = (S0,S1,S2) be the simulator (guaranteed by Definition 8)
for D in the sa-ai-Indiff game with respect to the same salt generator Gen
and construction CH from the statement. We use this simulator S, along
with adversary A to construct adversary B. Set B0 to be the preprocessing
simulator S0, which prepares and forwards the S-bit preprocessing string.
Set B1 to be the joint system A1

S1 , and B2 to be A2
S2 . It is important

to note that S2 does not get direct access to z1, and so the adversary B2
does not access any more information than A2. Then the difference in the
advantages of B and A is exactly the distinguishing advantage between
the real and ideal worlds, and by rearranging, we obtain the bound from
the statement.

Proposition 7. The SSU and sa-ai-Indiff notions are equivalent.

In Theorem 6 we show that the sa-ai-Indiff security notion implies
security in the SSU games. To show equivalence, we need to show the
implication in the opposite direction, i.e., given a distinguisher D in the sa-
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ai-Indiff game, we build a game-adversary pair G and A in the real Real-
SSU game.

Proof. First, given a distinguisher D in the sa-ai-Indiff game, we build
a game-adversary pair G and A in the real Real-SSU game. Let D =
(D0,D1,D2) be a distinguisher in the sa-ai-Indiff game. To build the
preprocessing adversary, we set A0 to be D0. Given the first-stage distin-
guisher D1, which outputs (st, z1), we set A1 to be a dummy adversary,
and G1 to be D1. Let A2 be a dummy adversary that immediately forwards
its input to G2, and let G2 be D2. Then A0 outputs the preprocessing
z0 = z, and passes it straight to A2. The first stage game GA1

1 passes
the state st1 = (st, z1) to G2, which upon initializing A2 with an empty
adversarial state sta, immediately receives z from A2. Then G2 can run
D2, on the input (st, z0, z1, sa).

Let S be the simulator for the distinguisher D. Then to define each stage
of the adversary B := (B0,B1,B2), we compose the adversary Ai with Si,
i.e., for each i in the set {0, 1, 2} we set Bi := ASi

i . By Definition 8, the
SSU advantage is small.

Comparable attacks. Intuitively, the construction CH is a good replace-
ment for a random oracle RO in any application if for any attacker A
against the game where CH is used, there is a similar attacker B with a
similar advantage when the random oracle is used instead.

However, in some settings, the similarity of the adversary has to go
beyond query complexity if we wish to obtain a meaningful bound. As
an illustration, consider the case of hash-dependent password samplers
in the unrecoverability game. Here, the password sampler is modelled
by adversary A1 in the first stage. Suppose that A1 is a q-query hash-
dependent sampler that outputs a uniform random password vector pw, and
B1 is a q-query adversary that outputs a low-entropy password vector pw′.
Then even if the advantages for A and B are close in these games, this tells
us little about how closely CH behaves to a random oracle. The difference
in the password distribution confounds any meaningful comparison. In our
proofs, we want to guarantee that the adversary B1 will satisfy a stronger
notion of similarity.

We want the output z1 of both A1 and B1 to have the same unguessabil-
ity from the point of view of any algorithm with access to the construction.
This would guarantee similar unguessability from the point of view of A2
and B2. This property is in fact implied by the single-stage indifferentiab-
ility of the construction, which we show next.
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6.3.2 Comparability of attacks
Here we show that if the construction CH is indifferentiable from a random
oracle with the simulator S, then the attack B in the Ideal-sa-Indiff game,
that we build by the composition theorem, will be comparable to the
attack A in the Real-sa-Indiff game. That is, from the point of view of
B2, the output of B1 will have the same unpredictability as the output of
A1. Note that in the application to the unrecoverability described above,
if an adversary can guess the passwords, then they can predict the output.
Recall that if CH is indifferentiable from a random oracle, as in Definition 7,
we have that

Advindiff
CH,D,S :=

∣∣∣Pr
[
Real-IndiffD

CH

]
−Pr

[
Ideal-IndiffD,S

RO

]∣∣∣ ,

is small. By the composition theorem for ordinary single-stage indifferen-
tiability proven in [42], for any game G and attacker A, there exists an
attacker B such that∣∣∣Pr

[
GAH,CH]−Pr

[
GBRO,RO

]∣∣∣ ≤ ϵ ,

where ϵ is small. In particular, this applies to the prediction game presented
in Fig. 6.5. This game captures the unpredictability of the first stage
adversary’s output z1. The Real-Pred game is initialized by sampling a
random function H. Then a predictor algorithm Pr is given oracle access
to the construction, and outputs a prediction z1. Next, adversary A is
run with oracle access to H, and wins the game if it outputs z1 ̸= z1. The
Ideal-Pred game is syntactically identical, except for the random function
RO which is sampled from the space of random function from N ′ to M ′.
The function RO replaces both the construction and the primitive oracles.

For adversaries A and B in the Real-Pred and Ideal-Pred games
respectively, we say they are comparably unpredictable if for any prediction
algorithm Pr, the advantage

Advpred
CH,D,S :=

∣∣∣Pr
[
Real-PredA

CH,Pr

]
−Pr

[
Ideal-PredB

RO,Pr

]∣∣∣ ,

is small.

Claim 9 (Indiff =⇒ Pred). Let CH be indifferentiable from a random
oracle, as in Definition 7. Then for every predictor algorithm Pr, and
every adversary A in the Real-Pred game, there exists an adversary B in
the Ideal-Pred game such that A and B are comparably unpredictable. is
small.
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Real-PredA
CH,Pr

H←← Fun(N , M)
z1←← PrConst

z1←← APrim

return z1 ̸= z1

Const(x)
return CH(x)

Prim(x)

return H(x)

Ideal-PredB
RO,Pr

RO←← Fun(N ′, M ′)
z1←← PrConst

z1←← BPrim

return z1 ̸= z1

Const(x)
return RO(x)

Prim(x)

return RO(x)

Figure 6.5: The pseudocode for a prediction game with adversaries A, B,
and the prediction algorithm Pr, with respect to the construc-
tion CH. Note that the Prediction algorithm Pr is the same in
each game.

Proof. This follows immediately from the indifferentiability of the con-
struction, as the Pred game is in the range of the single-stage composition
theorem. Essentially, let D forward queries from Pr, and A to their re-
spective oracles, and then output z̄ = z. The indifferentiability result
guarantees the existence of a simulator S, such that A and B := AS have
similar advantage.

Note that if A runs A1 from the sa-Indiff game, then AS = B1 is
comparably unpredictable. As the prediction game is in the range of the
single-stage composition theorem, the simulator must be such that the
unpredictability is conserved. In particular, this implies the unguessability
it conserved. It doesn’t mean the probability of predicting z1 is small, but
rather that the difference in probabilities is small. Lastly, note that in the
Ideal world, both the Pr algorithm and adversary B have oracle access
to RO.

Note on public state. In defining a multi-stage indifferentiability notion,
one has to decide to what extent the states passed between stages are
public, i.e., available to the simulator. One may define the game such that
there is a public state passed between adversaries, or passed between the
games. In our definition we do not make such a specification.

The reason we do not specify a public state passed between the adversary
is because, as we show in the composition theorem, the simulator is
composed with the adversary and will already receive the adversarial state
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as input. We do not specify that the state of the game is public because this
would weaken the definition too much for our applications. Consider the
unrecoverability game, the state passed between the first stage and second
stage games contains the password vector pw sampled by the password
sampler. For the above notion to be composable with the unrecoverability
game, it is crucial these passwords are not available to the second-stage
adversary, who in the unrecoverability game is only given the salts and the
hashed passwords.

We instead define a setting where the adversarial stages can only com-
municate via the games. In particular, the game G1 runs A1, uses the
output of A1 to generate the state st1, and passes it to G2. Next, the game
G2 generates the input sta for the second-stage adversary A2 by using st1,
and salted construction queries.

Example SSU games. The first example of an SSU game is the auxiliary-
input unrecoverability game AI-UR. This is an auxiliary input variant
of the UR game in Fig. 2.3. There is an extra offline adversary A0 that
passes preprocessing information to the online adversary A1

AI-URA
CH,Gen,P

H←← Fun([N ], [M ])
z0 ←− A0(H)
(pw, z)←← PH

m()
for (i, j) ∈ [m]× [ℓ]:

sa[i, j]←← Gen()
y[i, j]←← CH(sa[i, j], pw[i])

( ¯pw)←← AH,Cor
1 (z0, y, sa, z)

return
∧m

i=1(pw[i] = ¯pw[i])

Proc. Cor(i)
return pw[i]

Figure 6.6: The pseudocode for the AI-UR game.

Claim 10. The AI-UR game is an SSU game.

Proof. We identify the following SSU games G = (G1,G2) and adversaries
A = (A0,A1,A2), in the AI-UR game. The pseudocode for AI-UR if given
in Fig. 6.6 for reference. Let A0 be as in the AI-UR game, and GA1

1 := Pm.
Then GA1

1 forwards the pair (pw, z) to G2. Let G2 use pw and its Const
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6 Multi-stage Indifferentiability

oracle to generate the challenge vector y, as in the AI-UR game, and use
pw to simulate the interface of a corruption oracle Cor. Then A′

2 runs
the adversary A1 from the AI-UR game, where G2 simulates the interface
for Cor. The input to A′

2 is the preprocessing z (directly from A′
0), the

public salt vector sa, and both the challenge vector y and leakage z in the
state sta from G2.

Real-AI-KDFA0,P,D
CH,Gen

H←← Fun(N , M)
z0 ←− A0(H)
(pw, z)←← PPrim1()
for (i, j) ∈ [m]× [ℓ]:

sa[i, j]←← Gen()
y[i, j]←← CH(sa[i, j], pw[i])

b←← DPrim2(pw, sa, y, z0)

Proc. Prim1(x)

return H(x)

Proc. Prim2(x)

return H(x)

Ideal-AI-KDFP,D,S
RO,Gen

RO←← Fun(N ′, M ′)
z0 ←− S0(RO)
(pw, z)←← PPrim1()
for (i, j) ∈ [m]× [ℓ]:

sa[i, j]←← Gen()
y[i, j]←← CH(sa[i, j], pw[i])

b←← DPrim2(pw, sa, y, z0)

Proc. Prim1(x)

return SRO
1 (x)

Proc. Prim2(x)

return SRO
2 (x; z0)

Figure 6.7: The pseudocode for the AI-KDF games: Real (left) and Ideal
(right).

Similarly, the AI-KDF game in Fig. 6.7 trivially falls under the reach of
the SSU games. Note that this version of the KD game is adapted from
the work of [30]. There are two important differences. Firstly, in their
paper, Farshim and Tessaro only considered the case of hash-independent
samplers, here the sampler is given oracle access to the hash in line with
the SSU structure. Secondly, in [30], the simulator has access to a Test
oracle rather than the RO. We instead present a version of the games
which capture an idealised key-derivation functionality, but which are not
‘super-ideal’, in that there is no Test oracle. Note that the simulator S2
can use the RO to simulate a Test oracle.

Salt propagation game. In Fig. 6.8, we describe a game to capture the
following intuitive property of a construction CH: given an unpredictable
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salt sa as part of an input, the queries used to evaluate the construction
are also unpredictable. In other words, the construction propagates the
unpredictability of the salt. We call the game that captures this property
the salt propagation game.

The game is initialized by sampling the random oracle H. The first-stage
adversary A1 has oracle access to H, makes qA queries, and outputs some
advice z1. Note that A1’s oracle access is via the Prim1 oracle, which
collects queries in the set QA. Next, a salt generator Gen samples a vector
sa of m salts, before A2 is run on the input (z1, sa). The second-stage
adversary A2 has access oracle access to the primitive H via Prim2, and a
salted construction oracle via Const. For each query evaluated by Const,
the necessary queries to the underlying primitive are collected in the set
QC. The adversary wins if A1 was able to predict any of the queries used
to evaluate the constructions. This captures the fact that even with access
to H, before the salts are sampled, the adversary has a low probability of
guessing any of the queries used in evaluating the salted construction.2

For an adversary A = (A1,A2), a salted construction CH and salt
generator Gen, we define the advantage in this game as

Advsaprop
CH,Gen,A = Pr

[
SaPropA

CH,Gen

]
.

For adversaries in the SaProp game, we say that if A1 makes at most
q queries to Prim1 and A2 makes at most qC queries to Const, then
A = (A1,A2) is a (q, qC)-query adversary.

Given an unpredictable salt generator Gen that produces m salts in a
space of size K, we can construct an example of a trivially salt-propagating
construction. For any hash-based construction CH(sa, x), let C̃H(sa, x) :=
CH(sa,·)(x). That is, the salt is used in every invocation to the underlying
hash function. Then C̃H(sa, x) is trivially salt-propagating, as predicting
any query in QC clearly involves predicting the salt.

Next, we use this definition to prove that a large class of graph-based
memory-hard functions, as presented in Definition 6, are salt-propagating.

Proposition 8. Let K, m, q, qC ∈ N and CH be a graph-based memory-
hard construction based on primitive H as defined in Definition 6, let Gen

2In fact, the game captures a slightly stronger notion. One could consider a single-stage
version of the SaProp game where an adversary AH must output a vector of inputs
to a salted construction CH, and collect queries similarly. Here, A2 can choose its
queries to Const adaptively, which turns out to be technically necessary for our
reduction in Claim 11.
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SaPropA
CH,Gen

H←← Fun(N , M)

z1←← APrim1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

z2←← APrim2,Const
2 (z1, sa)

return (QA ∩QC ̸= ∅)

Proc. Prim1(x)

QA ←− QA ∪ {x}
return H(x)

Proc. Prim2(x)

return H(x)

Proc. Const(sa, x)
if sa /∈ sa: return
⊥
return
CPrim3(sa, x)

Proc. Prim3(x)

QC ←− QC ∪ {x}
return H(x)

Figure 6.8: The salt propagation game with respect to the construction
CH and salt generator Gen.

be a uniform salt generator sampling m salts from a space of size K, and
A = (A1,A2) be an adversary in the salt-propagation game, with respect
to CH and Gen. Then,

Advsaprop
CH,Gen,A ≤

mq

K
+

mqCq

M
.

Where A1 makes q primitive queries, and A2 makes qC construction queries.

Proof. For the sets QA and QC to share a query, it must be of one of two
forms: either it is at the start of a computation, i.e. of the form (1, sa, x)
or it is midway through the computation i.e. (i, x). Let bad1 be the event
that at least one query of the first form is contained in QA ∩QC. Let bad2
be the event that at least one query of the second form is contained in
QA ∩QC. Then we have Pr[A wins] ≤ Pr[bad1] + Pr[bad2|¬bad1].

First we bound the probability of the event bad1. As the salts are
generated after A1 produces the advice z1, and the salts are sampled
uniformly at random, the probability of any of A1’s |QA| queries containing
one of the m salts that Gen samples is at most m|QA|/K ≤ mq/K.

Next, we bound the probability of bad2 given that bad1 does not occur.
Let qi denote the number of unique queries A1 makes to the Prim1 oracle,
indexed with node index i ∈ [n]. For any i > 1, the event that A1 makes
a query of the form Prim(i, x), which correctly labels the i-th node on
the graph (with respect to an input chosen by A2), without honestly
computing the construction up to that node’s parents, requires guessing
the output of H on a fresh query. The probability of this event is at
most qi/M . Taking the union bound over all qC inputs, all m salts, and
all n indices of the graph, we get an upper bound of Pr[bad2|¬bad1] ≤
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Real-sa-IndiffD
Gen,CH

H←← Fun(N , M)

(st, z1)←← DPrim1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

b←← DConst,Prim2
2 (st, z1, sa)

Proc. Prim1(x)

return H(x)

Proc. Prim2(x)

return H(x)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return CH(sa, x)

Ideal-sa-IndiffD,S
Gen,RO

RO←← Fun(N ′, M ′)

(st, z1)←← DPrim1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

b←← DConst,Prim2
2 (st, z1, sa)

Proc. Prim1(x)

return SRO
1 (x)

Proc. Prim2(x)

return SRO
2 (x; sa)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return RO(sa, x)

Figure 6.9: The salted two-stage indifferentiability notion with respect to
D = (D1,D2) and S = (S1,S2).∑n

i=1
∑m

k=1
∑qC

j=1 qi/M ≤
∑n

i=1 mqCqi/M ≤ mqCq/M . Where the final
inequality follows from the fact that ∑n

i=1 qi ≤ q.

Sa-indifferentiability. Below we introduce a multi-stage indifferentiability
notion that we call sa-indifferentiability. Intuitively, this is the sa-ai-Indiff
setting without the preprocessing distinguisher. In fact, from the point
of view of D2, the game is identical to the sa-ai-Indiff game where the
preprocessing distinguisher outputs no preprocessing information. The
pseudocode for the game is presented in Fig. 6.9. We introduce this here
to prove a separate result. We will show that, under certain conditions, an
indifferentiability result can be lifted to a sa-Indiff setting.

Definition 9 (Sa-indifferentiability). A construction CH based on primitive
H is sa-indifferentiable from a random oracle RO, with respect to a salt
generator Gen, if there exists a simulator S such that for any distinguisher
D, the following advantage is small.

Advsa-indiff
CH,Gen,D,S := |Pr

[
Real-sa-IndiffD

Gen,CH

]
−Pr

[
Ideal-sa-IndiffD,S

Gen,RO

]
| .

Where D = (D1,D2) and S = (S1,S2).
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6 Multi-stage Indifferentiability

In the following theorem, we show that any salt-propagating construction
which is indifferentiable is also sa-indifferentiable. As part of the proof,
we give a reduction to the PRF distinguishing game, which we present in
pseudocode after the proof.

Theorem 9 (Indiff =⇒ sa-Indiff). Let m, q, K, N , M , T1, T2, TGen ∈ N.
Let Gen be a uniform salt generator that samples salts from a space of size
K, CH be a salt-propagating construction, and PRF be a secure PRF. Then
if CH is indifferentiable from a random oracle, it is also sa-indifferentiable
from a random oracle with respect to Gen.

That is, let S∗ be a q-query simulator such that for any distinguisher
D∗ the advantage in the indifferentiability game is small, then for any
two-stage distinguisher D = (D1,D2) there exists a simulator S = (S1,S2),
an adversary A = (A1,A2) in the salt propagation game, and an adversary
B in the PRF distinguishing game such that

Advsa-indiff
CH,Gen,D,S ≤ Advindiff

CH,D∗,S∗ + Advsaprop
CH,Gen,A + Advprf

PRF,B .

Where TGen is the total number of queries to evaluate the construction
with the honest algorithm, D = (D1,D2) is a (T1, T2)-query distinguisher,
(S1,S2) is a (q + T1 + T2 + 1, q + T1 + T2 + 1)-query simulator, B is a
(T1 + T2 + TGen)-query adversary, and A is a (T1, T2)-query adversary.

Proof. Intuitively, we need to prove the following two claims: that any
multi-stage distinguisher (D1,D2) can distinguish in the single-stage setting,
and that we can use a single-stage simulator S to build a multi-stage
simulator (S1,S2).

To prove the first claim, let (D1,D2) be a multi-stage distinguisher, and
let D∗ be a single-stage distinguisher that runs D1 and D2 in sequence,
passing the state between them as necessary. More precisely, D runs D1,
forwarding all queries to its own oracle, and relaying the responses. Using
the salt generator Gen it generates the salt vector sa, and runs D2 on
input (st, z1, sa). The distinguisher D∗ will forward all primitive queries
to its own primitive oracle and relay the responses. For all construction
queries, D∗ will check they are prepended with a salt in sa before relaying
them, and respond to D∗

2 with ⊥ otherwise. Finally, given a single-stage
simulator S∗, we build a multi-stage simulator (S1,S2).

We start in the single-stage game, with an adversary D∗ running a
two-stage adversary (D1,D2) in sequence, generating the necessary salt,
and passing the necessary state. Intuitively, we make a sequence of game
hops to reach a situation where we can “pull apart” both stages of the
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6.3 Preprocessing and Indifferentiability

simulator. That is, we want to transition to a setting in which the simulator
maintains consistency without use of a shared state. To get there, we first
rule out the event that D1’s primitive queries collide with any of the
points sampled by the random oracle to evaluate the construction. This
ensures that the responses sampled by the simulator in response to D1 are
independent of D2’s queries to the construction oracle. Since the responses
to D2’s primitive and construction queries are consistent by assumption, it
remains to show that the responses to primitive queries of D1 and D2 are
consistent between stages. To maintain consistency, S1 and S2 generate
the responses to queries with a secure pseudorandom function PRF, using
a shared seed sd which is generated by each simulator separately, and is
information-theoretically hidden from the distinguishers. In the game hops
that follow, if a game aborts, it returns ⊥ from then on.

G0 : This game is the Ideal-Indiff game in Fig. 6.2, where RO is lazily
sampled. As both stages of the simulator share a state, this game
is identical to the single-stage indifferentiability game, where the
distinguisher D∗ runs D1, Gen, and D2 in sequence, passing the state
as necessary. As CH is indifferentiable from a random oracle, and
both stages of the simulator run S∗, again passing state as necessary,
the advantage in this game is Advindiff

CH,D∗,S∗ .

G1 : In this game, if D1 queries some x to Prim, and D2 later queries
some x′ to the construction oracle Const such that the evaluation of
CH(sa, x′) also queries x to H, we set bad1 and abort. Ruling out this
event ensures that all points sampled during the evaluation of the
construction queries are independent of the queries made by D1 (and
therefore fresh). Thus, Pr[G0]−Pr[G1] ≤ Pr[G1 sets bad1]. In the
salt unpredictability claim below, by a reduction to the salt propaga-
tion game in Fig. 6.8, we show that there exists a (T1, T2)-query
adversary A = (A1,A2) such that Pr[G1 sets bad1] ≤ Advsaprop

CH,Gen,A.

G2 : In this game we restrict the simulator S∗ to have no shared state
between the stages. Let S1 and S2 be the resulting simulators
for the first and second stages respectively. For each stage of the
simulator S1 and S2, we use a de-randomized version of S∗. Let qS :=
T1 + T2 + TGen, then each stage of the simulator uses qS + 1 queries
to generate the seed sd :=

⊕qS+1
i=1 RO(i). This provides both S1 and

S2 with shared randomness outside of either distinguisher’s view.
Using the shared seed sd, both simulators generate fresh responses
consistently with a secure PRF. The identical random values mean
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that both stages of the simulator remain consistent with each other,
and as CH is single-stage indifferentiable, S2 = S∗ remains consistent
with the construction queries. This game is the Ideal-sa-ai-Indiff
game. Let B be a (T1 + T2 + TGen)-query adversary in the PRF
distinguishing game. Then in the PRF advantage claim below, we
show that the difference in the games Pr[G2]−Pr[G1] ≤ Advprf

B,PRF,
where the key for PRF is the seed sd.

Claim 11 (Salt propagation). Let CH be the salt propagating function in
G1, let Gen be the salt generator, and let D1 and D2 be the distinguishers
from G1, then there exists an adversary A = (A1,A2) such that

Pr[G1 sets bad1] ≤ Advsaprop
CH,Gen,A .

Proof. Let A be an adversary in the salt propagation game with respect
to the salt generator Gen and construction CH. Let A1 run D1, forwarding
all D1’s queries to its own Prim1 oracle and relaying the responses. Next,
A2 receives the salt vector sa, and advice (st, z1) from A1. Then, A2 runs
D2, on the input (st, z1, sa) forwarding all primitive queries to its Prim2
oracle, and construction queries to its Const oracle. Note that A1 and A2
make at most T1 queries to Prim1 and at most T2 queries to Const. If bad1
is set, then the set of H queries made by D1 and the set of H queries made
to evaluate the construction have at least one query in common. Therefore,
QA ∩QC ̸= ∅, and A wins the salt propagation game.

Claim 12 (PRF advantage). Let CH be the salt propagating function in G1,
let Gen be the salt generator, and let D = (D1,D2) be the distinguisher,
then there exists an adversary B

Pr[G2]−Pr[G1] ≤ Advprf
PRF,B .

Where adversary B is a (T1 + T2 + TGen)-query adversary, and K samples
a uniform random key from a space of size M .

Proof. Intuitively, we argue that G1 is equivalent to the 0-PRF distin-
guishing game in which the responses are generated with a random oracle.
The second game, G2, is the 1-PRF game where responses are generated
by the PRF with respect to the key sd.
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b-PRFD
PRF

K←← K
b′←← DPrim()

Proc. Prim(x)
if b = 1:

y←← PRF(K, x)
else:

if T [x] =⊥:
T [x]←← [M ]

y ←− T [x]
return y

Figure 6.10: The pseudocode for the PRF distinguishing game.

Let B be an adversary in the game b′-PRFB
PRF, where the key K is

the seed sd generated by the simulators in G2. Let B run the two-stage
distinguisher (D1,D2) in sequence, passing the state between the stages
and generating the salt vector using Gen. To handle the primitive queries B
will forward each one, from either D1 or D2, to B’s own oracle. Adversary
B evaluates all construction queries via its primitive oracle, using the
honest canonical algorithm for construction CH, and relays the output as
its response. When (D1,D2) ends, B returns the bit b it receives from
D2. Note, the total number of queries made by B is the sum of the
primitive queries of both D1 and D2 and the primitive queries required
to evaluate the construction for each of D2’s construction queries. This is
T1 + T2 + TGen queries in total. When b = 0, the adversary B simulates
G1 for distinguisher D, and when b′ = 1, B simulates G2. Therefore, the
difference Pr[G2]−Pr[G1] is at most Advprf

B,PRF.

As G2 is the Ideal-sa-Indiff game, by collecting terms, we obtain the
stated result.

PRF games. Here we describe the pseudocode for the PRF game from
the reduction in Claim 12 – which we present in Fig. 6.10. The game begins
by sampling a key K, and then a distinguisher D is given oracle access
to either a lazily-sampled random oracle, or the pseudo-random function
PRF, both with the same range M . The distinguisher wins the game if it
can detect whether it is interacting with the PRF or the lazily-sampled
random oracle with the same range.

The advantage in this game is given by

Advprf
PRF,D :=

∣∣∣Pr
[
0-PRFD

PRF

]
−Pr

[
1-PRFD

PRF

]∣∣∣ .
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Real-sa-bf-IndiffD
CH,Gen

(L, z0)←− D0()
H←← Fun(N , M)

(st, z1)←← DPrim1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

b←← DPrim2,Const
2 (st, z0, z1, sa)

Proc. Prim1(x)

return H[L](x)

Proc. Prim2(x)

return H[L](x)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return CH(sa, x)

Ideal-sa-bf-IndiffD1,D2,S
RO,Gen

(L′, z0)←− S0()
RO←← Fun(N ′, M ′)

(st, z1)←← DPrim1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

b←← DPrim2,Const
2 (st, z0, z1, sa)

Proc. Prim1(x)

return SRO[L′]
1 (x)

Proc. Prim2(x)

return SRO[L′]
2 (x; z0, sa)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return RO[L′](sa, x)

Figure 6.11: The salted two-stage indifferentiability with bit fixing notion
with respect to D = (D0,D1,D2) and S = (S0,S1,S2).

Remark. Since we are proving a multi-stage indifferentiability notion, as
commented on in Section 6.3.1, we must consider the comparability of the
attack. But, as this result lifts the indifferentiability of a salt-propagating
construction to a multi-stage setting, by the argument in Section 6.3.1,
the comparability of the attack is preserved. In particular, when consid-
ering the unrecoverability game Fig. 2.3 (where there is no preprocessing
information), the password sampler produced by the combined system of
adversary and simulator retains a comparable unguessability.

Remark. Note that the security of the final bound depends on the ad-
vantage of an adversary in the PRF game, with respect to PRF, and so our
bound relies on a computational assumption rather than any information-
theoretic guarantees.

6.3.3 Bit-fixing indifferentiability

Here, in order to use the framework of [26], we introduce an auxiliary
game in the BF-ROM. This is essentially the sa-ai-Indiff notion, where the
preprocessing is modelled as a list of prefixed points, on which the random
oracles are conditioned. The pseudocode for the games is presented in
Fig. 6.11.
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In the following, for a distinguisher D = (D0,D1,D2), such that D0
outputs a list of size P , D1 makes at most T1 queries and D2 makes at
most T2 queries, we write that D is a (P , T1, T2, TConst)-distinguisher.

Definition 10 (Salted BF indifferentiability). A construction CH based on
primitive H is salted BF indifferentiable from a random oracle RO, with
respect to a salt generator Gen, if there exist simulators S1 and S2 such that
for all distinguishes D1 and D2, and for every preprocessing distinguisher
D0, there exists a simulator S0 such that the advantage

Advsa-bf-indiff
CH,Gen,D,S :=

∣∣∣∣Pr
[
Real-sa-bf-IndiffD

CH,Gen

]
−Pr

[
Ideal-sa-bf-IndiffD1,D2,S

RO,Gen

]∣∣∣∣
is small. Where D = (D0,D1,D2) and S = (S0,S1,S2), D is a (P , T1, T2, TConst)-
distinguisher and S is a (P , T1, T2)-simulator.

Description of the game. Naturally, these games closely follow the struc-
ture of the sa-ai-Indiff games; indeed, the Real games are syntactically
identical. As such, both the Real-sa-bf-Indiff and Ideal-sa-bf-Indiff
games have three stages. In line with the bit-fixing random oracle model,
the preprocessing is generated independently of the random oracle, as it is
resampled according to the list L.

Why is bit-fixing introduced? It is reasonable to ask why an additional
notion needs to be introduced, and whether it is useful in its own right, e.g.
as a model for a particular kind of adversary, or whether it is only a tool in
the proof. The answer is that it is introduced only as a tool to prove sa-ai-
Indiff bounds. Indeed, the bit-fixing model is essentially a reduction from
a world where the adversary can encode any information in z0 (i.e. the
sa-ai-Indiff world), to one where this encoding amounts to a list of fixed
input-output pairs L.

Another natural question is how the bit-fixing and auxiliary-input notions
compare. From the answer to the previous questions it can be seen that
the auxiliary input notion is in fact the stronger notion; one has to restrict
the adversaries capabilities to get from the one to the other.

The FindChain function. For the main result of the chapter we analyse
the sa-bf-Indiff security of a large class of graph-based constructions de-
scribed by the labelling scheme in Definition 5. We observe that such a
labelling scheme allows one to define a function, for each underlying graph,
that traverses the labels backwards, i.e., from sink to source, intuitively
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by reversing the directions on the underlying DAG. Observing that such
a function exists for each underlying DAG, we call it the FindChain
function, and use it, in a black-box manner, for the proof of the main
result.

Next, we prove the most important step in this chapter’s main result.
Informally, we prove that any salt-propagating, indexed, single sink, graph-
based construction, built from a random oracle H, where there exists
a FindChain function, is indifferentiable in the sa-bf-Indiff game. In
particular, all constructions that meet these requirements are secure in
SSU games.

As part of the proof we give a reduction to an augmented version of the
SaProp game, that allows us to account for the prefixed points in L. We
give a full description of the game, which we call bf-SaProp, in Section 6.3.3,
with the pseudocode presented in Fig. 6.13. Intuitively, this game is the
same as the SaProp game, but accounts for the prefixed points in the
adversary’s win condition, i.e., if any of A1’s primitive queries or any of
the P prefixed points overlap with the primitive queries used to evaluate
the construction. Advantage in this game is denoted by Advbf-saprop.
Informally, we can view a (P , T1, T2)-adversary in the bf-SaProp game as
essentially equivalent to a (P + T1, T2)-adversary in the SaProp game.

A key technical challenge in the proof is that for D0, the list L fixes input-
output pairs in the underlying hash, but in the ideal world, the construction
oracle is answered by RO[L], and so L fixes input-output pairs for the
construction. Additionally, while D1 is unaware of the preprocessing, any
simulated responses to its queries still need to be consistent with L. To see
why, note that any information gathered by D1’s queries can be forwarded
to D2, which does see the preprocessing. Unfortunately, while the S2
simulator has access to the preprocessing z0, it cannot necessarily recover
L as the Decomp algorithm requires a potentially unbounded computation.
The answer we provide is a rather simple simulator which effectively swaps
the role of the random oracle RO to simulate the underlying primitive,
except for at the start of salted chains. This is only possible because
the salts are unpredictable, in particular, they are unpredictable to the
preprocessing adversary.

Theorem 10 (sa-bf-Indiff). Let K, N , M , T1, T2, TConst, TGen, m, P ∈N,
Gen be an unpredictable salt generator sampling m salts from a space of
size K, let H be a random oracle in the (N , M )-random oracle model, and
let CH be an indexed single-sink salt-propagating construction with domain
N ′ and range M ′. Then CH is salted BF indifferentiable from a random
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6.3 Preprocessing and Indifferentiability

oracle RO in the (N , M ) random oracle model, with respect to Gen.
That is, there exist simulators S1 and S2 such that for all distinguishers
D1 and D2, and for every preprocessing distinguisher D0, there exists a
simulator S0 such that

Advsa-bf-indiff
CH,Gen,D,S ≤ Advbf-saprop

CH,Gen,A +
P · T1

M
+

(T1 + T2 + TGen)2

N
+

TGenT2
N

,

where D = (D0,D1,D2), S = (S0,S1,S2), and A = (A0,A1,A2). Here,
D is a (P , T1, T2, TConst)-distinguisher, S is a (P , T1, T2)-simulator, A is
a (P , T1, T2)-adversary and TGen is the total number of primitive queries
made by the construction oracle.

We present the simulators S = (S0,S1,S2) in Fig. 6.12.

Proof. G0 : This game is the Real-sa-bf-Indiff game in Fig. 6.11, in which
H is lazily sampled.

G1 : This game sets bad1 and aborts when distinguisher D1 queries any
point fixed in L. That is, for each query x, if there is a point
(x, y) ∈ L, the game sets bad1 and aborts. Ruling out this event
ensures that all D1 queries and their responses are independent
of the points in L. The games are identical until bad1 and so,
Pr[G0] − Pr[G1] ≤ Pr[G1 sets bad1]. Since D1 makes at most T1
queries to the primitive oracle, and there are P pre-fixed points in L,
we have Pr[G1 sets bad1] ≤ P ·T1

M .

G2 : In this game, if either D0 fixes some point x, or D1 queries some x to
Prim, and D2 later queries some x′ to the construction oracle Const
such that the evaluation of CH(sa, x′) also queries x to H, we set bad2
and abort. Ruling out this event ensures that all points sampled
during the evaluation of the construction queries are independent of
both the prefixed points in L and the queries made by D1 (and there-
fore fresh). Thus, Pr[G2]−Pr[G1] ≤ Pr[G2 sets bad2]. We bound
the probability of bad2 via a reduction to a salt propagation game.
In order to account for the prefixed points, we augment the SaProp
game to allow for an offline adversary. We leave the proof to Claim 14
where we introduce the augmented game (in Fig. 6.13) and by a
reduction, we show that there exists a (P , T1, T2)-query adversary
A = (A0,A1,A2) such that Pr[G2 sets bad2] ≤ Advbf-saprop

CH,Gen,A.
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6 Multi-stage Indifferentiability

G3 : This game sets a bad flag bad3 if the response to any query indexed
with i < n has already been used as part of an input to a query
indexed with any j ∈ Ch(i), or if there is a collision in the hash
outputs. By ruling out this event, we ensure that no two computations
of the construction on distinct inputs collide. Note that this includes
both the computations evaluated for the construction oracle queries,
and those evaluated with the primitive oracle. Games G2 and G3
are identical until bad2. In the game there are a total of at most
T1 + T2 + TGen queries to the primitive, and so we have Pr[G2]−
Pr[G3] ≤ Pr[G3 sets bad3] ≤ (T1+T2+TGen)2

N .

G4 : This game sets bad4 when D2 makes a primitive query containing
a label generated during by the construction oracle, without first
completing the computation from the corresponding input, and then
aborts after bad4 is set. The check for computation from an input
to a point within the computation is done using a procedure called
FindChain. Given a label y and a point v, FindChain checks if
there exists a computation chain from an initial input up to the
point v and then either returns the input point or returns ⊥. On
input (y, v), FindChain runs as follows, it parses the input y into
v, lab(Pa1(v)), . . . , lab(Pad(v)), for each lab(Pai(v)) it looks in
the table for a query that returned lab(Pai(v)). By ruling out the
bad3 and bad2 events in the previous games, for each lab(Pai(v))
there will be a at most one inverse y′. If no inverse exists then the
function returns ⊥, otherwise it recursively applies FindChain on
(y′, Pai(v)). When FindChain is called on (y, 1), i.e., the first hash
in the computation, if it has an inverse in the table, FindChain
has found the initial input to the construction and returns that
input. Formally, for each input-salt pair (sa, x) queries by D2 to
the construction oracle, the queries made by the game to evaluate
CH(sa, x) assign to each node v a label l. If D2 makes a query
containing the label l, without fully computing the CH(sa, x) up
to the corresponding node v, then bad4 is set. We show in the
construction point prediction claim below that Pr[G4]−Pr[G3] ≤
Pr[G4 sets bad4] ≤ TGenT2/N .

G5 : In this game, the response to any D2 primitive query that completes
a full computation, is generated by querying the construction oracle.
Whenever D2 makes a primitive a query indexed with n, i.e., po-
tentially labeling the final node in the construction, the game runs
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the FindChain function. This function checks previous primitive
queries made by D2, to check if the query in question completes a full
instance of the construction from a salted input. In the case where
the query completes a chain, beginning with a salt sa ∈ sa, the game
makes a construction query for the input found by FindChain and
forwards the response. That is, where FindChain finds a completed
computation from an input (sa, x), for sa ∈ sa, the game responds
with CH[L](sa, x). Note that as CH has a single sink, the check only
needs to be made at the end of any potential computation. The
games are identical and so Pr[G5] = Pr[G4].

G6 : In this game, we no longer store the intermediate points generated in
the challenge phase, and if D2 uses the primitive oracle to evaluate
the construction on the same input it queries to the construction
oracle directly, the points are freshly sampled. Until a query from
D2 resamples these intermediate points, the values are information
theoretically hidden from the distinguisher. Thus: Pr[G6] = Pr[G5].

G7 : In this game, if D2 queries the primitive oracle with a salted input, i.e.
the start of a potential chain, the response is sampled independently
of the prefixed list L. For all other intermediate points the game
generates responses with H[L](x). As neither the prefixed points in
L, nor the queries of D1 contain any salt sa ∈ sa, the responses are
consistent with both L and D1. Due to the FindChain function in-
troduced in G5, the responses remain consistent with D2 construction
queries and so Pr[G7] = Pr[G6].

G8 : In this game, we make three conservative changes. Firstly, we swap
the random function from H, to a random oracle RO sampled from
Fun(N ′, M ′). The preprocessing advice is then generated by a simu-
lator S0 which has access to the whole of RO. To generate the advice,
S0 runs D0, and to generate the list L it uses the Decomp algorithm
from Theorem 5. The next change is to the way the primitive quer-
ies are sampled. For queries from D1 and D2 to the oracle H[L],
responses are now sampled according to RO[L], Note that as CH is
a single sink graph-based construction, the ranges of the random
oracles are the same, i.e., M = M ′. The final change is that the
responses to D2’s construction queries are now sampled according to
RO[L].

As this is the Ideal-sa-bf-Indiff game with simulators described in Fig. 6.12,
by collecting terms, we obtain the bound in the theorem statement.
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S0():
z0 ←− D0()
L′←← DecompD0(z0, P , γ)
return (L′, z0)

S1(x):
return RO[L′](x)

S2(x; z0, sa):
if x starts with sa ∈ sa:

if T [x] =⊥:
T [x]←← [M ]

y ←− T [x]
else if FindChain(x; sa) ̸=⊥:

(sa, x′)←− FindChain(x; sa)
y ←− RO[L′](sa, x′)

else:
y ←− RO[L′](x)

return y

Figure 6.12: pseudocode for the simulators S = (S0,S1,S2), in the proof
of Theorem 10

Claim 13 (Construction point prediction). For the parameters that we
have above, we have that,

Pr[bad3 is set in G4] ≤
T2TGen

N
.

Proof. For each node i ∈ [1, n], the queries to the construction oracle
create TGen labels. As there are no collisions in the queries, each label is
unique and sampled uniformly at random. Consider the labels for the node
with index n− 1. Suppose D2 does not compute the construction from an
input to node n− 1, but still makes a query containing the label for this
node with respect to one of the TGen inputs. As there are no collisions
in D2’s primitive queries, D2 either obtained the label by making a query
with the labels for the parents of node n− 1, with respect to the same
input, or guessed the output of an unqueried point. The probability D2
can guess the label for an unqueried point indexed by i (with respect to
any of the TGen inputs) is at most qiTGen/N . By induction over the node
parents, we have Pr[bad is set in G4] ≤

∑n
i=1 qiTGen/N ≤ T2TGen

N .

Remark. For this result, we can guarantee the comparability of the
attack given by the composition theorem. Note that as the simulator S1
perfectly simulates H for D1, the combined system of the adversary A1
and simulator S1, which defines B1, will sample points with exactly the
same unpredictability.
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bf-SaPropA
CH,Gen

H←← Fun(N , M)
(L, z0)←− A0(H)
z1←← APrim1

1 ()
for i ∈ [m]:

sa[i]←← Gen()
z2←← APrim2,Const

2 (z0, z1, sa)
return (QA ∩QC ̸= ∅) ∨ ({L} ∩
QC ̸= ∅)

Proc. Prim1(x)

QA ←− QA ∪ {x}
return H(x)

Proc. Prim2(x)

return H(x)

Proc. Const(sa, x)
if sa /∈ sa: return
⊥
return
CPrim3(sa, x)

Proc. Prim3(x)

QC ←− QC ∪ {x}
return H(x)

Figure 6.13: The salt propagation game with respect to the construction
CH and salt generator Gen, in the presence of prefixed points.

Salt propagation with preprocessing

Here we describe the bit-fixing salt propagation game bf-SaProp, which
we put to use as part of the proof for Theorem 10. The pseudocode is
presented in Fig. 6.13. Essentially this game is identical to the SaProp
game from Fig. 6.8, except for an offline adversary which fixes a list of L
points. For an adversary A = (A0,A1,A2), a salted construction CH and
salt generator Gen, we define the advantage in this game as

Advbf-saprop
CH,Gen,A = Pr

[
bf-SaPropA

CH,Gen

]
.

For adversaries in the bf-SaProp game, we say that if A0 prefixes a list of
size P , A1 makes at most q queries to Prim1 and A2 makes at most qC
queries to Const, then A = (A0,A1,A2) is a (P , q, qC)-query adversary.

Below, we give a reduction from the game G2 in Theorem 10 to the bf-
SaProp game to bound the probability of bad2 event occurring in G1.

Claim 14 (Bit-fixing salt propagation). Let CH be the salt propagating
function G2, let Gen be the salt generator, and let D1 and D2 be the
distinguishers from G2 in Theorem 10, then there exists an adversary
A = (A0,A1,A2) such that

Pr[G2 sets bad2] ≤ Advbf-saprop
CH,Gen,A .

Intuitively, we adapt the proof of Claim 11 to account for the offline
adversary and the list of prefixed points.

Proof. Let A be an adversary in the salt propagation game with respect
to the salt generator Gen and construction CH. Let A0 run D0 to generate
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6 Multi-stage Indifferentiability

the preprocessing information z0 and the list L. Let A1 run D1, forwarding
all D1’s queries to its own Prim1 oracle and relaying the responses. Next,
A2 receives the salt vector sa, and advice (st, z1) from A1. Then, A2
runs D2 on the input (st, z0, z1, sa), forwarding all primitive queries to its
Prim2 oracle, and construction queries to its Const oracle. Note that A0
fixes at most P points in H, the online adversaries A1 and A2 makes T1
queries to Prim1 and at most T2 queries to Const. If bad2 is set, then the
set of H queries made to evaluate the construction and either the set of
prefixed points {L}, or the H queries made by D1, have at least one query
in common. Therefore, either QA ∩QC ̸= ∅, or {L} ∩QC ̸= ∅ and A wins
the salt propagation game.

Step up to general auxiliary input. With the bit-fixing bounds in hand,
we can finally apply the Theorem 5 bound from [25]. This takes our bound
in sa-bf-Indiff and gives a bound for general auxiliary input in sa-ai-Indiff.
Note the Advbf-saprop term still appears in this bound, and we address this
in our application to MHFs – which appears in the next section.

Theorem 11 (sa-bf-Indiff =⇒ sa-ai-Indiff). Let N , M , S, T1, T2, and
P be natural numbers and γ be a real number, let CH be a construction
based on random oracle H, and let Gen be a salt generator. Then for any
sa-ai-Indiff distinguisher D = (D0,D1,D2) where D0 outputs S-bits of
auxiliary information, and D1 and D2 make at most T1 and T2 queries
to their oracles respectively, then there exists a sa-bf-Indiff distinguisher
(D̃0, D̃1, D̃2) where D̃0 outputs at most S-bits of auxiliary information
and a list of size at most P , such that for any sa-bf-Indiff simulator
S = (S0,S1,S2) we have

Advsa-ai-indiff
CH,Gen,D,S ≤ Advsa-bf-indiff

CH,Gen,D̃,S +
(S + log γ−1)(T1 + T2 + TGen)

P
+ 2γ .

Proof. Let (D0,D1,D2) be a sa-bf-Indiff distinguisher. Then we apply The-
orem 5 to the Real-sa-ai-Indiff game to obtain a distinguisher (D̃0, D̃1, D̃2)
in the sa-bf-Indiff game. There are a total of T1 + T2 + TGen queries to H
in the real game. Let S be a simulator for (D̃0, D̃1, D̃2), then S is also a
simulator in the sa-ai-Indifff game, as they are syntactically identical.
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6.3.4 Application to graph-based iMHFs

In order to apply this result to graph-based iMHFs as defined in Definition 5,
we first derive an upper-bound for a (P , T1, T2)-adversary in the bf-SaProp
game. That is, we need to bound the additional probability that the set
of salted construction queries QC intersects with the set of P pre-fixed
points in L. Using the argument from Proposition 8, and the fact that the
salts are unpredictable, it is clear from inspection that we need only bring
in two more terms: one to bound the probability the P points intersect
with the m salts, and one to bound the probability they intersect with the
queries in TGen. This gives the bound

Advbf-saprop
ConstH,Gen,A ≤

TGenP

M
+

mP

K
+

mT1
K

+
mTGenT1

M
.

With this bound in hand, we can combine Theorem 10 and Theorem 11,
to get a final bound of the form

Advsa-ai-indiff
CH,Gen,D,S ≤

P (TGen + T1)

M
+

mP

K
+

(S + log γ−1)(T1 + T2 + TGen)

P
+ ... ,

where we collect terms with P . Let S′ := (S + log γ−1) and T ′ := (T1 +
T2 + TGen), and simplify to get the following terms involving P

P (KTGen + mM + KT1)

KM
+

S′T ′

P
.

Let α := (KTGen + mM + KT1), and then set the two terms involving P
to be equal. This gives,

P =

√
S′T ′MK

α
.

By substituting this into the bound in Theorem 11, we obtain

Advsa-ai-indiff
CH,Gen,D,S ≤

√
αS′T ′

KM
+

mT1
K

+
mTGenT1

M
+

(T1 + T2 + TGen)2

N
+

TGenT2
N

+ 2γ .

Remark. Note, the term mT1/K, which is the only one to have the
denominator K, is not quadratic in adversarial queries. If this weren’t the
case, we would require salt sizes too big.
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6.4 C-amplification and limitations
By slightly restricting the class of games we consider, we can extend The-
orem 9 to attain c-amplification for a weak-indifferentiability simulator.
To do so, we consider a version of the game where the first-stage simu-
lator S1 can privately share an extra bit of information directly with the
second-stage simulator S2. Clearly, this changes the range of the composi-
tion theorem. The following result will only apply to games G where the
first-stage game G1 preserves the integrity of the advice from A1. That is,
while G1 may add to the advice, the second stage adversary A2 must be
able to obtain A1’s output from the advice z1.

Thus, for any such advice-preserving multi-stage game G, and any ad-
versary A = (A1,A2) in the real world, we can use such a simulator to
build an adversary B = (B1,B2) where Bi := ASi

i for i ∈ {1, 2}. Here,
B1 will return the advice strings of A1 and S1, where the advice of S1 is
passed without change.

As the simulator S1 can share some additional advice bits with simulator
S2 via the state of game G1. These restrictions on composition require
some minor adjustments to the syntax of the sa-Indiff game. Next we
introduce a new game with these tweaks.

Auxiliary sa-indifferentiability. To accommodate the necessary changes
we define the sa-Indiff-aux game. This game is essentially the sa-Indiff
game with the following alterations: After D1 has run, S1 outputs its
simulator-specific information, which is passed directly to S2. We use s
to denote the simulator-specific information shared between stages, The
pseudocode for the game is presented in Fig. 6.14.

We then define the auxiliary sa-indifferentiability advantage in the fol-
lowing way.

Definition 11 (Auxiliary sa-indifferentiability). A construction CH based
on primitive H is auxiliary sa-indifferentiable from a random oracle RO,
with respect to a salt generator Gen, if there exists a simulator S such that
for any distinguisher D, the following advantage is small.

Advsa-indiff-aux
CH,Gen,D,S := |Pr

[
Real-sa-Indiff-auxD

Gen,CH

]
−Pr

[
Ideal-sa-Indiff-auxD,S

Gen,RO

]
| .

Where D = (D1,D2) and S = (S1,S2).

As in Definitions 8 and 10 we can reverse the order of quantifiers to
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Real-sa-Indiff-auxD
Gen,CH

H←← Fun(N , M)

(st, z1)←← DPrim1
1 ()

for i ∈ [m]:
sa[i]←← Gen()

b←← DPrim2,Const
2 (st, z1, sa)

Proc. Prim1(x)

return H(x)

Proc. Prim2(x)

return H(x)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return CH(sa, x)

Ideal-sa-Indiff-auxD,S
Gen,RO

RO←← Fun(N ′, M ′)

(st, z1)←← DPrim1
1 ()

s←← SRO
1

for i ∈ [m]:
sa[i]←← Gen()

b←← DPrim2,Const
2 (st, z1, sa)

Proc. Prim1(x)

return SRO
1 (x)

Proc. Prim2(x)

return SRO
2 (x; z0, sa, s)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return RO(sa, x)

Figure 6.14: The salted two-stage indifferentiability notion, with private
communication between the simulators, and with respect to
D = (D1,D2) and S = (S1,S2). The alterations to the
standard sa-Indiff game are boxed.

achieve a slightly weaker notion. That is, for any distinguisher D, there
exists a simulator S such that Advsa-indiff-aux

CH,Gen,D,S is small.
Next we formally define a class of games for which this indifferentiability

notion achieves composition. As can be expected, this is a sub-class of
the SSU games from Fig. 6.4. We present the pseudocode for these games
in Fig. 6.15.

Informally, these games preserve some part of the state passed from
A1 to A2. We label this part of the state s. Note that the second-stage
adversary gets access to s directly, and it is out of the view of G2. The
games are described in Fig. 6.15 where the alterations made to the SSU
games are displayed in boxes.

Updates to the composition. Having made alterations to the class
of games we consider, we again have to prove a composition theorem.
While the theorem goes through essentially unchanged, it is presented
in Theorem 12. We show auxiliary sa-indifferentiability implies that for
any adversary A in the Real-SSU-aux games, there is an adversary B in
the Ideal-SSU-aux games with a similar advantage.
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Real-SSU-auxA
CH,Gen,G

H←← Fun(N , M)

(st1, s)←← GAH
1

1
for i ∈ [m]:

sa[i]←← Gen()

b←← GConst,AH
2 (s,sta)

2 (st1, sa)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return CH(sa, x)

Ideal-SSU-auxB
RO,Gen,G

RO←← Fun(N ′, M ′)

(st1, s)←← GBRO
1

1
for i ∈ [m]:

sa[i]←← Gen()

b←← GConst,BRO
2 (s,sta)

2 (st1, sa)

Proc. Const(sa, x)
if sa /∈ sa: return ⊥
else: return RO(sa, x)

Figure 6.15: The pseudocode for the sample, salt, and use games, where
A = (A1,A2), B = (B1,B2), and G = (G1,G2).

Theorem 12 (Composition for auxiliary sa-indifferentiability). Let m ∈N

and CH be a salted construction which is auxiliary sa-indifferentiable from
a random oracle RO with respect to a salt generator Gen which outputs
m salts. Then for any multi-stage game G = (G1,G2) and any multi-
stage preprocessing adversary A = (A1,A2), there exists a multi-stage
preprocessing adversary B = (B1,B2) and a distinguisher D = (D1,D2)
such that

Pr
[
SSU-auxA

CH,Gen,G

]
≤ Pr

[
SSU-auxB

RO,Gen,G

]
+ Advsa-indiff-aux

CH,Gen,D,S .

Intuitively, given an A and G as defined above, we have to construct a D
and a B which satisfy the inequality. We do this by defining a distinguisher
from A and G, and using the corresponding simulator S to build the new
adversary B.

Proof. Let A = (A1,A2) be an adversary in the multi-stage game G =
(G1,G2), then we show that there exists an adversary B = (B1,B2) that
satisfies the bound in the theorem statement.

First, we use A to define the sa-Indiff-aux distinguisher D = (D1,D2).
Let D1 be the combined system of G1 running adversary A1, such that D1
forwards all of A1’s primitive queries to its own primitive oracle, relaying
the responses. Then the state st1 that G1 passes to G2, is passed by D1 to
D2. Let the second stage distinguisher D2 be the combined system of the
game G2 running with A2. Specifically, D2 receives the states s and st1
from G1, and the public salt and uses it as input to G2. The distinguisher
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D2 then forwards all A2’s primitive queries and G2’s construction queries to
its primitive and construction oracles respectively, relaying the responses.

The construction CH is indifferentiable as defined in Definition 11, and so
there exists a pair of simulators S1 and S2 for every D1 and D2 such that
the distinguishing advantage is small. Let S = (S1,S2) be the simulator
(guaranteed by Definition 11) for D in the sa-Indiff-aux game with respect
to the same salt generator Gen and construction CH from the statement. We
use this simulator S, along with adversary A to construct adversary B. Set
B1 to be the joint system A1

S1 , and B2 to be A2
S2 . Then the difference in

the advantages of B and A is exactly the distinguishing advantage between
the real and ideal worlds, and by rearranging, we obtain the bound from
the statement.

Password leakage and applications.

While the restrictions in the sa-Indiff-aux game are unusual, they are
justified through the applications. Consider a password sampler PH that
samples a vector of passwords pw and leakage z. In both the UR and
KD security games, the second stage adversary is given access to password
leakage z. Indeed, the leakage is public as it is given to the second-stage
adversary without alteration, even when (as in the UR game) the password
vector pw is hidden. Applying Theorem 12 requires some interpretation.
For any password sampler PH, that produces a password vector pw and
leakage z, and any adversary AH in the UR game, there exists a sampler
QRO which produces a password vector pw′ and leakage z′, where z′ is z,
and an adversary BRO which can obtain at least 1-bit of private leakage,
i.e., leakage outside of the view of the games G1 and G2. Any SSU games
where the sampler models some values drawn from sources or distributions
for which an adversary may feasibly derive some side-information. One
example is the multi-instance version of the hiding security game for
commitment schemes, which one may use to secure a digital auction. Here,
the sampler can model the bids each of the parties commit to, and there
are many ways to derive contextual side information on the distribution of
the bidding values, e.g., expecting higher bids from parties with greater
need for an item.

Patterns which do not fit this restricted class are those where any side
information is unhelpful or impossible. For example, the binding security
game for commitment schemes using these MHFs. Here, the adversary
does not benefit from side information on the distribution of bids, as their
win condition relies on finding a collision in the construction.
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Derandomisation with c-amplification.

By limiting the scope of the composition theorem, we are able to deran-
domise the simulators without ‘blowing up’ the simulator query complexity.
Essentially, by putting to work the channel of communication guaranteed
to the simulators, we can use a recent technique developed [23] to de-
randomise without excessive queries. The technique allows one to lift an
indifferentiability result from a setting where the simulators have shared
access to randomness, to one in which they can share a single bit between
stages. With this, the result is also weakened to weak-indifferentiability,
where the simulator provided depends on the distinguisher.

Note that in the proof of Theorem 9, we provide a simulator which
makes at least q + 1 queries to the random oracle (to generate some shared
randomness), and then an additional query for each completed chain. We
want to improve this so that the simulator only needs to make a single
query per completed chain, as this would give c-amplification.

Shared randomness model. We first consider a model where the simu-
lators have access to enough shared randomness to lazily sample a random
oracle. Since the randomness is outside the view of the distinguisher, it will
allow the simulation of primitive responses to be consistent across rounds.
We will then adapt and apply the derandomisation technique of [23] to
remove this requirement at the cost of a single bit of private information
shared between the stages of the simulators. While this technique was
introduced for a preprocessing indifferentiability setting, the design of our
SSU-aux games allows us to apply it here.

Query-constrained derandomisation. Given a multi-stage simulator (S∗
1 ,S∗

2 )
such that S∗

1 and S∗
2 both share access to the same randomness, we build

simulators (S1,S2) which don’t share randomness. We adapt Lemma 2
from [23], to get the following statement.

Lemma 8. Suppose CH is c-amplifying sa-indifferentiable from a ran-
dom oracle RO in the shared randomness model, with respect to a salt
generator Gen. Then the construction CH is weakly c-amplifying auxiliary
sa-indifferentiable from a random oracle without shared randomness.

The proof follows that of Lemma 2 in [23]. The difference lies in the
changes to the games we consider, i.e., our auxiliary SSU notion, in which
neither simulator is a preprocessing simulator. However, the games still
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6.4 C-amplification and limitations

involve a private bit of information passed between the simulators, and so
we can apply the technique of [23].

Proof. By assumption, for any distinguisher D = (D1,D2) in the sa-
indifferentiability game, with respect to salt generator Gen and construction
CH, there exists a c-amplifying simulator S∗

= (S∗
1 ,S∗

2 ) in the shared
randomness model, such that the distinguishing advantage is negligible.
Let the distinguishing advantage be ϵ, and let p be the probability that D
outputs 1 in the ideal world. We will build a c-amplifying simulator S in
the auxiliary sa-indifferentiability game, without shared randomness, such
that D will output 1 with probability p. We denote the shared randomness,
hard-coded into both S∗

1 and S∗
2 , by SR.

Then there are two cases. In the first case, for any SR ∈ {0, 1}∗ the
probability D returns 1 is p. In the second case, there are two values SR0
and SR1 such that the probability D returns 1, in either setting is p0 and
p1 respectively, and p0 < p < p1.

In the first case, we can pick any value for the shared randomness SR,
and set S = S∗

[SR]. In the second case, we can hard-code both SR0 and
SR1 into each stage of S. Then before S1 runs, it will sample a bit b such
that,

Pr
S
[b = 1] = p− p0

p1 − p0
.

Then given the bit b, the simulator S1 will run S∗
1 [SRs], and set the private

bit s = b, so that the second stage simulator can run S∗
2 [SRs]. Note that

this doesn’t increase the query complexity of the simulator and so the
c-amplification is preserved. Then the probability that the distinguisher
D, interacting with simulator S, returns 1 is

p0 ·Pr
S
[b = 0] + p1 ·Pr

S
[b = 1] = p .

The shared randomness hard-coded in should be used to simulate re-
sponses with a secure PRF. As we don’t consider adversaries with un-
bounded computation, we don’t need to share enough to sample the whole
random oracle. Importantly, we can observe that the q + 1 extra simulator
queries in Theorem 9 are used to construct some shared randomness (out-
side of the view of the distinguisher). The above technique allows us to
remove these queries, at the cost of two things: 1) a single bit of private
information shared between the two online simulators, and 2) a simulator
which depends on the distinguisher.
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6 Multi-stage Indifferentiability

6.4.1 Bit-fixing and c-amplification.

Note that the simulator we provide for the sa-bf-Indiff game is not c-
amplifying. Below we outline a simple attack on the c-amplification of a
bit-fixing simulator in the sa-bf-Indiff game, and show that any successful
simulator in the sa-bf-Indiff game cannot be c-amplifying.

Attack on c-amplification in the sa-bf-Indiff game. LetD = (D0,D1,D2)
be a distinguisher in the sa-bf-Indiff game. Then D0 fixes P points in
the list L, and encodes them in z0 for D2. The simulator S2 must remain
consistent with each point (x, y) ∈ L, as D2 can query points in L. If
S2 is inconsistent with the list L, the distinguisher D2 can detect this by
consulting the preprocessing. Without access to L, for any unsalted query
x′, the simulator S2 cannot tell whether x′ ∈ L or not. As the simulator
S2 does not have direct access to the list L, and only sees the encoded z0,
for each query x such that (x, y) ∈ L, the simulator must query H[L](x)
to find y. There is no other way for S2 to efficiently recover L because
the Decomp algorithm is potentially unbounded in its time complexity,
and so running Decomp on the preprocessing z0 is out of the question for
meaningful security bounds. Therefore S2 must forward all such queries
to the RO, which results in a RO query for every query it receives, and at
least n queries for each instance D computes.

6.5 Conclusion

This chapter is somewhat of a departure from the earlier ones, and although
it continues the study of iMHFs, the techniques it uses are substantially
different. We asked the question: in what scenarios can we securely swap
out the random oracle for an iMHF?

By introducing a salt propagation game and a suitable indifferentiability
notion, we were able to extend the research of [45] to show that salt-
propagating indifferentiable constructions, are secure in the sa-Indiff game
with respect to an indifferentiable salt generator. This offers a more
modular approach to proving multi-stage indifferentiability, as it doesn’t
rely on the definitional overhead of the [45] framework. Moreover, due
to the single-stage indifferentiability results of [7], our result guarantees
security for secrets sampled hash-dependently, when stored with salted
graph-based iMHFs – a class of function not covered by [45]. In this way,
it extends both previous works.
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6.5 Conclusion

By introducing the SSU framework, we were able to prove security
bounds in a wide class of games when instantiated with graph-based
iMHFs. Firstly, by proving composition in all SSU games, we showed that
security in the sa-ai-Indiff game implies one can securely swap-out the RO
for an iMHF in any auxiliary-input sample, salt, & use game. In particular,
we showed that this includes the AI-UR game – which models password
storage security against offline time-memory trade-offs. We also gave a
definition of AI-KDF games, which fall under this category, and while this
definition is different from the super-ideal definition of [30], it still captures
an idealised security setting for key-derivation.

To prove these bounds we used the bit-fixing technique of [25]. This
necessitated introducing the bit-fixing version of the auxiliary-input games,
and using the game-hopping techniques to prove security bounds there.
Using the main result of [25], we lifted this bound from the bit-fixing
setting to the auxiliary-input setting.

Finally, we made some progress in optimising the simulators. The
simulators we produced in Theorems 9 and 10 were not c-amplifying, i.e.,
they made many more queries to the random oracle than the number of
full computations completed by the adversary.

In Theorem 9 the simulator was derandomised by generating a shared
key. To do so, each stage of the simulator made more queries to the random
oracle than the total number of adversarial queries. If the initial single-
stage simulator was c-amplifying, then the multi-stage simulator generated
in Theorem 9 will not preserve this. In Theorem 10, the simulator roughly
has one RO query for every primitive query of the adversary, which is
clearly not c-amplifying.

As the motivation behind MHFs is to impede the adversary from com-
puting too many instances, c-amplification is clearly important. Intuitively,
the indifferentiability result formalises the idea that for every attack on
the construction, there is a similar attack on the monolithic random oracle.
If the simulator is not c-amplifying, then we say that for an attacker
against the construction, there is an attacker against the random oracle
with similar advantage, but that makes many more full computations of
the RO; we have a weaker statement.

To bridge this gap, we define an indifferentiability notion in which the
simulators can communicate an extra bit of information privately. This
allows us to adapt a derandomisation technique from the recent work of
Carolan, Poremba, and Zhandry [23]. Adapting the argument, we are
able to show that if a construction can be shown to be sa-indifferentiable
with shared randomness, then it is weakly sa-indifferentiable without
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6 Multi-stage Indifferentiability

shared randomness, when the simulators can communicate an extra bit
of information. By giving a composition theorem, we show that this
captures a class of games which communicate some information between
the adversaries untouched; in fact, we motivate this with the example of
an extra bit of private password leakage.

This means, in the multi-stage setting, we can retain simulator efficiency,
and thus c-amplification, if we accept a weak indifferentiability simulator,
and a slightly restricted composition theorem. Any extra queries needed
for derandomisation are no longer needed. We concluded with an attack
to show that, at least via the bit-fixing technique, one cannot achieve
c-amplification for the sa-ai-Indiff simulators.
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7 Conclusion

In conclusion, we have progressed towards answering two important ques-
tions in the security of password storage and memory hard functions.
Firstly, we wanted to study the unrecoverability advantage for hash-
dependent passwords stored under graph-based memory hard functions.
In particular we wanted to relate the unrecoverability of the passwords
to the CMC of the attacking adversary, rather than mere query complex-
ity. This required extensions to both FT21 and AS15. Both extensions
were in some sense hash-dependent, but each in a different way. To the
FT21 framework, we introduced the hash-dependent password sampler,
and provided reduction proofs to verify it as a sound addition, i.e., even
with a hash-dependent sampler one can move from unrecoverability to
unguessability. This addition was to give a treatment of hash-dependent
password samplers. To AS15, we introduced hash-dependent adversaries,
and provided a proof to guarantee that the graph-based iMHFs from the
AS15 labelling, remain memory hard in this setting. This was not to
introduce hash-dependent samplers directly, but to more closely model
adversaries computing the iMHF in all security games – they may pick
inputs adaptively. In particular it allows us to give a reduction from the
unrecoverability setting, and bound the total number of computations an
adversary can make of the iMHF.

The consequence of this was a combined framework that allowed us
to prove unrecoverability bounds in terms of the CMC available to an
adversary. We were able to conclude that, even for adaptive adversaries,
and even for hash-dependent passwords, the required work scales roughly
linearly in the number of instances recovered. This shows that graph-based
iMHFs are a secure method of password storage.

Next we extended the analysis to an indifferentiability setting. We
defined a multi-stage preprocessing indifferentiability game under which
we could analyse the security of graph-based iMHFs. The notion is defined
such that it captures a class of games we call SSU, which contains a KDF
game as well as a preprocessing unrecoverability game.

We introduced the notion of salt propagation in the SaProp game to
capture a sufficient condition for lifting single-stage indifferentiability
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results to our multi-stage setting (without preprocessing). We then showed
that graph-based iMHFs (with a single source and single sink) are multi-
stage indifferentiable with auxiliary input. Observing that a c-amplifying
simulator is out of the question in the presence of preprocessing, we gave a
restricted SSU definition to explore under what conditions a c-amplifying
simulator is achievable. This requires a single bit of private information
shared between the indifferentiability simulators. We argue that this
gives composition in games which preserve, and ignore, at least one bit of
adversarial information. For example, in the UR game, the leakage on the
password distribution is essentially ignored by the game.

Future work. There are a number of interesting future directions. Firstly,
it is equally important to derive concrete unrecoverability bounds (in a
multi-instance setting) for other classes of memory-hard functions. In
particular, Scrypt is a key example of data-dependent memory hard func-
tions, for which recent work proved tight lower bounds on required CMC.
Both extending these results (to the stronger hash-dependent notion), and
deriving the unrecoverability bounds are interesting and important open
problems.

Other questions are raised by the second set of contributions. One
important direction would be to consider graph-based iMHFs instantiated
with different underlying primitives, not just permutations, or compres-
sion functions, but other constructions, i.e., Merkle Dagård-like iteration.
Especially useful would be a modular way to show that some construction
makes a good replacement for a random oracle in the construction of an
iMHF.

Another interesting angle would be to extend the indifferentiability
analyses in this thesis to dMHFs like Scrypt.

The possibility of a c-amplifying simulator for any class of MHFs in the
auxiliary-input setting ought to be explored. While this is ruled out with
the bit-fixing techniques, other proof techniques may shed light on the
issue.
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