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Abstract

The rapid digitalisation of modern power systems has transformed conventional grids into
cyber-physical power systems (CPPS), where physical power networks are tightly inte-
grated with communication, computation, and control infrastructures. While this integra-
tion enables advanced monitoring, coordination, and large-scale deployment of distributed
energy resources (DERs), it also introduces new vulnerabilities and uncertainties arising
from complex cyber–physical interactions. In particular, the propagation of cyber contin-
gencies and multi-source uncertainties in CPPS and their impacts on system operation
remain insufficiently understood.

This thesis investigates modelling, analysis, and real-time simulation methodologies
for CPPS, with a focus on distribution networks and microgrids. A general cyber-physical
modelling framework is developed by coupling differential–algebraic equation (DAE)-
based power system models with discrete-event communication network models. Within
this framework, node-specific communication delays are used to represent cyber–physical
interactions. Based on this framework, a virtual–physical power flow method is proposed
to analyse CPPS contingencies and vulnerabilities under coordinated cyber and physical
disturbances. A composite vulnerability index incorporating voltage deviation, commu-
nication latency, and cyber–physical node betweenness is further developed to identify
critical components under cyber contingencies.

To quantify uncertainty impacts, a global sensitivity analysis method based on prob-
abilistic modelling and Sobol’ indices is introduced. Uncertainties in load demand, pho-
tovoltaic generation, and communication delays are modelled using suitable probability
distributions, and a Monte Carlo-based approach is applied to evaluate their influence on
system dynamics. Results show that photovoltaic uncertainty dominates bus voltage vari-
ation, while communication delays mainly produce localised effects on voltage stability
and non-negligible impacts on frequency dynamics.

To validate the proposed methods, several real-time cyber-physical co-simulation
platforms integrating OPAL-RT or Typhoon HIL with EXata or OMNeT++ are devel-
oped using different synchronisation schemes. These platforms enable realistic emulation
of cyber attacks and demonstrate the effectiveness of the proposed methodologies for
CPPS vulnerability assessment and cybersecurity analysis.
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Chapter 1

Introduction

1.1 Background

The global energy transition towards low-carbon electricity systems has fundamentally
transformed the structure and operation of modern power networks. Driven by climate
commitments, electrification of transport and heating, and large-scale integration of re-
newable energy sources, national power systems are evolving from centrally controlled
infrastructures to highly distributed, data-intensive, and dynamically interconnected net-
works. The National Energy System Operator (NESO) has published its “Zero Carbon
Operations by 2025” roadmap, formally outlining the strategic transformation of the UK
electricity system operations. The report shows an ambition to operate the Great Britain
electricity system safely and securely at zero carbon whenever sufficient renewable gen-
eration is available to meet total national demand [1]. To achieve this objective requires
significant improvement from traditional operation, where conventional synchronous gen-
erators historically provided essential services such as inertia, frequency response, voltage
control, and short-circuit infeed.

At the global level, the scale of renewable expansion further reinforces the size of
this transformation. According to the Renewables 2025 Global Status Report, cumula-
tive global solar photovoltaic (PV) capacity exceeded 2.2 TW by the end of 2024, with
a record-breaking 602 GW added within a single year, representing an annual growth
rate of 37%. Solar PV generation reached approximately 2,131 TWh in 2024, account-
ing for 6.9% of global electricity production. Moreover, 23 countries achieved solar PV
shares exceeding 10% of national electricity generation, and five countries exceeded 20%,
illustrating the emergence of structurally high renewable penetration levels [2]. These
developments indicate that renewable variability is no longer a marginal perturbation but
a structural characteristic of modern power systems.

Therefore, future power systems will increasingly rely on digitally coordinated re-
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newable resources, inverter-dominated generation, and advanced real-time control mecha-
nisms. As renewable penetration increases and system inertia declines, uncertainty associ-
ated with renewable variability and communication-layer dynamics becomes structurally
embedded within the system operation [3]. The transition toward zero-carbon operation
consequently places greater emphasis on modelling approaches that can capture renewable
variability, communication delays, and system-service interactions within a unified ana-
lytical environment. Such modelling requirements have become increasingly important as
cyber–physical coupling increasing in modern distribution networks.

Traditionally, power systems were designed as physical infrastructures, where gen-
eration, transmission, and distribution processes were analysed through deterministic
steady-state and transient models. However, the increasing reliance on communication
networks for monitoring, control, and protection has fundamentally changed this operation
mode. Modern power systems now operate as tightly coupled cyber-physical power sys-
tems (CPPS), where computational intelligence, communication networks, and physical
electrical dynamics interact continuously [4–6]. In such systems, sensor measurements,
communication delays, packet losses, and cyber events can directly influence generator
outputs, inverter control actions, and network stability. The power grid is therefore no
longer an isolated physical system, but a multi-layered cyber-physical system whose per-
formance depends on both electrical and communication infrastructures.

The distribution network represents one of the most critical domains in this transfor-
mation. Unlike transmission networks, distribution systems host a high concentration of
renewable distributed energy resources (DERs), particularly rooftop and utility-scale PV
installations and windfarms [7]. As penetration levels increase, voltage regulation, reverse
power flow, and local stability challenges become more severe. High PV penetration intro-
duces stochastic power injection patterns that vary with irradiance, weather conditions.
These characteristics significantly complicate operational planning and real-time control.
In practical systems, PV inverters are typically coordinated via communication networks
and supervisory control strategies, further strengthening the cyber-physical coupling.

In this context, uncertainty becomes a structural property rather than a marginal
perturbation. Two dominant sources of uncertainty has added to the CPPS. The first
originates from renewable generation variability. Solar irradiance exhibits both temporal
and spatial randomness, and when multiple PV units are connected within a distribution
network, their outputs may exhibit correlated or independent fluctuations depending on
geographical and atmosphere conditions [8]. The second source arises from communica-
tion infrastructure. Communication delays, data exchange intervals, and synchronisation
mechanisms influence the effectiveness of control strategies and may introduce dynamic
deviations in voltage or frequency regulation [9]. Furthermore, communication delay is
often node-dependent, protocol-dependent, and affected by network congestion, routing
structure, and scheduling strategy. For distribution-level cyber-physical systems, where
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control loops may operate at sub-second timescales, even modest latency variations can
influence dynamic performance.

From a modelling perspective, differential–algebraic equation (DAE) formulations
remain the standard approach for representing power system dynamics. Electrical net-
works are typically described through coupled differential equations to capture generator
and inverter dynamics, together with algebraic equations to represent network power bal-
ance constraints [10]. Within this continuous-time framework, state variables such as bus
voltages, currents, and inverter internal states are updated according to physical laws
governed by electromagnetic and electromechanical interactions. When stochastic renew-
able inputs are introduced, additional uncertainty is embedded into the system states,
increasing the analytical and computational complexity of the DAE formulation.

In contrast, communication networks are commonly modelled using graph-theoretic
and complex network representations, where nodes correspond to communication devices
and edges represent data transmission links [11]. Such models emphasise network topol-
ogy, routing paths, connectivity, and latency characteristics rather than continuous elec-
trical dynamics. Communication delays, packet loss, and scheduling mechanisms are often
described using discrete-event or probabilistic models defined over network graphs. The
combination of continuous-time DAE-based power system models and graph-based com-
munication network models introduces new modelling structure within cyber–physical
systems. Consequently, integrating multi-source uncertainty across these distinct rep-
resentations introduces additional challenges and has attracted increasing attention in
recent research.

Beyond modelling, quantitative evaluation of uncertainty influence is equally criti-
cal. Classical local sensitivity analysis provides limited insight when system behaviour is
nonlinear and influenced by multiple interacting parameters. Global Sensitivity Analysis
(GSA), particularly variance-based approaches such as Sobol’ indices, offers a effective
method to quantify the contribution of individual uncertain inputs and their interactions
to output variability [12, 13]. By decomposing output variance into first-order and total-
effect components, GSA enables identification of dominant drivers of system behaviour.

In addition, as cyber-physical systems are real-time systems in reality, simulation
platforms should reflect synchronisation mechanisms and data-exchange characteristics
realistically. Hardware-in-the-loop (HIL) and real-time co-simulation architectures have
emerged as powerful tools to validate cyber-physical models under realistic timing con-
straints [14, 15]. Existing studies have explored probabilistic modelling, communication
delay analysis, and real-time co-simulation techniques, often addressing these aspects
separately. Their combined integration within a unified analytical and experimental en-
vironment remains an active area of research.
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1.2 Motivation

The transformation towards CPPS has been widely acknowledged in both academia and
industry. However, despite extensive research activities, existing studies have not formed
a general framework in the domains of modelling, uncertainty analysis, and experimental
validation. This constrains the capacity for systematic analysis and demonstration of
how the volatility of renewable energy sources and the dynamics of the communication
layer jointly influence CPPS behaviour, particularly under inverter-dominant and digitally
coordinated operating conditions.

First of all, from a modelling perspective, a substantial portion of the literature rep-
resents communication effects using simplified delay assumptions [16]. While such sim-
plifications improve mathematical tractability, they fail to capture the node-dependent
and protocol-dependent latency characteristics inherent in practical communication in-
frastructures. In distribution networks and microgrids, where control loops operate at
microsecond- and millisecond-level time scales, oversimplifying structured delay represen-
tation may lead to incomplete cyber–physical coupling models and potentially inaccurate
dynamic stability assessment. A unified formulation that systematically embeds node-
specific communication delay into differential–algebraic equation (DAE)-based power sys-
tem models therefore remains underdeveloped.

In addition, from an uncertainty quantification perspective, most probabilistic power
system studies primarily focus on physical uncertainties, such as renewable generation
variability or load fluctuations, while communication-related uncertainties are often treated
as deterministic or secondary parameters [17]. Although Monte Carlo simulations are
widely adopted, they typically assess aggregate output variance without decomposing
the relative contributions and interaction effects of multiple uncertainty sources [18]. In
CPPS, renewable fluctuations and communication delays both exist and interact in non-
linear and time-varying manners. The absence of a structured variance-based global sensi-
tivity framework capable of time-resolved decomposition limits systematic understanding
of uncertainty propagation mechanisms and localisation characteristics in CPPS.

Moreover, there is a gap exists between theoretical modelling and experimental vali-
dation. Many cyber–physical modelling studies are numerical and do not explicitly con-
sider real-time synchronisation constraints, hardware latency, or data-exchange mecha-
nisms [19]. However, CPPS operate under real-time digital coordination, where scheduling
strategies, communication protocols, and hardware-induced delays may influence dynamic
behaviour. Without hardware-in-the-loop (HIL) or real-time co-simulation validation, it
remains unclear whether proposed delay models and uncertainty formulations accurately
reflect operational conditions.

Overall, current research efforts tend to (i) simplify communication delay representa-
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tion, (ii) isolate renewable and cyber uncertainties in analysis, and (iii) lack experimentally
validated integration across modelling and uncertainty quantification. These limit the de-
velopment of delay-aware and uncertainty-resilient operational strategies for digitalised
distribution networks.

Therefore, there is a need for a unified analytical and experimental framework that
integrates DAE-based cyber–physical modelling, structured node-specific communication
delay uncertainty representation, time-varying Sobol global sensitivity analysis, and real-
time co-simulation validation. Establishing such a framework is essential for systemat-
ically analysing multi-source uncertainty interaction mechanisms and bridging the gap
between theoretical cyber–physical modelling and practical system operation.

1.3 Aims and Objectives

1.3.1 Research Aim

The aim of this thesis is to establish a comprehensive digital co-simulation framework for
cyber-physical power systems that integrates unified modelling, uncertainty quantifica-
tion, and real-time validation.

Specifically, this research seeks to bridge the gap between cyber–physical modelling
theory and experimentally validated system analysis by integrating differential–algebraic
equation (DAE)-based systems, delay uncertainty modelling, global sensitivity analysis,
and real-time co-simulation architecture into a analytical digital co-simulation platform.

1.3.2 Objectives

To achieve the above research aim, the following specific objectives are defined:

• To develop a unified cyber–physical modelling framework by integrating differen-
tial–algebraic equation (DAE)-based power system models with communication net-
work representations, enabling explicit modelling of communication network char-
acteristics and cyber–physical coupling mechanisms.

• To formulate a structured uncertainty representation for cyber–physical systems,
incorporating stochastic renewable generation and communication delay uncertain-
ties, and to embed these uncertainties into the unified modelling framework.

• To establish CPPS assessment such as global sensitivity analysis (GSA) approach
based on Sobol’ indices, enabling quantitative decomposition of the contributions
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and interaction effects of multiple uncertainty sources, with time-resolved sensitivity
evaluation.

• To design and implement real-time cyber–physical co-simulation platforms that in-
tegrate power system simulators and communication network emulators through
efficient synchronisation and data exchange mechanisms.

• To validate the proposed modelling and analysis methodologies through hardware-
in-the-loop (HIL) and real-time co-simulation experiments, and to assess platform
performance under different cyber–physical scenarios.

1.4 Contributions

According to the research gaps that identified in the following Chapter 2, the main con-
tributions of this thesis can be summarised as follows:

1. A Unified Cyber–Physical Modelling Framework

Research Gap: Existing CPPS modelling approaches lack a unified representation
that can simultaneously capture detailed physical power system dynamics and communi-
cation network behaviour. Graph-theoretic and complex network models primarily focus
on topological properties and neglect electrical characteristics such as power flow con-
straints and dynamic state evolution. Conversely, conventional power system models in-
corporate communication effects only in a highly simplified manner, often treating them
as static or aggregated parameters. As a result, critical cyber–physical interactions, such
as node-specific communication delays and their impact on system dynamics, are not
explicitly represented. Furthermore, the bidirectional coupling between the cyber layer
(data exchange) and the physical layer (power flow) remains inadequately modelled in
existing frameworks.

To address this limitation, a unified cyber–physical modelling framework is devel-
oped based on the proposed Virtual–Physical Power Flow (VPPF) method. The frame-
work integrates graph-theoretic representation of communication networks with differen-
tial–algebraic equation (DAE)-based power system modelling, enabling explicit character-
isation of the bidirectional coupling between communication-layer dynamics and physical
power flow behaviour. Within this framework, cyber-layer information exchange and
physical-layer power flow are modelled to capture the impact of communication latency,
network topology on system operating states. This provides a systematic foundation for
vulnerability assessment in CPPS.

2. Sobol Global Sensitivity Analysis for CPPS

Research Gap: Existing CPPS assessment methodologies mainly focus on either
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structural vulnerability metrics or physical-layer uncertainties, with limited considera-
tion of cyber-induced uncertainties. Most vulnerability assessment approaches rely on
static indices or deterministic scenarios, which fail to capture the stochastic and dynamic
nature of cyber–physical interactions. In particular, communication uncertainties—such
as stochastic delays, packet loss, and cyber disturbances—are rarely incorporated into un-
certainty quantification frameworks. Moreover, existing global sensitivity analysis studies
are limited to renewable generation and load variability, neglecting the interaction effects
between cyber layer and physical layer uncertainties. The lack of a systematic framework
to quantify both individual and coupled impacts of multi-source uncertainties limits the
understanding of the impact of uncertainty in CPPS.

To address this gap, a variance-based global sensitivity analysis (GSA) framework
is developed to systematically quantify the impact of multiple uncertainty sources in cy-
ber–physical power systems, including renewable generation variability and node-specific
communication delays. Based on Sobol’ indices, the framework evaluates both first-order
and total-effect sensitivity measures, enabling the decomposition of individual contri-
butions and higher-order interaction effects among cyber and physical parameters. To
capture the dynamic nature of cyber–physical coupling, a time-resolved sensitivity anal-
ysis approach is proposed, enabling sensitivity metrics to illustrate how sensitivity varies
across different time intervals during system operation.

3. Cyber–Physical Real-Time Digital Simulation Platforms

Research Gap: Existing co-simulation and real-time digital simulation platforms for
CPPS are often limited by simplified communication modelling, restricted scalability, and
a lack of systematic performance evaluation. Many platforms adopt abstract or idealised
representations of communication networks, which fail to capture realistic network be-
haviours such as protocols, packet-level interactions, and cyber attack mechanisms. In
addition, existing synchronisation strategies are typically designed for specific applications
and lack flexibility in handling different types of simulators with different time scales.
Scalability remains a significant challenge, particularly for large-scale systems requiring
high temporal resolution. Furthermore, there is a lack of standardised evaluation met-
rics to assess key performance aspects such as synchronisation accuracy, computational
overhead, latency, and cyber attack compatibility, making it difficult to compare different
co-simulation architectures and determine their suitability for cybersecurity studies.

To overcome these limitations, a set of cyber–physical real-time digital simulation
platforms are designed and implemented to validate the proposed modelling and analysis
methodologies under realistic operational conditions. The platforms integrate DAE-based
power system simulation with discrete-event communication network emulation through
multiple synchronisation mechanisms and data exchange architectures.

Three representative co-simulation architectures are developed:

7



Chapter 1. Introduction 1.5. Thesis Outline

• A TCP-based master-slave synchronisation platform integrating Typhoon HIL with
the EXata communication network simulator, enabling coordinated microgrid-level
cyber–physical simulation.

• A TCP-based time-stepped synchronisation framework coupling OPAL-RT with
EXata, supporting scalable simulation with shorter time step and larger network
size.

• A UDP-based and shared memory based co-simulation architecture integrating OM-
NeT++ with OPAL-RT, enabling low-latency data exchange and efficient real-time
interaction.

In addition to platform development, an evaluation metric, termed the platform
assessment index (PAI), is proposed to quantitatively assess the performance of the
co-simulation platforms in terms of efficiency, cyberattacks simulation capability, and
communication capability. This index provides a systematic framework for comparing
different co-simulation architectures and analysing their trade-offs under varying simula-
tion configurations.

1.5 Thesis Outline

This thesis is structured around a progressive investigation of CPPS, moving from unified
modelling, to uncertainty quantification, and finally to real-time digital co-simulation
platform validation.

In addition, different co-simulation platforms are used across the thesis for different
purposes. These platforms are not independent repetitions, but serve different stages of
the research. Chapter 4 uses an OPAL-RT and OMNeT++ digital co-simulation platform
with shared-memory-based time-stepped synchronisation to generate dynamic input–
output data for global sensitivity analysis. Chapter 5 develops real-time cybersecurity-
oriented co-simulation platforms by integrating Typhoon HIL or OPAL-RT with EXata,
enabling realistic cyberattack emulation and platform performance assessment. The use
of these platforms across the thesis is summarised in Table 1.1.
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Table 1.1: Use of modelling and co-simulation platforms across the thesis

Chapter Platform Use in the thesis
Chapter 4 OPAL-RT–OMNeT++ with

shared-memory time-stepped
synchronisation

Generates dynamic input–output data for Sobol-
based global sensitivity analysis of the IEEE 33-
bus CPPS.

Chapter 5.1 Typhoon HIL–EXata with
master–slave synchronisation

Establishes the real-time microgrid cybersecurity
co-simulation platform.

Chapter 5.2 OPAL-RT–EXata with time-
stepped synchronisation

Improves scalability and data exchange for larger
real-time CPPS co-simulation.

Chapter 5.3 Typhoon HIL–EXata and OPAL-
RT–EXata platforms

Compares platform performance under FDI, DoS,
packet drop, and delay attack scenarios.

Chapter 1 introduces the research background, motivation, and objectives. It outlines
the challenges arising from the increasing digitalisation of modern power systems and
highlights the need for integrated modelling and co-simulation frameworks to analyse
cyber–physical interactions.

Chapter 2 reviews the state of the art in cyber-physical power systems, including
modelling frameworks, co-simulation methodologies, uncertainty quantification, and real-
time digital simulation platforms. Based on this review, key research gaps are identified
in unified cyber-physical coupling representation, time-resolved sensitivity analysis, and
experimentally validated co-simulation frameworks.

Chapter 3 presents a virtual–physical power flow (VPPF) framework for CPPS mod-
elling and vulnerability analysis. The proposed approach explicitly represents cyber–physical
coupling and enables systematic evaluation of coordinated cyber and physical disturbances
by a vulnerability index.

Chapter 4 develops a global sensitivity analysis (GSA) framework for cyber–physical
distribution networks. Sobol’ first-order and total-effect indices are employed to quan-
tify the influence of uncertain photovoltaic generation and node-specific communication
delays. The results reveal the localisation characteristics and interaction mechanisms of
cyber–physical uncertainties.

Chapter 5 presents the development of cyber–physical real-time digital co-simulation
platforms for CPPS validation. Multiple co-simulation architectures are designed and
implemented, including master–slave, time-stepped synchronisation schemes, and shared-
memory based frameworks, enabling flexible and scalable integration of power system
simulation and communication network emulation. The chapter consolidates a series
of experimental studies and platform implementations, supporting hardware-in-the-loop
validation and cybersecurity-oriented analysis of cyber–physical interactions.

Chapter 6 concludes the thesis by summarising the main findings, contribution, and
outlining future research directions.
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Chapter 2

Literature Review of Cyber-Physical
Power System Modelling and
Real-time Digital Simulation

The concept of Cyber–Physical Systems (CPS) was first introduced by the U.S. National
Science Foundation (NSF) in 2008. According to the definition provided in [20],

Cyber-physical systems are physical, biological, and engineered systems whose
operations are integrated, monitored, and/or controlled by a computational
core. Components are networked at every scale. Computing is deeply embed-
ded into physical processes, possibly even into materials. The computational
core is typically an embedded system that requires real-time response and is
often distributed. The behaviour of a cyber-physical system emerges from the
tight integration of computational (logical) processes and physical dynamics.

Modern smart grids are widely recognised as a representative application of CPS [21].
In such systems, the traditional power infrastructure is tightly coupled with communi-
cation and information technologies, forming what is commonly referred to as a cyber-
physical power system (CPPS).

In CPPS, the physical layer consists of electrical components such as generators,
loads, circuit breakers, transformers, and transmission or distribution lines. The cy-
ber layer comprises communication networks, monitoring devices, control systems, data
processing units, and information transmission infrastructures. Through the interaction
between these two layers, system monitoring, control, and protection functions can be
realised in an integrated manner.
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Cyber-Physical Power System Modelling
and Real-time Digital Simulation

2.1. Fundamentals of Cyber–Physical
Systems and Cyber–Physical Power Systems

2.1 Fundamentals of Cyber–Physical Systems and Cyber–
Physical Power Systems

The basic structure and operating principle of CPS are further introduced in this section.
A CPS can be understood as a closed-loop system that connects the physical world with
computation and communication processes [22,23]. In a typical CPS, sensors first measure
the states of the physical process, such as temperature, speed, voltage, current, or mechan-
ical position. These measurements are transmitted through a communication network to
computational units, where monitoring, decision-making, optimisation, or control algo-
rithms are executed. The resulting control commands are then sent to actuators, which
influence the physical process. Therefore, CPS operation is formed by the continuous
interaction among sensing, communication, computation, control, and actuation [24].

From a modelling perspective, a CPS can be described as a closed-loop hybrid system
that combines continuous physical dynamics with discrete cyber-layer computation and
communication processes [22, 25,26]. A generic CPS representation can be written as

ẋp(t) = fp (xp(t), ua(t), wp(t)) , (2.1)
ys(t) = hp (xp(t)) + vs(t), (2.2)
yc[k] = Np→c (ys(tk), τmk , ℓmk , emk ) , (2.3)

xc[k + 1] = fc (xc[k], yc[k]) , (2.4)
uc[k] = gc (xc[k], yc[k]) , (2.5)
ua(t) = Nc→p (uc[k], τuk , ℓuk , euk) , t ∈ [tk, tk+1), (2.6)

where xp(t) denotes the continuous physical state, ua(t) is the actuation input applied to
the physical process, wp(t) represents physical disturbances, ys(t) is the sensor measure-
ment, and vs(t) denotes measurement noise. The cyber-layer state is denoted by xc[k],
while yc[k] and uc[k] represent the received measurement and computed control command
at the discrete cyber time step k, respectively. The operators Np→c(·) and Nc→p(·) repre-
sent the measurement and control communication channels, where τk, ℓk, and ek denote
communication delay, packet-loss status, and data distortion, respectively.

A simplified communication operator can be expressed as

N (z, τ, ℓ, e) =

z(t− τ) + e, ℓ = 0,
zhold, ℓ = 1,

(2.7)

where z(t− τ) represents the delayed signal, e represents data distortion or communica-
tion error, and zhold denotes the most recently available value when packet loss occurs.
This formulation illustrates that CPS behaviour is determined not only by the physical
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dynamics, but also by the timing, reliability, and integrity of cyber-layer information
exchange.

Different from conventional computer systems, CPS are directly connected to physical
processes. Therefore, cyber-layer events can influence physical behaviour, while physical-
layer disturbances can also affect cyber-layer operation. For example, communication
delay, packet loss, data corruption, or cyberattacks may lead to incorrect or delayed con-
trol actions. Similarly, a physical fault may affect sensors, controllers, or communication
devices. This bidirectional interaction makes CPS fundamentally different from purely
cyber systems or purely physical systems [22].

Cyber–physical power systems (CPPS) are a specific type of CPS in the power and
energy domain. When the generic CPS formulation is specialised to CPPS, the physical
process is commonly represented by differential–algebraic equations, while cyber–physical
coupling is introduced through delayed measurement and control signals. A compact
CPPS form can therefore be written as

ẋps(t) = fps (xps(t), V (t), ups(t)) , (2.8)
0 = gps (xps(t), V (t)) , (2.9)

ups(t) = ϕ (yps(t− τ(t))) , (2.10)

where xps denotes power-system dynamic states, V denotes algebraic network variables
such as bus voltages, and τ(t) represents the communication-induced delay in the cyber–
physical feedback loop.

In CPPS, the physical process is the electrical power network, including generators,
converters, loads, transformers, transmission or distribution lines, and energy storage
devices. The cyber layer includes sensors, communication networks, supervisory control
systems, protection devices, and control centres. Compared with general CPS, CPPS have
stricter requirements on real-time operation, stability, reliability, and security, because
failures in the cyber layer may directly influence voltage regulation, frequency stability,
power dispatch, and system protection [6]. The relationship between general CPS and
CPPS is illustrated in Fig. 2.1.
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Figure 2.1: Basic structure of CPS and its specialisation into CPPS.

To improve the clarity of the literature review, the main techniques reviewed in this
chapter are summarised using comparative tables. These tables provide an overview of
the principles, strengths, limitations, and relevance of different CPPS modelling, assess-
ment, and co-simulation approaches. Rather than duplicating the detailed methodological
figures presented in later chapters, the tables are used to support a concise comparison of
the existing techniques and to clarify the research gaps addressed in this thesis.

2.2 Cyber-Physical Power System Modelling

The smart grid represented the deep integration of power systems and communication
networks. Traditional power system modelling primarily focuses on the physical dynamics
of electrical networks, while the influence of communication infrastructures and cyber
interactions is often neglected. However, in CPPS, disturbances or contingencies may
propagate through both the physical layer and the cyber layer. Therefore, it becomes
necessary to develop modelling frameworks that can capture the interactions between
these two domains.

To address this challenge, extensive research has been conducted on cyber-physical
power system modelling from different perspectives.
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2.2.1 Modelling Method Based on Network Theory

2.2.1.1 Complex Network Modelling

Complex network-based modelling represents CPPS as unified network structures com-
posed of nodes and edges, where both power system components and communication
elements are abstracted into a common graph representation. This approach enables the
analysis of large-scale system properties using tools from network science, particularly for
studying structural characteristics, vulnerability, and cascading failures.

In [27], an integrated cyber–physical network was constructed by combining the elec-
trical power system and information and communication technology (ICT) infrastructure
into a single adjacency matrix representation. Network metrics, such as betweenness cen-
trality, were introduced to identify critical nodes and edges that play important roles in
both power transmission and information flow. Subsequent studies extended this frame-
work to vulnerability assessment and cascading failure analysis [28,29], as well as stochas-
tic modelling of failure propagation under uncertainty [30,31].

Additional developments incorporated concepts such as small-world networks [32]
and community detection methods [33] to characterise network structure and identify
functional clusters within CPPS. These approaches provided valuable insights into system
robustness and the topological mechanisms of failure propagation.

However, by abstracting both cyber and physical components into a unified network
model, these methods inherently simplified or neglected key electrical characteristics of
power systems, such as dynamic behaviour, power flow constraints, and control mecha-
nisms. As a result, while complex network-based modelling was effective for structural
and vulnerability analysis, it was limited in its ability to capture detailed cyber–physical
interactions and system dynamics at the operational level.

2.2.1.2 Graph-Theoretic Modelling

Graph-theoretic modelling can be viewed as a special subset of complex network ap-
proaches, where CPPS are represented using node–edge structures with an emphasis on
topological relationships and computational efficiency. Unlike complex network mod-
elling, which focuses on statistical network properties and metrics such as centrality and
small-world characteristics, graph-theoretic methods primarily exploit the structural rep-
resentation of nodes and edges to enable efficient analysis and algorithm implementation.

In this context, graph-based techniques have been widely applied to improve the
scalability and computational performance of power system analysis. For example, [34]
proposed a graph computing-based approach for real-time topology analysis, while [35]
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introduced graph databases and distributed graph computing platforms, such as Giraph,
GraphLab, and GraphChi, for cyber–physical power system simulation.

Furthermore, graph-theoretic formulations have been integrated into power flow anal-
ysis. In [36], it was shown that iterative methods such as the Gauss method and key steps
of the Newton–Raphson algorithm can be naturally mapped onto graph processing oper-
ations, significantly improving computational efficiency for large-scale systems.

Despite their advantages in scalability and computational efficiency, graph-theoretic
approaches remained largely focused on structural representations and algorithmic accel-
eration. As a result, they provide limited capability to capture detailed electrical dynamics
and cyber–physical interactions, particularly when communication behaviours and control
mechanisms need to be explicitly modelled.

2.2.2 Modelling Method Based on Power Flow Model

Power flow-based modelling represents a fundamentally different approach to CPPS mod-
elling, where cyber-layer characteristics are embedded directly into the physical power
system framework. Instead of abstracting the system into a unified network structure,
this approach extends conventional power flow formulations to incorporate communication
processes, enabling unified analysis within a physically interpretable modelling method.

Building upon the well-established foundation of power flow analysis governed by
Kirchhoff’s laws, several studies have introduced analogies between electrical power flow
and information flow in communication networks. In [37], the communication network
was transformed into an equivalent power network representation, where cyber links were
modelled as branches with functional characteristics. This allowed information flow to be
analysed using formulations analogous to the nodal admittance matrix, thereby enabling
unified cyber–physical co-simulation and contingency assessment.

Further developments have incorporated dynamic behaviours in both cyber and phys-
ical domains. For instance, [38] integrated dynamic routing models for communication
networks with dynamic load flow analysis, enabling the study of interactions between
packet transmission processes and power system dynamics. Such approaches provided
a more comprehensive framework for analysing coupled phenomena, including cascading
failures triggered by both electrical disturbances and communication congestion.

In addition, advanced modelling techniques have been proposed to enhance the rep-
resentation of cyber–physical interactions. The work in [39] introduced a POD-based load
shedding strategy to simulate multiple failure modes, while [40] proposed a correlation
matrix-based formulation to represent interdependencies among physical, communication,
and control layers. These methods provided a systematic way to incorporate communica-
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tion effects, such as delay, reliability, and control interactions, into power system models.

Overall, power flow-based modelling offered a natural and physically grounded frame-
work for integrating cyber and physical domains, making it particularly suitable for uni-
fied analysis and co-simulation. However, in most existing approaches, communication
processes were incorporated in a simplified or aggregated manner, with limited repre-
sentation of protocol-level behaviour and node-specific delay characteristics. This limits
their ability to capture detailed cyber–physical coupling and the impact of communication
uncertainties on system dynamics.

Table 2.1: Comparison of CPPS modelling techniques

Technique Main principle Advantages Limitations

Complex network
modelling

Represents power and
cyber infrastructures as
interconnected nodes
and edges.

Suitable for analysing
topology, structural
vulnerability, centrality,
and cascading failure
paths.

Simplifies electrical
dynamics, power
flow constraints, and
control mechanisms.

Graph-theoretic
modelling

Uses graph structures
and adjacency relation-
ships to represent CPPS
topology and support
computational analysis.

Efficient for topology
analysis, routing rep-
resentation, and large-
scale structural studies.

Mainly focuses on
structure and com-
putational efficiency,
with limited repre-
sentation of detailed
physical dynamics.

Power-flow-based
modelling

Embeds cyber-layer ef-
fects into power flow or
extended power system
formulations.

Provides physically in-
terpretable analysis and
can link cyber contin-
gencies with voltage,
power flow, and opera-
tional impacts.

Communication
processes are often
simplified or aggre-
gated, with limited
protocol-level or
node-specific delay
modelling.

DAE-based cyber–
physical modelling

Couples dynamic power
system equations with
communication-layer
variables or delay func-
tions.

Captures dynamic
system behaviour and
cyber–physical coupling
more explicitly.

Requires higher com-
putational effort and
careful co-simulation
or synchronisation
design.

2.3 Cyber-Physical Power System Operational As-
sessment

While modelling frameworks provide a fundamental basis for representing the structural
and dynamic behaviour of CPPS, they do not by themselves quantify how the system
responds to disturbances, uncertainties, or coordinated cyber–physical disruptions. As
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modern power systems become increasingly interconnected with communication networks,
the propagation of disturbances is no longer confined to the physical domain but may
evolve across both cyber and physical layers in a coupled and non-linear manner.

Consequently, systematic assessment methodologies are required to evaluate the per-
formance and security of CPPS under a wide range of operating conditions. In particular,
the presence of cyber-induced disturbances, communication delays, and renewable genera-
tion uncertainties introduces new dimensions of complexity that cannot be fully captured
by conventional power system assessment techniques.

In this section, representative methodologies for cyber-physical systems assessment
are reviewed, with particular focus on vulnerability assessment and global sensitivity anal-
ysis. These approaches provide complementary perspectives for understanding system
weaknesses, identifying critical components, and analysing the propagation of uncertain-
ties in CPPS environment.

2.3.1 Cyber-Physical Power System Vulnerability Assessment

Before reviewing specific assessment methods, it is necessary to clarify the meaning of
vulnerability in the context of CPPS. In general, vulnerability refers to the susceptibility
of a system, component, or function to performance degradation, instability, or failure
when it is exposed to disturbances, uncertainties, or malicious attacks. In conventional
power systems, vulnerability is mainly associated with physical components and operating
conditions, such as transmission lines, buses, generators, loads, voltage stability, frequency
stability, and cascading failures. In CPPS, however, vulnerability is extended from the
physical layer to the cyber layer [6, 41].

The vulnerable components in CPPS can be broadly divided into three categories.
The first category is the physical layer, including buses, transmission or distribution
lines, generators, converters, transformers, loads, and distributed energy resources. These
components may be vulnerable to physical faults, renewable generation variability, load
fluctuations, equipment outages, and abnormal operating conditions. The second category
is the cyber layer, including sensors, measurement units, communication links, routers,
switches, controllers, SCADA systems, and control centres. These components may be
vulnerable to communication delay, packet loss, data corruption, false data injection,
denial-of-service attacks, and other cyber contingencies. The third category is the cyber–
physical coupling, where cyber-layer disturbances affect physical power system operation
through measurement, communication, and control loops. The examples of vulnerable
components and corresponding threats are summarised in Table 2.2.

Therefore, vulnerability in CPPS does not only refer to whether a component can be
attacked, but also to how seriously the system performance is affected after the distur-
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bance occurs. This broader understanding provides the basis for vulnerability assessment
methods that jointly consider physical impacts, cyber-layer characteristics, and cyber–
physical interactions [41].

Table 2.2: Examples of vulnerable components and threats in CPPS

Layer Vulnerable components Examples of threats or distur-
bances

Physical layer Buses, lines, generators, converters,
loads, DERs

Faults, outages, renewable variabil-
ity, load fluctuations, voltage or fre-
quency instability

Cyber layer Sensors, communication links,
routers, controllers, control centres

Communication delay, packet loss,
data corruption, FDI attacks, DoS
attacks

Cyber–physical coupling Measurement, communication, and
control loops

Delayed feedback, incorrect con-
trol commands, cascading cyber–
physical impacts

Vulnerability assessment is a fundamental approach for evaluating the resilience and
security of CPPS under disturbances and cyber–physical threats. Early studies primarily
focused on the impact of physical disturbances on system stability, where vulnerability was
characterised by voltage deviations and the sensitivity of system states to power variations
[42]. With the increasing integration of communication networks, recent research has
extended vulnerability assessment to account for cyber–physical interactions.

Existing approaches can be broadly classified into index-based methods, probabilistic
attack modelling, and topology-oriented resilience enhancement techniques.

Index-based methods evaluate system vulnerability using structural or operational
metrics. For instance, [43] proposed a matrix-based framework to analyse cascading fail-
ures based on adjacency and dependency matrices, while [44] employed loss-of-load as
an indicator to identify critical components. Similarly, graph-theoretic centrality indices
were used in [45] to assess the importance of nodes and branches under contingency sce-
narios. Although these approaches were computationally efficient and interpretable, they
were typically based on static representations and lack the ability to capture dynamic
cyber–physical interactions.

Probabilistic methods model vulnerability from the perspective of attack processes
and uncertainty. In [46], a Bayesian attack tree framework was developed to quantify the
possibilities and impact of cyber-attacks on substations and control centres, considering
the time required for attackers to compromise system components. Such approaches
provide valuable insights into attack pathways and probabilistic risk, but they relied on
predefined assumptions and simplified system representations, limiting their applicability
to large-scale dynamic systems.

Topology-oriented approaches focus on enhancing system robustness through net-
work design. For example, [47] investigated link addition strategies in interdependent
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networks to improve system resilience, demonstrating that low-degree (LD) connection
strategies can effectively enhance network robustness. However, these methods primarily
address structural improvements and do not explicitly consider operational dynamics or
cyber–physical coupling.

More recent studies have attempted to develop integrated vulnerability metrics that
jointly consider cyber and physical domains. The Cyber-Physical Energy System Quan-
titative Security Metric (CPESQSM) proposed in [48] evaluates system security across
electrical, cyber-risk, and network topology domains, providing a more comprehensive
assessment framework. Nevertheless, such metrics were still largely based on aggregated
indicators and lack the capability to capture time-varying interactions and uncertainty
propagation in CPPS.

Overall, while existing vulnerability assessment methods provided valuable tools for
identifying critical components and analysing system resilience, they were predominantly
based on static or simplified representations. In particular, the dynamic coupling between
cyber and physical layers, as well as the impact of communication uncertainties such as
delay and data loss, were not explicitly modelled. This limited their ability to accurately
characterise vulnerability in modern cyber–physical power systems.

2.3.2 Global Sensitivity Analysis for System Uncertainties

In addition to vulnerability assessment, uncertainty analysis has attracted increasing at-
tention in modern power systems, particularly due to the high penetration of renewable
energy sources and the increasing operational complexity. In CPPS, multiple sources
of uncertainty coexist, including stochastic renewable generation, load variability, and
communication-induced factors such as latency, packet loss, and data distortion. Among
these factors, this thesis focuses particularly on load variation, PV generation uncertainty,
and node-specific communication delay. These uncertainties interact in a coupled and
non-linear manner, making it challenging to quantify their individual and joint impacts
on system behaviour.

Global Sensitivity Analysis (GSA) provides a systematic framework for quantifying
the influence of uncertain input parameters on system outputs over the entire input space.
Compared with local sensitivity analysis, which evaluates system response around a nom-
inal operating point, GSA captures non-linear effects and higher-order interactions among
multiple inputs. Among various GSA techniques, variance-based methods, such as Sobol’
indices [49–51], are widely adopted due to their ability to decompose output variance into
contributions from individual parameters as well as their interactions.

Following variance-based GSA theory [52], uncertain inputs are varied probabilisti-
cally and their contributions to output variance are quantified. In this thesis, the changes
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Table 2.3: Categorisation of uncertain inputs in CPPS global sensitivity analysis

Category Variables changed in GSA Physical interpretation

Load uncertainty Active/reactive load demand
or load multipliers

Represents stochastic demand varia-
tion in the physical distribution net-
work.

Renewable-generation
uncertainty

Solar irradiance or PV gener-
ation output

Represents renewable variability
caused by changing weather and
irradiance conditions.

Communication-system
uncertainty

Node-specific communication
delay τi

Represents uncertain cyber-layer la-
tency in measurement, communica-
tion, and control loops.

Joint cyber–physical un-
certainty

Simultaneous variation of PV
generation and communica-
tion delay

Represents coupled uncertainty prop-
agation between the physical and
communication layers.

in sensitivity analysis refers to the probabilistic variation of uncertain input variables,
rather than changes to the system topology, controller structure, or co-simulation plat-
form. As the Table 2.3 shows, the uncertain inputs are categorised according to their
physical origin, including physical-layer demand uncertainty, renewable-generation un-
certainty, communication-layer uncertainty, and joint cyber–physical uncertainty. This
classification provides a clear link between the general GSA concept reviewed in this
chapter and the implementation presented later in Chapter 4, where load demand, PV
generation, and node-specific communication delays are treated as uncertain inputs of the
Sobol-based analysis.

Recent studies have applied GSA to power systems to analyse the impact of renew-
able generation uncertainty and load variability. For instance, [12] proposed a data-driven
GSA framework for large-scale distribution systems using deep Gaussian processes, en-
abling scalable sensitivity analysis of voltage responses to uncertain power injections.
Similarly, [13] extended GSA to integrated heat–electricity energy systems by developing
a GenUT-based framework capable of efficiently handling correlated and non-Gaussian
uncertainties.

More recently, advanced analytical approaches have been developed to improve the
computational efficiency of GSA in power systems. In [53], an analytical probabilistic
power flow (PPF) and GSA framework based on Gaussian mixture models (GMMs) was
proposed, enabling direct computation of statistical characteristics and sensitivity indices
without relying on large-scale Monte Carlo simulations.

In parallel, recent work has extended variance-based GSA methods to address more
complex uncertainty characteristics in power systems. In [54], a framework was developed
to incorporate correlated input variables into sensitivity analysis, enabling a more refined
decomposition of uncertainty contributions. Such approaches improve the capability of
GSA in capturing interactions and dependencies among input variables within physical
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systems.

Despite these advances, existing GSA studies remained largely focused on uncertain-
ties within the physical layer of power systems. Communication factors were typically
neglected or simplified as deterministic parameters, and their interactions with physical
processes were not explicitly represented. This limitation restricted the applicability of
GSA in cyber–physical environments.

In CPPS, communication networks directly influence control actions and system dy-
namics through mechanisms such as information exchange delays, packet loss, and cy-
ber contingencies. These effects are stochastic, time-varying, and dependent on network
topology and protocols. However, such communication uncertainties have not been sys-
tematically incorporated into existing GSA frameworks.

Therefore, extending GSA to CPPS requires a unified modelling framework that
explicitly integrates both physical and cyber uncertainties. By treating communication
factors, such as node-specific delays and data loss, as stochastic input variables, it be-
comes possible to quantify their contributions to system behaviour and to analyse their
interactions with physical uncertainties. This enables a more comprehensive understand-
ing of uncertainty propagation in cyber–physical environments and forms a important
contribution of this thesis.

Table 2.4: Comparison of CPPS assessment techniques

Technique Assessment focus Advantages Limitations

Index-based vul-
nerability assess-
ment

Evaluates critical com-
ponents using indica-
tors such as voltage
deviation, latency, be-
tweenness, or loss of
load.

Simple, interpretable,
and suitable for ranking
vulnerable nodes or
components.

Often static and may
not fully capture
stochastic uncertainty
propagation or time-
varying interactions.

Probabilistic risk
or attack mod-
elling

Represents uncertainty,
attack likelihood, or
failure propagation us-
ing probabilistic mod-
els.

Can capture uncertain
operating conditions
and attack scenarios.

Often depends on pre-
defined assumptions
and may be difficult
to scale to detailed
dynamic CPPS models.

Local sensitivity
analysis

Evaluates output
changes around a nomi-
nal operating point.

Computationally ef-
ficient and easy to
implement.

Limited for nonlinear
systems and does not
capture global uncer-
tainty interactions.

Global sensitiv-
ity analysis

Quantifies the contri-
bution of uncertain in-
puts to output variabil-
ity over the entire input
space.

Captures nonlinear
effects and interaction
contributions among
multiple uncertainties.

Requires a large number
of model evaluations,
especially when Monte
Carlo-based Sobol’ in-
dices are used.
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2.4 Cyber-Physical Co-Simulation Frameworks and
Real-Time Digital Simulation Platforms

2.4.1 Co-Simulation Frameworks

Co-simulation has become a fundamental approach for analysing CPPS by enabling the
integration of different simulators for power and communication networks. Comprehen-
sive surveys, such as [55], have highlighted key challenges including time synchronisa-
tion, interoperability, and data exchange between continuous-time power system models
and discrete-event communication processes. While these studies provide a systematic
overview of existing architectures, most frameworks rely on simplified representations of
communication dynamics, limiting their ability to capture detailed cyber–physical inter-
actions.

To improve modelling fidelity, recent research has explored hybrid co-simulation
approaches that combine different simulation methods. For example, EMT–phasor co-
simulation has been widely adopted for analysing distribution networks with high pen-
etration of inverter-based resources (IBRs). The work in [56] addressed interface incon-
sistency issues in unbalanced systems by introducing an improved initialisation strategy,
ensuring accurate boundary conditions between EMT and phasor simulators. Such ap-
proaches enhanced numerical accuracy and computational efficiency, but primarily fo-
cussed on physical layer interactions and did not explicitly incorporate communication
network dynamics.

Beyond hybrid physical-domain coupling, several studies have developed integrated
cyber–physical co-simulation frameworks to enable interaction between power systems
and communication networks. The framework proposed in [57] introduced a unified inter-
face (CPPI) to coordinate heterogeneous simulators and support real-time data exchange
across domains. Similarly, [58] developed a co-simulation framework for real-time reac-
tive power control by integrating physical system simulation with cyber-layer optimisation
and SCADA-based coordination. These frameworks demonstrated the feasibility of cross-
domain integration; however, communication processes were typically abstracted, with
limited modelling of protocol-level behaviour and network-induced delays.

Another important research direction focused on synchronisation strategies, which
were critical for ensuring consistency and efficiency in co-simulation. The CoordTS
method proposed in [59] improved upon conventional global event-driven approaches
by introducing a hierarchical coordination mechanism, significantly reducing communi-
cation overhead between simulators. Despite these improvements, such strategies were
often based on centralised coordination structures and still assumed simplified commu-
nication models, which restricted their applicability in large-scale and highly dynamic
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cyber–physical systems.

In summary, existing co-simulation frameworks have made significant progress in
integrating heterogeneous simulators and improving computational efficiency. However,
several limitations remained. Most approaches treated communication networks in an ab-
stract manner, without capturing node-specific and time-varying characteristics. In addi-
tion, the coupling between cyber and physical layers was often simplified, lacking explicit
representation of how communication delays and network dynamics influence power sys-
tem states. Furthermore, synchronisation mechanisms were typically designed for specific
frameworks and may not scale efficiently for large and complex systems. These challenges
highlighted the need for a unified co-simulation framework that explicitly models detailed
cyber–physical coupling and communication dynamics, which is a key focus of this thesis.

2.4.2 Real-Time Digital Simulation Platforms

Building upon co-simulation frameworks, real-time digital simulation platforms extend
these methodologies by incorporating hardware-in-the-loop (HIL) and experimental val-
idation capabilities. These platforms enable high-fidelity, closed-loop analysis of CPPS
under realistic operating conditions, supporting the evaluation of system dynamics, con-
trol strategies, and cyber–physical interactions.

Some developments primarily focused on federated co-simulation architectures that
combine multiple power system and communication network simulators. For instance, [60]
integrated RTDS and OPAL-RT to represent transmission and distribution systems, while
employing tools such as CORE, NS-3, and Mininet to emulate communication networks.
Similarly, [61] utilised an OPAL-RT and SCALABLE-based platform to perform real-
time HIL cybersecurity analysis, demonstrating the capability of closed-loop simulation
to capture cascading effects induced by cyber incidents. These studies highlighted the
feasibility of integrating different types of simulators, but mainly focus on system-level
validation with limited modelling of detailed cyber–physical interactions.

Subsequent research has incorporated HIL-based platforms to enhance realism and
enable direct interaction with physical devices. The framework in [62] integrated RT-
LAB and OPNET with real control devices to analyse cyber-attacks such as DDoS and
MITM, demonstrating how communication disturbances propagate to the physical layer.
In [63], a hybrid simulation environment combining real-time simulators, industrial pro-
tection relays, and communication networks was developed for resilience assessment under
cyber–physical threats. These platforms significantly improve experimental fidelity; how-
ever, they are typically designed for specific application scenarios, such as protection
validation or cybersecurity testing, and often adopt simplified communication models.

More recent work has explored tightly coupled multi-simulator configurations for
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specific dynamic studies. For example, [64] integrated OPAL-RT and Typhoon HIL in
a closed-loop HIL framework for frequency response analysis, incorporating both ana-
logue signals and synchrophasor-based communication. Moreover, in work [65], RTDS
and OPAL-RT were connected to EXata for evaluating large-scale power grid. While
such approaches demonstrate high-fidelity interaction between heterogeneous simulators,
they remained constrained to particular use cases and lacked systematic evaluation of
scalability and computational efficiency.

Overall, despite significant progress, existing real-time digital simulation platforms
exhibited several common limitations. Most platforms were designed for specific ex-
perimental scenarios and lacked generalised and modular architectures for scalable de-
ployment. Communication networks were often simplified in practical implementations,
with limited support for detailed protocol behaviour and realistic network emulation.
In addition, explicit synchronisation strategies and quantitative evaluation of simulation
efficiency were rarely addressed. These limitations highlighted the need for a unified
cyber–physical real-time simulation framework that incorporates detailed communica-
tion modelling, robust synchronisation mechanisms, and scalable performance evaluation,
which is a central focus of this thesis.

Table 2.5: Comparison of CPPS co-simulation and real-time digital simulation techniques

Technique Main principle Advantages Limitations

Offline co-simulation Couples power and
communication simu-
lators without strict
real-time constraints.

Flexible and suitable
for algorithm testing
and large-scale scenario
studies.

Limited ability to
represent real-time
hardware con-
straints and timing
behaviour.

Hardware-in-the-
loop real-time
simulation

Integrates real-time
simulators with physi-
cal controllers, devices,
or communication
hardware.

Provides high exper-
imental realism and
supports validation
under realistic timing
constraints.

Requires spe-
cialised hardware
and careful syn-
chronisation de-
sign.

Cyber–physical real-
time co-simulation

Integrates real-time
power simulation with
communication network
emulation.

Enables realistic study
of cyberattacks, com-
munication delays,
packet loss, and their
impacts on power sys-
tem operation.

Platform per-
formance, data
exchange latency,
scalability, and
synchronisation
accuracy must be
explicitly evalu-
ated.
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2.5 Research Gaps Identified

The comparative summaries in Tables 2.1 ,2.4 and 2.5 show that existing techniques pro-
vide useful foundations for CPPS modelling, assessment, and simulation, but they also
reveal common limitations in detailed cyber–physical coupling representation, system-
atic uncertainty quantification, and experimentally validated real-time implementation.
Based on the above review, several key research gaps in the modelling, assessment, and
simulation of CPPS can be identified.

First of all, in terms of modelling, existing approaches lack a unified framework that
can simultaneously capture both physical power system dynamics and communication
network behaviours. Network-based methods abstract the system into graph structures,
which overlook key electrical characteristics and operational constraints. Graph-theoretic
approaches focus primarily on computational efficiency and topology, while power flow-
based models incorporate cyber effects in a simplified manner. As a result, detailed cy-
ber–physical coupling, particularly node-specific and time-varying communication delays,
is not adequately represented in current modelling frameworks.

Moreover, from an assessment perspective, most existing methodologies focus on ei-
ther structural vulnerability or physical-layer uncertainty. Vulnerability assessment meth-
ods are typically based on static indices or simplified system representations, while global
sensitivity analysis (GSA) studies predominantly consider uncertainties in renewable gen-
eration and load. Communication-induced uncertainties, such as delays, packet loss, and
cyber disturbances, are rarely modelled as stochastic variables, and their interactions with
physical processes are not systematically quantified.

In addition, in co-simulation frameworks, although significant progress has been made
in integrating heterogeneous simulators, existing approaches often rely on simplified com-
munication models and centralised synchronisation strategies. The representation of com-
munication protocols, network-induced delays, and dynamic cyber–physical interactions
remains limited. In addition, scalability and efficiency challenges persist, particularly in
large-scale and high-resolution simulations.

Last but not least, real-time digital simulation platforms are typically designed for
specific applications, such as cybersecurity analysis or protection validation, and lack gen-
eralised and modular architectures. Communication network emulation is often simpli-
fied, and explicit evaluation of synchronisation performance and computational efficiency
is rarely conducted. Furthermore, there is a lack of standardised evaluation metrics to
quantitatively compare different co-simulation platforms, making it difficult to assess their
relative performance and suitability for different application scenarios. This limits their
capability to support comprehensive and scalable cyber–physical system analysis.

These limitations highlight the need for a unified cyber–physical modelling and sim-

25



Chapter 2. Literature Review of
Cyber-Physical Power System Modelling
and Real-time Digital Simulation

2.5. Research Gaps Identified

ulation framework that explicitly incorporates communication dynamics, enables system-
atic uncertainty quantification, and supports scalable real-time validation. Addressing
these challenges forms the central focus of this thesis.

26



Chapter 3

Virtual-Physical Power Flow
Method for Cyber-Physical Power
System Contingency and
Vulnerability Assessment

Publications Related to This Chapter

This chapter includes the publications listed as follows:

Qiu, D., Zhang, R., Zhou, Z., Zhang, J., and Zhang, X.: Virtual-physical power flow
method for cyber-physical power system contingency and vulnerability assessment. IET
Smart Grid, vol. 7, no. 1, pp. 13–27, 2024. doi: 10.1049/stg2.12143.

Qiu, D., Zhang, R., Dabashi, A. H., Zhou, Z., and Zhang, X.: Cyber-physical contin-
gency and vulnerability assessment using double power flow method. In IET Conference
Proceedings, vol. 2022, no. 27, pp. 194–199, 2023. doi: 10.1049/icp.2023.0098.

Chapter Overview

Traditional power systems have evolved into cyber-physical power systems (CPPS) with
the integration of information and communication technologies. CPPS can be considered
as a typical hierarchical control system that can be divided into two parts: the power
grid and the communication network. CPPS will face new vulnerabilities which can
have network contingencies and cascading consequences. To address this challenge, this
chapter proposes a virtual-physical power flow method for the vulnerability assessment of
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CPPS. The proposed method contains dual power flows, one is to simulate a virtual power
flow from decision-making units, and the other is to simulate a physical power flow. In
addition, this chapter proposes a novel hierarchical control model including four layers of
CPPS: the physical layer, the secondary device layer, the regional control layer, and the
national control layer. The model is based on IEEE test cases using data and structures
provided by MATLAB and MATPOWER. Denial-of-service and false data injection are
simulated as two major cyber-attacks in CPPS. A novel vulnerability index is proposed
that consists of system voltage, network latency, and node betweenness as three key
indicators. It is a comprehensive and adaptive index because it encompasses both cyber
and physical system characteristics and can apply several types of cyber-attacks. The
results of the vulnerability assessment are compared based on the national and regional
control of CPPS to evaluate the vulnerability of nodes.

It should be noted that the IEEE 39-bus and IEEE 118-bus systems used in this
chapter are transmission-level benchmark systems. They are selected because this chapter
focuses on system-level CPPS vulnerability assessment, hierarchical control structures,
and wide-area cyber–physical interactions, while distribution-network and microgrid-level
studies are addressed in Chapters 4 and 5, respectively.

3.1 Background and Motivation

Renewable energy sources (RES) such as solar power, wind power, and hydropower have
become increasingly important in recent years due to global warming mitigation and the
shortage of fossil fuels. Many countries have already begun to reform their traditional
energy structures. For example, China added almost 117 GW of renewable power in 2020.
Wind power accounted for an important portion of total electricity generation in many
countries by 2020, including Denmark (over 58%), Uruguay (40.4%), Ireland (38%) and
the United Kingdom (35.5%) [66]. Europe installed 17 GW of new wind energy capacity
in 2021. The European Union 27 possessed 11 GW of new wind farms [67]. This will
continue to increase the share of wind power in total electricity generation. RES in the
power system requires a large number of sensors and actuators to monitor and control
the modern power system as a smart grid. In addition, with rapid economic development
and improved living conditions, electricity consumption will grow rapidly and there will
be a higher demand for a stable power supply.

Therefore, a more secure information and communication system is needed to guar-
antee the communication security of the new power system. The inclusion of modern
information and communication system and intelligent decision-making units can be seen
as an example of a cyber-physical system (CPS). The concept of CPS was first introduced
by the American National Science Foundation (NSF) in 2008 [20]. Based on their defi-
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nition, CPS consists of physical, biological, and manufactured systems whose operations
are synthetic, monitored, and controlled by a computational system. The different parts
of the physical system are connected through a network system. The CPS consists of
a computational control system, a communication network, and a physical environment,
forming a complex system involving real-time sensing, dynamic control and information
decision-making [68]. The CPPS is an extension of the CPS in the field of power systems.
In order to ensure the secure and economic operation of the power system, advanced in-
formation communication and computing technologies are increasingly deployed to realize
the collection, transmission and processing of massive data with the deep integration of
information systems with the electric power system. CPPS, also known as “smart grid”,
is the future direction of power system development when there is more RES integrated
to the power grid [16].

CPPS, compared with the traditional power system, will inevitably generate many
new vulnerabilities across the cyber layer, making it possible to invade and attack the
power infrastructure from the cyber perspective such as the Internet and digital devices.
For example, on December 23rd, 2015, hackers attacked Ukraine’s power grid. This attack
resulted in the breakdown of control systems that were used to coordinate remote electrical
substations [69]. In 2019, a series of severe blackouts happened in Venezuela; the country
did not have any stable power supply for at least 10 days during the month of March [70].

In CPPS, a large number of intelligent sensing, measurement, and control devices
generate a significant amount of data. In addition, the collection scope of information
and communication networks is expanding [71]. Problems such as data delay, packet loss,
blocking, and tampering attacks that may occur in the information and communication
network will affect the power control centre’s monitoring and decision-making on the
current state of the power network. As a result, the integrated CPPS will enlarge the
spread of the system cascading segment making it more difficult for the control centre to
prevent and restore cascading failures. In September 2003, a blackout occurred in Italy
which was caused by the disconnection of one power station from the power grid, which
then resulted in the failure of several communication nodes. Eventually, the control centre
could not monitor the power grid properly, leading to the decoupling of a larger number
of power nodes [72].

To sum up, the new cyber-physical contingencies including cyber-attacks as well as
cascading failures will be introduced due to the integration of the cyber and physical
networks of the power grid. System vulnerability assessments are urgently required to
study the modelling technology of CPPS in order to enhance the ability to analyse the
propagation mechanism and the impacts of cyber-attacks.
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3.2 Literature Review

CPPS modelling approaches are surveyed into two categories: complex network theories,
cyber and power flow calculation.

3.2.1 Complex Network Theories

The fundamental concept of complex network theory is to simplify natural complex sys-
tems by representing them as networks composed of nodes and edges. It is mainly used
to study the influence of topology on the system with applications for CPPS network
topology.

In a study conducted in 2013 [72], the connectivity of CPPS structures was rep-
resented using an adjacency matrix. Moreover, it provided a concept of “Betweenness
Centrality (BC)”. BC is a measure used in network analysis to quantify the importance of
a node within a communication network. It is based on the number of shortest paths that
pass through a particular node, indicating the extent to which that node serves as a bridge
or connector between other nodes within the network. Another paper [73] incorporated
betweenness centrality as a factor for vulnerability assessment. A higher betweenness
centrality value for a node indicates that it has a more significant role in facilitating com-
munication or the flow of information within the network. However, a notable limitation
of this article is the omission of the latency metric, which plays a crucial role in data trans-
mission within communication systems. Considering different loading conditions, another
study [74] introduced the “Vulnerability-weighted Node Degree (VWND)” index. It indi-
cated the importance of a node is related to its incident edges’ vulnerabilities. However,
the model used in the study did not take into account RES.

Two stochastic models based on complex network theory were presented in papers [71]
and [75]. The former presented normal distribution probability density function curves
for power flow in different lines, while the latter proposed random cyber-attacks under
centralized and decentralized multi-agent control modes. Small-worldness was first defined
by Watt and Strogatz [76]. It was a network topology property characterized by short
average path lengths between nodes and high clustering coefficients. In paper [77], a
dynamic small-worldness index was proposed to assess the robustness of the CPPS. It
was used to evaluate the robustness of a realistic 1326-bus transmission network. Because
the distributed structure of small-world networks makes it difficult for an attacker to
destroy the entire system by targeting a single node or connection, it can improve the
system’s resilience and adaptability.
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3.2.2 Cyber and Power Flow Calculation

Power flow calculation is a standard method for steady-state analysis of power systems.
It calculates the steady-state operating state of a complex power system under normal
and fault conditions [78]. The purpose of the calculation is to find out the overload and
overvoltage components, optimise the power distribution and minimise power losses. The
power flow calculation can adequately represent the change in the steady-state charac-
teristics of the power system according to the topology, generation, and load variations,
which is essentially based on Kirchhoff’s voltage and current laws [79]. Some structures
in the communication system are similar to those in the power system, for example, there
is a directed current in the power system, and it consists of nodes and cables, while there
is a directed information flow in the communication system, and it consists of nodes and
links. By simplifying the features of the communication system, the information system
can be simulated with the power system using the traditional power flow calculation. The
obtained results can be used to analyse the node congestion and the flow of data streams.
This approach which is called Cyber and Power Flow Calculation is applicable to CPPS
with relatively simple cyber network structures.

In the paper [80], the CPPS network topology was presented in terms of a sparse
matrix. The information flow in the communication system can be treated as the same
pattern as the power flow in the power system. Conversion between the two flows is
available via data process branch. As a result, two systems can conduct co-simulation
in one environment with cyber-contingency assessments. Paper [37] developed a model
using a dynamic routing algorithm [38] to describe the information packet transmission in
the cyber network as well as to apply the dynamic load flow model to describe the power
grid. Paper [81] provided a mode based on an optimized load-shedding policy to simulate
the power-loss failures, out-of-control failures, and data-blocking (POD) failures in the
process of cascade events. The research of [39] provided a concept of ‘Cyber Ground’.
The concept means that all the redundant nodes in the network layer are integrated
into a cyber ground node through a data-pool branch. The advantage of this is that by
integrating the redundant nodes, the computational pressure on the system is reduced
and the computational efficiency is improved.

3.2.3 Contribution

To summarise, the contributions of the paper are listed as follows:

1. A virtual-physical power flow model is created based on graph theory. The model
has four layers, physical layer, secondary device layer, regional control centre layer and
national control centre layer.

31



Chapter 3. Virtual-Physical Power Flow
Method for Cyber-Physical Power System
Contingency and Vulnerability Assessment

3.3. Cyber Contingency Modelling

2. A constrained false data injection (FDI) attack model and a denial of service
(DoS) attack model are used in the CPPS system to test the vulnerability of the CPPS.

3. A novel vulnerability index including system voltage variation, network latency,
and node betweenness is proposed in the paper. This is a more comprehensive assessment
index, as it contains parameters for evaluating physical network and cyber network, before
and after the CPPS is attacked, and includes parameters for the whole system as well as
the single nodes.

The remainder of this paper is organised as follows: Section 3.3 introduces the cy-
ber contingencies modelling, the virtual-physical power flow method as well as the novel
vulnerability index. Section 3.4 includes the IEEE models for the case study. Section 3.5
provides the results of the simulation and vulnerability index, while Section 3.6 concludes
the paper.

3.3 Cyber Contingency Modelling

In this section, a preliminary introduction of the two types of cyber-attacks implemented
in this study is provided, followed by the introduction of the virtual-physical power flow
method employed for simulation. This culminates with the presentation of a novel vul-
nerability index.

3.3.1 Cyber Contingencies Classification

To test the vulnerability in the CPPS, some contingencies should be made. Cyber-attacks
can be categorized into four types [39].

1) Data Error:

Data error represents false data injection into the system, which is simulated as
artificial value addition or reduction of the original data.

XNE
= XN + ∆XN (3.1)

Where

XN : BN or LN in (1)

∆XN : error data in node N

2) Data delay:

Data delay represents a latency which adds a time constant to the original transmis-

32



Chapter 3. Virtual-Physical Power Flow
Method for Cyber-Physical Power System
Contingency and Vulnerability Assessment

3.3. Cyber Contingency Modelling

sion time as follows:
DNE

= DN + ∆DN (3.2)

Where

DNE
:delayed latency at node N

∆DN :delayed transmission time

3) Data Termination Loss:

Data termination means the data package is terminated or lost as follows:

PackNE
= {∅} (3.3)

where

PackNE
:terminated data at node N

∅:empty set

4) Data malposition:

PackNE
= {BN+n, LN+n, DN+n} (3.4)

where

PackNE
:error data at node N

n: an integer representing another bus

In these four contingencies, the first three occur most often, and since data termina-
tion loss can be seen as a case of infinite data delay, the first and third cases are chosen
for simulation in this paper.

3.3.1.1 Constrained False Data Injection Modelling

Data errors can be caused by human or environmental factors. It can be called a false
data injection attack when the contingency is human-caused [37].

In a standard AC power system, the active power flow under non-linear expression
is defined by

Pi = V 2
i gij − ViVjgijcos∆θij − ViVjbijsin∆θij (3.5)

and reactive power flow by

Qi = −V 2
i bij + ViVjgijcos∆θij − ViVjbijsin∆θij (3.6)
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i = 1, 2, ..., N which stands for the node name and j ∈ i. Voltage V and phase angle
θ are the system states, while active power P and reactive power Q are the parameters
measured by the digital sensors in each physical node [82]. In the paper [83], Gu et al
attack the system by adjusting the state variables. Notably, when the manipulated state
variable is close to 90% of its original size, their proposed method identified most of the
attack instances without any undetected cases. However, if the adjusted state variable
is close to 95% of its original value, more instances escape detection. This observation
is because 95% of the manipulations were closer to the original value than 90% of the
manipulations, thus resulting in a smaller impact on the observed metrics. Therefore, in
this study, the constrained False Data Injection (FDI) model also keep the adjustment
in the range of 5% to 10%. Certain nodes exhibit greater underlying active and reactive
power and therefore they exhibit greater magnitudes that can be manipulated and vice
versa. This paper aims to further investigate these intricacies.

Should the injected data exceed a given threshold, the execution of the Optimal
Power Flow (OPF) within the control centre may become unfeasible. The System Opera-
tor (SO), leveraging sophisticated algorithms, is promptly alerted of any abnormalities or
contingencies within the system. Meanwhile, cyber attackers, exploiting advanced strate-
gies, could design their attacks such that they disrupt the system to a certain extent
whilst evading immediate detection by the SO [84]. This paper revises the threshold in
consideration to the equality and inequality constraints of power systems of the power
system. If the erroneous data doesn’t breach these thermal constraints, implying the con-
trol centre’s ability to perform an OPF calculation, then the situation is classified as a
constrained FDI attack. These observations are essential for power system state estima-
tion and understanding the nature of stealth attacks. This manuscript aims to investigate
these facets.

A criticality-based perturbation model is used as the FDI attack model in this paper
according to the paper [85]. The main tampered data s′

t = [P,Q] of the proposed FDI
model need to satisfy physical equality and inequality constraints of power systems as
following:

min ∥s′
t − st∥N (3.7)

s.t. fFDI(s′
t) = f ′

FDI (3.8)
fgs(s′

t) = 0 (3.9)
fhs(s′

t) = 0 (3.10)

where f ′
FDI represents the output manipulated by the attacker; fgs(·) includes AC power

flow equations (3.5), (3.6). Moreover, fhs(·) consists of physical capacity limits, such
as line thermal limits (3.11), (3.13), generation active power flow limits (3.13) and bus
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voltage limits (3.14).
pminij ≤ pij ≤ pmaxij (3.11)

qminij ≤ qij ≤ qmaxij (3.12)

pGmini ≤ pi ≤ pGmaxij (3.13)

vmini ≤ vi ≤ vmaxi (3.14)

In such an attack, when the data of FDI meets the above requirements, the attacker can
utilize the data typically tolerated by OPF calculation so that he can further increase
the impact of false data injection attacks without being detected [86]. In the power
grid, the load capacity in every node has its limitations. P, Q limitation of node N is
[XminN , XmaxN ] , X = P,Q which is calculated based on equation (3.7).

The constrained false data PfN , QfN are in Gaussain distribution [87] as follows:

PfN , QfN ∼ N(µ, σ2) (3.15)

µ = XminN +XmaxN

2 (3.16)

σ = XminN −XmaxN

6 (3.17)

3.3.1.2 Denial of Service Modelling

DoS attacks refers to an attacker interrupting the normal operation of the power grid by
interfering with communication channels, attacking network protocols, etc. Such attacks
can cause communication link failures and message delays, resulting in the failure to
transfer information between sensors, actuators, and control systems in a timely manner.
In severe cases it can bring down the entire system [88,89].

There are three types of DoS attack: random DoS [90], Periodic DoS and Non-
periodic DoS. In this paper, only Non-periodic DoS is under consideration.

DoS attack in node N in time k is presented in (3.18).

PackN = ∅, wheret = k. (3.18)

The detailed description of PackN is presented in (3.18). When facing a DoS attack, the
control centre cannot obtain the data of all nodes at the same time. To deal with the DoS
attack, the control centre keeps the system in operation through resilience control [91,92].
the system operator can use the most recent transmitted data for power flow calculation
for the data of nodes that have been attacked by DoS. The mechanism of resilience control
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is presented in the following equation: when a node is in DoS in time k, the data collected
by the control centre is represented by

PF =
 DataN(t), whennodeN is normal,

DataN(t− k), whennodeN is inDoS ,
(3.19)

In this paper, the simulation of a DoS attack is performed in a dynamic system, demands
in the CPPS are set to satisfy the uniform distribution.

PN , QN ∼ N(0.95, 1.05), (3.20)

where in equation (3.21), PN ,QN are in form of per unit.

3.3.2 Virtual-Physical Power Flow Method

This paper proposes a Virtual-Physical Power Flow method (VPPF) to simulate how
CPPS operates in an ideal situation. The mechanism of the model uses MATPOWER 7.1
Toolbox in MATLAB to calculate power flow in two stages in one loop of simulation. As
shown in Figure 3.1 of the VPPF method procedure, during the first stage, the secondary
devices generate digital signals which carry the physical parameters, such as the voltage
and the active and reactive power of nodes in the power grid. Then, the physical system’s
information is transformed into information packages in the secondary device layer. The
structure of the information package is shown below:

PackN = {PN , QN , vN , RN1, XN1, XN2, ..., DN}, (3.21)

where

N : NodeName
PackN : Information package in nodeN

PN : Active power of nodeN
QN : Reactive power of nodeN
vN : V oltage of busN
RN : Resistance of a line connected to nodeN
XN : Reactance of a line connected to nodeN
DN : Latency in nodeN

After the secondary device layer of each bus changes the physical status into information
packages, the data is sent to each regional control centre. After that, every regional
control centre collects all information in its area and sends it to the top layer of CPPS,
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which is the control centre. The control centre then uses this information to perform an
OPF.

The OPF operated in the national control centre is so-called ‘Virtual Power Flow’.
The outcome of the OPF contains information orders to dispatch the generators. The
orders are then sent from the top control centre to the regional control centres. Eventually,
the orders are sent to the buses, where generators are deployed to change the power
outputs, including active and reactive power. During the second stage of VPPF, the
power grids run another power flow (Physical Power Flow) using the new generation
data. If the power flow in the physical layer is not the same as that in the control centre,
it proves that there is contingency during the transmission period. This difference will be
reflected in the active and reactive power in the lines or the voltage at the nodes.

In this paper, system voltage variation is chosen as one of the criteria to quantify
the impact of a contingency on the CPPS. The procedure of the whole VPPF method is
represented in the flow chart, as shown in Figure 3.1.

37



Chapter 3. Virtual-Physical Power Flow
Method for Cyber-Physical Power System
Contingency and Vulnerability Assessment

3.3. Cyber Contingency Modelling

Figure 3.1: VPPF Method Procedure

Figure 3.2: Cyber-Physical Power System Structure

Figure 3.2 shows the basic hierarchical structure of the CPPS considered in this
chapter. The two control layers are introduced to represent two levels of decision-making
in the proposed VPPF framework, rather than duplicated communication networks. The
lower control level is the regional control centre, where field measurements collected from
the physical layer through secondary devices are processed within each local zone. The
upper control level is the national control centre, where information from different regional
control centres is further aggregated and processed for centralised generation dispatch.

This hierarchical structure is used to distinguish two operating modes in the pro-
posed vulnerability assessment. In the regional control mode, the information detected
in the physical layer is collected and processed within the corresponding regional control
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centre, and the control or dispatch decision is sent back to the physical nodes through the
regional communication path. In the national control mode, the information is first col-
lected by regional control centres and then transmitted to the national control centre for
centralised processing. The resulting dispatch instructions are then sent back through the
same hierarchical communication path. Therefore, the two communication/control layers
allow the difference between regional and national dispatch to be represented explicitly,
especially in terms of information-routing distance, accumulated communication latency,
and cyber–physical vulnerability.

3.3.3 Defining Vulnerability Index

There are several indexes for evaluating vulnerability in CPPS, considering the loss of
load and robustness [93–95]. In this paper, the vulnerability index is different. The ma-
jority of grid models employed in the current indices do not incorporate RES, which is an
oversight given the vigorous development and implementation of RES in the contempo-
rary energy landscape. Moreover, these existing indices don’t have latency metric which
would significantly enrich their evaluative capabilities. In this manuscript, both these
factors are concurrently considered. The communication network is segmented, and two
operational modes of generation dispatch are integrated into the index, rendering it more
comprehensive and pertinent to the present-day grid systems. The advantage of this ap-
proach is the scalability of the index, allowing for the future integration of new models of
cyber-attack, thus enhancing its predictive and preventative capacity for potential threats
in power system operation.

In order to assess and give an outcome for the vulnerability of the CPPS due to a
cyber contingency, a vulnerability index is developed, which is calculated as follows:

I(N) = [LR(N) + LN(N)]×∆v(N)× CB(N). (3.22)

In equation 3.22, LR(N) is the re-routed network latency with DoS of node N . LN(N)
is the normal network latency without DoS of the node N. CB(N) represents the be-
tweenness of the node N , that is, the number of shortest paths that include the node
N . Betweenness is different when the system topology is different. In this paper, cyber
network betweenness and physical network betweenness are considered. ∆v(N) represents
the system voltage variation of node N when a contingency has occurred in node N.

Calculation of ∆v(N) is as follows:

∆v(N) =
Nmax∑
i=1
|VF (i)− VN(i)| , (3.23)

where VF represents fault voltage, and VN represents normal voltage. In this paper, the
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occurrence of VF is caused by two factors. One is an FDI attack that happens in node
N . The other is a DoS attack that happens in node N . The mechanism of two types
of attack is explained in Section 3.3.1. For each test case of data error for one node, by
summing the voltage results on every bus, the total system voltage variation for the data
error of the node can be obtained.

Calculation of betweenness CB(N) is as follows:

CB(N) =
∑

s̸=N ̸=t

δst(N)
δst

, (3.24)

where CB(N) represents the value of the betweenness of node N . δst(N) denotes the
number of shortest paths from node s to node t via node N . δst denotes the number of
all shortest paths between node s and node t.

3.4 Case Study

In this section, the power system is initially presented, followed by an introduction of the
communication system, culminating with an articulation of the integration methodology
employed between the two systems.

3.4.1 Power System Model

The IEEE 39-bus test system, also known as the 10-machine New England power system,
and the IEEE 118-bus test system, which represents a simplified transmission network
approximation of the American electric power system, are selected as the physical power
network models in this chapter. It should be noted that both test systems are trans-
mission benchmark systems rather than distribution networks or microgrids. They are
adopted in this chapter because the proposed VPPF method focuses on system-level CPPS
contingency and vulnerability assessment. In particular, the hierarchical communication
structure, regional and national control modes, wide-area information routing, network
latency, and cyber–physical node betweenness considered in this chapter are more nat-
urally represented using transmission-level systems with multiple buses, generators, and
inter-area connections.

The use of transmission-level benchmark systems in this chapter is therefore intended
to validate the proposed VPPF method and vulnerability index under a system-level
CPPS structure. The detailed data of the IEEE 39-bus and IEEE 118-bus systems are
obtained from the MATPOWER 7.1 toolbox in MATLAB. To enable regional control
mode and information flow across different zones, the IEEE 39-bus system is divided into
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6 zones, while the IEEE 118-bus system is divided into 12 zones.

In order to simulate the RES penetration and their impacts on the cyber-physical
power systems, within the IEEE-39 test case, each zone is integrated with certain number
of 2 MW wind turbines. The total wind generation capacity is 3000 MW. A number of
1500 wind turbines are integrated to 17 nodes. Each wind turbine’s power output follows
a Weibull distribution [96], characterised by a scale parameter of 11.1 and a shape param-
eter of 2.2, simulating the hourly power output across a 24-hour cycle. By modulating
the quantity of wind turbines, wind power generation is manipulated to comprise approx-
imately 50% of the overall system’s power generation. For the IEEE-118 test case, the
number of wind power turbines is 2500. A total of 5000 MW wind generation capacity,
ensuring a comparable contribution of wind power, approximately 50% to the total power
generation within the system.

3.4.2 Communication System Model

The communication systems associated with the IEEE-39 test case and IEEE-118 test
case have four layers. The bottom layer, called the secondary device layer, has sensors
to detect data from the power network and transform it from physical value to digital
signal. Accordingly, each node within the power system is outfitted with a secondary side
device. Nonetheless, the configuration of the communication network is built by using
star-structure with each node directly connected to the regional control centre of the
respective zone. The line parameter in the information network is defined as “latency”.
Given that each device within the zone varies in its distance from the regional control
centre, the calculation of latency utilises the power system topology as a reference, and
Dijkstra’s algorithm is used to determine the shortest communication path. Dijkstra’s
algorithm is employed to identify the shortest path between nodes, and the calculation
defines the latency for each secondary device to its directly connected regional control
centre. This method can also be utilised to calculate the latency from the regional control
centres to the national control centre.

In this chapter, a representative link latency of 100 ms and a representative node
latency of 200 ms are adopted for the communication network. They are used as aggre-
gated modelling parameters to represent link transmission delay and node-level processing,
forwarding, queuing, and routing delay in a hierarchical CPPS communication network.
This assumption is consistent with the fact that communication delay requirements in
smart-grid applications vary significantly with the application type. For example, wide-
area protection and control applications may require response times from below 0.1 s to
minutes, while distribution automation applications may tolerate delays of several sec-
onds [97].
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All 39 buses in the power system are divided into six zones, while in the IEEE-118
test case, there are 12 zones. Each zone has its regional control centre, which should
be powered by the power network. Therefore, they are located in certain nodes in the
power grid. For each zone, the location of regional control centres is determined where
the average transit time from other buses in the zone is minimal. As a result, Dijkstra’s
algorithm is utilised to locate the node with the shortest average transit time to other
nodes within the zone, utilising the power system topology as a reference.

Figure 3.3: IEEE-39 Test Case of CPPS with Communication Networks

The zones and the regional control centres’ locations of the IEEE-39 test case are
shown with green colour in Figure 3.3. The nodes with wind power turbines are shown in
the figure as well. An example of latency calculation is presented with orange line, which
represents the latency from node 16 to regional control centre node 22. The latency from
the regional control centre to the national control centre in IEEE-39 test case is shown
in Table 3.1. For the IEEE-39 test case, Bus 16 is selected as the physical reference
bus and electrical supply point associated with the cyber-layer national control centre.
The national control centre itself is modelled as a communication node, rather than as a
physical power-system bus.
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Table 3.1: Regional Control Centres Location for IEEE-39 system

Zone Name Regional Control Centre Latency to National Control Centre
1 Node 39 1800 ms
2 Node 25 1200 ms
3 Node 29 1200 ms
4 Node 11 1500 ms
5 Node 20 600 ms
6 Node 22 600 ms

The locations of regional control centres in IEEE-118 test case with wind turbines
number in each zone is shown in Figure 3.4. Table 3.2 shows the latency from regional
control centres to national control centre. For the IEEE-118 test case, Bus 69 is selected
as the physical reference bus and electrical supply point associated with the cyber-layer
national control centre.

Figure 3.4: IEEE-118 Test Case of CPPS with Communication Network Zones in National
Control Mode
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Table 3.2: Regional Control Centres Location for IEEE-118 system

Zone Name Regional Control Centre Latency to National Control Centre
1 Node 12 2100 ms
2 Node 31 1500 ms
3 Node 15 1800 ms
4 Node 21 1500 ms
5 Node 37 1200 ms
6 Node 70 300 ms
7 Node 59 900 ms
8 Node 45 600 ms
9 Node 66 600 ms
10 Node 80 600 ms
11 Node 85 1200 ms
12 Node 100 1200 ms

3.4.3 CPPS Model Construction

To build a model that MATLAB can operate, a graph-based model is presented in this
paper. The model combines a physical power system with a communication network to
accomplish cross-domain simulation. A logical adjacency matrix MP is produced for the
graph-based power grid. Because the physical layer and the secondary device layer have
the same topology structure, in the matrix, these two layers are represented by the same
variable MP . MC stands for the control centre in the communication system and MZC

represents zone control centres. Each layer is composed of a logical adjacency matrix as
follows:

Mω =


M1,1 · · · M1,n

... . . . ...
Mm,1 · · · Mm,n

 (3.25)

where Mm,n = 0 (no direct link), 1 (link exists), and ω denotes the type of matrix (P, C,
ZC, etc.).

Next, the whole CPPS network is the combination of adjacency matrices of the four
layers. Combining different layers will create four new sub-matrices describing the links
between layers, MPZC , MZCP , MZCC and MCZC represent links between physical layer to
zone control centre, zone control centre to control centre according to the subscript, as
shown below.
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MCPPS =


MP MZCP 0
MPZC MZC MZCC

0 MCZC MC

 (3.26)

where

MP : physical layer and secondary device layer,

MZC : zone control centre layer,

MC : control centre layer,

MPZC : links from physical layer to zone control centres,

MZCP : links from zone control centres to physical grid,

MZCC : links from zone control centres to control centre,

MCZC : links from control centre to zone control centres.

3.5 Results and Discussion

All simulations are conducted using MATLAB for the IEEE-39 test case and IEEE-118
test case. This section will simulate the cyber-attack models and discuss the contingency
assessment outcomes of adjacency matrix, system voltage, network latency and node
betweenness of CPPS. Vulnerability index is presented at the end of this section.
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3.5.1 Adjacency Matrix

Figure 3.5: IEEE-39 test case adjacency matrix under regional generation dispatch. Grey
entries denote physical power-network connections, red entries denote cyber-layer com-
munication links, Route 1 illustrates local bidirectional communication within one zone,
and Route 2 illustrates inter-zone information routing.

Figure 3.5 illustrates the adjacency matrix of the IEEE-39 test case under the regional
generation dispatch mode. The matrix is a binary connectivity representation of the
constructed CPPS, where the row and column indices correspond to the buses or cyber–
physical nodes in the IEEE-39 system. A value of “0” denotes that there is no direct
connection between two nodes. A grey “1” denotes a physical connection in the power
network, while a red “1” denotes a cyber-layer communication link or information route.
The red entries associated with the regional control centres are highlighted to show the
communication structure used for regional information exchange. This adjacency matrix
is generated according to the combined CPPS connectivity matrix in Eq. 3.26.

It should be noted that the arrows in Fig. 3.5 are visual annotations used to explain
representative information-routing paths, rather than additional elements of the adja-
cency matrix. Route 1, shown by the up–down arrow, represents a local bidirectional
communication process within a single communication zone. For example, information
from node 15 is uploaded to its associated regional control centre, node 22, through the
route (15, 22). After the regional control centre processes the received information, the
corresponding dispatch or control instruction is sent back to node 15 through the same re-
gional communication path. Therefore, Route 1 illustrates the basic measurement-upload
and command-return process in regional generation dispatch.
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Route 2, shown by the triangular arrow, represents an inter-zone communication
process. When information needs to be exchanged between nodes located in different
communication zones, the message is first sent from the source node to its own regional
control centre, then forwarded to the regional control centre of the destination zone, and
finally delivered to the destination node. For example, when information is transmitted
from node 3 to node 4, it is first sent from node 3 to the regional control centre of zone 2,
node 25, through the route (3, 25). It is then forwarded from node 25 to the regional
control centre of zone 4, node 11, through the route (25, 11). Finally, the information
is delivered from node 11 to node 4 through the route (11, 4). The triangular arrow is
therefore used only to visualise this multi-hop cross-zone information route; it does not
represent a physical triangular connection in the power network.

Figure 3.6: IEEE-39 test case adjacency matrix under national control mode. Grey entries
denote physical power-network connections, red entries denote cyber-layer communication
links, and Route 3 illustrates an information route through the cyber-layer national control
centre.

Figure 3.6 presents an example of information routing under the national generation
dispatch mode in the IEEE-39 test case. Compared with the regional dispatch mode,
information in the national control mode is further transmitted from the regional control
centre to the cyber-layer national control centre before the dispatch decision is made.
Route 3 starts from node 3 and first passes through the route (3, 25) to reach node 25,
which is the regional control centre associated with zone 2. The information is then
forwarded through the route (25, 16) to the cyber-layer national control centre. In this
model, bus 16 is selected as the physical reference bus associated with the national control
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centre; the national control centre itself is modelled as a cyber/control-layer node rather
than as a physical power-system bus. After the information is centrally processed, the
generation dispatch instruction is sent back to node 3 through the same communication
path.

For the IEEE-118 test case, the adjacency matrix follows a similar information-
routing structure and generation-dispatch logic. However, because the IEEE-118 test
case contains a much larger number of buses and cyber–physical connections, the corre-
sponding adjacency matrix is too large to be clearly displayed in this section.

3.5.2 System Voltage

The system voltage variation discussed in this section is evaluated under two types of cyber
contingencies: constrained false data injection attacks and denial-of-service attacks. The
purpose of these scenarios is to examine how cyber-layer disturbances propagate to the
physical power network and cause bus voltage deviations. The system voltage variation
is represented as a percentage of the highest variation case, so that the results can be
compared across CPPS test systems with different sizes and structures.

To clarify the case-study design, the voltage variation scenarios investigated in this
section are summarised in Table 3.3. In the FDI scenarios, each bus is attacked individ-
ually and the resulting system-wide voltage deviation is calculated. In the DoS scenar-
ios, each communication node is interrupted individually and the corresponding physical
voltage impact is evaluated. Both attack types are studied in the IEEE-39 and IEEE-118
CPPS test cases.

Table 3.3: Voltage variation scenarios studied in Section 3.5.2

Scenario Test system Attack type Studied condition Output metric

S1 IEEE-39 Constrained FDI at-
tack

Each bus is attacked indi-
vidually. Wind generation
varies over a 24-hour cycle.

System volt-
age variation
∆v(N)

S2 IEEE-118 Constrained FDI at-
tack

Each bus is attacked indi-
vidually. Wind generation
varies over a 24-hour cycle.

System volt-
age variation
∆v(N)

S3 IEEE-39 DoS attack Each communication node is
interrupted individually, and
the resulting physical voltage
impact is evaluated.

System volt-
age variation
∆v(N)

S4 IEEE-118 DoS attack Each communication node is
interrupted individually, and
the resulting physical voltage
impact is evaluated.

System volt-
age variation
∆v(N)
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3.5.2.1 System Voltage Variation made by FDI Attack

In this case, the FDI attack modelling in equation 3.15, is applied to each node respec-
tively. After that, the system voltage variation in the CPPS due to FDI will be calculated
in equation 3.23 respectively. The system voltage variation also considers the volatility of
wind power output which is modelled by Weibull distribution on a 24-hour cycle. There-
fore, for FDI attacks on each node, the test case simulates 24 attacks, corresponding to
one attack per hour. Then, the system voltage variations which are generated by these 24
FDI attacks are summed as a final system voltage variation for this specific node over 24
hours. The test case will then be continued to the next node so that the system voltage
variation of all nodes can be obtained.

Figures 3.7 presents the results of the system voltage variation under FDI attack of
each node respectively in the IEEE-39 test case. The results are arranged according to
each communication network zone in order to compare the results across different zones.

In Figure 3.7a, system voltage variation is ranked in percentage for each bus in the
IEEE-39 test case. The results are analysed against each individual node as well as for
each communication network zone. For each individual node under the FDI attack, it is
found that nodes 26, 4, and 8 represent the highest system voltage variation, while the
nodes 3, 14, 24 and 32 show the relatively low variation in the system voltage. This is
primarily due to the different locations of node which are subject to different physical
properties across CPPS. For example, the nodes 26 and 4 are both located at the edge of
the physical network of CPPS (as shown in Figure 3), so that the higher system voltage
variations are observed due to the weaker reactive power control on the edge and remote
locations of the power network. In contrast, the nodes which are located in the central
parts of the power network or with generators will both receive stronger support in terms
of voltage regulation, therefore the nodes 3, 14, 24 and 32 have the lower system voltage
variation. For each different zone, the higher system voltage variations are observed
in zones 2, 4 and 6 respectively, because these zones have larger physical networks in
their regions but less generators to regulate the voltage. In addition, a large amount
of wind power generation is integrated in these zones to make voltage regulation more
challenging. For zones 1, 3 and 5, there are smaller physical power networks but relatively
more generators in order to control the voltage. Therefore, the system voltage variations
are minimised in these zones. Figure 3.7b shows the system voltage variations caused
by FDI in IEEE-118 test case. The similar results are observed that the system voltage
variations are highly related to the physical power networks. In summary, the system
voltage variation is highly dependent on the physical network topology as well as the
distribution of generation. This system voltage variation index is capable of assessing the
vulnerability on the physical aspects of CPPS.
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(a) System Voltage Variation of IEEE-39 Test Case under FDI

(b) System Voltage Variation of IEEE-118 Test Case under FDI

Figure 3.7: Results of System Voltage Variation under FDI

A comparison of Figure 3.7a and 3.7b provides an understanding of how the sys-
tem voltage variations behave in two CPPS with different sizes and structure. This is
attributed to the fact that the manipulated data from the constrained FDI attack is
impacted by the active and reactive power of each node, coupled with the wind power
generation which introduces further volatility into the system. In the IEEE-39 system,
zone 2 includes the nodes with the minimum and maximum system voltage variations
respectively. On the other hand, the IEEE-118 test case with increased number of nodes,
presents a widely spread-out voltage variations across different zones. However, the sys-
tem voltage variation results appear independent of each communication network zone
in the cyber aspects of CPPS. As a result, for FDI attacks, knowing the topology of the
power network allows the attacker to analyse the best location for an FDI attack in terms
of voltage variation. Therefore, the defence of FDI can focus mainly on the change in the
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topology, such as moving target defence [98].

3.5.2.2 System Voltage Variation made by DoS attack

From the mechanism of DoS modelled in equation 3.18, DoS is applied to only affect one
specific communication node of CPPS. However, the system voltage variation is across
the whole CPPS can be influenced as well. Figure 3.8, which presents the results of the
system voltage variation of buses in the IEEE-39 test case. The result shows the more
uniformly distributed of system voltage variation across all the nodes under the DoS,
with a variance of 13.4 in system voltage variation of the IEEE-39 test case. However,
in FDI, the variance of system voltage variation can reach as high as 37.5, indicating the
locational impacts of FDI are much greater than the DoS attack.

(a) System Voltage Variation of IEEE-39 Test Case under DoS

(b) System Voltage Variation of IEEE-118 Test Case under DoS

Figure 3.8: Results of System Voltage Variation under DoS
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By comparing Figure 3.8a and 3.8b, it can be seen that DoS causes a different impact
across different sizes of CPPS, with the variance of system voltage becoming more uniform
in the larger-scale systems. By comparing the IEEE-39 test case and IEEE-118 test case,
the variance of system voltage variation in IEEE-118 test case is greatly reduced to 0.274.
This suggests that in larger CPPS, the individual voltage impact caused by DoS attacks
on different nodes become similar and more uniformly distributed. When a DoS attack
occurs, it is difficult to determine the exact location of the attack by the system voltage
variation, as each node has a similar performance of system voltage impact. In summary,
the system voltage variation is less effective indicator to assess the DoS attack in CPPS.

3.5.3 Network Latency

Latency of communication networks of CPPS is investigated for DoS attack of CPPS.
The initial study found that the DoS attack on individual node has minimal impacts
comparing with DoS attack on the regional control centres. Therefore, the DoS attack on
each regional control centre is investigated respectively.

3.5.3.1 Latency in IEEE-39 Test Case

Figure 3.9 shows the network latency before and after the DoS attack for each node on the
regional control centre in the CPPS. Shortest path of communication network is re-routed
when the original communication link is interrupted, which is caused by a DoS attack in
this paper. When a regional control centre is attacked by a DoS, the communication
links that between this regional control centre and connected nodes are all interrupted
within this zone. As a result, the nodes in the DoS attacked zone will reroute to a nearest
neighbouring zone where another regional control centre is still in service, which results
in an increase in network latency of each node after the communication link reroute. The
normal network latency as well as the re-routed network latency are compared in the form
of network latency. Results that in dark red represents normal network latency in each
region, while bars in light red represent the re-route network latency under DoS attack.

In the normal network latency without cyberattack, nodes 17, 18, 4, 8, 14, 15 have
higher values of network latency, while nodes 39, 25, 29, 11, 20, 22 have the lowest net-
work latency in each zone. This is because these nodes have to pass through multiple
intermediate nodes to reach the regional control centre, and the latency in the communi-
cation network is calculated on the shortest path of the physical network topology as an
assumption. As a result, the shortest path in communication networks of CPPS is the
key factor that influences the network latency without DoS attack.
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Figure 3.9: Network Latency of IEEE-39 Test Case

However, after the DoS attack with the re-routed communication networks, re-routed
network latency of regional control centre nodes has the significant increase comparing
with the normal operating condition. This is because the regional control centres are
usually directly connected with other control centres. When DoS attack occurs, the
direct communication links become interrupted, so that the DoS attacked regional control
centres which are located at the centre of each zone need a longer latency to reach the
neighbouring zone via the re-routed communication links. For other nodes that are located
at the edge of each zone, there are two types of results: 1) nodes such as 16, 17, 32 that are
located at the edge of the zone as well as at the edge of the CPPS, their re-routed network
latency become relatively high. 2) nodes that are located at the edge of their own zone
but close to the neighbouring zones, their re-routed network latency has minimal increase
under DoS attacks, because their re-routed communication links are closer to the regional
control centre of the nearest zone, such as nodes 4, 7, 19. Moreover, for different zones,
the more interconnected zone 4 has the relatively less network latency increase than the
more isolated zone 6. This shows that the zone with more interconnected communication
links become more resilient to the DoS attacks.

It is also found that FDI attack has minimal impacts on the latency of communication
networks, the network latency is mainly impacted by the DoS attacks.

3.5.3.2 Latency in IEEE-118 Test Case

Figure 3.10 shows the network latency of IEEE-118 test case in normal and re-routed
network latency under the DoS attacks. Nodes 9, 10 and 26 have the highest value of
network latency in the normal operating conditions, while nodes 12, 31, 15 have the lowest
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normal network latency. These are due to the locations of the nodes with different length
of communication links as shown in Figure 3.4. The nodes which are further away from
the regional control centre have a longer network latency. These results are similar to the
IEEE-39 test case.

Figure 3.10: Network Latency of IEEE-118 Test Case

The results also show that the larger CPPS such as IEEE-118 test case in Figure 10
has the higher average network latency of 2,000 ms across all nodes, which is compared
with the average network latency of 1,500 ms in the IEEE-39 test case. This is due to the
larger size of the CPPS with communication networks that are distributed across longer
distance. However, such larger CPPS has the lower network latency increase under the
DoS attacks. This is due to the more interconnected zones of IEEE-118 test case that can
provide more resilience in response to the DoS attacks.

The results show that the network latency is a feasible indicator to identify the
impacts of DoS attacks on the different nodes of CPPS with various size and locations.

3.5.4 Node Betweenness

Node betweenness is calculated based on both the power network and the communica-
tion network, respectively. In this chapter, betweenness is used as a topology-dependent
shortest-path centrality metric, rather than a time-varying dynamic betweenness met-
ric. It quantifies the structural importance of a node within a given CPPS topology and
control mode.

The physical-network betweenness reflects the importance of a bus in the power-
network topology, while the cyber-network betweenness reflects the importance of a com-
munication node in the information-routing structure. The results of both physical-node
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betweenness and cyber-node betweenness are added together to form the cyber–physical
node betweenness used in the vulnerability index. The node betweenness is calculated
according to Eq. 3.24.

3.5.4.1 Node Betweenness in IEEE-39 Test Case

The results of the cyber-physical node betweenness in the IEEE-39 test case of CPPS
is presented in Figure 3.11. Nodes 16, 14 and 4 have the highest value of betweenness
in physical network. These are due to the power network topology. Nodes with higher
betweenness in physical network demonstrates that they are more interconnected with
other nodes, therefore they become one of the intermediate nodes in these shortest paths
between other nodes. While nodes with less connectivity, they have lower values of node
betweenness, because there are a smaller number of shortest paths go through these nodes.
There are some nodes which have no betweenness in the physical network, for example,
nodes 30, 37 and 28. Because they are not the intermediate node of any shortest path,
due to their locations are at the edge of the physical network.

Figure 3.11: Cyber-physical Node betweenness of IEEE-39 Test Case

In communication network, nodes 39, 25, 29, 11, 20 and 22 have the highest value of
betweenness in cyber network, as they are all regional control centre which are centralised
in their own communication zones. In these regional control centres, nodes 39 and 29
have the lowest cyber network betweenness among regional control centres, because zone
1 and zone 3 only have three cyber nodes with less communication links. While node 11
owns the highest cyber network betweenness since zone 4 have the most cyber nodes and
communication links in the IEEE-39 test case.
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The distribution of cyber-physical node betweenness is different due to the different
topology of power and communication networks. The power network is a more distributed
network with power flow being distributed across the whole system, while the commu-
nication network is more centralised network with information flows that require to be
connected via certain nodes, such as regional control centre in each zone. For example,
node 11 has a low physical network betweenness which has minimal impacts on the power
network, but it has very high cyber network betweenness indicating the cyber importance
of node 11 as its role of regional control centre. In contrast, node 16 has a very high
physical network betweenness, as it is located in the centre of power networks, but it has
very low cyber network betweenness in the communication network. The cyber-physical
node betweenness is added together to better reflect the cyber-physical nodal importance
of CPPS.

3.5.4.2 Node Betweenness in IEEE-118 Test Case

Figure 3.12: Cyber-physical Node betweenness of IEEE-118 Test Case

Figure 3.12 represents the results of cyber-physical node betweenness in IEEE-118 test
case. Similar to the results of the IEEE-39 test case, nodes 12, 31, 15, 21, 37, 70, 59,
45, 66, 80, 85, 100 in IEEE-118 test case have high cyber network betweenness compared
to other nodes. Each of these nodes is a regional control centre in each zone. In the
physical network, nodes with high values of physical network betweenness are not evenly
distributed in each zone, for example, nodes in zone 1 and zone 7 all have relatively lower
physical network betweenness due to their remote locations in power networks, while most
of nodes in zone 9 and zone 10 have higher physical network betweenness due to their
central locations of power networks.
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By comparing Figure 3.11 with Figure 3.12, it can be seen that the range of node
betweenness in the IEEE-39 test case is from 50 to 500, while in the IEEE-118 test case the
range of node betweenness is from 100 to 3,500. The average value of node betweenness
in IEEE-118 test case is much higher than that in IEEE-39 test case. This is due to the
fact that in the larger CPPS there are more nodes and associated shortest paths in both
physical and cyber networks.

The cyber-physical node betweenness can be considered as an indicator to assess the
impacts of various cyberattacks on CPPS. For example, FDI attack may become more ef-
fective on the node with higher physical network betweenness, as it is more interconnected
with other power nodes that may have higher impacts on VPPF. In the cyber network,
the higher the cyber network betweenness, the more likely the node will encounter cyber
contingencies such as DoS attack, due to the centralised communication network structure
used in this test cases. Therefore, the higher the cyber-physical node betweenness, the
higher the vulnerability of the node under cyberattacks.

3.5.5 Vulnerability Index Assessment

Figure 3.13: Vulnerability Index in IEEE-39 Test Case

Figure 3.13 and 3.14 presents the vulnerability index of each node in IEEE-39 test case
and IEEE-118 test case respectively. The results of vulnerability index are calculated
in equation 3.22, which consists of three indicators: system voltage variation, network
latency, and node betweenness. As shown in Figure 3.13, nodes 17, 4, 14, 16 have the
highest values of the vulnerability, which means they are the most vulnerable nodes of
CPPS subject to cyber contingencies. This is due to the nodes 17, 14 and 16 which have
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very high re-routed network latency after the DoS attacks, as well as the high physical
network betweenness. The high vulnerability of node 4 is due to the high voltage variation
after FDI attack. The vulnerability index of nodes 28, 38 and 12 is relatively low, because
they are all located at the edge of the networks with low level of node betweenness, closed
to a synchronous generator that are less affected by voltage variations, as well as low
re-routed latency of communication networks.

Figure 3.14: Vulnerability Index in IEEE-118 Test Case

In Figure 3.14, nodes 80, 69, 68, 100 have high value of the vulnerability index,
which means they are expected to be the most vulnerable nodes in this CPPS. Nodes
80, 68 and 100 are regional control centres, while 69 is the national control centre. This
simulation results illustrate that control centres are more vulnerable than normal nodes,
and they can have higher impacts on the CPPS when under a cyberattack. However,
there are some exceptions, in zone 4 where node 21 is the regional control centre, but
node 23 has a much higher vulnerability index than node 21. This is due to the higher
physical network betweenness as well as higher voltage variation of node 23, so that its
physical vulnerability is outweighed over the cyber vulnerability. It is found that not
only the regional control centre of communication network that needs to pay attention
to cybersecurity, but also the physical vulnerability of the power network needs to take
into consideration, as the cyberattacks will impact the power networks such as voltage
variations.

3.6 Conclusion

This article proposes a VPPF method to detect cyber contingencies in the CPPS. A hier-
archical system with four layers is proposed with national and regional control structure of
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CPPS. In order to build communication networks for the analysis of cyber contingencies,
a 6 and 12 communication zones are designed by using star-structured communication
network with various network latencies, which are developed based on the topology of
IEEE-39 and IEEE-118 test cases. Constrained FDI attack and DoS attack are simulated
to evaluate vulnerability of cyber and physical nodes in CPPS. The proposed novel vul-
nerability index includes system voltage variation, network latency and node betweenness
as the three indicators. It is found that system voltage indicator is more effective in
detecting the FDI attack, as such attack can be identified by the impacts on the physical
network such as topology and generation distribution. As for network latency indicator,
the results show that the zone with interconnected communication links become more
resilient to the DoS attacks. The node betweenness indicator provides an effective way to
address ‘cyber-physical node betweenness’ in the CPPS due to the different topology of
power and communication networks. The results show that the higher the cyber-physical
node betweenness, the higher the vulnerability of the node under cyberattacks.

The overall vulnerability index ranks the low vulnerability of nodes with the following
three types: nodes at the edge of the networks with fewer betweenness, nodes near a
synchronous generator that are less affected by voltage variations, and nodes with low
re-routed latency of communication networks. The vulnerability index also identifies
that control centres have the highest vulnerability, so that they are more vulnerable to
cyberattacks.

59



Chapter 4

Global Sensitivity Analysis for
Cyber-Physical Power Distribution
Networks

Publication Related to This Chapter

This chapter includes the publication listed as follows:

Qiu, D., S. Zhang, T. Luo and X. Zhang, "Global Sensitivity Analysis for Cyber-
Physical Power Distribution Network," in IEEE Transactions on Industrial Cyber-Physical
Systems, vol. 4, pp. 213-224, 2026, doi: 10.1109/TICPS.2026.3674974.

Chapter Overview

Cyber-physical power systems (CPPS) operate under uncertainties from both the power
and communication layers, yet there are limited systematic methods to evaluate uncer-
tain cyber-physical impacts. To address this gap, we build a CPPS model by coupling a
power distribution network represented by differential–algebraic equations (DAEs) and a
discrete-event communication network with node-specific communication delays. On this
basis, global sensitivity analysis (GSA) is introduced to quantify the impact of cyber-
physical uncertainties on the power distribution network, thereby identifying the most
critical factors that affect CPPS operation. Probabilistic models are used to simulate load,
photovoltaic (PV) generation, and communication delays, and a Monte Carlo framework
is built to estimate Sobol’ sensitivity indices. Finally, a CPPS digital co-simulation plat-
form is developed which integrates OPAL-RT power system simulator and OMNeT++
communication network simulator via shared memory mechanism to validate the CPPS
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framework. Case studies demonstrate the quantitative relationship between the sources
of uncertainty and their impacts within the CPPS, indicating that PV generation domi-
nates the variance of bus voltages, whereas communication node delays mainly affect local
voltage stability in the test system.

4.1 Introduction

The increasing integration of advanced information and communication technologies (ICTs)
into modern power grids has evolved into cyber-physical power systems. This integration
brings significant benefits, including real-time monitoring, wide-area control, demand-side
participation, and promoting renewable energy sources (RES) integration, all of which are
critical to achieving the Net Zero target in the United Kingdom [99]. However, new vul-
nerabilities of the coupling CPPS structure have been created. For example, cyberattacks
such as false data injection [100], denial-of-service attacks [101], or cross-layer hybrid at-
tacks [102] can bypass traditional defense mechanisms, directly disrupting measurement
and control processes between physical and cyber layers and triggering large-scale distur-
bance. In 2023, a hacker accessed power grid control systems and cut off power supply in
Russia. In 2022, Sandworm caused an unplanned power outage in Ukraine. As a result,
the cybersecurity and resilience of CPPS have become an urgent challenge that requires
more attention.

The power distribution networks play an important role in CPPS, since they are
developing towards active distribution networks that integrate active RES such as photo-
voltaics (PVs). Distribution networks are characterised by dispersed structures, bidirec-
tional power flows, and high uncertainties due to stochastic demand and renewable gen-
eration [7]. In addition, power distribution networks connect directly to end users, where
flexible resources are deployed, including electric vehicles, energy storage, and demand-
side management. These unique features make distribution networks more sensitive to
communication quality, providing significant challenges to the stability, security, and re-
silience of CPPS.

In recent years, significant progress has been made in analysing the uncertainties in
the distribution network. Reference [103] identified several causes of uncertainty within
communication networks, including both technical and economic factors. In [104], the
uncertainties in communication performance (e.g., communication delay) can affect the
reliability and operational quality of distribution. Reference [105] took the operator per-
formance into account to present a human-in-the-loop uncertainty analysis. However,
both [104, 105] have limited investigation on uncertainties in coupling systems. Refer-
ence [106] proposed quantitative indices with 5G-based recovery strategies to mitigate
the effect of communication uncertainties. However, it lacked the validation provided by
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the CPPS digital co-simulation platform.

Despite these advancements, some limitations remain to be resolved. Many stud-
ies were still based on static or simplified models [107, 108], which lacked insight into
power system dynamics and multi-source uncertainties. Communication delay analy-
sis often relied on fixed or simple stochastic models [109, 110], failing to capture real
network congestion, packet loss, and dynamic variations. Furthermore, most studies
did not systematically quantify uncertainties or provide holistic assessments of CPPS
resilience. Some studies relied on Monte Carlo simulations for security assessment or
critical-component identification; however, high computational cost and data-quality lim-
itations constrained their practical applicability, given the fact that these methods were
purely theoretical [111].

To fill these research gaps, this paper proposes a global sensitivity analysis (GSA)
method for CPPS based on a real-time digital co-simulation framework, which offers a
systematic and quantitative approach to assess the influence of various uncertainties in
the CPPS model. The main contributions are as follows:

• A probabilistic CPPS modelling framework is developed to establish coupling be-
tween a DAE-based power distribution network model and a discrete-event com-
munication network, incorporating both physical and functional coupling. This en-
ables bidirectional interaction and accurately captures cross-domain dependencies
in CPPS.

• The GSA method is applied for the first time to CPPS to quantitatively assess the
impact of system states and cyber variables on overall system performance. Both
first-order and total-effect Sobol’ indices are employed to distinguish the main effects
from interaction effects of uncertainty, allowing a systematic ranking of uncertain
inputs, and providing valuable information for uncertainty quantification.

• A digital co-simulation platform is proposed that employs a shared memory mech-
anism for efficient data exchange between the OPAL-RT power system simulator
and the OMNeT++ communication network simulator. The real-time digital co-
simulation platform is implemented to demonstrate the capability for CPPS digital
co-simulation and validate the effectiveness of the proposed GSA method.

The rest of this paper is organised as follows: Section 4.2 presents the probabilistic
modelling of CPPS; Section 4.3 presents the GSA method with independent random
inputs; Section 4.4 describes the proposed real-time digital co-simulation platform; Section
4.5 reports simulation results on the IEEE 33-bus system; Section 4.6 concludes the paper.
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4.2 Probabilistic Modelling of Cyber-Physical Power
Systems

4.2.1 Formulations of Power and Communication Systems

4.2.1.1 Power System Model

The power distribution network includes both physical and cyber components, such as a
main grid feeder, control centre, radial distribution lines, information flow, synchronous
machines, distributed RES such as PV generation, and various loads connected at the
buses. The physical components are typically modelled by DAEs,

ẋ = f(x,V ), (4.1)
0 = I(x,V ) − YN V , (4.2)

where x collects the dynamic states of the power-system devices, including synchronous
machine states, PV inverter states, and controller states. V denotes the algebraic bus
voltage vector, I denotes the injected current vector from generators, PV units, and
loads, and YN is the network admittance matrix. The DAE formulation in 4.1–4.2 is a
compact representation of the dynamic device equations and algebraic network constraints
commonly used in power-system dynamic modelling [112].

To make the physical meaning of 4.1–4.2 explicit, the algebraic network equation can
be written in rectangular coordinates as

0 =
Ix(x, V )
Iy(x, V )

−
G −B
B G

 Ux
Uy

 , (4.3)

where V = Ux + jUy and YN = G+ jB. The injected current vector can be decomposed
as

I(x, V ) = ISG(x, V ) + IPV(x, V )− IL(V ), (4.4)

where ISG, IPV, and IL represent the current contributions from synchronous machines,
PV inverters, and loads, respectively. For a constant-power load connected at bus i, the
load current can be expressed as

IL,i = PL,i − jQL,i

V ∗
i

, (4.5)

where PL,i and QL,i are the active and reactive load demand at bus i.

For example, a synchronous machine connected at bus i can be represented by the
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classical rotor equations

δ̇i = ωb(ωi − ωs), (4.6)
Miω̇i = Pm,i − Pe,i −Di(ωi − ωs), (4.7)

where δi is the rotor angle, ωi is the rotor speed, Mi is the inertia constant, Di is the
damping coefficient, Pm,i is the mechanical input power, and Pe,i is the electrical output
power. The electrical power is obtained from the terminal voltage and stator current, e.g.

Pe,i = Re
{
ViI

∗
SG,i

}
. (4.8)

Similarly, the PV unit is represented as a grid-connected voltage-source converter
with a DC-link and an Lf filter. A representative inverter current model in the dq reference
frame can be written as [113]

Lf i̇d = vinv,d − vd + ωLf iq −Rf id, (4.9)
Lf i̇q = vinv,q − vq − ωLf id −Rf iq, (4.10)

where id and iq are the inverter output currents, vinv,d and vinv,q are the converter-side
voltages, vd and vq are the grid-side voltages, and Rf and Lf are the filter resistance
and inductance. These device-level dynamic equations are assembled into the compact
state equation 4.1, while their current injections are coupled to the network equation 4.2.
Detailed formulations of the full two-stage model can be found in [114].

4.2.1.2 Communication Network Model

Communication networks, including TCP/IP, VoIP and cellular technologies, are packet-
switched systems and are commonly simulated as discrete-event systems [115]. The state
variables of communication components are updated according to discrete-events and are
defined over discrete sets, rather than being derived from continuous dynamics. Math-
ematically, the communication system is formulated as follows: let η ∈ Υ represent the
communication network state, where Υ ⊂ Rnc denotes the corresponding Euclidean state
space. The condition of η is governed by a difference inclusion, with its right-hand side
characterised by a set-valued communication state update map GC . The system receives
a system input signal ν ∈ V ⊂ Rmc , and the system output signal ζ ∈ Rrc is determined
by a communication output map K that depends on both the state and the input:

η+ ∈ GC(ν, η), ζ = K(ν, η). (4.11)

In Eq.4.11, the communication state η can be interpreted as a collection of practical
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network variables, such as queue lengths, link states, packet-loss states, and time stamps
of transmitted messages. The input ν represents the data packet or measurement/control
message injected into the communication network, while the output ζ represents the deliv-
ered message after transmission delay, queueing, processing, and possible packet loss. Al-
though OMNeT++ calculates these quantities through an event-driven simulation mech-
anism, their physical meanings can be explained using standard communication-network
delay models [116]. For a packet transmitted through link (i, j) at time step k, the
end-to-end link delay can be decomposed as

dij[k] = dproc
ij [k] + dqueue

ij [k] + dtrans
ij [k] + dprop

ij [k], (4.12)

where dproc
ij is the processing delay, dqueue

ij is the queueing delay, dtrans
ij is the transmission

delay, and dprop
ij is the propagation delay. These terms can be further approximated as

dtrans
ij [k] = Lij[k]

Rij

, (4.13)

dprop
ij [k] = lij

vprop
, (4.14)

dqueue
ij [k] ≈ qij[k]

Rij

, (4.15)

where Lij[k] is the packet length in bits, Rij is the link data rate, lij is the physical or
logical link distance, vprop is the signal propagation speed, and qij[k] is the queue backlog
in bits.

The queue state can be updated in discrete time as

qij[k + 1] = min
{
Qmax
ij , [qij[k] + aij[k]−RijTs]+

}
, (4.16)

where Qmax
ij is the maximum queue capacity, aij[k] denotes the amount of newly arrived

data, Ts is the communication update interval, and [·]+ = max(·, 0). Packet loss can be
represented by the binary variable

ℓij[k] =

0, qij[k] + aij[k] ≤ Qmax
ij ,

1, qij[k] + aij[k] > Qmax
ij ,

(4.17)

where ℓij[k] = 1 indicates packet loss due to queue overflow or communication failure.

Based on these quantities, a practical form of the communication output map in (4.3)
can be written as

ζj[k] =

νi[k − dij[k]], ℓij[k] = 0,
ζj[k − 1], ℓij[k] = 1,

(4.18)

where the first case represents successful delivery of a delayed packet, and the second
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case represents a hold-last-value strategy when the packet is lost. Therefore, the abstract
communication state in (4.3) can be understood as

η[k] = {qij[k], dij[k], ℓij[k]}(i,j)∈Ec
, (4.19)

where Ec denotes the set of communication links.

4.2.2 The Coupling Mechanism of Cyber-Physical Power Sys-
tems

In the proposed CPPS framework, the interaction between the power system and the
communication network is represented by node-specific communication delays. These
node-specific communication delays model the effective time shift between measurements,
communication, and control actions at the system level, while the physical data-transfer
delay of the digital co-simulation platform is assumed to be negligible and handled sepa-
rately by the synchronisation mechanism [6].

Let ups(t) denote the coupling inputs to the power system vector and ucn(t) denote
the coupling inputs to the communication network vector, respectively. The coupling
between the cyber and physical layers is formulated as

ups(t) = fcn→ps(ycn(t− τ )) , (4.20)

ucn(t) = fps→cn(yps(t− τ )) , (4.21)

where yps(t) and ycn(t) denote the measurement outputs and control signals, respectively.
τ denotes communication delay vector and τ = [τ1, . . . , τN ]⊤ represents the vector of
node-specific communication delays.

More explicitly, the physical-to-cyber coupling can be described by the sampling and
transmission of power-system measurements. For node i, the sampled measurement sent
to the communication network at time tk is

νps→cn
i [k] = hi (x(tk), V (tk)) , (4.22)

where hi(·) extracts the local physical measurements, such as bus voltage, current, or
converter state. After passing through the communication network, the received mea-
surement is

ỹpsi [k] =

ν
ps→cn
i [k − κi], ℓi[k] = 0,
ỹpsi [k − 1], ℓi[k] = 1,

(4.23)

where κi = ⌈τi/Ts⌉ is the discrete delay step corresponding to the node-specific delay τi,
and ℓi[k] is the packet-loss state. The cyber-layer controller or communication process
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then generates the control signal

ucni [k] = ψi (ỹpsi [k]) , (4.24)

where ψi(·) denotes the control, monitoring, or data-processing function in the cyber layer.

Similarly, the cyber-to-physical coupling is represented by applying the delayed cyber-
layer signal to the power-system model:

upsi (tk) =

u
cn
i [k − κi], ℓi[k] = 0,
upsi (tk−1), ℓi[k] = 1.

(4.25)

This formulation shows that communication delay and packet loss modify the timing and
availability of measurement and control signals, thereby affecting the dynamic power-
system equations in 4.1 and the algebraic network constraints in 4.2.

The communication delay τi characterises the effective delay of the closed-loop infor-
mation exchange associated with node i, including communication, scheduling, and con-
trol execution within the CPPS. It represents a model-level delay of the cyber-physical
interaction, rather than the physical transmission or synchronisation latency of the HIL
or digital co-simulation platform.

In this work, each node-specific communication delay is modelled as

τi = t0,i + δi, (4.26)

where t0,i denotes the nominal communication delay at node i, and δi is a stochastic delay
deviation capturing the uncertainty in the cyber-physical coupling at that node.

4.2.3 Uncertainties in Cyber-Physical Power System

The uncertainties in CPPS arise from two main aspects: power system and communication
network. In this paper, we focus on three types of uncertainties during the CPPS normal
operation: load, PV generation and communication delay.

4.2.3.1 Load Uncertainty

In CPPS, we assume loads have constant power factors and the active power of loads
follows a Gaussian distribution as [117]. This assumption is commonly adopted in prob-
abilistic load flow studies to represent stochastic load demand. It is also reasonable for
aggregated distribution-network loads, since the total load at a bus can be regarded as
the combined effect of many individual demand variations.
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p(ψlp) = 1√
2πσψlp

exp

−
(
ψlp − µψlp

)2

2σ2
ψlp

 , (4.27)

where p denotes the probability density function; ψlp represents the active power of loads;
µψlp and σψlp denote the mean and standard deviation of load active power. Although the
stochastic loads enter the power system model as algebraic parameters, the system states
remain continuous due to network dynamics and inverter-based generation control.

4.2.3.2 Solar Generation Uncertainty

In this paper, PV generation uncertainty is represented through uncertain solar radiation,
modelled by a Beta distribution [118].

p(SR) = Γ(κ+ ε)
Γ(κ)Γ(ε)

(
SR

SRmax

)κ−1 (
1− SR

SRmax

)ε−1
, (4.28)

where Γ is the gamma function, κ and ε are Beta distribution shape parameters, SR and
SRmax are the actual and maximum solar radiation, respectively.

4.2.3.3 Time Delay Uncertainty

The uncertainty of the node-specific communication delay is modelled by a uniform dis-
tribution centred on its nominal value t0,i [119]. The uniform distribution is adopted as
a bounded-uncertainty model rather than an empirically fitted delay distribution. This
assumption is commonly used when detailed traffic traces are unavailable but the possible
delay range can be specified; similar bounded uniform delay assumptions have been used
in networked control systems and smart-grid communication simulations [120,121].

p(τi) =


1

2λi
, t0,i − λi ≤ τi ≤ t0,i + λi,

0, otherwise,
(4.29)

where τi denotes the communication delay associated with node i, and λi denotes the
delay uncertainty bound at node i, in other words, it specifies the maximum deviation
that captures the uncertainty of the cyber-physical information exchange at that node.

For each Monte Carlo realisation, τi is sampled once from the above distribution
and kept constant during the entire transient simulation, representing a quasi-static but
uncertain communication condition in the CPPS. Moreover, τi is different in different
Monte Carlo realisations.
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4.3 Global Sensitivity Analysis with Independent Ran-
dom Inputs

4.3.1 Variance Decomposition

A deterministic model whose outputs depend on an uncertain input vector X ∈ RNx

is considered in this paper, where X collects all uncertain parameters from both the
power and communication layers, and the inputs are assumed to be independent and
Nx represents the dimension of the uncertain inputs. Furthermore, an isoprobabilistic
transform is applied to map the marginal distributions to make the analysis performed
on [0, 1]Nx .

This independence assumption is adopted as a baseline modelling simplification for
the proposed Sobol-based GSA. The load demand, PV generation, and node-specific com-
munication delays are treated as independent uncertainty sources because they originate
from different physical and cyber-layer mechanisms and only their marginal probability
distributions are considered in this study. In practical CPPS applications, uncertainties
may be correlated, for example due to spatially correlated solar irradiance, correlated load
profiles, or network-wide congestion. In such cases, dependent-input GSA methods, such
as copula-based or correlation-aware Sobol’ indices, should be adopted [122,123].

4.3.1.1 Uncertain Input Variables X

The input vector can be written as

X = (X1, . . . , XNx), Nx ∈ N. (4.30)

The components Xi represent the model parameters, initial or boundary conditions, and
external parameters. In this paper, the uncertain inputs, including load, PV generation,
and node-specific communication delay, are treated as statistically independent random
variables. Only marginal probability distributions are considered. The uncertain inputs
Xi include: load of each bus, which is represented by the operation of injected current
and voltage at each bus; communication delay (τi) on each bus i; stochastic fluctuation
of solar radiation.

4.3.1.2 Model Output Observables Yℓ

Let M(X) denote the model output generated by the CPPS digital co-simulation plat-
form, where X is the uncertain input vector. In this work, the complete output set
considered for GSA consists of the dynamic, control, voltage, and current states of the
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cyber–physical power distribution network. These output variables can be grouped as
follows: synchronous machine states, including rotor angles and angular speeds; PV unit
and inverter states, including inverter currents, terminal voltages, DC-link voltages, con-
troller reference signals, and PWM duty ratios; bus voltage states, including the real and
imaginary components of bus voltages, Ux and Uy; bus current states, including the real
and imaginary components of injected currents, Ix and Iy.

For clarity, the output vector can be written in a grouped form as

Y = [YSG, YPV, YV, YI] , (4.31)

where YSG denotes synchronous machine states, YPV denotes PV inverter and controller
states, YV denotes bus voltage states, and YI denotes bus current states.

For the sensitivity analysis, each scalar output is extracted from the complete output
vector using an output extraction function qℓ:

Yℓ = qℓ
(
M(X)

)
, (4.32)

where ℓ denotes the index of a selected scalar output. Therefore, the Sobol indices are
computed for each output state individually. Since the complete output vector contains
multiple state categories, only representative outputs and the most or least sensitive states
are selected for detailed discussion in the results section.

4.3.1.3 Hoeffding–Sobol’ Functional Decomposition

The terms in the Hoeffding–Sobol’ decomposition do not have manually assigned weights.
Instead, each term is associated with a variance contribution. After normalisation by the
total output variance, these contributions form Sobol’ indices, which can be interpreted
as the relative contribution weights of individual inputs and their interactions. Therefore,
the importance of each uncertainty source is determined by the model response rather
than by a pre-defined weighting factor.

To quantify how individual uncertainties contribute to the variability of Yℓ, a variance-
based decomposition is adopted. For a fixed ℓ and square-integrable Yℓ on [0, 1]Nx with
independent inputs,

Yℓ = f
(ℓ)
0 +

Nx∑
i=1

f
(ℓ)
i (Xi) +

∑
i<j

f
(ℓ)
ij (Xi, Xj) + · · ·+ f

(ℓ)
1...Nx

(X), (4.33)

where the component functions are mutually orthogonal (zero mean with respect to each
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of their arguments). They are identified via

f
(ℓ)
0 = E[Yℓ],

f
(ℓ)
i (Xi) = E[Yℓ | Xi]− f (ℓ)

0 ,

f
(ℓ)
ij (Xi, Xj) = E[Yℓ | Xi, Xj]− f (ℓ)

0 − f
(ℓ)
i − f

(ℓ)
j ,

(4.34)

with analogous expressions for higher orders.

According to Eqs. ??, 4.33 and 4.34, the variance decomposes as

Var(Yℓ) =
Nx∑
i=1

V
(ℓ)
i +

∑
i<j

V
(ℓ)
ij + · · ·+ V

(ℓ)
1...Nx

, (4.35)

with
V

(ℓ)
i = VarXi

(
E[Yℓ | Xi]

)
,

V
(ℓ)
ij = VarXi,Xj

(
E[Yℓ | Xi, Xj]

)
− V (ℓ)

i − V
(ℓ)
j .

(4.36)

Here, each term V
(ℓ)
i represents the variance contribution caused solely by the uncertainty

of input Xi, while higher-order terms capture interaction effects among multiple uncertain
inputs. Repeating the analysis with different indices ℓ yields sensitivity profiles by spatial,
temporal, or component sensitivity in a model-agnostic manner.

From a physical perspective, the variance terms V (ℓ)
i quantify the extent to which the

uncertainty of input Xi alone contributes to the variability of the output Yℓ, while higher-
order terms represent interaction effects among multiple inputs. This interpretation is
particularly relevant for CPPS, where uncertainties from the power and communication
layers may interact in complex ways.

4.3.2 First-order and Total-Effect Sobol’ Indices

In this work, first-order and total-effect Sobol’ indices are adopted to achieve a practical
and physically balance between computational feasibility and sensitivity interpretability
in CPPS. From a computational perspective, the proposed CPPS framework involves
more than one hundred uncertain inputs (including stochastic loads, solar radiation, and
node-specific communication delay), for which the explicit computation of higher-order
indices can result in a high computational cost in the digital co-simulation procedure.

From a physical perspective, first-order indices capture the dominant contributions
of individual uncertainty states, while the difference between total-effect and first-order
indices reflects aggregated interaction effects. In the investigated scenarios, output uncer-
tainties are primarily dominated by first-order contributions, indicating limited multi-way
coupling. Therefore, first-order and total-effect indices provide effective sensitivity char-
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acterisation with significantly reduced computational burden.

Given the input vector X in Eq. 4.30 and the scalar observable Yℓ in Eq. ??, and using
the functional decomposition in Eq. 4.33, the first-order Sobol’ index S

(ℓ)
i quantifies the

main (additive) contribution of the uncertain input Xi to the variance of Yℓ. The total-
effect Sobol’ index S(ℓ)

Ti
measures the overall influence of Xi, including both its direct effect

and all interaction effects with the remaining inputs.

4.3.2.1 First-order index

S
(ℓ)
i = V

(ℓ)
i

Var
(
Yℓ

) , (4.37)

where V
(ℓ)
i = VarXi

(
E[ Yℓ | Xi]

)
. This measures the fraction of the variance of Yℓ at-

tributable solely to the variability of Xi, with the remaining inputs X∼i averaged out.

4.3.2.2 Total-effect index

S
(ℓ)
Ti

=
EX∼i

[
VarXi

(
Yℓ | X∼i

)]
Var

(
Yℓ

)
= 1−

VarX∼i

(
EXi

[
Yℓ | X∼i

])
Var

(
Yℓ

) .

(4.38)

Here, X∼i denotes all inputs except Xi; therefore, S(ℓ)
Ti

accounts for both the main effect
of Xi and all its interaction effects. The use of the first-order and total-effect indices
allows dominant uncertainty sources and interaction effects in CPPS to be systematically
distinguished without computing higher-order Sobol’ indices.

The difference between the first-order and total-effect indices can be interpreted as
follows. The first-order index S(ℓ)

i measures the direct or main effect of the uncertain input
Xi on the output Yℓ, while the influence of all other inputs is averaged out. Therefore, it
answers the question: how much of the output variance can be explained by varying Xi

alone? In contrast, the total-effect index S(ℓ)
Ti

measures the overall effect of Xi, including
both its direct effect and all interaction effects involving Xi and the remaining inputs X∼i.
Therefore, it answers the question: how much output variance would remain unexplained
if the uncertainty of Xi were removed?

For independent inputs, the total-effect index is always greater than or equal to the
first-order index,

S
(ℓ)
Ti
≥ S

(ℓ)
i . (4.39)
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The difference between them,
S

(ℓ)
Ti
− S(ℓ)

i , (4.40)

indicates the aggregated interaction contribution between Xi and other uncertain inputs.
If S(ℓ)

i is close to S(ℓ)
Ti

, the input mainly affects the output independently. If S(ℓ)
i is small

but S(ℓ)
Ti

is large, the input mainly affects the output through interactions with other
variables.

4.3.3 Indices Calculation

For analytically tractable models, Sobol’ indices can be obtained in closed form by eval-
uating the integrals implied by the Hoeffding–Sobol’ decomposition. In most practical
sensitivity analysis cases, these integrals are intractable and the indices are estimated nu-
merically via Monte Carlo sampling over the unit hypercube. The Monte Carlo method
draws random points uniformly in [0, 1]Nx and evaluates the model at these points to
construct variance-based estimators.

Figure 4.1: Process of Sobol’ indices computation using Monte Carlo sampling.

The iterative process for computing Sobol’s indices using the Monte Carlo sampling
method is presented in Fig. 4.1. To estimate the Sobol’ indices, two independent base
sample matrices, denoted by A and B, are first generated from the uncertain input space:

A,B ∈ RN×Nx , (4.41)

where N is the Monte Carlo sample size and Nx is the number of uncertain input variables.
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Each row of A or B represents one realisation of all uncertain inputs, including load
uncertainty, PV generation uncertainty, and node-specific communication delay.

Equivalently, the two matrices can be obtained by generating an N × 2Nx sample
matrix and splitting its columns into two base designs A and B. For each input variable
Xi, a mixed matrix ABi is formed by replacing the i-th column of A with the i-th column
of B:

ABi = [A1, . . . , Ai−1, Bi, Ai+1, . . . , ANx ] . (4.42)

The model is then evaluated at all rows of the A, B, and ABi matrices. This requires
N(Nx + 2) model evaluations, including N evaluations for A, N evaluations for B, and
N evaluations for each mixed matrix ABi. The resulting model outputs are used to
estimate the first-order Sobol’ index S(ℓ)

i and the total-effect Sobol’ index S(ℓ)
Ti

according
to Eqs. 4.37 and 4.38. Finally, the sample size N is increased until the estimated indices
stabilise.

There are several Monte Carlo estimators available for both indices. The approaches
used in this paper are inspired by the following indices estimation method in [49]:

VarX∼i

(
EXi

(Y |X∼i)
)
≈ 1
N

N∑
j=1
M(Bj)

(
M(A(i)

B,j)−M(Aj)
)
, (4.43)

and
EXi

(
VarX∼i

(Y |Xi)
)
≈ 1

2N

N∑
j=1

(
M(Aj)−M(A(i)

B,j)
)2
, (4.44)

for the estimation of the Si and the ST i indices, respectively.

Figure 4.2: Cyber-physical co-simulation structure for distribution-network GSA using
OPAL-RT and OMNeT++.
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4.4 Cyber-physical Power System Digital Co-simulation
Platform

As mentioned in Section 4.1, the Monte Carlo method requires substantial data of the
input and output state vectors, and previous research mainly focused on the theory and
had limited insight in realistic scenarios. Therefore, it is essential to establish a CPPS dig-
ital co-simulation platform and use it to generate large-scale, high-fidelity input–output
datasets under realistic cyber–physical operating conditions, which are subsequently used
in the Monte Carlo framework to estimate Sobol’ sensitivity indices. As shown in Fig. 4.3,
the proposed platform acts as the data-generation engine that connects probabilistic un-
certainty modelling, digital co-simulation, and Sobol-based global sensitivity analysis.

Probabilistic
uncertainty models

load, PV gen-
eration, delay

Monte Carlo /
Sobol sampling

A, B, ABi

Input vector
X(k)

OPAL-RT
DAE-based power

distribution network

Shared-memory
time-stepped

interface

OMNeT++
discrete-event

communication network

CPPS digital co-simulation platform

Output vector
Y (k)

voltage, current, states

Input–output
dataset
{X, Y }

Sobol sensitivity
indices
Si, STi

simulation results

X(k) records

Y (k) records

Figure 4.3: Workflow linking uncertainty sampling, CPPS digital co-simulation, and
Sobol-based global sensitivity analysis.

This paper provides the Ethernet-based implementation framework for cyber-physical
digital co-simulation, thereby providing essential data for GSA. As shown in Fig. 4.2, the
CPPS digital co-simulation platform consists of an OPAL-RT power system simulator
and an OMNeT++ communication network simulator, and a time-stepped digital co-
simulation scheme is used to exchange data.

It should be noted that the co-simulation platform in Fig. 4.2 differs from the plat-
forms presented in Chapter 5 not in terms of application scenario, but in terms of de-
velopment stage and functional maturity. The platforms in Chapter 5 represent earlier
stages of the co-simulation platform development, where Typhoon HIL or OPAL-RT is
coupled with EXata to demonstrate real-time cyber–physical interaction and to validate
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representative cybersecurity scenarios, including false data injection, packet drop, denial-
of-service, and delay attacks. These platforms provide the basis for establishing real-time
power–communication co-simulation capability.

By contrast, the platform developed in this chapter is a more comprehensive co-
simulation framework. Although it is applied here to the IEEE 33-bus cyber–physical
power distribution network for global sensitivity analysis, the architecture itself is not
restricted to distribution networks. By replacing the physical power system model and
communication topology, the same framework can be extended to other CPPS scenarios,
including microgrids. Compared with the earlier platforms in Chapter 5, this platform
places greater emphasis on deterministic synchronisation, efficient data exchange, and
repeatable large-scale simulation. The shared-memory-based time-stepped interface be-
tween OPAL-RT and OMNeT++ is therefore adopted to support Monte Carlo sampling,
uncertainty propagation analysis, and Sobol-index-based global sensitivity analysis. In
this sense, Fig. 4.2 represents an improved and more general platform architecture built
upon the experience gained from the previous co-simulation platforms.

4.4.1 Power Distribution Network Simulation in OPAL-RT

The OPAL-RT is a powerful simulator for real-time digital power system simulation.
Featuring an Intel Xeon processor with a maximum of 44 cores, the OP 5033XG simulator
is a powerful master system for setups that expanded with FPGA and I/O expansion
modules. In addition, it offers a suitable platform for real-time cybersecurity applications,
where hardware integration supports network protocols such as C37.118 and IEC61850.

Figure 4.4: IEEE 33-bus power distribution network with communication structure.

This study develops a power system digital simulation model based on the IEEE 33-
bus power distribution network implemented on the proposed simulation platform. The
power distribution system topology is presented in Fig. 4.4. The original 12.66 kV and
60 Hz IEEE 33-bus system is modified by integrating four distributed PV units at buses
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8, 13, 28, and 32, operating in parallel with existing loads, and two distributed machines
based on synchronous machines at buses 6 and 30. The main grid is represented by a
slack bus with a fixed voltage magnitude of 1 p.u. and a phase angle of 0◦, which provides
the reference operating point during the simulation.

The PV units are modelled using a detailed PV array model with double-loop vector
control and DC link voltage regulation, while the synchronous machine-based distributed
generators are represented by a classical generator model with rotor angle and speed
dynamics, augmented with transient EMF states. The system load is represented as a
stochastic, time-varying demand following a Gaussian distribution and centres at 5084.26
+ j2547.32 kVA, with active and reactive power updated at each simulation step to emulate
realistic load fluctuations (µ = 1, σ = 0.05 in p.u.). The installed rated PV power corre-
sponds to 40% of the nominal system load under baseline operating conditions. During
simulation, stochastic load variations are introduced independently, and the instantaneous
PV penetration is allowed to vary naturally without dynamic rescaling. To ensure numeri-
cal stability during real-time execution, the detailed PV and synchronous machine models
are executed within the OPAL-RT real-time simulation environment, which is designed
to handle stiff DAE-based power system models under fixed-step real-time constraints.
The main dynamic parameters of PVs and synchronous machines are provided in Tables
4.1 and 4.2.

Table 4.1: Main Dynamic and Parameters of PV Units

Cpv Ldc Cdc Lf udc,ref T
(F) (H) (F) (H) (V) (◦C)

1.0× 10−4 5.0× 10−2 5.0× 10−3 5.0× 10−3 800 25
kp ki kop koi kip kii

(DCV) (DCV) – – – –
−0.1 −0.01 −0.05 10 2 9

In the PV model, Cpv denotes the equivalent capacitance of the PV array, Ldc and Cdc

represent the inductance and capacitance of the DC-link circuit, respectively, and Lf is the
inverter filter inductance. udc,ref denotes the reference DC-link voltage, and T represents
the operating temperature of the PV units. The parameters kp and ki correspond to the
proportional and integral gains of the DC-voltage control loop, while kop and koi denote
the proportional and integral gains of the outer control loop. The parameters kip and kii
represent the proportional and integral gains of the inner current control loop. All PV
units are the same parameters in this chapter.
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Table 4.2: Main Dynamic Parameters of Synchronous Machines

Pm Tj Dsg ra x′
d x′

q f
(p.u.) (s) – (p.u.) (p.u.) (p.u.) (Hz)

0.58665 47.28 100 0 0.0608 0.0969 60
0.37923 47.28 100 0 0.0608 0.0969 60

In the synchronous machine model, Pm denotes the mechanical input power, Tj is
the inertia time constant, and Dsg represents the damping coefficient of the machine.
The parameter ra denotes the armature resistance, while x′

d and x′
q represent the tran-

sient reactances along the d-axis and q-axis, respectively. Finally, f denotes the nominal
operating frequency of the synchronous machine.

4.4.2 Communication Network Simulation in OMNeT++

OMNeT++ is an open source discrete-event simulator, which provides a modular simu-
lation framework written in C++, along with various extensions that support the devel-
opment of network simulation models based on a component-based architecture.

Figure 4.5: The OMNeT++ model of the IEEE 33-bus communication network.

As shown in Fig. 4.5, each bus in the power distribution system and each distributed
power source corresponds to a communication node in the communication network, which
is modelled by the INET model StandardHost. Since OMNeT++ is a discrete-event simu-
lator, most of the simulation is non-real-time. To implement OMNeT++ with OPAL-RT
to conduct CPPS digital co-simulation, the OMNeT++ model should not only commu-
nicate with the OPAL-RT target machine, but also operate in a real-time manner. The
communication network adopts a double-star topology, where node 2 and node 6 are two
data transfer nodes, and node 1 acts as the server. The node-specific communication
delay τi in the CPPS model follows a uniform distribution as shown in Eq. 4.29.
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There are multiple methods to implement the data transfer interface for digital co-
simulation between OPAL-RT and OMNeT++, such as virtual Ethernet(veth) pairs and
shared memory. The veth method can better simulate Internet protocols, since it cre-
ates virtual Ethernet peers to transfer data from the OMNeT++ host machine to the
OMNeT++ model. Compared with the veth method, the shared memory method does
not rely on virtual links. Instead, external input data are assigned to the corresponding
memory space using the Boost::interprocess library from which the OMNeT++ model
can directly access and process the data. In OMNeT++, the network configuration in
the omnetpp.ini file should be configured with the RealTimeScheduler to ensure that
the simulated time is consistent with real time. This method enhances execution speed
and improves data processing efficiency, thus reducing transmission delays in real-time
simulation and increasing the overall accuracy of CPPS digital co-simulation.

4.4.3 Time-Stepped Synchronisation Scheme Using Shared Mem-
ory

The digital co-simulation mechanism between the power distribution network in the
OPAL-RT and communication network in the OMNeT++ is carried out using a time-
stepped synchronisation scheme. In this approach, both simulators are simulated in dis-
crete time steps to improve the data consistency between the physical and cyber dynam-
ics and to ensure accurate temporal alignment between the continuous-time DAE-based
power system model and the discrete-event communication network.
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Figure 4.6: Mechanism of shared memory time-stepped synchronisation scheme.

Compared to the conventional time-stepped method [124] and existing shared-memory-
based implementations [125], the proposed scheme provides an improved experimental
integration framework for cyber–physical digital co-simulation. As shown in Fig. 4.6, at
the beginning of each digital co-simulation step, the power distribution network model
running in OPAL-RT’s RT-LAB computes the electrical states (e.g., bus voltages, branch
currents, generator outputs) based on the most recent control and measurement data re-
ceived from the communication network. These outputs are exchanged with OMNeT++
via the UDP protocol using the sender and receiver in the Ethernet communication in-
terface. The Boost.Interprocess function is used in the Asynchronous File in OMNeT++
host to ensure data is received and distributed to the shared memory. The communication
network simulation delivers the updated control messages or network status information
between nodes and sends back to the power distribution network simulation at the end
of the simulation loop. This synchronisation scheme ensures deterministic data exchange
and mitigates errors caused by asynchronous event scheduling.
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To characterise the timing behaviour of the proposed digital co-simulation platform,
key synchronisation and data-exchange metrics are summarised in Table 4.3. Furthermore,
cycle-to-cycle synchronisation skew and scheduler-induced jitter are negligible under the
fixed-step RealTimeScheduler configuration and are therefore omitted.

Table 4.3: Timing Metrics of the Proposed CPPS Digital Co-Simulation Platform

Metrics Value
Synchronisation step Ts 0.5 s
Data-exchange latency (RTT) 0.156/0.234/0.257 ms (min/avg/max)
Latency jitter (mdev) 0.018 ms
Packet loss rate 0 %
Node-specific
communication delay τ cn

i [0.3, 0.5] s

Monte Carlo samples are generated offline prior to the CPPS digital co-simulation,
and each Monte Carlo realisation is executed as an independent digital co-simulation loop.
This execution strategy prevents platform-level nondeterministic latency and jitter from
accumulating across runs, while time synchronisation within each loop is preserved by the
fixed-step synchronisation scheme.

Moreover, fast PV dynamics and physical transients are resolved within the DAE
solver of the OPAL-RT power system simulator. Node-specific communication delay and
packet losses are handled exclusively at the digital co-simulation boundary as delayed or
held inputs applied at fixed synchronisation time-step. As a result, time-step violations
between continuous-time and discrete-event simulations can be prevented.

4.5 Co-simulation-based Global Sensitivity Analysis
Results

As shown in Fig. 4.7, the proposed CPPS digital co-simulation platform is constructed
based on the facilities in the Control and Power Systems laboratory at the University of
Sheffield.

In this paper, as mentioned in Section 4.3.1, a total of 119 parameters are considered
in the input X, mainly including the voltage and current of the PV units, the load on
each bus, and node-specific communication delay. The output Y consists of several system
states of the power distribution network. The GSA is conducted using the output Y , and
the following section presents key simulation results.
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Figure 4.7: Implementation of cyber-physical power systems digital co-simulation plat-
form.

4.5.1 IEEE 33-bus System Normal Operation Results

The CPPS digital co-simulation results of four buses in the IEEE 33-bus power distribu-
tion network are presented in Fig. 4.8. The voltage and current of the buses are shown in
Fig. 4.8a and Fig. 4.8b, respectively.

(a) Voltage in buses (b) Current in buses

Figure 4.8: CPPS digital co-simulation results of voltage and current in buses 8, 13, 28
and 32.

The results show that both voltage and current responses of the buses exhibit no-
ticeable fluctuations when the uncertainties are considered in the system. As shown in
Fig. 4.8a, the bus voltages stabilise around their nominal values but present continuous os-
cillations. These oscillations are mainly due to three sources: (i) PV generation variations
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due to solar radiation dynamics, (ii) load fluctuations in the power distribution network,
and (iii) the effect of node-specific communication delay. The currents in Fig. 4.8b also
display noticeable fluctuations under input uncertainties and follow very similar patterns
across all four units. The quantified analysis of the sensitivity to the three sources of
uncertainties is discussed in the following sections.

4.5.2 Global Sensitivity Analysis Results on Node-specific Com-
munication Delays

The sensitivity of system outputs to node-specific communication delay is analysed in this
section, since communication delay is one of the key parameters characterising cyber–
physical coupling. The data used for GSA are obtained from the proposed CPPS digital
co-simulation platform, including both the sampled input vector and the corresponding
output state vector generated from each co-simulation run.

Table 4.4 lists the most and least sensitive output states with respect to node-specific
communication delay uncertainties. The purpose of this comparison is to identify which
dynamic states are strongly affected by cyber-layer delay uncertainty and which states
are mainly governed by local physical dynamics or local control loops.

Table 4.4: Most and Least Sensitive Output States to Node-Specific Communication
Delays

Most sensitive output states

Output
Index Group Parameter Sensitivity

3 SG state Generator speed ω1 0.862
4 SG state Generator speed ω2 0.534
40 PV inverter control PV4 PWM duty ratio d 0.378
79 Bus voltage Uy Bus 6 Uy 0.213
72 Bus voltage Ux Bus 32 Ux 0.210

Least sensitive output states

Output
Index Group Parameter Sensitivity

1 SG state Generator rotor angle δ1 0.00000
18 Controller PV2 reference voltage urd1 0.00001
11 PV grid current PV3 grid current iy 0.00037
20 Controller PV4 reference voltage urd1 0.00052
13 Controller PV1 reference current id,ref1 0.00053

The results in Table 4.4 provide three main insights. First, the synchronous machine
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speed states ω1 and ω2 present the highest sensitivity values, indicating that node-specific
communication delays can significantly influence frequency-related dynamics and elec-
tromechanical responses. This suggests that frequency-related states should be prioritised
in delay-aware monitoring and cyber–physical control design. Second, selected voltage-
related states, such as Bus 6 Uy and Bus 32 Ux, also appear among the most sensitive
outputs, showing that communication delay uncertainty can propagate to voltage dynam-
ics through delayed measurement and control interactions. Third, the rotor angle, PV
grid currents, and several controller reference signals exhibit very low sensitivity values.
This indicates that these states are mainly dominated by local electrical dynamics, fast
inverter control loops, and algebraic network constraints rather than delayed communi-
cation signals.

Therefore, the sensitivity analysis demonstrates that communication delay uncer-
tainty does not affect all CPPS states uniformly. Instead, its impact is concentrated on
frequency-related and selected voltage-related states. This provides a practical basis for
identifying communication-sensitive states and for prioritising delay mitigation, commu-
nication network design, and cyber–physical control improvement.

Before presenting the cross-scenario comparison, the two scenarios used in Table 4.5
are defined as follows. Scenario A represents the baseline communication-delay uncer-
tainty case. In this scenario, the IEEE 33-bus CPPS model, PV generation condition,
load uncertainty setting, communication topology, and Sobol sampling procedure are kept
consistent with the previous delay-sensitivity analysis. The node-specific communication
delays follow the baseline uncertainty setting defined in Eq. 4.29. Scenario B represents
a targeted delay-perturbation case. It uses the same power system model, communica-
tion topology, load and PV uncertainty settings, and GSA procedure as Scenario A, but
introduces additional communication delays of 0.5 s and 1 s at node 10 and node 24,
respectively. This setting is used to emulate local cyber-layer congestion or intentional
delay disturbance at selected communication nodes. Therefore, the comparison between
Scenario A and Scenario B isolates the impact of targeted communication-delay pertur-
bations on the spatial distribution and robustness of sensitivity characteristics.

To facilitate physical interpretation of the Sobol’ sensitivity results, a set of aggre-
gated metrics is introduced to characterise (i) the robustness of dominant delay locations,
(ii) the spatial locality of delay impacts, (iii) the relative contribution of delays to different
state groups. These metrics are derived directly from the Sobol’ indices.
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Table 4.5: Cross-scenario comparison of communication-delay sensitivity characteristics

Metric Scenario A Scenario B

Cross-scenario consistency metrics

Mean Top-5 delay-node overlap 2.19 (maximum = 5)
Jaccard similarity of Top-5 delay nodes 0.419
Scenario-specific sensitivity metrics

Mean voltage locality ratio (Ux) 0.38 6.11
Mean voltage locality ratio (Uy) 0.11 1.99
Delay-energy ratio (current/voltage) 0.014 0.366

Table 4.5 summarises a comparison between two scenarios. The Top-5 delay overlap
and the corresponding Jaccard similarity quantify the consistency of the most influential
delay nodes across scenarios. The Jaccard similarity measures the degree of overlap
between the sets of dominant delay nodes identified under different scenarios, with values
closer to one indicating higher consistency. An average overlap of 2.19 and a Jaccard
similarity of 0.419 indicate a moderate but non-random robustness of the dominant delay
structure under perturbation.

For voltage-related states, the locality ratio provides a direct measure of spatial dom-
inance, where values exceeding unity indicate local influence and values above three imply
strong locality. The markedly increased locality ratios observed in Scenario B therefore
demonstrate that delay-induced voltage sensitivities become strongly localised when tar-
geted perturbations are applied. By contrast, the delay-energy ratio between current and
voltage states remains below 1, confirming that communication delays predominantly af-
fect algebraic voltage states through local measurement and control paths, while current
sharing is largely preserved by network impedance constraints and inverter inner-loop
regulation.

4.5.3 Global Sensitivity Analysis Results on Solar Radiation

The GSA results in Table 4.6 compare the input sensitivity rankings under two operating
scenarios. It should be noted that the ranking principle is identical in both scenarios.
For each scenario, the input states are ranked in descending order according to the mag-
nitude of their Sobol sensitivity indices. Therefore, Rank 1 denotes the most influential
input state under the corresponding scenario, and a smaller rank value indicates a higher
sensitivity contribution. The rank shift is calculated as

∆Rank = Rank2 − Rank1, (4.45)
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where a negative value means that the input becomes more influential in Scenario 2.

The two scenarios are defined as follows:

• Scenario 1: Baseline PV and communication-delay condition. All PV
units operate under the baseline solar radiation condition corresponding to 40%
solar radiation. The node-specific communication delays are kept at their baseline
values without additional delay perturbation.

• Scenario 2: High-PV and targeted delay-perturbation condition. The
solar radiation level of the PV units is increased from 40% to 90%. In addition,
extra communication delays are introduced at selected nodes, with an additional 1 s
delay at Bus 24 and an additional 0.5 s delay at Bus 10. This scenario represents a
stressed cyber–physical operating condition that combines high PV generation with
local cyber-layer congestion or delay disturbance.

Table 4.6: Top-Ranked Input States and Their Rank Shifts Between Different Scenarios

Index Type Rank1 Rank2 ∆Rank

9 PV terminal voltage (PV state) 8 1 −7
72 Bus 32 Ux 5 2 −3
13 Controller id,ref1 (PV1) 116 3 −113
15 Controller id,ref3 (PV3) 86 4 −82
14 Controller id,ref2 (PV2) 94 5 −89
16 Controller id,ref4 (PV4) 107 6 −101
90 Communication delay at node 8 17 7 −10

It can be seen that the uncertainty ranking in scenario 1, sensitivity ranking is dom-
inated by electrical and control states on PV units, reflecting the prevalence of local in-
verter dynamics under moderate and simultaneous penetration. In contrast, the stressed
scenario (Rank2) leads to substantial rank shifts, with several less sensitive inputs becom-
ing dominant. In particular, the PV terminal voltage becomes one of the most sensitive
variables, indicating heightened sensitivity to local voltage regulation under higher PV
generation output. In the power distribution network layer, the voltage component Ux
at Bus 32 also becomes highly sensitive, indicating the remote buses are sensitive to the
asymmetric power injections. In addition, multiple inverter current reference signals id,ref

exhibit rank increases, reflecting the increased sensitivities on converter control actions
to maintain power balance. Moreover, the rank of communication delay at node 8 rises
as well, demonstrating that communication network layer disturbances can significantly
affect system dynamics under high PV penetration.
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Overall, the results show that sensitivity rankings depend on the system operation
conditions. The proposed GSA-based comparison between nominal and stressed scenarios
therefore provides an effective assessment of external validity beyond fixed penetration
and normal cyber conditions.

4.5.4 Global Sensitivity Analysis Results on Fixed-Time Uncer-
tainties

In the following section, typical results of the GSA according to Section 4.3 are reported
to quantify the sensitivity contribution of uncertain inputs to the system states of the
CPPS.

(a) Voltage sensitivity in response to fixed-
time PV uncertainty.

(b) Current sensitivity in response to fixed-
time PV uncertainty.

(c) Voltage sensitivity in response to fixed-
time uncertainty in communication node de-
lays.

(d) Current sensitivity in response to fixed-
time uncertainty in communication node de-
lays.

Figure 4.9: Sensitivity analysis on fixed-time uncertainties at the 10th minute of CPPS
simulation.
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4.5.4.1 Sensitivity Contribution of Uncertain PV Generation

Fig. 4.9a shows that the voltage sensitivity at bus 1 (slack bus) is relatively high (ranging
from 0.3 to 0.4) in response to all four uncertain PV units, while the sensitivities at most
other buses remain close to zero. This can be explained by the role of the slack bus, which
serves as the system reference and balances active and reactive power. Therefore, any
uncertainty that leads to PV output variation will be reflected in the voltage sensitivity
of the slack bus. In addition, Bus 28 exhibits higher voltage sensitivity because it is a
PV connection point and is located at the end of the power distribution network, making
its voltage more sensitive to variations in PV generation. These results verify that PV
output influences bus voltages both globally, through the slack bus, and locally, near the
PV connection points.

Fig. 4.9b illustrates that only the uncertain PV unit located at bus 28 exhibits
noticeable contributions to the current sensitivity, particularly at buses 6, 8, 28, 30,
and 32, whereas the other PV units show little influence. This is mainly attributed to
the control characteristics of the PV inverters. PV units typically operate in a current-
controlled mode, directly modulating current injection to track active power references.
Since PV unit at bus 28 contributes more significantly to generation at this time (10th
minute), its uncertain variations affect the current distribution, and subsequently affect
neighbouring generation nodes. This phenomenon indicates that the sensitivity of PV
current states is primarily governed by the employed PV control mode, in which active
power regulation is achieved through direct current control, rather than by any global
reference effect.

The sensitivity of voltages is higher than that of currents. This indicates that the
uncertainties of PV generation have a greater impact on bus voltages, while their influence
on current distribution is relatively limited. As a result, in the CPPS framework, PV-
related uncertainties are expected to play a more critical role in voltage dynamics than
in current sensitivity.

4.5.4.2 Sensitivity Contribution of Uncertain Node-Specific Communication
Delays

In Fig. 4.9c, at the 10th minute, the communication delay at each node mainly affects
the voltage sensitivity of its own bus, while its influence on other buses is limited. For
example, the communication delays at nodes 2 and 6, which serve as data transfer nodes
in the communication network as shown in Fig. 4.5, do not significantly affect the voltage
sensitivities at nodes 12 and 24, even though the latter rely on them to reach the data
centre. Similarly, communication delays at nodes 12 and 24 do not affect neighbouring
buses through the communication paths. This is because communication delays enter the
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control loop as node-specific measurement or actuation delays, rather than as cumulative
hop-by-hop delays along the communication routes. This indicates that the effect of
the uncertainty in communication delays on bus voltages is highly localised and is not
influenced by the topology of the communication network.

As shown in Fig. 4.9d, the sensitivities of bus currents with respect to communica-
tion delays are extremely low, with the maximum value below 5× 10−3. This is because
PV-injected currents are primarily determined by local measurements and control, such
as solar radiation and local voltage feedback in droop or dq control. This suggests that
communication delays have almost no observable impact on current distribution, while
their effects tend to be highly localised at their own delayed nodes. The results high-
light that communication delay uncertainties play a more critical role in shaping voltage
dynamics than in affecting current flows in the CPPS framework.

4.5.5 Global Sensitivity Analysis Results on Time-Varying Un-
certainties

4.5.5.1 Voltage Sensitivity in Response to Time-Varying Uncertainties of PV
Generation

Fig. 4.10a shows the time-varying sensitivity of bus 8 voltage with respect to the four
uncertain PV units. It can be observed that PV units at buses 8 and 13 exhibit similar
sensitivity variations, while PV units at buses 28 and 32 have negligible impact on bus 8
voltage. This corresponds to the network topology as in Fig. 4.4, since buses 8 and 13 are
located on the same power distribution line, resulting in a stronger correlation between
their outputs. These results indicate that voltage fluctuations are strongly related to
time-varying uncertainties of PV generation outputs only on the same power distribution
line, verifying the influences of both local PV units and network topology on voltage
control in the power distribution network.
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(a) Bus 8 voltage sensitivity in response to
time-varying PV generation uncertainties.

(b) Bus 2 voltage sensitivity in response to node-
specific communication delay uncertainties.

(c) Joint time-varying uncertainties of PV gen-
eration and communication delays.

Figure 4.10: Sensitivity analysis of bus voltages in response to time-varying uncertainties.

4.5.5.2 Voltage Sensitivity in Response to Time-Varying Uncertainties of
Communication Delays

Fig. 4.10b illustrates the sensitivity of bus 2 voltage with respect to the communication
delays at nodes 2, 6, 12, and 24. The results show that only the delay at node 2 maintains
a consistently high influence on the voltage of its own bus, while the other three nodes
exhibit little contribution. This indicates that the impact of communication delay is
highly localised: the delay of a communication node primarily affects its corresponding
power bus.
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4.5.5.3 PV Inverter Current Dynamics in Response to Time-Varying Uncer-
tainties of Communication Delays

Fig. 4.11 shows the time-varying sensitivity of PV inverter currents in response to com-
munication delays. For each PV unit, the delay at its locally connected communication
node consistently exhibits the highest sensitivity, indicating that inverter current dy-
namics are most affected by local measurement and communication delays. Moreover,
communication delays associated with other PV buses also appear in the dominant de-
lays in the figure. Delays at nodes 8 and 13 are also among the most sensitive variables in
inverter currents of PV unit on bus 32. These effects are because delay-induced voltage
and current perturbations propagate through network impedances and influence neigh-
bouring inverter operating points. Overall, the results demonstrate that communication
delays impact PV inverter current dynamics through a combination of local control-loop
variation and network interactions among multiple power system devices.

Figure 4.11: Sensitivity analysis of PV inverter currents in response to communication
delays.

4.5.5.4 Joint Time-Varying Uncertainties of PV Generation and Communi-
cation Delays

Fig. 4.10c compares the sensitivity of bus 13 voltage with respect to the joint uncertainties
of PV generation and communication delay located at both bus 13 and node 13. It can be
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seen that the effect of communication delay remains higher than that of PV generation
throughout the entire CPPS simulation time steps, indicating that communication delay
uncertainty plays a more dominant role than local PV uncertainty at the same bus.
However, at the time of data exchange in the CPPS synchronisation scheme, the sensitivity
contribution of PV generation increases significantly and combines with the effect of
communication delay, so that the voltage fluctuations in bus 13 are more determined by
the joint influence of local PV generation and communication delay. This demonstrates a
significant coupling effect between power and communication uncertainties in the CPPS
framework.

4.6 Conclusion

In this paper, a GSA-based method is proposed to investigate the impacts of multiple
uncertainties in CPPS with respect to the power distribution network. The uncertainties
of load, PV generation, and node-specific communication delays in the CPPS frame-
work are quantified using probabilistic models, and Monte Carlo-based Sobol’ indices are
used to quantify the sensitivity. A CPPS digital co-simulation platform integrating an
OPAL-RT power system simulator and an OMNeT++ communication network simulator
is developed using shared memory and a time-stepped synchronisation scheme. The global
sensitivity indices on the IEEE 33-bus system show that PV generation has a dominant
effect on bus voltages, while communication delays mainly influence local voltage but have
a limited impact on bus currents. It is worth noting that communication node delays, as
a key parameter of the communication network, present a non-negligible influence on the
frequency of the power distribution network.

Future work will focus on the scalability of the proposed GSA framework and a more
realistic assessment of delay-induced frequency disturbances. Potential solutions include
model order reduction for higher dimensional CPPS framework and hierarchical or staged
GSA strategies.

92



Chapter 5

Cyber-Physical Real-Time Digital
Simulation for Microgrid
Cybersecurity Analysis

Publications Related to This Chapter

This chapter combines the publications listed as follows:

• Qiu, D., Liu, M., Zhang, R., Luo, T., Griffo, A., and Zhang, X.: Cyber-Physical
Real-Time Digital Simulation for Cybersecurity Analysis in Microgrids. IEEE
Transactions on Industrial Cyber-Physical Systems, vol. 3, pp. 429–441, 2025. doi:
10.1109/TICPS.2025.3569640.

• Qiu, D., Liu, M., and Zhang, X.: Developing Cyber-Physical Power System
Co-Simulation Platform with Real-Time Digital Interface. In Proceedings of the
2025 IEEE Kiel PowerTech, Kiel, Germany, 2025, pp. 1–6. doi: 10.1109/Pow-
erTech59965.2025.11180418.

• Qiu, D., Liu, M., and Zhang, X.: A Power-Communication Co-Simulation Platform
for Real-Time Microgrid Cyber Security Analysis. In Proceedings of the 2024 In-
ternational Conference on Artificial Intelligence of Things and Systems (AIoTSys),
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Chapter Overview

This chapter presents a series of studies on the development of cyber–physical co-simulation
platforms for cybersecurity analysis in microgrids. The research progressed through three
stages, which are presented as three publications included in this chapter.

The first study focuses on the development of an initial cyber–physical co-simulation
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platform for microgrid cybersecurity analysis. In this work, a Typhoon HIL based mi-
crogrid simulator is integrated with the EXata communication network simulator. A
master–slave synchronisation scheme is implemented to enable coordinated interaction
between the power simulator and the communication network simulator. This platform
provides a preliminary environment for analysing cyber–physical interactions in micro-
grids.

Building upon this initial platform, the second study develops a more scalable cy-
ber–physical co-simulation architecture by integrating the OPAL-RT real-time digital sim-
ulator with the EXata communication network simulator. Compared with the Typhoon-
based platform, the OPAL-RT system supports larger network sizes and smaller simulation
time steps. A dedicated real-time digital interface and improved synchronisation mecha-
nism are designed to enable high-fidelity interaction between power system dynamics and
communication network behaviour.

The third study extends the previous developments and presents a unified cyber–physical
real-time simulation framework for analysing cybersecurity vulnerabilities in microgrids.
The proposed framework integrates power system dynamics and communication network
behaviour to enable detailed analysis of cyber attacks such as false data injection(FDI),
denial-of-service(DoS) and packet loss contingency.

Together, these three studies demonstrate the progressive development of cyber–physical
simulation platforms and their application to cybersecurity analysis in microgrids. To
improve readability and clarify the relationship between the three development stages,
Table 5.1 summarises their configurations, main functions, advantages, and limitations.
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Table 5.1: Summary of the three cyber–physical co-simulation platform-development
stages in Chapter 5

Stage Platform con-
figuration

Synchronisation
scheme

Main advantages Main limitations

Stage 1:
Initial
microgrid
platform

Typhoon HIL
602+ and EXata

TCP-based
master–slave /
leader–follower
scheme

High-fidelity power-
electronics emulation;
simple platform struc-
ture; suitable for initial
microgrid cybersecurity
validation.

Limited scalability;
mainly suitable for
small-scale microgrids;
less flexible for large
CPPS models.

Stage 2:
Real-time
digital
interface
platform

OPAL-RT
OP5033 and
EXata

TCP-based
time-stepped
synchronisation

Larger model capacity;
more flexible power-
system modelling;
improved temporal
consistency through
fixed-step data exchange.

Performance depends on
synchronisation step; ad-
ditional interface over-
head; possible one-step
data-exchange latency.

Stage 3:
Consol-
idated
cyber-
security
assessment
framework

Typhoon HIL–
EXata and
OPAL-RT–
EXata platforms

Comparison of
leader–follower
and time-
stepped schemes

Supports systematic
platform comparison;
covers FDI, DoS, packet
drop and delay attacks;
includes platform perfor-
mance assessment.

Higher implementation
complexity; requires
multiple simulator
interfaces; optimal con-
figuration depends on
the target application.

5.1 A Power-Communication Co-Simulation Platform
for Real-Time Microgrid Cyber Security Analy-
sis

The rapid digitalisation process in power system has greatly benefited the large-scale
integration of distributed energy resources (DERs), essentially accelerating the progress
towards net zero. However, numerous cyber attacks such as false data injection (FDI)
attacks are impeding the normal control and operation activities. This paper aims to es-
tablish a real-time microgrid co-simulation platform to fully study the impacts of realistic
attack events on micorgrid’s control performance. Although there exist a large number of
power-communication co-simulation platforms for the power system, they are designed to
mainly provide validation services for control and operation algorithms and little attention
has been paid to the cyber security. In the established microgrid platform, power and com-
munication parts are simulated in Typhoon Hardware-in-the-loop(HIL) 602+ and EXata
Network Simulator, respectively, and a dedicated synchronisation scheme is developed
and embedded in Raspberry Pis to achieve master-slave data exchange between them.
Based on the advanced cyber libraries provided by EXata, realistic FDI and packet drop
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attacks are mounted against the mapped communication links within EXata. The results
indicate that these cyber attacks can severely influence the microgrid control performance
including destabilising system states and specific state deviations, further demonstrating
the necessity of deploying effective cyber-resilience enhancement mechanisms.

Step-based description of the platform. The Typhoon HIL–EXata platform is de-
veloped through five main steps:

(i) defining the master–slave co-simulation principle;

(ii) implementing the power-electronic microgrid model in Typhoon HIL;

(iii) constructing the corresponding communication network in EXata;

(iv) designing the TCP-based Raspberry Pi synchronisation interface; and

(v) validating the platform under normal operation, false data injection, and packet
drop cases.

5.1.1 Introduction

The path to achieving net-zero emissions in the power system involves replacing conven-
tional synchronous generators with distributed energy resources (DERs) such as solar and
wind power. Benefiting from the integration of advanced information and communications
technology, massive penetrated DERs can be effectively managed and controlled within
small-scale microgrids. However, the rapid digitalisation process has also exposed micro-
grids to the threats of extensive cyber vulnerabilities like false data injection (FDI) and
denial-of-service (DoS) attacks, which can severely deteriorate the operation and control
performance. In recent years, the frequently reported attack incidents [126, 127] imply
that the emerging DERs are gradually attracting the adversary’s attention due to their
easily-accessed and rapidly-growing characteristics. Furthermore, the growing maturation
of machine learning technologies for power grid applications also exposes a wide range of
cyber vulnerabilities [128]. Hence, it is important to pay attention to the cyber security
issue of microgrids.

The research topics in the microgrid cyber security area can be divided into threat
identification, protection deployment, intrusion detection, impact mitigation, and recov-
ery schedule [16], whose validation requires a real-time and high-fidelity platform that
possesses both precise power electronic dynamics and concurrent communication net-
work events. Although the one-to-one reproduced full-hardware platform corresponding
to industrial scenario can provide the most accurate validation performance, it may be
too costly for the laboratory research activities. Meanwhile, the fixed setting of full-
hardware platform may hinder the validation studies under various electrical parameters
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and power/communication typologies. Considering these facts, the simulation and HIL
enabled platforms have received widespread attention due to their well-established trade-
off between fidelity and cost and their high flexibility.

There have been numerous mature simulation software and hardware products in the
power and communication domains. The power simulation can be divided into steady-
state and transient dynamics according to different simulation mechanisms. The for-
mer focusses on the models that can be purely described by algebraic equations such as
PSCAD, DIgSILENT, etc., and the latter conducts micro electromagnetic transient analy-
sis for distribution systems which contains differential equations, for example, OPAP-RT,
Typhoon HIL and so on.

The simulation software for the communication network can be divided into two
different categories. One is time-based simulator, such as Cisco Packet Tracer. The time-
based simulation has a fixed time step during the simulation. It is commonly used for
simulating continuous-time systems or applications that require high temporal precision,
such as modelling network traffic variations over time. The other category is discrete-event
simulator. Discrete-event simulation updates the system states based on the occurrence
of events rather than at fixed time intervals, which makes the simulation highly efficient,
as updates are only made in response to events. This allows for rapid handling of spo-
radic and infrequent events in the simulation process. This kind of simulator includes
EXata, OPNET, NS-2, NS-3, etc. In particular, NS-2 and NS-3 are open sourced and
have extremely high flexibility, but require heavy development and their interface and
visualisation are not very intuitive. On the contrary, EXata and OPNET are commer-
cial products that provide user-friendly GUIs and extensive cyber libraries, while their
modelling and analysis flexibility are much more constrained.

In recent decades, a large number of research works have emerged aiming to achieve
a co-simulated power system based on off-the-shelf simulation software and hardware. A
number of co-simulation platforms that have been introduced. These platforms integrate
power simulation software and communication simulation software. Table 5.2 lists some
of the co-simulation platforms, their utilities and their components. Firstly, platforms
in [61] and [64] focused on real-time simulation and network security, using tools such
as OPAL-RT and EXata CPS for applications requiring high fidelity and real-time re-
sponsiveness. Secondly, paper [129] focused on microgrid management, utilising power
simulators PSCAD and RT-LAB along with network simulators such as OMNeT++ and
OPNET. Thirdly, multi-domain system simulations are supported by the platform de-
signed in the [130] and [131], which integrated power simulators Pandapower and MAT-
LAB/Simulink with network simulators PADE and QualNet. Lastly, [132] and [133]
focused on transmission systems and protection control, employing power simulators such
as PSCAD and DIgSILENT and network simulators like NS-2 and MATLAB to ensure
the stability and security of transmission systems.
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Table 5.2: Comparison of co-simulation platforms

Device
Applicable Scenario Power simulator Network simulator

[61] Real-time simulation OPAL-RT EXata CPS
[64] Real-time simulation OPAL-RT & Typhoon MATLAB
[129] Microgrid control RT-LAB OPNET
[130] Multidomain system Pandapower PADE
[131] Multidomain system MATLAB/Simulink QualNet
[132] Protection and control PSCAD NS-2
[133] Transmission system protection DIgSILENT MATLAB

However, existing power system co-simulation research mainly focuses on validating
the control and operation performance after integrating the power and communication
simulations as a whole. While a logical direction to study the impacts of cyber contingen-
cies like cyber attacks using co-simulation method have not been paid enough attentions.
Therefore, the main contributions of the paper are as follows:

1. This paper proposes a real-time microgrid co-simulation platform, where the power
circuit is simulated in Typhoon HIL 602+, the communication network is imple-
mented in EXata Network Simulator, and a master-slave synchronisation scheme is
developed and embedded in Raspberry Pis for the data exchange between power
and communication simulation.

2. Based on the advanced cyber libraries provided by EXata, this paper aims to system-
atically investigate realistic attack events’ malicious impacts on microgrid’s control
performance.

3. Data generated from testing the platform under various attack case studies can
provide valuable insights for the analysis of cyber-physical microgrid vulnerabilities.

The rest of this paper is organized as follows: In Section 5.1.2, a brief introduction
to the concepts of power and communication simulation is illustrated. In Section 5.1.3,
the paper shows the implementation of the proposed platform. The master-slave synchro-
nisation is presented as well. Section 5.1.4 presents and analyses different case studies.
Where section 5.1.5 concludes the paper.

5.1.2 Fundamental Knowledge of Power and Communication
Simulation

In this section, fundamental concepts for understanding power and communication sim-
ulations are provided. Specifically, this section includes an overview of basic theoretical
concepts and a description of the typical simulation procedures used in power and com-
munication simulation.
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5.1.2.1 Power System Simulation Mechanism

Power systems consist of many complicated individual physical components that perform
a variety of tasks related to the power generation, transmission, distribution, storage and
consumption. Despite their diverse functionalities and applications, these components are
generally described by a set of differential-algebraic equations (DAEs) derived from funda-
mental physical relations including Kirchhoff laws and Maxwell equations. Depending on
the simulation timescale, power system simulations can be divided into three main cate-
gories [134]: steady-state, root mean square(RMS) and electromagnetic transients(EMT).
In this paper, Typhoon HIL is utilised to simulate the principles of Electromagnetic Tran-
sients (EMT), which is fundamentally based on pure differential equation models. EMT
simulation involves solving a set of differential equations that describe the rapid changes
in physical quantities such as voltage and current within a power system. This method is
crucial for accurately modeling and analyzing the system’s dynamic behavior over short
time periods, especially under transient conditions like short-circuit faults, switching op-
erations, and lightning strikes.

Nevertheless, power system simulation does not always rely on a state-space approach.
Commercial tools such as RTDS and EMTP use a modelling approach based on the so-
called Dommel algorithm, also known as the Resistive Companion method [135].

5.1.2.2 Communication Network Simulation Mechanism

Communication networks are typically packet-switched networks (e.g., IP-based technolo-
gies), which can be modelled as discrete-event systems. These systems are characterised
by events such as sending and receiving packets and the expiration of timers, occurring at
non-uniform intervals. This is distinctly different from the time-stepped approach used in
dynamic simulations of the power system, where events are scheduled at fixed intervals.
In a communication network simulator, each event is linked with its execution time, and
the simulation proceeds by executing events in a specific order of the simulation time.
When an event is processed, it may generate zero, one, or several other events. The simu-
lation will stop automatically when there are no further events left in the queue, or when
a special “stop” event is triggered [136]. An event scheduler is responsible for maintaining
a time-ordered list of all scheduled events, and the simulation time progresses from event
to event.
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5.1.3 Implementation of Real-Time Microgrid Co-simulation Plat-
form

The implementation details of the real-time microgrid co-simulation platform are elab-
orated in this section, upon which insightful cyber security analysis will be conducted
to evaluate the impacts of communication contingencies like FDI attacks on microgrid
control performance. The platform is built based on the facilities in the Control and
Power Systems (CAPS) laboratory at University of Sheffield as shown in Fig. 5.1 mainly
including the communication simulator EXata version 8.13 and power simulator Typhoon
HIL 602+, which will be synchronised by a dedicated interface deployed in Raspberry Pis.
In the bottom-left corner, the PC served as Typhoon HIL host and HIL SCADA centre,
with Typhoon target machine at the bottom. The PC in the top-right corner serves as
the host for EXata, additionally, serving as the upper host for Raspberry Pi 3. The PC
in the top-left and bottom-right corner serves as the upper host for Raspberry Pi 1 and 2,
respectively. The area in the bottom left is highlighted with a red frame to indicate the
Raspberry Pis 1, 2, and 3, which operate as the hardware controllers for DER 1, DER 2,
and DER 3 and part of the data exchange interface within this platform. While the rest
of the software controllers of DERs are built in the power system simulator. The subse-
quent part will focus on introducing the two individual simulators and the synchronisation
scheme between them.
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(a) Real-time co-simulation microgrid platform in CAPS lab at University of Sheffield

(b) Illustration of component connections

Figure 5.1: Design of the real-time microgrid co-simulation platform

5.1.3.1 Power System Simulator

Power system simulation in the platform is performed by the Typhoon HIL simulator
[137]. The Typhoon HIL simulator is an advanced tool for real-time simulation of power
electronics and power systems. The simulator type adopted in the co-simulation platform
is Typhoon HIL 602+, enabling the emulation of up to six converters using a six-core
processor with a timestep of 0.5 µs. It supports a microgrid control system simulated
at a rate of up to 2MHz. The Typhoon HIL 602+ allows the construction of power-
stage models using a constantly expanding library of power electronics components and
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pre-packaged examples. Communication with external units and systems is facilitated
through standardised protocols such as IEC 61850, Modbus, DNP3, and OPC UA. These
features make the Typhoon HIL 602+ a robust and versatile platform for high-fidelity
power electronics emulation and controller testing.

In the Typhoon target machine, apart from the microgrid network, there are several
modules that play important roles in the platform. There are N nodes in the power
network presenting N DERs. In the power network, there are several components from
the model library measure key parameters of each node such as voltage, power, and so
on. The data integration module is to collect all data from the measuring components
and send them to the next module. The Ethernet data transfer module is Modbus, which
remains a request-response protocol implemented using a master-slave scheme. Data in
form of numbers, several types of variables and constant can be sent and received by
configuring the data sub-menu in the module setting. In our case, the IP address of
the Typhoon target machine is set to 192.168.10.199, and the destination IP, which are
the Raspberry Pis, are set to 192.168.10.29, 192.168.10.30, and 192.168.10.31, respectively.
Using Ethernet data transfer module, the Typhoon target machine and the Raspberry Pis
can exchange data in an almost real-time manner. Since the communication network is a
discrete-event system, the data exchange frequency is constrained by the communication
latency of Modbus protocol based network. Moreover, sampling module is important
when data are received from the communication network simulator in Typhoon target
machine. This module can change discrete data to the same sampling frequency as the
target machine to ensure the normal simulation procedure in power system model. Then,
one simulation loop in Typhoon target machine is completed.

5.1.3.2 Communication Network Simulator

For communication simulation, the EXata Network Simulator is chosen to implement
the microgrid communication network, as it has advanced cyber libraries for introducing
latency, packet dropping, and data modification can be conveniently integrated with ex-
ternal entity via the HIL emulation mode [138]. EXata uses a software virtual network
to digitally represent the entire network, various protocol layers and devices, as shown
in Fig. 5.2. The EXata protocol stack contains five layers from the top to bottom, i.e.,
application layer, transport layer, network layer, link (MAC) layer, physical layer.
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Figure 5.2: Five layers of EXata Network Simulator

Furthermore, the software can be connected to systems with real applications and
real target machines. Any virtual node (so-called terminal) in the software can be defined
to link with an external entity other than the host machine. The node that connects
to another device is called an external node. When the connection is built, all the data
packets flowing through the real PC can be found and modified in the EXata GUI. The
default path algorithm in EXata for routing data packets is the Bellman-Ford algorithm.
The Bellman-Ford algorithm is well-suited for handling graphs with negative weight edges
and is capable of detecting negative weight cycles. In EXata, each node in the network
initialises its routing table, periodically updates routes through the relaxation process,
and forwards packets based on the shortest path estimation. This process ensures efficient
data packet transmission and helps maintain network stability. The algorithm’s ability to
handle negative weights and detect negative cycles makes it ideal for simulating complex,
real-world network scenarios.

The communication network is simulated in the EXata host. Compared with the
modules in the Typhoon target machine, in EXata there is only one module, which is
external node module, before the data are sent to the communication network model.
The data of N nodes in power system are sent to the corresponding N virtual nodes in
EXata via external node module. After that, within the EXata software, a communication
system simulation is conducted. The real data packets are sent to the terminals in the
EXata software. After running a communication simulation, the data are sent back to the
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interface through the external node module again. Then, one simulation loop in EXata
host is finished.

5.1.3.3 Master-slave Power-Communication Synchronisation Scheme

To ensure smooth data exchange between Typhoon and EXata, which is essential for ef-
ficient functionality of the platform, this paper designs an Ethernet-based data exchange
interface as in Fig. 5.1b. Since the physical simulators are normally based on fixed time
step, while the network simulators are discrete-event-driven, synchronisation mechanism
between them is the most crucial issue leading to a successful co-simulation platform.
The three main synchronisation methods include time-stepped, global event-driven, and
master-slave methods. In our case, the Typhoon target machine serves as the primary
simulation engine (master), while the EXata plays the role of slave of the master, as the
Fig. 5.3 presents. The Raspberry Pis are part of the interface in the master-slave syn-
chronisation procedure, providing data exchange service between master and slaves. The
masters control the synchronisation between the slave programs and the data exchange
parameters such as time step size and the variables exchanged.

Figure 5.3: Master-slave power-communication synchronisation scheme

5.1.4 Case Studies and Results

This section demonstrates the cyber security test results based on the established real-time
microgrid co-simulation platform, where a 6-DER DC microgrid is established in Typhoon
HIL 602+ with the DER electrical parameters obtained from [139]. The communication
topology is set to be the same as the electrical topology, and three secondary controllers
are embedded into Raspberry Pis, which are mapped into the EXata Network Simulator
as external nodes. The data exchange between Typhoon and EXata is the current of DER
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1, 2 and 3 for the secondary control. The HIL SCADA centre monitors and records data
from Typhoon machine with sampling rate 40 µs, and the data exchange rate between
Raspberry Pis is 10 ms.

5.1.4.1 Case 1: Normal Operation of Microgrid Co-Simulation

Simulation results in this case presents the performance of the co-simulation platform
when there is no cyber contingencies. Fig. 5.4a shows the voltage and current measure-
ments from Typhoon HIL under normal system operation. The plot shows the outcome of
the Point of Common Coupling (PCC) voltage and the currents for different nodes within
the microgrid. The implementation of secondary control on t = 2 s to achieves load shar-
ing and voltage stability. The current becomes consistent and the voltage settle into stable
states shortly after secondary control is applied, indicating that the control strategy is
effective and validate the platform performance in the absence of cyber contingencies. In
addition, Fig. 5.4b illustrates a comparison between the current measurements obtained
from Typhoon HIL and the corresponding data received from the EXata Network Simula-
tor. The extremely high sampling frequency of Typhoon HIL results in a much smoother
data than the data that EXata provides. The comparison varifies the difference between
a continuous-time simulator and a discrete-event simulator.

(a) System states in normal condition
(b) Comparison between the current measurement
from Typhoon and that from EXata

Figure 5.4: Simulation results in normal operation

5.1.4.2 Case 2: Single and Multiple FDI Attacks

FDI attacks are applied in the EXata Network simulator. All packets flowing through the
attacked nodes will be modified to a certain value (2 or -2) in the byte stream. The byte
stream is used to achieve secondary control in the microgrid.
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Fig. 5.5a presents the result of single FDI attack injected into the communication
link (2, 1). This cyber contingency results in the change of the current in DER 2. The
bias of the modified current is 2 A. When the FDI attack is launched when t = 9s, the
current of It2 increases. Because the attack makes the secondary control cannot achieve
current consistency. As a result, the voltages of DERs become unstable and starts to
increase simultaneously. Since there is no mitigation or recovery algorithm applied in the
system, all voltages will continue to increase until the system breaks down.

(a) System states under single FDI attack (b) System states under coordinated FDI attacks

Figure 5.5: Simulation results in the presence of single and coordinated FDI attacks

Fig. 5.5b shows the result of the coordinated FDI attack injected into the links (2, 1)
and (3, 1). The attack, in other words, results in the data modification of current in DER 2
and DER 3. The FDI attack on link (2, 1) begins on t = 6 s while the attack on link (3, 1)
starts when t = 10 s. The voltages of the DERs increase from t = 6 s and become stable
when t = 10 s. The reason why voltages become stable eventually rather than destabilise
the microgrid is because the injection bias is balanced since the two FDI attacks have
the opposite value. However, the secondary control of the current consistency can not be
achieved. Due to the FDI attack, It2 starts to increase when t = 6 s, while It3 starts to
drop when t = 10 s.
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(a) Comparison between the current measurement
from Typhoon and that from EXata without packet
drop

(b) Comparison between the current measurement
from Typhoon and that from EXata under 99%
packet drop

Figure 5.6: Simulation results of current in different simulators

5.1.4.3 Case 3: Packet Drop Attack

In this case, we add load variation in the power system so that the effect of link packet
drop probability can be seen more intuitively. The packet drop probability of link (2, 1)
is set to be 0% and 99%. This setting influences the data flowing between DER 1 and
DER 2. The results of different packet drop probability are shown in Fig 5.6 and Fig 5.7,
respectively. When there is no packet drop happens, the data distribution in Typhoon
and in EXata are very similar, except for the slightly difference between continous-time
and discrete-event simulation. When there is 99% probability of packet drop, the data
received from EXata becomes abnormal because only 1% of the data packets can be
delivered to the power system simulator. It can be seen from Fig 5.6a and Fig 5.7a that
when packet drop do not happen in the link, the microgrid can reestablish load sharing
with trivial fluctuations on system states. However, in Fig 5.6b and Fig 5.7b, when the
packet drop probability is 99%, only 1% of the data are sent from DER 1 to DER 2. Due
to the change of the system being significantly slower compared to the frequency of data
exchange, even if only 1% of the data packets are successfully received by the Typhoon
HIL, the system can ultimately maintain stability. It takes more time for the system to
achieve steady states and the fluctuations on both voltages and current are more obvious
than the case when no packet drop attack occurs.
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(a) System states when packet drop probability
is 0%

(b) System states when packet drop probability
is 99%

Figure 5.7: System states in Typhoon HIL simulator

5.1.5 Section Conclusion

This paper focuses on power-communication co-simulation, proposes an architecture of
real-time microgrid co-simulation platform, and develops a master-slave synchronisation
mechanism to transfer data between power and communication simulators. The estab-
lished platform consists of continuous-time simulator Typhoon HIL and discrete-event
simulator EXata. The platform has the ability to co-simulate a microgrid and its commu-
nication network in an accurate and real-time manner. Several case studies are conducted
to investigate the impacts of FDI attck and packet drop attack based on the EXata’s ad-
vanced cyber libraries on the emulated microgrid in Typhoon HIL. The results indicate
that these cyber contingencies can disrupt system states, causing deviations from the
simulation outcomes, and result in abnormal fluctuations on system states. Investigation
of appropriate defence strategies such as attack detection, impact mitigation, and cyber
recovery is left for future work.

5.2 Developing Cyber-Physical Power System Co-Simulation
Platform with Real-Time Digital Interface

The security issue of cyber-physical power systems (CPPS) is becoming increasingly com-
plicated as advanced communication and computing components deployed expose growing
vulnerabilities. To simulate, analyse and visualise the CPPS model, this study develops a
real-time cyber-physical power system co-simulation platform. The platform uses OPAL-
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RT as the power system simulator, with the EXata Network Simulator performing the
communication network simulation. A real-time digital interface between the power and
communication network simulators is developed, implementing a time-stepped synchroni-
sation scheme for the CPPS co-simulation platform. Extensive case studies are conducted
on the established platform to investigate the impacts of false data injection (FDI) attacks
and packet drop contingencies on the operation of cyber-physical microgrid. The results
demonstrate that these cyber contingencies can disrupt system states, cause deviations
from simulation outcomes, and induce abnormal state fluctuations in the CPPS.

Step-based description of the platform. The OPAL-RT–EXata platform is developed
through five main steps:

(i) defining the time-stepped co-simulation principle for coordinating continuous-time
power system simulation and discrete-event communication network emulation;

(ii) implementing the microgrid or CPPS power system model in OPAL-RT to sup-
port real-time digital simulation with improved model scalability;

(iii) constructing the corresponding communication network in EXata to emulate
routing, packet transmission, delay, and packet drop behaviours;

(iv) designing the TCP-based real-time digital interface to exchange cyber–physical
data at each synchronisation step; and

(v) validating the platform under normal operation, false data injection attacks, and
packet drop contingency cases.

5.2.1 Introduction

The digitalisation of the power grid is the key to capture the advantages of the low-carbon
energy transition towards the Net Zero target [140], the UK Energy System Operator
(ESO) digitalisation strategy [141] and SSE’s Net Zero Transition Strategy [142]. Pro-
tential benefits for the National Grid ESO and renewable operators include improving
system reliability and security, enabling flexible electricity delivery, and facilitating intel-
ligent monitoring and control of renewable assets. CPPS cybersecurity research primarily
addresses areas such as threat identification, protective measures, intrusion detection,
impact mitigation, and recovery planning [16]. Validation of these aspects requires a
high-fidelity real-time platform capable of accurately representing both power system op-
eration and communication network events. Although full hardware platforms deliver
exceptional accuracy, they are expensive and lack adaptability to diverse scenarios. Con-
sequently, simulation and hardware-in-the-loop (HIL) platforms are frequently preferred
due to their well-balanced combination of fidelity, cost-efficiency, and flexibility.
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A range of advanced simulation tools and hardware have been developed for both
power and communication systems [143]. Power system simulations are commonly di-
vided into steady-state and transient dynamics, based on the underlying simulation princi-
ples. Steady-state simulations focus on algebraic equation-based models, such as PSCAD,
whereas transient dynamics simulations emphasise electromagnetic transient analysis us-
ing differential equations, with OPAL-RT and Typhoon HIL being notable examples. In
addition, some tools, such as DIgSILENT, can perform both steady-state and transient
dynamic simulations.

Simulation software for communication networks can generally be divided into two
categories. The first category is time-based simulators, such as Cisco Packet Tracer, which
operate using fixed time steps. These simulators are particularly useful for modelling
continuous-time systems or applications that require precise temporal accuracy, such as
tracking changes in network traffic over time. The second category is discrete-event sim-
ulators [144], which update system states only when specific events occur, rather than at
regular intervals. This makes them highly efficient, as they process updates only when
needed, allowing for rapid handling of sporadic or infrequent events. Examples include
EXata, OPNET, OMNET++ and NS-3. OMNET++ and NS-3 are open source simula-
tors, offering great flexibility but demanding development effort, and their interfaces and
visualisation features are not exactly user-friendly (less polished package). On the other
hand, EXata and OPNET are commercial products with intuitive GUIs and rich cyber
libraries, but they have less user-defined function to analyse special scenarios.

In recent decades, some research work has been done to develop a co-simulated power
system based on off-the-shelf simulation software and hardware. Various co-simulation
platforms have been introduced, integrating the power system simulator and communi-
cation system simulator. Table 5.3 lists several co-simulation platforms, including their
application scenario and their components. The paper [145] focused on real-time simu-
lation, using OPAL-RT and EXata CPS, demonstrating high performance and precision.
In the context of microgrid control [129], RT-LAB and OPNET are used, reflecting their
suitability for managing decentralised energy systems. For multi-domain system studies
in [131], MATLAB/Simulink was paired with QualNet. In paper [146], PSCAD was com-
bined with OPNET, providing tools for analysing distributed power systems. Lastly, in
research [147], the platform consists of an RTDS, PMUs and IEDs, and is suitable for
co-simulation in transmission network domains.

110



Chapter 5. Cyber-Physical Real-Time
Digital Simulation for Microgrid
Cybersecurity Analysis

5.2. Developing Cyber-Physical Power
System Co-Simulation Platform with

Real-Time Digital Interface

Table 5.3: Comparison of co-simulation platforms

Co-simulation Platforms
Main Application Power Simulator Communication Simulator

[145] Real-time Simulation OPAL-RT EXata CPS
[129] Microgrid Control RT-LAB OPNET
[131] Multidomain System MATLAB/Simulink QualNet
[146] Distribution Network PSCAD OPNET
[147] Transmission Network RTDS Hardware-in-the-loop

Although much of the existing research on cyber-physical co-simulation emphasises
validating the combined control and operational performance of power and communication
systems, the examination of cyber contingencies, such as attacks, through co-simulation
approaches has not received enough attention. To address this gap, this paper proposes
a real-time power system co-simulation platform. The power system is modelled using
OPAL-RT OP5033, while the communication network is implemented through the EXata
Network Simulator. A time-stepped synchronisation mechanism is integrated via Rasp-
berry Pis to enable smooth data exchange between the two simulations. With the help
of EXata’s advanced cyber libraries, this study explores the adverse effects of realistic
attack scenarios on the power system’s control dynamics.

5.2.2 Real-time Cyber-Physical Co-simulation Platform and Im-
plementation Framework

As Fig. 5.8 shows, the established cyber-physical co-simulation platform includes three
layers: 1) The Cyber Layer contains the information technology (IT) and operation tech-
nology (OT) systems and can simulate various cyber contingencies within these systems;
2) The Interface is to connect the cyber and physical layers, enabling propagation from
cyber-attacks to the power system components. Normally, synchronisation schemes are
implemented using embedded Python scripts running on Raspberry Pis; 3) The Physical
Layer represents the energy conversion and electrical circuit of power system including
generators, transformers, etc., which are modelled as electromagnetic transient (EMT)
dynamics and solved at microsecond level. The OPAL-RT architecture integrates CPU
and FPGA, enabling detailed power electronics models for power system simulations.

The parts are organised following an introduction of the fundamental mechanism
of power and communication simulations. Subsequently, the time-stepped co-simulation
synchronisation method is presented, alongside a detailed description of the architecture
of the platform.
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Figure 5.8: Structure of the Real-time Cyber-Physical Co-simulation Platform

5.2.2.1 Simulation Mechanism in Power and Communication Systems

5.2.2.1.1 Power System Simulation Mechanism Power systems consist of nu-
merous complex physical components that perform various functions during the opera-
tions of power systems such as power generation, electricity transmission, energy storage,
and power consumption. These individual components are generally described by sets
of differential-algebraic equations (DAE) derived from fundamental physical principles,
such as energy conservation or Maxwell equations. Based on the simulation mechanism,
power system simulations can be divided into two categories: steady-state simulation
(f = f(xo,u)) and transient dynamics simulation (dS

dt
= F (S, x, t)).

5.2.2.1.2 Communication Network Simulation Mechanism Communication net-
works are standard packet-switched networks (e.g. IP-based technologies), which are best
modelled as discrete event driven systems. These systems are characterised by events
such as sending and receiving packets and the expiration of timers, occurring at irregular
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intervals. These operations require an event scheduler to manage the event time list [148].

The state variables of communication components are represented as discrete values,
updated during specific discrete events, and selected from discrete sets instead of evolv-
ing through a continuous process. Mathematically, the communication system can be
expressed using the following equations [6]: Let η ∈ Υ represent the state of the system,
where Υ ⊂ Rnc is the Euclidean space of the state. The dynamics of η are governed by
a difference inclusion with the right-hand side defined by the set-valued map GC . The
input signal is denoted by ν ∈ V ⊂ Rmc , and the system output is ζ ∈ Rrc , given by the
output function K, which depends on both the state and the input.

η+ ∈ GC(ν, η), ζ = K(ν, η). (5.1)

In specific cases, setting a limit set DC for the state values and input to the system is
important. Such conditions can be modelled by imposing that ν and η belong to a subset
of their state and input space, respectively:

(ν, η) ∈ DC ⊂ Υ× ν. (5.2)

Figure 5.9: Time-stepped Synchronisation Process

5.2.2.2 Time-Stepped Synchronisation Scheme

As the physical system is typically simulated using fixed steps, whereas the communication
system is event-driven, synchronisation is critical for co-simulation. There are three types
of co-simulation synchronisation method: master-slave, time-stepped, and global event-
driven. In our case, to deal with massive data in a short time interval, the time-stepped
method is selected as the synchronisation scheme in this study.

The time-stepped synchronisation process, shown in Fig. 5.9, involves two simulators
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Figure 5.10: Implementation Framework of the Proposed Cyber-Physical Co-Simulation
Power System Platform

operating independently. These simulators pause at fixed intervals ∆t to exchange data
based on a predefined synchronisation frequency. This approach is necessary because
the synchronisation time intervals vary between the two simulators. If an event requires
data exchange, the data must be saved in a cache until the next synchronisation point.
Consequently, this method is unsuitable for time-sensitive applications requiring rapid
data exchange. To address this limitation, a data exchange interface is necessary to
manage data effectively.

5.2.2.3 Implementation Framework of Co-simulation Platform

The implementation framework of the proposed cyber-physical co-simulation platform is
shown in Fig. 5.10. The platform synchronisation scheme that integrates OPAL-RT and
EXata is time-stepped. The platform is designed with the ring topology for an isolated
10-node power system. Four adjacent nodes form a communication network in EXata.
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The other six nodes exchange the data directly in OPAL-RT rather than in EXata. The
modules in OPAL-RT includes the Data Integration Module, Ethernet Data Transfer
Module, and Data Distribution Module. In the Ethernet Data Transfer Module, data are
packed and unpacked before being sent or received by the power system simulator. This
communication is conducted through several Ethernet ports to make sure each node has
its own communication port on the OPAL-RT. The function of the External Node Module
is to link external devices to the virtual IPs in EXata.

Algorithm 1: Real-time Time-stepped Synchronisation Algorithm
Input: Starting time tnow, time step ∆t, delay threshold σ

Data: Pending Event List (PEL) for Pending Events

Initialize:
Set tnow as the starting time;
Define time-step ∆t and threshold σ;
Initialize PEL for each PE;

PEL Generation:
for new event do

Record tp (pending event time);
if tp > tnow then

Add event to PEL;

Time-Stepping Loop:
while simulation is running do

tnow ← tnow + ∆t;
for event in PEL do

if tp ≤ tnow then
Execute and remove from PEL;

else if tp < tnow − σ then
Discard and remove from PEL;

On the OPAL-RT and EXata platform, a time-stepped synchronisation method is
used to exchange data between two simulators. Different from traditional time-stepped
methods, this study implements a real-time time-stepped algorithm with expired event
discarding, as detailed in Algorithm 1. The algorithm is embedded in the Time-stepped
Module as shown in Fig. 5.10. Discarding expired events prevents the system from pro-
cessing events that are invalidated after exceeding σ, therefore avoiding meaningless calcu-
lations, saving resources, thus improving the efficiency of event scheduling and querying,
and ensuring real-time synchronisation.

OPAL-RT and the Data Transfer Centre have IP addresses 192.168.10.19 and 192.168.10.28,
respectively, as shown in Fig 5.10. The OPAL-RT transfers the data to the data trans-
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fer centre via UDP protocol. After that, the data from four nodes are distributed and
sent separately to the virtual IPs in EXata via TCP/IP protocol. The key to achieving
real-time performance in the proposed co-simulation platform lies in the ability of the
power and communication simulation systems to operate in real time or faster than real
time. RT-LAB is a real-time simulation system capable of accurately simulating a spec-
ified number of power nodes in real time. Similarly, EXata, an event-driven simulation
software, can perform tasks in real time within a certain range of event frequencies. The
frequency limitation of the platform arises from the data processing speed of the Python
host and the data transmission speed within the physical network.

5.2.3 Case Studies and Results Discussion

This section demonstrates the cybersecurity case studies and results based on the estab-
lished CPPS co-simulation platform. The platform is constructed based on the facilities
in the Control and Power Systems (CAPS) laboratory at the University of Sheffield, as
shown in Fig. 5.11. At the bottom of the figure there is an OP5033 simulator, with the
Raspberry Pis on top. The PC on the left serves as a data transfer centre, while the
PC on the right serves as an RT-Lab host. The upper left monitor presents the RT-Lab
and the monitor in the upper right is the EXata Network Simulator. All equipments
are connected under the same subnet via an Ethernet switch. The proposed platform can
conduct co-simulation in several scenarios, such as transmission and distribution networks
and microgrids.

Figure 5.11: The Established OPAL-RT OP5033 & EXata Network Simulator Platform
in CAPS lab at the University of Sheffield

As shown in Fig. 5.10, the test system used in this section is a 10-node DC microgrid
with a ring-type electrical topology. The detailed electrical parameters of the DER units,
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lines, loads, and controllers are adopted from the benchmark DC microgrid reported
in [139]. Since these parameters have been fully reported in the original reference, this
section focuses on how the test system is implemented and coupled within the proposed
OPAL-RT–EXata real-time co-simulation platform.

In the proposed configuration, the 10-node power-system model is embedded in the
OPAL-RT OP5033 simulator. Four adjacent nodes are selected and mapped into EX-
ata as external communication nodes to emulate cyber-layer data exchange through the
designed real-time digital interface. The remaining six nodes exchange data internally
within OPAL-RT. Therefore, the test system used in this case study consists of a 10-node
ring-type electrical microgrid and a four-node external communication network coupled
through the OPAL-RT–EXata interface. To conduct further investigation of the platform
and its cybersecurity capabilities, we select microgrid as the scenario, with several case
studies and results presented in the following content: Case 1: Normal State, Case 2:
FDI Attack, Case 3: Packet Drop Contingency

Figure 5.12: Normal State of the Microgrid in the Established Platform

Before presenting the case studies, the microgrid test system is clarified by referring to
the implementation framework and topology mapping shown in Fig. 5.10. The case study
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is based on a 10-node DC microgrid with a ring-type electrical topology, and the detailed
electrical parameters of the DER units, lines, loads, and controllers are adopted from the
benchmark system reported in [139]. In the proposed OPAL-RT–EXata co-simulation
configuration, the 10-node power-system model is embedded in OPAL-RT OP5033. Four
adjacent nodes are mapped into EXata as external communication nodes for cyber-layer
data exchange, while the remaining six nodes exchange data internally within OPAL-RT.
Therefore, Fig. 5.10 illustrates not only the implementation framework of the platform,
but also the topology mapping between the 10-node microgrid and the four-node external
communication network used in the following case studies.

5.2.3.1 Case 1: Normal State

Fig. 5.12 presents the results of the microgrid states conducted on the established platform
with no contingencies. Specifically, the top two figures display the current and Point of
Common Coupling (PCC) voltage of a 10-node power system obtained in OPAL-RT,
respectively. Under primary and secondary control, the power system achieves a stable
state with load sharing. The bias shows the data comparison between cyber and physical
data. Once the secondary control becomes active, the bias begins to fluctuate until the
secondary control procedure is finished. This behaviour arises due to data variations
caused by the delay between the two systems. Furthermore, as each node operates with
an independent data transition link, the bias fluctuates differently across nodes, reflecting
the variations in their respective delays. The last figure in Fig. 5.12 can validate the
results.
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Figure 5.13: FDI Attack Results of the CPPS in the Established Platform

5.2.3.2 Case 2: FDI Attack

Fig. 5.13 shows the results of the FDI attacks injected into Node 2. The first attack on
node 2 occurs from t = 9.5s to t = 11s with false data I = 2A. The second attack on
the same node starts when t = 15.8s and ends when t = 20s with false data I = 10A.
The two attacks have different value offsets. During the first attack, received data are
lower than measured data, causing a voltage decrease across all nodes and disrupting load
sharing. In contrast, the second attack leads to a voltage increase. Both attacks can affect
the load sharing and voltage stability. However, there is a short stable state between two
attacks, which demonstrates that, if the attack is not severe, and its duration is not long
enough, the system is capable of returning to a stable state after an attack.
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Figure 5.14: Packet Drop Contingency when the Drop Rate is under 50%

5.2.3.3 Case 3: Packet Drop Contingency

The occurrence of packet drops can have several causes, including jamming attacks and
man-in-the-middle attacks. In this study, we design two different packet drop rates to
observe how such attacks impact the CPPS. The packet drop contingency occurs on
communication lines 1, 3, and 7. The result presented in Fig. 5.14 is when lines 1, 3,
and 7 have 10% 20% and 30% packet drop rates, respectively. Fig. 5.15 shows the result
when the corresponding drop rate increases to 60%, 70% and 80%.
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Figure 5.15: Packet Drop Contingency when the Drop Rate is over 50%

As observed in Fig. 5.14, lower packet drop rates (under 50%) have minimal impact
on the system. This is due to the short duration of the secondary control, where few
data packets are sufficient to stabilise the load. Fig. 5.15 shows that when the drop rate
increases, the successful transmission of normal data becomes challenging. Even if some
data packets can be transmitted, the inability to deliver the majority of data severely
impacts the system, leading to a continuous decline in both current and voltage.

5.2.4 Section Conclusion

This study focusses on cyber-physical co-simulation ,and introduces a real-time CPPS
co-simulation platform. It develops a time-stepped synchronisation method to transfer
data packets between power and communication simulators. The established platform
integrates the continuous-time simulator OPAL-RT OP5033 and discrete-event simulator
EXata Network Simulator 8.1.3, enabling real-time co-simulation of a power system and
its communication network. Multiple case studies are carried out to examine the effects
of FDI attack and packet drop contingency based on the EXata’s advanced cyber libraries
on the microgrid as an example in OPAL-RT. The results indicate that these cyber con-
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tingencies can disrupt system states, causing deviations from the simulation outcomes,
and trigger abnormal fluctuations in system states. Investigation of defence strategies
and mitigation methods will be required for future research.

5.3 Cyber-Physical Real-Time Digital Simulation for
Cybersecurity Analysis in Microgrids

The rapid power grid digitalisation is increasingly addressing the importance of a real-time
and high-fidelity cyber-physical co-simulation platform, which enables risk-free validation
before the real-world implementation, especially for the cybersecurity research. Existing
related works mainly focus on the impact analysis of attacks in massive power grid scenar-
ios, while a thorough investigation regarding the implementation framework, cybersecurity
analysis, and suitability assessment is lacking. Towards this end, we first propose a general
implementation framework for real-time leader-follower and time-stepped co-simulation
schemes, which are used to establish two cyber-physical co-simulation platforms based on
off-the-shelf power and communication simulators. Then, thorough cybersecurity stud-
ies are conducted to showcase the relations between co-simulation configurations such as
the communication network topology and attack compatibility. Finally, a set of met-
rics derived from synchronisation computational overhead, latency, simulation scalability,
and attack compatibility is presented to assess the suitability of a co-simulation plat-
form for cybersecurity research. Recommendations are given to provide guidelines for
industry practitioners and academia researchers in the establishment of cyber-physical
co-simulation platforms that drive cybersecurity advancements.

Step-based description of the framework. The consolidated cybersecurity assess-
ment framework is developed through five main steps:

(i) defining the overall real-time cyber–physical co-simulation principle for microgrid
cybersecurity analysis;

(ii) establishing two representative platform configurations, namely the Typhoon
HIL–EXata platform with leader–follower synchronisation and the OPAL-RT–EXata plat-
form with time-stepped synchronisation;

(iii) implementing representative cyber-attack modules in the communication layer,
including false data injection, denial-of-service, packet drop, and delay attacks;

(iv) validating the two platforms under normal operation and multiple cyber-attack
scenarios to analyse their impacts on microgrid dynamic behaviour; and

(v) comparing the platforms using assessment metrics related to synchronisation
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performance, latency, scalability, and cyber-attack compatibility.

5.3.1 Introduction

Power grid digitalisation is the key to capture the benefits of the low carbon energy tran-
sition towards the Net Zero target. Potential benefits for the National Grid ESO [149]
and renewable operator [150] include reliable, secure system operation, flexible electricity
delivery, as well as intelligent renewable asset monitoring and control. Benefiting from the
widespread integration of advanced information and communication technologies (ICT),
massively penetrated DERs can be effectively managed and controlled by regional micro-
grids.

However, the rapid digitalisation process has also exposed microgrids to the threats
of extensive cyber vulnerabilities such as phishing emails and supply chain issues [151],
which can severely deteriorate the operation and control performance, leading to haz-
ardous consequences. In 2021, REvil attacked the US renewable energy company and
caused data leakage and in 2022, the Ukraine power grid was hacked by Sandworm and
led to power substation interruption [16]. The frequently reported attack incidents in re-
cent years imply that the growing DERs are gradually attracting the adversary’s attention
due to their easily-accessed and rapidly-growing characteristics. Hence, the cybersecurity
of microgrids has attracted significant attention from both industry and academic com-
munities.

Microgrid cybersecurity and cyber-physical system (CPS) security are closely in-
terconnected and share significant overlaps in principles and challenges [152]. They both
aim to safeguard critical infrastructure from cyber threats, ensuring stable operations and
preventing physical damage, such as power outages or equipment failure. They rely on
cyber-physical co-simulation platforms to model attack scenarios and evaluate system re-
silience. Additionally, both systems are vulnerable to common threats such as False Data
Injection (FDI) and Denial-of-Service (DoS) attacks, which compromise data integrity
and availability, ultimately impacting the operation of the physical systems. However,
notable differences exist. Microgrids are small-scale, distributed power systems primarily
focused on energy management, emphasizing real-time resilience in power control and
load balancing, where cyberattacks may directly lead to instability or outages [153]. In
contrast, CPSs span broader domains such as transportation, healthcare, and industrial
automation, featuring more complex architectures and diverse, domain-specific security
requirements.

Research interests in cybersecurity can be divided into threat identification [154],
protection deployment [155], intrusion detection [156, 157], impact mitigation [158], and
recovery schedule [159], all of which require a high fidelity and real-time validation plat-
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form that can address the electrical circuit dynamics, communication network events, and
cyber-physical interlink [160]. Additionally, several AI-based methods provide alternative
cybersecurity solutions, including intrusion detection based on deep reinforcement learn-
ing [161] and threat mitigation through machine learning [162]. In contrast to model-based
methods, AI-based approaches are capable of adapting to evolving conditions within the
power grid. However, they require a substantial dataset for prior training and may not
react promptly to the events not included in the training dataset.

The advancement of information technology (IT) and operation technology (OT) has
led to advanced tools for simulating power systems and communication networks. Power
simulations are divided into steady-state (e.g. MATPOWER) and transient dynamics
(e.g. Typhoon HIL, OPAL-RT), focusing on algebraic and differential models. Notably,
some tools such as DIgSILENT, PowerWorld and PSCAD can perform both types of
simulations.

Simulation software for communication networks includes two categories: 1) Time-
based simulators, e.g. Cisco Packet Tracer, use fixed time steps for continuous systems
requiring high temporal precision, such as modelling network traffic variations; 2) Discrete-
event simulators, such as EXata, OPNET, OMNeT++, and NS-3, update states based
on events, enhancing efficiency by responding only to occurrences, making them ideal for
sporadic events. OMNeT++ and NS-3 are open-source and highly flexible but require sig-
nificant development and have less intuitive interfaces. In contrast, EXata and OPNET,
as commercial tools, offer user-friendly GUIs and extensive libraries but are less cus-
tomisable. Moreover, software-defined networking (SDN) introduces a paradigm shift by
decoupling the control plane from the data plane, enabling centralised and programmable
network management through a standardised protocol such as OpenFlow [163]. This
architecture is highly relevant to co-simulation platforms, which integrate multiple simu-
lation tools to model complex cyber-physical systems. Within such platforms, SDN can
effectively function as the communication network simulator.

Despite the remarkable achievement in simulating either power systems or commu-
nication networks, the efficient orchestration of these simulators to accurately account for
the cyber-physical characteristics of microgrids while guaranteeing their real-time control
and operation performance still remains a huge challenge. For example, delays in control
signals can directly lead to system instability. Furthermore, power systems face vari-
ous cybersecurity threats that may occur in hybrid attacks, such as simultaneous delay
and data tampering attacks. In addition, the resilience of cyber-physical power systems
(CPPS) needs to be paid special attention.

Towards this end, various cyber-physical co-simulation platforms have been intro-
duced based on off-the-shelf power and communication simulators for diverse application
scenarios as shown in TABLE 5.4. Platforms established in [64, 130, 164] integrated the
simulators of power system and communication network for validating the performance
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Table 5.4: Comparison between the Established Platforms and Existing Related Ones

Simulator Scenario &
Applica-
tion

Implemented Capability

PlatformPower
System

Comm.
Network

Comm.
Scale

Synchronisation
Scheme

Cyber
Contin-
gency

Suitability
Assessment

[64] OPAL-RT
& Typhoon

Real net-
work

IEEE 9-bus
system,

Frequency
control

OT Not men-
tioned

None None

[130] Pandapower PADE
Distribution

network,
Transactive

system

OT Not men-
tioned

None None

[164] Typhoon
/OpenDSS

Typhoon
SCADA

Distribution
network,

Reactive power
control

OT Not men-
tioned

None None

[165]
RTDS
/DIgSI-
LENT

QualNet
IEEE 39-bus
system, SDN

Network
OT Not men-

tioned
DoS None

[61] OPAL-RT EXata
CPS

Microgrid,
Attack impact

analysis
OT Not men-

tioned
Delay, FDI None

[129] RT-LAB OPNET Microgrid
control

OT Time-
stepped

Link conges-
tion, Link
failure

None

[65] RTDS and
OPAL-RT

EXata
New York State

power grid,
STATCOM

control

IT,
OT

Not men-
tioned

Phishing
email, Cre-
dential steal,
DoS, MITM

None

Proposed
Typhoon
and
OPAL-
RT

EXata

Microgrid
control

(Scalable to
distribu-

tion/transmission
systems)

IT,
OT

Time-
stepped,
Leader-
follower

FDI, DoS,
Packet
drop,
Phish-
ing email,
Credential
steal

Synchronisation
accuracy
and latency,
Simulation
scalability,
and Attack
compatibility
metrics
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of emergency frequency control, transactive energy system, and reactive power control in
distribution and transmission networks. Nevertheless, the issue of cyber contingencies is
not investigated within these cyber-physical power system platforms. More recently, cyber
contingencies such as the link congestion/failure, man-in-the-middle (MITM) attack, FDI
attack, and denial-of-service (DoS) attack were taken into account in the establishment
of cyber-physical grid platforms and their impacts on the control and operational perfor-
mance have been extensively validated [61,65,129]. Zhang et al. used virtual links for the
cyber-physical data synchronisation, which can be conveniently accomplished within one
single machine, but might lead to high computation overhead as the machine core needs
to handle both cyber and physical simulation events. Moreover, the process of penetration
and propagation from the IT network to the OT network, exploiting phishing email and
credential stealing, was integrated into the simulation based on extensive cyber library of
EXata [65].

However, research gaps still exist in detailing the implementation framework of real-
time cyber-physical co-simulation schemes. These aspects are elaborated as follows:
1) Although numerous research works have been devoted to applying cyber-physical
co-simulation platforms to massive scenarios such as frequency control and adaptive
attacks [166], there still lacks a universal implementation framework for real-time co-
simulation schemes on top of off-the-shelf power and communication simulators that can
provide useful guidelines for industry practitioners and academic researchers. 2) More at-
tention needs to be paid to network security issues. Existing literature lacks an in-depth
analysis of the relationship between co-simulation configurations, such as the impact of
different network topologies and the compatibility for various attacks [5]. 3) A set of
metrics that can comprehensively assess the suitability of a cyber-physical co-simulation
platform for cybersecurity related research is missing. The lack of useful metrics makes
it difficult to select suitable experimental platforms for various requirements. 4) The
complex structure of power systems necessitates a co-simulation platform that is both
scalable and adaptable. For cybersecurity verification, the platform must be capable of
simulating diverse attack scenarios across various power system configurations to assess
their potential impacts. 5) Moreover, the challenge of simulating realistic IT and OT
network environments is crucial as it usually involves numerous prototype and industrial-
proprietary communication protocols. These protocols can impact real-time simulation,
because different protocols lead to various data transmission latency.

To fill these research gaps, this paper provides an implementation framework and
conducts a thorough analysis to reveal the intrinsic links between real-time co-simulation
and cybersecurity analysis. The main contributions of the paper are as follows:

• We propose a general implementation framework for real-time leader-follower and
time-stepped co-simulation schemes on microgrids. It can be conveniently integrated
into embedding devices such as Raspberry Pis and thus has great scalability.
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• A data exchange interface is developed within the co-simulation framework using
Python scripts to improve computational efficiency and ensure smooth, easy-to-
implement data transfer.

• By conducting thorough cybersecurity studies in two established platforms, which
vary in co-simulation schemes and power simulators, the intrinsic links between the
network topology configuration and attack compatibility are revealed for the first
time.

• We develop a set of metrics spanning computational overhead, latency, simulation
scalability, and attack compatibility to assess the suitability of a cyber-physical
co-simulation platform for cybersecurity research.

Figure 5.16: Real-time Cyber-Physical Co-Simulation Architecture

127



Chapter 5. Cyber-Physical Real-Time
Digital Simulation for Microgrid
Cybersecurity Analysis

5.3. Cyber-Physical Real-Time Digital
Simulation for Cybersecurity Analysis in

Microgrids

5.3.2 Real-time Cyber-Physical Co-simulation Platform, Syn-
chronisation Schemes and Assessment Metrics

As presented in Fig. 5.16, the proposed cyber-physical co-simulation platform consists of
three distinct layers: 1) The Cyber Layer, which includes the IT and OT systems and
simulates massive cyber attacks targeting these systems, such as FDI, DoS, etc. 2) The
Interface Layer, which connects the cyber and physical layers, facilitating the propagation
of cyber-attacks to power system components, with data synchronisation schemes such as
time-stepped and leader-follower implemented through embedded Python scripts running
on Raspberry Pis; 3) The Physical Layer, which models the power generation and electri-
cal circuits of the power systems as electromagnetic transient (EMT) dynamics, resolved
at the microsecond time scale. The OPAL-RT platform is suitable for simulating trans-
mission and distribution networks. By leveraging parallel computing to connect multiple
OPAL-RT units, computational efficiency can be enhanced, providing a robust solution
for addressing co-simulation challenges in large-scale networks. The Typhoon HIL offers
cost-effective performance for microgrid-level simulations. Interconnected microgrids can
be simulated by adding multiple gateways and setting up configurations in the Raspberry
Pis.

The following parts are organised following a brief description of power and commu-
nication simulations, and then special attention is paid to the co-simulation schemes, as
well as assessment metrics.

5.3.2.1 Simulation Mechanism in Power and Communication Systems

5.3.2.1.1 Power System Simulation : Power systems consist of many complicated
individual physical devices that have different functions including generation, transmis-
sion, distribution, storage, and consumption of energy. These individual devices are gener-
ally described by sets of differential-algebraic equations (DAEs) derived from fundamental
physical laws such as energy conservation or Maxwell’s equations. Based on the simulation
mechanism, power system simulations can be divided into two categories [134]: steady-
state simulation (f = f(xo,u)) and transient dynamics simulation (dS

dt
= F (S, x, t)).

Power system simulation in the platform is performed by two simulators, and one
of them is the Typhoon HIL 602+ which is an advanced FPGA-based tool for real-time
simulation of power electronics and power systems. The other power system simulator
is the OPAL-RT OP5600 real-time simulator which is an integrated simulation system
containing a high-performance target computer, a reconfigurable FPGA, and signal pro-
cessing for up to 256 I/Os. Based on the hardware performance of these devices, they
are capable of accurately capturing the microsecond level power electronics dynamics of
microgrids.
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The microgrids with DERs, measurement components, and control modules are built
in the power system simulators. The primary controller of the microgrid is implemented
based on local measurements, while the secondary controller proceeds based on the data
received from the cyber layer [167]. The primary controller is responsible for local voltage
regulation and the input uV,i follows

uV,i = KV

∫
∆Vi dt = KV

∫
(Vo − Vi) dt (5.3)

where ∆Vi denotes the voltage tracking error and KV is the control gain that determines
the speed of voltage tracking. After receiving the neighbouring DERs’ data from the
cyber layer, the nominal reference voltage Vo is adjusted by the consensus-based secondary
control input uI,i, i.e.,

Vo = Vo + uI,i = Vo +KI

∫
j∈Ni

(Ij − Ii) dt (5.4)

where KI is the control gain and Ni signifies the cyber neighbouring set of DER i.

5.3.2.1.2 Communication Network Simulation : Communication networks are
packet-switched networks (e.g., TCP/IP, VoIP, and Cellular technologies), which are best
modelled as discrete event systems. The state variables of communication components
are updated during specific events and are defined over discrete sets, rather than derived
from a continuous process. Mathematically, the communication system can be described
as follows [6]. Let η ∈ Υ represent the system state, where Υ ⊂ Rnc is the Euclidean space
of the state. The dynamics of η are governed by a difference inclusion with the right-hand
side defined by the set-valued map GC . The input signal is denoted by ν ∈ V ⊂ Rmc , and
the system output is ζ ∈ Rrc , given by the output function K, which depends on both
the state and the input.

η+ ∈ GC(ν, η), ζ = K(ν, η). (5.5)

The EXata Network Simulator is a discrete-event network simulator designed by
Keysight Company, using a virtual software network to digitally represent the entire
network, various protocol layers, and devices in OT and IT systems. The software can be
connected to systems with real applications and real target machines such as the Typhoon
HIL and OPAL-RT simulators. The routing algorithm in EXata for the simulation of
communication networks is the Bellman-Ford algorithm, which is as follows: firstly, set
the distance to each vertex m as

distance[m] =

0 if m = s,

∞ if m ̸= s,
(5.6)
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Figure 5.17: Two Co-simulation Synchronisation Schemes

where s is the source vertex. After that, initialize the predecessor of each vertex m to be

predecessor[m] = null. (5.7)

After that, for each edge (u,m) with weight w(u,m), update the distance and predecessor
as follows:

distance[m] = min(distance[m], distance[u] + w(u,m)). (5.8)

If a shorter path is found, then update the predecessor:

predecessor[m] = u. (5.9)

In EXata, each node in the network initialises its routing table, periodically updates
routes through the relaxation process, and forwards packets based on the algorithm. This
process ensures efficient data packet transmission and helps maintain network stability. To
align with the cyber-physical co-simulation theme of this paper, the validation results are
presented with the focus on FDI and DoS attacks in the OT domain. Interested readers
in the implementation of phishing email and credential stealing are referred to [65].

5.3.2.2 Co-Simulation Synchronisation Schemes

The physical system is normally regarded as a continuous-time system and simulated in
fixed time steps, while the communication system operates in an event-driven manner. To
connect these two systems, leader-follower, time-stepped, and global event-driven methods
[168] are commonly used, among which the first two types are paid special attention due
to the real-time consideration as illustrated in Fig. 5.17. It can be seen that because
power system simulation has smaller time step, some of the data are not synchronised to
the communication simulation.

leader-follower: In the co-simulation process, the master simulator has higher pri-
ority and is responsible for coordinating the simulation steps. The leader-follower syn-
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chronisation mechanism is illustrated in sub-figure (a) in Fig. 5.17, where the power
system simulator serves as the Master and the communication system simulator acts as
the Slave. Only when the variation of the measured value reaches a threshold does the
Master starts a data exchange process.

Time-stepped: The time-stepped synchronisation process is presented in sub-figure
(b) in Fig. 5.17. Normally, two different simulators run their simulations independently
and pause at a fixed synchronisation frequency to exchange data. If an event requires
data exchange, it should wait in the cache until the next synchronisation point occurs.

5.3.2.3 Platform Assessment Metrics

To assess the suitability of a cyber-physical co-simulation platform for cybersecurity-
related studies, it is essential to define a platform assessment index (PAI) that can com-
prehensively measure its effectiveness in performance matrics such as synchronisation
accuracy and latency, simulation scalability, and attack compatibility. In this paper, a
Weighted Sum Method (WSM) widely used for the multi-criteria decision analysis [169]
is adopted as follows:

PAI = max
i

N∑
j=1

aijwj, (5.10)

where PAIM represents the best co-simulation platform according to certain metrics us-
ing the WSM. Herein, index j represents the performance metrics and i denotes the i-th
platform to be assessed. Moreover, aij is the performance score of the i-th option with
respect to the j-th metric, indicating how effectively the option performs on that specific
criterion, and wj is the weight assigned to the j-th metric, representing its relative im-
portance in the overall decision-making process. The WSM score is calculated for each
platform candidate, and the platform with the highest score is identified as the most
favourable choice.

In this paper, the set of performance metrics are denoted by

aij ∈ A = {LD, SC , PS, RS, NA} (5.11)

where each metric is assigned a score of 5(Low), 7(Medium) or 10(High) based on its
hardware of software performance in the co-simulation process. The specific scoring met-
rics are presented in Table 5.5.

The latency LD between the simulators, inherent to the framework, can affect the
accuracy of the transferred data. Consequently, lower latency leads to improved co-
simulation performance. The computation time SC of the synchronisation scheme is
slightly longer than LD because it includes data distribution and data transition time.
The processors PS in the power system simulator determine the scalability of the power
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Table 5.5: Performance Metrics for the Assessment of Co-Simulation Platforms

Metrics Low=5 Medium=7 High=10
Latency between simulators LD 10+ ms 0.5-10 ms 0-0.5 ms

Synchronisation computation time SC 100+ ms 10-100 ms 0-10 ms
Processors of power simulator PS 1-2 cores 3-8 cores 8+ cores

RAM of communication simulator RS 4-8 GB 8-32 GB 32+ GB
Number of applicable attacks NA 1-2 3-6 6+

system, the more processors available, the larger the network scale that can be simulated.
For example, a core in Typhoon can perform a real-time simulation of 20 (3-phase) nodes
power system complexity at starting from 3µs to 1s simulation time step [170]. Similarly,
the RAM of the communication system simulator RS influences scalability in the same
manner. The number of applicable attacks serves as a metric for evaluating the perfor-
mance of the co-simulation platform, as it validates its compatibility for cybersecurity
research. In summary, a higher PAI indicates that the tested platform has better perfor-
mance in simulating different CPPS scenarios with high accuracy and enabling convincing
investigation into various cyber contingencies.

Figure 5.18: Implementation Framework for Data Synchronisation Schemes in the Cyber-
Physical Co-simulation Platform

5.3.3 Implementation Framework

This paper has provided the Ethernet-based implementation framework for two real-
time co-simulation schemes. The implemented co-simulation interfaces are built in the
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form of Python scripts and run in the Raspberry Pis that are configured in the Linux
environment. In Fig. 5.18, the leader-follower co-simulation scheme between Typhoon
and EXata contains three modules. A 5-Node Microgrid system and a 10-Node Microgrid
system are implemented into the Typhoon and OPAL-RT target machines, respectively.
Furthermore, star-topology and bus-topology are chosen to be the communication network
in the proposed platform. The Data Process Module is designed to receive data from
Typhoon power system simulator. The Data Process Module for EXata is to exchanging
data with the communication network simulator. The TCP/IP protocol is used in the
platform to guarantee the accuracy of data transmission.

The key module of the interface is the Event Trigger Module, which will be illustrated
in Section 5.3.3.1. The key module of the interface is the time-stepped Module which is
illustrated in Section 5.3.3.2.

5.3.3.1 Leader-Follower Co-Simulation Between Typhoon and EXata

The interface in Typhoon and EXata platform uses leader-follower synchronisation scheme,
where a Quantised State Systems Method (QSS) [171] is applied. The theory of QSS
method can be described as follows: Let an initial value problem be specified as follows:

ẋ(t) = f(x(t), t), x(t0) = x0 (5.12)

The first-order QSS method, known as QSS1, approximates the above system by

ẋ(t) = f(q(t), t), q(t0) = x0 (5.13)

where x and q are related by a hysteretic quantization function:

q(t) =

x(t) if |x(t)− q(t−)| ≥ ∆Q,
q(t−) otherwise.

(5.14)

where ∆Q is called a quantum. Notice that this quantisation function is hysteretic because
it has memory, i.e., its output is determined by both the current state and its previous
value. The equation 5.14 therefore approximates the state by a piecewise constant func-
tion, q(t), that updates its value as soon as the state deviates from this approximation by
one quantum.

In this way, a fixed time step can be turned into a dynamic time step, and data are
exchanged only when the variation of the observations exceeds the quantum ∆Q , which
improves the computational efficiency at the expense of a certain degree of accuracy.
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5.3.3.2 Time-Stepped Co-Simulation Between OPAL-RT and EXata

The structure of the OPAl-RT and EXata platform is shown in the right part of Fig.
5.18. In the OPAL-RT and EXata platforms, a time-stepped synchronisation method
is used to exchange data between two simulators. Different from the traditional time-
stepped method [168], a real-time time-stepped algorithm with expired event discarding
is adopted here. The basic process of the algorithm is generates Pending Event List
and repeat updating it. If an event is outdated, it will be removed from the queue.
The algorithm is embedded in the Time-Step Module as shown in Fig 5.18. Discarding
expired events ensures that the system will not process events that have been invalidated
by waiting for more than δ.

The real-time synchronisation mechanism is implemented using a time-stepped ap-
proach combined with an event-driven Pending Event List (PEL). The procedure is de-
scribed as follows:

1. Initialisation: Set the starting time tcurrent, define the time step ∆t and delay
threshold δ, and initialise the PEL for each processing element (PE).

2. Event registration: For each incoming event with timestamp te, add it to the
PEL if te > tcurrent; otherwise, discard it as expired.

3. Time advancement: Increment the simulation time as tcurrent ← tcurrent + ∆t.

4. Event execution: For each event in the PEL:

• If te ≤ tcurrent, execute and remove the event.

• If te < tcurrent − δ, discard the event due to excessive delay.

5. Iteration: Repeat Steps 3–4 until the simulation terminates.

5.3.3.3 Ease-of-Implementation and Scalability

The proposed platform architecture provides clear implementation guidance, significantly
reducing the learning curve for users. By modularising key components, such as data
processing and event triggering modules, the platform simplifies configuration complex-
ity at the interface layer. Additionally, it is designed to support various cyber-physical
modelling needs by incorporating appropriate synchronisation schemes. In contrast, the
approach in [64] features a detailed power grid model but represents the communication
network in a simplified form. Conversely, in [65], the communication system is modelled
in greater detail, while the power grid is reduced to a basic structure. In our platform, the
scripts deployed on Raspberry Pis can be easily adapted to handle various data formats,
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allowing seamless integration with either simplified or complex models. Compared to the
methods presented in prior studies, our platform offers enhanced flexibility and ease of
implementation.

As shown in Fig. 5.18, each physical node is mapped to a dedicated Raspberry Pi
device. The scalability of the proposed interface is demonstrated by its ability to expand
the network through the addition of Raspberry Pis, thereby enabling the platform to
accommodate larger power system models. Furthermore, tasks such as data distribution
and conversion can be offloaded to Raspberry Pis or other embedded devices, effectively
reducing the computational burden on both the cyber and physical simulators. This
distributed approach enhances simulation efficiency compared to traditional architectures
that rely on direct connections or virtual links.

(a) Typhoon HIL 602+ & EXata Network Simulators based Platform

(b) OPAL-RT OP5600 & EXata Network Simulators based Platform

Figure 5.19: The Established Cyber-Physical Co-simulation Platforms in CAPS lab at
the University of Sheffield.
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5.3.4 Case Studies and Results

This section demonstrates the cybersecurity test results based on the established cyber-
physical co-simulation platforms. The platforms are constructed based on the facilities in
the CAPS laboratory at the University of Sheffield, as shown in Fig. 5.19. The platforms
mainly include the communication simulator EXata version 8.1.3, the power simulators
Typhoon HIL 602+ and OPAL-RT OP5600 as shown in Fig. 5.19a and Fig. 5.19b,
respectively. These simulators are synchronised through a dedicated interface deployed in
Raspberry Pis. Device 1 PC serves as the upper host for the Typhoon HIL and OPAL-RT
simulators, with the Typhoon and OPAL target machines as device 5. Device 2 PC serves
as the host for EXata. The device 4 highlighted with a red frame to indicate Raspberry
Pis, which function as the data exchange interface connecting the power system and
communication system simulators. The device 6 serves as the upper host for the remote
control of Raspberry Pis.

In this paper, the cybersecurity of microgrids is analysed using the proposed plat-
form. Beyond its relevance to the research, the microgrid environment offers a smaller-
scale network with distributed energy resources, enabling more controllable but represen-
tative experimentation. By focusing on microgrids, the effectiveness of the platform is
demonstrated within a specific and widely relevant scenario in smart grids, which is both
intuitive and illustrative of its practical utility. One of the platforms integrates a 5-DER
DC microgrid in Typhoon HIL 602 + with the electrical parameters of DER obtained
from [139]. The other platform includes a 10-DER DC microgrid built in OPAL-RT
5600 with the same electrical parameters. To investigate the co-simulation performance
of platforms and their cybersecurity analysis capability, four case studies are conducted
in this section: Case 1: Normal Operation, Case 2: Various FDI Attack, Case 3: DoS
Attack, Case 4: Delay Attack. Fig. 5.20a presents the attack template that the proposed
platforms use. The figure shows that the attack is launched in the network layer. Fig.
5.20b displays a cyber-attack history in the platform.
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Figure 5.20: Attack Module in EXata

5.3.4.1 Case 1: Normal Operation

Simulation results in this case present the performance of the co-simulation platform
when there are no cyber contingencies. The data are captured by the SCADA system
of Typhoon HIL and OPAL-RT in a sampling time of 500 ns. Fig. 5.21a shows the
current and point of common coupling (PCC) voltage states of a 5-DER microgrid from
Typhoon HIL and the comparison between the current measurement flowing through
the communication network and that from the power simulator, signified by ∆Ii,j =
|Ii − IEXai,j |, where IEXai,j is the measurement of DER i received by DER j. To showcase
the difference between two platforms, a constantly increasing load is installed into the
Typhoon and EXata co-simulation platform after t = 12s. By extracting and zooming in
on the simulation data from 14s to 16s, it shows that the data received from EXata can
track the actual varying measurement with certain biases. The tracking bias is caused
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by the leader-follower data synchronisation scheme, which only exchanges data when the
deviation of current data from the previous one is larger than the quantum ∆Q = 0.35A.

The quantum is determined by the network parameters and the transition time be-
tween simulators. Fig. 5.22 shows a comparison for different ∆Q values. In Fig. 5.22b,
when ∆Q increases from 0.35A to 0.45A, the absolute maximum current bias increases
from approximately 0.5A to 1A. Although a smaller ∆Q is preferable, the power system
simulator has a limitation in handling smaller ∆Q because it leads to a faster data ex-
change rate. To balance data bias and simulation efficiency, ∆Q = 0.35A is chosen as
the quantum for subsequent simulations. The bias ∆Ii,j is also bounded by ∆Q as the
latency of data transmission between the simulators is negligible. Despite this obvious
current bias under the leader-follower synchronisation scheme, load sharing can still be
achieved as the load current increases.

Figure 5.21: Normal Operation in the Two Established Co-simulation Platforms (Case 1)
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Figure 5.22: Normal Operation in Different Value of ∆Q

The results from the OPAL-RT and EXata co-simulation platform are presented
in Fig 5.21b. Specifically, the top 2 sub-figures show the current and voltage of a 10-
DER microgrid simulated in OPAL-RT, showing greater fluctuations compared with the
results from Typhoon HIL since the cyber-physical complexity increases dramatically
as the scale of microgrid increases. Both platforms have limited bias within the range
(−0.5, 0.5) under normal operation. In the time-stepped synchronisation scheme, the
transmitted data via EXata will be updated every fixed time step δ = 0.08s which is
greater than the computation time in the interface, leaving one time-step bias between
the received EXata data and the measured value. However, if a larger time step δ is
set, exceeding the maximum step size in the leader-follower synchronisation scheme, the
time-stepped synchronisation becomes less sensitive to data variations compared with the
leader-follower approach. In our case, the hardware capabilities of the OPAL-RT platform
support a smaller δ for experimentation, resulting in the time-stepped synchronisation
method outperforming the leader-follower scheme in the normal state performance.

5.3.4.2 Case 2: Non-Coordinated and Coordinated FDI Attacks

Two types of FDI attacks are designed against the communication links of secondary con-
trol and launched in EXata using a dedicated data modification module, where constant
bias is added at the original data flow following the byte stream.

The result of non-coordinated FDI attack injected into the communication nodes 1
and 2 in the Typhoon and EXata co-simulation platform is illustrated in Fig. 5.23a.
The first FDI attack is launched at t = 9 s against node 1 and the current data are
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manipulated to be 2A permanently. As a result, the load sharing status is disrupted
and all PCC voltages keep decreasing with a quick rate. At t = 17 s, the second FDI
attack is launched against Node 2, where I2 is maliciously compromised as 8A. This non-
coordinated FDI attack cannot stabilise PCC voltages as the sum of injected biases is
not zero all the time. Therefore, the PCC voltages will show a growth trend after the
activation of the second FDI attack.

Figure 5.23: Various FDI Attacks in the Two Established Platforms (Case 2)

The investigation of coordinated FDI attack is conducted in the OPAL-RT and EXata
co-simulation platform, where the attack targets include nodes 2 and 3 and the results
are shown in Fig. 5.23b. For the coordinated FDI attack, the injected bias have opposite
value offsets, e.g., 5A and -5A, and thus will induce specific deviations on system states
from normal values rather than simply destabilising PCC voltages as the non-coordinated
FDI attack. In this regard, the coordinated FDI attack will absolutely gain more favour
from the adversary but, at the same time, requires stronger coordination capability on
multiple FDI attacks.

Comparing the FDI attack simulation results for the two platforms indicates that dif-
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ferent network topologies have minimal impact on FDI attacks. This is because variations
in network topology do not change the data in the packets and the FDI attack targets
the transited data specifically. As packets are still transmitted to different nodes across
various network topologies, FDI attacks can be executed in different network structures
and have a similar impact.

5.3.4.3 Case 3: DoS Attacks with Numerous Intensity Levels

In this case, DoS attacks with different intensity levels are applied to node 2 in the EXata
network simulator. The intensity of DoS attack is measured by the number of attack
packets sent to the victim per second. As shown in Fig. 5.24a, which is in the Typhoon
platform, when the DoS intensity is 25, the system state is merely slightly affected since
the data exchange between nodes can be still accomplished with obvious data packet loss.
Under such circumstancess, load sharing can almost be achieved but with increasing error,
and the variation of PCC voltage is significantly enlarged by the low-intensity DoS attack.

Figure 5.24: DoS Attacks with Different Intendity Levels in the Typhoon and EXata
Co-simulation Platform (Case 3)
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When the intensity of DoS attack is increased to 1000, the impact of DoS attack is
significantly amplified as shown in Fig. 5.24b. First of all, the data transmission links from
DER 2 to its neighbouring DERs are fully interrupted, severely disrupting the currents
and PCC voltages. Moreover, besides the data transmission links originating from DER
2, other links in the EXata are also heavily affected. For example, the bias ∆I3,2 also
shows rapid growth upon the launch of the high-intensity DoS attack, meaning that DER
3 has difficulty in receiving data from DER 2.

Figure 5.25: DoS Attacks with Different Intendity Levels in the OPAL-RT and EXata
Co-simulation Platform (Case 3)

The DoS attacks with intensity 25 and 1000 are applied to the OPAL-RT and EX-
ata co-simulation platform, and the results are depicted in Fig 5.25. Similar phenomena
emerge where the system states become unstable when the intensity of the DoS increases.
However, when seen from the current bias, only ∆I2 is affected, which has obvious differ-
ences from the results of Typhoon and EXata co-simulation platform. It is because the
communication network topology in this platform is a bus structure. From an architec-
tural point of view, it does not need to exchange data through neighbouring nodes, but
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directly interact with the data centre, such that the DoS attack will not affect nodes other
than node 2.

(a) Packets received in communication nodes
(Typhoon & EXata co-simulation platform)

(b) Packets received in communication nodes
(OPAL-RT & EXata co-simulation platform)

Figure 5.26: Number of Received Data Packets in the Presence of DoS Attacks with
Different Intensity Levels

To clearly illustrate the impact of network architecture on the DoS attack analysis,
the number of received packets of all nodes in the two platforms is captured by EXata
in the form of SQLite database, and the results are presented in Fig. 5.26. The DoS
attack against node 2 affects all the other nodes in the Typhoon and EXata co-simulation
platform, while it only affects node 2 in the OPAL and EXata co-simulation platform.
This is because, in a star-topology, when a DoS attack is mounted to node 2, the neigh-
bouring nodes of node 2 are affected first. These neighbouring nodes, in turn, impact
their neighbouring nodes, ultimately influencing the entire communication network. In
bus-topology, the DoS attack only affects the attacked node as the EXata nodes directly
interact with the external nodes.

Seen from Fig.5.24, Fig.5.25, and Fig.5.26, a summary can be given: 1) Structurally,
employing a bus-topology can accurately disclose the impact of any single DoS attack
within the communication network. A star-topology may impact the entire network rather
than a single node, while a bus-topology typically affects only the targeted node. This
difference arises because, in a star topology, a central node (e.g., a switch) manages data
transmission, allowing an attack to propagate to all connected nodes, as observed in the
Typhoon and EXata platform. In contrast, a bus-topology relies on a single shared bus for
direct communication without centralised processing, limiting the spread of an attack, as
seen in the OPAL-RT and EXata platform. 2) The leader-follower approach can cause bias
shifts that may be indistinguishable from the impact resulting from a low-intensity DoS
attack. Therefore, the implementation of a bus-topology communication network based
on the time-stepped synchronisation scheme that interacts with the power simulator is
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recommended for conducting DoS attack related research activities.

5.3.4.4 Case 4: Delay Attacks with Various Latency Levels

Figure 5.27: Delay Attacks with Various Latency Levels in the Typhoon and EXata Co-
simulation Platform (Case 4)

144



Chapter 5. Cyber-Physical Real-Time
Digital Simulation for Microgrid
Cybersecurity Analysis

5.3. Cyber-Physical Real-Time Digital
Simulation for Cybersecurity Analysis in

Microgrids

Figure 5.28: Delay Attacks with Various Latency Levels in the OPAL-RT and EXata
Co-simulation Platform (Case 4)

In Case 4, the effects of the delay attack (1s and 2s latency levels) on microgrid operations
are investigated on the two co-simulation platforms. Fig. 5.27 presents the simulation
results on Typhoon and EXata platform. The result shows that the bias becomes larger
when the delay increases from 1s to 2s. Moreover, both delay scenarios prevent the system
from achieving the desired load sharing state, which is due to delayed control signals that
affect the coordination among DERs. Fig. 5.28 shows the performance of delay attacks
on the OPAL-RT and EXata platform. Both scenarios can reach similar steady-state
voltage levels. However, the 2s delay prolongs the stabilising duration, indicating that
longer latency amplifies the destabilising effect on voltage regulation.

When comparing the simulation results from the two platforms, the Typhoon-based
co-simulation exhibits pronounced oscillatory waveforms, whereas the OPAL-RT-based
co-simulation shows only minor fluctuations. This behaviour can be attributed to the
amplification effect introduced by the leader-follower synchronisation scheme. Specifi-
cally, this scheme updates data between the cyber and physical simulators only when the
deviation exceeds a predefined quantum. When combined with communication latency,
this approach amplifies the impact of delay attacks. As illustrated in Fig. 5.27, the sig-
nificantly outdated information, exhibiting a delay several times greater than the initially
introduced latency, repeatedly triggers large secondary control adjustments, ultimately
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inducing severe oscillations in the system states. In contrast, the time-stepped synchro-
nisation method proves more compatible with time-delay attacks, as it more accurately
reflects the effects of actual data latency.

5.3.4.5 Platform Assessment

In this section, the computational overhead of synchronisation schemes and the effective-
ness of the established cyber-physical co-simulation platforms are evaluated and presented
here.

Table 5.6: Comparison of Synchronisation Schemes

Computational overhead Leader-follower Time-stepped
Computation time 0.183±0.004 ms 30±0.5 ms
Data packet size 50 Bytes 200 Bytes

RAM usage 1.36% 106 MB 6.85% 535 MB
Python script file size 12 KB 28 KB

The Table 5.6 presents the computation overhead of two synchronisation schemes
in the platforms. The computational time limits the minimum simulation step and
the shorter the simulation length, the higher the synchronisation accuracy that can
be achieved. The RAM usage of the leader-follower and time-stepped synchronisation
schemes takes up 1. 36% and 6. 85% of the total memory of 8 GB, respectively. As
each Raspberry Pi currently manages a single node, one Raspberry Pi can support up to
approximately 70 nodes. This design facilitates scalability for larger grids in the future.
For instance, expanding to 1,000-node power grid would require only 15 Raspberry Pis.
Furthermore, increasing the RAM or optimising the Python script can further enhance
the scalability of the network. The file size of the scripts is only 12 KB or 28 KB, and it
has little effect on storage.

The PAI index for each platform is calculated using Eq. 5.10. In this paper, the
weight wj of each metric j are set to 1, as they are considered equally important. The
metrics LD, SC , CA, PS, NA are categorised into three levels, as outlined earlier in Table
5.5: Low = 5, Medium = 7, and High = 10. The results of the two platforms are
presented in Fig. 5.29.
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Figure 5.29: PAI Results of the Two Established Cyber-Physical Co-simulation Platforms

Given that the latency between Typhoon and EXata is 1.459ms, and the latency
between OPAL-RT and EXata is 0.498ms, it follows that LD(1) = 7 and LD(2) = 10,
according to Table 5.5. The value of SC is determined based on the computation time in
Table 5.6: the synchronisation computation time for the Typhoon and EXata platform is
approximately 0.183ms while that for the OPAL-RT and EXata platform is approximately
30ms. Therefore the SC(1) = 10 and SC(2) = 7. The values PS(1) = 7 and PS(2) = 5
result from the fact that the Typhoon HIL has 6 cores and OPAL-RT has 16 cores,
respectively. The values PS(1) = PS(2) = 7 are equal for both platforms, as they use the
same communication simulator, EXata, with 16 G RAM. The values NA(1) = NA(2) = 7,
as both of the platforms are capable of simulating three different cyber-attacks.

The score for the Typhoon and EXata platform is PAI(1) = 38, while that for the
OPAL-RT and EXata platform is PAI(2) = 36.

5.3.5 Section Conclusion

This paper focuses on the real-time cyber-physical digital simulation for cybersecurity
analysis in the context of microgrids, proposes an implementation framework for real-time
leader-follower and time-stepped co-simulation schemes, and develops a set of metrics to
assess the feasibility of a co-simulation platform for cybersecurity analysis. Two cyber-
physical microgrid platforms are established based on OPAL-RT and Typhoon simulators
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as well as EXata network simulator. Extensive case studies are conducted to showcase
the analysis capability of the two platforms, which have different co-simulation schemes
and communication network topologies, under FDI, DoS and delay contingencies. The
assessment metrics are applied to the established platforms and recommendations are
provided for choosing appropriate platforms for cybersecurity analysis.

However, the platform has some limitations: Although the proposed platform can
simulate several CPPS scenarios in the laboratory, it has not been tested in real microgrid
environments. Data transmission delays, which are inevitable but can be mitigated, can
undermine the accuracy of the simulation, particularly in high-frequency attack scenarios
where rapid data exchange is essential. Moreover, when simulating ultra-large-scale power
systems, computational resources and simulation time may become limiting factors.

Future work will focus on several key areas: Build up more scenarios for cybersecurity
research using the proposed platforms to large-scale network such as transmission network
[172, 173]. Integrate deep reinforcement learning into cybersecurity solutions. Validate
the effectiveness of proposed evaluation scheme on different cyber-physical co-simulation
platforms and test the platform in real-world environments.

5.4 Conclusion

This chapter presents the development of cyber–physical real-time co-simulation platforms
for cybersecurity analysis in microgrids, structured by three sequential studies.

The first study establishes an initial real-time microgrid co-simulation platform by
integrating the Typhoon HIL simulator with the EXata network simulator. A mas-
ter–slave synchronisation scheme is developed to enable coordinated interaction between
the power and communication domains. The results demonstrate that the platform is
capable of capturing the impacts of cyber contingencies such as FDI attacks and packet
drops on microgrid control performance, thereby providing a foundational environment
for cyber–physical security analysis.

Building upon this, the second study develops a more scalable and flexible co-
simulation architecture by integrating the OPAL-RT power system simulator with EX-
ata network simulator. A time-stepped synchronisation scheme with a real-time data
exchange interface is proposed to improve computational efficiency and support larger
network sizes with shorter simulation time steps. The results show that the enhanced
platform enables more stable and scalable cyber–physical simulations, while accurately
reflecting the impacts of cyber disturbances on system dynamics.

The third study further generalises the previous developments and proposes a uni-
fied implementation framework for real-time cyber–physical co-simulation, incorporating
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both leader–follower and time-stepped synchronisation schemes. In addition, a set of
quantitative assessment metrics is introduced to evaluate platform performance in terms
of synchronisation accuracy, latency, scalability, and attack compatibility. Through exten-
sive case studies involving FDI, DoS, and delay attacks, the intrinsic relationships between
synchronisation mechanisms, communication network topology, and cyber attack impacts
are systematically assessed.

Overall, this chapter demonstrates that cyber–physical co-simulation is an essential
tool for analysing the vulnerability and resilience of microgrids under cyber attacks. It
highlights that both synchronisation schemes and communication network configurations
play critical roles in shaping system responses, and therefore must be carefully designed
in cybersecurity studies.
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Conclusion and Future Work

This thesis investigates cyber–physical co-simulation modelling, uncertainty analysis, and
real-time digital simulation methodologies for modern power systems, with a particular
focus on distribution networks and microgrids with renewable energy sources. As power
systems evolve towards increased digitalisation and decentralisation, the tight coupling
between electrical infrastructures and communication networks introduces new challenges
in system modelling, analysis, and validation. This thesis addresses these challenges by
developing a unified cyber–physical framework in which communication dynamics are
explicitly embedded into power system modelling, analysis, and validation.

A unified modelling framework has been developed by integrating differential–algebraic
equation (DAE)-based power system models with communication network characteristics.
Within this framework, node-specific communication delays are explicitly embedded into
the system equations, enabling a more realistic representation of cyber–physical interac-
tions. Compared with existing approaches that rely on abstract network representations
or simplified delay assumptions, the proposed formulation captures both physical dy-
namics and communication-induced effects in a consistent and physically interpretable
manner.

Building upon this modelling framework, a Virtual Power–Physical Flow (VPPF)
method has been proposed to analyse cyber–physical interactions and system vulnerabil-
ities in CPPS. This method provides a novel perspective for representing and analysing
cyber–physical interactions beyond conventional power flow-based formulations. Within
this framework, both a vulnerability index and a GSA approach are developed to quantify
system vulnerabilities and uncertainty impacts from complementary perspectives. By in-
corporating both physical uncertainties, such as renewable generation and load variability,
and cyber uncertainties, including communication delays, as stochastic inputs, the pro-
posed approach enables a systematic assessment of how disturbances propagate across
cyber and physical layers. The results demonstrate that communication-induced effects
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can significantly influence system behaviour and interact nonlinearly with physical dy-
namics, highlighting the importance of explicitly modelling cyber-layer characteristics in
CPPS analysis.

To support validation, a cyber–physical real-time co-simulation platform structure
has been developed, integrating real-time digital simulators with communication network
emulators. Multiple architectures have been designed, including TCP-based master–slave
schemes, time-stepped synchronisation mechanisms, and UDP-based shared-memory in-
terfaces, enabling flexible and scalable coupling between power and communication do-
mains. In addition, an evaluation metric, named as the PAI index, has been proposed to
quantitatively assess the performance of the co-simulation platform in terms of efficiency,
cyberattacks simulation capability, and communication capability. This provides a sys-
tematic method to compare different co-simulation architectures and to analyse their
efficiency under varying simulation conditions. Together, the developed platforms and
evaluation framework enable high-fidelity, closed-loop validation of cyber–physical inter-
actions under realistic operating conditions, and provide a practical model for analysing
system behaviour under combined cyber and physical disturbances.

The proposed methodologies have been validated through case studies on distribution
networks and microgrid systems. The results demonstrate that the modelling framework
effectively captures cyber-physical effects, the GSA approach provides meaningful insights
into uncertainty propagation, and the real-time simulation platforms enable reliable ex-
perimental validation.

Overall, this thesis enhances the understanding of cyber–physical interactions in mod-
ern power systems by bridging modelling, uncertainty analysis, and real-time validation
within a unified framework. The proposed methodologies not only improve the fidelity of
CPPS modelling and analysis but also provide a systematic foundation for future research
in cyber–physical security, distributed control, and resilient power system operation.

Future Work

Although this thesis has developed a systematic framework for modelling, analysing, and
validating cyber–physical power systems, several important research directions remain to
be further investigated.

First of all, future work should incorporate more detailed communication network
modelling and cyberattack representation. In this thesis, communication effects are
mainly represented through node-specific communication delays. This approach is suit-
able for system-level cyber–physical analysis, but it does not fully capture protocol-level
behaviours, packet-level dynamics, routing mechanisms, and device-level communication
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characteristics. This direction is important because realistic communication protocols
and packet-level events may directly influence the timing, reliability, and effectiveness of
control actions in CPPS. To address this limitation, future research can integrate more
detailed communication models based on industrial protocols, routing strategies, and
packet-level traffic characteristics.

In addition, future work can extend the proposed global sensitivity analysis frame-
work to support large-scale and more complex CPPS. The Sobol-based sensitivity analysis
used in this thesis provides quantitative insight into the contributions of renewable gener-
ation uncertainty and communication delay uncertainty. However, variance-based global
sensitivity analysis is computationally expensive, especially when the number of uncer-
tain inputs increases. This limitation becomes more significant for large-scale transmission
and distribution networks, interconnected microgrids, and systems with multiple types of
uncertainties. Therefore, improving scalability and computational efficiency is essential.
Possible solutions include surrogate modelling, reduced-order modelling, adaptive sam-
pling, and parallel computing. For example, Gaussian-process models, polynomial chaos
expansion, or neural-network-based surrogate models can be trained using high-fidelity
co-simulation data and then used to estimate sensitivity indices with lower computational
cost.

Moreover, strengthening real-time hardware-in-the-loop validation and practical de-
ployment can be future work. The real-time co-simulation platforms developed in this
thesis provide a flexible and risk-free environment for analysing CPPS cybersecurity and
uncertainty impacts. However, practical CPPS operation involves real controllers, protec-
tion devices, communication hardware, measurement units, and power electronic inter-
faces, whose behaviours may introduce additional constraints and uncertainties. There-
fore, tighter hardware integration is required to bridge the gap between simulation-based
studies and real-world deployment. This can be achieved by connecting real controllers,
embedded devices, protection relays, phasor measurement units, and converter control
hardware to the developed co-simulation platforms. Hardware-in-the-loop experiments
can then be used to validate cyberattack detection, mitigation, and recovery strategies
under realistic timing and communication constraints.

In summary, this thesis provides a foundation for modelling, uncertainty analysis,
and real-time validation of cyber–physical power systems. Future research should fur-
ther improve the fidelity of communication modelling, enhance the scalability of uncer-
tainty quantification methods, and strengthen hardware-in-the-loop validation for practi-
cal CPPS resilience and cybersecurity applications.
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Appendix A

Hardware and Software Used in This
Thesis

This appendix summarises the main hardware, software, communication interfaces, and
synchronisation mechanisms used in this thesis. These tools support the modelling, co-
simulation, uncertainty analysis, and real-time validation studies presented in Chapters 3–
5.

A.1 Hardware and Software Components

Table A.1: Main hardware and software used in this thesis

Component Used in Brief role
OPAL-RT real-time
simulator

Chapters 4, 5.2, 5.3 Real-time power system simulation for distribution
networks and microgrids.

Typhoon HIL 602+ Chapters 5.1, 5.3 Real-time HIL simulation of power-electronic micro-
grids.

Raspberry Pi Chapter 5 Embedded interface for real-time data exchange be-
tween simulators.

Ethernet switch and ca-
bles

Chapters 4, 5 Physical network infrastructure for data transmis-
sion.

MATLAB Chapters 3, 4 Numerical modelling, data processing, and sensitiv-
ity analysis.

MATPOWER Chapter 3 Power flow and OPF calculation for IEEE test sys-
tems.

RT-LAB Chapters 4, 5 OPAL-RT model execution, monitoring, and real-
time control.

Typhoon HIL software Chapter 5 Microgrid model construction and HIL monitoring.
EXata Network Simula-
tor

Chapter 5 Communication network emulation and cyberattack
modelling.

OMNeT++ and INET Chapter 4 Discrete-event communication network modelling.
Python and C++ Chapters 4, 5 Interface scripting, data exchange, and simulation

support.
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A.2 Communication Interfaces and Synchronisation
Mechanisms

Table A.2: Main interfaces and synchronisation mechanisms used in this thesis

Interface / Mechanism Used in Brief role
TCP/IP Chapter 5 Reliable Ethernet-based data exchange between

simulators.
UDP Chapter 4 Lightweight data transmission between OPAL-

RT and OMNeT++.
Modbus Chapter 5.1 Data exchange protocol used in the Typhoon

HIL platform.
Shared memory Chapter 4 Low-overhead data exchange for OPAL-RT–

OMNeT++ co-simulation.
EXata external node Chapter 5 Connects real data interfaces with virtual com-

munication nodes.
Master–slave synchronisa-
tion

Chapters 5.1, 5.3 Event-triggered data exchange between Ty-
phoon HIL and EXata.

Time-stepped synchronisa-
tion

Chapters 4, 5.2, 5.3 Fixed-interval data exchange between power and
communication simulators.

RealTimeScheduler Chapter 4 Aligns OMNeT++ simulation time with real
time.
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