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Abstract

The rapid digitalisation of modern power systems has transformed conventional grids into
cyber-physical power systems (CPPS), where physical power networks are tightly inte-
grated with communication, computation, and control infrastructures. While this integra-
tion enables advanced monitoring, coordination, and large-scale deployment of distributed
energy resources (DERSs), it also introduces new vulnerabilities and uncertainties arising
from complex cyber physical interactions. In particular, the propagation of cyber contin-
gencies and multi-source uncertainties in CPPS and their impacts on system operation
remain insu ciently understood.

This thesis investigates modelling, analysis, and real-time simulation methodologies
for CPPS, with a focus on distribution networks and microgrids. A general cyber-physical
modelling framework is developed by coupling di erential algebraic equation (DAE)-
based power system models with discrete-event communication network models. Within
this framework, node-speci c communication delays are used to represent cyber physical
interactions. Based on this framework, a virtual physical power ow method is proposed
to analyse CPPS contingencies and vulnerabilities under coordinated cyber and physical
disturbances. A composite vulnerability index incorporating voltage deviation, commu-
nication latency, and cyber physical node betweenness is further developed to identify
critical components under cyber contingencies.

To quantify uncertainty impacts, a global sensitivity analysis method based on prob-
abilistic modelling and Sobol' indices is introduced. Uncertainties in load demand, pho-
tovoltaic generation, and communication delays are modelled using suitable probability
distributions, and a Monte Carlo-based approach is applied to evaluate their in uence on
system dynamics. Results show that photovoltaic uncertainty dominates bus voltage vari-
ation, while communication delays mainly produce localised e ects on voltage stability
and non-negligible impacts on frequency dynamics.

To validate the proposed methods, several real-time cyber-physical co-simulation
platforms integrating OPAL-RT or Typhoon HIL with EXata or OMNeT++ are devel-
oped using di erent synchronisation schemes. These platforms enable realistic emulation
of cyber attacks and demonstrate the e ectiveness of the proposed methodologies for
CPPS vulnerability assessment and cybersecurity analysis.
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Chapter 1

Introduction

1.1 Background

The global energy transition towards low-carbon electricity systems has fundamentally
transformed the structure and operation of modern power networks. Driven by climate
commitments, electri cation of transport and heating, and large-scale integration of re-
newable energy sources, nhational power systems are evolving from centrally controlled
infrastructures to highly distributed, data-intensive, and dynamically interconnected net-
works. The National Energy System Operator (NESO) has published its Zero Carbon
Operations by 2025 roadmap, formally outlining the strategic transformation of the UK
electricity system operations. The report shows an ambition to operate the Great Britain
electricity system safely and securely at zero carbon whenever su cient renewable gen-
eration is available to meet total national demand [1]. To achieve this objective requires
signi cant improvement from traditional operation, where conventional synchronous gen-
erators historically provided essential services such as inertia, frequency response, voltage
control, and short-circuit infeed.

At the global level, the scale of renewable expansion further reinforces the size of
this transformation. According to the Renewables 2025 Global Status Report, cumula-
tive global solar photovoltaic (PV) capacity exceeded 2.2 TW by the end of 2024, with
a record-breaking 602 GW added within a single year, representing an annual growth
rate of 37%. Solar PV generation reached approximately 2,131 TWh in 2024, account-
ing for 6.9% of global electricity production. Moreover, 23 countries achieved solar PV
shares exceeding 10% of national electricity generation, and ve countries exceeded 20%,
illustrating the emergence of structurally high renewable penetration levels [2]. These
developments indicate that renewable variability is no longer a marginal perturbation but
a structural characteristic of modern power systems.

Therefore, future power systems will increasingly rely on digitally coordinated re-



Chapter 1. Introduction 1.1. Background

newable resources, inverter-dominated generation, and advanced real-time control mecha-
nisms. As renewable penetration increases and system inertia declines, uncertainty associ-
ated with renewable variability and communication-layer dynamics becomes structurally
embedded within the system operation [3]. The transition toward zero-carbon operation
consequently places greater emphasis on modelling approaches that can capture renewable
variability, communication delays, and system-service interactions within a uni ed ana-
lytical environment. Such modelling requirements have become increasingly important as
cyber physical coupling increasing in modern distribution networks.

Traditionally, power systems were designed as physical infrastructures, where gen-
eration, transmission, and distribution processes were analysed through deterministic
steady-state and transient models. However, the increasing reliance on communication
networks for monitoring, control, and protection has fundamentally changed this operation
mode. Modern power systems now operate as tightly coupled cyber-physical power sys-
tems (CPPS), where computational intelligence, communication networks, and physical
electrical dynamics interact continuously [4 6]. In such systems, sensor measurements,
communication delays, packet losses, and cyber events can directly in uence generator
outputs, inverter control actions, and network stability. The power grid is therefore no
longer an isolated physical system, but a multi-layered cyber-physical system whose per-
formance depends on both electrical and communication infrastructures.

The distribution network represents one of the most critical domains in this transfor-
mation. Unlike transmission networks, distribution systems host a high concentration of
renewable distributed energy resources (DERS), particularly rooftop and utility-scale PV
installations and windfarms [7]. As penetration levels increase, voltage regulation, reverse
power ow, and local stability challenges become more severe. High PV penetration intro-
duces stochastic power injection patterns that vary with irradiance, weather conditions.
These characteristics signi cantly complicate operational planning and real-time control.
In practical systems, PV inverters are typically coordinated via communication networks
and supervisory control strategies, further strengthening the cyber-physical coupling.

In this context, uncertainty becomes a structural property rather than a marginal
perturbation. Two dominant sources of uncertainty has added to the CPPS. The rst
originates from renewable generation variability. Solar irradiance exhibits both temporal
and spatial randomness, and when multiple PV units are connected within a distribution
network, their outputs may exhibit correlated or independent uctuations depending on
geographical and atmosphere conditions [8]. The second source arises from communica-
tion infrastructure. Communication delays, data exchange intervals, and synchronisation
mechanisms in uence the e ectiveness of control strategies and may introduce dynamic
deviations in voltage or frequency regulation [9]. Furthermore, communication delay is
often node-dependent, protocol-dependent, and a ected by network congestion, routing
structure, and scheduling strategy. For distribution-level cyber-physical systems, where
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control loops may operate at sub-second timescales, even modest latency variations can
in uence dynamic performance.

From a modelling perspective, di erential algebraic equation (DAE) formulations
remain the standard approach for representing power system dynamics. Electrical net-
works are typically described through coupled di erential equations to capture generator
and inverter dynamics, together with algebraic equations to represent network power bal-
ance constraints [10]. Within this continuous-time framework, state variables such as bus
voltages, currents, and inverter internal states are updated according to physical laws
governed by electromagnetic and electromechanical interactions. When stochastic renew-
able inputs are introduced, additional uncertainty is embedded into the system states,
increasing the analytical and computational complexity of the DAE formulation.

In contrast, communication networks are commonly modelled using graph-theoretic
and complex network representations, where nodes correspond to communication devices
and edges represent data transmission links [11]. Such models emphasise network topol-
ogy, routing paths, connectivity, and latency characteristics rather than continuous elec-
trical dynamics. Communication delays, packet loss, and scheduling mechanisms are often
described using discrete-event or probabilistic models de ned over network graphs. The
combination of continuous-time DAE-based power system models and graph-based com-
munication network models introduces new modelling structure within cyber physical
systems. Consequently, integrating multi-source uncertainty across these distinct rep-
resentations introduces additional challenges and has attracted increasing attention in
recent research.

Beyond modelling, quantitative evaluation of uncertainty in uence is equally criti-
cal. Classical local sensitivity analysis provides limited insight when system behaviour is
nonlinear and in uenced by multiple interacting parameters. Global Sensitivity Analysis
(GSA), particularly variance-based approaches such as Sobol' indices, o ers a e ective
method to quantify the contribution of individual uncertain inputs and their interactions
to output variability [12,13]. By decomposing output variance into rst-order and total-

e ect components, GSA enables identi cation of dominant drivers of system behaviour.

In addition, as cyber-physical systems are real-time systems in reality, simulation
platforms should re ect synchronisation mechanisms and data-exchange characteristics
realistically. Hardware-in-the-loop (HIL) and real-time co-simulation architectures have
emerged as powerful tools to validate cyber-physical models under realistic timing con-
straints [14, 15]. Existing studies have explored probabilistic modelling, communication
delay analysis, and real-time co-simulation techniques, often addressing these aspects
separately. Their combined integration within a uni ed analytical and experimental en-
vironment remains an active area of research.
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1.2 Motivation

The transformation towards CPPS has been widely acknowledged in both academia and
industry. However, despite extensive research activities, existing studies have not formed
a general framework in the domains of modelling, uncertainty analysis, and experimental
validation. This constrains the capacity for systematic analysis and demonstration of
how the volatility of renewable energy sources and the dynamics of the communication
layer jointly in uence CPPS behaviour, particularly under inverter-dominant and digitally
coordinated operating conditions.

First of all, from a modelling perspective, a substantial portion of the literature rep-
resents communication e ects using simpli ed delay assumptions [16]. While such sim-
pli cations improve mathematical tractability, they fail to capture the node-dependent
and protocol-dependent latency characteristics inherent in practical communication in-
frastructures. In distribution networks and microgrids, where control loops operate at
microsecond- and millisecond-level time scales, oversimplifying structured delay represen-
tation may lead to incomplete cyber physical coupling models and potentially inaccurate
dynamic stability assessment. A uni ed formulation that systematically embeds node-
speci c communication delay into di erential algebraic equation (DAE)-based power sys-
tem models therefore remains underdeveloped.

In addition, from an uncertainty quanti cation perspective, most probabilistic power
system studies primarily focus on physical uncertainties, such as renewable generation
variability or load uctuations, while communication-related uncertainties are often treated
as deterministic or secondary parameters [17]. Although Monte Carlo simulations are
widely adopted, they typically assess aggregate output variance without decomposing
the relative contributions and interaction e ects of multiple uncertainty sources [18]. In
CPPS, renewable uctuations and communication delays both exist and interact in non-
linear and time-varying manners. The absence of a structured variance-based global sensi-
tivity framework capable of time-resolved decomposition limits systematic understanding
of uncertainty propagation mechanisms and localisation characteristics in CPPS.

Moreover, there is a gap exists between theoretical modelling and experimental vali-
dation. Many cyber physical modelling studies are numerical and do not explicitly con-
sider real-time synchronisation constraints, hardware latency, or data-exchange mecha-
nisms [19]. However, CPPS operate under real-time digital coordination, where scheduling
strategies, communication protocols, and hardware-induced delays may in uence dynamic
behaviour. Without hardware-in-the-loop (HIL) or real-time co-simulation validation, it
remains unclear whether proposed delay models and uncertainty formulations accurately
re ect operational conditions.

Overall, current research e orts tend to (i) simplify communication delay representa-
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tion, (ii) isolate renewable and cyber uncertainties in analysis, and (iii) lack experimentally
validated integration across modelling and uncertainty quanti cation. These limit the de-
velopment of delay-aware and uncertainty-resilient operational strategies for digitalised
distribution networks.

Therefore, there is a need for a uni ed analytical and experimental framework that
integrates DAE-based cyber physical modelling, structured node-speci c communication
delay uncertainty representation, time-varying Sobol global sensitivity analysis, and real-
time co-simulation validation. Establishing such a framework is essential for systemat-
ically analysing multi-source uncertainty interaction mechanisms and bridging the gap
between theoretical cyber physical modelling and practical system operation.

1.3 Aims and Objectives

1.3.1 Research Aim

The aim of this thesis is to establish a comprehensive digital co-simulation framework for
cyber-physical power systems that integrates uni ed modelling, uncertainty quanti ca-
tion, and real-time validation.

Speci cally, this research seeks to bridge the gap between cyber physical modelling
theory and experimentally validated system analysis by integrating di erential algebraic
equation (DAE)-based systems, delay uncertainty modelling, global sensitivity analysis,
and real-time co-simulation architecture into a analytical digital co-simulation platform.

1.3.2 Objectives

To achieve the above research aim, the following speci ¢ objectives are de ned:

" To develop a uni ed cyber physical modelling framework by integrating di eren-
tial algebraic equation (DAE)-based power system models with communication net-
work representations, enabling explicit modelling of communication network char-
acteristics and cyber physical coupling mechanisms.

" To formulate a structured uncertainty representation for cyber physical systems,
incorporating stochastic renewable generation and communication delay uncertain-
ties, and to embed these uncertainties into the uni ed modelling framework.

" To establish CPPS assessment such as global sensitivity analysis (GSA) approach
based on Sobol' indices, enabling quantitative decomposition of the contributions
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and interaction e ects of multiple uncertainty sources, with time-resolved sensitivity
evaluation.

" To design and implement real-time cyber physical co-simulation platforms that in-
tegrate power system simulators and communication network emulators through
e cient synchronisation and data exchange mechanisms.

~ To validate the proposed modelling and analysis methodologies through hardware-
in-the-loop (HIL) and real-time co-simulation experiments, and to assess platform
performance under di erent cyber physical scenarios.

1.4 Contributions

According to the research gaps that identi ed in the following Chapter 2, the main con-
tributions of this thesis can be summarised as follows:

1. A Uni ed Cyber Physical Modelling Framework

Research Gap: Existing CPPS modelling approaches lack a unied representation
that can simultaneously capture detailed physical power system dynamics and communi-
cation network behaviour. Graph-theoretic and complex network models primarily focus
on topological properties and neglect electrical characteristics such as power ow con-
straints and dynamic state evolution. Conversely, conventional power system models in-
corporate communication e ects only in a highly simpli ed manner, often treating them
as static or aggregated parameters. As a result, critical cyber physical interactions, such
as node-speci c communication delays and their impact on system dynamics, are not
explicitly represented. Furthermore, the bidirectional coupling between the cyber layer
(data exchange) and the physical layer (power ow) remains inadequately modelled in
existing frameworks.

To address this limitation, a uni ed cyber physical modelling framework is devel-
oped based on the proposed Virtual Physical Power Flow (VPPF) method. The frame-
work integrates graph-theoretic representation of communication networks with di eren-
tial algebraic equation (DAE)-based power system modelling, enabling explicit character-
isation of the bidirectional coupling between communication-layer dynamics and physical
power ow behaviour. Within this framework, cyber-layer information exchange and
physical-layer power ow are modelled to capture the impact of communication latency,
network topology on system operating states. This provides a systematic foundation for
vulnerability assessment in CPPS.

2. Sobol Global Sensitivity Analysis for CPPS

Research Gap: Existing CPPS assessment methodologies mainly focus on either

6



Chapter 1. Introduction 1.4. Contributions

structural vulnerability metrics or physical-layer uncertainties, with limited considera-
tion of cyber-induced uncertainties. Most vulnerability assessment approaches rely on
static indices or deterministic scenarios, which fail to capture the stochastic and dynamic
nature of cyber physical interactions. In particular, communication uncertainties such

as stochastic delays, packet loss, and cyber disturbances are rarely incorporated into un-
certainty quanti cation frameworks. Moreover, existing global sensitivity analysis studies
are limited to renewable generation and load variability, neglecting the interaction e ects
between cyber layer and physical layer uncertainties. The lack of a systematic framework
to quantify both individual and coupled impacts of multi-source uncertainties limits the
understanding of the impact of uncertainty in CPPS.

To address this gap, a variance-based global sensitivity analysis (GSA) framework
is developed to systematically quantify the impact of multiple uncertainty sources in cy-
ber physical power systems, including renewable generation variability and node-speci ¢
communication delays. Based on Sobol' indices, the framework evaluates both rst-order
and total-e ect sensitivity measures, enabling the decomposition of individual contri-
butions and higher-order interaction e ects among cyber and physical parameters. To
capture the dynamic nature of cyber physical coupling, a time-resolved sensitivity anal-
ysis approach is proposed, enabling sensitivity metrics to illustrate how sensitivity varies
across di erent time intervals during system operation.

3. Cyber Physical Real-Time Digital Simulation Platforms

Research Gap: EXxisting co-simulation and real-time digital simulation platforms for
CPPS are often limited by simpli ed communication modelling, restricted scalability, and
a lack of systematic performance evaluation. Many platforms adopt abstract or idealised
representations of communication networks, which fail to capture realistic network be-
haviours such as protocols, packet-level interactions, and cyber attack mechanisms. In
addition, existing synchronisation strategies are typically designed for speci ¢ applications
and lack exibility in handling di erent types of simulators with di erent time scales.
Scalability remains a signi cant challenge, particularly for large-scale systems requiring
high temporal resolution. Furthermore, there is a lack of standardised evaluation met-
rics to assess key performance aspects such as synchronisation accuracy, computational
overhead, latency, and cyber attack compatibility, making it di cult to compare di erent
co-simulation architectures and determine their suitability for cybersecurity studies.

To overcome these limitations, a set of cyber physical real-time digital simulation
platforms are designed and implemented to validate the proposed modelling and analysis
methodologies under realistic operational conditions. The platforms integrate DAE-based
power system simulation with discrete-event communication network emulation through
multiple synchronisation mechanisms and data exchange architectures.

Three representative co-simulation architectures are developed:
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" A TCP-based master-slave synchronisation platform integrating Typhoon HIL with
the EXata communication network simulator, enabling coordinated microgrid-level
cyber physical simulation.

" A TCP-based time-stepped synchronisation framework coupling OPAL-RT with
EXata, supporting scalable simulation with shorter time step and larger network
size.

" A UDP-based and shared memory based co-simulation architecture integrating OM-
NeT++ with OPAL-RT, enabling low-latency data exchange and e cient real-time
interaction.

In addition to platform development, an evaluation metric, termed the platform
assessment index (PAl), is proposed to quantitatively assess the performance of the
co-simulation platforms in terms of e ciency, cyberattacks simulation capability, and
communication capability. This index provides a systematic framework for comparing
di erent co-simulation architectures and analysing their trade-o s under varying simula-
tion con gurations.

1.5 Thesis Outline

This thesis is structured around a progressive investigation of CPPS, moving from uni ed
modelling, to uncertainty quanti cation, and nally to real-time digital co-simulation
platform validation.

In addition, di erent co-simulation platforms are used across the thesis for di erent
purposes. These platforms are not independent repetitions, but serve di erent stages of
the research. Chapter 4 uses an OPAL-RT and OMNeT++ digital co-simulation platform
with shared-memory-based time-stepped synchronisation to generate dynamic input
output data for global sensitivity analysis. Chapter 5 develops real-time cybersecurity-
oriented co-simulation platforms by integrating Typhoon HIL or OPAL-RT with EXata,
enabling realistic cyberattack emulation and platform performance assessment. The use
of these platforms across the thesis is summarised in Table 1.1.
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Table 1.1: Use of modelling and co-simulation platforms across the thesis

Chapter Platform Use in the thesis

Chapter 4 OPAL-RT OMNeT++ with Generates dynamic input output data for Sobol-
shared-memory time-stepped based global sensitivity analysis of the IEEE 33-
synchronisation bus CPPS.

Chapter 5.1 Typhoon HIL EXata  with Establishes the real-time microgrid cybersecurity
master slave synchronisation co-simulation platform.

Chapter 5.2 OPAL-RT EXata with time- Improves scalability and data exchange for larger
stepped synchronisation real-time CPPS co-simulation.

Chapter 5.3 Typhoon HIL EXata and OPAL-  Compares platform performance under FDI, DoS,
RT EXata platforms packet drop, and delay attack scenarios.

Chapter 1 introduces the research background, motivation, and objectives. It outlines
the challenges arising from the increasing digitalisation of modern power systems and
highlights the need for integrated modelling and co-simulation frameworks to analyse
cyber physical interactions.

Chapter 2 reviews the state of the art in cyber-physical power systems, including
modelling frameworks, co-simulation methodologies, uncertainty quanti cation, and real-
time digital simulation platforms. Based on this review, key research gaps are identi ed
in uni ed cyber-physical coupling representation, time-resolved sensitivity analysis, and
experimentally validated co-simulation frameworks.

Chapter 3 presents a virtual physical power ow (VPPF) framework for CPPS mod-
elling and vulnerability analysis. The proposed approach explicitly represents cyber physical
coupling and enables systematic evaluation of coordinated cyber and physical disturbances
by a vulnerability index.

Chapter 4 develops a global sensitivity analysis (GSA) framework for cyber physical
distribution networks. Sobol' rst-order and total-e ect indices are employed to quan-
tify the in uence of uncertain photovoltaic generation and node-speci c communication
delays. The results reveal the localisation characteristics and interaction mechanisms of
cyber physical uncertainties.

Chapter 5 presents the development of cyber physical real-time digital co-simulation
platforms for CPPS validation. Multiple co-simulation architectures are designed and
implemented, including master slave, time-stepped synchronisation schemes, and shared-
memory based frameworks, enabling exible and scalable integration of power system
simulation and communication network emulation. The chapter consolidates a series
of experimental studies and platform implementations, supporting hardware-in-the-loop
validation and cybersecurity-oriented analysis of cyber physical interactions.

Chapter 6 concludes the thesis by summarising the main ndings, contribution, and
outlining future research directions.



Chapter 2

Literature Review of Cyber-Physical
Power System Modelling and
Real-time Digital Simulation

The concept of Cyber Physical Systems (CPS) was rst introduced by the U.S. National
Science Foundation (NSF) in 2008. According to the de nition provided in [20],

Cyber-physical systems are physical, biological, and engineered systems whose
operations are integrated, monitored, and/or controlled by a computational
core. Components are networked at every scale. Computing is deeply embed-
ded into physical processes, possibly even into materials. The computational
core is typically an embedded system that requires real-time response and is
often distributed. The behaviour of a cyber-physical system emerges from the
tight integration of computational (logical) processes and physical dynamics.

Modern smart grids are widely recognised as a representative application of CPS [21].
In such systems, the traditional power infrastructure is tightly coupled with communi-
cation and information technologies, forming what is commonly referred to as a cyber-
physical power system (CPPS).

In CPPS, the physical layer consists of electrical components such as generators,
loads, circuit breakers, transformers, and transmission or distribution lines. The cy-
ber layer comprises communication networks, monitoring devices, control systems, data
processing units, and information transmission infrastructures. Through the interaction
between these two layers, system monitoring, control, and protection functions can be
realised in an integrated manner.

10
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2.1 Fundamentals of Cyber Physical Systems and Cyber
Physical Power Systems

The basic structure and operating principle of CPS are further introduced in this section.

A CPS can be understood as a closed-loop system that connects the physical world with
computation and communication processes [22,23]. In a typical CPS, sensors rst measure
the states of the physical process, such as temperature, speed, voltage, current, or mechan-
ical position. These measurements are transmitted through a communication network to
computational units, where monitoring, decision-making, optimisation, or control algo-
rithms are executed. The resulting control commands are then sent to actuators, which
in uence the physical process. Therefore, CPS operation is formed by the continuous
interaction among sensing, communication, computation, control, and actuation [24].

From a modelling perspective, a CPS can be described as a closed-loop hybrid system
that combines continuous physical dynamics with discrete cyber-layer computation and
communication processes [22,25,26]. A generic CPS representation can be written as

$(1) = p (Xp(); ua(t); wp(b); (2.1)
Ys(t) = h p (Xp(t)) + Vv s(1); (2.2)
Ye[K] = N pie (Ys(te); &5 k€ (2.3)
Xc[k + 1] =F ¢ (Xc[K]; YelK) ; (2.4)
Uc[K] = g (Xc[K]; YelK) ; (2.5)
Ua(t) = N cp (UKD 5Tk E) s 12t tker); (2.6)

where x,(t) denotes the continuous physical state, 4(t) is the actuation input applied to
the physical process, y(t) represents physical disturbances, Jt) is the sensor measure-
ment, and w(t) denotes measurement noise. The cyber-layer state is denoted byfky,
while y[k] and u;[K] represent the received measurement and computed control command
at the discrete cyber time step k, respectively. The operatorsN () and N¢, () repre-
sent the measurement and control communication channels, where ", and g denote
communication delay, packet-loss status, and data distortion, respectively.

A simpli ed communication operator can be expressed as

8

_2z(t )+e; =0

N (z; ;€)= (2.7)
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where z(t ) represents the delayed signal, e represents data distortion or communica-
tion error, and z,,4 denotes the most recently available value when packet loss occurs.
This formulation illustrates that CPS behaviour is determined not only by the physical
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dynamics, but also by the timing, reliability, and integrity of cyber-layer information
exchange.

Di erent from conventional computer systems, CPS are directly connected to physical
processes. Therefore, cyber-layer events can in uence physical behaviour, while physical-
layer disturbances can also aect cyber-layer operation. For example, communication
delay, packet loss, data corruption, or cyberattacks may lead to incorrect or delayed con-
trol actions. Similarly, a physical fault may a ect sensors, controllers, or communication
devices. This bidirectional interaction makes CPS fundamentally di erent from purely
cyber systems or purely physical systems [22].

Cyber physical power systems (CPPS) are a speci c type of CPS in the power and
energy domain. When the generic CPS formulation is specialised to CPPS, the physical
process is commonly represented by di erential algebraic equations, while cyber physical
coupling is introduced through delayed measurement and control signals. A compact
CPPS form can therefore be written as

$s(t) = F ps Xps(1); V (1); U ps()) ; (2.8)
0 = gps (Xps(1); V (1)) ; (2.9)
Ups() = (y pst (D)); (2.10)

where x,s denotes power-system dynamic states, V denotes algebraic network variables
such as bus voltages, and (t) represents the communication-induced delay in the cyber
physical feedback loop.

In CPPS, the physical process is the electrical power network, including generators,
converters, loads, transformers, transmission or distribution lines, and energy storage
devices. The cyber layer includes sensors, communication networks, supervisory control
systems, protection devices, and control centres. Compared with general CPS, CPPS have
stricter requirements on real-time operation, stability, reliability, and security, because
failures in the cyber layer may directly in uence voltage regulation, frequency stability,
power dispatch, and system protection [6]. The relationship between general CPS and
CPPS is illustrated in Fig. 2.1.
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Figure 2.1: Basic structure of CPS and its specialisation into CPPS.

To improve the clarity of the literature review, the main techniques reviewed in this
chapter are summarised using comparative tables. These tables provide an overview of
the principles, strengths, limitations, and relevance of di erent CPPS modelling, assess-
ment, and co-simulation approaches. Rather than duplicating the detailed methodological
gures presented in later chapters, the tables are used to support a concise comparison of
the existing techniques and to clarify the research gaps addressed in this thesis.

2.2 Cyber-Physical Power System Modelling

The smart grid represented the deep integration of power systems and communication
networks. Traditional power system modelling primarily focuses on the physical dynamics
of electrical networks, while the in uence of communication infrastructures and cyber
interactions is often neglected. However, in CPPS, disturbances or contingencies may
propagate through both the physical layer and the cyber layer. Therefore, it becomes
necessary to develop modelling frameworks that can capture the interactions between
these two domains.

To address this challenge, extensive research has been conducted on cyber-physical
power system modelling from di erent perspectives.
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2.2.1 Modelling Method Based on Network Theory
2.2.1.1 Complex Network Modelling

Complex network-based modelling represents CPPS as uni ed network structures com-
posed of nodes and edges, where both power system components and communication
elements are abstracted into a common graph representation. This approach enables the
analysis of large-scale system properties using tools from network science, particularly for
studying structural characteristics, vulnerability, and cascading failures.

In [27], an integrated cyber physical network was constructed by combining the elec-
trical power system and information and communication technology (ICT) infrastructure
into a single adjacency matrix representation. Network metrics, such as betweenness cen-
trality, were introduced to identify critical nodes and edges that play important roles in
both power transmission and information ow. Subsequent studies extended this frame-
work to vulnerability assessment and cascading failure analysis [28,29], as well as stochas-
tic modelling of failure propagation under uncertainty [30, 31].

Additional developments incorporated concepts such as small-world networks [32]
and community detection methods [33] to characterise network structure and identify
functional clusters within CPPS. These approaches provided valuable insights into system
robustness and the topological mechanisms of failure propagation.

However, by abstracting both cyber and physical components into a uni ed network
model, these methods inherently simpli ed or neglected key electrical characteristics of
power systems, such as dynamic behaviour, power ow constraints, and control mecha-
nisms. As a result, while complex network-based modelling was e ective for structural
and vulnerability analysis, it was limited in its ability to capture detailed cyber physical
interactions and system dynamics at the operational level.

2.2.1.2 Graph-Theoretic Modelling

Graph-theoretic modelling can be viewed as a special subset of complex network ap-
proaches, where CPPS are represented using node edge structures with an emphasis on
topological relationships and computational e ciency. Unlike complex network mod-
elling, which focuses on statistical network properties and metrics such as centrality and
small-world characteristics, graph-theoretic methods primarily exploit the structural rep-
resentation of nodes and edges to enable e cient analysis and algorithm implementation.

In this context, graph-based techniques have been widely applied to improve the
scalability and computational performance of power system analysis. For example, [34]
proposed a graph computing-based approach for real-time topology analysis, while [35]
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introduced graph databases and distributed graph computing platforms, such as Giraph,
GraphLab, and GraphChi, for cyber physical power system simulation.

Furthermore, graph-theoretic formulations have been integrated into power ow anal-
ysis. In [36], it was shown that iterative methods such as the Gauss method and key steps
of the Newton Raphson algorithm can be naturally mapped onto graph processing oper-
ations, signi cantly improving computational e ciency for large-scale systems.

Despite their advantages in scalability and computational e ciency, graph-theoretic
approaches remained largely focused on structural representations and algorithmic accel-
eration. As a result, they provide limited capability to capture detailed electrical dynamics
and cyber physical interactions, particularly when communication behaviours and control
mechanisms need to be explicitly modelled.

2.2.2 Modelling Method Based on Power Flow Model

Power ow-based modelling represents a fundamentally di erent approach to CPPS mod-
elling, where cyber-layer characteristics are embedded directly into the physical power
system framework. Instead of abstracting the system into a uni ed network structure,
this approach extends conventional power ow formulations to incorporate communication
processes, enabling uni ed analysis within a physically interpretable modelling method.

Building upon the well-established foundation of power ow analysis governed by
Kirchho 's laws, several studies have introduced analogies between electrical power ow
and information ow in communication networks. In [37], the communication network
was transformed into an equivalent power network representation, where cyber links were
modelled as branches with functional characteristics. This allowed information ow to be
analysed using formulations analogous to the nodal admittance matrix, thereby enabling
uni ed cyber physical co-simulation and contingency assessment.

Further developments have incorporated dynamic behaviours in both cyber and phys-
ical domains. For instance, [38] integrated dynamic routing models for communication
networks with dynamic load ow analysis, enabling the study of interactions between
packet transmission processes and power system dynamics. Such approaches provided
a more comprehensive framework for analysing coupled phenomena, including cascading
failures triggered by both electrical disturbances and communication congestion.

In addition, advanced modelling techniques have been proposed to enhance the rep-
resentation of cyber physical interactions. The work in [39] introduced a POD-based load
shedding strategy to simulate multiple failure modes, while [40] proposed a correlation
matrix-based formulation to represent interdependencies among physical, communication,
and control layers. These methods provided a systematic way to incorporate communica-
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tion e ects, such as delay, reliability, and control interactions, into power system models.

Overall, power ow-based modelling o ered a natural and physically grounded frame-
work for integrating cyber and physical domains, making it particularly suitable for uni-
ed analysis and co-simulation. However, in most existing approaches, communication
processes were incorporated in a simplied or aggregated manner, with limited repre-
sentation of protocol-level behaviour and node-speci ¢ delay characteristics. This limits
their ability to capture detailed cyber physical coupling and the impact of communication
uncertainties on system dynamics.

Table 2.1: Comparison of CPPS modelling techniques

Technique

Main principle

Advantages

Limitations

Complex network
modelling

Represents power and
cyber infrastructures as
interconnected nodes
and edges.

Suitable for analysing
topology, structural
vulnerability, centrality,

and cascading failure
paths.

Simplies electrical
dynamics, power
ow constraints, and
control mechanisms.

Graph-theoretic
modelling

Uses graph structures
and adjacency relation-
ships to represent CPPS
topology and support
computational analysis.

E cient for topology

analysis, routing rep-
resentation, and large-
scale structural studies.

Mainly focuses on
structure and com-
putational e ciency,
with limited repre-
sentation of detailed
physical dynamics.

Power- ow-based
modelling

Embeds cyber-layer ef-
fects into power ow or

extended power system
formulations.

Provides physically in-
terpretable analysis and
can link cyber contin-
gencies with voltage,
power ow, and opera-
tional impacts.

Communication
processes are often
simplied or aggre-
gated, with limited

protocol-level or
node-specic delay
modelling.

DAE-based cyber
physical modelling

Couples dynamic power
system equations with
communication-layer
variables or delay func-
tions.

Captures dynamic
system behaviour and
cyber physical coupling
more explicitly.

Requires higher com-
putational e ort and
careful co-simulation
or  synchronisation
design.

2.3 Cyber-Physical Power System Operational As-
sessment

While modelling frameworks provide a fundamental basis for representing the structural
and dynamic behaviour of CPPS, they do not by themselves quantify how the system
responds to disturbances, uncertainties, or coordinated cyber physical disruptions. As
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modern power systems become increasingly interconnected with communication networks,
the propagation of disturbances is no longer con ned to the physical domain but may
evolve across both cyber and physical layers in a coupled and non-linear manner.

Consequently, systematic assessment methodologies are required to evaluate the per-
formance and security of CPPS under a wide range of operating conditions. In particular,
the presence of cyber-induced disturbances, communication delays, and renewable genera-
tion uncertainties introduces new dimensions of complexity that cannot be fully captured
by conventional power system assessment techniques.

In this section, representative methodologies for cyber-physical systems assessment
are reviewed, with particular focus on vulnerability assessment and global sensitivity anal-
ysis. These approaches provide complementary perspectives for understanding system
weaknesses, identifying critical components, and analysing the propagation of uncertain-
ties in CPPS environment.

2.3.1 Cyber-Physical Power System Vulnerability Assessment

Before reviewing speci c assessment methods, it is necessary to clarify the meaning of
vulnerability in the context of CPPS. In general, vulnerability refers to the susceptibility

of a system, component, or function to performance degradation, instability, or failure
when it is exposed to disturbances, uncertainties, or malicious attacks. In conventional
power systems, vulnerability is mainly associated with physical components and operating
conditions, such as transmission lines, buses, generators, loads, voltage stability, frequency
stability, and cascading failures. In CPPS, however, vulnerability is extended from the
physical layer to the cyber layer [6,41].

The vulnerable components in CPPS can be broadly divided into three categories.
The rst category is the physical layer, including buses, transmission or distribution
lines, generators, converters, transformers, loads, and distributed energy resources. These
components may be vulnerable to physical faults, renewable generation variability, load
uctuations, equipment outages, and abnormal operating conditions. The second category
Is the cyber layer, including sensors, measurement units, communication links, routers,
switches, controllers, SCADA systems, and control centres. These components may be
vulnerable to communication delay, packet loss, data corruption, false data injection,
denial-of-service attacks, and other cyber contingencies. The third category is the cyber
physical coupling, where cyber-layer disturbances a ect physical power system operation
through measurement, communication, and control loops. The examples of vulnerable
components and corresponding threats are summarised in Table 2.2.

Therefore, vulnerability in CPPS does not only refer to whether a component can be
attacked, but also to how seriously the system performance is a ected after the distur-
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bance occurs. This broader understanding provides the basis for vulnerability assessment
methods that jointly consider physical impacts, cyber-layer characteristics, and cyber
physical interactions [41].

Table 2.2: Examples of vulnerable components and threats in CPPS

Layer Vulnerable components Examples of threats or distur-
bances
Physical layer Buses, lines, generators, converters, Faults, outages, renewable variabil-
loads, DERs ity, load uctuations, voltage or fre-
quency instability
Cyber layer Sensors, communication links, Communication delay, packet loss,
routers, controllers, control centres  data corruption, FDI attacks, DoS
attacks
Cyber physical coupling Measurement, communication, and Delayed feedback, incorrect con-
control loops trol commands, cascading cyber

physical impacts

Vulnerability assessment is a fundamental approach for evaluating the resilience and
security of CPPS under disturbances and cyber physical threats. Early studies primarily
focused on the impact of physical disturbances on system stability, where vulnerability was
characterised by voltage deviations and the sensitivity of system states to power variations
[42]. With the increasing integration of communication networks, recent research has
extended vulnerability assessment to account for cyber physical interactions.

Existing approaches can be broadly classi ed into index-based methods, probabilistic
attack modelling, and topology-oriented resilience enhancement techniques.

Index-based methods evaluate system vulnerability using structural or operational
metrics. For instance, [43] proposed a matrix-based framework to analyse cascading fail-
ures based on adjacency and dependency matrices, while [44] employed loss-of-load as
an indicator to identify critical components. Similarly, graph-theoretic centrality indices
were used in [45] to assess the importance of nodes and branches under contingency sce-
narios. Although these approaches were computationally e cient and interpretable, they
were typically based on static representations and lack the ability to capture dynamic
cyber physical interactions.

Probabilistic methods model vulnerability from the perspective of attack processes
and uncertainty. In [46], a Bayesian attack tree framework was developed to quantify the
possibilities and impact of cyber-attacks on substations and control centres, considering
the time required for attackers to compromise system components. Such approaches
provide valuable insights into attack pathways and probabilistic risk, but they relied on
prede ned assumptions and simpli ed system representations, limiting their applicability
to large-scale dynamic systems.

Topology-oriented approaches focus on enhancing system robustness through net-
work design. For example, [47] investigated link addition strategies in interdependent
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networks to improve system resilience, demonstrating that low-degree (LD) connection

strategies can e ectively enhance network robustness. However, these methods primarily
address structural improvements and do not explicitly consider operational dynamics or

cyber physical coupling.

More recent studies have attempted to develop integrated vulnerability metrics that
jointly consider cyber and physical domains. The Cyber-Physical Energy System Quan-
titative Security Metric (CPESQSM) proposed in [48] evaluates system security across
electrical, cyber-risk, and network topology domains, providing a more comprehensive
assessment framework. Nevertheless, such metrics were still largely based on aggregated
indicators and lack the capability to capture time-varying interactions and uncertainty
propagation in CPPS.

Overall, while existing vulnerability assessment methods provided valuable tools for
identifying critical components and analysing system resilience, they were predominantly
based on static or simpli ed representations. In particular, the dynamic coupling between
cyber and physical layers, as well as the impact of communication uncertainties such as
delay and data loss, were not explicitly modelled. This limited their ability to accurately
characterise vulnerability in modern cyber physical power systems.

2.3.2 Global Sensitivity Analysis for System Uncertainties

In addition to vulnerability assessment, uncertainty analysis has attracted increasing at-
tention in modern power systems, particularly due to the high penetration of renewable
energy sources and the increasing operational complexity. In CPPS, multiple sources
of uncertainty coexist, including stochastic renewable generation, load variability, and
communication-induced factors such as latency, packet loss, and data distortion. Among
these factors, this thesis focuses particularly on load variation, PV generation uncertainty,
and node-speci c communication delay. These uncertainties interact in a coupled and
non-linear manner, making it challenging to quantify their individual and joint impacts
on system behaviour.

Global Sensitivity Analysis (GSA) provides a systematic framework for quantifying
the in uence of uncertain input parameters on system outputs over the entire input space.
Compared with local sensitivity analysis, which evaluates system response around a nom-
inal operating point, GSA captures non-linear e ects and higher-order interactions among
multiple inputs. Among various GSA techniques, variance-based methods, such as Sobol'
indices [49 51], are widely adopted due to their ability to decompose output variance into
contributions from individual parameters as well as their interactions.

Following variance-based GSA theory [52], uncertain inputs are varied probabilisti-
cally and their contributions to output variance are quanti ed. In this thesis, the changes
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Table 2.3: Categorisation of uncertain inputs in CPPS global sensitivity analysis

Category Variables changed in GSA Physical interpretation
Load uncertainty Active/reactive load demand Represents stochastic demand varia-
or load multipliers tion in the physical distribution net-
work.
Renewable-generation Solar irradiance or PV gener- Represents renewable  variability
uncertainty ation output caused by changing weather and

irradiance conditions.
Communication-system  Node-speci ¢ communication Represents uncertain cyber-layer la-
uncertainty delay tency in measurement, communica-
tion, and control loops.
Joint cyber physical un-  Simultaneous variation of PV Represents coupled uncertainty prop-
certainty generation and communica- agation between the physical and
tion delay communication layers.

in sensitivity analysis refers to the probabilistic variation of uncertain input variables,
rather than changes to the system topology, controller structure, or co-simulation plat-
form. As the Table 2.3 shows, the uncertain inputs are categorised according to their
physical origin, including physical-layer demand uncertainty, renewable-generation un-
certainty, communication-layer uncertainty, and joint cyber physical uncertainty. This
classi cation provides a clear link between the general GSA concept reviewed in this
chapter and the implementation presented later in Chapter 4, where load demand, PV
generation, and node-speci ¢ communication delays are treated as uncertain inputs of the
Sobol-based analysis.

Recent studies have applied GSA to power systems to analyse the impact of renew-
able generation uncertainty and load variability. For instance, [12] proposed a data-driven
GSA framework for large-scale distribution systems using deep Gaussian processes, en-
abling scalable sensitivity analysis of voltage responses to uncertain power injections.
Similarly, [13] extended GSA to integrated heat electricity energy systems by developing
a GenUT-based framework capable of e ciently handling correlated and non-Gaussian
uncertainties.

More recently, advanced analytical approaches have been developed to improve the
computational e ciency of GSA in power systems. In [53], an analytical probabilistic
power ow (PPF) and GSA framework based on Gaussian mixture models (GMMs) was
proposed, enabling direct computation of statistical characteristics and sensitivity indices
without relying on large-scale Monte Carlo simulations.

In parallel, recent work has extended variance-based GSA methods to address more
complex uncertainty characteristics in power systems. In [54], a framework was developed
to incorporate correlated input variables into sensitivity analysis, enabling a more re ned
decomposition of uncertainty contributions. Such approaches improve the capability of
GSA in capturing interactions and dependencies among input variables within physical
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systems.

Despite these advances, existing GSA studies remained largely focused on uncertain-
ties within the physical layer of power systems. Communication factors were typically
neglected or simpli ed as deterministic parameters, and their interactions with physical
processes were not explicitly represented. This limitation restricted the applicability of
GSA in cyber physical environments.

In CPPS, communication networks directly in uence control actions and system dy-
namics through mechanisms such as information exchange delays, packet loss, and cy-
ber contingencies. These e ects are stochastic, time-varying, and dependent on network
topology and protocols. However, such communication uncertainties have not been sys-
tematically incorporated into existing GSA frameworks.

Therefore, extending GSA to CPPS requires a unied modelling framework that
explicitly integrates both physical and cyber uncertainties. By treating communication
factors, such as node-specic delays and data loss, as stochastic input variables, it be-
comes possible to quantify their contributions to system behaviour and to analyse their
interactions with physical uncertainties. This enables a more comprehensive understand-
ing of uncertainty propagation in cyber physical environments and forms a important
contribution of this thesis.

Table 2.4: Comparison of CPPS assessment techniques

Technique Assessment focus Advantages Limitations

Index-based vul- Evaluates critical com- Simple, interpretable, Often static and may
nerability assess- ponents using indica- and suitable for ranking not  fully capture
ment tors such as voltage vulnerable nodes or stochastic uncertainty

deviation, latency, be-
tweenness,
load.

or loss of

components.

propagation or time-
varying interactions.

Probabilistic risk
or attack mod-
elling

Represents uncertainty,
attack likelihood, or
failure propagation us-
ing probabilistic mod-
els.

Can capture uncertain
operating conditions
and attack scenarios.

Often depends on pre-
de ned assumptions
and may be dicult

to scale to detailed
dynamic CPPS models.

Local sensitivity Evaluates output Computationally ef- Limited for nonlinear
analysis changes around a nomi- cient and easy to systems and does not
nal operating point. implement. capture global uncer-

tainty interactions.
Global sensitiv- Quanties the contri- Captures nonlinear Requires a large number
ity analysis bution of uncertain in- eects and interaction of model evaluations,

puts to output variabil-
ity over the entire input
space.

contributions ~ among
multiple uncertainties.

especially when Monte
Carlo-based Sobol' in-
dices are used.
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2.4 Cyber-Physical Co-Simulation Frameworks and
Real-Time Digital Simulation Platforms

2.4.1 Co-Simulation Frameworks

Co-simulation has become a fundamental approach for analysing CPPS by enabling the
integration of di erent simulators for power and communication networks. Comprehen-
sive surveys, such as [55], have highlighted key challenges including time synchronisa-
tion, interoperability, and data exchange between continuous-time power system models
and discrete-event communication processes. While these studies provide a systematic
overview of existing architectures, most frameworks rely on simpli ed representations of
communication dynamics, limiting their ability to capture detailed cyber physical inter-
actions.

To improve modelling delity, recent research has explored hybrid co-simulation
approaches that combine di erent simulation methods. For example, EMT phasor co-
simulation has been widely adopted for analysing distribution networks with high pen-
etration of inverter-based resources (IBRs). The work in [56] addressed interface incon-
sistency issues in unbalanced systems by introducing an improved initialisation strategy,
ensuring accurate boundary conditions between EMT and phasor simulators. Such ap-
proaches enhanced numerical accuracy and computational e ciency, but primarily fo-
cussed on physical layer interactions and did not explicitly incorporate communication
network dynamics.

Beyond hybrid physical-domain coupling, several studies have developed integrated
cyber physical co-simulation frameworks to enable interaction between power systems
and communication networks. The framework proposed in [57] introduced a uni ed inter-
face (CPPI) to coordinate heterogeneous simulators and support real-time data exchange
across domains. Similarly, [58] developed a co-simulation framework for real-time reac-
tive power control by integrating physical system simulation with cyber-layer optimisation
and SCADA-based coordination. These frameworks demonstrated the feasibility of cross-
domain integration; however, communication processes were typically abstracted, with
limited modelling of protocol-level behaviour and network-induced delays.

Another important research direction focused on synchronisation strategies, which
were critical for ensuring consistency and e ciency in co-simulation. The CoordTS
method proposed in [59] improved upon conventional global event-driven approaches
by introducing a hierarchical coordination mechanism, signi cantly reducing communi-
cation overhead between simulators. Despite these improvements, such strategies were
often based on centralised coordination structures and still assumed simpli ed commu-
nication models, which restricted their applicability in large-scale and highly dynamic
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cyber physical systems.

In summary, existing co-simulation frameworks have made signi cant progress in
integrating heterogeneous simulators and improving computational e ciency. However,
several limitations remained. Most approaches treated communication networks in an ab-
stract manner, without capturing node-speci ¢ and time-varying characteristics. In addi-
tion, the coupling between cyber and physical layers was often simpli ed, lacking explicit
representation of how communication delays and network dynamics in uence power sys-
tem states. Furthermore, synchronisation mechanisms were typically designed for speci c
frameworks and may not scale e ciently for large and complex systems. These challenges
highlighted the need for a uni ed co-simulation framework that explicitly models detailed
cyber physical coupling and communication dynamics, which is a key focus of this thesis.

2.4.2 Real-Time Digital Simulation Platforms

Building upon co-simulation frameworks, real-time digital simulation platforms extend
these methodologies by incorporating hardware-in-the-loop (HIL) and experimental val-
idation capabilities. These platforms enable high- delity, closed-loop analysis of CPPS
under realistic operating conditions, supporting the evaluation of system dynamics, con-
trol strategies, and cyber physical interactions.

Some developments primarily focused on federated co-simulation architectures that
combine multiple power system and communication network simulators. For instance, [60]
integrated RTDS and OPAL-RT to represent transmission and distribution systems, while
employing tools such as CORE, NS-3, and Mininet to emulate communication networks.
Similarly, [61] utilised an OPAL-RT and SCALABLE-based platform to perform real-
time HIL cybersecurity analysis, demonstrating the capability of closed-loop simulation
to capture cascading e ects induced by cyber incidents. These studies highlighted the
feasibility of integrating di erent types of simulators, but mainly focus on system-level
validation with limited modelling of detailed cyber physical interactions.

Subsequent research has incorporated HIL-based platforms to enhance realism and
enable direct interaction with physical devices. The framework in [62] integrated RT-
LAB and OPNET with real control devices to analyse cyber-attacks such as DDoS and
MITM, demonstrating how communication disturbances propagate to the physical layer.

In [63], a hybrid simulation environment combining real-time simulators, industrial pro-
tection relays, and communication networks was developed for resilience assessment under
cyber physical threats. These platforms signi cantly improve experimental delity; how-
ever, they are typically designed for specic application scenarios, such as protection
validation or cybersecurity testing, and often adopt simpli ed communication models.

More recent work has explored tightly coupled multi-simulator con gurations for
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speci ¢ dynamic studies. For example, [64] integrated OPAL-RT and Typhoon HIL in

a closed-loop HIL framework for frequency response analysis, incorporating both ana-
logue signals and synchrophasor-based communication. Moreover, in work [65], RTDS
and OPAL-RT were connected to EXata for evaluating large-scale power grid. While
such approaches demonstrate high- delity interaction between heterogeneous simulators,
they remained constrained to particular use cases and lacked systematic evaluation of
scalability and computational e ciency.

Overall, despite signi cant progress, existing real-time digital simulation platforms
exhibited several common limitations. Most platforms were designed for specic ex-
perimental scenarios and lacked generalised and modular architectures for scalable de-
ployment. Communication networks were often simpli ed in practical implementations,
with limited support for detailed protocol behaviour and realistic network emulation.

In addition, explicit synchronisation strategies and quantitative evaluation of simulation

e ciency were rarely addressed. These limitations highlighted the need for a unied
cyber physical real-time simulation framework that incorporates detailed communica-
tion modelling, robust synchronisation mechanisms, and scalable performance evaluation,
which is a central focus of this thesis.

Table 2.5: Comparison of CPPS co-simulation and real-time digital simulation techniques

Technigque Main principle Advantages Limitations

O ine co-simulation Couples power and Flexible and suitable Limited ability to
communication simu- for algorithm testing represent real-time
lators without strict and large-scale scenario hardware con-
real-time constraints. studies. straints and timing

behaviour.

Hardware-in-the- Integrates real-time Provides high exper- Requires spe-

loop real-time simulators with physi- imental realism and cialised hardware

simulation cal controllers, devices, supports validation and careful syn-
or communication under realistic timing chronisation  de-
hardware. constraints. sign.

Cyber physical real- Integrates real-time Enables realistic study Platform per-

time co-simulation power simulation with of cyberattacks, com- formance, data
communication network munication delays, exchange latency,
emulation. packet loss, and their scalability, and

impacts on power sys-
tem operation.

synchronisation
accuracy must be
explicitly  evalu-
ated.
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2.5 Research Gaps Identi ed

The comparative summaries in Tables 2.1 ,2.4 and 2.5 show that existing techniques pro-
vide useful foundations for CPPS modelling, assessment, and simulation, but they also
reveal common limitations in detailed cyber physical coupling representation, system-
atic uncertainty quanti cation, and experimentally validated real-time implementation.
Based on the above review, several key research gaps in the modelling, assessment, and
simulation of CPPS can be identi ed.

First of all, in terms of modelling, existing approaches lack a uni ed framework that
can simultaneously capture both physical power system dynamics and communication
network behaviours. Network-based methods abstract the system into graph structures,
which overlook key electrical characteristics and operational constraints. Graph-theoretic
approaches focus primarily on computational e ciency and topology, while power ow-
based models incorporate cyber e ects in a simpli ed manner. As a result, detailed cy-
ber physical coupling, particularly node-speci ¢c and time-varying communication delays,
is not adequately represented in current modelling frameworks.

Moreover, from an assessment perspective, most existing methodologies focus on ei-
ther structural vulnerability or physical-layer uncertainty. Vulnerability assessment meth-
ods are typically based on static indices or simpli ed system representations, while global
sensitivity analysis (GSA) studies predominantly consider uncertainties in renewable gen-
eration and load. Communication-induced uncertainties, such as delays, packet loss, and
cyber disturbances, are rarely modelled as stochastic variables, and their interactions with
physical processes are not systematically quanti ed.

In addition, in co-simulation frameworks, although signi cant progress has been made
in integrating heterogeneous simulators, existing approaches often rely on simpli ed com-
munication models and centralised synchronisation strategies. The representation of com-
munication protocols, network-induced delays, and dynamic cyber physical interactions
remains limited. In addition, scalability and e ciency challenges persist, particularly in
large-scale and high-resolution simulations.

Last but not least, real-time digital simulation platforms are typically designed for
speci ¢ applications, such as cybersecurity analysis or protection validation, and lack gen-
eralised and modular architectures. Communication network emulation is often simpli-
ed, and explicit evaluation of synchronisation performance and computational e ciency
Is rarely conducted. Furthermore, there is a lack of standardised evaluation metrics to
guantitatively compare di erent co-simulation platforms, making it di cult to assess their
relative performance and suitability for di erent application scenarios. This limits their
capability to support comprehensive and scalable cyber physical system analysis.

These limitations highlight the need for a uni ed cyber physical modelling and sim-
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ulation framework that explicitly incorporates communication dynamics, enables system-
atic uncertainty quanti cation, and supports scalable real-time validation. Addressing
these challenges forms the central focus of this thesis.
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Chapter Overview

Traditional power systems have evolved into cyber-physical power systems (CPPS) with
the integration of information and communication technologies. CPPS can be considered
as a typical hierarchical control system that can be divided into two parts: the power
grid and the communication network. CPPS will face new vulnerabilities which can
have network contingencies and cascading consequences. To address this challenge, this
chapter proposes a virtual-physical power ow method for the vulnerability assessment of
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CPPS. The proposed method contains dual power ows, one is to simulate a virtual power
ow from decision-making units, and the other is to simulate a physical power ow. In
addition, this chapter proposes a novel hierarchical control model including four layers of
CPPS: the physical layer, the secondary device layer, the regional control layer, and the
national control layer. The model is based on IEEE test cases using data and structures
provided by MATLAB and MATPOWER. Denial-of-service and false data injection are
simulated as two major cyber-attacks in CPPS. A novel vulnerability index is proposed
that consists of system voltage, network latency, and node betweenness as three key
indicators. It is a comprehensive and adaptive index because it encompasses both cyber
and physical system characteristics and can apply several types of cyber-attacks. The
results of the vulnerability assessment are compared based on the national and regional
control of CPPS to evaluate the vulnerability of nodes.

It should be noted that the IEEE 39-bus and IEEE 118-bus systems used in this
chapter are transmission-level benchmark systems. They are selected because this chapter
focuses on system-level CPPS vulnerability assessment, hierarchical control structures,
and wide-area cyber physical interactions, while distribution-network and microgrid-level
studies are addressed in Chapters 4 and 5, respectively.

3.1 Background and Motivation

Renewable energy sources (RES) such as solar power, wind power, and hydropower have
become increasingly important in recent years due to global warming mitigation and the
shortage of fossil fuels. Many countries have already begun to reform their traditional
energy structures. For example, China added almost 117 GW of renewable power in 2020.
Wind power accounted for an important portion of total electricity generation in many
countries by 2020, including Denmark (over 58%), Uruguay (40.4%), Ireland (38%) and
the United Kingdom (35.5%) [66]. Europe installed 17 GW of new wind energy capacity
in 2021. The European Union 27 possessed 11 GW of new wind farms [67]. This will
continue to increase the share of wind power in total electricity generation. RES in the
power system requires a large number of sensors and actuators to monitor and control
the modern power system as a smart grid. In addition, with rapid economic development
and improved living conditions, electricity consumption will grow rapidly and there will

be a higher demand for a stable power supply.

Therefore, a more secure information and communication system is needed to guar-
antee the communication security of the new power system. The inclusion of modern
information and communication system and intelligent decision-making units can be seen
as an example of a cyber-physical system (CPS). The concept of CPS was rst introduced
by the American National Science Foundation (NSF) in 2008 [20]. Based on their de -
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nition, CPS consists of physical, biological, and manufactured systems whose operations
are synthetic, monitored, and controlled by a computational system. The di erent parts

of the physical system are connected through a network system. The CPS consists of
a computational control system, a communication network, and a physical environment,
forming a complex system involving real-time sensing, dynamic control and information
decision-making [68]. The CPPS is an extension of the CPS in the eld of power systems.
In order to ensure the secure and economic operation of the power system, advanced in-
formation communication and computing technologies are increasingly deployed to realize
the collection, transmission and processing of massive data with the deep integration of
information systems with the electric power system. CPPS, also known as smart grid ,
Is the future direction of power system development when there is more RES integrated
to the power grid [16].

CPPS, compared with the traditional power system, will inevitably generate many
new vulnerabilities across the cyber layer, making it possible to invade and attack the
power infrastructure from the cyber perspective such as the Internet and digital devices.
For example, on December 23rd, 2015, hackers attacked Ukraine's power grid. This attack
resulted in the breakdown of control systems that were used to coordinate remote electrical
substations [69]. In 2019, a series of severe blackouts happened in Venezuela; the country
did not have any stable power supply for at least 10 days during the month of March [70].

In CPPS, a large number of intelligent sensing, measurement, and control devices
generate a signi cant amount of data. In addition, the collection scope of information
and communication networks is expanding [71]. Problems such as data delay, packet loss,
blocking, and tampering attacks that may occur in the information and communication
network will a ect the power control centre's monitoring and decision-making on the
current state of the power network. As a result, the integrated CPPS will enlarge the
spread of the system cascading segment making it more di cult for the control centre to
prevent and restore cascading failures. In September 2003, a blackout occurred in Italy
which was caused by the disconnection of one power station from the power grid, which
then resulted in the failure of several communication nodes. Eventually, the control centre
could not monitor the power grid properly, leading to the decoupling of a larger number
of power nodes [72].

To sum up, the new cyber-physical contingencies including cyber-attacks as well as
cascading failures will be introduced due to the integration of the cyber and physical
networks of the power grid. System vulnerability assessments are urgently required to
study the modelling technology of CPPS in order to enhance the ability to analyse the
propagation mechanism and the impacts of cyber-attacks.
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3.2 Literature Review

CPPS modelling approaches are surveyed into two categories: complex network theories,
cyber and power ow calculation.

3.2.1 Complex Network Theories

The fundamental concept of complex network theory is to simplify natural complex sys-
tems by representing them as networks composed of nodes and edges. It is mainly used
to study the in uence of topology on the system with applications for CPPS network

topology.

In a study conducted in 2013 [72], the connectivity of CPPS structures was rep-
resented using an adjacency matrix. Moreover, it provided a concept of Betweenness
Centrality (BC). BC is a measure used in network analysis to quantify the importance of
a node within a communication network. It is based on the number of shortest paths that
pass through a particular node, indicating the extent to which that node serves as a bridge
or connector between other nodes within the network. Another paper [73] incorporated
betweenness centrality as a factor for vulnerability assessment. A higher betweenness
centrality value for a node indicates that it has a more signi cant role in facilitating com-
munication or the ow of information within the network. However, a notable limitation
of this article is the omission of the latency metric, which plays a crucial role in data trans-
mission within communication systems. Considering di erent loading conditions, another
study [74] introduced the Vulnerability-weighted Node Degree (VWND) index. It indi-
cated the importance of a node is related to its incident edges' vulnerabilities. However,
the model used in the study did not take into account RES.

Two stochastic models based on complex network theory were presented in papers [71]
and [75]. The former presented normal distribution probability density function curves
for power ow in dierent lines, while the latter proposed random cyber-attacks under
centralized and decentralized multi-agent control modes. Small-worldness was rst de ned
by Watt and Strogatz [76]. It was a network topology property characterized by short
average path lengths between nodes and high clustering coe cients. In paper [77], a
dynamic small-worldness index was proposed to assess the robustness of the CPPS. It
was used to evaluate the robustness of a realistic 1326-bus transmission network. Because
the distributed structure of small-world networks makes it di cult for an attacker to
destroy the entire system by targeting a single node or connection, it can improve the
system's resilience and adaptability.
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3.2.2 Cyber and Power Flow Calculation

Power ow calculation is a standard method for steady-state analysis of power systems.
It calculates the steady-state operating state of a complex power system under normal
and fault conditions [78]. The purpose of the calculation is to nd out the overload and
overvoltage components, optimise the power distribution and minimise power losses. The
power ow calculation can adequately represent the change in the steady-state charac-
teristics of the power system according to the topology, generation, and load variations,
which is essentially based on Kirchho 's voltage and current laws [79]. Some structures
in the communication system are similar to those in the power system, for example, there
is a directed current in the power system, and it consists of nodes and cables, while there
is a directed information ow in the communication system, and it consists of nodes and
links. By simplifying the features of the communication system, the information system
can be simulated with the power system using the traditional power ow calculation. The
obtained results can be used to analyse the node congestion and the ow of data streams.
This approach which is called Cyber and Power Flow Calculation is applicable to CPPS
with relatively simple cyber network structures.

In the paper [80], the CPPS network topology was presented in terms of a sparse
matrix. The information ow in the communication system can be treated as the same
pattern as the power ow in the power system. Conversion between the two ows is
available via data process branch. As a result, two systems can conduct co-simulation
in one environment with cyber-contingency assessments. Paper [37] developed a model
using a dynamic routing algorithm [38] to describe the information packet transmission in
the cyber network as well as to apply the dynamic load ow model to describe the power
grid. Paper [81] provided a mode based on an optimized load-shedding policy to simulate
the power-loss failures, out-of-control failures, and data-blocking (POD) failures in the
process of cascade events. The research of [39] provided a concept of "Cyber Ground.
The concept means that all the redundant nodes in the network layer are integrated
into a cyber ground node through a data-pool branch. The advantage of this is that by
integrating the redundant nodes, the computational pressure on the system is reduced
and the computational e ciency is improved.

3.2.3 Contribution

To summarise, the contributions of the paper are listed as follows:

1. A virtual-physical power ow model is created based on graph theory. The model
has four layers, physical layer, secondary device layer, regional control centre layer and
national control centre layer.
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2. A constrained false data injection (FDI) attack model and a denial of service
(DoS) attack model are used in the CPPS system to test the vulnerability of the CPPS.

3. A novel vulnerability index including system voltage variation, network latency,
and node betweenness is proposed in the paper. This is a more comprehensive assessment
index, as it contains parameters for evaluating physical network and cyber network, before
and after the CPPS is attacked, and includes parameters for the whole system as well as
the single nodes.

The remainder of this paper is organised as follows: Section 3.3 introduces the cy-
ber contingencies modelling, the virtual-physical power ow method as well as the novel
vulnerability index. Section 3.4 includes the IEEE models for the case study. Section 3.5
provides the results of the simulation and vulnerability index, while Section 3.6 concludes
the paper.

3.3 Cyber Contingency Modelling

In this section, a preliminary introduction of the two types of cyber-attacks implemented
in this study is provided, followed by the introduction of the virtual-physical power ow
method employed for simulation. This culminates with the presentation of a novel vul-
nerability index.

3.3.1 Cyber Contingencies Classi cation

To test the vulnerability in the CPPS, some contingencies should be made. Cyber-attacks
can be categorized into four types [39].

1) Data Error:

Data error represents false data injection into the system, which is simulated as
arti cial value addition or reduction of the original data.

Xne =X N+ X N (3.2)
Where
Xn: By orLyin (1)
X . error data in node N

2) Data delay:

Data delay represents a latency which adds a time constant to the original transmis-
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sion time as follows:
Dne =Dn+ D (3.2)

Where
D, :delayed latency at node N
D n:delayed transmission time
3) Data Termination Loss:

Data termination means the data package is terminated or lost as follows:
Packy. =f.0 (3.3)

where
P acky. :terminated data at node N
;;empty set

4) Data malposition:
PaCK\]E =fB N+n ;LN+n ;DN+n g (34)

where
P acky. :error data at node N
n: an integer representing another bus

In these four contingencies, the rst three occur most often, and since data termina-
tion loss can be seen as a case of in nite data delay, the rst and third cases are chosen
for simulation in this paper.

3.3.1.1 Constrained False Data Injection Modelling
Data errors can be caused by human or environmental factors. It can be called a false
data injection attack when the contingency is human-caused [37].

In a standard AC power system, the active power ow under non-linear expression
is de ned by
Pi=Vg ViVigjcos j ViVibjsin (3.5)

and reactive power ow by

Qi =V b +ViVigjcos j ViVibjsin (3.6)
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I = 1;2;::;; N which stands for the node name and j 2 i. Voltage V and phase angle

are the system states, while active power P and reactive power Q are the parameters
measured by the digital sensors in each physical node [82]. In the paper [83], Gu et al
attack the system by adjusting the state variables. Notably, when the manipulated state
variable is close to 90% of its original size, their proposed method identi ed most of the
attack instances without any undetected cases. However, if the adjusted state variable
is close to 95% of its original value, more instances escape detection. This observation
is because 95% of the manipulations were closer to the original value than 90% of the
manipulations, thus resulting in a smaller impact on the observed metrics. Therefore, in
this study, the constrained False Data Injection (FDI) model also keep the adjustment
in the range of 5% to 10%. Certain nodes exhibit greater underlying active and reactive
power and therefore they exhibit greater magnitudes that can be manipulated and vice
versa. This paper aims to further investigate these intricacies.

Should the injected data exceed a given threshold, the execution of the Optimal
Power Flow (OPF) within the control centre may become unfeasible. The System Opera-
tor (SO), leveraging sophisticated algorithms, is promptly alerted of any abnormalities or
contingencies within the system. Meanwhile, cyber attackers, exploiting advanced strate-
gies, could design their attacks such that they disrupt the system to a certain extent
whilst evading immediate detection by the SO [84]. This paper revises the threshold in
consideration to the equality and inequality constraints of power systems of the power
system. If the erroneous data doesn't breach these thermal constraints, implying the con-
trol centre's ability to perform an OPF calculation, then the situation is classi ed as a
constrained FDI attack. These observations are essential for power system state estima-
tion and understanding the nature of stealth attacks. This manuscript aims to investigate
these facets.

A criticality-based perturbation model is used as the FDI attack model in this paper
according to the paper [85]. The main tampered data’s= [P; Q] of the proposed FDI
model need to satisfy physical equality and inequality constraints of power systems as
following:

min  ks{ s ky (3.7)
S.t. fFDI (S?) =f IQDI (38)
fgs(st) =0 (3.9)
fhs(s) =0 (3.10)

where f@,, represents the output manipulated by the attacker; §s() includes AC power
ow equations (3.5), (3.6). Moreover, fs() consists of physical capacity limits, such
as line thermal limits (3.11), (3.13), generation active power ow limits (3.13) and bus
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voltage limits (3.14).

" opy p (3.11)
4" ay a9 (3.12)
pem™ py op P (3.13)
vy oy max (3.14)

In such an attack, when the data of FDI meets the above requirements, the attacker can
utilize the data typically tolerated by OPF calculation so that he can further increase
the impact of false data injection attacks without being detected [86]. In the power
grid, the load capacity in every node has its limitations. P, Q limitation of node N is
[Xminn 3 Xmaxn |3 X = P; Q which is calculated based on equation (3.7).

The constrained false data R, Qs are in Gaussain distribution [87] as follows:

Pin:;Qmn NG 2 (3.15)

XminN +X maxN

= 3.16
5 (3.16)

X minN X maxN
3.17
5 (3.17)

3.3.1.2 Denial of Service Modelling

DoS attacks refers to an attacker interrupting the normal operation of the power grid by
interfering with communication channels, attacking network protocols, etc. Such attacks
can cause communication link failures and message delays, resulting in the failure to
transfer information between sensors, actuators, and control systems in a timely manner.
In severe cases it can bring down the entire system [88, 89].

There are three types of DoS attack: random DoS [90], Periodic DoS and Non-
periodic DoS. In this paper, only Non-periodic DoS is under consideration.

DoS attack in node N in time k is presented in (3.18).
Packy =;;wheret = k: (3.18)

The detailed description of P acl is presented in (3.18). When facing a DoS attack, the
control centre cannot obtain the data of all nodes at the same time. To deal with the DoS
attack, the control centre keeps the system in operation through resilience control [91,92].
the system operator can use the most recent transmitted data for power ow calculation
for the data of nodes that have been attacked by DoS. The mechanism of resilience control
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Is presented in the following equation: when a node is in DoS in time k, the data collected
by the control centre is represented by

8

< . H .
PF = Datay (t); whennode N |§ n-ormal, (3.19)
- Datay (t k); whennodeN isinDoS;

In this paper, the simulation of a DoS attack is performed in a dynamic system, demands
in the CPPS are set to satisfy the uniform distribution.

Pn;Qn  N(0:95;1:05); (3.20)

where in equation (3.21), R,Qn are in form of per unit.

3.3.2 Virtual-Physical Power Flow Method

This paper proposes a Virtual-Physical Power Flow method (VPPF) to simulate how
CPPS operates in an ideal situation. The mechanism of the model uses MATPOWER 7.1
Toolbox in MATLAB to calculate power ow in two stages in one loop of simulation. As
shown in Figure 3.1 of the VPPF method procedure, during the rst stage, the secondary
devices generate digital signals which carry the physical parameters, such as the voltage
and the active and reactive power of nodes in the power grid. Then, the physical system's
information is transformed into information packages in the secondary device layer. The
structure of the information package is shown below:

Packy =fP n; Qn; Wn; Rna; Xnas Xnz; i Dng; (3.21)
where

N : Node Name
Packy : Information packageinnode N

Pn : Active power of node N

Qn : Reactive power of node N

vy . Voltage of bus N

Rn : Resistance of aline connectedto node N
Xn : Reactance of aline connected to node N
Dy : LatencyinnodeN

After the secondary device layer of each bus changes the physical status into information
packages, the data is sent to each regional control centre. After that, every regional
control centre collects all information in its area and sends it to the top layer of CPPS,
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which is the control centre. The control centre then uses this information to perform an
OPF.

The OPF operated in the national control centre is so-called "Virtual Power Flow'
The outcome of the OPF contains information orders to dispatch the generators. The
orders are then sent from the top control centre to the regional control centres. Eventually,
the orders are sent to the buses, where generators are deployed to change the power
outputs, including active and reactive power. During the second stage of VPPF, the
power grids run another power ow (Physical Power Flow) using the new generation
data. If the power ow in the physical layer is not the same as that in the control centre,
it proves that there is contingency during the transmission period. This di erence will be
re ected in the active and reactive power in the lines or the voltage at the nodes.

In this paper, system voltage variation is chosen as one of the criteria to quantify
the impact of a contingency on the CPPS. The procedure of the whole VPPF method is
represented in the ow chart, as shown in Figure 3.1.
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Figure 3.1: VPPF Method Procedure

Figure 3.2: Cyber-Physical Power System Structure

Figure 3.2 shows the basic hierarchical structure of the CPPS considered in this
chapter. The two control layers are introduced to represent two levels of decision-making
in the proposed VPPF framework, rather than duplicated communication networks. The
lower control level is the regional control centre, where eld measurements collected from
the physical layer through secondary devices are processed within each local zone. The
upper control level is the national control centre, where information from di erent regional
control centres is further aggregated and processed for centralised generation dispatch.

This hierarchical structure is used to distinguish two operating modes in the pro-
posed vulnerability assessment. In the regional control mode, the information detected
in the physical layer is collected and processed within the corresponding regional control
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centre, and the control or dispatch decision is sent back to the physical nodes through the
regional communication path. In the national control mode, the information is rst col-
lected by regional control centres and then transmitted to the national control centre for
centralised processing. The resulting dispatch instructions are then sent back through the
same hierarchical communication path. Therefore, the two communication/control layers
allow the di erence between regional and national dispatch to be represented explicitly,
especially in terms of information-routing distance, accumulated communication latency,
and cyber physical vulnerability.

3.3.3 De ning Vulnerability Index

There are several indexes for evaluating vulnerability in CPPS, considering the loss of
load and robustness [93 95]. In this paper, the vulnerability index is di erent. The ma-
jority of grid models employed in the current indices do not incorporate RES, which is an
oversight given the vigorous development and implementation of RES in the contempo-
rary energy landscape. Moreover, these existing indices don't have latency metric which
would signi cantly enrich their evaluative capabilities. In this manuscript, both these
factors are concurrently considered. The communication network is segmented, and two
operational modes of generation dispatch are integrated into the index, rendering it more
comprehensive and pertinent to the present-day grid systems. The advantage of this ap-
proach is the scalability of the index, allowing for the future integration of new models of
cyber-attack, thus enhancing its predictive and preventative capacity for potential threats
In power system operation.

In order to assess and give an outcome for the vulnerability of the CPPS due to a
cyber contingency, a vulnerability index is developed, which is calculated as follows:

IN)=[L rR(N)+L n(N)] V(N) C  &(N): (3.22)

In equation 3.22, Lr(N) is the re-routed network latency with DoS of node N. Ly (N)

is the normal network latency without DoS of the node N. g(N) represents the be-
tweenness of the node N, that is, the number of shortest paths that include the node
N. Betweenness is di erent when the system topology is di erent. In this paper, cyber
network betweenness and physical network betweenness are considered. v(N) represents
the system voltage variation of node N when a contingency has occurred in node N.

Calculation of v(N) is as follows:

V(N) = Ve vV n () (3.23)

i=1

where \t represents fault voltage, and V represents normal voltage. In this paper, the
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occurrence of ¥ is caused by two factors. One is an FDI attack that happens in node
N. The other is a DoS attack that happens in node N. The mechanism of two types
of attack is explained in Section 3.3.1. For each test case of data error for one node, by
summing the voltage results on every bus, the total system voltage variation for the data
error of the node can be obtained.

Calculation of betweenness £(N) is as follows:

st(N)

s6=N6=t St

Cs(N) = ; (3.24)

where G (N) represents the value of the betweenness of node Ng(N) denotes the
number of shortest paths from node s to node t via node N.g denotes the number of
all shortest paths between node s and node t.

3.4 Case Study

In this section, the power system is initially presented, followed by an introduction of the
communication system, culminating with an articulation of the integration methodology
employed between the two systems.

3.4.1 Power System Model

The IEEE 39-bus test system, also known as the 10-machine New England power system,
and the IEEE 118-bus test system, which represents a simpli ed transmission network
approximation of the American electric power system, are selected as the physical power
network models in this chapter. It should be noted that both test systems are trans-
mission benchmark systems rather than distribution networks or microgrids. They are
adopted in this chapter because the proposed VPPF method focuses on system-level CPPS
contingency and vulnerability assessment. In particular, the hierarchical communication
structure, regional and national control modes, wide-area information routing, network
latency, and cyber physical node betweenness considered in this chapter are more nat-
urally represented using transmission-level systems with multiple buses, generators, and
inter-area connections.

The use of transmission-level benchmark systems in this chapter is therefore intended
to validate the proposed VPPF method and vulnerability index under a system-level
CPPS structure. The detailed data of the IEEE 39-bus and IEEE 118-bus systems are
obtained from the MATPOWER 7.1 toolbox in MATLAB. To enable regional control
mode and information ow across di erent zones, the IEEE 39-bus system is divided into
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6 zones, while the IEEE 118-bus system is divided into 12 zones.

In order to simulate the RES penetration and their impacts on the cyber-physical
power systems, within the IEEE-39 test case, each zone is integrated with certain number
of 2 MW wind turbines. The total wind generation capacity is 3000 MW. A number of
1500 wind turbines are integrated to 17 nodes. Each wind turbine's power output follows
a Weibull distribution [96], characterised by a scale parameter of 11.1 and a shape param-
eter of 2.2, simulating the hourly power output across a 24-hour cycle. By modulating
the quantity of wind turbines, wind power generation is manipulated to comprise approx-
imately 50% of the overall system's power generation. For the IEEE-118 test case, the
number of wind power turbines is 2500. A total of 5000 MW wind generation capacity,
ensuring a comparable contribution of wind power, approximately 50% to the total power
generation within the system.

3.4.2 Communication System Model

The communication systems associated with the IEEE-39 test case and IEEE-118 test
case have four layers. The bottom layer, called the secondary device layer, has sensors
to detect data from the power network and transform it from physical value to digital
signal. Accordingly, each node within the power system is out tted with a secondary side
device. Nonetheless, the con guration of the communication network is built by using
star-structure with each node directly connected to the regional control centre of the
respective zone. The line parameter in the information network is de ned as latency.
Given that each device within the zone varies in its distance from the regional control
centre, the calculation of latency utilises the power system topology as a reference, and
Dijkstra's algorithm is used to determine the shortest communication path. Dijkstra's
algorithm is employed to identify the shortest path between nodes, and the calculation
de nes the latency for each secondary device to its directly connected regional control
centre. This method can also be utilised to calculate the latency from the regional control
centres to the national control centre.

In this chapter, a representative link latency of 100 ms and a representative node
latency of 200 ms are adopted for the communication network. They are used as aggre-
gated modelling parameters to represent link transmission delay and node-level processing,
forwarding, queuing, and routing delay in a hierarchical CPPS communication network.
This assumption is consistent with the fact that communication delay requirements in
smart-grid applications vary signi cantly with the application type. For example, wide-
area protection and control applications may require response times from below 0.1 s to
minutes, while distribution automation applications may tolerate delays of several sec-
onds [97].
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All 39 buses in the power system are divided into six zones, while in the IEEE-118
test case, there are 12 zones. Each zone has its regional control centre, which should
be powered by the power network. Therefore, they are located in certain nodes in the
power grid. For each zone, the location of regional control centres is determined where
the average transit time from other buses in the zone is minimal. As a result, Dijkstra's
algorithm is utilised to locate the node with the shortest average transit time to other
nodes within the zone, utilising the power system topology as a reference.

Figure 3.3: IEEE-39 Test Case of CPPS with Communication Networks

The zones and the regional control centres' locations of the IEEE-39 test case are
shown with green colour in Figure 3.3. The nodes with wind power turbines are shown in
the gure as well. An example of latency calculation is presented with orange line, which
represents the latency from node 16 to regional control centre node 22. The latency from
the regional control centre to the national control centre in IEEE-39 test case is shown
in Table 3.1. For the IEEE-39 test case, Bus 16 is selected as the physical reference
bus and electrical supply point associated with the cyber-layer national control centre.
The national control centre itself is modelled as a communication node, rather than as a
physical power-system bus.
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Table 3.1: Regional Control Centres Location for IEEE-39 system

Zone Name Regional Control Centre Latency to National Control Centre
1 Node 39 1800 ms
2 Node 25 1200 ms
3 Node 29 1200 ms
4 Node 11 1500 ms
5 Node 20 600 ms
6 Node 22 600 ms

The locations of regional control centres in IEEE-118 test case with wind turbines
number in each zone is shown in Figure 3.4. Table 3.2 shows the latency from regional
control centres to national control centre. For the IEEE-118 test case, Bus 69 is selected
as the physical reference bus and electrical supply point associated with the cyber-layer
national control centre.

Figure 3.4: IEEE-118 Test Case of CPPS with Communication Network Zones in National
Control Mode
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Table 3.2: Regional Control Centres Location for IEEE-118 system

Zone Name Regional Control Centre Latency to National Control Centre
1 Node 12 2100 ms
2 Node 31 1500 ms
3 Node 15 1800 ms
4 Node 21 1500 ms
5 Node 37 1200 ms
6 Node 70 300 ms
7 Node 59 900 ms
8 Node 45 600 ms
9 Node 66 600 ms
10 Node 80 600 ms
11 Node 85 1200 ms
12 Node 100 1200 ms

3.4.3 CPPS Model Construction

To build a model that MATLAB can operate, a graph-based model is presented in this
paper. The model combines a physical power system with a communication network to
accomplish cross-domain simulation. A logical adjacency matrix Mis produced for the
graph-based power grid. Because the physical layer and the secondary device layer have
the same topology structure, in the matrix, these two layers are represented by the same
variable Mp. M stands for the control centre in the communication system and M
represents zone control centres. Each layer is composed of a logical adjacency matrix as
follows:

2
M!:§

where My, =0 (no direct link), 1 (link exists), and ! denotes the type of matrix (P, C,
ZC, etc.).

3
M 11 M 1n
: . Z z (3.25)
M m;1 M m;n

Next, the whole CPPS network is the combination of adjacency matrices of the four
layers. Combining di erent layers will create four new sub-matrices describing the links
between layers, Mzc, Mzcp, Mzcc and Mczc represent links between physical layer to
zone control centre, zone control centre to control centre according to the subscript, as
shown below.
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Results and Discussion

2
Mp  Mgzcp 0

MCPPSZEMPZC Mzc Mzccé
0 Mcze Mc

where
Mp: physical layer and secondary device layer,
Mzc: zone control centre layer,
Mc: control centre layer,
Mpzc: links from physical layer to zone control centres,
Mzcp : links from zone control centres to physical grid,
Mzcc: links from zone control centres to control centre,

Mczc: links from control centre to zone control centres.

3.5 Results and Discussion

(3.26)

All simulations are conducted using MATLAB for the IEEE-39 test case and IEEE-118
test case. This section will simulate the cyber-attack models and discuss the contingency
assessment outcomes of adjacency matrix, system voltage, network latency and node
betweenness of CPPS. Vulnerability index is presented at the end of this section.
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