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Abstract

Autonomous vehicles (AVs) generate vast amounts of data from onboard sensors, internal
systems, and their surrounding environments. Sharing this data, particularly in stored form,
is essential for enhancing safety, enabling post-event analysis, improving vehicle performance,
and supporting regulatory oversight. However, the sensitive nature of AV data introduces
significant challenges related to security, ownership, trust, and potential conflicts of interest
among multiple stakeholders. Addressing these challenges requires a robust and transparent
data-sharing framework that ensures traceability, accountability, and controlled access.

This research investigates blockchain technology as a foundation for secure and trustworthy
AV data sharing. Blockchain offers decentralisation, immutability, and fine-grained access
control, making it a strong candidate for managing sensitive automotive data. Among
available platforms, Hyperledger Fabric (HLF) is selected due to its permissioned architecture,
modular design, and support for customisable endorsement policies, which align with the
governance requirements of the automotive ecosystem.

The research presents the design, implementation, and evaluation of a multi-party
data-sharing framework for AVs using HLF and smart contracts. An additional contribution
is the reconfiguration of endorsement policies (EPs), which define the participants required to
validate transactions, to reflect real-world trust hierarchies. In particular, greater endorsement
authority is assigned to vehicle manufacturers, reflecting their central role in the data lifecycle.
To assess the implications of this design, three EP configurations are implemented and tested
under varying workloads, measuring throughput, latency, and transaction success rate.

The evaluation demonstrates that system throughput is constrained by architectural
bottlenecks, including peer processing capacity, single-orderer contention, and state database
overhead, rather than endorsement logic alone. User concurrency and chaincode complexity
are identified as key factors limiting scalability, with throughput reaching a stable ceiling
under increasing transaction loads. Among the evaluated configurations, Approach 2 shows
greater resilience under high workloads, while Approach 1 achieves lower latency under lighter
conditions. Furthermore, stricter endorsement policies improve security and accountability
but introduce measurable performance overheads, whereas relaxed policies enhance efficiency
at the cost of reduced resilience and potential centralisation.

These findings indicate that practical AV data-sharing systems need to consider the
alignment of endorsement policy design, chaincode complexity, and infrastructure provisioning
with expected workload characteristics. They also highlight that scalability limitations in
Hyperledger Fabric-based systems are driven primarily by system-level constraints rather
than policy configuration alone, emphasising the need for broader architectural optimisation.
Overall, this thesis presents a practical prototype for AV data sharing that integrates
blockchain’s capabilities with configurable governance mechanisms, offering valuable insights
for the design of data-sharing systems.
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Chapter 1

Introduction

The National Highway Traffic Safety Administration (NHTSA) [1] defines autonomous vehicles
as “those vehicles in which at least aspects of a safety-critical control function (e.g., steering,
throttle, or braking) occur without direct driver input”. Autonomous vehicles (AVs) represent
a significant advancement in the automotive industry, offering safer, more efficient and
environmentally sustainable transportation solutions [2, 3], while contributing to economic
growth [4]. In recent years, leading automotive companies have invested heavily in various AV
technologies, with total expenditures exceeding billions. Estimates suggest that self-driving
cars may take 15 to 20 years to achieve a 25% global market share [5]. In parallel, governments
around the world are establishing regulatory frameworks to facilitate the testing of AV on
public roads. For instance, the UK introduced a Code of Practice in 2019 outlining guidelines
for on-road trials [6]. Later, in early 2022, the UK government amended the Highway Code
to ensure the safe deployment of the first self-driving vehicles [7].

An automated driving system (ADS) is a sophisticated vehicle system that integrates
various onboard technologies and sensors to enable autonomous navigation from an initial
location to a destination without human interaction. Cameras, GPS and other sensors with
multiple control units are interconnected to facilitate data exchange, allowing the vehicle
to make independent driving decisions. In addition, they can interact with any compatible
system, including other vehicles, infrastructure and pedestrians. This interaction, known as
vehicle-to-everything (V2X) technology, enables seamless communication between the vehicle
and its surroundings. As a result, AVs operate in highly dynamic environments, requiring
real-time data from multiple sources to make timely and accurate decisions.

Given the multiple sources of data and the fact that the reliability of ADS depends greatly
on the accuracy, security, consistency and integrity of the data collected and generated , it is
essential to maintain a trustworthy and well-structured data ecosystem. Optimising data
utilisation is crucial to enhancing the overall performance of AVs. By effectively processing,
managing and securely exchanging data among vehicles and other entities, these systems can
improve decision-making, adaptability and safety in a highly dynamic environment.

Many studies have been conducted to explore various aspects of data in AVs, mainly focused
on secure real-time data exchange [8, 9, 10, 11, 12, 13], ensuring privacy [14, 15, 16, 17, 18, 19]
and preserving data integrity [20, 21, 22]. Moreover, some works have proposed innovative
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methods for storing event data and protecting integrity and confidentiality using various
distributed and cryptographic approaches [23, 24, 25]. This focus on accident data arises
because it is important for determining liability, insurance claims, legal investigations, and
improving road safety. However, accident data represent only one part of the larger data
ecosystem in AVs. Modern AVs and their infrastructures continuously generate a wide
variety of data, including detailed sensor logs, driving behaviour records, and environmental
interaction data. These datasets are highly valuable not only for real-time operational purposes
but also for long-term research, system development, policy-making, legal accountability,
and commercial applications. Despite their significance, the reviewed literature has largely
focused on real-time data exchange, accident data recording, and isolated integrity or privacy
mechanisms, and has given limited attention to how AV data, once generated and stored,
can be accessed and shared securely and in a controlled manner among multiple stakeholders.
Based on the surveyed studies and existing frameworks reviewed in this thesis, no solution
was identified that provides a comprehensive, decentralised framework specifically designed to
support post-storage access to AV data across multiple stakeholders with fine-grained access
control and integrity guarantees.

In addition to NHTSA [1], several other organisations and authors [26] have sought to
identify relevant stakeholders in AV data and have provided various classifications. Those
identified include the following:

1. Government and legal authorities: Accident data collected from AVs serve as crucial
evidence in legal proceedings to establish liability in criminal cases. Moreover, government
agencies can leverage these data to analyse accident patterns, enhance road safety
measures and implement strategies to minimise future incidents and associated losses.

2. Original Equipment Manufacturers (OEMs): Manufacturers can utilise the data gathered
to monitor system performance, refine their products and enhance safety features.
Another potential use case is reconstructing accident scenarios to identify underlying
causes and implement improvements that reduce future accident risks.

3. Suppliers: Suppliers can analyse AV data to assess the performance of their components
and services, allowing them to refine their products and enhance compatibility with
OEM-manufactured vehicles.

4. Vehicle owners: AV owners may use recorded data as supporting evidence to dispute
liability in legal cases. These data can also be instrumental in insurance claims, ensuring
fair compensation and access to necessary services.

5. Insurance companies: Stored AV data offer verifiable evidence to resolve insurance
disputes fairly, preventing fraudulent claims and ensuring that all parties receive
unbiased treatment.

6. Testing and certification bodies: Testing organisations require AV data to reconstruct
accident scenarios, assess safety performance and update regulatory and technical
standards to align with evolving industry needs.

7. Road authorities: Insights provided by data can help road authorities evaluate infra-
structure conditions, improve traffic management systems and enhance overall roadside
safety.
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8. Researchers: Academics and industry experts can analyse AV crash data to improve
vehicle design, refine autonomous driving algorithms and contribute to advancements
in infrastructure and the broader mobility ecosystem.

9. Other manufacturers: Companies involved in vehicle production can use AV-generated
data to improve their models, assess compatibility with autonomous driving technologies
and enhance AV training in unfamiliar environments. This ultimately strengthens
adaptability and operational efficiency, fostering the development of safer and more
reliable autonomous systems.

Despite the clear demand for solutions that could provide stakeholders with secure and
fair access to AV-generated data while ensuring integrity and protecting against misuse,
existing approaches discussed in the literature only partially address these requirements,
particularly when considering AV post-storage data access across a large and diverse set
of stakeholders. As a result, mechanisms that support coordinated and controlled data
sharing across multiple organisations remain limited in current implementations, which
may affect opportunities for innovation, regulatory transparency and system improvement,
especially considering the large number of stakeholders who can not only benefit from the
data but also fundamentally need it. Developing data-sharing approaches that address data
access control and ownership, as well as ensuring integrity, presents significant challenges
in terms of continual assessment and analysis, supporting research, improving AV systems
and enabling regulatory processes. Several conventional and centralised solutions [27, 28, 29]
have attempted to facilitate data sharing in various fields. While these traditional centralised
databases or federated access-control systems can support controlled data access, they rely on
a trusted central authority responsible for managing permissions and maintaining audit logs.
In environments such as AV ecosystems, where multiple independent organisations interact,
reliance on a single controlling entity may introduce concerns related to transparency, single
points of failure, and limited trust between stakeholders. These limitations indicate that
conventional and centralised approaches are insufficient to address the requirements of secure,
multi-stakeholder data sharing in autonomous vehicle ecosystems. In particular, the need
for decentralised trust, tamper-resistant data integrity, and auditable data access across
independent organisations cannot be effectively achieved through traditional architectures
alone. Therefore, a blockchain-based approach is not only suitable but necessary to fulfil
these requirements.

In recent years, blockchain has emerged as a potential secure decentralised data management
system. Its core features, such as immutability, distributed consensus and transparency,
make it well-suited to address integrity and trust issues in data sharing. Smart contracts
further enhance its capability by enabling programmable, fine-grained access control without
relying on a central authority. Within the blockchain domain, several platforms have been
proposed for secure data sharing, including public blockchain networks such as Ethereum
[30] and enterprise-oriented frameworks such as Quorum [31] and Hyperledger Sawtooth [32].
Public blockchains provide strong decentralisation and transparency; however, they often face
challenges related to scalability, privacy and transaction costs when applied to enterprise or
regulated environments. Permissioned blockchain frameworks have therefore been developed
to address these limitations by enabling controlled participation and improved performance.
Among these frameworks, Hyperledger Fabric (HLF) [33] provides several capabilities that
meet the requirements of multi-stakeholder AV ecosystems, including permissioned identity



CHAPTER 1. INTRODUCTION 4

management, modular consensus mechanisms, and flexible governance mechanisms such as
configurable endorsement policies (EP) that regulate how transactions are validated within
the network. These characteristics make Hyperledger Fabric a suitable platform for supporting
secure and controlled AV data sharing in the framework proposed in this research.

To address the identified gap in the literature, this work proposes a secure, decentralised
data-sharing blockchain-based framework specifically designed for AV ecosystems. The
proposed approach focuses on enabling post-storage access to AV data while ensuring integrity
and enforcing stakeholder-specific access policies. This is achieved through the architecture
shown in Figure 1.1, which combines HLF as a permissioned blockchain technology and
decentralised InterPlanetary File System (IPFS) storage. The system leverages smart contracts
to define and enforce fine-grained access policies and endorsement rules. This design ensures
that data sharing occurs in a secure, controlled, transparent and tamper-proof manner,
without the need for a central authority. The proposed system is implemented and evaluated
to demonstrate its feasibility and scalability in realistic use case scenarios.

(Smart Contract) (Storage)

(DApp - Frontend/API)

Distributed Application 

LabelContent Ref (Hash)

Access Control /
 Policy Verification

Retrieve / Store

Figure 1.1: System Overview. This figure shows the key components of the proposed
system: Hyperledger Fabric (HLF) network, InterPlanetary File System (IPFS) storage, and
application layer.

The rest of this chapter is structured as follows: the Motivation and Problem Statement
(1.1) outlines the research problem, the Research Aim and Research Questions (1.2) states the
research goals, and the Proposed Solution (1.3) provides an overview of the proposed solution.
The main contributions are then summarised in 1.4, followed by the List of Publications
(1.5) and the Thesis Structure 1.6, which present related publications and thesis structure,
respectively.

1.1 Motivation and Problem Statement

AVs generate vast amounts of data, including raw sensor outputs, fused data from cameras
and other onboard sensors, and communication exchanges with other vehicles and Roadside
Units (RSUs). This extensive dataset is crucial for reconstructing events and understanding
the driving environment, particularly during critical incidents.
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However, two significant challenges in AV data management and accessibility remain
unresolved. First, existing storage systems, such as the Event Data Recorder (EDR) and
Data Storage System for Automated Driving (DSSAD), have limited scope and capability.
These systems are unable to ensure adequate data integrity and completeness, making them
insufficient even for accident-related investigation [34, 35, 36].

While EDRs and DSSAD effectively capture specific event-related information, such
as collisions or control status for regulatory purposes, they were not designed to support
comprehensive AV data management or secure multi-stakeholder sharing. Their scope is
intentionally narrow, focusing on legally mandated logging rather than broader post-operation
analysis. This limitation highlights a critical gap: current solutions ensure compliance but
do not provide mechanisms for authorised stakeholders to access, verify, or share the rich
datasets generated by autonomous vehicles.

In this context, various approaches have been proposed to enhance data integrity (see,
e.g., [37, 24, 23, 38, 20]). However, these approaches primarily focus on integrity verification
mechanisms and therefore do not fully address broader requirements such as scalable data
management, controlled accessibility, or secure multi-party sharing of stored AV datasets.
Addressing these limitations motivates the development of the proposed blockchain-based
framework for scalable, secure, and policy-driven sharing of such datasets.

Second, the demand for AV-generated data is not limited to investigation and liability
purposes; it extends across multiple sectors, involving a wide range of stakeholders, including
government agencies, legal authorities, OEMs, suppliers, vehicle owners, insurance companies,
testing organisations, road authorities and researchers [39]. For example, sensor data analysis
is essential for diagnostics in AVs, providing insights into both internal system performance
and external environmental conditions [40], which in turn supports the ongoing development
and improvement of autonomous technologies. Another example is the use of AV data
in training and validating AI models or enhancing traffic management systems. However,
existing solutions addressing AV data management and sharing remain limited in their ability
to provide a secure and efficient framework that supports controlled multi-stakeholder access
to these datasets.

These limitations highlight a research gap: while integrity has been a key focus of
previous works, the equally important aspects of scalability, decentralised storage and
policy-based access control for sharing such datasets among authorised stakeholders remain
relatively underexplored. This motivates the development of the proposed framework, which
incorporates distributed storage and fine-grained, attribute-based access mechanisms to
support secure data sharing among multiple stakeholders.

This research studies the effectiveness of existing data-sharing solutions [41, 42, 43, 44]
and introduces a framework that aims to support the decentralised, scalable, and policy-driven
sharing of stored AV datasets among authorised parties.
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1.2 Research Aim and Research Questions

1.2.1 Aim

This research aims to develop a multi-party data-sharing framework for stored autonomous
vehicle datasets using blockchain and smart contracts. The proposed framework seeks to
enhance data security and governance by enabling decentralised access control and support
for scalable, user-friendly interactions among stakeholders.

1.2.2 Objectives

The aim will be achieved by addressing the following objectives:

1. To develop a permissioned blockchain framework to facilitate secure multi-stakeholder
sharing of stored AV datasets.

2. To design and implement a smart contract-based system for fine-grained access control.

3. To integrate on-chain and off-chain storage approaches to optimise efficiency and
scalability.

4. To develop a user-friendly interface that simplifies data sharing and policy management
for stakeholders.

5. To implement and deploy a prototype of the proposed framework that integrates the
aforementioned components.

6. To evaluate the performance and scalability of the framework under various conditions.

7. To assess user experience and perceived usability of the framework to ensure its
accessibility and practicality.

1.2.3 Research Questions

RQ1: What are the key components and design principles required to develop a
secure and scalable blockchain-based data-sharing framework for stored, non-real-time
autonomous vehicles data?

To answer this question, the following sub-questions will be addressed:

a) What are the components, tools, mechanisms, and policies required for the proposed
solution?
This involves identifying the main building blocks of the framework (e.g., blockchain
network, consensus mechanism, smart contracts, data storage, and access control) and
examining supporting mechanisms such as endorsement policies to ensure secure and
trusted data sharing in the AV use case.
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b) Which blockchain platform is most suitable for the proposed solution? And why?

c) What are the types, sources and flow of the data within the system?
This involves classifying both input and output data, as well as understanding their
interactions within the framework.

d) How can the proposed framework be implemented to integrate the identified components

RQ2: How does the proposed blockchain-based multi-party framework perform
in terms of scalability and efficiency?

This question will be answered through the following:

a) How does the proposed framework perform in terms of throughput and latency, and how
is this affected by modifying the endorsement policy to match use-case requirements?

b) What are the scalability limitations of the proposed framework when the number of
participants, transaction rate, and data volume are progressively increased?

RQ3: How usable is the proposed blockchain-based data-sharing system from a
user perspective?

This question explores how stakeholders interact with the proposed system and evaluates
its usability from the user perspective. It will focus on the intuitiveness of the interface to
ensure the system meets user expectations and practical requirements. A formal evaluation
method will be used to assess the system’s ease of use.

As illustrated in Figure 1.3, each research question is addressed through specific objectives.
RQ1 is primarily linked to Objectives 1–3 and 5, which focus on designing the framework,
access control, and storage integration. RQ2 is supported by Objective 6, which covers
performance evaluation. RQ3 is linked to Objectives 4 and 7, which involve designing and
evaluating usability.

1.2.4 Scope of AV Data Considered in This Research

While autonomous vehicles generate and process substantial volumes of real-time sensor
data during operation, it is important to clarify that this research focuses specifically on the
post-storage phase of the AV data lifecycle. The proposed framework targets non-real-time,
file-based datasets that have already been generated and stored, rather than live sensor
streams or latency-critical control data. Consequently, continuous raw sensor streams such as
full LiDAR scans, camera video feeds, or other high-frequency telemetry generated during
vehicle operation are outside the scope of this framework, as these require specialised real-time
processing infrastructures.

The datasets considered within this scope include driving logs, event data records,
forensic evidence packages, simulation outputs, diagnostic records, and other structured
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or unstructured files produced by AV systems. These datasets are typically generated
during vehicle testing, operation, or incident investigation and retained for purposes such as
regulatory compliance, safety analysis, system validation, research, and long-term system
improvement.

In practice, such datasets are commonly distributed and shared as structured folders
or compressed archives containing sensor recordings, metadata, annotations, and other
contextual information. This file-based structure allows datasets to be transferred, stored,
and analysed across different platforms and organisations after they have been generated.

Accordingly, the emphasis of this research is placed on secure multi-stakeholder access,
integrity verification, and scalable storage integration for stored AV datasets, enabling
authorised stakeholders to share and verify autonomous vehicle data throughout its post-storage
lifecycle.

1.3 Proposed Solution

The proposed solution is a permissioned blockchain-based framework using HLF, that aims
to provide secure, efficient and user-friendly AV data sharing among multiple stakeholders.
The distributed architecture consists of three primary modules:

1. Web Module: Represented by the Decentralised Application (DApp), this module
enables users, encompassing various stakeholders and organisations with distinct
attributes, to register and interact with the system.

2. Storage Module: Integrating both on-chain and off-chain storage to balance integrity
and scalability using InterPlanetary File System (IPFS), this is a distributed cloud
storage solution [45]. It provides users with a secure and scalable platform for uploading
large datasets while ensuring data integrity.

3. Network Module: This module utilises a permissions blockchain, which offers
decentralisation, tractability, and immutability and is responsible for enforcing secure
access control mechanisms. This solution integrates HLF [33], which is a permissioned
blockchain platform providing security, scalability and modularity for AV data sharing.

Figure 1.2 illustrates the proposed solution, highlighting the dynamic interplay among the
Web, Storage, and Network modules, and their interactions with end-users.

Together, these modules form a cohesive, secure, and scalable framework that enables
trusted multi-party data sharing for autonomous vehicles, balancing trust, performance, and
usability across stakeholders. The integration of HLF with on-chain and off-chain storage
ensures that data remains verifiable, accessible, and protected within a controlled blockchain
environment.



CHAPTER 1. INTRODUCTION 9

Registration 

User

Stakeholders

User share data
Upload data

Add or
update
Policies

Store Data
Store policies

and the 
hash

1

2

3 User request data 

User

Request data

Check Authority

Send a note
of rejection

(Rejected case)a

User

Request data
Send an

authorisation
note the hash

Check Authority

b (Approved case)

HyperledgerDistributed Application 

Figure 1.2: Proposed Solution. In this illustrative representation, the dynamic interplay
among the components portrays the intricate relationships between the core components and
the end-users. 1) User Interaction (Web Module): managed by the DApp. 2) Secure
Data Management (Storage Module): utilising IPFS. 3) Decentralised Network
(Network Module): governed by HLF.

1.4 Contributions

This research makes several key contributions to the development of secure, scalable, and
user-friendly multi-stakeholder data sharing frameworks for autonomous vehicles as follows:

C1. A Decentralised Framework for Multi-Stakeholder AV Data Sharing. This
work introduces the design and implementation of a blockchain-based framework, built
on Hyperledger Fabric, that enables secure, auditable, and controlled data sharing
among multiple stakeholders in autonomous vehicle (AV) ecosystems. The framework
integrates core blockchain features with domain-specific requirements for AVs, bridging
the gap between theoretical proposals and practical deployment. In addition, smart
contract modules are developed to enforce fine-grained access control over AV data,
ensuring that stakeholders are granted differentiated permissions according to their roles.
This contributes to ongoing efforts in the field by demonstrating how decentralised
architectures can strengthen trust and accountability in collaborative data environments.

C2. Endorsement Policy Customisation. This research contributes a systematic
exploration of endorsement policy configurations in Hyperledger Fabric, demonstrating
how customisation can balance trade-offs between requirement and performance in
AV data-sharing scenarios. By evaluating different endorsement strategies, the study
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Figure 1.3: Mapping of Research Questions (RQ) to Objectives (O) and Contributions (C).

provides concrete guidance on how policy choices affect latency, throughput, and security
guarantees. Through this, the work highlights the role of consensus design choices in
shaping security and performance outcomes in specialised application domains.

C3. User-Friendly Interface for Blockchain-Based Data Sharing. A practical and
user-oriented interface is designed and tested, enabling seamless interaction with the
decentralised framework and improving accessibility for non-expert users. The usability
assessment demonstrates that the proposed interface improves user experience and
lowers the entry barrier for blockchain adoption in autonomous vehicle data-sharing
scenarios.

C4. Comprehensive Performance Evaluation. An extensive evaluation of the system is
conducted under varying network conditions, user loads, and transaction rates, providing
insights into the scalability and robustness of the proposed framework. The evaluation
includes comparative analyses across multiple system configurations, highlighting both
strengths and limitations of the framework. These findings not only validate the
practicality of the proposed design but also provide empirical evidence for future
optimisation of blockchain-based AV data-sharing solutions.

Collectively, these contributions advance the state-of-the-art in blockchain-based AV data
sharing by addressing security, scalability, usability, and performance challenges, delivering
both conceptual advancements and practical implementations that can inform future research.

1.5 List of Publications

The research presented in this thesis has led to the publication of the following peer-reviewed
outputs:

1. R. Alhabib and P. Yadav, “Data authorisation and validation in autonomous vehicles:
A critical review,” Discover Applied Sciences, vol. 7, no. 7, p. 735, 2025.
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2. R. Alhabib and P. Yadav, “Hyperledger Fabric Platform for Secure and Efficient
Data Sharing in Autonomous Vehicles,” in Proceedings of the 2024 11th International
Conference on Wireless Networks and Mobile Communications (WINCOM), IEEE,
2024, pp. 1–9.

3. R. Alhabib and P. Yadav, “Impact of Custom Endorsement Policies on Hyperledger
Fabric Performance in Autonomous Vehicle Data Sharing Platforms,” in Proceedings
of the 2024 6th International Conference on Blockchain Computing and Applications
(BCCA), IEEE, 2024, pp. 635–641. This paper was selected for an invitation to
submit an extended version to the journal Cluster Computing.

4. R. Alhabib and P. Yadav, “Evaluating the impact of endorsement policies on Hyperledger
Fabric performance for autonomous vehicle data sharing,” Cluster Computing, vol. 29,
no. 1, p. 8, 2026.

5. R. Alhabib and P. Yadav, “Data Sharing in Autonomous Vehicles: Hyperledger Fabric
Platform,” Poster presentation at the Network and Distributed System Security (NDSS)
Symposium, 2024. Available online: https://www.ndss-symposium.org/wp-content/
uploads/vehiclesec2024-9-poster.pdf

1.6 Thesis Structure

The remainder of the thesis is structured as follows:

- Chapter 2 Background and Literature Review. This chapter provides background
information concerning blockchain technology, smart contracts, and their applications.
It also reviews related work on data sharing, privacy, and trust in autonomous vehicle
ecosystems. (Addresses RQ1a and b) by identifying the key components, mechanisms,
and data flows relevant to the proposed framework.

- Chapter 3 Research Methodology and the Proposed Solution. This chapter
outlines the research methodology, including the design science research approach used
in the study. It presents the design principles, architecture, and functional requirements
of the proposed blockchain-based data-sharing framework. (Addresses RQ1a, b and
c) by defining the framework’s design principles, components, and policies.

- Chapter 4 System Implementation. This chapter describes the technical implement-
ation of the proposed solution. It includes the development environment, technologies
used, system modules, and smart contract design. (Addresses RQ1d) by detailing
how the identified components and blockchain platform were applied in practice.

- Chapter 5 Baseline Performance Evaluation. This chapter presents the initial
performance evaluation of the system using a default endorsement policy. It evaluates
scalability, throughput, and latency under various conditions to establish a baseline. It
also includes a usability evaluation using the System Usability Scale (SUS). (Addresses
RQ2a, b and RQ3) by measuring baseline performance and usability.

https://www.ndss-symposium.org/wp-content/uploads/vehiclesec2024-9-poster.pdf
https://www.ndss-symposium.org/wp-content/uploads/vehiclesec2024-9-poster.pdf


CHAPTER 1. INTRODUCTION 12

- Chapter 6 Customised Endorsement Policy. This chapter describes a customised
endorsement policy designed specifically to meet the use case requirements of the AV
data-sharing scenario. It includes rationale, implementation details, and comparative
performance analysis with previous approaches. (Addresses RQ2a–b) by analysing
the performance impact of tailoring endorsement policies.

- Chapter 7 Simulated Weighted Voting Endorsement Policy. This chapter
introduces the weighted voting endorsement policy, which tailors validation authority
based on stakeholder roles. It presents the implementation and performance evaluation
of this modified approach. (Addresses RQ2a–b) by exploring scalability and efficiency
under a modified endorsement scheme based on weighted voting.

- Chapter 8 Comparative Analysis and Discussion. This chapter compares the
results from all three approaches, discussing trade-offs between scalability, security, and
system complexity. It also reflects on the implications of endorsement policy design
in blockchain-based systems. (Addresses RQ1 and RQ2) by synthesising findings
across design, performance, and usability.

- Chapter 9 Conclusions. This final chapter summarises the research contributions,
reflects on the findings, and discusses limitations. It also outlines possible directions
for future research and improvements to the system. (Addresses RQ1–RQ3) by
providing an overall synthesis and highlighting future work.



Chapter 2

Background and Literature Review

This chapter provides an overview of the technologies, tools, and methods relevant to the
research conducted in this thesis. It also includes a review of the current state-of-the-art
solutions, highlighting existing limitations and gaps that motivate the proposed work. In
particular, it addressesRQ1a andRQ1b by identifying the essential components, mechanisms,
and policies for the proposed framework, and by reviewing the suitability of different blockchain
platforms.

This chapter begins with Autonomous Vehicles (AVs) and Data Ecosystems (2.1),
introducing AVs and issues with data. It then covers Distributed Ledger and Blockchain
Technology (2.2), providing background on distributed ledger and blockchain technology,
followed by Decentralised Content Distribution Platforms (2.3). Then section 2.4 reviews
existing literature in the field. The chapter concludes with Summary and Research Gap (2.5)
and a conclusion in 2.6.

2.1 Autonomous Vehicles (AVs) and Data Ecosystems

While traditional vehicles still dominate roadways, forecasts indicate a rapid increase in the
adoption of connected and autonomous vehicles. By 2030, the number of AVs could surpass 90
million [46]. AVs represent a great transformative advancement in transportation, integrating
artificial intelligence (AI), sensor technologies, and communications to enable self-driving
capabilities. They are designed to operate with minimal or no human intervention, relying on
advanced computational models and sensor fusion techniques to navigate their environment.
Their development has been driven by many potential benefits, such as improved road safety,
increased mobility for individuals with disabilities, reduced energy consumption and pollution,
and optimised traffic flow [2, 3]. In addition, AVs contribute significantly to the reduction of
harmful gas emissions, consistent with the global goal of achieving net zero by 2050 [47].

In addition, AVs have great potential to reduce crash risks, as many conventional vehicle
accidents occur due to human error and distracted driving. Advanced driver assistance
systems (ADAS) can significantly improve road safety and help prevent accidents [48]. For

13



CHAPTER 2. BACKGROUND AND LITERATURE REVIEW 14

example, in the US, it has been estimated that partially automated crash avoidance features
could reduce the severity of up to 1.3 million crashes every year, including 133,000 injury
crashes and 10,100 fatal crashes [49].
This section continues with an overview of such AV systems, focusing on their architecture,
sensing technologies and data flow, as well as associated data management challenges.

2.1.1 Definitions

The ADAS have been instrumental in the development of AVs, offering critical functionalities
for vehicle control and safety. The early generations of assistance systems relied on sensors to
monitor internal vehicle conditions, with a primary focus on enhancing safety and stability.
During the 1980s, systems such as Anti-lock Braking systems (ABS) and Traction Control
Systems (TCS) emerged, which aimed to improve the dynamic stability of vehicles [50]. The
latest generation of ADAS has been designed with the primary goal of preventing collisions.
These systems are autonomous, meaning that they are able to change the behaviour of
vehicles in response to unanticipated events during operation [51].

The NHTSA [1] defines an AV as a vehicle in which at least one safety-critical function
(such as steering, braking, or throttle control) occurs without direct driver input. Vehicles
that only provide safety warnings without executing control functions are not considered
automated. The Society of Automotive Engineers (SAE) [52] classifies AVs into six levels
based on their degree of automation:

- Level 0 (no automation): The human driver performs all tasks, although the vehicle
may provide warnings or momentary assistance.

- Level 1 (driver assistance): The system can assist with steering or acceleration/deceleration,
but the driver remains responsible for the vehicle’s operation.

- Level 2 (partial automation): The vehicle can simultaneously control steering and
acceleration, but requires constant driver supervision.

- Level 3 (conditional automation): The vehicle handles all driving tasks within
predefined scenarios, but requires driver intervention when prompted.

- Level 4 (high automation): The vehicle is fully autonomous in specific environments
(e.g., urban or highway conditions) but may require human control in unstructured
settings.

- Level 5 (full automation): The vehicle operates independently under all conditions,
eliminating the need for a human driver.

These classifications provide a structured framework for AV development, guiding regulatory
policies and technological advancements.
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2.1.2 AV Architecture

AV systems typically encompass three to five core functions: perception, localisation, planning,
control and system management [26, 53], as depicted in Figure 2.1. These key AV operations
are as follows:

1. Perception involves gathering data and interpreting environmental information, for
instance, recognising road signs. This process relies on various sensors, including
cameras and Radio Detection and Ranging (RADAR).

2. Localisation enables the AV to determine its precise position and orientation in relation
to its surroundings.

3. Planning consists of three stages:

- The path planner computes the most efficient geometric route using algorithms.

- The behaviour planner determines the optimal driving actions based on the
computed path.

- The system then estimates the best route, considering vehicle dynamics and
environmental constraints.

4. Control is responsible for implementing planned manoeuvres and regulating vehicle
movements, such as lane changes.

5. System management encompasses tasks related to event data recording, human-machine
interactions through in-vehicle interfaces and external communication interfaces.

These operations rely on the continuous collection and processing of vast amounts of data,
often reaching up to 14.424 TB daily [54]. These data are critical not only for real-time
decision making but also for system updates, event recording and post-operation analysis,
making efficient data management and integrity crucial in AV systems.
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Figure 2.1: Key Operations of an AV. This figure presents the fundamental operations of
an AV, categorised into five main areas: (1) perception, (2) localisation, (3) planning, (4)
control, and (5) system management.

2.1.3 Sensor Technologies

To gain a comprehensive and real-time understanding of the surroundings, AVs must rapidly
and accurately identify, interpret and track all objects in the environment. Thus, multiple
sensors are integrated to offer both perceptual and positional insights, enabling the vehicle
to make informed real-time decisions. Sensors are devices that convert detected objects or
environmental changes into measurable quantitative data for further processing [55]. AV
systems incorporate two primary types of sensors based on their operational functions:
exteroceptive and proprioceptive:

- Exteroceptive sensors: These sensors perceive the external environment by detecting
objects, distances and environmental factors, such as light intensity. Common examples
include cameras, and light detection (LiDAR) and RADAR systems.

- Proprioceptive sensors: These sensors measure the internal state of the vehicle, capturing
its dynamic condition and internal values. Examples include global positioning systems
(GPS), accelerometers and encoders [56].

Since each sensor has its own advantages and limitations, the integration of multiple
sensors is needed to obtain as accurate and reliable perception of the environment as possible,
a process known as sensor fusion. Sensor fusion combines data from multiple sources to
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enhance decision making by leveraging the strengths of different sensors while compensating
for their weaknesses. A classic example is the fusion of RADAR and camera data. While
RADAR is unaffected by environmental lighting conditions, it lacks the ability to provide
detailed object shape information. In contrast, cameras offer rich visual details but may
struggle under varying illumination conditions[57]. The first step in sensor fusion is sensor
calibration, which ensures that the AV system correctly aligns the position and orientation of
each sensor in both space and time [58]. Once calibrated, data from multiple sensors observing
the same object can be merged to improve accuracy and provide meaningful insights.
The high-resolution capabilities of sensors, particularly LiDAR and camera systems, essential
for enabling AVs to perceive and interpret their surroundings with precision.
The raw data captured by individual sensors and the insights derived from sensor fusion
provide rich, multi-dimensional information, not only for real-time decision making but
also for post-operation analysis. These data play a crucial role in system diagnostics,
performance improvement and determining the root causes of incidents or crashes, making
them indispensable for both operational integrity and continuous AV development.

2.1.4 Vehicle Communication and Connectivity

AVs have the capability to interact with various compatible systems, including other AVs,
infrastructure and pedestrians. This interaction is facilitated through vehicle-to-everything
(V2X) communication, which enables seamless data exchange between the vehicle and its
surroundings. To assure an efficient and cooperative driving environment, the network
must maintain high speed, reliability and security while minimising latency. Currently, two
primary communication technologies are widely adopted: the 802.11p wireless standard and
mobile networks, particularly 5G. Looking ahead, sixth-generation (6G) wireless networks
are expected to play a crucial role in enhancing V2X communications for AVs [59, 60].

By combining sensing, communication and driving automation, AVs evolve into connected
and Automated Vehicles (CAVs), which not only execute automated driving functions but also
establish connectivity with other vehicles, infrastructure,and cloud services. Communication
technologies are integral to enabling AVs to interact with their surroundings, thus improving
overall road safety, traffic efficiency and user experience. The key communication technologies
essential for vehicular networking include Vehicular Ad-hoc Networks (VANETs) and different
types of vehicle communication, such as vehicle-to-vehicle (V2V), vehicle-to-infrastructure
(V2I) and V2X.

2.1.5 Data Flow

The functionality of AVs relies on the continuous and efficient exchange of data. As depicted
in Figure 2.2, these data originate from multiple sources, including onboard sensors and
external inputs, and undergo various stages of processing at both local and edge computing
levels. Ultimately, the processed data are either stored or analysed in backend systems.
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Figure 2.2: Data Flow in an Autonomous Vehicle (AV). This diagram illustrates
the movement of data within an AV system, highlighting how sensors’ inputs and external
information are integrated and processed through key stages: perception, localisation, planning
and control. The resulting outputs include control commands, data transmission via V2X
communication and temporary storage, all of which contribute to long-term data retention in
storage systems.

Beyond supporting real-time decision making, these data, both in raw and processed
forms, are vital for post-operation uses, such as improving AV algorithms, identifying system
failures and investigating traffic incidents.

While Figure 2.2 illustrates the broader autonomous vehicle data ecosystem, including
real-time sensing, processing, communication, and storage components, this thesis concentrates
specifically on the post-storage stage of the data lifecycle (data at rest) shown at the bottom
of the figure. The proposed framework does not intervene in real-time data acquisition,
sensor fusion, or latency-sensitive vehicle control systems. Instead, the focus is placed on
datasets that have already been generated and stored, such as archived logs, event records,
simulation outputs, diagnostic files, and other retained AV datasets. Within this stage, the
primary challenges relate to secure multi-stakeholder access, policy enforcement, governance
and scalable storage integration.
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2.1.6 Current State of AV Data Storage and Accessibility

To distinguish different storage approaches, we can categorise them into two groups. First,
real-time storage solutions include onboard storage, edge storage and in-memory databases.
These tools process and store data immediately to support decision-making and vehicle control.
Second, non-real-time data storage solutions primarily store data for long-term use,
training AI models, regulatory compliance and post-drive analysis. Examples include Event
Data Recorders (EDRs), Data Storage Systems for Automated Driving (DSSAD) and cloud
storage.

An EDR is an in-vehicle recording device designed to capture event-related data in a
readily accessible format[39]. These devices play a crucial role in crash investigations and
performance analysis by recording key data moments before and after a collision. Essential
information, such as vehicle speed and brake status, is stored, aiding in accident assessments
and safety evaluations. DSSAD are storage devices that determine whether the system or
the driver was in control of the vehicle at a specific time [61]. These systems thus provide
information that can help determine responsibility and liability issues.

However, despite the critical role of these storage solutions in understanding AV behaviour,
they remain limited in several respects in terms of reconstructing complex events, identifying
system failures, addressing liability concerns and fully analysing the causes of crashes. It is
important to note that these limitations largely stem from the regulatory scope and intended
purpose of systems such as EDRs and DSSAD, which are designed to provide targeted,
legally mandated recordings for accident investigation and liability determination rather than
comprehensive AV data management. Consequently, they not only lack comprehensive data
capture but also accessibility [62], significantly hindering transparency, accountability and the
ability to improve AV technologies based on real-world performance and failures. Therefore,
researchers are seeking to address these challenges by enhancing data integrity and expanding
storage capacity.

2.1.7 Open Source Data and Simulators

Recently, many studies have sought to address the lack of an open platform for AVs that can
be used to study and improve this technology (see, e.g., [63, 64, 65, 66]). Simulation tools
play a critical role in the development and evaluation of AV systems. These tools provide
virtual environments enabling researchers and developers to test perception and planning and
control algorithms without the risks and costs associated with real-world testing. In terms of
their design, simulation platforms vary concerning their focus, accuracy, scalability and ease
of use. During the development of this prototype, we studied and summarised the available
tools. Table 2.1 presents these characteristics, highlighting the strengths and limitations of
the best-known tools.
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Tool Type Access Purpose Accuracy Scale

CARLA [67] Simulator Open General High High (Parallel)

Autoware.AI [68] Stack/Data Open General High High (Modular)

PreScan [69] Simulator Commercial General Very High High

VTD [70] Simulator Commercial General Very High High

AirSim [71] Simulator Open General High Moderate

DriveSim [72] Simulator Commercial General Very High High

Luminar Atlas [73] Sensor Sim. Commercial LiDAR Very High High

Waymo Open Dataset [74] Dataset Public Real-world Real High

nuScenes [75] Dataset Public Real-world Real Very High

OpenPilot [76] Stack/Data Open L2 Autonomy Real High

AI4CE * [77] Dataset/Toolkit Open Perception High Moderate

Table 2.1: Comparison of Autonomous Vehicle Development Resources. * indicates the tool
used in this research.

2.2 Distributed Ledger and Blockchain Technology

Unlike traditional centralised databases, distributed ledger technology (DLT) eliminates the
need for a single trusted authority by enabling multiple participants to maintain a shared
and tamper-resistant ledger. The integration of various cryptographic techniques, such as
Merkle trees, hash functions and public-key cryptography, plays a crucial role in ensuring
data integrity and security. Thus, DLT has emerged recently as a transformative approach to
storing and managing digital transactions in a decentralised manner. Blockchain is the most
widely adopted implementation of DLT. This section provides an overview of DLT, its key
cryptographic tools and the fundamentals of blockchain technology.

2.2.1 Distributed Ledger Technology (DLT)

DLT is one of the most promising innovations reforming the field of information technologies.
It has provided salient growth in various decentralised systems worldwide from inception in
the 1990s through the launch of the blockchain concept in 2009.

Distributed Ledger Technology (DLT) Properties

The various properties of DLT illustrate the significance of this technology in reshaping
industries and research. The following are the main features:

- Immutability: Immutability means that any validated data is irreversible. Once data
are recorded in the ledger, they cannot be modified or deleted without consensus from
the network. This ensures tamper-resistance and provides a verifiable audit trail, which
is essential in domains such as finance, healthcare, and autonomous vehicles.
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- Transparency: This means all participants have a full copy of the ledger. Such
openness allows every participant to independently verify transactions, increasing
accountability and reducing the need for blind trust in intermediaries.

- Anonymous and Confidential: The term anonymous in this context signifies that
the identity of the users is anonymous.

- Time-Stamped: This feature refers to the logging of precise details of when an
event occurred. Every transaction is recorded with a cryptographically verifiable
timestamp, which is critical for maintaining chronological order, enabling traceability,
and supporting legal or compliance requirements.

- Unanimity and Consensus Mechanism: In the context of DLT, the consensus
mechanism concerns the procedure by which the nodes agree on the replication state of
the maintained ledger. Different consensus models (e.g., Proof of Work, Proof of Stake,
Practical Byzantine Fault Tolerance, and Raft in permissioned systems) offer trade-offs
between scalability, energy efficiency, and security, making the choice of consensus vital
for the performance of a given application.

- Secure: Each network asset is secured by reliable encryption. It can only be accessed
and edited by those who are permitted to do so by their private key. Public-key
cryptography ensures authentication and authorisation while hashing techniques protect
the integrity of data. The distributed nature of the network also mitigates single points
of failure, making it more resilient to attacks.

- Programmable: Distributed ledgers have developed into scalable and programmable
platforms. Ethereum and IBM’s HyperLedger Fabric are two examples of programmable
DLT, affording opportunities for the development of solutions related to using a database
or ledger.

2.2.2 Key Cryptographic Concepts in Distributed Ledger Technology
(DLT)

In the context of DLT, a node refers to an individual device that is part of the decentralised
network maintaining the ledger. Nodes can join and take part in the maintenance of a
DLT design, which can be implemented as a public or private distributed ledger. Public
DLT is designed to enable any node to join and interact in the distributed ledger. It is not
necessary to register or confirm the identities of the nodes. This feature provides a high
level of availability. However, it needs to be easily scalable to maintain performance when
the number of nodes grows. In some situations, when the public have not able to access
the assets, private DLT is preferred by businesses. Participating in private DLT requires
verification of the nodes by a cryptographic key mechanism. To support these models, DLT
relies heavily on cryptographic primitives that guarantee security, integrity, and trust across
distributed participants. The following subsections are essential concepts in DLT.
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Hash Function

In Distributed Ledger Technology (DLT), hash functions are fundamental for constructing
secure and efficient data structures, such as blockchain blocks and transaction records. A hash
function is a deterministic mathematical algorithm that maps an input of arbitrary length to
a fixed-size output, referred to as a hash value or digest. Cryptographic hash functions, such
as SHA-2 and SHA-3, are widely adopted in modern systems due to their strong security
properties.

Hash functions play a critical role in ensuring data integrity and are commonly used in
digital signatures, where messages are hashed prior to signing to improve both efficiency and
security.

A cryptographic hash function H is expected to satisfy the following core properties:

- Pre-image Resistance: Given a hash value y, it is computationally infeasible to find
an input x such that H(x) = y.

- Second Pre-image Resistance: Given an input x, it is computationally infeasible to
find another input x′ ̸= x such that H(x) = H(x′).

- Collision Resistance: It is computationally infeasible to find any two distinct inputs
a ̸= b such that H(a) = H(b) [78].

These properties make hash functions indispensable in DLT systems. In blockchain
architectures, hash functions are used to link blocks together, ensuring that any modification
to a previous block invalidates all subsequent blocks. They are also used to generate
transaction identifiers and support the immutability of ledger data.

Overall, hash functions provide the cryptographic foundation for maintaining integrity,
transparency, and trust in distributed environments.

Merkle Tree

A Merkle tree is a hash-based data structure that is used to encode DLT data efficiently and
securely. In this context, Merkle trees are used to verify the data contained in a block. It
has two types of nodes: leaf nodes and non-leaf nodes. Each non-leaf node is connected to
two child nodes. Each leaf node is a hash value of a dataset. However , the leaf nodes are
not connected to child nodes. The nodes’ hash values are therefore iteratively concatenated
and hashed, beginning with the leaf nodes and continuing to the root of the Merkle tree,
which is called the root hash. Each piece of data is hashed, then each pair of hashes is
concatenated and hashed together, and so on. Merkle trees are especially useful in distributed,
peer-to-peer (P2P) systems in which the same data should exist in multiple places. In
these use cases, data consistency and integrity are crucial and are guaranteed through data
verification. It is time-consuming and computationally costly to examine the full content of
each data file; however, the root hash here can even be used to verify the integrity of multiple
data blocks without the need to process the entire block. In summary, Merkle trees provide
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data integrity, efficiency and scalability. Thus, Merkle trees are a cornerstone of blockchain
systems, supporting secure transaction validation, lightweight clients, and synchronisation in
large-scale distributed ledgers.

Public Key Infrastructure

Public Key Infrastructure (PKI) was the starting point for modern security mechanisms
on systems that implement digital certificates. PKI is based on asymmetric cryptography,
employing a public and a private key pair to verify identities in the network using the relevant
public key. This concept is used to enable the encryption and decryption of data. PKI
needs certain entities to perform certain tasks. For instance, the Certification Authority
(CA) is responsible for the management of digital certificates. Public key cryptography is a
critical application in DLT since it is essentially used to create and digitally sign transactions.
Authentication, often known as proof of ownership, is done as part of the transaction validation
process. A transaction is digitally signed using the private key to confirm the legitimacy of the
transaction’s origin. The use of cryptographic keys guarantees the integrity of transactions
and the security of user identities. By employing PKI, DLT guarantees transaction integrity
and the security of user identities, preventing unauthorised modifications and ensuring that
only legitimate participants can initiate transactions. This mechanism also enables trust in a
decentralised environment, where nodes may not inherently trust each other but can rely on
cryptographic proofs of identity and ownership.

Consensus Mechanisms

The efficient functioning of DLT depends critically on two innovations: information security
protocols, such as hashing and encryption (as explained previously), and consensus mechanisms.
Consensus mechanisms are fault-tolerant techniques that aim to achieve distributed agreement
concerning the ledger’s state. The algorithms exclude third-party intermediaries to ensure
the correctness of transactions. The most popular algorithms are as follows:

- Proof-of-Work (PoW): This was first introduced in Bitcoin and later adopted by
other cryptocurrencies, such as Ethereum. The DLT systems that use PoW as their
consensus mechanism need each node to solve a complex computational task before new
transactions can be added to the ledger. For example, in Bitcoin, nodes must find a
nonce whose hash meets a target number of leading zeros. PoW ensures strong security
in trustless networks but is highly energy-intensive.

- Proof-of-Stake (PoS): For low-powered communication channels, like the Internet of
Things. Instead of solving computational puzzles, validators are chosen based on their
stake in the network, significantly reducing energy consumption and computational
requirements.

- Paxos: This is a method that supports the achievement of consensus by allowing nodes
to select a single value from a range of options. Paxos can be difficult to implement
due to its strict formalism and the need to handle various failure scenarios.
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- RAFT is a simpler alternative to PaXoS, commonly used in permissioned blockchains
like Hyperledger Fabric. Consensus is achieved through a leader node, with followers
replicating the leader’s log. Heartbeat messages maintain synchronisation, ensuring
safety and consistency. RAFT is crash fault-tolerant, lightweight, and ideal for networks
where nodes are semi-trusted.

Consensus mechanisms are essential for DLT as they ensure secure, data-integrated and
participant-agreed-upon participation. The consensus mechanism chosen has a substantial
effect on the decentralisation, security, efficiency and scalability of DLT.

2.2.3 Blockchain

Currently, Blockchain is one of the most widely established constructs. In 2008, Nakamoto
[79] built Bitcoin, a novel electronic payment system based on cryptographic proof instead
of trust. The Bitcoin system allows online payments to be made directly from one party to
another without going through a banking institution. In other words, it is a peer-to-peer (P2P)
electronic currency. By adding each transaction’s hash to an ongoing chain of hash-based
PoW, the network timestamps transactions and establishes both the observed order of events
and the source of the transaction’s CPU power. Nodes can quit and rejoin the network at
any time and messages are broadcast. A block is a data structure that records transactions
along with supplementary information, including a reference to the previous block. Figure 2.3
illustrates the core blockchain components categorised into a layered architectural framework.

A node can be any user or server computer with a membership that represents its
individual identities. It contains the smart contract, which is a self-executed code that is run
to apply roles and conditions between the parties. Only with this code can the private data
storage be read, written and edited. A node has the ability to start a transaction, which
represents the smallest unit of activity on the blockchain. These transactions are grouped
into a block, which is only added to the chain after verification by miners or endorser nodes.
Events, which are inherent components of smart contracts, store the arguments passed in
transaction logs, while system administrators define the guidelines for blockchain operations.
This layered representation describes the structural organisation of blockchain systems rather
than the specific transaction processing sequence, which may vary across different blockchain
platforms.

Taxonomy of Blockchain Systems

As shown in 2.2, the three main types of blockchain platforms currently in use are public
blockchain, consortium blockchain and private blockchain. In a public blockchain, such
as Ethereum [30] and Bitcoin [79], everyone may access all records and participate in the
consensus process. In contrast, in a consortium blockchain (or federated BC), such as Quorum
[31], the consensus process will involve only a select few nodes. In private blockchains, only
nodes from a single organisation are permitted to participate in the consensus process. In
some private blockchain implementations, such as HLF [33], the consensus process can be
restricted to nodes belonging to a single organisation, although the platform also supports
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Figure 2.3: Blockchain Components. The diagram illustrates the structural layers of a
blockchain system, ranging from user-facing applications to the underlying data storage and
consensus protocols.

multi-organisation participation. Ripple [80], while not a private blockchain in the traditional
sense, operates a permissioned network in which a selected set of trusted validators participate
in consensus.

Table 2.2: Comparison of Blockchain Types

Network Access Immutable Efficiency Centralised Scalability Privacy Cost

Public All Yes Low No Low Low High

Consortium Selected Partial High Partial Medium High Low

Private Single Partial High Partial Medium High Low

These distinctions highlight how blockchain platforms differ in terms of access, consensus
participation, scalability, privacy, and efficiency, providing a clear overview of the trade-offs
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associated with each type. Considering the requirements of multi-stakeholder autonomous
vehicle ecosystems, such as controlled participation, privacy preservation, and flexible
governance, permissioned blockchain platforms are generally more suitable than public
blockchain systems. Consequently, this research adopts Hyperledger Fabric as the underlying
distributed ledger platform, as it provides enterprise-oriented features that support secure
and controlled data sharing among multiple organisations.

Hyperledger Fabric (HLF)

HLF is one of the most prominent permissioned distributed ledger platforms, providing a
robust environment for smart contract execution. Established in 2015 as an open-source
project by the Linux Foundation, HLF offers a modular architecture with components that
enable anonymity, flexibility, and scalability by defining clear roles among network participants
and executing chaincode.

The way transactions are handled in permissioned blockchains generally falls into two
categories:

Order-Execute: This model is a fundamental concept in how blockchains process transactions.
The order phase determines the sequence in which transactions are processed, using a consensus
mechanism to establish a globally agreed-upon order. The execute phase implements the
actions specified in the transactions, updating the blockchain’s state accordingly.

Execute-Order-Validate: Unlike traditional order-execute architectures, HLF employs
the execute-order-validate (EOV) model, which progresses through three distinct phases:
execution, ordering, and validation. This approach improves parallelism and system efficiency
by allowing transaction simulation prior to global ordering. As depicted in Figure 2.4, the
transaction flow in HLF proceeds as follows:

1. A client application initiates a transaction proposal request via the Software Development
Kit (SDK), which constructs the proposal.

2. The proposal is then sent to endorsing peers, which execute a simulation using the
chaincode, generate a read/write set and sign the response.

3. The signed response is returned to the SDK, which verifies the signatures. If valid, the
SDK gathers the read/write sets and prepares the transaction.

4. The prepared transaction is submitted to the ordering service.

5. Ordering nodes arrange and sequence the transactions into blocks.

6. The generated blocks are sent to committing peers, which validate transactions to
ensure they meet endorsement and integrity requirements.

7. Upon successful validation, transactions are committed to the ledger, updating the
blockchain state.
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This transaction flow relies on key components, including the client application, SDK,
endorsing peers, chaincode, ordering service, committing peers and the ledger, ensuring secure
and efficient transaction processing in HLF.
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Figure 2.4: Transaction Flow within a Channel. The diagram illustrates the sequential
steps in the execute-order-validate process, covering proposal submission, endorsement,
ordering and transaction validation.

The endorsement policy (EP) is a critical part of this flow, specifying which peers must
approve a transaction before it is considered valid. It enforces access control and ensures that
only authorised participants can endorse and commit transactions, thereby maintaining trust,
security, and integrity across the network.

HLF also introduces the concept of channels, which are private communication pathways
within the network. Channels allow a subset of participants to maintain a separate ledger,
ensuring the confidentiality of transactions and data while still operating under the shared
network infrastructure. Private data collections can further restrict access to sensitive
information within a channel, enabling fine-grained privacy control.

This transaction flow relies on key components, including the client application, SDK,
endorsing peers, chaincode, ordering service, committing peers, and the ledger, working
together to ensure secure, verifiable, and efficient transaction processing in HLF. Overall,
these mechanisms collectively enable a flexible and robust permissioned blockchain platform
suitable for enterprise and multi-stakeholder environments.

Membership and Identity

Identity and access control across the network are managed through the Membership Service
Provider (MSP) mechanism. Each organisation maintains its own MSP, which defines the
rules for validating the identities of its nodes and users. Local MSPs identify and validate
individual peers or orderers, while channel MSPs define the organisations that are members
of a channel and enforce its policies. Thus, MSP must be configured both at the level of
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individual peers and orderers to sign transactions, and at the channel level, where it supports
validation of identities and signatures from peers, orderers, and clients, ensuring mutual
authentication among all members.

Every participant is issued a unique X.509 digital certificate by the Hyperledger Fabric
Certificate Authority (CA). These certificates serve as the blockchain identities of users
and nodes, enabling secure transaction signing and verification. Certificates can include
custom attributes, such as department, role, or organisation, which can then be leveraged in
chaincode to implement Attribute-Based Access Control (ABAC). These certificates,
along with their associated attributes, are stored in SDK wallets and used by the application
to sign transaction proposals. Chaincode can inspect these attributes to enforce fine-grained
access control policies, ensuring that only authorised participants with the correct attributes
can access or modify sensitive data. Endorsement policies rely on MSP definitions to verify
which organisations’ peers are required to approve a transaction.

Access Control Based on Blockchain

Building on the secure and modular transaction mechanisms of Hyperledger Fabric, blockchain
can also serve as a robust platform for enforcing access control policies. Attribute-based
access control (ABAC) is a flexible logical access control (AC) model limited only by the
computational language and the richness of the attributes available [81]. Integrating ABAC
with blockchain enables fine-grained, cryptographically verifiable enforcement of access rights
within a permissioned ledger environment. Utilising blockchain for data sharing and access
control offers several benefits. First, it enhances data privacy and security by encrypting data
and controlling access through cryptographic mechanisms. Second, it provides an auditable
and tamper-proof record of data access and sharing activities, promoting transparency and
accountability. Third, it enables efficient and trustworthy collaboration among multiple
parties, eliminating the need for costly and time-consuming intermediaries.

In the realm of data sharing access control based on blockchain, the ABAC concept
corresponds to the notion of utilising attributes to regulate and oversee data access. This
approach guarantees that only individuals or entities with the required attributes are
authorised to access the shared data. This combination of ABAC and blockchain provides a
secure, flexible, and transparent framework for multi-party data sharing in complex networked
environments.

2.3 Decentralised Content Distribution Platforms

As data sharing and storage demands grow, decentralised content distribution platforms have
emerged as a next-generation evolution of peer-to-peer (P2P) networks. These systems were
designed to overcome the limitations of first-generation P2P models, such as BitTorrent and
Napster. Key platforms in this space include the InterPlanetary File System (IPFS), Swarm
[82], Hypercore [83], SAFE Network [84], Storj [85], and Arweave [86]. Developed over the
past decade, these decentralised architectures enhance earlier models like BitTorrent [87] by
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improving long-term data availability, enabling more robust file management, supporting
dynamic peer participation, and ensuring resistance to censorship.

These platforms commonly leverage key concepts such as content-based addressing,
structured overlays, and cryptographic hashing, which collectively enable a decentralised,
resilient, and scalable alternative to the traditional client-server paradigm. By distributing
data across multiple nodes rather than relying on central servers, these systems enhance fault
tolerance, reduce bottlenecks, and promote greater user control over data.

InterPlanetary File System (IPFS)

The IPFS offers advantages over other next-generation architectures due to its content-
addressable storage and retrieval model, which fundamentally replaces the traditional
client-server web architecture. IPFS splits files into small blocks, assigns each block a
unique cryptographic hash (known as a Content Identifier or CID), and distributes these
blocks across the network, allowing for efficient data lookup, deduplication, and robust file
distribution.

While this distributed approach enhances scalability and content resilience, it introduces
additional processing overhead, such as file chunking, hashing, and distributed lookup, which
can result in higher latency compared to conventional file transfer protocols (FTPs) [88].
Nonetheless, IPFS has been widely adopted and actively studied due to its applications
in areas such as web archiving, the Internet of Things (IoT), and secure data sharing [89].
Its growing popularity is attributed to its ability to reduce storage redundancy, support
censorship-resistant file distribution, and seamlessly integrate with blockchain systems to
strengthen data integrity, access control, and scalability.

Overall, IPFS exemplifies how decentralised content distribution platforms can overcome
traditional storage limitations while providing a flexible foundation for emerging distributed
applications.

2.4 Related Work

Nowadays, data plays a foundational role in many sectors, especially in safety-critical
environments such as the AV ecosystem, where data generated during operation are vital for
various post-event activities involving different stakeholders. This section explores current
solutions that support and lead to the proposal of a tailored approach to addressing AV data
and the associated stakeholders. It also reviews existing research on AV-related data and
highlights the limitations.

2.4.1 Data Sharing Approaches

Ongoing research has explored secure and privacy-preserving methods for data exchange
across various domains. Several studies have introduced centralised solutions, such as
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the attribute-based authorisation mechanism proposed by Joshi et al., which uses cloud
technology for electronic medical records [90]. While their approach and many similar
ones enhance expressivity and security, their reliance on centralised storage raises concerns.
Centralised solutions introduce single points of failure, scalability limitations and dependency
on third-party services.

To address these issues, the literature has seen a shift toward decentralised and cryptographic
solutions. Some integrate traditional access control models, such as mandatory access control
(MAC), ABAC and discretionary access control (DAC), with newer strategies. For example,
Bianchi et al. [91], combined identity-based encryption (IBE) with linear secret sharing (LSS)
to enforce cryptographic conditions. Their framework ensures that only parties complying with
predefined policies can decrypt shared datasets. Similarly, a secret-sharing-based approach,
PRISM [92], has been proposed to compute private set operations over outsourced databases
in a multi-party environment.

In another new shift, blockchain has been applied to data sharing in multiple data-sensitive
sectors, demonstrating benefits for security immutability and auditability. For example, in
healthcare, HLF-based platforms have been developed to manage electronic health records
(EHR) while ensuring access control and traceability [42]. In their model, Al Shalali et al.
encrypt pointers to medical records, storing them on the blockchain, while the actual data
remain within healthcare databases. Similarly, Guo et al. [93] introduced a hybrid system
in which edge nodes store EHR data and implement ABAC. Healthcare providers retrieve
access control lists (ACLs) from the blockchain, which contain links to EHR data, ensuring
that only authorised users can access records.

In industrial IoT environments, blockchain combined with attribute-based encryption has
been leveraged to enable fine-grained decentralised access control for secure resource sharing
such as in [44, 94, 95]. In addition, attribute-based encryption (ABE) has been integrated
with blockchain to enhance access control and confidentiality, such as in the works of Alniamy
and Taylor [41], Ma et al. [96], and Liu et al. [97]. Moreover, integrating blockchain with
IPFS has been proposed for scalable decentralised file storage and integrity verification
[98, 99, 100, 101].

In summary, existing research demonstrates a variety of approaches for secure and
decentralised data sharing, including blockchain, attribute-based encryption, and hybrid
storage solutions. However, these studies also reveal limitations such as scalability constraints,
architectural complexity, and dependence on centralised components. These gaps highlight
the need for a tailored framework that combines blockchain, access control mechanisms, and
decentralised storage to provide secure, efficient, and auditable data sharing across multiple
stakeholders.

2.4.2 Data Management in Autonomous Vehicles (AVs)

Effective data management is critical in AV systems due to the large volume and variety of
data generated. From real-time decision-making and environmental perception to long-term
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learning and system optimisation, the performance and safety of AVs are fundamentally
dependent on the availability, integrity and timely processing of data. Numerous solutions
have been suggested for handling the vast volumes of data used by AVs, including in-vehicle
data storage, cloud-based infrastructures, edge computing technologies and real-time data
sharing.

Aiming to preserve privacy in such a data-sensitive environment, several studies have
proposed architectures that safeguard sensitive user information. For example, Gheisari et
al. [17] presented a context-aware privacy-preserving framework leveraging software-defined
networking (SDN) and differential privacy, dynamically adjusting data aggregation based
on sensitivity. Parekh et al. [16] integrated blockchain and federated learning to preserve
data confidentiality during distributed training, demonstrating the utility of ledger-based
trust frameworks. Zhao et al. [19] proposed a lightweight affine masking approach for secure
vehicle-cloud collaboration, reflecting the attention paid in this study to securing cloud-based
offloading.

When addressing security challenges, researchers have proposed several architectures to
ensure data integrity, confidentiality and authentication. From a security perspective, Anwar
et al. [9] offered a dynamic risk assessment and mitigation approach for V2V communication,
integrating game theory and security decay modelling. Moreover, various methods have
recently been proposed that integrate BC technology in IoV systems, in order to enhance
security. For example, Dwivedi et al. [102] used a consensus mechanism to provide a secure
event-sharing protocol for smart cities using IoV and RSU. Similarly, Yi et al. [103] reported
approaches aiming to protect IoV against quantum attacks. Liu et al. [104], designed a
blockchain-based mechanism to provide security-related data collection and incentivise mobile
nodes.

In the context of privacy-preserving data sharing, several studies have introduced privacy-
preserving machine learning (PPML) techniques, such as federated learning (FL), secure
multi-party computation, homomorphic encryption, and differential privacy, to facilitate
collaborative model training without exposing sensitive data. These methods, when applied
in the context of AVs, allow the development of shared machine learning models using
large, diverse datasets, including those collected from geographically dispersed or previously
unvisited locations. For instance, a framework proposed by Zeng et al. [105] leveraged
federated learning, supported by large-scale wireless connectivity, to collaboratively train
the control models of CAVs. To address challenges such as variable participation rates,
heterogeneous data quality and dynamic network conditions, the authors introduced an
algorithm that considers CAV mobility, wireless channel fading and non-independent and
unbalanced data distributions.

In another study, He et al. [106] introduced a blockchain-based federated learning system
for connected and autonomous vehicles (Bift) as a decentralised machine learning framework
that combines federated learning with blockchain and the IPFS to enhance privacy and
security during the data-sharing process among CAVs. This system ensures data integrity
and confidentiality throughout the learning pipeline.

Similarly, Xiong et. al [107] presented an edge-assisted paradigm for privacy-preserving
raw data sharing. The authors proposed a privacy-preserving convolutional neural network
(P-CNN) architecture utilising additive secret sharing to securely encrypt raw data while
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maintaining model accuracy.

These contributions highlight diverse strategies, ranging from federated learning and
cryptographic techniques to blockchain-based systems, for enabling secure and collaborative
data sharing in AV environments. While these works demonstrated progress in addressing
specific privacy and security concerns, they primarily focused on enabling secure data sharing
for collaborative machine learning and model training purposes, usually among CAVs or
intra-network nodes, like vehicles, edge servers, or cloud systems. In other words, they
contributed to addressing privacy and security concerns related to data sharing in distributed
ML contexts but they did not fully deal with the broader and more complex issue of data
sharing among diverse multi-stakeholders. Researchers have also turned their attention to
data sharing for forensic purposes, where the objective is not collaboration but accountability,
evidence preservation, and post-incident analysis. Forensic investigation and data integrity
techniques in AVs have particularly attracted significant research attention. As summarised
in Table 2.3, various solutions have been proposed for crash reconstruction solutions, for
example, safety models like causal analysis based on system theory (CAST) [108] and the
functional resonance analysis method (FRAM) [109]. CAST employs system theory to identify
causes of failure and propose preventive measures. FRAM assesses complex interactions
in socio-technical systems. However, these models lack a unified framework that covers all
causal factors, and manual analysis remains costly and inefficient. The forensic event data
recorder (FEDR) [36] was developed to meet investigators’ data requirements independently
of manufacturers. This solution aims to provide an EDR that meets all requirements but
only from the investigator’s perspective.

Data integrity preservation for investigation purposes in AV has been a goal of several
studies that have presented frameworks based on various forms of technology. Hoque and
Hasan proposed a forensic investigation framework for AVs called the AVGuard tool [38],
designed for integration with the AV system. The framework assumes that the AV has local
storage to store the log provenance while also communicating with a remote cloud server to
publish the newly created log provenance. A robot operating system (ROS) node collects all
the logs from different AV modules.

Oham et al. proposed a distributed digital forensics framework [20], which is based on the
evidence reported by nearby witness vehicles if a vehicle is involved in an accident. Digital
signatures, along with a corresponding certificate, are used to protect data integrity. Data
exchanges between entities in the framework are stored in a blockchain and used for later
decision-making.

In another approach, T-Box [23] is a trusted real-time automotive data-recording system
comprising a network monitor, generator and recorder. It assumes that the gateway could be
used as a network monitor. The generator reconstructs data provided by the monitor and
delivers it to the recorder, which stores the data. The recorder stores an individual data
entry in a block. These data blocks can then be stored locally or externally or transmitted to
a remote server.

Buquerin et al. [37] offered a general concept for automotive forensics. Using Ethernet,
their implementation uses the onboard diagnostics interface, the diagnostics over internet
protocol, as well as the unified diagnostic services for communication. Liu et al.’s study
aimed to store EDR data safely and away from manipulation. In their scheme [24], data are
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sent to the manufacturer’s server, as usual, but the vehicle also uploads the EDR data to a
cloud server and sends the evidence of storage to the nearby vehicle through a vehicular ad
hoc network.

Despite these advances, the solutions reviewed in this section exhibit limitations in terms
of storage granularity and access mechanisms. In other words, while they may succeed in
enhancing current data-recording tools in terms of integrity, storage or both, they do not,
within the scope of the reviewed approaches, provide comprehensive availability guarantees
or fine-grained access control mechanisms suitable for multi-stakeholder environments. A
recent advance in forensic AV data handling is AVChain [25], which integrates blockchain
with IPFS to enable scalable, secure and verifiable crash data. However, while this solution
provides an access mechanism, it follows a one-directional access model, lacking the flexibility
required for fine-grained, policy-based, multi-party data interactions. This means that
although data can be verified and retrieved, the framework does not fully support a flexible,
policy-based multi-party data-sharing model that simultaneously maintains security and
scalability, particularly for post-storage access scenarios.

To conclude, large volumes of historical and forensic data require secure, auditable and
scalable multi-party sharing beyond immediate transaction validation. In addition, AV data
are much beyond forensic data while most of these solutions focus on EDR data. Furthermore,
existing solutions discussed in the literature place limited emphasis on multi-stakeholder
governance, long-term data integrity, and off-chain data storage for non-real-time AV data
sharing, with most efforts focusing primarily on forensic or event-specific datasets. In addition,
access control mechanisms supporting adaptive, policy-driven management across multiple
organisations remain comparatively underexplored in the surveyed literature.

These identified gaps in the existing literature motivated this work, which aims to design
a blockchain-based framework tailored to secure, flexible and scalable sharing of non-real-time
AV data. Our approach tackles the challenges of multi-organisational collaboration, access
policy enforcement, data ownership and integration with off-chain data storage, providing a
secure and efficient solution for comprehensive AV data management.

2.5 Summary and Research Gap

AVs generate vast amounts of data, encompassing raw and processed inputs from cameras and
sensors, along with communication exchanges with other vehicles and RSUs. This aggregated
dataset is vital for understanding the context of significant events. However, there are two
primary challenges related to data management and accessibility. First, existing systems, such
as EDRs and DSSAD in AVs are often inadequate, even for basic accident-related scenarios
[34]. To address these shortcomings, various solutions have been proposed [38, 20, 37, 23, 24],
focused on enhancing data integrity by assigning different levels of trust to recorded data.

Second, the need for AV data spans several sectors, drawing interest from a wide range
of stakeholders, including regulatory bodies, legal authorities, OEMs, suppliers, vehicle
owners, insurance companies, testing agencies, road operators and researchers [39]. For
instance, sensor data play a crucial role in diagnostics, enabling AVs to assess both internal
system health and external environmental conditions [40]. This is especially important given
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Table 2.3: Comparison of Solutions for Accident Data Retrieval and Integrity.

Category Solution Key Idea Strengths Limitations

Safety
Analysis
Models

CAST [108] System-theoretic
accident analysis

Systematic failure
identification

High cost; lacks
unified framework

FRAM [109] Socio-technical
interaction analysis

Handles complex
systems

High cost; lacks
unified framework

Forensic
Investigation
Frameworks

AVGuard Tool
[38]

ROS-based log
collection to cloud

Modular logging
support

Assumes reliable local
storage

Distributed DF
Framework [20]

Blockchain-based
evidence sharing

Tamper-proof
evidence

Requires nearby AVs;
network overhead

AV Data
Pipeline [110]

Sensor data pipeline for
crash reconstruction

High-fidelity
reconstruction

Privacy and security
concerns

Trusted Data
Recording

T-Box [23] Real-time vehicle data
recording

Reliable operation Limited privacy
support

Generalised
Automotive
Forensics [37]

Ethernet-based
diagnostics

Efficient
communication

Limited
implementation
details

Forensic
Data
Integrity

Safe EDR
Storage [24]

Cloud-based EDR with
data sharing

Prevents tampering Depends on VANETs

Integrity
with Access
Control

AVChain [25] Blockchain + IPFS
data sharing

Integrity and access
control

Complex; limited
real-time capability

FEDR [36] Independent forensic
data collection

Supports
investigations

Requires large-scale
adoption

the limitations of current event recording systems and the complex issues of liability and
verification in autonomous driving [111]. Moreover, AV data are indispensable for analysis
[112], training deep learning models [113], and informing regulatory development [114].

Ensuring that these data are accessible to authorised parties is critical to support
continuous system improvement. This necessitates fine-grained access control mechanisms
that allow secure and responsible data sharing with relevant stakeholders. Accordingly, this
research investigates the effectiveness of tailored blockchain-based data-sharing approaches
to help bridge the gaps identified above.

2.6 Conclusion

This chapter provided a comprehensive overview of autonomous vehicle technology, its key
data challenges, and a review of existing literature. It highlighted the significant limitations
in current data-sharing and storage solutions, specifically in regard to data integrity, security,
and ownership. The analysis of these gaps led to the identification of Distributed Ledger
Technology (DLT) and blockchain as a promising approach to overcome these issues. The
foundational concepts of DLT, including cryptographic principles and consensus mechanisms,
were explored as a basis for developing a new, more robust system. This foundational review
directly informs the system requirements and design principles that will be detailed in the
subsequent chapters of this thesis.



Chapter 3

Research Methodology and the
Proposed Solution

This chapter presents the methodology and design of the proposed solution developed for
secure data sharing using HLF. The methodology in this study followed an experimental
research approach. It included problem identification, objective definition, design and
development of the proposed system, and subsequent demonstration and evaluation. The core
of this work was the design and implementation of smart contracts and the manipulation of
endorsement policies within a permissioned blockchain environment. Accordingly, this chapter
contributes to addressing RQ1a, RQ1b, and RQ1c by identifying the required components,
tools, and mechanisms; clarifying the types, sources, and flow of data within the system;
and demonstrating how the framework can be implemented to integrate these elements in
line with the design requirements. In summary, this research was conducted through a
systematic, experimental, multi-phase methodology. The chapter begins by outlining the
research methodology and tasks 3.1 used to guide the system design, implementation and
evaluation. Following this, it details the proposed system architecture and the conceptual
design 3.2, including the components involved, as well as articulating the rationale behind key
design decisions. The chapter then concludes with a summary 3.4, addressing the chapter’s
key points.

3.1 Methodology Tasks

As illustrated in Figure 3.1, the research was conducted through a sequence of interrelated
tasks, each forming a phase of the experimental methodology. These tasks collectively guided
the process from problem identification to system evaluation and documentation. The tasks
are described in detail below:

35
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Task 1: Thematic Literature Review and Gap Analysis

This task formed the foundation for Chapter 2, which discussed the background to this thesis,
and involved a comprehensive thematic literature review and gap analysis. The findings of
this review have been published in [62]. The literature was systematically categorised
into six key themes to capture the multifaceted landscape of data sharing and storage in the
context of AVs:

1. AV technologies and existing survey research, encompassing studies on the
current state-of-the-art in AV systems and broader survey efforts synthesising progress
across domains.

2. Non-blockchain data sharing mechanisms covering traditional and models that
rely on trusted third parties, federated systems, or other distributed architectures.

3. Blockchain-based solutions for data sharing focusing on decentralised approaches,
consensus mechanisms, and smart contracts aimed at improving data integrity, security
and traceability.

4. Cloud and data storage management approaches investigating the role of cloud
computing, edge computing and hybrid infrastructures in managing large-scale AV
data.

5. AV-specific data-sharing frameworks exploring tailored protocols and architectures
designed specifically for autonomous driving environments, vehicle-to-vehicle (V2V)
and vehicle-to-infrastructure (V2I) communication.

6. Security and privacy concerns in data sharing, addressing critical issues such as
data confidentiality, access control, identity management, and regulatory compliance.

Within each theme, studies were critically reviewed to gain a deep understanding of the
current landscape of AV data sharing and storage. This critical review involved several layers
of analysis:

1. Understand current methodologies and technologies used in data sharing and storage.

2. Identify trends, overlaps between approaches and shortcomings.

3. Map out unresolved challenges in AV fields related to secure data sharing, data integrity
and traceability, and ownership.

These layers of analysis ensured that the review was not merely descriptive but critically
evaluative, providing a robust foundation for addressing the research problem.

Subsequently, these insights were critical in defining the upcoming tasks. This task directly
contributed to RQ1 by establishing the components, mechanisms and gaps that shaped the
design principles of the proposed solution.
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Task 2: Defining the Problem

Based on the thematic review of literature on existing solutions, several critical gaps and
limitations in current AV data-sharing and integrity mechanisms were identified. These
included limitations in how AV operational data are securely stored, managed, and shared
among multiple stakeholders. The main gap identified has been published in [43]
and discussed in the previous chapter. These findings were constructed to define the core
research problem, namely, how effective a blockchain-based system is as a platform that
ensures secure and traceable data sharing for AVs. This task further aligned with RQ1 by
framing the problem around secure multi-party data-sharing design.

Task 3: Testbed of Existing Solutions

A blockchain-based solution proposed by Budel et al. [115] was deployed in a testbed
environment to evaluate state-of-the-art solutions and explore the effectiveness of the solution
in ensuring data integrity, availability, and access control under realistic road trial conditions.
Key insights were gained into the practical challenges of incident data management by
observing its limitations. These observations helped identify the technical and functional
requirements for the proposed system, highlighting gaps in current approaches. This task
contributed to RQ1 by identifying the strengths and weaknesses of existing systems that
informed the requirements for the proposed framework.

Task 4: Defining the Requirements

Drawing on both empirical observations from the local testbed and insights gained through the
literature review, a comprehensive set of technical and functional requirements was formulated.
These requirements served as the foundation for designing the proposed blockchain-based
solution, as detailed later in this chapter (see 3.2.1). The goal was to ensure the architecture
would directly address the critical limitations identified in existing systems while meeting the
operational needs of secure AV data sharing. This directly supported RQ1 by formalising the
requirements needed to build a secure and scalable framework.

Task 5: Designing a Blockchain-Based Conceptual Model

A conceptual architecture was designed that incorporated blockchain (HLF) and decentralised
storage (IPFS). The design was intended to mitigate the shortcomings of existing solutions
by ensuring secure, auditable and tamper-resistant data exchange, while also supporting
decentralised data access. This task is detailed in section 3.2. The design methodology
and architecture have been published in [116].This task addressed RQ1 by proposing
the architecture and identifying the design principles of the framework.
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Figure 3.1: Research Methodology.
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Task 6: Prototype Implementation on a Local Test Network

The conceptual model was first implemented in a controlled, local test environment to validate
key aspects of the system prior to full-scale deployment. This task involved the following:

1. Verifying the functional correctness of individual system modules.

2. Testing inter-module communication and data flow.

3. Identifying and resolving architectural or logical inconsistencies at an early stage.

This task is thoroughly discussed in Chapter 4. In addition, it contributed to RQ1 by
demonstrating how the defined components could be implemented in practice.

Task 7: Frontend DApp Development

A frontend decentralised application (DApp) was built to provide a user interface for
interacting with the blockchain system. Functionality was rigorously tested through input/output
validation to ensure correct handling of user interactions and blockchain responses. This task
is comprehensively elaborated upon in the frontend implementation section in Chapter 4
section 4.4. This task addressed RQ1 (framework components) and contributed towards RQ3
(usability considerations), which were later evaluated in Chapter 5.

Task 8: Backend and Chaincode Development

Smart contracts were implemented as a chaincode to enforce access control policies, validate
data hashes and integrity proofs, and interact with the ledger state. The chaincode played a
central role in upholding data trust and security guarantees. The detailed implementation is
set out in Chapter 4 (see section 4.6). This task contributed to RQ1 by showing how smart
contracts could be implemented to ensure secure data sharing.

Task 9: Integration

Following the successful verification of both frontend and backend components, the system
was fully integrated. Integration testing was conducted to ensure seamless interoperability
between components, transactional consistency and correct execution of workflows across the
blockchain network. This task is presented in Chapter 4 (see section 4.7). This task addressed
RQ1 by validating the integration of framework components into a functional system.

Task 10: Testing

The fully integrated system underwent comprehensive testing to identify any residual bugs,
validate inter-component interactions and confirm the system’s ability to enforce defined
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access policies and data integrity rules. This phase ensured the solution’s robustness and
readiness for realistic deployment. Testing task contributed to RQ2 by establishing the baseline
performance of the proposed system.

Task 11: Model Implementation on Hyperledger Fabric (HLF)

Following successful validation in the development environment, the system was deployed on
a distributed HLF test network hosted on Amazon Web Services (AWS). This deployment
allowed the emulation of realistic operating conditions, enabling assessment of the system’s
scalability, fault tolerance and performance in a cloud-based distributed setting more
representative of a real-world deployment scenario. This task is detailed in Chapter 4 (see
sections 4.2 and 4.5) and directly contributed to RQ2 by testing scalability and performance
in realistic settings.

Task 12: Experiment and Evaluation

A series of experiments was conducted to assess the system’s performance under different
conditions. Key performance metrics, such as transaction throughput and latency, were
measured. Additionally, a System Usability Scale (SUS) survey was conducted to capture
user feedback and assess the perceived usability and effectiveness of the application. This
task is presented in depth in Chapter 5. In addition, it contributed to RQ2 (performance
metrics) and RQ3 (usability evaluation).

Tasks 7 to 12 are also part of the contributions published in [116]

Task 13: Configuration Variants and Tailoring for AV Use Case

To thoroughly evaluate the proposed architecture, multiple configurations were designed
and tested, each reflecting a distinct combination of system parameters tailored to the AV
data-sharing context. These configurations varied in terms of endorsement policies to align
with realistic use case requirements. The experimental setup and evaluations for these
configurations are detailed in Chapters 6 and 7. This work and all its sub-tasks, such
as the verification tools, are part of the contributions published in [117]. This
task directly addressed RQ2 by assessing scalability limitations and the effects of endorsement
policy variations.

Task 14: Thesis Documentation

All phases, from problem definition to evaluation and findings, were documented. The
outcomes were formulated into this thesis and relevant publications, reflecting the academic
and practical contributions of the work.
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3.2 Conceptual Design of the System

The conceptual design aimed to address limitations identified in existing AV data-sharing
approaches, particularly the lack of fine-grained access control and secure multi-stakeholder
data management. Subsequently, the requirements and component mapping are identified
and described in this section.

3.2.1 System Requirements

To design a secure and scalable data-sharing platform for autonomous vehicles, it is essential to
first identify the system requirements. These requirements define the fundamental properties
and constraints that the system must satisfy in order to ensure trust and efficient operation.
They serve as the foundation for mapping system components and guiding the overall
architectural design. These requirements were derived from the findings of the thematic
literature review and gap analysis presented earlier in this chapter (Task 1) 3.1, together
with empirical insights obtained from the evaluation of existing solutions in the testbed
environment (Task 3), as discussed in (Task 4). The key requirements are as follows:

1. Immutability: Ensuring data consistency, versioning, and protection against tampering
through immutable records. This is particularly important in a multi-stakeholder
environment, so that participants can ensure accountability and verifiability.

2. Transparency: Transparency ensures that authorised stakeholders can verify data
transactions and system operations. In a multi-stakeholder environment such as AV
ecosystems, transparency improves accountability by allowing participants to observe
how data are registered, accessed and managed within the system.

3. Traceability:

Traceability enables the system to maintain an auditable history of all data-related
operations, including data submission, access requests and policy updates. This
capability allows stakeholders to track the origin and usage of data, supporting auditing,
accountability and regulatory compliance.

4. Security: Including robust authentication, encryption and fine-grained access control to
safeguard sensitive AV data. Since the data may include stored AV datasets such as
sensor logs, accident reports, or other post-operation records, they must be protected
against unauthorised access. A secure system ensures that only approved stakeholders
can retrieve or contribute data based on defined permissions.

5. Scalability: AVs generate large volumes of data, and the system must scale to support
these data, and multiple users and organisations.

6. Reliability: The goal is to design high availability and resilient distributed computing.
For stakeholders to depend on the system for decision making, the platform must ensure
that data are consistently available. Reliability supports continuous operations and
fosters trust in the platform’s robustness.
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7. User-Friendliness: Prioritising intuitive user interfaces, responsive design and effective
error handling to support end users and system operators is critical. Given the diversity
of stakeholders, including non-technical users, a user-friendly interface is needed to
ensure accessibility and smooth interaction with the system, reducing training overhead
and minimising human error.

These requirements directly inform the selection of system components and technologies,
as described in the following subsection.

3.2.2 System Components and Architecture

The proposed system architecture consisted of three main modules, each selected based on
its ability to meet the system requirements efficiently, as summarised in Table 3.1. The
table presents a mapping between each requirement and the component(s) responsible for its
implementation. The components were chosen after an in-depth study of current alternatives,
focusing on the specific needs of secure, scalable and decentralised data sharing, illustrated in
Figure 3.2 and described below.

(Smart Contract) (Storage)

(DApp - Frontend/API)

Distributed Application 

LabelContent Ref (Hash)

Access Control /
 Policy Verification

Retrieve / Store

Figure 3.2: System Components.

- Web Module: A DApp enabling stakeholders, each with specific attributes, to register
and interact with the system, performing actions such as uploading or requesting data.
This module provides an intuitive interface essential for usability in AV ecosystems.
A web-based DApp was preferred over a traditional platform to ensure platform
independence, streamlined updates and seamless integration with blockchain networks.

- Storage Module: Utilising the IPFS to store large datasets securely and scalably,
the data are indexed using content-addressable hashes. IPFS is adopted instead of
centralised cloud storage solutions as it provides a decentralised, tamper-resistant, and
scalable file-sharing mechanism, making it suitable for environments involving multiple,
potentially untrusted stakeholders [118]. Compared to alternative decentralised storage
systems, such as Swarm [82], and BitTorrent [87], the IPFS offers a more mature
implementation, better community support and easier integration with blockchain
platforms [89]. Its use of content-addressable storage enables built-in tamper detection,
with any change in file content resulting in a new unique hash.
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- Network Module: In the architecture built on HLF, this module ensures decentralisation,
access control and immutable record-keeping. Smart contracts (chaincode) manage
permissions and data integrity.

HLF was selected for this work based on a layered rationale aligned with the system
requirements. First, permissioned blockchains were selected over public or permissionless
approaches, such as Ethereum, due to the nature of AV ecosystems. These ecosystems
typically involve a consortium of trusted or semi-trusted stakeholders, including, for
example, regulators, manufacturers, insurers and suppliers, who require controlled
access and collaborative governance. This differs from a permissionless blockchain,
which allows unrestricted participation. In addition, public blockchain suffers from
higher latency and vulnerability to network attacks, whereas permissioned systems
enforce strict membership rules and role definitions, significantly enhancing security
and resilience [119]. This is an important quality in handling data of a sensitive nature
such as in AVs. The model chosen supports scalability, privacy and efficient access
control, all of which are crucial for AV data exchange scenarios [120, 121].

Second, among permissioned platforms, HLF was chosen due to its superior performance
characteristics in scalable and robust environments. Several studies have highlighted
the adaptability of HLF in diverse industrial use cases, demonstrating its ability
to support fine-grained access control and complex trust models [119, 122]. Unlike
other permissioned platforms, HLF offers native support for pluggable consensus,
channel-based privacy and scalable transaction processing, making it particularly
well-suited for decentralised applications that require both performance and strong
governance [121].

Third, within the Hyperledger ecosystem, Fabric was selected over alternatives like
Sawtooth and Indy due to its modular architecture, higher throughput and support for
selective data visibility. In addition, Fabric offers a broader balance of enterprise-relevant
features, including crash fault-tolerant ordering, fine-grained access policies and efficient
transaction processing [120]. This makes Fabric the most suitable choice for complex,
multi-stakeholder systems requiring both performance and security.

In addition, Execute-Order-Validate (EOV) architecture is a core differentiating feature
that sets Fabric apart from other permissioned platforms, such as Corda, Quorum
and Besu, and also other Hyperledger options, such as Sawtooth. In multi-stakeholder
environments like AV ecosystems, this architecture enhances system scalability and
resilience by enabling parallel transaction execution and isolating faults. This separation
allows faults or invalid transactions to be isolated before they can affect the ledger state.
It also reduces the risk of non-deterministic transaction failures because its design forces
smart contracts to be deterministic, ensuring all peers produce the same output.
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Table 3.1: Mapping System Requirements to Components.

Requirement Mapped Component(s)

Immutability Network module (HLF, smart contracts); storage
module (IPFS hash referencing)

Transparency Network module (HLF distributed ledger providing
auditable transaction visibility)

Traceability Network module (HLF distributed ledger maintaining
immutable transaction history); storage module (IPFS
hash referencing)

Security Network module (Attribute-Based Access Control,
encryption)

Scalability Storage module (distributed IPFS); network module
(modular architecture of HLF)

Reliability Storage module (replication in IPFS); network module
(resilient peer-based infrastructure)

User-Friendliness Web module (frontend DApp with user role awareness
and responsive interaction)

3.2.3 Scenario and Use Cases

This section presents a representative scenario and detailed use cases that demonstrate how
different system components and actors interact within the implemented architecture. These
use cases highlight the application of ABAC, IPFS and HLF features in supporting secure,
auditable access and data management.

Motivation Scenario

The motivation scenario presented in Figure 3.3 outlines the development of an integrated
system that enables controlled access for stakeholders.

1. Different Data Sources: Vehicles generate diverse types of data, including V2I, V2V,
V2P, V2X and V2N. Collecting these data from multiple sources provides a rich,
multi-dimensional picture of vehicular environments.

2. Data Collecting and Storing: The collected data, both raw and processed by the AV
system, cloud infrastructure, or edge computing, are stored in backend storage systems.

3. Potential Data Stakeholders: Various stakeholders, such as manufacturers, suppliers,
regulators, insurance companies, researchers and accident investigators, require access to
these data for diverse purposes, including vehicle innovation, safety analysis, regulation
enforcement, liability investigation, risk assessment and academic research.

4. Data-Sharing Platform: Since multiple organisations need access to the data, it is
crucial to have multi-organisational stakeholder engagement and fine-grained data
access control. This ensures that each entity can access the data set required for their
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Figure 3.3: Motivation Scenario. The figure illustrates the need for a multi-stakeholder
ecosystem where (1) diverse vehicular data, such as V2I, V2V, V2P, V2N and V2X, are
collected from autonomous systems and (2) stored via cloud infrastructures. (3) Several
stakeholders, such as manufacturers, insurers, regulators and researchers, need these data for
different purposes. (4) A dedicated data-sharing platform enables secure, fine-grained access
control for stakeholders, providing insights that drive continuous technological improvements
and creating a feedback loop that enhances vehicle systems technology, safety and policy
development.
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role without compromising privacy or security. To facilitate secure, controlled and
efficient sharing of vehicle data among multiple stakeholders, a dedicated data-sharing
platform is necessary. It acts as an intermediary, ensuring appropriate access and data
governance.

5. Feedback Loop: By providing controlled access to vehicular data, the platform empowers
stakeholders, such as manufacturers, researchers and suppliers, to analyse real-world
driving conditions, communication patterns and accident data. Insights gained from data
analysis fuel the development of improved vehicle systems, enhanced safety protocols,
more efficient communication technologies, and advanced driver assistance features.
Subsequently, the improved technologies are deployed back into vehicles, and new
and richer data are generated from updated sensors and communication mechanisms.
This ongoing loop results in iterative refinement of vehicle technologies and data
analytics methods, fostering innovation and improving safety, efficiency and performance
standards.

As a result, each participant in the ecosystem benefits. For example, manufacturers create
superior products, regulators craft better policies, insurers can more accurately price risk,
researchers gain access to real data and consumers enjoy safer, smarter mobility.

Scenario Overview

In the proposed platform, stakeholders representing various organisations require a secure and
decentralised mechanism to share AV data. The system enables them to register and upload
datasets to the IPFS, define fine-grained access policies and retrieve datasets via approved
access. All operations are performed through a web interface and recorded immutably on the
HLF blockchain, ensuring traceability and compliance. To better illustrate the functionality
of the proposed platform, the following subsections describe representative use cases and
interactions between system actors. These use cases capture the roles of administrators,
stakeholders, and the underlying modules, highlighting how access control, data sharing, and
blockchain integration are achieved in practice. Each use case is presented in the form of
diagrams and step-by-step flows to clearly demonstrate the operational behaviour of the
system.

Actor-Centric Use Case

1. Use Case 1: Figure 3.4 presents the Actor-Centric Use Case Diagram for Administration,
which comprises the following:

- Actors: System administrator (admin).

- Description: Admin approves the registration of new stakeholders and issues
digital certificates using the CA.

- Flow:
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Figure 3.4: Actor-Centric Use Case Diagram for Administration. This diagram
illustrates the interactions of the “admin” actor with core system functionalities.

(a) Admin logs in via the frontend and accesses the pending registrations list.

(b) Admin reviews the user details and selects either “Approve” or “Reject”.

(c) If approved, the backend sends the registration request to the Fabric CA.

(d) If rejected, a notification is sent to the user.

(e) Admin can block or remove users if needed.

(f) Admin initiates logout, and the system invalidates the session.

2. Use Case 2: Figure 3.5 illustrates the Actor-Centric Use Case Diagram for the User,
which is as follows:

- Actors: System user.

- Description: The system user interacts with the platform to perform essential
actions, such as registering, logging in, uploading files to the IPFS, assigning or
updating access policies, requesting access to data and logging out. These actions
are governed by attribute-based access control enforced by the HLF.

- Flow:

(a) The user visits the platform and submits a registration request by filling out
personal and role-specific details.

(b) After approval from admin, the user receives login credentials.

(c) The user logs into the system using email and a password.

(d) Upon successful authentication, the system grants access to the dashboard.

(e) The user can:

- Upload files to the IPFS and define access control policies.

- View previously uploaded data and associated metadata.
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Figure 3.5: Actor-Centric Use Case Diagram for the User. This diagram illustrates
the interactions of the “user” actor with core system functionalities.

- Request access to a specific dataset.

- Receive permission (or denial) based on ABAC policy evaluation.

- Retrieve approved files from the IPFS using the hash provided.

(f) The user logs out and the system ends the session securely.

Functional Use Case

Figure 3.6 presents the use case diagram for the proposed system, capturing the main
interactions between users (new, authenticated, admin) and the system functions. The
diagram outlines key functionalities, such as registration, digital certificate issuance, dataset
upload, policy management and data access. Notably, the Data Retrieval use case is
conditionally triggered upon a Data Access Request only if the user is authorised. In addition,
the interaction with an external blockchain CA is also included to highlight the integration
of digital identity management.

1. Use Case 1: User Registration Request Submission

Actors: New user
Description: A new user submits their details through a registration form. The request
is stored as pending until reviewed by admin.
Preconditions: The system is live and accessible to the public.
Flow:
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Figure 3.6: Functional Use Case Diagram. The figure illustrates the system design and
workflow.
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(a) The user visits the registration page.

(b) The user completes the following information.
- username
- email
- password
- organisation
- role or attribute.

(c) The user submits the form.

(d) The system stores the request in a “pending” queue/database.

2. Use Case 2: User Registration and Identity Provisioning

Actors: System administrator, certificate authority (CA)
Description: A system administrator approves the registration of new stakeholders and
issues digital certificates using the Fabric CA.
Preconditions: - The Fabric CA is active.
- Admin is authenticated.
Flow:

(a) Admin logs into the frontend and accesses the pending registrations list.

(b) Admin reviews the user details and selects either “Approve” or “Reject”.

(c) If approved, the backend sends the request to the Fabric CA. Then the CA is
responsible for:

i. validating the identity of the stakeholder.

ii. issuing the corresponding digital certificate.

iii. and updating the Membership Service Provider (MSP).

(d) If rejected, the system sends a rejection notification to the user.

3. Use Case 3: File Upload and Policy Assignment

Actors: Authenticated stakeholder user
Description: A registered user uploads a file to the IPFS and assigns access control
policies based on their roles or attributes, along with metadata.
Preconditions: The user is registered and authenticated.
Flow:

(a) The user selects a file and defines access policies via the frontend.

(b) The file is uploaded to the IPFS, generating a unique hash.

(c) IPFS Hash (CID) along with the Metadata (File description, Timestamp, Uploader
ID, Access control policy) are submitted to the blockchain.

(d) Chaincode validates the user’s attributes and writes the metadata on-chain.

4. Use Case 4: Data Access Request

Actors: Registered stakeholder
Description: A user requests access to a specific dataset and is granted access if their
attributes match the access policy stored on-chain.
Preconditions: File metadata and access policies exist on the blockchain.
Flow:
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(a) The user browses the available datasets and requests access to the needed one.

(b) Chaincode evaluates the request based on:

- The user’s certificate attributes.

- The defined access policy for the data.

(c) If authorised, the system returns the IPFS hash.

(d) If not authorised, the system sends a notification.

5. Use Case 5: Data Retrieval

Actors: Authorised stakeholder
Description: After being granted access, a user can retrieve a file using the IPFS hash.
Preconditions: The user holds valid authorisation.
Flow:

(a) The system returns the IPFS hash and directs the user to the IPFS interface.

(b) The IPFS returns the requested content.

6. Use Case 6: Policy Update by User

Actors: Authenticated stakeholder
Description: The data owner user modifies the access policy of an already uploaded file.
Preconditions: The user is authenticated and owns the dataset.
Flow:

(a) The user logs in and selects the file to manage.

(b) The user defines a new access policy, such as modifying roles or organisations
allowed access.

(c) The system verifies the user’s rights (using Attribute-Based Access Control,
checking roles and ownership embedded in the user certificate).

(d) The system updates the access policy securely on-chain by invoking the chaincode,
which stores the updated policy in the ledger state.

Access Control Use Case Flow

This use case illustrates the conceptual design of the integration of ABAC into a permissioned
blockchain system to enforce fine-grained access to sensitive data.

Actors: Authenticated stakeholder
Description: This use case describes how the ABAC model is incorporated into the system
design to manage user permissions dynamically.
Preconditions: - The user has a digital identity issued by the CA and a set of attributes
(organisation, role, level) associated with it.

- Access policies for each dataset have been defined by the owner and stored on-chain.
Flow:



CHAPTER 3. RESEARCH METHODOLOGY AND THE PROPOSED SOLUTION 52

1. The user interacts with the DApp to request access to a specific dataset. This request
includes the user’s identity and the requested resource.

2. The system extracts attributes (role, org, level) from the user’s X.509 certificate via
Fabric APIs.

3. Access policies are logical rules encoded in chaincode; for example, access to the (LiDAR
Front 01) sensor data may be restricted to users with the role of investigator in Org2.

4. If the attribute conditions match the access policy, the user is granted access. If not,
access is denied.

5. If access is granted, a content-addressed hash (not the actual data) is returned. The
user can then retrieve the data from the IPFS using that hash, adhering to the key
design principles of secure, off-chain storage and verifiable integrity.

3.3 Implementation Scope of This Research

This thesis builds on the blockchain infrastructure provided by HLF and its standard
deployment templates. While the underlying blockchain network components (e.g., peers,
ordering service, and membership services) follow the architecture provided by the framework,
several key elements of the proposed system were designed and implemented as part of
this research. These include the development of the smart contracts responsible for data
integrity and access policy management (e.g., Save hash, Git ipfs hash, and Update Policy),
the integration with off-chain storage using IPFS, and the design of customised endorsement
policy configurations. In addition, the application logic and experimental evaluation scenarios
were implemented specifically for this work. Performance benchmarking was conducted
using the framework provided by Hyperledger Caliper, while the workload configurations and
test scenarios were designed for the proposed system. The implementation details of these
components are described in Chapter 4.

3.4 Conclusion

This chapter presents the conceptual design of the proposed access control system, which
combines blockchain, the IPFS and DAap, together with privileges from the ABACmechanisms,
to ensure secure and verifiable data sharing. The design is structured to enable interoperability
between the blockchain ledger, off-chain data storage and access control logic. In addition,
the chapter describes the phased methodology followed during the system’s development and
has outlined the core design requirements derived from the literature. It has also mapped
system components to the defined requirements and introduced a representative use case to
demonstrate how attribute-based access control is conceptually embedded within the system.
This design chapter provides the foundation for the implementation and evaluation stages,
which will be covered in the following chapters.



Chapter 4

System Implementation

Based on the principles of system design illustrated in the previous chapter, this chapter
presents a comprehensive description of the proposed system implementation. It details
the system components, modules and key algorithms that together propose secure and
access-controlled data sharing across multiple stakeholders. Specifically, this chapter addresses
Research Question RQ1d by demonstrating how the identified components are integrated
and implemented to meet the design requirements. It focuses on the implementation of
the components developed in this research, as outlined in Section 3.3, including the smart
contracts, application logic, and system integration.

This chapter begins with 4.1, which provides an overview of the system architecture.
It continues with the Technology Stack and Deployment Details (4.2), followed by the
System Workflow (4.3) describing the system processes. Next, Frontend Implementation (4.4)
details the frontend design, while Blockchain Network Configuration (4.5) and Chaincode
Implementation (4.6) explain the blockchain setup and smart contract development. The
chapter also covers Integration and Interactions (4.7) between components, describes the
Data Set (4.8). In addition, the benchmarking tools setup is presented in 4.9, including
Caliper Configuration and Benchmarking Setup 4.9.1) and Performance Evaluation Using k6
4.9.2. Then, the key assumptions are outlined in (4.10). Finally, the chapter concludes with
the Key Challenges (4.11) faced during implementation.

4.1 Functional Architecture

To achieve the study objectives, the system was implemented based on the requirements
for scalability, security, usability and seamless integration with blockchain and distributed
storage components. This section addresses the high-level system architecture, illustrating
the key components as follows:

- Frontend (React.js). Users interact with the platform via a React-based web interface
that facilitates data input, file upload and transaction submission. It provides real-time
feedback and validates user inputs before sending requests to the backend. React.js was
chosen because it enables responsive, component-based user interfaces and provides efficiency
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in handling dynamic updates, which aligns with the system’s usability and performance
requirements.

- Backend (Node.js). This acts as middleware, processing frontend requests, validating
data and permissions, and invoking HLF chaincode through Fabric SDK. It also manages
communication with the MySQL database and the IPFS network. Node.js was selected for
the backend due to its asynchronous, non-blocking I/O model, which supports scalability and
efficient handling of multiple concurrent requests. Its alignment with the chaincode language
also simplifies development and integration.

- Hyperledger Fabric (HLF) Network. This comprises five organisational peers,
orderers and a CA. It enforces multi-organisation endorsement policies and executes chaincode
(smart contracts) to maintain an immutable ledger of transactions, user roles and file metadata.
Hyperledger Fabric is used as the underlying blockchain platform, providing permissioned
identity management, endorsement policies, and smart contract execution.

- Access Control Model. The system adopts an Attribute-Based Access Control
(ABAC) model, implemented through Hyperledger Fabric’s support for X.509 certificate
attributes. Access decisions are enforced within the chaincode by evaluating attributes such
as user role and organisational affiliation at the time of each transaction. This approach
enables flexible and fine-grained control over data access in a multi-organisational environment.
Furthermore, access policies are defined by the data owner during data upload and can be
updated dynamically, ensuring that control over shared data remains decentralised and
adaptable to changing requirements. The implementation defines three levels of roles
inside the organisation: admin, employee , and investigator. These roles were selected
to model a simplified yet realistic hierarchy of stakeholders involved in AV data sharing. The
admin represents system governance and identity management, the employee represents data
producers within organisations, and the investigator represents auditing entities requesting
access.

- Chaincode (Smart Contracts). Implemented in JavaScript (Node.js) and running
within Docker containers on peers, this enforces the ABAC dynamically by extracting
roles/attributes from user certificates and validating permissions during transactions. Chaincode
was developed in Node.js to maintain consistency with the backend technology stack, reducing
integration complexity and enabling rapid development while ensuring strong enforcement of
access control policies.

- InterPlanetary File System (IPFS, via Pinata). This comprises a decentralised
file storage system in which uploaded files are stored and pinned to guarantee availability.
The IPFS Content Identifier (CID) is recorded on-chain, providing tamper-proof references
to the actual content. IPFS is used for decentralised off-chain storage of datasets, where files
are stored and referenced via content identifiers (CIDs). Pinata was used for reliable pinning
services to guarantee file persistence.
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- MySQL Database. Relational off-chain database holding transaction metadata
and file references to complement ledger queries. While IPFS provides decentralised,
content-addressable storage for files, it does not support structured data management or
application-level state handling. In this system, MySQL is used to manage application data,
such as user registration requests and frontend related information that is not appropriate
to store on-chain. This separation ensures that the blockchain is reserved for immutable
and verifiable records (e.g. IPFS hashes), while MySQL supports lightweight, mutable
application logic. As such, the database acts as a complementary component to improve
system organisation and usability, without affecting the trust model or decentralisation of
the core data-sharing process

This architecture facilitates secure, transparent, and auditable data management without
centralised control, meeting the research goals of decentralisation, access control, and
multi-organisational governance.

4.2 Technology Stack and Deployment Details

Following on from the previous section, which presented the functional architecture of the
system, this section focuses on the concrete technologies, frameworks and infrastructure used
to build, configure and deploy each component.

Programming Languages

1. JavaScript / Node.js v18+: Used for backend services and chaincode logic due to
its asynchronous architecture and native support in the HLF SDK.

2. React.js: Selected for the frontend to deliver a responsive and interactive user
experience.

Frameworks and Tools

1. Hyperledger Fabric (HLF) v2.5.10: The primary blockchain framework for
permissioned data sharing and smart contract execution. It is configured with five
organisations and tailored endorsement policies.

2. InterPlanetary File System (IPFS): Used for storing uploaded datasets off-chain,
ensuring content integrity and decentralisation.

3. Pinata: A pinning service used with the IPFS to guarantee file availability.

4. MySQL: Employed for maintaining off-chain metadata and improving search efficiency.

5. Docker V20.10+: A container platform for consistent deployment of all system
components.
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6. Docker Compose V1.29+: It is a tool built on top of Docker that enables defining
and managing multi-container applications using a single YAML file. It simplifies
orchestration by allowing the start and stop of multiple containers together, configure
networks, volumes, and environment variables in one place.

7. Caliper v2.5.0: It is a Performance benchmarking tool used to evaluate blockchain
throughput and latency under varying workloads.

8. K6: It is an HTTP/REST API load testing. K6 scripts can simulate user scenarios
hitting REST endpoints, monitor response times, and identify bottlenecks under high
user loads.

Infrastructure and Platforms

1. Operating System: Ubuntu Linux (20.04 LTS), running on AWS EC2 instances.

2. Hosting Environment: Amazon EC2 (t3a.2xlarge, 8 vCPUs, 32 GB RAM) used
for hosting the Fabric network, web server and database.

3. Storage: AWS Elastic Block Store (EBS) for persistent data storage for application
data and Docker volumes.

The implementation of the proposed system is built using open-source technologies and official
frameworks. In particular, the blockchain layer is developed using Hyperledger Fabric and its
official Node.js SDK and chaincode APIs.

The network configuration and initial deployment were based on the official Fabric sample
network (fabric-samples/test-network), which was adapted and extended to support the
multi-organisation architecture and customised endorsement policies required in this research.

4.3 System Workflow

Figure 4.1 presents the system workflow as a sequence diagram, illustrating the interactions
between system components across three main phases: (i) user registration and identity setup,
(ii) data upload and blockchain transaction processing, and (iii) data access and retrieval. The
following provides a detailed step-by-step explanation aligned with the numbered sequence in
the figure.

Registration and Identity Setup

- (1) The user initiates the process by submitting a registration request through the client
application. The system supports two main categories of users: a system administrator
and authorised stakeholders. The system administrator is responsible for managing
enrolment and identity issuance through the Hyperledger Fabric Certificate Authority
(CA), while stakeholders interact with the platform to upload, share, request, and
retrieve data. Each user is associated with an X.509 digital certificate, and the attributes
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Figure 4.1: System Workflow. diagram illustrating the end-to-end operation of the proposed
system, including user enrolment via Hyperledger Fabric CA, off-chain data storage using
IPFS, on-chain transaction processing and access control enforcement through Hyperledger
Fabric, and authorised data retrieval.
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embedded in this certificate are used by the chaincode to enforce attribute-based access
control (ABAC).

- (2–3) The client application enrols the user via the Hyperledger Fabric Certificate
Authority (CA), which issues an X.509 digital certificate representing the user’s identity.

- (4–6) The issued credentials are stored in the user’s electronic wallet (eWallet), enabling
secure transaction signing. Relevant metadata may also be stored in the off-chain
database (MySQL).

Data Upload and Blockchain Transaction Processing

- (7–9) The user uploads data through the client application, which stores the file in IPFS
via Pinata. IPFS returns a unique Content Identifier (CID) representing the uploaded
data.

- (10–11) The client application requests a transaction signature from the eWallet, and a
signed transaction is returned.

- (12–14) The client submits a transaction containing the CID and associated access
control policy to the peer nodes, where the chaincode is executed and the transaction
is endorsed.

- (15–17) The endorsed transaction is forwarded to the ordering service, which orders
transactions into blocks and distributes them to peer nodes for validation and commitment
to the ledger.

- (18–19) Once committed, a transaction confirmation is returned to the client application,
and the result is displayed to the user.

Data Access and Retrieval

- (20–21) A user requests access to a dataset by submitting a query containing the data
identifier. The client application forwards the request to the peer nodes to query the
ledger.

- (21–22) The chaincode evaluates the request by enforcing attribute-based access control
(ABAC), checking the attributes embedded in the user’s digital certificate.

- (23) If the request is authorised, the corresponding CID is returned to the client
application.

- (24–25) The client uses the CID to retrieve the data directly from IPFS.

- (26) The retrieved data is presented to the user.

Overall, the workflow demonstrates the integration of off-chain storage and on-chain
verification to support secure and efficient data sharing.
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4.4 Frontend Implementation

The frontend of the system is developed using React.js, a widely adopted JavaScript library
for building dynamic and responsive web interfaces. The user interface serves as the primary
entry point for stakeholders to interact with the decentralised system and offers features such
as user registration, login, data upload with access policies, viewing for all available datasets,
and submission of access requests. React’s component-based architecture enables efficient
rendering and state management, making it ideal for integrating with backend APIs and
blockchain events in real time. The rest of this section presents the interface for each use
case in the system.

Admin Dashboard Interface

The admin dashboard is a secure, role-restricted interface exclusively accessible to the
system administrator. It provides a control panel to manage and authorise user registrations,
which acts as a gatekeeping mechanism before invoking the Register User chaincode function
deployed on the HLF network. This function is responsible for securely writing the user
identity and associating it with their attributes (username, role, organisation) in coordination
with HLF CA to generate the user’s digital certificate. The internal process by which the
administrator verifies the authority or legitimacy of users and stakeholders is considered
outside the scope of this work.

Upon user sign-up, the request is stored in a pending state in the backend database
(MySQL). Pending requests are displayed in a table within the dashboard, as illustrated in
Figure 4.2, showing the username. The admin reviews each request and chooses to approve or
deny it: approve triggers backend logic to contact the HLF CA, register the user, enrol them
and generate a digital identity certificate; deny marks the request as rejected, no certificate
is issued, and the user is notified of the decision.

(a) Summary view of the admin dashboard (b) Pending and approved requests

Figure 4.2: Admin Dashboard.

User Authentication Interface
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The user authentication flow is designed to ensure secure entry into the system. Users
initiate the registration and login process through a dedicated form-based interface. Upon
registration, users provide identifying details and select their organisation and role. Users
are processed by the backend to invoke identity creation on Fabric CA. The user interface
supports both new registrations and existing user login, connected to Node.js backend services.
Once successfully authenticated, a session is established, and the users will be able to react
with the authenticated user interface, giving them access to all functionalities, as shown in
Figure 4.3:

- Dashboard: Shows a summary of the files uploaded.

- Data Upload: Where the user uploads a dataset.

- Data List: Where the user can view all the available datasets uploaded by other
stakeholders.

- My Data List: Where the user can explore and make changes to all their own uploaded
data.

- Logout: Where the user logs out and the session ends.

Figure 4.3: Authenticated User Interface After Login.

Data Upload Interface

Authenticated users can submit their encrypted files and define custom access control
policies for the data. As shown in Figure 4.4, the uploading interface includes fields for file
selection as follows:

- Title: A short name or label for the dataset.

- Data Type: Specifies the nature of the data, such as the sensor name or category.

- Description: Additional details, including sensor ID, location, or any relevant metadata.
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- Access Policy: Defines the access permissions, specifying which organisations and role
levels within those organisations are allowed to access the data.

These sections are validated before passing to the backend for processing and submission to
the IPFS and blockchain.

Figure 4.4: User Interface for Uploading Data.

Figure 4.5: Dashboard View: Displaying Available Data Lists for Authenticated Users.

Dataset Discovery and Access Request

Users can browse a list of available datasets shared by others within the system. The
frontend queries both the blockchain and the off-chain MySQL database to retrieve file
metadata and determine access permissions. As shown in Figure 4.5, each dataset entry
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includes an access request button. If a user meets the required ABAC rules, the IPFS hash is
returned to the frontend for data retrieval.

Rejected Data Request Interface

When a user submits a request to access a dataset in the interface previously shown, it
is processed by chaincode logic based on ABAC policies. If the request is rejected due to a
policy violation (e.g. missing required attribute, unapproved organisation), a notification of
the decision is displayed to the user, as illustrated in Figure 4.6

Figure 4.6: Rejected Data Request Interface and User Notification

These frontend components, supported by client-side validation and interactive design,
ensure a seamless and secure user experience. The above figures illustrate the key elements
of the user journey, from registration to data upload and policy definition.

4.5 Blockchain Network Configuration

This section outlines the configuration of the HLF network used in the system, including
the organisations, peers, ordering service, consensus mechanism, state database and identity
management components. The network was deployed on a Linux/amd64 environment using
Docker containers, running HLF version 2.5.10 (Commit SHA: 1a81040), with Go version
1.23.1. The Docker base label was org.hyperledger.fabric, within the official Hyperledger
namespace. These details ensure consistency with the recommended Fabric standards.

4.5.1 Peers and Organisations

The HLF network configuration evolved in two phases:

- Phase 1. A minimal setup of three organisations, each hosting a single peer node.
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This configuration was used for initial functional testing and baseline performance
evaluation.

- Phase 2. Based on the insights gained in Phase 1, the hardware and software
components were upgraded, and the network was scaled up to five organisations, each
still maintaining one peer node. This more realistic configuration reflects typical
multi-organisational collaborations and was used for evaluating performance and
scalability under broader access and endorsement scenarios.

All peer nodes act as both:

- Endorsing peers, which execute chaincode and endorse transactions, depending on
the defined endorsement policy.

- Committing peers, which validate and commit transactions to the ledger.

This setup ensures decentralisation of responsibility while maintaining a manageable infrastructure
for testing. Although each organisation is limited to one peer for resource efficiency, in
production environments, multiple peers per organisation are recommended for fault tolerance,
resilience, and load balancing.

4.5.2 Ordering Service

The network uses a single orderer node configured with the Raft consensus protocol. Although
Raft supports crash fault tolerance when deployed across multiple orderer nodes, this
system utilises a single-orderer configuration. This choice is justified by the controlled
testing environment and the experimental nature of the system. The primary goal of the
deployment is to assess system functionality, integration and performance under realistic
but manageable conditions, rather than to achieve full production-grade fault tolerance.
Deploying a single orderer significantly simplifies network setup and reduces operational
overhead, which is particularly beneficial during iterative development phases. It also lowers
resource consumption, a key consideration when using cloud-based infrastructure with limited
computational resources. However, it is important to mention that this setup introduces a
potential single point of failure. In a production scenario, this limitation can be mitigated by
scaling the ordering service to a multi-node Raft configuration, enabling high availability and
fault tolerance. Additionally, the use of a single-orderer deployment may result in optimistic
latency and throughput measurements, as it does not incur the communication and consensus
overhead present in multi-node ordering services. Therefore, the reported performance results
should be interpreted as indicative of prototype-level behaviour rather than a fully distributed
production deployment. This limitation is further acknowledged in Chapter 9.

4.5.3 Network and Protocol Parameters.

The ordering service in Fabric determines when to cut a block based on time, transaction
count, and block size thresholds. In this system, the default Fabric configuration was used,
as shown in Table 4.1.
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Table 4.1: Orderer block cutting parameters (default configuration).

Parameter Value

BatchTimeout 2s
MaxMessageCount 10 transactions
AbsoluteMaxBytes 99 MB
PreferredMaxBytes 512 KB

In practice, this means that a block is created either every two seconds, once ten
transactions have been received, or when the size of pending transactions reaches the specified
thresholds. These parameters were adopted in this system to provide a well-balanced baseline
between transaction latency and throughput. In addition, they are recommended by Fabric
documentation and widely used in prior research, making them suitable for benchmarking
and comparative evaluation. Using default values also ensures that the observed system
performance is not biased by aggressive tuning, allowing a fair assessment of the proposed
architecture. While these defaults were sufficient for our experimental deployment, they can
be tuned in production systems depending on workload requirements (e.g., reducing latency
by lowering the timeout, or increasing throughput by raising the transaction count).

4.5.4 Consensus Algorithm

The ordering service in this system is based on the Raft consensus algorithm. Raft was
selected over older alternatives, such as Solo, which is limited to single-node development use,
and Kafka, which introduces additional external dependencies and complexity. In particular,
Raft offers several advantages that make it suitable for both current testing and future
production deployments, as follows:

- Suitability for production environments and future scalability due to its capacity for
crash fault tolerance with multiple orderers.

- Its native integration with Fabric, eliminating the need for third-party components.

- A simplified setup compared to older options like Kafka.

Overall, Raft provides a modern, robust and Fabric-aligned consensus mechanism that
facilitates smoother network evolution than other options. This choice ensures that while the
current setup remains lightweight for testing, it can be easily extended to a production-ready
configuration by adding orderers.

4.5.5 State Database

Each peer node is configured with CouchDB as the state database. CouchDB offers a flexible
and document-oriented data storage solution, enabling enhanced data visibility, auditability
and complex querying capabilities compared to the default LevelDB, which is a key-value
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store with limited query support. The use of CouchDB was particularly advantageous for
this project because it enabled rich queries over asset attributes, supporting Attribute-Based
Access Control (ABAC) enforcement and enabling audit-friendly data retrieval. In addition,
CouchDB is better suited for applications that require complex access patterns or integration
with external systems. This setup facilitates easier tracking of transactions and supports
advanced data operations.

4.5.6 Membership and Identity (MSP)

Identity and access control across the network are managed through the Membership
Service Provider (MSP) framework, which relies on certificates issued by the Hyperledger
Fabric Certificate Authority (CA). In this system, the default Fabric CA was used to issue
X.509 digital certificates for peers, orderers, and client applications. The CA also provides
administrative certificates for organisation administrators and manages certificate revocation
through a Certificate Revocation List (CRL). In the context of our system, the integration
of the MSP and CA is critical because the entire framework depends on Attribute-Based
Access Control (ABAC) to regulate data access and policy updates. Without this mechanism,
ABAC-based enforcement would lack trustworthiness and consistency, undermining the ability
of the system to securely differentiate roles, responsibilities, and levels of authority among
stakeholders.

The workflow for identity management proceeds as follows:

- Registration: Users and components (peers, orderers) are first registered with the
CA, which generates their enrollment credentials.

- Enrollment: The CA then issues a digital certificate and corresponding private key.

- MSP Integration: These certificates are stored in the organisation’s local MSP
directory, which contains root and intermediate CA certificates, node-specific keys,
and organisational policies. This ensures that every entity in the network can be
authenticated and authorised consistently.

Applications interact with the blockchain network using the Hyperledger Fabric Gateway
SDK for Node.js. The SDK retrieves a user’s identity from a local wallet or keystore (populated
during enrollment) and authenticates it against the target organisation’s MSP before allowing
interactions with peers or orderers. This ensures that all client requests are cryptographically
bound to valid organisational identities.

In addition, the MSP plays a central role in transaction validation, which is particularly
important in our case of customised Endorsement Policies (EPs). Because EPs define
which organisations must endorse a transaction, peers and orderers must be able to verify
that endorsements come from the correct, trusted organisations. The MSP ensures that
endorsement signatures correspond to valid organisational identities and that the rules of the
EP are strictly enforced.
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4.6 Chaincode Implementation

This section outlines the core chaincode modules developed for the system. Each function is
responsible for managing data storage, access control, or policy updates in alignment with
the system requirements.

1. AssetExists

Purpose: Checks whether a specific asset with a given ID exists in the ledger.
Inputs/Outputs:

- Input: id.

- Output: Boolean (true if asset exists, otherwise false)

Method: Uses ctx.stub.getState(id) and returns “true” if the response is non-empty.

Key Snippet:

async AssetExists(ctx, id) {

const assetJSON = await ctx.stub.getState(id);

return assetJSON && assetJSON.length > 0;

}

2. CreateAsset

Purpose: Creates and stores a new asset in the ledger.
Inputs/Outputs:

- Inputs: id, user id, unique name, data, owner

- Output: Transaction ID and stored asset as JSON

Method: Constructs an object and stores it using putState.
Key Snippet:

async CreateAsset(ctx,id, user_id, unique_name, data, owner) };

await ctx.stub.putState(id, Buffer.from(JSON.stringify(asset)));

3. ReadAsset

Purpose: Retrieves a stored asset from the ledger.
Inputs/Outputs:

- Input: id

- Output: JSON string representing the asset

Method: Uses getState, with error handling if asset does not exist.
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async ReadAsset(ctx, id) {

const assetJSON = await ctx.stub.getState(id);

if (!assetJSON || assetJSON.length === 0) {

throw new Error(‘The asset ${id} does not exist‘);

}

return assetJSON.toString();

}

While AssetExists, CreateAsset, and ReadAsset follow standard patterns
derived from the Hyperledger Fabric chaincode programming model and
official documentation, their implementation here has been adapted and
extended with custom fields and logic to support the proposed ABAC-enabled
data sharing system.

4. Register User

Purpose: Registers a new user identity on the blockchain ledger.
Inputs/Outputs:

(a) Inputs: email, username, role, organizations

(b) Output: Transaction ID and user data

Method: Creates and stores user profile using email as the key.

Listing 4.1: JavaScript implementation of the Register User function, which stores a new
user’s identity and associated details on the Hyperledger Fabric ledger

const asset = {

email: email,

username: username,

role: role,

organizations: organizations

};

await ctx.stub.putState(email, Buffer.from(JSON.stringify(asset)));

5. Save Hash

Purpose: Stores a data hash (e.g. IPFS CID) with metadata.
Inputs/Outputs:

- Inputs: id, user id, ipfsHash, type, role, organisations

- Output: Transaction ID and metadata

Method: Writes structured metadata into the ledger.

Listing 4.2: JavaScript implementation of the Save Hash function, which stores a data hash
(e.g., an IPFS CID) along with associated metadata on the Hyperledger Fabric ledger using
the id as the unique key.
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const asset = {

id: id,

user_id: user_id,

ipfsHash: ipfsHash,

type: type,

role: role,

organizations: organizations

};

await ctx.stub.putState(id, Buffer.from(JSON.stringify(asset)));

6. Get ipfs Hash

Purpose: Retrieves IPFS metadata for a given asset, with access restricted based on
client identity attributes.

Inputs/Outputs:

- Input: id — the unique identifier of the asset.

- Output: JSON string representing the asset’s IPFS hash metadata.

Method:

- Uses HLF’s ClientIdentity object to inspect the invoking client’s attributes.

- If the client’s orgnisation, or role attribute, is not present or does not belong to
allowed roles (admin, employee, or investigator), access is denied.

- If the client is authorised, the function retrieves the asset from the ledger and
returns its IPFS hash metadata.

Access Control: Implements attribute-based access control (ABAC) using ClientIdentity.
This access control logic is encapsulated within an additional wrapper contract ABACWrapper,
which calls the underlying GetipfsHsh function only if the access conditions are met.

Key Snippet from ABACWrapper.js:

Listing 4.3: JavaScript implementation of the GetIPFSHashWithABAC function, which enforces
attribute-based access control (ABAC) before retrieving IPFS metadata.

async GetIPFSHashWithABAC(ctx, id) {

const cid = new ClientIdentity(ctx);

const role = cid.getAttributeValue(’role’);

if (!role || ![’admin’, ’employee’, ’investigator’].

includes(role.toLowerCase()))

{

throw new Error(‘Access denied: unauthorized role ’${role}’‘);
}

return await this.servicer.GetipfsHsh(ctx, id);

}
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Key Snippet from the core Get ipfs Hash function:

Listing 4.4: Core Get ipfs Hash function that retrieves the asset from the ledger.

const assetJSON = await ctx.stub.getState(id);

if (!assetJSON || assetJSON.length === 0) {

throw new Error(‘The asset ${id} does not exist‘);

}

return assetJSON.toString();

7. Update Policies

Purpose: Updates access policies and metadata for an existing asset.
Inputs/Outputs:

- Inputs: id, user id, ipfsHash, type, role, organizations

- Output: Updated JSON metadata

Method: Verifies asset existence, then overwrites the state.

Key Snippet:

Listing 4.5: JavaScript implementation of the Update Policies function, which updates an
existing asset’s metadata and access policies on the Hyperledger Fabric ledger.

const exists = await this.AssetExists(ctx, id);

if (!exists) {

throw new Error(‘The asset ${id} does not exist‘);

}

const updatedAsset = {

user_id: user_id,

ipfsHash: ipfsHash,

type: type,

role: role,

organizations: organizations

};

let txID = ctx.stub.getTxID();

await ctx.stub.putState(id, Buffer.from(JSON.stringify(updatedAsset)));

return JSON.stringify(updatedAsset);

The chaincode modules presented in this section collectively implement the system’s core logic
for asset management, access control, and policy enforcement. While some functions, such
as AssetExists, CreateAsset, and ReadAsset, follow standard Hyperledger Fabric patterns,
others, such as Save Hash, Get ipfs Hash, and Update Policies, extend these patterns with
custom logic tailored to the requirements of attribute-based access control and secure data
sharing. A consolidated overview of all chaincode functions, their purposes, and their access
types is provided in Table 4.2.
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Table 4.2: Summary of Chaincode Logic and Access Types.

Function Name Purpose Access Type

AssetExists Checks if an asset exists in the ledger Read

CreateAsset Creates and stores a new asset Write

Register User Registers a new user on the ledger Write

Save Hash Stores the IPFS hash and related metadata Write

ReadAsset Reads a stored asset Read

Get ipfs Hash Retrieves IPFS metadata Read

Update Policies Updates access policy metadata Read + Write

4.7 Integration and Interactions

This section presents how the various components of the proposed system are integrated to
provide a secure and decentralised architecture. It explains the communication protocols,
data exchange mechanisms and tools used to ensure seamless interaction between the system’s
layers, including the frontend interface, backend services, chaincode, and on-chain and
off-chain storage.

Communication Protocols and APIs

To ensure reliable and secure communication among components, as illustrated in Table 4.3,
the following protocols and APIs were used:

gRPC: Used internally within the HLF network for P2P communication and between
the chaincode and peer nodes.

RESTful APIs: Exposed by the Node.js backend to allow frontend clients to interact
with blockchain services (e.g. register users, submit hash, update policies).

Fabric SDK (Node.js): Handles identity management, wallet operations, chaincode
invocation and query requests from the client to the blockchain network.

HTTP/S (Pinata API): Used to upload and pin data to the IPFS through authenticated
requests to Pinata’s REST API endpoints.

TLS/SSL: All internal and external communications are secured using TLS to ensure
confidentiality and prevent tampering.

Table 4.3: System Communication Summary.

Communication Protocol Tech Used Notes

Frontend ↔ Backend HTTPS (REST) JSON + JWT Secure API calls
Backend ↔ Fabric gRPC Fabric SDK (Node.js) Uses X.509 certs and MSP
Backend ↔ Pinata HTTPS (REST) Pinata API File upload + hash return
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4.8 Data Set

The system was assessed using the V2X-Sim dataset supplied by Artificial Intelligence
for Civil and Environmental Engineering (AI4CE) [123]. Figures 4.7a and 4.7b illustrate
examples of LiDAR point cloud and camera-based perception outputs derived from the
dataset. This dataset consists of simulated vehicle data designed to realistically represent
V2X communication scenarios within urban settings, encompassing interactions among
vehicles, infrastructure and pedestrians.

The dataset was selected primarily for its compatibility with the test environment used
in our evaluation. Its structured format allowed seamless integration into our workload
generation scripts, enabling consistent and repeatable experiments.

The V2X-Sim dataset is organised as a structured collection of files containing LiDAR
recordings, metadata, and annotated perception outputs. In the context of this research, these
files were packaged and uploaded as dataset archives during the experimental evaluation. This
reflects a typical workflow in which autonomous vehicle datasets are shared after collection as
stored files rather than real-time sensor streams. The proposed framework therefore, manages
these datasets by storing the files in IPFS while recording their cryptographic hash values on
the Hyperledger Fabric ledger to ensure integrity and traceability.

It was employed to evaluate the system’s scalability and performance under various
endorsement policy configurations.

(a) LiDAR point cloud for 3D mapping. (b) Camera data with object detection.

Figure 4.7: Examples from the V2X-Sim dataset showing LiDAR and camera modalities for
autonomous driving.

4.9 Test Environment Setup

This section describes the experimental setup used to evaluate the performance of the
proposed system. Since the design involves storing data files in the InterPlanetary File
System (IPFS) and saving only the corresponding hash values on the Hyperledger Fabric
ledger, two complementary tools were required to obtain a complete performance profile.
Hyperledger Caliper was employed to benchmark the blockchain network and measure
metrics such as throughput, latency and success rate of the chaincode invoke transactions.
However, Caliper does not capture the performance of data uploads into IPFS, which is
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a critical component of the system. To address this gap, the k6 load testing tool was used
to simulate realistic user behaviour by concurrently uploading files of varying sizes while
measuring throughput, response times, and scalability. Together, these tools provide both
blockchain-level and application-level performance insights, ensuring that the evaluation
covers the full workflow.

4.9.1 Caliper Configuration and Benchmarking Setup

This section outlines the steps and configurations required to set up HLF Caliper for
performance benchmarking on an HLF network. It includes the necessary configuration files
and JavaScript workload modules used in the benchmarking process.

Prerequisites

The following software components must be installed and properly configured to enable the
deployment and benchmarking of the Hyperledger Fabric network:

- Node.js (v18+)

- Docker (v20.10+)

- Hyperledger Fabric binaries (v2.5.10)

- Caliper CLI

To conduct the benchmarking process, several configuration files and modules are required,
each serving a distinct role in defining the network and workload scenarios:

A) Network Configuration File: (test-network.yaml)

The purpose of this file is to define the Fabric network topology, channel, chaincode and
participating organisations. .This configuration ensures that benchmarking interactions
are correctly mapped to the target blockchain environment. The implementation of
this file is presented in 4.6.

B) Benchmark Configuration File: (config.yaml) This benchmark file is to define the
test scenarios, including transaction types, transaction rates, and the number of workers.
By configuring these parameters, different workload conditions can be simulated to
evaluate system performance under varying levels of demand. The implementation of
this file is shown in Listing 4.7.

C) Workload Module: (theworkload.js) This file, as shown in listing 4.8, is to
simulate a transaction workload, such as querying or invoking any chaincode functions.
It simulates realistic application behaviour by invoking specific chaincode functions.
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Listing 4.6: Network Configuration

name: Caliper Benchmarks

version: "2.0.0"

caliper:

blockchain: fabric

channels:

- channelName: mychannel

contracts:

- id: mycc

organizations:

- mspid: Org1MSP

identities:

certificates:

- name: ’Org1’

clientPrivateKey:

path: ’/home/ubuntu/fabric-samples/.../keystore/key_sk’

clientSignedCert:

path: ’/home/ubuntu/fabric-samples/.../signcerts/cert.pem’

connectionProfile:

path: ’/home/ubuntu/fabric-samples/.../connection-org1.yaml’

discover: true

Listing 4.7: Benchmark Configuration

test:

name: saveHash benchmark

gateway: true

workers:

number: 1

rounds:

- label: saveHash

txNumber: 100

rateControl:

type: fixed-rate

opts:

tps: 50

workload:

module: benchmarks/scenario/mycc/theworkload.js

arguments:

numberOfAssets: 100

For each test run, both the benchmark configuration file and workload module are
typically updated, for example, to change the number of users or the chaincode function
being invoked. To illustrate the benchmarking results generated by Caliper, Figure 4.8
shows a sample excerpt of the terminal report from one of the test runs. This summary
includes throughput, latency, and success/failure metrics. These metrics are essential for
assessing the effectiveness of the proposed system and identifying potential performance
bottlenecks under varying load conditions.
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Listing 4.8: Workload Configuration

’use strict’;

const { WorkloadModuleBase } = require(’@hyperledger/caliper-core’);

class SaveHashWorkload extends WorkloadModuleBase {

constructor() {

super();

this.txIndex = 0;

}

async submitTransaction() {

this.txIndex++;

const assetID = ‘asset_${this.txIndex}‘;
const request = {

contractId: ’mycc’,

contractFunction: ’saveHash’,

invokerIdentity: ’Org1’,

contractArguments: [

assetID,

‘user_${this.txIndex}‘,
‘QmExampleHash${this.txIndex}‘,
’document’,

’auditor’,

’Org1MSP’

],

readOnly: false

};

await this.sutAdapter.sendRequests(request);

}

}

module.exports = SaveHashWorkload;

Figure 4.8: Example of Caliper terminal output report.
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4.9.2 Performance Evaluation Using k6

As part of the system evaluation, the performance of the proposed system was validated
using k6. Since gaining full insight into the time taken for IPFS file uploading is crucial to
understanding overall system responsiveness, k6 was selected to support end-to-end assessment.
The experiments simulated multiple users performing data uploads concurrently, allowing
the measurement of throughput, response times, and system behaviour under high load
conditions. The evaluation focused primarily on file upload performance under concurrent
user load. The scripts used for these experiments are described in the following.

A) File Upload Performance Under Concurrent Users

The core evaluation focused on measuring file upload performance when multiple users
interact with the system simultaneously. Using k6, virtual users were configured to
upload files ranging from several megabytes up to multiple gigabytes. The experiments
captured key performance metrics such as throughput, response times, and success
rates. Two approaches were implemented as follows:

1. Direct Upload Method:

Files were uploaded in a single request to evaluate system behaviour under
straightforward load conditions, as illustrated in Listing 4.9.

2. Chunked Upload Method: Large files were split into smaller chunks (e.g.,
1 MB) to validate the system’s capability to handle extremely large datasets
efficiently, as illustrated in Listing 4.10.
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Listing 4.9: k6 script for uploading large files with multiple virtual users

import http from ’k6/http’;

import { check, sleep } from ’k6’;

import { FormData } from ’https://jslib.k6.io/formdata/0.0.2/index.js’;

export let options = {

scenarios: {

upload_test: {

executor: ’constant-arrival-rate’,

duration: ’360s’,

preAllocatedVUs: 500,

rate: 100,

},

},

};

var file = open(’3gb.zip’, ’b’);

export default function () {

const body = new FormData();

body.append(’picture’, file, ’3gb.zip’);

const res = http.post(’http://54.160.64.184:8010/api/addsumofile’,

body.body(), {headers: { ’Content-Type’: ’multipart/form-data;

boundary=’ + body.boundary },

});

check(res, { ’status 200’: (r) => r.status === 200 });

sleep(2);

}

Listing 4.10: k6 script for uploading large files in chunks

import http from ’k6/http’;

import { check } from ’k6’;

import { FormData } from ’https://jslib.k6.io/formdata/0.0.2/index.js’;

var file = open(’example-6gb.zip’, ’b’);

var chunkSize = 1024 * 1024; // 1 MB

export default function () {

let offset = 0;

const body = new FormData();

while (offset < file.byteLength) {

const chunk = file.slice(offset, offset + chunkSize);

body.append(’picture’, chunk, ’chunk.zip’);

offset += chunkSize;

}

const res = http.post(’http://54.160.64.184:8010/api/addsumofile’,

body.body(), {

headers: { ’Content-Type’: ’multipart/form-data; boundary=’ +

body.boundary },

});

check(res, { ’status is 200’: (r) => r.status === 200 });

}

B) User Registration This test evaluated the ability of the system to handle a large
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number of concurrent user registrations. Random user accounts were dynamically
generated, and multiple registration requests were submitted in parallel to simulate
real-world scalability conditions. This is illustrated in Listing 4.11

Listing 4.11: k6 script for dynamically generating and registering users

import http from ’k6/http’;

import { check } from ’k6’;

function getRandomUser() {

const username = Math.random().toString(36).substring(2, 15);

const email = ‘${username}@example.com‘;
const password = Math.random().toString(36).substring(2, 10);

return { username, email, password };

}

export default function () {

const user = getRandomUser();

const payload = JSON.stringify({

username: user.username,

email: user.email,

password: user.password,

confirm_password: user.password,

role: { organization: ’organization1’, role: [’investigator’] },

organizations: ’organization1’,

});

const res = http.post(’http://54.160.64.184:8010/api/newuserregister’,

payload, {

headers: { ’Content-Type’: ’application/json’ },

});

check(res, { ’status 200’: (r) => r.status === 200 });

}

C) End-to-End Workflow Validation This evaluation validated the complete workflow:
user registration, account approval, and subsequent file upload as in Listing 4.12. It
ensured that all system components integrated correctly under concurrent workloads.

Figure 4.9 shows a sample excerpt of the k6 terminal summary. This summary includes key
metrics such as request rates, response time percentiles, and success ratios, which provide
immediate insights into system performance under concurrent loads.

The combination of Caliper and k6 ensured that the evaluation covered both the
blockchain infrastructure and the application layer. Caliper provided fine-grained transaction
metrics at the network level, while k6 validated the system’s robustness, scalability, and
responsiveness under realistic user workloads. This dual approach offers a holistic understanding
of system performance, forming the basis for the detailed analysis presented in the next
chapters.
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Figure 4.9: Example of k6 terminal output summarising request rates, response times, and
success ratios.

Listing 4.12: k6 script for user registration, approval, and file upload

import http from ’k6/http’;

import { check, sleep } from ’k6’;

import { FormData } from ’https://jslib.k6.io/formdata/0.0.2/index.js’;

export default function () {

// User Registration

const user = { username: ’testuser’, email:

’test@example.com’, password: ’123456’ };

let res = http.post(’http://54.160.64.184:8010/api/newuserregister’,

JSON.stringify(user), {

headers: { ’Content-Type’: ’application/json’ },

});

check(res, { ’registration status 200’: (r) => r.status === 200 });

// File Upload

var file = open(’10mb.zip’, ’b’);

const body = new FormData();

body.append(’picture’, file, ’10mb.zip’);

res = http.post(’http://54.160.64.184:8010/api/addsumofile’, body.body(), {

headers: { ’Content-Type’: ’multipart/form-data; boundary=’ + body.boundary },

});

check(res, { ’upload status 200’: (r) => r.status === 200 });

sleep(2);

}



CHAPTER 4. SYSTEM IMPLEMENTATION 79

4.10 Assumptions and Considerations for Real-World Deployment
and Resource Scaling

This section outlines the key assumptions made during the design and implementation of
the prototype, as well as considerations for scaling and deploying the system in real-world
environments. The following assumptions highlight the trust, security, and operational
requirements necessary for the framework:

1. Users upload encrypted data to the IPFS
Although IPFS provides content-addressed and immutable storage, it does not offer
built-in encryption. Therefore, the system assumes that users encrypt their files
locally before uploading them to IPFS or via the backend. Decryption is performed
on the client side after authorised access is granted. This design choice ensures that
sensitive data remains confidential even when stored in a distributed and potentially
untrusted storage environment. Integrating encryption within the backend or client
layer is technically feasible; however, secure key management, including key distribution,
revocation, and recovery, introduces significant complexity and security challenges.
As a result, encryption is treated as an external assumption in this prototype and is
identified as an important area for future work.

2. Administrator is trusted and authorised
The system assumes that the admin user is a trusted entity with the authority to
perform sensitive operations such as user registration. Their credentials and permissions
are verified before invoking privileged chaincode functions (e.g. Register User).

3. User role/ attributes are accurately assigned and managed
It is assumed that user roles (Admin, Employee, Investigator) are correctly assigned at
registration via ABAC. These roles are securely embedded in the user’s X.509 certificate
by the CA and used consistently within the chaincode logic to enforce access policies.

4. Endorsement Policy agreement among all organisations
It is assumed that all participating organisations have mutually agreed on the defined
endorsement policy (EP) before joining the network. This agreement ensures consistency
in transaction validation rules and avoids conflicts during chaincode invocation and
endorsement processes.

The following considerations reflect potential extensions and resource scaling strategies
beyond the prototype stage.

1. Infrastructure can be scaled based on demand
During development and testing, AWS EC2 instances were used, with upgrades to
CPU, RAM and EBS volume size applied as needed. It is assumed that in a real-world
deployment, the infrastructure can be scaled vertically or horizontally to support
increased user activity, transaction throughput and data volume.

2. Use of Pinata for decentralised Off-Chain Storage
Pinata, a managed IPFS pinning service, was integrated to simplify off-chain storage
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and ensure reliable file availability. This assumes that for small- to medium-scale
deployments, relying on a hosted service reduces operational overhead while still
leveraging IPFS’s decentralised content addressing.

3. Possibility of self-hosting the IPFS in large-scale environments
While Pinata was suitable for the prototype, it is assumed that in large-scale production
environments with adequate resources, organisations could deploy their own IPFS nodes
or clusters. This would reduce reliance on third parties, increase control over data
lifecycle and retention, and potentially reduce long-term costs.

4. Prototype scope versus Real-World channel and peer configurations
The current implementation assumes a simple network with a single channel and one
peer per organisation. However, in real-world deployments:

- An organisation may participate in multiple channels with different partners. For
example, a supplier may cater to several manufacturers.

- Organisations may operate multiple peers for load balancing, high availability, or
geographic distribution.

- Channels may use multiple ordering service nodes for fault tolerance and scalability.

- The network may include more than five organisations per channel, depending on
business needs.

This research contribution provides staged scaling that presents valuable insights into
system behaviour, endorsement policy flexibility and performance under increasing user and
transaction load. These evaluations inform expectations for real-world scalability.

4.11 Key Challenges

- Resource Constraints and Scaling. The initial deployment used AWS EC2
t2.medium instances (2 vCPUs, 4 GB RAM) for peers and the backend server. However,
during high-load testing and after expanding to five organisations in Phase 2, resource
limitations became apparent, especially in handling concurrent transactions and chaincode
execution. To address this, the instances were upgraded to t2.large (2 vCPUs, 8 GB
RAM) and adding vCPUs/RAM as needed to handle increasing workloads and heavy
load testing, which improved performance and stability but at a high cost as a trade-off.

- Limited Control over IPFS Storage. Initially, it was intended that the system
architecture would use a self-hosted IPFS node deployed on AWS to manage off-chain
data. However, this approach introduced challenges due to limited infrastructure
resources. Hosting and maintaining a reliable, always-online IPFS node was challenging,
especially during scaling. To overcome these limitations and ensure consistent performance
during high-load tests, the system was migrated to a managed IPFS gateway (Pinata).
Pinata simplified the process by automating file pinning and providing a stable API
for uploading and retrieving hashes. This greatly enhanced system scalability and
reliability, especially under heavy test scenarios. However, once the test scenarios
required large-scale uploads and pinned data persistence, the Pinata free tier was
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quickly exhausted, leading to additional financial overhead for paid API usage. Moreover,
reliance on a third-party service slightly reduced the level of decentralisation originally
intended, which might not be needed in real-world scenarios.

- Selecting an Autonomous Vehicle Dataset. One of the major challenges in testing
the proposed platform is identifying and selecting a suitable AV dataset. Autonomous
driving systems generate massive, complex, and heterogeneous data that include sensor
inputs such as LiDAR, radar, camera images, GPS, and vehicle dynamics. However,
publicly available datasets often differ in format, scope, and quality, making it difficult
to find one that aligns with my platform’s requirements.

4.12 Conclusion

The implementation was successful in demonstrating a multi-stakeholder system designed,
as illustrated in the previous chapter, to address the core goal of secure and efficient AV
data sharing among multiple stakeholders, including manufacturers, suppliers and regulatory
bodies. The system met critical requirements, such as data security via fine-grained access
control, and scalable decentralised storage. It also ensured usability, allowing stakeholders
with different technical expertise to interact with the platform seamlessly, and maintained
flexibility to accommodate future extensions or additional participants.

By integrating an HLF blockchain with a Node.js backend and a secure, friendly frontend
interface, the system enabled trusted on-chain storage of data hashes alongside off-chain
storage of large AV data files via the IPFS. This combination of technologies provided a balance
between decentralisation, performance, and security, while also simplifying development and
integration through the use of a consistent technology stack.

Despite the challenges encountered, such as infrastructure resource limitations and the
integration of managed pinning services, the prototype demonstrated the feasibility of
implementing a permissioned blockchain solution tailored to the complex requirements of
multi-stakeholder AV data sharing. Additionally, the implementation provided insights
into practical considerations, such as system scalability, transaction throughput, and access
policy enforcement, which can guide future development and optimisation of similar systems.
Overall, the implementation not only validates the proposed functional architecture but also
offers a foundation for further experimentation and evaluation in large-scale or production
environments.



Chapter 5

Baseline Performance Evaluation

While the previous chapters focused on designing and implementing the system, this chapter
presents the evaluation of the developed prototype. The objective of this experimental
phase was to assess the baseline performance, functionality, and policy behaviour of the
proposed system in a controlled and realistic multi-organisation setup. By using a network of
three and then five organisations, the experiment aimed to simulate a typical permissioned
blockchain environment in which data security, access control, and consensus mechanisms
play critical roles. This evaluation directly addresses the research questions regarding the
system’s scalability, reliability, and effectiveness in enforcing access control policies RQ2a
and b, providing empirical evidence on whether the proposed architecture meets the identified
requirements.

The evaluation in this phase primarily investigated the system’s response under varying
transaction loads, data loads, user loads, and default endorsement policies, aiming to identify
its effectiveness and limitations. This included analysing throughput and latency under
different configurations. In addition, the baseline evaluation considered the usability of the
system, which addresses the Research Question RQ3, examining how easily stakeholders
with different needs could interact with the platform, submit transactions, and retrieve data,
thereby assessing whether the system meets practical operational needs.

The results established initial benchmarks that enable comparison with alternative
endorsement policies, facilitating a systematic assessment of both performance and scalability
in later phases of this research. In addition, they served as the foundation for further
enhancements and more complex deployments in subsequent experimental stages.

This chapter presents the following: the section 5.1 outlines the main objectives in
5.1.1, guiding the evaluation. Blockchain Layer Evaluation (5.1.2) focuses on evaluating
the performance of the blockchain layer, while API Layer Evaluation (5.1.3) addresses the
API layer. Scaling to Five Organisation (5.3) extends the evaluation to examine scalability
by including five organisations. Moreover, this chapter covers the usability objective and
assessment in 5.5. Findings are discussed in 5.4 to offer benchmarking insights. Finally, the
chapter conclusion is presented in 5.6

82
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5.1 Evaluation

This evaluation was essential to validate the design and implementation of the system.
In addition, it provided a performance baseline to be used for comparison in subsequent
evaluations in the following chapters, particularly when applying alternative endorsement
policies. By identifying performance bottlenecks and scalability limits, this evaluation
supported the research objective of examining the efficiency of permissioned blockchain
environments for secure access control and reliable data management in multi-organisational,
data-sharing settings, such as those found in AV ecosystems.

5.1.1 Evaluation Objectives

The primary aim of this evaluation is to evaluate the performance and behaviour of the
system implemented under a set of defined scenarios. Specifically, the evaluation focused on
the following aspects:

1. System Performance: Understanding how the system performs with different
operations. This includes measuring throughput, latency, and error rates to identify
potential bottlenecks and ensure that performance targets are met for real-time AV
data sharing.

2. Scalability: Examining how the system performed when increasing the following:

(a) Number of concurrent users.

(b) Transaction rate.

(c) Volume of data uploaded to IPFS.

3. System Responses: Evaluating the system API responsiveness, scalability, and
robustness. This assessment helps determine whether the system can consistently
provide timely and correct responses to user requests.

4. Usability: The purpose of usability evaluation is to understand how effectively,
efficiently, and satisfactorily users can interact with the system. This includes user
experience considerations such as clarity of interface, intuitiveness of workflow, and error
handling, which are critical for adoption and practical deployment in AV data-sharing
environments.

By addressing these dimensions, the evaluation establishes a comprehensive understanding
of the behaviour and performance of the system. It also lays the groundwork for deeper
analysis in subsequent chapters, where results will be interpreted to identify trade-offs,
strengths, and potential areas for future optimisation in both the system architecture and
configuration.
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Error Bars: Purpose and Use in Evaluation

Error bars are graphical representations that are used to visualise the variability or uncertainty
in a set of data points. In performance evaluation, particularly in comparison or benchmarking,
error bars help assess the consistency and reliability of the reported results. They provide
important insights into the stability of performance metrics across multiple runs or experimental
repetitions.

There are two commonly used types of error bars: Standard Deviation (SD) and
Confidence Interval (CI). In this work, we report error bars using SD, which is used to
represent variability between repeated experiments. General visualisations comparing the
stability of different endorsement policies represent the spread of individual observations
around the mean. It is a measure of variability and indicates how much the measured values
differ from each other. SD is calculated as:

SD =

√√√√ 1

n− 1

n∑
i=1

(xi − x̄)2

where xi are individual measurements, x̄ is the sample mean, and n is the number of
observations. For example, for Approach 2 at TPS 200 with latency values [0.83, 0.88, 0.86, 0.90, 0.82],
the mean is x̄ = 0.858. The squared deviations sum to 0.00448, giving a variance of 0.00112
and SD =

√
0.00112 ≈ 0.033.

Thus, error bars enhance the interpretability of results and ensure transparency when
evaluating the performance and consistency of different system configurations. Variability
is represented using standard deviation (SD), shown either as shaded regions or
error bars depending on the figure.

5.1.2 Blockchain Layer Evaluation

This section explains how the HLF layer was evaluated in this first evaluation phase. This
includes tools and metrics, scenarios, and results and observations 5.1.2. This evaluation
specifically addresses point 1 evaluation objectives, which is assessing system performance
and point 2, which focusses on examining scalability, providing quantitative evidence of how
the blockchain layer behaves under different conditions.

Method and Metrics

Caliper, as a widely adopted benchmarking tool for blockchain systems, was used in this
experiment to generate workloads and capture performance metrics. Its use enabled rigorous
and repeatable evaluation of the system under realistic multi-organisation scenarios, providing
insights into both the efficiency and reliability of transaction processing. By simulating
varying numbers of users and transaction rates, Caliper facilitated the assessment of how
well the system meets the objectives of scalability, responsiveness, and stability.
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In the experiments, the following metrics were used to evaluate the system:

- Throughput: Measures the number of successfully committed transactions per second
(TPS). TPS is a key indicator of the system’s capacity under load.

- Latency: Refers to the time taken from when a transaction is submitted until it is
confirmed on the blockchain. Both average and maximum latency were measured to
assess the response. While the system was not designed for real-time operation, latency
remained an important metric to ensure that the operations occur within acceptable
timeframes for practical use.

- Success Rate: The percentage of transactions successfully committed versus the total
sent. This metric helps identify potential failures or bottlenecks in processing. A high
success rate indicates that the system can consistently process transactions as expected,
offering evidence of its suitability and efficiency.

These metrics together provide a comprehensive picture of the system’s operational behaviour
under different configurations.

Test Scenarios

When designing the tests, we ensured that all chaincode functions deployed, covering read-only,
write-only, and combined read/write operations, were thoroughly evaluated. Each function
was tested under varying workloads to observe system behaviour, performance consistency
and potential bottlenecks under different operational scenarios. The selection of workload
parameters, including user load and transaction rates, follows commonly adopted practices in
blockchain performance evaluation. Prior work on Hyperledger Fabric benchmarking applies
incremental workload scaling to assess throughput, latency, and resource utilisation under
controlled conditions, with tools such as Hyperledger Caliper using progressively increasing
transaction rates (e.g., 50–500 TPS) and varying client loads to identify system limits and
performance bottlenecks [124, 125, 126]. Therefore, the following scenarios designed primarily
for benchmarking and stress-testing purposes rather than to directly represent real-world AV
data-sharing patterns.

Based on this methodology, test scenarios, in the baseline stage, were defined as follows:

- User Load: 10, 100 and 200 concurrent users. These levels were selected to represent
increasing levels of system load across participating organisations.

- Transaction Rates (TPS): 50, 100 and 200. These values were chosen to assess
system throughput under increasing demand and to evaluate how well the platform
handled rising transaction volumes.

- Chaincode Functions:

– Register User
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– Save hash

– Git IPFS hash

– Update Policies

These functions represent the core operations of the system. Testing each one ensured
comprehensive coverage of typical data interaction scenarios relevant to the use case.
Each scenario was executed in multiple rounds (typically 5) to assess the consistency of
results and identify potential performance thresholds.

This baseline enables meaningful comparison with subsequent evaluations presented in
later chapters, particularly when assessing the impact of alternative configurations such as
endorsement policies. Therefore, the observed results reflect system performance within the
tested ranges and should be interpreted as indicative of system behaviour under controlled
experimental conditions, rather than as a direct representation of real-world AV data access
frequencies or deployment scenarios. In addition, establishing this baseline ensures that
observed improvements or degradations in performance can be accurately attributed to
specific changes in the system rather than variability in testing conditions.

Results and Observations

The main observation was that all functions executed reliably across all tested scenarios;
however, their performance characteristics varied with changes in user load and transaction
rates. These patterns are illustrated in Figure 5.1, which compares the throughput of all
functions across user levels. Throughput for the Register User chaincode function remained
consistent, maintaining stability around 19–20 TPS at 100 VUs and dropping to approximately
11 TPS at 200 VUs. At lower loads, i.e. 10 VUs, throughput peaked near 30 TPS, 60% of
the target TPS rate configured in this scenario, benefiting from reduced concurrency and
system overheads.

While all the other chaincodes followed similar trends, Get IPFS hash maintained the
highest and most stable throughput, whereas Update Policies exhibited the greatest decline
under heavier loads. This is another important initial observation regarding the impact of
the complexity of chaincode operation on the performance.

The latency metric was also affected by the users load, as shown in Figure 5.2, which
compares the latency average for all chaincodes. For example, Register User, ranged
from around 0.3 seconds at 10 VUs to 1.19 seconds at 200 VUs. This increase aligns with
expectations concerning concurrency. The figure also displays that the Update Policies

function shows the highest latency, peaking at nearly 2 seconds. This function is the most
complex, containing read and write operations.

To better isolate the effect of varying target TPS on system performance, we fixed the
number of users in this set of experiments. This approach allowed us to analyse how the
system behaved under different throughput demands without the added variability introduced
by changes in the number of concurrent users. Controlling this variable was essential to
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Figure 5.1: Throughput Across Varying Virtual User Levels. This figure compares
the throughput performance (in transactions per second, TPS) of four chaincode functions:
Register User, Save Hash, Get IPFS Hash, and Update Policies, under different virtual
user (VU) loads (10, 100 and 200 users).
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Figure 5.2: Average Latency under Different User Loads. This figure compares the
average latency of four chaincode functions as the number of virtual users increases from 10
to 200, with shaded regions representing the standard deviation (SD) to illustrate variability
and consistency across repeated experiments.

understand the true scalability limits of each function and to ensure that any increase
in latency or performance degradation was attributable to the TPS target rather than
compounded load from user concurrency.

Figure 5.3 shows that under increasing target TPS values (50, 100, 200), with the number
of users held constant (100 VUs), the overall trend is for all functions to maintain relatively
stable throughput across different TPS rates; however, they do not scale well.

The latency trends followed an expected pattern, increasing gradually with more virtual
users and higher TPS targets, but remaining within a generally acceptable range of 0.3 to 2.5
seconds under heavy load (100–200 VUs). Another noteworthy observation is that, among the
four functions, Get IPFS Hash consistently outperformed the others in terms of throughput
under stress. As seen in Figures 5.1 and 5.2, it maintained the highest and most stable
throughput at high TPS and user levels. This is likely due to its read-only nature, which
avoids costly state updates. In contrast, Update Policies showed the most performance
degradation under load. Throughput dropped significantly under 200 VUs.

In general, the results reveal a clear throughput ceiling across all chaincodes. As shown
in Figures 5.3, throughput levels off regardless of the targeted TPS, particularly beyond 100
TPS. This suggests that simply increasing the transaction submission rate does not improve
system performance, motivating us to optimise and further evaluate different scenarios.

5.1.3 API Layer Evaluation

This section aims to evaluate the performance of the API layer and its integration with the
underlying blockchain components. The objective is to analyse how the system behaved
under different scenarios.
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Figure 5.3: Throughput at Different TPS Levels. This figure presents the
throughput performance for four chaincodes: Register User, Save Hash, Get IPFS Hash,
and Update Policies under 50, 100 and 200 TPS.
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Method and Metrics

To evaluate the responsiveness, scalability and robustness of the API layer, two performance
testing tools were used: Apache JMeter [127] and K6 [128].

These tools allowed us to simulate concurrent users interacting with the API endpoints
responsible for file upload and download, and to measure key performance indicators under
various load conditions. A set of performance metrics was measured to capture both network
level and application level behaviour. These metrics included standard indicators such as
response time, throughput, error rate, and latency, as well as more detailed measurements
provided by K6, such as
texttthttp req duration, http req blocked, http req connecting. Table 5.1 summarises
these metrics, their descriptions, and the tools used for collection.

Table 5.1: Metrics Measured in API Evaluation.

Metric Description Tool

Response Time Time from request initiation to
completion (s)

Both

Throughput Number of requests handled per
second

Both

Error Rate Percentage of failed requests Both

Latency Delay experienced during data
transfer

JMeter

http req duration Total request time including
network and processing delays

K6

http req blocked / http req connecting Network and connection overhead K6

Test Scenarios

To test both the API and the responsiveness of the frontend, the following scenarios were
designed and evaluated:

1. Registration and logging in operations with and without prior approval to measure
the performance of the system when handling the access function. The test used K6

to simulate 1, 10, 100 and 1000 VUs, measuring how the system responded under
increasing loads.

2. Full user journey across the platform to evaluate the performance and responsiveness
covering eight key modules: Sign Up, Login, Dashboard, Data Upload, Request User,
Owner List, Profile, and Change Password. The test used Apache JMeter to simulate
1, 10, 100 and 1000 VUs, measuring how the system responded under increasing loads.

3. Evaluation of the uploading data performance under varying user loads and data sizes.
The test used K6 to simulate 1, 10, 100 and 1000 VUs, measuring how the system
responded under increasing loads and data volume.
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Results and Observations

To evaluate the system’s performance for both authorised and unauthorised access, including
account registration and login, we measured the average response time across different user
loads. These entry-point operations were critical for verifying the system’s stability and
responsiveness under concurrent access. As shown in Figure 5.4, both the Register and
Login modules demonstrated functional stability, with no errors reported across 10, 100, and
1000 VUs. However, the Login operation shows a sharper increase in response time compared
to Register, likely due to additional overhead such as token verification or session handling
during the authentication process. In the figure, the error bars represent the variability in
response time across experimental runs.

Furthermore, key application modules, such as Dashboard, Profile, Change Password,
and OwnerList, were also evaluated for their runtime performance under the same user
load conditions. Figure 5.5 presents the average response times for several of these modules.
Notably, Dashboard and Login operations consistently exhibit higher response times across all
test cases, suggesting their increased computational or data handling requirements. In contrast,
modules like Profile and Sign Up demonstrate better scalability and lower latency as the
user load increases. The Change Password module remains one of the slowest throughout,
likely due to additional validation tasks. Despite these variations, the system as a whole
maintained consistent throughput and exhibited no operation-level failures at any user level.
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Figure 5.4: Average response time for
unauthorised and authorised Register and
Login access under different user loads (10, 100,
1000 VUs). The error bars represent Standard
Deviation (SD).
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5.2 Implications for Next Phases

This phase of evaluation provided a clear baseline for system behaviour under varying
user loads and transaction rates. While the system demonstrated stable and reliable
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performance, its throughput did not increase proportionally with higher VU counts or
higher TPS. Consequently, the next phase of testing was planned with three main objectives:
first, to upgrade system resources to better handle moderate loads and improve overall
throughput; second, to scale the network to five organisations to evaluate the impact of
increased decentralisation and multi-stakeholder governance on performance; and third, to
test the system’s ability to maintain consistent transaction processing and policy enforcement
under these enhanced conditions.

This next phase serves as a critical step in validating the system’s scalability, resilience, and
suitability for real-world deployment, while also providing insights into potential optimisations
and design improvements for both the blockchain and off-chain components. These steps
directly relate to the research questions on system scalability, performance under load, and
multi-organisation policy enforcement (RQ1 and RQ2).

5.3 Scaling to Five Organisation

The HLF network was extended to include five distinct organisations. Each organisation
operates its peer and participates in consensus and endorsement processes, simulating a
real-world multi-stakeholder consortium. This configuration introduces additional complexity
in governance, transaction propagation, and chaincode execution, providing a more realistic
environment for assessing the system’s operational limits. The aim of this enhanced setup
is to evaluate how the system performs under increased decentralisation, both in terms of
throughput and latency, and to identify any challenges in coordinating multiple organisations
within the permissioned blockchain. This builds directly on the baseline evaluation, where
tests were limited to three organisations, 200 users, and 200 TPS, and provides a stronger
foundation for analysing the scalability of the system.

5.3.1 Evaluation Objective

The objective of this evaluation stage is to evaluate the throughput performance and scalability
of critical chaincode functions in the newly scaled five-organisation HLF network. Specifically,
the evaluation seeks to determine whether the system can maintain efficient transaction
processing and handle increased organisational diversity without significant performance
degradation.

This phase establishes the basis for comparing different endorsement policies and system
configurations in subsequent experimental chapters.

5.3.2 Blockchain Layer Evaluation

The blockchain layer was examined to determine how effectively it handles increased organisa-
tional diversity and transaction load in a larger consortium setup. By introducing five
independent organisations, the endorsement policy becomes more demanding, requiring more
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peers to validate each transaction. This not only introduces endorsement overhead but also
affects the sending and ordering of transactions across the network.

Test Scenarios

Each function: Register User, Save hash, Git IPFS hash, and Update Policies was tested
under varying scenarios to measure how well the system handles different stress levels in a
multi-organisation setting. This testing aims to identify potential performance bottlenecks
introduced by scaling and ensure that throughput remains within acceptable bounds as the
network grows in complexity. Building upon the baseline evaluation methodology defined
in Section 5.1.2, the following increases both user load and TPS to further assess system
scalability under higher stress conditions:

1. Number of Users Multiple user loads were simulated to assess the system’s throughput
and latency when subjected to increasing demand. While the baseline tests were
bounded above 200 users, this phase extended user loads up to 500, allowing for a more
comprehensive scalability analysis.

2. Varying TPS The system was stressed with varying TPS rates. This phase expanded
the TPS range from the previous 200 limit to 500 TPS to observe how well it could
maintain performance at different input rates.

3. Upload Data An end-to-end functional stress test has been conducted to assess both
the backend and blockchain layers to get insights into how loads affects user experience
and system scalability.

Each scenario was executed in multiple rounds to account for result consistency and to
identify potential performance thresholds.

Results and Discussion

The evaluation of the blockchain layer under varying workloads provides insight into the
performance and scalability of the implemented chaincode modules. The results indicate a
consistent trend of decreasing throughput as load increases across all chaincode operations.

All modules demonstrated functional reliability under low to moderate loads as illustrated
in Figure 5.6. The figure shows that under a uniform light load of 50 TPS and 100 users
all modules revealed similar throughput levels ( 15.7–16.2 TPS). However, as the number
of users or the input transaction rate increases, a performance degradation is observed. In
particular, throughput does not scale linearly with increasing load, indicating bottlenecks in
processing. The system performance degraded significantly as user concurrency increased,
even though the transaction rate stayed the same. For example, as in Figure 5.7. The
throughput performance of the Save Hash function degrades as the number of concurrent
users increases from 100 to 500 while the targeted TPS rate maintains at 50.
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Figure 5.6: Throughput Comparison of
Chaincode Modules at 50 TPS with
100 Users. This bar chart compares the
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Figure 5.7: Save Hash Module
Throughput Performance at 50 TPS.
This figure illustrates how the throughput
of the Save Hash function degrades as the
number of concurrent users increases from
100 to 500. The shaded region represents
the standard deviation (SD), highlighting
the variability and stability across repeated
experiments.

In contrast, the performance of the system is less sensitive to higher TPS rates than
to increases in user concurrency. Figure 5.8 demonstrates how the throughput of the
Update Policies chaincode module behaves under increasing the TPS rates, with the
number of users fixed at 200. As the TPS rate increases from 100 to 500, the throughput
remains relatively stable, ranging between 11.8 and 12.1 TPS.

To further evaluate the responsiveness and scalability of the API layer, as mentioned in
section 5.3.2, series of load tests were conducted using the K6 framework. The aim was to
simulate concurrent user requests invoking the Save Hash function, which upload the data on
IPFS and internally saves hashes to the blockchain network. These tests reveal the backend’s
capacity to handle increasing user load and transaction rates, and also indirectly reflect the
stress placed on the underlying Hyperledger Fabric components.

Figure 5.9 illustrates the impact of increasing the number of concurrent users on the
Save Hash function when handling a 3GB file. As the number of users rises from 100 to 500,
throughput declines from 16.2 TPS to 3.9 TPS, clearly demonstrating the system’s sensitivity
to user load and the limitations of parallel request handling for large payloads.

These figures provide a comprehensive view helping to identify performance constraints.
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5.4 Discussion and Benchmarking

In this chapter, the baseline evaluation has been provided in two network configurations.
The throughput comparison between the three organisations and the five organisations’
network configurations reveals a clear performance impact caused by increasing the number
of organisations. As showen in Figure5.10, across all chaincode modules, the throughput is
consistently higher in the three-organisation setup, with values ranging from approximately
18.2 to 20.8 TPS, compared to the five-organisation network, where throughput drops to
between 15.7 and 16.15 TPS. This decrease is primarily due to the additional communication
and endorsement overhead introduced by the larger network size, which increases transaction
processing time and reduces overall throughput. Among the modules, Get IPFS Hash

shows the smallest relative throughput decline, suggesting it scales better with increased
organisations, likely due to its read-only nature. While Update Policies experiences a more
noticeable reduction due to its complexity.

Notably, the system demonstrated a clear performance ceiling, where throughput did not
scale proportionally with higher virtual user counts or targeted TPS levels, particularly beyond
moderate thresholds. This plateau effect was more pronounced as the system scaled from
three to five organisations, suggesting that bottlenecks and increased coordination overheads
contribute to this limitation. This is expected in distributed ledger systems because increased
concurrency and workload lead to higher resource contention, and queuing delays. Thus,
these trends emphasise the need for careful consideration of user concurrency in permissioned
blockchain deployments.
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Figure 5.10: Throughput Performance for 3 vs. 5 Organisations Throughput (in TPS)
of chaincode modules with 100 users and 50 TPS rate for two network configurations: 3 and
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5.5 Usability Assessment

Usability represents a fundamental aspect of system quality, as it directly influences user
satisfaction, efficiency, and the overall acceptance of the system. Evaluating usability provides
insights into how effectively users can achieve their goals while interacting with the system.
In the context of this research, usability is examined in relation to RQ3:How usable is
the proposed blockchain-based data-sharing system from a user perspective?.
The SUS evaluation provides a standardised measure of perceived usability, allowing an
initial assessment of how easily users can interact with the system. While usability is an
important factor influencing satisfaction and potential adoption, this study focuses specifically
on measuring usability rather than directly assessing adoption behaviour.

Prior research has shown that usability remains a major challenge for blockchain-based
systems. For instance, Udokwu et al. [129] highlight the complexity of decentralised
applications (DApps) and the need for structured design frameworks to reduce usability
barriers. Similarly, Saraiva et al. [130] stress the importance of user-friendly interfaces
and simplified private key management to expand adoption beyond technically skilled users.
Schweiger et al. [131] also emphasise that lowering entry barriers is essential to make blockchain
systems accessible to wider audiences. In line with this, Gandhi et al. [132] recommend
assessing systems using user-centric methods to ensure that design decisions reflect actual
user needs. These works collectively motivate the need to systematically assess usability in
blockchain environments.
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5.5.1 Method

To evaluate the usability of the system, the System Usability Scale (SUS) was employed
[133, 134]. SUS is a widely adopted, reliable, and cost-effective questionnaire consisting of
ten items that capture users’ subjective assessments of usability. The items are deliberately
structured in a fixed format, alternating between positively and negatively worded statements.
Scores range from 0 to 100, with higher scores reflecting better usability.

There are various usability studies of cryptocurrency wallets and other blockchain
applications that use SUS as a formal usability metric [135]. It has been widely applied in the
evaluation of DApps, such as studies by Kim et al. [136] and Berne et al. [137], demonstrating
its effectiveness in capturing user perceptions of usability in decentralised environments.

5.5.2 Participants

The evaluation involved a group of 100 participants, consisting primarily of students and
researchers with general computing knowledge. While most participants had basic familiarity
with web-based systems, they were not necessarily experts in blockchain technologies or
autonomous vehicle (AV) systems. This reflects a general user perspective rather than a
specialised stakeholder group. Prior to the evaluation, participants were provided with a brief
introduction to the system’s purpose and functionality to ensure they could meaningfully
interact with it.

It is important to note that this participant group was selected to provide an initial
indication of system usability rather than a comprehensive stakeholder-specific validation. A
more extensive evaluation involving domain experts (e.g., automotive engineers, regulators,
or industry practitioners) is left for future work.

5.5.3 Procedure

After giving consent and providing their background information, participants were briefed on
the objectives of the system and the problem it seeks to address. Following this explanation,
they were asked to complete the SUS questionnaire to express their perceptions of the system’s
usability. They were encouraged to answer candidly, reflecting their understanding of the
system’s design and intended use.

5.5.4 SUS Questionnaire

The SUS questionnaire comprises 10 statements rated on a 5-point Likert scale, ranging
from Strongly Disagree to Strongly Agree. Following the established SUS scoring procedure,
responses were converted into a usability score between 0 and 100. The complete consent
and survey form, including the SUS questionnaire, is included in Appendix A.
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Figure 5.11: Position of the obtained SUS score on the standard SUS grading scale. The mean
score (68.73) with standard deviation (SD = 11.35) is illustrated to represent the variability
of user responses. The result falls within grade C and is slightly above the average usability
benchmark of 68.

5.5.5 Result

The usability evaluation produced a mean SUS score of 68.7 ± 11.35, where the value after
± represents the standard deviation across 100 participants. As illustrated in Fig. 5.11,
the obtained score lies within the “C” grade range, indicating acceptable usability that is
slightly above the standard SUS average of 68, but below the threshold for high usability. The
observed variability is low to moderate, suggesting that participants had reasonably consistent
perceptions of the system, although some differences in user experience were present. This
indicates that users perceive the system as having an overall acceptable level of usability. In
relation to RQ3, the result provides an initial indication that users are able to interact with
the system without significant usability barriers.

However, it is important to note that SUS measures perceived usability and does not
directly assess user satisfaction or adoption behaviour. Therefore, while acceptable usability
may contribute to a positive user experience, further studies would be required to evaluate
its impact on long-term adoption and stakeholder acceptance.

The result is also consistent with recent usability studies in blockchain systems. For
example, Berne et al. [137] reported an average SUS score of 66.25 in DAO platforms, which
also indicates acceptable usability. However, such scores also suggest that there is room for
improvement in enhancing overall usability and user experience.

5.6 Conclusion

This chapter presented the baseline performance evaluation of the system across blockchain
and API layers in three and five organisation networks. The results showed that the system is
functionally reliable and capable of sustaining moderate workloads, but throughput plateaued
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under higher user loads and transaction rates, with additional decline as the network scaled
to five organisations. These findings provide essential benchmarks and reveal scalability
bottlenecks

Beyond performance, this chapter also addressed the system’s usability, aligning with the
research question on system usability (RQ3). Using the System Usability Scale (SUS), the
evaluation indicates that users perceive the system as having acceptable usability while also
leaving room for improvements in interface design and ease of interaction.

Overall, this evaluation not only validated the baseline feasibility of the proposed
architecture but also highlighted both its strengths, reliability, security, and moderate
scalability, and its limitations under increased load and chaincode complexity. These insights
guide the next phases of experimentation, particularly in testing endorsement policies.



Chapter 6

Customised Endorsement Policy

This chapter builds on the system implementation and evaluation presented in the previous
chapter. In particular, it investigates how the system can be further customised and configured
to enforce secure and controlled data sharing among multiple stakeholders. It focuses on the
management of stakeholder influence and ownership rights within the features of Hyperledger
Fabric. In addition, it presents the design, integration, and evaluation of a customised
endorsement policy, implemented as a plugin within the proposed system. By examining
how different configurations impact throughput, latency, and scalability in multi-stakeholder
AV data-sharing scenarios, this chapter directly addresses the Research Question RQ2a
and b. Section 6.1 provides the motivation and objectives, while Section 6.2 illustrates the
design and implementation of the customised endorsement policy. Section 6.3 describes the
verification methodology, Section 6.4 presents the evaluation results, and finally Section 6.5
concludes the chapter.

6.1 Motivation for Customisation

As discussed in Chapter 2, data management in AV ecosystems presents critical challenges
that require urgent attention, including data storage, data sharing among stakeholders, data
privacy, data integrity, and security. Our extensive review of the literature has highlighted the
ownership of data as an additional critical issue that is often overlooked. Establishing clear,
transparent, and equitable ownership frameworks is crucial for building trust and fostering
cooperation among all parties involved in the deployment of AV.

The ownership of AV data varies internationally, shaped by the country-specific legal
and regulatory landscapes. For example, in the United Kingdom, legislation such as the
Automated and Electric Vehicles Act 2018 and the forthcoming Automated Vehicles Bill
primarily address AV safety and liability, but do not directly define data ownership [138].
Although the UK GDPR and the Data Protection Act 2018 regulate the processing of personal
data, they do not assign legal ownership of AV-generated data. In practice, manufacturers or
service providers often control these data through service-level agreements.

In the United States, vehicle manufacturers typically claim ownership over the data
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collected by AVs [139]. This control is often supported by intellectual property rights over
software systems embedded in vehicles, which grants manufacturers authority over how data
is accessed and used. Although future regulatory changes may shift this balance due to rising
privacy concerns, manufacturers currently maintain predominant control.

European Union regulations, particularly the GDPR, emphasise the protection and
processing of personal data rather than assigning ownership in the traditional sense. Under
GDPR, data controllers, often manufacturers or service providers, determine how data are
used, while individuals retain the right to access, correct, or delete their personal data in
specific contexts [140]. The regulation also requires businesses to integrate data protection
principles into their operations, which directly affects how AV data is managed and governed.

Building on these regulatory approaches, it is essential to recognise the central role of
manufacturers in managing AV data. Since they are typically responsible for collecting,
processing, and securing the data, they are best positioned to ensure proper handling and
protection in accordance with both technical standards and legal obligations.

When designing a data sharing framework based on HLF, governance mechanisms, such
as endorsement policies, which define who has the authority to validate transactions, play
an inherent role in shaping the concept of data ownership. EPs in HLF are fundamental to
its trust and transaction validation mechanisms. They determine which peers are required
to approve a transaction before it can be committed to the ledger. The structure and
logic of these policies directly impact system security, trust assumptions, and organisational
dynamics. As highlighted in [141, 142, 143, 144], the choice and configuration of EPs influence
both the trust model between participating entities and the overall security posture of the
network. Thus, endorsement policies not only regulate transaction validation but also become
a mechanism to encode stakeholder power and ownership rights directly into the system’s
trust fabric. However Fabric’s default endorsement mechanisms, while functional for basic
multi-organisation scenarios, fall short when applied to such nuanced ownership models.
Thus, we define custom endorsement policies that go beyond Fabric’s default static policies.
Customisation is needed in AV contexts to reflect asymmetric trust relationships, critical
safety considerations, and regulatory compliance requirements, ensuring that data governance
aligns with real-world responsibilities and constraints.

The primary objectives of this chapter are:

1. Design and implement a custom endorsement policy that reflects asymmetric authority
among participating organisations, particularly privileging a key stakeholder (e.g., the
manufacturer).

2. To evaluate the impact of the customised EP on system performance, specifically in
terms of transaction latency, throughput, and success rate, under varying workloads.

3. Explore the trade-offs between decentralisation and efficiency by comparing the EP
plugin with default endorsement policies.

4. Provide insights into how endorsement policies can be tuned to balance fairness, trust,
and performance in real AV data-sharing ecosystems, thereby linking technical evaluation
with practical governance considerations.
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Thus, this chapter extends the exploration of RQ2a by investigating the impact of
different endorsement policies on the system performance.

6.2 Design and Implementation of the Custom EP

To align with the specific considerations of the study. Org1, which is assumed to represent
the manufacturer, is given endorsement privileges to reflect its critical role in the ownership
and governance of data. To enable programmable and flexible enforcement of this policy, a
separate YAML file was implemented that explicitly specifies the use of the ESCC (Endorsement
System Chaincode) and VSCC (Validation System Chaincode). The custom EP is defined as
in 6.1. This policy indicates that: any member of Org1, or any three of the remaining four
members of the organisation (Org2 to Org5), must sign the transaction.

Listing 6.1: Customised Endorsement Policy

EndorsementPolicy:

type: Signature

rule: |

{

"identities": [

{ "role": { "name": "member", "mspId": "Org1MSP" } },

{ "role": { "name": "member", "mspId": "Org2MSP" } },

{ "role": { "name": "member", "mspId": "Org3MSP" } },

{ "role": { "name": "member", "mspId": "Org4MSP" } },

{ "role": { "name": "member", "mspId": "Org5MSP" } }

],

"policy": {

"1-of": [

{ "signed-by": 1 },

{

"3-of": [

{ "signed-by": 2 },

{ "signed-by": 3 },

{ "signed-by": 4 },

{ "signed-by": 5 }

]

}

]

}

}

The first section in the code is the Identities Section, which lists the five organisations
in the network. The second section specifies the actual endorsement rules. The 1-of clause
at the top level means that either one of the following conditions must be met: "signed-by":
1 → This refers to Org1MSP (it is important to note that indexing starts at 0, but for
simplicity we refer to Org1 as 1 throughout this thesis). Thus, if Org1 alone endorses the
transaction, it is valid. The 3-of clause → At least three out of the four organisations (Org2,
Org3, Org4, Org5) must endorse the transaction.

Although this introduces a degree of centralisation, it is a deliberate and context-driven
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decision to reflect the manufacturer’s responsibility to manage sensitive operational data.
It is important to note that this endorsement structure reflects one plausible governance
model within an AV data-sharing ecosystem, where the manufacturer is assigned a dominant
role due to its responsibility for system design, data collection, and regulatory compliance.
This assumption is used to guide the experimental design and evaluate its impact on system
performance. However, this hierarchy is not intended to be prescriptive. In real-world
deployments, alternative distributions of endorsement authority may be adopted depending
on stakeholder agreements, regulatory frameworks, or trust relationships among participants.
To avoid creating a single point of failure or blocking transactions when Org1 is unavailable,
the second part of the policy ensures that a transaction can still be endorsed by any three
out of the remaining four organisations (Org2 to Org5). This fallback mechanism maintains
operational continuity and balances governance control with collaborative decision-making
across the network.

In addition, the design addresses concerns related to transaction failure and scalability. As
the number of organisations and required endorsements increases, the likelihood of transaction
delays or failures also rises, particularly in environments with high network latency or peer
unavailability. Implementing a simplified endorsement strategy enhances throughput and
strengthens the resilience of the system under load [145]. Thus, by adopting a more flexible
policy that reduces the number of required endorsements, the system can handle higher
workloads while minimising bottlenecks and maintaining operational continuity across the
network.

6.3 Verification

To ensure that the customised EP behaves as designed and meets the requirements of the AV
data sharing use case, a structured verification process is followed as follows:

1. The process begins by defining the new EP tailored to the AV data-sharing scenario.
The policy is constructed to reflect the desired control, trust, and operational conditions
that govern endorsement decisions.

2. Once defined, the EP is formally specified using a verification tool to model its logic.
Following the methodology proposed by Kawahara [146], the Z3 solver [147] is used
to express the policy as logical constraints. These constraints capture the exact
endorsement requirements, including conditional rules and fallback mechanisms, and
the model is verified using satisfiability (SAT) checks to confirm correctness across all
relevant scenarios.

3. After the logical model has been validated, performance tests are performed to evaluate
how the policy performs in practice. Hyperledger Caliper [125] is used to measure
throughput, latency, and success rate in realistic workloads. While Z3 ensures correctness
of the logical model, Caliper validates that these rules hold under real workloads, thereby
combining formal soundness with practical validation.

4. Finally, the EP undergoes continuous evaluation to ensure it remains aligned with the
use case objectives.
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These verification steps collectively ensure that the customised endorsement policy is both
logically correct and practically effective. By combining formal modelling with performance
testing, the approach provides confidence that the policy will enforce the intended control
rules in the AV data-sharing network while maintaining operational efficiency under realistic
conditions.

6.4 Evaluation

This section evaluates the customised endorsement policy introduced for the AV data-sharing
use case. The evaluation aims to confirm that the policy effectively enforces the desired
control and trust model while maintaining acceptable performance levels in the operational
environment.

6.4.1 Evaluation Objectives

Based on the baseline evaluation objectives established in Chapter 5, Section 5.1.1, this
evaluation investigates how modifying the endorsement threshold affects the system performance
and operational behaviour. The specific objective is to measure how the customised
endorsement policy (EP) influences the performance, scalability, and overall robustness
of the proposed system. Although this section provides a comprehensive evaluation of
the configuration introduced in this chapter, a detailed comparative analysis of alternative
configurations is presented in Chapter 8.

Test Scenarios

The evaluation was carried out on the same smart contract functions used in the prior approach:
Register User, Save hash, Git IPFS hash, and Update Policies. These functions were
tested in various scenarios to observe system behaviour and detect any adverse performance
impact resulting from the modified EP. The scenarios include:

1. User Load Variation Different user loads were simulated to benchmark system
responsiveness and processing capability. This approach mirrors the setup used in the
earlier evaluation phases to provide comparable results, and what if the EP change
introduces regressions?

2. Transactions Per Second (TPS) The system was tested with increasing TPS levels
to evaluate the network’s ability to maintain stability and performance under a more
relaxed EP configuration.

3. Data Upload Operations End-to-end upload tests were conducted to evaluate both
backend and blockchain behaviour under realistic workload conditions. This test aimed
to capture the effect of EP changes on user-facing interactions and the overall scalability
of the system.
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Each scenario was executed over multiple iterations to ensure statistical reliability and
to identify system limits under repeatable, high-stress conditions. The results are used
to determine the practical trade-offs between reduced endorsement complexity and system
performance.
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Figure 6.1: Throughput Across Chaincode
Modules for 100 User Load and 50 TPS Rate
Scenario. Error bars represent the standard
deviation (SD) across repeated experimental
runs.
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Figure 6.2: Average Latency Across
Chaincode Modules for 100 User Load and
50 TPS Rate Scenario, Error bars represent
the standard deviation (SD).

6.4.2 Results and Discussion

To evaluate the performance of the implemented chaincode logic, four core modules were
tested: Register user, Save Hash, Get IPFS Hash, and Update Policies. The tests were
conducted multiple times under identical conditions to ensure accuracy and consistency in
the observed results. Results indicate relatively consistent throughput (transactions per
second, TPS) across all four modules. For example, in a moderate load with 100 users and a
50 TPS rate, throughput values range between 12.2 and 12.7 TPS as illustrated in Figure
6.1. This demonstrates the system’s stable processing capacity irrespective of the specific
chaincode function being invoked. In addition, the average latency (in seconds) is measured
and presented in Figure 6.2 for the same test scenario.

Slight variations were observed; for example, the Register user and Get IPFS Hash
modules exhibited the lowest average latency, while Update Policies and Save Hash had
relatively higher values. These differences may be attributed to the complexity of internal logic
and the nature of ledger interactions within each module. Overall, the system shows balanced
performance across key operations in this moderate scenario, supporting its reliability and
responsiveness for core transaction types.

Another important observation is that varying user loads show a clear inverse relationship
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Figure 6.3: Throughput vs User Load
This figure illustrates the Throughput across
all chaincode modules under varying user
loads ranging from 100 to 500 users and a
50 TPS rate. The shaded regions represent
the standard deviation (SD) across repeated
experimental runs.
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Figure 6.4: Latency vs User Load This
figure illustrates the average latency (in
seconds) for four chaincode modules under
varying user loads ranging from 100 to 500
users and a 50 TPS rate. The shaded regions
represent the standard deviation (SD) across
repeated experimental runs.
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Figure 6.5: Transaction Rate vs
Throughput. This figure illustrates
the relationship between the requested
transaction rate (TPS) and the achieved
throughput among different modules. The
shaded regions represent the standard
deviation (SD).
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Figure 6.7: Send Rate and Throughput vs Targeted TPS. This figure compares the
Send Rate and Throughput across different chaincode modules.

between the number of users and throughput. As illustrated in Figure 6.3, throughput steadily
declines across all four chaincode modules as the number of users increases from 100 to 500.
The latency trend shown in Figure 6.4 highlights the system’s scalability limitations and
the increasing transaction latency under heavier user loads. While the latency values for all
modules remain close, the Update Policies module shows the highest latency at 500 TPS.

On the other hand, Figure 6.5 illustrates the effect of increasing the requested transaction
rate (TPS) on the actual throughput achieved by various chaincode modules. The results
indicate that the system maintains a relatively stable throughput of approximately 11.5
TPS across varying input rates ranging from 100 to 500 TPS with a fixed user load. This
plateau suggests that the system has reached a performance ceiling beyond which increasing
the transaction rate does not yield higher throughput. In addition, the shaded regions
representing the SD are relatively narrow across all configurations, indicating low variability
across repeated experimental runs.

Furthermore, Figure 6.6 presents the average latency observed for the same modules
and the same scenario. Overall, all tested modules exhibit relatively stable latency values,
consistently remaining below 1 second even at higher loads. This indicates that the system
is capable of maintaining low latency under moderate scaling conditions. In addition, the
shaded regions representing the SD are relatively narrow, indicating low variability across
repeated experimental runs. However, at 500 TPS, the Update Policies module records the
highest latency among the coaincode operations, reaching 0.88 s.

While the figures highlight that throughput and latency remain relatively stable, it is also
important to consider that the fact that both the send rate and the achieved throughput remain
fixed at approximately 11.5 TPS across all requested input rates suggests that the system
has reached a saturation point., Thus, to further investigate the observed throughput limit
and identify the factors contributing to system bottlenecks, a series of targeted experiments
was conducted by varying one parameter at a time. First, in the same previous scenario, the
number of users was set at 200, while the targeted transaction rate (TPS) was increased from
50 to 500, but focusing on the send rate values. As illustrated in Figure 6.7, both the send
rate and the achieved throughput remained nearly constant, with throughput plateauing at
approximately 11.5 TPS for all tested modules. The minimal difference between the send
rate and throughput in this setup suggests that the system was operating at its maximum
processing capacity, and any additional input load does not translate to increased throughput.
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Figure 6.8: Send Rate and Throughput
vs Number of Users. This figure illustrates
how the Send Rate and Throughput change
as the number of users increases from 10 to
500, with the targeted transaction rate fixed
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Users. In the update Policy module with a
fixed TPS rate of 50, the failure rate remained
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Similarly, to evaluate the effect of user concurrency, we have decreased the number of
users to 10 and fixed the TPS to 50 while gradually increasing the number of users. As shown
in Figure 6.8, both the send rate and the throughput decreased with increasing user counts.
The gap between the two curves becomes narrower and more evident with higher user counts,
reflecting performance limitations under heavier loads.

These two findings highlight important limitations. First, the system cannot handle high
TPS; there is a fixed ceiling. Second, more users mean more pressure, which slows both the
sending and processing of transactions.

Using that method of gradually adjusting the input parameters and observing the results,
we were able to identify exactly where and why performance starts to degrade, which is
critical for understanding the scalability and limitations of the system.

In the tested configurations in the previous chapter, while the system handled many users
without failing in simpler modules, the more complex module, update policy, began to show
a few failures as the user numbers grew.

It is essential to evaluate the same scenario using the EP approach presented in this
chapter. Figure 6.9 illustrates the failure rate in a variety of concurrent users, with the system
configured to operate at a constant transaction rate of 50 TPS. To precisely identify the point
at which the system begins to degrade, the user load was gradually increased in increments.
The results show that the failure rate remained at 0% for user loads up to 200, indicating
stable performance. However, as the number of users exceeded 200, the system exhibited a
slight increase in the failure rate, settling at 3.13% with 400 users. That suggests that under
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Figure 6.10: Throughput under Stress Scenario The Throughput under 500 TPS for
Save hash and Update Policy, Save hash throughput decreases as user load increases, while
Update Policy fails from 300 users onward.

heavy concurrent usage, modules with heavier logic are more likely to hit blockchain-side
bottlenecks like proposal delays or endorsement timeouts. For a better understanding of the
behaviour of the system under varying transaction loads, we designed a series of targeted stress
scenarios across multiple chaincode modules. Each scenario incrementally increased either
the number of users or the TPS. The tests were aimed at exposing performance bottlenecks,
functional limitations, and error thresholds specific to each module. The findings were as
shown in figure 6.10, Save hash handled higher user count with fewer functional failures
but showed transaction timeouts beyond 600 users at 500 TPS. However, Update Policies

failed for 500 TPS even for only 300 user counts, indicating that the logic is more sensitive to
concurrency and load. These failure thresholds are dependent on the specific Hyperledger
Fabric configuration and underlying hardware settings, and should therefore not be interpreted
as absolute system limits. In addition, scenarios reporting a 100% failure rate indicate that
the system was unable to complete the workload due to overload, rather than all transactions
being individually processed and rejected.

In terms of system scalability and data upload efficiency, Figures 6.11 and 6.12 together
illustrate the impact of increasing user concurrency on the performance and reliability of the
Save Hash module when uploading a 3GB file. This scenario was simulated using the K6 tool,
which represents the frontend upload process and the submission of the corresponding IPFS
hash to the blockchain.

Figure 6.11 shows the average time taken to complete a successful data upload operation.
As the number of concurrent users increases, this time increases significantly, indicating that
system resources such as bandwidth, memory, or processing capacity become increasingly
saturated. For smaller user loads (e.g. 200–400 users), the system handles 3 GB uploads
efficiently in a few seconds. However, beyond 500 users, the average duration begins to
spike, reflecting traffic queuing, contention, or processing delays. Although duration appears
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to decrease again after peaking, it is important to note that this aligns with a significant
drop in the success rate, as shown in Figure 6.12. This suggests that fewer transactions are
successfully completed under heavy load, which skews the average duration downward due to
early failures or timeouts.

6.5 Conclusion

In this chapter, we designed, implemented, verified with formal tools, and evaluated Approach
2 Endorsement Policy, a customised policy tailored to the use-case requirements. This EP
explicitly reflects the authority of Organisation 1, representing the manufacturer, in exercising
greater control over data access and validation. The evaluation of the core modules was
conducted under varying user loads and transaction rates, measuring latency, throughput,
send rate, and success rate. The results demonstrated that the system largely retained the
stable characteristics observed under the default EP, while showing notable improvements in
certain areas, particularly the success rate under higher user loads, where the customised
EP reduced transaction failures. These findings confirm that the customised EP effectively
supports both reliability and throughput, while also illustrating how policy adjustments can
optimise performance in a multi-organisation blockchain environment. In addition, these
results highlight the potential of tailoring endorsement policies as a governance tool, not only
a performance parameter, in multi-stakeholder AV ecosystems. Beyond validating feasibility,
the evaluation provides actionable insights for refining policy configurations and informs the
design of future deployment scenarios in more complex, real-world settings.



Chapter 7

Simulated Weighted-Voting
Endorsement Policy

Building on the previous chapter, this chapter further examines the customisation of EP
to address the challenge of data ownership and control in the management of AV data.
Specifically, this chapter explores Weighted Voting (WV) as a concept to simulate varying
levels of stakeholder influence within endorsement policies. By embedding weighted voting
logic into EP design, the research addresses not only technical trust but also business-level
authority and ownership concerns surrounding AV data. This ensures that the blockchain
platform reflects the real-world power and responsibility hierarchies found in AV ecosystems,
supporting regulatory accountability while respecting the higher control manufacturers have
over data and decision-making. Unlike standard HLF EP mechanisms, which treat all peer
endorsements equally and lack mechanisms for role prioritisation or weighted influence,
weighted voting allows certain stakeholders, particularly manufacturers, to exercise stronger
decision-making power. This capability is particularly important given the limitation identified
in the custom EP presented in Chapter 6, where Org1 alone could validate transactions.
Although the EP enabled operational continuity and simplified endorsement, it concentrated
validation authority, creating potential centralisation concerns. Weighted voting provides
a more nuanced approach, allowing manufacturers to retain influence without granting
unrestrained control. This chapter further addresses RQ2a-b by designing, implementing,
verifying, and evaluating an alternative endorsement mechanism.

In this chapter, section 7.1 provides background on the related work of existing voting
consensus mechanisms. The assumption section (7.2 outlines the key assumptions that
underpin the proposed model. The core of the chapter lies in 7.3, where it describes the
method and implementation of Weighted Voting simulation within EP design. Sections 7.4
and 7.5 present the verification and evaluation of the proposed solution, respectively. Finally,
the chapter ends with the Conclusion section 7.6.

111
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7.1 Background

Weighted voting is highlighted in [148] as a method of voting consensus mechanisms. It
discussed how the weight could be assigned to stakeholders who have different stakes or
authority in the decision-making process. This method has been used in this scenario in
various fields, for example, in [149], where weighted voting is used in the AWARE algorithm
to improve the performance of practical Byzantine fault tolerance (PBFT). In particular, it
assigns larger voting weights to the well-connected nodes to give them more power in the
consensus process. Similarly, in a supervised machine learning classifier, a weighted voting
system [150] has been added to modify the K-Nearest Neighbours (KNN) algorithm, which is
a supervised machine learning algorithm used for classification and regression tasks. In that
work, the closer neighbours have a greater influence on the final classification. Zhoe et al.
[151], have used weighted voting in collaborative physical layer authentication (CPLA) by
assigning different weights to the decisions made by cooperators based on their reliability and
performance. Thus, instead of treating all cooperators equally, the proposed scheme evaluates
their past authentication capabilities and assigns weights accordingly. While several studies
have proposed modifications to the endorsement policy (EP) within Hyperledger Fabric (HLF)
and evaluated their performance [143, 142, 141, 144], none have explicitly integrated the
concept of weighted voting into HLF’s endorsement process. Incorporating weighted voting
introduces a more flexible and balanced trust model, where peers contribute to endorsement
decisions in proportion to their assigned weights, reflecting their authority, reliability, or role
within the network. Building on the traditional endorsement of HLF, which is based on
binary policies using logical AND/OR combinations of peers, this research chapter designs,
implements, and evaluates a weighted endorsement simulation that augments these policies
by assigning stakeholder-specific weights and evaluating weighted quorums within AND/OR
structures.

7.2 Assumptions:

The following are the key assumptions that form the basis of the design, implementation,
and evaluation of the proposed system.

1. Trust Model Stability: Organisations accept their assigned weights as representative of
their influence in the network channel.

2. Fixed weights: In our case, we assume that the weight assigned to the organisations
does not often change.

3. Illustrative Weighting Scheme: The weights assigned to organisations in this study
are illustrative and exploratory, and do not represent fixed or universally applicable
values. They are used to simulate varying levels of stakeholder influence and to
evaluate the impact of weighted endorsement on system performance. In real-world
deployments, these weights could be defined differently based on governance agreements,
trust relationships, regulatory requirements, or operational considerations.

4. Governance Rationale: The endorsement authority hierarchy and assigned weights in
this study represent one plausible governance model for AV ecosystems, where the
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manufacturer is assumed to have greater authority due to its responsibility for system
design, data generation, and regulatory compliance. The selected weights (e.g., 2 for
Org1 and 1 for others) are intentionally minimal and illustrative, providing a simple
way to model differentiated influence while preventing unilateral control. This allows
the manufacturer to have a stronger influence, but still requires at least one additional
organisation to validate transactions. In real-world deployments, alternative authority
distributions and weighting schemes may be defined based on governance agreements,
trust relationships, or regulatory requirements, as commonly seen in weighted voting
systems [148, 149]

7.3 Method and Implementation

Hyperledger Fabric does not natively support direct numerical weighting in its endorsement
policies. Instead, it provides a flexible policy language based on logical operators such as
AND, OR, and OUTOF, which allow the expression of composite endorsement requirements. To
approximate weighted voting within this environment, we designed an alternative simulation
method that takes advantage of enumerating valid endorsement combinations and, optionally,
repeating MSP identities only when multiple peers exist in an organisation.

7.3.1 Simulation Strategy

The objective is to implement a Weighted Endorsement Policy (WEP) where each organisation
(peer identity) contributes a different weight or number of votes to the final endorsement
decision. The following scenario was defined:

- Org1MSP is assigned 2 votes.

- Org2MSP to Org5MSP are each assigned 1 vote.

- A transaction is considered valid if the collected votes sum to 3 or more.

To implement weighted voting with single peers per org is to enumerate all valid AND
clauses explicitly, with the weights implied in the logic.

7.3.2 Implementation in Fabric

The endorsement policies are defined in Fabric using policy syntax such as:

AND(’Org1MSP’, ’Org2MSP’)

In this example, Org1MSP contributes two votes due to its implicit weight assumption,
and Org2MSP contributes one vote, achieving the required threshold of three votes for a valid
endorsement.
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7.3.3 Policy Construction

Valid endorsement combinations include:

- Org1MSP (2) + Org2MSP (1)

- Org1MSP (2) + Org3MSP (1)

- Org1MSP (2) + Org4MSP (1)

- Org1MSP (2) + Org5MSP (1)

- Org2MSP (1) + Org3MSP (1) + Org4MSP (1)

- Org2MSP (1) + Org3MSP (1) + Org5MSP (1)

- Org2MSP (1) + Org4MSP (1) + Org5MSP (1)

- Org3MSP (1) + Org4MSP (1) + Org5MSP (1)

These combinations are then combined using the logical OR operator to form the full
endorsement policy expression. The complete policy used in the simulation is:

Listing 7.1: Complete Weighted Endorsement Policy

Endorsement:

type: Signature

rule: |

OR(

// Org1 (2) + any one other org (1) = 3

AND(’Org1MSP.member’,’Org2MSP.member’),

AND(’Org1MSP.member’,’Org3MSP.member’),

AND(’Org1MSP.member’,’Org4MSP.member’),

AND(’Org1MSP.member’,’Org5MSP.member’),

// Any three non-Org1 orgs = 3

AND(’Org2MSP.member’,’Org3MSP.member’,’Org4MSP.member’),

AND(’Org2MSP.member’,’Org3MSP.member’,’Org5MSP.member’),

AND(’Org2MSP.member’,’Org4MSP.member’,’Org5MSP.member’),

AND(’Org3MSP.member’,’Org4MSP.member’,’Org5MSP.member’)

)

This construction ensures that only those combinations of endorsements that collectively
meet or exceed the required threshold (3 votes) result in successful transaction validation.

7.4 Verification

In the EOV blockchain context, the endorsement policy (EP) can become a potential
vulnerability, affecting data integrity, network trust, availability, and system efficiency. To
address these concerns, a structured verification and validation approach is adopted for the
newly introduced policies as follows:
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Figure 7.1: (A) Transaction failure due to endorsement by two organisations excluding Org1,
which does not fulfil the criteria of the WV EP. (B) Successful transaction endorsement
where Org1 and one other organisation endorsed, satisfying the logic-based WV endorsement
policy.

1. Begin by defining the new endorsement policy to align with the specific needs of the
use case, such as AV data sharing.

2. Then, use a formal specification tool to model the policy and verify that it accurately
captures the required conditions. Following the method outlined by Kawahara [146],
the Z3 SMT solver [147] is employed to encode the EP as a set of logical constraints,
reflecting the necessary endorsement logic. A comprehensive model is built to describe
transaction endorsement scenarios and is validated through satisfiability (SAT) checks
to confirm practical viability.

3. The EP is further tested under various combinations of endorsing peers. For example,
endorsements from two organisations that exclude Org1 result in a failed transaction
(Figure 7.1-A), whereas endorsements from Org1 along with another organisation satisfy
the conditions and lead to successful transactions (Figure 7.1-B).

4. Once the modelling is complete, Caliper is used to run performance benchmarks,
evaluating the policy’s impact on throughput, latency, and scalability to confirm it
meets performance expectations.

5. Finally, the EP is continually assessed for compliance with the use case through ongoing
evaluation, monitoring, and policy analysis.

7.5 Evaluation

This section presents the evaluation of the proposed system under the newly defined
endorsement policy.
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7.5.1 Evaluation Objectives

Building on the baseline evaluation objectives established in Chapter 5, Section 5.1.1, the
central focus of this evaluation is to analyse the impact of a modified Endorsement Policy (EP)
configuration on system performance under similar test scenarios. Specifically, the evaluation
aims to determine whether the modified EP affects overall system performance and to examine
scalability in terms of the number of concurrent users, transaction rates (TPS), and the volume
of data uploaded to IPFS. This section focusses on evaluating the performance and behaviour
of the blockchain layer under the proposed endorsement policies, ensuring that the EP not
only enforces the required trust model, but also maintains acceptable blockchain performance
levels. The same benchmarking tool, Caliper, was used as in Chapter 5 to generate workloads
and capture system metrics, thereby providing a consistent basis for comparison between
the baseline and the modified EP evaluation. While this section provides a comprehensive
evaluation of the configuration introduced in this chapter, a detailed comparative analysis of
alternative configurations is presented in Chapter 8.

Test Scenarios

Each function: Register User, Save hash, Git IPFS hash, and Update Policies was tested
under varying scenarios to measure how well the system handles different stress levels in a
multi-organisation setting. The scenarios were designed to identify potential performance
bottlenecks introduced by the new EP configuration and investigate whether that throughput
remains within acceptable bounds as the network grows in complexity. The key factors
include:

1. Number of Users. Multiple user loads were simulated to assess the system’s
throughput and latency when subjected to increasing demand. We aim to conduct the
same user load as in the previous chapters to benchmark the performance.

2. Varying TPS. The system was stressed with varying TPS rates. This phase also
expanded the TPS range from the previous baseline limit to 500 TPS to observe how
well it could maintain performance at different input rates with the new EP.

3. Upload Data. An end-to-end functional stress test has been conducted to assess both
the backend and blockchain layers to get insight into how stress affects user experience
and system scalability.

Each scenario was executed in multiple rounds to account for result consistency and to
identify potential performance thresholds.

7.5.2 Results and Discussion

Figure 7.2 compares the performance of the four chaincode modules: Register user,
Save Hash, Get IPFS Hash, and Update Policies, in terms of throughput under a fixed
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test condition of 100 users and 50 TPS. The results show close throughput across the modules,
which is relatively lower than the results observed in the previous configuration.

In addition, the results in Figure 7.3 show that the average latency across the modules
ranges from 1.36 to 1.5 seconds. In terms of the module complexity, as in the previous tests,
Get IPFS Hash module exhibits the lowest latency (1.36s), due to its simple data retrieval
operation, while the Update Policies module has the highest average latency (1.475s), also
attributed to the complexity of modifying access control policies, which contain read and
write operations. Overall, the results demonstrate that latency and throughput are relatively
balanced across modules, with no strong variation observed.
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Figure 7.2: Throughput Across Chaincode
Modules under a 100-User Load and 50 TPS
Rate Scenario with error bars.
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Chaincode Modules under a 100-User Load
and 50 TPS Rate Scenario with error bars

As the number of users increases, there is a clear increase in average latency and a decrease
in throughput, as illustrated in Figures 7.4 and 7.5. The figures present the average latency
observed for the Save Hash and Update Policies chaincode modules under increasing user
loads, ranging to 500 users. For Save Hash, the latency increases steadily as the number of
users grows, and the module handles up to 500 users successfully without failure, showing
stable behaviour under increasing concurrency. A similar latency trend is observed in the
Update Policies, with latency increasing as the user count grows, however, the module fails
completely at 500 users, with no successful transactions recorded. This failure indicates a
scalability limitation of this smart contract due to the increased complexity of operations.

In addition, Figure 7.6 presents an analysis of the relationship between the number of users
and the failure rate compared to the effect of increasing the TPS rate on system performance
for the Update Policies chaincode. The experiment shows that when TPS increases from
100 to 500 while keeping the number of users constant at 200, the system maintains a 100%
success rate with zero transaction failures, and both latency and throughput remain stable
and nearly flat. This suggests that the system is capable of handling higher TPSs under
moderate user load. In contrast, when the number of users increases from 100 to 500 while
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Figure 7.4: Throughput vs Number of
Users The throughput of the Save Hash

and Update Policies modules is shown as
the number of users increases from 10 to
500, with a fixed transaction rate of 50 TPS.
The shaded regions represent the standard
deviation (SD) across experimental runs.
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Figure 7.5: Latency vs Number of
Users The latency of the Save Hash and
Update Policies modules is shown as the
number of users increases from 10 to 500,
with a fixed transaction rate of 50 TPS.
The shaded regions represent the standard
deviation (SD) across experimental runs.
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keeping TPS fixed at 50, the system begins to exhibit failures. At 100 users, the failure rate
is minimal, but as the number of users reaches 200 and 300, failures increase to 8 and 14
transactions, respectively. When the load reaches 500 users, the system completely fails,
with a failure rate of 100%. This trend indicates that scalability is more sensitive to the
number of concurrent users than to the transaction rate, implying that system bottlenecks
are likely tied to user-level concurrency (e.g., authentication, endorsement, or identity lookup
operations) rather than the transaction rate limits. This observation is critical for system
designers, highlighting the importance of optimising user-related components to improve
scalability and reliability under high load.

To complement the performance analysis conducted via Hyperledger Caliper, we also
employed the K6 load testing tool to evaluate the blockchain layer under various user loads
when uploading AV data via the Save Hash chaincode module. The test involved a fixed
data size of 3 GB and a constant target TPS of 100. The number of concurrent users ranged
from 50 to 500. It is important to note that at this configuration, the system was not able to
handle more then 3GB. Further analysis of data uploading tests and comparative discussion
in Chapter 8, section 8.1
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Figure 7.7: End-to-end duration of the
Save Hash module during data upload,
measured using k6, increases as the number
of concurrent users grows.
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As shown in Figure 7.7, and 7.8, the system demonstrates consistent scalability up to
200 users, after which the duration increases significantly and failure rates begin to emerge.
While throughput improves with more users initially, it decreases beyond 300 users due to
saturation. This indicates the performance limits of the system in intensive data upload
scenarios.

The implementation of weighted voting through repeated identities and logical AND/OR
expressions introduces additional processing compared to conventional endorsement policies.
Although our evaluation showed acceptable performance under moderate and high transaction
rates, the added computational overhead was clearly observable when compared with the
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baseline configurations presented in Chapters 5 and 6. This overhead could become more
noticeable in larger or more complex deployments.

7.6 Conclusion

This chapter introduced a Weighted Endorsement Policy for Hyperledger Fabric as a means to
align blockchain governance with the realities of autonomous vehicle ecosystems. The results
demonstrate that weighted voting can be integrated without altering Fabric’s codebase
and that such policies can maintain acceptable performance under realistic conditions.
While all tested chaincode modules achieved comparable throughput under moderate loads,
their latencies varied, with Register user consistently outperforming Update Policies and
save hash. The system showed strong resilience to increases in transaction rate, maintaining
consistent performance up to 500 TPS without failures. However, the experiments also
indicated that scalability is more constrained by user concurrency, with the failure rate in
Update Policies rising significantly beyond 200 concurrent users.

It is important to highlight a consideration about the design and applicability of this EP.
While assigning weights enables the system to capture governance structures more realistically,
giving a very high weight to a single organisation risks concentrating authority and thereby
reducing decentralisation. This trade-off between authority representation and distributed
trust needs to be carefully balanced when configuring policies.

Overall, the chapter establishes a foundation for more adaptable, business-aware endorsement
models.



Chapter 8

Analysis and Benchmarking

The previous Chapters 5, 6, and 7 present the design, implementation, and evaluation of
three different EP setups. Each highlights alternative strategies for introducing trust in a
multi-stakeholder setting.

To benchmark the implications of these design decisions, this chapter conducts a comprehensive
analysis of the three EP configurations, benchmarking their impact on key performance
indicators such as throughput, latency, and transaction success rate.
The findings are then discussed in light of the research objectives and questions, providing
insights into both the efficiency of the Fabric-based system for AV data sharing and the
extent to which EP design choices influence performance, scalability, and stakeholder trust.
Furthermore, to contextualise the results, this chapter includes a comparative analysis with
related works in the literature, positioning the proposed approaches within the broader field
of blockchain-based data-sharing frameworks.

In summary, this chapter is structured as follows:

Section 8.1 presents the comparative analysis of the system and the three endorsement
policy approaches. The key research findings and discussion are described in Section 8.2,
which are then linked to the research objectives and questions in Section 8.3. Then section
8.4 presents a comparative analysis with state-of-the-art works. Finally, Section 8.5 provides
a summary of this chapter.

8.1 Comparative Analysis of the System Configurations

This section presents a detailed comparison and benchmarking of the system under different
endorsement policy configurations, varying experimental conditions, including user load, data
volume, and transaction rate. By analysing throughput, latency, and system stability across
multiple scenarios, we provide insights into the following.

- Identify the performance limits and scalability characteristics of the system. These
performance limits and failure thresholds are configuration-dependent and reflect the

121
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specific experimental setup.

- Trade-offs introduced by different endorsement strategies.

8.1.1 Comparative Evaluation Method

The performance evaluation in the following sections follows a factor-driven testing in which
one experimental variable is varied at a time to observe its effect on the behaviour of the
system. The three different EP setups are: the Default Policy (Approach 1 explored in Chapter
5), the custom policy (Approach 2 discussed in Chapter 6) and the weighted voting simulation
policy (Approach 3 detailed in Chapter 7). Variability is represented using standard deviation
(SD), shown either as shaded regions or error bars, depending on the figure. While the results
in this chapter help to offer valuable guidance for potential real-world deployments, they
reflect prototype behaviour under the tested scenarios and are not statistically generalisable.

8.1.2 Effect of Increasing Number of Users

This section evaluates how varying the number of concurrent users affects the performance of
the system under the three endorsement policy configurations. To isolate the effect of user
load, other variables, such as transaction type, network configuration, and transaction rate,
are kept constant throughout the experiments.

The analysis considers three key performance indicators: throughput, representing the
rate at which transactions are successfully processed; latency, capturing the time delay
between transaction submission and confirmation; and success rate, measuring the proportion
of transactions that complete without error. By progressively increasing the number of
users, the experiments reveal how well the system scales, how user concurrency influences
responsiveness, and where endorsement policy complexity begins to introduce performance
bottlenecks.

Throughput Trends

A central and common observation drawn from the evaluation of the proposed system
covering the three Endorsement Policy configurations detailed in Chapters 5, 6, and 7, is
the pronounced decline in throughput as the number of concurrent users increases. This
trend remains consistent across all tested configurations, regardless of the specific EP applied.
Figure 8.1, illustrates the throughput performance of the Save Hash module (measured in
transactions per second) in the three different EP setups. The evaluation considers varying
numbers of virtual users, ranging from 100 to 500. In that figure, the solid lines represent
the mean values from repeated experiments (typically 5 rounds), while the small shaded
regions indicate the standard deviation (SD), reflecting the variability of measurements and
the stability of each approach.

As user concurrency increases, a general decline in throughput is evident across all three
EPs. Among them, Approach 1 consistently demonstrates the highest throughput levels,
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particularly under lighter user loads. However, its performance degrades sharply as the
number of users increases. In contrast, the Third Approach policy, characterised by its more
complex logical structure based on sets AND/OR conditions, yields the lowest throughput
across all user scales, primarily due to the additional computational overhead involved in its
processing. The Second Approach achieves a more balanced performance; it performs better
than the third policy under all conditions and approximates the first policy’s throughput at
moderate to high user levels, particularly between 300 and 500 users.
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Figure 8.1: Throughput Performance
vs. Number of Users The figure
presents the throughput trends observed
under the three endorsement policies for
the Save Hash Module.
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Figure 8.2: Throughput Performance vs.
Number of Users The figure presents the
throughput trends observed under the three
endorsement policies for the Update Policy
Module.

Another example is for the Update Policy module, which contains read and write
operations in Figure 8.2 that presents the throughput performance under the three endorsement
policy configurations across the user range of 100 to 500. The figure highlights a consistent
decrease in throughput as the number of users increases for all approaches. Approach 1
again achieves the highest throughput in most user loads, while approach 3 shows the lowest
throughput values overall, with a significant drop to zero throughput at 500 users, likely
due to its more complex policy logic and associated computational costs. Approach 2 offers
a compromise between the two, delivering throughput values closer to Approach 1. These
results further confirm that the complexity of the endorsement policy, the user concurrency,
and the chaincode design all have direct impacts on system performance The results emphasie
the trade-offs between the expressiveness of the policy and operational efficiency.

Latency Trends

This section examines how the latency of the system responds to increasing numbers of
concurrent users under different endorsement policy configurations. As depicted in Figure
8.3, in all endorsement policies, latency trends initially decrease from 100 to 200 users,
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reaching their lowest point at 200 users, before beginning to rise again from 300 to 500 users.
This behaviour is observed in First and Second EP configurations. For the First Approach,
aroundncy reaches 0.90 s at 500 users, suggesting it is most efficient at high load. The Second
Approach shows the best performance at lower loads, but experiences a rise beyond 300 users,
reaching 0.94s at 500 users. In contrast, Approach 3, while showing an initial latency of
about 1.45 seconds for 100 users, which means it is the highest latency average, experiences a
steady decline in latency, dropping to approximately 1.21 seconds at 500 users. The Standard
Deviation remains relatively small across all user counts, indicating stable performance.
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Figure 8.3: Average Latency vs.
Number of Users The figure displays
the average latency under rising user
concurrency at a fixed transaction rate
of 50 TPS for the Save Hash Module.
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Figure 8.4: Average Latency vs.
Number of Users The figure displays
the average latency under rising user
concurrency at a fixed transaction rate of
50 TPS for the Update Policy Module.

This small but noticeable latency decrease occurs in all approaches, although its duration
differs, which motivated us to additionally test with only 10 users. In this case, latency was
observed to be very low for all three approaches: 0.29, 0.31, and 0.31 seconds, respectively.
This trend can be attributed to the batching behaviour of the ordering service. For example,
in the First Approach with 100 users, batches are not always filled to the configured
BatchSize.MaxMessageCount of 10, causing transactions to wait closer to the BatchTimeout
of 2 seconds before being cut [152].

At 200 users, although the number of submitted transactions increases, system throughput
drops sharply as shown in Figure 8.1. Consequently, fewer transactions are successfully
processed, which prevents long queuing delays from building up and stabilises latency at
higher user counts [153]. Beyond this point, the subsequent increase in latency becomes
consistent with the observed throughput and user loads.

The points at which latency starts to increase differ among approaches, depending on
the interaction of EP complexity and batching. Simple EPs lead to faster per-transaction
endorsement, allowing the system to sustain higher user loads before queuing dominates.
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In contrast, complex EPs require slower per-transaction endorsement, resulting in initially
high latency; however, faster batch filling at moderate loads can temporarily reduce average
latency. Thus, the turning point where latency begins to increase depends on how quickly
the system saturates the orderer and peer endorsement processes, as well as the queuing
behaviour under each EP [153].

Figure 8.4 presents the average latency of three different approaches as the number of
users increases for the Update Policy Module. Approach 1 demonstrates a consistent and low
average latency, beginning at approximately 1 second for 100 users and stabilising around
0.90 seconds as the user count reaches 500. The standard deviation remains relatively small
across all user counts, indicating stable performance. Approach 2 maintains a consistently
low average latency, between 1.14 seconds to 0.92 seconds. In contrast, the Third approach
maintains the highest latency throughout, reflecting the computational overhead of its complex
endorsement logic.

As illustrated in both figures, the observation aligns with the finding of Melo et al. [141],
which states that implementing more sophisticated endorsement policies, like K-out-of-N
schemes (e.g., 2-out-of-3), enhances latency stability by allowing operations to continue
smoothly even if some endorsing peers are unavailable, thereby maintaining system responsiveness
with minimal additional delay. Overall, all three approaches show relatively stable latency as
the number of users grows.

The main observation in this section is that even though the throughput decreases and is
impacted by the number of users and complexity of the EP and module, the average latency is
relatively stable.

Success Rate

In addition to throughput and latency, another critical aspect of evaluation is the transaction
success rate and failure behaviour under stress. Building on our earlier chapters, which
focused on the Update Policies as a module that involves both read and write operations,
and subsequently faced some failures, Figure 8.5 shows the failure rates for the three EP
configurations that have been observed while testing this module. Approach 1 experienced
failures from low user loads, but maintained a relatively low overall failure rate. At
approximately 500 users, the failure rate jumps to 100% under the tested configuration,
indicating a complete loss of system stability. Approach 3 demonstrates a similar pattern,
but reaches its critical threshold earlier, at just 400 users, where its failure rate also spikes to
100%. In contrast, Approach 2 performs significantly better, exhibiting the highest resilience
to user load. It starts with a failure rate of 0% for both 100 and 200 users. Although it does
experience some failures later, its failure rate remains consistently low. Although Approaches
1 and 3 fail completely beyond their respective thresholds, Approach 2 continues to operate
with a low, manageable failure rate, until 600 users, where it reaches 100%. This finding
underscores the superior reliability of Approach 2, making it the most robust policy under
high user loads.

This indicates that different policies demonstrate distinct thresholds and resilience levels.
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Figure 8.5: Failure Rate vs. User Load Across Three Endorsement Policies at 50
TPS. This figure presents the failure rates for the three EPs configurations using distinct
markers: circles, squares, and triangles, respectively. Colored “X” markers highlight the
critical thresholds at which the failure rate abruptly reaches 100%, indicating the loss of
system stability beyond these user levels.

8.1.3 Effect of Increasing TPS Rate

This section investigates how increasing the target transaction rate affects system throughput
and latency. The analysis highlights whether higher submission rates translate into higher
achieved throughput, or whether bottlenecks limit performance. By systematically varying
TPS levels, the analysis provides insights into the operational limits of the framework and
identifies thresholds beyond which performance gains decline. These findings help characterise
the scalability of the system and inform practical recommendations for configuring transaction
loads in real-world autonomous vehicle data-sharing scenarios.

Throughput Trends

When considering variations in transaction rate (TPS), the key observation is that the impact
on performance remains comparatively minor across the three EPs. Figure 8.6 illustrates
that in all three approaches, the throughput is not directly proportional to the target TPS.
While the target TPS represents the desired submission rate, the system’s processing capacity
imposes a clear ceiling on achievable throughput. In Approach 1, as the target TPS increases
from 100 to 500, the throughput fluctuates slightly but remains consistently around 12 TPS.
The system cannot process transactions at a rate faster than this, regardless of the target.
Similarly, in Approach 2, the throughput is consistently around 11.6-11.7 TPS. In addition,
despite the target TPS being raised, the throughput remains stable, indicating a bottleneck
in the system. In Approach 3, the throughput is consistently around 9.5 TPS. Similar to the
other approaches, the system reaches its maximum processing capacity and does not scale
with the target TPS. Thus, the results reveal that although the impact of the EP configuration
is evidenced, increasing the target TPS has a limited impact on the actual performance of the
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system.

Latency Trends

Figure 8.7 illustrates the average latency in three approaches as the target TPS rate increases
from 100 to 500. Approach 1 consistently demonstrates the lowest average latency, remaining
remarkably stable between approximately 0.76 and 0.82 seconds, indicating its robust
performance and scalability under varying load conditions. Approach 2 exhibits a slightly
higher but similarly stable average latency, hovering around 0.84 to 0.86 seconds, suggesting a
good balance of performance. In contrast, Approach 3 consistently records the highest average
latency, ranging from approximately 1.26 to 1.31 seconds, and shows a slight increasing trend
with rising TPS, implying that its design is less efficient in handling increased transactional
loads compared to the other two approaches. Overall, the data clearly identify Approach 1 as
the most efficient in terms of maintaining low latency, followed closely by Approach 2, while
Approach 3 presents significant latency challenges across the evaluated TPS range. While
the EPs vary in their latency, they are stable, and this stable latency is indeed a consequence
of reaching a throughput ceiling.

This persistent differentiation in stable latency levels, even as the system reaches its
maximum throughput capacity, underscores the fundamental differences in the underlying
architecture and efficiency of each approach.
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Figure 8.6: Throughput vs. Target TPS
This figure compares the throughput achieved
by testing Update Policy module under the
three endorsement policies with a 200-user
load and varying TPS rate.
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Figure 8.8: Transaction Failure Rates Under Varying TPS Levels. Comparison of
failure rates for different EP configurations as TPS increases.

Success Rate

As illustrated in Figure 8.8, under increasing TPS conditions, the first EP begins to show a
gradual rise in the percentage of failed transactions starting from 5% at 50 and 100 TPS,
and increasing to 7% at 200. This indicates that while the system can handle moderate
transaction loads, its reliability begins to degrade under higher stress levels. TPS. In contrast,
the second and third approaches maintained a flawless 0% failure rate throughout all TPS
levels tested, demonstrating their superior resilience and robustness even under sustained
high transaction pressure. These observations highlight that maximum throughput and stable
latency alone do not guarantee system reliability; failure rates can still increase when the
transaction rate exceeds the system’s effective processing capacity.

8.1.4 Effect of Increasing Data Size

This section examines how increasing data size affects system performance, focusing on
throughput and end-to-end latency as measured using K6. As observed in previous chapters,
larger loads increase processing and transmission demands, which in turn affect system
efficiency. This section presents a comparison of these impacts under different endorsement
policies. These results provide insight into the system’s scalability and the trade-offs between
data volume, latency, and reliability, which are critical for autonomous vehicle applications
that rely on high-volume data.

Throughput Trends

Figure 8.9 illustrates the performance of the system with a fixed 200 user load of the save hash

module under Approach 2 configuration, using the k6 tool, as a function of the data size,
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Figure 8.9: Impact of Data Size on Throughput. This figure illustrates how the average
throughput varies as the input data size increases from 3 GB to 10 GB under Approach 2.

measured in gigabytes (GB). It reveals a clear performance trend, in which the throughput
initially increases with data size, peaking at 5 GB. Throughput initially increases with
data size, peaking at 5 GB, suggesting optimal utilisation of system resources. However, a
significant drop in throughput occurs as the data size increases from 5 GB to 6 GB, after
which the throughput stabilises at a lower level between 6 GB and 10 GB. This sharp decline
and subsequent plateau suggest that the system reaches a performance limitation. It is
important to mention that this approach is the only one that achieves 10 GB; however, we
had to reduce the request rate to only 5-10 transactions per second.

For a more in-depth comparative evaluation, comparison tests were conducted to assess the
performance of two endorsement policy configurations. Figure 8.10 compares the performance
of the first and second configurations when uploading a data set totalling 3 GB, with user
loads ranging from 200 to 500. At higher user counts, the first EP achieves greater throughput,
largely due to its simplified endorsement logic, which reduces the processing overhead. This
highlights a performance trade-off: while the default EP offers higher raw throughput, it
does so at the cost of decreased flexibility and robustness. On the other hand, the Second
EP handles complexity better and offers a more resilient operational profile at a marginal
performance cost. The first approach achieves higher throughput at larger user counts, likely
due to its reduced processing complexity.

Overall, these results illustrate that increasing data size imposes measurable performance
constraints, and the choice of EP significantly influences throughput under high-volume
conditions. Simplified EPs may improve raw throughput but can compromise robustness,
whereas more sophisticated EPs handle larger loads more reliably, making them better suited
for critical AV data-sharing scenarios where both performance and reliability are essential.
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Figure 8.11: Duration Time vs Data Size.
This figure presents a comparison between the
three EP approaches, showing the execution
time measured under a workload of 100 users
and data sizes of 1 GB and 3 GB.

Latency Trends

Figure 8.11 shows that the system execution time increases with the data workload. For
all approaches, the 3GB workload (hatched bars) generally requires more time than the
1G workload (solid bars), indicating that larger data volumes lead to higher processing
durations. Although the data size difference between 1 GB and 3 GB is relatively modest, it
still produces a noticeable impact on execution time, particularly for Approaches 1 and 3,
whereas Approach 2 exhibits a smaller increase. It is important to note that these tests were
conducted using K6, measuring end-to-end performance, including data uploading, which
reflects real-world system behaviour.

Furthermore, that figure indicates that the choice of endorsement policy approach also
impacts execution time. Approach 1 and Approach 3 generally take longer for higher
workloads, while Approach 2 shows smaller increases. This reflects the fact that EP complexity
directly influences how processing and network resources are utilized: policies requiring more
endorsers or higher-authority approvals increase transaction processing time. These trends
have important implications for system design. Execution time sensitivity to workload size
highlights the need to optimise both EP logic and system architecture to maintain consistent
performance under high-volume, data-intensive conditions.
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8.2 Discussion

It is important to emphasise that the identified failure points and performance ceilings
are configuration-dependent. Factors such as the number and type of orderer nodes, peer
resource allocation, database choice (e.g., CouchDB vs LevelDB), network conditions, and
benchmarking parameters (e.g., Caliper workload generation) all influence when and how
system degradation occurs. Consequently, the failure thresholds reported in this chapter
should not be interpreted as fixed or inherent scalability limits of HLF, but rather as indicative
of system behaviour under the specific experimental conditions considered in this work.
The system is capable of handling a moderate range of users, data volume, and transaction
loads effectively. However, performance degradation under high loads indicates that further
optimisation or resource scaling may be required for extreme scenarios. In addition, failures
occurred when the system was subjected to extreme combinations of users and transaction
rates, highlighting the current limits of scalability. These failures were influenced not only
by high load but also by the complexity of the chaincode, which increases the processing
overhead and affects transaction throughput under stress. .

In addition, its performance varies with the strictness of the endorsement policies,
indicating that the system responds reliably to configuration changes. During testing,
the system demonstrated a clear relationship between endorsement policies and overall
performance. While the modified endorsement policies increase flexibility, overly relaxed
configurations could potentially increases centralisation. Conversely, highly complex endorsement
policies impose additional communication and validation overheads that reduce transaction
throughput, especially under higher workloads. These observations provide an essential
context for evaluating the effectiveness of different policy configurations and their impact on
system behaviour.

The current system architecture, regardless of endorsement policy, fails to scale with
increasing target load. As we have seen, when the target TPS is increased, the send rate
often plateaus at a level similar to the observed throughput, or even slightly decreases in
some scenarios. As illustrated in Chapter 5 (Figure 5.8), and in Chapter 6 (Figure 6.5),
which combined in this chapter in in Figure 8.6, across all modules, the absence of a rising
throughput trend indicates that the system is not scaling with increased transaction load,
and that the limiting factors are internal system bottlenecks rather than endorsement logic.
This underscores the fact that scalability challenges are systemic and cannot be resolved
solely by altering endorsement configurations.

An illustrative example of this bottleneck behaviour, in Approach 2, among all chaincode
modules, although the target TPS increased from 50 to 500 (with 200 users), the performance
remained remarkably stable. For example, Save hash module, hovering around 11-12 TPS.
This indicates a ceiling on the system’s processing capacity, which is independent of the
attempted transaction rate from the client side. The stability of the throughput suggests that
once this ceiling is reached, any additional load simply results in increased latency rather
than a proportional increase in transaction processing.

To better understand this observation, the send rate reported by Caliper was analysed.
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In most cases, the send rate was very close to the achieved throughput, according to the
results represented in Figure 6.7 suggesting that the benchmark tool itself did not throttle
or saturate before the system. Instead, the system was inherently unable to process more
transactions than a relatively low ceiling, regardless of the load generated. This close
correlation implies that this stable or declining throughput pattern can be explained by the
presence of system-level bottlenecks. Since the endorsement policies varied across the three
approaches, but the performance ceiling remained similar, endorsement logic itself is not the
primary constraint. Instead, several architectural factors likely contribute to this bottleneck:

- Peer Resource Constraints. Different hardware configurations could have a clear
impact on system performance [100]. Accordingly, several significant software and
hardware upgrades have been implemented during the first approach to address initial
challenges related to storage and resource constraints. These upgrades include:

– Increased Storage Capacity: Upgrading the AWS EBS volume to accommodate
larger Docker images and expanded ledger data:

1. EC2 Instance specs

2. Instance type: t3a.2xlarge, cpu cores: 8, 32 GB RAM

3. OS: Ubuntu

4. Server storage: 350 GB

– Enhanced Compute Power: Improving vCPU and RAM allocations to optimise
the performance of Docker containers, particularly under high load.

– Node.js Version Upgrade: Updating to Node.js v18+ to ensure better compatibility
with the Fabric SDK and overall application performance.

However, the fact that these foundational improvements did not yield a proportional
increase in transactional throughput suggests that the bottlenecks are more complex
than resource shortages.

- Impact of System and Network Configuration

– Orderer: A single orderer node could potentially represent a significant point of
contention and a bottleneck for the entire network’s throughput. Regardless of the
processing power or number of peer nodes available for endorsing and committing
transactions, all transactions typically pass through the orderer service for global
ordering. This could contribute to a bottleneck at the ordering stage, where the
single orderer’s capacity to process and broadcast transactions might become a
limiting factor for the entire system’s throughput.

– CouchDB: CouchDB as the state database can introduce performance overhead,
making the validation and commit phases slower compared to LevelDB, particularly
for read-intensive workloads or complex queries. This is because CouchDB,
being a document-oriented database, might have different underlying performance
characteristics for key-value operations compared to LevelDB [154].

– Off-chain storage: Using IPFS as off-chain storage affects system latency and
throughput in different ways, depending on the uploading and retrieval processes.
When a transaction involves IPFS, the system first uploads the data, generating a
content identifier (CID), which is then stored on the blockchain. Later, the user can
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Figure 8.12: Comparison of send rate and throughput for 10 and 100 users across different
approaches. Solid bars represent 10 users, while hatched bars represent 100 users.

retrieve the data using this CID from IPFS. Using a pinning service such as Pinata
in the proposed system improves both processes by ensuring persistent storage,
optimising file chunking and distribution, and providing reliable infrastructure that
reduces variability in upload and retrieval times. Nevertheless, even with Pinata,
IPFS can still introduce delays due to file chunking, propagation across nodes, and
network-dependent variability, which increases end-to-end execution duration and
can slightly reduce throughput, particularly for larger data workloads.

- Impact of User Load on Throughput and Send Rate

Further analysis, particularly when the number of concurrent users was reduced, provides
more evidence for internal bottlenecks. For instance, decreasing the number of users
from 100/200 to 10 users led to a notable increase in both send rate and throughput
across all the tested approaches. For example, in the Figure 8.12 for Approach 1
save hash, 10 users, and 100 TPS target, the Send Rate was 56 TPS and Throughput
of 27 TPS, significantly higher than the 17 TPS Send Rate and 16 TPS Throughput
observed with 100 users. Even for the most complex tested approach, Approach 3, with
the same module and scenario (10 users and 100 TPS target); Send Rate of 40-48 TPS
and Throughput of 20-22 TPS, also higher than the 13 TPS Send Rate and 12 TPS
Throughput with 100 users.

While the throughput with fewer users is still well below the target TPS, the increase
demonstrates that contention points scale with the number of concurrent client connections
or transactions. This suggests that components such as the peer nodes’ processing
capabilities, the orderer’s queuing mechanism, database I/O, or network overhead
associated with managing a larger number of active transactions simultaneously are
likely responsible for these limitations. Reducing the number of users alleviates some of
this contention, allowing individual transactions to progress more efficiently through
the system, thereby resulting in higher overall throughput for a given user count.
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Analysis of Failures and Anomalies

Different types of errors were observed during load testing in chaincode modules. These errors
are not the same as the “failed transactions” shown in the Caliper performance report. These
are transactions that were submitted but not successfully endorsed, ordered, or committed
according to Fabric’s normal lifecycle. They directly reduce measured throughput and success
rate in the benchmark results. Table 8.1 summarises the main runtime errors observed during
stress testing of different chaincode modules. Each error type highlights a specific layer of
system stress rather than general misconfiguration. Transaction timeouts is a classic symptom
of network and processing congestion. When peers or orderers are overwhelmed, they can’t
process transactions within the configured timeout period. This is a common bottleneck
during stress testing [152]. The ERR IPC CHANNEL CLOSED error reflected Caliper worker
thread failures due to excessive inter-process communication load [155]. Connection deadline
failures indicated that peers were unable to respond in time, often because of container
overload, network latency, or handshake delays. This points to resource issues at the network
and peer level. It implies the peer node itself is too busy (due to high CPU/memory usage or
network saturation) even to establish or maintain a connection, which is a severe bottleneck.
Finally, discovery service failures revealed Fabric’s inability to return peer information quickly
enough under heavy load. If it’s slow to respond under load, it shows that the network’s
foundational services are strained, preventing new transactions from even being submitted
correctly.

Together, these runtime errors provide insight into where the Fabric network experiences
bottlenecks when subjected to large-scale concurrent transactions.

Key Finding and Recommendations

The following list summarises the key findings from the evaluation of the system and provides
recommendations based on the observed performance, scalability, and trade-offs. The aim is
to highlight the most important insights gained from testing and to offer guidance to optimise
system configuration and future improvements. These findings provide actionable insights
for practitioners and researchers to improve performance, tailor deployment strategies, and
anticipate system limitations.

1. User concurrency is a primary limiting factor for overall system performance, regardless
of the specific policy in place. As shown previously in Figure 8.5, Approach 1 fails at
approximately 500 users under the tested configuration, Approach 2 degrades gracefully
up to 600 users, and Approach 3 fails earlier (400 users). The throughput decreases
as user load increases, while some chaincode modules fail completely at a certain
concurrency level. Thus, real-world systems should be stress-tested to identify critical
thresholds. Practical deployments must therefore incorporate concurrency testing into
acceptance procedures.

2. The complexity of the chaincode module has an impact on the system performance. The
Update Policy module, which supports read and write operations, has the highest
latency, lowest throughput, and lowest success rate as in 6.9, 7.4, 7.5. This highlights
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the need to optimise complex modules or isolate the read and write operations to avoid
bottlenecks.

3. The complexity of an endorsement policy has a direct impact on system performance.
Approach 1 (Default) is faster but collapses under high load; Approach 3 is slower due
to complexity; Approach 2 balances the two. As in Figures 8.1, 8.28.3, and 8.4.

This is further supported by the early occurrence of failure under increasing concurrency,
as highlighted in point 1. The results suggest that endorsement policy selection should
always be workload-aware.

4. The system can maintain responsiveness even when it is not processing transactions
at its maximum possible rate. The analysis shows that the system latency can remain
stable as user concurrency and target TPS increase, even while throughput is declining
or has reached its ceiling. Latency is stable across concurrency and TPS scaling, but
sensitive to policy complexity, such as in 8.3, 8.4, and 8.7.

5. Simpler policies tend to have lower latency, while more complex policies have higher
latency. This trade-off reinforces the importance of aligning policy design with expected
system load.

6. The system has a performance limitation related to processing large data volumes, which
must be considered when designing systems for data-intensive workloads. Figure 8.9,
8.10, and 8.11.

7. Align Policy Choice with Deployment Priorities from the previous evaluation, Default
EP is the best for light, high-speed environments. While Approach 2 is ideal for high
concurrency and reliability. Approach 3 EP is useful when expressive policies are needed
and performance is secondary. A hybrid or adaptive approach may further improve
resilience and balance performance with flexibility.

8.3 Linking Findings to Research Objectives and Questions

This section connects the findings from the evaluation to the research objectives and questions
outlined at the beginning of the study. In addition, it demonstrates how the proposed
framework addresses the identified gaps in literature and practice. Each research question is
revisited in light of the experimental results, allowing a clear mapping between the objectives,
the methodological choices, and the outcomes. This structured linkage ensures that the
contributions of the research are explicitly aligned with its initial aims, while also highlighting
areas where limitations remain and future work may be directed.

RQ1: What are the key components and design principles for developing a
secure and scalable multi-party data-sharing framework for autonomous vehicles
using blockchain?

As described in Chapter 1, to address this question, four sub-questions were considered:
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Table 8.1: Observed Runtime Errors under Stress Testing.

Error Type Seen In Meaning

Transaction Timeout

- Save hash: from 600
to 1000 users at low
TPS.

Peer/orderer too slow to
endorse or commit due to
concurrency and queuing
delays.

ERR IPC CHANNEL CLOSED

- Update Policies:
200 users at 600 to
1000 TPS

Caliper worker threads fail due
to IPC overload from too many
parallel processes.

Failed to connect

before deadline - Save hash: 200 users,
TPS 600–5000

- Update Policies:
500 users

Peer nodes unresponsive; may
result from container overload,
Docker network latency,
or TLS/gRPC handshake
timeouts.

DiscoveryService

failed to return

results
- Update Policies:
500 users at 200 to
500 TPS

The Discovery service cannot
return peer information
quickly enough under load,
reflecting Fabric-level stress.

(a) What are the components, tools, mechanisms, and policies required for the
proposed solution?

The framework incorporates the following building blocks:

- Blockchain network: A permissioned Hyperledger Fabric infrastructure enabling
secure and auditable interactions between stakeholders.

- Smart contracts: Chaincode modules such as Save Hash and Update Policies

enforce secure data registration and policy management.

- Access control and policies: ABAC were implemented for secure data sharing among
stakeholders.

- Configurable endorsement policies : EPs were designed and evaluated, demonstrating
their role in ensuring trust, resilience, and security while adapting to the use case
collaboration requirements.

- Off-chain storage: The use of IPFS enables scalable handling of large AV-related
data, while only metadata (hashes) is maintained on-chain to reduce storage overhead
and latency.

Chapters 3 and 4 presented the technical design and implementation of the system. In
addition, Chapters 5 to 7 presented the technical design and implementation of each EP in
the context of the case study, highlighting how design choices influence system performance.
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(b) Which blockchain platform is most suitable for the proposed solution, and
why?

Hyperledger Fabric was selected as the underlying platform. Its modular architecture,
permissioned model, and built-in support for configurable endorsement policies make it
particularly suitable for a multi-party AV environment. Unlike public blockchains, Fabric
provides identity management and fine-grained access control, aligning with the security and
trust requirements of the use case. Chapter 2 Chapter 3 justifies this selection

(c) What are the types, sources, and flow of the data within the system?

The framework handles two categories of data:

- On-chain data: Small metadata and cryptographic hashes, stored within the blockchain
for auditability and integrity verification.

- Off-chain data: Large datasets (up to 10 GB) relevant to AV operations, stored in
IPFS but linked to on-chain metadata for integrity checking.

The data flow involves clients submitting transactions through chaincode modules, which
either register new data hashes, update policies, or query existing records. Chapters 3 outlined
the system design, data flow and interactions.

(d) How can the proposed framework be implemented to ensure integration of
the identified components and fulfil the design requirements?

The implementation of the proposed framework, including smart contract modules, configurable
endorsement policies, and hybrid on-chain/off-chain storage, demonstrates how the identified
components are integrated into a coherent and functional system. Chapters 4 to 7 show the
step-by-step system realisation, including the design decisions, workflows, and performance
evaluations that ensure the framework meets its intended objectives.

Overall, RQ1 was answered by developing, implementing, and experimentally evaluating
a secure and scalable blockchain-based data-sharing framework tailored for AVs. The design
principles, permissioned access, modular smart contracts, configurable policies, and hybrid
on-chain/off-chain storage, emerged as the key enablers of both trust and scalability in the
system.

RQ2: How does the proposed blockchain-based multi-party framework perform
in terms of scalability and efficiency when applied to autonomous vehicle data
sharing?

This research question is addressed through the results of the scalability and efficiency
experiments, which are experimentally represented in Chapterrs 5 , 6 6, and 7 7 and thoroughly
analysed in Sections 8.1.2, 8.1.3, and 8.1.4. These analyses examine the effect of increasing
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the number of users, the impact of higher target TPS rates, and the influence of larger data
sizes on system performance. The evaluation shows that while the framework maintains stable
latency across scenarios, throughput is more sensitive to chaincode operation complexity,
endorsement policy design, and the combined user/data load. In addition, among the tested
EP approaches, Approach 2 demonstrates the highest resilience under heavy or complex
workloads, whereas Approach 1 consistently delivers superior transaction speed under lighter
operational conditions.

RQ3: How usable is the proposed blockchain-based data-sharing system from
a user perspective?

While the main technical evaluations focused on scalability and efficiency, the System
Usability Scale (SUS) test provided a complementary perspective. The SUS results explained
in Section 5.5 reflect user perceptions of ease of use, clarity of workflow, and confidence in
the system. High SUS scores indicate that, despite differences in performance under varying
loads, stakeholders found the system design intuitive and practical for real-world application.

8.4 Comparative Analysis with Related Work

In Hyperledger Fabric, the endorsement policy plays a vital role in the trust and validation
framework of the platform. This mechanism defines which peers must endorse a transaction
before it can be committed to the ledger. Understanding these policies is crucial, as they
directly influence both the security guarantees and operational efficiency of the network.
Consequently, several studies have explored the design and optimisation of these policies to
enhance security and performance. For example, Androulaki et al. [156] proposed state-based
endorsement, enabling fine-grained control by assigning specific policies to different smart
contract state variables. To enhance privacy, Dharani et al. [157] introduced a cryptographic
approach to conceal both endorser identities and policy definitions, illustrating the potential
of EP customisation to balance trust requirements and confidentiality.

Several works have analysed EP strategies across various domains. Soelman et al. [158]
examined EPs in supply chain environments, balancing data confidentiality and integrity
through multi-tenancy and notary-based designs. Similarly, Mazumdar et al. [159] proposed
a threshold-based EP using ring signatures to preserve endorser anonymity, demonstrating
how domain-specific requirements can influence policy design. Such studies underscore the
importance of tailoring endorsement rules to the operational and governance needs of different
industries.

In addition to these domain-specific strategies, performance optimisation has been another
major focus, as EP configurations can significantly affect transaction latency and throughput.
In terms of performance optimisation, Kwon et al. [160] differentiated between read and write
transactions during endorsement. Although this approach achieved up to 60% performance
gains for read-dominant applications, it does not provide sufficient guarantees for domains that
require high security or highly sensitive data. Yu et al. [161] developed a fuzzy logic–based
selection mechanism that dynamically assigns endorsers according to system load. Meanwhile,
Lotfimahyari et al. [162] introduced redundant endorsements using spatial diversity to
improve reliability. In another approach, Lee et al. [163] proposed allowing endorsers to send
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responses directly to the orderer to reduce latency. This trade-off is potentially acceptable in
latency-sensitive environments such as IoT; however, it might affect consistency/integrity
guarantees of the ledger. Collectively, these approaches reveal how performance-driven EP
optimisations must be carefully designed to avoid undermining trust guarantees. The issue
of endorser availability and adaptive trust has also been explored. Shimosawa et al. [164]
addressed the scarcity of endorsers in private data contexts using BCVerifier, which enables
validation even without complete endorsements. Rouhani et al. [165] proposed an adaptive
validation model that adjusts the number of validators based on the trust level assessed in
the data assets. Furthermore, Thakkar et al. [124] identified inefficiencies in state validation
and endorsement processes and recommended improvements through batching and parallel
processing. These works highlight the growing need for flexible and resilient endorsement
strategies, particularly in dynamic or resource-constrained environments.

Comparative studies have assessed the impact of different EP configurations. Mishra et
al. [143] and Harris et al. [166] examined logical combinations such as OR versus AND, showing
that less restrictive policies can reduce latency and boost throughput. Wang et al. [167]
supported these findings by identifying the increased computational overhead associated
with AND policies. These studies show that endorsement strictness directly influences system
scalability, making the selection of policies a balance between performance and security.

While these contributions collectively advance the understanding of EP design, there
remains a gap in exploring how endorsement policies can be systematically customised to
reflect governance structures and real-world trust distributions in safety-critical domains
such as autonomous vehicles (AVs). Most prior work has focused on either performance
optimisation or domain-specific privacy, whereas the integration of domain governance models
into EP design has received limited attention.

In this research, we propose both domain-specific strategies for EP and a comparative
study to provide insights that contribute both theoretically and technically in the domain
of Hyperledger Fabric for data sharing. Specifically, our work investigates how assigning
differentiated endorsement authority, such as privileging manufacturers in AV ecosystems,
impacts performance.

8.4.1 Benchmarking

To situate the findings of this study within the broader research landscape, this section
presents a comparative analysis between the performance results of our proposed system and
those reported in the literature. Table 8.2 situates this work within previous research by
comparing it with other HLF-based frameworks in terms of performance, scalability, and
system configuration. Compared to previous studies, our framework is evaluated in a larger
and more diverse setting: 5 organisations, 5 peers, 500 TPS rate, 500 users and up to 10 GB
(in some configurations), while also incorporating explicit endorsement policies, which are
often overlooked in other evaluations. These choices make the evaluation more representative
of real-world scenarios and enable a more comprehensive understanding of the system’s
behaviour under different loads and data sizes.

The figure 8.13 illustrates a performance benchmark comparing the average latencies of
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Table 8.2: HLF-Based Frameworks: Configuration and Performance
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Figure 8.13: Comparison of Average Latency among Various operations between
Literature Work [95] and This Work at a 50 TPS Rate.

various operations reported in the existing literature [95] with those observed in this study.
In their work, the operation latencies ranged between 1.0 and 2.0 seconds, whereas in this
study, the average latencies were consistently lower, falling between 1.08 and 1.24 seconds.
While the literature does not provide explicit details on the number of concurrent users for
their tests, our experiments were conducted with 100 concurrent users under the default
endorsement policy (Approach 1) to match the literature configuration. This highlights the
efficiency of the proposed system under a clearly defined user load, particularly for operations
with comparable functionality such as Update Policy. The results also demonstrate that the
proposed system maintains stable latencies even as the workload scales, which strengthens its
suitability for deployment in data-intensive environments.
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Figure 8.14 compares the throughput (TPS) of operations between the literature [95] and
this study.
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For a fair comparison, the results of our system, labelled ’This Work’, were obtained
using the configuration most similar to that reported in the literature: a 3-organisation,
10-user setup with a steady transaction submission rate of 50 TPS. In contrast, the literature
experiments were typically conducted in a two-organisation setup. Although they reported
concurrent request numbers (50, 100, 200, 500, and 1000) for cost evaluations, the exact
number of concurrent users during their latency and throughput experiments at 5 TPS and
50 TPS was not explicitly stated. This lack of test details makes direct comparisons more
challenging. Nevertheless, the results indicate that the performances are generally close under
our workloads. Among the comparable operations, only Get IPFS Hash in our system was
higher, achieving 32.6 TPS compared to their GETURL operation at 31.0 TPS. Another higher
result in our system was observed in a different type of operation, while in the remaining
operations, the literature system achieved slightly higher throughput. These outcomes suggest
that, although performance levels are broadly comparable, our framework achieves this while
operating under more demanding and diverse configurations.

Further contextualising these work findings, Table 8.3 presents a comparison with other
summaries of studies that are specifically focused on endorsement policy evaluation. Most
prior works typically evaluated only a limited type of endorsement policies, while this study
implements and tests 3 configurations. In addition, our evaluation captures a wider range
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Table 8.3: Comparison of Endorsement Policy Evaluation Studies
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of performance metrics, including throughput, latency, and transaction success rate, under
realistic workloads of 500 concurrent users at 500 TPS. This broader scope provides a more
nuanced understanding of the trade-offs between policy design, system performance, and
security guarantees. By linking EP behaviour with user load and data size, our results
extend beyond prior studies and establish more practical insights for large-scale, multiparty
deployments.

8.5 Conclusion

This chapter presented a detailed evaluation of our system in different configurations and
endorsement policies. By comparing our system with itself, we identified the impact of
factors such as the number of users, data size, and transaction rates on throughput, latency,
and overall performance. In particular, we observed that increasing the user load had a
significant effect on both throughput and success rate, where higher loads tended to saturate
the system and increase transaction failures. Similarly, larger data sizes negatively influenced
performance by reducing throughput and lowering success rates under intensive workloads.
This structured evaluation not only established reliable benchmarks but also highlighted
operational bottlenecks that inform both technical improvements and governance-related
design decisions.

Among the operations, Update Policy was found to be the most complex and exhibited
the lowest performance, whereas operations like Get IPFS Hash achieved higher throughput
under our clearly defined workloads. These findings underline the importance of differentiating
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between operations when optimising the system for real-world deployment.

The experiments further demonstrated that complex endorsement policies reduce performance,
while simpler or moderately nested policies improved execution speed without severely
compromising resilience. This reflects a core trade-off between security and trust guarantees
and system efficiency, confirming the central role of endorsement design in balancing trust
and scalability.

Based on these analyses, we provide recommendations for selecting endorsement policies
and system configurations that balance performance, reliability, and scalability in real-world
deployments. Our results suggest that adopting context-aware EP strategies, where governance
rules are aligned with stakeholder trust hierarchies, can deliver both robustness and efficiency
in data-sharing ecosystems such as autonomous vehicles.

When contextualised with the existing literature, our results generally align with previous
observations while also extending them by emphasising the governance dimension of EP
design. In contrast to prior studies, our evaluation was conducted under larger and more
diverse configurations. This broader scope not only enabled benchmarking against existing
works in terms of latency and throughput but also captured additional dimensions such as
transaction success rate and the explicit role of endorsement policies. Therefore, this chapter
provides actionable insights to guide system architects, researchers, and practitioners in
making informed design decisions for subsequent implementation, evaluation, and potential
large-scale deployment of Hyperledger Fabric–based multiparty data-sharing frameworks.



Chapter 9

Conclusions

This chapter presents the conclusions and future work. It restates the thesis contributions in
Section 9.1 and the summary in Section 9.2. The key limitations are presented in Section 9.3,
while future work is discussed in Section 9.4, which highlights possible directions for extension
and improvement. The findings of this thesis collectively demonstrate that a permissioned
blockchain, when combined with smart contracts and hybrid storage mechanisms, can serve
as a viable solution for secure, decentralised, and policy-driven AV data sharing.

9.1 Thesis Contributions

The contributions of this thesis extend across technical development, theoretical advancement,
and practical insight. Collectively, they demonstrate how blockchain technology can be
adapted and extended to meet the security, scalability, and usability needs of multi-stakeholder
AV data sharing. The following list summarises the major contributions of this research.

- Design and Implementation of a Decentralised Framework for AV Data
Sharing. This thesis presents the design and realisation of a permissioned blockchain-
based framework, developed on Hyperledger Fabric, that addresses the challenge of
secure and transparent data sharing in multi-stakeholder AV environments. The
framework introduces a modular architecture that integrates Web/DApp, storage, and
network layers. It enables registration of diverse stakeholders, enforces attribute-based
access control, and ensures that data exchanges are auditable and resistant to tampering.
By providing a complete prototype system, this work bridges the gap between theoretical
models of AV data governance and practical solutions. This contribution includes the
following:

a) Smart Contract–Based Access Control and Policy Management. The
research develops smart contract modules (chaincode) that implement fine-grained
access control mechanisms. These modules allow differentiated access privileges
based on stakeholder organisation and attributes and ensure that policy updates
and modifications are transparently and immutably recorded on the ledger. This
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contributes to the broader understanding of how blockchain can support flexible
yet accountable data governance in complex, multi-actor domains.

b) Hybrid On-Chain / Off-Chain Data Management. An integration of
blockchain with the InterPlanetary File System (IPFS) is introduced to address
the scalability challenges of storing large AV datasets. The proposed design anchors
data integrity proofs on-chain while storing bulk data off-chain, thereby achieving
both performance efficiency and tamper-evidence. This hybrid storage contribution
demonstrates how decentralised storage solutions can be practically combined
with permissioned blockchains to balance efficiency, cost, and trustworthiness in
data-intensive applications.

- Customisation and Evaluation of Endorsement Policies. A systematic exploration
of endorsement policies in Hyperledger Fabric is conducted, encompassing baseline,
customised, and a simulated weighted-voting strategy. This implements and benchmarks
these policies within the prototype to assess the viability in AV data-sharing scenarios.
The findings highlight the impact of endorsement policy design on system throughput,
latency, and trust, thereby advancing the theoretical and practical understanding of
consensus flexibility in permissioned blockchains.

- Comprehensive Performance Evaluation and Benchmarking. Extensive experim-
ental evaluation is carried out under varying transaction loads, numbers of users,
data sizes, and network topologies using state-of-the-art benchmarking tools. The
results provide detailed insights into system behaviour across diverse operational
conditions, identifying configuration-dependent scalability limits, bottlenecks, and
resilience properties. By offering empirical evidence on the trade-offs between performance
and trust, this contribution equips future researchers and practitioners with practical
guidelines for optimising blockchain-based AV data-sharing frameworks.

- Human-Centred Usability Evaluation. Beyond technical validation, this research
incorporates a user-focused evaluation of the proposed framework through the System
Usability Scale (SUS). The study captures user perceptions of ease of use, interaction
quality, and satisfaction, demonstrating that the system is accessible to non-expert users.
This contribution highlights the importance of usability in blockchain adoption and
provides evidence that a human-centred approach can reduce barriers to engagement
with decentralised technologies.

- Conceptual Advancement through Trade-Off Analysis of Endorsement Policies.
Through the comparative study of different endorsement policies, this work offers a
conceptual contribution by articulating the inherent trade-offs between strict security
guarantees and system performance efficiency. It demonstrates that endorsement policy
design is not merely a configuration choice but a fundamental determinant of trust and
performance in blockchain systems. This insight contributes to both academic discourse
and practical design decisions in the broader blockchain research community.

Taken together, these contributions provide a holistic advancement to the field of
blockchain-based AV data sharing. This thesis provides a complete path from problem
and requirement identification to a working prototype and measured evidence. It combines
the prototype components, new conceptual understanding, such as the trade-off between
endorsement policies that align with use-case requirements and their impact on system
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performance, and practical, actionable recommendations that benefit other researchers. It
thus bridges the gap between theoretical models of blockchain-based AV data sharing and
practical, deployable systems.

9.2 Thesis Summary

AVs generate massive volumes of data from sensors, fused environmental information, and
vehicle-to-vehicle or vehicle-to-infrastructure communications. Once generated and retained,
these data are essential for reconstructing events, improving system performance, and
supporting applications ranging from traffic management to AI model training. However,
existing storage and sharing solutions, such as Event Data Recorders (EDRs) and Data
Storage Systems for Automated Driving (DSSAD), are limited in scope and capability. They
often do not ensure comprehensive data integrity, scalability, and secure access between
multiple stakeholders. While prior research has addressed integrity verification, broader
challenges, including decentralised and scalable storage, policy-based access control, and
multi-party secure sharing, remain insufficiently explored in an integrated manner within
multi-stakeholder AV contexts.

This research was motivated by this gap and aimed to develop a comprehensive framework
for sharing of stored AV datasets in multi-stakeholder environments. The proposed solution
leverages a permissioned blockchain and smart contracts to enable fine-grained, scalable,
and decentralised access control for multiple stakeholders, including vehicle manufacturers,
regulatory authorities, insurers, and researchers. By tackling challenges from both technical
and organisational perspectives, the research emphasises interoperability, accountability, and
trustworthiness in AV data ecosystems.

The work began with a Background and Literature Review, which explored the essential
information for developing a secure and scalable multi-party data-sharing framework for
autonomous vehicles, addressing RQ1: What are the key components and design
principles for developing a secure and scalable multi-party data-sharing framework
for stored autonomous vehicles using blockchain? This chapter explored the essential
building blocks of the framework, including the blockchain network, consensus mechanisms,
smart contracts, data storage, and access control. It also compared different blockchain
platforms, ultimately selecting Hyperledger Fabric as the most suitable option due to its
modularity, permissioned structure, and scalability. Furthermore, the chapter classified
the types, sources, and flow of AV data, identifying how data is generated, processed, and
consumed within the framework. The insights gained highlighted existing gaps in the literature
and helped establish the requirements for the proposed solution. It also clarified the rationale
for selecting Hyperledger Fabric over other platforms.

Building on this foundation, the research methodology translated these insights into
a concrete system design. The blockchain-based framework consists of three integrated
modules: the Web module (DApp for stakeholder interaction), the Storage Module (a hybrid
on-chain/off-chain solution leveraging IPFS), and the Network Module (a permissioned
blockchain ensuring decentralisation, immutability, and secure access control). This approach
directly addressesRQ1 while providing a practical roadmap for implementation and evaluation,
demonstrating how theoretical design principles can be operationalised to meet stakeholder
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requirements. The system implementation realised this framework, bridging RQ1 and RQ2
by deploying Hyperledger Fabric, IPFS, and smart contracts. This practical deployment
confirmed the feasibility of the proposed architecture and established a foundation for
evaluating scalability and performance. Translating the conceptual design into a functioning
system allowed the study to identify how design decisions impacted real-world operation.

The subsequent baseline performance evaluation addressed RQ2a and RQ2b: How does
the framework perform in terms of throughput, latency, and scalability? The evaluation
assessed throughput, latency, and success rate in varying transaction rates, number of users,
data load, and organisational setups. These experiments established baseline performance
behaviour and scalability limitations, highlighting the conditions under which the system
performs reliably and where bottlenecks emerge under the tested configurations. Moreover,
the evaluation also began addressing RQ3: How usable is the proposed blockchain-based
data-sharing system from a user perspective? through a System Usability Scale (SUS)
assessment. The SUS test provided an initial indication of perceived usability, including
stakeholder perceptions of ease of use and quality of interaction.

Further exploration included examining alternative endorsement policies. First, the
Customised endorsement policy, extending the exploration of RQ2 by investigating the impact
of different endorsement policies on performance. By comparing baseline configurations with
customised policies, the results revealed the trade-offs between complexity, requirements and
efficiency.

Then, the simulated weighted-voting endorsement policy introduced and tested an
alternative endorsement mechanism, building directly on the investigation of RQ2a and
RQ2b. While the results revealed certain performance trade-offs, they provided valuable
insights into the complex relationship between endorsement policy design and system
behaviour. Overall, this evaluation of all setups highlighted how endorsement strategies
critically shape both the scalability and robustness of blockchain-based AV data-sharing
systems, offering practical guidance for optimising policy configurations in diverse operational
scenarios

Finally, this research provided a comparative analysis and discussion, offering a holistic
interpretation of the results and situating them within the broader literature. It consolidated
the findings from all experimental phases, drawing comparisons with existing studies and
highlighting the trade-offs between performance and scalability across different endorsement
strategies. The discussion emphasised both the strengths and limitations of the proposed
solution while offering recommendations for future improvements. It positioned the research
results within practical and theoretical contexts.

Through this work, the study answered key research questions regarding the design
principles of a secure multi-party data-sharing framework, its scalability and efficiency, and
its usability and practical adoption. It also underscored the practical relevance and potential
impact of the framework in real-world AV ecosystems.
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9.3 Limitations

This study has several limitations, which can be categorised into three groups: (1) prototype-specific
limitations, (2) platform-related considerations, and (3) scope limitations.

9.3.1 Prototype-Specific Limitations

These limitations arise from the design and deployment choices of the prototype, rather than
inherent characteristics of HLF.

- The evaluation was conducted on a prototype deployed using AWS infrastructure
with a limited number of virtual machines (vCPUs, memory, storage, and network
bandwidth). While this setup provides flexibility, it does not fully reflect large-scale or
production-grade deployments.

- The system was configured with a single ordering service node, which limits fault
tolerance and does not represent a fully distributed deployment. This design choice
may introduce bottlenecks that are specific to the prototype rather than the underlying
platform.

- Large-scale scenarios were constrained by resource and cost limitations, restricting the
ability to evaluate behaviour under significantly higher workloads or more complex
network topologies.

9.3.2 Platform-Related Considerations

These limitations are associated with the architectural characteristics of HLF itself and reflect
design trade-offs inherent in permissioned blockchain systems.

- Hyperledger Fabric relies on endorsement, ordering, and validation phases, which
introduce communication and coordination overhead. This can affect scalability under
high concurrency and complex transaction workloads.

- The use of external state databases such as CouchDB may introduce performance
overhead compared to simpler key-value stores, particularly for complex queries or
read-intensive operations.

These factors are inherent to Fabric’s design and may influence performance across different
deployments, although the exact impact depends on system configuration.

9.3.3 Scope Limitations

These limitations reflect the boundaries of the research and the aspects that were not
examined. The scope of this study was restricted to performance and usability evaluation.
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Other important aspects, such as energy consumption, regulatory compliance, and ethical
considerations of data ownership, were not examined. Additionally, the scenarios considered
were relatively simple, and the set of endorsement policies evaluated was limited, focusing
primarily on the default and two modified/customised policies. While this enabled controlled
analysis and provided insight into the impact of policy changes on system performance, it does
not represent the full spectrum of endorsement policy structures supported by Hyperledger
Fabric. More complex policies involving multiple organisations, dynamic conditions, or
attribute-based rules were not explored and remain an area for future work. These areas remain
important for the holistic adoption of AV data-sharing systems and represent opportunities
for future investigation. Additionally, the framework codebase developed in this study is
currently not publicly available due to ongoing development considerations.

9.4 Future Work

While this thesis has provided a systematic exploration of blockchain-based data sharing for
autonomous vehicles, several avenues for future work remain open. The following are some of
the potential future work:

- First, the weighted vote endorsement policy proposed in this study was implemented
in a static form. A promising extension would be to make the WV-EP dynamic and
adaptive to the type of transaction, adjusting the endorsement requirements based
on the sensitivity, priority, or criticality of the data being shared. Such an adaptive
mechanism could improve both efficiency and security by tailoring trust guarantees to
the context of each operation.

- Second, the current deployment relied on a limited set of peers and a single ordering
service node (orderer), which restricts both scalability and fault tolerance. Expanding
the number of orderer peers would better reflect production-grade networks and provide
more realistic information on system resilience, consensus latency, and throughput.

- Third, the framework was deployed with a single communication channel, which
simplifies coordination but does not fully capture the complexity of real-world networks.
In practice, organisations often participate in multiple channels simultaneously to
segregate data access, enforce privacy, and support multiple workflows. Extending the
framework to support multi-channel architectures would enable a closer alignment with
industry use cases.

- Fourth, while this study focused primarily on throughput, latency, and usability, future
research could expand into cost analysis (e.g., resource utilisation, energy consumption,
and cloud deployment costs).

- In addition to extending the framework itself, a valuable direction is the development
of a Python-based prediction simulator that can study experimental results and then
predict performance metrics when test factors change.

- Finally, while this system ensures access control and secure sharing, integrating an
encryption layer would further enhance security. Future work could explore client-side
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encryption of files before IPFS storage and secure key management, enabling protection
against unauthorised access while maintaining the current blockchain-based access
control framework.



Appendix A

Consent and Survey Form
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¬DaWa SKaULQg CRQVeQWecWLRQ

WI aWWYVI ]SY XLaX ]SYV VIWTSRWIW [MPP bI OITX cSR¦HIRXMaP aRH ]SYV MHIRXMX] [MPP bI 
aRSR]QM^IH. YSYV HaXa [MPP bI YWIH WXVMcXP] JSV VIWIaVcL TYVTSWIW aRH [MPP RSX bI 
HMWcPSWIH XS aR] YRaYXLSVM^IH MRHMZMHYaPW SV SVKaRM^aXMSRW.

1.

MaVk Snl] Sne SZal.

YIW

NS

Age VeULÀcaWLRQ

TS TaVXMcMTaXI MR XLMW WYVZI], ]SY QYWX bI 18 ]IaVW SJ aKI SV SPHIV. PPIaWI cSR¦VQ XLaX 
]SY QIIX XLMW VIUYMVIQIRX.

2.

MaVk Snl] Sne SZal.

YIW

NS

DePRgUaSKLc IQfRUPaWLRQ

S\VWeP UVabiOiW\ ScaOe¬
WI [SYPH PMOI XS MRZMXI ]SY XS TaVXMcMTaXIÁMR a S]WXIQ UWabMPMX] ScaPI (SUS) WYVZI] JSV 
SYV HaXa-WLaVMRK W]WXIQ. TLI W]WXIQ MW WTIcM¦caPP] HIWMKRIH JSV WIcYVI WLaVMRK SJ PaVKI 
HaXa WIXW.

* IRHMcaXIW VIUYMVIH UYIWXMSR

B\ SURceedLQg ZLWK WKLV VXUYe\, \RX aUe agUeeLQg WR VKaUe \RXU daWa fRU
UeVeaUcK SXUSRVeV. YRXU SeUVRQaO LQfRUPaWLRQ ZLOO UePaLQ cRQÀdeQWLaO aQd
XVed VROeO\ fRU UeVeaUcK aQaO\VLV. DR \RX cRQVeQW WR VKaUe \RXU daWa?

*

AUe \RX 18 \eaUV Rf age RU ROdeU? *
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3.

4.

5.

SurYe\¬

ÁTS IRWYVI a cSQTVILIRWMZI IZaPYaXMSR, TPIaWI caVIJYPP] YWI XLI W]WXIQ, YTPSaH 
IRcV]TXIH PaVKI HaXa WIXW [MXL XLIMV S[R accIWW TSPMcMIW, SVHIV HaXa WIXW, aRH TVSZMHI 
JIIHbacO XLVSYKL XLI JSPPS[MRK 10 qYeWXionW. TLI cSPPIcXIH JIIHbacO [MPP LIPT MQTVSZI 
XLI W]WXIQ'W YWabMPMX], WIcYVMX], aRH SZIVaPP TIVJSVQaRcI. TLaRO ]SY JSV ]SYV cSSTIVaXMSR

6.

MaVk Snl] Sne SZal.

SXVSRKP] DMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

7.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

WKaW LV \RXU edXcaWLRQaO bacNgURXQd? *

WKaW LV \RXU SURfeVVLRQaO e[SeULeQce LQ daWa VKaULQg RU acceVV cRQWURO?

*

IQ ZKLcK LQdXVWU\ RU VecWRU dR \RX SULPaULO\ ZRUN?

*

1- I WKLQN WKaW I ZRXOd OLNe WR XVe WKLV V\VWeP fUeTXeQWO\. *

2- I fRXQd WKe V\VWeP XQQeceVVaULO\ cRPSOe[. *
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8.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

9.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

10.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

11.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

3- I WKRXgKW WKe V\VWeP ZaV eaV\ WR XVe. *

4- I WKLQN WKaW I ZRXOd Qeed WKe VXSSRUW Rf a WecKQLcaO SeUVRQ WR be abOe WR XVe 
WKLV V\VWeP.

*

5- I fRXQd WKe YaULRXV fXQcWLRQV LQ WKLV V\VWeP ZeUe ZeOO LQWegUaWed. *

6- I WKRXgKW WKeUe ZaV WRR PXcK LQcRQVLVWeQc\ LQ WKLV V\VWeP. *
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12.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

13.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

14.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

15.

MaVk Snl] Sne SZal.

SXVSRKP] HMWaKVII

1 2 3 4 5

SXVSRKP] AKVII

TKaQN \RX fRU \RXU YaOXabOe WLPe aQd SaUWLcLSaWLRQ LQ WKLV VXUYe\. YRXU LQSXW aQd
LQVLgKWV aUe gUeaWO\ aSSUecLaWed aQd ZLOO cRQWULbXWe VLgQLÀcaQWO\ WR RXU UeVeaUcK.

7- I ZRXOd LPagLQe WKaW PRVW SeRSOe ZRXOd OeaUQ WR XVe WKLV V\VWeP YeU\ 
TXLcNO\.

*

8- I fRXQd WKe V\VWeP YeU\ cXPbeUVRPe WR XVe. *

9- I feOW YeU\ cRQÀdeQW XVLQg WKe V\VWeP. *

10- I Qeeded WR OeaUQ a ORW Rf WKLQgV befRUe I cRXOd geW gRLQg ZLWK WKLV V\VWeP. *
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