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Abstract

Autonomous vehicles (AVs) generate vast amounts of data from onboard sensors, internal
systems, and their surrounding environments. Sharing this data, particularly in stored form,
is essential for enhancing safety, enabling post-event analysis, improving vehicle performance,
and supporting regulatory oversight. However, the sensitive nature of AV data introduces
significant challenges related to security, ownership, trust, and potential conflicts of interest
among multiple stakeholders. Addressing these challenges requires a robust and transparent
data-sharing framework that ensures traceability, accountability, and controlled access.

This research investigates blockchain technology as a foundation for secure and trustworthy
AV data sharing. Blockchain offers decentralisation, immutability, and fine-grained access
control, making it a strong candidate for managing sensitive automotive data. Among
available platforms, Hyperledger Fabric (HLF) is selected due to its permissioned architecture,
modular design, and support for customisable endorsement policies, which align with the
governance requirements of the automotive ecosystem.

The research presents the design, implementation, and evaluation of a multi-party
data-sharing framework for AVs using HLF and smart contracts. An additional contribution
is the reconfiguration of endorsement policies (EPs), which define the participants required to
validate transactions, to reflect real-world trust hierarchies. In particular, greater endorsement
authority is assigned to vehicle manufacturers, reflecting their central role in the data lifecycle.
To assess the implications of this design, three EP configurations are implemented and tested
under varying workloads, measuring throughput, latency, and transaction success rate.

The evaluation demonstrates that system throughput is constrained by architectural
bottlenecks, including peer processing capacity, single-orderer contention, and state database
overhead, rather than endorsement logic alone. User concurrency and chaincode complexity
are identified as key factors limiting scalability, with throughput reaching a stable ceiling
under increasing transaction loads. Among the evaluated configurations, Approach 2 shows
greater resilience under high workloads, while Approach 1 achieves lower latency under lighter
conditions. Furthermore, stricter endorsement policies improve security and accountability
but introduce measurable performance overheads, whereas relaxed policies enhance efficiency
at the cost of reduced resilience and potential centralisation.

These findings indicate that practical AV data-sharing systems need to consider the
alignment of endorsement policy design, chaincode complexity, and infrastructure provisioning
with expected workload characteristics. They also highlight that scalability limitations in
Hyperledger Fabric-based systems are driven primarily by system-level constraints rather
than policy configuration alone, emphasising the need for broader architectural optimisation.
Overall, this thesis presents a practical prototype for AV data sharing that integrates
blockchain’s capabilities with configurable governance mechanisms, offering valuable insights
for the design of data-sharing systems.
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Chapter 1

Introduction

The National Highway Tra ¢ Safety Administration (NHTSA) [ 1] de nes autonomous vehicles
as \those vehicles in which at least aspects of a safety-critical control function (e.g., steering,
throttle, or braking) occur without direct driver input". Autonomous vehicles (AVs) represent

a signi cant advancement in the automotive industry, o ering safer, more e cient and
environmentally sustainable transportation solutions [2, 3], while contributing to economic
growth [4]. In recent years, leading automotive companies have invested heavily in various AV
technologies, with total expenditures exceeding billions. Estimates suggest that self-driving
cars may take 15 to 20 years to achieve a 25% global market sharg|[ In parallel, governments
around the world are establishing regulatory frameworks to facilitate the testing of AV on
public roads. For instance, the UK introduced a Code of Practice in 2019 outlining guidelines
for on-road trials [6]. Later, in early 2022, the UK government amended the Highway Code
to ensure the safe deployment of the rst self-driving vehicles [7].

An automated driving system (ADS) is a sophisticated vehicle system that integrates
various onboard technologies and sensors to enable autonomous navigation from an initial
location to a destination without human interaction. Cameras, GPS and other sensors with
multiple control units are interconnected to facilitate data exchange, allowing the vehicle
to make independent driving decisions. In addition, they can interact with any compatible
system, including other vehicles, infrastructure and pedestrians. This interaction, known as
vehicle-to-everything (V2X) technology, enables seamless communication between the vehicle
and its surroundings. As a result, AVs operate in highly dynamic environments, requiring
real-time data from multiple sources to make timely and accurate decisions.

Given the multiple sources of data and the fact that the reliability of ADS depends greatly
on the accuracy, security, consistency and integrity of the data collected and generated , it is
essential to maintain a trustworthy and well-structured data ecosystem. Optimising data
utilisation is crucial to enhancing the overall performance of AVs. By e ectively processing,
managing and securely exchanging data among vehicles and other entities, these systems can
improve decision-making, adaptability and safety in a highly dynamic environment.

Many studies have been conducted to explore various aspects of data in AVs, mainly focused
on secure real-time data exchangeg] 9, 10, 11, 12, 13], ensuring privacy [14, 15, 16, 17, 18, 19|
and preserving data integrity [20, 21, 22]. Moreover, some works have proposed innovative
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methods for storing event data and protecting integrity and con dentiality using various
distributed and cryptographic approaches P3, 24, 25. This focus on accident data arises
because it is important for determining liability, insurance claims, legal investigations, and
improving road safety. However, accident data represent only one part of the larger data
ecosystem in AVs. Modern AVs and their infrastructures continuously generate a wide
variety of data, including detailed sensor logs, driving behaviour records, and environmental
interaction data. These datasets are highly valuable not only for real-time operational purposes
but also for long-term research, system development, policy-making, legal accountability,
and commercial applications. Despite their signi cance, the reviewed literature has largely
focused on real-time data exchange, accident data recording, and isolated integrity or privacy
mechanisms, and has given limited attention to how AV data, once generated and stored,
can be accessed and shared securely and in a controlled manner among multiple stakeholders.
Based on the surveyed studies and existing frameworks reviewed in this thesis, no solution
was identi ed that provides a comprehensive, decentralised framework speci cally designed to
support post-storage access to AV data across multiple stakeholders with ne-grained access
control and integrity guarantees.

In addition to NHTSA [ 1], several other organisations and authorsg6] have sought to
identify relevant stakeholders in AV data and have provided various classi cations. Those
identi ed include the following:

1. Government and legal authorities: Accident data collected from AVs serve as crucial
evidence in legal proceedings to establish liability in criminal cases. Moreover, government
agencies can leverage these data to analyse accident patterns, enhance road safety
measures and implement strategies to minimise future incidents and associated losses.

2. Original Equipment Manufacturers (OEMs): Manufacturers can utilise the data gathered
to monitor system performance, re ne their products and enhance safety features.
Another potential use case is reconstructing accident scenarios to identify underlying
causes and implement improvements that reduce future accident risks.

3. Suppliers: Suppliers can analyse AV data to assess the performance of their components
and services, allowing them to re ne their products and enhance compatibility with
OEM-manufactured vehicles.

4. Vehicle owners: AV owners may use recorded data as supporting evidence to dispute
liability in legal cases. These data can also be instrumental in insurance claims, ensuring
fair compensation and access to necessary services.

5. Insurance companies: Stored AV data o er veri able evidence to resolve insurance
disputes fairly, preventing fraudulent claims and ensuring that all parties receive
unbiased treatment.

6. Testing and certi cation bodies: Testing organisations require AV data to reconstruct
accident scenarios, assess safety performance and update regulatory and technical
standards to align with evolving industry needs.

7. Road authorities: Insights provided by data can help road authorities evaluate infra-
structure conditions, improve tra ¢ management systems and enhance overall roadside
safety.
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8. Researchers: Academics and industry experts can analyse AV crash data to improve
vehicle design, re ne autonomous driving algorithms and contribute to advancements
in infrastructure and the broader mobility ecosystem.

9. Other manufacturers: Companies involved in vehicle production can use AV-generated
data to improve their models, assess compatibility with autonomous driving technologies
and enhance AV training in unfamiliar environments. This ultimately strengthens
adaptability and operational e ciency, fostering the development of safer and more
reliable autonomous systems.

Despite the clear demand for solutions that could provide stakeholders with secure and
fair access to AV-generated data while ensuring integrity and protecting against misuse,
existing approaches discussed in the literature only partially address these requirements,
particularly when considering AV post-storage data access across a large and diverse set
of stakeholders. As a result, mechanisms that support coordinated and controlled data
sharing across multiple organisations remain limited in current implementations, which
may a ect opportunities for innovation, regulatory transparency and system improvement,
especially considering the large number of stakeholders who can not only bene t from the
data but also fundamentally need it. Developing data-sharing approaches that address data
access control and ownership, as well as ensuring integrity, presents signi cant challenges
in terms of continual assessment and analysis, supporting research, improving AV systems
and enabling regulatory processes. Several conventional and centralised solutioris7] 28, 29|
have attempted to facilitate data sharing in various elds. While these traditional centralised
databases or federated access-control systems can support controlled data access, they rely on
a trusted central authority responsible for managing permissions and maintaining audit logs.
In environments such as AV ecosystems, where multiple independent organisations interact,
reliance on a single controlling entity may introduce concerns related to transparency, single
points of failure, and limited trust between stakeholders. These limitations indicate that
conventional and centralised approaches are insu cient to address the requirements of secure,
multi-stakeholder data sharing in autonomous vehicle ecosystems. In particular, the need
for decentralised trust, tamper-resistant data integrity, and auditable data access across
independent organisations cannot be e ectively achieved through traditional architectures
alone. Therefore, a blockchain-based approach is not only suitable but necessary to ful |
these requirements.

In recent years, blockchain has emerged as a potential secure decentralised data management
system. Its core features, such as immutability, distributed consensus and transparency,
make it well-suited to address integrity and trust issues in data sharing. Smart contracts
further enhance its capability by enabling programmable, ne-grained access control without
relying on a central authority. Within the blockchain domain, several platforms have been
proposed for secure data sharing, including public blockchain networks such as Ethereum
[30] and enterprise-oriented frameworks such as Quorum3[l] and Hyperledger Sawtooth B2].
Public blockchains provide strong decentralisation and transparency; however, they often face
challenges related to scalability, privacy and transaction costs when applied to enterprise or
regulated environments. Permissioned blockchain frameworks have therefore been developed
to address these limitations by enabling controlled participation and improved performance.
Among these frameworks, Hyperledger Fabric (HLF) B3] provides several capabilities that
meet the requirements of multi-stakeholder AV ecosystems, including permissioned identity
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management, modular consensus mechanisms, and exible governance mechanisms such as
con gurable endorsement policies (EP) that regulate how transactions are validated within

the network. These characteristics make Hyperledger Fabric a suitable platform for supporting
secure and controlled AV data sharing in the framework proposed in this research.

To address the identi ed gap in the literature, this work proposes a secure, decentralised
data-sharing blockchain-based framework speci cally designed for AV ecosystems. The
proposed approach focuses on enabling post-storage access to AV data while ensuring integrity
and enforcing stakeholder-speci ¢ access policies. This is achieved through the architecture
shown in Figure 1.1, which combines HLF as a permissioned blockchain technology and
decentralised InterPlanetary File System (IPFS) storage. The system leverages smart contracts
to de ne and enforce ne-grained access policies and endorsement rules. This design ensures
that data sharing occurs in a secure, controlled, transparent and tamper-proof manner,
without the need for a central authority. The proposed system is implemented and evaluated
to demonstrate its feasibility and scalability in realistic use case scenarios.

Figure 1.1: System Overview. This gure shows the key components of the proposed
system: Hyperledger Fabric (HLF) network, InterPlanetary File System (IPFS) storage, and
application layer.

The rest of this chapter is structured as follows: the Motivation and Problem Statement
(1.1) outlines the research problem, the Research Aim and Research Questions (1.2) states the
research goals, and the Proposed Solution (1.3) provides an overview of the proposed solution.
The main contributions are then summarised in 1.4, followed by the List of Publications
(1.5) and the Thesis Structure 1.6, which present related publications and thesis structure,
respectively.

1.1 Motivation and Problem Statement

AVs generate vast amounts of data, including raw sensor outputs, fused data from cameras
and other onboard sensors, and communication exchanges with other vehicles and Roadside
Units (RSUs). This extensive dataset is crucial for reconstructing events and understanding
the driving environment, particularly during critical incidents.
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However, two signi cant challenges in AV data management and accessibility remain
unresolved. First, existing storage systems, such as the Event Data Recorder (EDR) and
Data Storage System for Automated Driving (DSSAD), have limited scope and capability.
These systems are unable to ensure adequate data integrity and completeness, making them
insu cient even for accident-related investigation [34, 35, 36].

While EDRs and DSSAD e ectively capture specic event-related information, such
as collisions or control status for regulatory purposes, they were not designed to support
comprehensive AV data management or secure multi-stakeholder sharing. Their scope is
intentionally narrow, focusing on legally mandated logging rather than broader post-operation
analysis. This limitation highlights a critical gap: current solutions ensure compliance but
do not provide mechanisms for authorised stakeholders to access, verify, or share the rich
datasets generated by autonomous vehicles.

In this context, various approaches have been proposed to enhance data integrity (see,
e.g., B7, 24, 23, 38, 20]). However, these approaches primarily focus on integrity veri cation
mechanisms and therefore do not fully address broader requirements such as scalable data
management, controlled accessibility, or secure multi-party sharing of stored AV datasets.
Addressing these limitations motivates the development of the proposed blockchain-based
framework for scalable, secure, and policy-driven sharing of such datasets.

Second, the demand for AV-generated data is not limited to investigation and liability
purposes; it extends across multiple sectors, involving a wide range of stakeholders, including
government agencies, legal authorities, OEMs, suppliers, vehicle owners, insurance companies,
testing organisations, road authorities and researchers3P]. For example, sensor data analysis
is essential for diagnostics in AVs, providing insights into both internal system performance
and external environmental conditions {0], which in turn supports the ongoing development
and improvement of autonomous technologies. Another example is the use of AV data
in training and validating Al models or enhancing tra ¢ management systems. However,
existing solutions addressing AV data management and sharing remain limited in their ability
to provide a secure and e cient framework that supports controlled multi-stakeholder access
to these datasets.

These limitations highlight a research gap: while integrity has been a key focus of
previous works, the equally important aspects of scalability, decentralised storage and
policy-based access control for sharing such datasets among authorised stakeholders remain
relatively underexplored. This motivates the development of the proposed framework, which
incorporates distributed storage and ne-grained, attribute-based access mechanisms to
support secure data sharing among multiple stakeholders.

This research studies the e ectiveness of existing data-sharing solutiongt], 42, 43, 44]
and introduces a framework that aims to support the decentralised, scalable, and policy-driven
sharing of stored AV datasets among authorised parties.
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1.2 Research Aim and Research Questions

1.21 Aim

This research aims to develop a multi-party data-sharing framework for stored autonomous
vehicle datasets using blockchain and smart contracts. The proposed framework seeks to
enhance data security and governance by enabling decentralised access control and support
for scalable, user-friendly interactions among stakeholders.

1.2.2 Objectives

The aim will be achieved by addressing the following objectives:

1. To develop a permissioned blockchain framework to facilitate secure multi-stakeholder
sharing of stored AV datasets.

2. To design and implement a smart contract-based system for ne-grained access control.

3. To integrate on-chain and o -chain storage approaches to optimise e ciency and
scalability.

4. To develop a user-friendly interface that simpli es data sharing and policy management
for stakeholders.

5. To implement and deploy a prototype of the proposed framework that integrates the
aforementioned components.

6. To evaluate the performance and scalability of the framework under various conditions.

7. To assess user experience and perceived usability of the framework to ensure its
accessibility and practicality.

1.2.3 Research Questions

RQ1: What are the key components and design principles required to develop a
secure and scalable blockchain-based data-sharing framework for stored, non-real-time
autonomous vehicles data?

To answer this question, the following sub-questions will be addressed:

a) What are the components, tools, mechanisms, and policies required for the proposed
solution?
This involves identifying the main building blocks of the framework (e.g., blockchain
network, consensus mechanism, smart contracts, data storage, and access control) and
examining supporting mechanisms such as endorsement policies to ensure secure and
trusted data sharing in the AV use case.
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b) Which blockchain platform is most suitable for the proposed solution? And why?

c) What are the types, sources and ow of the data within the system?
This involves classifying both input and output data, as well as understanding their
interactions within the framework.

d) How can the proposed framework be implemented to integrate the identi ed components

RQ2: How does the proposed blockchain-based multi-party framework perform
in terms of scalability and e ciency?

This question will be answered through the following:

a) How does the proposed framework perform in terms of throughput and latency, and how
is this a ected by modifying the endorsement policy to match use-case requirements?

b) What are the scalability limitations of the proposed framework when the number of
participants, transaction rate, and data volume are progressively increased?

RQ3: How usable is the proposed blockchain-based data-sharing system from a
user perspective?

This question explores how stakeholders interact with the proposed system and evaluates
its usability from the user perspective. It will focus on the intuitiveness of the interface to
ensure the system meets user expectations and practical requirements. A formal evaluation
method will be used to assess the system's ease of use.

As illustrated in Figure 1.3, each research question is addressed through speci ¢ objectives.
RQ1 is primarily linked to Objectives 1{3 and 5, which focus on designing the framework,
access control, and storage integration. RQ2 is supported by Objective 6, which covers
performance evaluation. RQ3 is linked to Objectives 4 and 7, which involve designing and
evaluating usability.

1.2.4 Scope of AV Data Considered in This Research

While autonomous vehicles generate and process substantial volumes of real-time sensor
data during operation, it is important to clarify that this research focuses speci cally on the
post-storage phase of the AV data lifecycle. The proposed framework targets non-real-time,
le-based datasets that have already been generated and stored, rather than live sensor
streams or latency-critical control data. Consequently, continuous raw sensor streams such as
full LIDAR scans, camera video feeds, or other high-frequency telemetry generated during
vehicle operation are outside the scope of this framework, as these require specialised real-time
processing infrastructures.

The datasets considered within this scope include driving logs, event data records,
forensic evidence packages, simulation outputs, diagnostic records, and other structured
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or unstructured les produced by AV systems. These datasets are typically generated
during vehicle testing, operation, or incident investigation and retained for purposes such as
regulatory compliance, safety analysis, system validation, research, and long-term system
improvement.

In practice, such datasets are commonly distributed and shared as structured folders
or compressed archives containing sensor recordings, metadata, annotations, and other
contextual information. This le-based structure allows datasets to be transferred, stored,
and analysed across di erent platforms and organisations after they have been generated.

Accordingly, the emphasis of this research is placed on secure multi-stakeholder access,
integrity veri cation, and scalable storage integration for stored AV datasets, enabling
authorised stakeholders to share and verify autonomous vehicle data throughout its post-storage
lifecycle.

1.3 Proposed Solution

The proposed solution is a permissioned blockchain-based framework using HLF, that aims
to provide secure, e cient and user-friendly AV data sharing among multiple stakeholders.
The distributed architecture consists of three primary modules:

1. Web Module: Represented by the Decentralised Application (DApp), this module
enables users, encompassing various stakeholders and organisations with distinct
attributes, to register and interact with the system.

2. Storage Module: Integrating both on-chain and o -chain storage to balance integrity
and scalability using InterPlanetary File System (IPFS), this is a distributed cloud
storage solution §5]. It provides users with a secure and scalable platform for uploading
large datasets while ensuring data integrity.

3. Network Module: This module utilises a permissions blockchain, which o ers
decentralisation, tractability, and immutability and is responsible for enforcing secure
access control mechanisms. This solution integrates HLF33], which is a permissioned
blockchain platform providing security, scalability and modularity for AV data sharing.

Figure 1.2 illustrates the proposed solution, highlighting the dynamic interplay among the
Web, Storage, and Network modules, and their interactions with end-users.

Together, these modules form a cohesive, secure, and scalable framework that enables
trusted multi-party data sharing for autonomous vehicles, balancing trust, performance, and
usability across stakeholders. The integration of HLF with on-chain and o -chain storage
ensures that data remains veri able, accessible, and protected within a controlled blockchain
environment.
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Figure 1.2: Proposed Solution. In this illustrative representation, the dynamic interplay
among the components portrays the intricate relationships between the core components and
the end-users. 1) User Interaction (Web Module): managed by the DApp. 2) Secure

Data Management (Storage Module): utilising IPFS. 3) Decentralised Network

(Network Module): governed by HLF.

1.4 Contributions

This research makes several key contributions to the development of secure, scalable, and
user-friendly multi-stakeholder data sharing frameworks for autonomous vehicles as follows:

C1l. A Decentralised Framework for Multi-Stakeholder AV Data Sharing. This

C2.

work introduces the design and implementation of a blockchain-based framework, built
on Hyperledger Fabric, that enables secure, auditable, and controlled data sharing
among multiple stakeholders in autonomous vehicle (AV) ecosystems. The framework
integrates core blockchain features with domain-speci ¢ requirements for AVs, bridging
the gap between theoretical proposals and practical deployment. In addition, smart
contract modules are developed to enforce ne-grained access control over AV data,
ensuring that stakeholders are granted di erentiated permissions according to their roles.
This contributes to ongoing e orts in the eld by demonstrating how decentralised
architectures can strengthen trust and accountability in collaborative data environments.

Endorsement Policy Customisation. This research contributes a systematic
exploration of endorsement policy con gurations in Hyperledger Fabric, demonstrating
how customisation can balance trade-o s between requirement and performance in
AV data-sharing scenarios. By evaluating di erent endorsement strategies, the study
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Figure 1.3: Mapping of Research Questions (RQ) to Objectives (O) and Contributions (C).

Cs3.

CA4.

provides concrete guidance on how policy choices a ect latency, throughput, and security
guarantees. Through this, the work highlights the role of consensus design choices in
shaping security and performance outcomes in specialised application domains.

User-Friendly Interface for Blockchain-Based Data Sharing. A practical and
user-oriented interface is designed and tested, enabling seamless interaction with the
decentralised framework and improving accessibility for non-expert users. The usability
assessment demonstrates that the proposed interface improves user experience and
lowers the entry barrier for blockchain adoption in autonomous vehicle data-sharing
scenarios.

Comprehensive Performance Evaluation. An extensive evaluation of the system is
conducted under varying network conditions, user loads, and transaction rates, providing
insights into the scalability and robustness of the proposed framework. The evaluation
includes comparative analyses across multiple system con gurations, highlighting both
strengths and limitations of the framework. These ndings not only validate the
practicality of the proposed design but also provide empirical evidence for future
optimisation of blockchain-based AV data-sharing solutions.

Collectively, these contributions advance the state-of-the-art in blockchain-based AV data
sharing by addressing security, scalability, usability, and performance challenges, delivering
both conceptual advancements and practical implementations that can inform future research.

1.5 List of Publications

The research presented in this thesis has led to the publication of the following peer-reviewed
outputs:

1. R. Alhabib and P. Yadav, \Data authorisation and validation in autonomous vehicles:

A critical review," Discover Applied Sciences, vol. 7, no. 7, p. 735, 2025.
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2. R. Alhabib and P. Yadav, \Hyperledger Fabric Platform for Secure and E cient
Data Sharing in Autonomous Vehicles," in Proceedings of the 2024 11th International
Conference on Wireless Networks and Mobile Communications (WINCOM), IEEE,
2024, pp. 1{9.

3. R. Alhabib and P. Yadav, \Impact of Custom Endorsement Policies on Hyperledger
Fabric Performance in Autonomous Vehicle Data Sharing Platforms,” in Proceedings
of the 2024 6th International Conference on Blockchain Computing and Applications
(BCCA), IEEE, 2024, pp. 635{641. This paper was selected for an invitation to
submit an extended version to the journal Cluster Computing.

4. R. Alhabib and P. Yadav, \Evaluating the impact of endorsement policies on Hyperledger
Fabric performance for autonomous vehicle data sharing," Cluster Computing, vol. 29,
no. 1, p. 8, 2026.

5. R. Alhabib and P. Yadav, \Data Sharing in Autonomous Vehicles: Hyperledger Fabric
Platform," Poster presentation at the Network and Distributed System Security (NDSS)
Symposium, 2024. Available online:https://www.ndss-symposium.org/wp-content/
uploads/vehiclesec2024-9-poster.pdf

1.6 Thesis Structure

The remainder of the thesis is structured as follows:

- Chapter 2 Background and Literature Review. This chapter provides background
information concerning blockchain technology, smart contracts, and their applications.
It also reviews related work on data sharing, privacy, and trust in autonomous vehicle
ecosystems. (Addresses RQla and b) by identifying the key components, mechanisms,
and data ows relevant to the proposed framework.

- Chapter 3 Research Methodology and the Proposed Solution. This chapter
outlines the research methodology, including the design science research approach used
in the study. It presents the design principles, architecture, and functional requirements
of the proposed blockchain-based data-sharing framework. (Addresses RQ1a, b and
¢) by de ning the framework's design principles, components, and policies.

- Chapter 4 System Implementation. This chapter describes the technical implement-
ation of the proposed solution. It includes the development environment, technologies
used, system modules, and smart contract design. (Addresses RQ1d) by detailing
how the identi ed components and blockchain platform were applied in practice.

- Chapter 5 Baseline Performance Evaluation. This chapter presents the initial
performance evaluation of the system using a default endorsement policy. It evaluates
scalability, throughput, and latency under various conditions to establish a baseline. It
also includes a usability evaluation using the System Usability Scale (SUS). (Addresses
RQ2a, b and RQ3) by measuring baseline performance and usability.
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- Chapter 6 Customised Endorsement Policy. This chapter describes a customised
endorsement policy designed speci cally to meet the use case requirements of the AV
data-sharing scenario. It includes rationale, implementation details, and comparative
performance analysis with previous approaches. (Addresses RQZ2a{b) by analysing
the performance impact of tailoring endorsement policies.

- Chapter 7 Simulated Weighted Voting Endorsement Policy. This chapter
introduces the weighted voting endorsement policy, which tailors validation authority
based on stakeholder roles. It presents the implementation and performance evaluation
of this modi ed approach. (Addresses RQZ2a{b) by exploring scalability and e ciency
under a modi ed endorsement scheme based on weighted voting.

- Chapter 8 Comparative Analysis and Discussion. This chapter compares the
results from all three approaches, discussing trade-o s between scalability, security, and
system complexity. It also re ects on the implications of endorsement policy design
in blockchain-based systems. (Addresses RQ1 and RQ2) by synthesising ndings
across design, performance, and usability.

- Chapter 9 Conclusions. This nal chapter summarises the research contributions,
re ects on the ndings, and discusses limitations. It also outlines possible directions
for future research and improvements to the system. (Addresses RQ1{RQ3) by
providing an overall synthesis and highlighting future work.



Chapter 2

Background and Literature Review

This chapter provides an overview of the technologies, tools, and methods relevant to the
research conducted in this thesis. It also includes a review of the current state-of-the-art
solutions, highlighting existing limitations and gaps that motivate the proposed work. In
particular, it addresses RQla and RQ1b by identifying the essential components, mechanisms,
and policies for the proposed framework, and by reviewing the suitability of di erent blockchain
platforms.

This chapter begins with Autonomous Vehicles (AVs) and Data Ecosystems (2.1),
introducing AVs and issues with data. It then covers Distributed Ledger and Blockchain
Technology (2.2), providing background on distributed ledger and blockchain technology,
followed by Decentralised Content Distribution Platforms (2.3). Then section 2.4 reviews
existing literature in the eld. The chapter concludes with Summary and Research Gap (2.5)
and a conclusion in 2.6.

2.1 Autonomous Vehicles (AVs) and Data Ecosystems

While traditional vehicles still dominate roadways, forecasts indicate a rapid increase in the
adoption of connected and autonomous vehicles. By 2030, the number of AVs could surpass 90
million [46]. AVs represent a great transformative advancement in transportation, integrating
arti cial intelligence (Al), sensor technologies, and communications to enable self-driving
capabilities. They are designed to operate with minimal or no human intervention, relying on
advanced computational models and sensor fusion techniques to navigate their environment.
Their development has been driven by many potential bene ts, such as improved road safety,
increased mobility for individuals with disabilities, reduced energy consumption and pollution,
and optimised trac ow [ 2, 3]. In addition, AVs contribute signi cantly to the reduction of
harmful gas emissions, consistent with the global goal of achieving net zero by 2050 [47].

In addition, AVs have great potential to reduce crash risks, as many conventional vehicle
accidents occur due to human error and distracted driving. Advanced driver assistance
systems (ADAS) can signi cantly improve road safety and help prevent accidents 48]. For

13
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example, in the US, it has been estimated that partially automated crash avoidance features
could reduce the severity of up to 1.3 million crashes every year, including 133,000 injury
crashes and 10,100 fatal crashes [49].

This section continues with an overview of such AV systems, focusing on their architecture,
sensing technologies and data ow, as well as associated data management challenges.

2.1.1 De nitions

The ADAS have been instrumental in the development of AVs, o ering critical functionalities

for vehicle control and safety. The early generations of assistance systems relied on sensors to
monitor internal vehicle conditions, with a primary focus on enhancing safety and stability.
During the 1980s, systems such as Anti-lock Braking systems (ABS) and Traction Control
Systems (TCS) emerged, which aimed to improve the dynamic stability of vehiclesq0]. The
latest generation of ADAS has been designed with the primary goal of preventing collisions.
These systems are autonomous, meaning that they are able to change the behaviour of
vehicles in response to unanticipated events during operation [51].

The NHTSA [1] de nes an AV as a vehicle in which at least one safety-critical function
(such as steering, braking, or throttle control) occurs without direct driver input. Vehicles
that only provide safety warnings without executing control functions are not considered
automated. The Society of Automotive Engineers (SAE) b2 classi es AVs into six levels
based on their degree of automation:

- Level 0 (no automation): The human driver performs all tasks, although the vehicle
may provide warnings or momentary assistance.

- Level 1 (driver assistance): The system can assist with steering or acceleration/deceleration,
but the driver remains responsible for the vehicle's operation.

- Level 2 (partial automation): The vehicle can simultaneously control steering and
acceleration, but requires constant driver supervision.

- Level 3 (conditional automation): The vehicle handles all driving tasks within
prede ned scenarios, but requires driver intervention when prompted.

- Level 4 (high automation): The vehicle is fully autonomous in speci ¢ environments
(e.g., urban or highway conditions) but may require human control in unstructured
settings.

- Level 5 (full automation): The vehicle operates independently under all conditions,
eliminating the need for a human driver.

These classi cations provide a structured framework for AV development, guiding regulatory
policies and technological advancements.
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2.1.2 AV Architecture

AV systems typically encompass three to ve core functions: perception, localisation, planning,
control and system management 26, 53], as depicted in Figure 2.1. These key AV operations
are as follows:

1. Perception involves gathering data and interpreting environmental information, for
instance, recognising road signs. This process relies on various sensors, including
cameras and Radio Detection and Ranging (RADAR).

2. Localisation enables the AV to determine its precise position and orientation in relation
to its surroundings.

3. Planning consists of three stages:

- The path planner computes the most e cient geometric route using algorithms.

- The behaviour planner determines the optimal driving actions based on the
computed path.

- The system then estimates the best route, considering vehicle dynamics and
environmental constraints.

4. Control is responsible for implementing planned manoeuvres and regulating vehicle
movements, such as lane changes.

5. System management encompasses tasks related to event data recording, human-machine
interactions through in-vehicle interfaces and external communication interfaces.

These operations rely on the continuous collection and processing of vast amounts of data,
often reaching up to 14.424 TB daily b4]. These data are critical not only for real-time
decision making but also for system updates, event recording and post-operation analysis,
making e cient data management and integrity crucial in AV systems.
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Figure 2.1: Key Operations of an AV. This gure presents the fundamental operations of
an AV, categorised into ve main areas: (1) perception, (2) localisation, (3) planning, (4)
control, and (5) system management.

2.1.3 Sensor Technologies

To gain a comprehensive and real-time understanding of the surroundings, AVs must rapidly
and accurately identify, interpret and track all objects in the environment. Thus, multiple
sensors are integrated to o er both perceptual and positional insights, enabling the vehicle
to make informed real-time decisions. Sensors are devices that convert detected objects or
environmental changes into measurable quantitative data for further processinggq5]. AV
systems incorporate two primary types of sensors based on their operational functions:
exteroceptive and proprioceptive:

- Exteroceptive sensors: These sensors perceive the external environment by detecting
objects, distances and environmental factors, such as light intensity. Common examples
include cameras, and light detection (LIDAR) and RADAR systems.

- Proprioceptive sensors: These sensors measure the internal state of the vehicle, capturing
its dynamic condition and internal values. Examples include global positioning systems
(GPS), accelerometers and encoders [56].

Since each sensor has its own advantages and limitations, the integration of multiple
sensors is needed to obtain as accurate and reliable perception of the environment as possible,
a process known as sensor fusion. Sensor fusion combines data from multiple sources to
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enhance decision making by leveraging the strengths of di erent sensors while compensating
for their weaknesses. A classic example is the fusion of RADAR and camera data. While
RADAR is una ected by environmental lighting conditions, it lacks the ability to provide
detailed object shape information. In contrast, cameras o er rich visual details but may
struggle under varying illumination conditions[57]. The rst step in sensor fusion is sensor
calibration, which ensures that the AV system correctly aligns the position and orientation of
each sensor in both space and timebg]. Once calibrated, data from multiple sensors observing
the same object can be merged to improve accuracy and provide meaningful insights.

The high-resolution capabilities of sensors, particularly LIDAR and camera systems, essential
for enabling AVs to perceive and interpret their surroundings with precision.

The raw data captured by individual sensors and the insights derived from sensor fusion
provide rich, multi-dimensional information, not only for real-time decision making but
also for post-operation analysis. These data play a crucial role in system diagnostics,
performance improvement and determining the root causes of incidents or crashes, making
them indispensable for both operational integrity and continuous AV development.

2.1.4 Vehicle Communication and Connectivity

AVs have the capability to interact with various compatible systems, including other AVs,
infrastructure and pedestrians. This interaction is facilitated through vehicle-to-everything
(V2X) communication, which enables seamless data exchange between the vehicle and its
surroundings. To assure an e cient and cooperative driving environment, the network
must maintain high speed, reliability and security while minimising latency. Currently, two
primary communication technologies are widely adopted: the 802.11p wireless standard and
mobile networks, particularly 5G. Looking ahead, sixth-generation (6G) wireless networks
are expected to play a crucial role in enhancing V2X communications for AVs [59, 60].

By combining sensing, communication and driving automation, AVs evolve into connected
and Automated Vehicles (CAVs), which not only execute automated driving functions but also
establish connectivity with other vehicles, infrastructure,and cloud services. Communication
technologies are integral to enabling AVs to interact with their surroundings, thus improving
overall road safety, tra ¢ e ciency and user experience. The key communication technologies
essential for vehicular networking include Vehicular Ad-hoc Networks (VANETS) and di erent
types of vehicle communication, such as vehicle-to-vehicle (V2V), vehicle-to-infrastructure
(V2I) and V2X.

2.1.5 Data Flow

The functionality of AVs relies on the continuous and e cient exchange of data. As depicted

in Figure 2.2, these data originate from multiple sources, including onboard sensors and
external inputs, and undergo various stages of processing at both local and edge computing
levels. Ultimately, the processed data are either stored or analysed in backend systems.
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Figure 2.2: Data Flow in an Autonomous Vehicle (AV). This diagram illustrates

the movement of data within an AV system, highlighting how sensors' inputs and external
information are integrated and processed through key stages: perception, localisation, planning
and control. The resulting outputs include control commands, data transmission via V2X
communication and temporary storage, all of which contribute to long-term data retention in
storage systems.

Beyond supporting real-time decision making, these data, both in raw and processed
forms, are vital for post-operation uses, such as improving AV algorithms, identifying system
failures and investigating tra c incidents.

While Figure 2.2 illustrates the broader autonomous vehicle data ecosystem, including
real-time sensing, processing, communication, and storage components, this thesis concentrates
speci cally on the post-storage stage of the data lifecycle (data at rest) shown at the bottom
of the gure. The proposed framework does not intervene in real-time data acquisition,
sensor fusion, or latency-sensitive vehicle control systems. Instead, the focus is placed on
datasets that have already been generated and stored, such as archived logs, event records,
simulation outputs, diagnostic les, and other retained AV datasets. Within this stage, the
primary challenges relate to secure multi-stakeholder access, policy enforcement, governance
and scalable storage integration.
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2.1.6 Current State of AV Data Storage and Accessibility

To distinguish di erent storage approaches, we can categorise them into two groups. First,
real-time storage solutions include onboard storage, edge storage and in-memory databases.
These tools process and store data immediately to support decision-making and vehicle control.
Second, non-real-time data storage solutions primarily store data for long-term use,
training Al models, regulatory compliance and post-drive analysis. Examples include Event
Data Recorders (EDRs), Data Storage Systems for Automated Driving (DSSAD) and cloud
storage.

An EDR is an in-vehicle recording device designed to capture event-related data in a
readily accessible formatB9]. These devices play a crucial role in crash investigations and
performance analysis by recording key data moments before and after a collision. Essential
information, such as vehicle speed and brake status, is stored, aiding in accident assessments
and safety evaluations. DSSAD are storage devices that determine whether the system or
the driver was in control of the vehicle at a speci ¢ time [61]. These systems thus provide
information that can help determine responsibility and liability issues.

However, despite the critical role of these storage solutions in understanding AV behaviour,
they remain limited in several respects in terms of reconstructing complex events, identifying
system failures, addressing liability concerns and fully analysing the causes of crashes. It is
important to note that these limitations largely stem from the regulatory scope and intended
purpose of systems such as EDRs and DSSAD, which are designed to provide targeted,
legally mandated recordings for accident investigation and liability determination rather than
comprehensive AV data management. Consequently, they not only lack comprehensive data
capture but also accessibility 2], signi cantly hindering transparency, accountability and the
ability to improve AV technologies based on real-world performance and failures. Therefore,
researchers are seeking to address these challenges by enhancing data integrity and expanding
storage capacity.

2.1.7 Open Source Data and Simulators

Recently, many studies have sought to address the lack of an open platform for AVs that can
be used to study and improve this technology (see, e.9.6B, 64, 65, 66]). Simulation tools
play a critical role in the development and evaluation of AV systems. These tools provide
virtual environments enabling researchers and developers to test perception and planning and
control algorithms without the risks and costs associated with real-world testing. In terms of
their design, simulation platforms vary concerning their focus, accuracy, scalability and ease
of use. During the development of this prototype, we studied and summarised the available
tools. Table 2.1 presents these characteristics, highlighting the strengths and limitations of
the best-known tools.
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Tool Type Access Purpose Accuracy Scale

CARLA [67] Simulator Open General High High (Parallel)
Autoware.Al [68] Stack/Data Open General High High (Modular)
PreScan [69] Simulator Commercial General Very High High

VTD [70] Simulator Commercial General Very High High

AirSim [71] Simulator Open General High Moderate
DriveSim [72] Simulator Commercial General Very High High

Luminar Atlas [73] Sensor Sim. Commercial LiDAR Very High High

Waymo Open Dataset [74] Dataset Public Real-world Real High
nuScenes [75] Dataset Public Real-world Real Very High
OpenPilot [76] Stack/Data Open L2 Autonomy Real High

AIACE * [77] Dataset/Toolkit Open Perception High Moderate

Table 2.1: Comparison of Autonomous Vehicle Development Resources. * indicates the tool
used in this research.

2.2 Distributed Ledger and Blockchain Technology

Unlike traditional centralised databases, distributed ledger technology (DLT) eliminates the
need for a single trusted authority by enabling multiple participants to maintain a shared
and tamper-resistant ledger. The integration of various cryptographic techniques, such as
Merkle trees, hash functions and public-key cryptography, plays a crucial role in ensuring
data integrity and security. Thus, DLT has emerged recently as a transformative approach to
storing and managing digital transactions in a decentralised manner. Blockchain is the most
widely adopted implementation of DLT. This section provides an overview of DLT, its key
cryptographic tools and the fundamentals of blockchain technology.

2.2.1 Distributed Ledger Technology (DLT)

DLT is one of the most promising innovations reforming the eld of information technologies.
It has provided salient growth in various decentralised systems worldwide from inception in
the 1990s through the launch of the blockchain concept in 2009.

Distributed Ledger Technology (DLT) Properties

The various properties of DLT illustrate the signi cance of this technology in reshaping
industries and research. The following are the main features:

- Immutability: Immutability means that any validated data is irreversible. Once data
are recorded in the ledger, they cannot be modi ed or deleted without consensus from
the network. This ensures tamper-resistance and provides a veri able audit trail, which
is essential in domains such as nance, healthcare, and autonomous vehicles.
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- Transparency: This means all participants have a full copy of the ledger. Such
openness allows every participant to independently verify transactions, increasing
accountability and reducing the need for blind trust in intermediaries.

- Anonymous and Con dential: The term anonymous in this context signi es that
the identity of the users is anonymous.

- Time-Stamped: This feature refers to the logging of precise details of when an
event occurred. Every transaction is recorded with a cryptographically veri able
timestamp, which is critical for maintaining chronological order, enabling traceability,
and supporting legal or compliance requirements.

- Unanimity and Consensus Mechanism: In the context of DLT, the consensus
mechanism concerns the procedure by which the nodes agree on the replication state of
the maintained ledger. Di erent consensus models (e.g., Proof of Work, Proof of Stake,
Practical Byzantine Fault Tolerance, and Raft in permissioned systems) o er trade-o s
between scalability, energy e ciency, and security, making the choice of consensus vital
for the performance of a given application.

- Secure: Each network asset is secured by reliable encryption. It can only be accessed
and edited by those who are permitted to do so by their private key. Public-key
cryptography ensures authentication and authorisation while hashing techniques protect
the integrity of data. The distributed nature of the network also mitigates single points
of failure, making it more resilient to attacks.

- Programmable: Distributed ledgers have developed into scalable and programmable
platforms. Ethereum and IBM's HyperLedger Fabric are two examples of programmable
DLT, a ording opportunities for the development of solutions related to using a database
or ledger.

2.2.2 Key Cryptographic Concepts in Distributed Ledger Technology
(DLT)

In the context of DLT, a node refers to an individual device that is part of the decentralised
network maintaining the ledger. Nodes can join and take part in the maintenance of a
DLT design, which can be implemented as a public or private distributed ledger. Public
DLT is designed to enable any node to join and interact in the distributed ledger. It is not
necessary to register or con rm the identities of the nodes. This feature provides a high
level of availability. However, it needs to be easily scalable to maintain performance when
the number of nodes grows. In some situations, when the public have not able to access
the assets, private DLT is preferred by businesses. Participating in private DLT requires
veri cation of the nodes by a cryptographic key mechanism. To support these models, DLT
relies heavily on cryptographic primitives that guarantee security, integrity, and trust across
distributed participants. The following subsections are essential concepts in DLT.
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Hash Function

In Distributed Ledger Technology (DLT), hash functions are fundamental for constructing
secure and e cient data structures, such as blockchain blocks and transaction records. A hash
function is a deterministic mathematical algorithm that maps an input of arbitrary length to

a xed-size output, referred to as a hash value or digest. Cryptographic hash functions, such
as SHA-2 and SHA-3, are widely adopted in modern systems due to their strong security
properties.

Hash functions play a critical role in ensuring data integrity and are commonly used in
digital signatures, where messages are hashed prior to signing to improve both e ciency and
security.

A cryptographic hash function H is expected to satisfy the following core properties:

- Pre-image Resistance: Given a hash value v, it is computationally infeasible to nd
an input x such that H(x) = y.

- Second Pre-image Resistance: Given an input X, it is computationally infeasible to
nd another input x °6= x such that H(x) = H(x 9.

- Collision Resistance: It is computationally infeasible to nd any two distinct inputs
a 6= b such that H(a) = H(b) [78].

These properties make hash functions indispensable in DLT systems. In blockchain
architectures, hash functions are used to link blocks together, ensuring that any modi cation
to a previous block invalidates all subsequent blocks. They are also used to generate
transaction identi ers and support the immutability of ledger data.

Overall, hash functions provide the cryptographic foundation for maintaining integrity,
transparency, and trust in distributed environments.

Merkle Tree

A Merkle tree is a hash-based data structure that is used to encode DLT data e ciently and
securely. In this context, Merkle trees are used to verify the data contained in a block. It
has two types of nodes: leaf nodes and non-leaf nodes. Each non-leaf node is connected to
two child nodes. Each leaf node is a hash value of a dataset. However , the leaf nodes are
not connected to child nodes. The nodes' hash values are therefore iteratively concatenated
and hashed, beginning with the leaf nodes and continuing to the root of the Merkle tree,
which is called the root hash. Each piece of data is hashed, then each pair of hashes is
concatenated and hashed together, and so on. Merkle trees are especially useful in distributed,
peer-to-peer (P2P) systems in which the same data should exist in multiple places. In
these use cases, data consistency and integrity are crucial and are guaranteed through data
veri cation. It is time-consuming and computationally costly to examine the full content of
each data le; however, the root hash here can even be used to verify the integrity of multiple
data blocks without the need to process the entire block. In summary, Merkle trees provide
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data integrity, e ciency and scalability. Thus, Merkle trees are a cornerstone of blockchain
systems, supporting secure transaction validation, lightweight clients, and synchronisation in
large-scale distributed ledgers.

Public Key Infrastructure

Public Key Infrastructure (PKI) was the starting point for modern security mechanisms
on systems that implement digital certi cates. PKI is based on asymmetric cryptography,
employing a public and a private key pair to verify identities in the network using the relevant
public key. This concept is used to enable the encryption and decryption of data. PKI
needs certain entities to perform certain tasks. For instance, the Certi cation Authority
(CA) is responsible for the management of digital certi cates. Public key cryptography is a
critical application in DLT since it is essentially used to create and digitally sign transactions.
Authentication, often known as proof of ownership, is done as part of the transaction validation
process. A transaction is digitally signed using the private key to con rm the legitimacy of the
transaction's origin. The use of cryptographic keys guarantees the integrity of transactions
and the security of user identities. By employing PKI, DLT guarantees transaction integrity
and the security of user identities, preventing unauthorised modi cations and ensuring that
only legitimate participants can initiate transactions. This mechanism also enables trust in a
decentralised environment, where nodes may not inherently trust each other but can rely on
cryptographic proofs of identity and ownership.

Consensus Mechanisms

The e cient functioning of DLT depends critically on two innovations: information security
protocols, such as hashing and encryption (as explained previously), and consensus mechanisms.
Consensus mechanisms are fault-tolerant techniques that aim to achieve distributed agreement
concerning the ledger's state. The algorithms exclude third-party intermediaries to ensure
the correctness of transactions. The most popular algorithms are as follows:

- Proof-of-Work (PoW): This was rst introduced in Bitcoin and later adopted by
other cryptocurrencies, such as Ethereum. The DLT systems that use PoW as their
consensus mechanism need each node to solve a complex computational task before new
transactions can be added to the ledger. For example, in Bitcoin, nodes must nd a
nonce whose hash meets a target number of leading zeros. POW ensures strong security
in trustless networks but is highly energy-intensive.

- Proof-of-Stake (PoS): For low-powered communication channels, like the Internet of
Things. Instead of solving computational puzzles, validators are chosen based on their
stake in the network, signi cantly reducing energy consumption and computational
requirements.

- Paxos: This is a method that supports the achievement of consensus by allowing nodes
to select a single value from a range of options. Paxos can be di cult to implement
due to its strict formalism and the need to handle various failure scenarios.
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- RAFT is a simpler alternative to PaXoS, commonly used in permissioned blockchains
like Hyperledger Fabric. Consensus is achieved through a leader node, with followers
replicating the leader's log. Heartbeat messages maintain synchronisation, ensuring
safety and consistency. RAFT is crash fault-tolerant, lightweight, and ideal for networks
where nodes are semi-trusted.

Consensus mechanisms are essential for DLT as they ensure secure, data-integrated and
participant-agreed-upon participation. The consensus mechanism chosen has a substantial
e ect on the decentralisation, security, e ciency and scalability of DLT.

2.2.3 Blockchain

Currently, Blockchain is one of the most widely established constructs. In 2008, Nakamoto
[79] built Bitcoin, a novel electronic payment system based on cryptographic proof instead
of trust. The Bitcoin system allows online payments to be made directly from one party to
another without going through a banking institution. In other words, it is a peer-to-peer (P2P)
electronic currency. By adding each transaction's hash to an ongoing chain of hash-based
PoW, the network timestamps transactions and establishes both the observed order of events
and the source of the transaction's CPU power. Nodes can quit and rejoin the network at
any time and messages are broadcast. A block is a data structure that records transactions
along with supplementary information, including a reference to the previous block. Figure 2.3
illustrates the core blockchain components categorised into a layered architectural framework.

A node can be any user or server computer with a membership that represents its
individual identities. It contains the smart contract, which is a self-executed code that is run
to apply roles and conditions between the parties. Only with this code can the private data
storage be read, written and edited. A node has the ability to start a transaction, which
represents the smallest unit of activity on the blockchain. These transactions are grouped
into a block, which is only added to the chain after veri cation by miners or endorser nodes.
Events, which are inherent components of smart contracts, store the arguments passed in
transaction logs, while system administrators de ne the guidelines for blockchain operations.
This layered representation describes the structural organisation of blockchain systems rather
than the speci ¢ transaction processing sequence, which may vary across di erent blockchain
platforms.

Taxonomy of Blockchain Systems

As shown in 2.2, the three main types of blockchain platforms currently in use are public
blockchain, consortium blockchain and private blockchain. In a public blockchain, such
as Ethereum BQ] and Bitcoin [79], everyone may access all records and participate in the
consensus process. In contrast, in a consortium blockchain (or federated BC), such as Quorum
[31], the consensus process will involve only a select few nodes. In private blockchains, only
nodes from a single organisation are permitted to participate in the consensus process. In
some private blockchain implementations, such as HLF33], the consensus process can be
restricted to nodes belonging to a single organisation, although the platform also supports
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Figure 2.3: Blockchain Components. The diagram illustrates the structural layers of a
blockchain system, ranging from user-facing applications to the underlying data storage and
consensus protocols.

multi-organisation participation. Ripple [ 80], while not a private blockchain in the traditional
sense, operates a permissioned network in which a selected set of trusted validators participate
in consensus.

Table 2.2: Comparison of Blockchain Types

Network  Access Immutable Eciency Centralised Scalability Privacy Cost

Public All Yes Low No Low Low High
Consortium  Selected Partial High Partial Medium High Low
Private Single Partial High Partial Medium High Low

These distinctions highlight how blockchain platforms di er in terms of access, consensus
participation, scalability, privacy, and e ciency, providing a clear overview of the trade-o s
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associated with each type. Considering the requirements of multi-stakeholder autonomous
vehicle ecosystems, such as controlled participation, privacy preservation, and exible
governance, permissioned blockchain platforms are generally more suitable than public
blockchain systems. Consequently, this research adopts Hyperledger Fabric as the underlying
distributed ledger platform, as it provides enterprise-oriented features that support secure
and controlled data sharing among multiple organisations.

Hyperledger Fabric (HLF)

HLF is one of the most prominent permissioned distributed ledger platforms, providing a
robust environment for smart contract execution. Established in 2015 as an open-source
project by the Linux Foundation, HLF o ers a modular architecture with components that
enable anonymity, exibility, and scalability by de ning clear roles among network participants
and executing chaincode.

The way transactions are handled in permissioned blockchains generally falls into two
categories:

Order-Execute: This model is a fundamental concept in how blockchains process transactions.
The order phase determines the sequence in which transactions are processed, using a consensus
mechanism to establish a globally agreed-upon order. The execute phase implements the
actions speci ed in the transactions, updating the blockchain's state accordingly.

Execute-Order-Validate: Unlike traditional order-execute architectures, HLF employs
the execute-order-validate (EOV) model, which progresses through three distinct phases:
execution, ordering, and validation. This approach improves parallelism and system e ciency
by allowing transaction simulation prior to global ordering. As depicted in Figure 2.4, the
transaction ow in HLF proceeds as follows:

1. Aclient application initiates a transaction proposal request via the Software Development
Kit (SDK), which constructs the proposal.

2. The proposal is then sent to endorsing peers, which execute a simulation using the
chaincode, generate a read/write set and sign the response.

3. The signed response is returned to the SDK, which veri es the signatures. If valid, the
SDK gathers the read/write sets and prepares the transaction.

4. The prepared transaction is submitted to the ordering service.
5. Ordering nodes arrange and sequence the transactions into blocks.

6. The generated blocks are sent to committing peers, which validate transactions to
ensure they meet endorsement and integrity requirements.

7. Upon successful validation, transactions are committed to the ledger, updating the
blockchain state.
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This transaction ow relies on key components, including the client application, SDK,
endorsing peers, chaincode, ordering service, committing peers and the ledger, ensuring secure
and e cient transaction processing in HLF.

Figure 2.4: Transaction Flow within a Channel. The diagram illustrates the sequential
steps in the execute-order-validate process, covering proposal submission, endorsement,
ordering and transaction validation.

The endorsement policy (EP) is a critical part of this ow, specifying which peers must
approve a transaction before it is considered valid. It enforces access control and ensures that
only authorised participants can endorse and commit transactions, thereby maintaining trust,
security, and integrity across the network.

HLF also introduces the concept of channels, which are private communication pathways
within the network. Channels allow a subset of participants to maintain a separate ledger,
ensuring the con dentiality of transactions and data while still operating under the shared
network infrastructure. Private data collections can further restrict access to sensitive
information within a channel, enabling ne-grained privacy control.

This transaction ow relies on key components, including the client application, SDK,
endorsing peers, chaincode, ordering service, committing peers, and the ledger, working
together to ensure secure, veri able, and e cient transaction processing in HLF. Overall,
these mechanisms collectively enable a exible and robust permissioned blockchain platform
suitable for enterprise and multi-stakeholder environments.

Membership and Identity

Identity and access control across the network are managed through the Membership Service
Provider (MSP) mechanism. Each organisation maintains its own MSP, which de nes the
rules for validating the identities of its nodes and users. Local MSPs identify and validate
individual peers or orderers, while channel MSPs de ne the organisations that are members
of a channel and enforce its policies. Thus, MSP must be con gured both at the level of
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individual peers and orderers to sign transactions, and at the channel level, where it supports
validation of identities and signatures from peers, orderers, and clients, ensuring mutual
authentication among all members.

Every participant is issued a unique X.509 digital certi cate by the Hyperledger Fabric
Certi cate Authority (CA). These certi cates serve as the blockchain identities of users
and nodes, enabling secure transaction signing and veri cation. Certi cates can include
custom attributes, such as department, role, or organisation, which can then be leveraged in
chaincode to implement Attribute-Based Access Control (ABAC). These certi cates,
along with their associated attributes, are stored in SDK wallets and used by the application
to sign transaction proposals. Chaincode can inspect these attributes to enforce ne-grained
access control policies, ensuring that only authorised participants with the correct attributes
can access or modify sensitive data. Endorsement policies rely on MSP de nitions to verify
which organisations' peers are required to approve a transaction.

Access Control Based on Blockchain

Building on the secure and modular transaction mechanisms of Hyperledger Fabric, blockchain
can also serve as a robust platform for enforcing access control policies. Attribute-based
access control (ABAC) is a exible logical access control (AC) model limited only by the
computational language and the richness of the attributes available §1]. Integrating ABAC
with blockchain enables ne-grained, cryptographically veri able enforcement of access rights
within a permissioned ledger environment. Utilising blockchain for data sharing and access
control o ers several bene ts. First, it enhances data privacy and security by encrypting data
and controlling access through cryptographic mechanisms. Second, it provides an auditable
and tamper-proof record of data access and sharing activities, promoting transparency and
accountability. Third, it enables e cient and trustworthy collaboration among multiple
parties, eliminating the need for costly and time-consuming intermediaries.

In the realm of data sharing access control based on blockchain, the ABAC concept
corresponds to the notion of utilising attributes to regulate and oversee data access. This
approach guarantees that only individuals or entities with the required attributes are
authorised to access the shared data. This combination of ABAC and blockchain provides a
secure, exible, and transparent framework for multi-party data sharing in complex networked
environments.

2.3 Decentralised Content Distribution Platforms

As data sharing and storage demands grow, decentralised content distribution platforms have
emerged as a next-generation evolution of peer-to-peer (P2P) networks. These systems were
designed to overcome the limitations of rst-generation P2P models, such as BitTorrent and
Napster. Key platforms in this space include the InterPlanetary File System (IPFS), Swarm
[82], Hypercore B3], SAFE Network [84], Storj [85], and Arweave [B6]. Developed over the
past decade, these decentralised architectures enhance earlier models like BitTorrer@ by
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improving long-term data availability, enabling more robust le management, supporting
dynamic peer participation, and ensuring resistance to censorship.

These platforms commonly leverage key concepts such as content-based addressing,
structured overlays, and cryptographic hashing, which collectively enable a decentralised,
resilient, and scalable alternative to the traditional client-server paradigm. By distributing
data across multiple nodes rather than relying on central servers, these systems enhance fault
tolerance, reduce bottlenecks, and promote greater user control over data.

InterPlanetary File System (IPFS)

The IPFS o ers advantages over other next-generation architectures due to its content-
addressable storage and retrieval model, which fundamentally replaces the traditional
client-server web architecture. IPFS splits les into small blocks, assigns each block a
unique cryptographic hash (known as a Content Identi er or CID), and distributes these
blocks across the network, allowing for e cient data lookup, deduplication, and robust le
distribution.

While this distributed approach enhances scalability and content resilience, it introduces
additional processing overhead, such as le chunking, hashing, and distributed lookup, which
can result in higher latency compared to conventional le transfer protocols (FTPs) [88)].
Nonetheless, IPFS has been widely adopted and actively studied due to its applications
in areas such as web archiving, the Internet of Things (IoT), and secure data sharinggp).
Its growing popularity is attributed to its ability to reduce storage redundancy, support
censorship-resistant le distribution, and seamlessly integrate with blockchain systems to
strengthen data integrity, access control, and scalability.

Overall, IPFS exempli es how decentralised content distribution platforms can overcome
traditional storage limitations while providing a exible foundation for emerging distributed
applications.

2.4 Related Work

Nowadays, data plays a foundational role in many sectors, especially in safety-critical
environments such as the AV ecosystem, where data generated during operation are vital for
various post-event activities involving di erent stakeholders. This section explores current
solutions that support and lead to the proposal of a tailored approach to addressing AV data
and the associated stakeholders. It also reviews existing research on AV-related data and
highlights the limitations.

2.4.1 Data Sharing Approaches

Ongoing research has explored secure and privacy-preserving methods for data exchange
across various domains. Several studies have introduced centralised solutions, such as
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the attribute-based authorisation mechanism proposed by Joshi et al., which uses cloud
technology for electronic medical records 90]. While their approach and many similar
ones enhance expressivity and security, their reliance on centralised storage raises concerns.
Centralised solutions introduce single points of failure, scalability limitations and dependency

on third-party services.

To address these issues, the literature has seen a shift toward decentralised and cryptographic
solutions. Some integrate traditional access control models, such as mandatory access control
(MAC), ABAC and discretionary access control (DAC), with newer strategies. For example,
Bianchi et al. [91], combined identity-based encryption (IBE) with linear secret sharing (LSS)
to enforce cryptographic conditions. Their framework ensures that only parties complying with
prede ned policies can decrypt shared datasets. Similarly, a secret-sharing-based approach,
PRISM [92], has been proposed to compute private set operations over outsourced databases
in a multi-party environment.

In another new shift, blockchain has been applied to data sharing in multiple data-sensitive
sectors, demonstrating bene ts for security immutability and auditability. For example, in
healthcare, HLF-based platforms have been developed to manage electronic health records
(EHR) while ensuring access control and traceability #2]. In their model, Al Shalali et al.
encrypt pointers to medical records, storing them on the blockchain, while the actual data
remain within healthcare databases. Similarly, Guo et al. P3] introduced a hybrid system
in which edge nodes store EHR data and implement ABAC. Healthcare providers retrieve
access control lists (ACLs) from the blockchain, which contain links to EHR data, ensuring
that only authorised users can access records.

In industrial 10T environments, blockchain combined with attribute-based encryption has
been leveraged to enable ne-grained decentralised access control for secure resource sharing
such as in fi4, 94, 95]. In addition, attribute-based encryption (ABE) has been integrated
with blockchain to enhance access control and con dentiality, such as in the works of Alniamy
and Taylor [41], Ma et al. [96], and Liu et al. [97]. Moreover, integrating blockchain with
IPFS has been proposed for scalable decentralised le storage and integrity veri cation
[98, 99, 100, 101].

In summary, existing research demonstrates a variety of approaches for secure and
decentralised data sharing, including blockchain, attribute-based encryption, and hybrid
storage solutions. However, these studies also reveal limitations such as scalability constraints,
architectural complexity, and dependence on centralised components. These gaps highlight
the need for a tailored framework that combines blockchain, access control mechanisms, and
decentralised storage to provide secure, e cient, and auditable data sharing across multiple
stakeholders.

2.4.2 Data Management in Autonomous Vehicles (AVS)

E ective data management is critical in AV systems due to the large volume and variety of
data generated. From real-time decision-making and environmental perception to long-term
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learning and system optimisation, the performance and safety of AVs are fundamentally
dependent on the availability, integrity and timely processing of data. Numerous solutions
have been suggested for handling the vast volumes of data used by AVs, including in-vehicle
data storage, cloud-based infrastructures, edge computing technologies and real-time data
sharing.

Aiming to preserve privacy in such a data-sensitive environment, several studies have
proposed architectures that safeguard sensitive user information. For example, Gheisari et
al. [17] presented a context-aware privacy-preserving framework leveraging software-de ned
networking (SDN) and di erential privacy, dynamically adjusting data aggregation based
on sensitivity. Parekh et al. [16] integrated blockchain and federated learning to preserve
data con dentiality during distributed training, demonstrating the utility of ledger-based
trust frameworks. Zhao et al. [19] proposed a lightweight a ne masking approach for secure
vehicle-cloud collaboration, re ecting the attention paid in this study to securing cloud-based
o0 oading.

When addressing security challenges, researchers have proposed several architectures to
ensure data integrity, con dentiality and authentication. From a security perspective, Anwar
et al. [9] o ered a dynamic risk assessment and mitigation approach for V2V communication,
integrating game theory and security decay modelling. Moreover, various methods have
recently been proposed that integrate BC technology in loV systems, in order to enhance
security. For example, Dwivedi et al. [L0Z used a consensus mechanism to provide a secure
event-sharing protocol for smart cities using oV and RSU. Similarly, Yi et al. [103 reported
approaches aiming to protect loV against quantum attacks. Liu et al. [L04], designed a
blockchain-based mechanism to provide security-related data collection and incentivise mobile
nodes.

In the context of privacy-preserving data sharing, several studies have introduced privacy-
preserving machine learning (PPML) techniques, such as federated learning (FL), secure
multi-party computation, homomorphic encryption, and di erential privacy, to facilitate
collaborative model training without exposing sensitive data. These methods, when applied
in the context of AVs, allow the development of shared machine learning models using
large, diverse datasets, including those collected from geographically dispersed or previously
unvisited locations. For instance, a framework proposed by Zeng et al. 105 leveraged
federated learning, supported by large-scale wireless connectivity, to collaboratively train
the control models of CAVs. To address challenges such as variable participation rates,
heterogeneous data quality and dynamic network conditions, the authors introduced an
algorithm that considers CAV mobility, wireless channel fading and non-independent and
unbalanced data distributions.

In another study, He et al. [106 introduced a blockchain-based federated learning system
for connected and autonomous vehicles (Bift) as a decentralised machine learning framework
that combines federated learning with blockchain and the IPFS to enhance privacy and
security during the data-sharing process among CAVs. This system ensures data integrity
and con dentiality throughout the learning pipeline.

Similarly, Xiong et. al [ 107] presented an edge-assisted paradigm for privacy-preserving
raw data sharing. The authors proposed a privacy-preserving convolutional neural network
(P-CNN) architecture utilising additive secret sharing to securely encrypt raw data while
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maintaining model accuracy.

These contributions highlight diverse strategies, ranging from federated learning and
cryptographic techniques to blockchain-based systems, for enabling secure and collaborative
data sharing in AV environments. While these works demonstrated progress in addressing
speci ¢ privacy and security concerns, they primarily focused on enabling secure data sharing
for collaborative machine learning and model training purposes, usually among CAVs or
intra-network nodes, like vehicles, edge servers, or cloud systems. In other words, they
contributed to addressing privacy and security concerns related to data sharing in distributed
ML contexts but they did not fully deal with the broader and more complex issue of data
sharing among diverse multi-stakeholders. Researchers have also turned their attention to
data sharing for forensic purposes, where the objective is not collaboration but accountability,
evidence preservation, and post-incident analysis. Forensic investigation and data integrity
technigues in AVs have particularly attracted signi cant research attention. As summarised
in Table 2.3, various solutions have been proposed for crash reconstruction solutions, for
example, safety models like causal analysis based on system theory (CAST)(8 and the
functional resonance analysis method (FRAM) [L09. CAST employs system theory to identify
causes of failure and propose preventive measures. FRAM assesses complex interactions
in socio-technical systems. However, these models lack a uni ed framework that covers all
causal factors, and manual analysis remains costly and ine cient. The forensic event data
recorder (FEDR) [36] was developed to meet investigators' data requirements independently
of manufacturers. This solution aims to provide an EDR that meets all requirements but
only from the investigator's perspective.

Data integrity preservation for investigation purposes in AV has been a goal of several
studies that have presented frameworks based on various forms of technology. Hoque and
Hasan proposed a forensic investigation framework for AVs called the AVGuard tool 3g],
designed for integration with the AV system. The framework assumes that the AV has local
storage to store the log provenance while also communicating with a remote cloud server to
publish the newly created log provenance. A robot operating system (ROS) node collects all
the logs from di erent AV modules.

Oham et al. proposed a distributed digital forensics framework 20], which is based on the
evidence reported by nearby witness vehicles if a vehicle is involved in an accident. Digital
signatures, along with a corresponding certi cate, are used to protect data integrity. Data
exchanges between entities in the framework are stored in a blockchain and used for later
decision-making.

In another approach, T-Box [23] is a trusted real-time automotive data-recording system
comprising a network monitor, generator and recorder. It assumes that the gateway could be
used as a network monitor. The generator reconstructs data provided by the monitor and
delivers it to the recorder, which stores the data. The recorder stores an individual data
entry in a block. These data blocks can then be stored locally or externally or transmitted to
a remote server.

Buquerin et al. [37] o ered a general concept for automotive forensics. Using Ethernet,
their implementation uses the onboard diagnostics interface, the diagnostics over internet
protocol, as well as the uni ed diagnostic services for communication. Liu et al.'s study
aimed to store EDR data safely and away from manipulation. In their scheme 24, data are
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sent to the manufacturer's server, as usual, but the vehicle also uploads the EDR data to a
cloud server and sends the evidence of storage to the nearby vehicle through a vehicular ad
hoc network.

Despite these advances, the solutions reviewed in this section exhibit limitations in terms
of storage granularity and access mechanisms. In other words, while they may succeed in
enhancing current data-recording tools in terms of integrity, storage or both, they do not,
within the scope of the reviewed approaches, provide comprehensive availability guarantees
or ne-grained access control mechanisms suitable for multi-stakeholder environments. A
recent advance in forensic AV data handling is AVChain R5], which integrates blockchain
with IPFS to enable scalable, secure and veri able crash data. However, while this solution
provides an access mechanism, it follows a one-directional access model, lacking the exibility
required for ne-grained, policy-based, multi-party data interactions. This means that
although data can be veri ed and retrieved, the framework does not fully support a exible,
policy-based multi-party data-sharing model that simultaneously maintains security and
scalability, particularly for post-storage access scenarios.

To conclude, large volumes of historical and forensic data require secure, auditable and
scalable multi-party sharing beyond immediate transaction validation. In addition, AV data
are much beyond forensic data while most of these solutions focus on EDR data. Furthermore,
existing solutions discussed in the literature place limited emphasis on multi-stakeholder
governance, long-term data integrity, and o -chain data storage for non-real-time AV data
sharing, with most e orts focusing primarily on forensic or event-speci ¢ datasets. In addition,
access control mechanisms supporting adaptive, policy-driven management across multiple
organisations remain comparatively underexplored in the surveyed literature.

These identi ed gaps in the existing literature motivated this work, which aims to design
a blockchain-based framework tailored to secure, exible and scalable sharing of non-real-time
AV data. Our approach tackles the challenges of multi-organisational collaboration, access
policy enforcement, data ownership and integration with o -chain data storage, providing a
secure and e cient solution for comprehensive AV data management.

2.5 Summary and Research Gap

AVs generate vast amounts of data, encompassing raw and processed inputs from cameras and
sensors, along with communication exchanges with other vehicles and RSUs. This aggregated
dataset is vital for understanding the context of signi cant events. However, there are two
primary challenges related to data management and accessibility. First, existing systems, such
as EDRs and DSSAD in AVs are often inadequate, even for basic accident-related scenarios
[34]. To address these shortcomings, various solutions have been proposé&8|[20, 37, 23, 24],
focused on enhancing data integrity by assigning di erent levels of trust to recorded data.

Second, the need for AV data spans several sectors, drawing interest from a wide range
of stakeholders, including regulatory bodies, legal authorities, OEMs, suppliers, vehicle
owners, insurance companies, testing agencies, road operators and research&g.[ For
instance, sensor data play a crucial role in diagnostics, enabling AVs to assess both internal
system health and external environmental conditions #0]. This is especially important given
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Table 2.3: Comparison of Solutions for Accident Data Retrieval and Integrity.

[ Category [ Solution [ Key Idea [ Strengths [ Limitations ‘
Safety CAST [108] System-theoretic Systematic failure | High cost; lacks
Analysis accident analysis identi cation uni ed framework
Models

FRAM [109] Socio-technical Handles complex | High  cost; lacks
interaction analysis systems uni ed framework
Forensic AVGuard Tool |ROS-based log | Modular logging | Assumes reliable local
Investigation [38] collection to cloud support storage
Frameworks
Distributed DF | Blockchain-based Tamper-proof Requires nearby AVs;
Framework [20] | evidence sharing evidence network overhead
AV Data | Sensor data pipeline for | High- delity Privacy and security
Pipeline [110] crash reconstruction reconstruction concerns
Trusted Data T-Box [23] Real-time vehicle data | Reliable operation Limited privacy
Recording recording support
Generalised Ethernet-based E cient Limited
Automotive diagnostics communication implementation
Forensics [37] details
Forensic Safe EDR | Cloud-based EDR with | Prevents tampering Depends on VANETSs
Data Storage [24] data sharing
Integrity
Integrity AVChain [25] Blockchain + IPFS |Integrity and access | Complex; limited
with  Access data sharing control real-time capability
Control
FEDR [36] Independent forensic | Supports Requires large-scale
data collection investigations adoption

the limitations of current event recording systems and the complex issues of liability and
veri cation in autonomous driving [ 111]. Moreover, AV data are indispensable for analysis
[112], training deep learning models [113], and informing regulatory development [114].

Ensuring that these data are accessible to authorised parties is critical to support
continuous system improvement. This necessitates ne-grained access control mechanisms
that allow secure and responsible data sharing with relevant stakeholders. Accordingly, this
research investigates the e ectiveness of tailored blockchain-based data-sharing approaches
to help bridge the gaps identi ed above.

2.6 Conclusion

This chapter provided a comprehensive overview of autonomous vehicle technology, its key
data challenges, and a review of existing literature. It highlighted the signi cant limitations

in current data-sharing and storage solutions, speci cally in regard to data integrity, security,
and ownership. The analysis of these gaps led to the identi cation of Distributed Ledger
Technology (DLT) and blockchain as a promising approach to overcome these issues. The
foundational concepts of DLT, including cryptographic principles and consensus mechanisms,
were explored as a basis for developing a new, more robust system. This foundational review
directly informs the system requirements and design principles that will be detailed in the
subsequent chapters of this thesis.



Chapter 3

Research Methodology and the
Proposed Solution

This chapter presents the methodology and design of the proposed solution developed for
secure data sharing using HLF. The methodology in this study followed an experimental
research approach. It included problem identi cation, objective de nition, design and
development of the proposed system, and subsequent demonstration and evaluation. The core
of this work was the design and implementation of smart contracts and the manipulation of
endorsement policies within a permissioned blockchain environment. Accordingly, this chapter
contributes to addressing RQla, RQ1b, and RQ1c by identifying the required components,
tools, and mechanisms; clarifying the types, sources, and ow of data within the system;
and demonstrating how the framework can be implemented to integrate these elements in
line with the design requirements. In summary, this research was conducted through a
systematic, experimental, multi-phase methodology. The chapter begins by outlining the
research methodology and tasks 3.1 used to guide the system design, implementation and
evaluation. Following this, it details the proposed system architecture and the conceptual
design 3.2, including the components involved, as well as articulating the rationale behind key
design decisions. The chapter then concludes with a summary 3.4, addressing the chapter's
key points.

3.1 Methodology Tasks

As illustrated in Figure 3.1, the research was conducted through a sequence of interrelated
tasks, each forming a phase of the experimental methodology. These tasks collectively guided
the process from problem identi cation to system evaluation and documentation. The tasks
are described in detail below:

35
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Task 1: Thematic Literature Review and Gap Analysis

This task formed the foundation for Chapter 2, which discussed the background to this thesis,
and involved a comprehensive thematic literature review and gap analysis. The ndings of
this review have been published in [  62]. The literature was systematically categorised
into six key themes to capture the multifaceted landscape of data sharing and storage in the
context of AVs:

1. AV technologies and existing survey research, encompassing studies on the
current state-of-the-art in AV systems and broader survey e orts synthesising progress
across domains.

2. Non-blockchain data sharing mechanisms covering traditional and models that
rely on trusted third parties, federated systems, or other distributed architectures.

3. Blockchain-based solutions for data sharing focusing on decentralised approaches,
consensus mechanisms, and smart contracts aimed at improving data integrity, security
and traceability.

4. Cloud and data storage management approaches investigating the role of cloud
computing, edge computing and hybrid infrastructures in managing large-scale AV
data.

5. AV-speci ¢ data-sharing frameworks exploring tailored protocols and architectures
designed speci cally for autonomous driving environments, vehicle-to-vehicle (V2V)
and vehicle-to-infrastructure (V2I) communication.

6. Security and privacy concerns in data sharing, addressing critical issues such as
data con dentiality, access control, identity management, and regulatory compliance.

Within each theme, studies were critically reviewed to gain a deep understanding of the
current landscape of AV data sharing and storage. This critical review involved several layers
of analysis:

1. Understand current methodologies and technologies used in data sharing and storage.
2. Identify trends, overlaps between approaches and shortcomings.

3. Map out unresolved challenges in AV elds related to secure data sharing, data integrity
and traceability, and ownership.

These layers of analysis ensured that the review was not merely descriptive but critically
evaluative, providing a robust foundation for addressing the research problem.

Subsequently, these insights were critical in de ning the upcoming tasks. This task directly
contributed to RQ1 by establishing the components, mechanisms and gaps that shaped the
design principles of the proposed solution.
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Task 2: De ning the Problem

Based on the thematic review of literature on existing solutions, several critical gaps and
limitations in current AV data-sharing and integrity mechanisms were identi ed. These
included limitations in how AV operational data are securely stored, managed, and shared
among multiple stakeholders. The main gap identi ed has been published in [ 43]
and discussed in the previous chapter. These ndings were constructed to de ne the core
research problem, namely, how e ective a blockchain-based system is as a platform that
ensures secure and traceable data sharing for AVs. This task further aligned with RQ1 by
framing the problem around secure multi-party data-sharing design.

Task 3: Testbed of Existing Solutions

A blockchain-based solution proposed by Budel et al. 115 was deployed in a testbed
environment to evaluate state-of-the-art solutions and explore the e ectiveness of the solution

in ensuring data integrity, availability, and access control under realistic road trial conditions.
Key insights were gained into the practical challenges of incident data management by
observing its limitations. These observations helped identify the technical and functional
requirements for the proposed system, highlighting gaps in current approaches. This task
contributed to RQ1 by identifying the strengths and weaknesses of existing systems that
informed the requirements for the proposed framework.

Task 4: De ning the Requirements

Drawing on both empirical observations from the local testbed and insights gained through the
literature review, a comprehensive set of technical and functional requirements was formulated.
These requirements served as the foundation for designing the proposed blockchain-based
solution, as detailed later in this chapter (see 3.2.1). The goal was to ensure the architecture
would directly address the critical limitations identi ed in existing systems while meeting the
operational needs of secure AV data sharing. This directly supported RQ1 by formalising the
requirements needed to build a secure and scalable framework.

Task 5: Designing a Blockchain-Based Conceptual Model

A conceptual architecture was designed that incorporated blockchain (HLF) and decentralised
storage (IPFS). The design was intended to mitigate the shortcomings of existing solutions
by ensuring secure, auditable and tamper-resistant data exchange, while also supporting
decentralised data access. This task is detailed in section 3.2. The design methodology
and architecture have been published in [ 116].This task addressed RQ1 by proposing
the architecture and identifying the design principles of the framework.



CHAPTER 3. RESEARCH METHODOLOGY AND THE PROPOSED SOLUTION 38

Figure 3.1: Research Methodology.
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Task 6: Prototype Implementation on a Local Test Network

The conceptual model was rst implemented in a controlled, local test environment to validate
key aspects of the system prior to full-scale deployment. This task involved the following:

1. Verifying the functional correctness of individual system modules.
2. Testing inter-module communication and data ow.

3. Identifying and resolving architectural or logical inconsistencies at an early stage.

This task is thoroughly discussed in Chapter 4. In addition, it contributed to RQ1 by
demonstrating how the de ned components could be implemented in practice.

Task 7: Frontend DApp Development

A frontend decentralised application (DApp) was built to provide a user interface for
interacting with the blockchain system. Functionality was rigorously tested through input/output
validation to ensure correct handling of user interactions and blockchain responses. This task
is comprehensively elaborated upon in the frontend implementation section in Chapter 4
section 4.4. This task addressed RQ1 (framework components) and contributed towards RQ3
(usability considerations), which were later evaluated in Chapter 5.

Task 8: Backend and Chaincode Development

Smart contracts were implemented as a chaincode to enforce access control policies, validate
data hashes and integrity proofs, and interact with the ledger state. The chaincode played a
central role in upholding data trust and security guarantees. The detailed implementation is
set out in Chapter 4 (see section 4.6). This task contributed to RQ1 by showing how smart
contracts could be implemented to ensure secure data sharing.

Task 9: Integration

Following the successful veri cation of both frontend and backend components, the system
was fully integrated. Integration testing was conducted to ensure seamless interoperability
between components, transactional consistency and correct execution of work ows across the
blockchain network. This task is presented in Chapter 4 (see section 4.7). This task addressed
RQL1 by validating the integration of framework components into a functional system.

Task 10: Testing

The fully integrated system underwent comprehensive testing to identify any residual bugs,
validate inter-component interactions and con rm the system's ability to enforce de ned
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access policies and data integrity rules. This phase ensured the solution's robustness and
readiness for realistic deployment. Testing task contributed to RQ2 by establishing the baseline
performance of the proposed system.

Task 11: Model Implementation on Hyperledger Fabric (HLF)

Following successful validation in the development environment, the system was deployed on
a distributed HLF test network hosted on Amazon Web Services (AWS). This deployment
allowed the emulation of realistic operating conditions, enabling assessment of the system's
scalability, fault tolerance and performance in a cloud-based distributed setting more
representative of a real-world deployment scenario. This task is detailed in Chapter 4 (see
sections 4.2 and 4.5) and directly contributed to RQ2 by testing scalability and performance
in realistic settings.

Task 12: Experiment and Evaluation

A series of experiments was conducted to assess the system's performance under di erent
conditions. Key performance metrics, such as transaction throughput and latency, were
measured. Additionally, a System Usability Scale (SUS) survey was conducted to capture
user feedback and assess the perceived usability and e ectiveness of the application. This
task is presented in depth in Chapter 5. In addition, it contributed to RQ2 (performance
metrics) and RQ3 (usability evaluation).

Tasks 7 to 12 are also part of the contributions published in [116]

Task 13: Con guration Variants and Tailoring for AV Use Case

To thoroughly evaluate the proposed architecture, multiple con gurations were designed
and tested, each re ecting a distinct combination of system parameters tailored to the AV
data-sharing context. These con gurations varied in terms of endorsement policies to align
with realistic use case requirements. The experimental setup and evaluations for these
con gurations are detailed in Chapters 6 and 7. This work and all its sub-tasks, such

as the veri cation tools, are part of the contributions published in [ 117]. This
task directly addressed RQ2 by assessing scalability limitations and the e ects of endorsement
policy variations.

Task 14: Thesis Documentation

All phases, from problem de nition to evaluation and ndings, were documented. The
outcomes were formulated into this thesis and relevant publications, re ecting the academic
and practical contributions of the work.
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3.2 Conceptual Design of the System

The conceptual design aimed to address limitations identi ed in existing AV data-sharing
approaches, particularly the lack of ne-grained access control and secure multi-stakeholder
data management. Subsequently, the requirements and component mapping are identi ed
and described in this section.

3.2.1 System Requirements

To design a secure and scalable data-sharing platform for autonomous vehicles, it is essential to
rst identify the system requirements. These requirements de ne the fundamental properties
and constraints that the system must satisfy in order to ensure trust and e cient operation.
They serve as the foundation for mapping system components and guiding the overall
architectural design. These requirements were derived from the ndings of the thematic
literature review and gap analysis presented earlier in this chapter (Task 1) 3.1, together
with empirical insights obtained from the evaluation of existing solutions in the testbed
environment (Task 3), as discussed in (Task 4). The key requirements are as follows:

1. Immutability: Ensuring data consistency, versioning, and protection against tampering
through immutable records. This is particularly important in a multi-stakeholder
environment, so that participants can ensure accountability and veri ability.

2. Transparency: Transparency ensures that authorised stakeholders can verify data
transactions and system operations. In a multi-stakeholder environment such as AV
ecosystems, transparency improves accountability by allowing participants to observe
how data are registered, accessed and managed within the system.

3. Traceability:

Traceability enables the system to maintain an auditable history of all data-related
operations, including data submission, access requests and policy updates. This
capability allows stakeholders to track the origin and usage of data, supporting auditing,
accountability and regulatory compliance.

4. Security: Including robust authentication, encryption and ne-grained access control to
safeguard sensitive AV data. Since the data may include stored AV datasets such as
sensor logs, accident reports, or other post-operation records, they must be protected
against unauthorised access. A secure system ensures that only approved stakeholders
can retrieve or contribute data based on de ned permissions.

5. Scalability: AVs generate large volumes of data, and the system must scale to support
these data, and multiple users and organisations.

6. Reliability: The goal is to design high availability and resilient distributed computing.
For stakeholders to depend on the system for decision making, the platform must ensure
that data are consistently available. Reliability supports continuous operations and
fosters trust in the platform's robustness.
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7. User-Friendliness: Prioritising intuitive user interfaces, responsive design and e ective
error handling to support end users and system operators is critical. Given the diversity
of stakeholders, including non-technical users, a user-friendly interface is needed to
ensure accessibility and smooth interaction with the system, reducing training overhead
and minimising human error.

These requirements directly inform the selection of system components and technologies,
as described in the following subsection.

3.2.2 System Components and Architecture

The proposed system architecture consisted of three main modules, each selected based on
its ability to meet the system requirements e ciently, as summarised in Table 3.1. The
table presents a mapping between each requirement and the component(s) responsible for its
implementation. The components were chosen after an in-depth study of current alternatives,
focusing on the speci ¢ needs of secure, scalable and decentralised data sharing, illustrated in
Figure 3.2 and described below.

Figure 3.2: System Components.

- Web Module: A DApp enabling stakeholders, each with speci ¢ attributes, to register
and interact with the system, performing actions such as uploading or requesting data.
This module provides an intuitive interface essential for usability in AV ecosystems.
A web-based DApp was preferred over a traditional platform to ensure platform
independence, streamlined updates and seamless integration with blockchain networks.

- Storage Module: Utilising the IPFS to store large datasets securely and scalably,
the data are indexed using content-addressable hashes. IPFS is adopted instead of
centralised cloud storage solutions as it provides a decentralised, tamper-resistant, and
scalable le-sharing mechanism, making it suitable for environments involving multiple,
potentially untrusted stakeholders [118§. Compared to alternative decentralised storage
systems, such as Swarm8p], and BitTorrent [ 87], the IPFS o ers a more mature
implementation, better community support and easier integration with blockchain
platforms [89]. Its use of content-addressable storage enables built-in tamper detection,
with any change in le content resulting in a new unique hash.
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- Network Module: In the architecture built on HLF, this module ensures decentralisation,
access control and immutable record-keeping. Smart contracts (chaincode) manage
permissions and data integrity.

HLF was selected for this work based on a layered rationale aligned with the system
requirements. First, permissioned blockchains were selected over public or permissionless
approaches, such as Ethereum, due to the nature of AV ecosystems. These ecosystems
typically involve a consortium of trusted or semi-trusted stakeholders, including, for
example, regulators, manufacturers, insurers and suppliers, who require controlled
access and collaborative governance. This diers from a permissionless blockchain,
which allows unrestricted patrticipation. In addition, public blockchain su ers from
higher latency and vulnerability to network attacks, whereas permissioned systems
enforce strict membership rules and role de nitions, signi cantly enhancing security
and resilience L19. This is an important quality in handling data of a sensitive nature
such as in AVs. The model chosen supports scalability, privacy and e cient access
control, all of which are crucial for AV data exchange scenarios [120, 121].

Second, among permissioned platforms, HLF was chosen due to its superior performance
characteristics in scalable and robust environments. Several studies have highlighted
the adaptability of HLF in diverse industrial use cases, demonstrating its ability
to support ne-grained access control and complex trust models 119, 127. Unlike
other permissioned platforms, HLF o ers native support for pluggable consensus,
channel-based privacy and scalable transaction processing, making it particularly
well-suited for decentralised applications that require both performance and strong
governance [121].

Third, within the Hyperledger ecosystem, Fabric was selected over alternatives like
Sawtooth and Indy due to its modular architecture, higher throughput and support for
selective data visibility. In addition, Fabric o ers a broader balance of enterprise-relevant
features, including crash fault-tolerant ordering, ne-grained access policies and e cient
transaction processing 120. This makes Fabric the most suitable choice for complex,
multi-stakeholder systems requiring both performance and security.

In addition, Execute-Order-Validate (EOV) architecture is a core di erentiating feature
that sets Fabric apart from other permissioned platforms, such as Corda, Quorum
and Besu, and also other Hyperledger options, such as Sawtooth. In multi-stakeholder
environments like AV ecosystems, this architecture enhances system scalability and
resilience by enabling parallel transaction execution and isolating faults. This separation
allows faults or invalid transactions to be isolated before they can a ect the ledger state.
It also reduces the risk of non-deterministic transaction failures because its design forces
smart contracts to be deterministic, ensuring all peers produce the same output.
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Table 3.1: Mapping System Requirements to Components.

Requirement Mapped Component(s)

Immutability Network module (HLF, smart contracts); storage
module (IPFS hash referencing)

Transparency Network module (HLF distributed ledger providing
auditable transaction visibility)

Traceability Network module (HLF distributed ledger maintaining

immutable transaction history); storage module (IPFS
hash referencing)

Security Network module (Attribute-Based Access Control,
encryption)

Scalability Storage module (distributed IPFS); network module
(modular architecture of HLF)

Reliability Storage module (replication in IPFS); network module

(resilient peer-based infrastructure)
User-Friendliness | Web module (frontend DApp with user role awareness
and responsive interaction)

3.2.3 Scenario and Use Cases

This section presents a representative scenario and detailed use cases that demonstrate how
di erent system components and actors interact within the implemented architecture. These
use cases highlight the application of ABAC, IPFS and HLF features in supporting secure,

auditable access and data management.

Motivation Scenario

The motivation scenario presented in Figure 3.3 outlines the development of an integrated

system that enables controlled access for stakeholders.

1. Dierent Data Sources: Vehicles generate diverse types of data, including V2I, V2V,

V2P, V2X and V2N. Collecting these data from multiple sources provides a rich,
multi-dimensional picture of vehicular environments.

. Data Collecting and Storing: The collected data, both raw and processed by the AV
system, cloud infrastructure, or edge computing, are stored in backend storage systems.

. Potential Data Stakeholders: Various stakeholders, such as manufacturers, suppliers,
regulators, insurance companies, researchers and accident investigators, require access to
these data for diverse purposes, including vehicle innovation, safety analysis, regulation
enforcement, liability investigation, risk assessment and academic research.

. Data-Sharing Platform: Since multiple organisations need access to the data, it is
crucial to have multi-organisational stakeholder engagement and ne-grained data
access control. This ensures that each entity can access the data set required for their
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Figure 3.3: Motivation Scenario. The gure illustrates the need for a multi-stakeholder
ecosystem where (1) diverse vehicular data, such as V2I, V2V, V2P, V2N and V2X, are
collected from autonomous systems and (2) stored via cloud infrastructures. (3) Several
stakeholders, such as manufacturers, insurers, regulators and researchers, need these data for
di erent purposes. (4) A dedicated data-sharing platform enables secure, ne-grained access
control for stakeholders, providing insights that drive continuous technological improvements
and creating a feedback loop that enhances vehicle systems technology, safety and policy
development.
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role without compromising privacy or security. To facilitate secure, controlled and

e cient sharing of vehicle data among multiple stakeholders, a dedicated data-sharing
platform is necessary. It acts as an intermediary, ensuring appropriate access and data
governance.

5. Feedback Loop: By providing controlled access to vehicular data, the platform empowers
stakeholders, such as manufacturers, researchers and suppliers, to analyse real-world
driving conditions, communication patterns and accident data. Insights gained from data
analysis fuel the development of improved vehicle systems, enhanced safety protocols,
more e cient communication technologies, and advanced driver assistance features.
Subsequently, the improved technologies are deployed back into vehicles, and new
and richer data are generated from updated sensors and communication mechanisms.
This ongoing loop results in iterative re nement of vehicle technologies and data
analytics methods, fostering innovation and improving safety, e ciency and performance
standards.

As a result, each participant in the ecosystem bene ts. For example, manufacturers create
superior products, regulators craft better policies, insurers can more accurately price risk,
researchers gain access to real data and consumers enjoy safer, smarter mobility.

Scenario Overview

In the proposed platform, stakeholders representing various organisations require a secure and
decentralised mechanism to share AV data. The system enables them to register and upload
datasets to the IPFS, de ne ne-grained access policies and retrieve datasets via approved
access. All operations are performed through a web interface and recorded immutably on the
HLF blockchain, ensuring traceability and compliance. To better illustrate the functionality

of the proposed platform, the following subsections describe representative use cases and
interactions between system actors. These use cases capture the roles of administrators,
stakeholders, and the underlying modules, highlighting how access control, data sharing, and
blockchain integration are achieved in practice. Each use case is presented in the form of
diagrams and step-by-step ows to clearly demonstrate the operational behaviour of the
system.

Actor-Centric Use Case

1. Use Case 1: Figure 3.4 presents the Actor-Centric Use Case Diagram for Administration,
which comprises the following:

- Actors: System administrator (admin).

- Description: Admin approves the registration of new stakeholders and issues
digital certi cates using the CA.

- Flow:
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Figure 3.4: Actor-Centric Use Case Diagram for Administration. This diagram
illustrates the interactions of the \admin" actor with core system functionalities.

(a) Admin logs in via the frontend and accesses the pending registrations list.
(b) Admin reviews the user details and selects either \Approve" or \Reject".
(c) If approved, the backend sends the registration request to the Fabric CA.
(d) If rejected, a noti cation is sent to the user.

(e) Admin can block or remove users if needed.

(f) Admin initiates logout, and the system invalidates the session.

2. Use Case 2: Figure 3.5 illustrates the Actor-Centric Use Case Diagram for the User,
which is as follows:

- Actors: System user.

- Description: The system user interacts with the platform to perform essential
actions, such as registering, logging in, uploading les to the IPFS, assigning or
updating access policies, requesting access to data and logging out. These actions
are governed by attribute-based access control enforced by the HLF.

- Flow:

(&) The user visits the platform and submits a registration request by lling out
personal and role-speci ¢ details.

(b) After approval from admin, the user receives login credentials.

(c) The user logs into the system using email and a password.

(d) Upon successful authentication, the system grants access to the dashboard.
(e) The user can:

- Upload les to the IPFS and de ne access control policies.
- View previously uploaded data and associated metadata.
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Figure 3.5: Actor-Centric Use Case Diagram for the User. This diagram illustrates
the interactions of the \user" actor with core system functionalities.

- Request access to a speci ¢ dataset.
- Receive permission (or denial) based on ABAC policy evaluation.
- Retrieve approved les from the IPFS using the hash provided.

(f) The user logs out and the system ends the session securely.

Functional Use Case

Figure 3.6 presents the use case diagram for the proposed system, capturing the main
interactions between users (new, authenticated, admin) and the system functions. The
diagram outlines key functionalities, such as registration, digital certi cate issuance, dataset
upload, policy management and data access. Notably, the Data Retrieval use case is
conditionally triggered upon a Data Access Request only if the user is authorised. In addition,
the interaction with an external blockchain CA is also included to highlight the integration

of digital identity management.

1. Use Case 1: User Registration Request Submission
Actors: New user
Description: A new user submits their details through a registration form. The request
is stored as pending until reviewed by admin.
Preconditions: The system is live and accessible to the public.
Flow:
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Figure 3.6: Functional Use Case Diagram. The gure illustrates the system design and
work ow.
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(a) The user visits the registration page.

(b) The user completes the following information.
- username
- email
- password
- organisation
- role or attribute.

(c) The user submits the form.
(d) The system stores the request in a \pending" queue/database.

2. Use Case 2. User Registration and Identity Provisioning

Actors: System administrator, certi cate authority (CA)

Description: A system administrator approves the registration of new stakeholders and
issues digital certi cates using the Fabric CA.

Preconditions: - The Fabric CA is active.

- Admin is authenticated.

Flow:

(&) Admin logs into the frontend and accesses the pending registrations list.
(b) Admin reviews the user details and selects either \Approve" or \Reject".

(c) If approved, the backend sends the request to the Fabric CA. Then the CA is
responsible for:
i. validating the identity of the stakeholder.
ii. issuing the corresponding digital certi cate.
iii. and updating the Membership Service Provider (MSP).

(d) If rejected, the system sends a rejection noti cation to the user.

3. Use Case 3. File Upload and Policy Assignment
Actors: Authenticated stakeholder user
Description: A registered user uploads a le to the IPFS and assigns access control
policies based on their roles or attributes, along with metadata.
Preconditions: The user is registered and authenticated.
Flow:

(a) The user selects a le and de nes access policies via the frontend.

(b) The le is uploaded to the IPFS, generating a unique hash.

(c) IPFS Hash (CID) along with the Metadata (File description, Timestamp, Uploader
ID, Access control policy) are submitted to the blockchain.

(d) Chaincode validates the user's attributes and writes the metadata on-chain.

4. Use Case 4. Data Access Request

Actors: Registered stakeholder

Description: A user requests access to a speci ¢ dataset and is granted access if their
attributes match the access policy stored on-chain.

Preconditions: File metadata and access policies exist on the blockchain.

Flow:
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(a) The user browses the available datasets and requests access to the needed one.
(b) Chaincode evaluates the request based on:

- The user's certi cate attributes.

- The de ned access policy for the data.

(c) If authorised, the system returns the IPFS hash.
(d) If not authorised, the system sends a noti cation.

5. Use Case 5: Data Retrieval
Actors: Authorised stakeholder
Description: After being granted access, a user can retrieve a le using the IPFS hash.
Preconditions: The user holds valid authorisation.
Flow:

(a) The system returns the IPFS hash and directs the user to the IPFS interface.
(b) The IPFS returns the requested content.

6. Use Case 6: Policy Update by User
Actors: Authenticated stakeholder
Description: The data owner user modi es the access policy of an already uploaded le.
Preconditions: The user is authenticated and owns the dataset.
Flow:

(a) The user logs in and selects the le to manage.

(b) The user de nes a new access policy, such as modifying roles or organisations
allowed access.

(c) The system veri es the user's rights (using Attribute-Based Access Control,
checking roles and ownership embedded in the user certi cate).

(d) The system updates the access policy securely on-chain by invoking the chaincode,
which stores the updated policy in the ledger state.

Access Control Use Case Flow

This use case illustrates the conceptual design of the integration of ABAC into a permissioned
blockchain system to enforce ne-grained access to sensitive data.

Actors: Authenticated stakeholder
Description: This use case describes how the ABAC model is incorporated into the system
design to manage user permissions dynamically.
Preconditions: - The user has a digital identity issued by the CA and a set of attributes
(organisation, role, level) associated with it.

- Access policies for each dataset have been de ned by the owner and stored on-chain.
Flow:
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1. The user interacts with the DApp to request access to a speci ¢ dataset. This request
includes the user's identity and the requested resource.

2. The system extracts attributes (role, org, level) from the user's X.509 certi cate via
Fabric APlIs.

3. Access policies are logical rules encoded in chaincode; for example, access to th®AR
Front 01) sensor data may be restricted to users with the role of investigator in Org2.

4. If the attribute conditions match the access policy, the user is granted access. If not,
access is denied.

5. If access is granted, a content-addressed hash (not the actual data) is returned. The
user can then retrieve the data from the IPFS using that hash, adhering to the key
design principles of secure, o -chain storage and veri able integrity.

3.3 Implementation Scope of This Research

This thesis builds on the blockchain infrastructure provided by HLF and its standard
deployment templates. While the underlying blockchain network components (e.g., peers,
ordering service, and membership services) follow the architecture provided by the framework,
several key elements of the proposed system were designed and implemented as part of
this research. These include the development of the smart contracts responsible for data
integrity and access policy management (e.g., Savbash, Gitipfs_hash, and UpdatePolicy),
the integration with o -chain storage using IPFS, and the design of customised endorsement
policy con gurations. In addition, the application logic and experimental evaluation scenarios
were implemented speci cally for this work. Performance benchmarking was conducted
using the framework provided by Hyperledger Caliper, while the workload con gurations and
test scenarios were designed for the proposed system. The implementation details of these
components are described in Chapter 4.

3.4 Conclusion

This chapter presents the conceptual design of the proposed access control system, which
combines blockchain, the IPFS and DAap, together with privileges from the ABAC mechanisms,
to ensure secure and veri able data sharing. The design is structured to enable interoperability
between the blockchain ledger, o -chain data storage and access control logic. In addition,
the chapter describes the phased methodology followed during the system's development and
has outlined the core design requirements derived from the literature. It has also mapped
system components to the de ned requirements and introduced a representative use case to
demonstrate how attribute-based access control is conceptually embedded within the system.
This design chapter provides the foundation for the implementation and evaluation stages,
which will be covered in the following chapters.



Chapter 4

System Implementation

Based on the principles of system design illustrated in the previous chapter, this chapter
presents a comprehensive description of the proposed system implementation. It details
the system components, modules and key algorithms that together propose secure and
access-controlled data sharing across multiple stakeholders. Speci cally, this chapter addresses
Research Question RQ1d by demonstrating how the identi ed components are integrated
and implemented to meet the design requirements. It focuses on the implementation of
the components developed in this research, as outlined in Section 3.3, including the smart
contracts, application logic, and system integration.

This chapter begins with 4.1, which provides an overview of the system architecture.
It continues with the Technology Stack and Deployment Details (4.2), followed by the
System Work ow (4.3) describing the system processes. Next, Frontend Implementation (4.4)
details the frontend design, while Blockchain Network Con guration (4.5) and Chaincode
Implementation (4.6) explain the blockchain setup and smart contract development. The
chapter also covers Integration and Interactions (4.7) between components, describes the
Data Set (4.8). In addition, the benchmarking tools setup is presented in 4.9, including
Caliper Con guration and Benchmarking Setup 4.9.1) and Performance Evaluation Using k6
4.9.2. Then, the key assumptions are outlined in (4.10). Finally, the chapter concludes with
the Key Challenges (4.11) faced during implementation.

4.1 Functional Architecture

To achieve the study objectives, the system was implemented based on the requirements
for scalability, security, usability and seamless integration with blockchain and distributed
storage components. This section addresses the high-level system architecture, illustrating
the key components as follows:

- Frontend (React.js). Users interact with the platform via a React-based web interface
that facilitates data input, le upload and transaction submission. It provides real-time
feedback and validates user inputs before sending requests to the backend. React.js was
chosen because it enables responsive, component-based user interfaces and provides e ciency
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in handling dynamic updates, which aligns with the system's usability and performance
requirements.

- Backend (Node.js). This acts as middleware, processing frontend requests, validating
data and permissions, and invoking HLF chaincode through Fabric SDK. It also manages
communication with the MySQL database and the IPFS network. Node.js was selected for
the backend due to its asynchronous, non-blocking I/O model, which supports scalability and
e cient handling of multiple concurrent requests. Its alignment with the chaincode language
also simpli es development and integration.

- Hyperledger Fabric (HLF) Network. This comprises ve organisational peers,
orderers and a CA. It enforces multi-organisation endorsement policies and executes chaincode
(smart contracts) to maintain an immutable ledger of transactions, user roles and le metadata.
Hyperledger Fabric is used as the underlying blockchain platform, providing permissioned
identity management, endorsement policies, and smart contract execution.

- Access Control Model. The system adopts an Attribute-Based Access Control
(ABAC) model, implemented through Hyperledger Fabric's support for X.509 certi cate
attributes. Access decisions are enforced within the chaincode by evaluating attributes such
as user role and organisational a liation at the time of each transaction. This approach
enables exible and ne-grained control over data access in a multi-organisational environment.
Furthermore, access policies are de ned by the data owner during data upload and can be
updated dynamically, ensuring that control over shared data remains decentralised and
adaptable to changing requirements. The implementation de nes three levels of roles
inside the organisation: admin, employee , and investigator. These roles were selected
to model a simpli ed yet realistic hierarchy of stakeholders involved in AV data sharing. The
admin represents system governance and identity management, the employee represents data
producers within organisations, and the investigator represents auditing entities requesting
access.

- Chaincode (Smart Contracts). Implemented in JavaScript (Node.js) and running
within Docker containers on peers, this enforces the ABAC dynamically by extracting
roles/attributes from user certi cates and validating permissions during transactions. Chaincode
was developed in Node.js to maintain consistency with the backend technology stack, reducing
integration complexity and enabling rapid development while ensuring strong enforcement of
access control policies.

- InterPlanetary File System (IPFS, via Pinata). This comprises a decentralised
le storage system in which uploaded les are stored and pinned to guarantee availability.
The IPFS Content Identi er (CID) is recorded on-chain, providing tamper-proof references
to the actual content. IPFS is used for decentralised o -chain storage of datasets, where les
are stored and referenced via content identi ers (CIDs). Pinata was used for reliable pinning
services to guarantee le persistence.
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- MySQL Database. Relational o -chain database holding transaction metadata
and le references to complement ledger queries. While IPFS provides decentralised,
content-addressable storage for les, it does not support structured data management or
application-level state handling. In this system, MySQL is used to manage application data,
such as user registration requests and frontend related information that is not appropriate
to store on-chain. This separation ensures that the blockchain is reserved for immutable
and veri able records (e.g. IPFS hashes), while MySQL supports lightweight, mutable
application logic. As such, the database acts as a complementary component to improve
system organisation and usability, without a ecting the trust model or decentralisation of
the core data-sharing process

This architecture facilitates secure, transparent, and auditable data management without
centralised control, meeting the research goals of decentralisation, access control, and
multi-organisational governance.

4.2 Technology Stack and Deployment Details

Following on from the previous section, which presented the functional architecture of the
system, this section focuses on the concrete technologies, frameworks and infrastructure used
to build, con gure and deploy each component.

Programming Languages

1. JavaScript / Node.js v18+: Used for backend services and chaincode logic due to
its asynchronous architecture and native support in the HLF SDK.

2. React.js: Selected for the frontend to deliver a responsive and interactive user
experience.

Frameworks and Tools

1. Hyperledger Fabric (HLF) v2.5.10: The primary blockchain framework for
permissioned data sharing and smart contract execution. It is con gured with ve
organisations and tailored endorsement policies.

2. InterPlanetary File System (IPFS): Used for storing uploaded datasets o -chain,
ensuring content integrity and decentralisation.

3. Pinata: A pinning service used with the IPFS to guarantee le availability.
4. MySQL: Employed for maintaining o -chain metadata and improving search e ciency.

5. Docker V20.10+: A container platform for consistent deployment of all system
components.
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6. Docker Compose V1.29+: It is a tool built on top of Docker that enables de ning
and managing multi-container applications using a single YAML le. It simpli es
orchestration by allowing the start and stop of multiple containers together, con gure
networks, volumes, and environment variables in one place.

7. Caliper v2.5.0: It is a Performance benchmarking tool used to evaluate blockchain
throughput and latency under varying workloads.

8. K6: Itis an HTTP/REST API load testing. K6 scripts can simulate user scenarios
hitting REST endpoints, monitor response times, and identify bottlenecks under high
user loads.

Infrastructure and Platforms

1. Operating System: Ubuntu Linux (20.04 LTS), running on AWS EC2 instances.

2. Hosting Environment: Amazon EC2 (  t3a.2xlarge , 8 vCPUs, 32 GB RAM) used
for hosting the Fabric network, web server and database.

3. Storage: AWS Elastic Block Store (EBS) for persistent data storage for application
data and Docker volumes.

The implementation of the proposed system is built using open-source technologies and o cial
frameworks. In particular, the blockchain layer is developed using Hyperledger Fabric and its
o cial Node.js SDK and chaincode APIs.

The network con guration and initial deployment were based on the o cial Fabric sample
network (fabric-samples/test-network ), which was adapted and extended to support the
multi-organisation architecture and customised endorsement policies required in this research.

4.3 System Work ow

Figure 4.1 presents the system work ow as a sequence diagram, illustrating the interactions
between system components across three main phases: (i) user registration and identity setup,
(i) data upload and blockchain transaction processing, and (iii) data access and retrieval. The
following provides a detailed step-by-step explanation aligned with the numbered sequence in
the gure.

Registration and Identity Setup

- (1) The user initiates the process by submitting a registration request through the client
application. The system supports two main categories of users. a system administrator
and authorised stakeholders. The system administrator is responsible for managing
enrolment and identity issuance through the Hyperledger Fabric Certi cate Authority
(CA), while stakeholders interact with the platform to upload, share, request, and
retrieve data. Each user is associated with an X.509 digital certi cate, and the attributes
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Figure 4.1: System Work ow. diagram illustrating the end-to-end operation of the proposed
system, including user enrolment via Hyperledger Fabric CA, o -chain data storage using
IPFS, on-chain transaction processing and access control enforcement through Hyperledger
Fabric, and authorised data retrieval.
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embedded in this certi cate are used by the chaincode to enforce attribute-based access
control (ABAC).

- (2{3) The client application enrols the user via the Hyperledger Fabric Certi cate
Authority (CA), which issues an X.509 digital certi cate representing the user's identity.

- (4{6) The issued credentials are stored in the user's electronic wallet (eWallet), enabling
secure transaction signing. Relevant metadata may also be stored in the o -chain
database (MySQL).

Data Upload and Blockchain Transaction Processing

- (7{9) The user uploads data through the client application, which stores the le in IPFS
via Pinata. IPFS returns a unique Content Identi er (CID) representing the uploaded
data.

- (10{11) The client application requests a transaction signature from the eWallet, and a
signed transaction is returned.

- (12{14) The client submits a transaction containing the CID and associated access
control policy to the peer nodes, where the chaincode is executed and the transaction
is endorsed.

- (15{17) The endorsed transaction is forwarded to the ordering service, which orders
transactions into blocks and distributes them to peer nodes for validation and commitment
to the ledger.

- (18{19) Once committed, a transaction con rmation is returned to the client application,
and the result is displayed to the user.

Data Access and Retrieval

- (20{21) A user requests access to a dataset by submitting a query containing the data
identi er. The client application forwards the request to the peer nodes to query the
ledger.

- (21{22) The chaincode evaluates the request by enforcing attribute-based access control
(ABAC), checking the attributes embedded in the user's digital certi cate.

- (23) If the request is authorised, the corresponding CID is returned to the client
application.

- (24{25) The client uses the CID to retrieve the data directly from IPFS.
- (26) The retrieved data is presented to the user.

Overall, the work ow demonstrates the integration of o -chain storage and on-chain
veri cation to support secure and e cient data sharing.
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4.4 Frontend Implementation

The frontend of the system is developed using React.js, a widely adopted JavaScript library
for building dynamic and responsive web interfaces. The user interface serves as the primary
entry point for stakeholders to interact with the decentralised system and o ers features such
as user registration, login, data upload with access policies, viewing for all available datasets,
and submission of access requests. React's component-based architecture enables e cient
rendering and state management, making it ideal for integrating with backend APIs and
blockchain events in real time. The rest of this section presents the interface for each use
case in the system.

Admin Dashboard Interface

The admin dashboard is a secure, role-restricted interface exclusively accessible to the
system administrator. It provides a control panel to manage and authorise user registrations,
which acts as a gatekeeping mechanism before invoking the Registélser chaincode function
deployed on the HLF network. This function is responsible for securely writing the user
identity and associating it with their attributes (username, role, organisation) in coordination
with HLF CA to generate the user's digital certi cate. The internal process by which the
administrator veri es the authority or legitimacy of users and stakeholders is considered
outside the scope of this work.

Upon user sign-up, the request is stored in a pending state in the backend database
(MySQL). Pending requests are displayed in a table within the dashboard, as illustrated in
Figure 4.2, showing the username. The admin reviews each request and chooses to approve or
deny it: approve triggers backend logic to contact the HLF CA, register the user, enrol them
and generate a digital identity certi cate; deny marks the request as rejected, no certi cate
is issued, and the user is noti ed of the decision.

(a) Summary view of the admin dashboard (b) Pending and approved requests

Figure 4.2: Admin Dashboard.

User Authentication Interface
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The user authentication ow is designed to ensure secure entry into the system. Users
initiate the registration and login process through a dedicated form-based interface. Upon
registration, users provide identifying details and select their organisation and role. Users
are processed by the backend to invoke identity creation on Fabric CA. The user interface
supports both new registrations and existing user login, connected to Node.js backend services.
Once successfully authenticated, a session is established, and the users will be able to react
with the authenticated user interface, giving them access to all functionalities, as shown in
Figure 4.3:

- Dashboard: Shows a summary of the les uploaded.
- Data Upload: Where the user uploads a dataset.

- Data List: Where the user can view all the available datasets uploaded by other
stakeholders.

- My Data List: Where the user can explore and make changes to all their own uploaded
data.

- Logout: Where the user logs out and the session ends.

Figure 4.3: Authenticated User Interface After Login.

Data Upload Interface

Authenticated users can submit their encrypted les and de ne custom access control
policies for the data. As shown in Figure 4.4, the uploading interface includes elds for le
selection as follows:

- Title: A short name or label for the dataset.
- Data Type: Speci es the nature of the data, such as the sensor name or category.

- Description: Additional details, including sensor ID, location, or any relevant metadata.
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- Access Policy: De nes the access permissions, specifying which organisations and role
levels within those organisations are allowed to access the data.

These sections are validated before passing to the backend for processing and submission to
the IPFS and blockchain.

Figure 4.4: User Interface for Uploading Data.

Figure 4.5: Dashboard View: Displaying Available Data Lists for Authenticated Users.

Dataset Discovery and Access Request

Users can browse a list of available datasets shared by others within the system. The
frontend queries both the blockchain and the o -chain MySQL database to retrieve le
metadata and determine access permissions. As shown in Figure 4.5, each dataset entry
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includes an access request button. If a user meets the required ABAC rules, the IPFS hash is
returned to the frontend for data retrieval.

Rejected Data Request Interface

When a user submits a request to access a dataset in the interface previously shown, it
is processed by chaincode logic based on ABAC policies. If the request is rejected due to a
policy violation (e.g. missing required attribute, unapproved organisation), a noti cation of
the decision is displayed to the user, as illustrated in Figure 4.6

Figure 4.6: Rejected Data Request Interface and User Noti cation

These frontend components, supported by client-side validation and interactive design,
ensure a seamless and secure user experience. The above gures illustrate the key elements
of the user journey, from registration to data upload and policy de nition.

4.5 Blockchain Network Con guration

This section outlines the con guration of the HLF network used in the system, including
the organisations, peers, ordering service, consensus mechanism, state database and identity
management components. The network was deployed on a Linux/amd64 environment using
Docker containers, running HLF version 2.5.10 (Commit SHA: 1a81040), with Go version
1.23.1. The Docker base label wasrg.hyperledger.fabric , within the o cial Hyperledger
namespace. These details ensure consistency with the recommended Fabric standards.

45.1 Peers and Organisations

The HLF network con guration evolved in two phases:

- Phase 1. A minimal setup of three organisations, each hosting a single peer node.
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This con guration was used for initial functional testing and baseline performance
evaluation.

- Phase 2. Based on the insights gained in Phase 1, the hardware and software
components were upgraded, and the network was scaled up to ve organisations, each
still maintaining one peer node. This more realistic con guration re ects typical
multi-organisational collaborations and was used for evaluating performance and
scalability under broader access and endorsement scenarios.

All peer nodes act as both:

- Endorsing peers, which execute chaincode and endorse transactions, depending on
the de ned endorsement policy.

- Committing peers, which validate and commit transactions to the ledger.

This setup ensures decentralisation of responsibility while maintaining a manageable infrastructure
for testing. Although each organisation is limited to one peer for resource e ciency, in
production environments, multiple peers per organisation are recommended for fault tolerance,
resilience, and load balancing.

4.5.2 Ordering Service

The network uses a single orderer node con gured with the Raft consensus protocol. Although
Raft supports crash fault tolerance when deployed across multiple orderer nodes, this
system utilises a single-orderer con guration. This choice is justi ed by the controlled
testing environment and the experimental nature of the system. The primary goal of the
deployment is to assess system functionality, integration and performance under realistic
but manageable conditions, rather than to achieve full production-grade fault tolerance.
Deploying a single orderer signi cantly simpli es network setup and reduces operational
overhead, which is particularly bene cial during iterative development phases. It also lowers
resource consumption, a key consideration when using cloud-based infrastructure with limited
computational resources. However, it is important to mention that this setup introduces a
potential single point of failure. In a production scenario, this limitation can be mitigated by
scaling the ordering service to a multi-node Raft con guration, enabling high availability and
fault tolerance. Additionally, the use of a single-orderer deployment may result in optimistic
latency and throughput measurements, as it does not incur the communication and consensus
overhead present in multi-node ordering services. Therefore, the reported performance results
should be interpreted as indicative of prototype-level behaviour rather than a fully distributed
production deployment. This limitation is further acknowledged in Chapter 9.

45.3 Network and Protocol Parameters.

The ordering service in Fabric determines when to cut a block based on time, transaction
count, and block size thresholds. In this system, the default Fabric con guration was used,
as shown in Table 4.1.
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Table 4.1: Orderer block cutting parameters (default con guration).

Parameter Value

BatchTimeout 2s
MaxMessageCount 10 transactions
AbsoluteMaxBytes 99 MB
PreferredMaxBytes 512 KB

In practice, this means that a block is created either every two seconds, once ten
transactions have been received, or when the size of pending transactions reaches the speci ed
thresholds. These parameters were adopted in this system to provide a well-balanced baseline
between transaction latency and throughput. In addition, they are recommended by Fabric
documentation and widely used in prior research, making them suitable for benchmarking
and comparative evaluation. Using default values also ensures that the observed system
performance is not biased by aggressive tuning, allowing a fair assessment of the proposed
architecture. While these defaults were su cient for our experimental deployment, they can
be tuned in production systems depending on workload requirements (e.g., reducing latency
by lowering the timeout, or increasing throughput by raising the transaction count).

4.5.4 Consensus Algorithm

The ordering service in this system is based on the Raft consensus algorithm. Raft was
selected over older alternatives, such as Solo, which is limited to single-node development use,
and Kafka, which introduces additional external dependencies and complexity. In particular,
Raft o ers several advantages that make it suitable for both current testing and future
production deployments, as follows:

- Suitability for production environments and future scalability due to its capacity for
crash fault tolerance with multiple orderers.

- Its native integration with Fabric, eliminating the need for third-party components.

- A simpli ed setup compared to older options like Kafka.

Overall, Raft provides a modern, robust and Fabric-aligned consensus mechanism that
facilitates smoother network evolution than other options. This choice ensures that while the
current setup remains lightweight for testing, it can be easily extended to a production-ready
con guration by adding orderers.

455 State Database

Each peer node is con gured with CouchDB as the state database. CouchDB o ers a exible
and document-oriented data storage solution, enabling enhanced data visibility, auditability
and complex querying capabilities compared to the default LevelDB, which is a key-value
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store with limited query support. The use of CouchDB was particularly advantageous for
this project because it enabled rich queries over asset attributes, supporting Attribute-Based
Access Control (ABAC) enforcement and enabling audit-friendly data retrieval. In addition,
CouchDB is better suited for applications that require complex access patterns or integration
with external systems. This setup facilitates easier tracking of transactions and supports
advanced data operations.

4.5.6 Membership and Identity (MSP)

Identity and access control across the network are managed through the Membership
Service Provider (MSP) framework, which relies on certi cates issued by the Hyperledger
Fabric Certi cate Authority (CA). In this system, the default Fabric CA was used to issue
X.509 digital certi cates for peers, orderers, and client applications. The CA also provides
administrative certi cates for organisation administrators and manages certi cate revocation
through a Certi cate Revocation List (CRL). In the context of our system, the integration
of the MSP and CA is critical because the entire framework depends on Attribute-Based
Access Control (ABAC) to regulate data access and policy updates. Without this mechanism,
ABAC-based enforcement would lack trustworthiness and consistency, undermining the ability
of the system to securely di erentiate roles, responsibilities, and levels of authority among
stakeholders.

The work ow for identity management proceeds as follows:

- Registration: Users and components (peers, orderers) are rst registered with the
CA, which generates their enrollment credentials.

- Enroliment: The CA then issues a digital certi cate and corresponding private key.

- MSP Integration: These certi cates are stored in the organisation's local MSP
directory, which contains root and intermediate CA certi cates, node-speci c keys,
and organisational policies. This ensures that every entity in the network can be
authenticated and authorised consistently.

Applications interact with the blockchain network using the Hyperledger Fabric Gateway
SDK for Node.js. The SDK retrieves a user's identity from a local wallet or keystore (populated
during enroliment) and authenticates it against the target organisation's MSP before allowing
interactions with peers or orderers. This ensures that all client requests are cryptographically
bound to valid organisational identities.

In addition, the MSP plays a central role in transaction validation, which is particularly
important in our case of customised Endorsement Policies (EPs). Because EPs de ne
which organisations must endorse a transaction, peers and orderers must be able to verify
that endorsements come from the correct, trusted organisations. The MSP ensures that
endorsement signatures correspond to valid organisational identities and that the rules of the
EP are strictly enforced.
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4.6 Chaincode Implementation

This section outlines the core chaincode modules developed for the system. Each function is
responsible for managing data storage, access control, or policy updates in alignment with
the system requirements.

1. AssetExists
Purpose: Checks whether a speci ¢ asset with a given ID exists in the ledger.

Inputs/Outputs:

- Input: id.

- Output: Boolean (true if asset exists, otherwise false)
Method: Uses ctx.stub.getState(id) and returns \true" if the response is non-empty.
Key Snippet:

async AssetExists(ctx, id) {

const assetJSON = await ctx.stub.getState(id);
return assetJSON && assetJSON.length > O;

}

2. CreateAsset

Purpose: Creates and stores a new asset in the ledger.
Inputs/Outputs:

- Inputs: id, user _id, unique _name, data, owner
- Output: Transaction ID and stored asset as JSON

Method: Constructs an object and stores it using putState.
Key Snippet:

async CreateAsset(ctx,id, user_id, uniqgue_name, data, owner) };
await ctx.stub.putState(id, Buffer.from(JSON.stringify(asset)));

3. ReadAsset

Purpose: Retrieves a stored asset from the ledger.
Inputs/Outputs:

- Input: id
- Output: JSON string representing the asset

Method: Uses getState, with error handling if asset does not exist.
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async ReadAsset(ctx, id) {

const assetJSON = await ctx.stub.getState(id);

if (lassetJSON || assetJSON.length === 0) {
throw new Error("The asset ${id} does not exist’);

}
return assetJSON.toString();

}

While AssetExists, CreateAsset, and ReadAsset follow standard patterns
derived from the Hyperledger Fabric chaincode programming model and
o cial documentation, their implementation here has been adapted and
extended with custom elds and logic to support the proposed ABAC-enabled
data sharing system.

4. Register _User

Purpose: Registers a new user identity on the blockchain ledger.
Inputs/Outputs:

(a) Inputs: email, username, role, organizations
(b) Output: Transaction ID and user data

Method: Creates and stores user pro le using email as the key.

Listing 4.1: JavaScript implementation of the Register _User function, which stores a new
user's identity and associated details on the Hyperledger Fabric ledger

const asset = {
email: email,
username: username,
role: role,
organizations: organizations

3

await ctx.stub.putState(email, Buffer.from(JSON.stringify(asset)));

5. SaveHash

Purpose: Stores a data hash (e.g. IPFS CID) with metadata.
Inputs/Outputs:

- Inputs: id, user _id, ipfsHash, type, role, organisations
- Output: Transaction ID and metadata

Method: Writes structured metadata into the ledger.
Listing 4.2: JavaScript implementation of the Save Hashfunction, which stores a data hash

(e.g., an IPFS CID) along with associated metadata on the Hyperledger Fabric ledger using
the id as the unique key.
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const asset = {
id: id,
user_id: user_id,
ipfsHash: ipfsHash,
type: type,
role: role,
organizations: organizations

3

await ctx.stub.putState(id, Buffer.from(JSON.stringify(asset)));

6. Getipfs _Hash

Purpose: Retrieves IPFS metadata for a given asset, with access restricted based on
client identity attributes.

Inputs/Outputs:

- Input: id | the unique identi er of the asset.
- Output: JSON string representing the asset's IPFS hash metadata.

Method:

- Uses HLF's Clientldentity object to inspect the invoking client's attributes.

- If the client's orgnisation, or role attribute, is not present or does not belong to
allowed roles (admin, employee, or investigator), access is denied.

- If the client is authorised, the function retrieves the asset from the ledger and
returns its IPFS hash metadata.

Access Control: Implements attribute-based access control (ABAC) using Clientldentity
This access control logic is encapsulated within an additional wrapper contracABACWrapper
which calls the underlying GetipfsHsh function only if the access conditions are met.

Key Snippet from ABACWrapper.js:

Listing 4.3: JavaScript implementation of the GetIPFSHashWithABA@inction, which enforces
attribute-based access control (ABAC) before retrieving IPFS metadata.
async GetlPFSHashWithABAC(ctx, id) {

const cid = new Clientldentity(ctx);
const role = cid.getAttributeValue('role";

if (frole || ['admin’, 'employee’, 'investigator'].
includes(role.toLowerCase()))

{

throw new Error("Access denied: unauthorized role '${role}");

}

return await this.servicer.GetipfsHsh(ctx, id);




CHAPTER 4. SYSTEM IMPLEMENTATION 69

Key Snippet from the core Get _ipfs _Hash function:

Listing 4.4: Core Getipfs _Hash function that retrieves the asset from the ledger.

const assetJSON = await ctx.stub.getState(id);
if (lassetJSON || assetJSON.length === 0) {
throw new Error('The asset ${id} does not exist’);

}
return assetJSON.toString();

7. Update Policies

Purpose: Updates access policies and metadata for an existing asset.
Inputs/Outputs:

- Inputs: id, user _id, ipfsHash, type, role, organizations
- Output: Updated JSON metadata

Method: Veri es asset existence, then overwrites the state.

Key Snippet:

Listing 4.5: JavaScript implementation of the Update_Policies function, which updates an
existing asset's metadata and access policies on the Hyperledger Fabric ledger.

const exists = await this.AssetExists(ctx, id);

if (lexists) {

throw new Error("'The asset ${id} does not exist’);

}

const updatedAsset = {
user_id: user_id,

ipfsHash: ipfsHash,

type: type,

role: role,

organizations: organizations

I

let txID = ctx.stub.getTxID();
await ctx.stub.putState(id, Buffer.from(JSON.stringify(updatedAsset)));
return JSON.stringify(updatedAsset);

The chaincode modules presented in this section collectively implement the system's core logic
for asset management, access control, and policy enforcement. While some functions, such
as AssetExists, CreateAsset, and ReadAsset, follow standard Hyperledger Fabric patterns,
others, such as Savdlash, Getipfs_Hash, and UpdatePolicies, extend these patterns with
custom logic tailored to the requirements of attribute-based access control and secure data
sharing. A consolidated overview of all chaincode functions, their purposes, and their access
types is provided in Table 4.2.
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Table 4.2: Summary of Chaincode Logic and Access Types.

Function Name Purpose Access Type
AssetEXxists Checks if an asset exists in the ledger Read
CreateAsset Creates and stores a new asset Write
Register _User Registers a new user on the ledger Write
Save Hash Stores the IPFS hash and related metadata Write
ReadAsset Reads a stored asset Read
Get.ipfs _Hash Retrieves IPFS metadata Read
Update_Policies Updates access policy metadata Read + Write

4.7 Integration and Interactions

This section presents how the various components of the proposed system are integrated to
provide a secure and decentralised architecture. It explains the communication protocols,
data exchange mechanisms and tools used to ensure seamless interaction between the system's
layers, including the frontend interface, backend services, chaincode, and on-chain and
o -chain storage.

Communication Protocols and APIs

To ensure reliable and secure communication among components, as illustrated in Table 4.3,
the following protocols and APIs were used:

gRPC: Used internally within the HLF network for P2P communication and between
the chaincode and peer nodes.

RESTful APIs: Exposed by the Node.js backend to allow frontend clients to interact
with blockchain services (e.g. register users, submit hash, update policies).

Fabric SDK (Node.js): Handles identity management, wallet operations, chaincode
invocation and query requests from the client to the blockchain network.

HTTP/S (Pinata API): Used to upload and pin data to the IPFS through authenticated
requests to Pinata's REST API endpoints.

TLS/SSL: All internal and external communications are secured using TLS to ensure
con dentiality and prevent tampering.

Table 4.3: System Communication Summary.

Communication Protocol Tech Used Notes

Frontend $ Backend | HTTPS (REST) | JSON + JWT Secure API calls

Backend $ Fabric gRPC Fabric SDK (Node.js) | Uses X.509 certs and MSP
Backend $ Pinata HTTPS (REST) | Pinata API File upload + hash return
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4.8 Data Set

The system was assessed using the V2X-Sim dataset supplied by Arti cial Intelligence
for Civil and Environmental Engineering (AI4CE) [ 123. Figures 4.7a and 4.7b illustrate
examples of LIDAR point cloud and camera-based perception outputs derived from the
dataset. This dataset consists of simulated vehicle data designed to realistically represent
V2X communication scenarios within urban settings, encompassing interactions among
vehicles, infrastructure and pedestrians.

The dataset was selected primarily for its compatibility with the test environment used
in our evaluation. Its structured format allowed seamless integration into our workload
generation scripts, enabling consistent and repeatable experiments.

The V2X-Sim dataset is organised as a structured collection of les containing LIDAR
recordings, metadata, and annotated perception outputs. In the context of this research, these
les were packaged and uploaded as dataset archives during the experimental evaluation. This
re ects a typical work ow in which autonomous vehicle datasets are shared after collection as
stored les rather than real-time sensor streams. The proposed framework therefore, manages
these datasets by storing the les in IPFS while recording their cryptographic hash values on
the Hyperledger Fabric ledger to ensure integrity and traceability.

It was employed to evaluate the system's scalability and performance under various
endorsement policy con gurations.

(a) LIDAR point cloud for 3D mapping. (b) Camera data with object detection.

Figure 4.7: Examples from the V2X-Sim dataset showing LIiDAR and camera modalities for
autonomous driving.

4.9 Test Environment Setup

This section describes the experimental setup used to evaluate the performance of the
proposed system. Since the design involves storing data les in the InterPlanetary File
System (IPFS) and saving only the corresponding hash values on the Hyperledger Fabric
ledger, two complementary tools were required to obtain a complete performance pro le.
Hyperledger Caliper was employed to benchmark the blockchain network and measure
metrics such as throughput, latency and success rate of the chaincode invoke transactions.
However, Caliper does not capture the performance of data uploads into IPFS, which is
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a critical component of the system. To address this gap, thek6 load testing tool was used
to simulate realistic user behaviour by concurrently uploading les of varying sizes while
measuring throughput, response times, and scalability. Together, these tools provide both
blockchain-level and application-level performance insights, ensuring that the evaluation
covers the full work ow.

4.9.1 Caliper Con guration and Benchmarking Setup

This section outlines the steps and con gurations required to set up HLF Caliper for
performance benchmarking on an HLF network. It includes the necessary con guration les
and JavaScript workload modules used in the benchmarking process.

Prerequisites

The following software components must be installed and properly con gured to enable the
deployment and benchmarking of the Hyperledger Fabric network:

Node.js (v18+)

Docker (v20.10+)

Hyperledger Fabric binaries (v2.5.10)

Caliper CLI

To conduct the benchmarking process, several con guration les and modules are required,
each serving a distinct role in de ning the network and workload scenarios:

A) Network Con guration File: (test-network.yaml)

The purpose of this le is to de ne the Fabric network topology, channel, chaincode and
participating organisations. .This con guration ensures that benchmarking interactions
are correctly mapped to the target blockchain environment. The implementation of
this le is presented in 4.6.

B) Benchmark Con guration File: (config.yaml)  This benchmark le is to de ne the
test scenarios, including transaction types, transaction rates, and the number of workers.
By con guring these parameters, di erent workload conditions can be simulated to
evaluate system performance under varying levels of demand. The implementation of
this le is shown in Listing 4.7.

C) Workload Module: (theworkload.js)  This le, as shown in listing 4.8, is to
simulate a transaction workload, such as querying or invoking any chaincode functions.
It simulates realistic application behaviour by invoking speci ¢ chaincode functions.
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Listing 4.6: Network Con guration

name: Caliper Benchmarks
version: "2.0.0"

caliper:
blockchain: fabric

channels:

- channelName: mychannel
contracts:

- id: mycc

organizations:

- mspid: Org1lMSP

identities:

certificates:

- name: 'Orgl'

clientPrivateKey:

path: '/home/ubuntu/fabric-samples/.../keystore/key_sk'
clientSignedCert:

path: ‘/home/ubuntu/fabric-samples/.../signcerts/cert.pem’
connectionProfile:

path: ‘/home/ubuntu/fabric-samples/.../connection-orgl.yaml'
discover: true

Listing 4.7: Benchmark Con guration

test:

name: saveHash benchmark
gateway: true

workers:

number: 1

rounds:

- label: saveHash
txNumber: 100

rateControl:

type: fixed-rate

opts:

tps: 50

workload:

module: benchmarks/scenario/mycc/theworkload.js
arguments:

numberOfAssets: 100

For each test run, both the benchmark con guration le and workload module are
typically updated, for example, to change the number of users or the chaincode function
being invoked. To illustrate the benchmarking results generated by Caliper, Figure 4.8
shows a sample excerpt of the terminal report from one of the test runs. This summary
includes throughput, latency, and success/failure metrics. These metrics are essential for
assessing the e ectiveness of the proposed system and identifying potential performance
bottlenecks under varying load conditions.
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Listing 4.8: Workload Con guration

74

'use strict';
const { WorkloadModuleBase } = require('@hyperledger/caliper-core’);

class SaveHashWorkload extends WorkloadModuleBase {
constructor() {

super();

this.txlndex = 0;

}

async submitTransaction() {
this.txIndex++;

const assetlD = “asset_${this.txIndex};
const request = {

contractld: 'mycc’,

contractFunction: 'saveHash’,
invokerldentity: 'Orgl’,
contractArguments: [

assetlD,

‘user_${this.txIndex}",
"QmExampleHash${this.txIndex}",
‘document’,

‘auditor’,

'‘OrglMSP!

I
readOnly: false
I
await this.sutAdapter.sendRequests(request);
}

}

module.exports = SaveHashWorkload;

Figure 4.8: Example of Caliper terminal output report.
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4.9.2 Performance Evaluation Using k6

As part of the system evaluation, the performance of the proposed system was validated
using k6. Since gaining full insight into the time taken for IPFS le uploading is crucial to
understanding overall system responsiveness, k6 was selected to support end-to-end assessment.
The experiments simulated multiple users performing data uploads concurrently, allowing
the measurement of throughput, response times, and system behaviour under high load
conditions. The evaluation focused primarily on le upload performance under concurrent
user load. The scripts used for these experiments are described in the following.

A) File Upload Performance Under Concurrent Users

The core evaluation focused on measuring le upload performance when multiple users
interact with the system simultaneously. Using k6, virtual users were con gured to
upload les ranging from several megabytes up to multiple gigabytes. The experiments
captured key performance metrics such as throughput, response times, and success
rates. Two approaches were implemented as follows:

1. Direct Upload Method:

Files were uploaded in a single request to evaluate system behaviour under
straightforward load conditions, as illustrated in Listing 4.9.

2. Chunked Upload Method: Large les were split into smaller chunks (e.g.,
1 MB) to validate the system's capability to handle extremely large datasets
e ciently, as illustrated in Listing 4.10.
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Listing 4.9: k6 script for uploading large les with multiple virtual users

import http from 'k6/http’;
import { check, sleep } from 'k6';
import { FormData } from ‘https://jslib.k6.io/formdata/0.0.2/index.js';

export let options = {
scenarios: {
upload_test: {
executor: 'constant-arrival-rate’,
duration: '360s',
preAllocatedVUs: 500,
rate: 100,
13
2

var file = open('3gb.zip', 'b);

export default function () {
const body = new FormData();
body.append('picture’, file, '3gb.zip);

const res = http.post(‘http://54.160.64.184:8010/api/addsumofile’,
body.body(), {headers: { 'Content-Type". 'multipart/form-data;
boundary=" + body.boundary },

D

check(res, { 'status 200" (r) => r.status === 200 });

sleep(2);

Listing 4.10: k6 script for uploading large les in chunks

import http from 'k6/http’;
import { check } from 'k6';
import { FormData } from 'https://jslib.k6.io/formdata/0.0.2/index.js";

var file = open(‘example-6gb.zip', 'bY;
var chunkSize = 1024 * 1024; // 1 MB
export default function () {

let offset = 0;

const body = new FormData();

while (offset < file.byteLength) {
const chunk = file.slice(offset, offset + chunkSize);
body.append('picture’, chunk, ‘chunk.zip’);
offset += chunkSize;
}
const res = http.post('http://54.160.64.184:8010/api/addsumofile’,
body.body(), {
headers: { 'Content-Type": 'multipart/form-data; boundary=' +
body.boundary },
D
check(res, { 'status is 200" (r) => r.status === 200 });

}

B) User Registration This test evaluated the ability of the system to handle a large
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number of concurrent user registrations. Random user accounts were dynamically
generated, and multiple registration requests were submitted in parallel to simulate

real-world scalability conditions. This is illustrated in Listing 4.11

Listing 4.11: k6 script for dynamically generating and registering users

import http from 'k6/http’;
import { check } from 'k6";

function getRandomUser() {
const username = Math.random().toString(36).substring(2, 15);
const email = “${username}@example.com’;
const password = Math.random().toString(36).substring(2, 10);
return { username, email, password };
}
export default function () {
const user = getRandomuUser();
const payload = JSON.stringify({
username: user.username,
email: user.email,
password: user.password,
confirm_password: user.password,
role: { organization: 'organizationl’, role: [investigator] },
organizations: 'organizationl’,
D
const res = http.post(‘http://54.160.64.184:8010/api/newuserregister’,
payload, {
headers: { 'Content-Type'": ‘application/json' },
Dk
check(res, { 'status 200" (r) => r.status === 200 });

C) End-to-End Work ow Validation This evaluation validated the complete work ow:

user registration, account approval, and subsequent le upload as in Listing 4.12. It
ensured that all system components integrated correctly under concurrent workloads.

Figure 4.9 shows a sample excerpt of the k6 terminal summary. This summary includes key
metrics such as request rates, response time percentiles, and success ratios, which provide

immediate insights into system performance under concurrent loads.

The combination of Caliper and k6 ensured that the evaluation covered both the
blockchain infrastructure and the application layer. Caliper provided ne-grained transaction
metrics at the network level, while k6 validated the system's robustness, scalability, and
responsiveness under realistic user workloads. This dual approach o ers a holistic understanding
of system performance, forming the basis for the detailed analysis presented in the next

chapters.
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Figure 4.9: Example of k6 terminal output summarising request rates, response times, and
success ratios.

Listing 4.12: k6 script for user registration, approval, and le upload

import http from 'k6/http’;
import { check, sleep } from 'k6';
import { FormData } from ‘https://jslib.k6.io/formdata/0.0.2/index.js';

export default function () {

/I User Registration

const user = { username: 'testuser’, email:

'test@example.com’, password: '123456' };

let res = http.post(‘http://54.160.64.184:8010/api/newuserregister’,
JSON.stringify(user), {

headers: { 'Content-Type'": 'application/json' },
»;

check(res, { 'registration status 200" (r) => r.status === 200 });

/I File Upload

var file = open('10mb.zip', 'b";

const body = new FormData();
body.append('picture’, file, '10mb.zip";

res = http.post('http://54.160.64.184:8010/api/addsumofile’, body.body(), {
headers: { 'Content-Type": 'multipart/form-data; boundary=" + body.boundary },

D

check(res, { 'upload status 200" (r) => r.status === 200 });

sleep(2);
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