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Abstract

Human trust is a fundamental component of Human–Machine Interaction (HMI), especially in

the context of autonomous systems. This study investigates the key determinants of trust in

machines, focusing on machine error rates and types, as well as the degree to which humans

can intervene and correct such errors. To explore these factors, three experimental scenarios

were developed using a simulated claw robot tasked with navigating through multiple objects

to identify and retrieve a designated target. The first experiment examined the effect of vary-

ing error rates on participants’ trust, the second investigated the influence of speed–accuracy

trade-offs, and the third explored how the ability to intervene and rectify severe machine er-

rors affected trust. A regression model was subsequently developed to estimate human trust

levels based on machine performance characteristics. Results showed that error rate sig-

nificantly influenced trust, with participants reporting higher trust when the robot operated

at lower speed but with greater accuracy. Trust further increased when participants were

allowed to intervene and correct the robot’s errors. Regression analyses confirmed that trust

could be predicted based on different types of machine errors, offering insights for enhancing

human–autonomy interaction in real-world applications. In addition, the study examined the

neural correlates of trust by analyzing components of error-related potentials (ErrPs), includ-

ing error-related negativity (ERN), error positivity (Pe), and P300. To assess the feasibility

of real-time trust monitoring, a subject-specific Linear Discriminant Analysis (LDA) classifier

was trained using selected ERP features. The classifier achieved an average accuracy of 79%,

demonstrating the discriminative power of trust-related neural signatures. These findings un-

derscore the potential of EEG-based adaptive systems for monitoring users’ trust levels and

dynamically adjusting robot behavior in real time.
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1
Introduction to the Research Work

1.1 Project Background

As intelligent machines become increasingly integrated into daily life and professional envir-

onments, understanding their behavior and intentions is essential for maintaining effective

human control. A reliable framework for measuring and fostering trust is therefore critical

to achieving a harmonious and efficient relationship between humans and machine agents.

Prior research has shown that when users lack accurate knowledge of an automated system’s

performance, they often experience a mismatch between expectations and actual outcomes

[1]. For instance, users of navigation applications may encounter difficulties when they do

not fully understand or trust the system. During mobile network failures or signal delays,

such users might repeatedly reset the application or deviate from the suggested route in an

attempt to elicit a faster response. These repeated interventions can further disrupt system

performance, rendering the application less efficient and reliable. Addressing and mitigating

these expectation mismatches remains a fundamental challenge in the design and evaluation

of autonomous and automated systems [1].

Effective human–machine collaboration requires maintaining an optimal balance of trust,

wherein humans intervene only when necessary while allowing the system sufficient autonomy

to perform its tasks. As noted by Jung et al. [1, 2], insufficient trust can lead to excessive hu-
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man intervention even in well-functioning systems, whereas excessive trust may increase

vulnerability to automation failures. The level of trust users place in a system shapes their

overall perception of the agent and influences the quality of their interaction [2]. Previous

studies have demonstrated that both human-related factors (e.g., experience, cognitive load)

and agent-related factors (e.g., transparency, performance) contribute to trust under varying

conditions [3]. Moreover, environmental aspects such as the operational context and task

complexity can further affect the efficiency and performance of machine agents [4].

Beyond behavioral and environmental determinants, recent research has begun to explore

the neural correlates of trust. Adolphs et al. [5] examined neural mechanisms underlying

interpersonal trust, while other studies have employed electroencephalography (EEG) and

galvanic skin response (GSR) to assess trust and distrust during simulated driving tasks [6].

Functional magnetic resonance imaging (fMRI) studies have similarly investigated differential

brain activity in response to trustworthy versus untrustworthy human faces, as well as the

neural mechanisms that support trust formation during human–human interaction [7, 8].

Although self-report measures remain the most common method for assessing human trust

in machines, they present notable limitations. As highlighted by [1], continuous self-reporting

interrupts the interaction process and may introduce bias or unreliability. Physiological meas-

ures such as GSR and heart rate variability (HRV) offer complementary insights but suffer from

limited temporal precision. In contrast, EEG provides high temporal resolution on the order

of milliseconds, making it a promising tool for continuously and objectively monitoring trust

in real time.

Recent work has suggested associations between human confidence and error-related

positivity (oPe) in EEG signals [1]; however, such studies have often been constrained by small

sample sizes and limited experimental paradigms. Consequently, neurocognitive knowledge

of trust in human–machine interaction remains limited, and there is a pressing need to identify

robust EEG-based markers of trust [9].

This research seeks to advance the understanding of the neurological basis of human trust

in machines by focusing on EEG correlates such as Error-related Potentials (ErrPs) and the

P300 component [1, 2]. The first objective is to examine how variations in error probabil-

ity, error severity, and the possibility of human intervention influence trust in autonomous

systems. Furthermore, the study investigates whether specific ErrP components—namely,

Error-related Negativity (ERN) and Error Positivity (Pe)—as well as the P300 component, cor-

relate with dynamic changes in trust.

To address these objectives, participants engaged in interactive experiments involving a
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simulated navigation robot. EEG signals were recorded as participants observed the robot’s

behavior, and subjective trust ratings were collected periodically via computer input. These

trust ratings were then mapped onto EEG features to develop a classifier capable of detecting

trust fluctuations based on neural markers.

The findings from the initial experiments are presented in Chapter 3, which models the

effects of error-related factors and human intervention on trust. Chapters 4 and 5 build upon

these results by analyzing EEG-derived markers, demonstrating how ERN, Pe, and P300 com-

ponents can be utilized to model and predict human trust in real time. Collectively, these find-

ings contribute to the development of adaptive, neurophysiologically informed frameworks

for enhancing transparency, reliability, and cooperation in human–autonomy interaction.

1.1.1 Motivation

Human trust in machines remains insufficiently explored, despite its critical importance in

human–machine collaboration. Previous studies have reported mismatches in automation

performance resulting from both under-trust and over-trust in agent partners [10–12]. For

effective and harmonious human–machine interaction, a certain degree of mutual under-

standing must be established, as this directly influences collaborative performance and the

achievement of shared goals.

Although several studies have sought to examine trust in machines, further research is

required due to the multifaceted nature of trust. Factors such as task complexity, machine

operating conditions, algorithmic reliability, and user experience represent environmental

and contextual variables that may undermine trust and, consequently, degrade system per-

formance.

Motivated by recent advances in brain–computer interfaces (BCI), human-machine Inter-

action (HMI) technologies, this research aims to address the following gaps:

• The limited evidence linking error-related potential and P300 components to trust in

human-machine interaction.

• The lack of real-time trust monitoring systems, and the use of non-realistic tasks in the

context of manufacturing for trust measurement by previous studies.

To address these challenges, this study specifically examines how factors such as error

probability, error severity, and the human ability to intervene in correcting machine errors

Section 1.1: Project Background 3



influence trust. Building on these findings, the study explores error-related potentials (Er-

rPs)—including error-related negativity (ERN) and error-positivity (Pe)—as potential neural

indicators of trust, given prior evidence of their strong classification performance alongside

the P300 component.

Ultimately, the results of this investigation provide a basis for the development of a BCI

system capable of decoding human trust levels in real time. Such a system would enable

continuous and accurate measurement of trust during human–machine interaction, thereby

advancing the design of adaptive and reliable collaborative technologies.

1.1.2 Research Aim and Objectives

The primary aim of this study is to investigate the neurophysiological markers of human trust

by analyzing electroencephalographic (EEG) responses to machine actions, with a particular

focus on both correct and erroneous actions and their associated probabilities. The block

flow diagram of the objectives is shown in Figure 1.1. By characterizing how trust is encoded

in neural activity, this study seeks to advance the conceptual and practical understanding of

trust in human–machine interactions.

A conceptual understanding of human trust in machines, anchored in measurable neuro-

physiological activity, provides a critical foundation for the design and implementation of

brain–computer interface (BCI) systems. Such systems would enable continuous and reliable

estimation of trust levels in real time, thereby supporting adaptive human–machine interac-

tions. For instance, BCIs informed by trust-related EEG markers could regulate the degree of

machine autonomy or adjust information transparency in response to users’ fluctuating trust

states, thus preventing overreliance or disuse.

To achieve this overarching aim, the study is guided by the following specific objectives:

a) Investigate how error probability, error severity, and the ability to intervene influ-

ence human trust in the machine.

b) Identify EEG responses to correct machine actions and examine how their com-

ponents correlate with human trust.

c) Identify EEG responses to erroneous machine actions and examine how their com-

ponents correlate with human trust.

d) Develop and implement machine learning methods to monitor human trust during
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human–machine interactions.

In summary, this project is designed to bridge the gap between conceptual models of trust

and their neurophysiological manifestations, with a view toward building real-time adaptive

systems. By combining behavioral analysis, EEG-based correlates, and computational mod-

eling, it advances both the theoretical understanding of trust and its practical applications in

BCI-enabled human–machine collaboration.

Investigate how error 
probability, error severity, 
and the ability to intervene 
influence human trust in 
the machine

Develop and implement 
machine learning methods 
to monitor human trust 
during human–machine 
interactions

Identify EEG responses 
to correct machine 
actions and examine 
how their components 
correlate with human 
trust

Identify EEG responses to 
erroneous machine actions 
and examine how 
their components correlate 
with human trust

Figure 1.1: Block Diagram of Research Objectives.

1.1.3 Dissertation Outline

This dissertation is presented as:

• Chapter 1: Introduction to Research Work

• Chapter 2: Dissertation Background

• Chapter 3: Analysing and Modeling of Human Trust to a Navigation Robot

• Chapter 4: Investigating Human Trust in Machine Using ErrP Signals

• Chapter 5: Investigating Human Trust in Machine Using P300 Signals
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• Chapter 6: Conclusion and Future Work
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2

Background Studies

2.1 Introduction

2.1.1 Concept of Trust in Human-Machine Interactions

In general terms, trust can be defined as a psychological state involving the willingness of an

individual to accept vulnerability based on positive expectations of the intentions, capabilit-

ies, and reliability of another party [13, 14]. When translated into measurable terms, trust can

be operationalized through behavioral indicators (e.g., reliance on or compliance with auto-

mation recommendations), self-reported measures (e.g., questionnaires assessing perceived

reliability or confidence), and physiological or neurophysiological markers (e.g., workload,

error-related brain potentials, or hemodynamic responses). These measurable dimensions

allow researchers to quantify trust, despite its abstract psychological foundation.

In human–human interactions, social and psychological behaviors—such as cooperation,

honesty, and predictability—have traditionally been employed as indicators of trust. These

approaches have been extended to human–machine interactions, where factors such as per-

ceived competence, transparency, and predictability of machine agents serve as proxies for

trust [1, 6]. However, reliance solely on social and psychological cues has not yielded con-
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sistently reliable measures in the context of automation. This inconsistency is largely due

to the unique dynamics of human–machine systems, where machines lack genuine social

intention but are evaluated as if they do [1, 2].

Trust in automation is particularly critical because it underpins user confidence and de-

termines the extent to which humans are willing to rely on machine partners for achiev-

ing common objectives. Without sufficient trust, users may underutilize reliable automation;

conversely, excessive trust can result in overreliance and unsafe outcomes [4, 6, 15]. Con-

sequently, substantial research has focused on identifying measurable determinants of trust

and clarifying the contexts in which they should be applied [1, 2, 6, 13].

Bisantz and Seong [4] investigated key determinants of trust, identifying functional re-

liability of the machine, the quality of information or decision support provided, and the

handling of system failures as central factors. They emphasized that trust is often eroded

by failures arising from environmental disturbances, flaws in automation algorithms, poor

decision-support mechanisms, or limitations in the human–machine interface. Such anom-

alies contribute to unpredictability in system behavior, which undermines both user trust and

overall system utilization.

Other studies have focused on real-time and dynamic measurement approaches. Hu et al.

[6] demonstrated that psychological signals can be mapped in real time to estimate human

trust levels, thus enabling adaptive human–machine systems that respond to fluctuating trust

states. Complementary work by Aiken et al. [16, 17] showed that a user’s awareness of a

robot’s limitations—rather than its intentions—enhances cooperative behavior and sustains

confidence in the system. In parallel, Hancock et al. [18] identified reliability and error rates

as quantifiable determinants of trust in automation. Similarly, Salem et al. [19] examined the

social consequences of robotic errors, reporting that user cooperation decreases following

errors but may be partially restored if the robot acknowledges mistakes or issues an apology

[16]. These findings highlight that trust is not only influenced by technical reliability but also

by the machine’s perceived social behavior and accountability.

Building on these empirical findings, Hoff and Bashir [14] proposed a comprehensive frame-

work categorizing trust into three components: dispositional, situational, and learned. Dis-

positional trust reflects stable, trait-like factors such as demographic attributes (e.g., gender,

culture) and general attitudes toward technology.Situational trust depends on contextual con-

ditions, including task type, difficulty, and environmental uncertainty. Learned trust evolves

over time based on prior experiences with the machine and its observed performance. Of

these, situational and learned trust are highly dynamic and exert significant influence on
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real-time human decision-making during interaction with machines. This framework under-

scores the need for multidimensional approaches to measuring trust, integrating subjective,

behavioral, and physiological indicators to capture its complexity.

In summary, trust in human–machine interaction is best conceptualized as a dynamic,

measurable construct that integrates psychological expectations, behavioral reliance, and

physiological responses. Effective measurement requires a multimodal approach that not

only accounts for static factors such as demographics but also tracks dynamic influences

such as workload, system reliability, and real-time neurophysiological signals. Establishing

such measures is essential for designing adaptive automation systems that can calibrate user

trust appropriately, thereby enhancing safety, efficiency, and collaboration.

2.1.2 Measuring Human Trust Using Brain Signals

As stated above, the measurement of human trust requires approaches that differ across

disciplines and application domains. Trust is shaped by multiple parameters, including con-

textual conditions, cognitive states, emotional responses, and social cues, which makes its as-

sessment particularly challenging in dynamic human–machine interaction environments [3].

While self-report measures and behavioral observation have traditionally been employed, re-

cent research has emphasized the need for neurophysiological methods to provide objective,

real-time insights into the underlying mechanisms of trust.

In human–robot interaction, cognitive workload has been identified as a key factor influen-

cing fluctuations in trust [20–29]. Hirshfield et al. provided one of the seminal contributions

in this area by combining psychological testing with neuroimaging methods such as electro-

encephalography (EEG) and functional near-infrared spectroscopy (fNIRS) to investigate emo-

tional and cognitive correlates of trust [20]. Their study focused on the dynamic transition

between trust and distrust, particularly in scenarios where participants detected deception

by a computer agent. The authors proposed that emotional-cognitive states such as work-

load, frustration, and surprise are directly linked to decreases in trust. Neurophysiological

data supported this hypothesis, as reduced trust was associated with increased workload

and frustration, reflected in measurable changes in oxygenated and deoxygenated hemo-

globin concentrations within both cerebral hemispheres. This work not only demonstrated

the feasibility of using brain signals to assess trust but also highlighted the intertwined nature

of cognitive load, emotional state, and trust dynamics.

Other studies have examined anthropomorphism as a determinant of trust. By diversifying
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agents with internal and external human-like features, researchers sought to understand the

degree to which human resemblance affects trust in non-reciprocal interactions [2, 13]. Using

EEG, they recorded neural responses to variations in trust levels and found that agents with

stronger external human-like features elicited heightened brain activity correlating with trust

[2, 13]. Similarly, neuroimaging studies have demonstrated that fMRI can identify brain regions

activated in response to trustworthy versus untrustworthy human faces [7, 8, 30, 31].

EEG and fNIRS offer unique advantages for studying trust by providing fine-grained tem-

poral and physiological data on how the brain responds to changes in interaction context.

The integration of these techniques has the potential to reveal multi-dimensional markers of

trust, capturing both rapid neural responses and slower hemodynamic changes. However,

the application of these tools to human–machine interaction scenarios is still underexplored,

with most existing studies conducted in controlled laboratory environments that may not fully

capture the complexity of real-world interactions.

Despite the growing interest in this field, neurocognitive understanding of trust in hu-

man–machine interaction remains limited and underdeveloped. Although researchers in-

creasingly recognize the importance of trust as a key determinant of effective collabora-

tion with automated systems, the underlying neural mechanisms that shape trust formation,

maintenance, and breakdown are still not well understood. To date, only a small number of

studies, for instance [1, 2], have directly investigated neurophysiological markers specifically

associated with trust, leaving substantial gaps in the literature. Furthermore, the existing find-

ings are often based on narrow experimental conditions or small participant samples, which

limits their generalizability. To advance the field, additional research is required to system-

atically examine how trust relates to a broader range of EEG components, how these neural

signatures vary across contexts and individual differences, and how they evolve dynamically

as human users interact with machines over time.

2.2 Brain–Computer Interfaces; Pathways for Brain Signal

Generation and Trust Estimation

Brain–Computer Interfaces (BCIs) provide a non-muscular communication pathway between

the human (or animal) brain and external devices, such as computer systems, assistive

technologies, and robotic platforms [32]. The growing demand for portable, efficient, cost-

effective, and reliable technologies that can harness brain activity for monitoring and control

has fueled extensive research in this area. Among the available approaches, non-invasive

electroencephalography (EEG) has become the most widely adopted due to its portability,
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safety, and high temporal resolution. EEG-based methods will be discussed in greater detail

in subsequent sections of this report.

Current BCI systems allow users to control external devices—such as wheelchairs, pros-

thetic limbs, and computer cursors—by decoding EEG signals generated during motor im-

agery (MI) tasks, in which imagined movements of body parts are translated into commands

[9, 33]. Beyond MI, other paradigms such as Steady-State Visual Evoked Potentials (SS-

VEPs) and P300 event-related potentials expand the scope of BCIs by leveraging visually or

cognitively evoked brain responses to stimuli, enabling flexible and individualized modes of

interaction [34, 35].

A particularly promising line of research involves the use of Error-Related Potentials (ErrPs)

as control signals within BCIs. ErrPs are neural responses spontaneously generated when

individuals detect an error—whether their own, another human’s, or a machine’s—while

observing actions through an interface [36]. These responses can be reliably captured using

EEG and subsequently classified with machine learning techniques [37–40]. By doing so, BCIs

are able to infer whether a user perceives an action as correct or erroneous, thus creating a

feedback mechanism for adaptive system behavior [41, 42].

Incorporating ErrPs into BCI frameworks moves machines toward semi-autonomous oper-

ation, where system decisions are continually refined to align with user expectations. This

reduces the demand on users for constant low-level control and instead positions them as

high-level supervisors. Importantly, this mechanism also provides a unique opportunity to

study and evaluate human trust in machines. Since ErrPs capture real-time neural responses

to perceived errors, they offer a direct and objective measure of user confidence in machine

actions. For instance, frequent ErrP responses to a system’s decisions may indicate declining

trust, whereas reduced ErrP activity in the face of accurate and reliable performance may

suggest strengthening trust.

By integrating ErrP detection with adaptive machine learning models, BCIs can serve as

both control systems and trust evaluation tools. This dual role enables the development of

intelligent human–machine systems that dynamically adjust their behavior to maintain an

optimal balance between autonomy and user oversight. In this way, BCIs not only enhance

functional interaction but also open new avenues for systematically studying and modeling

the dynamics of human trust in machines—an increasingly critical factor in the deployment

of autonomous and assistive technologies.
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Figure 2.1: Schematic Representation of a Simple Brain–Computer Interface (BCI) System

Fundamental Components of a Basic Brain–Computer Interface (BCI) System : A

Brain–Computer Interface (BCI) system is generally comprised of four fundamental compon-

ents: (i) brain signal acquisition, (ii) signal processing, (iii) a control device (output interface),

and (iv) feedback. Each of these components plays a vital role in ensuring the effective trans-

lation of neural activity into executable commands for external devices. A simplified block

diagram of a basic BCI system is presented in Figure 2.1.

• Data Acquisition Unit: The data acquisition stage represents the first and one of the

most critical parts of the BCI system. It involves the recording of neural activity using

electrodes or other electrical sensors placed on the scalp of a human or animal subject.

The acquired brain signals represent the user’s cognitive or motor intentions, which

are subsequently processed for control purposes. Importantly, this unit also functions

bidirectionally, receiving feedback from external devices, thereby closing the interaction

loop between the user and the system.

• Signal Processing Unit: The signal processing module comprises three key sub-units: -

Pre-processing: The pre-processing stage refines the raw EEG or other neural signals by

removing noise and artifacts (e.g., ocular or muscular activity), thereby improving the

signal-to-noise ratio. The pre-processed data are then forwarded to subsequent stages

for further analysis. - Feature Extraction: In this stage, salient information is extracted

from the pre-processed neural activity and converted into representative feature val-
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ues. These features serve as compact descriptors of brain activity and form the basis

for generating machine-readable control commands [32]. - Classification: The classi-

fication stage discriminates between relevant neural features (e.g., those corresponding

to a specific imagined or perceived action) and unrelated features. By identifying task-

specific patterns, the classifier translates user intent into a discrete output that can be

used to control external devices [9, 32, 33].

• Control Device (Output Interface): The control device serves as the output stage of the

BCI system. It receives encoded neural commands from the classifier and executes

them in real time. Depending on the application, this device may take the form of a

computer system, a wheelchair, or a robotic manipulator. Through this interface, the

user’s cognitive intentions are translated into tangible physical actions [9, 32].

• Feedback Module: Feedback represents the final stage of a closed-loop BCI system,

providing users with information about the outcomes of their neural commands. Feed-

back modalities may include visual, auditory, or tactile cues, each of which enables

the user to monitor system performance and adapt their mental strategies accordingly.

By reinforcing the link between intention and outcome, feedback significantly enhances

learning, control accuracy, and overall system performance [32].

Overall, the integration of these four components—signal acquisition, signal processing,

control device, and feedback—forms the backbone of BCI systems. Together, they enable

the real-time translation of brain activity into meaningful interactions with external devices,

thereby laying the groundwork for practical applications in rehabilitation, assistive technolo-

gies, and human–machine collaboration.

2.2.1 Operational Paradigms of BCIs: Active, Reactive, and Passive

Systems

The operational paradigms of Brain–Computer Interfaces (BCIs) have evolved over time to

accommodate different forms of human–machine interaction. Early BCI research primarily

focused on active BCIs, where the user intentionally modulates brain activity to control ex-

ternal devices. Over the years, however, the classification of BCIs has expanded to include

passive and reactive systems, depending on the nature of the neural signals utilized and the

role of user intention in generating these signals.
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Figure 2.2: Performance event-related potentials (ERPs): Components of ERN and Pe. The graph illustrates the

response-locked error-related negativity (ERN) and error positivity (Pe) elicited during task perform-

ance. The gray boxes indicate the analysis windows used to quantify each component [43]

Active BCIs. Active BCIs are systems in which users deliberately generate brain responses

to convey specific intentions for external device control. These paradigms are predominantly

based on sensorimotor rhythms (SMRs), such as those employed in motor imagery (MI)-based

BCI systems, where imagining movements of specific body parts (e.g., left or right hand)

produces detectable EEG patterns that can be decoded into commands [33]. Active BCIs also

include systems driven by slow cortical potentials (SCPs), which represent longer-term shifts

in cortical activity and have been applied in communication and assistive technologies. These

paradigms remain a cornerstone of BCI research, as they directly translate intentional brain

activity into meaningful system outputs.

Passive BCIs. In contrast, passive BCIs are designed to derive outputs from spontaneous

or involuntary brain activity, without requiring the user to consciously control the system.

Zander and colleagues first formalized this paradigm, emphasizing that passive BCIs operate

independently of volitional commands from the user [44, 45]. A practical example of a passive

BCI is a system that continuously monitors the user’s mental workload and adaptively reduces

distractions or task demands to optimize performance [46–48].

Error-related potentials (ErrPs) provide another example of passive BCIs. ErrPs are auto-

matically elicited when a user detects an error, either in their own action or in the behavior
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of a machine. These signals can be captured via EEG and processed to improve system

reliability by autonomously correcting errors, without requiring conscious user intervention

[47, 49].

Reactive BCIs. A third category, termed reactive BCIs, was later introduced by Zander and

Kothe to account for systems in which neural outputs are elicited by responses to external

stimuli rather than spontaneous or intentional activity [46, 47]. Reactive BCIs leverage the

brain’s natural reactions to presented stimuli, such as steady-state visual evoked potentials

(SSVEPs), which occur when a visual stimulus flashes at a fixed frequency, leading to EEG

signals at the same frequency [50]. Another widely studied reactive paradigm is the P300

response, an event-related potential elicited when a rare or significant stimulus is presented

among a sequence of irrelevant stimuli, as described earlier in this report.

Interestingly, based on this classification framework, ErrP-based BCIs can also be con-

sidered reactive, since these potentials are generated specifically in response to erroneous

actions performed by either the user or the machine. Thus, ErrP paradigms occupy a unique

position at the interface of passive and reactive BCIs, depending on whether they are inter-

preted as spontaneous error monitoring or as stimulus-driven responses to observed mis-

takes.

Finally, the categorization of BCIs into active, passive, and reactive systems reflects the

growing diversity of paradigms that exploit different aspects of human neurophysiology.

Active BCIs rely on deliberate user control, passive BCIs harness spontaneous or involuntary

brain activity, and reactive BCIs exploit stimulus-driven neural responses. This classification

not only provides a theoretical framework for understanding BCI systems but also highlights

the wide range of applications—from intentional device control to adaptive error correction

and context-aware support—that BCIs can enable.

2.3 Commonly Used Brain Imaging Techniques and

Rationale for Electroencephalography (EEG)

Over the years, a variety of neuroimaging techniques have been developed and applied to

the measurement of brain activity in both research and applied contexts. These methods in-

clude Electroencephalography (EEG), Magnetoencephalography (MEG), Functional Magnetic

Resonance Imaging (fMRI), Positron Emission Tomography (PET), and Near-Infrared Spectro-

scopy (NIRS). Each of these approaches provides unique insights into neural functioning, but
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they also differ in terms of temporal resolution, spatial resolution, portability, invasiveness,

and cost. As a result, the choice of technique is often dictated by the research objectives,

experimental setting, and practical constraints.

Magnetoencephalography (MEG) measures magnetic fields generated by neuronal elec-

trical activity, offering excellent temporal resolution and reasonable spatial localization. How-

ever, MEG systems are costly, require magnetically shielded rooms, and lack portability,

which limits their application outside of controlled laboratory environments.

Functional Magnetic Resonance Imaging (fMRI) measures blood oxygenation level-dependent

(BOLD) signals, thereby providing high spatial resolution for mapping brain activity across

cortical and subcortical regions. Despite these advantages, fMRI suffers from poor temporal

resolution, is highly sensitive to motion artifacts, and requires large, immobile, and expensive

scanners, making it unsuitable for real-time or portable applications.

Positron Emission Tomography (PET) employs radioactive tracers to quantify metabolic

activity in the brain. While PET provides valuable insights into long-term neurochemical pro-

cesses, it is invasive, has low temporal resolution, and involves significant safety considera-

tions due to radiation exposure, restricting its use for continuous or repeated measurements.

Near-Infrared Spectroscopy (NIRS) estimates brain activity by measuring changes in oxy-

genated and deoxygenated hemoglobin in cortical regions. NIRS is portable, relatively inex-

pensive, and non-invasive, but it is limited by shallow penetration depth and lower temporal

resolution compared to electrophysiological techniques. The comparative pros and cons of

these techniques are shown in Table 2.1

Among these methods, Electroencephalography (EEG) has emerged as the most prac-

tical and widely used technique for measuring brain activity in applied contexts, particularly

within human–machine interaction studies [32]. EEG records electrical activity generated by

synchronized postsynaptic potentials in cortical neurons, offering several distinct advantages:

• High temporal resolution: EEG captures brain activity on a millisecond timescale, en-

abling the study of rapid neural responses during dynamic interactions.

• Portability: Modern EEG systems can be configured in mobile or wearable formats,

making them suitable for experiments outside traditional laboratory environments.

• Cost-effectiveness: Compared to MEG or fMRI, EEG equipment is significantly less ex-

pensive to acquire and maintain.

16 Chapter 2: Background Studies



• Compatibility: EEG can be integrated with other measurement modalities (e.g., eye

tracking, physiological sensors) for multimodal studies of cognition and behavior.

• Non-invasiveness and safety: EEG requires no exposure to radiation or strong magnetic

fields, allowing repeated use without health risks.

While EEG has relatively lower spatial resolution compared to fMRI or MEG and is sens-

itive to artifacts from muscle activity or environmental noise, its advantages in portability,

affordability, and temporal precision make it especially suitable for real-time monitoring of

cognitive states such as trust, workload, and attention. Consequently, EEG is considered one

of the most effective brain imaging tools for research on human–machine interaction and

brain–computer interface (BCI) applications.

Despite its wide applicability and non-invasive nature, Electroencephalography (EEG) is

not without limitations. Two of the most prominent drawbacks of EEG are its inherently low

signal-to-noise ratio (SNR) and poor spatial resolution when compared to other neuroimaging

techniques [32]. These challenges arise primarily from the fact that EEG signals are weak

cortical activities that must travel through the skull and scalp before being detected, thereby

making them highly susceptible to contamination from noise and artifacts.

To enhance the reliability and accuracy of EEG-based measurements, extensive efforts

have been devoted to the development of signal preprocessing techniques. These methods

are designed to minimize the presence of unwanted contaminants and improve the extraction

of relevant neurophysiological information. Several well-established algorithms have been

employed for this purpose, including:

• Common Average Referencing (CAR), which reduces global noise by referencing each

channel to the average of all channels;

• Independent Component Analysis (ICA), which separates mixed signals into independent

sources, often used for eye-blink and muscle artifact removal;

• Common Spatial Patterns (CSP), a technique widely used in classification tasks to en-

hance discriminative features;

• Principal Component Analysis (PCA) and Singular Value Decomposition (SVD), both of

which reduce dimensionality while retaining the most significant variance in the data;

• Surface Laplacian (SL), which improves spatial resolution by emphasizing local poten-

tials; and
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• Hybrid approaches, which combine two or more of the above methods for enhanced

robustness [51].

Because EEG signals are predominantly slow-wave in nature, low-level impedance differ-

ential amplifiers are commonly employed during acquisition to ensure the accurate capture

of low-frequency brain activities [32]. Additionally, to suppress recording artifacts, filtering

techniques are widely implemented. A 50 Hz or 60 Hz notch filter is typically used to eliminate

power-line interference, while high-pass filters remove low-frequency drifts, often caused by

amplifier instabilities, thus ensuring that the extracted features reflect true neurophysiological

activity [32].

In addition to algorithmic and hardware solutions, a number of practical considerations

must be observed to ensure accurate EEG recordings. The positioning of electrodes using the

internationally recognized 10–20 placement system remains a fundamental step for consist-

ency and reproducibility [32]. Furthermore, special attention must be paid to the minimization

of ocular artifacts through electrooculogram (EOG) monitoring and correction. In some ex-

perimental setups, subjects are required to stabilize their head position—for example, using

a chin rest—to minimize motion artifacts. These measures, taken together, form an essential

part of the precautionary framework that ensures EEG signals are as reliable and artifact-free

as possible before subsequent preprocessing and neurophysiological analysis.

Table 2.1: Prons and Cons of Brain-Signal Measurement Techniques and Their Associated Neural Activities

Methods Measurement Quality Spatial Resolution Temporal Resolution Portability

EEG Electric Potential Very Low Very High Good

MEG Magnetic Potential High Very High Not Good

fMRI Hemodynamic Activity Very High Low Not Good

NIRS Hemodynamic Activity Low Low Good

2.3.1 Components of EEG Signals

An electroencephalogram (EEG) signal, in its raw form, represents a complex composite of

multiple overlapping physiological and non-physiological sources. Unlike an idealized repres-

entation of brain activity, the scalp-recorded EEG is not inherently “clean.” Instead, it contains

a superposition of meaningful neural information and various interfering signals. This is be-

cause EEG electrodes, placed non-invasively on the scalp, are highly sensitive not only to
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Table 2.2: Classification of EEG Signal Components: Neural vs. Non-Neural

Category Subcomponent Description / Functional Significance

Neural Components

Brain Rhythms (Oscillations)

Delta (0.5–4 Hz) Associated with deep sleep and unconscious

states.

Theta (4–8 Hz) Linked with drowsiness, memory encoding,

and emotional processes.

Alpha (8–13 Hz) Prominent during relaxed wakefulness;

strongest in the occipital region with eyes

closed.

Beta (13–30 Hz) Associated with active thinking, alertness, mo-

tor activity, and anxiety.

Gamma (>30 Hz) Linked to higher cognitive functions such as

perception, attention, and memory binding.

Event-Related Potentials (ERPs)

P300 Time-locked response to infrequent or signific-

ant stimuli.

Error-Related Potentials

(ErrPs)

Elicited when an error is perceived.

Steady-State Evoked

Potentials (SSEPs)

Responses to periodic sensory stimulation,

e.g., SSVEPs in vision.

Background Activity Continuous spontaneous neural firing reflect-

ing overall cortical state.

Artifacts and Noise

EMG Activity Muscle movements (jaw clenching, forehead

tension, blinking).

EOG Activity Eye movements and blinks, producing large

slow waves.

ECG Activity Heartbeats visible in EEG, especially near tem-

poral electrodes.

Power Line Interference 50/60 Hz noise from electrical mains supply.

Movement Artifacts Electrode shifts, head movements, or cable vi-

brations.

Environmental Noise External disturbances from recording equip-

ment or nearby electronics.
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cortical neuronal activity but also to a wide range of additional biological processes and

environmental disturbances. Consequently, the raw EEG must be regarded as a mixture of

signals rather than a direct, uncontaminated measure of brain function.

For analytical clarity, these contributing components are typically categorized into two

broad classes: neural signal components and non-neural signal components. Neural com-

ponents originate from synchronous neuronal firing within the brain and are of primary

interest in neurophysiological and clinical research. They reflect oscillatory brain rhythms,

event-related potentials, and other patterns of cortical dynamics that are closely linked to

sensory, cognitive, and motor processes.

In contrast, non-neural components—commonly referred to as artifacts and noise—do

not originate from the brain but instead arise from either physiological activities outside the

brain or from technical and environmental sources. Physiological artifacts include signals

generated by ocular movements and blinks (electrooculographic activity), muscle contrac-

tions (electromyographic activity), and cardiac rhythms (electrocardiographic activity). Non-

physiological noise, on the other hand, typically results from factors such as fluctuations in

electrode impedance, power-line interference, or other recording system instabilities. These

extraneous components can severely mask or distort the neural activity of interest, thereby

complicating interpretation and analysis.

A structured classification of these EEG signal constituents, distinguishing between neural

and non-neural sources, is presented in Table 2.2. Such a classification provides a conceptual

framework for understanding the composition of raw EEG recordings and underscores the

importance of preprocessing techniques aimed at artifact detection and removal.

2.3.2 Error-Related Potentials (ErrPs) in EEG Family and BCI

Framework

One of the persistent challenges in Brain–Computer Interface (BCI) research is the inability of

current systems to consistently acquire accurate neural signals or communication commands

that fully reflect the user’s intended actions. This limitation arises largely from the suscept-

ibility of BCIs to errors, which may originate either from the user (e.g., incorrect responses)

or from the machine (e.g., misclassifications during calibration or execution). Such errors

undermine the reliability of BCIs and hinder their widespread practical adoption.

To address this issue, research has increasingly focused on the exploitation of Error-Related
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Potentials (ErrPs)—a class of event-related potentials (ERPs) that occur when an individual

perceives an error in their own actions or in those of an external agent such as a computer

system. ErrPs typically include three principal components: Error-Related Negativity (ERN or

Ne), Late Error Positivity (Pe), and Pre-movement Positivity (PNe), each with distinct temporal

and spatial characteristics [36, 52, 53].

These components are generated spontaneously when errors are detected, usually in the

context of visual or auditory stimuli presented on a computer interface. Within BCI systems,

ErrPs are of particular importance because they can be translated into digital commands

using regression and classification algorithms. This enables real-time error detection and

correction, thereby significantly improving system performance and reliability. ErrP-based

BCIs thus represent a promising avenue for achieving more autonomous and adaptive hu-

man–machine interaction.

Error-related Negativity (ERN or Ne) The Error-Related Negativity (ERN or Ne) is a sharp

negative deflection that appears approximately 80–150 ms after an erroneous motor re-

sponse, or 40–80 ms after EEG calibration events [37, 38, 54]. Historically, the earliest

description of ERN is attributed to Petrovna Bekhterev in 1968, who referred to it as an “error

detector” [55]. Later, in 1990, two independent research groups led by Michael Falkenstein

and W. J. “Bill” Gehring formally identified and named the component (Ne) while studying

simple choice response tasks in which participants made mistakes [55].

The ERN is most prominent over fronto-central scalp sites, with maximal amplitudes typ-

ically recorded at electrodes in these regions. Researchers such as Spüler and Niethammer

demonstrated that the ERN can be reliably identified using peak-to-peak amplitude differ-

ences, measured between the most negative peak occurring within 1–150 ms after response

onset and the preceding positive peaks occurring 0–100 ms before the response [53]. The

ERN is therefore regarded as a robust neural marker of error monitoring processes, playing

a key role in adaptive behavior.

Late Error Positivity (Pe) Following the ERN, a Late Error Positivity (Pe) is typically observed.

The Pe is characterized by a broad positive deflection with a centro-parietal distribution and

occurs approximately 200–500 ms after the onset of an erroneous response [36, 52, 53]. The

amplitude of the Pe has been shown to depend on error awareness, making it functionally

analogous to the P300 wave, which is associated with conscious perception of stimuli [56,

57]. Thus, while the ERN is thought to reflect automatic error detection processes, the Pe

represents a higher-level evaluation stage that involves conscious recognition of errors. Its
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detection provides a secondary neural signal that can be exploited in BCIs for more reliable

error classification.

Pre-Movement Positivity (PNe) Another important ErrP component is the Pre-Movement

Positivity (PNe), which appears as a small positive voltage deflection occurring between –200

ms and –50 ms prior to the erroneous motor response [55]. This deflection is often considered

a preparatory “excitation signal” that primes motor neurons for sensorimotor activity [58, 59].

Studies have shown that the amplitude of the PNe is typically smaller before erroneous

responses compared to correct responses, suggesting its potential utility as an early neural

marker for distinguishing between correct and incorrect actions [55, 59]. Furthermore, re-

duced PNe amplitudes have been reported in individuals who commit more frequent errors

during Flanker tasks. This has clinical implications, as PNe could serve as a diagnostic or mon-

itoring tool in populations prone to high error rates, such as individuals with Attention Deficit

Hyperactivity Disorder (ADHD) or Obsessive–Compulsive Disorder (OCD) [55]. In summary,

ErrPs represent a powerful neurophysiological signal family for enhancing BCI performance.

Their components—ERN, Pe, and PNe—capture different stages of error processing, ranging

from automatic detection to conscious recognition and preparatory activity. By integrating

these signals into machine learning algorithms, BCIs can detect and correct errors in real

time, paving the way for more robust and adaptive human–machine collaboration.

2.3.3 Classification Algorithms Used in EEG Signal Classification

Classification of electroencephalogram (EEG) signals is a central task in brain–computer in-

terface (BCI) research and related biomedical applications. Due to the inherently noisy, high-

dimensional, and non-stationary nature of EEG data, a variety of algorithms have been

developed and applied, each with unique strengths and limitations. These algorithms can

be broadly categorized into linear methods, kernel-based methods, tree-based approaches,

instance-based learners, probabilistic models, and deep learning architectures.

Linear classifiers such as Linear Discriminant Analysis (LDA) and Logistic Regression are

among the simplest and most widely used methods. LDA projects data into a space that

maximizes class separation while minimizing within-class variance, making it computationally

efficient and robust for low-dimensional features such as common spatial patterns (CSP).

Logistic Regression, on the other hand, models the probability of class membership using a

sigmoid function and is effective for binary EEG classification problems like seizure detection.
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Figure 2.3: This figure illustrates the event-related potentials associated with execution and outcome errors. (A)

Event-related potentials recorded at electrode FCz averaged across participants for NoError trials,

execution errors, and outcome errors. (B) Comparison of event-related potentials for execution and

outcome errors. The gray shaded regions indicate time intervals showing significant differences

between execution and outcome errors (p < 0.05, Bonferroni corrected) [53].
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Support Vector Machines (SVMs) extend linear classification by maximizing the margin

between classes and, through the use of kernel functions, can capture complex non-linear

boundaries in EEG data. They are particularly effective for high-dimensional EEG features,

such as those derived from motor imagery tasks.

Tree-based methods including Decision Trees, Random Forests, and Gradient Boosting Ma-

chines (GBMs) are attractive due to their interpretability and flexibility. Decision Trees provide

simple if–then rules but are prone to overfitting, whereas Random Forests and GBMs improve

robustness by aggregating ensembles of trees. These ensemble approaches are capable of

handling noisy EEG features and capturing non-linear relationships.

Instance-based classifiers such as k-Nearest Neighbors (k-NN) classify samples based on

similarity to training data. Although conceptually simple and effective for well-separated EEG

features, k-NN can be computationally expensive for large datasets.

Probabilistic classifiers such as Naïve Bayes and Hidden Markov Models (HMMs) exploit

probabilistic assumptions to model EEG data. Naïve Bayes is fast and effective for certain

EEG features, such as frequency band powers, but relies on the unrealistic assumption of

feature independence. HMMs, in contrast, are particularly suited to temporal EEG data, for

example in sleep stage classification, as they capture transitions between latent states.

Neural network–based methods have gained significant traction with the availability of

larger EEG datasets and increased computational power. Multilayer Perceptrons (MLPs) are

capable of modeling non-linear relationships but require sufficient training data. Convolu-

tional Neural Networks (CNNs) have been successfully applied to raw EEG and time–frequency

representations, learning spatial–temporal patterns directly from the data. Recurrent Neural

Networks (RNNs), including LSTMs and GRUs, are effective for modeling sequential depend-

encies in EEG time series, such as seizure prediction. Hybrid CNN–RNN models combine

spatial and temporal feature extraction, yielding strong performance in multi-class mental

state classification.

Finally, specialized methods such as Extreme Learning Machines (ELMs), Gaussian Mixture

Models (GMMs), and Quadratic Discriminant Analysis (QDA) have been explored in spe-

cific EEG applications. These approaches offer advantages in speed (ELM), soft classification

(GMM), or non-linear decision boundaries (QDA), depending on the task requirements.

The choice of algorithm is therefore highly dependent on the characteristics of the EEG

data, the task complexity, and practical constraints such as the need for real-time operation.

Table 2.2 provides a comparative summary of commonly used EEG classification algorithms,
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highlighting their underlying principles, strengths, limitations, and typical applications.

2.3.4 Classifications of ErrP Responses

Early investigations into error-related potentials (ErrPs) were primarily concerned with dis-

tinguishing between neural responses to correct and erroneous actions. This binary clas-

sification provided an important foundation for understanding how the brain monitors per-

formance and detects mistakes. However, subsequent research has demonstrated that the

neural signatures of error processing are far more nuanced, leading to the development of

more refined classification frameworks. Only a limited number of studies have attempted to

categorize ErrP responses beyond this initial dichotomy, incorporating dimensions such as

error awareness, similarity, and severity [53, 60].

Fundamentally, ErrPs are elicited when the brain responds to the occurrence of an error.

Building on this principle, researchers have sought to differentiate the types of ErrPs based

on the origin and context of the error. One widely recognized distinction is between errors

committed by the subject, often referred to as outcome or response errors, and those gen-

erated by external systems. For instance, execution errors arise when a machine fails to

correctly interpret or implement a user’s command, thereby producing a mismatch between

intention and system output [54, 61, 62]. Another important category is the feedback error,

which occurs when the subject receives feedback that highlights an error, including errors

that may have been committed unconsciously during task performance. This type of ErrP

is linked to evaluative processes in the brain that update behavior in light of new informa-

tion [53, 54, 63]. Furthermore, ErrPs can be evoked in observational contexts, whereby an

individual detects an error committed by another human or a machine. These observation

errors demonstrate that ErrP responses are not limited to self-generated mistakes but extend

to error monitoring in interactive or supervisory environments [53, 54, 63].

In addition to these categories, Ferrez and Millán identified a distinct form of ErrP known

as the interaction ErrP. This response emerges during direct engagement with an interface

when the system generates an erroneous output, thereby disrupting the natural flow of hu-

man–machine interaction [37]. The recognition of this category has underscored the import-

ance of considering ErrPs in dynamic, real-time communication scenarios.

The ability to identify and classify ErrPs across these diverse contexts—ranging from self-

generated to externally observed and system-mediated errors—has significantly advanced

the field. As highlighted by Spüler et al. and others, the successful delineation of these
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Figure 2.4: Error-related potentials associated with execution and outcome errors. Left: Error-related potentials

recorded at electrode FCz for execution errors (A) and outcome errors (C). ErrPs were obtained by

computing the difference between error trials and NoError trials. Colored lines represent individual

participants, while the bold black line indicates the grand average across all participants. Error

occurrence is aligned at t = 0 ms. Gray shaded regions indicate time intervals with significant

differences between error and NoError trials (p < 0.05, Bonferroni corrected). Right: Scalp topo-

graphies illustrating the spatial distribution of the error-related potentials for execution errors (B)

and outcome errors (D) at the time points corresponding to the maximum deflection within each

significant time interval [53]

.

categories has bolstered the potential for applying ErrP-based mechanisms in brain–computer

interface (BCI) systems [53, 62]. This refined understanding strengthens the prospect of

designing BCIs that are not only more adaptive but also capable of robust error detection

across multiple interaction modalities. Ultimately, the growing taxonomy of ErrPs reflects both

the complexity of human error monitoring and its value for optimizing neurotechnological

applications.

2.3.5 Commonly Used Classification Algorithms, and Extracted

Features of Some Selected ErrP Studies

After conducting a comprehensive review of the existing literature on algorithms applied in

electroencephalographic (EEG)-based Error-Related Potential (ErrP) studies, it was observed
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that a variety of computational approaches have been employed to enhance the reliability

and accuracy of detecting ErrPs. These approaches typically involve three key stages: signal

pre-processing, feature extraction, and classification.

The pre-processing stage is critical for improving the quality of the EEG signals by reducing

noise and artifacts that may obscure relevant neural activity. Common techniques include

band-pass filtering, artifact rejection methods (e.g., Independent Component Analysis for

ocular or muscular artifacts), and signal normalization.

Following pre-processing, features are extracted to capture the relevant temporal, spectral,

or spatial characteristics of the EEG signals associated with ErrPs. Feature extraction methods

reported in the literature include time-domain averaging, spectral power analysis, common

spatial patterns (CSP), wavelet transforms, and principal component analysis (PCA). The choice

of features plays a decisive role in determining the discriminability of ErrPs from background

EEG activity.

In the final stage, machine learning classifiers are employed to categorize the extracted

features into error or non-error responses. A range of classifiers have been reported across

studies, including Linear Discriminant Analysis (LDA), Support Vector Machines (SVM), Gaus-

sian classifiers, k-Nearest Neighbors (kNN), and deep learning-based approaches. The choice

of classifier is often influenced by dataset size, computational constraints, and the complexity

of the feature space.

Table 2.4 summarizes the signal pre-processing methods, feature extraction techniques,

and classifiers employed in selected EEG studies, providing a comparative overview of meth-

odological choices and their application in ErrP detection research. This synthesis highlights

both the diversity of approaches and the emerging trends in the field, serving as a basis for

the methodological framework adopted in this study.

2.3.6 Relevance of ErrP Studies in BCI Systems Development

The advancement of various research studies towards the classification of ErrP on single

and multi-trial basis have opened up a lot of research opportunities for the modification of

the present-day BCI systems for improved performances. Some studies have successfully

proved that ErrP can be used for error recognition and classifications[36], error awareness

and consciousness , improved spelling speed and bit rate [36–38, 52]. Other studies have

been developed on the use of ErrP-based BCIs for the rehabilitation of motor-impaired pa-

tients using assistive devices such as robots, spellers, gesture recognition systems, and brain-
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Table 2.3: Common classification algorithms used in EEG data analysis

Algorithm Core Idea Pros Cons Typical EEG Use

Linear Discrim-

inant Analysis

(LDA)

Finds linear pro-

jection maximiz-

ing class separ-

ability

Fast, simple,

works well with

few features

Struggles with

non-linear

boundaries

Motor imagery

classification

with CSP features

Logistic Regres-

sion

Models class

probability via

sigmoid function

Interpretable,

probabilistic

outputs

Linear decision

boundary only

Binary EEG tasks

(e.g., seizure de-

tection)

Support Vector

Machine (SVM)

Maximizes mar-

gin between

classes, with

kernel option for

non-linearity

Handles high-

dimensional

data, robust

Can be slow with

large datasets

Motor imagery,

multi-class

mental state

classification

Decision Tree

Splits features

into homogen-

eous groups

using rules

Easy to inter-

pret, non-linear

boundaries

Overfitting risk if

deep

Quick prototyp-

ing of EEG de-

cision rules

Random Forest

Ensemble of

decision trees

with random

feature selection

Reduces over-

fitting, handles

noisy data

Less inter-

pretable than

single tree

Sleep stage clas-

sification, work-

load detection

k-Nearest Neigh-

bors (k-NN)

Classifies based

on closest 𝑘

samples

Simple, no train-

ing phase

Slow at predic-

tion, sensitive to

scaling

Mental state de-

tection with small

datasets

Naïve Bayes

Applies Bayes’

theorem as-

suming feature

independence

Very fast, works

with small data

Independence

assumption often

violated

Frequency band

power classifica-

tion

Multilayer Per-

ceptron (MLP)

Feed-forward

neural net with

hidden layers

Models complex

relationships

Needs tuning,

overfits small

datasets

EEG-based cog-

nitive workload

estimation

Convolutional

Neural Network

(CNN)

Learns spa-

tial/temporal

patterns via

convolution

Works directly

on raw or trans-

formed EEG

Needs large

datasets, high

computation

EEG spectrogram

or topomap clas-

sification

Gaussian Mixture

Model (GMM)

Models distribu-

tion as a sum of

Gaussians

Soft classifica-

tion, probabilistic

Assumes Gaus-

sian distribution

EEG source loc-

alization, pattern

detection
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controlled wheelchairs [64]. Many other researchers have also channeled their interests into

using ErrP signals for BCI systems error detection and control, ensuring that human intents

and machine commands are not executed if ErrP is detected [37, 38]. This, of course, has

significantly improved the overall performance of BCI systems. However, even though some

research studies have also found loopholes in this concept [65], its advantages have also

been found to have generally outweighed its shortcomings [64].

2.3.7 Methods for Different Applications of ErrP in BCI Real-Time

System Control

Given the numerous advantages of error-related potentials (ErrPs) as previously highlighted,

several researchers have explored diverse strategies for integrating ErrP signals into brain–computer

interface (BCI) systems with the goal of enhancing performance and reliability [66]. A central

theme in this body of work is the use of ErrP detection as a corrective mechanism, enabling

the system to identify and cancel erroneous actions in real time. Such an approach has been

shown to improve the efficiency of information transfer, typically measured in bits per trial

(BpT), thereby enhancing the overall throughput of BCI systems [37].

Other researchers have argued for more flexible integration strategies, suggesting that

the corrective or adaptive measures employed should depend not only on the type of error

detected but also on the specific BCI paradigm being utilized [62]. For example, Combaz et

al. proposed an innovative approach in the context of a P300 speller system, whereby the

system automatically selects the second-best ranked letter whenever an error is detected.

This method demonstrated the potential for ErrP-driven error correction to improve usability

and accuracy in communication-based BCIs [67].

Beyond error cancellation and adaptive response strategies, another major avenue of

research focuses on enhancing the accuracy and robustness of machine learning classifi-

ers used in BCIs. By leveraging ErrP signals, classifiers can be dynamically tuned to im-

prove performance. For instance, Jrad et al. demonstrated that in support vector machine

(SVM)-based systems, the regularization parameter—responsible for balancing the trade-off

between model complexity and empirical error—can be adaptively adjusted following error

detection. This adaptive tuning resulted in measurable gains in system performance [39, 62,

68–71].

Taken together, these findings highlight the versatility of ErrP integration strategies, which

range from direct error cancellation to adaptive system responses and classifier optimization.
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Such approaches not only improve accuracy and speed but also enhance the overall user ex-

perience, positioning ErrP-based error monitoring as a critical component in the development

of next-generation BCI systems [62, 72].

2.4 Chapter Summary

This chapter provides a comprehensive review of existing literature and studies relevant to

the present research. The discussion begins with an exploration of human–machine inter-

action, focusing particularly on the concept of trust between humans and machines, as well

as the reciprocal influence of human behavioural dynamics on machine performance and

adaptation during interactive processes.

The review further examines the role of Brain–Computer Interface (BCI) technologies, with

emphasis on the mechanisms that underpin brain signal generation and external stimulation.

In this context, particular attention is given to methodologies for brain signal extraction,

processing, and interfacing, which are essential for isolating and analyzing neural activities

of interest.

Additionally, the chapter highlights the fundamental components of electroencephalo-

graphy (EEG), outlining the major approaches to EEG signal classification. Special focus is

placed on event-related potentials, including the Error-related Potential (ErrP) and the P300

response, both of which play a critical role in enhancing the accuracy and reliability of

BCI systems. Furthermore, various classification algorithms employed in EEG analysis are

reviewed, illustrating their strengths, limitations, and applicability to different experimental

contexts.

Through this synthesis, the chapter establishes a foundational understanding of the theor-

etical and technological frameworks that support the subsequent experimental investigations

in this study.
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Table 2.4: Extracted features and classification algorithms for some Errp studies

Extracted Features
Classification Algorithms

Used
Title of Article

Spatio-temporal Shrinkage LDA

Online Detection of ErrP

boosts of the performance

mental typewriter

Time, Frequency and both SVM

ErrP during Continuous

Feedback, Using EEG to

detect errors of different

types and severity

Time
(MLP ANN),and (FCM) clas-

sifiers

Classification of ErrP As-

sociated Response Error

in Actors and Observ-

ers Based Autoregressive

Modelling

Time and Frequency
SVM with 2nd order poly-

nomial Kernel

The Effect of Vibrotactile

Feedback on ErrP based

Adaptive Classification of

Motor Imagery

Time Gaussian Classifier

Learning from ErrP in Non-

Invasive Brain-Computer

Interfaces

Time (SWLA)

“You Have Reached Your

Destination: A Single EEG

Classification Studies”

Time and Frequency LibSVM (SVM+ RBF Kernel)

Classifying response cor-

rectness across Different

Task: A Machine Learning

Approach
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3
Analysing and Modeling of Human Trust

to a Navigation Robot

3.1 Chapter Introduction

Human trust in machines has been conceptualized in different ways across disciplines. For

instance, the meaning of trust differs significantly in interpersonal, organizational, and hu-

man–machine contexts [3, 10, 14]. Trust has also been categorized into dispositional, situ-

ational, and learned components [14]. Dispositional trust is shaped by relatively stable demo-

graphic factors such as gender or cultural background, whereas situational and learned trust

vary dynamically with factors such as task complexity, user experience, and self-confidence.

Beyond these definitions, many authors describe human trust in machines as a key factor

underpinning effective collaboration between humans and their machine counterparts [10–12,

17, 43, 73–75].

Several studies have investigated how human trust develops and fluctuates in human–robot

interaction. For example, Aiken et al. showed that understanding a robot’s limitations, rather

than its task intentions, fosters user confidence and reliability in collaborative tasks [16, 17].

However, the nature and severity of a robot’s errors strongly influence human trust. Salem et

al. demonstrated that task-related errors can diminish user confidence [19], while other work
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has shown that a robot’s ability to acknowledge mistakes and attempt recovery can restore

trust [64]. Furthermore, human perceptions of error severity vary: some individuals may

perceive a given mistake as critical, whereas others regard it as minor, depending on context

[76]. Additionally, Jung et al. investigated trust in agents with either human-like faces (HF)

or robotic faces (RF) during decision-making tasks. Participants consistently reported higher

trust in HF agents, regardless of their risk-taking personality traits [2].

The role of system reliability has also been investigated in automated decision-making. De

Vries et al. studied error effects in a computer-based route-planning system. Their findings

revealed that high automation error rates (AERs) decreased system trust, while high manual

error rates (MERs) reduced user self-confidence, highlighting the dual influence of machine

and human performance on trust formation [77].

Machine-induced errors are unavoidable and play a central role in shaping trust in hu-

man–machine interactions (HMIs). Both humans and machines are prone to mistakes, which

may vary in severity and relevance to the task. Severe errors often draw user attention

and demand corrective intervention, while minor errors may be overlooked. Effective hu-

man–machine collaboration therefore requires a foundation of mutual trust and understand-

ing. Importantly, machine errors are typically associated with algorithmic limitations, task

complexity, or system design flaws. Thus, understanding error types, causes, and user per-

ceptions is essential when investigating trust in HMIs.

Trust is also context-dependent, influenced by organizational needs and specific applic-

ation domains [10–12, 20, 78–83]. Different industries require machines to perform distinct

tasks, making it difficult to establish a generalized trust model across disciplines [50, 84, 85].

While universal frameworks have been proposed, trust formation remains highly depend-

ent on task demands and organizational priorities [74, 75]. Misaligned expectations about

machine performance can lead to misuse or disuse of systems, further emphasizing the im-

portance of contextualized trust models. Despite increasing research interest, trust in HMIs

under real-world industrial conditions remains underexplored [3, 86–89].

Building on these insights, this chapter investigates factors influencing human trust in a ma-

chine using a simulated robotic arm designed to mimic a factory machine navigating through

multiple objects to identify a target. Three experimental scenarios were developed, each in-

volving different numbers of objects, error rates, and error types. Additionally, participants

were given opportunities to intervene and correct errors made by the robot.

This chapter addresses three primary research questions: (i) how variations in error rates

influence human trust in machines, (ii) how changes in system speed and accuracy affect
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trust, and (iii) whether the opportunity to intervene and correct severe errors alters users’

trust in machine performance. Finally, a regression model was proposed to estimate and

predict human trust under these conditions.

Findings of this chapter have been published in the 2023 IEEE International Conference on

Metrology for eXtended Reality, Artificial Intelligence and Neural Engineering, MetroXRAINE

2023 - Proceedings [90]

Figure 3.1: Screen shot of the Simulated robotic claw performing some of the task

3.2 Methods

3.2.1 Participants

Ten adult participants (mean age = 27 ± 9 years; 5 male and 5 female) were recruited

for the experiment. Prior to data collection, ethical approval was obtained from the Ethics

Committee of the Department of Automatic Control and Systems Engineering at the University

of Sheffield. The study was conducted at the University of Sheffield, UK. Upon arrival at

the laboratory, each participant was seated individually in front of a computer monitor and

instructed to observe the movements of a simulated robotic arm performing a factory-related
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task. Participants were asked to follow the on-screen instructions carefully while monitoring

the robotic arm’s actions throughout the session.

Notably, the limited sample size in this study was primarily a consequence of the COVID

pandemic, which disrupted normal research activities and significantly constrained parti-

cipant recruitment. Public health restrictions and safety considerations reduced the number

of individuals who could be invited and safely involved in the experimental sessions.

3.2.2 Experiment

To address the study aims, an experiment was designed to simulate the behavior of a robotic

arm performing a factory task, where the arm navigated through objects to identify and

pick up a designated target. This setup was chosen because it allowed the introduction and

control of a finite number of potential errors.

The robot could perform six possible movements: three correct and three incorrect. Correct

movements were defined as: Move Towards Target (MTT): the robot moved closer to the

designated target. Target Reached (TR): the robot arrived at the target location. Correct

Target Identified (CTI): the robot successfully identified the designated target.

Conversely, incorrect movements were classified as errors, consisting of: Move Away (MA):

the robot moved further away from the designated target. Stepped Off Target (SOT): the robot

reached the correct target but failed to identify it, and Wrong Target Identified (WTI): the robot

incorrectly identified or grasped one of the distractor objects (red balls). See Figure 3.1

This classification framework enabled systematic observation of both successful actions

and errors, providing a structured means to assess their impact on participants’ trust in the

robot.

The speed–accuracy trade-off was manipulated directly by operating the system in either

a fast or slow mode, while accuracy was manipulated independently through adjustments

to the probability of specific error types. The robot operated at a lower speed with higher

accuracy when fewer severe errors (WTI errors) were generated, and at a higher speed when

the frequency of WTI errors increased. This dual manipulation enabled a clear investigation

of how variations in system speed and accuracy (error likelihood) influenced participants’

trust in the robot.

The scenarios were not presented in a fixed order. At the beginning of each experiment,
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the experimental blocks were randomized to minimize potential order effects. For example,

the sequence of blocks could vary such that a participant completed Block C before Blocks A

or B. Additionally, different blocks of conditions were interleaved to further reduce systematic

sequencing influences.

Trust was assessed through discrete ratings provided by participants during their continu-

ous observation of the robot. At predetermined intervals, the system prompted participants

to enter a trust rating on a 1–5 scale, where higher values indicated greater trust (High Trust

ratings = 4; Low Trust ratings = 2; mid-range rating = 3, excluded from analysis). Participants

recorded their responses using a designated key on the keyboard. This procedure helped

maintain participants’ attention and engagement throughout the experiment.

Figure 3.2: Experimental Block Flow Diagram

3.2.3 Task

At the start of each task, the program automatically designated a blue ball as the target

destination. The robotic claw was initialized at a position no more than three red balls away

from the target (Figure 3.1). The robot’s objective was to navigate toward the blue ball, reach

the target, and grasp it.

Errors were categorized into three types:
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• Move Away (MA): the robot moved away from the target.

• Stepped off Target (SOT): the robot reached the target but stepped off it.

• Wrong Target Identified (WTI): the robot incorrectly identified or grasped one of the red

balls instead of the blue ball.

A task was considered complete when the claw grasped either the blue ball or one of the

red balls, after which it automatically reset to begin a new run. This process was repeated

until the predetermined number of tasks had been completed. Across the experiment, the

claw executed approximately 120 tasks.

The program was configured to pause after every five tasks to allow participants to report

their trust in the robot’s performance. Trust ratings were provided on a five-point scale,

entered using the computer keyboard, where 1 indicated low trust, 3 indicated moderate

trust, and 5 indicated high trust. For example, a rating of “1” reflected a low level of trust in

the observed actions of the robot, while a rating of “5” reflected high trust.

In Scenario Three, when the claw committed a WTI error, the program automatically

paused, and a message was displayed instructing the participant to press a key to resume

the task. This ensured that participants directly acknowledged the error before continuing.

The experiment was conducted in a quiet, controlled environment. Participants were asked

to turn off their mobile phones to minimize distractions. The experimental design comprised

seven blocks: three blocks varying error probability (Low, Medium, and High), two blocks

varying error severity (Low and High), and two blocks examining human ability to intervene,

in which the error probabilities were kept constant across blocks. Each participant observed

at least six of the seven experimental blocks, resulting in a minimum of 240 trials per parti-

cipant. The specific blocks presented to each participant were randomised. Consequently, a

participant might, for example, first observe the penultimate block, followed by a selection

of intermediate blocks or the final block.

To avoid bias, participants were not informed of the study design or hypotheses. Instead,

they were instructed to carefully observe the robot’s movements and count the number of

errors committed during each run.

At the conclusion of the experiment, data on both the robot’s task performance and parti-

cipants’ trust ratings were collected for subsequent analysis in line with the study hypotheses.
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3.2.4 Error Definition

Errors such as Move Away from Target (MA), Step Off Target (SOT), and Wrong Target Identified

(WTI) differ in severity and consequence, making them useful for examining how humans

form or adjust trust in robots. The error severity ranking was determined based on the

potential consequences of the error on task performance and the level of recovery required.

Low-severity errors represent minor deviations that do not disrupt task completion and can

be automatically corrected by the robot. Medium-severity errors introduce inefficiencies or

temporary disruptions during task execution but still allow successful task completion. High-

severity errors result in significant task failure or require human intervention for recovery.

This classification aligns with established risk assessment principles, where error severity is

defined by the impact of the failure rather than its probability of occurrence.

MA errors represent operational inefficiencies in the robot’s task execution rather than

critical failures. These errors occur when the robot deviates from its intended or optimal

trajectory while performing a task. For example, the robot may take a slightly incorrect path,

hesitate, or execute an imprecise movement before correcting itself. Although such deviations

are noticeable to an observer, they do not typically prevent the task from being completed

successfully. In many cases, the robot is able to self-correct or the issue can be easily resolved

with minimal intervention. Because MA errors do not lead to severe consequences or task

failure, their impact is generally limited to a reduction in perceived efficiency or competence.

However, repeated occurrences may still influence a human observer’s perception of the

robot’s reliability, leading to a moderate reduction in trust, as the system appears less precise

or predictable than expected.

SOT errors are relatively minor in severity and occur when the robot exhibits slight devi-

ations during task execution. These deviations do not typically compromise task completion

but may be noticeable to users as small imperfections in the robot’s performance. As a

result, users are likely to be more tolerant of such errors, and their occurrence is expected

to have only a limited impact on overall trust in the system. An example of an SOT error

can be observed in a robotic pick-and-place task in a warehouse or assembly setting. For

instance, when the robot attempts to grasp an object from a conveyor belt, it may moment-

arily misalign its gripper and make a slight adjustment before successfully picking up the

item. The robot still completes the task, but the movement appears slightly imprecise or less

smooth than expected. Another example could occur during a navigation task. A mobile

robot moving along a predefined path might drift slightly from the centre of the path and

then automatically correct its trajectory after a brief adjustment. Although the deviation is

visible to an observer, the robot quickly returns to the intended path without affecting task
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completion. In both cases, the robot’s behaviour demonstrates a minor deviation rather than

a critical failure, and observers are likely to interpret the behaviour as a small imperfection

in performance rather than a serious problem. Consequently, such errors are unlikely to

significantly reduce users’ overall trust in the system.

In contrast, WTI errors are critical because they directly compromise task success by misid-

entifying the intended target, often requiring human intervention. These high-severity errors

are more likely to erode trust significantly.

By comparing user trust across these distinct error types, researchers can capture how

people weigh the importance of error severity and task relevance in human–machine inter-

actions. This differentiation provides insight into which types of mistakes are most detrimental

to trust and which may be tolerated within collaborative contexts.

Following completion of the experiment, I confirmed that the implemented error rates were

consistent with the values predefined for each block. To achieve this, the actual occurrences

of the three error types (MA, SOT, and WTI) were recorded across all scenarios and blocks.

The observed error rates were then calculated and compared against the experimental design

specifications to ensure alignment with the intended conditions (see equations below)

𝑀𝐴𝑒𝑟𝑟𝑜𝑟𝑟𝑎𝑡𝑒 =
(𝑀𝐴)

(𝑀𝐴 + 𝑀𝑇𝑇 +𝑊𝑇𝐼) (3.1)

𝑆𝑂𝑇𝑒𝑟𝑟𝑜𝑟𝑟𝑎𝑡𝑒 =
𝑆𝑂𝑇

(𝑆𝑂𝑇 + 𝐶𝑇𝐼) (3.2)

𝑊𝑇𝐼𝑒𝑟𝑟𝑜𝑟𝑟𝑎𝑡𝑒 =
𝑊𝑇𝐼

(𝑊𝑇𝐼 + 𝑀𝐴 + 𝑀𝑇𝑇) (3.3)

3.2.5 Data Analysis

To align the analysis with the study hypotheses, participants’ reported trust ratings were

recorded alongside the calculated error rates for each error type across all experimental

blocks.

First, paired t-tests were conducted to examine differences in error rates across blocks

within each scenario, ensuring consistency with the experimental design specifications.

In Scenario One, the relationship between trust and MA errors was assessed using Pearson

correlation analyses, with average reported trust values correlated against the frequency of

MA errors.
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In Scenario Two, average trust ratings were compared between the two blocks, which

differed in their emphasis on speed versus accuracy (Table 3.2). Paired t-tests were conducted

to determine whether the probability of WTI errors—and thus the speed–accuracy trade-

off—produced significant differences in trust.

In Scenario Three, participants reported their trust levels each time they intervened to

correct WTI errors. Pearson correlation analyses were then performed to evaluate the rela-

tionship between average trust ratings and WTI error frequencies across blocks.

Finally, to develop a general model of trust across conditions, trust ratings from all three

scenarios were pooled and regressed against the total number of errors committed in each

case. This allowed estimation of trust as a function of error type and frequency across the

full experimental design.

Scenario One

The objective of Scenario One was to examine how variations in error rates influence human

trust in the robot. To achieve this, the experiment was structured into three blocks of robot

actions, each lasting three minutes. Within each block, predefined probabilities were assigned

to the three types of errors ( Table 3.1).

In Block 1, the error probabilities were set at 0.10 for MA, 0.20 for SOT, and 0.10 for WTI.

In Block 2, the probability of MA errors was increased to 0.25, while the probabilities for SOT

(0.20) and WTI (0.10) remained constant. In Block 3, the MA error probability was further

increased to 0.40, with SOT and WTI probabilities unchanged. Thus, only the probability of

MA errors was manipulated across the three blocks, while SOT and WTI error rates were held

constant.

The decision to vary MA errors exclusively was based on their relative importance in the

navigation task. An MA error occurs when the robot moves away from the designated target,

which greatly reduces the likelihood of successfully completing the task. By contrast, SOT and

WTI errors were held constant to avoid confounding effects, ensuring that observed changes

in trust could be attributed primarily to MA error variations.

To validate this design, Pearson correlation analyses were conducted to assess the relation-

ship between error rates and trust ratings. Results revealed a significant negative correlation

between experienced MA errors and trust, whereas no significant correlations were observed

for SOT or WTI errors across the blocks.
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Table 3.1: Changing MA error rate across blocks in Scenario One. In this table, SOT and WTI error rates remain

constant across blocks while MA progressively increases

"Note: MA= Move away error; SOT = stepped off Target error and WTI Wrong Target Identified

error"

Blocks MA Errors SOT Errors WTI Errors

Block 1 0.10 0.20 0.10

Block 2 0.25 0.20 0.10

Block 3 0.40 0.20 0.10

Scenario Two

The aim of Scenario Two was to investigate how human trust in the robot changes when the

system’s operational priority shifts between speed and accuracy in identifying the target. For

this purpose, the experimental design emphasized WTI errors as the most critical error type,

since the task was considered complete whenever the robot grasped an incorrect object.

The experiment consisted of two blocks, each lasting three minutes, with error probabilities

defined as shown in Table 3.2. In Block S/A1, the error probabilities were MA = 0.30, SOT =

0.30, and WTI = 0.10. In Block S/A2, the probabilities were MA = 0.10, SOT = 0.10, and WTI

= 0.50.

The design of these blocks enabled systematic manipulation of the trade-off between

speed and accuracy. In Block S/A1, the robot committed fewer WTI errors, reflecting lower

speed but higher accuracy. Conversely, in Block S/A2, the increased WTI error probability

reflected higher speed but lower accuracy. Thus, WTI errors served as the key parameter to

model performance variation between “fast but inaccurate” and “slow but accurate” robotic

behavior.

This manipulation parallels industrial scenarios in which machines may be configured to

prioritize either speed or accuracy in task execution. The focus of this scenario was therefore

to assess how these differences influence participants’ trust in the robot’s performance.

Scenario Three

The objective of Scenario Three was to examine the effect of human interaction and control

on trust in the robot. To address this, the experiment was divided into two blocks, with error
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Table 3.2: preset Error Rates for speed and robot accuracy in scenario Two

No. of Blocks MA Errors SOT Errors WTI Errors

BlockS/A 1 0.30 0.30 0.10

BlockS/A 2 0.10 0.10 0.50

Table 3.3: Error probabilities of the three types of Errors across the blocks in scenario Three

Blocks MA Errors SOT Errors WTI Errors

Block 1 0.40 0.20 0.10

Block 2 0.40 0.20 0.10

probabilities fixed at MA = 0.40, SOT = 0.20, and WTI = 0.10 for both blocks (Table 3.3).

Thus, the robot committed the same number of errors across the two conditions.

Unlike Scenarios One and Two, which focused on error rate manipulation, Scenario Three

introduced a shift in the experimental paradigm by allowing participants to actively inter-

vene and correct errors committed by the robot. In particular, each time the most severe

error—the Wrong Target Identified (WTI) error—was committed, participants were prompted

on the computer to intervene and correct it. During these trials, participants were instructed

to report their level of trust in response to the robot’s observed actions while also exercising

corrective input when necessary.

This design enabled investigation of trust development in a collaborative context, where

human participants acted as team players alongside the robot to achieve the task goal.

Table 3.4: Pearson’s correlation results between reported trust and numbers of errors across Blocks in Scenario

One

MA Errors SOT Errors WTI Errors

Pearson Correlation -.493 -.057 .001

Sig. (2-tailed) .000 .585 .992

N 94 94 94

Section 3.2: Methods 43



3.3 Results

3.3.1 Scenario One

To examine the influence of error types on participant responses, a paired-samples t-test was

conducted to compare the mean differences in error frequencies across the experimental

blocks. The analysis considered three distinct error categories: Move Away (MA), Step Off

Target (SOT), and Wrong Target Identified (WTI).

For each error category, the mean frequency of errors within each block was first calcu-

lated across all participants. These mean values were then compared across blocks using

paired comparisons. Specifically, the mean frequency of MA errors in Block 1 was paired

with the corresponding mean frequencies in Blocks 2 and 3. Similarly, the mean frequencies

of SOT errors in Block 1 were paired with those in Blocks 2 and 3, and the same procedure

was applied to the WTI error category. This process was repeated such that equivalent error

types across all blocks were systematically paired and compared.

This approach enabled the assessment of whether the frequency of each specific error

type differed significantly between experimental blocks while accounting for within-subject

variability.

The results indicated a statistically significant difference in the mean values of MA errors

across experimental blocks (p < .05), suggesting that the frequency of MA errors varied

significantly throughout the course of the experiment. This observation is consistent with the

predefined error probabilities specified during the experimental design stage. In contrast,

the mean values of SOT and WTI errors did not show statistically significant differences

across blocks (p > .05), indicating that these error types remained relatively stable across

the experimental conditions. These findings suggest that MA errors were more sensitive to

block-specific manipulations or task conditions than SOT and WTI errors.

Furthermore, the analysis of variance (ANOVA) results corroborated these findings. A stat-

istically significant difference was observed in MA errors across blocks (p = .04), whereas

no significant differences were found for SOT errors (p = .86) or WTI errors (p = .39). Col-

lectively, these results indicate that only MA errors demonstrated systematic variation across

blocks, while SOT and WTI errors remained largely unaffected by the block structure of the

experiment.

Building upon these findings, a Pearson correlation analysis was conducted to explore the
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relationship between the frequency of MA errors and participants’ reported trust in the robot.

For this analysis, MA error counts were aggregated across all three blocks for each participant,

and these values were correlated with corresponding trust ratings. The analysis revealed a

significant negative correlation (𝑟 = -0.493, 𝑝 < .001), indicating that higher frequencies of

MA errors were associated with lower levels of trust in the robot. No significant result was

found for SOT and WTI errors as shown in 3.4.

This result provides empirical support for the hypothesis that MA errors—where the ro-

bot incorrectly attributes actions or intentions—have a detrimental effect on user trust. The

negative correlation suggests that participants perceived MA errors as more disruptive or mis-

leading, thereby undermining their confidence in the robot’s reliability and decision-making

capabilities. These findings underscore the importance of minimizing MA errors in human-

robot interaction systems to preserve user trust and engagement.

Table 3.5: Pearson’s Correlation Results of Scenario Two

MA Errors SOT Errors WTI Errors

Pearson Correlation .484 -.237 -.582

Sig. (2-tailed) .111 .459 .047

N 16 16 16

3.3.2 Scenario Two

To investigate the effect of speed and accuracy on human trust in the robot, a paired samples

t-test was again conducted to compare reported trust between the low-speed/high-accuracy

condition and the high-speed/low-accuracy condition. Results indicated that participants re-

ported significantly higher trust in the robot when it operated at lower speed with higher

accuracy compared to when it operated at higher speed with lower accuracy. Specifically,

the mean trust score was higher in the low-speed/high-accuracy block (𝑀 = 3.38, 𝑆𝐸 =

0.263) than in the high-speed/low-accuracy block (𝑀 = 2.50, 𝑆𝐸 = 0.327), 𝑡(7) = 2.966, 𝑝

< .05. This finding suggests that accuracy was a stronger determinant of trust than speed,

as trust decreased when the robot performed tasks more quickly but with greater errors.

To further examine the role of error types in shaping reported trust, Pearson’s correlation

analyses were performed. Reported trust was found to be significantly negatively correlated
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with WTI errors across the two blocks, 𝑟 = –.582, 𝑝 < .05. This indicates that increases in WTI

errors were associated with reductions in trust.

Additional correlation analyses were conducted to test the relationship between trust and

other error types (MA and SOT errors). No significant associations were observed in either

case (𝑝 > .05) as shown in Table 3.5. This result suggests that although the robot committed

multiple error types, only WTI errors significantly contributed to the observed changes in

human trust.

Table 3.6: Pearson’s Correlation Results of Scenario Three

MA Errors SOT Errors WTI Errors

Pearson Correlation .133 .451 -.434

Sig. (2-tailed) .599 .060 .072

N 18 18 18

3.3.3 Scenario Three

To examine the influence of human intervention in correcting the robot’s most critical errors

on reported trust, a Pearson correlation analysis was conducted between trust scores and

WTI errors. This analysis included data from six participants, as four participants did not take

part in this phase of the experiment. WTI errors were selected for analysis because they

trigger false alarms whenever the robot commits such errors.

The results indicated no significant correlation between reported trust and WTI errors (𝑝 >

.05). This finding suggests that WTI errors did not have a measurable impact on participants’

trust in the robot during this scenario. One possible interpretation is that participants may

have been able to maintain or regain their trust in the robot through successful collaboration,

where they could effectively intervene to correct errors and work jointly with the robot to

achieve the task goal.

3.3.4 Estimating Human Trust Using Regression Analysis

In general, this result further demonstrates that understanding human levels of trust in a

machine in complex situations of uncertainties and complexities where different mistakes of

the machine could occur would aid humans or users of the machine to further make informed
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decisions that will enable team partnerships to manipulate the systems to achieve a setup

goal. This is important to avoid complete failure in the event of uncertainties.

Building on the correlation analyses conducted across scenarios, a multiple regression

analysis was performed to examine whether different error types could be used to predict

reported trust. Error rates from Scenarios One and Two were pooled and regressed against

participants’ reported trust scores.

The results indicated that both MA and WTI errors were significant predictors of trust, 𝐹(3,

43) = 8.084, 𝑝 < .001, with regression coefficients of B = –5.515 (MA errors) and 𝐵 = –3.507

(WTI errors), 𝑡 = 10.474, 𝑝 < .001. The model explained approximately 36.1% of the variance

in reported trust (𝑅2 = .361). In contrast, SOT errors were not significantly associated with

trust (𝑝 > .05), consistent with the earlier correlation analyses that showed no meaningful

relationship between SOT errors and trust.

Overall, these results suggest that trust in the robot is strongly influenced by MA and WTI

errors, but not by SOT errors. This finding highlights the importance of error type in shaping

human–machine trust dynamics. More broadly, the ability to model and estimate trust in

contexts characterized by uncertainty and multiple error sources may support the develop-

ment of adaptive human–robot partnerships, enabling users to make informed decisions and

sustain effective collaboration even under challenging conditions.

3.3.5 Discussion

The results of this study highlight that human perceptions of machine behaviour are not

uniform but vary considerably among individuals. This variation aligns with previous findings

suggesting that trust in automation is influenced by subjective factors such as personality

traits, prior experience with technology, and cognitive biases [10, 14]. It appears that individual

differences play a significant role in how participants interpret robotic actions and assign trust

to automated systems.

My finding that MA and WTI errors significantly predict reported trust, while SOT errors

do not, aligns with prior research showing that error severity, consequence, and visibility

play key roles in human trust calibration [54]. In particular, errors that directly impact task

correctness or that violate competence expectations tend to erode trust more strongly than

errors of timing or minor inefficiency (Understanding the Effects of Robot Errors in HRI; “Sorry,

it was my fault”). Moreover, trust-prediction frameworks (e.g., the bi-directional trust model)

posit that systems’ capability violations (rather than minor deviations) carry more weight
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in trust modeling [19, 91]. These lines of evidence support the logic that human trust is

more sensitive to MA and WTI errors, which compromise task outcomes, than to SOT errors,

which primarily reflect suboptimal performance without outright failure. Prior studies have

similarly indicated that humans tend to tolerate a consistent error rate but react more strongly

to unexpected or fluctuating failures, which may be perceived as unreliability or loss of

control[18]

Another important observation concerns the trade-off between speed and accuracy. Par-

ticipants expressed higher levels of trust in a robot that operated at a slower speed but with

greater accuracy compared to one that performed faster with more errors. This finding sup-

ports the argument that perceived reliability and competence are stronger determinants of

trust than efficiency or task completion speed [92, 93]. It also underscores the importance

of designing robotic systems that prioritise consistent and accurate performance to maintain

user trust, even at the expense of operational speed.

Interestingly, when participants were allowed to intervene and correct severe robot errors,

the results revealed no significant correlation between mean trust values and error rates.

This suggests that opportunities for human intervention may mitigate the negative effects of

robot errors on trust. In other words, the ability to exert control or correct system behaviour

appears to restore user confidence in the robot’s competence. This aligns with the concept

of calibrated trust, where maintaining an appropriate balance between human oversight and

automation autonomy supports sustained trust over time [14, 94]. The finding also resonates

with theories of shared control in human–robot interaction, which emphasise that empowering

users to recover from automation failures can prevent trust erosion and foster resilience in

human–robot partnerships [95].

As earlier stated, my regression results further indicated that both MA and WTI errors were

significant predictors of trust, 𝐹(3, 43) = 8.084, 𝑝 < 0.001, with regression coefficients of B =

–5.515 (MA errors) and 𝐵 = –3.507 (WTI errors), 𝑡 = 10.474, 𝑝 < .001. The model explained

approximately 36.1% of the variance in reported trust (𝑅2 = .361). In contrast, SOT errors

were not significantly associated with trust (𝑝 > .05), consistent with the earlier correlation

analyses that showed no meaningful relationship between SOT errors and trust.

Overall, these findings contribute to a growing body of evidence suggesting that human

trust in robotic systems is dynamic, context-dependent, and strongly shaped by perceived

reliability and the capacity for human oversight. Future work could further investigate how

different modes of human intervention or adaptive feedback mechanisms influence trust

calibration, particularly in complex or high-stakes environments.
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3.4 Chapter Summary

This chapter addresses the first aim and objective of the project: to investigate how vari-

ations in machine error rates, the severity of those errors, and the extent of human ability

to intervene in correcting them influence human trust in machines. The work presented here

has been previously published in the Proceedings of the 2023, IEEE, MeTROXRAINE, Milano,

Italy, reflecting its contribution to ongoing scholarly discourse.

The chapter begins by situating this objective within its theoretical and empirical founda-

tions, drawing on prior research in human–machine interaction, trust dynamics, and error

management. It reviews a range of experimental studies and methodological approaches

that have explored the interplay between system reliability, error characteristics, and user

trust, with particular emphasis on the strengths and limitations of these approaches. Special

attention is given to identifying how different dimensions of error—frequency, severity, and

recoverability—shape user perceptions and trust-related outcomes.

Through a critical synthesis of the literature, this chapter not only highlights the advance-

ments achieved in understanding trust calibration but also identifies persistent gaps and open

challenges that motivate further investigation. It underscores the need for a more integrated

perspective that combines error-related factors with user intervention mechanisms, thereby

offering a clearer framework for assessing trust in real-world applications. By doing so, the

chapter provides both the conceptual grounding and empirical justification for the subsequent

phases of this project, while establishing the relevance of the present contribution within the

broader trajectory of human–machine trust research.
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4

Investigating Human Trust in Machine

Using ErrP Signals

4.1 Chapter Introduction

Error-related potentials (ErrPs) are neural signals generated when individuals recognize the

occurrence of an error, whether committed by themselves or by external agents such as

machines [55]. Previous research has demonstrated that ErrPs can be reliably detected

from electroencephalographic (EEG) signals on a single-trial basis, allowing the differentiation

between correct and erroneous actions [41, 42, 46, 47, 54]. Wirth et al. further expanded

this approach by classifying distinct types of errors against one another [36]. These studies

have highlighted the feasibility of employing single-trial error versus non-error [63] or er-

ror versus error classifications [36] as feedback mechanisms in reinforcement learning-based

brain–computer interface (BCI) systems [67]. Such systems pave the way toward autonomous

BCI applications, where machines can adaptively learn appropriate actions based on human

assessments of correctness. This approach has shown potential in tasks such as simple nav-

igation [41, 42], reducing cognitive workload and enhancing human–machine collaboration.

Recent advancements also suggest that ErrPs, alongside other EEG markers such as the
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P300, could provide insight into variations in human trust toward machines. By present-

ing comparable information to both humans and machines, and measuring corresponding

EEG responses while participants report their trust levels, it becomes possible to model trust

dynamically. For example, an algorithm capable of estimating trust in real time (e.g., per

minute during task execution) using EEG signals could continuously and accurately track

neural responses associated with trust during human–machine interaction.

Although neural correlates of trust have been extensively investigated in human–human

contexts [5], it is critical to recognize that trust in human–machine interaction may involve

distinct mechanisms under different task conditions. Self-report measures have frequently

been used to estimate trust (e.g., [1]), but these methods suffer from limitations, including

interruptions to task performance, variability in self-assessment accuracy, participant bias,

and cognitive burden [10, 12]. Physiological indicators such as galvanic skin response (GSR)

and heart rate variability have also been explored; however, their relatively slow temporal

dynamics limit their utility for real-time trust measurement. More recently, EEG studies have

revealed links between human confidence and error-related positivity (oPe), though findings

remain constrained by experimental design and environmental factors [10].

To address these challenges, EEG presents a promising avenue for assessing trust in ma-

chines, owing to its high temporal resolution (on the order of milliseconds), which surpasses

that of slower physiological signals such as GSR. Nevertheless, knowledge of the neurocog-

nitive basis of trust in human–machine interaction remains limited, and further research is

needed to account for the conceptual complexity of trust [78, 96]. Specifically, relationships

between trust and EEG components—including the error-related negativity (ERN) and error

positivity (Pe) of the ErrP, as well as the P300 associated with correct actions—require deeper

investigation. Additionally, contextual factors such as individual personality traits, task type,

user familiarity with the machine, and the operational environment may all influence trust

[97–99]. Understanding these relationships is essential to foster reliable and harmonious

human–machine collaboration.

In this chapter, these findings are extended by investigating human trust in relation to

errors committed by machines, with particular focus on EEG components of the ErrP (ERN

and Pe). The study aims to determine whether trust can be distinguished at different levels

by analyzing these neural markers. Human perception of machine actions may vary across

individuals and domains; however, shared patterns in trust responses could enable robust

trust modeling, reducing risks of system misuse or disuse [74].

To explore this, EEG signals were analyzed using a linear discriminant analysis (LDA) classi-
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fier, with a support vector machine (SVM) applied for validation. Discriminative time-domain

features were extracted from three of the eight electrode sites used in the experiment. Data

were collected from Ten adult participants who observed the actions of a robotic claw system

displayed on a computer screen (as described in Chapter 3) but seven participants were used

for analysis. Participants were not informed of the experiment’s purpose but were instructed

to observe the system’s actions and provide trust ratings based on their perception. The

resulting data enabled investigation of the relationship between trust and ErrP components,

as well as classification of trust levels (high vs. low).

Findings of this chapter and Chapter 5 have also been published in the 2025 IEEE In-

ternational Conference on Metrology for eXtended Reality, Artificial Intelligence and Neural

Engineering, MetroXRAINE 2025 - Proceedings

4.2 Methods

Figure 4.1: Complete Flow Block Diagram of the Experiment

4.2.1 Participants

Initially, Ten healthy adult participants were recruited for this study. However, seven(7) par-

ticipants (Mean age= 23± 16; 4 males and 3 females ) were included in neurophysiological
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analysis while three were excluded because they could not produce enough artifact-free tests

for all conditions during the pre-processing stage. Before the experiment was conducted, all

procedures were approved by the Ethics Committee of the University of Sheffield in the School

of Electrical and Electronic Engineering.

Again, the relatively small number of participants included in this study can be attributed

to the impact of the COVID pandemic during the data collection period. Restrictions on in-

person research and reduced participant availability limited the scope of recruitment, thereby

affecting the overall sample size.

4.2.2 The Claw Task

The experimental task employed in this study was adapted from the “Claw Task” introduced

in Chapter 3. In the earlier experiment, the task was used exclusively to investigate behavi-

oral changes in trust as a function of machine errors, without the inclusion of EEG recordings.

In contrast, the present experiment extends this paradigm by incorporating EEG measure-

ments to investigate the neural correlates of human trust while participants observed machine

actions.

The Claw Task can be described as an error-driven brain–computer interface (BCI) scenario

in which participants observe machine actions and report their confidence in the system’s

ability to successfully complete a given assignment [100]. Specifically, participants observed

a computer-simulated arcade “claw crane” game displayed on a monitor (Figure 3.1). The

display consisted of eight colored balls aligned horizontally, with a virtual robotic arm po-

sitioned above them. At the beginning of each trial, one ball was randomly designated as

the target with a preset probability and was colored blue. The remaining seven balls were

colored red. The red ball immediately adjacent to the target location was marked as the

“on-target neighbor.”

At the start of each run, the claw was positioned directly above one of the red balls, located

either two or three positions away from the blue target ball. Approximately once per second,

the claw executed one of three possible actions: (1) move one step toward the target ball, (2)

move one step away from the target ball, or (3) extend downward to grasp the ball beneath

it. Actions were executed instantaneously, with their probabilities determined by whether the

claw was aligned with the target or not. When aligned above the blue target ball, the claw

could either grasp the ball or step away from it. When misaligned, the claw could move one

step closer to the target, one step further away, or grasp the red ball immediately beneath
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it. Each run ended after the claw executed a grasp action, after which the screen went blank.

Participants were prompted to report their level of trust in the claw once every minute

by pressing a key on a scale of 1–5, with values corresponding to low trust to high trust

levels. They were instructed to minimize head and eye movements during the runs but

were permitted one-minute breaks between blocks, initiated via an on-screen prompt. Each

participant completed eight blocks, each lasting approximately three minutes.

For the purposes of analysis, only erroneous claw actions were considered. Three types

of errors were defined: MFFT (Move Further From Target): The claw was aligned above a red

non-target ball and moved one step further away from the blue target. SOT (Step Off Target):

The claw was aligned above the blue target ball but moved away instead of grasping it. WTI

(Wrong Target Item): The claw grasped a red non-target ball.

Both MFFT and SOT errors occurred during horizontal navigation along the row of red

balls toward the target blue ball, as shown in Figure 3.1. Importantly, the claw always had

information distinguishing whether a lateral movement or grasp action had been executed.

Due to the limited number of SOT trials collected, this error type was excluded from the

subsequent neurophysiological analysis.

4.2.3 EEG Data Acquisition and Experimental Setup

EEG data were acquired using an Enobio 8 5G system, configured with eight wet electrodes.

Wet electrodes were chosen over dry electrodes due to their superior signal quality and

reduced impedance variability, which is particularly important for capturing low-amplitude

event-related potentials such as the error-related potential (ErrP).

Signals were recorded at a sampling rate of 500 Hz. The electrode montage followed

the international 10–20 system, with electrodes positioned at frontal (Fz), central (Cz, C3,

C4), parietal (Pz), occipital (Oz), and parieto-occipital (PO7, PO8) sites. These positions were

selected to optimize the detection of error-related components, such as the error-related

negativity (ERN) and error positivity (Pe), which are typically maximal over fronto-central and

parietal regions.

During recording, the reference electrode was placed on the earlobe, and a ground elec-

trode was positioned according to the manufacturer’s standard configuration. Electrode–skin

contact was ensured by applying conductive gel to maintain low impedance throughout the

session. This setup provided a balance between spatial coverage of relevant cortical areas
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and participant comfort, while maintaining sufficient signal quality for single-trial classifica-

tion of error-related responses.

Figure 4.2: Positioning of Electrode within the cortex with specific references to electrode position of interest

(Fz, Cz, and Pz)

4.2.4 Preprocessing and Extraction of ErrP Components for Trust

Analysis

The recorded EEG signals from eight electrode channels, Frontal-Parietal cortices (Fz, Cz, Pz,

Oz, C3, C4, PO7, and PO8), during task performance were resampled to 64 Hz and band-

pass filtered between 1 Hz and 10 Hz to remove slow drifts and high-frequency noise. Epochs

were extracted from –100 ms to 700 ms relative to the onset of the virtual claw’s erroneous

movements (MFFT, SOT, and WTI errors) from Fz, Cz, and the Pz electrode, with specific

interest in the Pz electrode as evidence from state-of-the-art research indicated that error-

related potentials and P300 activities are most prominently observed in the central-midline

region of the brain, particularly the Pz electrode [36, 37, 52]. The selection of the time window

was also based on visual inspection of averaged time-domain responses, ensuring inclusion

of the expected error-related activity (0–100 ms post-stimulus) as shown in Figure 4.7. Each

epoch was baseline-corrected to the 0-ms period immediately preceding stimulus onset.

Artifact rejection was conducted automatically by discarding any trials in which the amp-
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litude range (difference between the maximum and minimum voltage) in any channel ex-

ceeded −75𝜇V. This ensured that only clean, artifact-free trials contributed to subsequent

averaging and analysis. A full block flow diagram of the processing pipeline is shown in

Figure 4.1.

Multiple classification strategies were initially explored to identify potential patterns in par-

ticipant responses. Notably, the responses from all seven participants fell within only two of

the five predefined classification categories, while only two participants provided responses

spanning three or more categories. In addition, all participants provided ratings ranging from

1 to 5 on the trust scale. For the purposes of analysis, these responses were grouped into two

conditions: ratings of 1–2 were classified as low trust, whereas ratings of 4–5 were classified

as high trust. Midpoint ratings (3) were excluded from the analysis. All ratings were obtained

using a five-point Likert scale.

Given the limited number of trust-related responses and the uneven distribution across

the original classification categories, the robustness of subsequent analyses was inherently

constrained. To preserve analytical consistency and enhance interpretability, the classifica-

tion framework was therefore refined. Categories 1 and 2 were combined to represent low

trust, while categories 4 and 5 were merged to represent high trust. The mid-level trust cat-

egory (Category 3) was excluded from further analysis, as no participant provided responses

corresponding to this category.

4.2.5 Time-Domain Analysis of Error-related Potentials (ErrP) across

Trust Conditions

The average time-domain error-related potential (ErrP) waveforms were computed for each

participant using the preprocessed and extracted EEG trials. To further quantify these com-

ponents, peak analysis was performed to identify the latencies and amplitudes associated

with the error-related negativity (ERN) and Error positivity (Pe). This analysis was based on

the grand-averaged time-domain waveform in Pz channel, as shown in Figure 4.7. The ERN

was identified as the most prominent negative deflection following the onset of an error,

while the Pe was defined as the subsequent positive deflection.

The ERN component was extracted within a time window of 100–200 ms post-stimulus

onset, and the Pe within a 300–400 ms window. These temporal boundaries were determ-

ined through visual inspection of the grand-average waveforms ( Figure 4.7) and aligned

with ranges reported in prior literature [36, 52]. Specifically, the ERN window encompassed
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Figure 4.3: Participant-wise distribution of the number of extracted EEG trials recorded during task observation

prior to artefact rejection. The y-axis indicates the total number of extracted trials, while the x-axis

denotes participant numbers. The distribution highlights individual differences in the quantity of

extracted EEG data within the defined time frame. Overall, all seven participants exceeded the

chance level of 500 trials per participant.

the interval around the onset and maximum of the negative deflection, whereas the Pe win-

dow was centered on the positive peak following the ERN and extended until the return of

amplitude values toward baseline. Individual participant averages were examined to extract

ERN and Pe peaks within these respective time windows. Average Amplitudes within these

extracted time windows for both the ERN and Pe were calculated on the Pz electrode for each

participant.

To evaluate whether statistically significant differences in amplitudes existed between the

low- and high-trust conditions, a parametric paired-samples t-test was first conducted, fol-

lowed by a non-parametric Wilcoxon signed-rank test for both the ERN and Pe components.

This dual approach was employed to determine whether either test would yield significant

statistical outcomes. Specifically, ERN amplitudes and latencies were examined within the

100–200 ms time window, whereas Pe amplitudes were analyzed within the 300–400 ms

window.
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Figure 4.4: Participant-Wise Distribution of Trust Trials Recorded in One-Minute Interval. This figure presents the

number of average trust-related trials recorded for each participant during one-minute observation.

The distribution reflects individual differences in trust evaluation frequency within the defined time

frame

4.2.6 Feature Extraction and Selection for Classification

To identify the most informative subset of extracted features for classification, Stepwise Linear

Discriminant Analysis (SWLDA) was employed. The procedure began with an empty model.

At each iteration, regression analyses were conducted on models with and without each

candidate feature, producing an F-statistic and associated p-value. A threshold of p < 0.05

was used as the entry criterion. If at least one feature met this criterion, the feature with the

lowest p-value was added to the model. Conversely, if any feature already included in the

model exceeded p > 0.05 at a given step, the feature with the highest p-value was removed.

This iterative process continued until no additional features met the criteria for inclusion or

removal. In cases where no features met the entry criterion, the feature with the smallest p-

value overall was selected. Feature selection was implemented using the stepwisefit function

from the MATLAB Statistics and Machine Learning Toolbox (Release 2025b). Both training and

test datasets were subsequently reduced to the selected features.

Following feature selection, linear classification models were trained using Linear Discrim-
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(Pe, Peak amplitude)

( ERN, Peak Amplitude) 

Figure 4.5: Simulated event-related potentials (ERPs) for correct and error responses illustrating the Error-

Related Negativity (ERN) and Error Positivity (Pe). The figure shows a simulated comparison of

response-locked event-related potentials for error responses (purple) and correct responses (green).

Time is aligned to the response at 0 ms, indicated by the dashed vertical line. Following erroneous

responses, a pronounced negative deflection appears around 50–100 ms, corresponding to the

Error-Related Negativity (ERN), a neural marker associated with rapid performance monitoring pro-

cesses in the anterior cingulate cortex. This component is followed by a later positive deflection

around 200–400 ms, known as the Error Positivity (Pe), which has been linked to conscious error

awareness and post-error evaluation. Correct responses show a substantially reduced or absent

ERN and Pe. The arrows highlight the approximate peak latencies of these components [37, 101–

103].

inant Analysis (LDA) and Support Vector Machines (SVM). Model training was performed using

MATLAB’s fitcdiscr and fitcsvm functions, and trial-level predictions were obtained using the

predict function (MATLAB Statistics and Machine Learning Toolbox, Release 2025b) [61, 104].

4.2.7 Machine Learning-Based Classification of ErrP Features for Trust

Level Prediction

Previous studies have proposed several approaches for reporting classification accuracy in

related research [52]. One common approach involves reporting the overall accuracy, which

represents the proportion of correctly classified trials across all classes. This metric provides

a general overview of classifier performance and the relative contribution of each class.
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Figure 4.6: Flow Block Pipeline for ErrP feature Extraction and Classification.The dimensionality of the extracted

Error-related Potential (ErrP) features for each participant is summarized in Table 4.1. Initially, a pool

of approximately 600 × 3 candidate temporal features was extracted from the three EEG channels,

with each channel contributing approximately 20× 30 trust time-domain temporal features. Owing

to the unequal number of trials recorded under the low-trust and high-trust conditions, the resulting

feature space exhibited class imbalance between the two trust categories.To determine the most

informative ErrP features for distinguishing between trust levels, Stepwise Linear Discriminant Ana-

lysis (SWLDA) was employed as a feature selection method. SWLDA was applied independently to

identify representative features associated with both low-trust and high-trust conditions. When mul-

tiple features were selected for a particular trust class, their mean value was computed to derive a

single representative feature, which was subsequently used as input to the classification models.As

reported in Table 4.1, the number of selected features differs across participants, highlighting the

presence of inter-subject variability in error-related potential (ErrP) responses.

Table 4.1: .The dimensionality of the extracted Error-related Potential (ErrP) features for each participant per

channel.

Participant 𝑁 (Trials) Extracted ErrP Features Low Trust Features High Trust Features

1 601 38 24 14

2 597 38 30 8

3 603 32 14 18

4 606 35 24 11

5 611 38 18 20

6 577 36 30 6

7 629 27 20 7
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Table 4.2: Comparison of Mean Amplitude Differences Between High- and Low-Trust Conditions for the ERN

Component Across Participants at the Pz Channel.

Participants Low Trust Means±SDs(𝜇𝑉) High Trust Means±SDs (𝜇𝑉)
1 -0.59±0.37𝜇𝑉 0.42±0.17𝜇𝑉

2 0.01±0.31𝜇𝑉 0.14±0.13𝜇𝑉

3 -0.03±0.10𝜇𝑉 -0.07±0.01𝜇𝑉

4 1.24 ± 0.27𝜇𝑉 -1.58±0.66𝜇𝑉

5 1.59±1.10𝜇𝑉 -0.29±0.13𝜇𝑉

6 2.07±0.23𝜇𝑉 0.77±1.77𝜇𝑉

7 -2.03±0.31𝜇𝑉 0.40±0.13𝜇𝑉

Grand Average Mean±S.D -0.32 ± 0.24𝜇𝑉 -0.18 ± 0.42𝜇𝑉

Table 4.3: Summary of Pe Component Mean Amplitudes in High and Low Trust Conditions Across Participants

at Pz.

Participants Low Trust Means±SDs(𝜇𝑉) High Trust Means±SDs(𝜇𝑉)
1 0.60±0.69𝜇𝑉 0.18±0.10𝜇𝑉

2 -0.42±0.93𝜇𝑉 -0.16±0.10𝜇𝑉

3 0.11±0.03𝜇𝑉 -0.07±0.01𝜇𝑉

4 1.69±0.27𝜇𝑉 -1.92±0.48𝜇𝑉

5 1.13±0.64𝜇𝑉 -0.17±0.20𝜇𝑉

6 4.24±0.92𝜇𝑉 2.84±5.10𝜇𝑉

7 0.27±0.09𝜇𝑉 0.26±0.11𝜇𝑉

Grand Average Mean±S.D𝑉 1.05±0.51 𝜇𝑉 0.14±0.87𝜇𝑉

However, it may yield misleading interpretations, particularly when the model exhibits class

imbalance or bias.

An alternative approach is the balanced accuracy, where accuracy is computed individually

for each class and then averaged across all classes. This method accounts for variations in

class performance, offering a more equitable evaluation across categories. Nevertheless, it

may obscure certain nuances of classifier behavior by averaging class-specific results.

To classify the ErrP data based on the extracted features associated with participants’

reported trust levels, an overall classification approach was implemented using two machine

learning algorithms: Linear Discriminant Analysis (LDA) and Support Vector Machines (SVM).

These classifiers were selected due to their well-documented effectiveness in EEG signal

classification and feature discrimination tasks, as demonstrated in prior research [61, 104]
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(Table 2.2).

LDA and SVM are both supervised learning algorithms that have been widely used in

brain–computer interface (BCI) research due to their robustness, interpretability, and capacity

to handle noisy physiological data. The LDA classifier was particularly suitable for this study

because it seeks to maximize the ratio of between-class variance to within-class variance,

thereby ensuring optimal class separation in a low-dimensional feature space. This property

is advantageous for EEG data, where signal-to-noise ratios are often low and discriminative

information is embedded within subtle temporal or spatial patterns.

The SVM classifier was employed as a complementary validation model to evaluate the

robustness and generalizability of the LDA results. SVM operates by finding an optimal hy-

perplane that maximizes the margin between data points from different classes, making it

highly effective for complex, non-linearly separable EEG data distributions. Using both clas-

sifiers allowed for cross-verification of classification outcomes and minimized the potential

for model-specific bias, thereby enhancing the reliability of the trust-level predictions.

Initially, five trust levels were considered for classification, corresponding to the five-point

scale used for participants’ self-reported trust ratings. However, variability in these ratings

resulted in insufficient data within several categories, making it impractical to develop reliable

five-class models for all participants. To address this limitation and ensure statistical robust-

ness, the trust ratings were consolidated into two broader categories: low trust and high trust.

EEG trials associated with trust ratings of 1–3 were grouped and averaged to represent the

low-trust condition, while trials corresponding to ratings of 4–5 were grouped to represent

the high-trust condition.

This binary classification approach allowed for a more stable and interpretable analysis

of EEG patterns associated with human trust in machines. Furthermore, by training and

validating the classification models across these two conditions, the study aimed to estab-

lish whether neural features extracted from ErrP data could reliably distinguish between low

and high trust states. The combined use of LDA and SVM thus provided a balanced frame-

work—leveraging LDA’s computational efficiency and interpretability with SVM’s strong dis-

criminative power—to support the detection and prediction of trust-related neural signatures.

An individualized modeling approach was adopted, in which ErrP features extracted from

each participant’s task responses were used to train and evaluate subject-specific classifi-

ers. This approach ensured that the resulting models captured participant-specific neural

signatures associated with trust modulation rather than inter-individual variability.
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The LDA classifier was trained using MATLAB’s fitcdiscr function, while the SVM classifier

was trained using the fitcsvm function, both available in the MATLAB Statistics and Machine

Learning Toolbox (version R2025b). These models were trained to distinguish between two

categorical trust conditions: Low Trust (ratings 1–3) and High Trust (ratings 4–5), based on the

extracted ErrP features.

After model training, predictions were generated for both average and grand-average

ErrP trials using MATLAB’s predict function. Model evaluation was conducted using leave-

one-out cross-validation (LOOCV), a rigorous validation technique that iteratively withholds

one sample as the test set while training on all remaining samples. This approach provides

a nearly unbiased estimate of model generalization performance, particularly beneficial for

small or moderate-sized datasets.

Classification performance was evaluated using standard statistical measures of accuracy

to quantify the effectiveness of the developed models in distinguishing between the high

and low trust conditions. Specifically, the grand average overall classification accuracy was

computed across all participants to assess the model’s overall ability to correctly identify EEG

patterns associated with each trust state.

4.3 Results

4.3.1 Results of Neurophysiological and Statistical Analysis

The results of the paired-samples t-test conducted to compare the amplitudes of the error-

related negativity (ERN; 100–200 ms) and the error positivity (Pe; 300–400 ms) between

the high- and low-trust conditions revealed no significant differences in amplitude for either

component. For the ERN component, the difference between the trust conditions was not

statistically significant (p = 0.60). Similarly, the Pe component did not show a significant

difference between conditions (p = 0.11).

The results of the non-parametric Wilcoxon signed-rank test also revealed no statistically

significant differences between amplitudes of the trust conditions. Specifically, for the ERN,

the test yielded a p-value of 0.57 with a signed-rank value of 18, while for the Pe, a p-value

of 0.11 with a signed-rank value of 24 was observed.

These findings align with previous work demonstrating that ERN and Pe amplitudes often

show trait-like stability and modest within-subject fluctuations over time and tasks [105, 106].
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Specifically, studies have shown that ERN and Pe tend to reflect consistent individual differ-

ences rather than being highly sensitive to transient motivational or contextual manipulations.

Therefore, while trust is a meaningful cognitive state, its effect on these error-processing com-

ponents may be smaller than anticipated or mediated by other neural or behavioral factors

[107].

As a proof of concept, further analysis was performed to investigate whether any variation

occurs between the computed grand average amplitudes of the low and high trust conditions

for both the ERN and Pe components within the selected time windows. Interestingly, these

results revealed notable differences in grand average amplitude between low and high trust

conditions in the Pz channel. For the ERN component, the grand average amplitude under

the low trust condition is (Mean=0.32𝜇V, SD= 0.24𝜇V), whereas the high trust condition

recorded (Mean=0.18𝜇V, SD= 0.42𝜇V). Similarly, the grand average mean amplitude for

the Pe component across all participants is (Mean=1.05𝜇V, SD= 0.51𝜇V) for the low trust

condition and (Mean=0.14𝜇V, SD= 0.87𝜇V) for the high trust condition. These results are

presented in Tables 4.2 and 4.3, respectively.

Figure 4.7: Grand-Average Error-Related Potential Amplitudes Across the Pz channels.
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Table 4.4: Overall ErrP LDA Classification Accuracies for Individual Participants Using the SWLDA Feature Se-

lection Technique.

Participant LDA Classification Accuracies(%) SVM Classification Accuracies(%)

1 83 % 81 %

2 87 % 84 %

3 75 % 48 %

4 78 % 57 %

5 97 % 79 %

6 83 % 80 %

7 52 % 50 %

Mean ± S.D 79 ± 14 % 75 ± 14 %

4.3.2 Classification Performance of LDA and SVM Models

A summary of the classification results obtained from the Linear Discriminant Analysis (LDA)

and Support Vector Machine (SVM) classifiers is presented in Table 4.4. The results demon-

strated that the LDA classifier achieved a grand overall accuracy of 79 ± 12 %, whereas the

SVM model produced a slightly lower mean accuracy of 75 ± 14 %. Although this differ-

ence is numerically small, it provides meaningful insights into how each model responds to

neurophysiological data characteristics in the context of trust-state classification.

The higher mean accuracy obtained by the LDA model suggests that the ErrP features

underlying trust-related neural activity were predominantly linearly separable. LDA operates

under the assumption that data classes can be distinguished by a linear boundary, which

often aligns well with the statistical properties of EEG signals—particularly when the features

are extracted from specific frequency bands or time windows associated with cognitive or

affective processes [2, 43]. This outcome implies that the neural representations of trust,

as captured in the present study, can be effectively modeled using relatively simple linear

relationships between features.

In contrast, the SVM classifier, which is generally advantageous for complex, non-linear

feature spaces, did not outperform LDA. One possible explanation is that the SVM’s kernel

mapping may have introduced unnecessary model complexity, given the linear nature of the

underlying ErrP patterns. Moreover, with a limited number of trials for some participants and

potential inter-individual variability, the SVM may have been more sensitive to overfitting,

thereby reducing its generalization performance. These findings are consistent with previous

studies in neurophysiological research, where LDA has frequently demonstrated robust per-
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Figure 4.8: Confusion Matrix visualization of Participants 1, LDA performance accuracy

formance in EEG-based classification tasks such as emotion recognition, workload estimation,

and decision confidence analysis.

The improved sensitivity of the LDA classifier in identifying neural patterns related to trust

states suggests that it was better able to capture subtle fluctuations in cortical activation

associated with trust evaluation. Such sensitivity is particularly important in EEG research,

where neural signals often exhibit low signal-to-noise ratios and where meaningful patterns

may be obscured by inter-trial variability. The LDA’s capacity to generalize across participants

and channels highlights its suitability for real-time or adaptive trust modeling applications,

such as human–robot interaction and neuroadaptive interface design.

Furthermore, to provide a more detailed understanding of the model behavior, confusion

matrices were generated individually for some participants (Figures 4.8, 4.9, and 4.10). These

matrices allowed visualization of class-wise prediction distributions, highlighting the propor-

tion of correctly and incorrectly classified trials. By examining the diagonal and off-diagonal

elements of each confusion matrix, it was possible to identify specific misclassification trends,

such as a tendency to overestimate or underestimate a given trust condition. This analysis

not only facilitated a clearer interpretation of classifier reliability and robustness across par-

ticipants but also provided insight into potential sources of variability in EEG-based trust

recognition performance.
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Figure 4.9: Confusion Matrix visualization of Participant 2 performance accuracy

Overall, these results suggest that linear discriminant approaches remain highly effective

for EEG-based cognitive state classification, particularly when dealing with moderate sample

sizes and features derived from well-defined neurophysiological markers. Future research

could explore hybrid approaches that combine the interpretability and efficiency of LDA with

the flexibility of non-linear methods such as kernel SVMs or neural networks, potentially

leading to improved robustness across diverse cognitive and affective contexts.

4.3.3 Discussion

The paired t-test and Wilcoxon Signed-ranked analysis conducted to compare the amplitudes

of the ErrP components (ERN and Pe) between high and low trust conditions did not reveal

any significant differences.

As a proof of concept, further analysis was performed to investigate whether any variation

occurs between the computed grand average amplitudes of the low and high trust conditions

for both the ERN and Pe components within the selected time windows (100-200ms for ERN

and 300-400ms for the Pe). Interestingly, these results revealed notable differences in grand

average amplitude between low and high trust conditions.

The classification results, as shown in Table 4.4, highlight important distinctions between
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Figure 4.10: Confusion Matrix visualization of Participant 3 performance accuracy

the performance characteristics of linear and non-linear classifiers in the context of EEG-

based trust recognition. The superior results obtained with LDA suggest that the EEG feature

space was more effectively modeled through linear discriminant structures. LDA’s under-

lying assumption of normally distributed features and its optimization of the ratio between

inter-class and intra-class variance enable it to identify linear boundaries that enhance class

separability. This makes it particularly advantageous for EEG data characterized by limited

dimensionality and moderate noise levels.

In contrast, the SVM classifier demonstrated reduced performance, particularly within the

low-trust condition. Although SVMs are theoretically capable of capturing non-linear relation-

ships, their effectiveness in this study may have been limited by factors such as the small

number of features, restricted sample size, and the absence of optimized kernel parameters.

Moreover, the high degree of variability in EEG signals across participants and trials may

have further impacted SVM performance, making it more susceptible to noise and inter-trial

inconsistencies without comprehensive parameter tuning.

Taken together, these results suggest that LDA provides a more consistent and interpretable

approach for differentiating trust-related EEG patterns under the current experimental frame-

work. The findings align with prior research demonstrating that simpler linear models often

outperform complex algorithms in ERP-based classification tasks involving small sample sizes,

due to their stability and generalization capabilities. Future investigations should consider in-
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corporating feature augmentation, dimensionality reduction, or kernel-based extensions of

SVM to better capture potential non-linear relationships and evaluate the scalability of these

findings in larger, more heterogeneous datasets.

4.4 Chapter Summary

This chapter presented the recording and analysis of electroencephalogram (EEG) data aimed

at investigating the relationship between human trust and machine performance through the

use of error-related potentials (ErrPs). Reported trust levels were systematically mapped

to the corresponding EEG signals recorded using an 8-channel Enobio (8G) headset. The

overarching objective of this study was to explore how variations in human trust influence

interaction with semi-autonomous machines, and to determine whether these variations could

be reliably detected through ErrP signals.

To achieve this objective, an experimental setup was developed in which a simulated robotic

claw navigated through multiple objects, as shown in Figure 3.1. The experimental design

was structured to elicit distinct trust-related neural responses by introducing controlled errors

during the robot’s operation. Specifically, the robotic claw committed three types of errors: (1)

moving further away from the target (MFT), (2) stepping off the target (SOT), and (3) wrongly

identifying the target (WTI). These error types were chosen to represent distinct forms of

machine inaccuracies that could influence participants’ perceptions of system reliability and,

consequently, their level of trust in the machine.

ErrP signals corresponding to these error events were extracted and analyzed in relation to

participants’ self-reported trust ratings. Signal preprocessing and analysis were conducted in

accordance with the outlined methodologies to ensure consistency and reliability of results.

The findings revealed no statistically significant differences in the grand average ErrP amp-

litudes between high-trust and low-trust conditions, with p > 0.05. However, the variation in

the computed grand average amplitudes, between low versus high trust conditions, for both

ERN and Pe demonstrated a clear difference between low and high trust conditions as shown

in tables 4.2 and 4.3.

To evaluate the discriminability of these trust states, a Linear Discriminant Analysis (LDA)

classifier was employed to predict trust levels based on the recorded EEG signals. The LDA

classifier achieved a grand average classification accuracy of 79% and standard deviation of

14%, demonstrating a strong capability to distinguish between high and low trust conditions.

To validate these results, a Support Vector Machine (SVM) classifier was also implemented,
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which yielded a comparable classification accuracy of 75% with a standard deviation of 14%.

The consistency of results across both classifiers underscores the robustness of the analytical

model and the reliability of ErrP-based features in capturing trust-related neural dynamics.

Overall, the results presented in this chapter demonstrate that it is feasible to distinguish

between different levels of human trust in semi-autonomous systems by analyzing error-

related potentials elicited by the brain in response to machine errors. These findings provide

compelling evidence that ErrP-based trust assessment can serve as a viable mechanism

for real-time monitoring of human trust in machine agents. In practical applications, such an

approach could be utilized to dynamically adapt machine behavior in response to fluctuations

in user trust, thereby enhancing human–machine collaboration, improving system safety, and

promoting transparency in semi-autonomous environments.
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5
Investigating Human Trust in Machine

Using P300 Signals

5.1 Chapter Introduction

In the preceding chapter, it was demonstrated that trust conditions ( low versus high trust)

can be classified based on the brain’s responses to erroneous robot actions, as reflected

in error-related potential (ErrP) signals. To maintain methodological rigor and ensure the

comparability of findings across experimental contexts, this chapter adopts the same exper-

imental design, data acquisition procedures, preprocessing steps, analytical framework, and

classification algorithms as those utilized in the ErrP-based analysis.

As outlined in previous literature, electroencephalography (EEG) has been extensively em-

ployed to examine neural responses during the observation of self-initiated and autonomous

system movements in navigation-based tasks [36]. Prior studies have shown that EEG signals

can effectively discriminate between various types of correct actions [41, 47, 54], enable the

subclassification of both erroneous and correct conditions conditions [36, 41, 65], and support

reinforcement learning in brain–computer interface (BCI) systems through the classification

of correct versus error-related brain activity [41, 47, 54]. These advancements have contrib-

uted to the development of intelligent systems capable of autonomously executing low-level
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decisions while navigating toward a target, with implicit neural feedback derived from brain

activity recorded during task observation [42].

Building upon these advancements in BCI research, the present chapter explores whether

human trust in machines can be inferred from EEG responses elicited by correct machine

actions. In Chapter 4, trust was examined in relation to the brain’s responses to the erroneous

movements of a robotic claw performing a factory-like task, in which the claw navigated a

designated route to retrieve an object. While that experiment focused on neural responses

to task errors that prevented successful completion, it is equally important to investigate how

trust manifests when the machine performs its actions accurately and as intended.

Accordingly, this chapter focuses on examining human trust as represented in the brain’s

responses to correct actions performed by the robotic claw. The analysis is conducted using

the same experimental setup and dataset described in Chapter 4, thereby ensuring meth-

odological consistency across all phases of the investigation. The correct actions analyzed

include: (i) the claw’s movement toward the target (MTT), (ii) the moment at which the target

is reached (TR), and (iii) the successful grasp or identification of the correct target (CTI).

5.2 Methods

5.2.1 Participants

Seven participants (mean age = 23 ± 16 years; 4 males and 3 females) took part in this

study, and the same individuals also participated in the experiment described in Chapter

4. All participants had normal or corrected-to-normal vision and reported no history of

psychiatric conditions, head injury, or photosensitive epilepsy. Written informed consent was

obtained prior to participation. All experimental procedures were conducted in accordance

with the ethical guidelines approved by the University of Sheffield Ethics Committee, School

of Electrical and Electronic Engineering.

As previously mentioned, the relatively small sample size used in this study was largely

influenced by the COVID pandemic, which significantly affected recruitment procedures and

limited the availability of participants to take part in the experiment.
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5.2.2 The Claw Task

The task employed in this section was similar to that described in Chapters 3 and 4. In

the present analysis, only correct movements of the claw were considered to have elicited

P300 components. These movements included the movements of the simulated robotic claw

moved towards the target (MTT), reached the target (TR), and correctly identified the target

(CTI), during which the claw successfully grasped the target object.

As previously described, a simulated robotic claw navigated through multiple objects, con-

sisting of a red ball and blue balls. The blue ball indicated the target location, while the red

ball represented a non-target location. Participants were instructed to observe the claw’s ac-

tions and subsequently report their level of trust in the claw’s performance. Comprehensive

details of the experimental setup and procedure are provided in the preceding section. See

Figure 3.1

5.2.3 EEG Acquisition and Experimental Setup

The experimental setup employed in this study was consistent with the configuration de-

scribed in Chapter 4. Electroencephalographic (EEG) data were recorded using an eight-

channel Enobio EEG headset with a sampling rate of 500 Hz. The active electrode sites

were positioned according to the international 10–20 system at the following scalp locations:

Fz, Cz, Pz, Oz, C3, C4, PO7, and PO8. A reference electrode was placed on the left ear-

lobe to provide a stable reference signal, and all electrode impedances were maintained

below manufacturer-recommended thresholds throughout data collection. The classification

strategy was implemented using features extracted primarily from Fz, Cz, and the Pz elec-

trodes, based on state-of-the-art studies that ErrP and P300 components reside within the

midline central cortex of the brain, particularly on the Pz electrode [36, 37, 52]. However, in

this study, Fz was selected for peak analysis as the study demonstrated higher grand aver-

age relative peak activities between low and high trust conditions at channel Fz as shown in

Figure 5.2.

During the experiment, participants observed the actions of the claw performing object-

selection tasks, as described in the preceding sections. EEG signals corresponding to these

observation periods were continuously recorded. The raw EEG data were subsequently pre-

processed to remove artifacts and segmented into epochs corresponding to specific task

events, forming the dataset used for subsequent analyses.
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5.2.4 EEG Preprocessing and P300 Component Extraction for Trust

Condition Analysis

To identify the most relevant subsets and features of interest for this investigation, the raw

EEG data recorded from the Claw Task were preprocessed and analyzed to extract P300

event-related potentials (ERPs) associated with varying levels of participant trust.

The continuous EEG data were first down-sampled to 64 Hz using the resample function

from the MATLAB Signal Processing Toolbox (version R2025b) to optimize computational ef-

ficiency while preserving the temporal resolution necessary for ERP analysis. Subsequently,

the data were band-pass filtered between 1 Hz and 10 Hz using a zero-phase Butterworth

filter, implemented with the filtfilthd function (MATLAB Central File Exchange). The use of a

zero-phase filter ensured that the phase characteristics of the EEG signals were preserved,

maintaining the temporal integrity of the P300 components.

Artifact rejection was conducted automatically by discarding any trials in which the amp-

litude range (difference between the maximum and minimum voltage) in any channel ex-

ceeded −75𝜇V. This ensured that only clean, artifact-free trials contributed to subsequent

averaging and analysis.

EEG data epochs, ranging from 100ms to 700ms relative to the onset of each correct

movement of the claw, and the corresponding levels of reported trust were extracted. These

events included the Movement Toward Target (MTT), Target Reached (TR), and Correct Target

Indentified (CTI) phases . Each epoch was baseline-corrected using the 100 ms pre-stimulus

interval (−100 to 0ms) to remove slow drifts and inter-trial variability. During the experiment,

participants indicated their trust rating on a five-point Likert scale (1–5), where 1 represented

minimum trust and 5 represented maximum trust, by pressing the corresponding numeric

key on the keyboard.

For each participant, EEG epochs corresponding to correct claw movements were extracted

and categorized according to the self-reported level of trust provided by each trial. For ana-

lysis, these trust ratings were collapsed into two categorical conditions: Low Trust (ratings 1-2

and High Trust (ratings 4–5). This processing pipeline allowed for the isolation of clean, tem-

porally aligned P300 responses associated with differential trust conditions. By comparing

amplitude and latency characteristics of the P300 component across the low- and high-trust

categories, the analysis provided a neurophysiological basis for understanding how human

trust modulates during correct robotic actions.
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Multiple trials corresponding to each trust condition were pooled together within each

participant to compute condition-specific ERPs and further minimize the effects of variability

across trials. Each trust condition produced a minimum of 18 trials and at least 35 trials in

total per participant. Grand-average ERPs were then generated across participants for each

movement type (MTT, TR, CTI) and trust condition (low vs. high).

5.2.5 P300 Component Identification and Statistical Analysis of Trust

Conditions

Visual inspection of the grand-average waveforms as shown in Figure 5.2 indicated that the

P300 component was most prominent within the 300–400 ms latency window following

event onset. Peak analysis was used to identify P300 latencies based on the average and

grand average time domain features for the different trust conditions and participants.

Mean amplitudes and standard deviations of all epochs corresponding to low and high trust

conditions for each participant were extracted and computed for further analysis. Statistical

comparisons between high and low trust conditions were conducted using paired-sample

t-tests, followed by a Wilcoxon test. Grand average amplitudes and standard deviation of

the extracted features of time domain window of interest (300-400ms) was computed. This

analysis aimed to determine whether significant differences in amplitude existed between

levels of trust across the different correct movement phases (MTT, TR, and CTI).

5.2.6 Feature Extraction and Selection for Classification

To identify the most pertinent subset features of interest in (Fz,Cz and Pz) for classification ana-

lysis, feature selection was carried out using Stepwise Linear Discriminant Analysis (SWLDA), a

method well suited for identifying a compact set of predictive features from high-dimensional

EEG data. The procedure began with an empty model and iteratively evaluated potential pre-

dictors through regression analysis. At each step, candidate features were assessed based on

their F-statistics and corresponding p-values. Features meeting the entry threshold (p < 0.05)

were added, whereas features already in the model that exceeded the removal threshold (p

> 0.05) were eliminated. This process continued until no additional features met the criteria

for inclusion or removal. When no feature satisfied the entry criterion, the predictor with the

smallest p-value was selected by default. All feature selection steps were implemented us-

ing the stepwisefit function in the MATLAB Statistics and Machine Learning Toolbox (Release

2025b), and both training and test datasets were reduced to the final selected feature set.
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Figure 5.1: Pipeline for P300 Feature Extraction and Classification.The dimensionality of the extracted P300

features for each participant is summarized in Table 4.1. In the initial stage, a set of approximately

600×3 candidate temporal features was derived from three EEG channels. Each channel contributed

roughly 20×30 trust time-domain temporal features, forming a high-dimensional feature space.Due

to the unequal number of trials recorded under the low-trust and high-trust conditions, the extracted

feature set exhibited a degree of class imbalance between the two trust categories. To address the

high dimensionality and identify the most discriminative P300 component features for trust-level

classification, Stepwise Linear Discriminant Analysis (SWLDA) was employed as the feature selection

method. The SWLDA procedure was applied separately to identify representative features associated

with both low-trust and high-trust conditions. When multiple features were selected for a particular

trust category, their average value was calculated to obtain a single representative feature. This

representative value was subsequently used as input to the classification algorithms. As shown in

Table 5.1, the number of selected features varies among participants, indicating the presence of

inter-subject variability in P300 responses.
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Following the selection procedure, classifiers were trained using Linear Discriminant Ana-

lysis (LDA) and Support Vector Machines (SVM). Model training was conducted using MATLAB’s

fitcdiscr and fitcsvm functions, with trial-level predictions obtained via the predict function

(MATLAB Statistics and Machine Learning Toolbox, Release 2025b). These approaches are

consistent with established EEG-based classification methodologies [61, 104].

Table 5.1: Dimensionality of P300 extracted features for each participant per channel.

Participant 𝑁 (Trials) Extracted P300 Features Low Trust Features High Trust Features

1 601 411 235 176

2 597 387 312 95

3 603 343 139 204

4 606 388 262 126

5 611 412 191 221

6 577 400 320 80

7 629 411 325 88

5.2.7 Machine Learning Classification of P300 Features across Trust

Conditions

In the preceding chapter, supervised machine learning algorithms—Linear Discriminant Ana-

lysis (LDA) and Support Vector Machine (SVM)—were employed to classify error-related

potential (ErrP) EEG features across varying trust conditions. In the present chapter, these

machine learning algorithms are again utilized as the primary classification strategies for

analysing P300 responses under different trust conditions. An individualized modeling ap-

proach was adopted, in which EEG features extracted from each participant’s task-related

responses were used to train and evaluate subject-specific classifiers. This design ensured

that the resulting models captured participant-specific neural signatures associated with trust

modulation, thereby minimizing the confounding influence of inter-individual variability.

The LDA classifier was trained using MATLAB’s fitcdiscr function, whereas the SVM classifier

was trained using the fitcsvm function, both implemented in MATLAB’s Statistics and Machine

Learning Toolbox (version R2025b). The classifiers were trained to distinguish between two

categorical trust conditions: Low Trust (ratings 1–2) and High Trust (ratings 4–5), based on

features derived from the P300 component.

Following model training, predictions were generated for both average and grand-average

EEG trials using MATLAB’s predict function. Model validation was performed using LOOCV, a

Section 5.2: Methods 79



robust resampling technique in which a single observation is iteratively held out as a test case

while the remaining samples are used for training. This method provides an almost unbiased

estimate of model generalization, making it particularly suitable for small or moderate-sized

datasets.

The implementation of both LDA and SVM classifiers enabled a comparative analysis

between linear and non-linear classification strategies. The LDA model, a parametric lin-

ear method, maximizes the separation between classes by projecting data along axes that

enhance between-class variance while minimizing within-class variance. Conversely, the

SVM algorithm identifies an optimal hyperplane with a maximum margin between classes

and, through the use of kernel functions, is capable of modeling non-linear decision bound-

aries. This dual-model approach enhances analytical robustness by verifying classification

consistency across distinct algorithmic paradigms.

Classifier performance was quantified using standard evaluation metrics, including ac-

curacy. Additionally, confusion matrices were generated for each participant to visualize

prediction distributions and misclassification patterns. Together, these metrics provided a

comprehensive evaluation of classification performance across trust conditions and enabled

objective comparison between the LDA and SVM models.

5.3 Results

Table 5.2: Overall P300 LDA Classification Accuracies for Individual Participants Using the SWLDA Feature Se-

lection Technique.

Participant LDA Classification Accuracies(%) SVM Classification Accuracies(%)

1 82 % 82 %

2 76 % 72 %

3 60 % 50 %

4 75 % 73 %

5 82 % 82 %

6 74 % 77 %

7 47 % 51 %

Mean ± S.D 71 ± 12 % 70 ± 14 %
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5.3.1 Neurophysiological and Statistical Analysis

The results obtained from the paired-sample t-test to compare the amplitudes of the P300

components between the high and low trust conditions, extracted between 300-400ms indic-

ated no statistically significant difference in P300 amplitude between the two trust conditions

(p= 0.31).

To address the non parametric nature of data distribution, a non-parametric Wilcoxon

signed-rank test was employed to compare the amplitudes of the P300 components between

the high and low trust conditions. The results of the test revealed no statistically significant

differences between trust conditions. The test yielded a p-value of 0.38 with a signed-rank

value of 20.

Interestingly, analysis of the computed grand average amplitudes for the P300 components

within the selected time windows of (300–400 ms), as shown in Figure 5.2, revealed notable

differences in mean values between the low and high trust conditions. A grand average

(mean= 2.5𝜇V, SD = 0.10𝜇V) was recorded under high trust conditions compared to (mean=

5.0𝜇VSD = 2.5𝜇V) under low trust conditions.

5.3.2 Classification Using LDA and SVM

The classification performance of the Linear Discriminant Analysis (LDA) and Support Vector

Machine (SVM) models was evaluated for differentiating between high- and low-trust condi-

tions based on P300 EEG features. The mean overall classification accuracy of the classifier

was 71 ± 12% using the LDA classifier and 70 ± 14% using the SVM classifier.

These results suggest that the LDA classifier demonstrated superior discriminative capabil-

ity in distinguishing between trust conditions. In contrast, the SVM classifier did not outperform

LDA. As earlier stated in the preceding chapter, the possible explanation is that the SVM’s

kernel mapping may have introduced unnecessary model complexity, given the linear nature

of the underlying EEG patterns.

A comprehensive summary of the classification results, including the mean accuracies

and standard deviations for both the Linear Discriminant Analysis (LDA) and Support Vector

Machine (SVM) classifiers, is presented in Table 5.2. The application of these classifiers to the

EEG data, particularly to the P300 component, provides valuable insight into the variability

of neural responses associated with trust-related processing. Consequently, these findings
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Figure 5.2: Grand-Average P300 Amplitudes at the Fz Channels for all Participants.

highlight the potential of machine learning approaches, such as LDA and SVM, to identify

neural markers that can contribute to the modulation and assessment of human trust in

human–machine interaction contexts.

Further validation of the LDA classifiers using confusion matrix analyses across participants

as shown in Figures 5.3- 5.5 provided additional insight into the classification behavior of the

model. The LDA confusion matrices revealed fewer misclassifications between trust conditions

compared to SVM, further confirming its relatively stronger discriminative performance under

the present experimental conditions.

5.3.3 Discussions

The statistical analysis conducted to compare the amplitudes of the P300 components between

high and low trust conditions, using a paired t-test, did not reveal any significant differences

(p-value = 0.31), suggesting that variations in trust level did not produce measurable changes
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Figure 5.3: Confusion Matrix visualization of Participant 1 performance accuracy

in the P300 response within the examined time window (300–400 ms). To ensure the robust-

ness of these findings, a non-parametric Wilcoxon signed-rank test was performed, which

similarly showed no significant differences between trust conditions (p-value = 0.38, signed-

rank = 20).

To address these limitations, further analysis of the grand average waveforms revealed

observable variations in amplitude between low and high trust conditions. Specifically, the

amplitude for the P300 component was higher in the low trust condition (Mean= 5.0𝜇V, SD=
2.5𝜇V) compared to the high trust condition (Mean= 2.5𝜇V, SD= 0.10𝜇V). Although these

differences did not reach statistical significance, the direction of the effect suggests potential

modulation of the amplitude by trust level.

Comparing the classification outcomes of the Linear Discriminant Analysis (LDA) and Sup-

port Vector Machine (SVM) as shown in Table 5.2 suggests that trust-related P300 patterns

contain both linearly separable and mildly non-linear components. LDA’s performance in-

dicates that much of the discriminative structure in the data can be captured through linear

boundaries, while the slightly lower SVM performance supports the presence of fewer non-

linear relationships that may not require more flexible decision boundaries.

Importantly, the adoption of participant-specific models proved critical for achieving mean-

ingful classification. The relatively large standard deviations reflect substantial inter-individual
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Figure 5.4: Confusion Matrix visualization of Participant 2 performance accuracy

variability in P300 amplitude, latency, and morphology—well-documented characteristics of

ERP-based measures. By tailoring each model to individual neural patterns, the classifi-

ers were able to detect subtle, idiosyncratic variations associated with trust modulation that

would likely be obscured in a generalized, cross-participant approach.

Overall, these results highlight the feasibility of using ERP-derived features for trust predic-

tion and underscore the importance of individualized modeling strategies in cognitive and

affective state classification. While performance levels leave room for improvement, the find-

ings provide a solid foundation for future work exploring more advanced feature extraction

methods, adaptive classifiers, and richer neurophysiological markers to enhance the robust-

ness and generalizability of trust detection systems.

5.4 Chapter Summary

This chapter examined the P300 component of EEG signals elicited while participants ob-

served a simulated robotic claw performing three types of correct movements: Movement

Toward Target (MTT), Target Reaching (TR), and Correct Target Interaction (CTI). These move-

ment stages provided a framework to investigate neural responses associated with varying

levels of trust in the machine.
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Figure 5.5: Confusion Matrix visualization of Participant 3 performance accuracy

Participant-specific P300 features were extracted and analyzed using Linear Discriminant

Analysis (LDA) and Support Vector Machine (SVM) classifiers to predict trust levels. The LDA

model achieved an overall accuracy of 71 ± 12%, while the SVM model achieved 70 ± 14%,

respectively. These results indicate that both linear and non-linear classifiers effectively cap-

tured trust-related neural signatures, with individualized modeling enabling the detection of

subtle participant-specific variations.

The findings highlight the P300 as a reliable neurophysiological marker of human trust dur-

ing simulated robotic claw observation and suggest asymmetrical neural processing between

low- and high-trust conditions. Importantly, the results have practical implications for hu-

man–robot interaction: EEG-based monitoring of trust could inform adaptive and trust-aware

robotic systems, allowing real-time adjustments to machine behavior in response to user

confidence or uncertainty. This chapter thus establishes a methodological foundation for

integrating neural measures into the design of responsive, user-centered robotic interfaces.
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6
General Discussions, Future works and

Conclusions

6.1 General Discussions

Generally, State-of-the-art studies [2, 20, 36, 38, 43, 52] have demonstrated that neurocog-

nitive responses associated with error-related potentials (ERPs) and P300 components may

reflect emotional and cognitive states such as frustration, disappointment, and attentional

engagement. These findings also suggest that such neural signatures are potentially cor-

related with psychological factors relevant to the assessment of human trust. To integrate

behavioral metrics consistent with these insights, the experimental paradigm was designed

to allow participants to observe the simulated robotic claw and report their trust levels at

approximately one-minute intervals. my analysis focused on EEG signals recorded during

these trust-rating periods, specifically those corresponding to the mapped trust categories

(see Figure 4.4). Prior to the main experiment, participants completed a 10-minute practice

session to become familiar with the task and were instructed to follow all prompts presented

on the computer screen. All participants were recruited from similar academic backgrounds

and reported comparable levels of experience relevant to the experimental task.

The results presented in Chapter 3 provide the foundational basis for the findings developed
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further in Chapters 4 and 5. Collectively, these findings demonstrate that robot performance

errors—and, critically, their perceived severities—play a central role in shaping human trust

during human–robot interaction (HRI). These observations align with prior research suggesting

that trust in automation is highly sensitive to both error type and user interpretation of error

significance [2, 20, 36, 38, 43, 52].

A key outcome of this study is the recognition that error severity is not only an objective

system attribute but also a subjective human construct. Participants did not uniformly interpret

the same error as major or minor; instead, individual judgments varied, consistent with

findings in subjective risk perception [2, 20, 43, 52]. As shown in Chapter 3, such subjective

assessments significantly affected trust-related behaviours.

Behavioural metrics demonstrated a clear relationship between error severity and trust

responses. High-severity errors, specifically the Missing Action (MA) and Wrong Target Identi-

fied (WTI) errors, elicited markedly stronger negative trust responses than low severity errors

such as the Stepped Off Target (SOT) error. This pattern is consistent with literature showing

that severe performance failures reduce trust more rapidly than minor deviations [2, 20, 36,

38, 43, 52].

Within the speed-accuracy trade-off task, trust fluctuations were largely attributable to the

types of errors committed by the robot. The results indicated that participants’ trust declined

most sharply under conditions where the robot exhibited frequent high severity errors. This

trend persisted consistently across Chapters 4 and 5, supporting the broader conclusion that

error characteristics dominate trust evaluations more strongly than other task variables [2,

97].

Low-trust conditions were associated with increased exposure to severe errors. This, in turn,

appeared to elevate participants’ cognitive workload, likely due to heightened supervisory

demands or vigilance. High trust conditions, by contrast, corresponded to fewer severe errors,

reducing cognitive demands and reinforcing perceptions of reliable robot performance.

The electroencephalography (EEG) findings provide convergent evidence for the behavi-

oural observations. Specifically, the pronounced error-related negativity (ERN) peak in the

low-trust condition indicates greater cognitive workload and stronger affective responses to

perceived robot failures. Elevated ERN amplitudes have been widely associated with increased

conflict monitoring, error awareness, and affective responses such as frustration.

These results support the interpretation that frequent severe errors do not merely diminish

trust but also increase mental effort and emotional strain in users—a pattern consistent with
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cognitive control and workload literature [52].

The combined behavioural and neural findings highlight the usefulness of EEG-based met-

rics for evaluating and modulating trust in HRI systems. In particular, the P300 component

emerges as a promising biomarker for trust modulation. Its sensitivity to outcome relevance

and attentional allocation [108], positions it as a valuable neural indicator for adaptive robotic

systems capable of responding to human trust states in real time.

These findings also align with prior research [20, 36, 43, 52], suggesting that lower levels

of trust heighten performance monitoring and cognitive control. Collectively, these ERP results

demonstrate that lower trust in robotic systems intensifies cognitive and affective processing,

as evidenced by more pronounced ERN, Pe, and P300 components. These modulations oc-

curred at canonical electrode sites and within expected temporal windows, further confirming

their neural specificity. The results support the hypothesis that trust acts as a top-down mod-

ulator of attentional and performance-monitoring systems during human-robot interaction.

These neurophysiological responses also suggest engagement of cortical networks in-

volved in error detection and cognitive control, particularly the anterior cingulate cortex (ACC)

and posterior parietal cortex, which are commonly associated with the ERN and P300 com-

ponents, respectively. This reinforces the idea that diminished trust recruits compensatory

mechanisms to maintain task performance under uncertainty.

6.2 Limitation

Several limitations were encountered during the course of this study.

• Small sample size, which may limit the statistical power and generalisability of the

EEG-related findings.

• Use of simulated tasks instead of physical robot interactions, reducing ecological validity

and potentially limiting real-world applicability.

• Restricted EEG electrode configuration, which may constrain spatial resolution and the

ability to capture broader neural activity patterns.

• Classification models evaluated only on subject-specific data, limiting insight into cross-

subject generalisability and model robustness.
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• Extended calibration periods required to capture the full length of recorded EEG signals,

increasing setup time and participant fatigue.

• Longer duration for trust-rating procedures, which may contribute to cognitive fatigue

and reduce response consistency.

6.3 Future works

While this study has provided significant insights into the neurophysiological mechanisms

underlying human trust in semi-autonomous systems, several avenues remain open for fur-

ther investigation to enhance the robustness, ecological validity, and practical applications of

EEG-based trust modeling in human–robot interaction (HRI) [10, 18].

6.3.1 Expansion to Real-World and Multimodal HRI Environments

Future studies should extend the experimental paradigm from a simulated robotic environ-

ment to real-world robotic systems involving physical interaction and shared control tasks. In-

corporating multimodal physiological signals—such as eye-tracking, galvanic skin response

(GSR), heart rate variability (HRV), and facial electromyography (EMG)—alongside EEG could

yield richer and more reliable models of human trust. Integrating these modalities may

enhance prediction accuracy and support context-aware trust estimation in dynamic, unpre-

dictable environments [109, 110].

6.3.2 Longitudinal and Adaptive Trust Modeling

Trust is inherently dynamic and evolves over time based on experience and performance

feedback. Future research could adopt longitudinal designs to examine how neural correlates

of trust change during prolonged interaction with autonomous systems. Additionally, adapt-

ive machine learning models, such as reinforcement learning or recurrent neural networks

(RNNs), could be employed to track and predict the evolution of trust in real time. This would

enable continuous trust calibration, a key requirement for safe and effective collaboration

between humans and robots. As demonstrated in the findings of this study, the ErrP and

P300 components show strong potential for assessing human trust in machines. However,

integrating additional modalities such as EMG or eye-tracking could further enhance the
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robustness and reliability of the proposed model [14].

6.3.3 Cross-Individual and Cross-Context Generalization

Although this study employed subject-specific classifiers, developing generalizable mod-

els that can adapt to different users without extensive recalibration remains a major chal-

lenge. Future work could explore transfer learning, domain adaptation, or federated learning

approaches to enhance inter-individual robustness. Moreover, replicating the experiments

across diverse task contexts—such as medical robotics, autonomous driving, or military ro-

botics—would validate the broader applicability of ERP-based trust markers [109, 111].

6.3.4 Integration into Closed-Loop Trust-Aware Robotic Systems

A promising direction is the real-time implementation of closed-loop neuroadaptive systems

in which robots adjust their autonomy, communication style, or behavior based on the user’s

inferred trust level. This would require the integration of EEG signal processing pipelines

into embedded systems with low-latency feedback loops, allowing robots to modulate their

decision-making dynamically. Future work could also evaluate the human factors impact of

such adaptive systems, including workload, situation awareness, and perceived transparency

[112–115]

6.3.5 Exploration of Additional Neural Markers and Cognitive States

Beyond the ERN, Pe, and P300 components, future research could investigate other EEG sig-

natures such as theta-band synchronization, alpha suppression, or late positive potentials

(LPP), which are known to reflect cognitive control, uncertainty, and emotional engagement.

Combining ERP and spectral analyses may provide a more holistic understanding of the cog-

nitive–affective dimensions of trust. Additionally, exploring prefrontal and parietal network

connectivity using source localization or coherence analysis could yield deeper insights into

the distributed neural circuits supporting trust judgments [116–120].
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6.3.6 Ethical and Societal Considerations in Neural Trust Monitoring

As trust modeling moves toward real-world deployment, future studies should address ethical,

privacy, and interpretability challenges associated with brain-based trust assessment. Invest-

igations into transparent algorithmic decision-making, informed consent, and user autonomy

in neuroadaptive systems will be essential to ensure responsible adoption of this technology.

Collaboration between neuroscientists, ethicists, and system designers will play a pivotal role

in establishing guidelines for the ethical integration of neural data into intelligent systems

[121–124].

6.3.7 Multidisciplinary Integration and Cross-Disciplinary

Collaboration

Finally, advancing this research area requires strong interdisciplinary collaboration across

neuroscience, robotics, artificial intelligence, psychology, and human factors engineering.

Future research should aim to develop a unified theoretical framework for trust in HRI, com-

bining cognitive neuroscience evidence with computational trust models to better predict and

regulate human–robot collaboration outcomes.

These findings are promising links to bridge the gaps between industrial work environments

and neurotechnology adaptive systems that can modulate trust between agents and the

machine partners when uncertainties or disappointment occur during system failure. They

have opened a research pathway for further investigation as to how trust models can be

integrated into real work environments, where the demand for the required work environment

to the industries where human and machine collaborative efforts can be completed [11, 14,

18, 47]

6.3.8 Summary

Future research should extend the current findings beyond simulated environments by incor-

porating real-world human–robot interaction (HRI) scenarios involving physical collaboration

and shared control tasks. Expanding the analysis to include multimodal physiological sig-

nals—such as eye-tracking, galvanic skin response (GSR), heart rate variability (HRV), and

facial electromyography (EMG)—alongside EEG would provide a more comprehensive un-

derstanding of trust dynamics and improve model robustness in complex settings. As trust
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evolves over time, longitudinal and adaptive modeling approaches using reinforcement learn-

ing or recurrent neural networks (RNNs) could enable continuous, real-time trust calibration.

To enhance cross-individual and cross-context generalization, future work should explore

transfer learning, domain adaptation, and federated learning to develop trust models ap-

plicable across users and task domains such as healthcare, autonomous driving, or defense

robotics. Integrating these models into closed-loop trust-aware systems could allow robots to

adapt their autonomy and communication dynamically based on inferred trust levels, improv-

ing collaboration safety and transparency. Further investigations into additional neural mark-

ers (e.g., theta synchronization, alpha suppression, and late positive potentials) and functional

connectivity analyses could deepen understanding of the cognitive–affective mechanisms un-

derlying trust. Finally, as neural trust monitoring progresses toward practical deployment, it

is essential to address ethical, privacy, and transparency concerns through interdisciplinary

collaboration among neuroscientists, ethicists, and engineers, ensuring responsible design

and implementation of neuroadaptive trust systems that respect user autonomy and societal

values.

6.4 Conclusions

This thesis investigated the neurophysiological underpinnings of human trust in machines

through a series of behavioural and electrophysiological experiments involving a simulated

semi-autonomous robotic claw. Across the three major experimental chapters, the study

explored how variations in machine performance, error behaviour, and task accuracy influ-

ence human trust, both subjectively (via self-reports) and objectively (via EEG-based neural

markers).

6.4.1 Behavioural Analysis of Human Trust Dynamics in Response to

Robot Performance and Error Characteristics

In Chapter 3, the behavioural analysis revealed that perceptions of machine reliability and

performance differ markedly among individuals. Trust was found to be highly sensitive to

variations in error rate, particularly in the case of moving away from target (MA) errors,

where increased error frequency led to a significant reduction in reported trust. Conversely,

other error types, such as stepping off target (SOT) and wrong target identification (WTI),

which occurred at relatively stable rates, did not exhibit significant correlations with trust

ratings. Moreover, participants demonstrated a preference for robots operating at lower
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speeds but higher accuracy levels, indicating that precision is a stronger determinant of trust

than efficiency. Interestingly, when participants were permitted to intervene and correct

severe robot errors, their overall trust did not decrease—suggesting that interactive control

enhances confidence in the system’s reliability. These findings align with broader evidence

on trust in human–robot interaction which emphasises reliability and predictable performance

as primary drivers of trustworthiness [11, 18].

6.4.2 Error-related Potentials as Electrophysiological Markers of Trust

in Human–Robot Interaction

In Chapter 4, electrophysiological analysis focused on Error-related Potentials (ErrPs) elicited

during the observation of erroneous robotic movements-specifically during the phases of

movement away from the target, stepping off target, and identifying the wrong target. Results

demonstrated that distinct patterns of ErrP activity could differentiate between low and high

levels of trust. Enhanced error-related negativity (ERN) and error positivity (Pe) amplitudes

were consistently observed under low-trust conditions, reflecting heightened cognitive conflict

monitoring and increased conscious error awareness. These findings confirm that error-

processing in the human brain dynamically reflects perceived reliability and trust in machine

actions, offering a neurophysiological basis for monitoring implicit trust in HRI scenarios.

Similar work has shown that brain responses such as feedback-related negativity and P300

vary by perceived trustworthiness of robotic agents [43].

6.4.3 P300 Responses as Neurophysiological Indicators of Trust during

Observation of Correct Robotic Actions

In Chapter 5, the investigation extended to correct robotic movements, examining the P300

component as a potential neural indicator of trust during successful task execution. Classific-

ation analyses using Linear Discriminant Analysis (LDA) and Support Vector Machine (SVM)

models achieved mean accuracies of 71 ± 12% and 70 ± 14%, respectively, in distinguishing

between low and high conditions. These results suggest that trust-related differences can be

detected even during error-free machine performance, with the P300 serving as a reliable

marker of attentional engagement and cognitive evaluation. This is consistent with recent

work on EEG-based trust sensing in human–robot interaction [2, 6, 43, 125].
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6.4.4 Summary

Taken together, the findings across all experiments establish event-related potentials (ERPs)-

specifically the ERN, Pe, and P300 components—as robust and interpretable neurophysiolo-

gical biomarkers of human trust. Each component captures distinct temporal and cognitive

dimensions of trust dynamics: the ERN reflects early conflict monitoring, the Pe indexes con-

scious error evaluation, and the P300 represents attentional and evaluative processing of

machine behaviour. The spatial distribution of these effects— particularly at frontal (Fz) and

parietal (Pz) electrode sites—aligns with neural activity in regions such as the anterior cingu-

late and parietal cortices, which are associated with performance monitoring and decision-

making.

Furthermore, by training individualized machine-learning classifiers using ERP features, the

study demonstrated the feasibility of real-time neural decoding of trust. A subject-specific LDA

classifier achieved an average classification accuracy of 79%, underscoring the discriminative

power of EEG-based models in distinguishing trust states. This approach paves the way

for the development of adaptive, trust-aware robotic systems that can autonomously adjust

behaviour in response to fluctuations in user trust or uncertainty. These ideas echo broader

computational modelling efforts in HRI which treat human trust as a latent variable for robot

decision-making [10]. Overall, this research contributes novel evidence to the growing field

of cognitive neuroscience in human–machine interaction (HMI), confirming that trust is not

solely a behavioural or subjective construct but a measurable neural process. The ability

to decode trust from brain activity introduces new possibilities for closed-loop HRI systems,

where implicit neural cues can inform decision-making, enhance safety, and optimize user

experience in high-stakes, precision-dependent environments.

Overall, this thesis validates the use of ERPs as reliable, interpretable, and scalable biomark-

ers for assessing trust in human–robot collaboration. It further demonstrates that integrating

neurophysiological feedback into machine-learning and robotic control frameworks can sig-

nificantly advance the design of intelligent, adaptive systems—marking a meaningful step

toward the realization of seamless, trust-calibrated human–machine partnerships.

Finally, the findings of this study have contributed to the body of knowledge and met the

research aims and objectives of this project

• The findings demonstrated behavioural patterns of trust across error rate, error sever-

ity, and the human’s ability to intervene to correct erroneous actions of the machine,

which is the core objective 1.
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• The study was able to substantiate that error-related potential and P300 activities can

be used to identify neuro markers that are related to trust.

• The preliminary EEG-based trust model developed in this study to detect low and high

trust conditions is an addition to the pool of knowledge within the body of research in

the field of neurotechnology and HMIs.

The results of this study were achieved through a systematic progression of the project’s

objectives. The first objective—investigating how error probability, error rate, and the ability

to intervene influence trust—was addressed by developing a simulated robotic claw that

mimicked an industrial environment in which the robot executed both correct and erroneous

actions. Participants were recruited to observe the robot’s behaviour and rate their level of

trust, without the use of EEG, while being instructed only to follow the on-screen prompts.

Their trust ratings formed the foundational dataset for evaluating the behavioural aspects of

trust.

Building on these findings, objectives 2 and 3 focused on identifying EEG responses to

erroneous and correct machine actions. To achieve this, a separate set of participants was

recruited, with ethical approval from the School of Electrical and Electronic Engineering at

the University of Sheffield. Experiments were conducted in the Physiological and Systems

Laboratory, where EEG recordings were acquired using an 8-channel wet electrode system

as participants repeated the observational task from the first objective. Participants were

briefed on the procedure but not the aims of the study, provided informed consent, and

completed a short demonstration trial before the main experiment. Rest periods were in-

cluded between observation blocks to minimise fatigue. Following each session, EEG data

were collected for further analysis. These recordings were then processed to extract com-

ponents of interest—specifically the ERN, Pe, and P300—which were examined in relation

to participants’ reported trust levels. This enabled the development of a trust-classification

model capable of distinguishing between high and low trust states, thereby fulfilling the re-

maining objectives of the project.
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