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ABSTRACT

This thesis presents novel methods for analysing linear and nonlinear of constrained Networked
Control Systems (NCS) controlled by Model Predictive Control (MPC), subject to a cyber-
attack in the form of random packet losses and (bounded) additive disturbances. Conditions for
(robust) stability and criteria for the Separation Principle design conditions of controllers and
estimators are investigated. Stability conditions are presented through lemmas and theorems,

with numerical examples provided to verify the proposed results.

Using a counterexample, this thesis shows that the Separation Principle does not hold when a
TCP-like protocol is used. Further analysis uncovers a trade-off between estimation and con-
troller prediction errors, suggesting that improving estimation performance can affect controller
performance. Conditions are established under which the explicit control law is Piecewise

Affine (PWA) and the cost function is Piecewise Quadratic (PWQ).

For discrete-time linear and nonlinear MPC-controlled systems with a buffer mechanism for
packet losses mitigation, subject to input constraints and random packet losses, it is shown that,
at best, the use of a buffer facilitates the transfer of the initial state to the terminal region but
does not guarantee stability under consecutive packet losses. The number of consecutive packet
losses the system can tolerate while maintaining stability is upper bounded by expressions

dependent on system and controller parameters.

The last part extends the results by analysing the robustness of an MPC-controlled system under
bounded additive disturbances. Conditions are derived under which the state remain in the
region of attraction under consecutive packet losses. The results show that the use of the buffer
does not provide the transfer of an initial state to the terminal region. However, we derive upper
bounds on the number of consecutive packet losses that can be tolerated while maintaining

robust stability if the disturbance is sufficiently small.
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Chapter 1

Introduction

Contents
1.1 Motivation . . .. . . . i i i it i it it i it et e e e 1
1.2 Outline and summary of contributions. . . . .. ... ........... 4

1.1 Motivation

A Cyber-Physical System (CPS) is a type of large-scale feedback system in which the physical
process is tightly integrated with control, communication and computation technologies . Typi-
cal examples are industrial process plants, power transmission and distribution networks, water
treatment and distribution facilities, autonomous vehicles in transportation systems, industrial

robotics systems, building automation, and smart grids.

Within the CPS framework, the architecture has a physical plant layer composed by intercon-
nected plants with their corresponding actuators and transducers, and a controller layer com-
posed by wired or wireless interconnected remote controllers which are permanently sharing
information through a communication network layer. The CPS can be designed and imple-
mented with flexibility, robustness, and scalability, together with fault-tolerant, disturbance
rejection, and noise suppression techniques under the main assumption that the data over the

communication network layer is reliable [1, 2].

A cyber-threat in CPS refers to any potential danger or risk to one or several cyber assets in the

CPS architecture, including data, software, hardware or communication channels. They can be
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intentional (e.g. malicious actions) or unintentional (e.g. software bugs, human errors, or natural
disasters) disruptions. On the other hand, a cyber-attack can be considered a specialization of
cyber-threats that specifically involves strategic, coordinated and stealthy malicious actions by
one or many adversaries with the objective to compromise the confidentiality, integrity, or
availability of the CPS. Thus, not all cyber-threats can be cyber-attacks but all cyber-attacks can
be cyber-threats [2].

Cybersecurity of CPS from the viewpoint of control theory studies the vulnerabilities against
cyber-attacks, as well as the stealthiness of the attacker’s techniques which reduce the perfor-
mance and become potential dangers for the Networked Control Systems (NCS). The Stuxnet
cyber-attack on an Iranian nuclear plant in 2011 [3, 4], the Maroochy water breach [5] in 2000,
RQ-170 attack on an Unmanned Aerial Vehicle (UAV) in 2011 [6], and the Ukraine attack on the
power distribution system in 2015 [7], are well-known events which indicated that successful
cyber-attacks may have serious economic, industrial or social security impact. Therefore, the
cybersecurity threats of CPS has been studied over the past two decades with topics such as re-
silient control strategies, secure estimation, stochastic stability analysis, and the confidentiality,

integrity and availability of the data over the communication channels [8, 9, 10].

Control theory has been developing successful fault-tolerant and disturbance rejection tech-
niques. Although they can handle cyber-threats in some sense, a fault and a cyber-attack are
different. A fault is a physical event that is dependent of the system dynamics, and does not
have a malicious intention like a cyber-attack does, and a cyber-attack can remain undetected,

be coordinated and is not constrained by the system dynamics [11].

All the techniques in control theory which are formulated, analysed or solved based on subsets
in the state-space can be referred as set-theoretic methods for control systems. The constraints,
uncertainties and disturbances of the dynamic systems in the CPS can be described in terms of
sets. Therefore, topics such as Lyapunov functions, invariance, constraints satisfaction, con-
vexity, contractiveness, convergence, stability and receding horizon-based design are powerful

tools to analyse cyber-attacks and design resilient controllers for CPS [12].

Model Predictive Control (MPC), a subset of set-theoretic control, is a natural candidate for
addressing these challenges. It explicitly incorporates state and input constraints, predicts the
future evolution over a finite horizon, applies receding horizon strategy, and integrates the

concepts of terminal cost, invariant sets, regions of attractions, Lyapunov-like functions which

2
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guarantee recursive feasibility and stability [13, 14]. Complementary, robust control theory aims
to guarantee stability and performance under uncertainty in the form of the following types:
deterministic or stochastic, additive or multiplicative, parametric, model mismatch, external
disturbances, and measurement noise [15]. Thus, the combination of both makes a powerful
tool to analyse robustness guarantees (stability) with constraint satisfaction under uncertainty,

and cyber-threats or cyber-attacks.

Among the various types of cyber-attacks discussed in the literature review (Chapter 2, e.g.
[16, 17]) —including False Data Injection (FDI), bias injection, replay or rerouting— Denial of
Service (DoS) is specially disruptive in NCS. Such cyber-attack, targeting the availability layer
in the NCS, is often difficult to distinguish from packet losses caused by congestion, wired or
wireless interference, or hardware faults, particularly when they occur intermittently. From the
controller’s viewpoint, the system may be forced to operate in open loop for multiple consecutive
periods of time that can last from seconds to minutes, with a small fraction persisting significantly
longer. During this time, uncertainties, as mentioned before, can accumulate dangerously and
drive the system towards constraint violations or instability regions. Moreover, the detection
mechanisms typically act on the order of seconds to a few minutes, but the may lag behind of the
attack and the mitigation tools may be not sufficient (e.g. persistently stealthy attacks). Thus,
offer the controller designer analysis of the worst-case scenario under consecutive packet losses,
finite attack durations, and non-instantaneous detection and mitigation, improves the resilient

design [18].

In addition, existing results on packet dropouts and intermittent communications—formulated
in the framework of switching systems or stochastic NCS—typically focus on controllability,
observability, or mean-square stability under probabilistic packet dropouts models (Chapter 2,
e.g. [19, 20]). While these works provide important insights, some of them neglect input
and state constraints, relying on strong assumptions such as global stability or the Separation
Principle. On the other hand, in constrained MPC settings, the interaction between packet
losses, disturbances, prediction horizons, terminal ingredients, and buffering strategies for
mitigation can alter closed-loop stability properties. In particular, it is difficult to determine
under which conditions robust stability can be guaranteed, how many consecutive packet losses

can be tolerated, or whether the controller and estimator can be designed independently.

The motivation of this project is that, despite the significant amount of research that was devel-



1.2. Outline and summary of contributions

oped around cybersecurity on CPS there is little research about stability analysis in cybersecurity
from the viewpoint of constrained MPC. The challenge likely stems from the absence of a gen-
eralized set-theoretic framework and corresponding techniques for addressing key issues such
as robust stability guarantees, and constraint satisfaction in resilient cyber-secure controllers.
This includes controllers designed to withstand simultaneous integrity and availability attacks,
as well as resilient cooperative and non-cooperative distributed controllers operating under such

cyber-threats.

The focus is on DoS attacks modelled as random packet losses over the Controller-Actuator
(C-A) and Sensor-Controller (S-C) channels, in the presence of bounded and unbounded un-
certainty. While other types of attacks such as FDI are important, availability cyber-attacks are
fundamentally relevant threats that directly challenges the stability and constraint satisfaction
guarantees in MPC through worst-case scenarios such as consecutive packet losses. Further-
more, understanding (robust) stability and Separation Principle under random packet dropouts
is a necessary step towards the design of resilient controllers capable of handling more complex,

combined and distributed attack scenarios.

The aim of this thesis is to provide novel methods for the analysis of linear and nonlinear
NCS controlled by nominal and stochastic input-constrained MPC subject to availability DoS
attacks in the form of random packet losses, and uncertainty as additive bounded disturbance
and unbounded noise as Additive White Gaussian Noise (AWGN). Specifically, we seek to
identify: (i) conditions under which stability is guaranteed in the presence of unbounded
disturbances, and random packet losses over the controller and sensor communication channels,
and determine when the Separation Principle between the controller and estimator design holds
or fails; and (ii) establish nominal and robust stability guarantees in the presence of bounded
additive disturbances, and worst-case scenario of consecutive packet losses, highlighting the
MPC design ingredients together with the buffer-based mitigation mechanism over the control

communication channel.

1.2 Outline and summary of contributions

The thesis concerns the stability analysis of nonlinear and linear systems controlled by MPC
technique, subject to input constraints, random packet losses over the communication channels

and additive uncertainty. Stability and robustness conditions are formally presented through
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lemmas and theorems, with numerical examples provided to verify the proposed results.

Before the summary of contributions is presented, we outline the types of controllers, estimators,

mitigation mechanisms, uncertainties, protocols and channels, and where they are considered

on each chapter, see Table 1.1.

Chapter Controller Estimator Mltlgatl.OIl Protocol Channel
Mechanism
4 Stochastic MPC | <alman Stochastic MPC 1 pop g | 0 A/ 5-C
Filter plus Kalman Filter
5,6 Nominal MPC - Buffer UDP C-A
Uncertainty
Location Stochastic/ .
Chapter Source (Protocol) Nondeterministic Signal Type Channel
Measurement Sensor bounded
4 noise Unbounde C-A/S-A
stochastic AWGN Continuous
Process noise
Plant
5 Process Bounded stochastic C-A
disturbance additive
Network
4 ; C-A/S-C
Packet dropouts | (TCP/UDP) | Nondeterministic Discrete
_— (binary)
Network
5,6 (UDP) S-C

Table 1.1: Controllers, estimators, mitigation mechanisms, uncertainties, protocols and channels
considered throughout the thesis

In what follows we summarize each chapter.

Chapter 2 summarizes the literature of relevant research about cybersecurity on CPS from
the viewpoint of control theory. Formal definitions of CPS, NCS, together with a taxonomy of
cyber-attacks. A block diagram describes the location of the three generalized groups of attacks;
disclosure, deception and disruption (availability). The availability DoS and FDI cyber-attacks
models are presented; since the DoS attack is the primary cyber-threat used in this thesis, a
block diagram indicates the location of this attack within the NCS.Other attack types, such
as bias injection, replay, and rerouting attacks, are also reviewed, along with the associated
detection and mitigation techniques reported in the literature. In particular, works on LQG-

based control systems under DoS attacks, MPC-based control systems subject to DoS and FDI,

5
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and the combination of both, are discussed, owing to their importance in Chapters 4—6. Finally,
set-theoretic control, controllability, observability and stability analysis subject to cyber-attacks
are reviewed to motivate and contextualize the stability analysis of MPC schemes subject to

DoS attacks.

Chapter 3 introduces fundamental definitions, concepts and results required throughout the
thesis. It presents the system settings for linear, nonlinear and stochastic formulations, reviews
MPC theory, Quadratic Programming (QP), Lyapunov-based stability analysis, stability con-
ditions in MPC, and the Separation Principle theory. Most of the material in this chapter is
summarized from existing literature and serves to establish notation and technical preliminaries

used in the subsequent chapters.

Chapter 4 investigates an input-constrained Linear Quadratic Gaussian (LQG) problem under
random packet losses in both the sensing and controller channels. In Section 4.4, a counterex-
ample illustrates that, unlike in the unconstrained case, the Separation Principle does not hold
when a Transmission Control Protocol (TCP) protocol is used in the channels. Further analysis
uncovers a relationship between estimation errors and controller prediction errors, indicating
that improving estimation performance can potentially worsen controller performance. In Sec-
tion 4.5, we outline the conditions under which the explicit control law is Piecewise Affine
(PWA) and the cost function is Piecewise Quadratic (PWQ). We identified that the effect of the
probability of packet losses on the explicit PWA solution is due to the simultaneous influence on
both the unconstrained and constrained solutions. By numerical examples, it is shown that the
associated polyhedral partitions are affected by the probability of packet losses and penalization

of the terminal cost.

Chapter 5 analyses an MPC-controlled nominal discrete-time nonlinear system subject to input
constraints and random packet losses in the controller loop over a User Datagram Protocol
(UDP) communication channel. The MPC formulation incorporates a terminal cost function
that satisfies a local Control Lyapunov Function (CLF), but does not include explicit terminal
constraints. It is shown, at best, the use of a buffer facilitates the transfer of the initial state to
the terminal region associated with the CLF-based terminal cost. The number of consecutive
packet losses the system can tolerate while maintaining stability is upper bounded by expressions
dependent on system and controller parameters. The specialized analysis in the linear section

evaluates these bounds and assesses their conservatism by approximating them using the open-
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loop stage-cost and terminal-cost parameters. The numerical examples illustrate that, despite the
conservatism of these bounds, they can be used to fine-tune the controller’s design parameters
and a minimum buffer size, acknowledging that the buffer alone is insufficient to guarantee

stability under consecutive packet losses.

Chapter 6 extends the analysis to MPC-controlled discrete-time nonlinear system subject to input
constraints, random packet losses over a UDP-based controller channel, and bounded additive
disturbances. The controller formulation is a nominal MPC which includes a terminal cost
function that satisfies a local CLF without explicit terminal constraints, however, its operation
in closed-loop differs from the one used in Chapter 5 because the nominal MPC aims to control
an uncertain system. The buffer stores the nominal MPC optimal sequence, which is delivered
to the plant during random packet losses and in the presence of disturbances. We show the
conditions under which the system state remains in the region of attraction despite the combined
effects of uncertainty and consecutive packet losses. When there are additive disturbances, the
use of the buffer does not provide the transfer of an initial state to the terminal region, however,
we analyse the case under the assumption that the buffer transferred an initial state to the terminal
region if and only if the disturbance is sufficiently small. Furthermore, we derived an upper
bound on the number of consecutive packet losses that can be tolerated while maintaining robust
stability. For the linear case, the bounds are approximated using the open-loop stage-cost and
terminal-cost parameters. Numerical examples verify the bounds for the nonlinear and linear
cases. Asin Chapter 5, the results suggest a minimum buffer size for tuning guideline, however,
in the presence of additive disturbances, this guideline is more conservative and restrictive, and

should be used strictly as a design heuristic rule.

Chapter 7 presentes a summary of the main contributions and discussions on some directions

for future work.

Finally, we provide a list of publications in which the results of Chapter 4 and Chapter 5 have

been published.

* Chapter 4: Paul Trodden, Paulo Loma-Marconi, and Ifiaki Esnaola. “Stability and the
Separation Principle in Output-Feedback Stochastic MPC with Random Packet Losses”.
In: IFAC-PapersOnLine 56.2 (2023), pp. 3818-3823. 1ssn: 2405-8963. por: 10.1016/j.
ifacol.2023.10.1312, [21]


https://doi.org/10.1016/j.ifacol.2023.10.1312
https://doi.org/10.1016/j.ifacol.2023.10.1312
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* Chapter 5: Paulo Loma-Marconi, Paul Trodden, and Ifiaki Esnaola. “Stability of Non-
linear Model Predictive Control Under Consecutive Packet Losses”. In: 2024 UKACC
14th International Conference on Control (CONTROL). IEEE, Apr. 2024, pp. 295-300.
por: 10.1109/control60310.2024.10531842, [22]


https://doi.org/10.1109/control60310.2024.10531842
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The literature review presents a summary of the state of the art and relevant research in the last
two decades of cybersecurity from the viewpoint of control theory and set-theoretic methods
on CPS. The sections are focused on the resilient strategies and analysis techniques for LQG,
MPC, Distributed MPC (DMPC) and set-theoretic methods for control. Also, there is a section

covering controllability/stabilizability and observability analysis under DoS cyber-attack.
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2.1 Cybersecurity on CPS

A good amount of surveys, books and papers describe the architecture of the CPS as the complex
integration of different layers of computation and communication technologies with physical
systems which interact with humans. The state-of-the-art paper [8] classifies around 138
selected studies of CPS from the viewpoint of automatic control. It presents a comprehensive
comparison framework of actual and future research directions for both industry and academia,
and classifies the literature according to the type of attack and defence (or both) strategies,
security properties such as availability, integrity and confidentiality, and CPS components types
such as plant, sensors, controllers, actuators, network, and detection and estimation processes.
Although, there is a variety of proposed controllers such as event-triggered, Linear Quadratic
Regulators (LQR), Proportional Integral Derivative (PID) and sliding mode control. MPC and

set-theoretic methods are not categorized among the controllers for distributed systems.

Cybersecurity on CPS is presented as an architecture of three layers: physical layer, communi-
cation network layer and control layer. For example, the security of Wireless Sensor Network
(WSN), Information Communication Technology (ICT), Supervisory Control and Data Acqui-
sition (SCADA), and Embedded Systems can be categorized in the context of risk assessments,
that is, the probability of the occurrence of events that could compromise the architecture and

lead it to an unwanted outcome or performance.

Resilient strategies refer to techniques or methods to ensure a CPS continues to operate safely
and maintain acceptable performance despite faults, disturbances, uncertainties, cyber-attacks
or unexpected changes on the system dynamics through detection, adaptation, mitigation and
recovery mechanisms [23, 24, 25]. Two types of resilient techniques are very popular among
cybersecurity for CPS: (i) the reactive approach acts on the identification and mitigation of the
risks after they occur, and (ii) the proactive approach predetermines the risk before they occur
and mitigate them [1, 9, 26, 27]. In this thesis the reactive approach is analysed since there are

some assumptions on the type of risks and the use of some techniques to mitigate them.

In [1], the cybersecurity risks of Distributed Control Systems (DCS) for CPS are listed as
follows: integrity, confidentiality, availability, and authentication and validation. And in [28],
the authors mentioned five stages a resilient control design for distributed CPS should have in
order recognize and respond to known and unknown threats which are recon, resist, respond,

restore and recover. However, from control theory point of view they cover only the surface.

10
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Other relevant literature [29, 11, 30] which give an overview of modern and recent advances
and proposes frameworks for network threats such as signal sampling, data quantization, com-
munication delay, packet dropouts, access constraints, channel fading, power constraints, and

methodologies for attack and defence.

A comprehensive survey of recent literature in NCS is presented in [31]. The authors develop
an attack space model to illustrate how adversarial resources are allocated in common cyber-
attacks. The paper reviews three types of attacks: FDI, DoS, and replay, and their corresponding
detection and mitigation strategies, including residual-based anomaly detection, robust and

resilient controller design.

A framework to estimate the impact of cyber-attacks on stochastic linear NCS is studied in
[17]. By using a detector stealthiness constraint based on the Kullback—Leibler-divergence, the
authors define two impact metrics that evaluate the probability that the critical states leave a
safety region and the expected value of the infinity norm of the critical states. Moreover, they
derive convex optimization bounds to compute worst-case impact under some types of attacks

such as FDI, DoS, replay, and bias injection.

Another related work is [16], the work presents a framework for evaluating the impact of various
cyber-attack strategies on NCS protected by an anomaly detector. It considers more attacks
such as DoS, FDI, sign alternation, rerouting, replay, and bias injection. In order to quantify

the attack impact, the infinity norm of critical states after a fixed number of time steps is used.

From the viewpoint of stochastic MPC for CPS, [32] is a review paper where resilient stochastic
MPC and resilient DMPC strategies are revised for both non-linear and linear CPS. The review
highlights the importance of adequate probability distribution formulation of the cyber-attacks,
and the application of probabilistic constraints which allows constraint violations caused by
uncertainties or attacks are beneficial for the resilience of the formulation. Technologies that
could handle cyber-attacks such as tube-based MPC and scenario-based approach for linear
systems, and generalized polynomial chaos expansions (gPCE) and the Gaussian-mixture (GM)
approximation approaches for non-linear systems are described, see the references therein [33,

34, 35, 36].
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2.2 Availability and integrity cyber-attacks

In CPS, three distinctive groups are classified: disclosure (confidentiality), deception (integrity),
and disruption (availability) attacks, also called DDD attacks [11]. These can be located over
the C-A and S-C channels, and they can be independent of each other, mixed, and triggered at

the same time Fig. 2.1.
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Figure 2.1: Location of DDD attacks.

A confidentiality attack access the communication channels and obtains information about the
NCS [37, 11], the other two types of cyber-attacks are revised in the next sections where we

focus on integrity and availability attacks.

2.2.1 DoS attack models

A DoS attack randomly prevents the successful data delivery over the communication channels
that potentially derive the CPS to an unstable region [38, 39]. They can be dangerous due to the
packet loss in the communication channels, and they do not need knowledge about the system

dynamics.

Fig. 2.2 shows the DoS attack location over the communication channel, where the packet

dropouts can be represented by the switch symbols. The figure also shows that the controller
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and estimator may or may not have knowledge about the packet dropouts on both channels, this

is represented by dashed lines.
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Figure 2.2: Location of the DoS attack and packet dropouts.

It 1s important to establish the difference between a DoS attack and a packet dropout. The
DoS attack is a general threat that describes strategies, methods or mechanisms intentionally
designed to induce unsuccessful data delivery over the communication channels. The packet
dropouts are the consequences of these unsuccessful data deliveries. Therefore, a DoS attack
can be analysed from the perspectives of the attacker or the system under attack. In this thesis,

we focus on the analysis of the attacked system under to packet dropouts.

The following references consider the DoS attack model described previously. In [40], the
authors provide an overview of known and recent research approaches of the DoS attacks
models on NCS such as deterministic constraint model, game-theoretic optimization model,
and probabilistic model for multi-hop networks. A simple probabilistic model that captures the
uncertainty of the DoS attack is a Bernoulli process [41], and a complex model is a Markov
process [42, 43]. There are other models such as Pulse Width Modulation (PWM) signal model
[44], time delay models [45], and Signal to Interference plus Noise Ratio (SINR) model [46,
47].

Another game-theoretic work related to DoS models is [48], the authors introduce Informational
Denial-of-Service (IDoS) attacks, which overwhelm human operators with deceptive alerts to
exploit cognitive limitations and obscure genuine attacks. It formalizes IDoS using semi-

Markov models and proposes attention-management strategies that selectively highlight alerts
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to mitigate risk. Data-driven evaluations and a case study show that controlled, intentional

inattention can minimize overall security risk.

2.2.2 LQG subject to DoS attacks

Given the relevance of the following works to Chapter 4, some of their technical aspects are

discussed in what follows.

Kalman filtering, optimal control law and Separation Principle

The authors in [41] propose a stochastic optimal LQG controller applying a modified time-
variant Kalman Filter (KF) based on the results in [49, 50]. The resultant framework is able to
handle Bernoulli packet losses of a LQG output-feedback problem for a stochastic LTI system
subject to AWGN in both S-C and C-A channels under TCP and UDP protocols. No input or

states constraints are considered.
The main results are highlighted as follows:

* The derivation of optimal estimation schemes for both TCP and UDP protocols based on

time-variant KF theory.

* The proposition of optimal control laws for both protocols using dynamic programming

technique.

* The conditions under which the Separation Principle holds for the TCP case and does not

hold for the UDP case.

* The derivation of stability conditions for both TCP and UDP protocols based on the largest

eigenvalue of the dynamic matrix and the probabilities of successful packet delivery.

Complementary, a two-variable optimization stochastic LQG compensator which encloses the
zero-input and hold-input attack under TCP protocol is presented in [S1]. The solution can be
viewed as a general optimization problem of the LQG formulation presented in the previous

papers but only for the TCP case.

Stability analysis and constrained LQG

In [52], stability is analysed for the same stochastic LQG framework, i.e. subject to AWGN

and without constraints. The objective is to mean-square stabilize the system while minimizing
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a quadratic performance criteria under Bernoulli packet dropouts. The authors perform the

analysis for both TCP and UDP protocols.

The work on [53] formulates a stochastic LQG problem with power constraints and safety
constraints imposed on the attacker actions. Power constraints are defined as state and input
constraints in an expected sense that limit the energy of state and input at each time step, and
safety constraints are defined as both state and input constraints in a probabilistic sense that the

state and input remain within specified hyperplanes.

Optimal estimation

From the viewpoint of optimal linear estimation only, Kalman filtering with a probabilistic
perspective is considered in [54]. Instead of using the asymptotic behaviour of the expectation
of the error state covariance matrix as a prior performance metric, as in [49], the bounded
probability of the error state covariance matrix can be viewed as a posteriori performance

metric.

In [55], a Linear-Minimum-Variance (LMV) filter using the orthogonality principle is proposed
to give a solution in terms on Lyapunov equation. The problem formulation is a stochastic
LTI systems subject to Bernoulli packet dropouts, and AWGN. No constraints are considered.

Sufficient condition for the convergence of the steady-state LMV filter is also given.

2.2.3 MPC subject to DoS attacks

In [56], the authors review some resilient MPC dividing them by category: lossy commu-
nication, transmission delays, and resource awareness. The authors review the advantages
of implementing MPC to tackle cyber-attacks by showing examples of time-triggered, event-
triggered and self-triggered control laws in deterministic and stochastic fashion with efficient
implementations on embedded systems. Time-triggered control also known as sampled-data
control is where at fixed sampling time the sensors measurements are sent to the controller, the
controller calculates a new input value and is sent to the actuators. However, the event-triggered
MPC and self-triggered MPC methods are proposed as robust control designs that requires
the solution of three optimization problems at each time instant which can be computationally
inefficient. Therefore, for some cases, time-triggered control is still a desirable approach at the

expense of transmission delays due to the synchronized clocks for the controller, sensor and
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actuator.

Buffer mechanism integration

It is in the interest of this thesis to discuss the following related works. Some time-triggered
control propositions are presented as a packetized MPC for non-linear systems with integrated
logic selector buffer and limited consecutive Bernoulli packet dropouts over the C-A channel
[57]. The buffer is set before the actuator and acts as a firewall protection: if there is a missing
input signal the buffer sends the previous valid input signal to the actuator, thereby preventing

the plant going on unstable open-loop dynamics Fig. 2.3.
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Figure 2.3: Time-triggered MPC with smart buffering. It is assumed the synchronized clocks
for the controller, sensors and actuators.

Extensions of this approach that incorporates stochastic stability notions and allow for unlimited
consecutive Bernoulli packet dropouts are studied in [58, 59]. The analysis of robust stochastic
stability under Markovian packet dropouts model—a more general formulation than the Bernoulli
model-with unlimited dropout length is addressed in [42]. Similar to earlier works, the authors

present bounds under which stochastic stability can be guaranteed.

Finally, [60] uses a stochastic MPC formulation based on an input parametrized model. The
main difference with respect to the aforementioned problem settings is that the authors consider
ACK of the packet dropouts available to the controller, along with uncertainties. This results in
a more robust analysis and improves or extends some results previously reported by the same

authors.
Other techniques are listed as follows: controller design based on an augmented closed-loop
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dynamics subject to logarithmic data quantization (packetized data) errors and packet dropouts
[61], an extension of the latter with Markov dropout model [62], and extending the previous to
non-linear systems, [63] approach uses a Tagaki-Sugeno fuzzy MPC controller and closed-loop

stability guarantee by solving Linear Matrix Inequalities (LMI).

A packet-based MPC with C-A and S-C packet losses for non-linear systems is shown in
[64]. The formulation is an extension of [59], a buffer in the actuator and another buffer in
the estimator. The stochastic stability conditions are generalization forms presented in [60].
Other formulation in [65] is an output feedback stochastic MPC with additive disturbances and
noisy measurements, the minimization is subject to a discounted sum of second moments of an

auxiliary output.

2.2.4 FDI attack models

An integrity attack, called FDI attack, corrupts the S-C and C-A communication channels by
introducing false data which drive the NCS to an undesired state with little knowledge of the
plant [66, 67, 68]. The traditional approach relies on data encryption to protect the S-C channel,

while the latter technique depends on identification methods, see [69, 26] for extensive review.

An objective of the FDI attack is to maximize the damage while remains undetectable. The
authors in [67] analyse an FDI attack for linear systems with LQG controller by assuming there
is a packet dropout detector in the S-C channel. Sufficient conditions are proved under which
the attack destabilizes the system while avoiding the detection. Attacks on the state estimation
process is studied in [68], the authors prove that the residual detection technique is not enough
when the attacker has knowledge about the measurement data. Similar to [68], the time-invariant

state estimator proposition in [70] finds conditions under which FDI attacks are undetectable.

2.2.5 MPC subject to FDI attacks

In [10] is studied the FDI attacks with delay transportation and disturbances. The authors
describe secure networked predictive control for UDP channel based on a secure UDP receiver
that verifies the integrity of the information. However, this method uses a secure encryption

UDP algorithm.
In [71], an FDI attack detection and rejection method based on MPC is proposed. The false
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data is injected into the control variable, if the attack is detected, a traditional state-feedback
backup controller takes over the control of the CPS. The optimal solution of the proposition is
obtained by the integration of the main controller and the backup controller into a single MPC
controller. If there is no attack, the optimal solution is the main controller, if there is an attack,

the optimal solution is obtained by the constraints of both dynamics.

In [72], the authors propose a moving-window attack-detection based on MPC. The formulation
uses past samples data of the corrupted states and it compares them with the nominal past
samples in a temporal sliding window. The recorded data of the moving-window is used to
obtain a probabilistic performance index which guarantees the information integrity and make
a decision about the existence of the attack. The decision is a hypothesis test over the window

of observation.

2.2.6 MPC subject to simultaneous DoS and FDI attacks

There not too much work related with the design and analysis of resilient MPC for CPS, but the
following are worth mentioning. In [73], it is proposed a secure observer-based controller for
linear systems subject to DoS and FDI attacks. Sufficient conditions under which the observer-
based controller is guaranteed using stochastic analysis. The controller gain is obtained applying
LMI technology. The extension of the previous work is presented in [74], it includes noisy

measurements and actuation time-delays. The solution is also obtained by LMI.

In [75], the authors develop an observer-based fuzzy MPC scheme for uncertain discrete-time
nonlinear NCS under FDI and DoS, using interval type-2 Takagi—Sugeno fuzzy theory. A secure
observer resilient to FDI attacks and a fuzzy MPC algorithm ensuring recursive feasibility are

proposed, with simulations demonstrating effectiveness.

In DMPC systems it is common to assume the state measurements are available all the time
for all the subsystems, but in attacked DMPC systems the loss of communication is no more
guaranteed. For DMPC systems, various algorithms have been proposed to solve problems
of maintenance and tolerance to faults, such as the type of local or global cost function, non-
iterative or single-iterative solution procedure, and the degree of information exchange between
the subsystems. However, DMPC under cyber-attacks can be very dangerous, as an example,
in [76], a cooperative-based DMPC scheme composed by nonconforming local controllers are

submitted under two types of FDI attacks: fake weights attacks and fake constraints attacks. The
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following references propose formulations to countermeasure DoS and FDI attacks in DMPC.

In [77], a robust cooperative DMPC algorithm using an observer within each subsystem is
presented. The observer is continuously and recursively estimating the bounds of the states for
all the plant states which are used as extra state constraints within a LMI formulation to calculate
the control gains. An iterative DMPC formulation wide area measurement power systems based
in cooperative control strategy subject to FDI attacks is proposed in [78]. The FDI attacks are
described as delayed input states, and sufficient condition under which the closed-loop system

stability is guaranteed is obtained by using Lyapunov LMI approach.

In these works [79, 80], the DMPC formulation is subject to DoS attacks, it solves a min-
max worst-case optimization problem considering the packet dropouts probabilities and input
constraints. Also, recursive feasibility and closed-loop mean-square stability are proved. A
resilient stochastic DMPC subject to DoS attacks and input saturation constraints is presented in
[81], the authors characterized the DoS attack as a Bernoulli-distributed white sequence which
provides a trade-off between input saturation constraint satisfaction and control performance.

Recursive feasibility and closed-loop stability are proved.

A secure distributed output-feedback MPC framework for leader-following consensus in dis-
turbed linear multi-agent systems facing simultaneous FDI and DoS attacks is presented in
[82]. The scheme integrates a robust multivariate observer, a DMPC controller, and actuator

buffering to maintain recursive feasibility and achieve consensus.

2.2.7 Set-theoretic control for CPS under cyber-attacks

Applied set-theoretic methods is presented in [83], the authors present a stochastic MPC with
information sets divided in several subsets such that the information set with all possible
packet losses, the infinite-horizon and the finite-horizon information set help to establish a
relationship between the infinite-horizon quadratic performance index and the prediction horizon
performance index. A dual-mode linear MPC formulation subject to input and state constraints,
an attack-resilient terminal set and stability analysis is shown in [84], the authors propose
conditions under which the constraints are satisfied and exponential stability is guaranteed by

the duration of the DoS attacks and MPC prediction horizon.

In [85] is presented a set-theoretic control framework subject to DoS and FDI attacks, an
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anomaly detector module and a resilient pre-check/post-check module, and the scheme ensures
uniformly ultimate boundedness and constraints satisfaction. The authors in [86] analyse a
constrained linear system subject to FDI attack from the viewpoint of set-theoretic analysis
where the control input plus the attacked control input satisfies the hard input constraints. It
is proposed condition under which it is not possible to satisfy state constraints based on the
spectral radius of the system, the relative sizes of the input and state constraints, and the portion

of the input constraint set that is allowed to the cyber-attack.

The work in [87] addresses a class of perturbed Linear Time-Invariant (LTI) systems and
introduce two security metrics that quantify the potential impact of stealthy attacks on the
sensor measurement loop. Analytical tools (based on reachable sets theory) are provided to
evaluate these metrics based on given system dynamics, control strategies, and monitoring
mechanisms. Synthesis methods, formulated as semidefinite programs, to redesign controllers
and monitors that minimize the effects of stealthy attacks while ensuring the desired performance

of the system in the absence of attacks.

A framework for modelling attack scenarios in cyber-physical control systems by representing
them as constrained linear switching systems is presented in [88]. The authors embed in a single
model the dynamics of the physical process, attack patterns, and attack detection mechanisms,
more specifically FDI attacks on both control and sensor loops. The framework accommodates
a broad class of non-deterministic attack strategies and enables system safety to be characterized
as an asymptotic property. By computing the maximal safe set, the proposed impact metrics
provide an intuitive quantification of safety degradation and the influence of cyber-attacks on

system safety.

In the domain of hybrid CPS, a system under dwell-time constraints can be modelled as a
constrained switching system. A dwell-time constraint enforces or imposes a restriction on how
fast the switching process is allowed from one mode to another, in other words, the minimum
time duration a system must remain in a given mode before switching to the other [89]. Under
this perspective, packet losses in NCS can be modelled as a constrained switching system with
minimum and maximum dwell time properties. In [90], the authors present combinatorial
methods for hybrid systems based on automata theory, in which this general methodology is

used for invariant sets computation for systems with dwell-time constraints.
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2.3 Controllability, observability and stability analysis sub-

ject to cyber-attacks

Since the study of controllability, observability and stability analysis in NCS subject to cyber-
attacks are related with the title of this thesis, some relevant works are presented in the following

subsection. Moreover, a subsequent subsection is dedicated to stability of MPC.

2.3.1 Controllability and observability subject to DoS attack

A series of works develop a unified framework for analysing fundamental system-theoretic
properties of discrete-time linear NCS subject to packet losses. In [91], the work focuses
on controllability under packet dropouts, modelling the loss patterns with an automaton that
constrains the number of allowable consecutive losses, and reformulating the problem as a
constrained switching system that is algebraically characterized and algorithmically feasible

through a connection to Skolem’s theorem.

Extending this methodology, [92] addresses observability under similar packet loss constraints,
demonstrating that the controllability framework directly generalizes to observability and re-
mains valid even for non-invertible system matrices, thereby improving upon the earlier results.
Finally, the authors in [20], generalize these ideas by providing algorithmically verifiable neces-
sary and sufficient conditions not only for observability and controllability, but also for properties
such as reachability, detectability, and stabilizability, unifying them through algebraic relations
and Skolem’s theorem while also establishing connections to models with time-varying delays

in wireless control networks.

The work in [93] investigates the problem of quantized output-feedback stabilization in NCS
subject to DoS attacks. The authors first consider the case where the average duration and
frequency of DoS attacks are bounded and an initial estimate of the plant state is available,
proposing an output encoding strategy that ensures exponential convergence with finite data
rates. They further demonstrate that an appropriate state transformation can eliminate the
assumption on attack frequency. Finally, it derives bounds on the system state under DoS
conditions and establishes sufficient conditions on attack duration and frequency that guarantee

Lyapunov stability of the closed-loop system.
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2.3.2 Stability of MPC subject to DoS attack

The conditions for stability guarantee based on a known upper bound of the attack and the
spectral radius of the dynamic matrix of a linear system by means of mean-square stability
analysis is studied in [94]. As an extension of [59], in [95] the authors present Input-to-State
Stability (ISS) conditions such as terminal control law, Lipschitz continuity, robust positive
invariance for closed-loop stability with bounded consecutive packet dropouts. The authors in
[61] present a notion of closed-loop stability of a linear system with input and state constraints

applying LMI stability analysis for packet loss and data quantization error.

A Lyapunov function based on conditions similar to [95] is presented in [96] to ensure regional
Input-to-State practical Stability (ISpS) analysis for non-linear NCS. In [97, 38], the authors es-
tablished conditions to guaranteed feasibility and ISpS based in the attack duration, disturbance

bound and prediction horizon.

Similar to [94], the authors in [98] studied the conditions of closed-loop stability guarantee
using an augmented model to bound the maximum dropout rate before a linear system goes to
unstable mode. An output quantized feedback with encoded scheme is presented in [93], the
authors encodes the data flow of the S-A and C-A channels to remove the DoS the maximum

packet losses frequency to guarantee Lyapunov stability for the closed-loop system.

Another stability analysis is studied in [19], a system operating under time-varying transmission
intervals, time-varying delays, and strict communication constraints. The proposition employs
node analysis where only one node may transmit at a time according to scheduling protocols such
as Round-Robin (RR) or Try-Once-Discard (TOD). The authors extend these classical protocols
to new “periodic” and “quadratic” variants, and propose a unified modelling framework for linear
plants and controllers using discrete-time switched linear uncertain systems, accommodating
both continuous- and discrete-time controllers. To address the stability analysis over a range of
transmission intervals and delays (including those with a nonzero lower bound), they introduce
a procedure for constructing a convex polytopic overapproximation with tight norm-bounded

uncertainty.
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2.4 Summary and research opportunities

Most of the resilient controller and resilient estimator propositions presented in the literature
review relies on the stochastic modelling of the cyber-attacks, i.e. Bernoulli and Markov
processes. Especially for the availability and integrity attacks, the filtering theory is extensively
used to detect or reject attacks, and the controller design theory is mostly used to propose resilient
controllers. In most of the cases, for both S-C and C-A channels, the resilient formulations are
different. The controller and estimator need to be design separately, but the downside is that the
CPS scheme has to be studied under one type of cyber-attack, that is why there are not so many
works mixing different types of attacks, e.g. both FDI and DoS. The following were identified

in the literature review.

Control design: For the CPS in Fig. 2.1, subject to disturbances, noisy measurements and
stochastic uncertainties, the resilient (stochastic) controller is designed to satisfy the following

requirements:
* Handle threats or attacks in both S-C and C-A channels.
* Closed-loop stability guarantee under different types of threats or attacks.
* Ensure closed-loop constraints satisfaction.

Stability analysis: The stability analysis can be studied from the viewpoint of Lyapunov
analysis and stochastic (mean-square) analysis. The conditions for linear and non-linear CPS
are continuity and positive invariance satisfaction. Most of the propositions do not account
closed-loop stability with input and state constraint satisfaction, most of them only account the
input constraints, and use the duration of the DoS attack as upper bound to ensure convergence.

From the viewpoint of set-theoretic design and analysis two techniques are used:
* Resilient terminal set with resilient terminal cost.

* Stochastic tube MPC to deal with DoS attacks by the addition of extra constraints to

guarantee recursive feasibility and quadratic stability.

In summary, it is still theoretically challenging to propose a unified resilient stochastic set-
theoretic (MPC-based) control framework with recursive feasibility and closed-loop stability
guarantees due to the complex integration of the attack detection, resilient control and resilient

estimation. Some identified challenges are still open according to the literature review:

23



2.4. Summary and research opportunities

* Robust stability analysis of nonlinear and linear system under MPC-controlled systems

with constraints satisfaction.

* Integrate zero-input DoS attack and hold-input DoS attack models in a CPS with asyn-

chronous clocks in the controllers, sensors and actuators.
* Propose secure sensor fusion framework for multiple sensor channels.
* Formulate set-theoretic information approach to model invariant sets for DMPC.

* Resilient controllers with attack detection of simultaneous availability and integrity at-

tacks.
* Recursive feasibility guarantees under different types of threats or attacks.

* Ensure closed-loop probabilistic or chance constraints satisfaction, i.e. handling uncer-
tainty by requiring constraints to be satisfied with high probability rather than determin-

istically [99].

* Use of hybrid systems and automata theory frameworks to model DoS attacks as dwell-

time constraints for constrained switching systems.

Given the summary and research opportunities identified above, this thesis addresses the problem
of robust closed-loop stability analysis for linear and nonlinear systems under the DoS cyber-
attack, in the form of random packet losses affecting both actuation and sensor channels. State
constraints are not explicitly considered, since guaranteeing recursive feasibility jointly with
closed-loop stability remains technically challenging and is still an open problem, as discussed
in the literature review. Instead, we focus the effort on the non-trivial integration of input
constraints into the analysis of robust closed-loop stability and the conditions under which the
Separation Principle holds or fails, in the presence of DoS attacks. The resulting analysis has
the objective to provide methods that may facilitate the systematic inclusion of both state and

input constraints in future works on resilient MPC frameworks.
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3.1. System setup

3.4 TheSeparationPrinciple . .. ......... ... .. ..., 41

This chapter presents the basic definitions and results on MPC theory, QP, Lyapunov stability
for MPC, and Separation Principle. It serves as an introduction to material that is related in the

subsequent chapters. Most of the definitions and results can be found in the literature.

In what follows, the notation xi, jix is the j-step ahead prediction of x, and x| is the value of x

at time k € N5¢. x* is shorthand for x;,; when x = xy.

3.1 System setup

The thesis considers the nonlinear, linear and linear stochastic MPC formulation. The linear
stochastic system is used in Chapter 4, the linear and nonlinear systems are used in Chapter 5,

and the nonlinear stochastic system is used Chapter 6.

3.1.1 Nonlinear system

Consider the following discrete-time nonlinear system

Xie+1 = f (o, ug) (3.1a)

Yk = g(xk). (3.1b)

3.1.2 Nonlinear stochastic system

Consider the following discrete-time nonlinear system with additive uncertainty

Ke+1 = f (%, ug) + wi (3.2a)

Yk = g(xx) + s¢. (3.2b)

3.1.3 Linear system

The following discrete-time linear system

Xry1 = Axy + Buy (3.3a)
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yr = Cxy. (3.3b)

3.1.4 Linear stochastic system

And the following discrete-time linear system with additive uncertainty

Xpy1 = Axp + Bug + wy (3.4a)

Yk = Cxy + sk (3.4b)

For all the cases, xx € R", ux € R™, and y; € R? are, respectively, the state, input, and output
of the system at sample time k € N5o. The system input, ug, is constrained to take values in
a set Y C R™ but the states and outputs are unconstrained for all the settings. The nonlinear
and linear stochastic system are subject to uncertainty in the form of process noise wy and

measurement noise s.

We remark that for all the cases, the output yi is defined for completeness but is not used in

Chapters 5 and 6.
Also, some assumptions are introduced.

Assumption 3.1 (Continuity of the system). The functions f(-,-) and g(-) are continuous and

satisfies 0 = £(0,0) and 0 = ¢(0).

Assumption 3.2. The matrices A, B and C are known, the pair (A, B) is stabilizable, and the

pair (C, A) is observable.
Assumption 3.3. The set U is known and compact, containing the origin in its interior.

Assumption 3.4 (Noise for the linear stochastic system). The process noise wy € R" and mea-

surement noise s, € RP are independent and identically distributed (i.i.d.) random variables,

with wi ~ N (0,Q,,) and s, ~ N'(0,Ry).

Assumption 3.5 (Noise for the nonlinear stochastic system). The process noise wy and mea-
surement noise sy are bounded additive disturbances and can take any values in the sets VYV c R"

and S C RP. The sets VW and S are compact, and contain the origin in their interiors.

Assumption 3.6. Let 7, := {yx} denote the information set available to the controller at time
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k € Ny, where yr = {yk, Yk—1, - - , y1}. Additional vectors may be included in Tj. as required

by the problem formulation.

3.2 Model Predictive Control (MPC)

MPC is an optimization-based control strategy that solves a Finite-Horizon Linear Quadratic
(FH-LQ) problem subject to constraints. A model of predicted states based on the system
dynamics is used to minimize an objective function that satisfies constraints given the actual
state. The obtained solution is a sequence of open-loop controls from which only the first
one is implemented on the system, inducing feedback. The rest of the sequence is discarded
and the process is repeated for the next sampling time, this method is often called Receding
Horizon (RH) principle. Advantages of MPC against other control strategies are the handling

of constraints, and the system’s nonlinearities [100, 101].

3.2.1 Optimal control problem

The general optimal control problem for MPC includes the state and terminal state constraints.
In this work we omit the use of both since our objective of stability analysis requires input
constraints only. Under this setting, recursive feasibility of the optimization problem is trivially
guaranteed, as no state constraints are imposed and the admissible control law is defined over
the entire state space. Therefore, if the problem is feasible at the initial time, it remains feasible
at all subsequent time steps. However, we still need terminal ingredients to guarantee stability,

this is exposed in a later section.
The following definitions and assumptions are required before properly presenting the problem.
Definition 3.1 (Cost function). Let Jx(-,-): R" XU — Rs( denote the cost function defined as
N-1
IN(xp,ug) = Z C( Xt jiks Uk jik) + VE(Xkanik) (3.5)
Jj=0

where N € Ny is the horizon length, ((-, ) is the stage cost and V¢ (-) is terminal cost functions.

Definition 3.2. The decision variable of the optimal problem is the finite sequence of future

control input, 1.e.

W = {upp Uk 1fks - - > Ukt N-1[k |- (3.6)
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Definition 3.3. The stage cost function ((-,-): R* X U — Ry and terminal cost function

Vr(): R* — Ry are defined as

0 u) =[xl + ull? (3.7a)

Vr(x) = IIxllg,, (3.7b)
where Q € R™" and R € R™™ are the state penalty, and input penalty matrices respectively,
and Q¢ € R™" is the terminal penalty matrix, and Q = 0, R = 0, and Q¢ >~ 0.

Definition 3.4. The value function VI?]( ) R* XU — Ry of the optimal problem is

Va () = min Jy (e, ug). (3.8)

Assumption 3.7. The constraint set is

U=UX---XU. 3.9

Now, we are in the position to present the optimal control problems for the different settings

that are used in the Chapters 4, 5 and 6.

In what follows we say Py (x) is the optimal problem to be solved, and x4 jjx is the j-step ahead

prediction of x made at time k € Ny

3.2.1.1 Nominal nonlinear MPC

Before we proceed, we must remark that the following control problem is used for both the
nonlinear (Section 3.1.1) and nonlinear stochastic (Section 3.1.2) systems, which are presented

in the Chapters 5 and 6, respectively.

Given the system (3.1) (or (3.2)) at a state x, the problem is to determine the optimal control
law such that the state xi is transferred to (nearby) the origin, subject to the input constraint
set (3.9) (and uncertainty given by Assumption 3.5), while minimizing the cost function (3.5)

through the following optimal control problem.

Py () V(i) = min Jy (e u), (3.102)
k
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subject to, for j € Njgn-_1],

Xk|lk = Xk (310b)
Xt jrk = f (Xt jlks Uk jik) (3.10c)
Uk+jlk € Uu. (3.10(1)

3.2.1.2 Nominal linear MPC

Similarly, given the system (3.3) at a state xj, the problem is to determine the optimal control
law such that the state xj is transferred to the origin, subject to the input constraint set (3.9),

while minimizing the cost function (3.5) through the following optimal control problem.
Pn(xi) © V() = min Jy (e, wi), (3.11a)
u, €U

subject to, for j € Njgn-_1],

Xklk = Xk (3.11b)
Xkt jalk = AXpyjlk + Bugy jik (3.11c¢)
Uk+jlk € U. (3.11(1)

3.2.1.3 Stochastic linear MPC

Finally, given the system (3.4) at a state xi, the problem is to determine the optimal control
law such that the state xj is transferred to a neighbourhood of the origin, subject to the input
constraint set (3.9) and uncertainty (Assumption 3.4), while minimizing the cost function (3.5)

through the following optimal control problem.
PnGe)  Vy(Ze) = min B{N (xie we) | T (3.122)
k

subject to, for j € Njon-1],

Xk|k = Xk (3.12b)
Xk+j+1lk = AXkrjik + Blgjjk (3.12¢)
Ueajj € U. (3.12d)
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We need to remark that all the optimal control problems do not have state, output and terminal

constraints.

Definition 3.5 (Optimal solution). Solving Py (xy) at xi yields the solution

0 — [0 .0 0
w () = {”ku« Uestlkr - ”uk+N—1|k}' (3.13)

The application of the first control in the optimal sequence to the plant, followed by a repetition

of the whole process at the next sampling instant, defines the implicit control law.

Definition 3.6 (Optimal (implicit) control law). The optimal (implicit) control law for the

optimal problem Py (xy) is defined as

ur = kn(xg) = u2|k. (3.14)

3.2.2 Linear Quadratic Programming (QP) problem

The linear QP problem formulation is a widely used technique for solving MPC problems. Its
primary advantage lies in its direct compatibility with QP solvers for online implementation, as
well as its ability to provide an explicit solution for offline implementation [102]. This compact,
dense formulation reduces the number of decision variables and constraints, making it well-
suited for active-set methods. However, it tends to be numerically ill-conditioned, particularly
for unstable systems. Therefore, while the problem size is smaller, performance may degrade

for large N, leading to significant computational costs.

An alternative approach is the sparse QP formulation, which retains state predictions within
the decision variables. Although both formulations yield the same theoretical solution, their
practical performance differs considerably. The sparse formulation results in a larger problem
but is better conditioned, making it more suitable for interior-point methods. However, for small

values of N, this advantage may be negligible [103].

First, we need to restate the nominal linear MPC as defined in Section 3.2.1.2. By using
the quadratic norms for the stage and terminal costs defined in Definition 3.3, and using the

cost function (3.1), the optimal control problem Py (xx) for the nominal linear MPC can be
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formulated as

Py(xk) 1 Vy(x) = min J (e u) (3.152)

N-1

InGerew) = 2 (bl + laerelfy) + sl
j=0
N-1

— T T T
- (xk+j|kak+J'|’< t Uy, j|kR“k+j|k) + Xy Nk QF X+ Nk (3.15b)
j=0

subject to, for j € Njon—17

Xkk = Xk (3.15¢)
Xkt j+lk = AXpjlk + Blgsjik (3.15d)
Uik € UL (3.15¢)

Second, we need the following definition, and then, we are in conditions to formulate the QP

problem by vectorizing the prediction and cost function equations.

Definition 3.7 (Quadratic Programming (QP) [102]). A QP problem with constraints is defined

by

1
min EzTHz +c'z4+d, (3.16)
z

subject to,

Pz <q, (3.17)

where z € R" is the decision variable, H € R™" is the Hessian matrix, ¢ € R™!, and d € R.

The constraints P € R%=*", g € R%, and c, is the number of constraints for z.

3.2.2.1 Vectorizing the prediction equation

Setting x = x|k, and ux = uy), and applying the model (3.3) recursively, we have that

Xk+1k = Axg + Bug
2
Xk+2lk = AXke1jk + Bug+1)k = A™Xk + ABug) + Bujr1jk

N N-1
XkaNk = AXpaN-1k + Bugan-1k = A" xx + A7 Bugg + -+ - + Bugan—1k

32



Chapter 3. Background Theory

stacking
Xk+1|k A B 0 ... 0 Uk |k
Xk+2/k A? AB B N 7
= X +
Xk+N|k AN AN-1B AN-2p B Uk+N-1|k
——— S~——
Xk F G Uy

the predicted equality constraint is

X;r = Fxp + Guy, (3.18)

where X, and uy are the state, and input sequence predictions over all steps j € Nyg n.

3.2.2.2 Vectorizing the cost function in prediction

Rewriting the cost function (3.15) without the input constraint

r - T - - - - - - T - - -
Xk+1]k Q 0o ... 0 Xk+1|k Uk |k R 0 ... 0 Uk |k
. xpa2k | |0 QT || ka2 st | [0 R || e
e Q%kle +| o |t
. Q 0 .
Xeenik| |0 - O Q[ [Xkenik]  [ukeN-1k| |0 -0 O R|[uken-1jk]
Q R
with x|x = xi, now the problem is to minimize
In (xp ug) = x] Oxi + X Ox + u) Ruy, (3.19a)
subject to,
X, = Fxi + Guyg. (3.19b)

Substituting the equality constraint (3.18) in (3.19a),

IN (X we) = x Oxie + (Fx + Gug) TOQ(Fxye + Guy) +u' (k)Ruy,
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omitting k only for the algebraic operations

=x'0x + ((Fx)" + (Gu)")Q(Fx + Gu) +u' Ru

x"Ox + (Fx)TOFx + (Fx)"QGu + (Gu)"OFx + (Gu) "OGu + u" Ru,

grouping terms

=x"Ox+x FTOFx+x"FTOGu+u'G'OFx+u'G'OGu +u'Ru

=x" (Q+F'QF)x + 2u'G"QFx +u'(G'OG + R)u

=x"(Q+F'OF)x + (2GTQFx)"u+u" (G'OG + R)u

~ ~ 1 ~ ~
=x"(Q+F'OF)x+ (2G'OFx)"u+ =|u' 2(GTOG +R)u
—— — ——— 2 —_—
M L H

1
= EuZHuk + (Lxg) " ug + x] Mx .

S~ —

cT a

Hence, the cost function as QP problem (without constraints) in compact form is

1
IN(xu) = EUZH“k +cu +a, (3.20a)
where
H=2(G"0G +R) (3.20b)
¢ = Lxi (3.20¢)
L=2G"QF (3.20d)
a= kaMxk (3.20e)
M=Q+FT"QF. (3.20f)

We still need to incorporate the constraints in the previous formulation. The following section

describes the constraint modelling.
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3.2.2.3 Constraint modelling

There are different types of defining the input constraint ¢/ which can be found on the literature

(e.g. [102, 14, 104]). For the analysis in Chapter 4, we consider linear inequalities constraints

in the form of box constraints. The reason to use this formulation is the simplicity since it

can be integrated easily in the QP problem in compact form, facilitating both analysis and

implementation.

Definition 3.8. Let U be the input constraint set defined as

U = {ug: Pug < qu} C R™,

(3.21)

where the matrices P, € R%*™ and q, € R%*!, and c, is the number of constraints for the input.

Let the box constraint for the input be

Umin < U < Umax,

where Umin, Umax € R™.

The matrices P, and g, are defined as

+mxm FUmax
Uk+jlk <
—Lmxm —Umin
—_——— —_———
P, qu

From Definition 3.8 we have that

Puuk+j|k < qu

stacking
p, 0 ... O Uk |k
Pu ... 0 Uk+1]k
<
O 0o ... Pu_ _uk+N_1|k_
P, U
results in
puuk < qu

qu

qu

(3.22)

(3.23)

(3.24)

(3.25)
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3.2.2.4 Constrained QP problem in compact form

Finally, with the previous results and by Definition 3.7, the constrained QP problem in compact

form is

Py(xk) : Vy(x) = min Jn (xg, ug) (3.26a)
u, €U
s 1 T T
= ﬁfé% 2uk Huy + ¢ u; + «a, (3.26b)
subject to, for j € Njgn_1],
Py < G, (3.26¢)

The optimal solution obtained by numerical methods or techniques such as multi-parametric

Quadratic Programming (mp-QP) [102] and Interior Point Methods (IPM) [103], is defined as

1 ~

0 : T T . 5

u, = arg min {—ukHuk +c ur+a: Pu < qu}
u, €U 2

(3.27)

_ 0 .0 0
= {uk|k’ Uitk -+ > Yk N-1|kJ -

The application of the first control (RH principle) in the optimal sequence to the real plant,
followed by a repetition of the whole process at the next sampling instant, defines the implicit
control law

ue = kn(xp) = u,‘3|k. (3.28)

Unconstrained solution

Although, it is not practical to implement the unconstrained MPC solution in real (industrial)
systems—since most of them require constraints satisfaction—we make use of its derivation
in Chapter 4 to analytically link the implicit constrained solution and explicit unconstrained

solution.

Minimizing (3.20a) with the gradient and solving for uy

1
Vi (xk, ug) = min Eu;Huk +cu+a (3.29a)

Uy
VaVa (xp, ug) =0 (3.29b)
Hu +c=0 (3.29¢)
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w=-H"c (3.29d)
the optimal solution results in
w) = -H 'Lx, (3.2%)

The optimal ug for any xy is unique if H > O is invertible.

Applying the RH principle means that only the first control input of the vector (3.29¢) is applied

to the real system and defines the explicit control law
U = Knxy (3.30)

where

Kv=[I 0 0 ... O](-H7'L). (3.31)

Notice that ug is an explicit linear time-invariant control law because H and L do not depend on

Xk

3.3 Stability in MPC

MPC stability analysis requires the application of Lyapunov theory, as the presence of constraints
makes the closed-loop system nonlinear. As discussed in [13], the key idea is to adapt the basic
MPC framework so that the cost function can serve as a Lyapunov function to ensure stability
in closed-loop operation. These adaptations typically involve introducing stability conditions
in the stage cost, terminal cost and the value function, and some terminal ingredients with or

without terminal sets.

In this work, we avoid the use of terminal sets, then, it is sufficient to provide terminal conditions
for nonlinear systems and the Lyapunov equation for linear systems. The following are standard

definitions commonly used in MPC and Lyapunov stability theory [100, 102, 12].

Definition 3.9 (IC, ., and KL functions). A function a(-): Rsg — Rsq is class of K if it is
continuous, strictly increasing and a(0) = 0. A function a(-): Rsg — Ry is class of K and
unbounded, i.e. a(s) — oo as s — oo. A function f(-,-): Rsg X Rsg — Ryg is class of KL if it

is continuous, and if, for each k > 0, B(-, k) is a class I function, and for each s > 0, B(s,-) is
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3.3. Stability in MPC

non-increasing and B(s,k) — 0 as k — oo.

Definition 3.10 (Positively Invariant set (PI)). A compact set X C R" is a positively invariant

set for the system x* = f(x) if x € X implies f(x) € X.

Definition 3.11 (Control positive invariant set). The set X is a control positive invariant set for

x* = f(x,u) if for all x € X there exists an admissible control input u € U such that x* € X.

Definition 3.12 (Robust Positively Invariant set (RPI)). The set X is robust positively invariant
forx* = f(x,u) + wifx* € X forall x € X and for all w € W.

Definition 3.13 (Robust control positive invariant set). The set X is a control positive invariant
set for x* = f(x,u) +w if for all x € X there exists an admissible control input u € U such that

xt € X and for allw € W.

3.3.1 Lyapunov stability

Definition 3.14 (Lyapunov stability). Let x* be an equilibrium point of the system x,1 = f(xx)
ifF(x) = x"

a. The x* is Lyapunov stable if for any € > 0 there exists a & = 5(e) > 0 such that

[xo —=x*|| <6 = |lxx —x"|| <€, forall k € Ns. (3.32)

b. The x* is asymptotically stable in the Lyapunov sense in X if it is Lyapunov stable and

klim llxx —x*|| =0, forallxyg € X. (3.33)

c. The x* is globally asymptotically stable if it is asymptotically stable in the Lyapunov sense
and X = R".

d. The x™* is exponentially stable if it is Lyapunov stable and there existat > 0 and o € (0, 1)

such that

llxo —x*|| <86 = |lxx — x*|| < 7llxo — x*|lo*,  for all k € N, (3.34)

Definition 3.15 (Lyapunov function). Suppose X is a positively invariant set for x* = f(x).
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A function V(-): R" — Ryq is said to be Lyapunov function in X if there exist functions

a1(+), (+), az(+) € Ko such that

V(x) = ar(|lx|]) (3.35a)
Vi(x) < aa(lIx]l) (3.35b)
V(f(x) = V(x) < —az(|Ix])). (3.35¢)

3.3.2 Stability conditions in MPC

Since in this thesis we consider input constraints but not state and output constraints, the

following assumption and properties are presented as follows.
Assumption 3.8 (Bounds on the stage and terminal costs, [100]). Suppose the following.

a. The stage cost function ((-,-) : R"xU — Ryq and terminal cost function V¢(-): R" — Ry

are continuous, with £(0,0) = 0 and V¢(0) = 0, and satisfy
C(x,u) = o (Ilx]), (3.36a)

forall x € R", forall u € U,
Vi(x) < aa(|lx])), (3.36b)

for all x € R", where a)(-) and ay () are Ko functions.

b. The stage cost function (-, -) and terminal cost function Vy(-) satisfy
0(x,u) = c1]lx]l3, (3.37a)
for all x € R, for all u € U, and some ¢y > 0,
Vi (x) < eallxIl3, (3.37b)

for all x € R", and some ¢y > 0.

c. There exists a control law Kf: R"™ — R™ such that, for all x € X fs

Vf(f(x, Kf(x))) < Vi(x) = £(x, xr(x)) (3.38a)
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kp(x) €U, (3.38b)

where Xy is the terminal region.

Lemma 3.1 (Value function properties). If Assumption 3.8 holds, using Definition 3.15 and

knowing that u = kn(x), the following properties are defined as follows.

a. Suppose X is a control positive invariant set for x* = f(x,kn(x)). The function VI?,(-) is

said to be Lyapunov function in X if there exist functions ) (-), ax(-) € Ko such that

VI(x) = ai (|Ix])) (3.39)
VI(x) < aa(|Ix])) (3.39b)
VN (f(r kn () = VR (x) < —ar (lIx]), (3.39)

for all x € R™ and for all kn(x) € U.

b. Suppose X is a control positive invariant set for x* = f(x,kn(x)). The function VIS(-) is

said to be Lyapunov function in X if there exist constants cy,cy > 0 such that

V(x) = cr||x]|3 (3.40a)
V(x) < callx|l3 (3.40b)
Vu(f (x, kn(x))) = V(x) < —ci|x]13, (3.40c)

for all x € R™ and for all kn(x) € U.

c. Suppose X is a control positive invariant set for x* = f(x,kn(x)). The function VI?,(-)
is said to be Lyapunov function in X and x* = f(x,kn(x)) is exponentially stable in X,

such that

Vo (f(x, kn(x))) = V(x) < —€(x, kn(x)). (3.41)
Proof. See [100]. O]

For linear systems, we can guarantee Assumption 3.8c with the terminal ingredient defined by

the following lemma.

Lemma 3.2 (Lyapunov equation). If Assumption 3.2 holds, then there exists a unique Qy such
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that

(A+BK)"Qf(A+BK) — Qf < —(Q + K'RK), (3.42)

where K is a control law such that (A + BK) is stable, and Q = 0, R = 0, and Q¢ = 0.

Proof. See [14]. [l

3.4 The Separation Principle

In this section we present the fundamentals of the Separation Principle, which is an important
result in modern control theory. This principle states that, under certain conditions, the design
of an optimal controller and the design of an optimal state estimator can be performed indepen-
dently. Originally developed for the LQG regulator, it shows that the optimal output-feedback
controller can be designed by combining an optimal state-feedback LQR with an optimal state

estimator, generally in the form of a KF [105, 106, 107].

We begin by deriving the LQR and Kalman gains separately, and subsequently formulate the
LQG control problem.

The LQR problem

Consider the system (3.3). The objective is to minimize the following cost function

o0

J(xp, ug) = Z(x,jka + u];rRuk), (3.43a)
k=0
subject to, for k € Ny,
Xp41 = Axg + Bug,  x(0) = xo, (3.43b)

with Q = 0and R > 0.

If Assumption 3.2 holds, then
Ur = —ka (3448.)

minimizes (3.43), where

K = (R+B"PB)"'BTPA, (3.44b)
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3.4. The Separation Principle

is the optimal LQR, and
P=A"PA-A"PB(R+B"PB)"'BTPA + Q, (3.44c)

solves the Discrete Algebraic Ricatti Equation (DARE), where P = 0.

The Kalman filter

Let
£ = B{x) (3.45a)
€ = Xp — )?k (345b)
P = E{exe; }, (3.45¢)

where Xy is the state estimate, e is the estimation error and Py is the state covariance at time k.

Consider the system (3.4). The aim of the KF is to find an estimate state X that minimizes the
error covariance Py given yi. If Assumption 3.2 and Assumption 3.4 hold, then the following

is defined as follows.

Innovation step:

£k|k—1 = Aﬁk—llk—l + Buy (3.46a)
Pijp—1 = APe_qje—1AT + Qyy (3.46b)
ﬁk = Cf(k|k—1- (3.46C)
Correction step:
Li = Pyj-1CT (R + CPy—1CT) ™! (3.47a)
Xk = Xjk—1 + L (Y — k) (3.47b)
Py = Prjk—1 — Ly CPrig—1. (3.47¢)
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If P, = P then

L =APCT (R, +CPCT)™! (3.48a)

P = APAT — APCT (R, + CPCT)"'CPAT + Q,, (3.48b)

where L is the optimal Kalman gain, and P is the unique solution for the DARE problem.

The LQG problem

Consider the system (3.4) and Assumption 3.4. The objective is to minimize the following

stochastic cost function

(o)

J(xp, ug) = E{Z(x,jka + u,IRuk)}, (3.49)

k=0

with Q = 0O and R > 0.

If Assumption 3.2 holds, then
U = —K)?k, (350)

is the minimizer of (3.49), where K is given by the LQR solution and the state estimate Xy is

given by the KF.

Let

Xry1 = AXp + Buy + L(yk - gk) (3.51a)

Xk+1 = Xl — Xgt1- (3.51b)

Then, for the closed-loop dynamics we have that

xes1| |A=BK  BK ||xx

= , (3.52)
Kkt1 0 A—LC|| Xk
is block upper-triangular, where the characteristic polynomial p(-) in the z-plane is
p(z) =det(z] — A+ BK) det(zl — A + LC), (3.53)
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3.4. The Separation Principle

showing that the eigenvalue assignment for the output-feedback can be separated into the eigen-
value assignment for the state-feedback LQR and the eigenvalue assignment for the observer

(KF).
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This chapter considers a LQG control problem with constraints on system inputs and random
packet losses occurring on the communication channel between plant and controller. It is well
known that [41], in the absence of constraints, the Separation Principle between estimator and
controller holds when the channel employs a TCP-like protocol but not so under a UDP-like
protocol. This chapter gives a counterexample that shows that, under an MPC scheme that
handles the constraints, not only does the Separation Principle not hold in the TCP-like case,
there exist instances where stability is lost in the TCP case but maintained in the UDP case;
thus the stability region for TCP does not contain that of UDP (c.f. [41]). Theoretical analysis
characterizes and reveals a trade-off between estimation errors in the estimator and prediction
errors in the controller. Counterintuitively, the poorer on-average performance of the estimator
in the UDP case may be compensated by smaller prediction errors in the controller. Also, the
impact of random packet losses over the control law can be identified by analysing the partitions

and the piecewise solution in explicit form.
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4.1 Introduction

The Separation Principle is a cornerstone result in modern control theory [108]. In its simplest
form, it says that the design of a state-feedback controller and an output-measurement state
estimator may be executed independently while guaranteeing stability of the overall loop. The
focus of control research over the last few decades has arguably been allowed to focus more on
the simpler case of state feedback because the Separation Principle is either known, or assumed,
to hold in the considered setting; once a state feedback control law has been designed, a state

estimator can always be designed and deployed on the real, output-measured system.

Another important consideration for modern control system design is the communication chan-
nel between controller and plant; in the advent of new and emerging control technologies such
as smart grids, robotics, and advanced autonomous systems, it is a realistic proposition that
controller and plant are not co-located and/or physically connected. In such cases, sensor mea-
surements and control inputs are sent and received over communication channels and may be
subject to noise, delays, and packet losses. It may be necessary to consider such effects when

designing the controller and estimator.

An important line of research [49, 50], collected in [41], discovered that whether the Separation
Principle holds depends on the communication channel protocol employed. In particular, the
authors considered a discrete-time LTI system with Gaussian process noise and sensing noise on
the output measurement—a classical LQG-type problem—and modelled the channel between
controller and plant as being subject to random packet losses. A key result was to show not
just that the Separation Principle holds when the channel employs a TCP-like communication
protocol—i.e. where an acknowledgement of a received packet is transmitted—but also that it
does not hold when the channel is UDP-like, i.e. absent of any acknowledgement. Moreover, the
stability region of the TCP-based controller strictly contains that of the UDP-based controller,

in the sense that the former stabilizes an LTI system when the latter is unable to.

It is interesting to enquire whether the same result holds in the presence of constraints. In this
chapter, therefore, we consider the same LQG-type setting albeit with the addition of (general)
constraints on the system inputs. To handle these constraints, we replace the classical LQG
controller based on dynamic programming with a (conventional) stochastic model predictive
controller, wherein the constrained optimal control problem is solved at each new state estimate

computed by the KF. In other words, we consider a standard output-feedback MPC design that
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may be found in many industrial applications: MPC in the state estimates, with a Kalman filter

in the loop.

The contribution of this chapter is to show the existence of a counterexample where the stability
of the predictive controller under the TCP-like protocol depends on the gain of the estimator.
Thus, the Separation Principle does not hold for the TCP-like case when constraints are present
and the controller employs a receding horizon, in direct contrast to the fact that the Separation
Principle does hold for a (static) finite-horizon implementation of LQG [109]. While this is not
surprising in itself—for it is well known that the Separation Principle does not hold in general
in constrained MPC—an interesting observation is that the UDP-based controller stabilizes
the same example. This establishes that UDP-based estimation and constrained control may
outperform a TCP-based scheme and, moreover, confirms that the TCP-like stability region no
longer contains the UDP-like stability region when constraints are present. Finally, we provide
a theoretical analysis that shows an interesting relation and trade-off between the estimation
errors and prediction errors in both schemes; owing to an information asymmetry between
estimator and controller in the TCP-like case, the on-average poorer performance of the UDP-
like estimator may be compensated for by smaller prediction errors in the controller. The last
section is about the conditions under which the explicit control law of the problem is PWA and
the corresponding cost function is PWQ. The resulting polyhedral partitions offer geometric
insight into the closed-loop behaviour, demonstrating that the trajectories originated from the
same regions for TCP and UDP, drives the state towards the origin rapidly in the TCP-like

estimation than the UDP-like estimation.

4.2 Problem formulation

We consider the following discrete-time linear system

Xp+1 = Axp + Vi Bug + wi (4.1a)

Yk = Yk (Cxp + sg), (4.1b)

where x; € R", up € R™, and y; € R? are, respectively, the state, input, and output of the
system at sample time k € No. The system is subject to uncertainty in the form of (i) process

noise wi and measurement noise sx, and (ii) random packet losses affecting the input and output
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channels, via the variables vk and y. The system input, ug, is constrained to take values in a set

U C R™ but the states and outputs are unconstrained.
We make the following standing assumptions.

Assumption 4.1. The matrices A, B and C are known, the pair (A, B) is stabilizable, and the

pair (C, A) is observable.
Assumption 4.2. The set U is known and compact, containing the origin in its interior.

Assumption 4.3. The process noise wi € R" and measurement noise s, € RP are i.i.d. random

variables, with wi ~ N (0,Q,,) and s ~ N (0, Ry).

Assumption 4.4. The input packet loss variable vy € {0, 1} and output packet loss variable
Yk € {0, 1} are i.i.d random variables with vi ~ B(V) and yi. ~ B(y), where v and y are the

respective probabilities of successful packet delivery.

Assumption 4.5. The information set available to the controller at time k € Ny is

Fk = Yk Vs Vi-1; TCP-like protocol
T = ey et 4.2)

Gy = {yk, yk} UDP-like protocol

where yi = {yi, Yk—1," -, U1} Vi = Voo V=15 > ¥1 )} and vie = {vi, Vi, - -+, vi )

Assumptions 4.1 and 4.2 are mild and standard. Assumptions 4.3—4.5 imply the same setting
studied in the literature (e.g. [49, 41]), wherein the actuation and sensing channels are either
TCP-like—in which an Acknowledgement (ACK) of successful or unsuccessful packet delivery
is sent—or UDP-like where no such acknowledgement is sent. Fig. 4.1 illustrates the setup in
the TCP-like case, showing also the controller (MPC-TCP) and estimator (KF-TCP); the lack of
state measurements (Assumption 4.5) motivates the need for the latter, and Fig. 4.2 illustrates
the setup in the UDP-like case. The difference between this setup and that of [41] is the presence

of input constraints.

The formulation of problem is as follows. Given the system (4.1) at a state xj, the problem is to
determine the optimal control law such that the state estimate X (obtained in Section 4.3.1) is
transferred to a neighbourhood of the origin, subject to the input constraint set (Assumption 4.2),
packet losses (Assumption 4.4), and uncertainty (Assumption 4.3). The control law is obtained

by minimizing the expectation of a cost function associated with the stochastic optimal control
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problem in Section 4.3.2.

X = Axy + viBup +w
-~ | Xk+1 k + VilBui + wi Uk

Yk = ka + Sk

R TCP-channel |
| Del |
_— ACK - |
! z! N\ Y 3

|

) Vk-1

Y | 'mpetep - | KFTCP Rz
J YUYk

Figure 4.1: Problem setting, including the uncertain system, TCP-like channel, and control and
estimation modules.

Xpel = Axp + viBug + wy

ViU
Y = Cxy + sg

Uk

UDP-channel

Uk Xk
MPC-UDP

KF-UDP

'

YEYk

Figure 4.2: Problem setting, including the uncertain system, UDP-like channel, and control and
estimation modules.

We remark that even though only input constraints are considered and the system is linear, this is
not a trivial problem; a common approach to establishing stability even with state measurements
available is to assume the existence of a global CLF [100], which is restrictive in the presence
of constraints. The aim of this chapter is to analyse the closed-loop stability of the system in the
described setting, and establish if, and under which conditions, the Separation Principle—which

allows independent design of estimator and controlle—holds.
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4.3 Output-feedback stochastic MPC formulation

The control scheme we study is composed of two steps: first, a KF performs state estimation
conditioned on the information set Z; [41]. Subsequently, a stochastic MPC computes and sends
an optimal control input to the plant, based on minimizing the expectation of a cost function

conditioned on the state estimate and covariance.

4.3.1 Estimator formulation

We briefly recall the KF conditioned on either TCP-like or UDP-like information sets, as given
in [41]. Let

J’C\'k = E{xk |Ik} (43&)
ey = Xp — Xx (43b)
P, = E{exe] | Ik}, (4.3¢)

where Xy is the state estimate, e is the estimation error and Py, is the state covariance at time k.

Before we proceed, it should be emphasized that the ACK signal (vx_;) received by the KF-TCP
estimator—shown in Fig. 4.1 and defined within the set Fj in (4.5) for the TCP-like protocol-is
the realization of successful or unsuccessful packet delivery that has already happened at time
k — 1. Since vj_y, v and Fj are i.i.d, and following the remark on the notation in [41], we use
v instead of vi_; to maintain notation consistency, i.e. at time k we refer to v, and at time

k — 1 we refer to vi_;. This clarification does not change the following analysis.

Considering the problem of estimating the state x; at time k, knowing that E{wj_;} = 0 from
Assumption 4.3, E{v,%_l} = E{vk_1} = v from Assumption 4.4, and E{e;_;} = 0, the two cases

differ on whether the value of vi_; is available for the following innovation step.

TCP-like protocol:

Kpk—1 = B{xx | Fr-1}
= B{Axy—1 + vi—1Bug—1 + w1 | Fi—1}
= AXg_1|k-1 + Vk—1Bug_1, (4.42)

€klk—1 = Xk — Xk|k-1
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4.3. Output-feedback stochastic MPC formulation

= AXp—1 + Vi1 Bug—1 + wio1 — (ARk—1jk—1 + Vi—1Bug—1)

= Aer_1 + w1, (4.4b)
Pyjp-1 = E{€k|k-1ekT|k_1 | Feo1}

= E{(Aex_1 + wi—1) (Aex_1 + wi) " | Fieo1 }

= E{Aek_le;—_lAT + wk_lw,:—_l |-7:k—1}

= AP, AT +Q,,. (4.4¢)

UDP-like protocol:

Rek—1 = B{xx | Gr—1}

= E{Axx_1 + vk—1Bug—1 + wi—1 | G-1},

= Ajek—1|k—1 + VBug_q, (45&)
eklk—1 = Xk — Xglk-1

= Axp_1 + Vi1 Bug_y + wi—1 — (ARk_1jk—1 + VBuy_1)

= Aer_1 + (Vo1 — V)Bug_1 + Wi_1, (4.5b)
Prjg—1 = E{€k|k—1€,j|k_1 | Gr-1}

= ]E,{Aek_lekT_lAT + (Vg—1 — V)zBuk_luZ_lBT + wk_lw,j_l | Qk_l}

= E{Aek_lekT_lAT + (v]%_1 -2V 1V + Vz)Buk_lu;_lBT + wk_lwkT_1 | gk_l}

= AP AT + (1 - V)Buk_lu,j_lBT + Q. (4.5¢)
In both cases, and because yx, yx, wi and Zy are independent, the correction step gives

Kk = Rpe—1 + VeKe (Ye — CRij-1), (4.6a)
ex = Xx — Xk

= Xt — Rkpk—1 — YK (Cxxe + s — CRije—1)

= (I - yiKiC)ekk-1 — YKk, (4.6b)
Py = (I = yx K C) Pyji—1, (4.6¢)
Ki = P 1CT (CPyp_1CT + Ry) L. (4.6d)

In both cases the Kalman gain K} is time-varying and stochastic, given its dependency on yy; it
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Chapter 4. Input-constrained output-feedback stochastic MPC

is well known that Kj, even for a stable process, does not converge to a steady value [41].

Itis also well known and easy to see from the innovation equations that the state error covariance
Py k-1 is independent of the control input in the TCP-like case but not so in the UDP-like case.
Indeed, a cornerstone result of [41] and its underlying work was to establish that the Separation
Principle holds in the TCP-like case but does not in the UDP-like case. In particular, [41]
considered a classical LQG setup and showed that in the TCP-like case the optimal controller
is a linear function of the state estimate and the optimal estimator is independent of this; on
the other hand, the optimal controller in the UDP-like case is a nonlinear function of the state

estimate and the optimal estimator depends in a non-straightforward way on this control law.

We aim to study the same issue, albeit in the context of an input-constrained LQG setting.
To deal with the input constraints systematically, we employ a conventional model predictive

controller in the loop. The next subsection describes the formulation of the controller.

4.3.2 Controller formulation

The stochastic optimal control problem we consider, for the system at a state x; and the

information 7 available to the controller, is

V(Zy) = gé%E{]N(xk, w, V) | Zi ) 4.7

where the decision variable

W = {Ukp Ukt fks - - > UkeN—11K } (4.8)
is the finite sequence of future control inputs, selected such that it lies in the constraint set
U=UX---xU 4.9)

and minimizes the expectation of a cost function

N-1

IN (s U, Vi) = BV (Xpane) + Z C( Xt jlke> Vicr jlk Ui+ jlk) (4.10a)
=0
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4.3. Output-feedback stochastic MPC formulation

with

0, u) = [|x]13) + [lullz (4.10D)

Vr(x) = lIxllg, (4.10¢)

Assumption 4.6. Q >~ 0,R >0, Qr >~ Oand p > 1.

The purpose of £ is to enlarge the Region of Attraction (RoA) by weighting the terminal cost such
that fV¢(-) and N can be used as stabilizing ingredients, [110]. In the subsequent sections, by

simulations and analysis, we see the effect of incrementing  and N for the problem formulation.

The expectation in (4.7) is to be taken over predicted states and the actuation channel packet

loss variable v:

Vik = {Vk|k’ Vk+1|k,--~}- (4.11)

This motivates the consideration of the two different information sets, TCP-like and UDP-like,

and how they affect the formulation of the optimal control problem.

¢ In the UDP-like case, 7y = Gy = {yk, yk} contains no additional information on which
to condition the expectation in (4.7) beyond the state estimate and covariance—provided
by the estimator—and, as in the estimator for the UDP-like protocol (4.5), the expected

value E{v} = 7.

e In the TCP-like case, Zy = Fj = {yk, Vi vk_1} contains information of the past realiza-
tions of v. Since the predictive control formulation would require information on future

realizations of v, which is not possible, the expected value E{v} = ¥ is used.

In both cases, therefore, and since v is i.i.d. with E{vu} = vu, the expectations over v, are

replaced by v:

E{xsjr1 | Tk} = zkrjrijk

(4.12a)
= AZisjlk + VBUk4 jjk
Prsisifk = AP kAT + Oy, (4.12b)
and from Lemma 1 in [50],
2 2
E{||Xk+j||Q IIk} = [lzkeiellg + tr(QPie ). (4.12¢)
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with zxx = £ and Py = Pg. Note that we use z.; and P.x to denote open-loop predictions by
the controller, and reserve X.x and P.|; for the estimator; as we will show, the prediction zj.q |k

is not necessarily equal to innovation X1 k.

The optimal control problem (4.7) may be rewritten in the deterministic form
VN (Ze) = V(i Pe) = min Iy (R, g, 7) + c(Pe) (4.13)
k

subject to, for j € Nyon_1],

Zk|k = JACk (4.148.)
Zktjrllk = AZgyjjk + VBug ik (4.14b)
Uk+jlk € U, (4.14C)
where
N Q . N
J € Njon-1)

¢(Pe) = D r(QiPrwjir), Q) = (4.15)

j=0 BOr Jj=N,

is a constant term that may be omitted from the optimization, but is required to determine the

value function.

Remark 4.1. The additional information contained in the TCP-like case benefits the estimator
but provides no additional information for use by the predictive controller. Problem (4.13)
subject to (4.14) is therefore of a form close to a conventional input-constrained MPC problem;
the only difference is the inclusion of the mean of the input packet loss variable in the dynamic

model.

Remark 4.2. It is well known [111] that the value of c(Py) may be reduced by parametrizing the
control input as Uy jjx = Kzgyjjk + 0kt jjk, K stabilizing for (A, B). This, however, replaces pure
input constraints with state constraints, resulting in the recursive feasibility of the controller

being non-trivial to establish.

Solving Py (X, Px) yields the (unique) optimal solution

W (Re) = {u) (Re), -y (B ) (4.16)
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4.4. Stability and the Separation Principle

with associated optimal cost value V]?](fck, Py); ug (%) does not depend on Py but V]?] (%k, Pr)
does. The application of the first control in the optimal sequence to the plant, followed by a

repetition of the process at the next sampling instant, defines the implicit control law

ur = kn(Re) = u2|k(9?k). (4.17)

In view of the lack of state constraints, the domain of the value function VIS (-, P) and control law
kn () is the whole state space, meaning that recursive feasibility of the optimal control problem
is trivially established. Stability of the closed-loop system, including the KF in the loop, is

much harder to establish, exacerbated by the lack of terminal state constraints [100].

4.4 Stability and the Separation Principle

We open this section with an interesting example. Under a particular choice of parameters, we
find an instance where the TCP-like scheme loses stability while the UDP-like one retains it.
We find the stability of the TCP-like controller depends on the gain of the estimator, showing
that the controller and estimator cannot necessarily be designed separately. This serves as a
counterexample to show that the Separation Principle does not necessarily hold in the presence

of constraints.

4.4.1 A counterexample

Consider a system with

the noise covariances Q,, = 0.0001Ix>, Ry = 0.00011;x;, and the input constraint set / =

{u: |u| < 1}. The expected values of v and y are ¥ = 0.95 and y = 0.7.

We design the controller with Q = Inyo, R=1,N =3, =1, and

12.70 4.86

Qf = :
486 3.71
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It is easily verified that this choice satisfies Assumption 4.7, given in the next section.

T T
Let xo = [0,731 (),7] , the initial state estimate X = [3,66 0,7] , and the covariance

26 0
Py = )
0 2
Letvy =1,k =0,1,... (i.e. no packetlosses on the actuation channel) and

{vki} ={0,1,1,1,1,0,0,0,1,0,1,0,0,1,1, 1, 1,0, 0}.

In what follows, we show a series of five simulations: the first simulation is subject to the
previous conditions and the rest have slightly different conditions such as no input constraints,
no packet losses, different Py, and increased f, but there is no simulation of increased N since

that scenario is analysed in the next section.

4.4.1.1 First simulation: TCP-like scheme loses stability

Fig. 4.3 shows the true state and the input control, and Fig. 4.4 shows the optimal cost and
estimation error trajectories under TCP-like and UDP-like state estimation schemes. Note the
TCP-based trajectory diverges but the UDP-based scheme converges to the origin, and the same
behaviour is shown in the optimal cost trajectories. Nevertheless, the estimation error in the

TCP-like scheme is generally smaller compared to the UDP-like scheme.

N=3
5= 0.7
1 |——T1CP
—o—UDP

(a) States (b) Inputs

Figure 4.3: True state trajectories and applied controls under packet losses with input constraints.
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(a) Optimal cost (b) Estimation errors

Figure 4.4: Optimal cost and estimation errors under packet losses with input constraints.

4.4.1.2 Second simulation: no input constraints

When there are no input constraints both controllers maintain stability. Fig. 4.5 shows the true
state trajectories and input control, and Fig. 4.6 shows the optimal cost and estimation errors.
We can verify that despite the packet losses over the sensor channel, the stability is guaranteed

for both schemes and the Separation Principle holds.

k k

(a) States (b) Inputs

Figure 4.5: True state trajectories and applied controls under packet losses without input
constraints.

4.4.1.3 Third simulation: no packet losses

When there are no packet losses over the sensor channel, i.e. yx = 1 and y = 1, the system

behaves like a traditional input-constrained stochastic MPC where the TCP-like and UDP-like
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(a) Optimal cost (b) Estimation errors

Figure 4.6: Optimal cost and estimation errors under packet losses without input constraints.

schemes behave the same, Fig. 4.7 and Fig. 4.8. Moreover, we must recall that there are no

packet losses over the actuation channel and v = 1.

0.5

WH@

uy,
o

-0.5r
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N %
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o
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“ ) |
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k k
(a) States (b) Inputs

Figure 4.7: True state trajectories and applied controls without packet losses under input
constraints.

4.4.1.4 Fourth simulation: different initial covariance P,

Changing the initial covariance to Py = diag(8.579, 0), and repeating the same simulation under
the same realizations of random variables, finds that both controllers maintain stability. Since
K depends on Py, this shows that the stability of the TCP-based controller can depend on the

estimator gain, Fig. 4.9 and Fig. 4.10.
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(a) Optimal cost (b) Estimation errors

Figure 4.8: Optimal cost and estimation errors without packet losses under input constraints.

(a) States (b) Inputs

Figure 4.9: True state trajectories and applied controls under Py = diag(8.579,0) with packet
losses.

4.4.1.5 Fifth simulation: increased $ but the TCP-like scheme is unstable

Changing the design parameter f to 5 shows that the TCP-like controller losses stability,
Fig. 4.11, meaning that increasing the terminal cost SV (+) is not sufficient to guarantee stability.

In the next section we explore what happens if N is also increased.

4.4.2 Analysis

Adhering to the aim of analysing stability of a formulation that omits state constraints, we
consider the use of just the terminal cost V¢ (-) and horizon length N as stabilizing ingredients.

These and the cost function are supposed to satisfy certain assumptions and definitions [110],
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(a) Optimal cost (b) Estimation errors

Figure 4.10: Optimal cost and estimation errors under Py = diag(8.579, 0) with packet losses.

(a) States (b) Inputs

Figure 4.11: True state trajectories and applied controls under = 5 with packet losses.
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(a) Optimal cost (b) Estimation errors

Figure 4.12: Optimal cost and estimation errors under Py = diag(8.579, 0) with packet losses.
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outlined in the next subsection.

4.4.2.1 Preliminaries: stability without a terminal set

Assumption 4.7. The matrix Qf > 0 is such that

(A+ 7BKy) Qs (A + 7BKy) - Qf < —(Q + K] RKy (4.18)

for some Ky that stabilizes the pair (A, B).

The assumption says that Vy(x) = x"Qx is a CLF for the expected terminal dynamics; it
follows that gV (-), B > 1, is also a CLF.

Definition 4.1. Let d| > 0 be such that Kyx € U for all

x € Xp(dy) = {x: Vp(x) <di }. (4.19)

Such a d; is guaranteed to exist in view of the positive definiteness of Qr (Assumption 4.6) and

the fact that / contains the origin in its interior (Assumption 4.2).
The following result is an immediate consequence of the latter.

Lemma 4.1. Forall x € Xf(dl),

Vi (Ax + VBKyx) — Vy(x) < —(x, 7Kpx). (4.20)

We require one more definition:

Definition 4.2. Let d» > 0 be such that
dr < U(x,Vu) 4.21)

forall x ¢ Xr(dy) and u € U, and the given v € (0, 1).

Such a d, is guaranteed to exist in view of positive definiteness of Q and R (Assumption 4.6)

and compactness of U (Assumption 4.2).
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Finally, given Definition 4.1 and Definition 4.2, we define the following set of states:
% = {x e R": J%(x,u’(2),7) < fd; + Nb}. (4.22)
By construction,

X = EB{xy | Zx} € I_f] — ]N()?k, llg, 1_/) < pd; + Nd,.

The following result is adapted from [110], and concerns the evolution of the system x* =

Ax + Bu and optimal cost function Jy (x, u’(x), ¥) when the loop is closed with u = xx(x).

Lemma 4.2, [fx € rf , then the successor state x™ = Ax + VBkn(x) € Ff, and
In (0 (), 7) = Iy (e u’(x), 7) < —€(x, ey (x)). (4.23)
Proof. See Appendix 4.A. ]

4.4.2.2 Closed-loop analysis: prediction and estimation errors

In our setting, according to Lemma 4.2,
X = ]E{xk | Ik} € Fll\il = Zk+llk = E{xk+1 | Ik} = AXp + VBKN()AC/C) € Fz'lf]. (4.24)

This successor state ziijx = E{xis1|Z} is, however, the state estimate predicted by the
controller at time k, using information Z;, while the actual estimated state determined by the

estimator at time k + 1 1S Xx41 = B{xxs1 | Zps1 }:

K1 = Rieatpe + Vi1 Ker1 (Yke1 — CRea11k) (4.25)

We note that the innovation X, in this equation is not necessarily equal to the zj, 1) predicted

by the controller:

Zke1lk = ARk + 7Bu), MPC prediction (4.26a)
Rier1k = AXy + VkBu](<)| © F Zk+lk TCP-like innovation (4.26b)
Ristk = Ay + VB = Zesk UDP-like innovation (4.26¢)
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Note that the MPC prediction and TCP-like innovation are equal only if ¥ = 1 or ¥ = O but

neither of both scenarios are interesting cases.
Therefore, we define the following errors terms.

Definition 4.3. The prediction error at k + 1 is the error between the new state estimate given
by the estimator at k + 1 and the one-step ahead state prediction at k + 1 given by the controller

at k, defined as

Ek+1 = Xktl = Zk+1]k> (4.27)

which differs according to the protocol employed.

Definition 4.4. The estimation error at k + 1 is the error between the true new state at k + 1

and the new state estimate given by the estimator at k + 1, that is
€k+1 = X+l — Xkt1s (4.28)
again, which depends on the protocol employed.

In what follows we use the superscript tcp and udp to distinguish the protocol employed in order

¢ d o ¢ d
PP and estimation errors e P, et P

to obtain the relations between the prediction errors €ril® Eerls i1’ Ceal

respectively. The estimation error e, = x; — X at time k given by the KF in (4.3), is employed

when required.
TCP-like protocol:

Since X4k i computed (at time k + 1) using the available v, but the prediction zj.x used

only ¥, we have

£ = Rkl = Zkellk
= Rk1fk + Ve 1 Kis1 (Y1 — CRevre) — (Afk + VBu%k)
= AXy + VkBu,%k + Vie+1Kis1 (Cxpes1 + Skt — CRia1ji) — (AJ?k + VBU,?“C)
= VkBu](3|k + Vit 1 Kies 1IC(A(xk — &) + Wi) + Vs 1 Kies 15k41 — 173“2|k

= (v - V)Bu2|k + Vit 1K 1C(Aer + Wi) + Yie1 Kt 1Sk415 (4.29)
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while the estimation error is

tcp ~
€ = Xk+1 — Xk+1

0 . .
= Axg + viBug + wi — (R 1k + Vi1 Kier1 (yke1 — CRex11x))
0 . 0 .
= Axp + viBug ) + wi - (Axk + ViBuy o + Vi1 Ker (Cxka1 + Ska1 — ka+1|k))
= Axi + viBu?,, + wp — A%y — v Bu
= AX| + Vi uk|k Wi Xk — Vi uk|k
— Vi+1Kk+1 (C(Axk + VkBu](<)|k + Wk) + Sp41 — C(AJACk + kau2|k))

= (I = Yi+1Kir10) (Aer + wi) = Vier1 K 1Sk+1- (4.30)

Thus note that

tep tcp _ = 0
i1t &y = Ak + (i v)Buk|k + Wg. (4.31)

UDP-like protocol:

In this case both X, 1|x and the prediction z, 1 are computed using knowledge of only v:

udp _ A
€rp1 = Xk+1 — Zk+1
o . o 4 op,0
= Rkr1jk + Ve 1 Kis1 (Yer1 — CRrni) — (Axk + VBuk|k)
~ -n, 0 A a -n,,0
= Axy + vBqu + Vi+1Kk+1 (ka+1 + Spe1 — ka+1|k) - (Axk + vBuk|k)

= Y41 K1 C(vg — V)Bu,?“c + Vit 1K1 C (A + Wi) + Vir1 Kir15k+1, (4.32)

while the estimation error is

udp _ ~
€1 = Xk+1 — Xk+1

= Axy + VkBu](<)|k + wi = (R 1k + Vi1 Kier1 (U1 — CRer1e))
= A+ viBuly, + wi — (A% + PBu + et Keer (Cxeer + Skt = Ceare) |
= Axp + kau,(<)|k + wp — AXy — VBu,(c)“c
— Vi+1Kk+1 (C(Axk + kauglk + wk) + Spyl — C(Afck + VBuglk))
= A(xp — Xp) + (v — 17)Bu2|k + Wi
— Vi+1Kk+1 (C(A(xk = X) + (i — V)Bu,%k + Wk) + Sk+1)

= (I = Y41 Kpe10) (v — V)Bu%k + (I = ¥k 1Ke41C) (Aeg + Wi) = Vir1 Ky 1Sk41. - (4.33)
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Thus note that, again,

udp udp _ = 0
o1 t &y = Ak + (Vi — V)Buk|k + Wg. (4.34)

This, together with the fact that if x; and ex are given, then W = kn(Xk = x; — ex) is the same

klk
control in both UDP and TCP cases, proves the following.

Proposition 4.1. For a given x;. and ey, the following statements are true:

udp udp _ tcp tcp
€r1 T Eks1 = Gu1 T Epp (4.35)

and

udp _ tcp

€1 = € + (I Yk+lKk+1C)(Vk V)Buk|k (4.36)
d
eoer = Epnr = (U= Yk Kir1 ©) (vk = 7)Bug (4.37)

Proof. Comparing (4.31) and (4.34) leads to (4.35). From (4.33), we have that

d _
erer = (L= Vks1 K1 O) (Aex + i) = yis1Kir1sest + (L= Va1 Kier1 ©) (vie = 7)Bu,

and using (4.30), it follows that
eery + (1= Yis1 Kis1 O) (v = V) Bu,

proving (4.36). Applying the same procedure for (4.29) and (4.32) completes the proof of
(4.37). [

The result characterizes a trade-off between the estimation error and prediction error depending

on the channel protocol employed; if the effect of the input uk . 18 to increase the estimation error

I
in the UDP case compared with the TCP case, then a counter effect is to reduce the prediction

error by the same margin. It is also worth pointing out that

ekl + el = (Xke1 — Kiea1) + (Rks1 — Zks11x)
(4.38)

= Xk+1 = Zk+1]ks

so this quantity represents the (unknown) total error between true state and MPC prediction.
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It is now clear that monotonicity of the value function cannot be assured since, in general,

Kk+1 # Zik+1)k- Indeed, we may write for the cost function [100]

I (R0, | Frr1), ) < I (2ke 1o W (Zrs1)s 7) + o (et ), (4.39)

where o(-) is a function of class C, and so, for all X} € Ff,,

IN (e, 0 (Fer1), 7) = In (R ) (R5), 7) < —C(&x, ey (£1) + o (llesn ). (4.40)
It is then of interest to determine when ||, 1]| is zero (or small), in order that
feTh = %y eTh, (4.41)
as a key step towards ensuring stability of the controller.
The next result is an immediate result of the developed expressions (4.29) and (4.32).

Proposition 4.2. If y;.+1 = 0 then

1. UDP-like protocol: &\ = 0 necessarily, so for all %, € T%,

IN (Rear 0, (1), 7) = I (R w0 (Re), 7) < —L(Fk, o (Re)),s (4.42)

and (4.41) holds. However,

udp

e ., = Aex + (vp — 17)Bu2|k + Wg. (4.43)

2. TCP-like protocol: ¢ = (v, —7)Bu®, # 0 whenever Bu®

k+1 k|k K|k # 0. Therefore, for all
J?k S Fﬁ,

IN (Freats Wy (R, ) = I (R 0 (Re), 7) < =0, ren (R)) + 0(H<Vk - V)B“%kH)’

(4.44)
and (4.41) does not necessarily hold. Moreover,
ey, = Aey + wy. (4.45)
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Proof. For the UDP-like protocol, substituting yx4+; = 0 in (4.32) leads to o(||ex+1]]) = O in
(4.40), and applying the same y+; = 01in (4.33) results in (4.43). Following the same procedure
for the TCP-like protocol by substituting yx+; = 0 in (4.29) leads to o(||ex+1]]) # O in (4.40),
and yx+1 = 01n (4.30) results in (4.45). This completes the proof. L]

This result depicts a kind of reverse separation principle wherein, in the case of sensor dropouts,
the UDP-MPC cost function enjoys a monotonic decrease, independent of the estimator, if
X € Ff]. The estimator performance is, however, dependent on the control input. In the
TCP case, on the other hand, the estimator is independent of the controller (c.f. the separation
observed by [41]), but the monotonicity of the controller cost function is now assured only for

suitably small inputs.

4.4.3 Revisiting the counterexample

The designed controller in Section 4.4.1 satisfies Assumptions 4.6—4.2, the latter with d; = 1.85

and d, = 1.2; therefore, with N =3 and § = 1,
F31 = {x: ]N(x, uo(x), 17) < 5.45}.

The initial state estimate Xy ¢ F3'; however, in the UDP case the state estimate enters F31 at
k = 11 and remains therein. In the TCP case, the state estimate never enters F31; the cost reaches

a minimum of 41.16 at k = 2 before diverging, Fig. 4.13 and Fig. 4.14.

150 1
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Figure 4.13: Optimal cost value in the UDP case.
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Figure 4.14: Phase-portrait and optimal cost value.

4.4.3.1 Verifying Proposition 4.1 and Proposition 4.2

In Fig. 4.13, it can be seen that whenever yi.1 = 0, Jn (£k+1, u2+1(fck+1), ) < In (%, ug(fck), V)
(Proposition 4.2). The increase at k = 14 (when y; rises from O to 1) is explained by Proposi-
tion 4.1: the state estimate X4 is improved over the prediction X14/13 = z14/13 at the expense of

higher prediction error.

We can also verify (4.36) and (4.37) (Proposition 4.1) by using the input values shown in
Fig. 4.3(b) and the estimation and prediction errors for the TCP and UDP cases in Fig. 4.15

whenever y;,; = 0. For the positive input value u2| ¢ =lat k = 6, and ye4+1 = 0, the estimation
c s . udp udp tcp tcp
and prediction errors satisfy e, ", > ¢, |, and e ;| < ¢

7 =0.95, ¥ =0.7

—o—¢udp

[lexl]; el |
[lexl]; llex!|

(a) UDP case (b) TCP case

Figure 4.15: Estimation and prediction errors for the TCP and UDP cases.
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4.4. Stability and the Separation Principle

4.4.3.2 Increasing N

We have seen before (Fig. 4.13 and Fig. 4.14), in the TCP case, the state estimate never enters

I % However, increasing N to 4 results in the state estimate entering
I, = {x: Iv(x,u’(x), 7) < 6.65}

at k = 9 on both protocols, and subsequently maintaining stability, see Fig. 4.16 and Fig. 4.17.

7 =0.95, ¥ =0.7

In (&, ud(@r), D)

mmmmm

Figure 4.16: Optimal cost value in the UDP case.
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Figure 4.17: Phase-portrait and optimal cost value.

4.4.3.3 Increasing N and

Increasing f to 3 and keeping N equals to 4 results in the state estimate entering

I; = {x: Jv(x,u’(x),7) < 10.35}
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at k = 8 over the UDP protocol, and at k = 9 over the TCP protocol, see Fig. 4.18 and Fig. 4.19.

7 =0.95, 7 =0.7
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Figure 4.18: Optimal cost value in the UDP case.
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Figure 4.19: Phase-portrait and optimal cost value.

4.5 Explicit input-constrained solution

In the previous section we performed an initial analysis of the problem using the established
properties of the MPC control law and value function; that control law, however, is merely
implicit. It is well known that when the objective function is quadratic [102], the system
dynamics are linear, and the constraints are polyhedral or polytopic, the value function becomes
PWQ, and the control law is PWA. The aim in this section is to show the effect of ¥ on the PWA

control law and to investigate whether any additional insight emerges by using these facts.
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4.5. Explicit input-constrained solution

We start by substituting (4.14b) and (4.14a) into the optimal (4.13)
V]?f(Ik) = ml% Z;—lesz + ZI—:QZk + Vzuljﬁuk + C(Pk), (4.46a)
ure
subject to, for j € Njgn-_1],

Z, = FZk|k + Gvuy (4.46b)

u. €U, (4.46¢)

T

where O = diag(Iin-1)x(n-1) ® Q. BQf), R=Inxn ® R, F = [A, A%, .., AN] ",

B 0

AB B ... 0

G = ,
AN-1B AN-2p B

ze = B{x¢|Zx} = B{Fxpp + Gviue | I} = [Zk|ka~~-szk+N|k]Ta Xy = [Xk|k,-~,xk+N|k]T,

Vi = [vk|k, R vk+N_1|k]T, and uy = [uk|k, .. .,uk+N_1|k]T, allow us to formulate the mp-QP.
Before we proceed, we need the following.

Definition 4.5. Foru, ¢ Y andz; € R", let H=2(GTOG+R), H=H" » 0, M = Q + F'QF,

and L = 2GTQF. P, and Q, are inequality constraints of appropriate dimensions.

By Definition 4.5, if ¥ € (0, 1] and 8 > 1, then for all z;x € R"” and ux € U C R™, the quadratic

problem
0 1 =T
VN (Zkjk> Px) = min ~u, V" Hug + Ve ug + @, (4.47a)
u, €U 2
subject to,

T

where o = Z

Mzk|k + ¢(Pr), and ¢ = Lzyk, has an optimal (unique) solution

0 . 1 - ~
u (zgk) = arg min {Eu;vzHuk +vcTue + a: Py < Qu} (4.48a)
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= {u2|k(zk|k)’ cees u](<)+N_1|k(zk|k)}; (4.48b)

over the feasible set U, = {ux € R™: P,u; < Q,}.

Solving (4.47) using numerical methods leads to an implicit on-line solution. Our objective is
to obtain an explicit PWA off-line solution for all possible initial states. For this matter, the

mp-QP formulation [102] is presented as follows.

4.5.1 mp-QP formulation

Applying the Lagrange multiplier function to the problem (4.47)

1
L(zkjk, U, A) = Eu,:ﬁzHuk +7cu +a+ AT (Pyue — Qy), (4.49a)
such that
oL
— =0, PHup+¥c+P]1=0, (4.49b)
ouy

and if there exists H~! ,
T,
w + (PH) 7c = —(H) PJA, (4.49¢)
allow us to define

Hyp = U+ (17H)‘1sz|k. (4.49d)

Therefore, by Definition 4.5, if ¥ € (0,1] and > 1, then for all z;x € R" and ux € U € R™,
the equivalent mp-QP problem of (4.47) is

- 1
0 : =2
Vy (zkik) = Plllklé% Ep,—:v Hpy,y, (4.50a)
subject to,

Pupty < Qu + Suziik (4.50b)
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4.5. Explicit input-constrained solution

where S, = P,(vH)"'L, VJS(sz) = V]?](zk“c,Pk) —pand p = a — %CTH_IC, has an optimal

(unique) solution

. 1
#i(zke) = arg min {—#z‘_’zHﬂki Pupty < Qu + Squlk} (4.51a)
meely (2
_ 1,0 0
- {ﬂk|k(zk|k), . -,ﬂk+N_1|k(Zk|k)}, (4.51b)

over the feasible set Z;{,, = {,uk €R™: Pypyp <Qy + Suzk|k}.

The explicit solution pg can be obtained using the first-order Karush-Kuhn-Tucker (KKT)
optimally conditions where we exploit the convexity of the quadratic function of the problem

and the linearity of the constraints.

4.5.2 Explicit solution
Before we proceed with the solution, we define the following.

Definition 4.6 (Active and inactive constraints, adapted from [102]). Let g denote a set of
feasible points in Z;{H. The i-th inequality constraint g;(pu) < 0 is active at ji if g;(j1) = 0, and is

inactive at fi if g;(p1) < 0.

Definition 4.7 (Sets of active and inactive constraints, [102]). If Py, Sy and Q,; denote the j-th
row of Py, Q, and S, respectively, where j € N[y p,, then A be the set of active constraints for

which the sub-matrices of P,, Q, and S, are active at the optimum pg(zk| k), 1.€.
A= {zp € R, p (zkk) € Uyt Pyt (zie) — Suyziie = Qu; 1 (4.52)

and let A be the set of inactive constraints for which the sub-matrices of P,, Q, and S, are

inactive at the optimum ug(zk“c), ie.

A = {zik € R, g (zk) € Uyt Py (zipe) — Suyzigie < Qu, }- (4.53)

The union of the active constraint set A and the inactive constraint set A is the set of all

constraints, and their intersection is empty.
Using the previous definitions, we are able to formulate the following.
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Definition 4.8 (Critical Region, [102]). The critical region CRy associated with the set of active
constraints A is the set of all zk|k € R" such that the constraints indexed by A are active at the

optimum yg.

Considering the previous, in what follows we show the KKT conditions under which the PWA

optimizer pg exists in the H-polyhedral representation of the CRy.

Theorem 4.1. Let P, Qu and S, denote the sub-matrices of P,,Q, and S, in A, then the optimal
yg (zk|k) and the corresponding Lagrange multiplier A for the active constraints in the problem

(4.50) are continuous PWA functions of the state zy |, over the CRy, such that

0 = HBT (B,H'B) ™ (Ou + Suzkie) (4.542)
A ~ 1A\ A A
A= (B (PH)BT) (Qu + Suie). (4.54b)

Proof. Defining the Lagrange multiplier function for (4.50)

1 -
£(zk|k3 ﬂk; A) = EF]IVZH”]( + AT (Pu”k - Qu - Suzk|k),

then, the optimal pg satisfies the following KKT conditions:

oL
—==0 PHu) + P A =0, AeR%qeNy (4.55a)
Hy
Ai(Pipd — QL = Shzik) =0, i€ Npjg (4.55b)
A >0, dual feasibility condition, (4.55¢)
p, pg = Qu — Suzik <0, primal feasibility condition, (4.55d)

where the superscript denotes the i-th row, [112].

Solving (4.55a) leads to
0 = —(7H) P4, (4.56)

and replacing the result in (4.55b) we have the complementary slackness conditions

A(—PM(VZH)_IPHT/I o Suzk|k) - 0.

Let us define the primal feasibility condition (4.55d) for the corresponding sets of active A and
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4.5. Explicit input-constrained solution

inactive A constraints, in which P, Qu and S, correspond to the sub-matrices of P,, Q, and

S, € A, and P, Qu and S, correspond to the sub-matrices of P,, Q, and S, € A, ie.
puug - §uzk|k = Qu
Puﬂg - S(uzk|k < Qu,

and let A and A denote the Lagrange multipliers for the active and inactive constraints respectively,

we have that from (4.55b) A=0and

A A —_— A _l A A

A= —(Pu(vzH) 'pT ) (Ou + Suzir)
is a PWA function of zy.

Therefore, substituting the latter in (4.56) leads to
LAT(A relAaTv-1 /A A
p) =H "2 (B,H'P]) " (Qu + Suzkik) (4.58)

is a PWA function of zy. [l

We must remark that both 4 and p? depend on 7 due to S, = P,(7H)'L from (4.50) implies
Sy = P,(vH) L.

Theorem 4.2 (Critical Region CRy). Let P;(A, 1) denote the set of full-rank linear independent
combinations of A and the Lagrange multiplier A corresponding to the active constraints for
the dual feasibility conditions, and let P, (A, A, ) denote the set of full-rank linear independent
combination of A, A and A for the primal feasibility conditions, then there exists a critical region

for all zy, € R™ and v € (0, 1] such that the combination of P, and P, is active at the optimum
yg, i.e.

CRy = (i € R": Py () Pul. (4.59)

Proof. The optimizer pg from (4.54a) must satisfy the primal feasibility conditions (4.55d)

P, = {zk|k eR": P,H'P] (P,H'P] )‘1 (Qu + Suzik) < Qu + suzk|k} (4.60)
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and the Lagrange multipliers A from (4.54b) must satisfy the dual feasibility conditions (4.55¢)
n dar\"L A A

P, = {Zk|k eR": — (P;—(l_/zH) IPJ) (Qu + Su2k|k) > 0}, 4.61)

which completes the Proof. [

As shown in [113], after obtaining CRy the rest of the critical regions CR; = U 4 \ CRo must be

explored. In the following lemma we show the conditions for partitioning the rest of the space.

Lemma 4.3 (Critical Regions). Let us define CRy := {zk|k € R": Azpr < b} and CR; =

{zk|k €R": Ajzg < bj}, then CRy and CR; are polytopes mutually disjoint partitions of Z;l,,

U, = CRy U(U CR;

J=1

such that

U, jeNin. (4.62)

where n, := dim(b) is the number of critical regions generated.

CRy is obtained by following Theorem 4.2 and the rest CR; follows the same procedure for each

new region until the whole state space is covered.

Proof. The proof is presented in [112]. ]

4.5.3 Control law

Now we are in conditions to present the corresponding PWA control law ug and the PWQ value
function VJS(sz) in the H-polyhedral representation of the critical regions for the problem

(4.50).

Theorem 4.3. If there exists H' and v € (0, 1], then the explicit optimal sequence ug(zk”() of

the problem (4.13) is continuous PWA function on polyhedra for zy i such that

u2(2k|k) = KN;zkjk + 9), if zkk € CRj, j € Njgp,)s (4.63a)

where
Ky, = F;— (vH)™'L (4.63b)
F,=H'P](P,H'P])'P,(7H)'L (4.63¢)
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4.5. Explicit input-constrained solution

g9;=H'P](P,H'P])"'Q,, (4.63d)
and the control law
u](<)|k(zk|k) = KNyZk|k + 9o, (4.64a)

where

Kn, = [LO,...,0]Ky, (4.64b)
go = [LO,...,0]gj, (4.64c)
is an explicit continuous PWA function on polyhedra for all zy.
Proof. It follows directly using (4.58) in (4.49d) such that
w = p) — (7H) 'Lz
= BB (B,H'B]) ™ (Qu + Suzip) — (FH) ' Lzgys,
and since S, = P,(vH)~'L from (4.50) implies S, = P,(vH)'L, then
= H'PT (B, H'BT) ™ (Oy + Pu(PH) ' Lzk) — (7H) 'Lz,
reordering completes the proof. ]

Theorem 4.4. If v € (0,1] and B > 1, then the value function VJS and the cost function ]y for

the problem (4.50) related as
Va (Zij Pi) = v (zkji 0 (zijk), 7) + (P, (4.65)
has a PWQ function on polyhedra for zy i such that

_ 1 ) .
In (kg W (i), ) = EZ;kEjZklk +d zpk +ej, if zik € CR), j € Nygp,, (4.66a)
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where
E; = Ky, 7HKy, + 27L" Ky, + 2M (4.66b)
dj = (K3, 7*H + 7L )g; (4.66¢)
e; = 9] V" Hy;. (4.66d)
Proof. It follows directly by using (4.63a) in (4.47). ]

4.5.4 Effects of the design parameters over the explicit control law and

the CR()

The results from Theorem 4.2 and Theorem 4.3 reveal the actual effects of the design parameters

B, N and 7 over the critical region CRy and the explicit control law u’.

First, since S, = P,(vH) 'L from (4.50) implies S, = P,(#H)~'L, and according to (4.60), the

set P, is penalized by v, i.e.

1At sA 1Ay —1, A A
P, = {Zk|k eR": P,H IPJ (PMH 1Pl;r) (Qu + Suzk|k) <Qu+ Suzk|k}
1AT/(A r—1AT\-1/ A A —17\—
= {sz eR": P,H'P] (P,H'P])  (Qu + Pu(VH) 'Lzgi) < Qu + Pu(VH) 1L2k|k}

= {sz eR": P,H'PT (lﬁuH‘lﬁ;r)‘1 (7Qu + PuH 'Lzg) < 7Q, + PuH—leHk}. (4.67)

Second, according to (4.61), the set Py is also penalized by v, i.e.

Pa = {ap € R: = P2(B]HT'E]) ™ (Qu + Suzie) 2 0]
_ {zk|k eR": — P (BTH'PT) ™ (Ou + Pu(PH) 'Lape) > o}

= {zk|k eR": —F(BTHT'PT) ™ (30, + PH 'Lzgy) > o}, (4.68)
and the matrix H—dependent on f and N—is affecting both sets P, and P, then we can say that

CRy = {Zklk e R": PP(,B,N,v) ﬂpd(ﬁ,N,f/)}’ (4.69)

which leads us to notice that the CRj evaluated at v = 1, depicts the maximal critical region
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when there are no packet losses over the actuator implying

CRy C CRy

ve(0,1)

, (4.70)

v=1

when f and N are fixed. We can also observe that if we vary f, the sets P, and P; change
which means the partitions change too. On the next section we show an example of the effect

of ¥ and f over the partitions.
Before presenting the effects on the explicit control law, we need an additional lemma.

Lemma 4.4 (Unconstrained solution). If v € (0, 1] and B > 1, then the QP problem from (4.47)

without input constraints, i.e. uy € R™,
0 _ : 1 T2 =T 4 71
VN(Zk|k, Pk) = uilé%lm Euk v "Hu + vc ' ug + a, (4.71a)
has the unconstrained optimal
u,t(zk“c) = —(17H)_1L2k|k, (4.71b)
for all zy € R".
Proof. Applying the gradient to (4.71a), leads to

VaVa(zkk Pr) = 0

7 Huj + ¢ = 0,
a simple rearrangement completes the proof. ]

Therefore, according to Theorem 4.3, the explicit control law is a linear combination of the
constrained solution yg depicted in (4.58) and the unconstrained solution u; of the problem

(4.47), i.e.

u (zige) = g (zepe) + w0 (zgpe) (4.722)
=Fizgp + 9 — (17H)_1L2k|]C

=H'"P] (B, H ') P (7H) ' Lag + g; — (FH) ' Lzg. (4.72b)
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This indicates that the impact of ¥ over the explicit PWA solution (4.3) is due to the simultaneous
effect—by the same magnitude—on both constrained ug and unconstrained u; solutions. Then,

this implies that for a given zy, and knowing that ||(17H)‘l || > ||H‘1 || and H > 0,

, (4.73)

ve(0,1)

< [Jug Gzrp)|

v=1

[CHEI

but we can not say the same about ug (zk|x) since its evaluation depends on the critical regions

CR; which depend on ¥.

In addition, if we vary f in (4.63a), we cannot guarantee that incrementing f will compensate

the effect of ¥, certainly it helps due to the fact that H is penalized by v,
vH = 7(2(G"QG + R)), 4.74)

where f is defined in Q (4.46a).

The results in this section show the conditions under which the explicit optimal control law is a
PWA and the cost function is a PWQ for the given problem, and some notions of the effects of
B, N and v over the CRy and the explicit control law. In what follows, we present some examples

of the impacts of 8, N and specially v, over the PWA control and the partitions.

4.6 Numerical examples

The first example illustrates the closed-loop behaviour under the explicit control law action sub-
ject to random packet losses. It visualizes the partitions of the PWA control, the corresponding

cost and estimate error.

The second example compares the effects of varying S for a fixed ¥, and varying v for a fixed S,

highlighting the impact of ¥ and f in closed-loop system under random packet losses.

4.6.1 Example 1

Consider a system with

0.8
A= , B=| | c:[1 o], X0 = ,
-0.6
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4.6. Numerical examples

noise covariances Q,, = 0.00011,x7, Ry = 0.00011;;, and input constraint seti/ = {u: |u| < 1}.

The expected values of v and y are ¥ = 0.8 and y = 0.8.
We design the controller with Q = Inyo, R=1, N =2, f =1, and

6.78 5.06

Qf = :
5.06 12.94

The explicit MPC law associated according to Theorem 4.3 is

0.9881 0.1540 -0.5317
0.6907  -0.7231 -0.1732
1.0000 if Xk Region 1
-0.6907  0.7231 0.8853
—1.0000 0 10000
0.9881 0.1540 0.5317
R . 1=0.3169  -0.9485] 0.3853 )
[—1.8583 —0.2897] X if R Region 2
—-0.9881 —0.1540 0.5317
0.3169 0.9485 0.3853
0.8559  -0.5172 —-0.3051
—-0.6907  0.7231 0.1732
1.0000 if Xk Region 3
—1.0000 0 10000
0 -1.0000 10000
0.8559 -0.5172 —0.8628
0.6907  -0.7231 —0.8853
1.0000 if Xk Region 4
—1.0000 0 10000
0 1.0000 10000
0.6907  -0.7231 0.8853
o . 1-0.6907  0.7231 | -0.1732 )
w, = §—1.0000 if Xk Region 5
—0.9881  —0.1540 -0.5317
1 0 10000
0.8559  -0.5172 0.8628
—0.8559 0.5172 0.3051
|-1.4656 088572k +0.4775 i 2 Region 6
0.3169 0.9485 0.3853
0 -1 10000
-0.3169  —-0.9485 —-0.3853
0.8559  -0.5172 0.3051
—1.4656  0.8857|%x — 0.4775 if Xpe Region 7
—-0.8559  0.5172 0.8628
0 1 10000
-0.8559 0.5172 —-0.8628
-0.6907 0.7231 0.8853
—1.0000 if X < Region 8
0 -1 10000
1 0 10000
0.6907  -0.7231 0.1732
-0.8559  0.5172 —-0.3051
—1.0000 if Xk Region 9
1 0 10000
0 1 10000
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The corresponding polyhedral partitions of the state space depicted in Fig. 4.20 shows the
trajectories of the system’s states under TCP-like and UDP-like channels. Starting in Region
8, the states under UDP-like estimation struggles to convergence around the origin in Region
2, while the states under TCP-like estimation reaches near the origin faster. This was expected
according to (4.44) where the error in estimation for TCP-like is smaller compared to the

UDP-channel.

Ty

(a) Phase plot (b) PWA

Figure 4.20: Phase-plot state and PWA control with TCP-like and UDP-like estimation.

The applied control for TCP-like channel depicted in Fig. 4.21 shows less effort to stabilize the
states trajectories compared to the UDP-like channel. However, between time step 15 and 20,
when there are packet losses over the actuator but there are not over the sensor, the control effort
for the TCP-like channel is slightly higher than the UDP-like channel. In Fig. 4.22, this is more
evident with the cost function behaviour where the cost in TCP-like channel is a little higher
than the cost in UDP-like channel, and the error in estimation verifies (4.42) where the error in

UDP-like estimation is higher than the error in TCP-like estimation.

4.6.2 Example 2

Consider a system with

noise covariances Q,, = 0.00011,x7, Ry = 0.00011;;, and input constraint set&/ = {u: |u| < 1}.

The expected values of v and y are v = 0.8 and y = 0.8.
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. 7= 08,7= 08 7= 087= 08
B=1,N=2 B=1,N=2
—%—x,, TCP 05 - —o—TCP
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& ¥ o UDP
) [&] 5
0
-0.5F
-1
0
1
Ny
0
0
(a) States (b) Input

Figure 4.21: True state trajectories and applied controls with TCP-like and UDP-like estimation.
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(a) Cost function (b) Estimate error

Figure 4.22: Cost function and estimated error with TCP-like and UDP-like estimation.

We design the controller with Q = Ioxo, R=0.1, N =5,

6.78 6.26
Qf = :
6.26 16.78
Fig. 4.23 illustrates the effect of varying  while keeping v fixed. As f increases, CRy decreases,
leading to changes in the partition configurations. Nevertheless, the control law successfully
drives the system states to the origin. In Fig. 4.24, where f is fixed and v is varied, the
impact of v is evident, particularly as it decreases, this highlights the significant role of ¥ in the
system’s behaviour. Finally, Fig. 4.25 demonstrates that a sufficiently large § can, in principle,

counteract the effects of small v. Specifically, comparing Fig. 4.25 and Fig. 4.24 reveals a clear

84



Chapter 4. Input-constrained output-feedback stochastic MPC

improvement when increasing f from 1 to 10.
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Figure 4.23: Polyhedral partitions under different # values with fixed v = 0.76.

4.7 Conclusions

This chapter has considered an input-constrained LQG-type problem under random packet
losses on the sensing and actuation channels. In Section 4.4, a counterexample established
that, unlike in the unconstrained case, the Separation Principle does not hold when a TCP-
like protocol is employed on the channels. In other words, for specific parameter values, the
TCP-like scheme loses stability while the UDP-like scheme remains stable. Further analysis
identified a relationship between the estimation and prediction errors, suggesting that controller

performance may be worsened by improving estimation performance.
A closed-loop analysis of prediction and estimation errors between TCP-like and UDP-like
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Figure 4.24: Polyhedral partitions under different ¥ values with fixed g = 1.

protocols, reveals a form of reverse Separation Principle: if the state estimate is in the RoA,
the UDP-MPC cost function decreases monotonically, independently of the estimator, while the
estimator performance remains dependent on the applied control input. However, for the TCP
case, the estimator evolves independently of the controller—consistent with unconstrained sepa-
ration results—but the monotonic descent property of the cost is guaranteed only for sufficiently

small control inputs.

Moreover, these small control inputs needed to guarantee monotonicity in the TCP case are
difficult to satisfy in practice, since the input constraints may prevent the controller from
providing enough energy to effectively reduce the error in prediction. Unlike the unconstrained
control that could complete this objective. This is evident by comparing the counterexample

simulations with and without input constraints.
At the same time, the effect of the implicit constrained control is to increase the estimation
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Figure 4.25: Polyhedral partitions under different ¥ values with fixed g = 10.

error in the UDP, causing to reduce the prediction error in the TCP case by the same margin,
and conversely. These observations reveal an asymmetry between estimation and control roles

under different communication protocols in the input constrained setting.

In Section 4.5, we presented the conditions under which the constrained explicit control law is
PWA and the cost is PWQ. The associated polyhedral partitions provide geometric insight into
the closed-loop behaviour. Numerical trajectories show that, starting from identical regions,
TCP-like estimation drives the state closer to the origin rapidly than UDP-like estimation, in

agreement with the smaller estimation errors predicted for TCP-like channels.

The numerical examples clarify the roles of the design parameters  and v. Increasing f alters
the partition structure by shrinking the critical regions while still enabling convergence to the
origin. Variations in ¥ have a pronounced impact on performance, highlighting the sensitivity

of the closed-loop operation subject to packet dropouts. Moreover, sufficiently large f can
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partially counteract the effects of ¥. In addition, we identified the impact of ¥ over the explicit
PWA solution is due to the simultaneous effect-by the same magnitude—on both constrained

and unconstrained solutions.

4.A Proof of Lemma 4.2

Following the procedure in [13]. Let
u(x) = {u) (), u) (x),....,ud, ()},
in which ug (x) = kn(x), is an optimal control sequence for Jy (x, uO(x), 17), and
x’ = {xo,x?,...,x]%}
is the resultant optimal state sequence, in which x8 = x and x? = xt.

Let

w(xt) = {ud(xh), 0 (xh), . ud ()}

is an optimal control sequence for the cost Jy (x*, uO(x+), 17), and let

ti(x) = {ud(x),u)(x), ... 0} (x),uy(x)},

in which u]% (x) =K fxo , is a feasible (not necessarily) optimal control sequence for Jy (x*, @i(x), V),

that results in the state sequence
%= {x}og g b
where xgl = A+ VBKf)xI%.
Since it is difficult to compare Jy (x, u’(x), v) and Jn(x™, u’(x*), 7) directly, but

In(xu0(x"), 7) < In(x", i(x), 7).
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By simply rearrangement

z

-1

In(x*,u(x),7) = (x?, U’ ) + (xR, Tuy) + VE(xN, ) (4.75a)
j

I
—_

and Nl
In (600 (x), 7) = L0, rn () + ) £(x), 7uf) + V().
j=1
such that
N-1
Z 1 x vu = In(xu?(x), ) = £(x, ey (x)) = Vp(xY). (4.75b)
j=1

Hence, (4.75b) in (4.75a) results in
In (e a(x), 7) = Iy (x,u0(x), 7) = £(x, Ty (x)) + Ve(xN, ) = Ve(xy) + £(xy, 7ul),
and by applying Lemma 4.1, it follows that

In(xu (%), 7) < (b, (), 7) = I (x,u° (x), 7) = £(x, Tren (x)),

which completes the proof.
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The aim of this chapter is to simplify the problem formulation of Chapter 4 such that the
Separation Principle is no longer a problem, and the focus is now the stability analysis from the
controller’s viewpoint, i.e. in the presence of random packet dropouts over the C-A channel
under the UDP-like protocol. This simplification eliminates the ACK of the packet losses at
the controller, input constraints are still present, and there are no uncertainties. However, to

mitigate the packet dropouts, a buffer is introduced. These relaxations enable us to determine
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conservative bounds on the number of consecutive packet losses that linear and nonlinear
systems can tolerate before losing stability. And the results help to extend the analysis to the

system under disturbances, which are studied in the subsequent chapter.

In this chapter, we study the stability of a discrete-time nonlinear and linear networked sys-
tem controlled by MPC without explicit terminal constraints. The system is subject to input
constraints and random packet losses on the actuation communication channel between the
controller and the plant. The scenario where a buffer—intended to store transmitted control
sequences and provide some robustness to packet losses—is present, and also the scenario where
a buffer is not present. The stability is analysed of the closed-loop system in these stochastic
scenarios, employing the assumption that the terminal cost is merely a local, rather than global
CLF. We develop conditions that characterize an upper bound on the number of consecutive

packet losses in order that stability is maintained.

5.1 Introduction

NCS pose a significant challenge because of the effects that imperfect communication between
actuators, sensors, and controllers has on system stability and performance [56]. When commu-
nication imperfections have a malicious cause, cybersecurity of the system becomes the main
concern and an even more pressing challenge. For instance, a DoS attack can interrupt the
actuator and sensor communication channels by random packet flooding, consuming resources
such as network bandwidth and CPU cycles. As a result, the elevated level of packet loss re-
duces control and estimation performance, and could even cause instability or—if constraints are
present—infeasibility. Although many fault-tolerant and disturbance rejection algorithms have
been developed to reduce such large-scale disturbances, these typically do not consider the fault
or disturbance to be of malicious intent. Moreover, malicious cyberattacks can be coordinated,
remain undetected, and are not constrained by the system dynamics [11]. Consequently, robust
control and estimation algorithms may need refinement to handle this class of disturbances in a

satisfactory manner.

Following the idea of the reduction on control and estimation performance due to the packet
losses, Chapter 2 discusses the consequences of random packet losses on controllability and
observability in linear NCS. The authors in [91, 92, 20] establish that controllability and

observability must be revisited under packet losses rather than being purely structural properties,
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e.g. fixed pairs (A, B) or (A, C) for linear systems. Meaning that packet losses do not only
degrade the performance but can alter the system’s ability to be controlled or observed. In this

sense, this chapter can be viewed as a complementary analysis to the cited works.

Various methods have been proposed and studied in the context of MPC under packet losses.
Quevedo and Nesi¢ [58] proposed a packetized MPC approach for nonlinear systems, including a
buffer to provide some protection against dropouts on the C-A channel; conditions for stochastic
stability were established, and later improved [42, 60]. In [64], a buffered actuator and a buffered
estimator are used to extend the approach of [42] to consider packet losses on both the C-A and
S-C channels. A Lyapunov function, based on conditions similar to those in [95], is developed
in [96] to ensure regional ISpS. In [38, 97], conditions are developed to guarantee feasibility

and ISpS based on attack duration, disturbance bounds and controller prediction horizon.

A common feature of the stability analyses in the preceding works is the assumption of a global
CLF for the terminal cost of the system. Yet it is known and accepted that this is a strong,
and perhaps impossible to meet, assumption for systems subject to constraints. We seek to
relax this assumption in this chapter. A discrete-time nonlinear NCS subject to random packet
losses and controlled by an MPC formulation without explicit terminal constraints is considered.
Similar to [58] and related works, the controller transmits the optimal control sequence over
a lossy UDP-like communication channel, i.e. without any ACK of packets received. The
stability analysis of [58] is improved by relaxing the assumption of the existence of a global
CLF. This is achieved by exploiting the stability analysis for constrained MPC without terminal

constraints [110].

We consider the situation where the initial state is in the RoA yet relatively close to the origin
and there are subsequent packet losses, and the situation where the initial state is anywhere in
the RoA and there are subsequent packet losses. These two cases can represent the two different
scenarios where there is, or is not, a buffer on the plant side in order to improve robustness.
For each scenario, an upper bound on the number of consecutive losses in order that system
state remains within the RoA is derived. The developed conditions characterize a relationship
between stability and the properties of the system and controller; namely, the prediction horizon,

and the design parameters of the controller.
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5.2. Problem formulation

5.2 Problem formulation

We consider the following discrete-time nonlinear system

Xies1 = f (X, vicug), 5.1

where x; € R" and u; € R™ are, respectively, the state and the input of the system at sample
time k € N(. The system input, u, is constrained to take values in a set i/ C R™ but the states

are unconstrained. Moreover, the input is subject to random packet losses via vy.

Assumption 5.1 (Continuity of the system). The function f(-,-) is continuous and satisfies

0= £(0,0).
Assumption 5.2. The set U is compact and contains the origin in its interior.

The system is connected to a controller via a partially lossy UDP-like communication channel.
While the state measurement is communicated perfectly to the controller, communication
between the controller and system actuator is subject to random packet losses as depicted in

Fig. 5.1.

|
" Buffer i Xk+1 = f (g, vieur)
|

Figure 5.1: A system in connection with a controller via a UDP-like channel. The C-A channel
is subject to random packet losses.

Assumption 5.3. The input packet loss variable vi € [0, 1] forms a sequence of i.i.d random

variables with vy ~ B(V), where v = Pr[vi = 1] is the probability of successful packet delivery.

Assumption 5.3 depicts a common NCS setting studied in the literature (e.g. [58, 42]). We
also consider that a buffer may (or may not) be present at the input to the system; the buffer
stores control sequences transmitted by the controller and its precise operation is described in

Section 5.3.

The formulation of problem is as follows. Given the system (5.1) at a state x, the problem is

to determine the optimal control law such that the state xj is transferred to the origin, subject to
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the input constraint set (Assumption 5.2) and packet losses (Assumption 5.3), while minimizing

a cost function through the following optimal control problem.

5.3 Controller formulation

5.3.1 Optimal control problem

With the system at a state x, the optimal control problem to be solved is

Py (o) V(i) = min Jy (e u), (5:2)
k
where
U, == {uk|k, uk+1|k, ey Uk+N—1|k}a (5'3)

is the finite sequence of future control inputs. The constraint set is

U=UX---XU, 5.4)
while the cost function is
N-1
IN(xp,ug) = BVr(Xkanik) + Z (X k> Uit 1k )5 (5.5)
=0

where 8 > 1 and the stage /(, -) and terminal cost V¢(-) functions satisfy the following assump-

tion.

Assumption 5.4. The stage cost function ((-,-): R" Xx U — Ry and terminal cost function

Vr(+): R" — Ryq are continuous, with £(0,0) = 0 and V¢(0) = 0, and satisfy

((xu) = e [lx]3, (5.6a)
forall x € R", for all u € U, and some c; > 0,

Vi (x) < eallxll3, (5.6b)

for all x € R", and some c, > 0.
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We remark that this represents a conventional input-constrained nonlinear MPC formula-
tion [100]; however, we also emphasize that no terminal constraints are present but a terminal

cost is.

Solving Py (xy) at xi yields the solution

0 e [0 0 0
w () = {”ku« Utk - YkaN=11k S .7

The application of the first control in the optimal sequence to the plant, followed by a repetition

of the whole process at the next sampling instant, defines the implicit control law

ur = kn(xg) = u2|k. (5.8)

In view of the lack of state constraints, the domain of the value function VIS(-) and control
law kn(+) is the whole state space R”, meaning that the optimal control problem is (trivially)

recursively feasible.

5.3.2 Buffering mechanism

Similar to the buffering mechanism described in [42], at each time instant k, the controller

transmits the whole sequence ug (xx) and not just the input ug .- If v = 1 then this sequence

|
is received by a buffer at the input to the plant, and this buffer acts as a parallel-in—serial-out
shift register. If vy = 0, the buffer outputs the first element of a previously received and
shifted sequence to the system; this is repeated until a new sequence is successfully received,

overwriting any previous sequence.

This process is formally modelled as follows. Let by denote the contents of the buffer at time k.

Then,

b = (1 = vi)Sbi—1 + viu) (xy) (5.9a)

U = eTbk, (59b)
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with by = {0,0,...,0} and S and e defined as

0m><m Im><m 0m><m e 0m><m

S:= Ome e 0m><m Ime 0m><m (59C)
0m><m e e 0m><m Ime
h0m><m ce ce ce Omxm_

el = [Ime 0m><m T Omxm]- (59d)

Thus, S removes the first element from a control sequence, shifting it one step forward in time,

while e extracts the first element from the buffered sequence.

5.4 Stability analysis of nonlinear systems

To establish stability of the closed-loop system under random packet losses and in the absence
of a terminal constraint, we combine the stability analysis of the value function with the stability
conditions for input-constrained MPC without terminal constraints [110]. This combination
permits a significant relaxation of a technical assumption in [58], which requires the existence
of a global CLF for use as the MPC terminal cost function; this assumption is impossible to

meet for many input-constrained systems [100].

We first present some relevant results and necessary assumptions from the literature that aid our
developments. In what follows, a variable without a subscript denotes its current value—for

example, x means x—while the subscript j denotes the j-step ahead prediction: e.g. x; means

Xk+jlk-

5.4.1 Preliminaries: stability without terminal constraint set

The following assumptions and definitions are recalled from [110]. First we define a sublevel

set of the terminal cost function as follows.

Definition 5.1. Let d; > 0 be such that for all

x € Xp(dy) = {x: Vp(x) <di }. (5.10)
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Such d; is guaranteed since Vr(x) is positive definite (Assumption 5.4).

Assumption 5.5. There exists a control law kg : R" — R™ and a constant dy > 0 such that, for

all x € Xf(d]),

Ve (f(x, Kf(x))) < Vi(x) = £(x, x¢(x)) (5.11a)
kp(x) € U. (5.11b)

This assumption indicates that Vy(-) is a local CLF for the terminal dynamics, a relaxation
of the global CLF assumption in [58, 42]. Since g > 1, it follows that BV (-) is also a local
CLF. Recall that the set X’r(d;) acts as an implicit terminal region for the controller (5.10);
no terminal constraint is enforced, but xx. Nk € Xr(dy) is implied if the closed-loop system is

stable [110].

The Xr(d,) satisfies the property of boundedness, since it is contained within some finite-radius
ball in the state-space. In [110], the authors demonstrate that increasing S increases the RoA,
i.e. f1 < B implies the RoA for f; is a subset of the RoA for ;. The connectedness property
is satisfied by establishing recursive feasibility of Xr(d;). Specifically, they show that for any
state x that can be steered to the interior of X’r(d;) by a feasible control sequence, there exists

a ff such that x is in the RoA.
Definition 5.2. There exists a d, > 0 such that, for all x ¢ Xr(dy) andu € U,
dy < U(x,u). (5.12)
Such d, is guaranteed because /(x,u) is positive definite (Assumption 5.4) and the fact U
contains the origin in its interior (Assumption 5.2).
The previous definitions 5.1-5.2 and Assumption 5.5 allow us to define the set
% = {x € R": V9(x) < fd) + N} (5.13)

In [110], it is established that the controlled system x* = f(x,kn(x)) is exponentially stable

98



Chapter 5. Nominal stability of State-Feedback MPC under consecutive packet losses

with region of attraction Fﬂ , and, for all x € F]/f],

Vo (f(x,xn(x))) = Vo (x) < —€(x, kn(x)). (5.14)

Moreover, some further salient and relevant facts follow directly, concerning the value, stage

and terminal cost functions.

Lemma 5.1. There exist constants y € (0, 1], and o € (0, 1] such that

Vi(f(x, kf(x))) < yVi(x) (5.15a)
Vi (f (k7 (x))) = Vi(x) < (v = DVf(x), (5.15b)
forall x € X¢(dy), and
VO (f (. kn (x))) < @VR(x), (5.16a)
forall x € Fﬁ, where
e=1- ﬂ, (5.16b)
2

for some cy,cy > 0.

Proof. (5.15b) is obtained by subtracting Vr(x) from (5.15a). We obtain (5.16a) by applying

the procedure in [100] as follows. From Assumption 5.4, the value function satisfies
cillxll3 < £(x kN (x)) < Vy(x) < Vp(x) < eallxll3,
From the latter,

0 2
VN(x) < CZ||x||2

2

CIVIS(X) < ciealx]l5

c1
——VQ(x) = —ci||x|I3,
2
adding VZS(x) on both sides,
0 2 C1\y,0
Vy(x) —ceillxllz < (1 - o Vy(x),
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and recalling (5.14), we have that,

VR Go k() < VGe) = anllel < (1= Vi)

which completes the proof. [

5.4.2 Stability analysis of the nonlinear NCS

The previous assumptions establish stability of conventional MPC for an input-constrained
nonlinear system in the absence of packet losses and the buffering mechanism. In what follows,
we consider the analysis where the buffer is present and there are consecutive packet losses.
We examine two scenarios: first, where the initial state is in the region of attraction Ff] but
is not necessarily in the terminal region Xr(d); secondly, where the initial state is in the
terminal region. For both cases, we show that there exists a finite upper bound on the number

of consecutive packet losses in order that the state remains in Ff].

In the sequel we suppose that Assumptions 5.1-5.5 hold even if not explicitly stated. Fur-
thermore, we define some additional assumptions similar to those in [58]. These concern the
behaviour of the value, stage and terminal cost functions when the system is operating in open

loop.

Assumption 5.6 (V[?,(-) in open-loop). There exists a { € [1,+00) such that
Vo(f(x,0) < VY(x), (5.17)

B
Jorall x € 'y,

Assumption 5.7 (£(-, -) and V¢ (-) in open-loop). There exist o € [1,+00) and p € [1, +00) such

that
(f(x,0),0) < al(x,u), (5.18)
forall x € Ffj andu € U,

Vi(f(x,0)) < pVy(x), (5.19)
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forall x € X¢(d,).

Both Assumptions 5.6 and 5.7 hold, as long as the V]8(~) in open-loop, and the £(-, -) and V(-) in

open-loops exhibit exponential dynamics along their trajectories, otherwise, these assumptions

do not hold.

We will use these two assumptions as alternatives in the analyses that follow, rather than assume

that both hold simultaneously.

5.4.2.1 Scenario 1

Now, as previously described, we define two scenarios. First consider that the system with initial
state xp € Ff] experiences no packet losses for i consecutive steps. That is, the closed-loop
control law u; = kn(x;) is applied to the plant for steps j = 0,1,...,i — 1. The initial state x

is, according to (5.16a), transferred to
X; € il 5.20
i QLN (5:20)

We cannot say whether or not x; € X’f; this is our first scenario.

5.4.2.2 Scenario 2

For the second scenario, consider that the system with an initial state xp € Ff] experiences
packet losses for i consecutive steps. That is, system is controlled according to the buffering
mechanism described in Section 5.3.2, using the optimal control sequence computed and stored
at time 0,

u= {uo,...,uN_l}. (5218.)

During consecutive packet losses, no re-optimization is performed and the buffered control

inputs are applied sequentially. After i steps, the remaining control sequence
u ={u;,...,un_1} (5.21b)

has length N — i of admissible inputs.
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Therefore, the initial state xq is transferred to

o if i <N,
X € (5.22)
0= Xp(d) if i=N,

where the subscript N — i means the sublevel set of Ff] for N — i remaining prediction steps,
while the subscript O is the sublevel set of Ff] for 0 remaining prediction steps, which coincides

with X’¢(d;). By construction, o Ffl_l o) ...Fﬁ,_i 22 Fg.

5.4.3 Generalization of both scenarios: Case 1 and Case 2

Note that both scenarios generalize to
xi €l e (0,1, or x € Xp(d), (5.23)

where these two possibilities are not mutually exclusive.

This allows us to generalize further, considering
xo € b, e (0,11, or xp € Xp(dy), (5.24)

without explicitly considering how the state arrived there, and analysing how the system behaves
subsequently in these two different cases when it experiences i consecutive packet losses (with
the buffer already exhausted in the latter case; its benefit has already been realized by transferring

an initial state to X'r(dy)), see Fig. 5.2.

5.4.3.1 Case 1: bound on i given x( € ,uI“f] and the open-loop cost value parameter

Let xo € ,uFﬁ , 4 € (0,1], denote an initial state reached via closed-loop control or buffered
control, and let x; = f%(x(,0) denote a state reached after i subsequent steps of open-loop
operation. In what follows, we present the conditions under which the state x; is contained in

g
Iy
Theorem 5.1. Suppose Assumption 5.6 holds. If p € (0, 1] and the number of i consecutive
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xiirf,'

(a) Case 1 (b) Case 2

Figure 5.2: Two cases for the i consecutive packet losses.

open-loop steps satisfies

. |In(1/p)

then x; € Ff,.
Proof. By Assumption 5.6,
Vy(x) < {'Vy(xo) < {'p(Bdy + Ndy).
Therefore, if 'y < 1 then
VI(x;) < pdy + Ndy &= x; €%,
A simple rearrangement for i completes the proof. [

5.43.2 Case 2: bound on i given xo € Xr(d;) and the open-loop cost value parameter

Now let xg € X f(d 1) denote an initial state reached via closed-loop control or buffered control,
and let x; = f'(xo,0) denote a state reached after i subsequent steps of open-loop operation.
The main result here depicts a sufficient condition under which x; € Ff,. It uses the following

lemma.

Lemma 5.2. For all x € Xf(dl),

Vy (x0) < EVi (o), (5.26)
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5.4. Stability analysis of nonlinear systems

where

1<&=(B-(B-D(1-yN)) <B (5.27)
The latter inequality is strict if f > 1.
Proof. See Appendix 5.A. O]

Theorem 5.2. Suppose Assumption 5.6 holds. If ¢ > 1 and the number of i consecutive

i< {m(“N—g‘b/dl)/ 1n§|, (5.28)

open-loop steps satisfies

then x; € Ff].

Proof. Since xo € Xr(dy),

Vy(x0) < EVy(xo) < &,
and by Assumption 5.6,

Vy(xi) < {'Vy(xo).
By comparison, it follows that

Vy(xi) < {'&Vi(x0) < (.
Therefore, x; € Fﬁl is ensured if

('Edy < Bdy + Nd,

which, with simple rearrangement, completes the proof. O]

In both cases we have presented bounds on the number of consecutive packet losses in terms
of the constants depicted in Lemma 5.1 (which is known to exist) and Assumption 5.6 (which
is assumed to exist). However, both need to be estimated by analysing the behaviour of the

value function along (closed- and open-loop) system trajectories. A more practical option is
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to estimate similar constants for the stage and terminal costs; hence, Assumption 5.7 becomes

relevant. In what follows we present the analysis for Case 1 and 2.

5.4.3.3 Casel: boundon i given x( € ,uFf], and the open-loop stage-cost and terminal-cost

parameters

Let xg € ,uFﬁ , 4 € (0, 1], be an initial state reached via closed-loop control or buffered control,
and let x; = f%(xo, 0) be a state reached after i subsequent steps of open-loop operation. In what

follows, we show the conditions under which x; is contained in F]’f,.

First, the lemma that links the value function at x; for i consecutive packet losses, and the stage
cost and terminal cost functions at xp under the assumption of open-loop operation (u = 0) in

the interim.

Lemma 5.3. Suppose Assumption 5.7 holds. For all xy € prﬁ and all ug € U,

Vi (x;) < Pl(x0, up) + PV (x0), (5.29)
where
oN -1 .
Y=o ->1 ®= BpNtE> 1. (5.30)
o —
Proof. The proof is in Appendix 5.B. ]

Theorem 5.3. Suppose Assumption 5.7 holds with o > 1. If

N

. N1
BpN*idy + o' T (x0, uo) < By + Nd» (5.31)

o-1
is satisfied, then x; € Ff].
Proof. By (5.29), for any x¢ € ,uFﬁ ,

VIE)T(xi) < Wl(xp,up) + (DVf(X()) < Wl(x0,up) + ®dj,

since xg € ,uFﬁ , then x; € Ff] if

@Dd; + Pl(xp,up) < pd + Nd.
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5.4. Stability analysis of nonlinear systems

Rearrangement establishes the result. [

The problem with (5.31) is that it does not provide an explicit bound on i. However, the

expression here can be analysed to provide a lower bound on the i that satisfies the condition.

Theorem 5.4. There exists an i that satisfies (5.31) bounded as

d, + Nd
P> {ln(%)/ln/% = i (5.32)

Proof. See Appendix 5.C. [

This gives a conservative result that says the system is stable if the number of consecutive packet

losses i < i*.

5.4.3.4 Case2: bound on i given x) € Xr(d}), and the open-loop stage-cost and terminal-

cost parameters

Now let xo € Xr(d;) denote an initial state reached via closed-loop control or buffered control,
and let x; = f'(xp,0) denote a state reached after i subsequent steps of open-loop operation.

The result below shows a sufficient condition under which x; € I" f,

The lemma corresponding to a link between the value function at x; after i consecutive open-
loop steps and terminal cost function at xo under the assumption of open-loop operation (u = 0)

in the interim.

Lemma 5.4. Suppose Assumption 5.7 holds. For all xo € Xr(dy),

Vo (x:) < @Vr(xo), (5.33)

where
9= O'Ni__ll(l—y)+ﬁpN+i > 1. (5.34)
Proof. The proof is in Appendix 5.D. U
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Theorem 5.5. Suppose Assumption 5.7 holds with ¢ > 1. If

o

o -1 , d
NG_I(I—y)+ﬂpN+l sﬁ+Nd—? (5.35)

is satisfied, then x; € Ff].
Proof. By (5.33), for any xo € Xr(d)),
Vu(x:1) < @V (x0) < @di,
since xo € Xr(dy) if and only if Vi (xo) < dj. Therefore, x; € T4, if
@pdy < pd; + Nd,.

Rearrangement establishes the result. []

Analysing (5.35) we provide a lower bound on the i that satisfies the condition.

Theorem 5.6. The exists an i that satisfies (5.35) is bounded as

. N(1-y)  B+Ndy/d .*
P> {m(ﬁi)N(g _Vl) + ﬂpNz 1)/1np| - (5.36)

Proof. See Appendix 5.E. U

This gives a conservative result that says the system is stable if the number of consecutive packet

losses i < i*.

Remark 5.1. As discussed in Chapter 2, dwell-time constraints for switching systems can be
interpreted as a general way to model packet losses, specifically consecutive packet losses. A
bound on the number of consecutive packet dropouts could correspond to a maximum dwell-time
in the loss mode, while a minimum frequency of successful transmissions can be interpreted
as a minimum dwell-time in the communication-available mode. The tools developed in [90]
could be used to analyse not only minimum and maximum dwell-time constraints arising from
consecutive packet losses, but also stability, invariance and boundedness analysis from the

viewpoint of switching systems and automata theory.
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5.5. Stability analysis of linear systems

In particular, when the packet loss process is bounded by a maximum number of consecutive
losses (“at worst”), the admissible switching sequences form a finite automaton, and a mini-
mum dwell-time in the successful transmission mode ( “at best”) corresponds to restricting the
automaton so that recovery transitions occur sufficiently often. The existence of an invariant
multi-set for this constrained system ([90]) implies a characterization of where the trajectories

lie at all times for both worst-case and best-case scenarios.

Therefore, the proposed theorems for Case 1 and Case 2, could be compared directly with
dwell-time results by interpreting bounded consecutive packet loss sequences as automaton
constraints, under which boundedness follows from the existence of invariant (or uniformly

bounded) sets across all admissible switching sequences.

5.5 Stability analysis of linear systems

The stability analysis of linear systems can be done as a specialization of the analysis for
nonlinear system. However, the results are more restrictive, some insights and practical aspects
are improved, for example, it is relatively easy to compute or estimate the various constants and

parameters involved in the different bounds.

5.5.1 Problem formulation

Now we consider that f(x, vu) = Ax + vBu, that is the system
Xry1 = Axy + viBuy (5.37)

is LTI
Assumption 5.8. The matrices A and B are known and the pair (A, B) is stabilizable.

We also consider the same setting in Fig. 5.1, i.e. the linear system is connected to a controller
via a partially lossy UDP-like communication channel. While the state measurement is commu-
nicated perfectly to the controller, communication between the controller and system actuator

is subject to random packet losses as depicted in Fig. 5.3.
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|
' Buffer . X1 = AXg + Vi Buy
|

UDP-like channel

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

U MPC <

Figure 5.3: A system in connection with a controller via a UDP-like channel. The C-A channel
is subject to random packet losses.

5.5.2 Controller formulation

With the system at a state xi, the optimal control problem Py (x;) to be solved for the linear

case is
N-1
Vy(x) = min Jy (xi, ug) = BVr(xpanie) + Z O( Xt jli> Ukt jlk)» (5.38a)
u, €U =
subject to, for j € Njgn-_1]
Xklk = Xk (5.38b)
Xk+j+1)k = AXgyjik + Bk jjk (5.38¢)
U ji €U, (5.38d)
with
00, u) =[xl + Ilullz (5.38¢)
Vr(x) = lIxllg,. (5.38f)
and 8 > 1.
Where
Uy = {uk|k, Uk1ks - - -,uk+N-1|k}, (5.39)

is the finite sequence of future control inputs and constraint set is

U=UX---XU. (5.40)
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5.5. Stability analysis of linear systems

Assumption 5.9. Q >0, R>0, Qr > Oand > 1.

Solving Py (xy) at xi yields the solution

0 [0 0 0
u, (xx) = {uk|k, Uyl > YerN—1 k) - (5.41)

Also, the buffered mechanism depicted in Section 5.3.2 is used in the same way for the linear

system case.

5.5.3 Preliminaries: stability without terminal constraint set

The following assumption it is a specialization of Assumption 5.5 in which the control law was

a function x¢(x), but now we can define the control K explicitly.

Assumption 5.10. The matrix Q¢ > 0 is such that
(A+BKs)"Qr(A+BKy) —Qp < —(Q + K}—RKf)

for some K¢: R" — R™ that stabilizes the pair (A, B).

The assumption says that the choice of Qy means V¢(x) is a global CLF for the dynamics
xt=(A+ BKf), but it does consider the input constraint. Therefore, we need to limit x to be
in a neighbourhood of the origin in order to ensure V¢(x) is a local CLF in this neighbourhood,

and such that u = Krx is constraint admissible. Since § > 1 it follows that SV;(-), is also a CLF.

Definition 5.3. Ler d > 0 be such that Kyx € U for all

x € Xp(dy) = {x: Ixl3, < dl}. (5.42)

Since we are considering a linear quadratic setting, Xr(d)) is defined as an ellipsoid. Also, such
a dy is guaranteed to exist in view of the positive definiteness of QO (Assumption 5.9) and the

fact that ¢/ contains the origin in its interior (Assumption 5.2).

The following result is an immediate consequence of Assumption 5.10 and Definition 5.3.
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Lemma 5.5. For all x € X¢(d) and for all Ky € U,
Vi(Ax + BKyx) — Vi(x) < —€(x, Kgx). (5.43)

Such Vi (+) is a local CLF in X¢(d1), and X¢(dy) is an invariant and constraint admissible set

for the terminal dynamics x* = Ax + BKyx.
We require one more ingredient [110]:

Definition 5.4. Let dy > 0 be such that for all x ¢ Xr(d1) and u € U,

dy < U(x,u). (5.44)

Such a d; is guaranteed to exist in view of positive definiteness of Q and R (Assumption 5.9)

and compactness of U (Assumption 5.2).

The previous defines the set
% = {x e R": V(x) < fdi + Nd»}, (5.45)

such that the controlled system x* = Ax + Bky(x) is exponentially stable with region of

. B B
attraction I'y, and, for all x € Iy

Vo (Ax + Brn(x)) — Vi (x) < —£(x, kn(x)). (5.46)

In addition, the following lemmas concerning the value, stage and terminal cost functions are

defined as follows.

Lemma 5.6. There exists a constant y € (0, 1], such that for all x € Xr(d;)

Vi (Ax + BKypx) < yVp(x). (5.47)

The latter allow us to define the following lemma, the proof can be obtained by applying the

Rayleigh-Ritz theorem, i.e. A(A)llxll% < ||x||124 < i(A)||x||%, if A is symmetric.

111



5.5. Stability analysis of linear systems

Lemma 5.7. There exists a 'y >y such that for all x € X¢(d;)

b T
}_/ - A((A+BKf_) Qf(A+BKf))’ (5_48)
A(Qy)
where )
Ja-+ 5]
y> el # 0. (5.49)

2
I3,

5.5.4 Stability analysis of the linear NCS

Adhering to the same procedure we did in Section 5.4.2, we examine directly the two cases

using the behaviour concerning the open-loop operations for the value, stage and terminal costs.

Definition 5.5 (VIS(-) in open-loop). There exists a { € [1,+00) such that for all x € Ff]

VO (Ax) < {V9(x). (5.50)

Definition 5.6 (£(-,-) and V¢(-) in open-loop). There exist o € [1,+00) and p € [1,+00) such
that

((Ax,0) < al(x,u), (5.51)

forall x € Fﬁl andu € U,
Vr(Ax) < pVr(x), (5.52)

forall x € X¢(dy).

Such o and p are guaranteed to exist in view of the positive definiteness of Q and R (Assump-

tion 5.9) and compactness of ¢/ (Assumption 5.2).

The previous Definitions 5.5-5.6 allow us to define the following lemmas. Again, the proof of

both can be obtained by applying the Rayleigh-Ritz theorem.

Lemma 5.8. There exists a p > p such that for all x € Xr(dy)

5= M, (5.53)
AQf)
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where

, o lIxlig, # 0. (5.54)

Lemma 5.9. There exists a & > o such that for all x € Ff]

7 T
5= M?(—QQ)’L‘), (5.55)
where ) )
| Ax || | Ax|
o> —L>—— L x|} £ 0, lul? %0, (5.56)
I3l + w2
forallu e U.

5.54.1 Case 1: bound on i given xy € ,uFfI, and the linear open-loop stage-cost and

terminal-cost parameters

Let xp € ,uF’B , 4 € (0, 1], be an initial state reached via closed-loop control or buffered control,
and let x; = A’x) be a state reached after i subsequent steps of open-loop operation. In what

follows, we show the conditions under which x; is contained in FI'Z.

First, the lemma that links the value function at x;, the stage cost and terminal cost function at

xo under the assumption of open-loop operation in the interim.

Lemma 5.10. For all xo € T% and all uy € U

ng(xi) < Wl(xo, ug) + CDVf(Xo), (5.57)
where
—i N~ 1 ~N+i
V=0 — 7 >1, o:=pp" "> 1. (5.58)
O' f—

Proof. By applying Lemma 5.3, and Lemmas 5.8-5.9. [

Theorem 5.7. If

~N+i -i5N —1 2 2

B~ d + 5 = (Ilxolly + luollz) < fd; + Ndz (5.59)

is satisfied with & > 1, then x; € Ff].

113



5.5. Stability analysis of linear systems

Theorem 5.8. The i that satisfies (5.59) is bounded as

di + Nd
P> {m(%)/m,ﬂ = . (5.60)

This gives a conservative result that says the system is stable if the number of consecutive packet

losses i < i*.

5.5.4.2 Case 2: bound on i given xo € X¢(d;), and the linear open-loop stage-cost and

terminal-cost parameters

The lemma corresponding to a link between the value function at x; and terminal cost function

at xo under the assumption of open-loop operation in the interim.

Lemma 5.11. For all xg € X¢(d)),

Vu(xi) < V5 (x0), (5.61)
where
—i 1 .
0 =c"Z S(1-7) + BN > 1. (5.62)
O' —
Proof. By applying Lemma 5.4, and Lemmas 5.7-5.9. [
Theorem 5.9. If
o' -1 ; d
N (1 -7) + N < p+ N2 (5.63)
-1 d

is satisfied with & > 1, then x; € Ffj.
Then, we provide a lower bound on the i that satisfies the condition.

Theorem 5.10. The i that satisfies (5.63) is bounded as

. N(1-7) P+ Ndp/d ) -
i > {m(ﬁﬁN(&_ 5t )/lnp| = i, (5.64)

This gives a conservative result that says the system is stable if the number of consecutive packet

losses i < i*.
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5.6 Numerical example 1: nonlinear system

Consider the nonlinear system x+1 = f(xk, ViUx)

cos(f) —sin(0) 5 1.5
Xkel =T xk + €llxkll3 + vk U,
sin(0) cos(0)

where r = 1.05, 6 = 0.12, e = 0.0001, subject to the input constraint set I/ = {u: |u| < 1}.

The controller is designed as /(x,u) = x"Ox + u"Ru, Vy(x) = x"Qrx and kf(x), with R = 1,
B =1, horizon N = 3, and

04 0 1.06 1.59
Q= 0 . Qf=

I 158 9.61|
Qr is a local approximation solution that satisfies Assumption 5.10 given a local approximation

of kr(x) ~ Krx around the origin.

The controller satisfies Definition 5.1 and Definition 5.2 with d; = 2.89 and d> = 1.19; therefore,
for N=3and g =1,
F31 = {x: VJS(x) < 6.49}.

5.6.1 Casel: xg € ,uFf,

.
Letx = [—2 4] denote the initial state not in F31. After closed-loop operation without packet

.
losses, x reaches the state xy = [—1,67 1,03] € F31, and it successfully converges towards
the origin. However, supposing that all i subsequent packets are instead dropped (vx = 0), for
1 < i <5, the states x| to x5 in open-loop operation remain in F31 but x¢ leaves the set, see

Fig. 5.4.

By reviewing the closed-loop trajectory we obtain p = 0.72, and reviewing the open-loop
trajectory give us { = 1.06 (Assumption 5.6). Theorem 5.1 predicts i* = |5.64] = 5, meaning
that x;, for i = 5 steps, is guaranteed to remain within F31. Thus, the main result for the nonlinear

Case 1 is verified, see Fig. 5.4.

Now, we present the behaviour of the state while there are packet dropouts before reaching the

F31. In Fig. 5.5, from time step k = 4 to k = 6, the system suffers from i = 3 consecutive packet
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Figure 5.4: Case 1 - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

dropouts and the buffer enters in action. However, the size of the buffer is N = 3, and it only
T

transfers x to xo = [—2,41 1,33] € F;. Supposing that all i subsequent packets are dropped,

for 1 < i <5, the states x; to x5 in open-loop operation remain in F31 but x¢ leaves the set.

Again, Theorem 5.1 predicts i* = [5.64] = 5, meaning that x;, for i = 5 steps, is guaranteed to

remain within F31.

Design choice of the buffer size

With these results, we can suggest that the approximate minimum size of the buffer such that x

reaches Ff] is N, > N +i* = 8. In Fig. 5.6, x under buffered control operation is transferred to
T

X0 = [—2,09 1.14] € Fé despite consecutive packet dropouts, verifying the design choice of

the buffer size.
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Figure 5.5: Case 1 - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

5.6.2 Case 2: xo € Xr(d;)

For Case 2, under closed-loop operation without packet losses, x reaches the state xy =
T

[—1_09 0_67] € Xr(d;) and converges successfully towards the origin. However, supposing

that all i subsequent packets are instead dropped (v = 0), for 1 < i < 13, the states x to x3 in

open-loop operation remain in F31 but x4 leaves the set, see Fig. 5.7.

Theorem 5.2 predicts i* = [13.85] = 13, meaning that x;, for i = 13 steps, is guaranteed to

remain within F31. Thus, the main result for the nonlinear Case 2 is verified, see Fig. 5.7.

In Fig. 5.8, from time step k = 5 to k = 7, while in closed-loop, the system suffers from i = 3
consecutive packet dropouts and the buffer enters in action. However, the size of the buffer is

-
N = 3, and it is only able to transfer x to xy = [—1.78 0,98] € Xr(dy).
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Figure 5.6: Case 1 - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

Supposing that all i subsequent packets are dropped, for 1 < i < 9, the states x| to xg in
open-loop operation remain in F31 but x¢ leaves the set. Theorem 5.2 predicts i* = [10.5] = 10,

meaning that x;, for i = 10 steps, is guaranteed to remain within F;.

Design choice of the buffer size

As we did in Case 1, the approximate minimum size of the buffer necessary for x to reach

Xr(dy) is N, > N +i* = 11. In Fig. 5.9, x under buffered control operation is transferred to
T

X0 = [—1_12 0_61] € Xr(d;) despite consecutive packet dropouts; thus, verifying the design

choice.

118



Chapter 5. Nominal stability of State-Feedback MPC under consecutive packet losses

3 ek ¢ T ez ¢ T
—%—2x € Fé ®\
-0z €T
T
Xy(dy) |
’ 15 - ri
10 4
g0 B
5
1F 04
2+ 5
5
3 5 0
I 0 5 -5
3 2 1 0 1 2 3 2 -
xy
(a) Phase-portrait (b) Phase-portrait vs optimal cost value

201

—x— closed-loop
—o6— open-loop
Iy

sl
° ()

S 107

=

50

0 . HAA kK
0 5 25 30
1 .

<, |
0 ‘
0 5 10 15 20 25 30

(c) Optimal cost value

Figure 5.7: Case 2 - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

5.7 Numerical example 2: linear system

Consider the linear system xj.; = Axy + viBuy with

1.04 -0.13 1

0.13 1.04 0
and input constraint set I/ = {u: |u| < 1}. The controller has £(x,u) = x"Qx + u' Ru, Vy(x) =

xTQfx and kr(x) = Kgx, withR =1, Ky = [—(),71 —0.77|, B = 1, prediction horizon N = 3,

and

041 O 1.39 1.93
= s Qf = .
0 1 1.93 10.25

The controller satisfies Assumptions 5.10 and 5.4 with d; = 2.73 and d, = 1.25; therefore, with
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Figure 5.8: Case 2 - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

N=3and =1,
r!= {x: VJS(x) < 6.49}.

5.7.1 Casel: xy € ,uFf,

.

Letx = [2 —4] denote the initial state not in F31. After closed-loop operation without packet
T

losses, x has reached the state xo = [1_90 -1 ,02] € F31 , and it successfully converges towards

the origin. However, supposing that all i subsequent packets are instead dropped (vx = 0), for

1 < i <5, the states x| to x5 in open-loop operation remain in F31 but xg leaves the set, see

Fig. 5.10.

The constants in Lemmas 5.7-5.9 are evaluated such that y = 0.83, p = 1.10 and ¢ = 1.10, and

since we know xp, we have that y = 0.6, p = 1.03 and ¢ = 1.04, confirming y > y, p > p and
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Figure 5.9: Case 2 - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

Theorem 5.8 predicts i* = |5.87] = 5 given p, meaning that x;, for i = 5 steps, is guaranteed to

remain within F31. Thus, the main result for Case 1 is verified, see Fig. 5.10.

Design choice of the buffer size

The approximately minimum size of the buffer in order to reach F31 iSNy, >N+i*=8. In
T
Fig. 5.11, x under buffered control operation is transferred to xo = [1,90 -1 _02] € F91 despite

consecutive packet dropouts, verifying the design choice of the buffer size.
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Figure 5.10: Case 1 - linear system: phase-portrait and optimal cost value under closed-loop
control.

5.7.2 Case2: Xp € Xf(dl)

For Case 2, under closed-loop operation without packet losses, x reaches the state xy =
T

[0,81 —0,87] € Xr(d;) and converges successfully towards the origin. However, supposing

that all i subsequent packets are instead dropped (v = 0), for 1 < i < 12, the states x to xj, in

open-loop operation remain in F31 but x;3 leaves the set, see Fig. 5.12.

Theorem 5.10 predicts i* = [12.50] = 12 given y, p and &, meaning that x;, for i = 12 steps, is

guaranteed to remain within F31. Thus, the main result for Case 2 is verified, see Fig. 5.12.

Design choice of the buffer size

As we did in Case 1, the approximately minimum size of the buffer in order to reach Xr(d;)

is Np > N +i* = 11. In Fig. 5.13, x under buffered control operation is transferred to
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Figure 5.11: Case 1 - linear system: phase-portrait and optimal cost value under buffered control
only.

.
xp = [1,01 —0,53] € Xr(dy) despite consecutive packet dropouts; thus, verifying the design

choice.

5.8 Conclusions

This chapter has studied MPC-controlled discrete time-invariant nonlinear and linear systems
subject to input constraints and random packet losses over the C-A channel. The MPC formu-
lation includes a terminal cost function that satisfies a local control Lyapunov condition, but no
explicit terminal constraints. It is shown that the use of a buffer provides, at best, the transfer of
an initial state to the terminal region associated with the control Lyapunov terminal cost. The
number of subsequent consecutive packet losses that the system may experience in order that

stability is maintained is upper bounded by expressions that depend on system and controller
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Figure 5.12: Case 2 - linear system: phase-portrait and optimal cost value under closed-loop
control.

parameters. Numerical example 1 verifies the existence of these bounds for a nonlinear system

by analysing the value function along the closed-loop and open-loop system trajectories.

The specialized analysis in the linear section evaluates these bounds and verifies their conser-
vativeness by approximating them using the open-loop stage-cost and terminal-cost parameters.
It was shown by the numerical example 2 that the existence of these bounds—despite their
conservatism—can be used to tune the design parameters of the controller and the selection of
the buffer size; knowing that the buffer with the size of the horizon length is not sufficient to

guarantee stability when it is exhausted.

For both scenarios, Case 1 and Case 2, the numerical examples suggest that the minimum buffer
size is approximately equal to the sum of the prediction horizon and the bound on the number

of consecutive packet losses in open-loop operation before the state leaves the RoA. However,
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Figure 5.13: Case 2 - linear system: phase-portrait and optimal cost value under buffered control
only.

this design choice should be interpreted as a tuning guideline rather than a definitive rule, since
further theoretical analysis is required when the buffer size is decoupled from the prediction

horizon.

In order to emphasize the central findings, Table 5.1 summarizes the main technical results, high-

lighting the main assumptions, setting, and associated estimated and computable parameters.

5.A Proof of Lemma 5.2

First, let us define the following lemma.
Lemma 5.12 (V¢(+) in closed-loop). Suppose x; € Xr(dy), then xjy1 = f(xj, kp(x;)) € Xr(dy),
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5.A. Proof of Lemma 5.2

Main Assumptions /

Aspect Setting Key Technical Results
State feedback MPC -
. o . Buffer mitigates packet losses but cannot
Control design | with input constraints -
. guarantee stability when exhausted.
and buffering
Terminal Local CLF terminal Local stability ensured via terminal cost
. . cost V¢(x), no . : . . .
ingredients . ) without imposing terminal constraints.
terminal constraint
Implicitly defined by
RoA Ff, and MPC design The buffer guarantees reachability of the state
Xr(dy) (N,Q,R,Qy) and to the terminal region X (dy).
pVr(x)
Stability Value-function-based | Stability is maintained only if the number of
mechanism analysis consecutive packet losses is bounded.
Nonlinear Nonlinear dynamics, Value function decrease is characterized by
closed-loop MPC feedback estimated parameters ¢
behaviour applied P wY
Nonlinear Buffer exhausted, Val.ue function growth is character}zed by
open-loop open-loon evolution estimated parameters (, o, p, verified
behaviour P P numerically (Example 1).
Linear Linear dynamics, Value function decrease is characterized by
closed-loop MPC feedback computable parameters y > y, conservative
behaviour applied but explicit bounds.
Linear Buffer exhausted, Value function growth is cklaracte_rlzed by .
open-loop ) computable parameters p > p, 5 > o, derived
. open-loop evolution .
behaviour from stage and terminal costs.
. Linear bounds are conservative but informative
. Analytical upper . . .
Conservatism for tuning horizon length and buffer size
bounds
(Example 2).
Design Empirical observation | Minimum buffer size ~ prediction horizon +
guideline from simulations open-loop packet-loss bound.

Table 5.1: Summary of technical results.

for some j € Nsqo. Then, fori > j,

Vi(x) <y TIVe(x) = x € Xp(dy),

(5.65a)
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and

N+i N .
Z Ve(xj) < ) v/ V(). (5.65b)
J=i j=0

Proof. 1t follows by applying (5.15a). [

Let us consider a state x;y = x; € Xr(d;) and controls ujy = u; = kr(x;) € U, j € N[ Nyi1].
After N + i steps without consecutive packet losses, the value function is
N+i-1
Vo) < D (ECeu) + BVp(ria) - BVr(x))) + BV (x), (5.663)
=i

applying Assumption 5.5, we have that

N+i—1

<(1=p) Y (V) = Ve(yn)) + vy (), (5.66b)
=i
owing to (5.15b), we can write
N+i-1
<(I=B)(1=y) > Vilx)) +BVy(x), (5.66¢)
=i
using (5.65b), we can say that
N-1
< (/3 +(1-p) > yf)vf(xi), (5.66d)
j=0
because of Z;-l:m 7z = Zml__ZZH , form € Nyg,) and |z| < 1, then

l—yN
-y

- (ﬂ— (1-p(F-1 )Vf(xi)- (5.66¢)

Since V2 (x;) represents where x; € X¢(d;) has reached after N + i steps without consecutive
N p f p

packet losses, this will be our starting state xo € Xr(d;) from where the value function
experiences consecutive packet losses. Therefore, x; € Xp(d)) = x0 € Xr(d1), such

that
Va(x0) < (B~ (B~ 1)(1 = y™))Vp(x0), (5.66f)
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5.B. Proof of Lemma 5.3

which completes the proof. [

5.B Proof of Lemma 5.3

First, let us define the following lemmas.

Lemma 5.13 ({(-, -) in open-loop). Let denote x; € Ff], uj €U and xj1 = f(x;,0), j € Ny, if
(5.18) holds, then

l(x;,0) < ai_jﬁ(xj, uj), (5.67a)
fori > j. Also, it allows us to define
N+i N .
Z U(x;,0) < Y o/l(x;,0). (5.67b)
=i j=0
Proof. 1t follows by applying (5.18). U

Lemma 5.14 (V¢(-) in open-loop). Let denote the states x; € Xr(dy) and xj11 = f(x;,0),
J € N, if (5.19) holds, then

Ve(xi) < p I Vr(x)) (5.68a)

for i > j. Moreover, it allows us to define

N+i-1 N-1
DT VR < p V(). (5.68b)
=i =0

for x; € Xr(dy).

Proof. It follows by applying (5.19). [

Now, let us consider x; € Ff], after N + i steps for i consecutive packet losses the value function
is

N+i-1
VO(x) < Z 0(x},0) + BVi (xn+0), (5.69a)

j=i
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owing to (5.67b) and (5.68a), we can say that

z

< Y oll(x;,0) + BpNVi(x), (5.69b)

J

Il
o

zn+l_1

knowing that 3}7_, 2/ =

forz € R.;and n € Ny

z—1
O'N —

— 11 0(x;, 0) + BpN Vi (xy). (5.69¢)

The latter represents the value function at x; = f%(x,0). Since our task is to approximate
the exponential growth of { starting from xy € ,uFf, up to x; (Assumption 5.6) by applying

Assumption 5.7 for the stage cost and terminal cost, then from (5.67a) and (5.68a) we have that

O'N—

<
-1

1. .
o' l(x0, ug) + BpN Vi (x0), (5.69d)

for xg € ,ul“f]. [

5.C Proof of Theorem 5.4

Rearranging (5.31) for i leads to

. bo!
crl(l + i) <¢ (5.70a)
ac’ a
In(o') + ln(l + bi) <In(%) (5.70b)
ac’ a
where
a= ﬁ(xo, u()), b= ﬁp dl, c= Ndz + ﬁdl, (5.700)

-1

knowing that ln(g) < ln(l + 5), if x > y, let i* denote the lower bound of i, for which (5.31)

holds i.e. i* < i, then

In(o") + 1n(bp.*) - 1n(5) < In(o") + ln(l + bi) - 1n(5) <0 (5.70d)
ac! a ac’ a

In(o") + 1n(bpi*) - 1n(5) <0, (5.70e)
ao a



5.D. Proof of Lemma 5.4

reordering we have that
" c b
*In(p) < 1n(—) - ln(—) (5.70f)
a a

leads to the solution

, (5.70g)

which completes the proof. O]

5.D Proof of Lemma 5.4

Since the closed-loop control or the benefit of the buffered control was to transfer an initial
state to the state xo € Xr(dy), it also means that after N steps that initial state was transfer to
xN = xn|N € Xr(dy) by the closed-loop control or the buffered control. Hence, starting from
xny we determine the value function after N + i steps for i consecutive packet losses and then
we relate with xo € Xr(d;) according to Assumption 5.7. The value function for x; is

N+i-1

VR(x) < D 0(x;,0) + BV (anea), (5.71a)
j=N

owing to (5.67b) and (5.68a), we can say that

i—1

< Z o/ l(xn,0) + ﬂinf(xN), (5.71b)
=0

n

+1_
z—ll forz € R.; and n € Ny

z

knowing that })7_ 2/ =

|
<

< —— (0w, 0) + Bp'Vy(x), (5.71c)

since we can relate xy with xp by applying (5.67a) and (5.68a), it leads to

o -1

< —— 0" Uxo,u0) + Bp'p" Vi (x0), (5.71d)
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where xg € Xr(dy) and ug = kr(x0) € U. Now, applying Assumption 5.5, it follows that

<oV ((’; - 11 (Vi(o) = Ve(aen) ) + Bp™ Vi (xo), (5.71e)
applying (5.15b), we have that

< UNi__ll (1= y)Vr(xo) + Bp™* Vi (x0), (5.71f)
then

= aNi__lla —y) + B |Vy(x0), (5.71g)
completes the proof. ]

5.E Proof of Theorem 5.6

Rearranging (5.35) for i leads to

. bo'
01(1 + i.) <1+% (5.72a)
ao! a
i bp' ¢
In(o’) + In{1+=2 ) <in(1+2) (5.72b)
ao’ a
where
N(1 - d
A Ul D YR R T Veac) (5.72¢)
-1 di

knowing that ln(g) < ln(l + 5), if x > y, let i* denote the lower bound of i, for which (5.35)

holds, i.e. i* < i, then

In(o'") + 1n(bp.*) - 1n(1 + 5) <In(c") + ln(l + bi) - ln(l + 5) <0 (5.72d)
ac’! a ac! a

In(o) + 1n(bp.*) - 1n(1 + 5) <0, (5.72¢)
ac’ a
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5.E. Proof of Theorem 5.6

reordering we have that

+ b
i*In(p) < 1n(“ C) —ln(—) (5.72f)

a a

leads to the solution
ln(a + C)
i* < b/ , (5.72g)
Inp

which completes the proof. ]
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Chapter 6. Robust Stability of State-Feedback MPC under consecutive packet losses

In this chapter, we analyse the stability of a discrete-time nonlinear NCS with additive un-
certainty, building on the problem setting from Chapter 5. The system is controlled using
MPC without terminal constraints, subject to input constraints and random packet losses in the
actuation communication channel. As in Chapter 5, we consider two scenarios: one where a
buffer stores transmitted control sequences to enhance robustness against packet losses, and one
without a buffer, which are affected by additive uncertainty. These two scenarios are generalized
and presented in four cases, depending on whether the initial state lies in the RoA or in the
terminal region, and whether control is executed in closed-loop mode or via buffered control

during packet dropouts.

To assess closed-loop stability under these stochastic conditions, we assume that the terminal
cost functions as a local, rather than global, CLF. Also, we establish conditions under which the
terminal region and RoA remain robust positively invariant in the presence of bounded additive
disturbances. Additionally, for each of the four cases, we derive an upper bound on the number
of consecutive packet losses that can be tolerated while maintaining stability in the presence of
uncertainty. These results highlight the relations between the controller design parameters, and

the local stability properties of the nominal system.

6.1 Introduction

As reviewed in Chapter 5, stochastic NCS with unreliable communication between actuators,
sensors, and controllers are challenging to analyse. Introducing uncertainty further complicates

the problem, as conditions derived for a nominal plant are no longer valid [56].

Methods for MPC under packet losses and uncertainty are particularly relevant from a practical
perspective. [42, 60] investigate a packetized MPC approach for nonlinear systems with process
noise, incorporating a buffer to mitigate dropouts in the C—A channel. Extending on this,
[64] extends the approach of [42] by introducing buffers for both the actuator and estimator,
addressing packet losses in both the C—A and S—C channels. In [65], an MPC control law
that minimizes a discounted cost subject to a discounted expectation constraint is examined.
This approach does not use a buffer but accounts for additive disturbances. Additionally, [84]

examines the exponential stability of the closed-loop system, considering the impact of random
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6.1. Introduction

packet loss duration and MPC design parameters.

A common feature of the stability analyses in the preceding works is the assumption of a global
CLF for the terminal dynamics of the system. It is known and accepted that this is a strong,
and perhaps impossible to meet, assumption for systems subject to constraints. We relax this
assumption in this chapter as we did in Chapter 5. We consider a discrete-time nonlinear
NCS subject to random packet losses and controlled by an MPC formulation without explicit
terminal constraints. Similar to [58] and related works, we consider that the controller transmits
the optimal control sequence over a lossy UDP-like communication channel, i.e. without any
ACK of packets received. We improve the stability analysis of [58] by relaxing the assumption of
the existence of a global CLF. This is achieved by exploiting the stability analysis for constrained

MPC without terminal constraints [110].

We examine a discrete nonlinear time-invariant NCS subject to random packet losses and uncer-
tainty, controlled using an MPC formulation without explicit terminal constraints. Following
the approach of Chapter 5, we assume the controller transmits the optimal control sequence
over a lossy UDP-like communication channel with no ACK of received packets and extends

the study by incorporating robust stability analysis.

The analysis is structured in four distinct cases, defined by whether the initial state lies in
the RoA or in the terminal region, and by whether the plant operates purely in closed-loop
mode or uses buffered control before packet losses occur. Specifically, the four cases are as
follows: (i) closed-loop control with the initial state in the RoA, (ii) closed-loop control with
the initial state in the terminal region, (ii1) buffered control with the initial state in the RoA,
and (iv) buffered control with the initial state in the terminal region. The presence or absence
of a buffer on the plant side directly influences robustness to packet losses. For each case,
we establish an upper bound on the number of consecutive packet losses that can occur while
keeping the system state within the region of attraction subject to uncertainty in the process.
The resulting conditions reveal the relationship between stability of nominal nonlinear systems

and the stability of nonlinear systems subject to additive disturbances.

The analysis for a discrete LTI system is obtained as a specialization of the nonlinear case
corresponding to closed-loop operation with the initial state in the RoA. The resulting bound
depends explicitly on the open-loop stage-cost and terminal-cost parameters, meaning that the

result is more conservative but easy to compute.
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6.2 Problem formulation

We consider the following discrete-time uncertain nonlinear system

Xie+1 = f(Xk, Vi) + wi, (6.1)

where x; € R”, ux € R™ and wi € R" are, respectively, the state, the input and the process noise
of the system at sample time k € Ny(. The system input, u, is subject to random packet losses

via v, and is constrained to take values in a set ./ C R™ but the states are unconstrained.

Assumption 6.1 (Continuity of the system). The function f(-,-) is continuous and satisfies

0 = £(0,0).

Assumption 6.2 (Constraints). The sets U and VV are compact, and contain the origin in their

interiors.

Assumption 6.3. The process noise, wy, is a bounded additive disturbance and can take any

value in a set YW c R™.

The system is connected to a controller via a partially lossy UDP-like communication channel.
While the state measurement is communicated with additive disturbance to the controller,
communication between the controller and system actuator is subject to random packet losses

as depicted in Fig. 6.1.

|
" Buffer i xk+1 = f (X vitk) + w
|

Ve UDP-like channel

Ui MPC |

Figure 6.1: A system in connection with a controller via a UDP-like channel. The C-A channel
is subject to random packet losses.

Assumption 6.4. The input packet loss variable vi € [0, 1] forms a sequence of i.i.d random

variables with vy ~ B(V), where v = Pr[vi = 1] is the probability of successful packet delivery.

As we did in Chapter 5, Assumption 6.4 describes a common NCS setting studied in the
literature (e.g. [58, 42]), and we also consider that a buffer may (or may not) be present at the

input to the system; the buffer stores nominal control sequences transmitted by the controller
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and its precise operation is described in Section 5.3.2.

Therefore, the problem formulation is as follows. Given the system (6.1) at a state xj, the problem
is to determine the optimal control law such that the state xy, is transferred to the neighbourhood
of the origin, subject to the constraints (Assumption 6.2), uncertainty (Assumption 6.3), and
packet losses (Assumption 6.4), while minimizing a cost function through the following optimal

control problem.

6.3 Controller formulation

Before we present of the optimal control problem, we need to consider that the nominal system,

defined as
Kiew1 = f (o, ug), (6.2)

denotes the behaviour if the initial state is x; and the nominal input u; is the first input of the

optimal sequence obtained as the solution of the optimal control problem (6.3a).

This represents a significant change in the setting compared to the deterministic case in (5.1),

since now there is a nominal MPC in the loop aiming to control the uncertain system (6.1).

In what follows we formulate the optimal control problem, but for the sake of consistency, we

preserve the notation of the predicted states and inputs.

6.3.1 Optimal control problem

With the system at a state xi, the optimal nominal control problem to be solved is defined by
Pn(x) 1 V() = min Jy (xx, up), (6.32)
u,cU

subject to, for j € Njon-1],

Xk|k = Xk (6.3b)
Xkt ja1lk = f (ke jiko Ukt jik) (6.3¢)
Uk+jlk € U, (63(1)
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where the finite sequence of future control inputs is

W = {Ukil Uks ks - > UkaN—1]k } (6.4)
and the constraint set is
U=UX---XU, (6.5)
The nominal cost function is
N-1
IN (X, wg) = BVr(xpanii) + Z (X k> Ukt 1K) (6.6)
j=0

where > 1 and the stage £(-, -) and terminal cost V¢ (-) functions satisfy the following assump-

tion for quadratic cost norms.

Assumption 6.5. The stage cost function ((-,-): R" X U — Ry and terminal cost function

Vr(+): R" — Ryq are continuous, with £(0,0) = 0 and Vy(0) = 0, and satisfy

U(x,u) > ci]lx|13, (6.72)
for all x € R, for all u € U, and some c¢| > 0,

Vi(x) < eallx|l3, (6.7b)

for all x € R", and some ¢y > 0.

We remark that this represents a conventional nominal input-constrained nonlinear MPC for-
mulation [100]; however, as we did in Chapter 5, we emphasize that there is a terminal cost but

there is no terminal constraint.

Solving Py (xx) at xi yields the nominal solution

0 — [0 .0 0
u (i) = {uklk’ Uitk - > Yk N=1|K S - (6.8)

The first control in the optimal sequence is applied to the uncertain plant (6.1), followed by a
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repetition of the whole process at the next sampling time, defines the implicit control law
u = kn(xp) = ”1(3|k' (6.9)

Due to the lack of state constraints, the domain of the value function VJ\OJ (+) and control law kn (+)
is the whole state space R", meaning that the optimal control problem is (trivially) recursively

feasible.

6.3.2 Buffer

Again, we need to emphasize that the buffer, described in Section 5.3.2, stores the nominal
control sequence (6.4) transmitted by the controller at each time step k. If vy = 1 then this
sequence is received by the buffer and acts as a parallel-in—serial-out shift register. If vy = 0,
the buffer outputs the previously optimal sequence received and applied to the uncertain system

until the buffer runs out of data or a new sequence is successfully received.

6.4 Stability analysis of nonlinear systems

To establish stability of the closed-loop system under random packet losses, uncertainty and in
the absence of a terminal constraint, we combine the stability analysis of the value function with
the stability conditions for nominal input-constrained MPC without terminal constraints [110],
and the analysis of robustness of nominal MPC for the Region of Attraction (RoA) and the

implicit terminal region [13].

This combination permits (i) the relaxation of the technical assumption in [58, 42] for both
deterministic and uncertain nonlinear systems, which requires the existence of a global CLF
terminal cost function, an assumption that is impossible to meet for many input-constrained
systems [100], and (ii) the analysis of conditions under which the RoA and the terminal region

exhibit positive invariance for the controlled uncertain system.

We first present some relevant results and necessary assumptions. In what follows, a variable
without a subscript denotes its current value, e.g. x means xi, and a variable with a subscript
—1 denotes its past value, e.g. x_; means xx_;, while the subscript j denotes the j-step ahead

prediction: e.g. x; means X j|k-
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6.4.1 Preliminaries: stability without terminal constraint set

First, we briefly recall the conditions of nominal stability presented in Chapter 5. These results
then serve as key ingredients in demonstrating the robustness of nominal MPC with additive

disturbances in the absence of random packet losses.

6.4.1.1 Nominal stability conditions
We recall the assumptions and definitions presented in Chapter 5, [110].

Definition 6.1. There exist a dy > 0 and dy > 0 such that, for all
x € Xp(dy) = {x: Vp(x) < di}, (6.10a)

and for all x ¢ Xr(dy) andu € U,
dy < U(x,u). (6.10b)

Such d; and d; are guaranteed since Vr(x) and £(x, u) are positive definite (Assumption 6.2 and
Assumption 6.5).

Assumption 6.6. There exists a control law ky: R" — R™ and a constant dy > 0 such that, for

all x € Xr(dy),

V(f(x, k(%)) < Ve(x) = £(x, kp(x)) (6.11a)
Kkr(x) €U. (6.11b)

As we did in Chapter 35, let us recall that Vf(-) is a local CLF for the nominal terminal dynamics,
which relaxes the global CLF assumption in [58, 42], and SV (-) is also a local CLF since 8 > 1,

and the set X¢(d;) serves as an implicit terminal region for the controller.

The previous Definition 6.1 allow us to define the (nominal) set
% = {x € R": V9(x) < fd) + N} (6.12)

It is established in [110] that the controlled system x* = f(x, xx(x)) is asymptotically stable
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with region of attraction Fﬂ , and, for all x € F]/f],

Vo (f(x,xn(x))) = Vo (x) < —€(x, kn(x)). (6.13)

We also recall the following lemma concerning the cost value, the stage and terminal cost

functions.

Lemma 6.1. Suppose Assumptions 6.1-6.6 hold. There exist constantsy € (0,1], andp € (0, 1]

such that

Ve(f(x k(%)) < yVp(x), (6.14a)
forall x € X¢(dy), and

V(f(x, kn (%)) < 0V (x), (6.14b)
forall x € F'B, where

o=1-2, (6.14c)
)

for some cy,cr > 0.
Proof. Refer to the proof in Lemma 5.1, Chapter 5. U

Armed with the previous, we are now in the position to extend the analysis for uncertain system.

6.4.1.2 Robustness of nominal stability conditions

We want to show the effect on applying the nominal control law to the uncertain system (6.1) if

w € W is sufficiently small. We begin with the following assumption.

Assumption 6.7 (Lipschitz continuity [42, 64]). There exist constants Ay, Ar, Ay > 0 such that
for all (x,x") € R", and for all(u,u’) e U

10(x,u) — (x", 1) < Agllx — X'|13 (6.15a)
[Ve(x) = V()] < Apllx = x'|13 (6.15b)
V3 (x) = V()| < Avllx = |13 (6.15¢)

Then, we can define the following lemmas.
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Lemma 6.2. If Assumptions 6.6—6.7 hold, from (6.14a) we say that there exist y € (0, 1] and
wy, > 0 such that for all x € X¢(dy) and for all w € VW

Ve(f (o kp(x)) +w) < yVe(x) + Wi (6.16a)
and
Vf(f(x, Kr(x)) + w) < Ve(x) = £(x,xp(x)) + W, (6.16b)
where
Wy, = gle%afnwn%. (6.16¢)

Proof. Letx™ = f(x,xr(x))+wand X* = f(x,xr(x)) be the uncertain state and nominal state,

respectively. From (6.15b)

Ve(x*) = Ve(x4)| < Asllx® = %7115

= Ap||[f(x i p () +w = f(x, Kf(x))“;’

we have that
Vr(x®) < VR(EY) + Afllwlls, (6.17a)
and using (6.14a) such that Vp(x*) < yV;(x) proves (6.16a). Applying (6.11a) in (6.17a) such

that

Vr(x®) < VR(EY) + Afllwll3,

< V() = L%, kp(x)) + Agllwll3,
completes the proof of (6.16b). ]

Lemma 6.3. From (6.14b) we say that there exists a wy, > 0 such that for all x € r? , and
weWw,
Vu(f(x, kn (%)) + w) < oVQ(x) + Wy, (6.18a)

where

- . 2
Wy, = »rvne%/lvllwﬂz. (6.18b)

Proof. Let x* = f(x,kn(x)) + w and ¥* = f(x,kn(x)) be the uncertain state and nominal
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state, respectively. From (6.15c)

_ 2
VR (x®) = Ve (EH)| < Avlix® - =¥l

= Ml (x, kn () + w — f(x, kn ()15,

we have that

Vo(x*) < VI(EY) + Avliwll3,

and applying VI?] (x%) < QVAO, (i) from (6.14b), completes the proof. Il

Given these facts, in what follows we show that Ff] and X (d;) are robust positively invariant

for the uncertain system (6.1) if w € W is sufficiently small.

Lemma 6.4 (Robust positive invariance of Xr(d) [13]). The terminal region X¢(dy) is robust

positively invariant for x* = f(x,x7(x)) + w € Xp(dy) if
Apliwll3 < (1 =y)dy, (6.20)

for allw € W if w is sufficiently small.

Proof. From Lemma 6.2, we wish to show x* € X’¢(d). Then, from (6.17a) we have that
Vr(xh) < yVr(x) + Afllwll3 < ydi + Afllwll3.
Since we need x* € Xy(d)), it means Vy(x*) < d;
ydi + Agllwll3 < di.
Hence, x € X¢(d;) implies x* € Xp(d;) if
Apliwll3 < (1 =y)dy,

completes the proof. O

Lemma 6.5 (Robust positive invariance of Ff] [13]). The I 16 is robust positively invariant for
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x* = flx,kn(x)) +w EFﬁ,if
Avllwll3 < (1 -0)(Bdy + Ndy),

and

Apliwliz < (1 -y)d,

for all w € W if w is sufficiently small, where
o=1-2
2
for some c1,cy > 0. The o is defined as in Lemma 5.1.
Proof. From Lemma 6.3, we also wish to show x* € r? , that is
VR (x*) < oVN(x) + Avllwll3 < o(Bdi + Nda) + Av[|wll3.

Since we wish to show x* = f(x,kn(x)) + w € Fﬁ, it means VIS(xJ’) < Bd; + Nd,

oVy(x) + Avllwll3 < Bdi + Nd,.

B o Aliec v+ B .

Hence, x € FN implies x™ € FN if

Mllwll3 < (1 -9)(Bdy + Ndy),

completes the proof.

6.4.2 Stability analysis of the nonlinear NCS

(6.22a)

(6.22b)

(6.22¢)

The previous assumptions and lemmas establish stability of conventional nominal MPC for an

input-constrained nonlinear system in the absence of packet losses and buffering, and provide

conditions for the robustness of nominal MPC. In what follows, we consider the analysis where

the buffer is present, there are consecutive packet losses and uncertainty.

We examine two scenarios: (i) the initial state is in the region of attraction b , but it is not

necessarily in the terminal region Xr(d)); (ii) the initial state is in the terminal region. For both

145



6.4. Stability analysis of nonlinear systems

scenarios, we show through four cases that there exists a finite upper bound on the number of

consecutive packet losses in order that the state remains in Ff] with uncertainty.

In the sequel we suppose that Assumptions 6.1-6.7 hold even if not explicitly stated. Further-
more, we define some additional assumptions and lemmas similar to those in [58, 42, 64, 13].
These concern the behaviour of the value, stage and terminal cost functions when the system is

operating in open loop with and without uncertainties.

6.4.2.1 Nominal open-loop
We start by recalling the assumptions of the deterministic case presented in Chapter 5.

Assumption 6.8 (ng(-) in open-loop). There exists a { € [1,+00) such that
Vy(f(x,0)) < {Vi(x), (6.24)

B
Jorall x € 'y,

Assumption 6.9 (/(-, ) and V¢(-) in open-loop). There exist o € [1,+00) and p € [1, +00) such
that
((f(x,0),0) < ol(x,u), (6.25a)

forall x € Ff] andu € U,
Ve(f(x,0)) < pVi(x), (6.25b)

forall x € X¢(dy).

6.4.2.2 Open-loop with uncertainty
Now we formulate the following for uncertain open-loop behaviour.

Assumption 6.10 (Lipschitz continuity (open-loop)). If Assumption 6.1 holds, there exists a

constant ny > 0 such that for all (x,x") € R"

|£(x,0) = £(x", 0)| < mellxc — x'|I3, (6.26)

Lemma 6.6 (VI?](-) in open-loop with uncertainty). If Assumption 6.10 and Assumption 6.8
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hold, there exists a constant wy,, > 0 such that for all x € Ff] and allw € W
V(£ (x,0) + w) < LVQ(x) + Wy, (6.272)

where

- . 2
Wy, = gle%/lvllwﬂz. (6.27b)

Lemma 6.7 ({(-,-) and V¢(-) in open-loop with uncertainty). If Assumption 6.10 and Assump-

tion 6.9 hold, there exist constants wy,, Wy ;> 0 such that

((f(x,0) + w,0) < al(x,u) +wy, (6.28a)
forall x € Ff, andu € U,
Vi(f (x,0) + w) < pVr(x) + wy,, (6.28b)
forall x € X¢(dy), where
- . 2 - . 2
Wy = gle% nellwlls, Wi, = gle%/lf”""”za (6.28¢)

forallw e W.

We will use these assumptions and the lemmas as alternatives in the analyses that follow. Now,

as previously described in the introduction of this section, we define two scenarios.

6.4.2.3 First scenario

Consider that the system with initial state xg € Ff] experiences no packet losses for i consecutive
steps subject to disturbances. That is, the closed-loop control law u; = xx(x;) is applied to the

plant for steps j =0,1,...,i— 1.

Lemma 6.8 (VIS(-) in closed-loop). If w € W is sufficiently small, then

; o 1=p!
V() < o'V (x0) + s, < _i) (6.29)

B
Jorall xp € T'y,.

147



6.4. Stability analysis of nonlinear systems

Proof. From Lemma 6.3, we iterate x( for i steps, such that

VR (xi) < 0'VR(xo) + 0™ Aviiwoll + 0" avliwill + ...

i—1
4 T
= 0'V(x0) + Av § o lwjli3,
j=0

since Ay ||w||3 < wy,, then

iy/0 _1-¢
SQVN(XO)"‘WAVl_Q,

completes the proof. O

It allows us to define the following sublevel set.

. 1-¢!
Q — {x c Rn: V]?](xl) < QleE)](xO) + W/lv 1 _QQ } (631)

Because of the disturbances, we do not know if x; € Q C F]’/‘Z], but since )LV||w||% is bounded
by (6.22a) we can determine the conditions under which x; € Q C Ff]. We first define the

following lemma to guarantee the descent property of VI?] (x*) € r’ , the procedure is similar to

[13].

Lemma 6.9 (Descent property of VIS(x+) € Ff,). Ifx € r’ , and by the application of Lemma 6.5,
let

Mvllwli3 < (8 - 0)(Bdi + Nd), (6.32a)

for some § € (p, 1]. Then,
Vo (x™) < SVY(x). (6.32b)

Proof. From Lemma 6.3 and knowing that V18 (x) < Bdi + Nd>,

Va(x*) < oV (x) + Avllwl3

< o(Bdi + Ndp) + Avliwll3,
and by (6.32a), we have that

<o(fd + Nd>) + (6 —o)(Bd; + Nd),
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which completes the proof. [

Then, we can define the following for i steps.

Lemma 6.10. There exists a u € (0, 1] such that the initial state xo € Ff] transferred to

x; € ,uFl’/f[ = x;€QC Ff, such that

Vu(xi) < pVy (x0), (6.34a)
where
i(1-8)+6-
y=2d-9 Ly (6.34b)
l-o
for some § € (p,1].
Proof. From Lemma 6.8, Lemma 6.9, and knowing that VJS(xo) < pdy + Nd,
0 it,0 21 - Qi
Vy(xi) < o'Vy(x0) + Av[iwll3 o
. 1 -0t
< @'(fd + Ndp) + (6 — @)(fd + Nep) _é;,
reordering, we have that
1=8)+6-
- & 7 ) € (Bd) + Ndy),
-0
B , B
therefore, xo € I'y, = x; € pl'y. O]
Hence, the initial state xq is, according to the latter, transferred to
xeQcrt, (6.36)

We cannot say whether or not x; € Xr(d;) but from Lemma 6.4 we know that X'r(d;) is robust
positively invariant for x; = f(xo,up) + wo, then we can imply that Xr(d;) is also positive

invariance for x;, i.e. x; € Xr(dy).
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6.4.2.4 Second scenario

Consider that the system with an initial state xy € Ff] experiences packet losses for i consecutive
steps, then the system is controlled according to the buffering mechanism Section 5.3.2, using

the optimal control sequence computed and stored at time 0.

Initially, we cannot say the initial state x( is transferred to x; € ,ul“fj because of the nominal
optimal sequence stored in the buffer and the disturbances, but we can assume that if w € W is
small enough, and if there exists a 8 € (g, 1], where §* # §, then x; € ,u*l“f, for some p* € (0, 1]

after i < N steps of consecutive packet losses.
First, we use analysis from the first scenario to define the following for the second scenario.

Lemma 6.11. Ifx € I" b , and by applying Lemma 6.5, let
Avllwll3 < (8" = @) (Pdy + Neby), (6.37a)
for some 6 € (p, 1], where 6 # 6. Then,
Vo (xt) < 8" V9(x). (6.37b)
Proof. Similar to Lemma 6.9. ]

Then, we define the following.

Lemma 6.12. There exists a p* € (0,1] such that the initial state xo € Ff] transferred to

x; € ,u*Ff] = x;€QC Ff, such that

Va(x:) < i Vg(xo), (6.382)
where
(1-6% +6" —
l-o
for some & € (p, 1], and §* + 6.
Proof. The proof is similar to Lemma 6.10. []

We cannot say if x; € X'r(dy), but for the purpose of the analysis we will assume that, under the
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buffer, the initial condition x, € Ff] has been transferred to x; € Xr(dy) if and only if w € W

is small enough for i = N consecutive packet losses.

Then, for the buffered mechanism, we can say that

* ﬁ . . *
wr if i <N, for 6" € (p,1],
x; € N (6.39)

Xp(dy) if i=N,

if and only if w € W is small enough.

6.4.3 Generalized scenarios: Case 1a, Case 1b, Case 2a and Case 2b

We are now in the position to generalize both scenarios, where these four possibilities are not

mutually exclusive.

Given xg € r’ , x; reaches either ,uFf] or X¢(dy) under closed-loop control without packet
losses, or x; reaches y*Ff, or X f(dl) under buffered control with consecutive packet losses; see

Table 6.1 and Fig. 6.2.

Closed-loop control Buffered control

Case la: x; € yFﬁ, pe(0,1] | Case2a: x; € ,u*l“f], pre (0,1]

Case 1b:  x; € Xr(dy) Case 2b:  x; € Xr(dy)

Table 6.1: Four cases of x; with and without packet losses.

(a) Case la (black) and Case 2a (blue) (b) Case 1b (black) and Case 2b (blue)

Figure 6.2: Behaviour of x; for the four cases with and without packet losses.

Our objective is to analyse the behaviour of x; after it has reached yl“f] or Xr(dy) in closed-loop
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control and subsequently experiences i consecutive packet losses. Also, we want to analyse the
behaviour of x; after it has reached y*Fﬁ, or Xr(d;) in buffered control (with consecutive packet

losses), and there are still packet losses and the buffered has already been exhausted.

Therefore, x; is set to xg and x; is now the state reached in open-loop operation. This allows us

to generalize further; see Table 6.2 and Fig. 6.3.

Closed-loop control Buffered control

Case la: xp € yFﬁ, pe(0,1] | Case2a: xp€ y*Fﬁ, u* e (0,1]

Case 1b:  xo € Xr(dy) Case 2b:  xp € Xr(dy)

Table 6.2: Generalization of the four cases of x; with consecutive packet losses.

(a) Case la (black) and Case 2a (blue) (b) Case 1b (black) and Case 2b (blue)

Figure 6.3: Behaviour of x; for the four cases when there are still consecutive packet losses.

Without explicitly saying how the state arrived there, we analyse how the system behaves
subsequently in these four different cases when it experiences i consecutive packet losses. In
the latter case, under the assumption that the buffer has already been exhausted since its benefit

was realized by transferring the initial state to X’s(d;)) if w is small enough.
Before we start, let us define the following sequence in open-loop.

If

x1 = f(x0,0) + wo,
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the sequence

Xy = f(xl,O) +w) = f(f(X(), 0) + wo, 0) + wi,

x3 = f(x2,0) + wa = f(f(f(x0,0) +wp,0) + wy,0) + wo,

is generalized as

x2 = 2 (x0, 0, {w}l),

x3 = £3(x0,0, {w}2),

xi = f(x0,0, {w}§ ). (6.40)

6.4.3.1 Case 1a - closed-loop control: bound on i given x( € ,ul“fj and the open-loop cost

value parameter

Let xo € ,ul“ﬂ , 1 € (0,1], denote an initial state reached via closed-loop control only, and let
xi = f*(x0, 0, {w}é‘l) denote a state reached after i subsequent steps of open-loop operation, In

what follows, we present the conditions under which the state x; is contained in Ff].

Theorem 6.1. If

< {ln( ({ = 1)(Bdy + Ndo) + wy, )/ln§|

W(C = 1)(Pds + Ndo) + She

then x; € Ff,.

Proof. By Lemma 6.6,

i-1

, o . o -1
VHGn) < CVE o) + Ay 3 ¢ lwjlE < Ve (o) + wvivj.
j=0
By comparison, it follows that
0 iys0 - gi -1 i — gi -1
V(i) < IV (xo) + wyy =1 < {'p(pdi + Nda) + Wi T
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Therefore, x; € Fﬁl is ensured if

i

giﬂ(ﬁdl + Nd) + vai

1 < Bd; + Nd,. (6.42)

A simple rearrangement for i completes the proof. [

Similar to the latter, we present the following, where the proof is also similar.

6.4.3.2 Case 2a - buffered control: bound on i given x( € ,u*Ff, and the open-loop cost

value parameter

Let xo € ,u*Ff], u* € (0,1], denote an initial state reached via buffered control, and let
xi = f*(x0,0, {w}f)'l) denote a state reached after i subsequent steps of open-loop operation,

We present the conditions under which the state x; is contained in Ff].

Theorem 6.2. If

i< {1 ( ({ = 1)(Bdi + Ndy) +wy, )/ln§| 6.43)

! (¢ = 1)(Bdy + Ndo) + wy,

then x; € Ff].

Proof. Similar to Theorem 6.1. [

6.4.3.3 Case 1b - closed-loop control: bound on i given xo € Xr(d;) and the open-loop

cost value parameter

Now let xg € X7 (d)) denote an initial state reached via closed-loop, and let x; = f*(xo,0, {w}{ ')
denote a state reached after i subsequent steps of open-loop operation. The main result depicts

a sufficient condition under which x; € Ff]. It uses the following lemma.

Lemma 6.13. For all xy € X¢(dy),

Vlg(xo) < gi(X()) + Tv_mf, (6.44a)
where
1<é=8-B-1)(1-yN)<p, (6.44b)
_ N
= ﬁN—(ﬁ—l)(N—l—yl ! ) (6.44¢)
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The latter inequality is strict if f > 1.

Proof. See Appendix 6.A.

Theorem 6.3. If

i < |in (= 1)(Bd +1\fd2) +”?AV /lng” ’
(év — 1)(§d1 + TW)Lf) +wy),

then x; € Ff,.

Proof. Since xo € Xr(d),
VI?,(X()) < fo(Xo) + rﬁqf < &+ TVVAf,

and by Lemma 6.6,

i
. _ -1
e
By comparison, it follows that

=1 )+

VR (xi) < & (EVp(x0) + Ty, ) + W2,

Therefore, x; € Ff] is ensured if

i

év—l Sﬁd1+Nd2,

gvi(tfdl + T"_V/lf) + wy,

which, with simple rearrangement, completes the proof.

(6.45)

(6.46)

]

6.4.3.4 Case 2b - buffered control: bound on i given x) € X’+(d;) and the open-loop cost

value parameter

Now let xo € Xf(d;) denote an initial state reached via buffered control, and let x; =

1*(x0, 0, {w}f)_l) denote a state reached after i subsequent steps of open-loop operation. The

main result here depicts a sufficient condition under which x; € Ff]. It uses the following

lemma.

Lemma 6.14. For all xy € X¢(dy),

Vi (x0) < EVp(xo) + (B + N)wy,
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where

1<é=-B-1)(1-yN)<p (6.47b)

The latter inequality is strict if f > 1.
Proof. See Appendix 6.B. [

Theorem 6.4. If

i < |In| ¢ = Dd1 +Ndy) + w5, /mg , (6.48)
(gv - 1)(§d1 + (ﬁ + N)ng) + Wi,

b
then x; € I',.
Proof. Similar to Theorem 6.3. [

In the fours cases we have presented bounds on the number of consecutive packet losses in
terms of the constants depicted in Lemma 6.2 and Lemma 6.3 (which is known to exist) and
Lemma 6.6 (which is assumed to exist). However, they needed to be estimated by analysing the
behaviour of the value function along closed-loop and open-loop system trajectories with and

without the buffer.

Unlike the analysis in Chapter 5, we now account for disturbances in the open-loop trajectories.
This makes the problem challenging since the disturbances accumulate at each time step. In

what follows we present the analysis in which the state x has arrived ,uFf].

6.4.3.5 Case 1a - closed-loop control: bound on i given xy € ,uFf], and the open-loop

stage-cost and terminal-cost parameters

First, the lemma that links the value function at x;, the stage cost and terminal cost function at

xo under the assumption of open-loop operation in the interim.

Lemma 6.15. Suppose Assumption 6.9 holds. For all xo € ,uFﬂ ,

Vi (x1) < WL(x0, ug) + DV (x0) + Oy, + oy, (6.49a)
where
N
. -1 .
¥ =gt Z = @= ot (6.49b)
O' —
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o -1 1 (N-0 pN+ 1
9 = —(N -1 = pf— 6.49
Proof. See Appendix 6.C. [
Theorem 6.5. By Lemma 6.7 with o,p > 1. If
. ,O'N —
ﬂpNHdl + o' 1 C(x0, up) + HV_\IW + qoﬁqf < pd; + Nd, (6.50)
o —

is satisfied, then x; € Ff].
Proof. By (6.49a), for any xq € ,uFﬂ ,
Vi (xi) < Wl(x0,up) + OV (x0) + Oy, + pwa, < WL(x0,up) + Ddy + Oy, + oy,
since xq € Fﬁ, and Vr(xo) < d;. Therefore, x; € Ff, if
®d; + Wl (x0, up) + Owy, + pwy, < pd, + Nd,. (6.51)
Rearrangement establishes the result. []

The problem with (6.50) is that it does not provide an explicit bound on i. However, the

expression here can be analysed to provide a lower bound on the i that satisfies the condition.

Theorem 6.6. The i that satisfies (6.50) is bounded as

i> {m(ﬁ ‘2/:;,22 di ;)Y) [1n p| =i, (6.52a)
where

Y = ﬁpwjf -+ f_’”l (":__1" - N) (6.52b)

= /5?”_ P f (6.52¢)
Proof. See Appendix 6.D. O]

This gives a conservative result that says the system is stable if the number of consecutive packet
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losses i < i*.

We must remark that if there are no disturbances, i.e. w; ;= 0 and w;, = 0, we recover the

bound on i for the nominal case in Theorem 5.4.

6.5 Stability analysis of linear systems

As we did analyse in Chapter 5, the stability analysis of linear systems is done as a specialization
of the analysis for nonlinear system. The results are more restrictive since it is easy to compute

or estimate the various constants and parameters involved in the different bounds.

6.5.1 Problem formulation

Consider that f(x, vu) = Ax + vBu, that is
Xpe1 = Axp + viBuyg + wy (6.53)

is linear a time-invariant system with additive process noise.
Assumption 6.11. The matrices A and B are known and the pair (A, B) is stabilizable.

Consider the setting depicted in Fig. 6.4, where the system with additive noise is connected
to a controller via a partially lossy UDP-like communication channel, and the communication

between the controller and system actuator is subject to random packet losses.

|
' Buffer .| Xk+1 = Axg + v Bug + wie
|

Vk UDP-like channel

Uk MPC

Figure 6.4: A system with additive noise in connection with a controller via a UDP-like channel.
The C-A channel is subject to random packet losses.

Some definitions, assumptions and lemmas for the nominal linear systems in Chapter 5 remain
valid the analysis presented in this section and can be adopted without repetition. Thus, the

following are referenced accordingly:
* The controller formulation in Section 5.5.2.
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* The assumptions and lemmas from the stability without terminal constraint set conditions

in Section 5.5.3.

* The Definitions 5.5 and 5.6, and Lemmas 5.8 and 5.9 from the stability analysis for linear

NCS conditions in Section 5.5.4.

Then, based on these, we can now formulate the following.

6.5.2 Case 1a - closed-loop control: bound on i given xy € ,ul“f], and the

linear open-loop stage-cost and terminal-cost parameters

Let xo € ,uF’B , ¢ € (0,1], be an initial state reached via closed-loop control, and let x; =
Alxy + {w}f)_1 be a state reached after i subsequent steps of open-loop operation. In what

follows, we show the conditions under which x; is contained in Fff.

Theorem 6.7. The i that satisfies (6.50), for the linear case, is bounded as

dy+Ndp - Y
i> {m(ﬁ B e ) / 1np| — (6.54a)
ﬁdel +0
where
_ W v, (5N -G
Y=t (U_ d —N) (6.54b)
p—1 o-1\o-1
=N
- WP
= .54
0:=4 51 (6.54¢)

This gives a conservative result that says the linear system is stable if the number of consecutive

packet losses i < i*.

6.6 Numerical example 1: nonlinear system

Consider the nonlinear system in Section 5.6. With additive noise, the system x| = f(xx, ux) +
Wi is
cos(0) —sin(6)

1.5

2

Xkl =T| X +ellxelly +vie|  fuk+ wi
sin(8) cos(0) 0
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6.6. Numerical example 1: nonlinear system

where r = 1.05, 0 = 0.12, € = 0.0001, wj, is bounded in W = {w: [|w]||5 < 0.09}, and the input

constraint set I = {u: |u| < 1}.

The controller is designed as {(x,u) = x"Qx + u"Ru, Vy(x) = x"Qrx and kf(x), with R = 1,
B =1, horizon N = 3, and

041 O 0.99 1.50
Q= . Qf = ;
0 1 1.50 9.56

where Qr is a local approximation solution that satisfies Assumption 5.10 given a local approx-

imation of kr(x) ~ Kyx around the origin.

The controller satisfies Definition 6.1 with d; = 3.03 and d, = 1.23; therefore, for N = 3 and

p=1
3 = {x: V9(x) < 6.73}.

6.6.1 Case 1a - closed-loop control: x) € ,ul“f]

T
Letx = [—2 4] denote the initial state not in F31. After closed-loop operation without packet

-
dropouts, x reaches the state xp = [—1,74 1,06] € F31, and it successfully converges around
the origin. However, supposing that all i subsequent packets are instead dropped (v=0), for
1 <i <5, the states x; to x5 in open-loop operation remain in F31 but x¢ leaves the set, see

Fig. 6.5.

By reviewing the closed-loop trajectory we obtain p = 0.71, and reviewing the open-loop
trajectory gives us ¢ = 1.054 (Assumption 6.8). Theorem 6.1 predicts i* = |5.76] = 5, given
wy, = 0.04, meaning that x;, for i = 5 steps, is guaranteed to remain within F31. Thus, the main

result for the nonlinear Case 1a is verified, see Fig. 6.5.

6.6.2 Case 1b - closed-loop control: xy € Xr(d;)

For Case 1b, under closed-loop operation without packet dropouts, x reaches the state xo =
T

[—1_39 0,76] eX f(dl) and converges successfully around the origin. Nevertheless, suppos-

ing that all i subsequent packets are instead dropped (v = 0), for 1 < i < 12, the states x| to

X172 in open-loop operation remain in F31 but x13 leaves the set, see Fig. 6.6.
Theorem 6.3 predicts i* = [12.27] = 12, given wy, = 0.05 and w;, = 0.04, y = 0.66, p = 1.01
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Figure 6.5: Case 1a - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

and o = 1.02, meaning that x;, for i = 12 steps, is guaranteed to remain within F;. Thus, the

main result for the nonlinear Case 1b is verified, see Fig. 6.6.

6.6.3 Case 2a - buffered control: x) € ,u*Ff,

For the buffered control Cases, we first evaluate the behaviour of the trajectory while there are
packet dropouts before reaching the F31. In Fig. 6.7, from time step k = 4 to k = 6, the system
experiments i = 3 consecutive packet dropouts and the buffer enters in action. However, the
size of the buffer is N = 3, and it only transfers x to xy = [—2,51 1,39]T € F31. Supposing that
all i subsequent packets are dropped, for 1 < i < 5, the states x; to x5 in open-loop operation

remain in I' % but x¢ leaves the set.

Design choice of the buffer size: The approximate minimum size of the buffer such that x
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Figure 6.6: Case 1b - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

reaches Ff] is N, > N +i* = 8. In Fig. 6.8, x under buffered control operation is transferred to
T
X0 = [—2,09 1_16] € Fé despite consecutive packet dropouts, verifying the design choice of

the buffer size.

Now we analyse the open-loop trajectory and verify the bound for Case 2a. Let N = 8 and

knowing the controller satisfies Definition 6.1 with d; = 3.03 and d, = 1.16; then, for f = 1,

Iy = {x: Vy(x) < 12.30}.

.
Let x = [—2 4] denote the initial state not in Fé. After buffered control operation for i = 8

.
consecutive packet losses, x reaches the state xg = [—2_09 1,16] € Fé. However, supposing

that all i subsequent packets are still dropped, for 1 < i < 7, the states x; to x7 in open-loop
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Figure 6.7: Case 2a - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

operation remain in Fé but xg leaves the set, see Fig. 6.8.

By reviewing the buffered control trajectory we obtain p* = 0.74, and reviewing the open-loop
trajectory gives us ¢ = 1.037 (Assumption 6.8). Theorem 6.2 predicts i* = |7.52] = 7, given
wy, = 0.04, meaning that x;, for i = 7 steps, is guaranteed to remain within Fé. Thus, the main

result for the nonlinear Case 2a is verified, see Fig. 6.8.

6.6.4 Case 2b - buffered control: x, € Xr(d;)

Evaluating the behaviour of the trajectory while there are packet dropouts before reaching the
Xr(dy). In Fig. 6.9, from time step k = 7 to k = 9, the system experiments i = 3 consecutive
packet dropouts and the buffer enters in action. However, the size of the buffer is N = 3, and it

.
only transfers x to xg = [—1_68 0,94] € X¢(dy). Supposing that all i subsequent packets are
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Figure 6.8: Case 2a - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

dropped, for 1 < i < 10, the states x; to xj¢ in open-loop operation remain in F31 but x;; leaves

the set.

Design choice of the buffer size: The approximate minimum size of the buffer such that x

reaches Ff] is N, > N +i* = 11. In Fig. 6.10, x under buffered control operation is transferred
T

to xg = [—1.13 0_62] € Xr(dy) despite consecutive packet dropouts, verifying the design

choice of the buffer size.

Now we analyse the open-loop trajectory and verify the bound for Case 2b. Let N = 11 and

knowing the controller satisfies Definition 6.1 with d; = 3.03 and d, = 1.13; then, for f = 1,

Flll = {x: VI?,(x) < 15.49}.
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Figure 6.9: Case 2b - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

.
Under buffered control operation, x reaches the state xy = [—1_13 0,62] € Xr(dy) after
i = 11 consecutive packet losses. However, supposing that all i subsequent packets are still
dropped, for 1 < i < 34, the states x| to x34 in open-loop operation remain in Flll but x35 leaves

the set, see Fig. 6.10.

Theorem 6.4 predicts i* = |31.61] = 34, given Wy, = 0.05 and wy, = 0.04, and y = 0.66,
meaning that x;, for i = 34 steps, is guaranteed to remain within Fll - Thus, the main result for

the nonlinear Case 2b is verified, see Fig. 6.10.

6.6.5 Case 1a - closed-loop control: x) € ,ul“f] given o and p

Alternately, by Section 6.4.3.5 we can approximate the result in Section 6.6.1 with the open-

loop stage-cost ¢ and terminal-cost p parameters. Theorem 6.6 predicts i* = [5.36] =5, given
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Figure 6.10: Case 2b - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

wy, = 0.03, wy, =0.06, p = 1.01 and o = 1.02, meaning that x;, for i = 5 steps, is guaranteed

to remain within I';, see Fig. 6.5.

6.7 Numerical example 2: linear system

Consider the linear system used in Section 5.7. With additive noise, the systems is xp4; =

Axy + viBuy + wy,
1.04 -0.13 1
B

5 5

0.13 1.04 0
wy is bounded in W = {w: ||w||% < 0.09}, and the input constraint set U = {u: |u| < 1}.
The controller has £(x,u) = xTQx + uTRu, Vy(x) = x7Qx and kr(x) = Krx, with R = 1,
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Ky =1-0.71 -0.77|, B = 1, prediction horizon N = 3, and

041 O 1.39 1.93
Q - 5 Qf = .
0 1 1.93 10.25

The controller satisfies Assumptions 5.10 and 5.4 with d; = 2.73 and d, = 1.25; therefore, with
N=3and =1,
F31 = {x: VJS(x) < 6.49}.

6.7.1 Case 1a - closed-loop control: x( € ,ul“f[ given ¢ and p

.
Letx = [2 —4] denote the initial state not in F31. Under closed-loop operation without packet

.
dropouts and subject to uncertainty, x reaches the xo = [1, 55 —0,91] € F31, and eventually xq
successfully converges around the origin under closed-loop control. However, supposing that
all i subsequent packets are instead dropped, for 1 < i < &, the states x; to xg remain in F31 but

x9 leaves the set, see Fig. 6.11.

The constants in Lemmas 5.7-5.9 are evaluated such that y = 0.83, p = 1.10 and ¢ = 1.10, and
since we know xp, we have that y = 0.69, p = 1.03 and o = 1.04, confirming y > y, p > p and

6 > 0. From Lemma 6.7 we have that Wy, = 0.04 and w;, = 0.49.

Theorem 6.7 predicts i* = |8.04| = 8, meaning that x;, for i = 8 steps, is guaranteed to remain
within F31. Thus, the main results for Case 1a—and its conservativeness—are verified, see

Fig. 6.11.

6.8 Numerical example 3: linear system

Consider the linear the system xj| = Axy + viBug + wy, with

1.04 -0.12 1
A = s B = 5
0.12 1.04 0

wy is bounded in W = {w: ||w||§ < 0.09}, and the input constraint set I/ = {u: |u| < 1}.
The controller is designed with R = 1, Ky = [—0,76 —-0.71|, B = 1.1, prediction horizon
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Figure 6.11: Case 1a - linear system: phase-portrait and optimal cost value under closed-loop
control.

N =3, and

0.7 0 1.75  2.11
Q= , Qf= :
0 1 211 12.26

By the Assumptions 5.10 and 5.4 we have d; = 3.02 and d, = 1.19; therefore, with N = 3 and
B = 1.1, the set
3! = {x: Vi(x) < 6.88}.

6.8.1 Case 1a - closed-loop control: x( € ,uFf] given ¢ and p

.
Let the initial state x = [2 —4] not in F31'1. Under closed-loop operation without packet

-
dropouts and subject to uncertainty, x has reached the x¢o = [1,24 —0,86] € F31'1, and

eventually xo successfully converges around the origin. Nevertheless, supposing that all i
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subsequent packets are instead dropped, for 1 < i < 4, the states x; to x4 remain in F31'1 but x5

leaves the set, see Fig. 6.12.
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Figure 6.12: Case la - linear system: phase-portrait and optimal cost value under closed-loop
control.

From Lemmas 5.7-5.9 we have that y = 0.87, p = 1.09 and 6 = 1.09, and with xy we calculate
Yy =0.73, p = 1.03 and ¢ = 1.02, confirming y > y, p > p and & > o. Applying Lemma 6.7

give us w;, = 0.03 and w,, = 0.06.

Theorem 6.7 predicts i* = |4.27| = 4, meaning that x;, for i = 4 steps, is guaranteed to remain

within F31'1. Thus, the main results for Case 1a are verified, see Fig. 6.12.

169
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6.9 Conclusions

This chapter investigated the robust stability of a discrete-time nonlinear system controlled by
MPC under input constraints, random packet losses in the C—A channel, and bounded additive
disturbances. As in the previous chapter, the MPC formulation employs a terminal cost function
that satisfies a local CLF condition, but no explicit terminal constraints. To mitigate packet
losses, a buffer stores the nominal optimal control sequence and applies to the plant during

dropouts, while the system is simultaneously affected by disturbances.

We showed the conditions under which the system state remains within the RoA despite the
combined effects of the uncertainty and consecutive packet losses. In contrast to the nominal
case studied in Chapter 5, the presence of additive disturbances limits the action of the buffer: at
best, buffered control does not guarantee the transfer of an initial state into the terminal region
associated with the CLF terminal cost. However, the analysis can be done under the restrictive
assumption that the buffer transfers an initial state into the terminal region if and only if the

disturbance is sufficiently small.

The nonlinear analysis was structured around four distinct cases, defined by the initial location of
the state (in the RoA or in the terminal region) and by the control mode (closed-loop or buffered
vs open-loop). These cases were tested numerically by three examples. In the numerical
example 1, for each case, the evolution of the value function is analysed along both closed-loop
and open-loop trajectories. The simulation results show that, if the bounded additive disturbance
is sufficiently small, the derived upper bounds on the number of consecutive packet dropouts
that can be tolerated before the state leaves the RoA while maintaining robust stability are
verified. In the numerical examples 2 and 3, two discrete LTI systems were used to verify the
specialized case shown in the linear stability section. These bounds are approximated using the
open-loop stage-cost and terminal-cost parameters, meaning that the result is more conservative

but easy to compute.

Moreover, like in Chapter 5, the results of the simulations suggest that the minimum buffer
size required to transfer an initial state to the RoA or the terminal region, is approximately
equal to the sum of the prediction horizon and the bound on the number of consecutive packet
losses in open-loop operation before the state leaves the RoA. However, in the presence of
additive disturbances, this guideline becomes more conservative and should be interpreted

strictly as a design heuristic rather than a definitive rule. Further theoretical analysis is required
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to characterize buffer-sizing strategies when the buffer length is decoupled from the prediction

horizon and when disturbance levels are non-negligible.

Table 6.3 summarizes the main technical results, assumptions, setting, associated estimated and

computable parameters, and differences with Chapter 5.

Aspect Main Assu.mptlons / Key Technical Results
Setting
Implicitly defined by
RoA Ff] and MPC design Robust invariance of the I' f] and Xr(d;) are
Xr(dy) (N,Q,R, Q) and guaranteed only under bounded disturbances.
BV (x)
Limitation vs. Presence of Unlike the nominal case, buffer cannot guarantee
Chapter 5 disturbances reachability of the state to the terminal region.
Key Combined Explicit conditions ensure the state remains within
robustness disturbances and the RoA despite uncertainty and consecutive packet
result packet losses dropouts.
Stability Value-function-based Stability is maintained only if the number of
. . consecutive packet losses is bounded and the
mechanism analysis . . .
disturbance is sufficiently small.
. Analysis distinguishes initial state location (RoA vs.
Nonlinear case Four-case ; .
analvsis decomposition terminal region) and control mode
y p (closed-loop/buffered vs. open-loop).
Nonlinear Nonlinear dynamics, Value function decrease is characterized by
closed-loop MPC feedback estimated parameters /1, 1", y, £ (Example 1)
behaviour applied P BT P ’
Nonlinear Buffer exhausted, Value function growth is characterized by estimated
open-loop open-loop evolution arameters (, o, p (Example 1)
behaviour p p P P P '
Assumptions,
Linear case definitions and Computable parameters: closed-loop y > y, and
analysis lemmas from open-loop p > p,c > o (Example 2 and 3).
Chapter 5
Uncertainty Small disturbance Uncertain estimated parameters in closed-loop
bounds magnitude T, W)y, Wi P and open-loop wy,, w; ¢ behaviours.
Analvtical upper Linear bounds are conservative but informative for
Conservatism Y PP tuning horizon length and buffer size (Example 2
bounds
and 3).
Design Empirical observation | Minimum buffer size ~ prediction horizon +
guideline from simulations open-loop packet-loss bound.

Table 6.3: Summary of technical results.
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6.A Proof of Lemma 6.13

First, let us define the following.

Lemma 6.16 (Sum of V¢ (-) in closed-loop). Suppose x; € X¢(d), then

N+i-1 ~
L-y¥ Wiy y—v"
Proof. From (6.16a)
N+i-1
Z Vi(x)) = Vi) + Vi) + ... (6.56a)
=i
< V(xi) + yVe(x) + Afllwill3 + . .. (6.56b)
grouping the finite sequences
N-1 N=l g _ yi
< Z YV (x) + 3, Z = (6.56¢)
j=0 j=1
and solving the finites series completes the proof. U

We need one more lemma referring to the disturbance sequence. The proof is obtained by

applying (6.16c).

Lemma 6.17. Let w := {wj, wj.1,...} € W be a disturbance sequence, j € Ny, then fori > j
N+i-1
D Apliwills < Niwg,, (6.57a)
j=i
N+i-1
Z Allwict 2 < (N +i=1-(i- 1)w,, = Nw,, (6.57b)

j=i

Now, consider a state x; € Xr(dy) and controls u; = k¢(x;) € U, j € N|;n1i-1], the cost value
for N + i steps in closed-loop with disturbance is

N+i—1
VI(x) < Z () u)) + BV (x4, (6.582)

j=i
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N+i-1
= 3 (0Co ) + BV Gen) = BV () + BV (), (6.58b)
j=i

using (6.16b)

N+i-1
D (V) = Viegen) + Agllwjll + BV (xie1) = BVy(x))) + BVp(x),  (6.580)

j=i

IA

ordering

N+i-1
> (A =BV 6x) = Vixgan) + Al ) + BV, (6.584)

j=i

owing to (6.16a)

N+i-1
20 (=B =V = AgllwjB) + Agllwyll3) + BV, (6.58¢)

j=i

ordering

N+i-1 N+i—1

(=B (A=p) Y V@) + V) + (1= BAgllwiall3 + paliwill3)
Jj=i

j=i

(6.58f)
using (6.16a) and Lemma 6.17
N+i-1 N+i-1
<(U=P=y) > Vilx) +pVpxe) + B D Aeliwill, (6.582)
j=i j=i
applying Lemma 6.16
y=r"
<(1- ﬁ)((l - )/N)Vf(xi) + W,lf(N -1- T~y )) +ﬁVf(xl-) +ﬁN\7V,1f, (6.58h)

reordering completes the proof.
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6.B Proof of Lemma 6.14

First, let us define the following lemma. The proof is obtained by applying (6.14a) and (6.15b).

Lemma 6.18 (V¢(-) in closed-loop). Suppose that x; € Xr(dy), from Lemma 6.4, xj.1 =
f(xj,kp(X))) + wj € Xp(dy), and Xj41 = f(Xj,kp(X))) € Xr(dy), for some j € Nxg. Then,

Vi(x41) < Vy(Eja1) + Agllwjll3 (6.59)
< YVr(R)) + Afllwjll3, (6.59b)

Now, let us consider a nominal state x;y = X; € Xf(dl) and nominal controls uy = u; =
kr(X;) € U, j € N[jnti—1], obtained and stored in the buffer at time step N. In this case, the
buffer supplies the nominal input sequence to the plant, meaning that the cost value is evaluated

on the nominal trajectories of the states and nominal inputs.

However, the disturbance is still present but there is no closed-loop, which means that we can
decouple the disturbance sequence and analyse the cost value with the disturbance sequence in

parallel. After N + i steps the value function is

N+i—-1

VI(x) < Z (), uy) + BV (xnes) (6.602)
Va1

= 3 (00 ) + BV Gesn) = BV () + BV (), (6.60b)

=i
applying (6.15a) such that £(x, &) < £(x, i) + Ag|[w_1]|
N+i-1
< 30 (06 ) + ApllwiiIB + BV (xjen) = BV7(x))) + BV (e, (6.60c)

=N

using (6.16b)

N+i-1
< D (V) = Vi) + Aol = Agllwyet 13 + Agliwii 13
= (6.60d)
+ BVr(xjen) = BV () + BV (i)
N+i-1
= >0 (A= BVG) = ViCxien)) + A7l 1) + BV (), (6.608)

j=i
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owing to (6.59b)

N+i-1
= 2 (=B =Vr(E) + 2pllwilE = gllwil3) + Apliwill3) + BV (o),

j=i

(6.60f)
ordering
N+i-1 N+i—1
=(1=pU=p) D Vi@ + Ve + Y (1= Haglwii 1B + Bagliwill3)
Jj=i Jj=i
(6.602)
using (6.59a)
N-1 .
< (=) =y) D ¥IVe(@) + BVE(R) + Apllwinal13)
= (6.60h)

N+i—1

+ 30(= DAyl + Bl ).
j=i

m

. . _n+l
and knowing that }'7_,, 2/ = %, for m € Nyp and |z| < 1,

1=y _ 2
< (/3 -(1-np-1) =y )Vf(xi) + BArllwi-1ll3
N+i-1 (6.601)

o (1= Bl + Bl ).
=i

from Lemma 6.17
<(B=(B-D(1=y"))VrE) + (B+N)wa, (6.60)

and considering that X; € Xr(d;) = xo € Xr(d;), completes the proof. [
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6.C Proof of Lemma 6.15

First, let us define the following lemmas.

Lemma 6.19 (Sum of /(-, -) in open-loop). Suppose x; € Fﬁr’ uj €U, xju1 = f(x;,0) +wj,

N+i-1 N

3 0,00 <« T Lo(x,0) +

— oc—1 o
j=i

~(N=-1).

Wy, (N =0

1\ o-1

Proof. Knowing that £(x;41,0) < of(x;,0) + nellwill3,

N+i—-1
Z 0(x;,0) = €(xi, 0) + L(x;41,0) + ...

j=i

< 0(x;,0) + ol (x;, 0) + mellwill > + ...

grouping the finite sequences

N-1 N-1 O'j _1
<3 o, 0+ iy, Y T
. (- o—1

j=0 j=1

and solving the finites series completes the proof.

Lemma 6.20 (/(-, -) in open-loop). Suppose x; € Ff], uj €U, xji1 = f(x;,0) + wj,

. i_1
((x1,0) < 0" 0(x0,ug) + ww(’—l
G —

Proof. From Lemma 6.7, knowing that ¢(x;+1,0) < o/(x;,0) + WllwiH%,

0(x;,0) < ol(xi-1,0) + Wy,

<
i—1

< a'l(x0, ug) + wy, Z o/,
Jj=0

and solving the finites series completes the proof.
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Lemma 6.21 (V;(-) in open-loop). Suppose x;j € X¢(d1), xj+1 = f(x),0) + w;. Then,

N pN -1
Vy(ensi) < pNVy() + = (6.65)
Proof. Applying (6.28b)
Vr(nei) < pV(nio1) + Wiy, (6.66a)
< p(pVr(xn+ia + Wap) + W),
<
N+i-1 ‘
< pNVy(x) + Z o, (6.66b)
=i
and solving the finites series completes the proof. ]

Now, let us consider x; € Ff], after N + i steps for i consecutive packet losses the value function
is
N+i-1

VI(x) < Z ((x},0) + BVf (xn+1), (6.672)

=i
applying Lemma 6.19 and Lemma 6.21

O'N—

<
-1

pN
- (N - 1)) + ﬁ(pNVf<x,-> i,

-1 ’

Wy, (N =0

1
(x;,0
(x )+0—1 o—-1

(6.67b)

The latter represents the value function at x; in open-loop operation. Since our task is to
approximate the growth of the cost value in Theorem 6.1 induced by ¢ and the uncertainty
starting from xp € pFI’/f] up to x; by applying Lemma 6.7 for the stage cost and terminal cost,

then from Lemma 6.20 and Lemma 6.21 we have that

N _ 1 i 1 w N _
< T " U(xo up) + Wy —— + —2 [T (N - 1)
o-1 c-1 o-1\o-1
N+ _q (6.67¢)
N+i - p -
+ 1% +wy———|,
Bl vy o+ s, |
reordering completes the proof. O]
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6.D Proof of Theorem 6.6

Rearranging (6.50) for i leads to

. bo'
0'(1 + i.) << (6.682)
ao’ a
i
In(c) + ln(l + i.) <In(%) (6.68b)
ao? a
where
N _ w wy, pN
a= T l(xoup) + —, b= ppNd, + f——, (6.68¢)
-1 o-1 p—1
w) w N _
c=Bld - —L )+ Ndp - -2 [ =9 _ N, (6.68d)
-1 c—1\ o-1

knowing that ln(g) < ln(l + %), if x > y, let i* denote the lower bound of i, i.e. i* < i for

which (6.50) holds, then

-5

. bot ) bo!
In(o") + ln(L,*) ~In(%) <In(o’) + ln(l + L) ~In($) <0 (6.68¢)
ac' a ac’ a
. bp"
In(o") +ln( p,*) ~In(%) <0, (6.68f)
ac’ a
reordering we have that
“In(p) < 1n(5) “m(2), (6.682)
a a
leads to
()
i < , (6.68h)
Inp
which completes the proof. []
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As discussed in Chapter 2, there is significant research on resilient techniques based on MPC
control, with some utilizing the classic formulation and others using modified versions. While
some of these approaches perform well, they rely on several assumptions such as the appli-
cability of the Separation Principle or global stability, which may be impossible to satisfy in
practice. The contributions of the thesis are in the domains of Separation Principle for MPC-

controlled systems, cybersecurity in NCS, stochastic constrained MPC systems, robust control,
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7.1. Input-constrained output-feedback stochastic MPC

and Lyapunov-based stability analysis. Therefore, in the following concluding remarks, the main
results addressing these challenges along with future work recommendations are described in

detail.

7.1 Input-constrained output-feedback stochastic MPC

7.1.1 Reverse Separation Principle

The literature (Section 2.2.2) showed that, for LQG-controlled system under random packet
losses, the Separation Principle holds for TCP-like protocol but does not hold for UDP-like
protocol. However, in Chapter 4, we demonstrated that for input-constrained MPC-controlled
system under the same filtering process, the Separation Principle does not hold for TCP-like but

holds for UDP-like protocols.

This result depicted a kind of reverse Separation Principle, in which the UDP-MPC cost
function enjoys monotonic decrease but the TCP-MPC cost function does not enjoy the same
monotonicity. The consequence was that, in the TCP case there is no guarantee that the TCP-
MPC cost function remains in the RoA, while such a guarantee exists for the UDP-MPC cost

function.

The next contribution of Chapter 4 was the theoretical analysis that showed a trade-off between
the estimation errors and prediction errors for both protocols (Section 4.4.2.2). This information
asymmetry is due to the implicit optimal control effect over both communication protocols: if
the control increases the estimation error in the UDP case, then, it reduces the prediction error

in the TCP case by the same margin, and vice versa.

7.1.2 Effects of design parameters on the control law

Knowing that the implicit control law of the problem setting embeds the effect of the probability
of successful packet delivery v, Section 4.5 analysed the explicit PWA input-constrained control
law of the problem showing the influence of v, the scalar f that enlarges the RoA by penalizing
the terminal cost, and the prediction horizon N. Numerical examples showed that increasing
shrinks the polyhedral partitions of the critical regions while preserving the convergence around
the origin. In contrast, ¥ has a bigger impact by shrinking ever more the partitions and making

convergence of the MPC-UDP around the origin more difficult.
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7.1.3 Directions for future work

* A primary direction for future research is to integrate formally state constraints into the
problem formulation. Certainly, it is more challenging, but the analysis would benefit from
the recursive feasibility guarantees. The first approach is to parametrize the control input
in order to reduce the accumulated covariance in the stochastic value function (as remarked
in Section 4.3.2), keeping the original problem setting and subsequently performing the
stability and recursive feasibility analyses. The other approach would be to guarantee
feasibility by softening the constraints using slack variables; under certain assumptions,

this formulation can also ensure closed-loop stability subject to uncertainties [114].

e Since the KF used in the current formulation does not account for constraints, the use
of Moving Horizon Estimation (MHE) technique—considered as the dual of MPC-is
recommended. The MHE fully incorporates input and state constraints through a cost
function defined over moving horizon of the most recent N measurements [ 13]. Therefore,
the benefit of the combination of both, MPC and MHE, would probably give stronger
stability guarantees and improved monotonicity conditions for both TCP-like and UDP-

like protocols.

* The section on the effects of the design parameters would benefit from a theoretical
analysis showing the conditions under which f, ¥ and N explicitly guarantee stability and
monotonicity on the derived PWA and PWQ functions. Also, the analysis of the explicit

solution could be strengthened from the study of set-invariance methods [12].

7.2 Nominal stability of State-Feedback MPC under consec-

utive packet losses

As discussed in the introduction of Chapter 5, relaxing the problem formulation of Chapter 4
allowed us to focus the stability analysis from the controller’s viewpoint. The simplified problem
was now a nominal MPC-controlled discrete-time nonlinear system subject to input constraints
and random packet losses in the C-A channel under UDP-like protocol, i.e. no ACK of packet
dropouts to the controller. To mitigate the effect of packet losses, it was introduced a buffer
mechanism. Thus, in the problem setting, it was studied the worst-case scenario of consecutive

packet losses.
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7.2.1 Stability without terminal constraints and the limitation of the

buffer mechanism

Since, in general, the global CLF for the terminal cost is impossible to meet for constrained
systems, the nominal MPC formulation considers a local CLF terminal cost. Thus, the combi-
nation of stability analysis of the value function and the use of technical results on MPC stability
analysis without terminal constraints, i.e. the definition of the RoA based on the terminal cost
penalization, prediction horizon, and the lower-bound of the stage cost and upper-bound of the

terminal cost functions, helped to perform the posteriori analysis.

Moreover, in the worst-case scenario of consecutive packet losses, it was demonstrated that
the use of a buffer can, at best, facilitates the transfer of the initial state to the terminal region
associated with the CLF-based terminal cost. This resulted on two cases: (i) the state has

reached a subset of the RoA, and (ii) the state has reached the terminal region.

7.2.2 Stability guarantees for nonlinear and linear systems

For both cases, the number of consecutive packet losses the nonlinear system can tolerate while
maintaining stability are upper bounded by expressions dependent on system and controller pa-
rameters obtained numerically, i.e. closed-loop and open-loop parameters obtained by analysing
the behaviour of the trajectories of the value functions along the closed-loop and open-loop

operations (with and without packet losses).

The specialized analysis in the linear case tried to overcome the previous limitation. The upper-
bound expressions on the consecutive packet dropouts before losing stability are subject to the
stage-cost and terminal-cost open-loop parameters obtained from the system and controller pa-
rameters without analysing the cost value function numerically. The resulting bounds, however,

confirm their inherent conservatism.

The numerical examples illustrated that, despite the conservatism of these bounds for both
nonlinear and linear systems, they can be used to fine-tune the controller’s design parameters,
especially when the buffer alone is insufficient to guarantee stability under consecutive packet
losses. The suggestion of the minimum buffer size is approximately equal to the sum of the
prediction horizon and the obtained bounds, must be interpreted as a tuning guideline rather

than a definitive rule, since further theoretical analysis is required.
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7.2.3 Directions for future work

* One of the first future works will be the decoupling of the buffer size. Since its value
depends on the prediction horizon, the decoupling proposition could consider the case
when the buffer size exceeds than the prediction horizon. It will be interesting to analyse

its implication on the stability analysis of the cost value function for both cases.

* The minimum buffer size approximation—which was revealed by the numerical results—
needs further theoretical analysis. Future work will focus on formally characterizing the
relationship between the buffer size, prediction horizon, and upper bounds on consecutive

packet losses.

* One of the drawbacks of the upper bounds in the nonlinear case is their sensitivity to
closed-loop and open-loop parameters, which are obtained by analysing the evolution of
the value function along the trajectories. If the nonlinear system dynamics in closed-
loop and open-loop do not exhibit exponential decay or growth, the parameters may be
estimated inaccurately, leading to invalid upper bounds. Therefore, a rigorous theoretical

sensitivity analysis needs to be investigated.

* As it was suggested in Chapter 4, the introduction of state constraints would benefit the
analysis. The worst-case scenario of consecutive packet losses will require recursive
feasibility guarantees that—in principle-will relate the aforementioned closed-loop and

open-loop parameters, leading to (probably) more conservative results.

* The analysis did not require stochastic stability conditions, i.e. analysing the expectation
of the value function. Therefore, it would be interesting to perform stochastic stability
analysis framework, considering assumptions and definitions on stochastic Lyapunov-like

functions studied in the literature [115].

7.3 Robust stability of State-Feedback MPC under consecu-

tive packet losses

Extending the results of Chapter 5, this chapter employed the same input-constrained nominal
MPC controller formulation but integrated the bounded additive disturbances in the problem

setting. This represented a key advancement over Chapter 5, the analysis was challenging
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since the nominal MPC in the loop was aiming to regulate the nonlinear uncertain system.
Nevertheless, the stability conditions without terminal constraints and the limitations of the

buffer mechanism were still valid, but the presence of disturbances gave four different cases.

These cases were defined by two factors: (i) whether the initial state lies in the RoA or in the
terminal region, and (ii) whether the plant operates purely in closed-loop mode or uses buffered

control before packet losses occur.
Accordingly, the four cases considered were:
1) Closed-loop control with the initial state in the RoA.
i1) Closed-loop control with the initial state in the terminal region.
ii1) Buffered control with the initial state in the RoA.
iv) Buffered control with the initial state in the terminal region.

This case-based classification extended the analysis of Chapter 5 by explicitly accounting for

uncertainty-dependent trajectories.

7.3.1 Robust stability guarantees for nonlinear and linear systems

For each of these cases, we identified robust stability conditions under which the state remains
within the RoA despite bounded disturbances and consecutive packet losses. Moreover, the
upper bounds on the number of consecutive packet losses that can be tolerated while maintaining

robust stability were derived.

In the nonlinear case, the evolution of the value function was analysed along both closed-
loop and open-loop trajectories considering the disturbances in order to obtain the open-loop
and closed-loop parameters. The simulation results confirmed that, if the bounded additive
disturbance is sufficiently small, the proposed upper bounds on packet losses are respected,

thereby validating the robustness of the theoretical analysis.

For the linear case, the results verified the approximated upper-bounds using the open-loop

stage-cost and terminal-cost parameters, which are easy to compute but more conservative.

Similar to Chapter 5, despite their conservatism, the bounds can be used to fine-tune the

controller design parameters, especially when the buffer mechanism alone is insufficient to
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guarantee stability under consecutive packet losses and disturbances. The suggested minimum

buffer size for the robust case is even restrictive in the presence of the disturbances. This

highlights a fundamental limitation of buffering strategies under uncertainty and constitutes a

key insight beyond the nominal analysis of Chapter 5.

7.3.2 Directions for future research

The integration of multiplicative disturbances constitutes a natural extension of the current
framework and may reveal additional stability and performance trade-offs. In particular,
such disturbances would allow the analysis to capture parametric uncertainties and gain

variations while preserving the buffer mitigation strategy.

The problem setting can incorporate the TCP-like protocol such that performance and
stability conditions for both, TCP and UDP cases, can be compared. This extension
would allow the assessment of the benefits and limitations of ACK-based communications

schemes [60].

The Bernoulli packet loss model can be replaced by the Markov packet loss model.
Such extension would generalize both the problem formulation and the resulting analysis,
providing a more realistic representation of network-induced effects commonly observed

in practice. Some works discussed in Chapter 2, could be used as guidelines e.g. [42].

In general, the introduction of FDI attacks will improve considerably the main results
because DoS and FDI attacks working simultaneously can be very dangerous. Works on

this topic in Chapter 2 may serve as useful guidelines.

Finally, the current linear-system setting should be extended to fully characterize all four
disturbance and packet-loss cases identified in the analysis. This would allow complete

theoretical results, facilitating a clearer comparison between nominal and robust scenarios.
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