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ABSTRACT

This thesis presents novel methods for analysing linear and nonlinear of constrained Networked

Control Systems (NCS) controlled by Model Predictive Control (MPC), subject to a cyber-

attack in the form of random packet losses and (bounded) additive disturbances. Conditions for

(robust) stability and criteria for the Separation Principle design conditions of controllers and

estimators are investigated. Stability conditions are presented through lemmas and theorems,

with numerical examples provided to verify the proposed results.

Using a counterexample, this thesis shows that the Separation Principle does not hold when a

TCP-like protocol is used. Further analysis uncovers a trade-off between estimation and con-

troller prediction errors, suggesting that improving estimation performance can affect controller

performance. Conditions are established under which the explicit control law is Piecewise

Affine (PWA) and the cost function is Piecewise Quadratic (PWQ).

For discrete-time linear and nonlinear MPC-controlled systems with a buffer mechanism for

packet losses mitigation, subject to input constraints and random packet losses, it is shown that,

at best, the use of a buffer facilitates the transfer of the initial state to the terminal region but

does not guarantee stability under consecutive packet losses. The number of consecutive packet

losses the system can tolerate while maintaining stability is upper bounded by expressions

dependent on system and controller parameters.

The last part extends the results by analysing the robustness of an MPC-controlled system under

bounded additive disturbances. Conditions are derived under which the state remain in the

region of attraction under consecutive packet losses. The results show that the use of the buffer

does not provide the transfer of an initial state to the terminal region. However, we derive upper

bounds on the number of consecutive packet losses that can be tolerated while maintaining

robust stability if the disturbance is sufficiently small.
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Chapter 1

Introduction

Contents
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Outline and summary of contributions . . . . . . . . . . . . . . . . . . . . 4

1.1 Motivation

A Cyber-Physical System (CPS) is a type of large-scale feedback system in which the physical

process is tightly integrated with control, communication and computation technologies . Typi-

cal examples are industrial process plants, power transmission and distribution networks, water

treatment and distribution facilities, autonomous vehicles in transportation systems, industrial

robotics systems, building automation, and smart grids.

Within the CPS framework, the architecture has a physical plant layer composed by intercon-

nected plants with their corresponding actuators and transducers, and a controller layer com-

posed by wired or wireless interconnected remote controllers which are permanently sharing

information through a communication network layer. The CPS can be designed and imple-

mented with flexibility, robustness, and scalability, together with fault-tolerant, disturbance

rejection, and noise suppression techniques under the main assumption that the data over the

communication network layer is reliable [1, 2].

A cyber-threat in CPS refers to any potential danger or risk to one or several cyber assets in the

CPS architecture, including data, software, hardware or communication channels. They can be
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1.1. Motivation

intentional (e.g. malicious actions) or unintentional (e.g. software bugs, human errors, or natural

disasters) disruptions. On the other hand, a cyber-attack can be considered a specialization of

cyber-threats that specifically involves strategic, coordinated and stealthy malicious actions by

one or many adversaries with the objective to compromise the confidentiality, integrity, or

availability of the CPS. Thus, not all cyber-threats can be cyber-attacks but all cyber-attacks can

be cyber-threats [2].

Cybersecurity of CPS from the viewpoint of control theory studies the vulnerabilities against

cyber-attacks, as well as the stealthiness of the attacker’s techniques which reduce the perfor-

mance and become potential dangers for the Networked Control Systems (NCS). The Stuxnet

cyber-attack on an Iranian nuclear plant in 2011 [3, 4], the Maroochy water breach [5] in 2000,

RQ-170 attack on an Unmanned Aerial Vehicle (UAV) in 2011 [6], and the Ukraine attack on the

power distribution system in 2015 [7], are well-known events which indicated that successful

cyber-attacks may have serious economic, industrial or social security impact. Therefore, the

cybersecurity threats of CPS has been studied over the past two decades with topics such as re-

silient control strategies, secure estimation, stochastic stability analysis, and the confidentiality,

integrity and availability of the data over the communication channels [8, 9, 10].

Control theory has been developing successful fault-tolerant and disturbance rejection tech-

niques. Although they can handle cyber-threats in some sense, a fault and a cyber-attack are

different. A fault is a physical event that is dependent of the system dynamics, and does not

have a malicious intention like a cyber-attack does, and a cyber-attack can remain undetected,

be coordinated and is not constrained by the system dynamics [11].

All the techniques in control theory which are formulated, analysed or solved based on subsets

in the state-space can be referred as set-theoretic methods for control systems. The constraints,

uncertainties and disturbances of the dynamic systems in the CPS can be described in terms of

sets. Therefore, topics such as Lyapunov functions, invariance, constraints satisfaction, con-

vexity, contractiveness, convergence, stability and receding horizon-based design are powerful

tools to analyse cyber-attacks and design resilient controllers for CPS [12].

Model Predictive Control (MPC), a subset of set-theoretic control, is a natural candidate for

addressing these challenges. It explicitly incorporates state and input constraints, predicts the

future evolution over a finite horizon, applies receding horizon strategy, and integrates the

concepts of terminal cost, invariant sets, regions of attractions, Lyapunov-like functions which
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Chapter 1. Introduction

guarantee recursive feasibility and stability [13, 14]. Complementary, robust control theory aims

to guarantee stability and performance under uncertainty in the form of the following types:

deterministic or stochastic, additive or multiplicative, parametric, model mismatch, external

disturbances, and measurement noise [15]. Thus, the combination of both makes a powerful

tool to analyse robustness guarantees (stability) with constraint satisfaction under uncertainty,

and cyber-threats or cyber-attacks.

Among the various types of cyber-attacks discussed in the literature review (Chapter 2, e.g.

[16, 17]) –including False Data Injection (FDI), bias injection, replay or rerouting– Denial of

Service (DoS) is specially disruptive in NCS. Such cyber-attack, targeting the availability layer

in the NCS, is often difficult to distinguish from packet losses caused by congestion, wired or

wireless interference, or hardware faults, particularly when they occur intermittently. From the

controller’s viewpoint, the system may be forced to operate in open loop for multiple consecutive

periods of time that can last from seconds to minutes, with a small fraction persisting significantly

longer. During this time, uncertainties, as mentioned before, can accumulate dangerously and

drive the system towards constraint violations or instability regions. Moreover, the detection

mechanisms typically act on the order of seconds to a few minutes, but the may lag behind of the

attack and the mitigation tools may be not sufficient (e.g. persistently stealthy attacks). Thus,

offer the controller designer analysis of the worst-case scenario under consecutive packet losses,

finite attack durations, and non-instantaneous detection and mitigation, improves the resilient

design [18].

In addition, existing results on packet dropouts and intermittent communications–formulated

in the framework of switching systems or stochastic NCS–typically focus on controllability,

observability, or mean-square stability under probabilistic packet dropouts models (Chapter 2,

e.g. [19, 20]). While these works provide important insights, some of them neglect input

and state constraints, relying on strong assumptions such as global stability or the Separation

Principle. On the other hand, in constrained MPC settings, the interaction between packet

losses, disturbances, prediction horizons, terminal ingredients, and buffering strategies for

mitigation can alter closed-loop stability properties. In particular, it is difficult to determine

under which conditions robust stability can be guaranteed, how many consecutive packet losses

can be tolerated, or whether the controller and estimator can be designed independently.

The motivation of this project is that, despite the significant amount of research that was devel-
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oped around cybersecurity on CPS there is little research about stability analysis in cybersecurity

from the viewpoint of constrained MPC. The challenge likely stems from the absence of a gen-

eralized set-theoretic framework and corresponding techniques for addressing key issues such

as robust stability guarantees, and constraint satisfaction in resilient cyber-secure controllers.

This includes controllers designed to withstand simultaneous integrity and availability attacks,

as well as resilient cooperative and non-cooperative distributed controllers operating under such

cyber-threats.

The focus is on DoS attacks modelled as random packet losses over the Controller-Actuator

(C-A) and Sensor-Controller (S-C) channels, in the presence of bounded and unbounded un-

certainty. While other types of attacks such as FDI are important, availability cyber-attacks are

fundamentally relevant threats that directly challenges the stability and constraint satisfaction

guarantees in MPC through worst-case scenarios such as consecutive packet losses. Further-

more, understanding (robust) stability and Separation Principle under random packet dropouts

is a necessary step towards the design of resilient controllers capable of handling more complex,

combined and distributed attack scenarios.

The aim of this thesis is to provide novel methods for the analysis of linear and nonlinear

NCS controlled by nominal and stochastic input-constrained MPC subject to availability DoS

attacks in the form of random packet losses, and uncertainty as additive bounded disturbance

and unbounded noise as Additive White Gaussian Noise (AWGN). Specifically, we seek to

identify: (i) conditions under which stability is guaranteed in the presence of unbounded

disturbances, and random packet losses over the controller and sensor communication channels,

and determine when the Separation Principle between the controller and estimator design holds

or fails; and (ii) establish nominal and robust stability guarantees in the presence of bounded

additive disturbances, and worst-case scenario of consecutive packet losses, highlighting the

MPC design ingredients together with the buffer-based mitigation mechanism over the control

communication channel.

1.2 Outline and summary of contributions

The thesis concerns the stability analysis of nonlinear and linear systems controlled by MPC

technique, subject to input constraints, random packet losses over the communication channels

and additive uncertainty. Stability and robustness conditions are formally presented through
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lemmas and theorems, with numerical examples provided to verify the proposed results.

Before the summary of contributions is presented, we outline the types of controllers, estimators,

mitigation mechanisms, uncertainties, protocols and channels, and where they are considered

on each chapter, see Table 1.1.

Chapter Controller Estimator Mitigation
Mechanism Protocol Channel

4 Stochastic MPC Kalman
Filter

Stochastic MPC
plus Kalman Filter TCP/UDP C-A / S-C

5, 6 Nominal MPC – Buffer UDP C-A

Uncertainty

Chapter Source Location
(Protocol)

Stochastic/
Nondeterministic Signal Type Channel

4
Measurement

noise Sensor Unbounded
stochastic AWGN Continuous

C-A / S-A

Process noise
Plant

5 Process
disturbance

Bounded stochastic
additive C-A

4
Packet dropouts

Network
(TCP/UDP) Nondeterministic Discrete

(binary)
C-A / S-C

5, 6 Network
(UDP) S-C

Table 1.1: Controllers, estimators, mitigation mechanisms, uncertainties, protocols and channels
considered throughout the thesis

In what follows we summarize each chapter.

Chapter 2 summarizes the literature of relevant research about cybersecurity on CPS from

the viewpoint of control theory. Formal definitions of CPS, NCS, together with a taxonomy of

cyber-attacks. A block diagram describes the location of the three generalized groups of attacks;

disclosure, deception and disruption (availability). The availability DoS and FDI cyber-attacks

models are presented; since the DoS attack is the primary cyber-threat used in this thesis, a

block diagram indicates the location of this attack within the NCS.Other attack types, such

as bias injection, replay, and rerouting attacks, are also reviewed, along with the associated

detection and mitigation techniques reported in the literature. In particular, works on LQG-

based control systems under DoS attacks, MPC-based control systems subject to DoS and FDI,
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and the combination of both, are discussed, owing to their importance in Chapters 4–6. Finally,

set-theoretic control, controllability, observability and stability analysis subject to cyber-attacks

are reviewed to motivate and contextualize the stability analysis of MPC schemes subject to

DoS attacks.

Chapter 3 introduces fundamental definitions, concepts and results required throughout the

thesis. It presents the system settings for linear, nonlinear and stochastic formulations, reviews

MPC theory, Quadratic Programming (QP), Lyapunov-based stability analysis, stability con-

ditions in MPC, and the Separation Principle theory. Most of the material in this chapter is

summarized from existing literature and serves to establish notation and technical preliminaries

used in the subsequent chapters.

Chapter 4 investigates an input-constrained Linear Quadratic Gaussian (LQG) problem under

random packet losses in both the sensing and controller channels. In Section 4.4, a counterex-

ample illustrates that, unlike in the unconstrained case, the Separation Principle does not hold

when a Transmission Control Protocol (TCP) protocol is used in the channels. Further analysis

uncovers a relationship between estimation errors and controller prediction errors, indicating

that improving estimation performance can potentially worsen controller performance. In Sec-

tion 4.5, we outline the conditions under which the explicit control law is Piecewise Affine

(PWA) and the cost function is Piecewise Quadratic (PWQ). We identified that the effect of the

probability of packet losses on the explicit PWA solution is due to the simultaneous influence on

both the unconstrained and constrained solutions. By numerical examples, it is shown that the

associated polyhedral partitions are affected by the probability of packet losses and penalization

of the terminal cost.

Chapter 5 analyses an MPC-controlled nominal discrete-time nonlinear system subject to input

constraints and random packet losses in the controller loop over a User Datagram Protocol

(UDP) communication channel. The MPC formulation incorporates a terminal cost function

that satisfies a local Control Lyapunov Function (CLF), but does not include explicit terminal

constraints. It is shown, at best, the use of a buffer facilitates the transfer of the initial state to

the terminal region associated with the CLF-based terminal cost. The number of consecutive

packet losses the system can tolerate while maintaining stability is upper bounded by expressions

dependent on system and controller parameters. The specialized analysis in the linear section

evaluates these bounds and assesses their conservatism by approximating them using the open-
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loop stage-cost and terminal-cost parameters. The numerical examples illustrate that, despite the

conservatism of these bounds, they can be used to fine-tune the controller’s design parameters

and a minimum buffer size, acknowledging that the buffer alone is insufficient to guarantee

stability under consecutive packet losses.

Chapter 6 extends the analysis to MPC-controlled discrete-time nonlinear system subject to input

constraints, random packet losses over a UDP-based controller channel, and bounded additive

disturbances. The controller formulation is a nominal MPC which includes a terminal cost

function that satisfies a local CLF without explicit terminal constraints, however, its operation

in closed-loop differs from the one used in Chapter 5 because the nominal MPC aims to control

an uncertain system. The buffer stores the nominal MPC optimal sequence, which is delivered

to the plant during random packet losses and in the presence of disturbances. We show the

conditions under which the system state remains in the region of attraction despite the combined

effects of uncertainty and consecutive packet losses. When there are additive disturbances, the

use of the buffer does not provide the transfer of an initial state to the terminal region, however,

we analyse the case under the assumption that the buffer transferred an initial state to the terminal

region if and only if the disturbance is sufficiently small. Furthermore, we derived an upper

bound on the number of consecutive packet losses that can be tolerated while maintaining robust

stability. For the linear case, the bounds are approximated using the open-loop stage-cost and

terminal-cost parameters. Numerical examples verify the bounds for the nonlinear and linear

cases. As in Chapter 5, the results suggest a minimum buffer size for tuning guideline, however,

in the presence of additive disturbances, this guideline is more conservative and restrictive, and

should be used strictly as a design heuristic rule.

Chapter 7 presentes a summary of the main contributions and discussions on some directions

for future work.

Finally, we provide a list of publications in which the results of Chapter 4 and Chapter 5 have

been published.

• Chapter 4: Paul Trodden, Paulo Loma-Marconi, and Iñaki Esnaola. “Stability and the

Separation Principle in Output-Feedback Stochastic MPC with Random Packet Losses”.

In: IFAC-PapersOnLine 56.2 (2023), pp. 3818–3823. issn: 2405-8963. doi: 10.1016/j.

ifacol.2023.10.1312, [21]
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1.2. Outline and summary of contributions

• Chapter 5: Paulo Loma-Marconi, Paul Trodden, and Iñaki Esnaola. “Stability of Non-

linear Model Predictive Control Under Consecutive Packet Losses”. In: 2024 UKACC

14th International Conference on Control (CONTROL). IEEE, Apr. 2024, pp. 295–300.

doi: 10.1109/control60310.2024.10531842, [22]
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The literature review presents a summary of the state of the art and relevant research in the last

two decades of cybersecurity from the viewpoint of control theory and set-theoretic methods

on CPS. The sections are focused on the resilient strategies and analysis techniques for LQG,

MPC, Distributed MPC (DMPC) and set-theoretic methods for control. Also, there is a section

covering controllability/stabilizability and observability analysis under DoS cyber-attack.

9



2.1. Cybersecurity on CPS

2.1 Cybersecurity on CPS

A good amount of surveys, books and papers describe the architecture of the CPS as the complex

integration of different layers of computation and communication technologies with physical

systems which interact with humans. The state-of-the-art paper [8] classifies around 138

selected studies of CPS from the viewpoint of automatic control. It presents a comprehensive

comparison framework of actual and future research directions for both industry and academia,

and classifies the literature according to the type of attack and defence (or both) strategies,

security properties such as availability, integrity and confidentiality, and CPS components types

such as plant, sensors, controllers, actuators, network, and detection and estimation processes.

Although, there is a variety of proposed controllers such as event-triggered, Linear Quadratic

Regulators (LQR), Proportional Integral Derivative (PID) and sliding mode control. MPC and

set-theoretic methods are not categorized among the controllers for distributed systems.

Cybersecurity on CPS is presented as an architecture of three layers: physical layer, communi-

cation network layer and control layer. For example, the security of Wireless Sensor Network

(WSN), Information Communication Technology (ICT), Supervisory Control and Data Acqui-

sition (SCADA), and Embedded Systems can be categorized in the context of risk assessments,

that is, the probability of the occurrence of events that could compromise the architecture and

lead it to an unwanted outcome or performance.

Resilient strategies refer to techniques or methods to ensure a CPS continues to operate safely

and maintain acceptable performance despite faults, disturbances, uncertainties, cyber-attacks

or unexpected changes on the system dynamics through detection, adaptation, mitigation and

recovery mechanisms [23, 24, 25]. Two types of resilient techniques are very popular among

cybersecurity for CPS: (i) the reactive approach acts on the identification and mitigation of the

risks after they occur, and (ii) the proactive approach predetermines the risk before they occur

and mitigate them [1, 9, 26, 27]. In this thesis the reactive approach is analysed since there are

some assumptions on the type of risks and the use of some techniques to mitigate them.

In [1], the cybersecurity risks of Distributed Control Systems (DCS) for CPS are listed as

follows: integrity, confidentiality, availability, and authentication and validation. And in [28],

the authors mentioned five stages a resilient control design for distributed CPS should have in

order recognize and respond to known and unknown threats which are recon, resist, respond,

restore and recover. However, from control theory point of view they cover only the surface.
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Other relevant literature [29, 11, 30] which give an overview of modern and recent advances

and proposes frameworks for network threats such as signal sampling, data quantization, com-

munication delay, packet dropouts, access constraints, channel fading, power constraints, and

methodologies for attack and defence.

A comprehensive survey of recent literature in NCS is presented in [31]. The authors develop

an attack space model to illustrate how adversarial resources are allocated in common cyber-

attacks. The paper reviews three types of attacks: FDI, DoS, and replay, and their corresponding

detection and mitigation strategies, including residual-based anomaly detection, robust and

resilient controller design.

A framework to estimate the impact of cyber-attacks on stochastic linear NCS is studied in

[17]. By using a detector stealthiness constraint based on the Kullback–Leibler-divergence, the

authors define two impact metrics that evaluate the probability that the critical states leave a

safety region and the expected value of the infinity norm of the critical states. Moreover, they

derive convex optimization bounds to compute worst-case impact under some types of attacks

such as FDI, DoS, replay, and bias injection.

Another related work is [16], the work presents a framework for evaluating the impact of various

cyber-attack strategies on NCS protected by an anomaly detector. It considers more attacks

such as DoS, FDI, sign alternation, rerouting, replay, and bias injection. In order to quantify

the attack impact, the infinity norm of critical states after a fixed number of time steps is used.

From the viewpoint of stochastic MPC for CPS, [32] is a review paper where resilient stochastic

MPC and resilient DMPC strategies are revised for both non-linear and linear CPS. The review

highlights the importance of adequate probability distribution formulation of the cyber-attacks,

and the application of probabilistic constraints which allows constraint violations caused by

uncertainties or attacks are beneficial for the resilience of the formulation. Technologies that

could handle cyber-attacks such as tube-based MPC and scenario-based approach for linear

systems, and generalized polynomial chaos expansions (gPCE) and the Gaussian-mixture (GM)

approximation approaches for non-linear systems are described, see the references therein [33,

34, 35, 36].
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2.2 Availability and integrity cyber-attacks

In CPS, three distinctive groups are classified: disclosure (confidentiality), deception (integrity),

and disruption (availability) attacks, also called DDD attacks [11]. These can be located over

the C-A and S-C channels, and they can be independent of each other, mixed, and triggered at

the same time Fig. 2.1.

Physical Plant and
Model Uncertainty

Disturbances

SensorsActuators

Controller

NCS

Communication Network

CPS

S-C
channel

C-A
channel

𝐷1 𝐷2 𝐷3

𝐷1 = Disruption (availability - DoS) attack
𝐷2 = Deception (integrity - FDI) attack
𝐷3 = Disclousure (confidentiality) attack

Figure 2.1: Location of DDD attacks.

A confidentiality attack access the communication channels and obtains information about the

NCS [37, 11], the other two types of cyber-attacks are revised in the next sections where we

focus on integrity and availability attacks.

2.2.1 DoS attack models

A DoS attack randomly prevents the successful data delivery over the communication channels

that potentially derive the CPS to an unstable region [38, 39]. They can be dangerous due to the

packet loss in the communication channels, and they do not need knowledge about the system

dynamics.

Fig. 2.2 shows the DoS attack location over the communication channel, where the packet

dropouts can be represented by the switch symbols. The figure also shows that the controller
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and estimator may or may not have knowledge about the packet dropouts on both channels, this

is represented by dashed lines.
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Figure 2.2: Location of the DoS attack and packet dropouts.

It is important to establish the difference between a DoS attack and a packet dropout. The

DoS attack is a general threat that describes strategies, methods or mechanisms intentionally

designed to induce unsuccessful data delivery over the communication channels. The packet

dropouts are the consequences of these unsuccessful data deliveries. Therefore, a DoS attack

can be analysed from the perspectives of the attacker or the system under attack. In this thesis,

we focus on the analysis of the attacked system under to packet dropouts.

The following references consider the DoS attack model described previously. In [40], the

authors provide an overview of known and recent research approaches of the DoS attacks

models on NCS such as deterministic constraint model, game-theoretic optimization model,

and probabilistic model for multi-hop networks. A simple probabilistic model that captures the

uncertainty of the DoS attack is a Bernoulli process [41], and a complex model is a Markov

process [42, 43]. There are other models such as Pulse Width Modulation (PWM) signal model

[44], time delay models [45], and Signal to Interference plus Noise Ratio (SINR) model [46,

47].

Another game-theoretic work related to DoS models is [48], the authors introduce Informational

Denial-of-Service (IDoS) attacks, which overwhelm human operators with deceptive alerts to

exploit cognitive limitations and obscure genuine attacks. It formalizes IDoS using semi-

Markov models and proposes attention-management strategies that selectively highlight alerts
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to mitigate risk. Data-driven evaluations and a case study show that controlled, intentional

inattention can minimize overall security risk.

2.2.2 LQG subject to DoS attacks

Given the relevance of the following works to Chapter 4, some of their technical aspects are

discussed in what follows.

Kalman filtering, optimal control law and Separation Principle

The authors in [41] propose a stochastic optimal LQG controller applying a modified time-

variant Kalman Filter (KF) based on the results in [49, 50]. The resultant framework is able to

handle Bernoulli packet losses of a LQG output-feedback problem for a stochastic LTI system

subject to AWGN in both S-C and C-A channels under TCP and UDP protocols. No input or

states constraints are considered.

The main results are highlighted as follows:

• The derivation of optimal estimation schemes for both TCP and UDP protocols based on

time-variant KF theory.

• The proposition of optimal control laws for both protocols using dynamic programming

technique.

• The conditions under which the Separation Principle holds for the TCP case and does not

hold for the UDP case.

• The derivation of stability conditions for both TCP and UDP protocols based on the largest

eigenvalue of the dynamic matrix and the probabilities of successful packet delivery.

Complementary, a two-variable optimization stochastic LQG compensator which encloses the

zero-input and hold-input attack under TCP protocol is presented in [51]. The solution can be

viewed as a general optimization problem of the LQG formulation presented in the previous

papers but only for the TCP case.

Stability analysis and constrained LQG

In [52], stability is analysed for the same stochastic LQG framework, i.e. subject to AWGN

and without constraints. The objective is to mean-square stabilize the system while minimizing

14



Chapter 2. Literature review

a quadratic performance criteria under Bernoulli packet dropouts. The authors perform the

analysis for both TCP and UDP protocols.

The work on [53] formulates a stochastic LQG problem with power constraints and safety

constraints imposed on the attacker actions. Power constraints are defined as state and input

constraints in an expected sense that limit the energy of state and input at each time step, and

safety constraints are defined as both state and input constraints in a probabilistic sense that the

state and input remain within specified hyperplanes.

Optimal estimation

From the viewpoint of optimal linear estimation only, Kalman filtering with a probabilistic

perspective is considered in [54]. Instead of using the asymptotic behaviour of the expectation

of the error state covariance matrix as a prior performance metric, as in [49], the bounded

probability of the error state covariance matrix can be viewed as a posteriori performance

metric.

In [55], a Linear-Minimum-Variance (LMV) filter using the orthogonality principle is proposed

to give a solution in terms on Lyapunov equation. The problem formulation is a stochastic

LTI systems subject to Bernoulli packet dropouts, and AWGN. No constraints are considered.

Sufficient condition for the convergence of the steady-state LMV filter is also given.

2.2.3 MPC subject to DoS attacks

In [56], the authors review some resilient MPC dividing them by category: lossy commu-

nication, transmission delays, and resource awareness. The authors review the advantages

of implementing MPC to tackle cyber-attacks by showing examples of time-triggered, event-

triggered and self-triggered control laws in deterministic and stochastic fashion with efficient

implementations on embedded systems. Time-triggered control also known as sampled-data

control is where at fixed sampling time the sensors measurements are sent to the controller, the

controller calculates a new input value and is sent to the actuators. However, the event-triggered

MPC and self-triggered MPC methods are proposed as robust control designs that requires

the solution of three optimization problems at each time instant which can be computationally

inefficient. Therefore, for some cases, time-triggered control is still a desirable approach at the

expense of transmission delays due to the synchronized clocks for the controller, sensor and
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actuator.

Buffer mechanism integration

It is in the interest of this thesis to discuss the following related works. Some time-triggered

control propositions are presented as a packetized MPC for non-linear systems with integrated

logic selector buffer and limited consecutive Bernoulli packet dropouts over the C-A channel

[57]. The buffer is set before the actuator and acts as a firewall protection: if there is a missing

input signal the buffer sends the previous valid input signal to the actuator, thereby preventing

the plant going on unstable open-loop dynamics Fig. 2.3.

Physical Plant and
Model Uncertainty

Disturbances

SensorsActuatorsBuffer

Resilient
SMPC

Communication Network

S-C
channel

C-A
channel

𝐷1

Figure 2.3: Time-triggered MPC with smart buffering. It is assumed the synchronized clocks
for the controller, sensors and actuators.

Extensions of this approach that incorporates stochastic stability notions and allow for unlimited

consecutive Bernoulli packet dropouts are studied in [58, 59]. The analysis of robust stochastic

stability under Markovian packet dropouts model–a more general formulation than the Bernoulli

model–with unlimited dropout length is addressed in [42]. Similar to earlier works, the authors

present bounds under which stochastic stability can be guaranteed.

Finally, [60] uses a stochastic MPC formulation based on an input parametrized model. The

main difference with respect to the aforementioned problem settings is that the authors consider

ACK of the packet dropouts available to the controller, along with uncertainties. This results in

a more robust analysis and improves or extends some results previously reported by the same

authors.

Other techniques are listed as follows: controller design based on an augmented closed-loop
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dynamics subject to logarithmic data quantization (packetized data) errors and packet dropouts

[61], an extension of the latter with Markov dropout model [62], and extending the previous to

non-linear systems, [63] approach uses a Tagaki-Sugeno fuzzy MPC controller and closed-loop

stability guarantee by solving Linear Matrix Inequalities (LMI).

A packet-based MPC with C-A and S-C packet losses for non-linear systems is shown in

[64]. The formulation is an extension of [59], a buffer in the actuator and another buffer in

the estimator. The stochastic stability conditions are generalization forms presented in [60].

Other formulation in [65] is an output feedback stochastic MPC with additive disturbances and

noisy measurements, the minimization is subject to a discounted sum of second moments of an

auxiliary output.

2.2.4 FDI attack models

An integrity attack, called FDI attack, corrupts the S-C and C-A communication channels by

introducing false data which drive the NCS to an undesired state with little knowledge of the

plant [66, 67, 68]. The traditional approach relies on data encryption to protect the S-C channel,

while the latter technique depends on identification methods, see [69, 26] for extensive review.

An objective of the FDI attack is to maximize the damage while remains undetectable. The

authors in [67] analyse an FDI attack for linear systems with LQG controller by assuming there

is a packet dropout detector in the S-C channel. Sufficient conditions are proved under which

the attack destabilizes the system while avoiding the detection. Attacks on the state estimation

process is studied in [68], the authors prove that the residual detection technique is not enough

when the attacker has knowledge about the measurement data. Similar to [68], the time-invariant

state estimator proposition in [70] finds conditions under which FDI attacks are undetectable.

2.2.5 MPC subject to FDI attacks

In [10] is studied the FDI attacks with delay transportation and disturbances. The authors

describe secure networked predictive control for UDP channel based on a secure UDP receiver

that verifies the integrity of the information. However, this method uses a secure encryption

UDP algorithm.

In [71], an FDI attack detection and rejection method based on MPC is proposed. The false
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data is injected into the control variable, if the attack is detected, a traditional state-feedback

backup controller takes over the control of the CPS. The optimal solution of the proposition is

obtained by the integration of the main controller and the backup controller into a single MPC

controller. If there is no attack, the optimal solution is the main controller, if there is an attack,

the optimal solution is obtained by the constraints of both dynamics.

In [72], the authors propose a moving-window attack-detection based on MPC. The formulation

uses past samples data of the corrupted states and it compares them with the nominal past

samples in a temporal sliding window. The recorded data of the moving-window is used to

obtain a probabilistic performance index which guarantees the information integrity and make

a decision about the existence of the attack. The decision is a hypothesis test over the window

of observation.

2.2.6 MPC subject to simultaneous DoS and FDI attacks

There not too much work related with the design and analysis of resilient MPC for CPS, but the

following are worth mentioning. In [73], it is proposed a secure observer-based controller for

linear systems subject to DoS and FDI attacks. Sufficient conditions under which the observer-

based controller is guaranteed using stochastic analysis. The controller gain is obtained applying

LMI technology. The extension of the previous work is presented in [74], it includes noisy

measurements and actuation time-delays. The solution is also obtained by LMI.

In [75], the authors develop an observer-based fuzzy MPC scheme for uncertain discrete-time

nonlinear NCS under FDI and DoS, using interval type-2 Takagi–Sugeno fuzzy theory. A secure

observer resilient to FDI attacks and a fuzzy MPC algorithm ensuring recursive feasibility are

proposed, with simulations demonstrating effectiveness.

In DMPC systems it is common to assume the state measurements are available all the time

for all the subsystems, but in attacked DMPC systems the loss of communication is no more

guaranteed. For DMPC systems, various algorithms have been proposed to solve problems

of maintenance and tolerance to faults, such as the type of local or global cost function, non-

iterative or single-iterative solution procedure, and the degree of information exchange between

the subsystems. However, DMPC under cyber-attacks can be very dangerous, as an example,

in [76], a cooperative-based DMPC scheme composed by nonconforming local controllers are

submitted under two types of FDI attacks: fake weights attacks and fake constraints attacks. The
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following references propose formulations to countermeasure DoS and FDI attacks in DMPC.

In [77], a robust cooperative DMPC algorithm using an observer within each subsystem is

presented. The observer is continuously and recursively estimating the bounds of the states for

all the plant states which are used as extra state constraints within a LMI formulation to calculate

the control gains. An iterative DMPC formulation wide area measurement power systems based

in cooperative control strategy subject to FDI attacks is proposed in [78]. The FDI attacks are

described as delayed input states, and sufficient condition under which the closed-loop system

stability is guaranteed is obtained by using Lyapunov LMI approach.

In these works [79, 80], the DMPC formulation is subject to DoS attacks, it solves a min-

max worst-case optimization problem considering the packet dropouts probabilities and input

constraints. Also, recursive feasibility and closed-loop mean-square stability are proved. A

resilient stochastic DMPC subject to DoS attacks and input saturation constraints is presented in

[81], the authors characterized the DoS attack as a Bernoulli-distributed white sequence which

provides a trade-off between input saturation constraint satisfaction and control performance.

Recursive feasibility and closed-loop stability are proved.

A secure distributed output-feedback MPC framework for leader-following consensus in dis-

turbed linear multi-agent systems facing simultaneous FDI and DoS attacks is presented in

[82]. The scheme integrates a robust multivariate observer, a DMPC controller, and actuator

buffering to maintain recursive feasibility and achieve consensus.

2.2.7 Set-theoretic control for CPS under cyber-attacks

Applied set-theoretic methods is presented in [83], the authors present a stochastic MPC with

information sets divided in several subsets such that the information set with all possible

packet losses, the infinite-horizon and the finite-horizon information set help to establish a

relationship between the infinite-horizon quadratic performance index and the prediction horizon

performance index. A dual-mode linear MPC formulation subject to input and state constraints,

an attack-resilient terminal set and stability analysis is shown in [84], the authors propose

conditions under which the constraints are satisfied and exponential stability is guaranteed by

the duration of the DoS attacks and MPC prediction horizon.

In [85] is presented a set-theoretic control framework subject to DoS and FDI attacks, an
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anomaly detector module and a resilient pre-check/post-check module, and the scheme ensures

uniformly ultimate boundedness and constraints satisfaction. The authors in [86] analyse a

constrained linear system subject to FDI attack from the viewpoint of set-theoretic analysis

where the control input plus the attacked control input satisfies the hard input constraints. It

is proposed condition under which it is not possible to satisfy state constraints based on the

spectral radius of the system, the relative sizes of the input and state constraints, and the portion

of the input constraint set that is allowed to the cyber-attack.

The work in [87] addresses a class of perturbed Linear Time-Invariant (LTI) systems and

introduce two security metrics that quantify the potential impact of stealthy attacks on the

sensor measurement loop. Analytical tools (based on reachable sets theory) are provided to

evaluate these metrics based on given system dynamics, control strategies, and monitoring

mechanisms. Synthesis methods, formulated as semidefinite programs, to redesign controllers

and monitors that minimize the effects of stealthy attacks while ensuring the desired performance

of the system in the absence of attacks.

A framework for modelling attack scenarios in cyber-physical control systems by representing

them as constrained linear switching systems is presented in [88]. The authors embed in a single

model the dynamics of the physical process, attack patterns, and attack detection mechanisms,

more specifically FDI attacks on both control and sensor loops. The framework accommodates

a broad class of non-deterministic attack strategies and enables system safety to be characterized

as an asymptotic property. By computing the maximal safe set, the proposed impact metrics

provide an intuitive quantification of safety degradation and the influence of cyber-attacks on

system safety.

In the domain of hybrid CPS, a system under dwell-time constraints can be modelled as a

constrained switching system. A dwell-time constraint enforces or imposes a restriction on how

fast the switching process is allowed from one mode to another, in other words, the minimum

time duration a system must remain in a given mode before switching to the other [89]. Under

this perspective, packet losses in NCS can be modelled as a constrained switching system with

minimum and maximum dwell time properties. In [90], the authors present combinatorial

methods for hybrid systems based on automata theory, in which this general methodology is

used for invariant sets computation for systems with dwell-time constraints.
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2.3 Controllability, observability and stability analysis sub-

ject to cyber-attacks

Since the study of controllability, observability and stability analysis in NCS subject to cyber-

attacks are related with the title of this thesis, some relevant works are presented in the following

subsection. Moreover, a subsequent subsection is dedicated to stability of MPC.

2.3.1 Controllability and observability subject to DoS attack

A series of works develop a unified framework for analysing fundamental system-theoretic

properties of discrete-time linear NCS subject to packet losses. In [91], the work focuses

on controllability under packet dropouts, modelling the loss patterns with an automaton that

constrains the number of allowable consecutive losses, and reformulating the problem as a

constrained switching system that is algebraically characterized and algorithmically feasible

through a connection to Skolem’s theorem.

Extending this methodology, [92] addresses observability under similar packet loss constraints,

demonstrating that the controllability framework directly generalizes to observability and re-

mains valid even for non-invertible system matrices, thereby improving upon the earlier results.

Finally, the authors in [20], generalize these ideas by providing algorithmically verifiable neces-

sary and sufficient conditions not only for observability and controllability, but also for properties

such as reachability, detectability, and stabilizability, unifying them through algebraic relations

and Skolem’s theorem while also establishing connections to models with time-varying delays

in wireless control networks.

The work in [93] investigates the problem of quantized output-feedback stabilization in NCS

subject to DoS attacks. The authors first consider the case where the average duration and

frequency of DoS attacks are bounded and an initial estimate of the plant state is available,

proposing an output encoding strategy that ensures exponential convergence with finite data

rates. They further demonstrate that an appropriate state transformation can eliminate the

assumption on attack frequency. Finally, it derives bounds on the system state under DoS

conditions and establishes sufficient conditions on attack duration and frequency that guarantee

Lyapunov stability of the closed-loop system.
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2.3.2 Stability of MPC subject to DoS attack

The conditions for stability guarantee based on a known upper bound of the attack and the

spectral radius of the dynamic matrix of a linear system by means of mean-square stability

analysis is studied in [94]. As an extension of [59], in [95] the authors present Input-to-State

Stability (ISS) conditions such as terminal control law, Lipschitz continuity, robust positive

invariance for closed-loop stability with bounded consecutive packet dropouts. The authors in

[61] present a notion of closed-loop stability of a linear system with input and state constraints

applying LMI stability analysis for packet loss and data quantization error.

A Lyapunov function based on conditions similar to [95] is presented in [96] to ensure regional

Input-to-State practical Stability (ISpS) analysis for non-linear NCS. In [97, 38], the authors es-

tablished conditions to guaranteed feasibility and ISpS based in the attack duration, disturbance

bound and prediction horizon.

Similar to [94], the authors in [98] studied the conditions of closed-loop stability guarantee

using an augmented model to bound the maximum dropout rate before a linear system goes to

unstable mode. An output quantized feedback with encoded scheme is presented in [93], the

authors encodes the data flow of the S-A and C-A channels to remove the DoS the maximum

packet losses frequency to guarantee Lyapunov stability for the closed-loop system.

Another stability analysis is studied in [19], a system operating under time-varying transmission

intervals, time-varying delays, and strict communication constraints. The proposition employs

node analysis where only one node may transmit at a time according to scheduling protocols such

as Round-Robin (RR) or Try-Once-Discard (TOD). The authors extend these classical protocols

to new “periodic” and “quadratic” variants, and propose a unified modelling framework for linear

plants and controllers using discrete-time switched linear uncertain systems, accommodating

both continuous- and discrete-time controllers. To address the stability analysis over a range of

transmission intervals and delays (including those with a nonzero lower bound), they introduce

a procedure for constructing a convex polytopic overapproximation with tight norm-bounded

uncertainty.
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2.4 Summary and research opportunities

Most of the resilient controller and resilient estimator propositions presented in the literature

review relies on the stochastic modelling of the cyber-attacks, i.e. Bernoulli and Markov

processes. Especially for the availability and integrity attacks, the filtering theory is extensively

used to detect or reject attacks, and the controller design theory is mostly used to propose resilient

controllers. In most of the cases, for both S-C and C-A channels, the resilient formulations are

different. The controller and estimator need to be design separately, but the downside is that the

CPS scheme has to be studied under one type of cyber-attack, that is why there are not so many

works mixing different types of attacks, e.g. both FDI and DoS. The following were identified

in the literature review.

Control design: For the CPS in Fig. 2.1, subject to disturbances, noisy measurements and

stochastic uncertainties, the resilient (stochastic) controller is designed to satisfy the following

requirements:

• Handle threats or attacks in both S-C and C-A channels.

• Closed-loop stability guarantee under different types of threats or attacks.

• Ensure closed-loop constraints satisfaction.

Stability analysis: The stability analysis can be studied from the viewpoint of Lyapunov

analysis and stochastic (mean-square) analysis. The conditions for linear and non-linear CPS

are continuity and positive invariance satisfaction. Most of the propositions do not account

closed-loop stability with input and state constraint satisfaction, most of them only account the

input constraints, and use the duration of the DoS attack as upper bound to ensure convergence.

From the viewpoint of set-theoretic design and analysis two techniques are used:

• Resilient terminal set with resilient terminal cost.

• Stochastic tube MPC to deal with DoS attacks by the addition of extra constraints to

guarantee recursive feasibility and quadratic stability.

In summary, it is still theoretically challenging to propose a unified resilient stochastic set-

theoretic (MPC-based) control framework with recursive feasibility and closed-loop stability

guarantees due to the complex integration of the attack detection, resilient control and resilient

estimation. Some identified challenges are still open according to the literature review:
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• Robust stability analysis of nonlinear and linear system under MPC-controlled systems

with constraints satisfaction.

• Integrate zero-input DoS attack and hold-input DoS attack models in a CPS with asyn-

chronous clocks in the controllers, sensors and actuators.

• Propose secure sensor fusion framework for multiple sensor channels.

• Formulate set-theoretic information approach to model invariant sets for DMPC.

• Resilient controllers with attack detection of simultaneous availability and integrity at-

tacks.

• Recursive feasibility guarantees under different types of threats or attacks.

• Ensure closed-loop probabilistic or chance constraints satisfaction, i.e. handling uncer-

tainty by requiring constraints to be satisfied with high probability rather than determin-

istically [99].

• Use of hybrid systems and automata theory frameworks to model DoS attacks as dwell-

time constraints for constrained switching systems.

Given the summary and research opportunities identified above, this thesis addresses the problem

of robust closed-loop stability analysis for linear and nonlinear systems under the DoS cyber-

attack, in the form of random packet losses affecting both actuation and sensor channels. State

constraints are not explicitly considered, since guaranteeing recursive feasibility jointly with

closed-loop stability remains technically challenging and is still an open problem, as discussed

in the literature review. Instead, we focus the effort on the non-trivial integration of input

constraints into the analysis of robust closed-loop stability and the conditions under which the

Separation Principle holds or fails, in the presence of DoS attacks. The resulting analysis has

the objective to provide methods that may facilitate the systematic inclusion of both state and

input constraints in future works on resilient MPC frameworks.
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3.1. System setup

3.4 The Separation Principle . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

This chapter presents the basic definitions and results on MPC theory, QP, Lyapunov stability

for MPC, and Separation Principle. It serves as an introduction to material that is related in the

subsequent chapters. Most of the definitions and results can be found in the literature.

In what follows, the notation 𝑥𝑘+ 𝑗 |𝑘 is the j-step ahead prediction of 𝑥 , and 𝑥𝑘 |𝑘 is the value of 𝑥

at time 𝑘 ∈ N≥0. 𝑥+ is shorthand for 𝑥𝑘+1 when 𝑥 = 𝑥𝑘 .

3.1 System setup

The thesis considers the nonlinear, linear and linear stochastic MPC formulation. The linear

stochastic system is used in Chapter 4, the linear and nonlinear systems are used in Chapter 5,

and the nonlinear stochastic system is used Chapter 6.

3.1.1 Nonlinear system

Consider the following discrete-time nonlinear system

𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝑢𝑘) (3.1a)

𝑦𝑘 = 𝑔(𝑥𝑘). (3.1b)

3.1.2 Nonlinear stochastic system

Consider the following discrete-time nonlinear system with additive uncertainty

𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝑢𝑘) +𝑤𝑘 (3.2a)

𝑦𝑘 = 𝑔(𝑥𝑘) + 𝑠𝑘 . (3.2b)

3.1.3 Linear system

The following discrete-time linear system

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑢𝑘 (3.3a)
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𝑦𝑘 = 𝐶𝑥𝑘 . (3.3b)

3.1.4 Linear stochastic system

And the following discrete-time linear system with additive uncertainty

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑢𝑘 +𝑤𝑘 (3.4a)

𝑦𝑘 = 𝐶𝑥𝑘 + 𝑠𝑘 . (3.4b)

For all the cases, 𝑥𝑘 ∈ R𝑛, 𝑢𝑘 ∈ R𝑚, and 𝑦𝑘 ∈ R𝑝 are, respectively, the state, input, and output

of the system at sample time 𝑘 ∈ N≥0. The system input, 𝑢𝑘 , is constrained to take values in

a set U ⊂ R𝑚 but the states and outputs are unconstrained for all the settings. The nonlinear

and linear stochastic system are subject to uncertainty in the form of process noise 𝑤𝑘 and

measurement noise 𝑠𝑘 .

We remark that for all the cases, the output 𝑦𝑘 is defined for completeness but is not used in

Chapters 5 and 6.

Also, some assumptions are introduced.

Assumption 3.1 (Continuity of the system). The functions 𝑓 (·, ·) and 𝑔(·) are continuous and

satisfies 0 = 𝑓 (0, 0) and 0 = 𝑔(0).

Assumption 3.2. The matrices 𝐴, 𝐵 and 𝐶 are known, the pair (𝐴, 𝐵) is stabilizable, and the

pair (𝐶,𝐴) is observable.

Assumption 3.3. The set U is known and compact, containing the origin in its interior.

Assumption 3.4 (Noise for the linear stochastic system). The process noise𝑤𝑘 ∈ R𝑛 and mea-

surement noise 𝑠𝑘 ∈ R𝑝 are independent and identically distributed (i.i.d.) random variables,

with𝑤𝑘 ∼ N (0, 𝑄𝑤 ) and 𝑠𝑘 ∼ N (0, 𝑅𝑠).

Assumption 3.5 (Noise for the nonlinear stochastic system). The process noise 𝑤𝑘 and mea-

surement noise 𝑠𝑘 are bounded additive disturbances and can take any values in the setsW ⊂ R𝑛

and S ⊂ R𝑝 . The sets W and S are compact, and contain the origin in their interiors.

Assumption 3.6. Let I𝑘 ≔ {y𝑘} denote the information set available to the controller at time
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𝑘 ∈ N≥0, where y𝑘 = {𝑦𝑘 , 𝑦𝑘−1, · · · , 𝑦1}. Additional vectors may be included in I𝑘 as required

by the problem formulation.

3.2 Model Predictive Control (MPC)

MPC is an optimization-based control strategy that solves a Finite-Horizon Linear Quadratic

(FH-LQ) problem subject to constraints. A model of predicted states based on the system

dynamics is used to minimize an objective function that satisfies constraints given the actual

state. The obtained solution is a sequence of open-loop controls from which only the first

one is implemented on the system, inducing feedback. The rest of the sequence is discarded

and the process is repeated for the next sampling time, this method is often called Receding

Horizon (RH) principle. Advantages of MPC against other control strategies are the handling

of constraints, and the system’s nonlinearities [100, 101].

3.2.1 Optimal control problem

The general optimal control problem for MPC includes the state and terminal state constraints.

In this work we omit the use of both since our objective of stability analysis requires input

constraints only. Under this setting, recursive feasibility of the optimization problem is trivially

guaranteed, as no state constraints are imposed and the admissible control law is defined over

the entire state space. Therefore, if the problem is feasible at the initial time, it remains feasible

at all subsequent time steps. However, we still need terminal ingredients to guarantee stability,

this is exposed in a later section.

The following definitions and assumptions are required before properly presenting the problem.

Definition 3.1 (Cost function). Let 𝐽𝑁 (·, ·) : R𝑛 × U → R≥0 denote the cost function defined as

𝐽𝑁 (𝑥𝑘 , u𝑘) :=
𝑁−1∑︁
𝑗=0

ℓ(𝑥𝑘+ 𝑗 |𝑘 , 𝑢𝑘+ 𝑗 |𝑘) +𝑉𝑓 (𝑥𝑘+𝑁 |𝑘), (3.5)

where 𝑁 ∈ N≥0 is the horizon length, ℓ(·, ·) is the stage cost and𝑉𝑓 (·) is terminal cost functions.

Definition 3.2. The decision variable of the optimal problem is the finite sequence of future

control input, i.e.

u𝑘 :=
{
𝑢𝑘 |𝑘 , 𝑢𝑘+1|𝑘 , . . . , 𝑢𝑘+𝑁−1|𝑘

}
. (3.6)
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Definition 3.3. The stage cost function ℓ(·, ·) : R𝑛 × U → R≥0 and terminal cost function

𝑉𝑓 (·) : R𝑛 → R≥0 are defined as

ℓ(𝑥,𝑢) = ∥𝑥 ∥2
𝑄 + ∥𝑢∥2

𝑅 (3.7a)

𝑉𝑓 (𝑥) = ∥𝑥 ∥2
𝑄 𝑓
, (3.7b)

where 𝑄 ∈ R𝑛×𝑛 and 𝑅 ∈ R𝑚×𝑚 are the state penalty, and input penalty matrices respectively,

and 𝑄 𝑓 ∈ R𝑛×𝑛 is the terminal penalty matrix, and 𝑄 ≻ 0, 𝑅 ≻ 0, and 𝑄 𝑓 ≻ 0.

Definition 3.4. The value function 𝑉 0
𝑁
(·) : R𝑛 × U → R≥0 of the optimal problem is

𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘). (3.8)

Assumption 3.7. The constraint set is

U := U × · · · × U . (3.9)

Now, we are in the position to present the optimal control problems for the different settings

that are used in the Chapters 4, 5 and 6.

In what follows we say P𝑁 (𝑥𝑘) is the optimal problem to be solved, and 𝑥𝑘+ 𝑗 |𝑘 is the 𝑗-step ahead

prediction of 𝑥 made at time 𝑘 ∈ N≥0

3.2.1.1 Nominal nonlinear MPC

Before we proceed, we must remark that the following control problem is used for both the

nonlinear (Section 3.1.1) and nonlinear stochastic (Section 3.1.2) systems, which are presented

in the Chapters 5 and 6, respectively.

Given the system (3.1) (or (3.2)) at a state 𝑥𝑘 , the problem is to determine the optimal control

law such that the state 𝑥𝑘 is transferred to (nearby) the origin, subject to the input constraint

set (3.9) (and uncertainty given by Assumption 3.5), while minimizing the cost function (3.5)

through the following optimal control problem.

P𝑁 (𝑥𝑘) : 𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘), (3.10a)
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subject to, for 𝑗 ∈ N[0,𝑁−1] ,

𝑥𝑘 |𝑘 = 𝑥𝑘 (3.10b)

𝑥𝑘+ 𝑗+1|𝑘 = 𝑓 (𝑥𝑘+ 𝑗 |𝑘 , 𝑢𝑘+ 𝑗 |𝑘) (3.10c)

𝑢𝑘+ 𝑗 |𝑘 ∈ U . (3.10d)

3.2.1.2 Nominal linear MPC

Similarly, given the system (3.3) at a state 𝑥𝑘 , the problem is to determine the optimal control

law such that the state 𝑥𝑘 is transferred to the origin, subject to the input constraint set (3.9),

while minimizing the cost function (3.5) through the following optimal control problem.

P𝑁 (𝑥𝑘) : 𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘), (3.11a)

subject to, for 𝑗 ∈ N[0,𝑁−1] ,

𝑥𝑘 |𝑘 = 𝑥𝑘 (3.11b)

𝑥𝑘+ 𝑗+1|𝑘 = 𝐴𝑥𝑘+ 𝑗 |𝑘 + 𝐵𝑢𝑘+ 𝑗 |𝑘 (3.11c)

𝑢𝑘+ 𝑗 |𝑘 ∈ U . (3.11d)

3.2.1.3 Stochastic linear MPC

Finally, given the system (3.4) at a state 𝑥𝑘 , the problem is to determine the optimal control

law such that the state 𝑥𝑘 is transferred to a neighbourhood of the origin, subject to the input

constraint set (3.9) and uncertainty (Assumption 3.4), while minimizing the cost function (3.5)

through the following optimal control problem.

P𝑁 (𝑥𝑘) : 𝑉 0
𝑁 (I𝑘) = min

u𝑘∈U
E{𝐽𝑁 (𝑥𝑘 , u𝑘) | I𝑘}, (3.12a)

subject to, for 𝑗 ∈ N[0,𝑁−1] ,

𝑥𝑘 |𝑘 = 𝑥𝑘 (3.12b)

𝑥𝑘+ 𝑗+1|𝑘 = 𝐴𝑥𝑘+ 𝑗 |𝑘 + 𝐵𝑢𝑘+ 𝑗 |𝑘 (3.12c)

𝑢𝑘+ 𝑗 |𝑘 ∈ U . (3.12d)
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We need to remark that all the optimal control problems do not have state, output and terminal

constraints.

Definition 3.5 (Optimal solution). Solving P𝑁 (𝑥𝑘) at 𝑥𝑘 yields the solution

u0
𝑘
(𝑥𝑘) :=

{
𝑢0
𝑘 |𝑘 , 𝑢

0
𝑘+1|𝑘 , . . . , 𝑢

0
𝑘+𝑁−1|𝑘

}
. (3.13)

The application of the first control in the optimal sequence to the plant, followed by a repetition

of the whole process at the next sampling instant, defines the implicit control law.

Definition 3.6 (Optimal (implicit) control law). The optimal (implicit) control law for the

optimal problem P𝑁 (𝑥𝑘) is defined as

𝑢𝑘 = 𝜅𝑁 (𝑥𝑘) := 𝑢0
𝑘 |𝑘 . (3.14)

3.2.2 Linear Quadratic Programming (QP) problem

The linear QP problem formulation is a widely used technique for solving MPC problems. Its

primary advantage lies in its direct compatibility with QP solvers for online implementation, as

well as its ability to provide an explicit solution for offline implementation [102]. This compact,

dense formulation reduces the number of decision variables and constraints, making it well-

suited for active-set methods. However, it tends to be numerically ill-conditioned, particularly

for unstable systems. Therefore, while the problem size is smaller, performance may degrade

for large 𝑁 , leading to significant computational costs.

An alternative approach is the sparse QP formulation, which retains state predictions within

the decision variables. Although both formulations yield the same theoretical solution, their

practical performance differs considerably. The sparse formulation results in a larger problem

but is better conditioned, making it more suitable for interior-point methods. However, for small

values of 𝑁 , this advantage may be negligible [103].

First, we need to restate the nominal linear MPC as defined in Section 3.2.1.2. By using

the quadratic norms for the stage and terminal costs defined in Definition 3.3, and using the

cost function (3.1), the optimal control problem P𝑁 (𝑥𝑘) for the nominal linear MPC can be
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formulated as

P𝑁 (𝑥𝑘) : 𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘) (3.15a)

𝐽𝑁 (𝑥𝑘 , u𝑘) =
𝑁−1∑︁
𝑗=0

(

𝑥𝑘+ 𝑗 |𝑘

2
𝑄
+



𝑢𝑘+ 𝑗 |𝑘

2
𝑅

)
+



𝑥𝑘+𝑁 |𝑘


2
𝑄 𝑓

=

𝑁−1∑︁
𝑗=0

(
𝑥⊤
𝑘+ 𝑗 |𝑘𝑄𝑥𝑘+ 𝑗 |𝑘 + 𝑢

⊤
𝑘+ 𝑗 |𝑘𝑅𝑢𝑘+ 𝑗 |𝑘

)
+ 𝑥⊤

𝑘+𝑁 |𝑘𝑄 𝑓 𝑥𝑘+𝑁 |𝑘 , (3.15b)

subject to, for 𝑗 ∈ N[0,𝑁−1] ,

𝑥𝑘 |𝑘 = 𝑥𝑘 (3.15c)

𝑥𝑘+ 𝑗+1|𝑘 = 𝐴𝑥𝑘+ 𝑗 |𝑘 + 𝐵𝑢𝑘+ 𝑗 |𝑘 (3.15d)

𝑢𝑘+ 𝑗 |𝑘 ∈ U . (3.15e)

Second, we need the following definition, and then, we are in conditions to formulate the QP

problem by vectorizing the prediction and cost function equations.

Definition 3.7 (Quadratic Programming (QP) [102]). A QP problem with constraints is defined

by

min
𝑧

1
2
𝑧⊤𝐻𝑧 + 𝑐⊤𝑧 + 𝑑, (3.16)

subject to,

𝑃𝑧 ≤ 𝑞, (3.17)

where 𝑧 ∈ R𝑛 is the decision variable, 𝐻 ∈ R𝑛×𝑛 is the Hessian matrix, 𝑐 ∈ R𝑛×1, and 𝑑 ∈ R.

The constraints 𝑃 ∈ R𝑐𝑧×𝑛, 𝑞 ∈ R𝑐𝑧 , and 𝑐𝑧 is the number of constraints for 𝑧.

3.2.2.1 Vectorizing the prediction equation

Setting 𝑥𝑘 = 𝑥𝑘 |𝑘 , and 𝑢𝑘 = 𝑢𝑘 |𝑘 and applying the model (3.3) recursively, we have that

𝑥𝑘+1|𝑘 = 𝐴𝑥𝑘 + 𝐵𝑢𝑘

𝑥𝑘+2|𝑘 = 𝐴𝑥𝑘+1|𝑘 + 𝐵𝑢𝑘+1|𝑘 = 𝐴
2𝑥𝑘 +𝐴𝐵𝑢𝑘 |𝑘 + 𝐵𝑢𝑘+1|𝑘

... =
... =

...

𝑥𝑘+𝑁 |𝑘 = 𝐴𝑥𝑘+𝑁−1|𝑘 + 𝐵𝑢𝑘+𝑁−1|𝑘 = 𝐴
𝑁𝑥𝑘 +𝐴𝑁−1𝐵𝑢𝑘 |𝑘 + · · · + 𝐵𝑢𝑘+𝑁−1|𝑘 ,
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stacking 

𝑥𝑘+1|𝑘

𝑥𝑘+2|𝑘
...

𝑥𝑘+𝑁 |𝑘

︸    ︷︷    ︸
x𝑘

=



𝐴

𝐴2

...

𝐴𝑁

︸︷︷︸
𝐹

𝑥𝑘 +



𝐵 0 . . . 0

𝐴𝐵 𝐵 . . . 0
...

...
. . .

...

𝐴𝑁−1𝐵 𝐴𝑁−2𝐵 . . . 𝐵

︸                            ︷︷                            ︸
𝐺



𝑢𝑘 |𝑘

𝑢𝑘+1|𝑘
...

𝑢𝑘+𝑁−1|𝑘

︸       ︷︷       ︸
u𝑘

,

the predicted equality constraint is

x𝑘 = 𝐹𝑥𝑘 +𝐺u𝑘 , (3.18)

where x𝑘 , and u𝑘 are the state, and input sequence predictions over all steps 𝑗 ∈ N[0,𝑁 ] .

3.2.2.2 Vectorizing the cost function in prediction

Rewriting the cost function (3.15) without the input constraint

𝑥⊤
𝑘 |𝑘𝑄𝑥𝑘 |𝑘 +



𝑥𝑘+1|𝑘

𝑥𝑘+2|𝑘
...

𝑥𝑘+𝑁 |𝑘



⊤ 

𝑄 0 . . . 0

0 𝑄
. . .

...

...
. . . 𝑄 0

0 . . . 0 𝑄 𝑓

︸                 ︷︷                 ︸
𝑄̃



𝑥𝑘+1|𝑘

𝑥𝑘+2|𝑘
...

𝑥𝑘+𝑁 |𝑘


+



𝑢𝑘 |𝑘

𝑢𝑘+1|𝑘
...

𝑢𝑘+𝑁−1|𝑘



⊤ 

𝑅 0 . . . 0

0 𝑅
. . .

...

...
. . . 𝑅 0

0 . . . 0 𝑅

︸               ︷︷               ︸
𝑅



𝑢𝑘 |𝑘

𝑢𝑘+1|𝑘
...

𝑢𝑘+𝑁−1|𝑘


with 𝑥𝑘 |𝑘 = 𝑥𝑘 , now the problem is to minimize

𝐽𝑁 (𝑥𝑘 , u𝑘) = 𝑥⊤𝑘 𝑄𝑥𝑘 + x⊤
𝑘
𝑄̃x𝑘 + u⊤

𝑘
𝑅u𝑘 , (3.19a)

subject to,

x𝑘 = 𝐹𝑥𝑘 +𝐺u𝑘 . (3.19b)

Substituting the equality constraint (3.18) in (3.19a),

𝐽𝑁 (𝑥𝑘 , u𝑘) = 𝑥⊤𝑘 𝑄𝑥𝑘 + (𝐹𝑥𝑘 +𝐺u𝑘)⊤𝑄̃ (𝐹𝑥𝑘 +𝐺u𝑘) + u⊤(𝑘)𝑅u𝑘 ,
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omitting 𝑘 only for the algebraic operations

= 𝑥⊤𝑄𝑥 + ((𝐹𝑥)⊤ + (𝐺u)⊤)𝑄̃ (𝐹𝑥 +𝐺u) + u⊤𝑅u

= 𝑥⊤𝑄𝑥 + (𝐹𝑥)⊤𝑄̃𝐹𝑥 + (𝐹𝑥)⊤𝑄̃𝐺u + (𝐺u)⊤𝑄̃𝐹𝑥 + (𝐺u)⊤𝑄̃𝐺u + u⊤𝑅u,

grouping terms

= 𝑥⊤𝑄𝑥 + 𝑥⊤𝐹⊤𝑄̃𝐹𝑥︸                  ︷︷                  ︸+𝑥⊤𝐹⊤𝑄̃𝐺u + u⊤𝐺⊤𝑄̃𝐹𝑥︸                        ︷︷                        ︸+ u⊤𝐺⊤𝑄̃𝐺u + u⊤𝑅u︸                  ︷︷                  ︸
= 𝑥⊤(𝑄 + 𝐹⊤𝑄̃𝐹 )𝑥 + 2u⊤𝐺⊤𝑄̃𝐹𝑥 + u⊤(𝐺⊤𝑄̃𝐺 + 𝑅)u

= 𝑥⊤(𝑄 + 𝐹⊤𝑄̃𝐹 )𝑥 + (2𝐺⊤𝑄̃𝐹𝑥)⊤u + u⊤(𝐺⊤𝑄̃𝐺 + 𝑅)u

= 𝑥⊤ (𝑄 + 𝐹⊤𝑄̃𝐹 )︸         ︷︷         ︸
𝑀

𝑥 + (2𝐺⊤𝑄̃𝐹︸  ︷︷  ︸
𝐿

𝑥)⊤u + 1
2
©­­«u⊤ 2(𝐺⊤𝑄̃𝐺 + 𝑅)︸           ︷︷           ︸

𝐻

u
ª®®¬

=
1
2

u⊤
𝑘
𝐻u𝑘 + (𝐿𝑥𝑘)⊤︸ ︷︷ ︸

𝑐⊤

u𝑘 + 𝑥⊤𝑘 𝑀𝑥𝑘︸  ︷︷  ︸
𝛼

.

Hence, the cost function as QP problem (without constraints) in compact form is

𝐽𝑁 (𝑥𝑘 , u𝑘) =
1
2

u⊤
𝑘
𝐻u𝑘 + 𝑐⊤u𝑘 + 𝛼, (3.20a)

where

𝐻 = 2(𝐺⊤𝑄̃𝐺 + 𝑅) (3.20b)

𝑐 = 𝐿𝑥𝑘 (3.20c)

𝐿 = 2𝐺⊤𝑄̃𝐹 (3.20d)

𝛼 = 𝑥⊤
𝑘
𝑀𝑥𝑘 (3.20e)

𝑀 = 𝑄 + 𝐹⊤𝑄̃𝐹 . (3.20f)

We still need to incorporate the constraints in the previous formulation. The following section

describes the constraint modelling.
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3.2.2.3 Constraint modelling

There are different types of defining the input constraint U which can be found on the literature

(e.g. [102, 14, 104]). For the analysis in Chapter 4, we consider linear inequalities constraints

in the form of box constraints. The reason to use this formulation is the simplicity since it

can be integrated easily in the QP problem in compact form, facilitating both analysis and

implementation.

Definition 3.8. Let U be the input constraint set defined as

U = {𝑢𝑘 : 𝑃𝑢𝑢𝑘 ≤ 𝑞𝑢} ⊆ R𝑚, (3.21)

where the matrices 𝑃𝑢 ∈ R𝑐𝑢×𝑚 and 𝑞𝑢 ∈ R𝑐𝑢×1, and 𝑐𝑢 is the number of constraints for the input.

Let the box constraint for the input be

𝑢min ≤ 𝑢 ≤ 𝑢max, (3.22)

where 𝑢min, 𝑢max ∈ R𝑚.

The matrices 𝑃𝑢 and 𝑞𝑢 are defined as


+I𝑚×𝑚

−I𝑚×𝑚

︸    ︷︷    ︸
𝑃𝑢

𝑢𝑘+ 𝑗 |𝑘 ≤

+𝑢max

−𝑢min

︸   ︷︷   ︸
𝑞𝑢

. (3.23)

From Definition 3.8 we have that

𝑃𝑢𝑢𝑘+ 𝑗 |𝑘 ≤ 𝑞𝑢, (3.24)

stacking 

𝑃𝑢 0 . . . 0

0 𝑃𝑢 . . . 0
...

...
. . .

...

0 0 . . . 𝑃𝑢

︸                 ︷︷                 ︸
𝑃𝑢



𝑢𝑘 |𝑘

𝑢𝑘+1|𝑘
...

𝑢𝑘+𝑁−1|𝑘

︸       ︷︷       ︸
u𝑘

≤



𝑞𝑢

𝑞𝑢
...

𝑞𝑢

︸︷︷︸
𝑞𝑢

results in

𝑃𝑢u𝑘 ≤ 𝑞𝑢 . (3.25)
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3.2.2.4 Constrained QP problem in compact form

Finally, with the previous results and by Definition 3.7, the constrained QP problem in compact

form is

P𝑁 (𝑥𝑘) : 𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘) (3.26a)

= min
u𝑘∈U

1
2

u⊤
𝑘
𝐻u𝑘 + 𝑐⊤u𝑘 + 𝛼, (3.26b)

subject to, for 𝑗 ∈ N[0,𝑁−1] ,

𝑃𝑢u𝑘 ≤ 𝑞𝑢 . (3.26c)

The optimal solution obtained by numerical methods or techniques such as multi-parametric

Quadratic Programming (mp-QP) [102] and Interior Point Methods (IPM) [103], is defined as

u0
𝑘
= arg min

u𝑘∈U

{1
2

u⊤
𝑘
𝐻u𝑘 + 𝑐⊤u𝑘 + 𝛼 : 𝑃𝑢u𝑘 ≤ 𝑞𝑢

}
=

{
𝑢0
𝑘 |𝑘 , 𝑢

0
𝑘+1|𝑘 , . . . , 𝑢

0
𝑘+𝑁−1|𝑘

}
.

(3.27)

The application of the first control (RH principle) in the optimal sequence to the real plant,

followed by a repetition of the whole process at the next sampling instant, defines the implicit

control law

𝑢𝑘 = 𝜅𝑁 (𝑥𝑘) := 𝑢0
𝑘 |𝑘 . (3.28)

Unconstrained solution

Although, it is not practical to implement the unconstrained MPC solution in real (industrial)

systems–since most of them require constraints satisfaction–we make use of its derivation

in Chapter 4 to analytically link the implicit constrained solution and explicit unconstrained

solution.

Minimizing (3.20a) with the gradient and solving for u𝑘

𝑉 0
𝑁 (𝑥𝑘 , u𝑘) = min

u𝑘

1
2

u⊤
𝑘
𝐻u𝑘 + 𝑐⊤u + 𝛼 (3.29a)

∇u𝑉
0
𝑁 (𝑥𝑘 , u𝑘) = 0 (3.29b)

𝐻u0
𝑘
+ 𝑐 = 0 (3.29c)
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u0
𝑘
= −𝐻−1𝑐 (3.29d)

the optimal solution results in

u0
𝑘
= −𝐻−1𝐿𝑥𝑘 , (3.29e)

The optimal u0
𝑘

for any 𝑥𝑘 is unique if 𝐻 ≻ 0 is invertible.

Applying the RH principle means that only the first control input of the vector (3.29e) is applied

to the real system and defines the explicit control law

𝑢0
𝑘
= 𝐾𝑁𝑥𝑘 (3.30)

where

𝐾𝑁 = [𝐼 0 0 . . . 0] (−𝐻−1𝐿). (3.31)

Notice that 𝑢0
𝑘

is an explicit linear time-invariant control law because 𝐻 and 𝐿 do not depend on

𝑥𝑘 .

3.3 Stability in MPC

MPC stability analysis requires the application of Lyapunov theory, as the presence of constraints

makes the closed-loop system nonlinear. As discussed in [13], the key idea is to adapt the basic

MPC framework so that the cost function can serve as a Lyapunov function to ensure stability

in closed-loop operation. These adaptations typically involve introducing stability conditions

in the stage cost, terminal cost and the value function, and some terminal ingredients with or

without terminal sets.

In this work, we avoid the use of terminal sets, then, it is sufficient to provide terminal conditions

for nonlinear systems and the Lyapunov equation for linear systems. The following are standard

definitions commonly used in MPC and Lyapunov stability theory [100, 102, 12].

Definition 3.9 (K,K∞ and KL functions). A function 𝛼 (·) : R≥0 → R≥0 is class of K if it is

continuous, strictly increasing and 𝛼 (0) = 0. A function 𝛼 (·) : R≥0 → R≥0 is class of K and

unbounded, i.e. 𝛼 (𝑠) → ∞ as 𝑠 → ∞. A function 𝛽 (·, ·) : R≥0 × R≥0 → R≥0 is class of KL if it

is continuous, and if, for each 𝑘 ≥ 0, 𝛽 (·, 𝑘) is a class K function, and for each 𝑠 ≥ 0, 𝛽 (𝑠, ·) is
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3.3. Stability in MPC

non-increasing and 𝛽 (𝑠, 𝑘) → 0 as 𝑘 → ∞.

Definition 3.10 (Positively Invariant set (PI)). A compact set X ⊆ R𝑛 is a positively invariant

set for the system 𝑥+ = 𝑓 (𝑥) if 𝑥 ∈ X implies 𝑓 (𝑥) ∈ X .

Definition 3.11 (Control positive invariant set). The set X is a control positive invariant set for

𝑥+ = 𝑓 (𝑥,𝑢) if for all 𝑥 ∈ X there exists an admissible control input 𝑢 ∈ U such that 𝑥+ ∈ X .

Definition 3.12 (Robust Positively Invariant set (RPI)). The set X is robust positively invariant

for 𝑥+ = 𝑓 (𝑥,𝑢) +𝑤 if 𝑥+ ∈ X for all 𝑥 ∈ X and for all𝑤 ∈ W .

Definition 3.13 (Robust control positive invariant set). The set X is a control positive invariant

set for 𝑥+ = 𝑓 (𝑥,𝑢) +𝑤 if for all 𝑥 ∈ X there exists an admissible control input 𝑢 ∈ U such that

𝑥+ ∈ X and for all𝑤 ∈ W .

3.3.1 Lyapunov stability

Definition 3.14 (Lyapunov stability). Let 𝑥∗ be an equilibrium point of the system 𝑥𝑘+1 = 𝑓 (𝑥𝑘)

if 𝑓 (𝑥∗) = 𝑥∗.

a. The 𝑥∗ is Lyapunov stable if for any 𝜖 > 0 there exists a 𝛿 = 𝛿 (𝜖) > 0 such that

∥𝑥0 − 𝑥∗∥ ≤ 𝛿 =⇒ ∥𝑥𝑘 − 𝑥∗∥ ≤ 𝜖, for all 𝑘 ∈ N≥0. (3.32)

b. The 𝑥∗ is asymptotically stable in the Lyapunov sense in X if it is Lyapunov stable and

lim
𝑘→∞

∥𝑥𝑘 − 𝑥∗∥ = 0, for all 𝑥0 ∈ X . (3.33)

c. The 𝑥∗ is globally asymptotically stable if it is asymptotically stable in the Lyapunov sense

and X = R𝑛.

d. The 𝑥∗ is exponentially stable if it is Lyapunov stable and there exist a 𝜏 > 0 and 𝜚 ∈ (0, 1)

such that

∥𝑥0 − 𝑥∗∥ ≤ 𝛿 =⇒ ∥𝑥𝑘 − 𝑥∗∥ ≤ 𝜏 ∥𝑥0 − 𝑥∗∥𝜚𝑘 , for all 𝑘 ∈ N≥0. (3.34)

Definition 3.15 (Lyapunov function). Suppose X is a positively invariant set for 𝑥+ = 𝑓 (𝑥).
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A function 𝑉 (·) : R𝑛 → R≥0 is said to be Lyapunov function in X if there exist functions

𝛼1(·), 𝛼2(·), 𝛼3(·) ∈ K∞ such that

𝑉 (𝑥) ≥ 𝛼1(∥𝑥 ∥) (3.35a)

𝑉 (𝑥) ≤ 𝛼2(∥𝑥 ∥) (3.35b)

𝑉 (𝑓 (𝑥)) −𝑉 (𝑥) ≤ −𝛼3(∥𝑥 ∥). (3.35c)

3.3.2 Stability conditions in MPC

Since in this thesis we consider input constraints but not state and output constraints, the

following assumption and properties are presented as follows.

Assumption 3.8 (Bounds on the stage and terminal costs, [100]). Suppose the following.

a. The stage cost function ℓ(·, ·) : R𝑛×U → R≥0 and terminal cost function𝑉𝑓 (·) : R𝑛 → R≥0

are continuous, with ℓ(0, 0) = 0 and 𝑉𝑓 (0) = 0, and satisfy

ℓ(𝑥,𝑢) ≥ 𝛼1(∥𝑥 ∥), (3.36a)

for all 𝑥 ∈ R𝑛, for all 𝑢 ∈ U ,

𝑉𝑓 (𝑥) ≤ 𝛼2(∥𝑥 ∥), (3.36b)

for all 𝑥 ∈ R𝑛, where 𝛼1(·) and 𝛼2(·) are K∞ functions.

b. The stage cost function ℓ(·, ·) and terminal cost function 𝑉𝑓 (·) satisfy

ℓ(𝑥,𝑢) ≥ 𝑐1∥𝑥 ∥2
2, (3.37a)

for all 𝑥 ∈ R𝑛, for all 𝑢 ∈ U , and some 𝑐1 > 0,

𝑉𝑓 (𝑥) ≤ 𝑐2∥𝑥 ∥2
2, (3.37b)

for all 𝑥 ∈ R𝑛, and some 𝑐2 > 0.

c. There exists a control law 𝜅 𝑓 : R𝑛 → R𝑚 such that, for all 𝑥 ∈ X𝑓 ,

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥))

)
≤ 𝑉𝑓 (𝑥) − ℓ(𝑥, 𝜅 𝑓 (𝑥)) (3.38a)
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𝜅 𝑓 (𝑥) ∈ U , (3.38b)

where X𝑓 is the terminal region.

Lemma 3.1 (Value function properties). If Assumption 3.8 holds, using Definition 3.15 and

knowing that 𝑢 = 𝜅𝑁 (𝑥), the following properties are defined as follows.

a. Suppose X is a control positive invariant set for 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)). The function𝑉 0
𝑁
(·) is

said to be Lyapunov function in X if there exist functions 𝛼1(·), 𝛼2(·) ∈ K∞ such that

𝑉 0
𝑁 (𝑥) ≥ 𝛼1(∥𝑥 ∥) (3.39a)

𝑉 0
𝑁 (𝑥) ≤ 𝛼2(∥𝑥 ∥) (3.39b)

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) −𝑉

0
𝑁 (𝑥) ≤ −𝛼1(∥𝑥 ∥), (3.39c)

for all 𝑥 ∈ R𝑛 and for all 𝜅𝑁 (𝑥) ∈ U .

b. Suppose X is a control positive invariant set for 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)). The function𝑉 0
𝑁
(·) is

said to be Lyapunov function in X if there exist constants 𝑐1, 𝑐2 > 0 such that

𝑉 0
𝑁 (𝑥) ≥ 𝑐1∥𝑥 ∥2

2 (3.40a)

𝑉 0
𝑁 (𝑥) ≤ 𝑐2∥𝑥 ∥2

2 (3.40b)

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) −𝑉

0
𝑁 (𝑥) ≤ −𝑐1∥𝑥 ∥2

2, (3.40c)

for all 𝑥 ∈ R𝑛 and for all 𝜅𝑁 (𝑥) ∈ U .

c. Suppose X is a control positive invariant set for 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)). The function 𝑉 0
𝑁
(·)

is said to be Lyapunov function in X and 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)) is exponentially stable in X ,

such that

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) −𝑉

0
𝑁 (𝑥) ≤ −ℓ(𝑥, 𝜅𝑁 (𝑥)). (3.41)

Proof. See [100].

For linear systems, we can guarantee Assumption 3.8c with the terminal ingredient defined by

the following lemma.

Lemma 3.2 (Lyapunov equation). If Assumption 3.2 holds, then there exists a unique 𝑄 𝑓 such
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that

(𝐴 + 𝐵𝐾)⊤𝑄 𝑓 (𝐴 + 𝐵𝐾) −𝑄 𝑓 ≤ −(𝑄 + 𝐾⊤𝑅𝐾), (3.42)

where 𝐾 is a control law such that (𝐴 + 𝐵𝐾) is stable, and 𝑄 ≻ 0, 𝑅 ≻ 0, and 𝑄 𝑓 ≻ 0.

Proof. See [14].

3.4 The Separation Principle

In this section we present the fundamentals of the Separation Principle, which is an important

result in modern control theory. This principle states that, under certain conditions, the design

of an optimal controller and the design of an optimal state estimator can be performed indepen-

dently. Originally developed for the LQG regulator, it shows that the optimal output-feedback

controller can be designed by combining an optimal state-feedback LQR with an optimal state

estimator, generally in the form of a KF [105, 106, 107].

We begin by deriving the LQR and Kalman gains separately, and subsequently formulate the

LQG control problem.

The LQR problem

Consider the system (3.3). The objective is to minimize the following cost function

𝐽 (𝑥𝑘 , 𝑢𝑘) =
∞∑︁
𝑘=0

(
𝑥⊤
𝑘
𝑄𝑥𝑘 + 𝑢⊤𝑘 𝑅𝑢𝑘

)
, (3.43a)

subject to, for 𝑘 ∈ N≥0,

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑢𝑘 , 𝑥 (0) = 𝑥0, (3.43b)

with 𝑄 ⪰ 0 and 𝑅 ≻ 0.

If Assumption 3.2 holds, then

𝑢𝑘 = −𝐾𝑥𝑘 (3.44a)

minimizes (3.43), where

𝐾 = (𝑅 + 𝐵⊤𝑃𝐵)−1𝐵⊤𝑃𝐴, (3.44b)
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is the optimal LQR, and

𝑃 = 𝐴⊤𝑃𝐴 −𝐴⊤𝑃𝐵(𝑅 + 𝐵⊤𝑃𝐵)−1𝐵⊤𝑃𝐴 +𝑄, (3.44c)

solves the Discrete Algebraic Ricatti Equation (DARE), where 𝑃 ⪰ 0.

The Kalman filter

Let

𝑥𝑘 := E{𝑥𝑘} (3.45a)

𝑒𝑘 := 𝑥𝑘 − 𝑥𝑘 (3.45b)

𝑃𝑘 := E
{
𝑒𝑘𝑒

⊤
𝑘

}
, (3.45c)

where 𝑥𝑘 is the state estimate, 𝑒𝑘 is the estimation error and 𝑃𝑘 is the state covariance at time 𝑘 .

Consider the system (3.4). The aim of the KF is to find an estimate state 𝑥 that minimizes the

error covariance 𝑃𝑘 given 𝑦𝑘 . If Assumption 3.2 and Assumption 3.4 hold, then the following

is defined as follows.

Innovation step:

𝑥𝑘 |𝑘−1 = 𝐴𝑥𝑘−1|𝑘−1 + 𝐵𝑢𝑘 (3.46a)

𝑃𝑘 |𝑘−1 = 𝐴𝑃𝑘−1|𝑘−1𝐴
⊤ +𝑄𝑤 (3.46b)

𝑦𝑘 = 𝐶𝑥𝑘 |𝑘−1. (3.46c)

Correction step:

𝐿𝑘 = 𝑃𝑘 |𝑘−1𝐶
⊤(𝑅𝑠 +𝐶𝑃𝑘 |𝑘−1𝐶

⊤)−1 (3.47a)

𝑥𝑘 |𝑘 = 𝑥𝑘 |𝑘−1 + 𝐿𝑘 (𝑦𝑘 − 𝑦𝑘) (3.47b)

𝑃𝑘 |𝑘 = 𝑃𝑘 |𝑘−1 − 𝐿𝑘𝐶𝑃𝑘 |𝑘−1. (3.47c)
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If 𝑃𝑘 = 𝑃 then

𝐿 = 𝐴𝑃𝐶⊤(𝑅𝑠 +𝐶𝑃𝐶⊤)−1 (3.48a)

𝑃 = 𝐴𝑃𝐴⊤ −𝐴𝑃𝐶⊤(𝑅𝑠 +𝐶𝑃𝐶⊤)−1𝐶𝑃𝐴⊤ +𝑄𝑤 , (3.48b)

where 𝐿 is the optimal Kalman gain, and 𝑃 is the unique solution for the DARE problem.

The LQG problem

Consider the system (3.4) and Assumption 3.4. The objective is to minimize the following

stochastic cost function

𝐽 (𝑥𝑘 , 𝑢𝑘) = E

{ ∞∑︁
𝑘=0

(
𝑥⊤
𝑘
𝑄𝑥𝑘 + 𝑢⊤𝑘 𝑅𝑢𝑘

)}
, (3.49)

with 𝑄 ⪰ 0 and 𝑅 ≻ 0.

If Assumption 3.2 holds, then

𝑢𝑘 = −𝐾𝑥𝑘 , (3.50)

is the minimizer of (3.49), where 𝐾 is given by the LQR solution and the state estimate 𝑥𝑘 is

given by the KF.

Let

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑢𝑘 + 𝐿(𝑦𝑘 − 𝑦𝑘) (3.51a)

𝑥𝑘+1 = 𝑥𝑘+1 − 𝑥𝑘+1. (3.51b)

Then, for the closed-loop dynamics we have that


𝑥𝑘+1

𝑥𝑘+1

 =


𝐴 − 𝐵𝐾 𝐵𝐾

0 𝐴 − 𝐿𝐶



𝑥𝑘

𝑥𝑘

, (3.52)

is block upper-triangular, where the characteristic polynomial 𝑝 (·) in the z-plane is

𝑝 (𝑧) = det(𝑧𝐼 −𝐴 + 𝐵𝐾) det(𝑧𝐼 −𝐴 + 𝐿𝐶), (3.53)
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showing that the eigenvalue assignment for the output-feedback can be separated into the eigen-

value assignment for the state-feedback LQR and the eigenvalue assignment for the observer

(KF).
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This chapter considers a LQG control problem with constraints on system inputs and random

packet losses occurring on the communication channel between plant and controller. It is well

known that [41], in the absence of constraints, the Separation Principle between estimator and

controller holds when the channel employs a TCP-like protocol but not so under a UDP-like

protocol. This chapter gives a counterexample that shows that, under an MPC scheme that

handles the constraints, not only does the Separation Principle not hold in the TCP-like case,

there exist instances where stability is lost in the TCP case but maintained in the UDP case;

thus the stability region for TCP does not contain that of UDP (c.f. [41]). Theoretical analysis

characterizes and reveals a trade-off between estimation errors in the estimator and prediction

errors in the controller. Counterintuitively, the poorer on-average performance of the estimator

in the UDP case may be compensated by smaller prediction errors in the controller. Also, the

impact of random packet losses over the control law can be identified by analysing the partitions

and the piecewise solution in explicit form.
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4.1 Introduction

The Separation Principle is a cornerstone result in modern control theory [108]. In its simplest

form, it says that the design of a state-feedback controller and an output-measurement state

estimator may be executed independently while guaranteeing stability of the overall loop. The

focus of control research over the last few decades has arguably been allowed to focus more on

the simpler case of state feedback because the Separation Principle is either known, or assumed,

to hold in the considered setting; once a state feedback control law has been designed, a state

estimator can always be designed and deployed on the real, output-measured system.

Another important consideration for modern control system design is the communication chan-

nel between controller and plant; in the advent of new and emerging control technologies such

as smart grids, robotics, and advanced autonomous systems, it is a realistic proposition that

controller and plant are not co-located and/or physically connected. In such cases, sensor mea-

surements and control inputs are sent and received over communication channels and may be

subject to noise, delays, and packet losses. It may be necessary to consider such effects when

designing the controller and estimator.

An important line of research [49, 50], collected in [41], discovered that whether the Separation

Principle holds depends on the communication channel protocol employed. In particular, the

authors considered a discrete-time LTI system with Gaussian process noise and sensing noise on

the output measurement—a classical LQG-type problem—and modelled the channel between

controller and plant as being subject to random packet losses. A key result was to show not

just that the Separation Principle holds when the channel employs a TCP-like communication

protocol—i.e. where an acknowledgement of a received packet is transmitted—but also that it

does not hold when the channel is UDP-like, i.e. absent of any acknowledgement. Moreover, the

stability region of the TCP-based controller strictly contains that of the UDP-based controller,

in the sense that the former stabilizes an LTI system when the latter is unable to.

It is interesting to enquire whether the same result holds in the presence of constraints. In this

chapter, therefore, we consider the same LQG-type setting albeit with the addition of (general)

constraints on the system inputs. To handle these constraints, we replace the classical LQG

controller based on dynamic programming with a (conventional) stochastic model predictive

controller, wherein the constrained optimal control problem is solved at each new state estimate

computed by the KF. In other words, we consider a standard output-feedback MPC design that
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may be found in many industrial applications: MPC in the state estimates, with a Kalman filter

in the loop.

The contribution of this chapter is to show the existence of a counterexample where the stability

of the predictive controller under the TCP-like protocol depends on the gain of the estimator.

Thus, the Separation Principle does not hold for the TCP-like case when constraints are present

and the controller employs a receding horizon, in direct contrast to the fact that the Separation

Principle does hold for a (static) finite-horizon implementation of LQG [109]. While this is not

surprising in itself—for it is well known that the Separation Principle does not hold in general

in constrained MPC—an interesting observation is that the UDP-based controller stabilizes

the same example. This establishes that UDP-based estimation and constrained control may

outperform a TCP-based scheme and, moreover, confirms that the TCP-like stability region no

longer contains the UDP-like stability region when constraints are present. Finally, we provide

a theoretical analysis that shows an interesting relation and trade-off between the estimation

errors and prediction errors in both schemes; owing to an information asymmetry between

estimator and controller in the TCP-like case, the on-average poorer performance of the UDP-

like estimator may be compensated for by smaller prediction errors in the controller. The last

section is about the conditions under which the explicit control law of the problem is PWA and

the corresponding cost function is PWQ. The resulting polyhedral partitions offer geometric

insight into the closed-loop behaviour, demonstrating that the trajectories originated from the

same regions for TCP and UDP, drives the state towards the origin rapidly in the TCP-like

estimation than the UDP-like estimation.

4.2 Problem formulation

We consider the following discrete-time linear system

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 +𝑤𝑘 (4.1a)

𝑦𝑘 = 𝛾𝑘 (𝐶𝑥𝑘 + 𝑠𝑘), (4.1b)

where 𝑥𝑘 ∈ R𝑛, 𝑢𝑘 ∈ R𝑚, and 𝑦𝑘 ∈ R𝑝 are, respectively, the state, input, and output of the

system at sample time 𝑘 ∈ N≥0. The system is subject to uncertainty in the form of (i) process

noise𝑤𝑘 and measurement noise 𝑠𝑘 , and (ii) random packet losses affecting the input and output
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channels, via the variables 𝜈𝑘 and 𝛾𝑘 . The system input, 𝑢𝑘 , is constrained to take values in a set

U ⊂ R𝑚 but the states and outputs are unconstrained.

We make the following standing assumptions.

Assumption 4.1. The matrices 𝐴, 𝐵 and 𝐶 are known, the pair (𝐴, 𝐵) is stabilizable, and the

pair (𝐶,𝐴) is observable.

Assumption 4.2. The set U is known and compact, containing the origin in its interior.

Assumption 4.3. The process noise𝑤𝑘 ∈ R𝑛 and measurement noise 𝑠𝑘 ∈ R𝑝 are i.i.d. random

variables, with𝑤𝑘 ∼ N (0, 𝑄𝑤 ) and 𝑠𝑘 ∼ N (0, 𝑅𝑠).

Assumption 4.4. The input packet loss variable 𝜈𝑘 ∈ {0, 1} and output packet loss variable

𝛾𝑘 ∈ {0, 1} are i.i.d random variables with 𝜈𝑘 ∼ B(𝜈) and 𝛾𝑘 ∼ B(𝛾), where 𝜈 and 𝛾 are the

respective probabilities of successful packet delivery.

Assumption 4.5. The information set available to the controller at time 𝑘 ∈ N≥0 is

I𝑘 =


F𝑘 :=

{
y𝑘 ,𝜸𝑘 ,𝝂𝑘−1

}
TCP-like protocol

G𝑘 :=
{
y𝑘 ,𝜸𝑘

}
UDP-like protocol

(4.2)

where y𝑘 = {𝑦𝑘 , 𝑦𝑘−1, · · · , 𝑦1}, 𝜸𝑘 = {𝛾𝑘 , 𝛾𝑘−1, · · · , 𝛾1}, and 𝝂𝑘 = {𝜈𝑘 , 𝜈𝑘−1, · · · , 𝜈1}.

Assumptions 4.1 and 4.2 are mild and standard. Assumptions 4.3–4.5 imply the same setting

studied in the literature (e.g. [49, 41]), wherein the actuation and sensing channels are either

TCP-like—in which an Acknowledgement (ACK) of successful or unsuccessful packet delivery

is sent—or UDP-like where no such acknowledgement is sent. Fig. 4.1 illustrates the setup in

the TCP-like case, showing also the controller (MPC-TCP) and estimator (KF-TCP); the lack of

state measurements (Assumption 4.5) motivates the need for the latter, and Fig. 4.2 illustrates

the setup in the UDP-like case. The difference between this setup and that of [41] is the presence

of input constraints.

The formulation of problem is as follows. Given the system (4.1) at a state 𝑥𝑘 , the problem is to

determine the optimal control law such that the state estimate 𝑥𝑘 (obtained in Section 4.3.1) is

transferred to a neighbourhood of the origin, subject to the input constraint set (Assumption 4.2),

packet losses (Assumption 4.4), and uncertainty (Assumption 4.3). The control law is obtained

by minimizing the expectation of a cost function associated with the stochastic optimal control
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problem in Section 4.3.2.

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 +𝑤𝑘
𝑦𝑘 = 𝐶𝑥𝑘 + 𝑠𝑘

𝑦𝑘

KF-TCP𝑥𝑘
MPC-TCP

𝑢𝑘

𝑢𝑘

𝜈𝑘

𝜈𝑘𝑢𝑘

𝛾𝑘

𝛾𝑘𝑦𝑘

𝑧−1
ACK

Delay

𝜈𝑘−1
𝛾𝑘

TCP-channel

Figure 4.1: Problem setting, including the uncertain system, TCP-like channel, and control and
estimation modules.

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 +𝑤𝑘
𝑦𝑘 = 𝐶𝑥𝑘 + 𝑠𝑘

𝑦𝑘

KF-UDP
𝑥𝑘

MPC-UDP
𝑢𝑘

𝑢𝑘

𝜈𝑘

𝜈𝑘𝑢𝑘

𝛾𝑘

𝛾𝑘𝑦𝑘

𝛾𝑘

UDP-channel

Figure 4.2: Problem setting, including the uncertain system, UDP-like channel, and control and
estimation modules.

We remark that even though only input constraints are considered and the system is linear, this is

not a trivial problem; a common approach to establishing stability even with state measurements

available is to assume the existence of a global CLF [100], which is restrictive in the presence

of constraints. The aim of this chapter is to analyse the closed-loop stability of the system in the

described setting, and establish if, and under which conditions, the Separation Principle—which

allows independent design of estimator and controller—holds.
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4.3 Output-feedback stochastic MPC formulation

The control scheme we study is composed of two steps: first, a KF performs state estimation

conditioned on the information set I𝑘 [41]. Subsequently, a stochastic MPC computes and sends

an optimal control input to the plant, based on minimizing the expectation of a cost function

conditioned on the state estimate and covariance.

4.3.1 Estimator formulation

We briefly recall the KF conditioned on either TCP-like or UDP-like information sets, as given

in [41]. Let

𝑥𝑘 := E{𝑥𝑘 | I𝑘} (4.3a)

𝑒𝑘 := 𝑥𝑘 − 𝑥𝑘 (4.3b)

𝑃𝑘 := E
{
𝑒𝑘𝑒

⊤
𝑘
| I𝑘

}
, (4.3c)

where 𝑥𝑘 is the state estimate, 𝑒𝑘 is the estimation error and 𝑃𝑘 is the state covariance at time 𝑘 .

Before we proceed, it should be emphasized that the ACK signal (𝜈𝑘−1) received by the KF-TCP

estimator–shown in Fig. 4.1 and defined within the set F𝑘 in (4.5) for the TCP-like protocol–is

the realization of successful or unsuccessful packet delivery that has already happened at time

𝑘 − 1. Since 𝜈𝑘−1, 𝜈𝑘 and F𝑘 are i.i.d, and following the remark on the notation in [41], we use

𝜈𝑘 instead of 𝜈𝑘−1 to maintain notation consistency, i.e. at time 𝑘 we refer to 𝜈𝑘 , and at time

𝑘 − 1 we refer to 𝜈𝑘−1. This clarification does not change the following analysis.

Considering the problem of estimating the state 𝑥𝑘 at time 𝑘 , knowing that E{𝑤𝑘−1} = 0 from

Assumption 4.3, E{𝜈2
𝑘−1} = E{𝜈𝑘−1} = 𝜈 from Assumption 4.4, and E{𝑒𝑘−1} = 0, the two cases

differ on whether the value of 𝜈𝑘−1 is available for the following innovation step.

TCP-like protocol:

𝑥𝑘 |𝑘−1 = E{𝑥𝑘 |F𝑘−1}

= E{𝐴𝑥𝑘−1 + 𝜈𝑘−1𝐵𝑢𝑘−1 +𝑤𝑘−1 |F𝑘−1}

= 𝐴𝑥𝑘−1|𝑘−1 + 𝜈𝑘−1𝐵𝑢𝑘−1, (4.4a)

𝑒𝑘 |𝑘−1 = 𝑥𝑘 − 𝑥𝑘 |𝑘−1
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= 𝐴𝑥𝑘−1 + 𝜈𝑘−1𝐵𝑢𝑘−1 +𝑤𝑘−1 −
(
𝐴𝑥𝑘−1|𝑘−1 + 𝜈𝑘−1𝐵𝑢𝑘−1

)
= 𝐴𝑒𝑘−1 +𝑤𝑘−1, (4.4b)

𝑃𝑘 |𝑘−1 = E
{
𝑒𝑘 |𝑘−1𝑒

⊤
𝑘 |𝑘−1 |F𝑘−1

}
= E

{
(𝐴𝑒𝑘−1 +𝑤𝑘−1) (𝐴𝑒𝑘−1 +𝑤𝑘−1)⊤ |F𝑘−1

}
= E

{
𝐴𝑒𝑘−1𝑒

⊤
𝑘−1𝐴

⊤ +𝑤𝑘−1𝑤
⊤
𝑘−1 |F𝑘−1

}
= 𝐴𝑃𝑘−1𝐴

⊤ +𝑄𝑤 . (4.4c)

UDP-like protocol:

𝑥𝑘 |𝑘−1 = E{𝑥𝑘 | G𝑘−1}

= E{𝐴𝑥𝑘−1 + 𝜈𝑘−1𝐵𝑢𝑘−1 +𝑤𝑘−1 | G𝑘−1},

= 𝐴𝑥𝑘−1|𝑘−1 + 𝜈𝐵𝑢𝑘−1, (4.5a)

𝑒𝑘 |𝑘−1 = 𝑥𝑘 − 𝑥𝑘 |𝑘−1

= 𝐴𝑥𝑘−1 + 𝜈𝑘−1𝐵𝑢𝑘−1 +𝑤𝑘−1 −
(
𝐴𝑥𝑘−1|𝑘−1 + 𝜈𝐵𝑢𝑘−1

)
= 𝐴𝑒𝑘−1 + (𝜈𝑘−1 − 𝜈)𝐵𝑢𝑘−1 +𝑤𝑘−1, (4.5b)

𝑃𝑘 |𝑘−1 = E
{
𝑒𝑘 |𝑘−1𝑒

⊤
𝑘 |𝑘−1 | G𝑘−1

}
= E

{
𝐴𝑒𝑘−1𝑒

⊤
𝑘−1𝐴

⊤ + (𝜈𝑘−1 − 𝜈)2𝐵𝑢𝑘−1𝑢
⊤
𝑘−1𝐵

⊤ +𝑤𝑘−1𝑤
⊤
𝑘−1 | G𝑘−1

}
= E

{
𝐴𝑒𝑘−1𝑒

⊤
𝑘−1𝐴

⊤ + (𝜈2
𝑘−1 − 2𝜈𝑘−1𝜈 + 𝜈2)𝐵𝑢𝑘−1𝑢

⊤
𝑘−1𝐵

⊤ +𝑤𝑘−1𝑤
⊤
𝑘−1 | G𝑘−1

}
= 𝐴𝑃𝑘−1𝐴

⊤ + 𝜈 (1 − 𝜈)𝐵𝑢𝑘−1𝑢
⊤
𝑘−1𝐵

⊤ +𝑄𝑤 . (4.5c)

In both cases, and because 𝑦𝑘 , 𝛾𝑘 ,𝑤𝑘 and I𝑘 are independent, the correction step gives

𝑥𝑘 = 𝑥𝑘 |𝑘−1 + 𝛾𝑘𝐾𝑘
(
𝑦𝑘 −𝐶𝑥𝑘 |𝑘−1

)
, (4.6a)

𝑒𝑘 = 𝑥𝑘 − 𝑥𝑘

= 𝑥𝑘 − 𝑥𝑘 |𝑘−1 − 𝛾𝑘𝐾𝑘
(
𝐶𝑥𝑘 + 𝑠𝑘 −𝐶𝑥𝑘 |𝑘−1

)
= (I − 𝛾𝑘𝐾𝑘𝐶)𝑒𝑘 |𝑘−1 − 𝛾𝑘𝐾𝑘𝑠𝑘 , (4.6b)

𝑃𝑘 = (I − 𝛾𝑘𝐾𝑘𝐶)𝑃𝑘 |𝑘−1, (4.6c)

𝐾𝑘 = 𝑃𝑘 |𝑘−1𝐶
⊤(𝐶𝑃𝑘 |𝑘−1𝐶

⊤ + 𝑅𝑠)−1. (4.6d)

In both cases the Kalman gain 𝐾𝑘 is time-varying and stochastic, given its dependency on 𝛾𝑘 ; it
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is well known that 𝐾𝑘 , even for a stable process, does not converge to a steady value [41].

It is also well known and easy to see from the innovation equations that the state error covariance

𝑃𝑘 |𝑘−1 is independent of the control input in the TCP-like case but not so in the UDP-like case.

Indeed, a cornerstone result of [41] and its underlying work was to establish that the Separation

Principle holds in the TCP-like case but does not in the UDP-like case. In particular, [41]

considered a classical LQG setup and showed that in the TCP-like case the optimal controller

is a linear function of the state estimate and the optimal estimator is independent of this; on

the other hand, the optimal controller in the UDP-like case is a nonlinear function of the state

estimate and the optimal estimator depends in a non-straightforward way on this control law.

We aim to study the same issue, albeit in the context of an input-constrained LQG setting.

To deal with the input constraints systematically, we employ a conventional model predictive

controller in the loop. The next subsection describes the formulation of the controller.

4.3.2 Controller formulation

The stochastic optimal control problem we consider, for the system at a state 𝑥𝑘 and the

information I𝑘 available to the controller, is

𝑉 0
𝑁 (I𝑘) = min

u𝑘∈U
E
{
𝐽𝑁 (𝑥𝑘 , u𝑘 ,𝝂 ·|𝑘) | I𝑘

}
, (4.7)

where the decision variable

u𝑘 :=
{
𝑢𝑘 |𝑘 , 𝑢𝑘+1|𝑘 , . . . , 𝑢𝑘+𝑁−1|𝑘

}
, (4.8)

is the finite sequence of future control inputs, selected such that it lies in the constraint set

U := U × · · · × U (4.9)

and minimizes the expectation of a cost function

𝐽𝑁 (𝑥𝑘 , u𝑘 ,𝝂 ·|𝑘) := 𝛽𝑉𝑓 (𝑥𝑘+𝑁 |𝑘) +
𝑁−1∑︁
𝑗=0

ℓ(𝑥𝑘+ 𝑗 |𝑘 , 𝜈𝑘+ 𝑗 |𝑘𝑢𝑘+ 𝑗 |𝑘) (4.10a)

53



4.3. Output-feedback stochastic MPC formulation

with

ℓ(𝑥,𝑢) = ∥𝑥 ∥2
𝑄 + ∥𝑢∥2

𝑅 (4.10b)

𝑉𝑓 (𝑥) = ∥𝑥 ∥2
𝑄 𝑓
. (4.10c)

Assumption 4.6. 𝑄 ≻ 0, 𝑅 ≻ 0, 𝑄 𝑓 ≻ 0 and 𝛽 ≥ 1.

The purpose of 𝛽 is to enlarge the Region of Attraction (RoA) by weighting the terminal cost such

that 𝛽𝑉𝑓 (·) and 𝑁 can be used as stabilizing ingredients, [110]. In the subsequent sections, by

simulations and analysis, we see the effect of incrementing 𝛽 and𝑁 for the problem formulation.

The expectation in (4.7) is to be taken over predicted states and the actuation channel packet

loss variable 𝜈:

𝝂 ·|𝑘 :=
{
𝜈𝑘 |𝑘 , 𝜈𝑘+1|𝑘 , . . .

}
. (4.11)

This motivates the consideration of the two different information sets, TCP-like and UDP-like,

and how they affect the formulation of the optimal control problem.

• In the UDP-like case, I𝑘 = G𝑘 =
{
y𝑘 ,𝜸𝑘

}
contains no additional information on which

to condition the expectation in (4.7) beyond the state estimate and covariance—provided

by the estimator—and, as in the estimator for the UDP-like protocol (4.5), the expected

value E{𝜈} = 𝜈 .

• In the TCP-like case, I𝑘 = F𝑘 =
{
y𝑘 ,𝜸𝑘 ,𝝂𝑘−1

}
contains information of the past realiza-

tions of 𝜈 . Since the predictive control formulation would require information on future

realizations of 𝜈𝑘 , which is not possible, the expected value E{𝜈} = 𝜈 is used.

In both cases, therefore, and since 𝜈 is i.i.d. with E{𝜈𝑢} = 𝜈𝑢, the expectations over 𝜈𝑘+ 𝑗 |𝑘 are

replaced by 𝜈:

E
{
𝑥𝑘+ 𝑗+1 | I𝑘

}
= 𝑧𝑘+ 𝑗+1|𝑘

= 𝐴𝑧𝑘+ 𝑗 |𝑘 + 𝜈𝐵𝑢𝑘+ 𝑗 |𝑘
(4.12a)

P𝑘+ 𝑗+1|𝑘 = 𝐴P𝑘+ 𝑗 |𝑘𝐴⊤ +𝑄𝑤 , (4.12b)

and from Lemma 1 in [50],

E
{

𝑥𝑘+ 𝑗

2

𝑄
| I𝑘

}
=



𝑧𝑘+ 𝑗 |𝑘

2
𝑄
+ tr

(
𝑄P𝑘+ 𝑗 |𝑘

)
, (4.12c)
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with 𝑧𝑘 |𝑘 = 𝑥𝑘 and P𝑘 |𝑘 = 𝑃𝑘 . Note that we use 𝑧·|𝑘 and P·|𝑘 to denote open-loop predictions by

the controller, and reserve 𝑥·|𝑘 and 𝑃·|𝑘 for the estimator; as we will show, the prediction 𝑧𝑘+1|𝑘

is not necessarily equal to innovation 𝑥𝑘+1|𝑘 .

The optimal control problem (4.7) may be rewritten in the deterministic form

𝑉 0
𝑁 (I𝑘) = 𝑉

0
𝑁 (𝑥𝑘 , 𝑃𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘 , 𝜈) + 𝑐 (𝑃𝑘) (4.13)

subject to, for 𝑗 ∈ N[0,𝑁−1] ,

𝑧𝑘 |𝑘 = 𝑥𝑘 (4.14a)

𝑧𝑘+ 𝑗+1|𝑘 = 𝐴𝑧𝑘+ 𝑗 |𝑘 + 𝜈𝐵𝑢𝑘+ 𝑗 |𝑘 (4.14b)

𝑢𝑘+ 𝑗 |𝑘 ∈ U , (4.14c)

where

𝑐 (𝑃𝑘) =
𝑁∑︁
𝑗=0

tr(𝑄 𝑗P𝑘+ 𝑗 |𝑘), 𝑄 𝑗 =


𝑄 𝑗 ∈ N[0,𝑁−1],

𝛽𝑄 𝑓 𝑗 = 𝑁,

(4.15)

is a constant term that may be omitted from the optimization, but is required to determine the

value function.

Remark 4.1. The additional information contained in the TCP-like case benefits the estimator

but provides no additional information for use by the predictive controller. Problem (4.13)

subject to (4.14) is therefore of a form close to a conventional input-constrained MPC problem;

the only difference is the inclusion of the mean of the input packet loss variable in the dynamic

model.

Remark 4.2. It is well known [111] that the value of 𝑐 (𝑃𝑘) may be reduced by parametrizing the

control input as 𝑢𝑘+ 𝑗 |𝑘 = 𝐾𝑧𝑘+ 𝑗 |𝑘 + 𝑣𝑘+ 𝑗 |𝑘 , 𝐾 stabilizing for (𝐴, 𝐵). This, however, replaces pure

input constraints with state constraints, resulting in the recursive feasibility of the controller

being non-trivial to establish.

Solving P𝑁 (𝑥𝑘 , 𝑃𝑘) yields the (unique) optimal solution

u0
𝑘
(𝑥𝑘) =

{
𝑢0
𝑘 |𝑘 (𝑥𝑘), . . . , 𝑢

0
𝑘+𝑁−1|𝑘 (𝑥𝑘)

}
, (4.16)
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with associated optimal cost value 𝑉 0
𝑁
(𝑥𝑘 , 𝑃𝑘); u0

𝑘
(𝑥𝑘) does not depend on 𝑃𝑘 but 𝑉 0

𝑁
(𝑥𝑘 , 𝑃𝑘)

does. The application of the first control in the optimal sequence to the plant, followed by a

repetition of the process at the next sampling instant, defines the implicit control law

𝑢𝑘 = 𝜅𝑁 (𝑥𝑘) := 𝑢0
𝑘 |𝑘 (𝑥𝑘). (4.17)

In view of the lack of state constraints, the domain of the value function𝑉 0
𝑁
(·, 𝑃) and control law

𝜅𝑁 (·) is the whole state space, meaning that recursive feasibility of the optimal control problem

is trivially established. Stability of the closed-loop system, including the KF in the loop, is

much harder to establish, exacerbated by the lack of terminal state constraints [100].

4.4 Stability and the Separation Principle

We open this section with an interesting example. Under a particular choice of parameters, we

find an instance where the TCP-like scheme loses stability while the UDP-like one retains it.

We find the stability of the TCP-like controller depends on the gain of the estimator, showing

that the controller and estimator cannot necessarily be designed separately. This serves as a

counterexample to show that the Separation Principle does not necessarily hold in the presence

of constraints.

4.4.1 A counterexample

Consider a system with

𝐴 =


2 1

0 1

, 𝐵 =


0.5

1

, 𝐶 =

[
1 0

]
,

the noise covariances 𝑄𝑤 = 0.0001I2×2, 𝑅𝑠 = 0.0001I1×1, and the input constraint set U =

{𝑢 : |𝑢 | ≤ 1}. The expected values of 𝜈 and 𝛾 are 𝜈 = 0.95 and 𝛾 = 0.7.

We design the controller with 𝑄 = I2×2, 𝑅 = 1, 𝑁 = 3, 𝛽 = 1, and

𝑄 𝑓 =


12.70 4.86

4.86 3.71

 .
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It is easily verified that this choice satisfies Assumption 4.7, given in the next section.

Let 𝑥0 =

[
0.731 0.7

]⊤
, the initial state estimate 𝑥0 =

[
3.66 0.7

]⊤
, and the covariance

𝑃0 =


2.6 0

0 2

 .
Let 𝜈𝑘 = 1, 𝑘 = 0, 1, . . . (i.e. no packet losses on the actuation channel) and

{𝛾𝑘} = {0, 1, 1, 1, 1, 0, 0, 0, 1, 0, 1, 0, 0, 1, 1, 1, 1, 0, 0}.

In what follows, we show a series of five simulations: the first simulation is subject to the

previous conditions and the rest have slightly different conditions such as no input constraints,

no packet losses, different 𝑃0, and increased 𝛽, but there is no simulation of increased 𝑁 since

that scenario is analysed in the next section.

4.4.1.1 First simulation: TCP-like scheme loses stability

Fig. 4.3 shows the true state and the input control, and Fig. 4.4 shows the optimal cost and

estimation error trajectories under TCP-like and UDP-like state estimation schemes. Note the

TCP-based trajectory diverges but the UDP-based scheme converges to the origin, and the same

behaviour is shown in the optimal cost trajectories. Nevertheless, the estimation error in the

TCP-like scheme is generally smaller compared to the UDP-like scheme.

(a) States (b) Inputs

Figure 4.3: True state trajectories and applied controls under packet losses with input constraints.
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(a) Optimal cost (b) Estimation errors

Figure 4.4: Optimal cost and estimation errors under packet losses with input constraints.

4.4.1.2 Second simulation: no input constraints

When there are no input constraints both controllers maintain stability. Fig. 4.5 shows the true

state trajectories and input control, and Fig. 4.6 shows the optimal cost and estimation errors.

We can verify that despite the packet losses over the sensor channel, the stability is guaranteed

for both schemes and the Separation Principle holds.

(a) States (b) Inputs

Figure 4.5: True state trajectories and applied controls under packet losses without input
constraints.

4.4.1.3 Third simulation: no packet losses

When there are no packet losses over the sensor channel, i.e. 𝛾𝑘 = 1 and 𝛾 = 1, the system

behaves like a traditional input-constrained stochastic MPC where the TCP-like and UDP-like
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(a) Optimal cost (b) Estimation errors

Figure 4.6: Optimal cost and estimation errors under packet losses without input constraints.

schemes behave the same, Fig. 4.7 and Fig. 4.8. Moreover, we must recall that there are no

packet losses over the actuation channel and 𝜈 = 1.

(a) States (b) Inputs

Figure 4.7: True state trajectories and applied controls without packet losses under input
constraints.

4.4.1.4 Fourth simulation: different initial covariance 𝑃0

Changing the initial covariance to 𝑃0 = diag(8.579, 0), and repeating the same simulation under

the same realizations of random variables, finds that both controllers maintain stability. Since

𝐾𝑘 depends on 𝑃0, this shows that the stability of the TCP-based controller can depend on the

estimator gain, Fig. 4.9 and Fig. 4.10.
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(a) Optimal cost (b) Estimation errors

Figure 4.8: Optimal cost and estimation errors without packet losses under input constraints.

(a) States (b) Inputs

Figure 4.9: True state trajectories and applied controls under 𝑃0 = diag(8.579, 0) with packet
losses.

4.4.1.5 Fifth simulation: increased 𝛽 but the TCP-like scheme is unstable

Changing the design parameter 𝛽 to 5 shows that the TCP-like controller losses stability,

Fig. 4.11, meaning that increasing the terminal cost 𝛽𝑉𝑓 (·) is not sufficient to guarantee stability.

In the next section we explore what happens if 𝑁 is also increased.

4.4.2 Analysis

Adhering to the aim of analysing stability of a formulation that omits state constraints, we

consider the use of just the terminal cost 𝛽𝑉𝑓 (·) and horizon length 𝑁 as stabilizing ingredients.

These and the cost function are supposed to satisfy certain assumptions and definitions [110],
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(a) Optimal cost (b) Estimation errors

Figure 4.10: Optimal cost and estimation errors under 𝑃0 = diag(8.579, 0) with packet losses.

(a) States (b) Inputs

Figure 4.11: True state trajectories and applied controls under 𝛽 = 5 with packet losses.

(a) Optimal cost (b) Estimation errors

Figure 4.12: Optimal cost and estimation errors under 𝑃0 = diag(8.579, 0) with packet losses.
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outlined in the next subsection.

4.4.2.1 Preliminaries: stability without a terminal set

Assumption 4.7. The matrix 𝑄 𝑓 ≻ 0 is such that

(
𝐴 + 𝜈𝐵𝐾𝑓

)⊤
𝑄 𝑓

(
𝐴 + 𝜈𝐵𝐾𝑓

)
−𝑄 𝑓 ≤ −

(
𝑄 + 𝜈2𝐾⊤

𝑓
𝑅𝐾𝑓

)
(4.18)

for some 𝐾𝑓 that stabilizes the pair (𝐴, 𝐵).

The assumption says that 𝑉𝑓 (𝑥) = 𝑥⊤𝑄 𝑓 𝑥 is a CLF for the expected terminal dynamics; it

follows that 𝛽𝑉𝑓 (·), 𝛽 ≥ 1, is also a CLF.

Definition 4.1. Let 𝑑1 > 0 be such that 𝐾𝑓 𝑥 ∈ U for all

𝑥 ∈ X𝑓 (𝑑1) :=
{
𝑥 : 𝑉𝑓 (𝑥) ≤ 𝑑1

}
. (4.19)

Such a 𝑑1 is guaranteed to exist in view of the positive definiteness of𝑄 𝑓 (Assumption 4.6) and

the fact that U contains the origin in its interior (Assumption 4.2).

The following result is an immediate consequence of the latter.

Lemma 4.1. For all 𝑥 ∈ X𝑓 (𝑑1),

𝑉𝑓
(
𝐴𝑥 + 𝜈𝐵𝐾𝑓 𝑥

)
−𝑉𝑓 (𝑥) ≤ −ℓ

(
𝑥, 𝜈𝐾𝑓 𝑥

)
. (4.20)

We require one more definition:

Definition 4.2. Let 𝑑2 > 0 be such that

𝑑2 ≤ ℓ(𝑥, 𝜈𝑢) (4.21)

for all 𝑥 ∉ X𝑓 (𝑑1) and 𝑢 ∈ U , and the given 𝜈 ∈ (0, 1).

Such a 𝑑2 is guaranteed to exist in view of positive definiteness of 𝑄 and 𝑅 (Assumption 4.6)

and compactness of U (Assumption 4.2).
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Finally, given Definition 4.1 and Definition 4.2, we define the following set of states:

Γ
𝛽

𝑁
:=

{
𝑥 ∈ R𝑛 : 𝐽 0

𝑁

(
𝑥, u0(𝑧), 𝜈

)
≤ 𝛽𝑑1 + 𝑁𝑑2

}
. (4.22)

By construction,

𝑥𝑘 = E{𝑥𝑘 | I𝑘} ∈ Γ
𝛽

𝑁
⇐⇒ 𝐽𝑁

(
𝑥𝑘 , u0

𝑘
, 𝜈

)
≤ 𝛽𝑑1 + 𝑁𝑑2.

The following result is adapted from [110], and concerns the evolution of the system 𝑥+ =

𝐴𝑥 + 𝜈𝐵𝑢 and optimal cost function 𝐽𝑁 (𝑥, u0(𝑥), 𝜈) when the loop is closed with 𝑢 = 𝜅𝑁 (𝑥).

Lemma 4.2. If 𝑥 ∈ Γ
𝛽

𝑁
, then the successor state 𝑥+ = 𝐴𝑥 + 𝜈𝐵𝜅𝑁 (𝑥) ∈ Γ

𝛽

𝑁
and

𝐽𝑁
(
𝑥+, u0(𝑥+), 𝜈

)
− 𝐽𝑁

(
𝑥, u0(𝑥), 𝜈

)
≤ −ℓ(𝑥, 𝜈𝜅𝑁 (𝑥)). (4.23)

Proof. See Appendix 4.A.

4.4.2.2 Closed-loop analysis: prediction and estimation errors

In our setting, according to Lemma 4.2,

𝑥𝑘 = E{𝑥𝑘 | I𝑘} ∈ Γ
𝛽

𝑁
=⇒ 𝑧𝑘+1|𝑘 = E{𝑥𝑘+1 | I𝑘} = 𝐴𝑥𝑘 + 𝜈𝐵𝜅𝑁 (𝑥𝑘) ∈ Γ

𝛽

𝑁
. (4.24)

This successor state 𝑧𝑘+1|𝑘 = E{𝑥𝑘+1 | I𝑘} is, however, the state estimate predicted by the

controller at time 𝑘, using information I𝑘 , while the actual estimated state determined by the

estimator at time 𝑘 + 1 is 𝑥𝑘+1 = E{𝑥𝑘+1 | I𝑘+1}:

𝑥𝑘+1 = 𝑥𝑘+1|𝑘 + 𝛾𝑘+1𝐾𝑘+1
(
𝑦𝑘+1 −𝐶𝑥𝑘+1|𝑘

)
(4.25)

We note that the innovation 𝑥𝑘+1|𝑘 in this equation is not necessarily equal to the 𝑧𝑘+1|𝑘 predicted

by the controller:

𝑧𝑘+1|𝑘 = 𝐴𝑥𝑘 + 𝜈𝐵𝑢0
𝑘 |𝑘 MPC prediction (4.26a)

𝑥𝑘+1|𝑘 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0
𝑘 |𝑘 ≠ 𝑧𝑘+1|𝑘 TCP-like innovation (4.26b)

𝑥𝑘+1|𝑘 = 𝐴𝑥𝑘 + 𝜈𝐵𝑢0
𝑘 |𝑘 = 𝑧𝑘+1|𝑘 UDP-like innovation (4.26c)
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Note that the MPC prediction and TCP-like innovation are equal only if 𝜈 = 1 or 𝜈 = 0 but

neither of both scenarios are interesting cases.

Therefore, we define the following errors terms.

Definition 4.3. The prediction error at 𝑘 + 1 is the error between the new state estimate given

by the estimator at 𝑘 + 1 and the one-step ahead state prediction at 𝑘 + 1 given by the controller

at 𝑘, defined as

𝜀𝑘+1 := 𝑥𝑘+1 − 𝑧𝑘+1|𝑘 , (4.27)

which differs according to the protocol employed.

Definition 4.4. The estimation error at 𝑘 + 1 is the error between the true new state at 𝑘 + 1

and the new state estimate given by the estimator at 𝑘 + 1, that is

𝑒𝑘+1 := 𝑥𝑘+1 − 𝑥𝑘+1, (4.28)

again, which depends on the protocol employed.

In what follows we use the superscript tcp and udp to distinguish the protocol employed in order

to obtain the relations between the prediction errors 𝜀 tcp
𝑘+1, 𝜀udp

𝑘+1, and estimation errors 𝑒 tcp
𝑘+1, 𝑒

udp
𝑘+1

respectively. The estimation error 𝑒𝑘 = 𝑥𝑘 − 𝑥𝑘 at time 𝑘 given by the KF in (4.3), is employed

when required.

TCP-like protocol:

Since 𝑥𝑘+1|𝑘 is computed (at time 𝑘 + 1) using the available 𝜈𝑘 but the prediction 𝑧𝑘+1|𝑘 used

only 𝜈 , we have

𝜀
tcp
𝑘+1 = 𝑥𝑘+1 − 𝑧𝑘+1|𝑘

= 𝑥𝑘+1|𝑘 + 𝛾𝑘+1𝐾𝑘+1
(
𝑦𝑘+1 −𝐶𝑥𝑘+1|𝑘

)
−

(
𝐴𝑥𝑘 + 𝜈𝐵𝑢0

𝑘 |𝑘

)
= 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 + 𝛾𝑘+1𝐾𝑘+1
(
𝐶𝑥𝑘+1 + 𝑠𝑘+1 −𝐶𝑥𝑘+1|𝑘

)
−

(
𝐴𝑥𝑘 + 𝜈𝐵𝑢0

𝑘 |𝑘

)
= 𝜈𝑘𝐵𝑢

0
𝑘 |𝑘 + 𝛾𝑘+1𝐾𝑘+1𝐶 (𝐴(𝑥𝑘 − 𝑥𝑘) +𝑤𝑘) + 𝛾𝑘+1𝐾𝑘+1𝑠𝑘+1 − 𝜈𝐵𝑢0

𝑘 |𝑘

= (𝜈𝑘 − 𝜈)𝐵𝑢0
𝑘 |𝑘 + 𝛾𝑘+1𝐾𝑘+1𝐶 (𝐴𝑒𝑘 +𝑤𝑘) + 𝛾𝑘+1𝐾𝑘+1𝑠𝑘+1, (4.29)

64



Chapter 4. Input-constrained output-feedback stochastic MPC

while the estimation error is

𝑒
tcp
𝑘+1 = 𝑥𝑘+1 − 𝑥𝑘+1

= 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0
𝑘 |𝑘 +𝑤𝑘 −

(
𝑥𝑘+1|𝑘 + 𝛾𝑘+1𝐾𝑘+1

(
𝑦𝑘+1 −𝐶𝑥𝑘+1|𝑘

) )
= 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘 −
(
𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 + 𝛾𝑘+1𝐾𝑘+1
(
𝐶𝑥𝑘+1 + 𝑠𝑘+1 −𝐶𝑥𝑘+1|𝑘

) )
= 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘 −𝐴𝑥𝑘 − 𝜈𝑘𝐵𝑢
0
𝑘 |𝑘

− 𝛾𝑘+1𝐾𝑘+1

(
𝐶

(
𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘
)
+ 𝑠𝑘+1 −𝐶

(
𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘

))
= (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝐴𝑒𝑘 +𝑤𝑘) − 𝛾𝑘+1𝐾𝑘+1𝑠𝑘+1. (4.30)

Thus note that

𝑒
tcp
𝑘+1 + 𝜀

tcp
𝑘+1 = 𝐴𝑒𝑘 + (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘 . (4.31)

UDP-like protocol:

In this case both 𝑥𝑘+1|𝑘 and the prediction 𝑧𝑘+1|𝑘 are computed using knowledge of only 𝜈:

𝜀
udp
𝑘+1 = 𝑥𝑘+1 − 𝑧𝑘+1

= 𝑥𝑘+1|𝑘 + 𝛾𝑘+1𝐾𝑘+1
(
𝑦𝑘+1 −𝐶𝑥𝑘+1|𝑘

)
−

(
𝐴𝑥𝑘 + 𝜈𝐵𝑢0

𝑘 |𝑘

)
= 𝐴𝑥𝑘 + 𝜈𝐵𝑢0

𝑘 |𝑘 + 𝛾𝑘+1𝐾𝑘+1
(
𝐶𝑥𝑘+1 + 𝑠𝑘+1 −𝐶𝑥𝑘+1|𝑘

)
−

(
𝐴𝑥𝑘 + 𝜈𝐵𝑢0

𝑘 |𝑘

)
= 𝛾𝑘+1𝐾𝑘+1𝐶 (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 + 𝛾𝑘+1𝐾𝑘+1𝐶 (𝐴𝑒𝑘 +𝑤𝑘) + 𝛾𝑘+1𝐾𝑘+1𝑠𝑘+1, (4.32)

while the estimation error is

𝑒
udp
𝑘+1 = 𝑥𝑘+1 − 𝑥𝑘+1

= 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0
𝑘 |𝑘 +𝑤𝑘 −

(
𝑥𝑘+1|𝑘 + 𝛾𝑘+1𝐾𝑘+1

(
𝑦𝑘+1 −𝐶𝑥𝑘+1|𝑘

) )
= 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘 −
(
𝐴𝑥𝑘 + 𝜈𝐵𝑢0

𝑘 |𝑘 + 𝛾𝑘+1𝐾𝑘+1
(
𝐶𝑥𝑘+1 + 𝑠𝑘+1 −𝐶𝑥𝑘+1|𝑘

) )
= 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘 −𝐴𝑥𝑘 − 𝜈𝐵𝑢
0
𝑘 |𝑘

− 𝛾𝑘+1𝐾𝑘+1

(
𝐶

(
𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘
)
+ 𝑠𝑘+1 −𝐶

(
𝐴𝑥𝑘 + 𝜈𝐵𝑢0

𝑘 |𝑘

))
= 𝐴(𝑥𝑘 − 𝑥𝑘) + (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘

− 𝛾𝑘+1𝐾𝑘+1

(
𝐶

(
𝐴(𝑥𝑘 − 𝑥𝑘) + (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘
)
+ 𝑠𝑘+1

)
= (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 + (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝐴𝑒𝑘 +𝑤𝑘) − 𝛾𝑘+1𝐾𝑘+1𝑠𝑘+1. (4.33)
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Thus note that, again,

𝑒
udp
𝑘+1 + 𝜀

udp
𝑘+1 = 𝐴𝑒𝑘 + (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘 . (4.34)

This, together with the fact that if 𝑥𝑘 and 𝑒𝑘 are given, then 𝑢0
𝑘 |𝑘 = 𝜅𝑁 (𝑥𝑘 = 𝑥𝑘 − 𝑒𝑘) is the same

control in both UDP and TCP cases, proves the following.

Proposition 4.1. For a given 𝑥𝑘 and 𝑒𝑘 , the following statements are true:

𝑒
udp
𝑘+1 + 𝜀

udp
𝑘+1 = 𝑒

tcp
𝑘+1 + 𝜀

tcp
𝑘+1, (4.35)

and

𝑒
udp
𝑘+1 = 𝑒

tcp
𝑘+1 + (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 (4.36)

𝜀
udp
𝑘+1 = 𝜀

tcp
𝑘+1 − (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 . (4.37)

Proof. Comparing (4.31) and (4.34) leads to (4.35). From (4.33), we have that

𝑒
udp
𝑘+1 = (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝐴𝑒𝑘 +𝑤𝑘) − 𝛾𝑘+1𝐾𝑘+1𝑠𝑘+1 + (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 ,

and using (4.30), it follows that

= 𝑒
tcp
𝑘+1 + (I − 𝛾𝑘+1𝐾𝑘+1𝐶) (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 ,

proving (4.36). Applying the same procedure for (4.29) and (4.32) completes the proof of

(4.37).

The result characterizes a trade-off between the estimation error and prediction error depending

on the channel protocol employed; if the effect of the input𝑢0
𝑘 |𝑘 is to increase the estimation error

in the UDP case compared with the TCP case, then a counter effect is to reduce the prediction

error by the same margin. It is also worth pointing out that

𝑒𝑘+1 + 𝜀𝑘+1 = (𝑥𝑘+1 − 𝑥𝑘+1) + (𝑥𝑘+1 − 𝑧𝑘+1|𝑘)

= 𝑥𝑘+1 − 𝑧𝑘+1|𝑘 ,
(4.38)

so this quantity represents the (unknown) total error between true state and MPC prediction.
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It is now clear that monotonicity of the value function cannot be assured since, in general,

𝑥𝑘+1 ≠ 𝑧𝑘+1|𝑘 . Indeed, we may write for the cost function [100]

𝐽𝑁
(
𝑥𝑘+1, u0

𝑘+1(𝑥𝑘+1), 𝜈
)
≤ 𝐽𝑁

(
𝑧𝑘+1|𝑘 , u0

𝑘+1(𝑧𝑘+1|𝑘), 𝜈
)
+ 𝜎 (∥𝜀𝑘+1∥), (4.39)

where 𝜎 (·) is a function of class K, and so, for all 𝑥𝑘 ∈ Γ
𝛽

𝑁
,

𝐽𝑁
(
𝑥𝑘+1, u0

𝑘+1(𝑥𝑘+1), 𝜈
)
− 𝐽𝑁

(
𝑥𝑘 , u0

𝑘
(𝑥𝑘), 𝜈

)
≤ −ℓ(𝑥𝑘 , 𝜈𝜅𝑁 (𝑥𝑘)) + 𝜎 (∥𝜀𝑘+1∥) . (4.40)

It is then of interest to determine when ∥𝜀𝑘+1∥ is zero (or small), in order that

𝑥𝑘 ∈ Γ
𝛽

𝑁
=⇒ 𝑥𝑘+1 ∈ Γ

𝛽

𝑁
, (4.41)

as a key step towards ensuring stability of the controller.

The next result is an immediate result of the developed expressions (4.29) and (4.32).

Proposition 4.2. If 𝛾𝑘+1 = 0 then

1. UDP-like protocol: 𝜀udp
𝑘+1 = 0 necessarily, so for all 𝑥𝑘 ∈ Γ

𝛽

𝑁
,

𝐽𝑁
(
𝑥𝑘+1, u0

𝑘+1(𝑥𝑘+1), 𝜈
)
− 𝐽𝑁

(
𝑥𝑘 , u0

𝑘
(𝑥𝑘), 𝜈

)
≤ −ℓ(𝑥𝑘 , 𝜈𝜅𝑁 (𝑥𝑘)), (4.42)

and (4.41) holds. However,

𝑒
udp
𝑘+1 = 𝐴𝑒𝑘 + (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 +𝑤𝑘 . (4.43)

2. TCP-like protocol: 𝜀
tcp
𝑘+1 = (𝜈𝑘 − 𝜈)𝐵𝑢0

𝑘 |𝑘 ≠ 0 whenever 𝐵𝑢0
𝑘 |𝑘 ≠ 0. Therefore, for all

𝑥𝑘 ∈ Γ
𝛽

𝑁
,

𝐽𝑁
(
𝑥𝑘+1, u0

𝑘+1(𝑥𝑘+1), 𝜈
)
− 𝐽𝑁

(
𝑥𝑘 , u0

𝑘
(𝑥𝑘), 𝜈

)
≤ −ℓ(𝑥𝑘 , 𝜈𝜅𝑁 (𝑥𝑘)) + 𝜎

(


(𝜈𝑘 − 𝜈)𝐵𝑢0
𝑘 |𝑘




),
(4.44)

and (4.41) does not necessarily hold. Moreover,

𝑒
tcp
𝑘+1 = 𝐴𝑒𝑘 +𝑤𝑘 . (4.45)
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Proof. For the UDP-like protocol, substituting 𝛾𝑘+1 = 0 in (4.32) leads to 𝜎 (∥𝜀𝑘+1∥) = 0 in

(4.40), and applying the same𝛾𝑘+1 = 0 in (4.33) results in (4.43). Following the same procedure

for the TCP-like protocol by substituting 𝛾𝑘+1 = 0 in (4.29) leads to 𝜎 (∥𝜀𝑘+1∥) ≠ 0 in (4.40),

and 𝛾𝑘+1 = 0 in (4.30) results in (4.45). This completes the proof.

This result depicts a kind of reverse separation principle wherein, in the case of sensor dropouts,

the UDP-MPC cost function enjoys a monotonic decrease, independent of the estimator, if

𝑥𝑘 ∈ Γ
𝛽

𝑁
. The estimator performance is, however, dependent on the control input. In the

TCP case, on the other hand, the estimator is independent of the controller (c.f. the separation

observed by [41]), but the monotonicity of the controller cost function is now assured only for

suitably small inputs.

4.4.3 Revisiting the counterexample

The designed controller in Section 4.4.1 satisfies Assumptions 4.6–4.2, the latter with 𝑑1 = 1.85

and 𝑑2 = 1.2; therefore, with 𝑁 = 3 and 𝛽 = 1,

Γ1
3 =

{
𝑥 : 𝐽𝑁

(
𝑥, u0(𝑥), 𝜈

)
≤ 5.45

}
.

The initial state estimate 𝑥0 ∉ Γ1
3 ; however, in the UDP case the state estimate enters Γ1

3 at

𝑘 = 11 and remains therein. In the TCP case, the state estimate never enters Γ1
3 ; the cost reaches

a minimum of 41.16 at 𝑘 = 2 before diverging, Fig. 4.13 and Fig. 4.14.

Figure 4.13: Optimal cost value in the UDP case.
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

Figure 4.14: Phase-portrait and optimal cost value.

4.4.3.1 Verifying Proposition 4.1 and Proposition 4.2

In Fig. 4.13, it can be seen that whenever 𝛾𝑘+1 = 0, 𝐽𝑁
(
𝑥𝑘+1, u0

𝑘+1(𝑥𝑘+1), 𝜈
)
< 𝐽𝑁

(
𝑥𝑘 , u0

𝑘
(𝑥𝑘), 𝜈

)
(Proposition 4.2). The increase at 𝑘 = 14 (when 𝛾𝑘 rises from 0 to 1) is explained by Proposi-

tion 4.1: the state estimate 𝑥14 is improved over the prediction 𝑥14|13 = 𝑧14|13 at the expense of

higher prediction error.

We can also verify (4.36) and (4.37) (Proposition 4.1) by using the input values shown in

Fig. 4.3(b) and the estimation and prediction errors for the TCP and UDP cases in Fig. 4.15

whenever 𝛾𝑘+1 = 0. For the positive input value 𝑢0
6|6 = 1 at 𝑘 = 6, and 𝛾6+1 = 0, the estimation

and prediction errors satisfy 𝑒udp
6+1 > 𝜀

udp
6+1, and 𝑒 tcp

6+1 < 𝜀
tcp
6+1.

(a) UDP case (b) TCP case

Figure 4.15: Estimation and prediction errors for the TCP and UDP cases.
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4.4.3.2 Increasing 𝑁

We have seen before (Fig. 4.13 and Fig. 4.14), in the TCP case, the state estimate never enters

Γ1
3 . However, increasing 𝑁 to 4 results in the state estimate entering

Γ1
4 =

{
𝑥 : 𝐽𝑁

(
𝑥, u0(𝑥), 𝜈

)
≤ 6.65

}
at 𝑘 = 9 on both protocols, and subsequently maintaining stability, see Fig. 4.16 and Fig. 4.17.

Figure 4.16: Optimal cost value in the UDP case.

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

Figure 4.17: Phase-portrait and optimal cost value.

4.4.3.3 Increasing 𝑁 and 𝛽

Increasing 𝛽 to 3 and keeping 𝑁 equals to 4 results in the state estimate entering

Γ3
4 =

{
𝑥 : 𝐽𝑁

(
𝑥, u0(𝑥), 𝜈

)
≤ 10.35

}
70



Chapter 4. Input-constrained output-feedback stochastic MPC

at 𝑘 = 8 over the UDP protocol, and at 𝑘 = 9 over the TCP protocol, see Fig. 4.18 and Fig. 4.19.

Figure 4.18: Optimal cost value in the UDP case.

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

Figure 4.19: Phase-portrait and optimal cost value.

4.5 Explicit input-constrained solution

In the previous section we performed an initial analysis of the problem using the established

properties of the MPC control law and value function; that control law, however, is merely

implicit. It is well known that when the objective function is quadratic [102], the system

dynamics are linear, and the constraints are polyhedral or polytopic, the value function becomes

PWQ, and the control law is PWA. The aim in this section is to show the effect of 𝜈 on the PWA

control law and to investigate whether any additional insight emerges by using these facts.
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We start by substituting (4.14b) and (4.14a) into the optimal (4.13)

𝑉 0
𝑁 (I𝑘) = min

u𝑘∈U
𝑧⊤
𝑘 |𝑘𝑄𝑧𝑘 |𝑘 + z⊤

𝑘
𝑄̃z𝑘 + 𝜈2u⊤

𝑘
𝑅u𝑘 + 𝑐 (𝑃𝑘), (4.46a)

subject to, for 𝑗 ∈ N[0,𝑁−1] ,

z𝑘 = 𝐹𝑧𝑘 |𝑘 +𝐺𝜈u𝑘 (4.46b)

u𝑘 ∈ U , (4.46c)

where 𝑄̃ = diag(I(𝑁−1)×(𝑁−1) ⊗ 𝑄, 𝛽𝑄 𝑓 ), 𝑅 = I𝑁×𝑁 ⊗ 𝑅, 𝐹 =
[
𝐴,𝐴2, . . . , 𝐴𝑁

]⊤,

𝐺 =



𝐵 0 . . . 0

𝐴𝐵 𝐵 . . . 0
...

...
. . .

...

𝐴𝑁−1𝐵 𝐴𝑁−2𝐵 . . . 𝐵


,

z𝑘 = E{x𝑘 | I𝑘} = E
{
𝐹𝑥𝑘 |𝑘 +𝐺𝝂𝑘u𝑘 | I𝑘

}
=

[
𝑧𝑘 |𝑘 , . . . , 𝑧𝑘+𝑁 |𝑘

]⊤, x𝑘 =
[
𝑥𝑘 |𝑘 , . . . , 𝑥𝑘+𝑁 |𝑘

]⊤,

𝝂𝑘 =
[
𝜈𝑘 |𝑘 , . . . , 𝜈𝑘+𝑁−1|𝑘

]⊤, and u𝑘 =
[
𝑢𝑘 |𝑘 , . . . , 𝑢𝑘+𝑁−1|𝑘

]⊤, allow us to formulate the mp-QP.

Before we proceed, we need the following.

Definition 4.5. For u𝑘 ∈ U and z𝑘 ∈ R𝑛, let 𝐻 = 2(𝐺⊤𝑄̃𝐺 + 𝑅), 𝐻 = 𝐻⊤ ≻ 0, 𝑀 = 𝑄 + 𝐹⊤𝑄̃𝐹 ,

and 𝐿 = 2𝐺⊤𝑄̃𝐹 . 𝑃𝑢 and 𝑄𝑢 are inequality constraints of appropriate dimensions.

By Definition 4.5, if 𝜈 ∈ (0, 1] and 𝛽 ≥ 1, then for all 𝑧𝑘 |𝑘 ∈ R𝑛 and 𝑢𝑘 ∈ U ⊆ R𝑚, the quadratic

problem

𝑉 0
𝑁 (𝑧𝑘 |𝑘 , 𝑃𝑘) = min

u𝑘∈U

1
2

u⊤
𝑘
𝜈2𝐻u𝑘 + 𝜈𝑐⊤u𝑘 + 𝛼, (4.47a)

subject to,

𝑃𝑢u𝑘 ≤ 𝑄𝑢, (4.47b)

where 𝛼 = 𝑧⊤
𝑘 |𝑘𝑀𝑧𝑘 |𝑘 + 𝑐 (𝑃𝑘), and 𝑐 = 𝐿𝑧𝑘 |𝑘 , has an optimal (unique) solution

u0
𝑘
(𝑧𝑘 |𝑘) = arg min

u𝑘∈U

{
1
2

u⊤
𝑘
𝜈2𝐻u𝑘 + 𝜈𝑐⊤u𝑘 + 𝛼 : 𝑃𝑢u𝑘 ≤ 𝑄𝑢

}
(4.48a)

72



Chapter 4. Input-constrained output-feedback stochastic MPC

=
{
𝑢0
𝑘 |𝑘 (𝑧𝑘 |𝑘), . . . , 𝑢

0
𝑘+𝑁−1|𝑘 (𝑧𝑘 |𝑘)

}
, (4.48b)

over the feasible set U𝑢 = {𝑢𝑘 ∈ R𝑚 : 𝑃𝑢u𝑘 ≤ 𝑄𝑢}.

Solving (4.47) using numerical methods leads to an implicit on-line solution. Our objective is

to obtain an explicit PWA off-line solution for all possible initial states. For this matter, the

mp-QP formulation [102] is presented as follows.

4.5.1 mp-QP formulation

Applying the Lagrange multiplier function to the problem (4.47)

L(𝑧𝑘 |𝑘 , u𝑘 , 𝜆) =
1
2

u⊤
𝑘
𝜈2𝐻u𝑘 + 𝜈𝑐⊤u𝑘 + 𝛼 + 𝜆⊤(𝑃𝑢u𝑘 −𝑄𝑢), (4.49a)

such that

𝜕L
𝜕u𝑘

= 0, 𝜈2𝐻u𝑘 + 𝜈𝑐 + 𝑃⊤𝑢 𝜆 = 0, (4.49b)

and if there exists 𝐻−1,

u𝑘 +
(
𝜈2𝐻

)−1
𝜈𝑐 = −

(
𝜈2𝐻

)−1
𝑃⊤𝑢 𝜆, (4.49c)

allow us to define

𝝁𝑘 = u𝑘 + (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘 . (4.49d)

Therefore, by Definition 4.5, if 𝜈 ∈ (0, 1] and 𝛽 ≥ 1, then for all 𝑧𝑘 |𝑘 ∈ R𝑛 and 𝑢𝑘 ∈ U ⊆ R𝑚,

the equivalent mp-QP problem of (4.47) is

𝑉 0
𝑁 (𝑧𝑘 |𝑘) = min

𝝁𝑘∈U

1
2
𝝁⊤
𝑘
𝜈2𝐻𝝁𝑘 , (4.50a)

subject to,

𝑃𝑢𝝁𝑘 ≤ 𝑄𝑢 + 𝑆𝑢𝑧𝑘 |𝑘 , (4.50b)
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where 𝑆𝑢 = 𝑃𝑢 (𝜈𝐻 )−1𝐿, 𝑉 0
𝑁
(𝑧𝑘 |𝑘) = 𝑉 0

𝑁
(𝑧𝑘 |𝑘 , 𝑃𝑘) − 𝜌 and 𝜌 = 𝛼 − 1

2𝑐
⊤𝐻−1𝑐, has an optimal

(unique) solution

𝝁0
𝑘
(𝑧𝑘 |𝑘) = arg min

𝝁𝑘∈Ũ 𝜇

{
1
2
𝝁⊤
𝑘
𝜈2𝐻𝝁𝑘 : 𝑃𝑢𝝁𝑘 ≤ 𝑄𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

}
(4.51a)

=
{
𝜇0
𝑘 |𝑘 (𝑧𝑘 |𝑘), . . . , 𝜇

0
𝑘+𝑁−1|𝑘 (𝑧𝑘 |𝑘)

}
, (4.51b)

over the feasible set Ũ 𝜇 =
{
𝜇𝑘 ∈ R𝑚 : 𝑃𝑢𝝁𝑘 ≤ 𝑄𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

}
.

The explicit solution 𝝁0
𝑘

can be obtained using the first-order Karush-Kuhn-Tucker (KKT)

optimally conditions where we exploit the convexity of the quadratic function of the problem

and the linearity of the constraints.

4.5.2 Explicit solution

Before we proceed with the solution, we define the following.

Definition 4.6 (Active and inactive constraints, adapted from [102]). Let 𝝁̄ denote a set of

feasible points in Ũ 𝜇 . The i-th inequality constraint 𝑔𝑖 (𝝁) ≤ 0 is active at 𝝁̄ if 𝑔𝑖 (𝝁̄) = 0, and is

inactive at 𝝁̄ if 𝑔𝑖 (𝝁̄) < 0.

Definition 4.7 (Sets of active and inactive constraints, [102]). If 𝑃𝑢 𝑗 , 𝑆𝑢 𝑗 and𝑄𝑢 𝑗 denote the j-th

row of 𝑃𝑢, 𝑄𝑢 and 𝑆𝑢 respectively, where 𝑗 ∈ N[1,𝑚] , then 𝐴̂ be the set of active constraints for

which the sub-matrices of 𝑃𝑢, 𝑄𝑢 and 𝑆𝑢 are active at the optimum 𝝁0
𝑘
(𝑧𝑘 |𝑘), i.e.

𝐴̂ =
{
𝑧𝑘 |𝑘 ∈ R𝑛, 𝝁0

𝑘
(𝑧𝑘 |𝑘) ∈ Ũ 𝜇 : 𝑃𝑢 𝑗𝝁

0
𝑘
(𝑧𝑘 |𝑘) − 𝑆𝑢 𝑗𝑧𝑘 |𝑘 = 𝑄𝑢 𝑗

}
, (4.52)

and let 𝐴̌ be the set of inactive constraints for which the sub-matrices of 𝑃𝑢, 𝑄𝑢 and 𝑆𝑢 are

inactive at the optimum 𝝁0
𝑘
(𝑧𝑘 |𝑘), i.e.

𝐴̌ =
{
𝑧𝑘 |𝑘 ∈ R𝑛, 𝝁0

𝑘
(𝑧𝑘 |𝑘) ∈ Ũ 𝜇 : 𝑃𝑢 𝑗𝝁

0
𝑘
(𝑧𝑘 |𝑘) − 𝑆𝑢 𝑗𝑧𝑘 |𝑘 < 𝑄𝑢 𝑗

}
. (4.53)

The union of the active constraint set 𝐴̂ and the inactive constraint set 𝐴̌ is the set of all

constraints, and their intersection is empty.

Using the previous definitions, we are able to formulate the following.
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Definition 4.8 (Critical Region, [102]). The critical region𝐶𝑅0 associated with the set of active

constraints 𝐴̂ is the set of all 𝑧𝑘 |𝑘 ∈ R𝑛 such that the constraints indexed by 𝐴̂ are active at the

optimum 𝝁0
𝑘
.

Considering the previous, in what follows we show the KKT conditions under which the PWA

optimizer 𝝁0
𝑘

exists in the H-polyhedral representation of the 𝐶𝑅0.

Theorem 4.1. Let 𝑃𝑢, 𝑄̂𝑢 and 𝑆𝑢 denote the sub-matrices of 𝑃𝑢, 𝑄𝑢 and 𝑆𝑢 in 𝐴̂, then the optimal

𝝁0
𝑘
(𝑧𝑘 |𝑘) and the corresponding Lagrange multiplier 𝜆 for the active constraints in the problem

(4.50) are continuous PWA functions of the state 𝑧𝑘 |𝑘 over the 𝐶𝑅0, such that

𝝁0
𝑘
= 𝐻−1𝑃⊤𝑢

(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘
)

(4.54a)

𝜆 = −
(
𝑃⊤𝑢

(
𝜈2𝐻

)−1
𝑃⊤𝑢

)−1 (
𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

)
. (4.54b)

Proof. Defining the Lagrange multiplier function for (4.50)

L(𝑧𝑘 |𝑘 , 𝝁𝑘 , 𝜆) =
1
2
𝝁⊤
𝑘
𝜈2𝐻𝝁𝑘 + 𝜆⊤

(
𝑃𝑢𝝁𝑘 −𝑄𝑢 − 𝑆𝑢𝑧𝑘 |𝑘

)
,

then, the optimal 𝝁0
𝑘

satisfies the following KKT conditions:

𝜕L
𝜕𝝁𝑘

= 0, 𝜈2𝐻𝝁0
𝑘
+ 𝑃⊤𝑢 𝜆 = 0, 𝜆 ∈ R𝑞, 𝑞 ∈ N>0 (4.55a)

𝜆𝑖
(
𝑃 𝑖𝑢𝝁

0
𝑘
−𝑄𝑖𝑢 − 𝑆𝑖𝑢𝑧𝑘 |𝑘

)
= 0, 𝑖 ∈ N[1,𝑞] (4.55b)

𝜆 ≥ 0, dual feasibility condition, (4.55c)

𝑃𝑢𝝁
0
𝑘
−𝑄𝑢 − 𝑆𝑢𝑧𝑘 |𝑘 ≤ 0, primal feasibility condition, (4.55d)

where the superscript denotes the i-th row, [112].

Solving (4.55a) leads to

𝝁0
𝑘
= −

(
𝜈2𝐻

)−1
𝑃⊤𝑢 𝜆, (4.56)

and replacing the result in (4.55b) we have the complementary slackness conditions

𝜆

(
−𝑃𝑢

(
𝜈2𝐻

)−1
𝑃⊤𝑢 𝜆 −𝑄𝑢 − 𝑆𝑢𝑧𝑘 |𝑘

)
= 0.

Let us define the primal feasibility condition (4.55d) for the corresponding sets of active 𝐴̂ and
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inactive 𝐴̌ constraints, in which 𝑃𝑢, 𝑄̂𝑢 and 𝑆𝑢 correspond to the sub-matrices of 𝑃𝑢, 𝑄𝑢 and

𝑆𝑢 ∈ 𝐴̂, and 𝑃𝑢, 𝑄̌𝑢 and 𝑆𝑢 correspond to the sub-matrices of 𝑃𝑢, 𝑄𝑢 and 𝑆𝑢 ∈ 𝐴̌, i.e.

𝑃𝑢𝝁
0
𝑘
− 𝑆𝑢𝑧𝑘 |𝑘 = 𝑄̂𝑢

𝑃𝑢𝝁
0
𝑘
− 𝑆𝑢𝑧𝑘 |𝑘 < 𝑄̌𝑢,

and let𝜆 and𝜆 denote the Lagrange multipliers for the active and inactive constraints respectively,

we have that from (4.55b) 𝜆 = 0 and

𝜆 = −
(
𝑃𝑢

(
𝜈2𝐻

)−1
𝑃⊤𝑢

)−1 (
𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

)
is a PWA function of 𝑧𝑘 |𝑘 .

Therefore, substituting the latter in (4.56) leads to

𝝁0
𝑘
= 𝐻−1𝑃⊤𝑢

(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘
)

(4.58)

is a PWA function of 𝑧𝑘 |𝑘 .

We must remark that both 𝜆 and 𝝁0
𝑘

depend on 𝜈 due to 𝑆𝑢 = 𝑃𝑢 (𝜈𝐻 )−1𝐿 from (4.50) implies

𝑆𝑢 = 𝑃𝑢 (𝜈𝐻 )−1𝐿.

Theorem 4.2 (Critical Region𝐶𝑅0). Let P𝑑 (𝐴̂, 𝜆) denote the set of full-rank linear independent

combinations of 𝐴̂ and the Lagrange multiplier 𝜆 corresponding to the active constraints for

the dual feasibility conditions, and let P𝑝 (𝐴̂, 𝐴̌, 𝜆) denote the set of full-rank linear independent

combination of 𝐴̂, 𝐴̌ and 𝜆 for the primal feasibility conditions, then there exists a critical region

for all 𝑧𝑘 |𝑘 ∈ R𝑛 and 𝜈 ∈ (0, 1] such that the combination of P𝑝 and P𝑑 is active at the optimum

𝝁0
𝑘
, i.e.

𝐶𝑅0 =

{
𝑧𝑘 |𝑘 ∈ R𝑛 : P𝑝

⋂
P𝑑

}
. (4.59)

Proof. The optimizer 𝝁0
𝑘

from (4.54a) must satisfy the primal feasibility conditions (4.55d)

P𝑝 =
{
𝑧𝑘 |𝑘 ∈ R𝑛 : 𝑃𝑢𝐻−1𝑃⊤𝑢

(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘
)
≤ 𝑄𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

}
(4.60)
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and the Lagrange multipliers 𝜆 from (4.54b) must satisfy the dual feasibility conditions (4.55c)

P𝑑 =
{
𝑧𝑘 |𝑘 ∈ R𝑛 : −

(
𝑃⊤𝑢

(
𝜈2𝐻

)−1
𝑃⊤𝑢

)−1 (
𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

)
≥ 0

}
, (4.61)

which completes the Proof.

As shown in [113], after obtaining 𝐶𝑅0 the rest of the critical regions 𝐶𝑅 𝑗 = Ũ 𝜇 \𝐶𝑅0 must be

explored. In the following lemma we show the conditions for partitioning the rest of the space.

Lemma 4.3 (Critical Regions). Let us define 𝐶𝑅0 ≔
{
𝑧𝑘 |𝑘 ∈ R𝑛 : 𝐴𝑧𝑘 |𝑘 ≤ 𝑏

}
and 𝐶𝑅 𝑗 ≔{

𝑧𝑘 |𝑘 ∈ R𝑛 : 𝐴 𝑗𝑧𝑘 |𝑘 ≤ 𝑏 𝑗
}
, then 𝐶𝑅0 and 𝐶𝑅 𝑗 are polytopes mutually disjoint partitions of Ũ 𝜇

such that

Ũ 𝜇 ≔ 𝐶𝑅0
⋃(

𝑛𝑟⋃
𝑗=1
𝐶𝑅 𝑗

)
⊂ U𝑢, 𝑗 ∈ N[1,𝑛𝑟 ], (4.62)

where 𝑛𝑟 ≔ dim(𝑏) is the number of critical regions generated.

𝐶𝑅0 is obtained by following Theorem 4.2 and the rest𝐶𝑅 𝑗 follows the same procedure for each

new region until the whole state space is covered.

Proof. The proof is presented in [112].

4.5.3 Control law

Now we are in conditions to present the corresponding PWA control law u0
𝑘

and the PWQ value

function 𝑉 0
𝑁
(𝑧𝑘 |𝑘) in the H-polyhedral representation of the critical regions for the problem

(4.50).

Theorem 4.3. If there exists 𝐻−1 and 𝜈 ∈ (0, 1], then the explicit optimal sequence u0
𝑘
(𝑧𝑘 |𝑘) of

the problem (4.13) is continuous PWA function on polyhedra for 𝑧𝑘 |𝑘 such that

u0
𝑘
(𝑧𝑘 |𝑘) = 𝐾𝑁 𝑗

𝑧𝑘 |𝑘 + 𝑔 𝑗 , if 𝑧𝑘 |𝑘 ∈ 𝐶𝑅 𝑗 , 𝑗 ∈ N[0,𝑛𝑟 ], (4.63a)

where

𝐾𝑁 𝑗
= 𝐹 𝑗 − (𝜈𝐻 )−1𝐿 (4.63b)

𝐹 𝑗 = 𝐻
−1𝑃⊤𝑢 (𝑃𝑢𝐻−1𝑃⊤𝑢 )−1𝑃𝑢 (𝜈𝐻 )−1𝐿 (4.63c)
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𝑔 𝑗 = 𝐻
−1𝑃⊤𝑢 (𝑃𝑢𝐻−1𝑃⊤𝑢 )−1𝑄̂𝑢, (4.63d)

and the control law

𝑢0
𝑘 |𝑘 (𝑧𝑘 |𝑘) = 𝐾𝑁0𝑧𝑘 |𝑘 + 𝑔0, (4.64a)

where

𝐾𝑁0 = [I, 0, . . . , 0]𝐾𝑁 𝑗
(4.64b)

𝑔0 = [I, 0, . . . , 0]𝑔 𝑗 , (4.64c)

is an explicit continuous PWA function on polyhedra for all 𝑧𝑘 |𝑘 .

Proof. It follows directly using (4.58) in (4.49d) such that

u0
𝑘
= 𝝁0

𝑘
− (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘

= 𝐻−1𝑃⊤𝑢
(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘
)
− (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘 ,

and since 𝑆𝑢 = 𝑃𝑢 (𝜈𝐻 )−1𝐿 from (4.50) implies 𝑆𝑢 = 𝑃𝑢 (𝜈𝐻 )−1𝐿, then

= 𝐻−1𝑃⊤𝑢
(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝑄̂𝑢 + 𝑃𝑢 (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘
)
− (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘 ,

reordering completes the proof.

Theorem 4.4. If 𝜈 ∈ (0, 1] and 𝛽 ≥ 1, then the value function 𝑉 0
𝑁

and the cost function 𝐽𝑁 for

the problem (4.50) related as

𝑉 0
𝑁 (𝑧𝑘 |𝑘 , 𝑃𝑘) = 𝐽𝑁

(
𝑧𝑘 |𝑘 , u0

𝑘
(𝑧𝑘 |𝑘), 𝜈

)
+ 𝑐 (𝑃𝑘), (4.65)

has a PWQ function on polyhedra for 𝑧𝑘 |𝑘 such that

𝐽𝑁 (𝑧𝑘 |𝑘 , u0
𝑘
(𝑧𝑘 |𝑘), 𝜈) =

1
2
𝑧⊤
𝑘 |𝑘𝐸 𝑗𝑧𝑘 |𝑘 + 𝑑

⊤
𝑗 𝑧𝑘 |𝑘 + 𝑒 𝑗 , if 𝑧𝑘 |𝑘 ∈ 𝐶𝑅 𝑗 , 𝑗 ∈ N[0,𝑛𝑟 ], (4.66a)
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where

𝐸 𝑗 = 𝐾
⊤
𝑁 𝑗
𝜈2𝐻𝐾𝑁 𝑗

+ 2𝜈𝐿⊤𝐾𝑁 𝑗
+ 2𝑀 (4.66b)

𝑑 𝑗 =

(
𝐾⊤
𝑁 𝑗
𝜈2𝐻 + 𝜈𝐿⊤

)
𝑔 𝑗 (4.66c)

𝑒 𝑗 = 𝑔
⊤
𝑗 𝜈

2𝐻𝑔 𝑗 . (4.66d)

Proof. It follows directly by using (4.63a) in (4.47).

4.5.4 Effects of the design parameters over the explicit control law and

the 𝐶𝑅0

The results from Theorem 4.2 and Theorem 4.3 reveal the actual effects of the design parameters

𝛽, 𝑁 and 𝜈 over the critical region 𝐶𝑅0 and the explicit control law u0.

First, since 𝑆𝑢 = 𝑃𝑢 (𝜈𝐻 )−1𝐿 from (4.50) implies 𝑆𝑢 = 𝑃𝑢 (𝜈𝐻 )−1𝐿, and according to (4.60), the

set P𝑝 is penalized by 𝜈 , i.e.

P𝑝 =
{
𝑧𝑘 |𝑘 ∈ R𝑛 : 𝑃𝑢𝐻−1𝑃⊤𝑢

(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘
)
≤ 𝑄𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

}
=

{
𝑧𝑘 |𝑘 ∈ R𝑛 : 𝑃𝑢𝐻−1𝑃⊤𝑢

(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝑄̂𝑢 + 𝑃𝑢 (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘
)
≤ 𝑄𝑢 + 𝑃𝑢 (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘

}
=

{
𝑧𝑘 |𝑘 ∈ R𝑛 : 𝑃𝑢𝐻−1𝑃⊤𝑢

(
𝑃𝑢𝐻

−1𝑃⊤𝑢
)−1 (

𝜈𝑄̂𝑢 + 𝑃𝑢𝐻−1𝐿𝑧𝑘 |𝑘
)
≤ 𝜈𝑄𝑢 + 𝑃𝑢𝐻−1𝐿𝑧𝑘 |𝑘

}
. (4.67)

Second, according to (4.61), the set P𝑑 is also penalized by 𝜈 , i.e.

P𝑑 =
{
𝑧𝑘 |𝑘 ∈ R𝑛 : − 𝜈2 (𝑃⊤𝑢 𝐻−1𝑃⊤𝑢

)−1 (
𝑄̂𝑢 + 𝑆𝑢𝑧𝑘 |𝑘

)
≥ 0

}
=

{
𝑧𝑘 |𝑘 ∈ R𝑛 : − 𝜈2 (𝑃⊤𝑢 𝐻−1𝑃⊤𝑢

)−1 (
𝑄̂𝑢 + 𝑃𝑢 (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘

)
≥ 0

}
=

{
𝑧𝑘 |𝑘 ∈ R𝑛 : − 𝜈

(
𝑃⊤𝑢 𝐻

−1𝑃⊤𝑢
)−1 (

𝜈𝑄̂𝑢 + 𝑃𝑢𝐻−1𝐿𝑧𝑘 |𝑘
)
≥ 0

}
, (4.68)

and the matrix 𝐻–dependent on 𝛽 and 𝑁–is affecting both sets P𝑝 and P𝑑 , then we can say that

𝐶𝑅0 =

{
𝑧𝑘 |𝑘 ∈ R𝑛 : P𝑝 (𝛽,𝑁 ,𝜈 )

⋂
P𝑑 (𝛽,𝑁 ,𝜈 )

}
, (4.69)

which leads us to notice that the 𝐶𝑅0 evaluated at 𝜈 = 1, depicts the maximal critical region
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when there are no packet losses over the actuator implying

𝐶𝑅0

����
𝜈∈(0,1)

⊂ 𝐶𝑅0

����
𝜈=1
, (4.70)

when 𝛽 and 𝑁 are fixed. We can also observe that if we vary 𝛽, the sets P𝑝 and P𝑑 change

which means the partitions change too. On the next section we show an example of the effect

of 𝜈 and 𝛽 over the partitions.

Before presenting the effects on the explicit control law, we need an additional lemma.

Lemma 4.4 (Unconstrained solution). If 𝜈 ∈ (0, 1] and 𝛽 ≥ 1, then the QP problem from (4.47)

without input constraints, i.e. 𝑢𝑘 ∈ R𝑚,

𝑉 0
𝑁 (𝑧𝑘 |𝑘 , 𝑃𝑘) = min

u𝑘∈R𝑚

1
2

u⊤
𝑘
𝜈2𝐻u𝑘 + 𝜈𝑐⊤u𝑘 + 𝛼, (4.71a)

has the unconstrained optimal

u∗
𝑘
(𝑧𝑘 |𝑘) = −(𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘 , (4.71b)

for all 𝑧𝑘 |𝑘 ∈ R𝑛.

Proof. Applying the gradient to (4.71a), leads to

∇u𝑉
0
𝑁 (𝑧𝑘 |𝑘 , 𝑃𝑘) = 0

𝜈2𝐻u∗
𝑘
+ 𝜈𝑐 = 0,

a simple rearrangement completes the proof.

Therefore, according to Theorem 4.3, the explicit control law is a linear combination of the

constrained solution 𝝁0
𝑘

depicted in (4.58) and the unconstrained solution u∗
𝑘

of the problem

(4.47), i.e.

u0
𝑘
(𝑧𝑘 |𝑘) = 𝝁0

𝑘
(𝑧𝑘 |𝑘) + u∗

𝑘
(𝑧𝑘 |𝑘) (4.72a)

= 𝐹 𝑗𝑧𝑘 |𝑘 + 𝑔 𝑗 − (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘

= 𝐻−1𝑃⊤𝑢 (𝑃𝑢𝐻−1𝑃⊤𝑢 )−1𝑃𝑢 (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘 + 𝑔 𝑗 − (𝜈𝐻 )−1𝐿𝑧𝑘 |𝑘 . (4.72b)
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This indicates that the impact of 𝜈 over the explicit PWA solution (4.3) is due to the simultaneous

effect–by the same magnitude–on both constrained u0
𝑘

and unconstrained u∗
𝑘

solutions. Then,

this implies that for a given 𝑧𝑘 |𝑘 , and knowing that


(𝜈𝐻 )−1



 ≥ 

𝐻−1


 and 𝐻 ≻ 0,



u∗
𝑘
(𝑧𝑘 |𝑘)



����
𝜈=1

≤


u∗

𝑘
(𝑧𝑘 |𝑘)



����
𝜈∈(0,1)

, (4.73)

but we can not say the same about u0
𝑘
(𝑧𝑘 |𝑘) since its evaluation depends on the critical regions

𝐶𝑅 𝑗 which depend on 𝜈 .

In addition, if we vary 𝛽 in (4.63a), we cannot guarantee that incrementing 𝛽 will compensate

the effect of 𝜈 , certainly it helps due to the fact that 𝐻 is penalized by 𝜈 ,

𝜈𝐻 = 𝜈
(
2(𝐺⊤𝑄̃𝐺 + 𝑅)

)
, (4.74)

where 𝛽 is defined in 𝑄̃ (4.46a).

The results in this section show the conditions under which the explicit optimal control law is a

PWA and the cost function is a PWQ for the given problem, and some notions of the effects of

𝛽, 𝑁 and 𝜈 over the𝐶𝑅0 and the explicit control law. In what follows, we present some examples

of the impacts of 𝛽, 𝑁 and specially 𝜈 , over the PWA control and the partitions.

4.6 Numerical examples

The first example illustrates the closed-loop behaviour under the explicit control law action sub-

ject to random packet losses. It visualizes the partitions of the PWA control, the corresponding

cost and estimate error.

The second example compares the effects of varying 𝛽 for a fixed 𝜈 , and varying 𝜈 for a fixed 𝛽,

highlighting the impact of 𝜈 and 𝛽 in closed-loop system under random packet losses.

4.6.1 Example 1

Consider a system with

𝐴 =


1 −1.2

1.2 1.1

, 𝐵 =


1

0.5

, 𝐶 =

[
1 0

]
, 𝑥0 =


0.8

−0.6

,
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noise covariances𝑄𝑤 = 0.0001I2×2, 𝑅𝑠 = 0.0001I1×1, and input constraint set U = {𝑢 : |𝑢 | ≤ 1}.

The expected values of 𝜈 and 𝛾 are 𝜈 = 0.8 and 𝛾 = 0.8.

We design the controller with 𝑄 = I2×2, 𝑅 = 1, 𝑁 = 2, 𝛽 = 1, and

𝑄 𝑓 =


6.78 5.06

5.06 12.94

 .
The explicit MPC law associated according to Theorem 4.3 is

𝑢0
𝑘
=



1.0000 if



0.9881 0.1540

0.6907 −0.7231

−0.6907 0.7231

−1.0000 0


𝑥𝑘 ≤



−0.5317

−0.1732

0.8853

10000


Region 1

[
−1.8583 −0.2897

]
𝑥𝑘 if



0.9881 0.1540

−0.3169 −0.9485

−0.9881 −0.1540

0.3169 0.9485


𝑥𝑘 ≤



0.5317

0.3853

0.5317

0.3853


Region 2

1.0000 if



0.8559 −0.5172

−0.6907 0.7231

−1.0000 0

0 −1.0000


𝑥𝑘 ≤



−0.3051

0.1732

10000

10000


Region 3

1.0000 if



0.8559 −0.5172

0.6907 −0.7231

−1.0000 0

0 1.0000


𝑥𝑘 ≤



−0.8628

−0.8853

10000

10000


Region 4

−1.0000 if



0.6907 −0.7231

−0.6907 0.7231

−0.9881 −0.1540

1 0


𝑥𝑘 ≤



0.8853

−0.1732

−0.5317

10000


Region 5

[
−1.4656 0.8857

]
𝑥𝑘 + 0.4775 if



0.8559 −0.5172

−0.8559 0.5172

0.3169 0.9485

0 −1


𝑥𝑘 ≤



0.8628

0.3051

0.3853

10000


Region 6

[
−1.4656 0.8857

]
𝑥𝑘 − 0.4775 if



−0.3169 −0.9485

0.8559 −0.5172

−0.8559 0.5172

0 1


𝑥𝑘 ≤



−0.3853

0.3051

0.8628

10000


Region 7

−1.0000 if



−0.8559 0.5172

−0.6907 0.7231

0 −1

1 0


𝑥𝑘 ≤



−0.8628

0.8853

10000

10000


Region 8

−1.0000 if



0.6907 −0.7231

−0.8559 0.5172

1 0

0 1


𝑥𝑘 ≤



0.1732

−0.3051

10000

10000


Region 9

82



Chapter 4. Input-constrained output-feedback stochastic MPC

The corresponding polyhedral partitions of the state space depicted in Fig. 4.20 shows the

trajectories of the system’s states under TCP-like and UDP-like channels. Starting in Region

8, the states under UDP-like estimation struggles to convergence around the origin in Region

2, while the states under TCP-like estimation reaches near the origin faster. This was expected

according to (4.44) where the error in estimation for TCP-like is smaller compared to the

UDP-channel.

(a) Phase plot (b) PWA

Figure 4.20: Phase-plot state and PWA control with TCP-like and UDP-like estimation.

The applied control for TCP-like channel depicted in Fig. 4.21 shows less effort to stabilize the

states trajectories compared to the UDP-like channel. However, between time step 15 and 20,

when there are packet losses over the actuator but there are not over the sensor, the control effort

for the TCP-like channel is slightly higher than the UDP-like channel. In Fig. 4.22, this is more

evident with the cost function behaviour where the cost in TCP-like channel is a little higher

than the cost in UDP-like channel, and the error in estimation verifies (4.42) where the error in

UDP-like estimation is higher than the error in TCP-like estimation.

4.6.2 Example 2

Consider a system with

𝐴 =


1 2

1 0

, 𝐵 =


1

0

, 𝐶 =

[
−1 1

]
, 𝑥0 =


1.5

−0.1

,
noise covariances𝑄𝑤 = 0.0001I2×2, 𝑅𝑠 = 0.0001I1×1, and input constraint set U = {𝑢 : |𝑢 | ≤ 1}.

The expected values of 𝜈 and 𝛾 are 𝜈 = 0.8 and 𝛾 = 0.8.
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(a) States (b) Input

Figure 4.21: True state trajectories and applied controls with TCP-like and UDP-like estimation.

(a) Cost function (b) Estimate error

Figure 4.22: Cost function and estimated error with TCP-like and UDP-like estimation.

We design the controller with 𝑄 = I2×2, 𝑅 = 0.1, 𝑁 = 5,

𝑄 𝑓 =


6.78 6.26

6.26 16.78

 .
Fig. 4.23 illustrates the effect of varying 𝛽 while keeping 𝜈 fixed. As 𝛽 increases,𝐶𝑅0 decreases,

leading to changes in the partition configurations. Nevertheless, the control law successfully

drives the system states to the origin. In Fig. 4.24, where 𝛽 is fixed and 𝜈 is varied, the

impact of 𝜈 is evident, particularly as it decreases, this highlights the significant role of 𝜈 in the

system’s behaviour. Finally, Fig. 4.25 demonstrates that a sufficiently large 𝛽 can, in principle,

counteract the effects of small 𝜈 . Specifically, comparing Fig. 4.25 and Fig. 4.24 reveals a clear
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improvement when increasing 𝛽 from 1 to 10.

(a) Partitions without packet dropouts for 𝛽 = 1 (b) Partitions for 𝛽 = 1

(c) Partitions for 𝛽 = 5 (d) Partitions for 𝛽 = 20

Figure 4.23: Polyhedral partitions under different 𝛽 values with fixed 𝜈 = 0.76.

4.7 Conclusions

This chapter has considered an input-constrained LQG-type problem under random packet

losses on the sensing and actuation channels. In Section 4.4, a counterexample established

that, unlike in the unconstrained case, the Separation Principle does not hold when a TCP-

like protocol is employed on the channels. In other words, for specific parameter values, the

TCP-like scheme loses stability while the UDP-like scheme remains stable. Further analysis

identified a relationship between the estimation and prediction errors, suggesting that controller

performance may be worsened by improving estimation performance.

A closed-loop analysis of prediction and estimation errors between TCP-like and UDP-like
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(a) Partitions without packet dropouts for 𝛽 = 1 (b) Partitions for 𝜈 = 0.9

(c) Partitions for 𝜈 = 0.7 (d) Partitions for 𝜈 = 0.5

Figure 4.24: Polyhedral partitions under different 𝜈 values with fixed 𝛽 = 1.

protocols, reveals a form of reverse Separation Principle: if the state estimate is in the RoA,

the UDP-MPC cost function decreases monotonically, independently of the estimator, while the

estimator performance remains dependent on the applied control input. However, for the TCP

case, the estimator evolves independently of the controller–consistent with unconstrained sepa-

ration results–but the monotonic descent property of the cost is guaranteed only for sufficiently

small control inputs.

Moreover, these small control inputs needed to guarantee monotonicity in the TCP case are

difficult to satisfy in practice, since the input constraints may prevent the controller from

providing enough energy to effectively reduce the error in prediction. Unlike the unconstrained

control that could complete this objective. This is evident by comparing the counterexample

simulations with and without input constraints.

At the same time, the effect of the implicit constrained control is to increase the estimation
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(a) Partitions without packet dropouts for 𝛽 = 10 (b) Partitions for 𝜈 = 0.9

(c) Partitions for 𝜈 = 0.7 (d) Partitions for 𝜈 = 0.5

Figure 4.25: Polyhedral partitions under different 𝜈 values with fixed 𝛽 = 10.

error in the UDP, causing to reduce the prediction error in the TCP case by the same margin,

and conversely. These observations reveal an asymmetry between estimation and control roles

under different communication protocols in the input constrained setting.

In Section 4.5, we presented the conditions under which the constrained explicit control law is

PWA and the cost is PWQ. The associated polyhedral partitions provide geometric insight into

the closed-loop behaviour. Numerical trajectories show that, starting from identical regions,

TCP-like estimation drives the state closer to the origin rapidly than UDP-like estimation, in

agreement with the smaller estimation errors predicted for TCP-like channels.

The numerical examples clarify the roles of the design parameters 𝛽 and 𝜈 . Increasing 𝛽 alters

the partition structure by shrinking the critical regions while still enabling convergence to the

origin. Variations in 𝜈 have a pronounced impact on performance, highlighting the sensitivity

of the closed-loop operation subject to packet dropouts. Moreover, sufficiently large 𝛽 can
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partially counteract the effects of 𝜈 . In addition, we identified the impact of 𝜈 over the explicit

PWA solution is due to the simultaneous effect–by the same magnitude–on both constrained

and unconstrained solutions.

4.A Proof of Lemma 4.2

Following the procedure in [13]. Let

u0(𝑥) =
{
𝑢0

0 (𝑥), 𝑢
0
1 (𝑥), . . . , 𝑢

0
𝑁−1(𝑥)

}
,

in which 𝑢0
0 (𝑥) = 𝜅𝑁 (𝑥), is an optimal control sequence for 𝐽𝑁

(
𝑥, u0(𝑥), 𝜈

)
, and

x0 =
{
𝑥0

0, 𝑥
0
1, . . . , 𝑥

0
𝑁

}
is the resultant optimal state sequence, in which 𝑥0

0 = 𝑥 and 𝑥0
1 = 𝑥+.

Let

u0(𝑥+) =
{
𝑢0

0 (𝑥
+), 𝑢0

1 (𝑥
+), . . . , 𝑢0

𝑁−1(𝑥
+)

}
is an optimal control sequence for the cost 𝐽𝑁

(
𝑥+, u0(𝑥+), 𝜈

)
, and let

ũ(𝑥) =
{
𝑢0

1 (𝑥), 𝑢
0
2 (𝑥), . . . , 𝑢

0
𝑁−1(𝑥), 𝑢

0
𝑁 (𝑥)

}
,

in which𝑢0
𝑁
(𝑥) = 𝐾𝑓 𝑥0

𝑁
, is a feasible (not necessarily) optimal control sequence for 𝐽𝑁 (𝑥+, ũ(𝑥), 𝜈),

that results in the state sequence

x̃ =
{
𝑥0

1, 𝑥
0
2, . . . , 𝑥

0
𝑁 , 𝑥

0
𝑁+1

}
,

where 𝑥0
𝑁+1 = (𝐴 + 𝜈𝐵𝐾𝑓 )𝑥0

𝑁
.

Since it is difficult to compare 𝐽𝑁
(
𝑥, u0(𝑥), 𝜈

)
and 𝐽𝑁

(
𝑥+, u0(𝑥+), 𝜈

)
directly, but

𝐽𝑁
(
𝑥+, u0(𝑥+), 𝜈

)
≤ 𝐽𝑁 (𝑥+, ũ(𝑥), 𝜈).
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By simply rearrangement

𝐽𝑁 (𝑥+, ũ(𝑥), 𝜈) =
𝑁−1∑︁
𝑗=1

ℓ
(
𝑥0
𝑗 , 𝜈𝑢

0
𝑗

)
+ ℓ

(
𝑥0
𝑁 , 𝜈𝑢

0
𝑁

)
+𝑉𝑓

(
𝑥0
𝑁+1

)
, (4.75a)

and

𝐽𝑁
(
𝑥, u0(𝑥), 𝜈

)
= ℓ(𝑥, 𝜈𝜅𝑁 (𝑥)) +

𝑁−1∑︁
𝑗=1

ℓ
(
𝑥0
𝑗 , 𝜈𝑢

0
𝑗

)
+𝑉𝑓

(
𝑥0
𝑁

)
,

such that
𝑁−1∑︁
𝑗=1

ℓ
(
𝑥0
𝑗 , 𝜈𝑢

0
𝑗

)
= 𝐽𝑁

(
𝑥, u0(𝑥), 𝜈

)
− ℓ(𝑥, 𝜈𝜅𝑁 (𝑥)) −𝑉𝑓

(
𝑥0
𝑁

)
. (4.75b)

Hence, (4.75b) in (4.75a) results in

𝐽𝑁 (𝑥+, ũ(𝑥), 𝜈) = 𝐽𝑁
(
𝑥, u0(𝑥), 𝜈

)
− ℓ(𝑥, 𝜈𝜅𝑁 (𝑥)) +𝑉𝑓

(
𝑥0
𝑁+1

)
−𝑉𝑓

(
𝑥0
𝑁

)
+ ℓ

(
𝑥0
𝑁 , 𝜈𝑢

0
𝑁

)
,

and by applying Lemma 4.1, it follows that

𝐽𝑁
(
𝑥+, u0(𝑥+), 𝜈

)
≤ 𝐽𝑁 (𝑥+, ũ(𝑥), 𝜈) = 𝐽𝑁

(
𝑥, u0(𝑥), 𝜈

)
− ℓ(𝑥, 𝜈𝜅𝑁 (𝑥)),

which completes the proof.

89



Chapter 5

Nominal stability of State-Feedback MPC

under consecutive packet losses

Contents
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

5.2 Problem formulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

5.3 Controller formulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

5.3.1 Optimal control problem . . . . . . . . . . . . . . . . . . . . . . . . 95

5.3.2 Buffering mechanism . . . . . . . . . . . . . . . . . . . . . . . . . . 96

5.4 Stability analysis of nonlinear systems . . . . . . . . . . . . . . . . . . . . 97

5.4.1 Preliminaries: stability without terminal constraint set . . . . . . . . 97

5.4.2 Stability analysis of the nonlinear NCS . . . . . . . . . . . . . . . . 100

5.4.2.1 Scenario 1 . . . . . . . . . . . . . . . . . . . . . . . . . . 101

5.4.2.2 Scenario 2 . . . . . . . . . . . . . . . . . . . . . . . . . . 101

5.4.3 Generalization of both scenarios: Case 1 and Case 2 . . . . . . . . . 102

5.4.3.1 Case 1: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ𝛽

𝑁
and the open-loop cost

value parameter . . . . . . . . . . . . . . . . . . . . . . . 102

5.4.3.2 Case 2: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1) and the open-loop

cost value parameter . . . . . . . . . . . . . . . . . . . . . 103

5.4.3.3 Case 1: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
, and the open-loop

stage-cost and terminal-cost parameters . . . . . . . . . . . 105

90



Chapter 5. Nominal stability of State-Feedback MPC under consecutive packet losses

5.4.3.4 Case 2: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1), and the open-loop

stage-cost and terminal-cost parameters . . . . . . . . . . . 106

5.5 Stability analysis of linear systems . . . . . . . . . . . . . . . . . . . . . . 108

5.5.1 Problem formulation . . . . . . . . . . . . . . . . . . . . . . . . . . 108

5.5.2 Controller formulation . . . . . . . . . . . . . . . . . . . . . . . . . 109

5.5.3 Preliminaries: stability without terminal constraint set . . . . . . . . 110

5.5.4 Stability analysis of the linear NCS . . . . . . . . . . . . . . . . . . 112

5.5.4.1 Case 1: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ𝛽

𝑁
, and the linear open-

loop stage-cost and terminal-cost parameters . . . . . . . . 113

5.5.4.2 Case 2: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1), and the linear open-

loop stage-cost and terminal-cost parameters . . . . . . . . 114

5.6 Numerical example 1: nonlinear system . . . . . . . . . . . . . . . . . . . 115

5.6.1 Case 1: 𝑥0 ∈ 𝜇Γ𝛽

𝑁
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

5.6.2 Case 2: 𝑥0 ∈ X𝑓 (𝑑1) . . . . . . . . . . . . . . . . . . . . . . . . . . 117

5.7 Numerical example 2: linear system . . . . . . . . . . . . . . . . . . . . . 119

5.7.1 Case 1: 𝑥0 ∈ 𝜇Γ𝛽

𝑁
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

5.7.2 Case 2: 𝑥0 ∈ X𝑓 (𝑑1) . . . . . . . . . . . . . . . . . . . . . . . . . . 122

5.8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

Appendix 5.A Proof of Lemma 5.2 . . . . . . . . . . . . . . . . . . . . . . . . 125

Appendix 5.B Proof of Lemma 5.3 . . . . . . . . . . . . . . . . . . . . . . . . 128

Appendix 5.C Proof of Theorem 5.4 . . . . . . . . . . . . . . . . . . . . . . . 129

Appendix 5.D Proof of Lemma 5.4 . . . . . . . . . . . . . . . . . . . . . . . . 130

Appendix 5.E Proof of Theorem 5.6 . . . . . . . . . . . . . . . . . . . . . . . 131

The aim of this chapter is to simplify the problem formulation of Chapter 4 such that the

Separation Principle is no longer a problem, and the focus is now the stability analysis from the

controller’s viewpoint, i.e. in the presence of random packet dropouts over the C-A channel

under the UDP-like protocol. This simplification eliminates the ACK of the packet losses at

the controller, input constraints are still present, and there are no uncertainties. However, to

mitigate the packet dropouts, a buffer is introduced. These relaxations enable us to determine
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conservative bounds on the number of consecutive packet losses that linear and nonlinear

systems can tolerate before losing stability. And the results help to extend the analysis to the

system under disturbances, which are studied in the subsequent chapter.

In this chapter, we study the stability of a discrete-time nonlinear and linear networked sys-

tem controlled by MPC without explicit terminal constraints. The system is subject to input

constraints and random packet losses on the actuation communication channel between the

controller and the plant. The scenario where a buffer–intended to store transmitted control

sequences and provide some robustness to packet losses–is present, and also the scenario where

a buffer is not present. The stability is analysed of the closed-loop system in these stochastic

scenarios, employing the assumption that the terminal cost is merely a local, rather than global

CLF. We develop conditions that characterize an upper bound on the number of consecutive

packet losses in order that stability is maintained.

5.1 Introduction

NCS pose a significant challenge because of the effects that imperfect communication between

actuators, sensors, and controllers has on system stability and performance [56]. When commu-

nication imperfections have a malicious cause, cybersecurity of the system becomes the main

concern and an even more pressing challenge. For instance, a DoS attack can interrupt the

actuator and sensor communication channels by random packet flooding, consuming resources

such as network bandwidth and CPU cycles. As a result, the elevated level of packet loss re-

duces control and estimation performance, and could even cause instability or–if constraints are

present–infeasibility. Although many fault-tolerant and disturbance rejection algorithms have

been developed to reduce such large-scale disturbances, these typically do not consider the fault

or disturbance to be of malicious intent. Moreover, malicious cyberattacks can be coordinated,

remain undetected, and are not constrained by the system dynamics [11]. Consequently, robust

control and estimation algorithms may need refinement to handle this class of disturbances in a

satisfactory manner.

Following the idea of the reduction on control and estimation performance due to the packet

losses, Chapter 2 discusses the consequences of random packet losses on controllability and

observability in linear NCS. The authors in [91, 92, 20] establish that controllability and

observability must be revisited under packet losses rather than being purely structural properties,
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e.g. fixed pairs (𝐴, 𝐵) or (𝐴,𝐶) for linear systems. Meaning that packet losses do not only

degrade the performance but can alter the system’s ability to be controlled or observed. In this

sense, this chapter can be viewed as a complementary analysis to the cited works.

Various methods have been proposed and studied in the context of MPC under packet losses.

Quevedo and Nešić [58] proposed a packetized MPC approach for nonlinear systems, including a

buffer to provide some protection against dropouts on the C-A channel; conditions for stochastic

stability were established, and later improved [42, 60]. In [64], a buffered actuator and a buffered

estimator are used to extend the approach of [42] to consider packet losses on both the C-A and

S-C channels. A Lyapunov function, based on conditions similar to those in [95], is developed

in [96] to ensure regional ISpS. In [38, 97], conditions are developed to guarantee feasibility

and ISpS based on attack duration, disturbance bounds and controller prediction horizon.

A common feature of the stability analyses in the preceding works is the assumption of a global

CLF for the terminal cost of the system. Yet it is known and accepted that this is a strong,

and perhaps impossible to meet, assumption for systems subject to constraints. We seek to

relax this assumption in this chapter. A discrete-time nonlinear NCS subject to random packet

losses and controlled by an MPC formulation without explicit terminal constraints is considered.

Similar to [58] and related works, the controller transmits the optimal control sequence over

a lossy UDP-like communication channel, i.e. without any ACK of packets received. The

stability analysis of [58] is improved by relaxing the assumption of the existence of a global

CLF. This is achieved by exploiting the stability analysis for constrained MPC without terminal

constraints [110].

We consider the situation where the initial state is in the RoA yet relatively close to the origin

and there are subsequent packet losses, and the situation where the initial state is anywhere in

the RoA and there are subsequent packet losses. These two cases can represent the two different

scenarios where there is, or is not, a buffer on the plant side in order to improve robustness.

For each scenario, an upper bound on the number of consecutive losses in order that system

state remains within the RoA is derived. The developed conditions characterize a relationship

between stability and the properties of the system and controller; namely, the prediction horizon,

and the design parameters of the controller.
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5.2 Problem formulation

We consider the following discrete-time nonlinear system

𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝜈𝑘𝑢𝑘), (5.1)

where 𝑥𝑘 ∈ R𝑛 and 𝑢𝑘 ∈ R𝑚 are, respectively, the state and the input of the system at sample

time 𝑘 ∈ N≥0. The system input, 𝑢𝑘 , is constrained to take values in a set U ⊂ R𝑚 but the states

are unconstrained. Moreover, the input is subject to random packet losses via 𝜈𝑘 .

Assumption 5.1 (Continuity of the system). The function 𝑓 (·, ·) is continuous and satisfies

0 = 𝑓 (0, 0).

Assumption 5.2. The set U is compact and contains the origin in its interior.

The system is connected to a controller via a partially lossy UDP-like communication channel.

While the state measurement is communicated perfectly to the controller, communication

between the controller and system actuator is subject to random packet losses as depicted in

Fig. 5.1.

𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝜈𝑘𝑢𝑘)Buffer

UDP-like channel

MPC𝑢𝑘

𝜈𝑘

Figure 5.1: A system in connection with a controller via a UDP-like channel. The C-A channel
is subject to random packet losses.

Assumption 5.3. The input packet loss variable 𝜈𝑘 ∈ [0, 1] forms a sequence of i.i.d random

variables with 𝜈𝑘 ∼ B(𝜈), where 𝜈 = Pr[𝜈𝑘 = 1] is the probability of successful packet delivery.

Assumption 5.3 depicts a common NCS setting studied in the literature (e.g. [58, 42]). We

also consider that a buffer may (or may not) be present at the input to the system; the buffer

stores control sequences transmitted by the controller and its precise operation is described in

Section 5.3.

The formulation of problem is as follows. Given the system (5.1) at a state 𝑥𝑘 , the problem is

to determine the optimal control law such that the state 𝑥𝑘 is transferred to the origin, subject to
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the input constraint set (Assumption 5.2) and packet losses (Assumption 5.3), while minimizing

a cost function through the following optimal control problem.

5.3 Controller formulation

5.3.1 Optimal control problem

With the system at a state 𝑥𝑘 , the optimal control problem to be solved is

P𝑁 (𝑥𝑘) : 𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘), (5.2)

where

u𝑘 :=
{
𝑢𝑘 |𝑘 , 𝑢𝑘+1|𝑘 , . . . , 𝑢𝑘+𝑁−1|𝑘

}
, (5.3)

is the finite sequence of future control inputs. The constraint set is

U := U × · · · × U , (5.4)

while the cost function is

𝐽𝑁 (𝑥𝑘 , u𝑘) := 𝛽𝑉𝑓 (𝑥𝑘+𝑁 |𝑘) +
𝑁−1∑︁
𝑗=0

ℓ
(
𝑥𝑘+ 𝑗 |𝑘 , 𝑢𝑘+ 𝑗 |𝑘

)
, (5.5)

where 𝛽 ≥ 1 and the stage ℓ(·, ·) and terminal cost𝑉𝑓 (·) functions satisfy the following assump-

tion.

Assumption 5.4. The stage cost function ℓ(·, ·) : R𝑛 × U → R≥0 and terminal cost function

𝑉𝑓 (·) : R𝑛 → R≥0 are continuous, with ℓ(0, 0) = 0 and 𝑉𝑓 (0) = 0, and satisfy

ℓ(𝑥,𝑢) ≥ 𝑐1∥𝑥 ∥2
2, (5.6a)

for all 𝑥 ∈ R𝑛, for all 𝑢 ∈ U , and some 𝑐1 > 0,

𝑉𝑓 (𝑥) ≤ 𝑐2∥𝑥 ∥2
2, (5.6b)

for all 𝑥 ∈ R𝑛, and some 𝑐2 > 0.
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We remark that this represents a conventional input-constrained nonlinear MPC formula-

tion [100]; however, we also emphasize that no terminal constraints are present but a terminal

cost is.

Solving P𝑁 (𝑥𝑘) at 𝑥𝑘 yields the solution

u0
𝑘
(𝑥𝑘) :=

{
𝑢0
𝑘 |𝑘 , 𝑢

0
𝑘+1|𝑘 , . . . , 𝑢

0
𝑘+𝑁−1|𝑘

}
. (5.7)

The application of the first control in the optimal sequence to the plant, followed by a repetition

of the whole process at the next sampling instant, defines the implicit control law

𝑢𝑘 = 𝜅𝑁 (𝑥𝑘) := 𝑢0
𝑘 |𝑘 . (5.8)

In view of the lack of state constraints, the domain of the value function 𝑉 0
𝑁
(·) and control

law 𝜅𝑁 (·) is the whole state space R𝑛, meaning that the optimal control problem is (trivially)

recursively feasible.

5.3.2 Buffering mechanism

Similar to the buffering mechanism described in [42], at each time instant 𝑘 , the controller

transmits the whole sequence u0
𝑘
(𝑥𝑘) and not just the input 𝑢0

𝑘 |𝑘 . If 𝜈𝑘 = 1 then this sequence

is received by a buffer at the input to the plant, and this buffer acts as a parallel-in–serial-out

shift register. If 𝜈𝑘 = 0, the buffer outputs the first element of a previously received and

shifted sequence to the system; this is repeated until a new sequence is successfully received,

overwriting any previous sequence.

This process is formally modelled as follows. Let 𝑏𝑘 denote the contents of the buffer at time 𝑘 .

Then,

𝑏𝑘 = (1 − 𝜈𝑘)𝑆𝑏𝑘−1 + 𝜈𝑘u0
𝑘
(𝑥𝑘) (5.9a)

𝑢𝑘 = 𝑒
⊤𝑏𝑘 , (5.9b)
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with 𝑏0 = {0, 0, . . . , 0} and 𝑆 and 𝑒 defined as

𝑆 :=



0𝑚×𝑚 I𝑚×𝑚 0𝑚×𝑚 · · · 0𝑚×𝑚
...

. . .
. . .

. . .
...

0𝑚×𝑚 · · · 0𝑚×𝑚 I𝑚×𝑚 0𝑚×𝑚

0𝑚×𝑚 · · · · · · 0𝑚×𝑚 I𝑚×𝑚

0𝑚×𝑚 · · · · · · · · · 0𝑚×𝑚


(5.9c)

𝑒⊤ := [I𝑚×𝑚 0𝑚×𝑚 · · · 0𝑚×𝑚] . (5.9d)

Thus, 𝑆 removes the first element from a control sequence, shifting it one step forward in time,

while 𝑒 extracts the first element from the buffered sequence.

5.4 Stability analysis of nonlinear systems

To establish stability of the closed-loop system under random packet losses and in the absence

of a terminal constraint, we combine the stability analysis of the value function with the stability

conditions for input-constrained MPC without terminal constraints [110]. This combination

permits a significant relaxation of a technical assumption in [58], which requires the existence

of a global CLF for use as the MPC terminal cost function; this assumption is impossible to

meet for many input-constrained systems [100].

We first present some relevant results and necessary assumptions from the literature that aid our

developments. In what follows, a variable without a subscript denotes its current value—for

example, 𝑥 means 𝑥𝑘—while the subscript 𝑗 denotes the 𝑗-step ahead prediction: e.g. 𝑥 𝑗 means

𝑥𝑘+ 𝑗 |𝑘 .

5.4.1 Preliminaries: stability without terminal constraint set

The following assumptions and definitions are recalled from [110]. First we define a sublevel

set of the terminal cost function as follows.

Definition 5.1. Let 𝑑1 > 0 be such that for all

𝑥 ∈ X𝑓 (𝑑1) :=
{
𝑥 : 𝑉𝑓 (𝑥) ≤ 𝑑1

}
. (5.10)
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Such 𝑑1 is guaranteed since 𝑉𝑓 (𝑥) is positive definite (Assumption 5.4).

Assumption 5.5. There exists a control law 𝜅 𝑓 : R𝑛 → R𝑚 and a constant 𝑑1 > 0 such that, for

all 𝑥 ∈ X𝑓 (𝑑1),

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥))

)
≤ 𝑉𝑓 (𝑥) − ℓ(𝑥, 𝜅 𝑓 (𝑥)) (5.11a)

𝜅 𝑓 (𝑥) ∈ U . (5.11b)

This assumption indicates that 𝑉𝑓 (·) is a local CLF for the terminal dynamics, a relaxation

of the global CLF assumption in [58, 42]. Since 𝛽 ≥ 1, it follows that 𝛽𝑉𝑓 (·) is also a local

CLF. Recall that the set X𝑓 (𝑑1) acts as an implicit terminal region for the controller (5.10);

no terminal constraint is enforced, but 𝑥𝑘+𝑁 |𝑘 ∈ X𝑓 (𝑑1) is implied if the closed-loop system is

stable [110].

The X𝑓 (𝑑1) satisfies the property of boundedness, since it is contained within some finite-radius

ball in the state-space. In [110], the authors demonstrate that increasing 𝛽 increases the RoA,

i.e. 𝛽1 ≤ 𝛽2 implies the RoA for 𝛽1 is a subset of the RoA for 𝛽2. The connectedness property

is satisfied by establishing recursive feasibility of X𝑓 (𝑑1). Specifically, they show that for any

state 𝑥 that can be steered to the interior of X𝑓 (𝑑1) by a feasible control sequence, there exists

a 𝛽 such that 𝑥 is in the RoA.

Definition 5.2. There exists a 𝑑2 > 0 such that, for all 𝑥 ∉ X𝑓 (𝑑1) and 𝑢 ∈ U ,

𝑑2 ≤ ℓ(𝑥,𝑢). (5.12)

Such 𝑑2 is guaranteed because ℓ(𝑥,𝑢) is positive definite (Assumption 5.4) and the fact U

contains the origin in its interior (Assumption 5.2).

The previous definitions 5.1–5.2 and Assumption 5.5 allow us to define the set

Γ
𝛽

𝑁
:=

{
𝑥 ∈ R𝑛 : 𝑉 0

𝑁 (𝑥) ≤ 𝛽𝑑1 + 𝑁𝑑2
}
. (5.13)

In [110], it is established that the controlled system 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)) is exponentially stable
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with region of attraction Γ
𝛽

𝑁
, and, for all 𝑥 ∈ Γ

𝛽

𝑁
,

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) −𝑉

0
𝑁 (𝑥) ≤ −ℓ(𝑥, 𝜅𝑁 (𝑥)). (5.14)

Moreover, some further salient and relevant facts follow directly, concerning the value, stage

and terminal cost functions.

Lemma 5.1. There exist constants 𝛾 ∈ (0, 1], and 𝜚 ∈ (0, 1] such that

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥))

)
≤ 𝛾𝑉𝑓 (𝑥) (5.15a)

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥))

)
−𝑉𝑓 (𝑥) ≤ (𝛾 − 1)𝑉𝑓 (𝑥), (5.15b)

for all 𝑥 ∈ X𝑓 (𝑑1), and

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) ≤ 𝜚𝑉

0
𝑁 (𝑥), (5.16a)

for all 𝑥 ∈ Γ
𝛽

𝑁
, where

𝜚 = 1 − 𝑐1

𝑐2
, (5.16b)

for some 𝑐1, 𝑐2 > 0.

Proof. (5.15b) is obtained by subtracting 𝑉𝑓 (𝑥) from (5.15a). We obtain (5.16a) by applying

the procedure in [100] as follows. From Assumption 5.4, the value function satisfies

𝑐1∥𝑥 ∥2
2 ≤ ℓ(𝑥, 𝜅𝑁 (𝑥)) ≤ 𝑉 0

𝑁 (𝑥) ≤ 𝑉𝑓 (𝑥) ≤ 𝑐2∥𝑥 ∥2
2.

From the latter,

𝑉 0
𝑁 (𝑥) ≤ 𝑐2∥𝑥 ∥2

2

𝑐1𝑉
0
𝑁 (𝑥) ≤ 𝑐1𝑐2∥𝑥 ∥2

2

−𝑐1

𝑐2
𝑉 0
𝑁 (𝑥) ≥ −𝑐1∥𝑥 ∥2

2,

adding 𝑉 0
𝑁
(𝑥) on both sides,

𝑉 0
𝑁 (𝑥) − 𝑐1∥𝑥 ∥2

2 ≤
(
1 − 𝑐1

𝑐2

)
𝑉 0
𝑁 (𝑥),
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and recalling (5.14), we have that,

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) ≤ 𝑉

0
𝑁 (𝑥) − 𝑐1∥𝑥 ∥2

2 ≤
(
1 − 𝑐1

𝑐2

)
𝑉 0
𝑁 (𝑥),

which completes the proof.

5.4.2 Stability analysis of the nonlinear NCS

The previous assumptions establish stability of conventional MPC for an input-constrained

nonlinear system in the absence of packet losses and the buffering mechanism. In what follows,

we consider the analysis where the buffer is present and there are consecutive packet losses.

We examine two scenarios: first, where the initial state is in the region of attraction Γ
𝛽

𝑁
but

is not necessarily in the terminal region X𝑓 (𝑑1); secondly, where the initial state is in the

terminal region. For both cases, we show that there exists a finite upper bound on the number

of consecutive packet losses in order that the state remains in Γ
𝛽

𝑁
.

In the sequel we suppose that Assumptions 5.1–5.5 hold even if not explicitly stated. Fur-

thermore, we define some additional assumptions similar to those in [58]. These concern the

behaviour of the value, stage and terminal cost functions when the system is operating in open

loop.

Assumption 5.6 (𝑉 0
𝑁
(·) in open-loop). There exists a 𝜁 ∈ [1,+∞) such that

𝑉 0
𝑁 (𝑓 (𝑥, 0)) ≤ 𝜁𝑉

0
𝑁 (𝑥), (5.17)

for all 𝑥 ∈ Γ
𝛽

𝑁
.

Assumption 5.7 (ℓ(·, ·) and𝑉𝑓 (·) in open-loop). There exist 𝜎 ∈ [1,+∞) and 𝜌 ∈ [1,+∞) such

that

ℓ(𝑓 (𝑥, 0), 0) ≤ 𝜎ℓ(𝑥,𝑢), (5.18)

for all 𝑥 ∈ Γ
𝛽

𝑁
and 𝑢 ∈ U ,

𝑉𝑓 (𝑓 (𝑥, 0)) ≤ 𝜌𝑉𝑓 (𝑥), (5.19)
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for all 𝑥 ∈ X𝑓 (𝑑1).

Both Assumptions 5.6 and 5.7 hold, as long as the𝑉 0
𝑁
(·) in open-loop, and the ℓ(·, ·) and𝑉𝑓 (·) in

open-loops exhibit exponential dynamics along their trajectories, otherwise, these assumptions

do not hold.

We will use these two assumptions as alternatives in the analyses that follow, rather than assume

that both hold simultaneously.

5.4.2.1 Scenario 1

Now, as previously described, we define two scenarios. First consider that the system with initial

state 𝑥0 ∈ Γ
𝛽

𝑁
experiences no packet losses for 𝑖 consecutive steps. That is, the closed-loop

control law 𝑢 𝑗 = 𝜅𝑁 (𝑥 𝑗 ) is applied to the plant for steps 𝑗 = 0, 1, . . . , 𝑖 − 1. The initial state 𝑥0

is, according to (5.16a), transferred to

𝑥𝑖 ∈ 𝜚 𝑖Γ𝛽𝑁 . (5.20)

We cannot say whether or not 𝑥𝑖 ∈ X𝑓 ; this is our first scenario.

5.4.2.2 Scenario 2

For the second scenario, consider that the system with an initial state 𝑥0 ∈ Γ
𝛽

𝑁
experiences

packet losses for 𝑖 consecutive steps. That is, system is controlled according to the buffering

mechanism described in Section 5.3.2, using the optimal control sequence computed and stored

at time 0,

u = {𝑢0, . . . , 𝑢𝑁−1}. (5.21a)

During consecutive packet losses, no re-optimization is performed and the buffered control

inputs are applied sequentially. After 𝑖 steps, the remaining control sequence

u∗ = {𝑢𝑖, . . . , 𝑢𝑁−1} (5.21b)

has length 𝑁 − 𝑖 of admissible inputs.
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Therefore, the initial state 𝑥0 is transferred to

𝑥𝑖 ∈

Γ
𝛽

𝑁−𝑖 if 𝑖 < 𝑁,

Γ
𝛽

0 = X𝑓 (𝑑1) if 𝑖 = 𝑁,
(5.22)

where the subscript 𝑁 − 𝑖 means the sublevel set of Γ𝛽
𝑁

for 𝑁 − 𝑖 remaining prediction steps,

while the subscript 0 is the sublevel set of Γ𝛽
𝑁

for 0 remaining prediction steps, which coincides

with X𝑓 (𝑑1). By construction, Γ𝛽
𝑁
⊇ Γ

𝛽

𝑁−1 ⊇ . . . Γ
𝛽

𝑁−𝑖 ⊇ · · · ⊇ Γ
𝛽

0 .

5.4.3 Generalization of both scenarios: Case 1 and Case 2

Note that both scenarios generalize to

𝑥𝑖 ∈ 𝜇Γ𝛽𝑁 , 𝜇 ∈ (0, 1], or 𝑥𝑖 ∈ X𝑓 (𝑑1), (5.23)

where these two possibilities are not mutually exclusive.

This allows us to generalize further, considering

𝑥0 ∈ 𝜇Γ𝛽
𝑁
, 𝜇 ∈ (0, 1], or 𝑥0 ∈ X𝑓 (𝑑1), (5.24)

without explicitly considering how the state arrived there, and analysing how the system behaves

subsequently in these two different cases when it experiences 𝑖 consecutive packet losses (with

the buffer already exhausted in the latter case; its benefit has already been realized by transferring

an initial state to X𝑓 (𝑑1)), see Fig. 5.2.

5.4.3.1 Case 1: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ𝛽
𝑁

and the open-loop cost value parameter

Let 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
, 𝜇 ∈ (0, 1], denote an initial state reached via closed-loop control or buffered

control, and let 𝑥𝑖 = 𝑓 𝑖 (𝑥0, 0) denote a state reached after 𝑖 subsequent steps of open-loop

operation. In what follows, we present the conditions under which the state 𝑥𝑖 is contained in

Γ
𝛽

𝑁
.

Theorem 5.1. Suppose Assumption 5.6 holds. If 𝜇 ∈ (0, 1] and the number of 𝑖 consecutive
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×

𝑥 ∈ Γ
𝛽

𝑁

𝑥0 ∈ 𝜇Γ𝛽
𝑁

𝑥𝑖 ∉ Γ
𝛽

𝑁

(a) Case 1

×

𝑥 ∈ Γ
𝛽

𝑁

𝑥0 ∈ X𝑓

𝑥𝑖 ∉ Γ
𝛽

𝑁

(b) Case 2

Figure 5.2: Two cases for the 𝑖 consecutive packet losses.

open-loop steps satisfies

𝑖 ≤
⌊
ln(1/𝜇)

ln 𝜁

⌋
(5.25)

then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. By Assumption 5.6,

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜁

𝑖𝑉 0
𝑁 (𝑥0) ≤ 𝜁 𝑖𝜇 (𝛽𝑑1 + 𝑁𝑑2).

Therefore, if 𝜁 𝑖𝜇 ≤ 1 then

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝛽𝑑1 + 𝑁𝑑2 ⇐⇒ 𝑥𝑖 ∈ Γ

𝛽

𝑁
.

A simple rearrangement for 𝑖 completes the proof.

5.4.3.2 Case 2: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1) and the open-loop cost value parameter

Now let 𝑥0 ∈ X𝑓 (𝑑1) denote an initial state reached via closed-loop control or buffered control,

and let 𝑥𝑖 = 𝑓 𝑖 (𝑥0, 0) denote a state reached after 𝑖 subsequent steps of open-loop operation.

The main result here depicts a sufficient condition under which 𝑥𝑖 ∈ Γ
𝛽

𝑁
. It uses the following

lemma.

Lemma 5.2. For all 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥0) ≤ 𝜉𝑉𝑓 (𝑥0), (5.26)
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where

1 ≤ 𝜉 :=
(
𝛽 − (𝛽 − 1)

(
1 − 𝛾𝑁

) )
≤ 𝛽. (5.27)

The latter inequality is strict if 𝛽 > 1.

Proof. See Appendix 5.A.

Theorem 5.2. Suppose Assumption 5.6 holds. If 𝜉 ≥ 1 and the number of 𝑖 consecutive

open-loop steps satisfies

𝑖 ≤
⌊
ln

(
𝛽 + 𝑁𝑑2/𝑑1

𝜉

)/
ln 𝜁

⌋
, (5.28)

then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. Since 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥0) ≤ 𝜉𝑉𝑓 (𝑥0) ≤ 𝜉𝑑1,

and by Assumption 5.6,

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜁

𝑖𝑉 0
𝑁 (𝑥0).

By comparison, it follows that

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜁

𝑖𝜉𝑉𝑓 (𝑥0) ≤ 𝜁 𝑖𝜉𝑑1.

Therefore, 𝑥𝑖 ∈ Γ
𝛽

𝑁
is ensured if

𝜁 𝑖𝜉𝑑1 ≤ 𝛽𝑑1 + 𝑁𝑑2,

which, with simple rearrangement, completes the proof.

In both cases we have presented bounds on the number of consecutive packet losses in terms

of the constants depicted in Lemma 5.1 (which is known to exist) and Assumption 5.6 (which

is assumed to exist). However, both need to be estimated by analysing the behaviour of the

value function along (closed- and open-loop) system trajectories. A more practical option is
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to estimate similar constants for the stage and terminal costs; hence, Assumption 5.7 becomes

relevant. In what follows we present the analysis for Case 1 and 2.

5.4.3.3 Case 1: bound on 𝑖 given𝑥0 ∈ 𝜇Γ𝛽
𝑁

, and the open-loop stage-cost and terminal-cost

parameters

Let 𝑥0 ∈ 𝜇Γ𝛽
𝑁

, 𝜇 ∈ (0, 1], be an initial state reached via closed-loop control or buffered control,

and let 𝑥𝑖 = 𝑓 𝑖 (𝑥0, 0) be a state reached after 𝑖 subsequent steps of open-loop operation. In what

follows, we show the conditions under which 𝑥𝑖 is contained in Γ
𝛽

𝑁
.

First, the lemma that links the value function at 𝑥𝑖 for 𝑖 consecutive packet losses, and the stage

cost and terminal cost functions at 𝑥0 under the assumption of open-loop operation (𝑢 = 0) in

the interim.

Lemma 5.3. Suppose Assumption 5.7 holds. For all 𝑥0 ∈ 𝜇Γ𝛽
𝑁

and all 𝑢0 ∈ U ,

𝑉 0
𝑁 (𝑥𝑖) ≤ Ψℓ(𝑥0, 𝑢0) +Φ𝑉𝑓 (𝑥0), (5.29)

where

Ψ ≔ 𝜎𝑖
𝜎𝑁 − 1
𝜎 − 1

> 1, Φ ≔ 𝛽𝜌𝑁+𝑖 > 1. (5.30)

Proof. The proof is in Appendix 5.B.

Theorem 5.3. Suppose Assumption 5.7 holds with 𝜎 > 1. If

𝛽𝜌𝑁+𝑖𝑑1 + 𝜎𝑖
𝜎𝑁 − 1
𝜎 − 1

ℓ(𝑥0, 𝑢0) ≤ 𝛽𝑑1 + 𝑁𝑑2 (5.31)

is satisfied, then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. By (5.29), for any 𝑥0 ∈ 𝜇Γ𝛽
𝑁

,

𝑉 0
𝑁 (𝑥𝑖) ≤ Ψℓ(𝑥0, 𝑢0) +Φ𝑉𝑓 (𝑥0) ≤ Ψℓ(𝑥0, 𝑢0) +Φ𝑑1,

since 𝑥0 ∈ 𝜇Γ𝛽
𝑁

, then 𝑥𝑖 ∈ Γ
𝛽

𝑁
if

Φ𝑑1 + Ψℓ(𝑥0, 𝑢0) ≤ 𝛽𝑑1 + 𝑁𝑑2.
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Rearrangement establishes the result.

The problem with (5.31) is that it does not provide an explicit bound on 𝑖. However, the

expression here can be analysed to provide a lower bound on the 𝑖 that satisfies the condition.

Theorem 5.4. There exists an 𝑖 that satisfies (5.31) bounded as

𝑖 ≥
⌊
ln

(
𝛽𝑑1 + 𝑁𝑑2

𝛽𝜌𝑁𝑑1

)/
ln 𝜌

⌋
=: 𝑖∗. (5.32)

Proof. See Appendix 5.C.

This gives a conservative result that says the system is stable if the number of consecutive packet

losses 𝑖 ≤ 𝑖∗.

5.4.3.4 Case 2: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1), and the open-loop stage-cost and terminal-

cost parameters

Now let 𝑥0 ∈ X𝑓 (𝑑1) denote an initial state reached via closed-loop control or buffered control,

and let 𝑥𝑖 = 𝑓 𝑖 (𝑥0, 0) denote a state reached after 𝑖 subsequent steps of open-loop operation.

The result below shows a sufficient condition under which 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

The lemma corresponding to a link between the value function at 𝑥𝑖 after 𝑖 consecutive open-

loop steps and terminal cost function at 𝑥0 under the assumption of open-loop operation (𝑢 = 0)

in the interim.

Lemma 5.4. Suppose Assumption 5.7 holds. For all 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜑𝑉𝑓 (𝑥0), (5.33)

where

𝜑 := 𝜎𝑁
𝜎𝑖 − 1
𝜎 − 1

(1 − 𝛾) + 𝛽𝜌𝑁+𝑖 > 1. (5.34)

Proof. The proof is in Appendix 5.D.
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Theorem 5.5. Suppose Assumption 5.7 holds with 𝜎 > 1. If

𝜎𝑁
𝜎𝑖 − 1
𝜎 − 1

(1 − 𝛾) + 𝛽𝜌𝑁+𝑖 ≤ 𝛽 + 𝑁 𝑑2

𝑑1
(5.35)

is satisfied, then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. By (5.33), for any 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜑𝑉𝑓 (𝑥0) ≤ 𝜑𝑑1,

since 𝑥0 ∈ X𝑓 (𝑑1) if and only if 𝑉𝑓 (𝑥0) ≤ 𝑑1. Therefore, 𝑥𝑖 ∈ Γ
𝛽

𝑁
if

𝜑𝑑1 ≤ 𝛽𝑑1 + 𝑁𝑑2.

Rearrangement establishes the result.

Analysing (5.35) we provide a lower bound on the 𝑖 that satisfies the condition.

Theorem 5.6. The exists an 𝑖 that satisfies (5.35) is bounded as

𝑖 ≥
⌊
ln

(
𝜎𝑁 (1 − 𝛾)
𝛽𝜌𝑁 (𝜎 − 1)

+ 𝛽 + 𝑁𝑑2/𝑑1

𝛽𝜌𝑁

)/
ln 𝜌

⌋
=: 𝑖∗. (5.36)

Proof. See Appendix 5.E.

This gives a conservative result that says the system is stable if the number of consecutive packet

losses 𝑖 ≤ 𝑖∗.

Remark 5.1. As discussed in Chapter 2, dwell-time constraints for switching systems can be

interpreted as a general way to model packet losses, specifically consecutive packet losses. A

bound on the number of consecutive packet dropouts could correspond to a maximum dwell-time

in the loss mode, while a minimum frequency of successful transmissions can be interpreted

as a minimum dwell-time in the communication-available mode. The tools developed in [90]

could be used to analyse not only minimum and maximum dwell-time constraints arising from

consecutive packet losses, but also stability, invariance and boundedness analysis from the

viewpoint of switching systems and automata theory.
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In particular, when the packet loss process is bounded by a maximum number of consecutive

losses (“at worst”), the admissible switching sequences form a finite automaton, and a mini-

mum dwell-time in the successful transmission mode (“at best”) corresponds to restricting the

automaton so that recovery transitions occur sufficiently often. The existence of an invariant

multi-set for this constrained system ([90]) implies a characterization of where the trajectories

lie at all times for both worst-case and best-case scenarios.

Therefore, the proposed theorems for Case 1 and Case 2, could be compared directly with

dwell-time results by interpreting bounded consecutive packet loss sequences as automaton

constraints, under which boundedness follows from the existence of invariant (or uniformly

bounded) sets across all admissible switching sequences.

5.5 Stability analysis of linear systems

The stability analysis of linear systems can be done as a specialization of the analysis for

nonlinear system. However, the results are more restrictive, some insights and practical aspects

are improved, for example, it is relatively easy to compute or estimate the various constants and

parameters involved in the different bounds.

5.5.1 Problem formulation

Now we consider that 𝑓 (𝑥, 𝜈𝑢) = 𝐴𝑥 + 𝜈𝐵𝑢, that is the system

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 (5.37)

is LTI.

Assumption 5.8. The matrices 𝐴 and 𝐵 are known and the pair (𝐴, 𝐵) is stabilizable.

We also consider the same setting in Fig. 5.1, i.e. the linear system is connected to a controller

via a partially lossy UDP-like communication channel. While the state measurement is commu-

nicated perfectly to the controller, communication between the controller and system actuator

is subject to random packet losses as depicted in Fig. 5.3.
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𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘Buffer

UDP-like channel

MPC𝑢𝑘

𝜈𝑘

Figure 5.3: A system in connection with a controller via a UDP-like channel. The C-A channel
is subject to random packet losses.

5.5.2 Controller formulation

With the system at a state 𝑥𝑘 , the optimal control problem P𝑁 (𝑥𝑘) to be solved for the linear

case is

𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘) := 𝛽𝑉𝑓 (𝑥𝑘+𝑁 |𝑘) +

𝑁−1∑︁
𝑗=0

ℓ(𝑥𝑘+ 𝑗 |𝑘 , 𝑢𝑘+ 𝑗 |𝑘), (5.38a)

subject to, for 𝑗 ∈ N[0,𝑁−1]

𝑥𝑘 |𝑘 = 𝑥𝑘 (5.38b)

𝑥𝑘+ 𝑗+1|𝑘 = 𝐴𝑥𝑘+ 𝑗 |𝑘 + 𝐵𝑢𝑘+ 𝑗 |𝑘 (5.38c)

𝑢𝑘+ 𝑗 |𝑘 ∈ U , (5.38d)

with

ℓ(𝑥,𝑢) = ∥𝑥 ∥2
𝑄 + ∥𝑢∥2

𝑅 (5.38e)

𝑉𝑓 (𝑥) = ∥𝑥 ∥2
𝑄 𝑓
, (5.38f)

and 𝛽 ≥ 1.

Where

u𝑘 :=
{
𝑢𝑘 |𝑘 , 𝑢𝑘+1|𝑘 , . . . , 𝑢𝑘+𝑁−1|𝑘

}
, (5.39)

is the finite sequence of future control inputs and constraint set is

U := U × · · · × U . (5.40)
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Assumption 5.9. 𝑄 ≻ 0, 𝑅 ≻ 0, 𝑄 𝑓 ≻ 0 and 𝛽 ≥ 1.

Solving P𝑁 (𝑥𝑘) at 𝑥𝑘 yields the solution

u0
𝑘
(𝑥𝑘) :=

{
𝑢0
𝑘 |𝑘 , 𝑢

0
𝑘+1|𝑘 , . . . , 𝑢

0
𝑘+𝑁−1|𝑘

}
. (5.41)

Also, the buffered mechanism depicted in Section 5.3.2 is used in the same way for the linear

system case.

5.5.3 Preliminaries: stability without terminal constraint set

The following assumption it is a specialization of Assumption 5.5 in which the control law was

a function 𝜅 𝑓 (𝑥), but now we can define the control 𝐾𝑓 explicitly.

Assumption 5.10. The matrix 𝑄 𝑓 ≻ 0 is such that

(𝐴 + 𝐵𝐾𝑓 )⊤𝑄 𝑓 (𝐴 + 𝐵𝐾𝑓 ) −𝑄 𝑓 ≤ −(𝑄 + 𝐾⊤
𝑓
𝑅𝐾𝑓 )

for some 𝐾𝑓 : R𝑛 → R𝑚 that stabilizes the pair (𝐴, 𝐵).

The assumption says that the choice of 𝑄 𝑓 means 𝑉𝑓 (𝑥) is a global CLF for the dynamics

𝑥+ = (𝐴 + 𝐵𝐾𝑓 ), but it does consider the input constraint. Therefore, we need to limit 𝑥 to be

in a neighbourhood of the origin in order to ensure𝑉𝑓 (𝑥) is a local CLF in this neighbourhood,

and such that𝑢 = 𝐾𝑓 𝑥 is constraint admissible. Since 𝛽 ≥ 1 it follows that 𝛽𝑉𝑓 (·), is also a CLF.

Definition 5.3. Let 𝑑1 > 0 be such that 𝐾𝑓 𝑥 ∈ U for all

𝑥 ∈ X𝑓 (𝑑1) :=
{
𝑥 : ∥𝑥 ∥2

𝑄 𝑓
≤ 𝑑1

}
. (5.42)

Since we are considering a linear quadratic setting, X𝑓 (𝑑1) is defined as an ellipsoid. Also, such

a 𝑑1 is guaranteed to exist in view of the positive definiteness of 𝑄 𝑓 (Assumption 5.9) and the

fact that U contains the origin in its interior (Assumption 5.2).

The following result is an immediate consequence of Assumption 5.10 and Definition 5.3.
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Lemma 5.5. For all 𝑥 ∈ X𝑓 (𝑑1) and for all 𝐾𝑓 ∈ U ,

𝑉𝑓 (𝐴𝑥 + 𝐵𝐾𝑓 𝑥) −𝑉𝑓 (𝑥) ≤ −ℓ(𝑥, 𝐾𝑓 𝑥). (5.43)

Such 𝑉𝑓 (·) is a local CLF in X𝑓 (𝑑1), and X𝑓 (𝑑1) is an invariant and constraint admissible set

for the terminal dynamics 𝑥+ = 𝐴𝑥 + 𝐵𝐾𝑓 𝑥 .

We require one more ingredient [110]:

Definition 5.4. Let 𝑑2 > 0 be such that for all 𝑥 ∉ X𝑓 (𝑑1) and 𝑢 ∈ U ,

𝑑2 ≤ ℓ(𝑥,𝑢). (5.44)

Such a 𝑑2 is guaranteed to exist in view of positive definiteness of 𝑄 and 𝑅 (Assumption 5.9)

and compactness of U (Assumption 5.2).

The previous defines the set

Γ
𝛽

𝑁
:=

{
𝑥 ∈ R𝑛 : 𝑉 0

𝑁 (𝑥) ≤ 𝛽𝑑1 + 𝑁𝑑2
}
, (5.45)

such that the controlled system 𝑥+ = 𝐴𝑥 + 𝐵𝜅𝑁 (𝑥) is exponentially stable with region of

attraction Γ
𝛽

𝑁
, and, for all 𝑥 ∈ Γ

𝛽

𝑁
,

𝑉 0
𝑁 (𝐴𝑥 + 𝐵𝜅𝑁 (𝑥)) −𝑉 0

𝑁 (𝑥) ≤ −ℓ(𝑥, 𝜅𝑁 (𝑥)). (5.46)

In addition, the following lemmas concerning the value, stage and terminal cost functions are

defined as follows.

Lemma 5.6. There exists a constant 𝛾 ∈ (0, 1], such that for all 𝑥 ∈ X𝑓 (𝑑1)

𝑉𝑓
(
𝐴𝑥 + 𝐵𝐾𝑓 𝑥

)
≤ 𝛾𝑉𝑓 (𝑥). (5.47)

The latter allow us to define the following lemma, the proof can be obtained by applying the

Rayleigh-Ritz theorem, i.e.
¯
𝜆(𝐴)∥𝑥 ∥2

2 ≤ ∥𝑥 ∥2
𝐴 ≤ 𝜆(𝐴)∥𝑥 ∥2

2, if 𝐴 is symmetric.
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Lemma 5.7. There exists a 𝛾 > 𝛾 such that for all 𝑥 ∈ X𝑓 (𝑑1)

𝛾 ≔
𝜆
(
(𝐴 + 𝐵𝐾𝑓 )⊤𝑄 𝑓 (𝐴 + 𝐵𝐾𝑓 )

)
𝜆(𝑄 𝑓 )

, (5.48)

where

𝛾 ≥



(𝐴 + 𝐵𝐾𝑓 )𝑥


2
𝑄 𝑓

∥𝑥 ∥2
𝑄 𝑓

, ∥𝑥 ∥2
𝑄 𝑓

≠ 0. (5.49)

5.5.4 Stability analysis of the linear NCS

Adhering to the same procedure we did in Section 5.4.2, we examine directly the two cases

using the behaviour concerning the open-loop operations for the value, stage and terminal costs.

Definition 5.5 (𝑉 0
𝑁
(·) in open-loop). There exists a 𝜁 ∈ [1,+∞) such that for all 𝑥 ∈ Γ

𝛽

𝑁

𝑉 0
𝑁 (𝐴𝑥) ≤ 𝜁𝑉

0
𝑁 (𝑥). (5.50)

Definition 5.6 (ℓ(·, ·) and 𝑉𝑓 (·) in open-loop). There exist 𝜎 ∈ [1,+∞) and 𝜌 ∈ [1,+∞) such

that

ℓ(𝐴𝑥, 0) ≤ 𝜎ℓ(𝑥,𝑢), (5.51)

for all 𝑥 ∈ Γ
𝛽

𝑁
and 𝑢 ∈ U ,

𝑉𝑓 (𝐴𝑥) ≤ 𝜌𝑉𝑓 (𝑥), (5.52)

for all 𝑥 ∈ X𝑓 (𝑑1).

Such 𝜎 and 𝜌 are guaranteed to exist in view of the positive definiteness of 𝑄 and 𝑅 (Assump-

tion 5.9) and compactness of U (Assumption 5.2).

The previous Definitions 5.5–5.6 allow us to define the following lemmas. Again, the proof of

both can be obtained by applying the Rayleigh-Ritz theorem.

Lemma 5.8. There exists a 𝜌 > 𝜌 such that for all 𝑥 ∈ X𝑓 (𝑑1)

𝜌 ≔
𝜆
(
𝐴⊤𝑄 𝑓𝐴

)
𝜆(𝑄 𝑓 )

, (5.53)
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where

𝜌 ≥
∥𝐴𝑥 ∥2

𝑄 𝑓

∥𝑥 ∥2
𝑄 𝑓

, ∥𝑥 ∥2
𝑄 𝑓

≠ 0. (5.54)

Lemma 5.9. There exists a 𝜎̄ > 𝜎 such that for all 𝑥 ∈ Γ
𝛽

𝑁

𝜎̄ ≔
𝜆(𝐴⊤𝑄𝐴)
𝜆(𝑄)

, (5.55)

where

𝜎 ≥
∥𝐴𝑥 ∥2

𝑄

∥𝑥 ∥2
𝑄

≥
∥𝐴𝑥 ∥2

𝑄

∥𝑥 ∥2
𝑄 + ∥𝑢∥2

𝑅

, ∥𝑥 ∥2
𝑄 ≠ 0, ∥𝑢∥2

𝑅 ≠ 0, (5.56)

for all 𝑢 ∈ U .

5.5.4.1 Case 1: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
, and the linear open-loop stage-cost and

terminal-cost parameters

Let 𝑥0 ∈ 𝜇Γ𝛽
𝑁

, 𝜇 ∈ (0, 1], be an initial state reached via closed-loop control or buffered control,

and let 𝑥𝑖 = 𝐴𝑖𝑥0 be a state reached after 𝑖 subsequent steps of open-loop operation. In what

follows, we show the conditions under which 𝑥𝑖 is contained in Γ
𝛽

𝑁
.

First, the lemma that links the value function at 𝑥𝑖 , the stage cost and terminal cost function at

𝑥0 under the assumption of open-loop operation in the interim.

Lemma 5.10. For all 𝑥0 ∈ Γ
𝛽

𝑁
and all 𝑢0 ∈ U

𝑉 0
𝑁 (𝑥𝑖) ≤ Ψℓ(𝑥0, 𝑢0) +Φ𝑉𝑓 (𝑥0), (5.57)

where

Ψ ≔ 𝜎̄𝑖
𝜎̄𝑁 − 1
𝜎̄ − 1

> 1, Φ ≔ 𝛽𝜌𝑁+𝑖 > 1. (5.58)

Proof. By applying Lemma 5.3, and Lemmas 5.8–5.9.

Theorem 5.7. If

𝛽𝜌𝑁+𝑖𝑑1 + 𝜎̄𝑖
𝜎̄𝑁 − 1
𝜎̄ − 1

(
∥𝑥0∥2

𝑄 + ∥𝑢0∥2
𝑅

)
≤ 𝛽𝑑1 + 𝑁𝑑2 (5.59)

is satisfied with 𝜎̄ > 1, then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.
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Theorem 5.8. The 𝑖 that satisfies (5.59) is bounded as

𝑖 ≥
⌊
ln

(
𝛽𝑑1 + 𝑁𝑑2

𝛽𝜌𝑁𝑑1

)/
ln 𝜌

⌋
=: 𝑖∗. (5.60)

This gives a conservative result that says the system is stable if the number of consecutive packet

losses 𝑖 ≤ 𝑖∗.

5.5.4.2 Case 2: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1), and the linear open-loop stage-cost and

terminal-cost parameters

The lemma corresponding to a link between the value function at 𝑥𝑖 and terminal cost function

at 𝑥0 under the assumption of open-loop operation in the interim.

Lemma 5.11. For all 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜑𝑉𝑓 (𝑥0), (5.61)

where

𝜑 := 𝜎̄𝑁
𝜎̄𝑖 − 1
𝜎̄ − 1

(1 − 𝛾) + 𝛽𝜌𝑁+𝑖 > 1. (5.62)

Proof. By applying Lemma 5.4, and Lemmas 5.7–5.9.

Theorem 5.9. If

𝜎̄𝑁
𝜎̄𝑖 − 1
𝜎̄ − 1

(1 − 𝛾) + 𝛽𝜌𝑁+𝑖 ≤ 𝛽 + 𝑁 𝑑2

𝑑1
(5.63)

is satisfied with 𝜎̄ > 1, then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Then, we provide a lower bound on the 𝑖 that satisfies the condition.

Theorem 5.10. The 𝑖 that satisfies (5.63) is bounded as

𝑖 ≥
⌊
ln

(
𝜎̄𝑁 (1 − 𝛾)
𝛽𝜌𝑁 (𝜎̄ − 1)

+ 𝛽 + 𝑁𝑑2/𝑑1

𝛽𝜌𝑁

)/
ln 𝜌

⌋
=: 𝑖∗. (5.64)

This gives a conservative result that says the system is stable if the number of consecutive packet

losses 𝑖 ≤ 𝑖∗.
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5.6 Numerical example 1: nonlinear system

Consider the nonlinear system 𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝜈𝑘𝑢𝑘)

𝑥𝑘+1 = 𝑟


cos(𝜃 ) − sin(𝜃 )

sin(𝜃 ) cos(𝜃 )

𝑥𝑘 + 𝜖 ∥𝑥𝑘 ∥2
2 + 𝜈𝑘


1.5

0

𝑢𝑘 ,
where 𝑟 = 1.05, 𝜃 = 0.12, 𝜖 = 0.0001, subject to the input constraint set U = {𝑢 : |𝑢 | ≤ 1}.

The controller is designed as ℓ(𝑥,𝑢) = 𝑥⊤𝑄𝑥 + 𝑢⊤𝑅𝑢, 𝑉𝑓 (𝑥) = 𝑥⊤𝑄 𝑓 𝑥 and 𝜅 𝑓 (𝑥), with 𝑅 = 1,

𝛽 = 1, horizon 𝑁 = 3, and

𝑄 =


0.4 0

0 1

, 𝑄 𝑓 =


1.06 1.59

1.58 9.61

 .
𝑄 𝑓 is a local approximation solution that satisfies Assumption 5.10 given a local approximation

of 𝜅 𝑓 (𝑥) ≈ 𝐾𝑓 𝑥 around the origin.

The controller satisfies Definition 5.1 and Definition 5.2 with𝑑1 = 2.89 and𝑑2 = 1.19; therefore,

for 𝑁 = 3 and 𝛽 = 1,

Γ1
3 =

{
𝑥 : 𝑉 0

𝑁 (𝑥) ≤ 6.49
}
.

5.6.1 Case 1: 𝑥0 ∈ 𝜇Γ𝛽
𝑁

Let 𝑥 =

[
−2 4

]⊤
denote the initial state not in Γ1

3 . After closed-loop operation without packet

losses, 𝑥 reaches the state 𝑥0 =

[
−1.67 1.03

]⊤
∈ Γ1

3 , and it successfully converges towards

the origin. However, supposing that all 𝑖 subsequent packets are instead dropped (𝜈𝑘 = 0), for

1 ≤ 𝑖 ≤ 5, the states 𝑥1 to 𝑥5 in open-loop operation remain in Γ1
3 but 𝑥6 leaves the set, see

Fig. 5.4.

By reviewing the closed-loop trajectory we obtain 𝜇 = 0.72, and reviewing the open-loop

trajectory give us 𝜁 = 1.06 (Assumption 5.6). Theorem 5.1 predicts 𝑖∗ = ⌊5.64⌋ = 5, meaning

that 𝑥𝑖 , for 𝑖 = 5 steps, is guaranteed to remain within Γ1
3 . Thus, the main result for the nonlinear

Case 1 is verified, see Fig. 5.4.

Now, we present the behaviour of the state while there are packet dropouts before reaching the

Γ1
3 . In Fig. 5.5, from time step 𝑘 = 4 to 𝑘 = 6, the system suffers from 𝑖 = 3 consecutive packet
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.4: Case 1 - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

dropouts and the buffer enters in action. However, the size of the buffer is 𝑁 = 3, and it only

transfers 𝑥 to 𝑥0 =

[
−2.41 1.33

]⊤
∈ Γ1

3 . Supposing that all 𝑖 subsequent packets are dropped,

for 1 ≤ 𝑖 ≤ 5, the states 𝑥1 to 𝑥5 in open-loop operation remain in Γ1
3 but 𝑥6 leaves the set.

Again, Theorem 5.1 predicts 𝑖∗ = ⌊5.64⌋ = 5, meaning that 𝑥𝑖 , for 𝑖 = 5 steps, is guaranteed to

remain within Γ1
3 .

Design choice of the buffer size

With these results, we can suggest that the approximate minimum size of the buffer such that 𝑥

reaches Γ𝛽
𝑁

is 𝑁𝑏 ≥ 𝑁 + 𝑖∗ = 8. In Fig. 5.6, 𝑥 under buffered control operation is transferred to

𝑥0 =

[
−2.09 1.14

]⊤
∈ Γ1

8 despite consecutive packet dropouts, verifying the design choice of

the buffer size.

116



Chapter 5. Nominal stability of State-Feedback MPC under consecutive packet losses

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.5: Case 1 - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

5.6.2 Case 2: 𝑥0 ∈ X𝑓 (𝑑1)

For Case 2, under closed-loop operation without packet losses, 𝑥 reaches the state 𝑥0 =[
−1.09 0.67

]⊤
∈ X𝑓 (𝑑1) and converges successfully towards the origin. However, supposing

that all 𝑖 subsequent packets are instead dropped (𝜈𝑘 = 0), for 1 ≤ 𝑖 ≤ 13, the states 𝑥1 to 𝑥13 in

open-loop operation remain in Γ1
3 but 𝑥14 leaves the set, see Fig. 5.7.

Theorem 5.2 predicts 𝑖∗ = ⌊13.85⌋ = 13, meaning that 𝑥𝑖 , for 𝑖 = 13 steps, is guaranteed to

remain within Γ1
3 . Thus, the main result for the nonlinear Case 2 is verified, see Fig. 5.7.

In Fig. 5.8, from time step 𝑘 = 5 to 𝑘 = 7, while in closed-loop, the system suffers from 𝑖 = 3

consecutive packet dropouts and the buffer enters in action. However, the size of the buffer is

𝑁 = 3, and it is only able to transfer 𝑥 to 𝑥0 =

[
−1.78 0.98

]⊤
∈ X𝑓 (𝑑1).
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5.6. Numerical example 1: nonlinear system

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.6: Case 1 - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

Supposing that all 𝑖 subsequent packets are dropped, for 1 ≤ 𝑖 ≤ 9, the states 𝑥1 to 𝑥9 in

open-loop operation remain in Γ1
3 but 𝑥10 leaves the set. Theorem 5.2 predicts 𝑖∗ = ⌊10.5⌋ = 10,

meaning that 𝑥𝑖 , for 𝑖 = 10 steps, is guaranteed to remain within Γ1
3 .

Design choice of the buffer size

As we did in Case 1, the approximate minimum size of the buffer necessary for 𝑥 to reach

X𝑓 (𝑑1) is 𝑁𝑏 ≥ 𝑁 + 𝑖∗ = 11. In Fig. 5.9, 𝑥 under buffered control operation is transferred to

𝑥0 =

[
−1.12 0.61

]⊤
∈ X𝑓 (𝑑1) despite consecutive packet dropouts; thus, verifying the design

choice.
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.7: Case 2 - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

5.7 Numerical example 2: linear system

Consider the linear system 𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 with

𝐴 =


1.04 −0.13

0.13 1.04

, 𝐵 =


1

0

,
and input constraint set U = {𝑢 : |𝑢 | ≤ 1}. The controller has ℓ(𝑥,𝑢) = 𝑥⊤𝑄𝑥 + 𝑢⊤𝑅𝑢, 𝑉𝑓 (𝑥) =

𝑥⊤𝑄 𝑓 𝑥 and 𝜅 𝑓 (𝑥) = 𝐾𝑓 𝑥 , with 𝑅 = 1, 𝐾𝑓 =
[
−0.71 −0.77

]
, 𝛽 = 1, prediction horizon 𝑁 = 3,

and

𝑄 =


0.41 0

0 1

, 𝑄 𝑓 =


1.39 1.93

1.93 10.25

 .
The controller satisfies Assumptions 5.10 and 5.4 with 𝑑1 = 2.73 and 𝑑2 = 1.25; therefore, with
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5.7. Numerical example 2: linear system

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.8: Case 2 - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

𝑁 = 3 and 𝛽 = 1,

Γ1
3 =

{
𝑥 : 𝑉 0

𝑁 (𝑥) ≤ 6.49
}
.

5.7.1 Case 1: 𝑥0 ∈ 𝜇Γ𝛽
𝑁

Let 𝑥 =

[
2 −4

]⊤
denote the initial state not in Γ1

3 . After closed-loop operation without packet

losses, 𝑥 has reached the state 𝑥0 =

[
1.90 −1.02

]⊤
∈ Γ1

3 , and it successfully converges towards

the origin. However, supposing that all 𝑖 subsequent packets are instead dropped (𝜈𝑘 = 0), for

1 ≤ 𝑖 ≤ 5, the states 𝑥1 to 𝑥5 in open-loop operation remain in Γ1
3 but 𝑥6 leaves the set, see

Fig. 5.10.

The constants in Lemmas 5.7–5.9 are evaluated such that 𝛾 = 0.83, 𝜌 = 1.10 and 𝜎̄ = 1.10, and

since we know 𝑥0, we have that 𝛾 = 0.6, 𝜌 = 1.03 and 𝜎 = 1.04, confirming 𝛾 > 𝛾 , 𝜌 > 𝜌 and
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.9: Case 2 - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

𝜎̄ > 𝜎 .

Theorem 5.8 predicts 𝑖∗ = ⌊5.87⌋ = 5 given 𝜌, meaning that 𝑥𝑖 , for 𝑖 = 5 steps, is guaranteed to

remain within Γ1
3 . Thus, the main result for Case 1 is verified, see Fig. 5.10.

Design choice of the buffer size

The approximately minimum size of the buffer in order to reach Γ1
3 is 𝑁𝑏 ≥ 𝑁 + 𝑖∗ = 8. In

Fig. 5.11, 𝑥 under buffered control operation is transferred to 𝑥0 =

[
1.90 −1.02

]⊤
∈ Γ1

9 despite

consecutive packet dropouts, verifying the design choice of the buffer size.
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5.7. Numerical example 2: linear system

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.10: Case 1 - linear system: phase-portrait and optimal cost value under closed-loop
control.

5.7.2 Case 2: 𝑥0 ∈ X𝑓 (𝑑1)

For Case 2, under closed-loop operation without packet losses, 𝑥 reaches the state 𝑥0 =[
0.81 −0.87

]⊤
∈ X𝑓 (𝑑1) and converges successfully towards the origin. However, supposing

that all 𝑖 subsequent packets are instead dropped (𝜈𝑘 = 0), for 1 ≤ 𝑖 ≤ 12, the states 𝑥1 to 𝑥12 in

open-loop operation remain in Γ1
3 but 𝑥13 leaves the set, see Fig. 5.12.

Theorem 5.10 predicts 𝑖∗ = ⌊12.50⌋ = 12 given 𝛾, 𝜌 and 𝜎̄ , meaning that 𝑥𝑖 , for 𝑖 = 12 steps, is

guaranteed to remain within Γ1
3 . Thus, the main result for Case 2 is verified, see Fig. 5.12.

Design choice of the buffer size

As we did in Case 1, the approximately minimum size of the buffer in order to reach X𝑓 (𝑑1)

is 𝑁𝑏 ≥ 𝑁 + 𝑖∗ = 11. In Fig. 5.13, 𝑥 under buffered control operation is transferred to
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.11: Case 1 - linear system: phase-portrait and optimal cost value under buffered control
only.

𝑥0 =

[
1.01 −0.53

]⊤
∈ X𝑓 (𝑑1) despite consecutive packet dropouts; thus, verifying the design

choice.

5.8 Conclusions

This chapter has studied MPC-controlled discrete time-invariant nonlinear and linear systems

subject to input constraints and random packet losses over the C-A channel. The MPC formu-

lation includes a terminal cost function that satisfies a local control Lyapunov condition, but no

explicit terminal constraints. It is shown that the use of a buffer provides, at best, the transfer of

an initial state to the terminal region associated with the control Lyapunov terminal cost. The

number of subsequent consecutive packet losses that the system may experience in order that

stability is maintained is upper bounded by expressions that depend on system and controller
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5.8. Conclusions

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.12: Case 2 - linear system: phase-portrait and optimal cost value under closed-loop
control.

parameters. Numerical example 1 verifies the existence of these bounds for a nonlinear system

by analysing the value function along the closed-loop and open-loop system trajectories.

The specialized analysis in the linear section evaluates these bounds and verifies their conser-

vativeness by approximating them using the open-loop stage-cost and terminal-cost parameters.

It was shown by the numerical example 2 that the existence of these bounds–despite their

conservatism–can be used to tune the design parameters of the controller and the selection of

the buffer size; knowing that the buffer with the size of the horizon length is not sufficient to

guarantee stability when it is exhausted.

For both scenarios, Case 1 and Case 2, the numerical examples suggest that the minimum buffer

size is approximately equal to the sum of the prediction horizon and the bound on the number

of consecutive packet losses in open-loop operation before the state leaves the RoA. However,
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 5.13: Case 2 - linear system: phase-portrait and optimal cost value under buffered control
only.

this design choice should be interpreted as a tuning guideline rather than a definitive rule, since

further theoretical analysis is required when the buffer size is decoupled from the prediction

horizon.

In order to emphasize the central findings, Table 5.1 summarizes the main technical results, high-

lighting the main assumptions, setting, and associated estimated and computable parameters.

5.A Proof of Lemma 5.2

First, let us define the following lemma.

Lemma 5.12 (𝑉𝑓 (·) in closed-loop). Suppose 𝑥 𝑗 ∈ X𝑓 (𝑑1), then 𝑥 𝑗+1 = 𝑓 (𝑥 𝑗 , 𝜅 𝑓 (𝑥 𝑗 )) ∈ X𝑓 (𝑑1),
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5.A. Proof of Lemma 5.2

Aspect Main Assumptions /
Setting Key Technical Results

Control design
State feedback MPC
with input constraints

and buffering

Buffer mitigates packet losses but cannot
guarantee stability when exhausted.

Terminal
ingredients

Local CLF terminal
cost 𝑉𝑓 (𝑥), no

terminal constraint

Local stability ensured via terminal cost
without imposing terminal constraints.

RoA Γ
𝛽

𝑁
and

X𝑓 (𝑑1)

Implicitly defined by
MPC design

(𝑁,𝑄, 𝑅,𝑄 𝑓 ) and
𝛽𝑉𝑓 (𝑥)

The buffer guarantees reachability of the state
to the terminal region X𝑓 (𝑑1).

Stability
mechanism

Value-function-based
analysis

Stability is maintained only if the number of
consecutive packet losses is bounded.

Nonlinear
closed-loop
behaviour

Nonlinear dynamics,
MPC feedback

applied

Value function decrease is characterized by
estimated parameters 𝜇,𝛾, 𝜉

Nonlinear
open-loop
behaviour

Buffer exhausted,
open-loop evolution

Value function growth is characterized by
estimated parameters 𝜁 , 𝜎, 𝜌 , verified
numerically (Example 1).

Linear
closed-loop
behaviour

Linear dynamics,
MPC feedback

applied

Value function decrease is characterized by
computable parameters 𝛾 > 𝛾 , conservative
but explicit bounds.

Linear
open-loop
behaviour

Buffer exhausted,
open-loop evolution

Value function growth is characterized by
computable parameters 𝜌 > 𝜌, 𝜎̄ > 𝜎 , derived
from stage and terminal costs.

Conservatism Analytical upper
bounds

Linear bounds are conservative but informative
for tuning horizon length and buffer size
(Example 2).

Design
guideline

Empirical observation
from simulations

Minimum buffer size ≈ prediction horizon +
open-loop packet-loss bound.

Table 5.1: Summary of technical results.

for some 𝑗 ∈ N≥0. Then, for 𝑖 ≥ 𝑗 ,

𝑉𝑓 (𝑥𝑖) ≤ 𝛾 𝑖− 𝑗𝑉𝑓 (𝑥 𝑗 ) =⇒ 𝑥𝑖 ∈ X𝑓 (𝑑1), (5.65a)
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and

𝑁+𝑖∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) ≤
𝑁∑︁
𝑗=0

𝛾 𝑗𝑉𝑓 (𝑥𝑖). (5.65b)

Proof. It follows by applying (5.15a).

Let us consider a state 𝑥𝑖 |𝑁 = 𝑥𝑖 ∈ X𝑓 (𝑑1) and controls 𝑢 𝑗 |𝑁 = 𝑢 𝑗 = 𝜅 𝑓 (𝑥 𝑗 ) ∈ U , 𝑗 ∈ N[𝑖,𝑁+𝑖−1] .

After 𝑁 + 𝑖 steps without consecutive packet losses, the value function is

𝑉 0
𝑁 (𝑥𝑖) ≤

𝑁+𝑖−1∑︁
𝑗=𝑖

(
ℓ(𝑥 𝑗 , 𝑢 𝑗 ) + 𝛽𝑉𝑓 (𝑥 𝑗+1) − 𝛽𝑉𝑓 (𝑥 𝑗 )

)
+ 𝛽𝑉𝑓 (𝑥𝑖), (5.66a)

applying Assumption 5.5, we have that

≤ (1 − 𝛽)
𝑁+𝑖−1∑︁
𝑗=𝑖

(
𝑉𝑓 (𝑥 𝑗 ) −𝑉𝑓 (𝑥 𝑗+1)

)
+ 𝛽𝑉𝑓 (𝑥𝑖), (5.66b)

owing to (5.15b), we can write

≤ (1 − 𝛽) (1 − 𝛾)
𝑁+𝑖−1∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) + 𝛽𝑉𝑓 (𝑥𝑖), (5.66c)

using (5.65b), we can say that

≤
(
𝛽 + (1 − 𝛽)

𝑁−1∑︁
𝑗=0

𝛾 𝑗

)
𝑉𝑓 (𝑥𝑖), (5.66d)

because of
∑𝑛
𝑗=𝑚 𝑧

𝑗 = 𝑧𝑚−𝑧𝑛+1

1−𝑧 , for𝑚 ∈ N[0,𝑛] and |𝑧 | < 1, then

=

(
𝛽 − (1 − 𝛾) (𝛽 − 1) 1 − 𝛾𝑁

1 − 𝛾

)
𝑉𝑓 (𝑥𝑖). (5.66e)

Since 𝑉 0
𝑁
(𝑥𝑖) represents where 𝑥𝑖 ∈ X𝑓 (𝑑1) has reached after 𝑁 + 𝑖 steps without consecutive

packet losses, this will be our starting state 𝑥0 ∈ X𝑓 (𝑑1) from where the value function

experiences consecutive packet losses. Therefore, 𝑥𝑖 ∈ X𝑓 (𝑑1) =⇒ 𝑥0 ∈ X𝑓 (𝑑1), such

that

𝑉 0
𝑁 (𝑥0) ≤

(
𝛽 − (𝛽 − 1) (1 − 𝛾𝑁 )

)
𝑉𝑓 (𝑥0), (5.66f)
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5.B. Proof of Lemma 5.3

which completes the proof.

5.B Proof of Lemma 5.3

First, let us define the following lemmas.

Lemma 5.13 (ℓ(·, ·) in open-loop). Let denote 𝑥 𝑗 ∈ Γ
𝛽

𝑁
, 𝑢 𝑗 ∈ U and 𝑥 𝑗+1 = 𝑓 (𝑥 𝑗 , 0), 𝑗 ∈ N≥0, if

(5.18) holds, then

ℓ(𝑥𝑖, 0) ≤ 𝜎𝑖− 𝑗ℓ(𝑥 𝑗 , 𝑢 𝑗 ), (5.67a)

for 𝑖 ≥ 𝑗 . Also, it allows us to define

𝑁+𝑖∑︁
𝑗=𝑖

ℓ(𝑥 𝑗 , 0) ≤
𝑁∑︁
𝑗=0

𝜎 𝑗ℓ(𝑥𝑖, 0). (5.67b)

Proof. It follows by applying (5.18).

Lemma 5.14 (𝑉𝑓 (·) in open-loop). Let denote the states 𝑥 𝑗 ∈ X𝑓 (𝑑1) and 𝑥 𝑗+1 = 𝑓 (𝑥 𝑗 , 0),

𝑗 ∈ N≥0, if (5.19) holds, then

𝑉𝑓 (𝑥𝑖) ≤ 𝜌𝑖− 𝑗𝑉𝑓 (𝑥 𝑗 ) (5.68a)

for 𝑖 ≥ 𝑗 . Moreover, it allows us to define

𝑁+𝑖−1∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) ≤
𝑁−1∑︁
𝑗=0

𝜌 𝑗𝑉𝑓 (𝑥𝑖). (5.68b)

for 𝑥𝑖 ∈ X𝑓 (𝑑1).

Proof. It follows by applying (5.19).

Now, let us consider 𝑥𝑖 ∈ Γ
𝛽

𝑁
, after 𝑁 + 𝑖 steps for 𝑖 consecutive packet losses the value function

is

𝑉 0
𝑁 (𝑥𝑖) ≤

𝑁+𝑖−1∑︁
𝑗=𝑖

ℓ(𝑥 𝑗 , 0) + 𝛽𝑉𝑓 (𝑥𝑁+𝑖), (5.69a)
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owing to (5.67b) and (5.68a), we can say that

≤
𝑁−1∑︁
𝑗=0

𝜎 𝑗ℓ(𝑥𝑖, 0) + 𝛽𝜌𝑁𝑉𝑓 (𝑥𝑖), (5.69b)

knowing that
∑𝑛
𝑗=0 𝑧

𝑗 = 𝑧𝑛+1−1
𝑧−1 for 𝑧 ∈ R>1 and 𝑛 ∈ N>0

≤ 𝜎𝑁 − 1
𝜎 − 1

ℓ(𝑥𝑖, 0) + 𝛽𝜌𝑁𝑉𝑓 (𝑥𝑖). (5.69c)

The latter represents the value function at 𝑥𝑖 = 𝑓 𝑖 (𝑥0, 0). Since our task is to approximate

the exponential growth of 𝜁 starting from 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
up to 𝑥𝑖 (Assumption 5.6) by applying

Assumption 5.7 for the stage cost and terminal cost, then from (5.67a) and (5.68a) we have that

≤ 𝜎𝑁 − 1
𝜎 − 1

𝜎𝑖ℓ(𝑥0, 𝑢0) + 𝛽𝜌𝑁+𝑖𝑉𝑓 (𝑥0), (5.69d)

for 𝑥0 ∈ 𝜇Γ𝛽
𝑁

.

5.C Proof of Theorem 5.4

Rearranging (5.31) for 𝑖 leads to

𝜎𝑖
(
1 + 𝑏𝜌

𝑖

𝑎𝜎𝑖

)
≤ 𝑐

𝑎
(5.70a)

ln
(
𝜎𝑖

)
+ ln

(
1 + 𝑏𝜌

𝑖

𝑎𝜎𝑖

)
≤ ln

(𝑐
𝑎

)
, (5.70b)

where

𝑎 =
𝜎𝑁 − 1
𝜎 − 1

ℓ(𝑥0, 𝑢0), 𝑏 = 𝛽𝜌𝑁𝑑1, 𝑐 = 𝑁𝑑2 + 𝛽𝑑1, (5.70c)

knowing that ln
(
𝑥
𝑦

)
≤ ln

(
1 + 𝑥

𝑦

)
, if 𝑥 > 𝑦, let 𝑖∗ denote the lower bound of 𝑖, for which (5.31)

holds i.e. 𝑖∗ ≤ 𝑖, then

ln
(
𝜎𝑖

∗ ) + ln
(
𝑏𝜌𝑖

∗

𝑎𝜎𝑖
∗

)
− ln

(𝑐
𝑎

)
≤ ln

(
𝜎𝑖

)
+ ln

(
1 + 𝑏𝜌

𝑖

𝑎𝜎𝑖

)
− ln

(𝑐
𝑎

)
≤ 0 (5.70d)

ln
(
𝜎𝑖

∗ ) + ln
(
𝑏𝜌𝑖

∗

𝑎𝜎𝑖
∗

)
− ln

(𝑐
𝑎

)
≤ 0, (5.70e)
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5.D. Proof of Lemma 5.4

reordering we have that

𝑖∗ ln(𝜌) ≤ ln
(𝑐
𝑎

)
− ln

(
𝑏

𝑎

)
(5.70f)

leads to the solution

𝑖∗ ≤
ln

(𝑐
𝑏

)
ln 𝜌

, (5.70g)

which completes the proof.

5.D Proof of Lemma 5.4

Since the closed-loop control or the benefit of the buffered control was to transfer an initial

state to the state 𝑥0 ∈ X𝑓 (𝑑1), it also means that after 𝑁 steps that initial state was transfer to

𝑥𝑁 = 𝑥𝑁 |𝑁 ∈ X𝑓 (𝑑1) by the closed-loop control or the buffered control. Hence, starting from

𝑥𝑁 we determine the value function after 𝑁 + 𝑖 steps for 𝑖 consecutive packet losses and then

we relate with 𝑥0 ∈ X𝑓 (𝑑1) according to Assumption 5.7. The value function for 𝑥𝑖 is

𝑉 0
𝑁 (𝑥𝑖) ≤

𝑁+𝑖−1∑︁
𝑗=𝑁

ℓ(𝑥 𝑗 , 0) + 𝛽𝑉𝑓 (𝑥𝑁+𝑖), (5.71a)

owing to (5.67b) and (5.68a), we can say that

≤
𝑖−1∑︁
𝑗=0

𝜎 𝑗ℓ(𝑥𝑁 , 0) + 𝛽𝜌𝑖𝑉𝑓 (𝑥𝑁 ), (5.71b)

knowing that
∑𝑛
𝑗=0 𝑧

𝑗 = 𝑧𝑛+1−1
𝑧−1 for 𝑧 ∈ R>1 and 𝑛 ∈ N>0

≤ 𝜎𝑖 − 1
𝜎 − 1

ℓ(𝑥𝑁 , 0) + 𝛽𝜌𝑖𝑉𝑓 (𝑥𝑁 ), (5.71c)

since we can relate 𝑥𝑁 with 𝑥0 by applying (5.67a) and (5.68a), it leads to

≤ 𝜎𝑖 − 1
𝜎 − 1

𝜎𝑁 ℓ(𝑥0, 𝑢0) + 𝛽𝜌𝑖𝜌𝑁𝑉𝑓 (𝑥0), (5.71d)
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where 𝑥0 ∈ X𝑓 (𝑑1) and 𝑢0 = 𝜅 𝑓 (𝑥0) ∈ U . Now, applying Assumption 5.5, it follows that

≤ 𝜎𝑁 𝜎
𝑖 − 1
𝜎 − 1

(
𝑉𝑓 (𝑥0) −𝑉𝑓 (𝑥1)

)
+ 𝛽𝜌𝑁+𝑖𝑉𝑓 (𝑥0), (5.71e)

applying (5.15b), we have that

≤ 𝜎𝑁 𝜎
𝑖 − 1
𝜎 − 1

(1 − 𝛾)𝑉𝑓 (𝑥0) + 𝛽𝜌𝑁+𝑖𝑉𝑓 (𝑥0), (5.71f)

then

=

(
𝜎𝑁

𝜎𝑖 − 1
𝜎 − 1

(1 − 𝛾) + 𝛽𝜌𝑁+𝑖
)
𝑉𝑓 (𝑥0), (5.71g)

completes the proof.

5.E Proof of Theorem 5.6

Rearranging (5.35) for 𝑖 leads to

𝜎𝑖
(
1 + 𝑏𝜌

𝑖

𝑎𝜎𝑖

)
≤ 1 + 𝑐

𝑎
(5.72a)

ln
(
𝜎𝑖

)
+ ln

(
1 + 𝑏𝜌

𝑖

𝑎𝜎𝑖

)
≤ ln

(
1 + 𝑐

𝑎

)
, (5.72b)

where

𝑎 =
𝜎𝑁 (1 − 𝛾)
𝜎 − 1

, 𝑏 = 𝛽𝜌𝑁 , 𝑐 = 𝛽 + 𝑁 𝑑2

𝑑1
, (5.72c)

knowing that ln
(
𝑥
𝑦

)
≤ ln

(
1 + 𝑥

𝑦

)
, if 𝑥 > 𝑦, let 𝑖∗ denote the lower bound of 𝑖, for which (5.35)

holds, i.e. 𝑖∗ ≤ 𝑖, then

ln
(
𝜎𝑖

∗ ) + ln
(
𝑏𝜌𝑖

∗

𝑎𝜎𝑖
∗

)
− ln

(
1 + 𝑐

𝑎

)
≤ ln

(
𝜎𝑖

)
+ ln

(
1 + 𝑏𝜌

𝑖

𝑎𝜎𝑖

)
− ln

(
1 + 𝑐

𝑎

)
≤ 0 (5.72d)

ln
(
𝜎𝑖

∗ ) + ln
(
𝑏𝜌𝑖

∗

𝑎𝜎𝑖
∗

)
− ln

(
1 + 𝑐

𝑎

)
≤ 0, (5.72e)
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reordering we have that

𝑖∗ ln(𝜌) ≤ ln
(𝑎 + 𝑐
𝑎

)
− ln

(
𝑏

𝑎

)
(5.72f)

leads to the solution

𝑖∗ ≤
ln

(𝑎 + 𝑐
𝑏

)
ln 𝜌

, (5.72g)

which completes the proof.
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Chapter 6. Robust Stability of State-Feedback MPC under consecutive packet losses

In this chapter, we analyse the stability of a discrete-time nonlinear NCS with additive un-

certainty, building on the problem setting from Chapter 5. The system is controlled using

MPC without terminal constraints, subject to input constraints and random packet losses in the

actuation communication channel. As in Chapter 5, we consider two scenarios: one where a

buffer stores transmitted control sequences to enhance robustness against packet losses, and one

without a buffer, which are affected by additive uncertainty. These two scenarios are generalized

and presented in four cases, depending on whether the initial state lies in the RoA or in the

terminal region, and whether control is executed in closed-loop mode or via buffered control

during packet dropouts.

To assess closed-loop stability under these stochastic conditions, we assume that the terminal

cost functions as a local, rather than global, CLF. Also, we establish conditions under which the

terminal region and RoA remain robust positively invariant in the presence of bounded additive

disturbances. Additionally, for each of the four cases, we derive an upper bound on the number

of consecutive packet losses that can be tolerated while maintaining stability in the presence of

uncertainty. These results highlight the relations between the controller design parameters, and

the local stability properties of the nominal system.

6.1 Introduction

As reviewed in Chapter 5, stochastic NCS with unreliable communication between actuators,

sensors, and controllers are challenging to analyse. Introducing uncertainty further complicates

the problem, as conditions derived for a nominal plant are no longer valid [56].

Methods for MPC under packet losses and uncertainty are particularly relevant from a practical

perspective. [42, 60] investigate a packetized MPC approach for nonlinear systems with process

noise, incorporating a buffer to mitigate dropouts in the C–A channel. Extending on this,

[64] extends the approach of [42] by introducing buffers for both the actuator and estimator,

addressing packet losses in both the C–A and S–C channels. In [65], an MPC control law

that minimizes a discounted cost subject to a discounted expectation constraint is examined.

This approach does not use a buffer but accounts for additive disturbances. Additionally, [84]

examines the exponential stability of the closed-loop system, considering the impact of random
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6.1. Introduction

packet loss duration and MPC design parameters.

A common feature of the stability analyses in the preceding works is the assumption of a global

CLF for the terminal dynamics of the system. It is known and accepted that this is a strong,

and perhaps impossible to meet, assumption for systems subject to constraints. We relax this

assumption in this chapter as we did in Chapter 5. We consider a discrete-time nonlinear

NCS subject to random packet losses and controlled by an MPC formulation without explicit

terminal constraints. Similar to [58] and related works, we consider that the controller transmits

the optimal control sequence over a lossy UDP-like communication channel, i.e. without any

ACK of packets received. We improve the stability analysis of [58] by relaxing the assumption of

the existence of a global CLF. This is achieved by exploiting the stability analysis for constrained

MPC without terminal constraints [110].

We examine a discrete nonlinear time-invariant NCS subject to random packet losses and uncer-

tainty, controlled using an MPC formulation without explicit terminal constraints. Following

the approach of Chapter 5, we assume the controller transmits the optimal control sequence

over a lossy UDP-like communication channel with no ACK of received packets and extends

the study by incorporating robust stability analysis.

The analysis is structured in four distinct cases, defined by whether the initial state lies in

the RoA or in the terminal region, and by whether the plant operates purely in closed-loop

mode or uses buffered control before packet losses occur. Specifically, the four cases are as

follows: (i) closed-loop control with the initial state in the RoA, (ii) closed-loop control with

the initial state in the terminal region, (iii) buffered control with the initial state in the RoA,

and (iv) buffered control with the initial state in the terminal region. The presence or absence

of a buffer on the plant side directly influences robustness to packet losses. For each case,

we establish an upper bound on the number of consecutive packet losses that can occur while

keeping the system state within the region of attraction subject to uncertainty in the process.

The resulting conditions reveal the relationship between stability of nominal nonlinear systems

and the stability of nonlinear systems subject to additive disturbances.

The analysis for a discrete LTI system is obtained as a specialization of the nonlinear case

corresponding to closed-loop operation with the initial state in the RoA. The resulting bound

depends explicitly on the open-loop stage-cost and terminal-cost parameters, meaning that the

result is more conservative but easy to compute.
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6.2 Problem formulation

We consider the following discrete-time uncertain nonlinear system

𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝜈𝑘𝑢𝑘) +𝑤𝑘 , (6.1)

where 𝑥𝑘 ∈ R𝑛, 𝑢𝑘 ∈ R𝑚 and𝑤𝑘 ∈ R𝑛 are, respectively, the state, the input and the process noise

of the system at sample time 𝑘 ∈ N≥0. The system input, 𝑢𝑘 , is subject to random packet losses

via 𝜈𝑘 , and is constrained to take values in a set U ⊂ R𝑚 but the states are unconstrained.

Assumption 6.1 (Continuity of the system). The function 𝑓 (·, ·) is continuous and satisfies

0 = 𝑓 (0, 0).

Assumption 6.2 (Constraints). The sets U and W are compact, and contain the origin in their

interiors.

Assumption 6.3. The process noise, 𝑤𝑘 , is a bounded additive disturbance and can take any

value in a set W ⊂ R𝑛.

The system is connected to a controller via a partially lossy UDP-like communication channel.

While the state measurement is communicated with additive disturbance to the controller,

communication between the controller and system actuator is subject to random packet losses

as depicted in Fig. 6.1.

𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝜈𝑘𝑢𝑘) +𝑤𝑘Buffer

UDP-like channel

MPC𝑢𝑘

𝜈𝑘

Figure 6.1: A system in connection with a controller via a UDP-like channel. The C-A channel
is subject to random packet losses.

Assumption 6.4. The input packet loss variable 𝜈𝑘 ∈ [0, 1] forms a sequence of i.i.d random

variables with 𝜈𝑘 ∼ B(𝜈), where 𝜈 = Pr[𝜈𝑘 = 1] is the probability of successful packet delivery.

As we did in Chapter 5, Assumption 6.4 describes a common NCS setting studied in the

literature (e.g. [58, 42]), and we also consider that a buffer may (or may not) be present at the

input to the system; the buffer stores nominal control sequences transmitted by the controller
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and its precise operation is described in Section 5.3.2.

Therefore, the problem formulation is as follows. Given the system (6.1) at a state𝑥𝑘 , the problem

is to determine the optimal control law such that the state 𝑥𝑘 is transferred to the neighbourhood

of the origin, subject to the constraints (Assumption 6.2), uncertainty (Assumption 6.3), and

packet losses (Assumption 6.4), while minimizing a cost function through the following optimal

control problem.

6.3 Controller formulation

Before we present of the optimal control problem, we need to consider that the nominal system,

defined as

𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝑢𝑘), (6.2)

denotes the behaviour if the initial state is 𝑥𝑘 and the nominal input 𝑢𝑘 is the first input of the

optimal sequence obtained as the solution of the optimal control problem (6.3a).

This represents a significant change in the setting compared to the deterministic case in (5.1),

since now there is a nominal MPC in the loop aiming to control the uncertain system (6.1).

In what follows we formulate the optimal control problem, but for the sake of consistency, we

preserve the notation of the predicted states and inputs.

6.3.1 Optimal control problem

With the system at a state 𝑥𝑘 , the optimal nominal control problem to be solved is defined by

P𝑁 (𝑥𝑘) : 𝑉 0
𝑁 (𝑥𝑘) = min

u𝑘∈U
𝐽𝑁 (𝑥𝑘 , u𝑘), (6.3a)

subject to, for 𝑗 ∈ N[0,𝑁−1] ,

𝑥𝑘 |𝑘 = 𝑥𝑘 (6.3b)

𝑥𝑘+ 𝑗+1|𝑘 = 𝑓 (𝑥𝑘+ 𝑗 |𝑘 , 𝑢𝑘+ 𝑗 |𝑘) (6.3c)

𝑢𝑘+ 𝑗 |𝑘 ∈ U , (6.3d)
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where the finite sequence of future control inputs is

u𝑘 :=
{
𝑢𝑘 |𝑘 , 𝑢𝑘+1|𝑘 , . . . , 𝑢𝑘+𝑁−1|𝑘

}
, (6.4)

and the constraint set is

U := U × · · · × U , (6.5)

The nominal cost function is

𝐽𝑁 (𝑥𝑘 , u𝑘) := 𝛽𝑉𝑓 (𝑥𝑘+𝑁 |𝑘) +
𝑁−1∑︁
𝑗=0

ℓ
(
𝑥𝑘+ 𝑗 |𝑘 , 𝑢𝑘+ 𝑗 |𝑘

)
, (6.6)

where 𝛽 ≥ 1 and the stage ℓ(·, ·) and terminal cost𝑉𝑓 (·) functions satisfy the following assump-

tion for quadratic cost norms.

Assumption 6.5. The stage cost function ℓ(·, ·) : R𝑛 × U → R≥0 and terminal cost function

𝑉𝑓 (·) : R𝑛 → R≥0 are continuous, with ℓ(0, 0) = 0 and 𝑉𝑓 (0) = 0, and satisfy

ℓ(𝑥,𝑢) ≥ 𝑐1∥𝑥 ∥2
2, (6.7a)

for all 𝑥 ∈ R𝑛, for all 𝑢 ∈ U , and some 𝑐1 > 0,

𝑉𝑓 (𝑥) ≤ 𝑐2∥𝑥 ∥2
2, (6.7b)

for all 𝑥 ∈ R𝑛, and some 𝑐2 > 0.

We remark that this represents a conventional nominal input-constrained nonlinear MPC for-

mulation [100]; however, as we did in Chapter 5, we emphasize that there is a terminal cost but

there is no terminal constraint.

Solving P𝑁 (𝑥𝑘) at 𝑥𝑘 yields the nominal solution

u0
𝑘
(𝑥𝑘) :=

{
𝑢0
𝑘 |𝑘 , 𝑢

0
𝑘+1|𝑘 , . . . , 𝑢

0
𝑘+𝑁−1|𝑘

}
. (6.8)

The first control in the optimal sequence is applied to the uncertain plant (6.1), followed by a
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repetition of the whole process at the next sampling time, defines the implicit control law

𝑢𝑘 = 𝜅𝑁 (𝑥𝑘) := 𝑢0
𝑘 |𝑘 . (6.9)

Due to the lack of state constraints, the domain of the value function𝑉 0
𝑁
(·) and control law𝜅𝑁 (·)

is the whole state space R𝑛, meaning that the optimal control problem is (trivially) recursively

feasible.

6.3.2 Buffer

Again, we need to emphasize that the buffer, described in Section 5.3.2, stores the nominal

control sequence (6.4) transmitted by the controller at each time step 𝑘. If 𝜈𝑘 = 1 then this

sequence is received by the buffer and acts as a parallel-in–serial-out shift register. If 𝜈𝑘 = 0,

the buffer outputs the previously optimal sequence received and applied to the uncertain system

until the buffer runs out of data or a new sequence is successfully received.

6.4 Stability analysis of nonlinear systems

To establish stability of the closed-loop system under random packet losses, uncertainty and in

the absence of a terminal constraint, we combine the stability analysis of the value function with

the stability conditions for nominal input-constrained MPC without terminal constraints [110],

and the analysis of robustness of nominal MPC for the Region of Attraction (RoA) and the

implicit terminal region [13].

This combination permits (i) the relaxation of the technical assumption in [58, 42] for both

deterministic and uncertain nonlinear systems, which requires the existence of a global CLF

terminal cost function, an assumption that is impossible to meet for many input-constrained

systems [100], and (ii) the analysis of conditions under which the RoA and the terminal region

exhibit positive invariance for the controlled uncertain system.

We first present some relevant results and necessary assumptions. In what follows, a variable

without a subscript denotes its current value, e.g. 𝑥 means 𝑥𝑘 , and a variable with a subscript

−1 denotes its past value, e.g. 𝑥−1 means 𝑥𝑘−1, while the subscript 𝑗 denotes the 𝑗-step ahead

prediction: e.g. 𝑥 𝑗 means 𝑥𝑘+ 𝑗 |𝑘 .
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6.4.1 Preliminaries: stability without terminal constraint set

First, we briefly recall the conditions of nominal stability presented in Chapter 5. These results

then serve as key ingredients in demonstrating the robustness of nominal MPC with additive

disturbances in the absence of random packet losses.

6.4.1.1 Nominal stability conditions

We recall the assumptions and definitions presented in Chapter 5, [110].

Definition 6.1. There exist a 𝑑1 > 0 and 𝑑2 > 0 such that, for all

𝑥 ∈ X𝑓 (𝑑1) :=
{
𝑥 : 𝑉𝑓 (𝑥) ≤ 𝑑1

}
, (6.10a)

and for all 𝑥 ∉ X𝑓 (𝑑1) and 𝑢 ∈ U ,

𝑑2 ≤ ℓ(𝑥,𝑢). (6.10b)

Such 𝑑1 and 𝑑2 are guaranteed since𝑉𝑓 (𝑥) and ℓ(𝑥,𝑢) are positive definite (Assumption 6.2 and

Assumption 6.5).

Assumption 6.6. There exists a control law 𝜅 𝑓 : R𝑛 → R𝑚 and a constant 𝑑1 > 0 such that, for

all 𝑥 ∈ X𝑓 (𝑑1),

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥))

)
≤ 𝑉𝑓 (𝑥) − ℓ(𝑥, 𝜅 𝑓 (𝑥)) (6.11a)

𝜅 𝑓 (𝑥) ∈ U . (6.11b)

As we did in Chapter 5, let us recall that𝑉𝑓 (·) is a local CLF for the nominal terminal dynamics,

which relaxes the global CLF assumption in [58, 42], and 𝛽𝑉𝑓 (·) is also a local CLF since 𝛽 ≥ 1,

and the set X𝑓 (𝑑1) serves as an implicit terminal region for the controller.

The previous Definition 6.1 allow us to define the (nominal) set

Γ
𝛽

𝑁
:=

{
𝑥 ∈ R𝑛 : 𝑉 0

𝑁 (𝑥) ≤ 𝛽𝑑1 + 𝑁𝑑2
}
. (6.12)

It is established in [110] that the controlled system 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)) is asymptotically stable

141



6.4. Stability analysis of nonlinear systems

with region of attraction Γ
𝛽

𝑁
, and, for all 𝑥 ∈ Γ

𝛽

𝑁
,

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) −𝑉

0
𝑁 (𝑥) ≤ −ℓ(𝑥, 𝜅𝑁 (𝑥)). (6.13)

We also recall the following lemma concerning the cost value, the stage and terminal cost

functions.

Lemma 6.1. Suppose Assumptions 6.1–6.6 hold. There exist constants𝛾 ∈ (0, 1], and 𝜚 ∈ (0, 1]

such that

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥))

)
≤ 𝛾𝑉𝑓 (𝑥), (6.14a)

for all 𝑥 ∈ X𝑓 (𝑑1), and

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥))) ≤ 𝜚𝑉

0
𝑁 (𝑥), (6.14b)

for all 𝑥 ∈ Γ
𝛽

𝑁
, where

𝜚 = 1 − 𝑐1

𝑐2
, (6.14c)

for some 𝑐1, 𝑐2 > 0.

Proof. Refer to the proof in Lemma 5.1, Chapter 5.

Armed with the previous, we are now in the position to extend the analysis for uncertain system.

6.4.1.2 Robustness of nominal stability conditions

We want to show the effect on applying the nominal control law to the uncertain system (6.1) if

𝑤 ∈ W is sufficiently small. We begin with the following assumption.

Assumption 6.7 (Lipschitz continuity [42, 64]). There exist constants 𝜆ℓ, 𝜆𝑓 , 𝜆𝑉 > 0 such that

for all (𝑥, 𝑥′) ∈ R𝑛, and for all(𝑢,𝑢′) ∈ U

|ℓ(𝑥,𝑢) − ℓ(𝑥′, 𝑢′) | ≤ 𝜆ℓ∥𝑥 − 𝑥′∥2
2 (6.15a)��𝑉𝑓 (𝑥) −𝑉𝑓 (𝑥′)�� ≤ 𝜆𝑓 ∥𝑥 − 𝑥′∥2
2 (6.15b)��𝑉 0

𝑁 (𝑥) −𝑉
0
𝑁 (𝑥

′)
�� ≤ 𝜆𝑉 ∥𝑥 − 𝑥′∥2

2. (6.15c)

Then, we can define the following lemmas.
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Lemma 6.2. If Assumptions 6.6–6.7 hold, from (6.14a) we say that there exist 𝛾 ∈ (0, 1] and

𝑤̄𝜆𝑓 > 0 such that for all 𝑥 ∈ X𝑓 (𝑑1) and for all𝑤 ∈ W

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥)) +𝑤

)
≤ 𝛾𝑉𝑓 (𝑥) + 𝑤̄𝜆𝑓 , (6.16a)

and

𝑉𝑓
(
𝑓 (𝑥, 𝜅 𝑓 (𝑥)) +𝑤

)
≤ 𝑉𝑓 (𝑥) − ℓ(𝑥, 𝜅 𝑓 (𝑥)) + 𝑤̄𝜆𝑓 (6.16b)

where

𝑤̄𝜆𝑓 ≔ max
𝑤∈W

𝜆𝑓 ∥𝑤 ∥2
2. (6.16c)

Proof. Let 𝑥+ = 𝑓 (𝑥, 𝜅 𝑓 (𝑥)) +𝑤 and 𝑥+ = 𝑓 (𝑥, 𝜅 𝑓 (𝑥)) be the uncertain state and nominal state,

respectively. From (6.15b)

��𝑉𝑓 (𝑥+) −𝑉𝑓 (𝑥+)�� ≤ 𝜆𝑓 ∥𝑥+ − 𝑥+∥2
2

= 𝜆𝑓


𝑓 (𝑥, 𝜅 𝑓 (𝑥)) +𝑤 − 𝑓 (𝑥, 𝜅 𝑓 (𝑥))



2
2,

we have that

𝑉𝑓 (𝑥+) ≤ 𝑉𝑓 (𝑥+) + 𝜆𝑓 ∥𝑤 ∥2
2, (6.17a)

and using (6.14a) such that 𝑉𝑓 (𝑥+) ≤ 𝛾𝑉𝑓 (𝑥) proves (6.16a). Applying (6.11a) in (6.17a) such

that

𝑉𝑓 (𝑥+) ≤ 𝑉𝑓 (𝑥+) + 𝜆𝑓 ∥𝑤 ∥2
2,

≤ 𝑉𝑓 (𝑥) − ℓ(𝑥, 𝜅 𝑓 (𝑥)) + 𝜆𝑓 ∥𝑤 ∥2
2,

completes the proof of (6.16b).

Lemma 6.3. From (6.14b) we say that there exists a 𝑤̄𝜆𝑉 > 0 such that for all 𝑥 ∈ Γ
𝛽

𝑁
, and

𝑤 ∈ W ,

𝑉 0
𝑁 (𝑓 (𝑥, 𝜅𝑁 (𝑥)) +𝑤) ≤ 𝜚𝑉 0

𝑁 (𝑥) + 𝑤̄𝜆𝑉 , (6.18a)

where

𝑤̄𝜆𝑉 ≔ max
𝑤∈W

𝜆𝑉 ∥𝑤 ∥2
2. (6.18b)

Proof. Let 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)) + 𝑤 and 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)) be the uncertain state and nominal
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state, respectively. From (6.15c)

��𝑉 0
𝑁 (𝑥

+) −𝑉 0
𝑁 (𝑥

+)
�� ≤ 𝜆𝑉 ∥𝑥+ − 𝑥+∥2

2,

= 𝜆𝑉 ∥ 𝑓 (𝑥, 𝜅𝑁 (𝑥)) +𝑤 − 𝑓 (𝑥, 𝜅𝑁 (𝑥))∥2
2,

we have that

𝑉 0
𝑁 (𝑥

+) ≤ 𝑉 0
𝑁 (𝑥

+) + 𝜆𝑉 ∥𝑤 ∥2
2,

and applying 𝑉 0
𝑁
(𝑥+) ≤ 𝜚𝑉 0

𝑁
(𝑥) from (6.14b), completes the proof.

Given these facts, in what follows we show that Γ𝛽
𝑁

and X𝑓 (𝑑1) are robust positively invariant

for the uncertain system (6.1) if𝑤 ∈ W is sufficiently small.

Lemma 6.4 (Robust positive invariance of X𝑓 (𝑑1) [13]). The terminal region X𝑓 (𝑑1) is robust

positively invariant for 𝑥+ = 𝑓 (𝑥, 𝜅 𝑓 (𝑥)) +𝑤 ∈ X𝑓 (𝑑1) if

𝜆𝑓 ∥𝑤 ∥2
2 ≤ (1 − 𝛾)𝑑1, (6.20)

for all𝑤 ∈ W if𝑤 is sufficiently small.

Proof. From Lemma 6.2, we wish to show 𝑥+ ∈ X𝑓 (𝑑1). Then, from (6.17a) we have that

𝑉𝑓 (𝑥+) ≤ 𝛾𝑉𝑓 (𝑥) + 𝜆𝑓 ∥𝑤 ∥2
2 ≤ 𝛾𝑑1 + 𝜆𝑓 ∥𝑤 ∥2

2.

Since we need 𝑥+ ∈ X𝑓 (𝑑1), it means 𝑉𝑓 (𝑥+) ≤ 𝑑1

𝛾𝑑1 + 𝜆𝑓 ∥𝑤 ∥2
2 ≤ 𝑑1.

Hence, 𝑥 ∈ X𝑓 (𝑑1) implies 𝑥+ ∈ X𝑓 (𝑑1) if

𝜆𝑓 ∥𝑤 ∥2
2 ≤ (1 − 𝛾)𝑑1,

completes the proof.

Lemma 6.5 (Robust positive invariance of Γ𝛽
𝑁

[13]). The Γ
𝛽

𝑁
is robust positively invariant for

144



Chapter 6. Robust Stability of State-Feedback MPC under consecutive packet losses

𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)) +𝑤 ∈ Γ
𝛽

𝑁
if

𝜆𝑉 ∥𝑤 ∥2
2 ≤ (1 − 𝜚 ) (𝛽𝑑1 + 𝑁𝑑2), (6.22a)

and

𝜆𝑓 ∥𝑤 ∥2
2 ≤ (1 − 𝛾)𝑑1, (6.22b)

for all𝑤 ∈ W if𝑤 is sufficiently small, where

𝜚 = 1 − 𝑐1

𝑐2
, (6.22c)

for some 𝑐1, 𝑐2 > 0. The 𝜚 is defined as in Lemma 5.1.

Proof. From Lemma 6.3, we also wish to show 𝑥+ ∈ Γ
𝛽

𝑁
, that is

𝑉 0
𝑁 (𝑥

+) ≤ 𝜚𝑉 0
𝑁 (𝑥) + 𝜆𝑉 ∥𝑤 ∥2

2 ≤ 𝜚 (𝛽𝑑1 + 𝑁𝑑2) + 𝜆𝑉 ∥𝑤 ∥2
2.

Since we wish to show 𝑥+ = 𝑓 (𝑥, 𝜅𝑁 (𝑥)) +𝑤 ∈ Γ
𝛽

𝑁
, it means 𝑉 0

𝑁
(𝑥+) ≤ 𝛽𝑑1 + 𝑁𝑑2

𝜚𝑉 0
𝑁 (𝑥) + 𝜆𝑉 ∥𝑤 ∥2

2 ≤ 𝛽𝑑1 + 𝑁𝑑2.

Hence, 𝑥 ∈ Γ
𝛽

𝑁
implies 𝑥+ ∈ Γ

𝛽

𝑁
if

𝜆𝑉 ∥𝑤 ∥2
2 ≤ (1 − 𝜚 ) (𝛽𝑑1 + 𝑁𝑑2),

completes the proof.

6.4.2 Stability analysis of the nonlinear NCS

The previous assumptions and lemmas establish stability of conventional nominal MPC for an

input-constrained nonlinear system in the absence of packet losses and buffering, and provide

conditions for the robustness of nominal MPC. In what follows, we consider the analysis where

the buffer is present, there are consecutive packet losses and uncertainty.

We examine two scenarios: (i) the initial state is in the region of attraction Γ
𝛽

𝑁
, but it is not

necessarily in the terminal region X𝑓 (𝑑1); (ii) the initial state is in the terminal region. For both
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scenarios, we show through four cases that there exists a finite upper bound on the number of

consecutive packet losses in order that the state remains in Γ
𝛽

𝑁
with uncertainty.

In the sequel we suppose that Assumptions 6.1–6.7 hold even if not explicitly stated. Further-

more, we define some additional assumptions and lemmas similar to those in [58, 42, 64, 13].

These concern the behaviour of the value, stage and terminal cost functions when the system is

operating in open loop with and without uncertainties.

6.4.2.1 Nominal open-loop

We start by recalling the assumptions of the deterministic case presented in Chapter 5.

Assumption 6.8 (𝑉 0
𝑁
(·) in open-loop). There exists a 𝜁 ∈ [1,+∞) such that

𝑉 0
𝑁 (𝑓 (𝑥, 0)) ≤ 𝜁𝑉

0
𝑁 (𝑥), (6.24)

for all 𝑥 ∈ Γ
𝛽

𝑁
.

Assumption 6.9 (ℓ(·, ·) and𝑉𝑓 (·) in open-loop). There exist 𝜎 ∈ [1,+∞) and 𝜌 ∈ [1,+∞) such

that

ℓ(𝑓 (𝑥, 0), 0) ≤ 𝜎ℓ(𝑥,𝑢), (6.25a)

for all 𝑥 ∈ Γ
𝛽

𝑁
and 𝑢 ∈ U ,

𝑉𝑓 (𝑓 (𝑥, 0)) ≤ 𝜌𝑉𝑓 (𝑥), (6.25b)

for all 𝑥 ∈ X𝑓 (𝑑1).

6.4.2.2 Open-loop with uncertainty

Now we formulate the following for uncertain open-loop behaviour.

Assumption 6.10 (Lipschitz continuity (open-loop)). If Assumption 6.1 holds, there exists a

constant 𝜂ℓ > 0 such that for all (𝑥, 𝑥′) ∈ R𝑛

|ℓ(𝑥, 0) − ℓ(𝑥′, 0) | ≤ 𝜂ℓ∥𝑥 − 𝑥′∥2
2, (6.26)

Lemma 6.6 (𝑉 0
𝑁
(·) in open-loop with uncertainty). If Assumption 6.10 and Assumption 6.8
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hold, there exists a constant 𝑤̄𝜆𝑉 > 0 such that for all 𝑥 ∈ Γ
𝛽

𝑁
and all𝑤 ∈ W

𝑉 0
𝑁 (𝑓 (𝑥, 0) +𝑤) ≤ 𝜁𝑉 0

𝑁 (𝑥) + 𝑤̄𝜆𝑉 , (6.27a)

where

𝑤̄𝜆𝑉 ≔ max
𝑤∈W

𝜆𝑉 ∥𝑤 ∥2
2. (6.27b)

Lemma 6.7 (ℓ(·, ·) and 𝑉𝑓 (·) in open-loop with uncertainty). If Assumption 6.10 and Assump-

tion 6.9 hold, there exist constants 𝑤̄𝜂ℓ, 𝑤̄𝜆𝑓 > 0 such that

ℓ(𝑓 (𝑥, 0) +𝑤, 0) ≤ 𝜎ℓ(𝑥,𝑢) + 𝑤̄𝜂ℓ, (6.28a)

for all 𝑥 ∈ Γ
𝛽

𝑁
and 𝑢 ∈ U ,

𝑉𝑓 (𝑓 (𝑥, 0) +𝑤) ≤ 𝜌𝑉𝑓 (𝑥) + 𝑤̄𝜆𝑓 , (6.28b)

for all 𝑥 ∈ X𝑓 (𝑑1), where

𝑤̄𝜂ℓ ≔ max
𝑤∈W

𝜂ℓ∥𝑤 ∥2
2, 𝑤̄𝜆𝑓 ≔ max

𝑤∈W
𝜆𝑓 ∥𝑤 ∥2

2, (6.28c)

for all𝑤 ∈ W .

We will use these assumptions and the lemmas as alternatives in the analyses that follow. Now,

as previously described in the introduction of this section, we define two scenarios.

6.4.2.3 First scenario

Consider that the system with initial state 𝑥0 ∈ Γ
𝛽

𝑁
experiences no packet losses for 𝑖 consecutive

steps subject to disturbances. That is, the closed-loop control law 𝑢 𝑗 = 𝜅𝑁 (𝑥 𝑗 ) is applied to the

plant for steps 𝑗 = 0, 1, . . . , 𝑖 − 1.

Lemma 6.8 (𝑉 0
𝑁
(·) in closed-loop). If𝑤 ∈ W is sufficiently small, then

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜚

𝑖𝑉 0
𝑁 (𝑥0) + 𝑤̄𝜆𝑉

1 − 𝜚 𝑖
1 − 𝜚 (6.29)

for all 𝑥0 ∈ Γ
𝛽

𝑁
.
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Proof. From Lemma 6.3, we iterate 𝑥0 for 𝑖 steps, such that

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜚

𝑖𝑉 0
𝑁 (𝑥0) + 𝜚 𝑖−1𝜆𝑉 ∥𝑤0∥2

2 + 𝜚 𝑖−2𝜆𝑉 ∥𝑤1∥2
2 + . . .

= 𝜚 𝑖𝑉 0
𝑁 (𝑥0) + 𝜆𝑉

𝑖−1∑︁
𝑗=0

𝜚 𝑖−1− 𝑗 ∥𝑤 𝑗 ∥2
2,

since 𝜆𝑉 ∥𝑤 ∥2
2 ≤ 𝑤̄𝜆𝑉 , then

≤ 𝜚 𝑖𝑉 0
𝑁 (𝑥0) + 𝑤̄𝜆𝑉

1 − 𝜚 𝑖
1 − 𝜚 ,

completes the proof.

It allows us to define the following sublevel set.

Ω ≔

{
𝑥 ∈ R𝑛 : 𝑉 0

𝑁 (𝑥𝑖) ≤ 𝜚
𝑖𝑉 0
𝑁 (𝑥0) + 𝑤̄𝜆𝑉

1 − 𝜚 𝑖
1 − 𝜚

}
. (6.31)

Because of the disturbances, we do not know if 𝑥𝑖 ∈ Ω ⊂ Γ
𝛽

𝑁
, but since 𝜆𝑉 ∥𝑤 ∥2

2 is bounded

by (6.22a) we can determine the conditions under which 𝑥𝑖 ∈ Ω ⊂ Γ
𝛽

𝑁
. We first define the

following lemma to guarantee the descent property of𝑉 0
𝑁
(𝑥+) ∈ Γ

𝛽

𝑁
, the procedure is similar to

[13].

Lemma 6.9 (Descent property of𝑉 0
𝑁
(𝑥+) ∈ Γ

𝛽

𝑁
). If𝑥 ∈ Γ

𝛽

𝑁
, and by the application of Lemma 6.5,

let

𝜆𝑉 ∥𝑤 ∥2
2 ≤ (𝛿 − 𝜚 ) (𝛽𝑑1 + 𝑁𝑑2), (6.32a)

for some 𝛿 ∈ (𝜚, 1]. Then,

𝑉 0
𝑁 (𝑥

+) ≤ 𝛿𝑉 0
𝑁 (𝑥). (6.32b)

Proof. From Lemma 6.3 and knowing that 𝑉 0
𝑁
(𝑥) ≤ 𝛽𝑑1 + 𝑁𝑑2,

𝑉 0
𝑁 (𝑥

+) ≤ 𝜚𝑉 0
𝑁 (𝑥) + 𝜆𝑉 ∥𝑤 ∥2

2

≤ 𝜚 (𝛽𝑑1 + 𝑁𝑑2) + 𝜆𝑉 ∥𝑤 ∥2
2,

and by (6.32a), we have that

≤ 𝜚 (𝛽𝑑1 + 𝑁𝑑2) + (𝛿 − 𝜚 ) (𝛽𝑑1 + 𝑁𝑑2),

148



Chapter 6. Robust Stability of State-Feedback MPC under consecutive packet losses

which completes the proof.

Then, we can define the following for 𝑖 steps.

Lemma 6.10. There exists a 𝜇 ∈ (0, 1] such that the initial state 𝑥0 ∈ Γ
𝛽

𝑁
transferred to

𝑥𝑖 ∈ 𝜇Γ𝛽𝑁 =⇒ 𝑥𝑖 ∈ Ω ⊂ Γ
𝛽

𝑁
such that

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜇𝑉 0

𝑁 (𝑥0), (6.34a)

where

𝜇 =
𝜚 𝑖 (1 − 𝛿) + 𝛿 − 𝜚

1 − 𝜚 , (6.34b)

for some 𝛿 ∈ (𝜚, 1].

Proof. From Lemma 6.8, Lemma 6.9, and knowing that 𝑉 0
𝑁
(𝑥0) ≤ 𝛽𝑑1 + 𝑁𝑑2

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜚

𝑖𝑉 0
𝑁 (𝑥0) + 𝜆𝑉 ∥𝑤 ∥2

2
1 − 𝜚 𝑖
1 − 𝜚

≤ 𝜚 𝑖 (𝛽𝑑1 + 𝑁𝑑2) + (𝛿 − 𝜚 ) (𝛽𝑑1 + 𝑁𝑑2)
1 − 𝜚 𝑖
1 − 𝜚 ,

reordering, we have that

=
𝜚 𝑖 (1 − 𝛿) + 𝛿 − 𝜚

1 − 𝜚 (𝛽𝑑1 + 𝑁𝑑2),

therefore, 𝑥0 ∈ Γ
𝛽

𝑁
=⇒ 𝑥𝑖 ∈ 𝜇Γ𝛽𝑁 .

Hence, the initial state 𝑥0 is, according to the latter, transferred to

𝑥𝑖 ∈ Ω ⊂ Γ
𝛽

𝑁
. (6.36)

We cannot say whether or not 𝑥𝑖 ∈ X𝑓 (𝑑1) but from Lemma 6.4 we know that X𝑓 (𝑑1) is robust

positively invariant for 𝑥1 = 𝑓 (𝑥0, 𝑢0) + 𝑤0, then we can imply that X𝑓 (𝑑1) is also positive

invariance for 𝑥𝑖 , i.e. 𝑥𝑖 ∈ X𝑓 (𝑑1).
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6.4.2.4 Second scenario

Consider that the system with an initial state 𝑥0 ∈ Γ
𝛽

𝑁
experiences packet losses for 𝑖 consecutive

steps, then the system is controlled according to the buffering mechanism Section 5.3.2, using

the optimal control sequence computed and stored at time 0.

Initially, we cannot say the initial state 𝑥0 is transferred to 𝑥𝑖 ∈ 𝜇Γ
𝛽

𝑁
because of the nominal

optimal sequence stored in the buffer and the disturbances, but we can assume that if𝑤 ∈ W is

small enough, and if there exists a 𝛿∗ ∈ (𝜚, 1], where 𝛿∗ ≠ 𝛿 , then 𝑥𝑖 ∈ 𝜇∗Γ𝛽𝑁 for some 𝜇∗ ∈ (0, 1]

after 𝑖 < 𝑁 steps of consecutive packet losses.

First, we use analysis from the first scenario to define the following for the second scenario.

Lemma 6.11. If 𝑥 ∈ Γ
𝛽

𝑁
, and by applying Lemma 6.5, let

𝜆𝑉 ∥𝑤 ∥2
2 ≤ (𝛿∗ − 𝜚 ) (𝛽𝑑1 + 𝑁𝑑2), (6.37a)

for some 𝛿∗ ∈ (𝜚, 1], where 𝛿∗ ≠ 𝛿 . Then,

𝑉 0
𝑁 (𝑥

+) ≤ 𝛿∗𝑉 0
𝑁 (𝑥). (6.37b)

Proof. Similar to Lemma 6.9.

Then, we define the following.

Lemma 6.12. There exists a 𝜇∗ ∈ (0, 1] such that the initial state 𝑥0 ∈ Γ
𝛽

𝑁
transferred to

𝑥𝑖 ∈ 𝜇∗Γ𝛽𝑁 =⇒ 𝑥𝑖 ∈ Ω ⊂ Γ
𝛽

𝑁
such that

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜇∗𝑉 0

𝑁 (𝑥0), (6.38a)

where

𝜇∗ =
𝜚 𝑖 (1 − 𝛿∗) + 𝛿∗ − 𝜚

1 − 𝜚 , (6.38b)

for some 𝛿∗ ∈ (𝜚, 1], and 𝛿∗ ≠ 𝛿 .

Proof. The proof is similar to Lemma 6.10.

We cannot say if 𝑥𝑖 ∈ X𝑓 (𝑑1), but for the purpose of the analysis we will assume that, under the
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buffer, the initial condition 𝑥0 ∈ Γ
𝛽

𝑁
has been transferred to 𝑥𝑖 ∈ X𝑓 (𝑑1) if and only if 𝑤 ∈ W

is small enough for 𝑖 = 𝑁 consecutive packet losses.

Then, for the buffered mechanism, we can say that

𝑥𝑖 ∈

𝜇∗Γ

𝛽

𝑁
if 𝑖 < 𝑁, for 𝛿∗ ∈ (𝜚, 1],

X𝑓 (𝑑1) if 𝑖 = 𝑁,
(6.39)

if and only if 𝑤 ∈ W is small enough.

6.4.3 Generalized scenarios: Case 1a, Case 1b, Case 2a and Case 2b

We are now in the position to generalize both scenarios, where these four possibilities are not

mutually exclusive.

Given 𝑥0 ∈ Γ
𝛽

𝑁
, 𝑥𝑖 reaches either 𝜇Γ𝛽

𝑁
or X𝑓 (𝑑1) under closed-loop control without packet

losses, or 𝑥𝑖 reaches 𝜇∗Γ𝛽
𝑁

or X𝑓 (𝑑1) under buffered control with consecutive packet losses; see

Table 6.1 and Fig. 6.2.

Closed-loop control Buffered control

Case 1a: 𝑥𝑖 ∈ 𝜇Γ𝛽𝑁 , 𝜇 ∈ (0, 1] Case 2a: 𝑥𝑖 ∈ 𝜇∗Γ𝛽𝑁 , 𝜇
∗ ∈ (0, 1]

Case 1b: 𝑥𝑖 ∈ X𝑓 (𝑑1) Case 2b: 𝑥𝑖 ∈ X𝑓 (𝑑1)

Table 6.1: Four cases of 𝑥𝑖 with and without packet losses.

×

𝑥0 ∈ Γ
𝛽

𝑁

𝑥𝑖 ∈ 𝜇Γ𝛽𝑁 𝑥𝑖 ∈ 𝜇∗Γ𝛽𝑁

(a) Case 1a (black) and Case 2a (blue)

×

𝑥0 ∈ Γ
𝛽

𝑁

𝑥𝑖 ∈ X𝑓

𝑥𝑖 ∈ X𝑓

(b) Case 1b (black) and Case 2b (blue)

Figure 6.2: Behaviour of 𝑥𝑖 for the four cases with and without packet losses.

Our objective is to analyse the behaviour of 𝑥𝑖 after it has reached 𝜇Γ𝛽
𝑁

or X𝑓 (𝑑1) in closed-loop
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control and subsequently experiences 𝑖 consecutive packet losses. Also, we want to analyse the

behaviour of 𝑥𝑖 after it has reached 𝜇∗Γ𝛽
𝑁

or X𝑓 (𝑑1) in buffered control (with consecutive packet

losses), and there are still packet losses and the buffered has already been exhausted.

Therefore, 𝑥𝑖 is set to 𝑥0 and 𝑥𝑖 is now the state reached in open-loop operation. This allows us

to generalize further; see Table 6.2 and Fig. 6.3.

Closed-loop control Buffered control

Case 1a: 𝑥0 ∈ 𝜇Γ𝛽
𝑁
, 𝜇 ∈ (0, 1] Case 2a: 𝑥0 ∈ 𝜇∗Γ𝛽

𝑁
, 𝜇∗ ∈ (0, 1]

Case 1b: 𝑥0 ∈ X𝑓 (𝑑1) Case 2b: 𝑥0 ∈ X𝑓 (𝑑1)

Table 6.2: Generalization of the four cases of 𝑥𝑖 with consecutive packet losses.

×

𝑥 ∈ Γ
𝛽

𝑁

𝑥0 ∈ 𝜇Γ𝛽
𝑁

𝑥𝑖 ∉ Γ
𝛽

𝑁

𝑥0 ∈ 𝜇∗Γ𝛽
𝑁

𝑥𝑖 ∉ Γ
𝛽

𝑁

(a) Case 1a (black) and Case 2a (blue)

×

𝑥 ∈ Γ
𝛽

𝑁

𝑥0 ∈ X𝑓
𝑥𝑖 ∉ Γ

𝛽

𝑁

𝑥0 ∈ X𝑓

𝑥𝑖 ∉ Γ
𝛽

𝑁

(b) Case 1b (black) and Case 2b (blue)

Figure 6.3: Behaviour of 𝑥𝑖 for the four cases when there are still consecutive packet losses.

Without explicitly saying how the state arrived there, we analyse how the system behaves

subsequently in these four different cases when it experiences 𝑖 consecutive packet losses. In

the latter case, under the assumption that the buffer has already been exhausted since its benefit

was realized by transferring the initial state to X𝑓 (𝑑1)) if𝑤 is small enough.

Before we start, let us define the following sequence in open-loop.

If

𝑥1 = 𝑓 (𝑥0, 0) +𝑤0,
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the sequence

𝑥2 = 𝑓 (𝑥1, 0) +𝑤1 = 𝑓 (𝑓 (𝑥0, 0) +𝑤0, 0) +𝑤1,

𝑥3 = 𝑓 (𝑥2, 0) +𝑤2 = 𝑓 (𝑓 (𝑓 (𝑥0, 0) +𝑤0, 0) +𝑤1, 0) +𝑤2,

... =
... =

...

is generalized as

𝑥2 ≔ 𝑓 2 (𝑥0, 0, {𝑤}1
0
)
,

𝑥3 ≔ 𝑓 3 (𝑥0, 0, {𝑤}2
0
)
,

... ≔
...

𝑥𝑖 = 𝑓 𝑖
(
𝑥0, 0, {𝑤}𝑖−1

0
)
. (6.40)

6.4.3.1 Case 1a - closed-loop control: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ𝛽
𝑁

and the open-loop cost

value parameter

Let 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
, 𝜇 ∈ (0, 1], denote an initial state reached via closed-loop control only, and let

𝑥𝑖 = 𝑓 𝑖
(
𝑥0, 0, {𝑤}𝑖−1

0
)

denote a state reached after 𝑖 subsequent steps of open-loop operation, In

what follows, we present the conditions under which the state 𝑥𝑖 is contained in Γ
𝛽

𝑁
.

Theorem 6.1. If

𝑖 ≤
⌊
ln

( (𝜁 − 1) (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉
𝜇 (𝜁 − 1) (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉

)/
ln 𝜁

⌋
(6.41)

then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. By Lemma 6.6,

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜁

𝑖𝑉 0
𝑁 (𝑥0) + 𝜆𝑉

𝑖−1∑︁
𝑗=0

𝜁 𝑖−1− 𝑗 ∥𝑤 𝑗 ∥2
2 ≤ 𝜁 𝑖𝑉 0

𝑁 (𝑥0) + 𝑤̄𝜆𝑉
𝜁 𝑖 − 1
𝜁 − 1

.

By comparison, it follows that

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜁

𝑖𝑉 0
𝑁 (𝑥0) + 𝑤̄𝜆𝑉

𝜁 𝑖 − 1
𝜁 − 1

≤ 𝜁 𝑖𝜇 (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉
𝜁 𝑖 − 1
𝜁 − 1

.
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Therefore, 𝑥𝑖 ∈ Γ
𝛽

𝑁
is ensured if

𝜁 𝑖𝜇 (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉
𝜁 𝑖 − 1
𝜁 − 1

≤ 𝛽𝑑1 + 𝑁𝑑2. (6.42)

A simple rearrangement for 𝑖 completes the proof.

Similar to the latter, we present the following, where the proof is also similar.

6.4.3.2 Case 2a - buffered control: bound on 𝑖 given 𝑥0 ∈ 𝜇∗Γ
𝛽

𝑁
and the open-loop cost

value parameter

Let 𝑥0 ∈ 𝜇∗Γ
𝛽

𝑁
, 𝜇∗ ∈ (0, 1], denote an initial state reached via buffered control, and let

𝑥𝑖 = 𝑓 𝑖
(
𝑥0, 0, {𝑤}𝑖−1

0
)

denote a state reached after 𝑖 subsequent steps of open-loop operation,

We present the conditions under which the state 𝑥𝑖 is contained in Γ
𝛽

𝑁
.

Theorem 6.2. If

𝑖 ≤
⌊
ln

( (𝜁 − 1) (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉
𝜇∗(𝜁 − 1) (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉

)/
ln 𝜁

⌋
(6.43)

then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. Similar to Theorem 6.1.

6.4.3.3 Case 1b - closed-loop control: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1) and the open-loop

cost value parameter

Now let𝑥0 ∈ X𝑓 (𝑑1) denote an initial state reached via closed-loop, and let𝑥𝑖 = 𝑓 𝑖
(
𝑥0, 0, {𝑤}𝑖−1

0
)

denote a state reached after 𝑖 subsequent steps of open-loop operation. The main result depicts

a sufficient condition under which 𝑥𝑖 ∈ Γ
𝛽

𝑁
. It uses the following lemma.

Lemma 6.13. For all 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥0) ≤ 𝜉𝑉𝑓 (𝑥0) + 𝜏𝑤̄𝜆𝑓 , (6.44a)

where

1 ≤ 𝜉 := 𝛽 − (𝛽 − 1)
(
1 − 𝛾𝑁

)
≤ 𝛽, (6.44b)

𝜏 ≔ 𝛽𝑁 − (𝛽 − 1)
(
𝑁 − 1 − 𝛾 − 𝛾

𝑁

1 − 𝛾

)
. (6.44c)
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The latter inequality is strict if 𝛽 > 1.

Proof. See Appendix 6.A.

Theorem 6.3. If

𝑖 ≤
⌊
ln

(
(𝜁 − 1) (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉
(𝜁 − 1)

(
𝜉𝑑1 + 𝜏𝑤̄𝜆𝑓

)
+ 𝑤̄𝜆𝑉

)/
ln 𝜁

⌋
, (6.45)

then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. Since 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥0) ≤ 𝜉𝑉𝑓 (𝑥0) + 𝜏𝑤̄𝜆𝑓 ≤ 𝜉𝑑1 + 𝜏𝑤̄𝜆𝑓 ,

and by Lemma 6.6,

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜁

𝑖𝑉 0
𝑁 (𝑥0) + 𝑤̄𝜆𝑉

𝜁 𝑖 − 1
𝜁 − 1

.

By comparison, it follows that

𝑉 0
𝑁 (𝑥𝑖) ≤ 𝜁

𝑖
(
𝜉𝑉𝑓 (𝑥0) + 𝜏𝑤̄𝜆𝑓

)
+ 𝑤̄𝜆𝑉

𝜁 𝑖 − 1
𝜁 − 1

≤ 𝜁 𝑖
(
𝜉𝑑1 + 𝜏𝑤̄𝜆𝑓

)
+ 𝑤̄𝜆𝑉

𝜁 𝑖 − 1
𝜁 − 1

.

Therefore, 𝑥𝑖 ∈ Γ
𝛽

𝑁
is ensured if

𝜁 𝑖
(
𝜉𝑑1 + 𝜏𝑤̄𝜆𝑓

)
+ 𝑤̄𝜆𝑉

𝜁 𝑖 − 1
𝜁 − 1

≤ 𝛽𝑑1 + 𝑁𝑑2, (6.46)

which, with simple rearrangement, completes the proof.

6.4.3.4 Case 2b - buffered control: bound on 𝑖 given 𝑥0 ∈ X𝑓 (𝑑1) and the open-loop cost

value parameter

Now let 𝑥0 ∈ X𝑓 (𝑑1) denote an initial state reached via buffered control, and let 𝑥𝑖 =

𝑓 𝑖
(
𝑥0, 0, {𝑤}𝑖−1

0
)

denote a state reached after 𝑖 subsequent steps of open-loop operation. The

main result here depicts a sufficient condition under which 𝑥𝑖 ∈ Γ
𝛽

𝑁
. It uses the following

lemma.

Lemma 6.14. For all 𝑥0 ∈ X𝑓 (𝑑1),

𝑉 0
𝑁 (𝑥0) ≤ 𝜉𝑉𝑓 (𝑥0) + (𝛽 + 𝑁 )𝑤̄𝜆𝑓 , (6.47a)
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where

1 ≤ 𝜉 := 𝛽 − (𝛽 − 1)
(
1 − 𝛾𝑁

)
≤ 𝛽. (6.47b)

The latter inequality is strict if 𝛽 > 1.

Proof. See Appendix 6.B.

Theorem 6.4. If

𝑖 ≤
⌊
ln

(
(𝜁 − 1) (𝛽𝑑1 + 𝑁𝑑2) + 𝑤̄𝜆𝑉

(𝜁 − 1)
(
𝜉𝑑1 + (𝛽 + 𝑁 )𝑤̄𝜆𝑓

)
+ 𝑤̄𝜆𝑉

)/
ln 𝜁

⌋
, (6.48)

then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. Similar to Theorem 6.3.

In the fours cases we have presented bounds on the number of consecutive packet losses in

terms of the constants depicted in Lemma 6.2 and Lemma 6.3 (which is known to exist) and

Lemma 6.6 (which is assumed to exist). However, they needed to be estimated by analysing the

behaviour of the value function along closed-loop and open-loop system trajectories with and

without the buffer.

Unlike the analysis in Chapter 5, we now account for disturbances in the open-loop trajectories.

This makes the problem challenging since the disturbances accumulate at each time step. In

what follows we present the analysis in which the state 𝑥0 has arrived 𝜇Γ𝛽
𝑁

.

6.4.3.5 Case 1a - closed-loop control: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
, and the open-loop

stage-cost and terminal-cost parameters

First, the lemma that links the value function at 𝑥𝑖 , the stage cost and terminal cost function at

𝑥0 under the assumption of open-loop operation in the interim.

Lemma 6.15. Suppose Assumption 6.9 holds. For all 𝑥0 ∈ 𝜇Γ𝛽
𝑁

,

𝑉 0
𝑁 (𝑥𝑖) ≤ Ψℓ(𝑥0, 𝑢0) +Φ𝑉𝑓 (𝑥0) + 𝜃𝑤̄𝜂ℓ + 𝜑𝑤̄𝜆𝑓 , (6.49a)

where

Ψ ≔ 𝜎𝑖
𝜎𝑁 − 1
𝜎 − 1

, Φ ≔ 𝛽𝜌𝑁+𝑖, (6.49b)
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𝜃 ≔
𝜎𝑖 − 1
𝜎 − 1

+ 1
𝜎 − 1

(
𝜎𝑁 − 𝜎
𝜎 − 1

− (𝑁 − 1)
)
, 𝜑 ≔ 𝛽

𝜌𝑁+𝑖 − 1
𝜌 − 1

. (6.49c)

Proof. See Appendix 6.C.

Theorem 6.5. By Lemma 6.7 with 𝜎, 𝜌 > 1. If

𝛽𝜌𝑁+𝑖𝑑1 + 𝜎𝑖
𝜎𝑁 − 1
𝜎 − 1

ℓ(𝑥0, 𝑢0) + 𝜃𝑤̄𝜂ℓ + 𝜑𝑤̄𝜆𝑓 ≤ 𝛽𝑑1 + 𝑁𝑑2 (6.50)

is satisfied, then 𝑥𝑖 ∈ Γ
𝛽

𝑁
.

Proof. By (6.49a), for any 𝑥0 ∈ 𝜇Γ𝛽
𝑁

,

𝑉 0
𝑁 (𝑥𝑖) ≤ Ψℓ(𝑥0, 𝑢0) +Φ𝑉𝑓 (𝑥0) + 𝜃𝑤̄𝜂ℓ + 𝜑𝑤̄𝜆𝑓 ≤ Ψℓ(𝑥0, 𝑢0) +Φ𝑑1 + 𝜃𝑤̄𝜂ℓ + 𝜑𝑤̄𝜆𝑓 ,

since 𝑥0 ∈ Γ
𝛽

𝑁
and 𝑉𝑓 (𝑥0) ≤ 𝑑1. Therefore, 𝑥𝑖 ∈ Γ

𝛽

𝑁
if

Φ𝑑1 + Ψℓ(𝑥0, 𝑢0) + 𝜃𝑤̄𝜂ℓ + 𝜑𝑤̄𝜆𝑓 ≤ 𝛽𝑑1 + 𝑁𝑑2. (6.51)

Rearrangement establishes the result.

The problem with (6.50) is that it does not provide an explicit bound on 𝑖. However, the

expression here can be analysed to provide a lower bound on the 𝑖 that satisfies the condition.

Theorem 6.6. The 𝑖 that satisfies (6.50) is bounded as

𝑖 ≥
⌊
ln

(
𝛽𝑑1 + 𝑁𝑑2 − Υ

𝛽𝜌𝑁𝑑1 + Θ

)/
ln 𝜌

⌋
=: 𝑖∗, (6.52a)

where

Υ ≔ 𝛽
𝑤̄𝜆𝑓

𝜌 − 1
+

𝑤̄𝜂ℓ

𝜎 − 1

(
𝜎𝑁 − 𝜎
𝜎 − 1

− 𝑁
)

(6.52b)

Θ ≔ 𝛽
𝑤̄𝜆𝑓 𝜌

𝑁

𝜌 − 1
. (6.52c)

Proof. See Appendix 6.D.

This gives a conservative result that says the system is stable if the number of consecutive packet

157



6.5. Stability analysis of linear systems

losses 𝑖 ≤ 𝑖∗.

We must remark that if there are no disturbances, i.e. 𝑤̄𝜆𝑓 = 0 and 𝑤̄𝜂ℓ = 0, we recover the

bound on 𝑖 for the nominal case in Theorem 5.4.

6.5 Stability analysis of linear systems

As we did analyse in Chapter 5, the stability analysis of linear systems is done as a specialization

of the analysis for nonlinear system. The results are more restrictive since it is easy to compute

or estimate the various constants and parameters involved in the different bounds.

6.5.1 Problem formulation

Consider that 𝑓 (𝑥, 𝜈𝑢) = 𝐴𝑥 + 𝜈𝐵𝑢, that is

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 +𝑤𝑘 (6.53)

is linear a time-invariant system with additive process noise.

Assumption 6.11. The matrices 𝐴 and 𝐵 are known and the pair (𝐴, 𝐵) is stabilizable.

Consider the setting depicted in Fig. 6.4, where the system with additive noise is connected

to a controller via a partially lossy UDP-like communication channel, and the communication

between the controller and system actuator is subject to random packet losses.

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 +𝑤𝑘Buffer

UDP-like channel

MPC𝑢𝑘

𝜈𝑘

Figure 6.4: A system with additive noise in connection with a controller via a UDP-like channel.
The C-A channel is subject to random packet losses.

Some definitions, assumptions and lemmas for the nominal linear systems in Chapter 5 remain

valid the analysis presented in this section and can be adopted without repetition. Thus, the

following are referenced accordingly:

• The controller formulation in Section 5.5.2.
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• The assumptions and lemmas from the stability without terminal constraint set conditions

in Section 5.5.3.

• The Definitions 5.5 and 5.6, and Lemmas 5.8 and 5.9 from the stability analysis for linear

NCS conditions in Section 5.5.4.

Then, based on these, we can now formulate the following.

6.5.2 Case 1a - closed-loop control: bound on 𝑖 given 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
, and the

linear open-loop stage-cost and terminal-cost parameters

Let 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
, 𝜇 ∈ (0, 1], be an initial state reached via closed-loop control, and let 𝑥𝑖 =

𝐴𝑖𝑥0 + {𝑤}𝑖−1
0 be a state reached after 𝑖 subsequent steps of open-loop operation. In what

follows, we show the conditions under which 𝑥𝑖 is contained in Γ
𝛽

𝑁
.

Theorem 6.7. The 𝑖 that satisfies (6.50), for the linear case, is bounded as

𝑖 ≥
⌊
ln

(
𝛽𝑑1 + 𝑁𝑑2 − Ῡ

𝛽𝜌𝑁𝑑1 + Θ̄

)/
ln 𝜌

⌋
=: 𝑖∗, (6.54a)

where

Ῡ ≔ 𝛽
𝑤̄𝜆𝑓

𝜌 − 1
+

𝑤̄𝜂ℓ

𝜎̄ − 1

(
𝜎̄𝑁 − 𝜎̄
𝜎̄ − 1

− 𝑁
)

(6.54b)

Θ̄ ≔ 𝛽
𝑤̄𝜆𝑓 𝜌

𝑁

𝜌 − 1
. (6.54c)

This gives a conservative result that says the linear system is stable if the number of consecutive

packet losses 𝑖 ≤ 𝑖∗.

6.6 Numerical example 1: nonlinear system

Consider the nonlinear system in Section 5.6. With additive noise, the system 𝑥𝑘+1 = 𝑓 (𝑥𝑘 , 𝑢𝑘)+

𝑤𝑘 is

𝑥𝑘+1 = 𝑟


cos(𝜃 ) − sin(𝜃 )

sin(𝜃 ) cos(𝜃 )

𝑥𝑘 + 𝜖 ∥𝑥𝑘 ∥2
2 + 𝜈𝑘


1.5

0

𝑢𝑘 +𝑤𝑘 ,
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where 𝑟 = 1.05, 𝜃 = 0.12, 𝜖 = 0.0001,𝑤𝑘 is bounded in W =
{
𝑤 : ∥𝑤 ∥2

2 ≤ 0.09
}
, and the input

constraint set U = {𝑢 : |𝑢 | ≤ 1}.

The controller is designed as ℓ(𝑥,𝑢) = 𝑥⊤𝑄𝑥 + 𝑢⊤𝑅𝑢, 𝑉𝑓 (𝑥) = 𝑥⊤𝑄 𝑓 𝑥 and 𝜅 𝑓 (𝑥), with 𝑅 = 1,

𝛽 = 1, horizon 𝑁 = 3, and

𝑄 =


0.41 0

0 1

, 𝑄 𝑓 =


0.99 1.50

1.50 9.56

,
where𝑄 𝑓 is a local approximation solution that satisfies Assumption 5.10 given a local approx-

imation of 𝜅 𝑓 (𝑥) ≈ 𝐾𝑓 𝑥 around the origin.

The controller satisfies Definition 6.1 with 𝑑1 = 3.03 and 𝑑2 = 1.23; therefore, for 𝑁 = 3 and

𝛽 = 1,

Γ1
3 =

{
𝑥 : 𝑉 0

𝑁 (𝑥) ≤ 6.73
}
.

6.6.1 Case 1a - closed-loop control: 𝑥0 ∈ 𝜇Γ𝛽
𝑁

Let 𝑥 =

[
−2 4

]⊤
denote the initial state not in Γ1

3 . After closed-loop operation without packet

dropouts, 𝑥 reaches the state 𝑥0 =

[
−1.74 1.06

]⊤
∈ Γ1

3 , and it successfully converges around

the origin. However, supposing that all 𝑖 subsequent packets are instead dropped (𝜈=0), for

1 ≤ 𝑖 ≤ 5, the states 𝑥1 to 𝑥5 in open-loop operation remain in Γ1
3 but 𝑥6 leaves the set, see

Fig. 6.5.

By reviewing the closed-loop trajectory we obtain 𝜇 = 0.71, and reviewing the open-loop

trajectory gives us 𝜁 = 1.054 (Assumption 6.8). Theorem 6.1 predicts 𝑖∗ = ⌊5.76⌋ = 5, given

𝑤̄𝜆𝑉 = 0.04, meaning that 𝑥𝑖 , for 𝑖 = 5 steps, is guaranteed to remain within Γ1
3 . Thus, the main

result for the nonlinear Case 1a is verified, see Fig. 6.5.

6.6.2 Case 1b - closed-loop control: 𝑥0 ∈ X𝑓 (𝑑1)

For Case 1b, under closed-loop operation without packet dropouts, 𝑥 reaches the state 𝑥0 =[
−1.39 0.76

]⊤
∈ X𝑓 (𝑑1) and converges successfully around the origin. Nevertheless, suppos-

ing that all 𝑖 subsequent packets are instead dropped (𝜈𝑘 = 0), for 1 ≤ 𝑖 ≤ 12, the states 𝑥1 to

𝑥12 in open-loop operation remain in Γ1
3 but 𝑥13 leaves the set, see Fig. 6.6.

Theorem 6.3 predicts 𝑖∗ = ⌊12.27⌋ = 12, given 𝑤̄𝜆𝑓 = 0.05 and 𝑤̄𝜆𝑉 = 0.04, 𝛾 = 0.66, 𝜌 = 1.01
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.5: Case 1a - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

and 𝜎 = 1.02, meaning that 𝑥𝑖 , for 𝑖 = 12 steps, is guaranteed to remain within Γ1
3 . Thus, the

main result for the nonlinear Case 1b is verified, see Fig. 6.6.

6.6.3 Case 2a - buffered control: 𝑥0 ∈ 𝜇∗Γ𝛽
𝑁

For the buffered control Cases, we first evaluate the behaviour of the trajectory while there are

packet dropouts before reaching the Γ1
3 . In Fig. 6.7, from time step 𝑘 = 4 to 𝑘 = 6, the system

experiments 𝑖 = 3 consecutive packet dropouts and the buffer enters in action. However, the

size of the buffer is 𝑁 = 3, and it only transfers 𝑥 to 𝑥0 =

[
−2.51 1.39

]⊤
∈ Γ1

3 . Supposing that

all 𝑖 subsequent packets are dropped, for 1 ≤ 𝑖 ≤ 5, the states 𝑥1 to 𝑥5 in open-loop operation

remain in Γ1
3 but 𝑥6 leaves the set.

Design choice of the buffer size: The approximate minimum size of the buffer such that 𝑥
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.6: Case 1b - nonlinear system: phase-portrait and optimal cost value under closed-loop
control.

reaches Γ𝛽
𝑁

is 𝑁𝑏 ≥ 𝑁 + 𝑖∗ = 8. In Fig. 6.8, 𝑥 under buffered control operation is transferred to

𝑥0 =

[
−2.09 1.16

]⊤
∈ Γ1

8 despite consecutive packet dropouts, verifying the design choice of

the buffer size.

Now we analyse the open-loop trajectory and verify the bound for Case 2a. Let 𝑁 = 8 and

knowing the controller satisfies Definition 6.1 with 𝑑1 = 3.03 and 𝑑2 = 1.16; then, for 𝛽 = 1,

Γ1
8 =

{
𝑥 : 𝑉 0

𝑁 (𝑥) ≤ 12.30
}
.

Let 𝑥 =

[
−2 4

]⊤
denote the initial state not in Γ1

8 . After buffered control operation for 𝑖 = 8

consecutive packet losses, 𝑥 reaches the state 𝑥0 =

[
−2.09 1.16

]⊤
∈ Γ1

8 . However, supposing

that all 𝑖 subsequent packets are still dropped, for 1 ≤ 𝑖 ≤ 7, the states 𝑥1 to 𝑥7 in open-loop
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.7: Case 2a - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

operation remain in Γ1
8 but 𝑥8 leaves the set, see Fig. 6.8.

By reviewing the buffered control trajectory we obtain 𝜇∗ = 0.74, and reviewing the open-loop

trajectory gives us 𝜁 = 1.037 (Assumption 6.8). Theorem 6.2 predicts 𝑖∗ = ⌊7.52⌋ = 7, given

𝑤̄𝜆𝑉 = 0.04, meaning that 𝑥𝑖 , for 𝑖 = 7 steps, is guaranteed to remain within Γ1
8 . Thus, the main

result for the nonlinear Case 2a is verified, see Fig. 6.8.

6.6.4 Case 2b - buffered control: 𝑥0 ∈ X𝑓 (𝑑1)

Evaluating the behaviour of the trajectory while there are packet dropouts before reaching the

X𝑓 (𝑑1). In Fig. 6.9, from time step 𝑘 = 7 to 𝑘 = 9, the system experiments 𝑖 = 3 consecutive

packet dropouts and the buffer enters in action. However, the size of the buffer is 𝑁 = 3, and it

only transfers 𝑥 to 𝑥0 =

[
−1.68 0.94

]⊤
∈ X𝑓 (𝑑1). Supposing that all 𝑖 subsequent packets are
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.8: Case 2a - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

dropped, for 1 ≤ 𝑖 ≤ 10, the states 𝑥1 to 𝑥10 in open-loop operation remain in Γ1
3 but 𝑥11 leaves

the set.

Design choice of the buffer size: The approximate minimum size of the buffer such that 𝑥

reaches Γ𝛽
𝑁

is 𝑁𝑏 ≥ 𝑁 + 𝑖∗ = 11. In Fig. 6.10, 𝑥 under buffered control operation is transferred

to 𝑥0 =

[
−1.13 0.62

]⊤
∈ X𝑓 (𝑑1) despite consecutive packet dropouts, verifying the design

choice of the buffer size.

Now we analyse the open-loop trajectory and verify the bound for Case 2b. Let 𝑁 = 11 and

knowing the controller satisfies Definition 6.1 with 𝑑1 = 3.03 and 𝑑2 = 1.13; then, for 𝛽 = 1,

Γ1
11 =

{
𝑥 : 𝑉 0

𝑁 (𝑥) ≤ 15.49
}
.
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(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.9: Case 2b - nonlinear system: phase-portrait and optimal cost value under closed-loop
and buffered control.

Under buffered control operation, 𝑥 reaches the state 𝑥0 =

[
−1.13 0.62

]⊤
∈ X𝑓 (𝑑1) after

𝑖 = 11 consecutive packet losses. However, supposing that all 𝑖 subsequent packets are still

dropped, for 1 ≤ 𝑖 ≤ 34, the states 𝑥1 to 𝑥34 in open-loop operation remain in Γ1
11 but 𝑥35 leaves

the set, see Fig. 6.10.

Theorem 6.4 predicts 𝑖∗ = ⌊31.61⌋ = 34, given 𝑤̄𝜆𝑓 = 0.05 and 𝑤̄𝜆𝑉 = 0.04, and 𝛾 = 0.66,

meaning that 𝑥𝑖 , for 𝑖 = 34 steps, is guaranteed to remain within Γ1
11. Thus, the main result for

the nonlinear Case 2b is verified, see Fig. 6.10.

6.6.5 Case 1a - closed-loop control: 𝑥0 ∈ 𝜇Γ𝛽
𝑁

given 𝜎 and 𝜌

Alternately, by Section 6.4.3.5 we can approximate the result in Section 6.6.1 with the open-

loop stage-cost 𝜎 and terminal-cost 𝜌 parameters. Theorem 6.6 predicts 𝑖∗ = ⌊5.36⌋ = 5, given

165



6.7. Numerical example 2: linear system

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.10: Case 2b - nonlinear system: phase-portrait and optimal cost value under buffered
control only.

𝑤̄𝜆𝑓 = 0.03, 𝑤̄𝜂𝑉 = 0.06, 𝜌 = 1.01 and 𝜎 = 1.02, meaning that 𝑥𝑖 , for 𝑖 = 5 steps, is guaranteed

to remain within Γ1
3 , see Fig. 6.5.

6.7 Numerical example 2: linear system

Consider the linear system used in Section 5.7. With additive noise, the systems is 𝑥𝑘+1 =

𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 +𝑤𝑘 ,

𝐴 =


1.04 −0.13

0.13 1.04

, 𝐵 =


1

0

,
𝑤𝑘 is bounded in W =

{
𝑤 : ∥𝑤 ∥2

2 ≤ 0.09
}
, and the input constraint set U = {𝑢 : |𝑢 | ≤ 1}.

The controller has ℓ(𝑥,𝑢) = 𝑥⊺𝑄𝑥 + 𝑢⊺𝑅𝑢, 𝑉𝑓 (𝑥) = 𝑥⊺𝑄 𝑓 𝑥 and 𝜅 𝑓 (𝑥) = 𝐾𝑓 𝑥 , with 𝑅 = 1,
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𝐾𝑓 =

[
−0.71 −0.77

]
, 𝛽 = 1, prediction horizon 𝑁 = 3, and

𝑄 =


0.41 0

0 1

, 𝑄 𝑓 =


1.39 1.93

1.93 10.25

 .
The controller satisfies Assumptions 5.10 and 5.4 with 𝑑1 = 2.73 and 𝑑2 = 1.25; therefore, with

𝑁 = 3 and 𝛽 = 1,

Γ1
3 =

{
𝑥 : 𝑉 0

𝑁 (𝑥) ≤ 6.49
}
.

6.7.1 Case 1a - closed-loop control: 𝑥0 ∈ 𝜇Γ𝛽
𝑁

given 𝜎 and 𝜌

Let 𝑥 =

[
2 −4

]⊤
denote the initial state not in Γ1

3 . Under closed-loop operation without packet

dropouts and subject to uncertainty, 𝑥 reaches the 𝑥0 =

[
1.55 −0.91

]⊤
∈ Γ1

3 , and eventually 𝑥0

successfully converges around the origin under closed-loop control. However, supposing that

all 𝑖 subsequent packets are instead dropped, for 1 ≤ 𝑖 ≤ 8, the states 𝑥1 to 𝑥8 remain in Γ1
3 but

𝑥9 leaves the set, see Fig. 6.11.

The constants in Lemmas 5.7–5.9 are evaluated such that 𝛾 = 0.83, 𝜌 = 1.10 and 𝜎̄ = 1.10, and

since we know 𝑥0, we have that 𝛾 = 0.69, 𝜌 = 1.03 and 𝜎 = 1.04, confirming 𝛾 > 𝛾 , 𝜌 > 𝜌 and

𝜎̄ > 𝜎 . From Lemma 6.7 we have that 𝑤̄𝜆𝑓 = 0.04 and 𝑤̄𝜂ℓ = 0.49.

Theorem 6.7 predicts 𝑖∗ = ⌊8.04⌋ = 8, meaning that 𝑥𝑖 , for 𝑖 = 8 steps, is guaranteed to remain

within Γ1
3 . Thus, the main results for Case 1a—and its conservativeness—are verified, see

Fig. 6.11.

6.8 Numerical example 3: linear system

Consider the linear the system 𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝜈𝑘𝐵𝑢𝑘 +𝑤𝑘 , with

𝐴 =


1.04 −0.12

0.12 1.04

, 𝐵 =


1

0

,
𝑤𝑘 is bounded in W =

{
𝑤 : ∥𝑤 ∥2

2 ≤ 0.09
}
, and the input constraint set U = {𝑢 : |𝑢 | ≤ 1}.

The controller is designed with 𝑅 = 1, 𝐾𝑓 =

[
−0.76 −0.71

]
, 𝛽 = 1.1, prediction horizon

167



6.8. Numerical example 3: linear system

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.11: Case 1a - linear system: phase-portrait and optimal cost value under closed-loop
control.

𝑁 = 3, and

𝑄 =


0.7 0

0 1

, 𝑄 𝑓 =


1.75 2.11

2.11 12.26

 .
By the Assumptions 5.10 and 5.4 we have 𝑑1 = 3.02 and 𝑑2 = 1.19; therefore, with 𝑁 = 3 and

𝛽 = 1.1, the set

Γ1.1
3 =

{
𝑥 : 𝑉 0

𝑁 (𝑥) ≤ 6.88
}
.

6.8.1 Case 1a - closed-loop control: 𝑥0 ∈ 𝜇Γ𝛽
𝑁

given 𝜎 and 𝜌

Let the initial state 𝑥 =

[
2 −4

]⊤
not in Γ1.1

3 . Under closed-loop operation without packet

dropouts and subject to uncertainty, 𝑥 has reached the 𝑥0 =

[
1.24 −0.86

]⊤
∈ Γ1.1

3 , and

eventually 𝑥0 successfully converges around the origin. Nevertheless, supposing that all 𝑖

168



Chapter 6. Robust Stability of State-Feedback MPC under consecutive packet losses

subsequent packets are instead dropped, for 1 ≤ 𝑖 ≤ 4, the states 𝑥1 to 𝑥4 remain in Γ1.1
3 but 𝑥5

leaves the set, see Fig. 6.12.

(a) Phase-portrait (b) Phase-portrait vs optimal cost value

(c) Optimal cost value

Figure 6.12: Case 1a - linear system: phase-portrait and optimal cost value under closed-loop
control.

From Lemmas 5.7–5.9 we have that 𝛾 = 0.87, 𝜌 = 1.09 and 𝜎̄ = 1.09, and with 𝑥0 we calculate

𝛾 = 0.73, 𝜌 = 1.03 and 𝜎 = 1.02, confirming 𝛾 > 𝛾 , 𝜌 > 𝜌 and 𝜎̄ > 𝜎 . Applying Lemma 6.7

give us 𝑤̄𝜆𝑓 = 0.03 and 𝑤̄𝜂ℓ = 0.06.

Theorem 6.7 predicts 𝑖∗ = ⌊4.27⌋ = 4, meaning that 𝑥𝑖 , for 𝑖 = 4 steps, is guaranteed to remain

within Γ1.1
3 . Thus, the main results for Case 1a are verified, see Fig. 6.12.
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6.9 Conclusions

This chapter investigated the robust stability of a discrete-time nonlinear system controlled by

MPC under input constraints, random packet losses in the C–A channel, and bounded additive

disturbances. As in the previous chapter, the MPC formulation employs a terminal cost function

that satisfies a local CLF condition, but no explicit terminal constraints. To mitigate packet

losses, a buffer stores the nominal optimal control sequence and applies to the plant during

dropouts, while the system is simultaneously affected by disturbances.

We showed the conditions under which the system state remains within the RoA despite the

combined effects of the uncertainty and consecutive packet losses. In contrast to the nominal

case studied in Chapter 5, the presence of additive disturbances limits the action of the buffer: at

best, buffered control does not guarantee the transfer of an initial state into the terminal region

associated with the CLF terminal cost. However, the analysis can be done under the restrictive

assumption that the buffer transfers an initial state into the terminal region if and only if the

disturbance is sufficiently small.

The nonlinear analysis was structured around four distinct cases, defined by the initial location of

the state (in the RoA or in the terminal region) and by the control mode (closed-loop or buffered

vs open-loop). These cases were tested numerically by three examples. In the numerical

example 1, for each case, the evolution of the value function is analysed along both closed-loop

and open-loop trajectories. The simulation results show that, if the bounded additive disturbance

is sufficiently small, the derived upper bounds on the number of consecutive packet dropouts

that can be tolerated before the state leaves the RoA while maintaining robust stability are

verified. In the numerical examples 2 and 3, two discrete LTI systems were used to verify the

specialized case shown in the linear stability section. These bounds are approximated using the

open-loop stage-cost and terminal-cost parameters, meaning that the result is more conservative

but easy to compute.

Moreover, like in Chapter 5, the results of the simulations suggest that the minimum buffer

size required to transfer an initial state to the RoA or the terminal region, is approximately

equal to the sum of the prediction horizon and the bound on the number of consecutive packet

losses in open-loop operation before the state leaves the RoA. However, in the presence of

additive disturbances, this guideline becomes more conservative and should be interpreted

strictly as a design heuristic rather than a definitive rule. Further theoretical analysis is required
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to characterize buffer-sizing strategies when the buffer length is decoupled from the prediction

horizon and when disturbance levels are non-negligible.

Table 6.3 summarizes the main technical results, assumptions, setting, associated estimated and

computable parameters, and differences with Chapter 5.

Aspect Main Assumptions /
Setting Key Technical Results

RoA Γ
𝛽

𝑁
and

X𝑓 (𝑑1)

Implicitly defined by
MPC design

(𝑁,𝑄, 𝑅,𝑄 𝑓 ) and
𝛽𝑉𝑓 (𝑥)

Robust invariance of the Γ
𝛽

𝑁
and X𝑓 (𝑑1) are

guaranteed only under bounded disturbances.

Limitation vs.
Chapter 5

Presence of
disturbances

Unlike the nominal case, buffer cannot guarantee
reachability of the state to the terminal region.

Key
robustness

result

Combined
disturbances and

packet losses

Explicit conditions ensure the state remains within
the RoA despite uncertainty and consecutive packet
dropouts.

Stability
mechanism

Value-function-based
analysis

Stability is maintained only if the number of
consecutive packet losses is bounded and the
disturbance is sufficiently small.

Nonlinear case
analysis

Four-case
decomposition

Analysis distinguishes initial state location (RoA vs.
terminal region) and control mode
(closed-loop/buffered vs. open-loop).

Nonlinear
closed-loop
behaviour

Nonlinear dynamics,
MPC feedback

applied

Value function decrease is characterized by
estimated parameters 𝜇, 𝜇∗, 𝛾, 𝜉 (Example 1).

Nonlinear
open-loop
behaviour

Buffer exhausted,
open-loop evolution

Value function growth is characterized by estimated
parameters 𝜁 , 𝜎, 𝜌 (Example 1).

Linear case
analysis

Assumptions,
definitions and
lemmas from

Chapter 5

Computable parameters: closed-loop 𝛾 > 𝛾 , and
open-loop 𝜌 > 𝜌, 𝜎̄ > 𝜎 (Example 2 and 3).

Uncertainty
bounds

Small disturbance
magnitude

Uncertain estimated parameters in closed-loop
𝜏, 𝑤̄𝜆𝑉 , 𝑤̄𝜆𝑓 , and open-loop 𝑤̄𝜂ℓ, 𝑤̄𝜆𝑓 behaviours.

Conservatism Analytical upper
bounds

Linear bounds are conservative but informative for
tuning horizon length and buffer size (Example 2
and 3).

Design
guideline

Empirical observation
from simulations

Minimum buffer size ≈ prediction horizon +
open-loop packet-loss bound.

Table 6.3: Summary of technical results.
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6.A Proof of Lemma 6.13

First, let us define the following.

Lemma 6.16 (Sum of 𝑉𝑓 (·) in closed-loop). Suppose 𝑥 𝑗 ∈ X𝑓 (𝑑1), then

𝑁+𝑖−1∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) ≤
1 − 𝛾𝑁
1 − 𝛾 𝑉𝑓 (𝑥𝑖) +

𝑤̄𝜆𝑓

1 − 𝛾

(
𝑁 − 1 − 𝛾 − 𝛾

𝑁

1 − 𝛾

)
. (6.55)

Proof. From (6.16a)

𝑁+𝑖−1∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) = 𝑉𝑓 (𝑥𝑖) +𝑉𝑓 (𝑥𝑖+1) + . . . (6.56a)

≤ 𝑉𝑓 (𝑥𝑖) + 𝛾𝑉𝑓 (𝑥𝑖) + 𝜆𝑓 ∥𝑤𝑖 ∥2
2 + . . . (6.56b)

grouping the finite sequences

≤
𝑁−1∑︁
𝑗=0

𝛾 𝑖𝑉𝑓 (𝑥𝑖) + 𝑤̄𝜆𝑓
𝑁−1∑︁
𝑗=1

1 − 𝛾 𝑗
1 − 𝛾 , (6.56c)

and solving the finites series completes the proof.

We need one more lemma referring to the disturbance sequence. The proof is obtained by

applying (6.16c).

Lemma 6.17. Let w ≔ {𝑤 𝑗 ,𝑤 𝑗+1, . . . } ∈ W be a disturbance sequence, 𝑗 ∈ N≥0, then for 𝑖 ≥ 𝑗

𝑁+𝑖−1∑︁
𝑗=𝑖

𝜆𝑓 ∥𝑤 𝑗 ∥2
2 ≤ 𝑁𝑤̄𝜆𝑓 , (6.57a)

𝑁+𝑖−1∑︁
𝑗=𝑖

𝜆𝑓 ∥𝑤 𝑗−1∥2
2 ≤ (𝑁 + 𝑖 − 1 − (𝑖 − 1))𝑤̄𝜆𝑓 = 𝑁𝑤̄𝜆𝑓 , (6.57b)

Now, consider a state 𝑥𝑖 ∈ X𝑓 (𝑑1) and controls 𝑢 𝑗 = 𝜅 𝑓 (𝑥 𝑗 ) ∈ U , 𝑗 ∈ N[𝑖,𝑁+𝑖−1] , the cost value

for 𝑁 + 𝑖 steps in closed-loop with disturbance is

𝑉 0
𝑁 (𝑥𝑖) ≤

𝑁+𝑖−1∑︁
𝑗=𝑖

ℓ(𝑥 𝑗 , 𝑢 𝑗 ) + 𝛽𝑉𝑓 (𝑥𝑁+𝑖), (6.58a)
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=

𝑁+𝑖−1∑︁
𝑗=𝑖

(
ℓ(𝑥 𝑗 , 𝑢 𝑗 ) + 𝛽𝑉𝑓 (𝑥 𝑗+1) − 𝛽𝑉𝑓 (𝑥 𝑗 )

)
+ 𝛽𝑉𝑓 (𝑥𝑖), (6.58b)

using (6.16b)

≤
𝑁+𝑖−1∑︁
𝑗=𝑖

(
𝑉𝑓 (𝑥 𝑗 ) −𝑉𝑓 (𝑥 𝑗+1) + 𝜆𝑓 ∥𝑤 𝑗 ∥2

2 + 𝛽𝑉𝑓 (𝑥 𝑗+1) − 𝛽𝑉𝑓 (𝑥 𝑗 )
)
+ 𝛽𝑉𝑓 (𝑥𝑖), (6.58c)

ordering

=

𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)

(
𝑉𝑓 (𝑥 𝑗 ) −𝑉𝑓 (𝑥 𝑗+1)

)
+ 𝜆𝑓 ∥𝑤 𝑗 ∥2

2

)
+ 𝛽𝑉𝑓 (𝑥𝑖), (6.58d)

owing to (6.16a)

=

𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)

(
(1 − 𝛾)𝑉𝑓 (𝑥 𝑗 ) − 𝜆𝑓 ∥𝑤 𝑗 ∥2

2
)
+ 𝜆𝑓 ∥𝑤 𝑗 ∥2

2

)
+ 𝛽𝑉𝑓 (𝑥𝑖), (6.58e)

ordering

= (1 − 𝛽) (1 − 𝛾)
𝑁+𝑖−1∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) + 𝛽𝑉𝑓 (𝑥𝑖) +
𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)𝜆𝑓 ∥𝑤 𝑗−1∥2

2 + 𝛽𝜆𝑓 ∥𝑤 𝑗 ∥2
2

)
,

(6.58f)

using (6.16a) and Lemma 6.17

≤ (1 − 𝛽) (1 − 𝛾)
𝑁+𝑖−1∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) + 𝛽𝑉𝑓 (𝑥𝑖) + 𝛽
𝑁+𝑖−1∑︁
𝑗=𝑖

𝜆𝑓 ∥𝑤 𝑗 ∥, (6.58g)

applying Lemma 6.16

≤ (1 − 𝛽)
(
(1 − 𝛾𝑁 )𝑉𝑓 (𝑥𝑖) + 𝑤̄𝜆𝑓

(
𝑁 − 1 − 𝛾 − 𝛾

𝑁

1 − 𝛾

))
+ 𝛽𝑉𝑓 (𝑥𝑖) + 𝛽𝑁𝑤̄𝜆𝑓 , (6.58h)

reordering completes the proof.
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6.B Proof of Lemma 6.14

First, let us define the following lemma. The proof is obtained by applying (6.14a) and (6.15b).

Lemma 6.18 (𝑉𝑓 (·) in closed-loop). Suppose that 𝑥 𝑗 ∈ X𝑓 (𝑑1), from Lemma 6.4, 𝑥 𝑗+1 =

𝑓 (𝑥 𝑗 , 𝜅 𝑓 (𝑥 𝑗 )) +𝑤 𝑗 ∈ X𝑓 (𝑑1), and 𝑥 𝑗+1 = 𝑓 (𝑥 𝑗 , 𝜅 𝑓 (𝑥 𝑗 )) ∈ X𝑓 (𝑑1), for some 𝑗 ∈ N≥0. Then,

𝑉𝑓 (𝑥 𝑗+1) ≤ 𝑉𝑓 (𝑥 𝑗+1) + 𝜆𝑓 ∥𝑤 𝑗 ∥2
2 (6.59a)

≤ 𝛾𝑉𝑓 (𝑥 𝑗 ) + 𝜆𝑓 ∥𝑤 𝑗 ∥2
2, (6.59b)

Now, let us consider a nominal state 𝑥𝑖 |𝑁 = 𝑥𝑖 ∈ X𝑓 (𝑑1) and nominal controls 𝑢 𝑗 |𝑁 = 𝑢 𝑗 =

𝜅 𝑓 (𝑥 𝑗 ) ∈ U , 𝑗 ∈ N[𝑖,𝑁+𝑖−1] , obtained and stored in the buffer at time step 𝑁 . In this case, the

buffer supplies the nominal input sequence to the plant, meaning that the cost value is evaluated

on the nominal trajectories of the states and nominal inputs.

However, the disturbance is still present but there is no closed-loop, which means that we can

decouple the disturbance sequence and analyse the cost value with the disturbance sequence in

parallel. After 𝑁 + 𝑖 steps the value function is

𝑉 0
𝑁 (𝑥𝑖) ≤

𝑁+𝑖−1∑︁
𝑗=𝑖

ℓ(𝑥 𝑗 , 𝑢 𝑗 ) + 𝛽𝑉𝑓 (𝑥𝑁+𝑖) (6.60a)

=

𝑁+𝑖−1∑︁
𝑗=𝑖

(
ℓ(𝑥 𝑗 , 𝑢 𝑗 ) + 𝛽𝑉𝑓 (𝑥 𝑗+1) − 𝛽𝑉𝑓 (𝑥 𝑗 )

)
+ 𝛽𝑉𝑓 (𝑥𝑖), (6.60b)

applying (6.15a) such that ℓ(𝑥,𝑢) ≤ ℓ(𝑥,𝑢) + 𝜆𝑓 ∥𝑤−1∥

≤
𝑁+𝑖−1∑︁
𝑗=𝑁

(
ℓ(𝑥 𝑗 , 𝑢 𝑗 ) + 𝜆𝑓 ∥𝑤 𝑗−1∥2

2 + 𝛽𝑉𝑓 (𝑥 𝑗+1) − 𝛽𝑉𝑓 (𝑥 𝑗 )
)
+ 𝛽𝑉𝑓 (𝑥𝑖), (6.60c)

using (6.16b)

≤
𝑁+𝑖−1∑︁
𝑗=𝑖

(
𝑉𝑓 (𝑥 𝑗 ) −𝑉𝑓 (𝑥 𝑗+1) + 𝜆𝑓 ∥𝑤 𝑗 ∥2

2 − 𝜆𝑓 ∥𝑤 𝑗−1∥2
2 + 𝜆𝑓 ∥𝑤 𝑗−1∥2

2

+ 𝛽𝑉𝑓 (𝑥 𝑗+1) − 𝛽𝑉𝑓 (𝑥 𝑗 )
)
+ 𝛽𝑉𝑓 (𝑥𝑖)

(6.60d)

=

𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)

(
𝑉𝑓 (𝑥 𝑗 ) −𝑉𝑓 (𝑥 𝑗+1)

)
+ 𝜆𝑓 ∥𝑤 𝑗 ∥2

2

)
+ 𝛽𝑉𝑓 (𝑥𝑖), (6.60e)
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owing to (6.59b)

=

𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)

(
(1 − 𝛾)𝑉𝑓 (𝑥 𝑗 ) + 𝜆𝑓 ∥𝑤 𝑗−1∥2

2 − 𝜆𝑓 ∥𝑤 𝑗 ∥2
2
)
+ 𝜆𝑓 ∥𝑤 𝑗 ∥2

2

)
+ 𝛽𝑉𝑓 (𝑥𝑖),

(6.60f)

ordering

= (1 − 𝛽) (1 − 𝛾)
𝑁+𝑖−1∑︁
𝑗=𝑖

𝑉𝑓 (𝑥 𝑗 ) + 𝛽𝑉𝑓 (𝑥𝑖) +
𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)𝜆𝑓 ∥𝑤 𝑗−1∥2

2 + 𝛽𝜆𝑓 ∥𝑤 𝑗 ∥2
2

)
,

(6.60g)

using (6.59a)

≤ (1 − 𝛽) (1 − 𝛾)
𝑁−1∑︁
𝑗=0

𝛾 𝑗𝑉𝑓 (𝑥𝑖) + 𝛽
(
𝑉𝑓 (𝑥𝑖) + 𝜆𝑓 ∥𝑤𝑖−1∥2

2
)

+
𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)𝜆𝑓 ∥𝑤 𝑗−1∥2

2 + 𝛽𝜆𝑓 ∥𝑤 𝑗 ∥2
2

)
,

(6.60h)

and knowing that
∑𝑛
𝑗=𝑚 𝑧

𝑗 = 𝑧𝑚−𝑧𝑛+1

1−𝑧 , for𝑚 ∈ N[0,𝑛] and |𝑧 | < 1,

≤
(
𝛽 − (1 − 𝛾) (𝛽 − 1) 1 − 𝛾𝑁

1 − 𝛾

)
𝑉𝑓 (𝑥𝑖) + 𝛽𝜆𝑓 ∥𝑤𝑖−1∥2

2

+
𝑁+𝑖−1∑︁
𝑗=𝑖

(
(1 − 𝛽)𝜆𝑓 ∥𝑤 𝑗−1∥2

2 + 𝛽𝜆𝑓 ∥𝑤 𝑗 ∥2
2

)
,

(6.60i)

from Lemma 6.17

≤
(
𝛽 − (𝛽 − 1)

(
1 − 𝛾𝑁

) )
𝑉𝑓 (𝑥𝑖) + (𝛽 + 𝑁 )𝑤̄𝜆𝑓 , (6.60j)

and considering that 𝑥𝑖 ∈ X𝑓 (𝑑1) =⇒ 𝑥0 ∈ X𝑓 (𝑑1), completes the proof.
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6.C Proof of Lemma 6.15

First, let us define the following lemmas.

Lemma 6.19 (Sum of ℓ(·, ·) in open-loop). Suppose 𝑥 𝑗 ∈ Γ
𝛽

𝑁
, 𝑢 𝑗 ∈ U , 𝑥 𝑗+1 = 𝑓 (𝑥 𝑗 , 0) +𝑤 𝑗 ,

𝑁+𝑖−1∑︁
𝑗=𝑖

ℓ(𝑥 𝑗 , 0) ≤
𝜎𝑁 − 1
𝜎 − 1

ℓ(𝑥𝑖, 0) +
𝑤̄𝜂ℓ

𝜎 − 1

(
𝜎𝑁 − 𝜎
𝜎 − 1

− (𝑁 − 1)
)
. (6.61)

Proof. Knowing that ℓ(𝑥𝑖+1, 0) ≤ 𝜎ℓ(𝑥𝑖, 0) + 𝜂ℓ∥𝑤𝑖 ∥2
2,

𝑁+𝑖−1∑︁
𝑗=𝑖

ℓ(𝑥 𝑗 , 0) = ℓ(𝑥𝑖, 0) + ℓ(𝑥𝑖+1, 0) + . . . (6.62a)

≤ ℓ(𝑥𝑖, 0) + 𝜎ℓ(𝑥𝑖, 0) + 𝜂ℓ∥𝑤𝑖 ∥2
2 + . . . (6.62b)

grouping the finite sequences

≤
𝑁−1∑︁
𝑗=0

𝜎𝑖ℓ(𝑥𝑖, 0) + 𝑤̄𝜂ℓ
𝑁−1∑︁
𝑗=1

𝜎 𝑗 − 1
𝜎 − 1

, (6.62c)

and solving the finites series completes the proof.

Lemma 6.20 (ℓ(·, ·) in open-loop). Suppose 𝑥 𝑗 ∈ Γ
𝛽

𝑁
, 𝑢 𝑗 ∈ U , 𝑥 𝑗+1 = 𝑓 (𝑥 𝑗 , 0) +𝑤 𝑗 ,

ℓ(𝑥𝑖, 0) ≤ 𝜎𝑖ℓ(𝑥0, 𝑢0) + 𝑤̄𝜂ℓ
𝜎𝑖 − 1
𝜎 − 1

. (6.63)

Proof. From Lemma 6.7, knowing that ℓ(𝑥𝑖+1, 0) ≤ 𝜎ℓ(𝑥𝑖, 0) + 𝜂ℓ∥𝑤𝑖 ∥2
2,

ℓ(𝑥𝑖, 0) ≤ 𝜎ℓ(𝑥𝑖−1, 0) + 𝑤̄𝜂ℓ, (6.64a)

≤ 𝜎
(
𝜎ℓ(𝑥𝑖−2, 0) + 𝑤̄𝜂ℓ

)
+ 𝑤̄𝜂ℓ,

≤ ...

≤ 𝜎𝑖ℓ(𝑥0, 𝑢0) + 𝑤̄𝜂ℓ
𝑖−1∑︁
𝑗=0

𝜎 𝑗 , (6.64b)

and solving the finites series completes the proof.
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Lemma 6.21 (𝑉𝑓 (·) in open-loop). Suppose 𝑥 𝑗 ∈ X𝑓 (𝑑1), 𝑥 𝑗+1 = 𝑓 (𝑥 𝑗 , 0) +𝑤 𝑗 . Then,

𝑉𝑓 (𝑥𝑁+𝑖) ≤ 𝜌𝑁𝑉𝑓 (𝑥𝑖) + 𝑤̄𝜆𝑓
𝜌𝑁 − 1
𝜌 − 1

. (6.65)

Proof. Applying (6.28b)

𝑉𝑓 (𝑥𝑁+𝑖) ≤ 𝜌𝑉𝑓 (𝑥𝑁+𝑖−1) + 𝑤̄𝜆𝑓 , (6.66a)

≤ 𝜌
(
𝜌𝑉𝑓 (𝑥𝑁+𝑖−2 + 𝑤̄𝜆𝑓 ) + 𝑤̄𝜆𝑓

)
,

≤ ...

≤ 𝜌𝑁𝑉𝑓 (𝑥𝑖) + 𝑤̄𝜆𝑓
𝑁+𝑖−1∑︁
𝑗=𝑖

𝜌 𝑗 , (6.66b)

and solving the finites series completes the proof.

Now, let us consider 𝑥𝑖 ∈ Γ
𝛽

𝑁
, after 𝑁 + 𝑖 steps for 𝑖 consecutive packet losses the value function

is

𝑉 0
𝑁 (𝑥𝑖) ≤

𝑁+𝑖−1∑︁
𝑗=𝑖

ℓ(𝑥 𝑗 , 0) + 𝛽𝑉𝑓 (𝑥𝑁+𝑖), (6.67a)

applying Lemma 6.19 and Lemma 6.21

≤ 𝜎𝑁 − 1
𝜎 − 1

ℓ(𝑥𝑖, 0) +
𝑤̄𝜂ℓ

𝜎 − 1

(
𝜎𝑁 − 𝜎
𝜎 − 1

− (𝑁 − 1)
)
+ 𝛽

(
𝜌𝑁𝑉𝑓 (𝑥𝑖) + 𝑤̄𝜆𝑓

𝜌𝑁 − 1
𝜌 − 1

)
. (6.67b)

The latter represents the value function at 𝑥𝑖 in open-loop operation. Since our task is to

approximate the growth of the cost value in Theorem 6.1 induced by 𝜁 and the uncertainty

starting from 𝑥0 ∈ 𝜇Γ
𝛽

𝑁
up to 𝑥𝑖 by applying Lemma 6.7 for the stage cost and terminal cost,

then from Lemma 6.20 and Lemma 6.21 we have that

≤ 𝜎𝑁 − 1
𝜎 − 1

ℓ(𝑥0, 𝑢0) + 𝑤̄𝜂ℓ
𝜎𝑖 − 1
𝜎 − 1

+
𝑤̄𝜂ℓ

𝜎 − 1

(
𝜎𝑁 − 𝜎
𝜎 − 1

− (𝑁 − 1)
)

+ 𝛽
(
𝜌𝑁+𝑖𝑉𝑓 (𝑥0) + 𝑤̄𝜆𝑓

𝜌𝑁+𝑖 − 1
𝜌 − 1

)
,

(6.67c)

reordering completes the proof.
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6.D Proof of Theorem 6.6

Rearranging (6.50) for 𝑖 leads to

𝜎𝑖
(
1 + 𝑏𝜌

𝑖

𝑎𝜎𝑖

)
≤ 𝑐

𝑎
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, if 𝑥 > 𝑦, let 𝑖∗ denote the lower bound of 𝑖, i.e. 𝑖∗ ≤ 𝑖 for
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reordering we have that
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leads to
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which completes the proof.
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As discussed in Chapter 2, there is significant research on resilient techniques based on MPC

control, with some utilizing the classic formulation and others using modified versions. While

some of these approaches perform well, they rely on several assumptions such as the appli-

cability of the Separation Principle or global stability, which may be impossible to satisfy in

practice. The contributions of the thesis are in the domains of Separation Principle for MPC-

controlled systems, cybersecurity in NCS, stochastic constrained MPC systems, robust control,
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and Lyapunov-based stability analysis. Therefore, in the following concluding remarks, the main

results addressing these challenges along with future work recommendations are described in

detail.

7.1 Input-constrained output-feedback stochastic MPC

7.1.1 Reverse Separation Principle

The literature (Section 2.2.2) showed that, for LQG-controlled system under random packet

losses, the Separation Principle holds for TCP-like protocol but does not hold for UDP-like

protocol. However, in Chapter 4, we demonstrated that for input-constrained MPC-controlled

system under the same filtering process, the Separation Principle does not hold for TCP-like but

holds for UDP-like protocols.

This result depicted a kind of reverse Separation Principle, in which the UDP-MPC cost

function enjoys monotonic decrease but the TCP-MPC cost function does not enjoy the same

monotonicity. The consequence was that, in the TCP case there is no guarantee that the TCP-

MPC cost function remains in the RoA, while such a guarantee exists for the UDP-MPC cost

function.

The next contribution of Chapter 4 was the theoretical analysis that showed a trade-off between

the estimation errors and prediction errors for both protocols (Section 4.4.2.2). This information

asymmetry is due to the implicit optimal control effect over both communication protocols: if

the control increases the estimation error in the UDP case, then, it reduces the prediction error

in the TCP case by the same margin, and vice versa.

7.1.2 Effects of design parameters on the control law

Knowing that the implicit control law of the problem setting embeds the effect of the probability

of successful packet delivery 𝜈 , Section 4.5 analysed the explicit PWA input-constrained control

law of the problem showing the influence of 𝜈 , the scalar 𝛽 that enlarges the RoA by penalizing

the terminal cost, and the prediction horizon 𝑁 . Numerical examples showed that increasing 𝛽

shrinks the polyhedral partitions of the critical regions while preserving the convergence around

the origin. In contrast, 𝜈 has a bigger impact by shrinking ever more the partitions and making

convergence of the MPC-UDP around the origin more difficult.
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7.1.3 Directions for future work

• A primary direction for future research is to integrate formally state constraints into the

problem formulation. Certainly, it is more challenging, but the analysis would benefit from

the recursive feasibility guarantees. The first approach is to parametrize the control input

in order to reduce the accumulated covariance in the stochastic value function (as remarked

in Section 4.3.2), keeping the original problem setting and subsequently performing the

stability and recursive feasibility analyses. The other approach would be to guarantee

feasibility by softening the constraints using slack variables; under certain assumptions,

this formulation can also ensure closed-loop stability subject to uncertainties [114].

• Since the KF used in the current formulation does not account for constraints, the use

of Moving Horizon Estimation (MHE) technique–considered as the dual of MPC–is

recommended. The MHE fully incorporates input and state constraints through a cost

function defined over moving horizon of the most recent𝑁 measurements [13]. Therefore,

the benefit of the combination of both, MPC and MHE, would probably give stronger

stability guarantees and improved monotonicity conditions for both TCP-like and UDP-

like protocols.

• The section on the effects of the design parameters would benefit from a theoretical

analysis showing the conditions under which 𝛽, 𝜈 and 𝑁 explicitly guarantee stability and

monotonicity on the derived PWA and PWQ functions. Also, the analysis of the explicit

solution could be strengthened from the study of set-invariance methods [12].

7.2 Nominal stability of State-Feedback MPC under consec-

utive packet losses

As discussed in the introduction of Chapter 5, relaxing the problem formulation of Chapter 4

allowed us to focus the stability analysis from the controller’s viewpoint. The simplified problem

was now a nominal MPC-controlled discrete-time nonlinear system subject to input constraints

and random packet losses in the C-A channel under UDP-like protocol, i.e. no ACK of packet

dropouts to the controller. To mitigate the effect of packet losses, it was introduced a buffer

mechanism. Thus, in the problem setting, it was studied the worst-case scenario of consecutive

packet losses.
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7.2.1 Stability without terminal constraints and the limitation of the

buffer mechanism

Since, in general, the global CLF for the terminal cost is impossible to meet for constrained

systems, the nominal MPC formulation considers a local CLF terminal cost. Thus, the combi-

nation of stability analysis of the value function and the use of technical results on MPC stability

analysis without terminal constraints, i.e. the definition of the RoA based on the terminal cost

penalization, prediction horizon, and the lower-bound of the stage cost and upper-bound of the

terminal cost functions, helped to perform the posteriori analysis.

Moreover, in the worst-case scenario of consecutive packet losses, it was demonstrated that

the use of a buffer can, at best, facilitates the transfer of the initial state to the terminal region

associated with the CLF-based terminal cost. This resulted on two cases: (i) the state has

reached a subset of the RoA, and (ii) the state has reached the terminal region.

7.2.2 Stability guarantees for nonlinear and linear systems

For both cases, the number of consecutive packet losses the nonlinear system can tolerate while

maintaining stability are upper bounded by expressions dependent on system and controller pa-

rameters obtained numerically, i.e. closed-loop and open-loop parameters obtained by analysing

the behaviour of the trajectories of the value functions along the closed-loop and open-loop

operations (with and without packet losses).

The specialized analysis in the linear case tried to overcome the previous limitation. The upper-

bound expressions on the consecutive packet dropouts before losing stability are subject to the

stage-cost and terminal-cost open-loop parameters obtained from the system and controller pa-

rameters without analysing the cost value function numerically. The resulting bounds, however,

confirm their inherent conservatism.

The numerical examples illustrated that, despite the conservatism of these bounds for both

nonlinear and linear systems, they can be used to fine-tune the controller’s design parameters,

especially when the buffer alone is insufficient to guarantee stability under consecutive packet

losses. The suggestion of the minimum buffer size is approximately equal to the sum of the

prediction horizon and the obtained bounds, must be interpreted as a tuning guideline rather

than a definitive rule, since further theoretical analysis is required.
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7.2.3 Directions for future work

• One of the first future works will be the decoupling of the buffer size. Since its value

depends on the prediction horizon, the decoupling proposition could consider the case

when the buffer size exceeds than the prediction horizon. It will be interesting to analyse

its implication on the stability analysis of the cost value function for both cases.

• The minimum buffer size approximation–which was revealed by the numerical results–

needs further theoretical analysis. Future work will focus on formally characterizing the

relationship between the buffer size, prediction horizon, and upper bounds on consecutive

packet losses.

• One of the drawbacks of the upper bounds in the nonlinear case is their sensitivity to

closed-loop and open-loop parameters, which are obtained by analysing the evolution of

the value function along the trajectories. If the nonlinear system dynamics in closed-

loop and open-loop do not exhibit exponential decay or growth, the parameters may be

estimated inaccurately, leading to invalid upper bounds. Therefore, a rigorous theoretical

sensitivity analysis needs to be investigated.

• As it was suggested in Chapter 4, the introduction of state constraints would benefit the

analysis. The worst-case scenario of consecutive packet losses will require recursive

feasibility guarantees that–in principle–will relate the aforementioned closed-loop and

open-loop parameters, leading to (probably) more conservative results.

• The analysis did not require stochastic stability conditions, i.e. analysing the expectation

of the value function. Therefore, it would be interesting to perform stochastic stability

analysis framework, considering assumptions and definitions on stochastic Lyapunov-like

functions studied in the literature [115].

7.3 Robust stability of State-Feedback MPC under consecu-

tive packet losses

Extending the results of Chapter 5, this chapter employed the same input-constrained nominal

MPC controller formulation but integrated the bounded additive disturbances in the problem

setting. This represented a key advancement over Chapter 5, the analysis was challenging
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since the nominal MPC in the loop was aiming to regulate the nonlinear uncertain system.

Nevertheless, the stability conditions without terminal constraints and the limitations of the

buffer mechanism were still valid, but the presence of disturbances gave four different cases.

These cases were defined by two factors: (i) whether the initial state lies in the RoA or in the

terminal region, and (ii) whether the plant operates purely in closed-loop mode or uses buffered

control before packet losses occur.

Accordingly, the four cases considered were:

i) Closed-loop control with the initial state in the RoA.

ii) Closed-loop control with the initial state in the terminal region.

iii) Buffered control with the initial state in the RoA.

iv) Buffered control with the initial state in the terminal region.

This case-based classification extended the analysis of Chapter 5 by explicitly accounting for

uncertainty-dependent trajectories.

7.3.1 Robust stability guarantees for nonlinear and linear systems

For each of these cases, we identified robust stability conditions under which the state remains

within the RoA despite bounded disturbances and consecutive packet losses. Moreover, the

upper bounds on the number of consecutive packet losses that can be tolerated while maintaining

robust stability were derived.

In the nonlinear case, the evolution of the value function was analysed along both closed-

loop and open-loop trajectories considering the disturbances in order to obtain the open-loop

and closed-loop parameters. The simulation results confirmed that, if the bounded additive

disturbance is sufficiently small, the proposed upper bounds on packet losses are respected,

thereby validating the robustness of the theoretical analysis.

For the linear case, the results verified the approximated upper-bounds using the open-loop

stage-cost and terminal-cost parameters, which are easy to compute but more conservative.

Similar to Chapter 5, despite their conservatism, the bounds can be used to fine-tune the

controller design parameters, especially when the buffer mechanism alone is insufficient to
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guarantee stability under consecutive packet losses and disturbances. The suggested minimum

buffer size for the robust case is even restrictive in the presence of the disturbances. This

highlights a fundamental limitation of buffering strategies under uncertainty and constitutes a

key insight beyond the nominal analysis of Chapter 5.

7.3.2 Directions for future research

• The integration of multiplicative disturbances constitutes a natural extension of the current

framework and may reveal additional stability and performance trade-offs. In particular,

such disturbances would allow the analysis to capture parametric uncertainties and gain

variations while preserving the buffer mitigation strategy.

• The problem setting can incorporate the TCP-like protocol such that performance and

stability conditions for both, TCP and UDP cases, can be compared. This extension

would allow the assessment of the benefits and limitations of ACK-based communications

schemes [60].

• The Bernoulli packet loss model can be replaced by the Markov packet loss model.

Such extension would generalize both the problem formulation and the resulting analysis,

providing a more realistic representation of network-induced effects commonly observed

in practice. Some works discussed in Chapter 2, could be used as guidelines e.g. [42].

• In general, the introduction of FDI attacks will improve considerably the main results

because DoS and FDI attacks working simultaneously can be very dangerous. Works on

this topic in Chapter 2 may serve as useful guidelines.

• Finally, the current linear-system setting should be extended to fully characterize all four

disturbance and packet-loss cases identified in the analysis. This would allow complete

theoretical results, facilitating a clearer comparison between nominal and robust scenarios.

185



REFERENCES

[1] Saqib Ali, Taiseera Al Balushi, Zia Nadir, and Omar Khadeer Hussain. Cyber Security

for Cyber Physical Systems. Springer International Publishing, 2018. doi: 10.1007/978-

3-319-75880-0.

[2] Peng Cheng, Heng Zhang, and Jiming Chen. Cyber Security for Industrial Control

Systems: from the viewpoint of close-loop. Taylor & Francis Ltd., Mar. 23, 2016. 325 pp.

[3] T M Chen and S Abu-Nimeh. “Lessons from Stuxnet”. In: Computer 44.4 (2011),

pp. 91–93. doi: 10.1109/mc.2011.115.

[4] James P. Farwell and Rafal Rohozinski. “Stuxnet and the Future of Cyber War”. In:

Survival 53.1 (2011), pp. 23–40. doi: 10.1080/00396338.2011.555586.

[5] Jill Slay and Michael Miller. “Lessons Learned from the Maroochy Water Breach”. In:

IFIP International Federation for Information Processing. Springer US, pp. 73–82. doi:

10.1007/978-0-387-75462-8_6.

[6] Kim Hartmann and Christoph Steup. “The vulnerability of UAVs to cyber attacks - An

approach to the risk assessment”. In: Jan. 2013, pp. 1–23. isbn: 978-1-4799-0450-1.

[7] D. U. Case. “Analysis of the CyberAttack on theUkrainian Power Grid”. In: Electricity

Information Sharing and AnalysisCenter (E-ISAC) (2016).

[8] Yuriy Zacchia Lun, Alessandro D’Innocenzo, Francesco Smarra, Ivano Malavolta, and

Maria Domenica Di Benedetto. “State of the art of cyber-physical systems security:

An automatic control perspective”. In: Journal of Systems and Software 149 (2019),

pp. 174–216. doi: 10.1016/j.jss.2018.12.006.

[9] Dan Zhang, Qing-Guo Wang, Gang Feng, Yang Shi, and Athanasios V. Vasilakos. “A

survey on attack detection, estimation and control of industrial cyber–physical systems”.

In: ISA Transactions (2021). doi: 10.1016/j.isatra.2021.01.036.

186

https://doi.org/10.1007/978-3-319-75880-0
https://doi.org/10.1007/978-3-319-75880-0
https://doi.org/10.1109/mc.2011.115
https://doi.org/10.1080/00396338.2011.555586
https://doi.org/10.1007/978-0-387-75462-8_6
https://doi.org/10.1016/j.jss.2018.12.006
https://doi.org/10.1016/j.isatra.2021.01.036


REFERENCES

[10] Zhong-Hua Pang, Guo-Ping Liu, Donghua Zhou, and Dehui Sun. Networked Predic-

tive Control of Systems with Communication Constraints and Cyber Attacks. Springer

Singapore, 2019. doi: 10.1007/978-981-13-0520-7.

[11] André Teixeira, Kin Cheong Sou, Henrik Sandberg, and Karl Henrik Johansson. “Se-

cure Control Systems: A Quantitative Risk Management Approach”. In: IEEE Control

Systems 35.1 (2015), pp. 24–45. doi: 10.1109/mcs.2014.2364709.

[12] Franco Blanchini and Stefano Miani. Set-Theoretic Methods in Control. Springer Inter-

national Publishing, 2015. doi: 10.1007/978-3-319-17933-9.

[13] James Blake Rawlings. Model predictive control. Theory, computation, and design.

Ed. by David Q. Mayne and Moritz Diehl. 2nd edition. Hier auch später erschienene,

unveränderte Nachdrucke. Madison, Wisconsin: Nob Hill Publishing, 2017. 623 pp.

isbn: 9780975937730.

[14] Basil Kouvaritakis and Mark Cannon. Model Predictive Control Classical, Robust and

Stochastic. Springer International Publishing, 2016. doi: 10.1007/978-3-319-24853-0.

[15] Kemin Zhou and John Comstock Doyle. Essentials of robust control. Ed. by John

C. Doyle. Prentice Hall international editions. Includes bibliographical references and

index. Upper Saddle River, NJ: Prentice Hall, 1998. 411 pp. isbn: 0135258332.

[16] Jezdimir Milosevic, David Umsonst, Henrik Sandberg, and Karl Henrik Johansson.

“Quantifying the Impact of Cyber-Attack Strategies for Control Systems Equipped

With an Anomaly Detector”. In: 2018 European Control Conference (ECC). IEEE,

June 2018, pp. 331–337. doi: 10.23919/ecc.2018.8550188.

[17] Jezdimir Milosevic, Henrik Sandberg, and Karl Henrik Johansson. “Estimating the

Impact of Cyber-Attack Strategies for Stochastic Networked Control Systems”. In:

IEEE Transactions on Control of Network Systems 7.2 (June 2020), pp. 747–757. issn:

2372-2533. doi: 10.1109/tcns.2019.2940253.

[18] Jelena Mirkovic and Peter Reiher. “A taxonomy of DDoS attack and DDoS defense

mechanisms”. In: ACM SIGCOMM Computer Communication Review 34.2 (Apr. 2004),

pp. 39–53. issn: 0146-4833. doi: 10.1145/997150.997156.

[19] M. C. F. Donkers, W. P. M. H. Heemels, Nathan van de Wouw, and Laurentiu Hetel.

“Stability Analysis of Networked Control Systems Using a Switched Linear Systems

Approach”. In: IEEE Transactions on Automatic Control 56.9 (Sept. 2011), pp. 2101–

2115. issn: 0018-9286. doi: 10.1109/tac.2011.2107631.

187

https://doi.org/10.1007/978-981-13-0520-7
https://doi.org/10.1109/mcs.2014.2364709
https://doi.org/10.1007/978-3-319-17933-9
https://doi.org/10.1007/978-3-319-24853-0
https://doi.org/10.23919/ecc.2018.8550188
https://doi.org/10.1109/tcns.2019.2940253
https://doi.org/10.1145/997150.997156
https://doi.org/10.1109/tac.2011.2107631


REFERENCES

[20] Raphael M. Jungers, Atreyee Kundu, and W. P. M. H. Heemels. “Observability and

Controllability Analysis of Linear Systems Subject to Data Losses”. In: IEEE Transac-

tions on Automatic Control 63.10 (Oct. 2018), pp. 3361–3376. issn: 2334-3303. doi:

10.1109/tac.2017.2781374.

[21] Paul Trodden, Paulo Loma-Marconi, and Iñaki Esnaola. “Stability and the Separation

Principle in Output-Feedback Stochastic MPC with Random Packet Losses”. In: IFAC-

PapersOnLine 56.2 (2023), pp. 3818–3823. issn: 2405-8963. doi: 10.1016/j.ifacol.

2023.10.1312.

[22] Paulo Loma-Marconi, Paul Trodden, and Iñaki Esnaola. “Stability of Nonlinear Model

Predictive Control Under Consecutive Packet Losses”. In: 2024 UKACC 14th Inter-

national Conference on Control (CONTROL). IEEE, Apr. 2024, pp. 295–300. doi:

10.1109/control60310.2024.10531842.

[23] Liutao Zhou, Linlin Li, Steven X. Ding, and Chris Louen. “Observer-Based Fault-

Tolerant and Resilient Control Under Physical Faults and Integrity Cyberattacks”. In:

IEEE Transactions on Cybernetics (2025), pp. 1–11. issn: 2168-2275. doi: 10.1109/

tcyb.2025.3618684.

[24] Linlin Li, Steven X. Ding, Liutao Zhou, Maiying Zhong, and Kaixiang Peng. The system

dynamics analysis, resilient and fault-tolerant control for cyber-physical systems. 2024.

doi: 10.48550/ARXIV.2409.13370.

[25] Luiz F. O. Chamon, Alexandre Amice, Santiago Paternain, and Alejandro Ribeiro. “Re-

silient Control: Compromising to Adapt”. In: 2020 59th IEEE Conference on Decision

and Control (CDC). IEEE, Dec. 2020, pp. 5703–5710. doi: 10.1109/cdc42340.2020.

9303919.

[26] Seyed Mehran Dibaji, Mohammad Pirani, David Bezalel Flamholz, Anuradha M. An-

naswamy, Karl Henrik Johansson, and Aranya Chakrabortty. “A systems and control

perspective of CPS security”. In: Annual Reviews in Control 47 (2019), pp. 394–411.

doi: 10.1016/j.arcontrol.2019.04.011.

[27] Qinyi Wang and Hongjiu Yang. “A survey on the recent development of securing the

networked control systems”. In: Systems Science & Control Engineering 7.1 (2019),

pp. 54–64. doi: 10.1080/21642583.2019.1566800.

188

https://doi.org/10.1109/tac.2017.2781374
https://doi.org/10.1016/j.ifacol.2023.10.1312
https://doi.org/10.1016/j.ifacol.2023.10.1312
https://doi.org/10.1109/control60310.2024.10531842
https://doi.org/10.1109/tcyb.2025.3618684
https://doi.org/10.1109/tcyb.2025.3618684
https://doi.org/10.48550/ARXIV.2409.13370
https://doi.org/10.1109/cdc42340.2020.9303919
https://doi.org/10.1109/cdc42340.2020.9303919
https://doi.org/10.1016/j.arcontrol.2019.04.011
https://doi.org/10.1080/21642583.2019.1566800


REFERENCES

[28] Craig Rieger, Constantinos Kolias, Jacob Ulrich, and Timothy R. McJunkin. “A Cyber

Resilient Design for Control Systems”. In: 2020 Resilience Week (RWS). IEEE, 2020.

doi: 10.1109/rws50334.2020.9241300.

[29] Dan Zhang, Peng Shi, Qing-Guo Wang, and Li Yu. “Analysis and synthesis of networked

control systems: A survey of recent advances and challenges”. In: ISA Transactions 66

(2017), pp. 376–392. doi: 10.1016/j.isatra.2016.09.026.

[30] Alvaro A. Cárdenas, Saurabh Amin, Zong-Syun Lin, Yu-Lun Huang, Chi-Yen Huang,

and Shankar Sastry. “Attacks against process control systems”. In: Proceedings of

the 6th ACM Symposium on Information, Computer and Communications Security -

ASIACCS '11. ACM Press, 2011. doi: 10.1145/1966913.1966959.

[31] Henrik Sandberg, Vijay Gupta, and Karl H. Johansson. “Secure Networked Control

Systems”. In: Annual Review of Control, Robotics, and Autonomous Systems 5.1 (May

2022), pp. 445–464. issn: 2573-5144. doi: 10.1146/annurev-control-072921-075953.

[32] Jicheng Chen and Yang Shi. “Stochastic model predictive control framework for resilient

cyber-physical systems: review and perspectives”. In: Philosophical Transactions of the

Royal Society A: Mathematical, Physical and Engineering Sciences 379.2207 (2021),

p. 20200371. doi: 10.1098/rsta.2020.0371.

[33] Hongjiu Yang, Ying Li, Li Dai, and Yuanqing Xia. “MPC-based defense strategy for

distributed networked control systems under DoS attacks”. In: Systems & Control Letters

128 (June 2019), pp. 9–18. issn: 0167-6911. doi: 10.1016/j.sysconle.2019.04.001.

[34] Ali Mesbah, Stefan Streif, Rolf Findeisen, and Richard D. Braatz. “Stochastic nonlinear

model predictive control with probabilistic constraints”. In: 2014 American Control

Conference. IEEE, June 2014, pp. 2413–2419. doi: 10.1109/acc.2014.6858851.

[35] Lukas Hewing, Juraj Kabzan, and Melanie N. Zeilinger. “Cautious Model Predictive

Control Using Gaussian Process Regression”. In: IEEE Transactions on Control Systems

Technology 28.6 (Nov. 2020), pp. 2736–2743. issn: 2374-0159. doi: 10.1109/tcst.2019.

2949757.

[36] Eric Bradford, Lars Imsland, Dongda Zhang, and Ehecatl Antonio del Rio Chanona.

“Stochastic data-driven model predictive control using gaussian processes”. In: Com-

puters & Chemical Engineering 139 (Aug. 2020), p. 106844. issn: 0098-1354. doi:

10.1016/j.compchemeng.2020.106844.

189

https://doi.org/10.1109/rws50334.2020.9241300
https://doi.org/10.1016/j.isatra.2016.09.026
https://doi.org/10.1145/1966913.1966959
https://doi.org/10.1146/annurev-control-072921-075953
https://doi.org/10.1098/rsta.2020.0371
https://doi.org/10.1016/j.sysconle.2019.04.001
https://doi.org/10.1109/acc.2014.6858851
https://doi.org/10.1109/tcst.2019.2949757
https://doi.org/10.1109/tcst.2019.2949757
https://doi.org/10.1016/j.compchemeng.2020.106844


REFERENCES

[37] Erfan Nozari, Pavankumar Tallapragada, and Jorge Cortés. “Differentially Private Av-

erage Consensus with Optimal Noise Selection”. In: IFAC-PapersOnLine 48.22 (2015),

pp. 203–208. doi: 10.1016/j.ifacol.2015.10.331.

[38] Claudio De Persis and Pietro Tesi. “Input-to-State Stabilizing Control Under Denial-of-

Service”. In: IEEE Transactions on Automatic Control 60.11 (2015), pp. 2930–2944.

doi: 10.1109/tac.2015.2416924.

[39] Shan Liu, Shanbin Li, and Bugong Xu. “Event-triggered resilient control for cyber-

physical system under denial-of-service attacks”. In: International Journal of Control

(2018), pp. 1–13. doi: 10.1080/00207179.2018.1537518.

[40] Ahmet Cetinkaya, Hideaki Ishii, and Tomohisa Hayakawa. “An Overview on Denial-of-

Service Attacks in Control Systems: Attack Models and Security Analyses”. In: Entropy

21.2 (2019), p. 210. doi: 10.3390/e21020210.

[41] Luca Schenato, Bruno Sinopoli, Massimo Franceschetti, Kameshwar Poolla, and S.

Shankar Sastry. “Foundations of Control and Estimation Over Lossy Networks”. In:

Proceedings of the IEEE 95.1 (2007), pp. 163–187. doi: 10.1109/jproc.2006.887306.

[42] Daniel E. Quevedo and Dragan Nešić. “Robust stability of packetized predictive control

of nonlinear systems with disturbances and Markovian packet losses”. In: Automatica

48.8 (2012), pp. 1803–1811. doi: 10.1016/j.automatica.2012.05.046.

[43] Getachew K. Befekadu, Vijay Gupta, and Panos J. Antsaklis. “Risk-Sensitive Control

Under Markov Modulated Denial-of-Service (DoS) Attack Strategies”. In: IEEE Trans-

actions on Automatic Control 60.12 (2015), pp. 3299–3304. doi: 10.1109/tac.2015.

2416926.

[44] Hamed Shisheh Foroush and Sonia Martínez. “On Triggering Control of Single-Input

Linear Systems Under Pulse-Width Modulated DoS Signals”. In: SIAM Journal on

Control and Optimization 54.6 (2016), pp. 3084–3105. doi: 10.1137/16m1069390.

[45] Chen Peng, Jicai Li, and Minrui Fei. “Resilient Event-Triggering 𝐻∞ Load Frequency

Control for Multi-Area Power Systems With Energy-Limited DoS Attacks”. In: IEEE

Transactions on Power Systems 32.5 (2017), pp. 4110–4118. doi: 10.1109/tpwrs.2016.

2634122.

[46] Yuzhe Li, Daniel E. Quevedo, Subhrakanti Dey, and Ling Shi. “SINR-Based DoS Attack

on Remote State Estimation: A Game-Theoretic Approach”. In: IEEE Transactions on

Control of Network Systems 4.3 (2017), pp. 632–642. doi: 10.1109/tcns.2016.2549640.

190

https://doi.org/10.1016/j.ifacol.2015.10.331
https://doi.org/10.1109/tac.2015.2416924
https://doi.org/10.1080/00207179.2018.1537518
https://doi.org/10.3390/e21020210
https://doi.org/10.1109/jproc.2006.887306
https://doi.org/10.1016/j.automatica.2012.05.046
https://doi.org/10.1109/tac.2015.2416926
https://doi.org/10.1109/tac.2015.2416926
https://doi.org/10.1137/16m1069390
https://doi.org/10.1109/tpwrs.2016.2634122
https://doi.org/10.1109/tpwrs.2016.2634122
https://doi.org/10.1109/tcns.2016.2549640


REFERENCES

[47] Heng Zhang, Yifei Qi, Junfeng Wu, Lingkun Fu, and Lidong He. “DoS Attack Energy

Management Against Remote State Estimation”. In: IEEE Transactions on Control of

Network Systems 5.1 (2018), pp. 383–394. doi: 10.1109/tcns.2016.2614099.

[48] Linan Huang and Quanyan Zhu. “Combating Informational Denial-of-Service (IDoS)

Attacks: Modeling and Mitigation of Attentional Human Vulnerability”. In: Decision

and Game Theory for Security. Springer International Publishing, 2021, pp. 314–333.

isbn: 9783030903701. doi: 10.1007/978-3-030-90370-1_17.

[49] B. Sinopoli, L. Schenato, M. Franceschetti, K. Poolla, M.I. Jordan, and S.S. Sastry.

“Kalman Filtering With Intermittent Observations”. In: IEEE Transactions on Automatic

Control 49.9 (2004), pp. 1453–1464. doi: 10.1109/tac.2004.834121.

[50] B. Sinopoli, L. Schenato, M. Franceschetti, K. Poolla, and S.S. Sastry. “Optimal control

with unreliable communication: the TCP case”. In: Proceedings of the 2005, American

Control Conference, 2005. IEEE, 2005. doi: 10.1109/acc.2005.1470488.

[51] Jen te Yu and Li-Chen Fu. “An Optimal Compensation Framework for Linear Quadratic

Gaussian Control Over Lossy Networks”. In: IEEE Transactions on Automatic Control

60.10 (2015), pp. 2692–2697. doi: 10.1109/tac.2015.2406977.

[52] Orhan C. Imer, Serdar Yüksel, and Tamer Başar. “Optimal control of LTI systems over

unreliable communication links”. In: Automatica 42.9 (2006), pp. 1429–1439. doi:

10.1016/j.automatica.2006.03.011.

[53] Saurabh Amin, Alvaro A. Cárdenas, and S. Shankar Sastry. “Safe and Secure Networked

Control Systems under Denial-of-Service Attacks”. In: Hybrid Systems: Computation

and Control. Springer Berlin Heidelberg, 2009, pp. 31–45. doi: 10.1007/978-3-642-

00602-9_3.

[54] Ling Shi, Michael Epstein, and Richard M. Murray. “Kalman Filtering Over a Packet-

Dropping Network: A Probabilistic Perspective”. In: IEEE Transactions on Automatic

Control 55.3 (2010), pp. 594–604. doi: 10.1109/tac.2009.2039236.

[55] Yan Liang, Tongwen Chen, and Quan Pan. “Optimal Linear State Estimator With

Multiple Packet Dropouts”. In: IEEE Transactions on Automatic Control 55.6 (2010),

pp. 1428–1433. doi: 10.1109/tac.2010.2044263.

[56] Sergio Lucia, Markus Kögel, Pablo Zometa, Daniel E. Quevedo, and Rolf Findeisen.

“Predictive control, embedded cyberphysical systems and systems of systems – A per-

191

https://doi.org/10.1109/tcns.2016.2614099
https://doi.org/10.1007/978-3-030-90370-1_17
https://doi.org/10.1109/tac.2004.834121
https://doi.org/10.1109/acc.2005.1470488
https://doi.org/10.1109/tac.2015.2406977
https://doi.org/10.1016/j.automatica.2006.03.011
https://doi.org/10.1007/978-3-642-00602-9_3
https://doi.org/10.1007/978-3-642-00602-9_3
https://doi.org/10.1109/tac.2009.2039236
https://doi.org/10.1109/tac.2010.2044263


REFERENCES

spective”. In: Annual Reviews in Control 41 (2016), pp. 193–207. doi: 10 .1016 / j .

arcontrol.2016.04.002.

[57] Daniel E. Quevedo, Eduardo I. Silva, and Graham C. Goodwin. “Packetized Predictive

Control over Erasure Channels”. In: 2007 American Control Conference. IEEE, 2007.

doi: 10.1109/acc.2007.4282630.

[58] Daniel E. Quevedo and Dragan Nešić. “On Stochastic Stability of Packetized Predictive

Control of Non-linear Systems over Erasure Channels”. In: IFAC Proceedings Volumes

43.14 (2010), pp. 557–562. doi: 10.3182/20100901-3-it-2016.00027.

[59] D. E. Quevedo, J. Ostergaard, and D. Nesic. “Packetized Predictive Control of Stochastic

Systems Over Bit-Rate Limited Channels With Packet Loss”. In: IEEE Transactions on

Automatic Control 56.12 (2011), pp. 2854–2868. doi: 10.1109/tac.2011.2139410.

[60] Daniel E. Quevedo, Prabhat K. Mishra, Rolf Findeisen, and Debasish Chatterjee. “A

Stochastic Model Predictive Controller for Systems with Unreliable Communications”.

In: IFAC-PapersOnLine 48.23 (2015), pp. 57–64. doi: 10.1016/j.ifacol.2015.11.262.

[61] Xiaoming Tang and Baocang Ding. “Model predictive control of linear systems over net-

works with data quantizations and packet losses”. In: Automatica 49.5 (2013), pp. 1333–

1339. doi: 10.1016/j.automatica.2013.02.033.

[62] Yuanyuan Zou, James Lam, Yugang Niu, and Dewei Li. “Constrained predictive control

synthesis for quantized systems with Markovian data loss”. In: Automatica 55 (2015),

pp. 217–225. doi: 10.1016/j.automatica.2015.03.016.

[63] Jimin Yu, Liangsheng Nan, Xiaoming Tang, and Ping Wang. “Model predictive control

of non-linear systems over networks with data quantization and packet loss”. In: ISA

Transactions 59 (2015), pp. 1–9. doi: 10.1016/j.isatra.2015.06.014.

[64] Pengfei Li, Yu Kang, Yun-Bo Zhao, and Zheng Yuan. “Packet-Based Model Predictive

Control for Networked Control Systems With Random Packet Losses”. In: 2018 IEEE

Conference on Decision and Control (CDC). IEEE, 2018. doi: 10 .1109/cdc .2018.

8619194.

[65] Shuhao Yan, Mark Cannon, and Paul Goulart. “Output feedback stochastic MPC with

packet losses”. In: IFAC-PapersOnLine 53.2 (2020), pp. 7105–7110. doi: 10.1016/j.

ifacol.2020.12.506.

192

https://doi.org/10.1016/j.arcontrol.2016.04.002
https://doi.org/10.1016/j.arcontrol.2016.04.002
https://doi.org/10.1109/acc.2007.4282630
https://doi.org/10.3182/20100901-3-it-2016.00027
https://doi.org/10.1109/tac.2011.2139410
https://doi.org/10.1016/j.ifacol.2015.11.262
https://doi.org/10.1016/j.automatica.2013.02.033
https://doi.org/10.1016/j.automatica.2015.03.016
https://doi.org/10.1016/j.isatra.2015.06.014
https://doi.org/10.1109/cdc.2018.8619194
https://doi.org/10.1109/cdc.2018.8619194
https://doi.org/10.1016/j.ifacol.2020.12.506
https://doi.org/10.1016/j.ifacol.2020.12.506


REFERENCES

[66] Fabio Pasqualetti, Florian Dorfler, and Francesco Bullo. “Attack Detection and Identifi-

cation in Cyber-Physical Systems”. In: IEEE Transactions on Automatic Control 58.11

(2013), pp. 2715–2729. doi: 10.1109/tac.2013.2266831.

[67] Yilin Mo and Bruno Sinopoli. “False Data Injection Attacks in Control Systems”. In:

Proc. 1st Workshop Secure Control Systems (2010).

[68] Yao Liu, Peng Ning, and Michael K. Reiter. “False data injection attacks against state

estimation in electric power grids”. In: ACM Transactions on Information and System

Security 14.1 (2011), pp. 1–33. doi: 10.1145/1952982.1952995.

[69] Helem S. Sánchez, Damiano Rotondo, Teresa Escobet, Vicenç Puig, and Joseba Quevedo.

“Bibliographical review on cyber attacks from a control oriented perspective”. In: An-

nual Reviews in Control 48 (2019), pp. 103–128. doi: 10.1016/j.arcontrol.2019.08.002.

[70] Liang Hu, Zidong Wang, Qing-Long Han, and Xiaohui Liu. “State estimation under

false data injection attacks: Security analysis and system protection”. In: Automatica 87

(2018), pp. 176–183. doi: 10.1016/j.automatica.2017.09.028.

[71] Albert Rosich, Holger Voos, Yumei Li, and Mohamed Darouach. “A model predictive

approach for cyber-attack detection and mitigation in control systems”. In: 52nd IEEE

Conference on Decision and Control. IEEE, 2013. doi: 10.1109/cdc.2013.6760937.

[72] Angelo Barboni, Francesca Boem, and Thomas Parisini. “Model-based Detection of

Cyber-Attacks in Networked MPC-based Control Systems”. In: IFAC-PapersOnLine

51.24 (2018), pp. 963–968. doi: 10.1016/j.ifacol.2018.09.691.

[73] Magdi S. Mahmoud and Mutaz M. Hamdan. “Improved control of cyber-physical sys-

tems subject to cyber and physical attacks”. In: Cyber-Physical Systems 5.3 (2019),

pp. 173–190. doi: 10.1080/23335777.2019.1631889.

[74] Magdi S. Mahmoud, Mutaz M. Hamdan, and Uthman A. Baroudi. “Secure control of

cyber physical systems subject to stochastic distributed DoS and deception attacks”. In:

International Journal of Systems Science 51.9 (2020), pp. 1653–1668. doi: 10.1080/

00207721.2020.1772402.

[75] Cancan Wang, Qing Geng, Aiwen Meng, and Fucai Liu. “Observer-based model pre-

dictive control for uncertain NCS subject to hybrid attacks via interval type-2 T–S

fuzzy model”. In: ISA Transactions 139 (Aug. 2023), pp. 24–34. issn: 0019-0578. doi:

10.1016/j.isatra.2023.03.037.

193

https://doi.org/10.1109/tac.2013.2266831
https://doi.org/10.1145/1952982.1952995
https://doi.org/10.1016/j.arcontrol.2019.08.002
https://doi.org/10.1016/j.automatica.2017.09.028
https://doi.org/10.1109/cdc.2013.6760937
https://doi.org/10.1016/j.ifacol.2018.09.691
https://doi.org/10.1080/23335777.2019.1631889
https://doi.org/10.1080/00207721.2020.1772402
https://doi.org/10.1080/00207721.2020.1772402
https://doi.org/10.1016/j.isatra.2023.03.037


REFERENCES

[76] P. Chanfreut, J. M. Maestre, and H. Ishii. “Vulnerabilities in Distributed Model Pre-

dictive Control based on Jacobi-Gauss Decomposition”. In: 2018 European Control

Conference (ECC). IEEE, 2018. doi: 10.23919/ecc.2018.8550239.

[77] Divya Kumar, Walid Al-Gherwi, and Hector Budman. “Robust-distributed MPC tolerant

to communication loss”. In: Computers & Chemical Engineering 88 (2016), pp. 30–38.

doi: 10.1016/j.compchemeng.2015.12.010.

[78] Andong Liu and Liye Bai. “Distributed model predictive control for wide area measure-

ment power systems under malicious attacks”. In: IET Cyber-Physical Systems: Theory

& Applications 3.3 (2018), pp. 111–118. doi: 10.1049/iet-cps.2017.0056.

[79] Langwen Zhang, Wei Xie, and Jinfeng Liu. “Robust control of saturating systems with

Markovian packet dropouts under distributed MPC”. In: ISA Transactions 85 (2019),

pp. 49–59. doi: 10.1016/j.isatra.2018.08.027.

[80] Junfeng Zhang, Xuanjin Deng, Langwen Zhang, and Laiyou Liu. “Distributed model

predictive control of positive Markov jump systems”. In: Journal of the Franklin Institute

357.14 (2020), pp. 9568–9598. doi: 10.1016/j.jfranklin.2020.07.027.

[81] Langwen Zhang, Bohui Wang, Yuanlong Li, and Yang Tang. “Distributed stochastic

model predictive control for cyber-physical systems with multiple state delays and

probabilistic saturation constraints”. In: Automatica 129 (2021), p. 109574. doi: 10.

1016/j.automatica.2021.109574.

[82] Zhengcai Li, Yang Shi, Shengyuan Xu, Huiling Xu, and Lewei Dong. “Distributed

Model Predictive Consensus of MASs Against False Data Injection Attacks and Denial-

of-Service Attacks”. In: IEEE Transactions on Automatic Control 69.8 (Aug. 2024),

pp. 5538–5545. issn: 2334-3303. doi: 10.1109/tac.2024.3371895.

[83] Lidong He, Dongfang Han, and Xiaofan Wang. “Optimal control over a lossy commu-

nication network based on linear predictive compensation”. In: IET Control Theory &

Applications 8.18 (2014), pp. 2297–2304. doi: 10.1049/iet-cta.2014.0322.

[84] Qi Sun, Kunwu Zhang, and Yang Shi. “Resilient Model Predictive Control of Cy-

ber–Physical Systems Under DoS Attacks”. In: IEEE Transactions on Industrial Infor-

matics 16.7 (2020), pp. 4920–4927. doi: 10.1109/tii.2019.2963294.

[85] Walter Lucia, Bruno Sinopoli, and Giuseppe Franze. “A set-theoretic approach for

secure and resilient control of Cyber-Physical Systems subject to false data injection

194

https://doi.org/10.23919/ecc.2018.8550239
https://doi.org/10.1016/j.compchemeng.2015.12.010
https://doi.org/10.1049/iet-cps.2017.0056
https://doi.org/10.1016/j.isatra.2018.08.027
https://doi.org/10.1016/j.jfranklin.2020.07.027
https://doi.org/10.1016/j.automatica.2021.109574
https://doi.org/10.1016/j.automatica.2021.109574
https://doi.org/10.1109/tac.2024.3371895
https://doi.org/10.1049/iet-cta.2014.0322
https://doi.org/10.1109/tii.2019.2963294


REFERENCES

attacks”. In: 2016 Science of Security for Cyber-Physical Systems Workshop (SOSCYPS).

IEEE, 2016. doi: 10.1109/soscyps.2016.7580002.

[86] P.A. Trodden, J.M. Maestre, and H. Ishii. “Actuation attacks on constrained linear

systems: a set-theoretic analysis”. In: IFAC-PapersOnLine 53.2 (2020), pp. 6963–6968.

doi: 10.1016/j.ifacol.2020.12.415.

[87] Carlos Murguia, Iman Shames, Justin Ruths, and Dragan Nešić. “Security metrics and

synthesis of secure control systems”. In: Automatica 115 (May 2020), p. 108757. issn:

0005-1098. doi: 10.1016/j.automatica.2019.108757.

[88] Eleftherios Vlahakis, Gregory Provan, Gordon Werner, Shanchieh Yang, and Nikolaos

Athanasopoulos. “Quantifying Impact on Safety from Cyber-Attacks on Cyber-Physical

Systems”. In: IFAC-PapersOnLine 56.2 (2023), pp. 246–251. issn: 2405-8963. doi:

10.1016/j.ifacol.2023.10.1576.

[89] Usman Ali and Magnus Egerstedt. “Optimal Control of Switched Dynamical Systems

Under Dwell Time Constraints—Theory and Computation”. In: IEEE Transactions on

Automatic Control 70.4 (Apr. 2025), pp. 2362–2373. issn: 2334-3303. doi: 10.1109/

tac.2024.3476728.

[90] Nikolaos Athanasopoulos and Raphaël M. Jungers. “Combinatorial methods for invari-

ance and safety of hybrid systems”. In: Automatica 98 (Dec. 2018), pp. 130–140. issn:

0005-1098. doi: 10.1016/j.automatica.2018.09.006.

[91] Raphaël M. Jungers and W.P.M.H. (Maurice) Heemels. “Controllability of linear sys-

tems subject to packet losses”. In: IFAC-PapersOnLine 48.27 (2015), pp. 80–85. issn:

2405-8963. doi: 10.1016/j.ifacol.2015.11.156.

[92] Raphael M. Jungers, Atreyee Kundu, and W.P.M.H. Heemels. “On observability in net-

worked control systems with packet losses”. In: 2015 53rd Annual Allerton Conference

on Communication, Control, and Computing (Allerton). IEEE, Sept. 2015, pp. 238–243.

doi: 10.1109/allerton.2015.7447010.

[93] Masashi Wakaiki, Ahmet Cetinkaya, and Hideaki Ishii. “Stabilization of Networked

Control Systems Under (DoS) Attacks and Output Quantization”. In: (IEEE) Trans-

actions on Automatic Control 65.8 (2020), pp. 3560–3575. doi: 10.1109/ tac.2019.

2949096.

195

https://doi.org/10.1109/soscyps.2016.7580002
https://doi.org/10.1016/j.ifacol.2020.12.415
https://doi.org/10.1016/j.automatica.2019.108757
https://doi.org/10.1016/j.ifacol.2023.10.1576
https://doi.org/10.1109/tac.2024.3476728
https://doi.org/10.1109/tac.2024.3476728
https://doi.org/10.1016/j.automatica.2018.09.006
https://doi.org/10.1016/j.ifacol.2015.11.156
https://doi.org/10.1109/allerton.2015.7447010
https://doi.org/10.1109/tac.2019.2949096
https://doi.org/10.1109/tac.2019.2949096


REFERENCES

[94] Shawn Hu and Wei-Yong Yan. “Stability robustness of networked control systems with

respect to packet loss”. In: Automatica 43.7 (2007), pp. 1243–1248. doi: 10.1016/j.

automatica.2006.12.020.

[95] Daniel E. Quevedo and Dragan Nesic. “Input-to-State Stability of Packetized Predictive

Control Over Unreliable Networks Affected by Packet-Dropouts”. In: IEEE Transactions

on Automatic Control 56.2 (2011), pp. 370–375. doi: 10.1109/tac.2010.2095950.

[96] Huiping Li and Yang Shi. “Network-Based Predictive Control for Constrained Nonlinear

Systems With Two-Channel Packet Dropouts”. In: IEEE Transactions on Industrial

Electronics 61.3 (2014), pp. 1574–1582. doi: 10.1109/tie.2013.2261039.

[97] Liang Zhou, Yayun Zhu, Zhijun Tang, Siwei Miao, Mengzhi Wang, and Jinshan Chen.

“Resilient Receding Horizon Control of Cyber-physical Systems Subject to DoS At-

tacks”. In: 2020 Chinese Automation Congress (CAC). IEEE, 2020. doi: 10 . 1109 /

cac51589.2020.9327233.

[98] Bogdan Niemoczynski, Saroj Biswas, and James Kollmer. “Stability of discrete-time

networked control systems under denial of service attacks”. In: 2016 Resilience Week

(RWS). IEEE, 2016. doi: 10.1109/rweek.2016.7573318.

[99] Constantin F. Caruntu, C. Lazar, and Alessandro N. Vargas. “Chance-constrained model

predictive control for vehicle drivetrains in a cyber-physical framework”. In: 2017

International Conference on Engineering, Technology and Innovation (ICE/ITMC).

IEEE, June 2017, pp. 1137–1144. doi: 10.1109/ice.2017.8280009.

[100] James B. Rawlings and Mayne David Q. Model Predictive Control Theory and Design.

Nob Hill Pub, Llc, 2009. isbn: 9780975937709.

[101] Rossiter J.A. Model-Based Predictive Control. CRC Press. 2003. CRC Press Inc, 2003.

isbn: 0-203-50396-1.

[102] Francesco Borrelli. Predictive control for linear and hybrid systems. Ed. by Alberto

Bemporad and Manfred Morari. Title from publisher’s bibliographic system (viewed

on 30 May 2018). Cambridge: Cambridge University Press, 2017. 1423 pp. isbn:

9781107652873.

[103] C. V. Rao, S. J. Wright, and J. B. Rawlings. “Application of Interior-Point Methods to

Model Predictive Control”. In: Journal of Optimization Theory and Applications 99.3

(Dec. 1998), pp. 723–757. issn: 1573-2878. doi: 10.1023/a:1021711402723.

196

https://doi.org/10.1016/j.automatica.2006.12.020
https://doi.org/10.1016/j.automatica.2006.12.020
https://doi.org/10.1109/tac.2010.2095950
https://doi.org/10.1109/tie.2013.2261039
https://doi.org/10.1109/cac51589.2020.9327233
https://doi.org/10.1109/cac51589.2020.9327233
https://doi.org/10.1109/rweek.2016.7573318
https://doi.org/10.1109/ice.2017.8280009
https://doi.org/10.1023/a:1021711402723


REFERENCES

[104] Lars Grüne and Jürgen Pannek. Nonlinear Model Predictive Control. Springer Interna-

tional Publishing, 2017. isbn: 9783319460246. doi: 10.1007/978-3-319-46024-6.

[105] R. E. Kalman. “A New Approach to Linear Filtering and Prediction Problems”. In:

Journal of Basic Engineering 82.1 (Mar. 1960), pp. 35–45. issn: 0021-9223. doi:

10.1115/1.3662552.

[106] Karl J. Åström. Introduction to stochastic control theory. Mathematics in science and

engineering v. 70. Includes bibliographical references and index. - Description based

on print version record. New York: Academic Press, 2010. 299 pp. isbn: 0120656507.

[107] Donald E. Kirk. Optimal control theory. An introduction. first published in 2004,

unabridged republication of the thirteenth printing. Dover Books on Electrical En-

gineering Ser. Includes bibliographical references and index. - Originally published:

Englewood Cliffs, N.J. : Prentice-Hall, 1970 (Prentice-Hall networks series). Mineola,

N.Y: Dover Publications, 2004. 1 p.

[108] Tryphon T. Georgiou and Anders Lindquist. “The Separation Principle in Stochastic

Control, Redux”. In: IEEE Transactions on Automatic Control 58.10 (2013), pp. 2481–

2494.

[109] Andrew E.B. Lim, John B. Moore, and Leonid Faybusovich. “Separation theorem for

linearly constrained LQG optimal control”. In: Systems & Control Letters 28.4 (1996),

pp. 227–235.

[110] D. Limon, T. Alamo, F. Salas, and E.F. Camacho. “On the Stability of Constrained

MPC Without Terminal Constraint”. In: IEEE Transactions on Automatic Control 51.5

(2006), pp. 832–836.

[111] Tor Aksel N. Heirung, Joel A. Paulson, Jared O’Leary, and Ali Mesbah. “Stochastic

model predictive control – how does it work?” In: Computers & Chemical Engineering

114 (2018), pp. 158–170.

[112] Alberto Bemporad, Manfred Morari, Vivek Dua, and Efstratios N. Pistikopoulos. “The

explicit linear quadratic regulator for constrained systems”. In: Automatica 38.1 (Jan.

2002), pp. 3–20. issn: 0005-1098. doi: 10.1016/s0005-1098(01)00174-1.

[113] A. Bemporad, M. Morari, V. Dua, and E.N. Pistikopoulos. “The explicit solution of

model predictive control via multiparametric quadratic programming”. In: Proceedings

of the 2000 American Control Conference. ACC (IEEE Cat. No.00CH36334). IEEE,

2000, 872–876 vol.2. doi: 10.1109/acc.2000.876624.

197

https://doi.org/10.1007/978-3-319-46024-6
https://doi.org/10.1115/1.3662552
https://doi.org/10.1016/s0005-1098(01)00174-1
https://doi.org/10.1109/acc.2000.876624


REFERENCES

[114] Melanie N. Zeilinger, Manfred Morari, and Colin N. Jones. “Soft Constrained Model

Predictive Control With Robust Stability Guarantees”. In: IEEE Transactions on Auto-

matic Control 59.5 (2014), pp. 1190–1202. doi: 10.1109/tac.2014.2304371.

[115] Robert D. McAllister and James B. Rawlings. “Stochastic Exponential Stability of

Nonlinear Stochastic Model Predictive Control”. In: 2021 60th IEEE Conference on

Decision and Control (CDC). IEEE, 2021. doi: 10.1109/cdc45484.2021.9683161.

[116] Uroš V. Kalabić and Ilya V. Kolmanovsky. “A constraint-separation principle in model

predictive control”. In: Automatica 121 (2020), p. 109190. doi: 10.1016/j.automatica.

2020.109190.

[117] Jan Maciejowski. Predictive Control with Constraints. Prentice Hall, 2000. isbn: 978-

0201398236.

[118] Zhiheng Xu and Quanyan Zhu. “Secure and Resilient Control Design for Cloud Enabled

Networked Control Systems”. In: Proceedings of the First ACM Workshop on Cyber-

Physical Systems-Security and/or PrivaCy - CPS-SPC '15. ACM Press, 2015. doi:

10.1145/2808705.2808708.

[119] Yuming Bo Lifeng Ma Zidong Wang. Nonlinear control and filtering for stochastic

networked systems. Boca Raton, FL: CRC Press, 2019. isbn: 9781138386570.

[120] D. Simon. “Kalman filtering with state constraints: a survey of linear and nonlinear

algorithms”. In: IET Control Theory & Applications 4.8 (2010), pp. 1303–1318. doi:

10.1049/iet-cta.2009.0032.

[121] Wenchao Zhou, Dazhong Wu, Xiaoyu Ding, and David W. Rosen. “Customer Co-

design of Computer Mouse for Mass Customization without Causing Mass Confusion”.

In: 2010 International Conference on Manufacturing Automation. IEEE, 2010. doi:

10.1109/icma.2010.25.

[122] M. Pezzutto, M. Farina, R. Carli, and L. Schenato. “Remote MPC for Tracking Over

Lossy Networks”. In: IEEE Control Systems Letters 6 (2022), pp. 1040–1045. doi:

10.1109/lcsys.2021.3088749.

[123] Cheng Tan, Lin Li, and Huanshui Zhang. “Stabilization of networked control sys-

tems with both network-induced delay and packet dropout”. In: Automatica 59 (2015),

pp. 194–199. doi: 10.1016/j.automatica.2015.06.026.

198

https://doi.org/10.1109/tac.2014.2304371
https://doi.org/10.1109/cdc45484.2021.9683161
https://doi.org/10.1016/j.automatica.2020.109190
https://doi.org/10.1016/j.automatica.2020.109190
https://doi.org/10.1145/2808705.2808708
https://doi.org/10.1049/iet-cta.2009.0032
https://doi.org/10.1109/icma.2010.25
https://doi.org/10.1109/lcsys.2021.3088749
https://doi.org/10.1016/j.automatica.2015.06.026


REFERENCES

[124] Quang T. Nguyen, Vojtech Veselý, Alena Kozáková, and Pavel Pakshin. “Networked

robust predictive control sytems with packet loss”. In: Journal of Electrical Engineering

65.1 (2014), pp. 3–11. doi: 10.2478/jee-2014-0001.

[125] Sasa V. Rakovic, Sixing Zhang, Haidi Sun, and Yuanqing Xia. “Model Predictive Control

for Linear Systems under Relaxed Constraints”. In: IEEE Transactions on Automatic

Control (2021), pp. 1–1. doi: 10.1109/tac.2021.3137085.

[126] Moritz Schulze Darup, Rainer Schaich, and Mark Cannon. “How scaling of the dis-

turbance set affects robust positively invariant sets for linear systems”. In: Interna-

tional Journal of Robust and Nonlinear Control 27.16 (2017), pp. 3236–3258. doi:

10.1002/rnc.3737.

[127] Robert D McAllister and James B Rawlings. “Stochastic lyapunov functions and asymp-

totic stability in probability”. In: Tech. Rep. (2020).

[128] Douglas A. Allan, Cuyler N. Bates, Michael J. Risbeck, and James B. Rawlings. “On the

inherent robustness of optimal and suboptimal nonlinear MPC”. In: Systems; Control

Letters 106 (Aug. 2017), pp. 68–78. issn: 0167-6911. doi: 10.1016/j.sysconle.2017.03.

005.

199

https://doi.org/10.2478/jee-2014-0001
https://doi.org/10.1109/tac.2021.3137085
https://doi.org/10.1002/rnc.3737
https://doi.org/10.1016/j.sysconle.2017.03.005
https://doi.org/10.1016/j.sysconle.2017.03.005

	List of Figures
	List of Tables
	Acronyms
	Notation and Variables
	Introduction
	Motivation
	Outline and summary of contributions

	Literature review
	Cybersecurity on CPS
	Availability and integrity cyber-attacks
	DoS attack models
	LQG subject to DoS attacks
	MPC subject to DoS attacks
	FDI attack models
	MPC subject to FDI attacks
	MPC subject to simultaneous DoS and FDI attacks
	Set-theoretic control for CPS under cyber-attacks

	Controllability, observability and stability analysis subject to cyber-attacks
	Controllability and observability subject to DoS attack
	Stability of MPC subject to DoS attack

	Summary and research opportunities

	Background Theory
	System setup
	Nonlinear system
	Nonlinear stochastic system
	Linear system
	Linear stochastic system

	Model Predictive Control (MPC)
	Optimal control problem
	Nominal nonlinear MPC
	Nominal linear MPC
	Stochastic linear MPC

	Linear Quadratic Programming (QP) problem
	Vectorizing the prediction equation
	Vectorizing the cost function in prediction
	Constraint modelling
	Constrained QP problem in compact form


	Stability in MPC
	Lyapunov stability
	Stability conditions in MPC

	The Separation Principle

	Input-constrained output-feedback stochastic MPC
	Introduction
	Problem formulation
	Output-feedback stochastic MPC formulation
	Estimator formulation
	Controller formulation

	Stability and the Separation Principle
	A counterexample
	First simulation: TCP-like scheme loses stability
	Second simulation: no input constraints
	Third simulation: no packet losses
	Fourth simulation: different initial covariance P0
	Fifth simulation: increased  but the TCP-like scheme is unstable

	Analysis
	Preliminaries: stability without a terminal set
	Closed-loop analysis: prediction and estimation errors

	Revisiting the counterexample
	Verifying Proposition 4.1 and Proposition 4.2
	Increasing N
	Increasing N and 


	Explicit input-constrained solution
	mp-QP formulation
	Explicit solution
	Control law
	Effects of the design parameters over the explicit control law and the CR0

	Numerical examples
	Example 1
	Example 2

	Conclusions
	Appendix Proof of Lemma 4.2

	Nominal stability of State-Feedback MPC under consecutive packet losses
	Introduction
	Problem formulation
	Controller formulation
	Optimal control problem
	Buffering mechanism

	Stability analysis of nonlinear systems
	Preliminaries: stability without terminal constraint set
	Stability analysis of the nonlinear NCS
	Scenario 1
	Scenario 2

	Generalization of both scenarios: Case 1 and Case 2
	Case 1: bound on i given x0N and the open-loop cost value parameter
	Case 2: bound on i given x0Xf(d1) and the open-loop cost value parameter
	Case 1: bound on i given x0N, and the open-loop stage-cost and terminal-cost parameters
	Case 2: bound on i given x0Xf(d1), and the open-loop stage-cost and terminal-cost parameters


	Stability analysis of linear systems
	Problem formulation
	Controller formulation
	Preliminaries: stability without terminal constraint set
	Stability analysis of the linear NCS
	Case 1: bound on i given x0N, and the linear open-loop stage-cost and terminal-cost parameters
	Case 2: bound on i given x0Xf(d1), and the linear open-loop stage-cost and terminal-cost parameters


	Numerical example 1: nonlinear system
	Case 1: x0N
	Case 2: x0Xf(d1)

	Numerical example 2: linear system
	Case 1: x0N
	Case 2: x0Xf(d1)

	Conclusions
	Appendix Proof of Lemma 5.2
	Appendix Proof of Lemma 5.3
	Appendix Proof of Theorem 5.4
	Appendix Proof of Lemma 5.4
	Appendix Proof of Theorem 5.6 

	Robust Stability of State-Feedback MPC under consecutive packet losses
	Introduction
	Problem formulation
	Controller formulation
	Optimal control problem
	Buffer

	Stability analysis of nonlinear systems
	Preliminaries: stability without terminal constraint set
	Nominal stability conditions
	Robustness of nominal stability conditions

	Stability analysis of the nonlinear NCS
	Nominal open-loop
	Open-loop with uncertainty
	First scenario
	Second scenario

	Generalized scenarios: Case 1a, Case 1b, Case 2a and Case 2b
	Case 1a - closed-loop control: bound on i given x0N and the open-loop cost value parameter
	Case 2a - buffered control: bound on i given x0*N and the open-loop cost value parameter
	Case 1b - closed-loop control: bound on i given x0Xf(d1) and the open-loop cost value parameter
	Case 2b - buffered control: bound on i given x0Xf(d1) and the open-loop cost value parameter
	Case 1a - closed-loop control: bound on i given x0N, and the open-loop stage-cost and terminal-cost parameters


	Stability analysis of linear systems
	Problem formulation
	Case 1a - closed-loop control: bound on i given x0N, and the linear open-loop stage-cost and terminal-cost parameters

	Numerical example 1: nonlinear system
	Case 1a - closed-loop control: x0N
	Case 1b - closed-loop control: x0Xf(d1)
	Case 2a - buffered control: x0*N
	Case 2b - buffered control: x0Xf(d1)
	Case 1a - closed-loop control: x0N given  and 

	Numerical example 2: linear system
	Case 1a - closed-loop control: x0N given  and 

	Numerical example 3: linear system
	Case 1a - closed-loop control: x0N given  and 

	Conclusions
	Appendix Proof of Lemma 6.13
	Appendix Proof of Lemma 6.14
	Appendix Proof of Lemma 6.15
	Appendix Proof of Theorem 6.6

	Conclusions and future work
	Input-constrained output-feedback stochastic MPC
	Reverse Separation Principle
	Effects of design parameters on the control law
	Directions for future work

	Nominal stability of State-Feedback MPC under consecutive packet losses
	Stability without terminal constraints and the limitation of the buffer mechanism
	Stability guarantees for nonlinear and linear systems
	Directions for future work

	Robust stability of State-Feedback MPC under consecutive packet losses
	Robust stability guarantees for nonlinear and linear systems
	Directions for future research


	REFERENCES

