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Abstract 

Cryptocurrency heists have become an increasingly frequent and disruptive phenomenon, 

raising concerns about their broader impact on the cryptocurrency market. This thesis uses an 

event study approach, using various cryptocurrency heists as case studies to systematically 

examine the impact of cryptocurrency heists on the cryptocurrency market. The first study 

investigates the impact of cryptocurrency heists on Bitcoinôs market efficiency within the 

Adaptive Market Hypothesis (AMH) framework. Using permutation entropy and the 

Complexityïentropy causality plane, the study finds that Bitcoinôs efficiency declines 

significantly on and immediately after most major cryptocurrency heists, highlighting the 

impact of security breaches on Bitcoin market stability and further supporting the notion that 

Bitcoin market efficiency evolves in response to changes in the external environment. The 

second study examines the bidirectional predictive relationship between Bitcoin price and 

investor sentiment using the Cryptocurrency Fear & Greed Index (CFGI). A time-varying 

Granger causality analysis around the KuCoin exchange heist reveals that while no 

significant feedback loop exists before this heist, a strong sentiment-price interaction emerges 

afterwards. This intensified sentiment-price predictive relationship suggests that heightened 

uncertainty following a heist amplifies investor reactions, creating price declines and market 

panic. The third study extends the analysis to decentralised finance (DeFi), assessing liquidity 

shocks and spillover effects by low-frequency price impact measures and the Quantile VAR 

model from six major DeFi heists. Findings indicate that while affected platformsô native 

DeFi tokens experience severe liquidity declines, spillover effects on mainstream DeFi tokens 

remain limited, suggesting some degree of DeFi market stability. This thesis contributes to 

the literature by demonstrating that cryptocurrency heists significantly impact market stability 

and investor behaviour. The findings emphasise the importance of robust security measures, 

crisis management, and governance improvements to mitigate risks in the cryptocurrency 

market. 

  



ii 
 

Acknowledgement 

First of all, I would like to express my deepest gratitude to my supervisors, Dr Viktor 

Manahov and Prof John Ashton, for their invaluable guidance, continuous support, and 

insightful feedback throughout my research journey. Their patience, encouragement, and 

expertise have been instrumental in shaping this thesis. 

I would also like to extend my sincere thanks to my TAP member, Dr Lewis Ramsden, whose 

thoughtful discussions and constructive suggestions have greatly contributed to the 

development of my work. I am equally grateful to the members of my examination 

committee, Dr Maryam Alhalboni and Prof Alistair Milne, for their insightful comments and 

challenging questions during my viva. Their feedback has significantly enhanced the quality 

and clarity of this thesis. 

I am deeply thankful to my family and friends for their unwavering encouragement and 

understanding, which have been a constant source of motivation throughout this challenging 

yet rewarding academic journey. 

Finally, I wish to express my heartfelt gratitude to my partner, Dr Kexin Liu, whose support 

and patience have been invaluable in enabling the smooth completion of this research. I 

would also like to thank my cat, Maotai, for his quiet companionship during the long days 

and nights of writing. His presence has been a source of calm and comfort throughout this 

journey. 

I sincerely appreciate everyone who has been part of my research and life. Their guidance, 

kindness, and encouragement have made this four-year journey not only intellectually 

fulfilling but also genuinely enjoyable. 

 

 

  



iii 
 

Authorôs Declaration 

I hereby declare that this thesis is the result of my own original work and has not been 

submitted, either wholly or in part, for any other degree or qualification at this or any other 

University. All sources used have been properly acknowledged. 

This thesis incorporates material that has been published in peer-reviewed journals. These 

publications are based on research that I conducted independently. The input of my 

supervisors to the published papers was limited to academic guidance consistent with 

standard doctoral supervision, including high-level feedback on structure, theoretical 

positioning, and responses to peer review. All data collection, data analysis, interpretation of 

results, and the writing of the manuscripts were undertaken solely by me. 

I confirm that my supervisors did not participate in the substantive content development of 

the published work beyond the normal expectations of doctoral supervisory support. The 

published outputs included in this thesis therefore satisfy the requirements of independent 

authorship, and the thesis as a whole represents my own intellectual contribution. 

  



iv 
 

 Contents  

Abstract ................................................................................................ i 

Acknowledgement .............................................................................. ii  

Authorôs Declaration ......................................................................... iii  

Chapter 1 Thesis Introduction ........................................................... 1 

1.1 Thesis Background ........................................................................................................... 1 

1.2 Thesis Motivation ............................................................................................................. 9 

1.3 Aims and Objectives ...................................................................................................... 12 

1.4 Contributions and Limitations ........................................................................................ 14 

Chapter 2 The Impact of Cryptocurrency Heists on Bitcoinôs 

Market Efficiency  .............................................................................. 19 

2.1 Introduction .................................................................................................................... 19 

2.2 Literature Review ........................................................................................................... 22 

2.2.1 Bitcoin Market Efficiency Test ............................................................................................ 22 

2.2.2 Factors Affecting Bitcoin Market Efficiency ....................................................................... 23 

2.2.3 Adaptive Market Hypothesis ............................................................................................... 25 

2.2.4 Application of the Permutation Entropy Model in Market Efficiency ................................. 28 

2.3 Data and Methodology ................................................................................................... 29 

2.3.1 Data Selection and Variable Description ............................................................................. 29 

2.3.2 Permutation Entropy Model ................................................................................................. 37 

2.3.3 ComplexityïEntropy Causality Plane .................................................................................. 39 

2.4 Empirical Results ........................................................................................................... 42 

2.4.1 Detection of Bitcoinôs Market Efficiency ............................................................................ 42 

2.4.2 Robustness Checks ............................................................................................................... 59 

2.5 Conclusion ...................................................................................................................... 60 

Chapter 3 The Relationship between Bitcoin Price and Market 

Sentiment: New Evidence from a Cryptocurrency Heist .............. 63 

3.1 Introduction .................................................................................................................... 63 

3.2 Literature Review ........................................................................................................... 68 

3.2.1 From Traditional Finance to Behavioural Finance .............................................................. 68 

3.2.2 Sentiment Measures and Their Application in the Bitcoin Market ...................................... 71 

3.2.3 Crypto Fear & Greed Index ................................................................................................. 74 



v 
 

3.2.4 Volatility and Structural Breaks in the Bitcoin Market ....................................................... 76 

3.3 Data and Methodology ................................................................................................... 78 

3.3.1 Variable and Descriptive Statistics ...................................................................................... 78 

3.3.2 Bootstrap Full-Sample Granger Causality Test ................................................................... 80 

3.3.3 Parameter Stability Test ....................................................................................................... 82 

3.3.4 Time-Varying Granger Causality Test ................................................................................. 83 

3.3.5 TVP-VAR-Based Connectedness Approach ........................................................................ 84 

3.4 Empirical Results ........................................................................................................... 86 

3.4.1 Stationarity, Cointegration, and Stability Tests ................................................................... 86 

3.4.2 Time-Varying Granger Causality Test Results .................................................................... 90 

3.4.3 Local Projection Impulse Response Analysis ...................................................................... 99 

3.4.4 Time-Varying Granger Causality Test between Bitcoin Price and CFGI during Other 

Cryptocurrency Heists................................................................................................................. 104 

3.4.5 The Impact of CFGI on Other Cryptocurrency Markets .................................................... 115 

3.5 Conclusion .................................................................................................................... 119 

3.6 Appendix ...................................................................................................................... 121 

Chapter 4 The Impact of Major DeFi Heists on DeFi Token 

Liquidity and Market Stability  ...................................................... 133 

4.1 Introduction .................................................................................................................. 133 

4.2 Literature Review ......................................................................................................... 141 

4.2.1 Information Asymmetry and Liquidity .............................................................................. 141 

4.2.2 Examining Relationships Between DeFi Tokens and Other Assets .................................. 144 

4.2.3 Studies on the Impact of Cryptocurrency Heists on Crypto Assets ................................... 147 

4.3 Data and Methodology ................................................................................................. 148 

4.3.1 Data and Variable............................................................................................................... 148 

4.3.2 Market Liquidity Test ........................................................................................................ 153 

4.3.3 Quantile VAR Model ......................................................................................................... 154 

4.4 Empirical Results ......................................................................................................... 158 

4.4.1 Impact of the DeFi Heists on the Liquidity of the DeFi Tokens ........................................ 158 

4.4.2 Impact of the DeFi Heists on the DeFi Market .................................................................. 164 

4.4.3 Robustness Tests of Liquidity Analysis and Volatility Spillover Effects .......................... 186 

4.5 Potential Regulatory Recommendations ...................................................................... 188 

4.5.1 How to Solve Information Problems ................................................................................. 190 

4.5.2 How to Solve External Problems ....................................................................................... 191 

4.6 Conclusion .................................................................................................................... 194 



vi 
 

4.7 Appendix ...................................................................................................................... 196 

Chapter 5 Summary and Conclusion ............................................ 208 

References ........................................................................................ 214 

 



1 
 

Chapter 1 Thesis Introduction 

1.1 Thesis Background 

Cryptocurrency is a digital asset designed to function as a medium of exchange, using 

cryptographic technology to secure transactions, control the creation of new units, and verify 

asset transfers (Corbet et al., 2019a). Unlike traditional financial systems that rely on 

centralised institutions such as banks and governments, cryptocurrency operates on 

decentralised networks, primarily using blockchain technology (Dorofeyev et al., 2018; 

Ghosh et al., 2020; Härdle et al., 2020). This decentralisation offers several advantages, 

including lower transaction costs, enhanced privacy, global accessibility, and financial 

inclusion for individuals without access to traditional banking services (Chen & Bellavitis, 

2020; Ozili, 2022; Hayes, 2024). For example, in countries with an underdeveloped banking 

infrastructure, individuals can use cryptocurrencies to send and receive payments without 

relying on traditional banks. In Venezuela, where hyperinflation has severely devalued the 

national currency, many citizens have turned to Bitcoin and other cryptocurrencies to 

preserve wealth and conduct transactions beyond the reach of government-imposed capital 

controls (Mills, 2024). 

Since Bitcoin was first introduced by Satoshi Nakamoto (2008), more than 9,000 

cryptocurrencies have emerged, including Ethereum, Ripple, Binance Coin, and Solana. As of 

2024, the total market capitalisation of cryptocurrencies has reached approximately $3.18 

trillion (CoinMarketCap, 2024). Over the past decade, academic research on cryptocurrency 

has expanded rapidly, exploring various aspects of this emerging financial ecosystem. Corbet 

et al. (2019a) conducted a comprehensive review of cryptocurrency studies published 

between 2014 and 2018 and found that market efficiency had received the greatest attention, 

accounting for 26 of the 104 papers reviewed. This was followed by research on the 

cryptocurrency structure (18 papers), as well as studies on price dynamics and diversification, 

which comprised 12 and 11 papers, respectively. More recently, Almeida and Gonçalves 

(2024) classified the body of research on the microstructure of the cryptocurrency market up 

to 2021, showing that topics such as market efficiency, liquidity, volatility, uncertainty, price 

behaviour, connectedness, and investment attributes have continued to attract significant 

academic interest. This sustained attention is largely driven by the inconsistent and often 

contradictory findings across studies regarding the microstructural characteristics of the 

cryptocurrency market. 
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The analysis of cryptocurrencyôs market efficiency is predominantly anchored in the 

framework of the Efficient Market Hypothesis (EMH). The EMH posits that asset prices fully 

and immediately reflect all available information (Fama, 1970). EMH is commonly classified 

into three forms according to the type of information incorporated into prices: the weak form, 

which states that prices reflect all historical price and return information; the semi-strong 

form, which holds that prices adjust rapidly to all publicly available information; and the 

strong form, which asserts that prices fully incorporate both public and private (insider) 

information. Early evidence generally supports a high level of efficiency in most developed 

markets, where returns are generally found to be largely unpredictable based on past price 

information (Lim, 2007; Hull & McGroarty, 2014; Rizvi et al., 2014; Ali et al., 2018). By 

contrast, studies focusing on emerging markets report a weak form of efficiency, suggesting 

greater return predictability and slower information incorporation (Huang, 1995; Lee et al., 

2001; Cajueiro & Tabak, 2004; Jin, 2006; Hoque et al., 2007). 

In the cryptocurrency market, Urquhart (2016) applied a series of randomness tests and 

demonstrated that the Bitcoin market was inefficient between August 1, 2010, and July 31, 

2016, although such inefficiencies tended to diminish over time. Similarly, Kang et al. (2022) 

found that speculative trading contributed significantly to Bitcoinôs inefficiency. A range of 

studies employing multifractality analysis of time series (Bariviera, 2017; Alvarez-Ramirez et 

al., 2018; Al-Yahyaee et al., 2018; Jiang et al., 2018; Takaishi, 2018; Yi et al., 2022; Kakinaka 

& Umeno, 2022) also suggest that the Bitcoin market is inefficient. However, some evidence 

indicates weak-form efficiency. Nadarajah and Chu (2017) and Tiwari et al. (2018) reported 

that Bitcoin may exhibit weak-form efficiency, while Zargar and Kumar (2019) found that 

low-frequency Bitcoin returns followed a memory-less random process during 2013ï2018. 

Nevertheless, they cautioned that traders could still obtain abnormal returns through high-

frequency speculative strategies. Overall, these conflicting findings indicate that Bitcoinôs 

market efficiency is not static but evolves in response to changes in market conditions. 

Differences in methodological approaches, sample periods, and market environments 

contribute to varying empirical results across studies.  

This has prompted scholars to study market efficiency from a dynamic perspective. Khuntia 

and Pattanayak (2018), Stosic et al. (2019), and Khursheed et al. (2020) showed that the 

efficiency of Bitcoin and other major cryptocurrencies fluctuates between efficient and 

inefficient states over time, with efficiency tending to deteriorate during periods of market 

turbulence and to improve under more stable conditions. In addition, Mensi et al. (2019a, 
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2019b, 2019c) demonstrated that inefficiency is more pronounced when the cryptocurrency 

market is declining, while it appears to subside during bullish phases. Mokni et al. (2024) 

employed the adjusted market inefficiency magnitude (AMIM) metric and a quantile 

regression model to further confirm the time-varying behaviour of Bitcoinôs market efficiency. 

Existing studies have also identified several key factors that influence the evolution of market 

efficiency. For example,  improvements in liquidity (Brauneis & Mestel, 2018; Wei, 2018; 

Al -Yahyaee et al., 2020; Takaishi & Adachi, 2020; Mokni et al., 2024), the development of 

derivatives markets (Köchling et al., 2019; Ruan et al., 2021), and strengthened regulatory 

oversight (Alexander & Heck, 2020) have all been shown to enhance the efficiency of the 

Bitcoin market. Therefore, market efficiency should be understood from a dynamic rather 

than a static perspective. 

Similarly, the liquidity of the cryptocurrency market has continued to receive sustained 

attention from scholars. Liquidity represents one of the fundamental attributes of financial 

markets, reflecting the ease with which assets can be traded without generating significant 

price movements. A liquid market supports efficient price discovery, reduces trading frictions, 

enables effective risk sharing, and strengthens investor confidence (Amihud & Mendelson, 

1986; Pástor & Stambaugh, 2003). In contrast, illiquidity tends to amplify pricing deviations, 

heighten trading frictions, and, in extreme cases, contribute to systemic vulnerabilities 

(Brunnermeier & Pedersen, 2009). Consequently, liquidity has become a central dimension 

for understanding market quality, return dynamics, and investor behaviour (Chordia et al., 

2000). A substantial body of studies has examined liquidity through the lens of information 

asymmetry, which is regarded as a key determinant of trading conditions.  

Akerlof (1978) proposed that when one party possesses superior information, adverse 

selection problems arise, discouraging uninformed participants from trading, thereby 

reducing market activity and depth. Extending this insight to financial markets, Grossman 

and Stiglitz (1980) argued that information can never be fully reflected in prices, as the cost 

of acquiring information ensures a persistent imbalance between informed and uninformed 

traders. This informational disparity generates uncertainty for less-informed traders, causing 

them to trade more cautiously and withdraw liquidity from the market. Kyle (1985) further 

formalised the strategic interaction between informed and uninformed traders, showing that 

informed traders exploit their informational advantage gradually to avoid revealing it, while 

uninformed traders face higher valuation uncertainty and reduce their trading aggressiveness. 

This behaviour slows the incorporation of information into prices and diminishes the 
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willingness of uninformed traders to supply liquidity. Glosten and Milgrom (1985) directly 

linked information asymmetry to liquidity provision by demonstrating that market makers 

widen spreads to protect themselves against losses when trading with better-informed 

investors. As information asymmetry increases, market makers require greater compensation 

for adverse selection risk, raising trading costs and reducing liquidity. 

Collectively, these findings show that information asymmetry reduces the willingness of 

uninformed participants to trade, increases the cost of supplying liquidity, and ultimately 

weakens market liquidity. Empirical evidence from traditional markets demonstrates that 

information disparities between informed and uninformed traders are closely linked to 

liquidity fluctuations, market participation, and asset price dynamics (Stoll, 1989; Hasbrouck, 

1991; Brennan & Subrahmanyam, 1996; Huang & Stoll, 1997; Chordia et al., 2000; Easley et 

al., 2002; Pástor &  Stambaugh, 2003). These studies collectively underline that liquidity 

conditions are strongly shaped by the information environment and that information 

asymmetry plays an integral role in explaining variations in market functioning. 

Information asymmetry is particularly pronounced in the cryptocurrency market owing to 

decentralisation, limited disclosure requirements, and the anonymity of market participants 

(Othman et al., 2019; Park & Chai, 2020; Alfieri et al., 2025). The fragmented nature of 

trading across numerous exchanges further contributes to information frictions, which can 

lead to pricing discrepancies and arbitrage opportunities (Makarov & Schoar, 2020). 

Evidence also suggests that informed trading plays a measurable role in cryptocurrency 

pricing, as information-based trading components have been found to correlate positively 

with return volatility and negatively with several liquidity metrics (Tiniç et al., 2023). 

Moreover, information asymmetry has been shown to weaken liquidity in token issuance 

markets, particularly during periods of security shocks such as cyberattacks, with tokens 

issued on the same blockchain as the attacked asset being disproportionately affected 

(Manahov & Li, 2025c). The majority of empirical findings further suggest that 

cryptocurrencies exhibit lower liquidity and more fragile trading conditions relative to 

traditional financial assets (Loi, 2018; Corbet et al., 2019a; Smales, 2019; Trimborn et al., 

2020). Taken together, this literature establishes information asymmetry as a crucial 

theoretical foundation for understanding the liquidity characteristics of the cryptocurrency 

market. 
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As the cryptocurrency has emerged as a new asset class with a rapidly expanding range of 

cryptocurrencies, scholars have increasingly examined the level of interconnectedness 

between cryptocurrencies and traditional financial assets, as well as across cryptocurrencies 

themselves, to understand patterns of risk transmission and spillover effects. The 

interconnectedness among assets is not only a reflection of co-movements but also reveals 

how information and shocks propagate across markets. Hasbrouck (1995) introduced a 

framework to quantify the contribution of different markets to price discovery, demonstrating 

that some markets lead in incorporating information while others follow. This highlights that 

price discovery is not confined to individual markets; rather, it is a collective process shaped 

by the interaction and relative informational dominance of different trading venues. As a 

result, the degree of connectedness between markets reflects the efficiency of cross-market 

information transmission and the level of market integration (Baele, 2005). While price 

discovery models explain how information diffuses across markets, they do not fully capture 

the transmission of shocks and volatility. Diebold and Yilmaz (2012) later formalised this 

notion by proposing a connectedness framework to measure the extent and direction of return 

and volatility spillovers across markets, offering a broader perspective on cross-market 

interdependence. These approaches have since been widely used to assess the degree of 

interdependence between financial markets (Samarakoon, 2011; Dhanaraj et al., 2013; Zhang 

et al., 2017; Raddant & Kenett, 2021; Hoque et al., 2024), offering a useful lens through 

which to examine cryptocurrency market linkages. 

Research examining interconnectedness within cryptocurrency markets generally provides 

evidence of return and volatility spillovers across major cryptocurrencies. Before 2017, 

Bitcoinôs price dynamics appeared relatively isolated, with limited interaction with other 

cryptocurrencies (Ziňba et al., 2019). However, Kumar and Anandarao (2019) found that 

spillover effects strengthened substantially after 2017 and were further amplified following 

major market events such as Chinese regulatory interventions and the creation of Bitcoin 

Cash in 2018 (Zeng et al., 2020; Karimi et al., 2023). The later studies suggest a high level of 

co-movement and contagion within the market, indicating that shocks in one cryptocurrency 

can rapidly transmit to others (Corbet et al., 2018b; Tiwari et al., 2020; Shahzad et al., 2021). 

More recent findings indicate that Ethereum has increasingly assumed a leading role as a 

transmitter of volatility within the cryptocurrency network, frequently driving spillover 

effects across the market (Kumar et al., 2022). Interestingly, smaller-capitalisation 

cryptocurrencies have also been shown to exert influence on major cryptocurrencies (Huynh 
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et al., 2020), suggesting a non-hierarchical and evolving dependency structure within the 

cryptocurrency network. However, the degree of interconnectedness among cryptocurrencies 

is not consistent across studies. Some evidence indicates that major cryptocurrencies exhibit 

weak correlations and lack a common long-run trend (Gil-Alana et al., 2020; Kostika & 

Laopodis, 2020), and no clear leadïlag relationship between Bitcoin and Ethereum has been 

identified during certain periods (Sifat et al., 2019). Consequently, an increasing number of 

scholars recognise that cryptocurrency connectedness is time-varying, strengthening during 

periods of market stress and weakening in calmer market conditions (Antonakakis et al., 2019; 

Aslanidis et al., 2019). 

Studies exploring the linkages between cryptocurrencies and traditional financial assets 

present mixed evidence (Adelopo & Luo, 2025). Kalyvas et al. (2021) identified positive 

return co-movements between cryptocurrencies and technology or clean energy indices, 

especially when market sentiment strengthens. Spillover effects from cryptocurrencies to 

commodities and equity markets have also been documented, with Bitcoin influencing 

precious metals, equities, and certain currency markets (Kurka, 2019; Rehman, 2020; Elsayed 

et al., 2022). Evidence further shows that cryptocurrencies can both transmit and receive 

information flows from global markets. For example, the US oil index acts primarily as a 

spillover recipient, whereas the European oil index serves as a source of information to the 

cryptocurrency market (Huynh et al., 2022). However, other studies characterise 

cryptocurrencies as relatively segmented from traditional financial markets. For example, 

Aslanidis et al. (2019) reported weak or insignificant correlations between cryptocurrencies 

and conventional assets, including bonds, equities, gold, and broad financial indices. No 

cointegration relationship has been identified in many cases (Corbet et al., 2018b; Gil-Alana 

et al., 2020), supporting the view that the cryptocurrency may serve as a potential 

diversification instrument, particularly for commodity risk (Milunovich, 2018; Giudici & 

Abu-Hashish, 2019; Huynh et al., 2024).  

Beyond market efficiency, liquidity, and interconnectedness, several other research directions 

have contributed to a broader understanding of the cryptocurrency market. A widely 

established finding is that cryptocurrencies exhibit pronounced volatility (Cheung et al., 2015; 

Wu et al., 2022), with substantial heterogeneity across cryptocurrencies in terms of return 

behaviour, regime dynamics, and sensitivity to external shocks (Bejaoui et al., 2020), 

particularly during periods of geopolitical tension or major news events (Aysan et al., 2019; 

Katsiampa, 2019b; Cheng & Yen, 2020). Building on this, scholars have sought to explain 



7 
 

and predict return patterns in the cryptocurrency market. Evidence shows that various 

measures of market uncertainty and risk, such as economic policy uncertainty (Demir et al., 

2018; Cheng & Yen, 2020), volatility indices (Panagiotidis et al., 2019), and size and reversal 

factors (Shen et al., 2020), offer greater explanatory and predictive power than traditional 

asset-pricing models. There is also evidence that simple price-based indicators, including 

previous closing prices and recent high prices, possess predictive power for future returns 

(Yang & Zhao, 2021). These return dynamics have been linked to speculative behaviour, with 

several studies documenting the presence of price bubbles in the cryptocurrency market, 

reinforcing the view that price formation is often driven by speculation rather than 

fundamentals (Phillips et al., 2011, 2015b; Baek & Elbeck, 2015; Corbet et al., 2018a; Fry, 

2018; Hafner, 2020). What is more, some studies have examined the investment properties of 

cryptocurrencies. Findings suggest that they may provide diversification benefits relative to 

traditional financial assets (Corbet et al., 2018b; Giudici & Abu-Hashish, 2019; Kurka, 2019; 

Gil-Alana et al., 2020), particularly for cryptocurrencies with higher market capitalisation and 

liquidity (Wang et al., 2019). In certain cases, Bitcoin has also demonstrated hedging 

capabilities against geopolitical risk (Aysan et al., 2019; Kurka, 2019) and inflation 

expectations (Blau et al., 2021). 

Despite significant progress in understanding the financial characteristics of the 

cryptocurrency market, one critical dimension remains notably underexplored: the impact of 

hacking events on market functioning. Unlike traditional financial systems, cryptocurrency 

trading operates under a decentralised and irreversible structure with weak regulatory 

oversight and limited investor protection, rendering the market highly vulnerable to security 

breaches and cyberattacks (Corbet et al., 2019a). Once a security breach or theft occurs, the 

stolen assets are typically irretrievable, which can rapidly erode investor confidence and 

trigger spillover effects across tokens and trading platforms (Manahov & Li, 2025a, 2025b). 

As the cryptocurrency market has expanded rapidly, security risks have intensified, 

particularly with the growing frequency of cryptocurrency heists (Barnes, 2018; Gandal et al., 

2018; Corbet et al., 2020a; Corbet, 2021; Chen et al., 2023). These incidents involve hackers 

exploiting vulnerabilities in cryptocurrency exchanges, wallets, and decentralised finance 

(DeFi) platforms to steal large amounts of digital assets. One of the most well-known cases is 

the Mt. Gox exchange theft in 2014. This was the first large-scale hacking attack on a 

cryptocurrency exchange and remains the largest Bitcoin theft suffered by an exchange to 

date. The platform had been losing funds since 2011, but the theft was only discovered in 
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February 2014. Over the years, hackers stole 100,000 Bitcoins from the exchange itself and 

750,000 Bitcoins from its customers. At that time, these Bitcoins were valued at $470 million, 

but today, their value would be approximately $81.3 billion. Shortly after the hack, Mt. Gox 

exchange entered liquidation proceedings (Hunter, 2024). Figure 1.1 shows that since 2021, 

the frequency of cryptocurrency heists has significantly increased, with a particular focus on 

attacks targeting DeFi platforms. For instance, before 2021, the average number of 

cryptocurrency heists per month did not exceed 10. However, since 2021, this figure has 

doubled, reaching an average of 20 cryptocurrency heists per month, with attacks on DeFi 

platforms accounting for more than half of them. In July 2023 alone, the number of 

cryptocurrency heists surged to nearly 50, with almost 30 specifically targeting DeFi 

platforms. To date, hackers have stolen over $12 billion in funds. If hackers were to retain all 

the cryptocurrency they had stolen and cash it out, their wealth would amount to 

approximately $50 billion (Tsihitas, 2025).  

Figure 1.1: Number of cryptocurrency heists between 2011 and 2024  

 

Source: https://www.comparitech.com/crypto/biggest-cryptocurrency-heists/ 

https://www.comparitech.com/crypto/biggest-cryptocurrency-heists/


9 
 

During the early stage of my doctoral research, I co-authored a study with one of my 

supervisors that examined how cryptocurrency heists affected the performance of tourism 

tokens (Manahov & Li, 2024). This preliminary work provided the empirical evidence that 

hacking incidents significantly influence investor behaviour within a specific segment of the 

cryptocurrency market. However, as I expanded this study and reviewed the wider literature, 

it became apparent that academic attention to cryptocurrency heists remained limited, 

fragmented, and insufficiently integrated into mainstream discussions of cryptocurrency 

market microstructure. Existing studies predominantly examine market behaviour under 

normal market conditions or during macroeconomic or geopolitical shocks, yet offer limited 

insights into how extreme, endogenous events such as cryptocurrency heists disrupt market 

functioning. These cryptocurrency heists are fundamentally different from external shocks 

because they directly undermine trust in the decentralised financial system and challenge the 

security of the decentralisation system. Existing studies have primarily focused on short-term 

price responses to hacking incidents (Corbet et al., 2020a; Hu et al., 2020; Grobys, 2021; 

Chen et al., 2023; Umar, 2021, 2025), with limited attention to their broader implications for 

market efficiency, liquidity, and the transmission of shocks across cryptocurrencies and 

platforms. A deeper examination of these mechanisms is therefore essential to understand 

how security breaches reshape market functioning and to identify vulnerabilities within the 

cryptocurrency ecosystem. This research gap forms the starting point of this thesis and 

motivates the development of the research agenda explored in the subsequent chapters. 

1.2 Thesis Motivation 

The growing prevalence of cryptocurrency heists has raised questions about how security 

vulnerabilities within decentralised financial ecosystems impact market behaviour. Given that 

cyberattacks have become a frequent occurrence in the cryptocurrency market, understanding 

their effects extends beyond the realm of security concerns, becoming an important issue that 

influences market dynamics, asset pricing, liquidity, and cross-platform spillover effects. 

These incidents provide a unique lens through which we can examine how the cryptocurrency 

market responds to endogenous shocks originating from within the system. However, despite 

the increasing frequency and scale of cryptocurrency heists, there is still limited empirical 

evidence in the academic literature regarding the extent and scope of their impact. This 

research gap highlights the need for a more comprehensive investigation into the financial 

consequences of security breaches in the cryptocurrency market. 
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This thesis focuses on Bitcoin due to its dominant position in the cryptocurrency market, high 

liquidity, and role as a benchmark asset that can better reflect overall cryptocurrency market 

dynamics compared to smaller, less liquid tokens (Antonakakis et al., 2019). Most scholars 

classify Bitcoin as a financial asset rather than a currency. For example, Luther and White 

(2014) argued that Bitcoinôs price instability makes it unsuitable as a payment method. 

Similarly, Yermack (2024) found that Bitcoin fails to fulfil the fundamental functions of a 

currency, namely serving as a medium of exchange, a store of value, and a unit of account. 

Bitcoinôs high volatility introduces significant short-term risks compared to traditional fiat 

currencies. Baek and Elbeck (2015) further contended that Bitcoin is better understood as a 

financial asset, given its speculative nature and price being largely driven by market 

participants rather than intrinsic value. 

Given Bitcoinôs classification as a financial asset, understanding its market efficiency 

becomes particularly important. Market efficiency determines whether asset prices accurately 

reflect all available information, which is essential for price discovery, risk management, and 

investment decision-making (Fama, 1970; Malkiel, 2003). As Corbet et al. (2019a) have 

stated, Bitcoinôs market efficiency has been one of the most widely studied topics in the field 

of cryptocurrency research. Most empirical studies indicate that Bitcoinôs market exhibits 

inefficiencies (Urquhart, 2016; Bariviera, 2017; Alvarez-Ramirez et al., 2018; Al-Yahyaee et 

al., 2018). However, as the market matures through improvements in liquidity, the adoption 

of derivatives, and increased regulatory oversight, the Bitcoin market has the potential to 

become more efficient over time (Brauneis & Mestel, 2018; Wei, 2018; Shanaev et al., 2020; 

Takaishi & Adachi, 2020; Shynkevich, 2021). Therefore, based on the current empirical 

findings, we can infer that Bitcoinôs market efficiency is not fixed but rather evolves in 

response to changes in the external environment. While Bitcoin market efficiency has been 

widely studied, the impact of cryptocurrency heists on its efficiency remains underexplored. 

Analysing Bitcoinôs market efficiency following such incidents can help us better understand 

their effects on market dynamics, providing investors with clearer investment insights while 

offering valuable guidance for regulators in formulating more effective policies to maintain 

market stability. 

Existing literature on Bitcoinôs market efficiency has primarily examined it through the lens 

of the EMH. However, a key limitation of this approach is that it views market efficiency as a 

static concept, assuming that markets are either fully efficient or entirely inefficient, which is 

inconsistent with the constantly evolving market environment and investor behaviour. As 
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previous empirical studies have shown, Bitcoinôs market efficiency varies under different 

market conditions. Therefore, market efficiency should be regarded as a dynamic concept that 

adapts to changing conditions (Lo, 2004). Based on this assumption, it is essential to analyse 

how Bitcoinôs market efficiency evolves before and after cryptocurrency heists from a 

dynamic perspective to provide a more comprehensive assessment of their impact on market 

efficiency. 

If Bitcoinôs market efficiency is affected by cryptocurrency heists, then it is essential to 

further explore the potential driving factors behind these efficiency changes in the context of 

such incidents. Behavioural finance theory (Shleifer, 2000; Barberis & Thaler, 2003) suggests 

that during extreme market incidents, investors may engage in panic-driven trading, 

exacerbating market inefficiencies. Previous studies have shown that investor sentiment plays 

a crucial role during black swan events in financial markets (Fisher & Statman, 2000; 

Zouaoui et al., 2011; Chundakkadan & Nedumparambil, 2022; Hsu & Tang, 2022). It is 

reasonable to hypothesise that sentiment is also a key factor influencing Bitcoinôs market 

efficiency following cryptocurrency heists. Fear-driven or panic-induced emotional reactions 

can exacerbate inefficiencies and prolong market instability. For instance, panic selling may 

lead to excessive volatility and cause prices to deviate from their fundamental values (Baker 

& Ricciardi, 2014; Lal et al., 2024). Additionally, sentiment-driven trading reduces liquidity 

(Chiu et al., 2018; Dunham & Garcia, 2021) as investors hesitate to participate in the market 

during heightened uncertainty, further impairing efficiency. In such an environment, 

misinformation and herd behaviour can spread rapidly, distorting price discovery and 

delaying market stabilisation. Given the significant influence of sentiment on trading 

behaviour, investigating the interaction between price movements and investor sentiment 

during cryptocurrency heists is essential. 

Finally, considering that DeFi has become a crucial component of the cryptocurrency market1, 

it is important to acknowledge that while decentralisation may improve financial efficiency, it 

also introduces significant vulnerabilities to security breaches. In recent years, hacking 

attacks have increasingly targeted DeFi platforms, yet the existing literature has paid limited 

attention to how the DeFi ecosystem responds to such incidents. Therefore, broadening the 

analytical scope beyond Bitcoin is necessary to investigate the potential repercussions of 

cryptocurrency heists on the DeFi ecosystem. The spillover effects posit that when a shock 

 
1 According to data provided by Statista (2025), as of February 2025, DeFi accounts for 3.6% of the total 

cryptocurrency market cap. 
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occurs in one market or asset, it may transmit through channels such as price linkages, capital 

flows, and investor sentiment to other related markets or assets, thereby generating broader 

systemic impacts (Diebold & Yilmaz, 2012). In the DeFi context, although individual 

platforms are technically independent, they are tightly interconnected through shared investor 

bases, similar smart contract protocols, and cross-platform liquidity pools. This structural 

interdependence creates a high potential for contagion effects. When a DeFi platform 

experiences a critical security breach or a large-scale cryptocurrency heist, the resulting 

turmoil may not only cause severe fluctuations in the price of its native DeFi token but also 

undermine investor confidence in the broader DeFi ecosystem. Such fear-driven reactions 

may trigger panic selling and liquidity withdrawals across other DeFi platforms, potentially 

transforming a platform-specific incident into a risk affecting the entire DeFi market. 

Therefore, by analysing how major DeFi heists (i.e. cryptocurrency heists targeting DeFi 

platforms) affect both platform-specific token (DeFi token) performance and the broader 

DeFi market, it could assess whether these incidents generate systemic risks beyond the 

directly affected platforms. Since DeFi operates without traditional financial intermediaries, 

understanding its resilience to security breaches is essential for evaluating its long-term 

sustainability and regulatory needs. 

1.3 Aims and Objectives 

This thesis aims to systematically investigate the impact of cryptocurrency heists on the 

cryptocurrency market, including market efficiency, investor sentiment, and risk contagion 

among different crypto assets. Based on the findings, this thesis will also explore potential 

regulatory measures to mitigate the adverse effects of cryptocurrency heists, thereby 

enhancing market stability and investor confidence, and providing policy guidance for 

building a more secure and sustainable cryptocurrency ecosystem. 

The first study (in Chapter 2) of this thesis examines how cryptocurrency heists influence 

Bitcoinôs market efficiency. Within the Adaptive Market Hypothesis (AMH) framework, this 

chapter analyses the twelve largest cryptocurrency heists (Mt. Gox, Coincheck, KuCoin, 

PancakeBunny, Poly Network, Bitmart, Wormhole, Ronin Network, Beanstalk, Nomad, 

Binance and FTX) and their effects on Bitcoinôs market efficiency. In contrast to the EMH, 

which treats market efficiency as a static concept, the AMH views market efficiency as 

dynamic and evolving in response to external shocks and changes in investor behaviour. 

Therefore, it is more suitable for examining the impact of unexpected incidents such as 
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cryptocurrency heists on Bitcoinôs market efficiency. This chapter uses the permutation 

entropy and the Complexityïentropy causality plane to assess changes in Bitcoinôs market 

efficiency the day before, the day of, and the day after the cryptocurrency heist. The findings 

indicate that Bitcoinôs market efficiency declines significantly on the day of and immediately 

following these cryptocurrency heists, characterised by reduced permutation entropy and 

increased complexity. Furthermore, the chapter reveals that tokens directly targeted by theft 

experience even greater efficiency losses compared to Bitcoin. This suggests that investor 

attention is disproportionately drawn to affected tokens, amplifying their volatility while 

causing a relatively smaller impact on Bitcoinôs efficiency. These results underscore the 

importance of market stability measures and enhanced security protocols to mitigate the 

disruptive effects of cryptocurrency heists. 

The second study (in Chapter 3) of this thesis investigates the bidirectional predictive 

relationship between Bitcoin price and market sentiment in the context of cryptocurrency 

heists from a behavioural finance perspective. Using the Cryptocurrency Fear & Greed Index 

(CFGI) as a proxy for investor sentiment, this study applies a time-varying Granger causality 

test to analyse the predictive relationship between Bitcoin price and sentiment before and 

after the KuCoin exchange heist (large amounts of Bitcoin stolen). The results show that there 

is no statistically significant bidirectional predictive relationship between Bitcoin price and 

CFGI 90 days before the KuCoin exchange heist. However, within 90 days of the KuCoin 

exchange heist, a strong feedback loop emerges, where CFGI fluctuations statistically 

significantly influence Bitcoin price movements and vice versa. This intensified predictive 

relationship suggests that heightened uncertainty amplifies investor reactions, potentially 

creating a cycle of price declines and market panic. Additionally, this chapter finds that the 

bidirectional predictive relationship between Bitcoin price and CFGI does not always hold 

after cryptocurrency heists. Only cryptocurrency heists that directly impact Bitcoin exhibit a 

strong sentiment-price feedback mechanism, whereas those targeting other crypto assets 

display a weaker predictive relationship. This may be attributed to CFGI primarily measuring 

sentiment within the Bitcoin market, making it less reflective of fluctuations in other 

cryptocurrencies. These findings underscore the importance of understanding market 

sentiment dynamics during periods of heightened uncertainty, as they play a crucial role in 

shaping price movements and investor behaviour. Finally, this chapter also employs a TVP-

VAR-based connectedness approach to examine the impact of CFGI volatility during the 

KuCoin exchange heist. The results indicate that CFGI fluctuations have a weaker influence 
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on other cryptocurrencies, such as Ethereum and Binance Coin, than on Bitcoin. This 

suggests that the effects of CFGI volatility remain primarily confined to the Bitcoin market, 

with minimal impact on other cryptocurrency markets during the KuCoin exchange heist. As 

a result, while investors can use CFGI to make short-term trading decisions for Bitcoin 

during Bitcoin-specific heists, its applicability to other cryptocurrencies may be limited. 

Relying solely on CFGI may lead investors with diversified cryptocurrency portfolios to draw 

misleading conclusions, potentially affecting the effectiveness of their investment strategies. 

The third study (in Chapter 4) of this thesis expands the analysis beyond Bitcoin to examine 

the impact of cryptocurrency heists on the DeFi ecosystem. This chapter investigates six 

major DeFi heists in 2022 (Qubit Finance, Ronin Network, Beanstalk, Maiar Exchange, 

Binance and Mango Markets) and their effects on the liquidity of the stolen platformsô native 

DeFi tokens and overall DeFi market stability. Using low-frequency price impact measures 

(the Amihud illiquidity ratio, the Amivest liquidity ratio, and the Kyle and Obizhaeva 

estimator) and the Quantile VAR model (QVAR model), the analysis reveals that the liquidity 

of stolen platformsô native DeFi tokens declines sharply after a DeFi heist. At the same time, 

the level of interconnectedness among mainstream DeFi tokens is significantly higher than 

that between the stolen platformôs native DeFi token and mainstream DeFi tokens. This 

indicates that the volatility spillover effect from the stolen platformôs native DeFi token to 

mainstream DeFi tokens is relatively limited. Despite the severe disruption experienced by 

the affected platform, the overall DeFi market has remained relatively stable. However, if 

investor confidence in DeFi security deteriorates, for example in the event of attacks targeting 

DeFi governance mechanisms, market-wide volatility may increase, posing risks to the entire 

DeFi ecosystem. These findings emphasise the importance of robust security measures, 

transparency in crisis management, and continuous improvements in DeFi governance to 

sustain market stability. 

1.4 Contributions and L imitations 

This thesis makes several significant contributions to the literature on cryptocurrency markets, 

particularly in the context of cryptocurrency heists and their broader implications. First, it 

provides a systematic examination of how cryptocurrency heists impact Bitcoinôs market 

efficiency, an area that has remained largely underexplored. While prior studies have 

primarily assessed Bitcoinôs efficiency through the lens of the EMH, this thesis adopts a 

dynamic framework based on the AMH to capture the evolving nature of market efficiency 



15 
 

before and after cryptocurrency heists. By employing permutation entropy and Complexityï

entropy causality plane, this thesis empirically demonstrates that Bitcoinôs efficiency 

deteriorates significantly during most cryptocurrency heists. This finding further indicates 

that Bitcoin market efficiency is dynamically changing based on the market conditions, and 

highlights the disruptive impact of security breaches on market stability. 

Changes in investor sentiment can influence investor behaviour, potentially leading to 

fluctuations in market efficiency. Therefore, this thesis further extends its analysis to investor 

sentiment, representing a critical yet underexplored factor in understanding the bidirectional 

predictive relationship between price and sentiment during extreme market incidents. By 

using CFGI to examine the bidirectional predictive relationship between Bitcoin price and 

investor sentiment, this thesis finds that heists targeting Bitcoin amplify the predictive 

relationship between sentiment and Bitcoin price dynamics. The heightened uncertainty 

following such heists strengthens the feedback loop between CFGI fluctuations and Bitcoin 

price movements, creating a cycle of falling prices and rising panic sentiment. However, this 

sentiment-price feedback loop appears to be primarily confined to Bitcoin, with limited 

impact on other major cryptocurrencies. This finding suggests that although the CFGI 

provides useful insights into Bitcoin price movements during crisis incidents, its applicability 

to other cryptocurrencies may be limited. This highlights the importance for investors of not 

relying solely on a single sentiment indicator. Instead, they should take into account the 

differences in construction methodologies and emphasis across various sentiment measures, 

and adopt a more comprehensive approach by combining multiple indicators to capture shifts 

in market sentiment better. 

Another key contribution of this thesis is its expansion of the analysis beyond Bitcoin to the 

DeFi ecosystem, a rapidly growing sector that has increasingly become a target for hacking 

attacks. While existing literature has largely focused on DeFiôs potential, regulation, and risk-

return characteristics, little attention has been given to how security breaches affect its 

liquidity and stability. This thesis fills this gap by investigating major DeFi heists in 2022 and 

their effects on both the liquidity of stolen platformsô native DeFi tokens and the broader 

DeFi market. The results show that although DeFi platforms are vulnerable to hacking attacks, 

such security risks are often localised in nature. In particular, attacks targeting smaller DeFi 

projects tend to have a limited impact on the broader DeFi ecosystem. However, the results 

also show a high level of connectivity between mainstream DeFi platforms. When 

mainstream DeFi platforms are compromised, the consequences can trigger widespread 
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market contagion. Therefore, to prevent such systemic risks, it is essential to strengthen 

security mechanisms, improve governance structures, and enhance the transparency of crisis 

management. These measures are crucial for reducing the likelihood of DeFi-related attacks 

and maintaining investor confidence in the market. 

In addition to its empirical contributions, this thesis advances academic knowledge in three 

key dimensions. First, it systematically reviews and synthesises major cryptocurrency heists 

and conceptualises such security breaches as internally rooted shocks with externally 

disruptive characteristics. This introduces a novel analytical perspective that differs from 

traditional studies focusing on macroeconomic or policy shocks. By integrating market 

microstructure theory with behavioural finance, the thesis provides a comprehensive 

explanation of how security incidents influence market efficiency, investor sentiment, 

liquidity, and risk transmission mechanisms. Second, this thesis integrates a variety of 

analytical tools in terms of methodology. It not only adopts commonly used event study 

methods, Granger causality tests, and liquidity indicators, but also introduces models and 

methods that are less commonly used in security event analysis. For example, it introduces 

methods such as permutation entropy and the Complexityïentropy causality plane in market 

efficiency analysis to more sensitively capture the dynamic changes in efficiency under the 

impact of security events, thus providing a methodological supplement to the study of market 

reactions under extreme events. Third, this thesis offers new insights into risk transmission by 

uncovering the mechanisms through which security breaches propagate within the DeFi 

ecosystem. By distinguishing between the strong internal interconnectedness of mainstream 

DeFi tokens and the comparatively weaker spillover effects from peripheral DeFi tokens to 

the mainstream, the findings show that project heterogeneity and the presence of mainstream 

DeFi tokens help to localise the impact of hacking incidents and mitigate disruption. 

However, the results also reveal that contagion can intensify when compromised DeFi 

platforms share similar governance mechanisms with other platforms, amplifying market 

reactions. These findings underscore the importance of robust governance frameworks and 

security design for preserving stability in the rapidly evolving DeFi landscape, and they 

deepen our understanding of risk diffusion mechanisms in the DeFi market. 

Despite these contributions, this thesis has several limitations. First, the study focuses on 

selected cryptocurrency heists, meaning that its findings may not be fully generalisable to all 

security breaches within the cryptocurrency market. The selected cases primarily involve 

well-known heists with large-scale thefts, while smaller-scale hacking incidents or internal 
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fraud remain underexplored. Different types, scales, and degrees of cryptocurrency heists 

may also influence market reactions differently, yet they are not comprehensively examined 

in this study. Second, the CFGI presents several methodological constraints. While 

Alternative.me discloses the indexôs six componentsô weighting scheme, it does not provide 

their underlying numerical values, thereby preventing detailed component-level analysis. As a 

result, it is challenging to determine which factors predominantly drive sentiment fluctuations 

during critical events such as cryptocurrency heists. A valuable direction for future studies 

would be to disentangle the relative contributions of market-based components (e.g., 

volatility and trading volume) and behavioural components (e.g., social media activity and 

search intensity). Doing so would enhance understanding of whether sentiment shifts are 

primarily driven by objective market dynamics or by behavioural responses. Future studies 

could address this limitation by employing sentiment indices that allow component-level 

decomposition or by constructing new sentiment measures capable of isolating heterogeneous 

drivers of market sentiment. 

Thirdly, the studyôs analysis of market efficiency is primarily focused on short-term effects, 

examining efficiency changes before, during, and immediately after cryptocurrency heists. 

While this approach captures immediate market disruptions, it does not account for the long-

term recovery process or potential structural changes in market efficiency over time. Future 

studies could extend this analysis by investigating whether efficiency gradually returns to 

pre-heist levels or whether certain inefficiencies persist due to lingering market uncertainty. 

Fourthly, the liquidity analysis of DeFi tokens relies on low-frequency price impact measures, 

which, while useful, may not fully capture real-time liquidity dynamics in decentralised 

markets. Given that DeFi operates through automated market makers (AMMs) rather than 

traditional order books (Mohan, 2022), incorporating high-frequency liquidity indicators 

could offer deeper insights into how liquidity providers respond to security breaches. 

Finally, this thesis does not explicitly consider the role of regulatory responses or institutional 

actions following cryptocurrency heists. Government interventions, such as asset freezes, 

trading suspensions, or legal actions against perpetrators, may significantly influence market 

sentiment and efficiency, but these factors fall outside the scope of this thesis. Moreover, 

cryptocurrency regulation is currently in a state of high complexity and ongoing evolution. 

For example, the European Union has adopted the Markets in Crypto-Assets (MiCA) 

framework to establish a unified regulatory environment. In contrast, the United States 

continues to lack a coherent regulatory system, with different agencies offering conflicting 
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guidance on how to classify and regulate digital assets. China, by comparison, has taken a 

prohibition-based approach. These divergent regulatory paths raise an important question for 

future research: which regulatory modelðproactive and harmonised (EU), fragmented yet 

enforcement-driven (US), or prohibitive (China)ðis most effective in maintaining market 

stability and protecting investors in the aftermath of major security incidents? As regulatory 

frameworks continue to develop globally, future studies could explore how different 

regulatory responses to security incidents affect market stability and investor confidence. 

Overall, this thesis offers a comprehensive and novel contribution to the understanding of 

how cryptocurrency heists affect market efficiency, investor sentiment, and DeFi market 

stability. By integrating multiple methodological approaches and extending the analysis 

beyond Bitcoin to DeFi, this thesis provides valuable insights for investors, market 

participants, and policymakers seeking to navigate the risks associated with security breaches 

in the cryptocurrency ecosystem. The remainder of this thesis is structured as follows. 

Chapter 2 empirically investigates the impact of cryptocurrency heists on Bitcoinôs market 

efficiency. Using permutation entropy and the Complexityïentropy causality plane within the 

framework of the AMH, it examines how efficiency dynamically evolves before and after 

major hacking incidents. Chapter 2 extends the analysis to investor sentiment, exploring the 

bidirectional predictive relationship between Bitcoin price movements and sentiment during 

security breaches. Employing the time-varying Granger causality test, it provides new 

insights into the sentiment-price feedback loop under extreme market stress. Chapter 4 shifts 

the focus to the DeFi ecosystem, analysing how major DeFi heists affect token liquidity and 

cross-platform contagion using the low-frequency price impact measures and the QVAR 

model. Finally, Chapter 5 concludes the thesis by summarising the main findings, discussing 

their theoretical and practical implications, highlighting limitations, and proposing a clear 

agenda for future studies. 
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Chapter 2 The Impact of Cryptocurrency Heists on Bitcoinôs 

Market Efficiency  

Parts of this chapter have been published in the International Journal of Finance and 

Economics 

2.1 Introduction  

Do cryptocurrency heists affect the market efficiency of the Bitcoin market? This chapter 

examines this substantial risk posed to the Bitcoin market (Krückeberg & Scholz, 2020; 

Lyócsa et al., 2020; Corbet et al., 2020a) by the presence of cryptocurrency hacking incidents 

on the platforms where cryptocurrencies are traded. Cryptocurrency heists have led to more 

than $12 billion in stolen funds. When we account for rising cryptocurrency prices, if hackers 

were to liquidate all stolen cryptocurrencies today, their total wealth would surpass $50 

billion (Tsihitas, 2025). These cryptocurrency heists, which have been increasing in both 

frequency and magnitude, have significantly impacted the cryptocurrency community, 

directly affecting investor trust, shaking market confidence and may cause investors to exit 

the market. 

Bitcoin is the most popular cryptocurrency, but its price has experienced extreme volatility 

since its inception, soaring from one cent to approximately $66,000 in 2021 before dropping 

to $16,000 in early 2023 and substantially increasing to around $100,000 in 2024 

(CoinGecko, 2024). This extreme volatility has altered how people view the function and role 

of Bitcoin, from being a cryptocurrency to being increasingly perceived as a financial asset 

(Yermack, 2024; Baek & Elbeck, 2015; Baur et al., 2018). While Bitcoin and other 

cryptocurrencies have emerged as a new investment sector, their high volatility challenges 

monetary authorities and impacts the financial system. The unique market environment of 

cryptocurrency results in market efficiency dynamics that differ from traditional financial 

assets. For example, the relative immaturity of the cryptocurrency market, with a large 

proportion of retail investors, often leads to decisions driven more by sentiment and 

speculation than by rational analysis (Rudkin et al., 2023; Brini & Lenz, 2024). This market 

immaturity often leads to heightened price volatility. Additionally, because the regulatory 

environment for cryptocurrencies is still developing, the market is particularly vulnerable to 

manipulation and fraud (Eigelshoven et al., 2021). Manipulative practices (e.g. pump-and-

dump schemes) are common in the cryptocurrency market. These activities disrupt normal 
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market operations, preventing prices from accurately reflecting true information. Lastly, the 

rapid development of blockchain technology, while enhancing transparency and information 

dissemination, also introduces instability due to smart contract vulnerabilities and scalability 

challenges (Ghosh et al., 2020; Singh et al., 2021). Therefore, scholars believe that examining 

cryptocurrencyôs market efficiency across different contexts is crucial for understanding its 

pricing mechanisms and stability (Naeem et al., 2021a; Aslam et al., 2023). As the frequency 

of cryptocurrency heists increases, understanding their impact on market efficiency is 

essential for investors to adjust strategies and for policymakers to implement effective 

regulations. 

This chapter employs the Adaptive Market Hypothesis (AMH) framework to examine 

Bitcoinôs market efficiency changes during the twelve largest cryptocurrency heists (Mt Gox, 

Coincheck, KuCoin, PancakeBunny, Poly Network, Bitmart, Wormhole, Ronin Network, 

Beanstalk, Nomad, Binance and FTX). As cryptocurrency heists mainly involve multiple 

tokens, this chapter also considers if the token(s) predominantly stolen within cryptocurrency 

heists are explanatory. Adopting an Econophysics approach, this chapter uses permutation 

entropy and Complexityïentropy causality plane to measure Bitcoinôs dynamic market 

efficiency during multiple cryptocurrency heists. The results show that Bitcoinôs market 

efficiency fluctuates over time, with significant drops in permutation entropy during many 

cryptocurrency heists, indicating a decline in efficiency. Furthermore, it also finds that 

different tokens react differently to cryptocurrency heists, with variable market efficiency and 

volatility. Specifically, investors tend to focus more on the token(s) most affected by 

cryptocurrency heists, resulting in greater volatility and more pronounced declines in those 

tokensô market efficiency. According to AMH, external changes lead to dynamic fluctuations 

in market efficiency. If investors fail to adapt, efficiency declines due to maladaptive 

behaviour. The uncertainty and chaos from a cryptocurrency heist make it hard for investors 

to quickly process and analyse new information, delaying rational decision-making and 

triggering emotional reactions like panic selling or buying. This causes prices to deviate from 

their true price, reducing market efficiency. However, market efficiency may recover as new 

information is gradually absorbed and investors adjust. 

This study is essential for many reasons, including the safety and stability of the Bitcoin 

market, the protection of investors, and perhaps most of all, the scale, growing frequency, and 

increasing magnitude of these hacking incidents. The Bitcoin market relies on trust and 

transparency among participants, and cryptocurrency heists could trigger investor concerns 
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about the security of cryptocurrency platforms, prompting investors to sell off their holdings 

to avoid losses. This fear may lead to a herd effect in the market, amplifying volatility and 

generating further market inefficiency (Bouri et al., 2019; Gurdgiev & OôLoughlin, 2020; 

Raimundo Júnior et al., 2022). Further, some cryptocurrency platforms lack adequate security 

measures to protect customer assets, and the anonymity and irreversibility of cryptocurrency 

transactions make these thefts challenging to trace. This allows cryptocurrency thieves to 

exploit vulnerabilities and steal assets. After a platform suffers an attack, investors often 

struggle to obtain comprehensive details or accurately assess future risks. This uncertainty 

exacerbates information asymmetry, further affecting market efficiency (Barron &  Qu, 2014; 

Hu & Prigent, 2019). 

The findings offer important insights for both investors and policymakers. Investors should 

adapt strategies in response to changing external conditions. When the market is disrupted, 

efficiency may temporarily decline, so investors should avoid rigid strategies and instead 

continuously assess market signals and adapt to new environments. During cryptocurrency 

heists, investors could use high-frequency data and automated tools to respond swiftly, 

minimising losses caused by delayed market reactions. Additionally, diversifying holdings 

could reduce individual token volatility, mitigating risks in periods of inefficiency. For 

policymakers, these fluctuations highlight the need for stronger regulatory frameworks. 

Enhancing oversight of cryptocurrency exchanges through higher security standards and 

regular audits could help reduce the risk of cryptocurrency heists. Requiring timely disclosure 

of security breaches will also enable the market to react more quickly, minimising the impact 

of information asymmetry on market efficiency. 

The contribution to the literature is examining cryptocurrency heists and their influence on 

market efficiency. While numerous scholars have explored multiple financial issues within 

the Bitcoin market (Corbet et al. 2019a) and have repeatedly examined Bitcoin and its market 

efficiency, the impact of cryptocurrency heists remains an overlooked area. Recent literature 

on Bitcoinôs market efficiency has focused on specific timeframes (Urquhart, 2016; Bariviera, 

2017; Jiang et al., 2018; Yi et al., 2022) or global crises like the COVID-19 pandemic (El 

Montasser et al., 2022; Kakinaka & Umeno, 2022; Wu et al., 2022). Similarly, the impact of 

launching Bitcoin derivatives (Köchling et al., 2019; Ruan et al., 2021; Shynkevich, 2021; 

Strych, 2022) and altering regulatory frameworks (Alexander & Heck, 2020; Shanaev et al., 

2020) have also been examined. This study contributes to this contemporary literature on the 
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market conditions influencing Bitcoinôs market efficiency by examining the impact of 

cryptocurrency heists. 

This chapter is structured as follows. The second section reviews the literature review, and 

the third discusses the data and methodology. The fourth section reports empirical results, and 

the fifth section provides conclusions and implications for investors and policymakers and 

explores future study directions. 

2.2 Literature Review 

A voluminous literature has examined Bitcoinôs market efficiency. This work can be divided 

into efficiency testing and identifying factors affecting market efficiency. Most efficiency 

tests indicate that Bitcoinôs market is inefficient. However, as the market matures and 

improves in areas like liquidity, derivatives adoption, and government regulation, the Bitcoin 

market may become efficient. 

2.2.1 Bitcoin Market Efficiency Test 

A starting point for testing market efficiency is randomness tests. Urquhart (2016) used daily 

Bitcoin returns as samples and conducted the LjungïBox, Runs, Bartels, AVR, BDS, and R/S 

Hurst tests. The findings indicated that the Bitcoin market was inefficient between August 1, 

2010, and July 31, 2016. Nadarajah and Chu (2017) conducted the same tests on the odd 

integer powers of Bitcoin returns, providing conflicting results. Tiwari et al. (2018) used 

seven robust long-term dependency estimators to evaluate market efficiency, reporting that 

the Bitcoin market was generally efficient between 2010 and 2017, with some exceptions 

occurring from April to August 2013 and August to November 2016. 

These methods have also examined the causes of Bitcoin market inefficiency. Kang et al. 

(2022) assessed Bitcoinôs market efficiency using the Runs, DurbinïWatson, and variance 

ratio tests after the 2017 price surge and concluded that speculative investment led to market 

inefficiency. Zargar and Kumar (2019) used a series of variance ratio tests and found that 

low-frequency Bitcoin returns followed a memoryless stochastic process from 2013 to 2018, 

indicating market efficiency. However, this result may have been misleading, as high-

frequency traders could gain additional returns over time through speculation. 

The second way to test market efficiency is to examine the multifractal properties of time 

series. For example, Bariviera (2017), Alvarez-Ramirez et al. (2018), and Al-Yahyaee et al. 

(2018) used the Hurst exponent, reporting that between 2011 and 2014, the Hurst exponent 
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was generally above 0.5, indicating a long-term dependence on daily returns and inefficiency 

in the Bitcoin market. Jiang et al. (2018), Takaishi (2018) and Yi et al. (2022) used the 

generalised Hurst exponent and found that from 2010 to 2018, the Bitcoin market exhibited 

long-term dependence, indicating inefficiency. Kakinaka and Umeno (2022) applied the 

asymmetric multifractal detrended fluctuation analysis (A-MFDFA) method and the 

generalised Hurst exponent, and their results showed that following the COVID-19 pandemic, 

market efficiency was strong in the long-term but weak in the short term. This suggests that a 

herd effect operates in the cryptocurrency market during black swan events like pandemics, 

leading to market inefficiency. 

2.2.2 Factors Affecting Bitcoin Market Efficiency 

The above multifractal methods have also been employed to identify factors affecting 

Bitcoinôs market efficiency. Commonly discussed factors include (i) liquidity, referring to 

how easily Bitcoin can be bought and sold; (ii) the impact of derivatives, which could 

improve market efficiency by enhancing liquidity, providing hedging opportunities, and 

improving price discovery; and (iii) regulatory policies, which could offer a stable, 

transparent environment for investors and potentially improve market efficiency. 

Brauneis and Mestel (2018) used the CorwinïSchultz spread estimator, log-market 

capitalisation, turnover ratio, and Amihud illiquidity ratio to examine liquidity. They found 

that as liquidity increased, Bitcoinôs market efficiency improved. Wei (2018) and Takaishi 

and Adachi (2020) also used the Amihud illiquidity ratio and found that Bitcoinôs market 

efficiency improved after 2017. These authors proposed that lower liquidity resulted in fewer 

active traders and slower responses to new information, reducing market efficiency. 

Conversely, more liquid markets attract active traders who can act on new information, 

improving efficiency. Al-Yahyaee et al. (2020) examined the relationships between the 

market transaction value and Bitcoin market value to quantify liquidity, discovering that 

improved liquidity enhanced market efficiency while greater volatility reduced market 

efficiency. 

Multiple studies have also examined the introduction of cryptocurrency derivatives, 

producing some conflicting findings. Köchling et al. (2019) argued that the introduction of 

Bitcoin futures reduced barriers for institutional investors and provided a way to short Bitcoin. 

Their study applied Urquhartôs (2016) methodology to discover that Bitcoinôs market 

efficiency improved after the futures launch. This is important as previous studies have 
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displayed that the participation of institutional investors and short-selling can improve market 

efficiency (Boehmer & Kelley, 2009; Saffi &  Sigurdsson, 2011). Shynkevich (2021) 

employed technical analysis and revealed that before the introduction of Bitcoin futures, 

returns were significantly predictable, but technical trading rules became less effective after 

these derivatives were introduced. Distinctly, Ruan et al. (2021) used multifractal detrending 

moving-average cross-correlation analysis and non-linear Granger causality tests, 

demonstrating a strong positive correlation between Bitcoin spot and futures returns, 

indicating that futures improved the spot marketôs efficiency. Lastly, Strych (2022) examined 

the effects of margin trading and short selling on Bitcoinôs market efficiency, finding that 

efficiency declined when both were introduced. High levels of market efficiency were also 

recorded when only short selling was allowed, suggesting margin trading was the main 

reason for the decline in efficiency. 

While some cryptocurrency trading platforms, such as Coinbase, actively comply with 

regulatory requirements, many othersðincluding BitMEX and Huobi Globalðenable trading 

in largely unregulated environments, particularly in derivatives markets where extreme 

leverage (e.g., 100 × leveraged contracts) is common. Using minute-level data, Alexander 

and Heck (2020) compared price discovery across spot exchanges, perpetual contracts, and 

both regulated and unregulated futures markets to assess the influence of regulatory oversight. 

Their findings indicated that Bitcoin prices on unregulated derivatives exchanges were 

vulnerable to manipulation via high-frequency trading strategies, demonstrating inefficiencies 

in the Bitcoin market. Moreover, their results underscored the need for stronger regulatory 

involvement and harmonised legislative frameworks in cryptocurrency derivatives markets to 

enhance overall market efficiency and stability. Shanaev et al. (2020) used data from 120 

regulatory interventions to examine how cryptocurrency markets responded to changes in 

regulatory oversight. However, they found that announcements concerning anti-money-

laundering measures or foreign exchange controls did not significantly alter market efficiency, 

while notable price reactions occurred only on the announcement day. This suggests that the 

cryptocurrency market exhibits characteristics of weak-form efficiency, where prices adjust 

rapidly to publicly available information but do not fully incorporate all relevant information. 

They also argued that excessive regulatory intervention could hinder the development of the 

cryptocurrency industry. Allowing the market to operate within a more accessible and 

innovation-friendly regulatory environment could, therefore, reduce volatility and enhance 

price stability. 
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2.2.3 Adaptive Market Hypothesis 

Empirical evidence in the literature suggests that market efficiency may vary over time, and 

external changes can drive shifts in efficiency. This implies that market efficiency is not static 

but dynamically evolves in response to environmental conditions. Therefore, the traditional 

Efficient Market Hypothesis (EMH), which categorises markets as simply efficient or 

inefficient, may not adequately explain the observed fluctuations in market efficiency. 

One of the core assumptions of EMH is that investors are fully rational. According to Fama 

(1965), the influence of irrational behaviour is negligible, as it is offset by more rational 

market participants. However, an increasing number of behavioural finance studies have 

shown that irrational behaviour is both persistent and widespread. Phenomena such as the 

Ellsberg Paradox, loss aversion, and probability matching demonstrate that cognitive biases 

are common. Moreover, major financial events such as the dot-com bubble and the subprime 

mortgage crisis further reflect the prominent role of irrationality in financial markets. 

Therefore, rational expectations constitute only one aspect of investor behaviour and cannot 

fully capture all market dynamics. 

In contrast to the assumption of full rationality under the EMH, Simon (1990) proposed the 

theory of bounded rationality. He argued that investors face decision-making costs and stop 

processing information when the marginal benefit equals the marginal cost. As a result, 

investors seek satisfactory rather than optimal decisions. However, critics argue that this 

theory assumes investors already know what the optimal decision is, otherwise, they would 

be unable to assess the value of further optimisation. 

To address this criticism, Lo (2004) contended that investors do not need prior knowledge of 

optimal decisions. Instead, they form heuristics through trial and error. Their decisions 

generate feedback, which in turn influences future behaviour. Sentiment plays a crucial role 

in this feedback process. When investors receive positive feedback, they are likely to retain 

the heuristic; when feedback is negative, they adjust. As market conditions change, 

previously effective heuristics may become obsolete, leading to suboptimal behaviour. Lo 

(2004) referred to such behaviour not as irrationality, but as maladaptationðactions based on 

outdated heuristics in a new environment. 

Building on this perspective, Lo (2004) integrated insights from sociobiology, evolutionary 

psychology, and evolutionary dynamics to propose the Adaptive Market Hypothesis (AMH). 

When market participants fail to adapt to market changes and exhibit maladaptive behaviour, 
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the market becomes inefficient. However, when market participants adjust to new market 

conditions through feedback, their behaviour aligns with the current market environment and 

efficiency returns (Lo, 2004). The adaptive behaviour of market participants does not occur 

independently of market forces but is driven by competition. The current market environment 

is the result of interactions among different participants. Self-interested individuals, 

competition, adaptation, natural selection, and environmental conditions form efficient 

markets (Lo, 2005). 

The AMH not only explains the phenomena addressed by EMH but also accounts for 

behavioural anomalies that EMH cannot. These anomalies are interpreted as maladaptive 

behaviours rather than pure irrationality. As such, the AMH serves as an evolutionary 

alternative to the EMH. It asserts that market efficiency may appear and disappear over time 

as market conditions change. When investors fail to adapt, the market becomes inefficient; 

when they adjust, efficiency is restored. Thus, the predictability of returns emerges and fades 

in a cyclical, environment-driven manner. 

AMH has been examined in multiple studies. Khuntia and Pattanayak (2018) used the 

DominguezïLobato conformance and the generalised spectral test in a rolling window to 

account for linear and non-linear correlations in Bitcoin returns from 2010 to 2017. Their 

results showed that market efficiency varied over time, with inefficient markets recorded 

from 2010ï2012 and 2013ï2014 and efficient markets observed between 2012ï2013 and 

2015ï2017. These inconsistencies were associated with changes in the external financial 

environment, supporting the AMH. Similarly, Stosic et al. (2019) used the Complexityï

entropy causality plane to find that Bitcoin and other major cryptocurrency markets moved 

between efficient and inefficient states over time. Khursheed et al. (2020) reached similar 

conclusions, adding an automatic portmanteau test to assess Bitcoinôs AMH. These findings 

showed that price movements with linear and non-linear dependencies change over time, 

resulting in market efficiency falling during unstable conditions and market efficiency 

improving when conditions stabilise. Mokni et al. (2024) used the adjusted market 

inefficiency magnitude (AMIM) metric and a quantile regression model to show that 

Bitcoinôs market efficiency fluctuates over time. They also identified how various factors 

influence market efficiency. Specifically, rising global financial stress tends to decrease 

market efficiency, while increased liquidity enhances it. Among the factors considered, 

liquidity appears to be the primary driver of changes in market efficiency. 
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In summary, previous studies have primarily tested for weak efficiency within the Bitcoin 

market. These studies have produced divergent findings, indicating that Bitcoinôs market 

efficiency varies over time (Khursheed et al., 2020). Subsequently, the AMH has been applied 

to explain the dynamic nature of market efficiency, whereby environmental factors influence 

market efficiency. AMH is not a replacement for the EMH but helps to explain its empirical 

variations, offering a better understanding of time-varying efficiency (Patil &  Rastogi, 2019; 

Khursheed et al., 2020), with current studies supporting the detection of Bitcoinôs market 

efficiency using this AMH framework (Khuntia & Pattanayak, 2018; Chu et al., 2019; 

Khursheed et al., 2020; Noda, 2021; López-Martín, 2023).  

However, most studies have focused on changes in Bitcoinôs market efficiency within a 

specific timeframe or in the context of global events like the COVID-19 pandemic, while 

neglecting specific events within the cryptocurrency market, such as cryptocurrency heists. 

This oversight may hinder a full understanding of the impact of internal market events on 

Bitcoinôs market efficiency and the vulnerabilities of the cryptocurrency ecosystem. Chawki 

(2022) discussed how cryptocurrencies have become targets for hacking, phishing, malware, 

extortion, and ransomware. The study highlighted the need for market participants to consider 

cryptocurrency security and the importance of developing appropriate regulatory measures. 

Current studies on the effects of cryptocurrency heists primarily centre on cryptocurrency 

market stability (Caporale et al., 2020; Corbet et al., 2020a), with less attention given to 

market efficiency, and the results are mixed. For instance, Krückeberg and Scholz (2020), 

using high-frequency Bitcoin data, identified significant arbitrage opportunities following 

cryptocurrency heists, indicating market inefficiency. In contrast, using daily data, Yousaf et 

al. (2021) found no evidence of herding behaviour during cyberattacks, suggesting high 

market efficiency. These differences may stem from variations in data scope and frequency, 

with high-frequency data potentially offering better insights into the short-term impacts of 

hacker attacks on the market. Moreover, the existing studies have focused only on post-heist 

market efficiency, neglecting to compare efficiency before and after the incident. This gap 

may lead to an incomplete understanding of cryptocurrency heists. By comparing market 

efficiency before and after a cryptocurrency heist, we can better assess the incidentôs impact 

and the speed of market recovery. Therefore, this chapter aims to address this gap by 

examining the issue within the AMH framework, contributing to the literature on the impact 

of cryptocurrency heists on market efficiency. 
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2.2.4 Application of the Permutation Entropy Model in Market Efficiency  

Given that the existing literature has systematically examined different methods of testing 

market efficiency in the context of Bitcoin, a further question arises as to how to choose an 

appropriate approach to capture the dynamic evolution of market efficiency under extreme 

shocks. Among the various complexity-based measures, the permutation entropy model 

(Bandt & Pompe, 2002) is particularly suitable, as it effectively distinguishes random noise 

from deterministic structures and has been validated in studies of efficiency in stock, bond, 

and commodity markets. 

The permutation entropy can capture the disorder and complexity within a time series, 

thereby revealing the dynamic changes in the market when it experiences external shocks. 

The underlying idea is that if asset prices follow a random walk hypothesis, converting them 

into a numerical sequence according to specific rules will result in disorder, with entropy 

reaching its maximum value. Conversely, if a relationship exists between past and future 

prices, the numerical sequence will display specific patterns, and entropy will not reach its 

maximum. Thus, calculating the price change entropy relative to the maximum entropy can 

reflect the predictability of the asset and quantify the current market efficiency (Zunino et al., 

2010). 

Zanin et al. (2012) highlighted the potential applications of permutation entropy in economics 

and finance. They argued that assessing market efficiency and development is a central issue 

in economics, and since market indicatorsô time series are often the only available objective 

information, they naturally serve as the basis for testing the EMH. In this context, 

permutation entropy can distinguish between deterministic chaos and random noise, and 

through the ñforbidden patternsò method (i.e., ordinal patterns that are theoretically possible 

but never observed in the actual series) proposed by Bandt and Pompe (2002), it can uncover 

deterministic structures in financial time series. Empirical evidence shows that the number of 

forbidden patterns in different financial indicators, such as the Dow Jones Index, Nasdaq 

Index, IBM and Boeing stock prices, and the U.S. ten-year Treasury yield, is far greater than 

expected under randomness, and their temporal evolution reveals when markets shift from 

deterministic behaviour to being dominated by noise (Zanin, 2008). 

A growing body of literature further confirms the usefulness of permutation entropy in 

detecting market efficiency. Zunino et al. (2009) compared 32 stock markets and found that 

developed markets exhibit fewer forbidden patterns and higher efficiency, while emerging 
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markets display greater predictability. Building on this idea, Zunino et al. (2010, 2011, 2012) 

introduced the Complexityïentropy causality plane to characterise efficiency in stock, 

commodity, and sovereign bond markets, effectively distinguishing between developed and 

emerging economies. Hou et al. (2017) examined the temporal evolution of permutation 

entropy in the Chinese stock market and found that permutation entropy declined 

significantly during two critical periods, each characterised by a rapid market boom followed 

by several severe crashes. Siokis (2018) employed permutation entropy and the Complexityï

entropy causality plane to investigate the dynamics of informational efficiency in selected 

instruments from the U.S. money, bond, and stock markets around the Great Recession. The 

results revealed that, following the credit crunch and the collapse of Lehman Brothers, the 

efficiency of certain money market instruments decreased markedly, while the efficiency of 

stock market indices and bond market instruments remained relatively high. 

Nevertheless, studies applying permutation entropy to Bitcoin remain limited. Lahmiri et al. 

(2018) found that Bitcoin returns from 2010 to 2017 were not random, indicating low 

efficiency. Sensoy (2019), using high-frequency data from 2013 to 2018, showed that the 

BTC/USD market was more efficient than the BTC/EUR market and that efficiency 

improved after 2016. Fernandes et al. (2022) employed permutation entropy and Fisher 

information to construct the ShannonïFisher causality plane and analysed five 

cryptocurrencies before and after COVID-19. Their findings revealed high informational 

efficiency across these markets, with prices largely unpredictable. 

In sum, permutation entropy has been widely applied to the study of efficiency across 

different markets and assets. It effectively distinguishes random noise from deterministic 

structure and captures the dynamic evolution of efficiency. Therefore, when examining 

Bitcoinôs market efficiency under cryptocurrency heists, permutation entropy provides a 

suitable and reliable tool to capture the shift in market efficiency. 

2.3 Data and Methodology 

2.3.1 Data Selection and Variable Description 

Alexander and Dakos (2020) reviewed 152 published papers and Social Science Research 

Network (SSRN) discussion papers on cryptocurrency data. Their analysis revealed that over 

80 of these studies had issues related to data selection, including unreliable data sources, the 

use of non-concurrent time series data in multivariate analysis, and reliance on prices that did 
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not reflect actual transaction values. Consequently, they emphasised that discrepancies in data 

sources can lead to inconsistent findings, highlighting the need for scholars to exercise 

caution when selecting cryptocurrency data. Scholars face two challenges when selecting 

Bitcoin data: (i) determining daily prices and (ii) the data source. Vidal-Tomás (2021) found 

differences in the scaling features of Bitcoin returns calculated using closing prices (last price 

on each day), following a Brownian motion, versus weighted prices (the average of the prices 

across the 24-h period), which deviate from this random process. This study noted that 

scholars using closing prices perceive the market as exhibiting weak efficiency, whereas 

those using weighted prices report inefficient market conditions. Therefore, using differently 

calculated daily prices can lead to varying outcomes.  

Additionally, Vidal-Tomás (2022) used the generalised Hurst exponent to analyse main 

cryptocurrency databasesô scaling properties and underlying processes, including USD 

trading platforms (e.g. Coinbase), USD databases, which limit cryptocurrency price 

calculations to USD (e.g. Cryptocompare), and USD (cross-rate) databases, which are 

calculated by converting any non-US dollar cross rate into US dollars using the foreign 

exchange rate (e.g. CoinMarketCap, CoinGecko). All sources reported time series with the 

same underlying characteristics, suggesting that using different sources to calculate a unified 

Bitcoin price does not distort its underlying process. Therefore, the data source had minimal 

impact on Bitcoinôs market efficiency studies. 

In summary, the method used to calculate daily prices significantly impacts the results, while 

the choice of data source has relatively less influence. This chapter chooses Cryptocompare 

as the data source, which uses the closing price as the price proxy. Unlike weighted methods, 

the closing price more accurately reflects actual trading prices. Since cryptocurrency heists 

often happen quickly, typically within minutes or hours, low-frequency data might miss these 

fluctuations. Therefore, this chapter uses Bitcoinôs 1-minute closing price in USD as the 

variable. 

Tsihitas (2025) recorded the twelve largest cryptocurrency heists based on the stolen dollar 

amount. To investigate the impact of these cryptocurrency heists on Bitcoinôs market 

efficiency, this chapter examines the changes in market efficiency on the day before, the day 

of, and the day after each cryptocurrency heist. From a theoretical perspective, in the 

cryptocurrency market, the most pronounced changes in price liquidity typically occur within 

48 to 72 hours following a negative shock (Corbet et al., 2019b; Chu et al., 2019). Moreover, 



31 
 

news of cryptocurrency heists spreads rapidly across social media platforms such as Twitter, 

Reddit, and Telegram, enabling investors to react almost immediately after the incident 

(Guégan and Renault, 2021; Naeem et al., 2021b, 2021c). From a practical standpoint, this 

study aims to investigate the short-term direct effects of cryptocurrency heists on the Bitcoin 

market while minimising the influence of longer market fluctuations. A three-day event 

window is well-suited to capturing the impact of the shock while avoiding the introduction of 

noise from unrelated market dynamics, thereby improving the causal interpretation of the 

results. Table 2.1 presents the twelve largest cryptocurrency heists, spanning from 2014 to 

2022, and displays the data range associated with each incident.  

Table 2.2 reports the descriptive statistics of Bitcoin prices during the twelve cryptocurrency 

heists. The results indicate that price fluctuations across these incidents were substantial. For 

example, in the cases of the Bitmart exchange and PancakeBunny platform, the price ranges 

reached $13,757.79 and $10,964.63, respectively, suggesting considerable market turbulence. 

Moreover, the JarqueïBera (JB) test indicates that Bitcoin prices deviate from normality in 

most cases, characterised by negative skewness and platykurtic kurtosis. This pattern implies 

a higher probability of extreme values in the left tail of the distribution, reflecting an 

increased likelihood of price declines during such incidents. 

Table 2.1: Twelve cryptocurrency heists data range 

Platform  Data range 

Mt Gox February 23, 2014, to February 25, 2014  

Coincheck January 25, 2018, to January 27, 2018 

KuCoin September 24, 2020, to September 26, 2020 

PancakeBunny May 19, 2021, to May 21, 2021 

Poly Network August 9, 2021, to August 11, 2021 

Bitmart December 3, 2021, to December 5, 2021 

Wormhole February 2, 2022, to February 4, 2022  

Ronin Network March 28, 2022, to March 30, 2022 

Beanstalk April 15, 2022, to April 17, 2022 

Nomad August 1, 2022, to August 3, 2022 

Binance October 6, 2022, to October 8, 2022 

FTX November 10, 2022, to November 12, 2022 

Source: https://www.comparitech.com/crypto/biggest-cryptocurrency-heists/  
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Table 2.2: Descriptive statistics of Bitcoin prices in twelve cryptocurrency heists 

Platform  Obs Mean S.Dev. Min  Max Skew Kurt  JB ADF 

Mt Gox 4320 573.76 45.12 450.00 645.64 -0.45 -0.86 280.90***  -2.65 

Coincheck 4320 11186.00 274.12 10334.25 11723.02 -0.73 0.22 394.57***  -2.07 

KuCoin 4320 10617.59 151.40 10223.14 10802.32 -1.22 -0.14 1072.30***  -1.85 

PancakeBunny 4320 39379.49 1786.70 32600.00 43564.63 -0.77 0.49 467.58***  -2.98 

Poly Network 4320 45524.68 878.73 42844.25 46746.73 -1.50 1.32 1923.50***  -2.02 

Bitmart 4320 51350.70 3502.54 43781.92 57539.71 0.52 -1.35 521.40***  -0.94 

Wormhole 4320 37852.60 1163.26 36277.29 41702.14 1.15 0.59 1019.70***  0.093 

Ronin Network 4320 47372.66 288.08 46674.65 48184.74 0.15 -0.45 52.91***  -3.49**  

Beanstalk 4320 40314.85 171.33 39580.56 40704.14 -0.83 0.72 593.05***  -2.26 

Nomad 4320 23124.10 227.39 22673.61 23605.82 -0.04 -1.35 327.02***  -2.40 

Binance 4320 19803.66 312.85 19276.37 20437.75 0.21 -1.43 399.50***  -3.21* 

FTX 4320 16941.34 399.65 15678.51 18105.93 0.18 0.09 25.99***  -2.96 

The data source is from Cryptocompare; Skew: Skewness, it is a measure of symmetry; Kurt:  Kurtosis, it is a 

measure of whether the data are heavy-tailed or light-tailed relative to a normal distribution; JB: JarqueïBera 

test; ADF:  Augmented DickeyïFuller test; ***  At the 1% significance level; **  At the 5% significance level; *  

At the 10% significance level 

The descriptive statistics reveal abnormal distributional characteristics of Bitcoin prices 

around cryptocurrency heists, but do not capture the dynamic process of price changes. To 

address this limitation, Figure 2.1 presents Bitcoin returns before, during, and after each 

cryptocurrency heist, providing a direct view of the marketôs price response to these incidents. 

The results show that most cryptocurrency heists were accompanied by sharp fluctuations in 

Bitcoin returns, with the incident day typically marked by pronounced negative returns, 

indicating a broadly adverse market reaction to such extreme shocks. In contrast, the day 

before the incidents generally remained relatively stable, suggesting that cryptocurrency 

heists were largely unexpected rather than anticipated by the market. Post-event dynamics, 

however, reveal heterogeneous patterns: while major incidents such as Mt. Gox exchange, 

Coincheck exchange, and FTX exchange were followed by persistent negative effects and 

slower recovery, other incidents such as PancakeBunny platform or Ronin Network were 

quickly absorbed, with the market stabilising shortly afterwards. These findings highlight 

both the commonality of short-term panic-driven declines and the heterogeneity in impact 

severity. 
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Figure 2.1: Bitcoin returns before, during, and after each cryptocurrency heist 
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While the return figures illustrate the pronounced volatility in Bitcoin prices during 

cryptocurrency heists, such graphical analysis only captures the magnitude of price 

fluctuations and does not address the core question of how market efficiency evolves. The 

essence of market efficiency lies in whether information is rapidly and fully incorporated into 

prices. Hence, it is essential to apply methods that characterise the complexity and correlation 

structures of time series to systematically examine market efficiency and uncover the 

dynamic impact of cryptocurrency heists on Bitcoinôs market efficiency. 

2.3.2 Permutation Entropy Model 

The permutation entropy model is well-suited for analysing the impact of cryptocurrency 

heists on Bitcoinôs market efficiency. Its advantage is its high sensitivity to small changes 

within a time series (Zanin et al., 2012). Cryptocurrency market often exhibits rapid price 

fluctuations and behavioural changes when subjected to external shocks, such as 

cryptocurrency heists (Corbet et al., 2019b; Bhatnagar et al., 2023). Permutation entropy can 

capture these short-term fluctuations and disorders, reflecting the immediate market 

efficiency changes. If the Bitcoin market quickly absorbs the information and stabilises after 

a cryptocurrency heist, permutation entropy should be high, indicating that the market 

remains efficient. Conversely, if permutation entropy remains low for an extended period, 

indicating that market price changes are highly predictable, it suggests that market efficiency 

has been negatively impacted. Therefore, the permutation entropy model directly quantifies 

the changes in market efficiency before and after such events. 

Furthermore, the permutation entropy model does not rely on any specific probability 

distribution of the time series (Darbellay & Wuertz, 2000). The cryptocurrency market often 

exhibits complex and nonlinear behaviours, where price movements may not follow standard 

statistical distributions. The permutation entropy model provides the flexibility to measure 

market disorder and efficiency changes without assuming any particular distribution. 

Finally, since this chapter uses Bitcoinôs 1-minute price data as the variable, and the 

permutation entropy model is more effective at distinguishing time series when using prices 

rather than returns, it can be applied to non-stationary processes without the need to assess 

time series stationarity (Stosic et al., 2019). This means that when analysing the 

cryptocurrency market, there is no need for stationarity preprocessing (e.g. differencing or 

detrending), and we can directly apply permutation entropy to evaluate market disorder. This 

is particularly important for the rapidly changing cryptocurrency market, as it allows us to 
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capture the true dynamics of the market without being constrained by data preprocessing 

steps. 

Following Bandt and Pompe (2002), the permutation entropy under the embedding dimension 

ὲ (ὲ  ς) is as follows: 

Ὄὲ   ὴ“ὰέὫὴ“ ρ 

where Ὄὲ is the permutation entropy under the embedding dimension ὲ, the factorial of ὲ 

should be less than the number of samples. The value of the embedded dimension ὲ does not 

affect the trend of the permutation entropy. ὴ“ represents the probability of occurrence of 

each permutation. As usual, the ὰέὫ is base 2. 

Bandt and Pompe (2002) gave an example to explain how the model works. There is a 1-

dimensional time series dataset Ὓὸ: 

Ὓὸ τȟχȟωȟρπȟφȟρρȟσ ς 

Because the factorial of ὲ should be less than the data point (there are 7 data points in the 

dataset Ὓὸ), ὲ can be 2 or 3. Using ὲ σ, Ὓὸ will be divided into overlapping column 

vector matrix as follows: 

τ χ ω
χ ω ρπ
ω ρπ φ

    
ρπ φ
φ ρρ
ρρ σ

σ 

To show the ordinal rankings of the data, an ὲ-dimensional vector can be mapped into unique 

permutations “: 

“ πȟρȟςȟỄÎ ρ τ 

There are a total of six different possible permutations “ of a 3-dimensional vector: “

πȟρȟς, “ πȟςȟρ, “ ρȟπȟς, “ ρ ςȟπ, “ ςȟρȟπ, and “ ςȟπȟρ. For 

the column vector 
τ
χ
ω

, we have ὼ τȟὼ χȟÁÎÄ ὼ ω. Since ὼ ὼ ὼ, this column 

can be represented by the permutation “ πȟρȟς. For the column vector 
ω
ρπ
φ

, with ὼ

ωȟὼ ρπȟÁÎÄ ὼ φ, the order ὼ ὼ ὼ corresponds to the permutation “ ςȟπȟρ. 

Thus, the matrix (3) can be represented as follows: 
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π π ς
ρ ρ π
ς ς ρ

    
ρ ς
π π
ς ρ

υ 

The probabilities of occurrence of each permutation “ are as follows: ὴ“ ςȾυ, ὴ“

π, ὴ“ ρȾυ, ὴ“ π, ὴ“ π, and ὴ“ ςȾυ. Therefore, the permutation 

entropy under the embedding dimension (ὲ) 3 is:  

Ὄσ  
ς

υ
ÌÏÇ

ς

υ

ρ

υ
ÌÏÇ

ρ

υ

ς

υ
ÌÏÇ

ς

υ
ρȢυςς φ 

If the following number can be accurately predicted from the previous one, ὴ“ will be 1, 

resulting in Ὄὲ  being 0, indicating an inefficient market. Conversely, if there is no 

relationship between the numbers, permutation entropy will be higher. Hence, the greater the 

permutation entropy, the more efficient the market. This chapter normalises the permutation 

entropy model to confine its results within the 0 to 1 range. The normalised permutation 

entropy model can be written as: 

Ὄ ὲ ὌὲȾὰέὫὲȦ χ 

where Ὄ ὲ represents the normalised permutation entropy under the embedding dimension 

ὲ. If Ὄ ὲ equals 1, it signifies an efficient market. Conversely, if Ὄ ὲ equals 0, it indicates 

an inefficient market. Ὄ ὲ equals the permutation entropy Ὄὲ divided by the maximum 

value of permutation entropy ὰέὫὲȦ, and the ὰέὫ is base 2. 

2.3.3 ComplexityïEntropy Causality Plane 

Although permutation entropy can assess the complexity of time series data, it does not 

account for its correlation structure. Additionally, the permutation entropy model cannot 

distinguish between varying degrees of periodicity and chaos or reveal information about 

probability distributions. The Complexityïentropy causality plane (Lamberti et al., 2004) 

addresses these issues with two parameters that reveal complementary information about a 

time series: (i) normalised permutation entropy measures a processôs unpredictability, while 

(ii) JensenïShannon statistical complexity assesses the extent of privileged fluctuations for a 

given entropy level. Calculating these two quantities provides insights into the distribution of 

fluctuation patterns and the degree of correlation between these fluctuations (Zunino et al., 

2010). The JensenïShannon statistical complexity ὅ ὲ can be shown as: 
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ὅ ὲ ὗ ὲȟὲ Ὄ ὲ

ὗ ὲȟὲ ὗ Ὄ
ὲ ὲ

ς

Ὄὲ

ς

Ὄὲ

ς

ψ 

where ὗ ὲȟὲ  is a measure of disequilibrium and ὗ ὲȟὲ ᶰπȟρ. ὗ  is a normalisation 

constant, which equals the inverse of the maximum possible value of Ὄ ὲ ὲ Ⱦς

ὌὲȾς Ὄὲ Ⱦς. ὲ ρȾὲȦȟỄȟρȾὲȦ is the uniform distribution. ὅ ὲ captures the 

fundamental dynamics and differentiates between varying degrees of periodicity and chaos. It 

offers valuable insights into the characteristics of the underlying probability distribution, with 

ὅ ὲ ranging from 0 to 1. Based on the range constraints of Ὄ ὲ and ὅ ὲ, we can plot 

the Complexityïentropy causality plane (Figure 2.2). 

Based on the work of Zunino et al. (2010), the Complexityïentropy causality plane provides 

a model-independent diagnostic tool that overcomes the limitations of traditional approaches. 

JensenïShannon statistical complexity is not a simple function of entropy; rather, it is derived 

from the divergence between the systemôs actual distribution and the uniform distribution, 

thereby capturing non-randomness and revealing the presence of ñprivileged statesò or 

ñordered structuresò within the series. In contrast, variance-based or GARCH-type models 

can capture changes in volatility and correlation structures but cannot reflect the degree of 

organisation in the underlying probability distribution. Therefore, JensenïShannon statistical 

complexity can distinguish randomness, correlations, and structural patterns within a unified 

framework, which information that conventional indicators such as GARCH or the Hurst 

exponent are unable to provide. 
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Figure 2.2: The Complexityïentropy causality plane 

 

The market efficiency at a certain time can be plotted on this plane by the coordinates of normalised 

permutation entropy (X-axis) and Jensen-Shannon statistical complexity (Y-axis). The X-axis measures 

unpredictability in the market, while the Y-axis measures complexity. If the coordinates are closer to the lower 

right, it indicates higher entropy, lower complexity, and high market efficiency. Conversely, if the coordinates 

are closer to the upper left, it suggests lower entropy, higher complexity, and lower market efficiency. 

According to the EMH, efficient markets should correspond to higher entropy and lower 

complexity (Zanin et al., 2012). When specific temporal patterns exist in a series, its position 

will deviate from the ideal point associated with a completely random process. Thus, the 

extent of deviation from this ideal point can be used to measure market inefficiency. The 

empirical findings of Zunino et al. (2010) demonstrated that the Complexityïentropy 

causality plane can robustly differentiate between developed and emerging markets. 

Developed markets cluster near the ideal random position (high entropy, low complexity), 

whereas emerging markets exhibit lower entropy and higher complexity, reflecting stronger 

long-range correlations and fat-tailed distributions. This suggests that the level of market 

development is closely aligned with its position on the plane, forming a downward trajectory 

from the upper left to the lower right. Such a trajectory not only reveals the evolutionary path 

from inefficient to efficient markets but also indicates that inefficiency primarily stems from 

correlations rather than distributional features alone. 
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Overall, the Complexityïentropy causality plane offers a visual representation of market 

conditions, enabling an intuitive assessment of the marketôs current state and its response to 

external shocks based on positioning points on the plane. Positions in the lower right denote 

an efficient market characterised by high entropy and low complexity, indicating high market 

efficiency. Conversely, positions in the upper left signify an inefficient market with low 

entropy and high complexity, suggesting the presence of predictable patterns and reduced 

efficiency. By observing how points on the plane shift over time, especially before and after 

cryptocurrency heists, we can visually track changes in market efficiency. 

2.4 Empirical Results 

2.4.1 Detection of Bitcoinôs Market Efficiency 

Since the calculation of permutation entropy and complexity does not require differencing or 

detrending, the raw 1-minute Bitcoin price data are used directly. The dataset is divided into 

consecutive non-overlapping hourly windows (e.g., 00:00ï00:59, 01:00ï01:59). For each 

window, all 1-minute observations within the hour are retained, and permutation entropy and 

complexity of that hour are calculated based on the resulting sequence. This approach allows 

us to capture the information dynamics at the hourly level.  

Figure 2.3 presents the Complexityïentropy causality plane (sub-figures a.1, b.1, c.1, é) and 

permutation entropy changes (sub-figures a.2, b.2, c.2, é) for twelve cryptocurrency heists. 

Permutation entropy is calculated with an embedding dimension of 3. In the Complexityï

entropy causality plane, the red dots represent the hourly distribution of Bitcoinôs market 

efficiency the day before the cryptocurrency heist, green squares represent the day of the 

cryptocurrency heist, and blue triangles represent the day after. Points closer to the upper left 

corner indicate lower market efficiency, while those near the lower right corner indicate 

higher efficiency. The permutation entropy figure illustrates the level of disorder in the 

Bitcoin market on the day before (red), the day of (green), and the day after the 

cryptocurrency heist (blue). A higher permutation entropy signifies greater disorder, while a 

lower value indicates less disorder. The results show that Bitcoinôs market efficiency 

fluctuated before, during, and after these cryptocurrency heists, aligning with the AMH, 

which suggests market efficiency changes in response to external events. 

In most cases during and after cryptocurrency heists, the complexityïentropy points are 

located in the upper left corner, indicating high complexity and low permutation entropy, 
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signalling low market efficiency. This supports AMH: investor sentiment and behavioural 

inadaptability could temporarily weaken price discovery and lower market efficiency during 

shocks like cryptocurrency heists. In the nine cryptocurrency heists, including Coincheck 

(Figure 2.3 b.2), KuCoin (Figure 2.3 c.2), Poly Network (Figure 2.3 e.2), Bitmart (Figure 2.3 

f.2), Wormhole (Figure 2.3 g.2), Beanstalk (Figure 2.3 i.2), Nomad (Figure 2.3 j.2), Binance 

(Figure 2.3 k.2), and FTX (Figure 2.3 l.2), Bitcoinôs permutation entropy dropped 

significantly during or after the cryptocurrency heists, showing a sharp decline in efficiency. 

In the six cryptocurrency heists (Coincheck, Poly Network, Bitmart, Wormhole, Nomad, and 

Binance), this drop was particularly evident during the cryptocurrency heists, reflecting the 

maladaptive behaviours of investors when faced with significant uncertainties and the 

asymmetry of market information. 

According to AMH, market efficiency fluctuates in response to shocks as investors fail to 

adapt to changing environments. When a cryptocurrency heist occurs, the sudden uncertainty 

and chaos make it difficult for investors to quickly process, understand, and analyse the new 

information related to the incident. This delay in information processing hinders investors 

from making rational decisions, often leading to emotional reactions like panic selling or 

buying, causing prices to deviate from their true price and further declining market efficiency. 

As the market gradually absorbs the information and investors adapt to the new environment, 

efficiency may recover. The findings highlight the dynamic nature of market adaptation and 

the significant impact that cryptocurrency heists have on investor behaviour and market 

mechanisms. 
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Figure 2.3: The Complexityïentropy causality plane and permutation entropy for the twelve 

cryptocurrency heists 
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In sub-figures a.1, b.1, c.1, é, coordinates located closer to the lower right corner indicate higher entropy, lower 

complexity, and thus higher market efficiency, whereas those positioned closer to the upper left corner reflect 

lower entropy, higher complexity, and lower market efficiency. In sub-figures a.2, b.2, c.2, é, higher 

permutation entropy corresponds to higher levels of market efficiency. 

Notably, the Complexityïentropy causality plane for the Mt. Gox exchange heist (Figure 2.3 

a.1) differs from other incidents. After the Mt. Gox exchange heist, most complexityïentropy 
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points shifted to the lower left corner, and permutation entropy (Figure 2.3 a.2) dropped to 

zero for 19 hours over three days, indicating a severe decline in market efficiency. As the 

worldôs largest Bitcoin exchange at the time, the Mt. Gox exchange heist resulted in the loss 

of approximately $450 million in Bitcoin, around 7% of the global Bitcoin supply. This 

incident triggered market panic, leading to mass sell-offs and significant price volatility. 

AMH highlights that market efficiency fluctuates as participants adapt to shocks. The Mt. 

Gox exchange heist, being the first large-scale hacking incident, disrupted the usual 

information-processing mechanisms. Investor panic and emotional reactions caused 

information transmission and price discovery to fail, leading to a sharp decline in market 

efficiency. Over time, the market may readjust and recover, but the initial drop in efficiency 

aligns with the dynamic efficiency characteristics outlined in AMH. 

Moreover, Bitcoinôs market efficiency did not significantly decrease during or after the 

PancakeBunny platform and Ronin Network heists. This may be because investors focused 

more on the tokens directly affected during these heists. In the PancakeBunny platform heist, 

hackers manipulated Binance Coin to steal approximately $200 million, while in the Ronin 

Network heist, they stole 173,600 Ethereum, totalling $620 million (Tsihitas, 2025). 

Subsequently, this chapter examines whether investors will pay more attention to Binance 

Coin and Ethereum than Bitcoin during these two cryptocurrency heists. This chapter collects 

1-minute price data for Binance Coin and Ethereum from Cryptocompare and calculates their 

hourly permutation entropy. Figure 2.4 shows that the permutation entropy of Binance Coin 

and Ethereum fluctuated and dropped significantly during and after these two cryptocurrency 

heists. 

While such cryptocurrency heists can affect the market efficiency of cryptocurrency markets, 

this impact varies across different tokens. For example, Ethereum was the most affected 

token in the Ronin Network heist; hence, its market efficiency changed significantly as 

investors focused more on the directly impacted tokens and adjusted their holdings 

accordingly. In contrast, although Bitcoinôs market efficiency also fluctuated during this heist, 

its volatility was much lower than that observed in the Ethereum market. 
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Figure 2.4: The permutation entropy of Binance Coin in PancakeBunny platform heist and 

Ethereum in Ronin Network heist 

 

 

Permutation entropy is calculated with an embedding dimension of 3. The sub-figures (a) and (b) illustrates the 

level of disorder in the Binance Coin and Ethereum market on the day before (red), the day of (green), and the 

day after the heist (blue). The higher the permutation entropy, the higher the market efficiency. 




























































































































































































































































































































