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Abstract

Cryptocurrency heists have become an increasingly frequent and disruptive phenomenon,

raising concerns about their broader impact on the cryptocurrency market. This thesis uses an

event study approach, using various cryptocurrency heists as case studies to systematically

examine the impact of cryptocurrency heists on the cryptocurrency market. The first study
investigates the |1 mpact of cryptocurrency
Adaptive Market Hypothesis (AMH) framework. Using permutation entropy and the
Complexitfjent r opy causality pl ane, t he study
significantly on and immediately after most major cryptocurrency heists, highlighting the
impact of security breaches on Bitcoin market stability and further supporting the notion that
Bitcoin market efficiency evolves in response to changes in the external environment. The
second study examines the bidirectional predictive relationship between Bitcoin price and
investor sentiment using the Cryptocurrency Fear & Greed Index (CFGI). Aveigang
Granger causality analysis around the KuCoin exchange heist reveals that while no
significant feedback loop exists before this heist, a strong sentpnieatinteraction emerges
afterwards. This intensified sentimgurice predictive relationship suggests that heightened
uncertainty following a heist amplifies investor reactions, creating price declines and market
panic. The third study extends the analysis to decentralised finance (DeFi), assessing liquidity

shocks and spillover effects by lewequency price impact measures and the Quantile VAR

mo d e | from six major DeFi hei sts. Findings

DeFi tokens experience severe liquidity declines, spillover effects on mainstream DeFi tokens
remain limited, suggesting some degree of DeFi market stability. This thesis contributes to

the literature by demonstrating that cryptocurrency heists significantly impact market stability

and investor behaviour. The findings emphasise the importance of robust security measures,

crisis management, and governance improvements to mitigate risks in the cryptocurrency

market
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Chapter 1 Thesis Introduction

1.1 ThesisBackground

Cryptocurrency is a digital asset designed to function as a medium of exchange, using
cryptographic technology to secure transactions, control the creation of new units, and verify
asset transfergCorbet et al., 2018). Unlike traditional financial systems that rely on
centralsed institutions such as banks and governments, cryptocyrreperate on
decentrabed networks, primarilyusing blockchain technologyDorofeyev et al., 2018;
Ghoshet al., 2020;Hardle et al., 2020) This decentradation offers several advantages,
including lower transaction costs, enhanced privacy, global accessibility, and financial
inclusion for individuals without access to traditional banking seriCéen& Bellavitis,

202Q Ozili, 2022;Hayes 2029. For example, in countries witm underdeveloped banking
infrastructure, individuals can use cryptocurrencies to send and receive payments without
relying on traditional banks. In Venezuela, where hyperinflation has severely devalued the
national currency, mangitizens have turned to Bitcoin and other cryptocurrencies to
preserve wealth and conduct transactions beyond the reach of govermpesed capital
controls(Mills, 2024).

Since Bitcoin was first introduced by Satoshi Nakamoto (2008), more than 9,000
cryptocurrencies have emerged, including Ethereum, Ripple, Binance Coin, and Solana. As of
2024, the total market capitalisation of cryptocurrencies has reached approximately $3.18
trillion (CoinMarketCap, 2024)Over the past decade, academic research on cryptocurrenc
has expanded rapidly, exploring various aspects of this emerging financial eco§ysitket.

et al. (2019a) conducted a comprehensive review of cryptocurrency studies published
between 2014 and 2018 and found that market efficiency had received the greatest attention,
accounting for 26 of the 104 papers reviewed. This was followed by research on the
cryptocurrency structure (18 papers), as well as studies on price dynamics and diversification,
which comprised 12 and 11 papers, respectively. More recently, Alnagid&oncalves

(2024) classified the body of research on the microstructutlgeafyptocurrency markeip

to 2021, showing that topics such as market efficiency, liquidity, volatility, uncertainty, price
behaviour, connectedness, and investment attributes have continued to attract significant
academic interest. This sustained attention is largely driven by the inconsistent and often
contradictory findings across studies regarding the microstructural characteristice of

cryptocurrency market.



The analysis ofcryptocurreng& market efficiency is predominantly anchored in the
framework of the Efficient Market Hypothesis (EMH)e EMHposits that asset prices fully
and immediately reflect all available information (Fama, 1970). EMH is commonly classified
into three forms according to the type of information incorporated into prices: the weak form,
which states that prices reflect all historical price and return information; thestemg

form, which holds that prices adjust rapidly to all publicly available information; and the
strong form, which asserts that prices fully incorporate both public and private (insider)
information. Early evidence generally supports a high level of efficiency in most developed
markets, where returns are generally found to be largely unpredictable based on past price
information (Lim, 2007; Hull & McGroarty, 2014; Rizvi et al., 2014; Ali et al., 2018). By
contrast, studies focusing on emerging markeport a weak fornof efficiency, suggesting
greater return predictability and slower information incorporation (Huang, 1995; Lee et al.,
2001; Cajueiro & Tabak, 2004; Jin, 2Q0®foque et al., 2007

In the cryptocurrency marketJrquhart (2016) applied a series of randomness tests and
demonstrated that the Bitcoin market was inefficiegtween August 1, 2010, and July 31,

20146 although such inefficiencies tended to diminish over time. Similarly, Kang et al. (2022)
found that speculative trading contributed
studies employing multifractality analysis of time series (Bariviera, 2017; AhRaezirez et

al., 2018; Alyahyaee et al., 2018; Jiang et al., 2018; Takaishi, ;201 al., 2022; Kakinaka

& Umeno, 2022) also suggest that the Bitcoin markatefficient However some evidence

indicates weakform efficiency. Nadarajah and Chu (2017) and Tiwari et al. (2018) reported

that Bitcoin may exhibit weatorm efficiency, while Zargar and Kumar (2019) found that
low-frequency Bitcoin returns followed a memdegs random process during 2020618.
Nevertheless, they cautioned that traders could still obtain abnormal returns through high
frequency speculative strategi€8v er al | , these conflicting fi:1
market efficiency is not static but evolves in response to changes in market conditions.
Differences in methodological approaches, sample periadd, marketenvironments

contribute to varying empirical results across studies.

This has prompted scholars to study market efficiency from a dynamic perspkbtiveia

and Pattanayak (2018), Stosic et al. (2019), and Khursheed et al. (2020) showed that the
efficiency of Bitcoin and other major cryptocurrencies fluctuates between efficient and
inefficient states over time, with efficiency tending to deteriorate during periods of market

turbulence and to improve under more stable conditions. In addition, Mensi et al. (2019a,

2



2019b, 2019c) demonstrated that inefficiency is more pronounced tweenyptocurrency
marketis declining, while it appears to subside during bullish phases. Mokni et al. (2024)

employed theadjusted market inefficiency magnitude (AMIM) metric and a quantile

regression model to further confimthetiwear yi ng behavi our of. Bitcoc

Existing studieshavealso identified several key factors that influence the evolution of market
efficiency. For example, improvements in liquidity (Brauneis & Mestel, 2018; Wei, 2018;
Al-Yahyaee et al., 2020; Takaishi & Adachi, 20R@kni et al, 2024), the development of
derivatives markets (Kochling et al., 2019; Ruan et al., 2021), and strengthened regulatory
oversight (Alexander & Heck, 2020) have all been shown to enhance the efficiency of the
Bitcoin market. Therefore, market efficiency should be understood from a dynamic rather

than a static perspective.

Similarly, the liquidity of the cryptocurrency market has continued to receive sustained
attention from scholarsLiquidity represents one of the fundamental attributes of financial
markets, reflecting the ease with which assets can be traded without generating significant
price movements. A liquid market supports efficient price discovery, reduces trading frictions,
enables effective risk sharing, and strengthens investor confidence (Amihud & Mendelson,
1986; Pastor & Stambaugh, 2003). In contrast, illiquidity tends to amplify pricing deviations,
heighten trading frictions, and, in extreme cases, contribute to systemic vulnerabilities
(Brunnermeier & Pedersen, 2009). Consequently, liquidity has become a central dimension
for understanding market quality, return dynamics, and investor behaviour (Chordia et al.,
2000). A substantial body o$tudieshasexamined liquidity through the lens of information
asymmetry, which is regarded as a key determinant of trading conditions

Akerlof (197) proposedthat when one party possesses superior information, adverse
selection problems arise, discouraging uninformed participants from trading, thereby
reducing market activity and depth. Extending this insight to financial markets, Grossman
and Stiglitz (1980) argued that information can never be fully reflected in prices, as the cost
of acquiring information ensures a persistent imbalance between informed and uninformed
traders. This informational disparity generates uncertainty forindssned traders, causing

them to trade more cautiously and withdraw liquidity from the matkgte (1985) further
formalised the strategic interaction between informed and uninformed traders, showing that
informed traders exploit their informational advantage gradually to avoid revealing it, while
uninformed traders face higher valuation uncertainty and reduce their trading aggressiveness.

This behaviour slows the incorporation of information into prices and diminishes the

3



willingness of uninformed traders to supply liquidity. Glosten and Milgrom (1985) directly
linked information asymmetry to liquidity provision by demonstrating that market makers
widen spreads to protect themselves against losses when trading withinbeteed
investors. As information asymmetry increases, market makers require greater compensation

for adverse selection risk, raising trading costs and reducing liquidity.

Collectively, thesefindings show that information asymmetry reduces the willingness of
uninformed participants to trade, increases the cost of supplying liquidity, and ultimately
weakens market liquidityEmpirical evidence from traditional markets demonstrates that
information disparities between informed and uninformed traders are closely linked to
liquidity fluctuations, market participation, and asset price dynamics (Stoll, 1989; Hasbrouck,
1991;Brennan& Subrahmanyal996 Huang & Stoll, 1997Chordia et a].200Q Easley et

al, 2002 Pastor& Stambaugh2003). These studies collectively underline that liquidity
conditions are strongly shaped by the information environment and that information

asymmetry plays an integral role in explaining variations in market functioning.

Information asymmetry is particularly pronouncedthe cryptocurrency market owing to
decentralisation, limited disclosure requirements, and the anonymity of market participants
(Othman et al., 2019; Park & Chai, 2020; Alfieri et al., 2025). The fragmented nature of
trading across numerous exchanges further contributes to information frictions, which can
lead to pricing discrepancies and arbitrage opportunities (Makarov & Schoar, 2020).
Evidence also suggests that informed trading plays a measurable role in cryptocurrency
pricing, as informatiotbased trading components have been found to correlate positively
with return volatility and negatively with several liquidity metrics (Tinic et al., 2023).
Moreover, information asymmetry has been shown to weaken liquidity in token issuance
markets, particularly during periods of security shocks such as cyberattacks, with tokens
issued on the same blockchain as the attacked asset being disproportionately affected
(Manahov & Li, 2025c). The majority of empirical findings further suggest that
cryptocurrencies exhibit lower liquidity and more fragile trading conditions relative to
traditional financial assets (Loi, 2018; Corbet et al., 2019a; Smales, 2019; Trimborn et al.,
2020). Taken together, this literature establishes information asymmetry as a crucial
theoretical foundation for understanding the liquidity characteristiahetryptocurrency

market.



As the cryptocurreng hasemerged as a new asset class with a rapidly expanding range of
cryptocurrenies scholars have increasingly examined the level of interconnectedness
between cryptocurrencies and traditional financial assets, as well as across cryptocurrencies
themselves,to understand patterns of risk transmission and spillover effeCke
interconnectedness among assets is not only a reflectionmabeements but also reveals

how information and shocks propagate across markéésbrouck (1995) introduced a
framework to quantify the contribution of different markets to price discovery, demonstrating
that some markets lead in incorporating information while others follbws. highlights that

price discovery is not confined to individual markets; rather, it is a collective process shaped
by the interaction and relative informational dominance of different trading venues. As a
result, the degree of connectedness between markets reflects the efficiency -ofarkets
information transmission and the level of market integra{Baele 2005). While price
discovery models explain how information diffuses across markets, they do not fully capture
the transmission of shocks and volatiliiebold and Yilmaz (2012) later formalised this
notion by proposing a connectedness framework to measure the extent and direction of return
and volatility spillovers across markets, offering a broader perspective onnuaosst
interdependenceThese approaches have since been widely used to assess the degree of
interdependence between financial mark8@marakoon2011;Dhanarajet al., 2013; Zhang

et al.,, 2017;Raddant& Kenett 2021; Hoqueet al., 202%, offering a useful lens through
which to examine cryptocurrency market linkages.

Research examining interconnectedness within cryptocurrency markets generally provides
evidence of return and volatility spillovers across majorptocurrenes. Before 2017,
Bitcoinds price dynamics appeared relativel
cryptocurrenciesZ i fndi al., 2019). HowevelKumar and Anandarao(2019 found that
spillover effects strengthened substantially after 2@idwere further amplified following

major market events such as Chinese regulatory interventions and the creation of Bitcoin
Cash in 2018 (Zeng et al., 202Carimi et al., 2023 The later studiesuggest a high level of
co-movement and contagion within the market]icating that shocks in one cryptocurrency

can rapidly transmit to other€¢rbet et al., 2018 Tiwari et al., 2020; Shahzad et al., 2021).
More recent findings indicate that Ethereum has increasingly assumed a leading role as a
transmitter of volatility within the crypturrency network, frequently driving spillover
effects across the market (Kumar et al.,, 202B)terestingly, smallecapitalisation
cryptocurrencies have also been shown to exert influence on angjtocurrenciegHuynh



et al., 2020), suggesting a nbrerarchical and evolving dependency structure within the
cryptocurrencynetwork However, the degree of interconnectedness among cryptocurrencies
IS not consistent across studies. Some evidence indicates that major cryptocurrencies exhibit
weak correlations and lack a common lang trend (GHAlana et al.,, 2020Kostika &
Laopodis, 202)) and no clear leddhag relationship between Bitcoin and Ethereum has been
identified during certain periods (Sifat et al., 2019). Consequently, an increasing number of
scholars recognise that cryptocurrency connectedness isvdiryi@g, strengthening during
periods of market stress and weakening in calmer market conditions (Antonakakis et al., 2019
Aslanidis et al., 2019

Studies exploring the linkages between cryptocurrencies and traditional financial assets
present mixed evidend@delopo & Luo, 2025) Kalyvas et al.(2021) identified positive

return cemovements between cryptocurrencies and technology or clean energy indices,
especially when market sentiment strengthens. Spillover effects from cryptocurrencies to
commodities and equity markets have also been documented, with Bitcoin influencing
precious metals, equities, and certain currency markKetrkd, 2019 Rehman, 202Elsayed

et al., 202). Evidence further shows that cryptocurrencies can both transmit and receive
information flows from global marketsor example, the US oil index acts primarily as a
spillover recipient, whereas the European oil index serves as a source of information to the
cryptacurrency market (Huynh et al, 2022). However, other studies characterise
cryptocurrencies as relatively segmented from traditional financial mafketsexample,
Aslanidis et al(2019 repored weak or insignificant correlations between cryptocurrencies
and conventional assets, including bonds, equities, gold, and broad financial indices. No
cointegration relationship has been identified in many cases (Corbet et ab; Gii8lana

et al., 2020), supporting the view that the cryptocurrency may serve as a potential
diversification instrument, particularly for commodity risk (Milunovich, 2018; Giudici &
Abu-Hashish, 2019Huynh et al., 202).

Beyond market efficiency, liquidity, and interconnectedness, several other redieactions

have contributed to a broader understandingthe cryptocurrency market. A widely
established finding is that cryptocurrencies exhibit pronounced vold@itgung et al., 2015

Wu et al, 2022), with substantial heterogeneity across cryptocurrencies in terms of return
behaviour, regime dynamics, and sensitivity to external sh@Blkgoui et al., 2020
particularly during periods of geopolitical tension or major news eV@ytan et al., 2019

Katsiampa, 20118 Cheng& Yen, 2020). Building on this, scholars have sought to explain
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and predict return patterns itme cryptocurrency market. Evidence shows that various
measures of market uncertainty and rslkch as economic policy uncertairfemir et al.,
2018;Cheng & Yen, 202)) volatility indices(Panagiotidis et al., 2019and size and reversal
factors(Shen et al., 2090 offer greater explanatory and predictive power than traditional
assefpricing models. There is also evidence that simple firésed indicators, including
previous closing prices and recent high prices, possess predictive power for future returns
(Yang & Zhao, 202l These return dynamics have been linked to speculative behawithur,
several studieslocumenting the presence of price bubbleghia cryptocurrency market,
reinforcing the view that price formation is often driven by speculation rather than
fundamentalgPhillips et al., 2011201%; Baek& Elbeck 2015 Corbet et al., 2018 Fry,
2018;Hafner, 2020)What is morgsomestudieshaveexamined the investment properties of
cryptocurrencies. Findings suggest that they may provide diversification benefits relative to
traditional financial asset{€orbet et al., 2018 Giudici & Abu-Hashish, 2019Kurka, 2019
Gil-Alana et al., 202)) particularly for cryptocurrencies with higher market capitalisation and
liquidity (Wang et al., 2019 In certain cases, Bitcoin has also demonstrated hedging
capabilities against geopolitical risidysan et al.,, 2019; Kurka, 201%nd inflation
expectationgBlau et al., 20211

Despite significant progress in understanding the financial characteristicsheof
cryptocurrency market, one critical dimension remains notably underexplored: the impact of
hacking events on market functioning. Unlike traditional financial systems, cryptocurrency
trading operates under a decentralised and irreversible structure with weak regulatory
oversight and limited investor protection, rendering the market highly vulnerable to security
breaches and cyberattacks (Corbet et al., 2019a). Once a sboeaity or theft occurs, the
stolen assets are typically irretrievable, which can rapidly erode investor confidence and
trigger spillover effects across tokens and trading platforms (Manahov 2028a, 2025b).

As the cryptocurrency market has expanded rapidly, security risks have intensified,
particularly with the growing frequency of cryptocurremgists(Barnes, 2018; Gandal et al.,
2018; Corbet et al., 2020a; Corbet, 2021; Chen et al., 20B8%e incidents involve hackers
exploiting vulnerabilities n cryptocurrency exchanges, wallets, and decesedhlfinance
(DeFi) platforms to steal large amounts of digital ass@te of the most weknown cases is

the Mt. Gox exchange theft in 2014. This was the first laggde hacking attack on a
cryptocurrency exchange and remains the largest Bitcoin theft suffered by an exchange to
date. The platform had been losing funds since 2011, but the theft was only discovered in



February 2014. Over the years, hackers stole 100,000 Bitcoins from the exchange itself and
750,000 Bitcoins from its customers. At that time, these Bitcoins were valued at $470 million,
but today, their value would be approximate8A8 billion. Shortly after the hack, Mt. Gox
exchangeentered liquidation proceedin@gdunter, 2024)Figure 11 shows that since 2021,

the frequency of cryptocurrendyeistshas significantly increased, with a particular focus on
attacks targeting DeFi platforms. For instance, before 2021, the average number of
cryptocurrency heists per month did not exceed 10. However, since 2021, this figure has
doubled, reaching an average of 20 cryptocurrency heists per month, with attacks on DeFi
platforms accounting for more than half of them. July 2023 alone, the number of
cryptocurrency heists surged to nearly 50, with almost 30 specifically targeting DeFi
platforms.To date, hackers have stolen over $12 billion in funds. If hackers were to retain all
the cryptocurrency they had stolen and cash it out, their wealth would amount to
approximately $50 billiorfTsihitas, 2025)

Figure 1.1: Number of cryptocurrenciyeistsbetween 2011 and 282

Total # of Heists Actual Amount Stolen (USD) Equivalent Stolen Today (USD)
1,033 12,881,461,261 50,854,151,552

# of attacks by month & year

2011 2012 2013 | 2014 |2015| 2016 | 2017 2018 2019 2020 2021 2022 2023 2024 20
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During the early stage of my doctoral research, Jagthored a study with one of my
supervisors that examined how cryptocurrency heists affected the performance of tourism
tokens (Manahov & Li, 2024). This preliminary work provided the empirical evidence that
hackingincidentssignificantly influence investor behaviour within a specific segment of the
cryptocurrency market. However, as | expandedghidyand reviewed the wider literature,

it became apparent that academic attention to cryptocurrbaists remained limited,
fragmented, and insufficiently integrated into mainstream discussions of cryptocurrency
market microstructureExisting studies predominantly examine market behaviour under
normal market conditions or during macroeconomic or geopolitical shocks, yet offer limited
insights into how extreme, endogenous events such as cryptocuh@istsdisrupt market
functioning. Thesecryptocurrencyheistsare fundamentally different from external shocks
because they directly undermine trust in the decentralised financial system and challenge the
security of the decentralisation system. Existing studies panearily focused on shoterm

price responses to hacking incidef®orbet et al., 2020aHu et al., 2020; Grobys, 2021;

Chen et al., 2023; Uma2021,2025) with limited attention to their broader implications for
market efficiency, liquidity, and the transmission of shocks across cryptocasemd
platforms. A deeper examination of these mechanisms is therefore essential to understand
how security breaches reshape market functioning and to identify vulnerabilities within the
cryptocurrency ecosystem. This research gap forms the starting point of this ahesis
motivates the development of the research agenda explored in the subsequent chapters.

1.2 ThesisM otivation

The growing prevalence of cryptocurrency heists has raised questions about how security
vulnerabilities within decentralised financial ecosystems impact market behaviour. Given that
cyberattacks have become a frequent occurrence in the cryptocurrency market, understanding
their effects extends beyond the realm of security concerns, becoming an important issue that
influences market dynamics, asset pricing, liquidity, and ept$orm spillover effects.
Theseincidentsprovide a unique lens through which we can examine how the cryptocurrency
market responds to endogenous shocks originating from within the system. However, despite
the increasing frequency and scale of cryptocurrency heists, there is still limited empirical
evidence in the academic literature regarding the extent and scope of their impact. This
research gap highlights the need for a more comprehensive investigation into the financial

consequences of security breaches in the cryptocurrency market.



This thesis focuses on Bitcoin due to its dominant position in the cryptocurrency market, high
liquidity, and role as a benchmark asset ttatbetter reflect overall cryptocurrency market
dynamics compared to smaller, less liquid tokéhstonakakiset al., 2019 Most scholars

classify Bitcoin as a financial asset rather than a currency. For example, Luther and White
(2014) argued that Bitcoinds price instabil
Similarly, Yermack (2@4) found that Bitcoin fails to fulfil the fundamental functions of a
currency, namely serving as a medium of exchange, a store of value, and a unit of account.
Bitcoin® high volatility introduces significant shadrm risks compared to traditional fiat
currencies. Baek and Elbeck (2015) further contended that Bitcoin is better understood as a
financial asset, given its speculative nature and price being largely driven by market

participants rather than intrinsic value.

Given Bitcoirs classification as a financial asset, understanding its market efficiency
becomes particularly important. Market efficiency determines whether asset prices accurately
reflect all available information, which is essential for price discovery, risk management, and
investment decisiemaking (Fama, 1970Malkiel, 2003. As Corbet et al. (2019a) have

stated, Bitcoifs market efficiency has been one of the most widely studied topics in the field

of cryptocurrency researciMo s t empirical studies indicate
inefficiencies(Urquhart 2016;Bariviera 2017;AlvarezRamirez et al 2018; Al-Yahyaee et

al., 2018) However, as the market matures through improvements in liquidity, the adoption

of derivatives, and increased regulatory oversitig,Bitcoin markethasthe potential to

become more efficient over tinfBrauneis& Meste| 2018;Wei, 2018;Shanaev et gl2020;

Takaishi & Adachi 2020; Shynkevich 202]). Therefore, based on the curresrnpirical

findings, we can infer that Bitcoi market efficiency is not fixed but rather evolves in
response to changes in the external environment. While Bitcoin market efficiency has been
widely studied, the impact of cryptocurrency heists on its efficiency remains underexplored.
Analysing Bitcoinds mar ket efficiency foll ow
their effects on market dynamics, providimyestorswith clearer investment insights while

offering valuable guidance for regulators in formulating more effective policies to maintain

market stability.

Existing literature on Bitcoi® market efficiency has primarily examined it through the lens
of the EMH. However, a key limitation of this approach is that it views market efficiency as a
static concept, assuming that markets are either fully efficient or entirely inefficient, which is

inconsistent with the constantly evolving market environment and investor behaviour. As
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previous empirical studies have shown, Bitec
market conditions. Therefore, market efficiency should be regarded as a dynamic concept that
adapts to changing conditions (Lo, 2004). Based on this assumption, it is essentials® analy
how Bitcoinds mar ket efficiency evolves bef
dynamic perspective to provide a more comprehensive assessment of their impact on market

efficiency.

| f Bitcoinds market efficiency is affected
further explore the potential driving factors behind these efficiency changes in the context of
suchincidents Behavioural finance theory (Shleifer, 2000; Barberis & Thaler, 2003) suggests
that during extreme markencidents investors may engage in paiidven trading,
exacerbating market inefficiencid¥eviousstudieshaveshown that investor sentiment plays

a crucial role during black swan events in financial marKEtsher & Statman 2000;
Zouaoui et al., 2011; Chundakkadar& Nedumparambjl 2022; Hsu & Tang 2022) It is
reasonable to hypothasithat sentiment is also a key factor influencBitcoin& market
efficiency following cryptocurrency heists. Fedniven or panidnduced emotional reactions

can exacerbate inefficiencies and prolong market instability. For instance, panic selling may
lead to excessive volatility and cause prices to deviate from their fundamental (Bekes

& Ricciardi 2014;Lal et al., 2024)Additionally, sentimentriven trading reduces liquidity
(Chiuet al., 2018Dunham& Garcig 2021)as investors hesitate to participate in the market
during heightened uncertainty, further impairing efficiency. In such an environment,
misinformation and herd behaviour can spread rapidly, distorting price discovery and
delaying market stabgation. Given the significant influence of sentiment on trading
behaviour,investigatingthe interaction between price movements and investor sentiment

during cryptocurrency heists is essential.

Finally, considering that DeFi has become a crucial component of the cryptocurrency market
it is important to acknowledge that while decentralisation may improve financial efficiency, it
also introduces significant vulnerabilities to security breachesrecent years, hacking
attacks have increasingly targeted DeFi platforms, yet the existing literature has paid limited
attention to how the DeFi ecosystem responds to such incidémésefore, broadening the
analytical scope beyond Bitcoin is necessary to investigate the potential repercussions of

cryptocurrency heists on the DeFi ecosystdine spillover effects posit that when a shock

1 According to data provided by Statista025) as of February 2025, DeFi accounts for 3.6% of the total
cryptocurrency market cap.
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occurs in one market or asset, it may transmit through channels such as price linkages, capital
flows, and investor sentiment to other related markets or assets, thereby generating broader
systemic impacts (Diebold & Yilmaz, 2012). In the DeFi context, although individual
platforms are technically independent, they are tightly interconnected through shared investor
bases, similar smart contract protocols, and epteform liquidity pools. This structural
interdependence creates a high potential for contagion effects. When a DeFi platform
experiences a critical security breach or a lacme cryptocurrency heist, the resulting
turmoil may not only cause severe fluctuations in the price of its native DeFi token but also
undermine investor confidence in the broader DeFi ecosystem. Suethrifesr reactions

may trigger panic selling and liquidity withdrawals across other DeFi platforms, potentially

transforming a platformsspecific incident into a risk affecting the entire DeFi market.

Therefore, by analysing how major DeFi heifts. cryptocurrency heists targeting DeFi
platforms) affect both platformspecific token(DeFi token)performance and the broader
DeFi market, it could assess whether thesedens generate systemic risks beyond the
directly affected platforms. Since DeFi operates without traditional financial intermediaries,
understanding its resilience to security breaches is essential for evaluating #tsriong

sustainability and regulatory needs.
1.3Aims and Objectives

This thesis aims to systematically investigate the impact of cryptocurrency heists on the
cryptocurrency market, including market efficiency, investor sentiment, and risk contagion
among different crypto asseBased on the findings, this thesis will also explore potential
regulatory measures to mitigate the adverse effects of cryptocurrency heists, thereby
enhancing market stability and investor confidence, and providing policy guidance for

building a more secure and sustainable cryptocurrency ecosystem.

The firststudy (in Chapter 2pf this thesis examines how cryptocurrency heists influence
Bitcoin® market efficiency. Within the Adaptive Market Hypothesis (AMH) framework, this

chapter analyses the twelve largest cryptocurrency h@tts Gox, Coincheck, KuCoin,
PancakeBunnyPoly Network Bitmart, Wormhole Ronin Network Beanstét, Nomad

Binanceand FTX)and t heir effects on Bitcoinds mar ke
which treats market efficiency as a static concept, the AMH views market efficiency as
dynamic and evolving in response to external shocks and changes in investor behaviour.

Therefore, it is more suitable for examining the impact of unexpdomdentssuch as
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cryptocurrency heists on Bitcd® market efficiency.This chapter useshe permutation
entropyandthe Gomplexityi entropy causality plane o assess changes in
efficiency the day before, the day of, and the day after the cryptocurrency heist. The findings
indicate that Bi t c o issighiicaniyeon theeday okaind immeediaelyc y d e
following these cryptocurrency heistsharacterised by reduced permutation entropy and
increased complexity. Furthermore, the chapter reveals that tokens directly targdiett by
experience even greater efficiency losses compared to Bitcoin. This suggests that investor
attention is disproportionately drawn to affected tokens, amplifying their volatility while
causing a relatively smaller i mpact on Bit
importance of market stability measures and enhanced security protocols to mitigate the

disruptive effects of cryptocurrency heists.

The secondstudy (in Chapter 3)f this thesis investigates thgdirectional predictive
relationshipbetween Bitcoin price and market sentiment in the context of cryptocurrency
heists from a behavioural finance perspectiyging the Cryptocurrency Fear & Greed Index
(CFGI) as a proxy for investor sentiment, this study applies awangng Granger causality

test to analyse thpredictive relationshigpetween Bitcoin price and sentiment before and
after the KuCoin exchange hef{irge amounts of Bitcoin stolgnThe results show that there

is no statistically significanbidirectionalpredictive relatioship between Bitcoin price and
CFGI 90 days before the KuCoin exchange heist. However, within 90 days of the KuCoin
exchange heist, a strong feedback loop ensergdnere CFGI fluctuations statistically
significantly influence Bitcoin price movemerasid vice versa. This intensifiguredictive
relationship suggests that heightened uncertainty amplifies investor reactions, potentially
creating a cycle of price declines and market panic. Additionally, this chapter finds that the
bidirectional predictive relabnshipbetweenBitcoin price and CFGdoesnot always hold

after cryptocurrency heists. Only cryptocurrency heists that directly impact Béxbihit a

strong sentimerprice feedback mechanism, whereas those targeting other crypto assets
display a weakepredictiverelationship. This may be attributed to CFGI primarily measuring
sentiment within the Bitcoin market, making it less reflective of fluctuations in other
cryptocurrencies.These findings underscore the importance of understanding market
sentiment dynamics during periods of heightened uncertainty, as they play a crucial role in
shaping price movements and investor behaviemally, this chapter also employs a TVP
VAR-based connectedness approach to examine the impact of CFGI volatility during the
KuCoin exchange heist. The results indicate that CFGI fluctuahiamsa weaker influence
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on other cryptocurrencies, such as Ethereum and Binance Coin, than on Bitcoin. This
suggests that the effects of CFGI volatility remain primarily confined to the Bitcoin market,
with minimal impact on other cryptocurrency markets duringkbh€oin exchangdéeist.As

a result, while investors can use CFGI to make dleont trading decisions for Bitcoin
during Bitcoinspecific heists, its applicability to other cryptocurrencies may be limited.
Relying solely on CFGI may lead investors with diversified cryptocurrency portfolios to draw

misleading conclusions, potentially affecting the effectiveness of their investment strategies.

The thirdstudy (in Chapter 49f this thesis expands the analysis beyond Bitcoin to examine

the impact of cryptocurrency heists on the DeFi ecosystem. CHaipterinvestigates six

major DeFi heists in 2022Qubit Finance Ronin Network Beanstalk Maiar Exchange

Binance andMango Marketsand their effects on the liquidity of the stolen platfodmegive

DeFi tokens and overalbeFi market stability. Using loWrequency price impact measures

(the Amihud illiquidity ratio, the Amivestliquidity ratio, andthe Kyle and Obizhaeva
estimatoy and the Quantile VAR modéQVAR mode), the analysis reveals that the liquidity

of stolen pl atf or ms $shamplyafievacDeFDleiBit thetsame émes d e c |
the level of interconnectedness amanginstreanDeFi tokensis significantly higher than

that between thetolenp | at f or més native DeFi token and
indicates that the volatility spillover effect from tset o | e n smpdtivee tDéFo tokerid
mainstreanDeFi tokens is relatively limited. Despite the severe disruption experienced by

the affected platform, the overall DeFi market has remained relatively skiamhever, if

investor confidence in DeFi security deteriorafesexample in the event of attacks targeting

DeFi governance mechanisnmsarketwide volatility may increase, posing risks to the entire

DeFi ecosystem. These findings emptasihe importance of robust security measures,
transparency in crisis management, and continuous improvements in DeFi governance to

sustain market stability.
1.4 Contributions and L imitations

This thesis makes several significant contributions to the literature on cryptocurrency markets,
particularly in the context of cryptocurrency heists and their broader implications. First, it
provides a systematic examination of how cr
efficiency, an area that has remained largely underexplored. While prior studies have
primarily assessed Bitcoi n&MH, tikthessiadopiscay t hr
dynamic framework based on tAé&/H to capture the evolving nature of market efficiency
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before and after cryptocurrency heists. By employing permutation entrop@amplexityl

entropy causalityp | an e, t his t hesi s empirically dem
deteriorates significantly duringnost cryptocurrency heists. This finding further indicates

that Bitcoin market efficiency is dynamically changing based on the market conditions, and

highlights the disruptive impact of security breaches on market stability.

Changes in investor sentiment can influence investor behaviour, potentially leading to
fluctuations in market efficiency. Therefore, this thesis further extends its analysis to investor
sentiment, representing a critical yet underexplored factor in understandibglitieetional
predictive relationshibetween price and sentiment during extreme market incidents. By
using CFGI to examine thieidirectional predictive relationshifpetween Bitcoin price and
investor sentiment, this thesis finds that heists targeting Bitcoin amplifypriictive
relationship between sentiment and Bitcoin price dynami€he heightened uncertainty
following such heists strengthens the feedback loop between CFGI fluctuations and Bitcoin
price movements, creating a cycle of falling prices and rising panic sentiment. However, this
sentimenprice feedback loop appears to be primarily confined to Bitcoin, with limited
impact on other major cryptocurrenciebhis finding suggests that although the CFGI
provides useful insights into Bitcoin price movements during crisis incidents, its applicability
to other cryptocurrencies may be limited. This highlights the importance for investors of not
relying solely on a single sentiment indicator. Instead, they should take into account the
differences in construction methodologies and emphasis across various sentiment measures,
and adopt a more comprehensive approach by combining multiple indicators to capture shifts

in market sentiment better

Another key contribution of this thesis is its expansion of the analysis beyond Bitcoin to the

DeFi ecosystem, a rapidly growing sector that has increasingly become a target for hacking
attacks. While existing literature has | arge
return characteristics, little attention has been given to how security breaches affect its
liquidity and stability. This thesis fills this gap by investigating major DeFi harst2022and

their effects on both the liquidity ft ol en pl atf ormsd native DekF
DeFi market.The results showhat although DeFi platforms are vulnerable to hacking attacks,

such security risks are often localised in nature. In particular, attacks targeting smaller DeFi
projects tend to have a limited impact on the broader DeFi ecosystem. Hothevessults

also show a high level of connectivity between mainstream DeFi platforitvhen

mainstreamDeFi platforms are compromised, the consequences can trigger widespread

15



market contagion. Therefore, to prevent such systemic risks, it is essential to strengthen
security mechanisms, improve governance structures, and enhance the transparency of crisis
management. These measures are crucial for reducing the likelihood efel¢€d attacks

and maintaining investor confidence in the market.

In addition to its empirical contributions, this thesis advances academic knowledge in three
key dimensionsFirst, it systematically reviews and synthesises major cryptocurrencg heist
and conceptualises such security breaches as internally rooted shocks with externally
disruptive characteristicsThis introduces a novel analytical perspective that differs from
traditional studies focusing on macroeconomic or policy sho&ks.integrating market
microstructure theory with behavioural finance, the thesis provides a comprehensive
explanation of how security incidents influence market efficiency, investor sentiment,
liquidity, and risk transmission mechanismSecond, thisthesisintegrates a variety of
analytical tools in terms of methodology. It not only adopts commonly used event study
methods, Granger causality tests, and liquidiijicators but also introduces models and
methods that are less commonly used in security event analysis. For example, it introduces
methods such as permutation entropy tredComplexityi entropy causality plane in market
efficiency analysis to more sensitively capture the dynamic changes in efficiency under the
impact of security events, thus providing a methodological supplement to the study of market
reactions under extreme eveni$ird, this thesis offers new insights into risk transmission by
uncovering the mechanisms through which security breaches propagate within the DeFi
ecosystem. By distinguishing between the strong internal interconnectedness of mainstream
DeFi tokensand the comparatively weaker spillover effects from peripheral DeFi tokens to
the mainstream, the findings show tpabjectheterogeneity and the presence of mainstream
DeFi tokens help to localise the impact of hacking incidents and mitigate disruption.
However, the results also reveal that contagion can intensify when compromised DeFi
platforms share similar governance mecharssmith other platforms amplifying market
reactions. These findings underscore the importance of robust governance frameworks and
security design for preserving stability in the rapidly evolving DeFi landscape, and they

deepen our understanding of risk diffusion mechanisrisileFimarket.

Despite these contributions, this thesis has several limitations. First, the study focuses on
selected cryptocurrency hesmeaning that its findings may not be fully genesddle to all
security breaches within the cryptocurrency market. The selected cases primarily involve

well-known heists with largscale thefts, while smallecale hacking incidents or internal
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fraud remain underexplored. Different types, scales, and degrees of cryptocurrency heists
may also influence market reactions differently, yet they are not comprehensively examined
in this study. Second, the CFGI presents several methodological constraitde
Alternative. me discloses the indexds six corl
their underlying numerical values, thereby preventing detailed complawehianalysis. As a

result, it is challenging to determine which factors predominantly drive sentiment fluctuations
during critical events such as cryptocurrency heists. A valuable direction for fitdies

would be to disentangle the relative contributions of maoksed components (e.g.,
volatility and trading volume) and behavioural components (e.g., social media activity and
search intensity). Doing so would enhance understanding of whether sentiment shifts are
primarily driven by objective market dynamics or by behavioural responses. Future studies
could address this limitation by employing sentiment indices that allow compleveht
decomposition or by constructing new sentiment measures capable of isolating heterogeneous

drivers of market sentiment

Thirdly, the studyos analysis of mar kReerneffeets,f i ci el
examining efficiency changes before, during, and immediately after cryptocurrency heists.
While this approach captures immediate market disruptions, it does not account for the long

term recovery process or potential structural changes in market efficiency over time. Future
studiescould extend this analysis by investigating whether efficiency gradually returns to
pre-heist levels or whether certain inefficiencies persist due to lingering market uncertainty.
Fourthly, the liquidity analysis of DeFi tokens relies on {eqguency price impact measures,

which, while useful, may not fully capture rdahe liquidity dynamics in decentraéd

markets. Given that DeFi operates through automated market makers (AMMSs) rather than
traditional order bookgMohan, 2022) incorporating higHrequency liquidity indicators

couldoffer deeper insights into how liquidity providers respond to security breaches.

Finally, this thesis does not explicitly consider the role of regulatory responses or institutional
actions following cryptocurrency heists. Government interventions, such as asset freezes,
trading suspensions, or legal actions against perpetrators, may significantly influence market
sentiment and efficiency, but these factors fall outside the scope of this thieseover,
cryptocurrency regulation is currently in a state of high complexity and ongoing evolution.
For example, the European Union has adbpiiee Markets in Cryptéssets (MIiCA)
framework to establish a unified regulatory environment. In contrast, the United States

continues to lack a coherent regulatory system, with different agencies offenfigting
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guidance on how to classify and reguldtgital assetsChina, by comparison, has taken a
prohibitionbased approach. These divergent regulatory paths raise an important question for
future research: which regulatory madlgiroactive and harmonised (EU), fragmented yet
enforcementriven (US), or prohibitive (Chind)is most effective in maintaining market
stability and protecting investors in the aftermath of major security incid@sts@gulatory
frameworks continue to develop globally, futustudies could explore how different

regulatory responses to security incidents affect market stability and investor confidence.

Overall this thesis offers a comprehensiaed novel contribution to the understanding of
how cryptocurrency heists affect market efficiency, investor sentiment, and DeFi market
stability. By integrating multiple methodological approaches and extending the analysis
beyond Bitcoin to DeFi, thighesis provides valuable insights for investors, market
participants, angolicymakers seeking to navigate the risks associated with security breaches
in the cryptocurrency ecosysterithe remainder of this thesis is structured as follows.
Chapterzempi rically investigates the i mpact of
efficiency. Using permutation entropy and tbemplexityi entropy causality plane within the
framework of theAMH, it examines how efficiency dynamically evolves before and after
major hacking incidentsChapter2 extends the analysis to investor sentiment, exploring the
bidirectionalpredictiverelationship between Bitcoin price movements and sentiment during
security breaches. Employing theme-varying Granger causality test, it provides new
insights into thesentimenprice feedback loop under extreme market str&€dsapter4 shifts

the focus to the DeFi ecosystem, analysing how major DeFi heists affect token liquidity and
crossplatform contagion using thew-frequency price impact measuraad the QVAR
model. Finally, Chaptel5 concludes the thesis by summarising the main findings, discussing
their theoretical and practical implications, highlighting limitations, and proposing a clear

agenda for futurstudies
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Chapter 2 T h e | mpact of Cryptocurrenc

Market Efficiency

Parts of this chapter have been published in the Internatidoaknal of Finane and

Economics
2.1 Introduction

Do cryptocurrency heists affect the market efficiency of the Bitcoin market? This chapter
examines this substantial risk posed to the Bitcoin market (Krickeberg & Scholz, 2020;
LyGcsa et al., 2020; Corbet et al., 2@PBy the presence of cryptocurrency hacking incidents
on the platforms where cryptocurrencies are tra@gptocurrency heists have led to more
than $2 billion in stolen fundsWhen we account for rising cryptocurrency prices, if hackers
were to liquidate all stolen cryptocurrencies today, their total wealth would surpass $50
billion (Tsihitas, 208). These cryptocurrency heists, which have been increasing in both
frequency and magnitude, have significantly impacted the cryptocurrency community,
directly affecting investor trust, shaking market confidence and may cause investors to exit

the market

Bitcoin is the most popular cryptocurrency, but its price has experienced extreme volatility
since its inception, soaring from one cent to approximately $66,000 in 2021 before dropping
to $16,000 inearly 2023 and substantially increasing to aroundO@000 in 2024
(CoinGecko, 2024). This extreme volatility has altered how people view the function and role
of Bitcoin, from being a cryptocurrency to being increasingly perceived as a financial asset
(Yermack, 2@4; Baek & Elbeck, 2015; Baur et al., 2018). Vi#iBitcoin and other
cryptocurrencies have emerged as a new investment sector, their high volatility challenges
monetary authorities and impacts the financial system. The unique market environment of
cryptocurreng results in market efficiency dynamics that differ from traditional financial
assets. For example, the relative immaturity of the cryptocurrency market, with a large
proportion of retail investors, often leads to decisions driven more by sentiment and
speculation than by rational analysis (Rudéiral., 2023; Brin& Lenz, 2024). This market
immaturity often leads to heightened price volatility. Additionally, because the regulatory
environment for cryptocurrencies is still developing, the market is particularly vulnerable to
manipulation and fraud (Eigelshoven et al., 2021). Manipulative practicesp(emgand

dump schemes) are common in the cryptocurrency market. These activities disrupt normal
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market operations, preventing prices from accurately reflecting true information. Lastly, the
rapid development of blockchain technology, while enhancing transparency and information
dissemination, also introduces instability due to smart contract vulnerabilities and scalability
challenges (Ghosh et al., 2020; Singh et al., 2021). Therefore, scholars tigtexamining
cryptocurrences market efficiency across different contexts is crucial for understanding its
pricing mechanisms and stability (Naeem et al., 20A%lam et al., 2023). As the frequency

of cryptocurrency heists increases, understanding their impact on market efficiency is
essential for investors to adjust strategies and for policymakers to implement effective

regulations.

This chapter employs the Adaptive Market Hypothesis (AMH) framework to examine
Bitcoin® market efficiency changes during the twelve largest cryptocurrency (MisBox,
Coincheck, KuCoin,PancakeBunnyPoly Network Bitmart, Wormhole Ronin Network
Beanstdt, Nomad Binanceand FTX) As cryptocurrencyheists mainly involve multiple
tokens, this chapter also considers if the token(s) predominantly stolen evithtocurrency
heist are explanatoryAdopting an Econophysics approach, this chaptes peemutation

entropy and Complexitfe nt r opy causal ity pl ane to meas:¢u

efficiency during multiplecryptocurrencyheists. The results show that Bitcdin market
efficiency fluctuate over time, with significant drops in permutation entropy during many
cryptocurrencyheists, indicating a decline in efficiencyeurthermore,it also finds that
different tokengeactdifferently tocryptocurrencyheists, with variable market efficiency and
volatility. Specifically, investors tend to focus more on the token(s) most affected by
cryptocurrencyheiss, resulting in greater volatility and more pronounced declines in those
token®market efficiency. According to AMH, external changes lead to dynamic fluctuations
in market efficiency. If investors fail to adapt, efficiency declines due to maladaptive
behaviour. The uncertainty and chaos frogrygptocurrencyheist make it hard for investors

to quickly process and analyse new information, delaying rational decs&mg and
triggering emotional reactions like panic selling or buying. This causes prices to deviate from
their true price, reducing market efficiency. However, market efficiency may recover as new

information is gradually absorbed and investors adjust.

This study is essential for many reasons, including the safety and stabithe &itcoin
market, the protection of investors, and perhaps most of all, the scale, growing frequency, and
increasing magnitude of thesecking incidents The Bitcoin market relies on trust and

transparency among participants, and cryptocurrency hmosid trigger investor concerns
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about the security of cryptocurrency platforms, prompting investors to sell off their holdings
to avoid losses. This fear may lead to a herd effect in the market, amplifying volatility and
generating further market inefficiency (Bouri et al., 2019; Gurdgie®@6 Loughl i n,
Raimundo Janior et al., 2022). Further, some cryptocurrency platforms lack adequate security
measures to protect customer assets, and the anonymity and irreversibility of cryptocurrency
transactions make these thefts challenging to trace. This allows cryptocurrency thieves to
exploit vulnerabilities and steal assets. After a platform suffers an attack, investors often
struggle to obtain comprehensive details or accurately assess future risks. This uncertainty
exacerbates information asymmetry, further affecting market efficiency (B&r@uo, 2014;

Hu & Prigent, 2019).

The findings offer important insights for both investors and policymakers. Investors should
adapt strategies in response to changing external conditions. When the market is disrupted,
efficiency may temporarily decline, so investors should avoid rigid strategies and instead
continuously assess market signals and adapt to new environments. During cryptocurrency
heists, investorsould use highfrequency data and automated tools to respond swiftly,
minimising losses caused by delayed market reactions. Additionally, diversifying holdings
could reduce individualtoken volatility mitigating risks in periods of inefficiency. For
policymakers, these fluctuations highlight the need for stronger regulatory frameworks.
Enhancing oversight of cryptocurrency exchanges through higher security standards and
regular auditeould help reduce the risk of cryptocurrency heifequiring timely disclosure

of security breaches will also enable the market to react more quickly, minimising the impact

of information asymmetry on market efficiency.

The contribution to the literature is examining cryptocurrency heists and their influence on
market efficiency. While numerous scholars have explored multiple financial issues within
the Bitcoin market (Corbet et al. 20 %&nd have repeatedly examined Bitcoin and its market
efficiency, the impact of cryptocurrency heists remains an overlooked area. Recent literature
on Bitcoinbs market efficiency has focused
2017; Jiang et al., 2018; Yi et al., 2022) oolml crises like the COVIE9 pandemic (El
Montasser et al., 2022; KakinakaUmeno, 2022; Wu et al., 2022). Similarly, the impact of
launching Bitcoin derivatives (Kéchling et al., 2019; Ruan et al., 2021; Shynkevich, 2021;
Strych, 2022) and altering regulatory frameworks (Alexagdéteck, 2020; Shanaev et al.,

2020) have also been examined. This study contributes to this contemporary literature on the
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mar ket conditions i nfl uencing Bitcoinods mar

cryptocurrency heists.

This chapter is structured as follows. The second section reviews the literature review, and
the third discusses the data and methodology. The fourth section reports empirical results, and
the fifth section provides conclusions and implications for investors and policymakers and
explores futurestudydirections

2.2 Literature Review

A voluminous | iterature has examined Bitcoir
into efficiency testing and identifying factors affecting market efficiency. Most efficiency
tests indicate that Bitcoinds market I's in
improves in areas like liquidity, derivatives adoption, and government regulation, the Bitcoin

market may become efficient
2.2.1 Bitcoin Market Efficiency Test

A starting point for testing market efficiency is randomness tests. Urquhart (2016) used daily
Bitcoin returns as samples and conducted the LjBog, Runs, Bartels, AVR, BDS, and R/S

Hurst testsThe findings indicated that the Bitcoin market was inefficient between August 1,
2010, and July 31, 2016. Nadarajah and Chu (2017) conducted the same tests on the odd
integer powers of Bitcoin returns, providing conflicting results. Tiwari et al. (2018) used
seven robust lonterm dependency estimators to evaluate market efficiency, reporting that
the Bitcoin market was generally efficient between 2010 and 2017, with some exceptions

occurring from April to August 2013 and August to November 2016.

These methods have also examined the causes of Bitcoin market inefficiency. Kang et al.
(2022) assessed Bitcoinds maiWateon, arefvdriancei ency
ratio tests after the 2017 price surge and concluded that speculative investment led to market
inefficiency. Zargar and Kumar (2019) used a series of variance ratio tests and found that
low-frequency Bitcoin returns followed a memoryless stochastic process from 2013 to 2018,
indicating market efficiencyHowever, this result may have been misleading, as-high

frequency tradersouldgain additional returns over time through speculation.

The second way to test market efficiency is to examine the multifractal properties of time
series. For example, Bariviera (2017), AlvaRamirez et al. (2018), and Alahyaee et al.
(2018) used the Hurst exponent, reporting that between 2011 and 2014, the Hurst exponent
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was generally above 0.5, indicating a léegn dependence on daily returns and inefficiency

in the Bitcoin market. Jiang et al. (2018), Takaishi (2048) Yi et al. (2022)used the
generalised Hurst exponent and found that from 2010 to 2018, the Bitcoin market exhibited
long-term dependence, indicating inefficiency. Kakinaka and Umeno (2022) applied the
asymmetric multifractal detrended fluctuation analy$/s-MFDFA) method and the
generalised Hurstxponentand their results showed tHatlowing the COVID-19 pandemic,
market efficiency was strong in the letgrm but weak in the short term. This suggests that a
herd effect operates in the cryptocurrency market during black swan events like pandemics,

leading to market inefficiency.
2.2.2 Factors Affecting Bitcoin Market Efficiency

The abovemultifractal methods have also been employed to identify factors affecting
Bitcoin® market efficiency. Commonly discussed factors include (i) liquidity, referring to
how easily Bitcoin can be bought and sold; (ii) the impact of derivatives, which could
improve market efficiency by enhancing liquidity, providing hedging opportunities, and
improving price discovery; and (iii) regulatory policies, whicould offer a stable,

transparent environment for investors and potentially improve market efficiency.

Brauneis and Mestel (2018) used the Coi@ichultz spread estimator, logarket
capitalisation, turnover ratio, and Amihud illiquidity ratio to examine liquidity. They found

t hat as |liquidity increased, Bitcoinds marKk
and Adachi (2020) also us¢de Amihud illiquidity ratio and found that Bitco@ market

efficiency improved after 2017. These authors proposed that lower liquidity resulted in fewer
active traders and slower responses to new information, reducing market efficiency.
Conversely, more liquid markets attract active traders who can act on new information,
improving efficiency. AlYahyaee et al. (2020) examined the relationships between the
market transaction value and Bitcoin market value to quantify liquidity, discovering that
improved liquidity enhanced market efficiency while greater volatility reduced market

efficiency.

Multiple studies have also examined the introduction of cryptocurrency derivatives,
producing some conflicting findings. Koéchling et al. (2019) argued that the introduction of
Bitcoin futures reduced barriers for institutional investors and provided a way to short Bitcoin.
Their study applied Urquhast ( 201 6) met hodol ogy to disco
efficiency improved after the futures launch. This is important as previous studies have
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displayed that the participation of institutional investors and sailihg can improve market
efficiency (Boehmer& Kelley, 2009; Saffi& Sigurdsson, 2011). Shynkevic{2021)
employed technical analysis and revealed that before the introduction of Bitcoin futures,
returns were significantly predictable, but technical trading rules became less effective after
these derivatives were introduced. Distinctly, Ruan et al. (2021) used multifractal detrending
moving-average croseorrelation analysis and ndimear Granger causality tests,
demonstrating a strong positive correlation between Bitcoin spot and futures returns,
indicating that futures improved the spot madkeffficiency. Lastly, Strych (2022) examined
the effects of margin trading and short sel
efficiency declined when both were introduced. High levels of market efficiency were also
recorded when only short selling was allowed, suggesting margin trading was the main
reason for the decline in efficiency.

While some cryptocurrency trading platforms, such as Coinbase, actively comply with
regulatory requirements, many othérsicluding BitMEX and Huobi Glob@l enable trading

in largely unregulated environments, particularly in derivatives markets where extreme
leverage (e.g., 108 leveraged contracts) is commddsing minutelevel data, Alexander

and Heck (2020) compared price discovery across spot exchanges, perpetual contracts, and
both regulated and unregulated futures markets to assess the influence of regulatory oversight.
Their findings indicaté that Bitcoin prices on unregulated derivatives exchangese
vulnerable to manipulation via highequency trading strategies, demonstrating inefficiencies

in the Bitcoin market. Moreovetheir results underscordtie need for stronger regulatory
involvement and harmonised legislative frameworks in cryptocurrency derivatives markets to
enhance overall market efficiency and stabilBhanaev et al. (2020) used data from 120
regulatory interventions to examine how cryptocurrency markets responded to changes in
regulatory oversightHowever, hey found that announcements concerning -Ruaney
laundering measures or foreign exchange controls did not significantly alter market efficiency,
while notable price reactions occurred only on the announcementldaysuggests that the
cryptocurrency market exhibits characteristics of whkaikn efficiency, where prices adjust
rapidly to publicly available information but do not fully incorporate all relevant information
They also argued that excessive regulatory intervention could hinder the development of the
cryptocurrency industry. Allowing the market to operate within a more accessible and
innovationfriendly regulatory environment could, therefore, reduce volatility and enhance

price stability.
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2.2.3 Adaptive Market Hypothesis

Empirical evidence in the literature suggests that market efficiency may vary over time, and
external changes can drive shifts in efficiency. This implies that market efficiency is not static
but dynamically evolves in response to environmental conditions. Therefore, the traditional
Efficient Market Hypothesis (EMH), which categss markets as simply efficient or
inefficient, may not adequately explain the observed fluctuations in market efficiency.

One of the core assumptions of EMH is that investors are fully rational. According to Fama
(1965), the influence of irrational behaviour is negligible, as it is offset by more rational
market participants. However, an increasing number of behavioural finance studies have
shown that irrational behaviour is both persistent and widespread. Phenomena such as the
Ellsberg Paradox, loss aversion, and probability matching demonstrate that cognitive biases
are common. Moreover, major financial events such as theotlotoubble and the subprime
mortgage crisis further reflect the prominent role of irrationality in financial markets.
Therefore, rational expectations constitute only one aspect of investor behaviour and cannot

fully capture all market dynamics.

In contrast to the assumption of full rationality under the EMH, Simo@Qj18roposed the
theory of bounded rationalityde argued that investors face decisinaking costs and stop
processing information when the marginal benefit equals the marginal cost. As a result,
investors seek satisfactory rather than optimal decisions. However, critics argue that this
theory assumes investors already know what the optimal decision is, otherwise, they would

be unable to assess the value of further opéitian.

To address this criticism, Lo (2004) contended that investors do not need prior knowledge of
optimal decisions. Instead, they form heuristics through trial and error. Their decisions
generate feedback, which in turn influences future behaviour. Sentimestaptaycial role

in this feedback process. When investors receive positive feedback, they are likely to retain
the heuristic; when feedback is negative, they adjust. As market conditions change,
previously effective heuristics may become obsolete, leading to suboptimal behaviour. Lo
(2004) referred to such behaviour not as irrationality, but as maladaptattbions based on

outdated heuristics in a new environment.

Building on this perspective, Lo (2004) integrated insights from sociobiology, evolutionary
psychology, and evolutionary dynamics to propose the Adaptive Market Hypothesis (AMH).
When market participants fail to adapt to market changes and exhibit maladaptive behaviour,
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the market becomes inefficient. However, when market participants adjust to new market
conditions through feedback, their behaviour aligns with the current market environment and
efficiency returns (Lo, 2004). The adaptive behaviour of market participants does not occur
independently of market forces but is driven by competition. The current market environment
is the result of interactions among different participants. -iB@fested individuals,
competition, adaptation, natural selection, and environmental conditions form efficient
markets (Lo, 2005).

The AMH not only explains the phenomena addressed by EMH but also accounts for
behavioural anomalies that EMH cannot. These anomalies are interpreted as maladaptive
behaviours rather than pure irrationality. As such, the AMH serves as an evolutionary
alternative to the EMH. It asserts that market efficiency may appear and disappear over time
as market conditions change. When investors fail to adapt, the market becomes inefficient;
when they adjust, efficiency is restored. Thus, the predictability of returns emerges and fades

in a cyclical, environmendriven manner.

AMH has been examined in multiple studies. Khuntia and Pattanayak (2018) used the
Dominguei Lobato conformance and the generalised spectral test in a rolling window to
account for linear and ndmear correlations in Bitcoin returns from 2010 to 2017. Their
results showed that market efficiency varied over time, with inefficient markets recorded
from 20102012 and 2012014 and efficient markets observed between 2PAP3 and

2015 2017. These inconsistencies were associated with changes in the external financial
environment, supporting the AMH. Similarly, Stosic et al. (2019) used the Comyplexity
entropy causality plane to find that Bitcoin and other major cryptocurrency markets moved
between efficient and inefficient states over time. Khursheed et al. (2020) reached similar
conclusions, adding an automatic portmanteau test to assess @i#sbiAl. These findings
showed that price movements with linear and-io@ar dependencies change over time,
resulting in market efficiency falling during unstable conditions and market efficiency
improving when conditions stabilise. Mokni et al. (2024) used the adjusted market
inefficiency magnitude (AMIM) metric and a quantile regression model to show that
Bitcoinds mar ket efficiency fluctuates over
influence market efficiency. Specifically, rising global financial stress tends to decrease
market efficiency, while increased liquidity enhances it. Among the factors considered,

liquidity appears to be the primary driver of changes in market efficiency.
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In summary, previoustudieshave primarily tested for weak efficiency within the Bitcoin

mar ket . These studies have produced diverge
efficiency varies over time (Khursheed et al., 2020). Subsequently, the AMH has been applied

to explain the dynamic nature of market efficiency, whereby environmental factors influence
market efficiency. AMH is not a replacement for teklH but helps to explain its empirical
variations, offering a better understanding of tivaeying efficiency (Pati& Rastogi, 2019;

Khur sheed et al ., 2020) , with current studi
efficiency using this AMH framework (Khunti& Pattanayak, 2018; Chu et al., 2019;
Khursheed et al., 2020; Noda, 2021; Lopéartin, 2023).

However, mo st studies have focused on <chanc
specific timeframe or in the context of global events like the CGXAD0pandemicwhile
neglecting specifieventswithin the cryptocurrency market, such as cryptocurrency heists.
This oversight may hinder a full understanding of the impact of internal market events on
Bitcoinds market efficiency and t hehawkil ner at
(2022) discussed how cryptocurrencies have become targets for hacking, phishing, malware,
extortion, and ransomware. The study highkgtthe need for market participants to consider
cryptocurrency security and the importance of developing appropriate regulatory measures.
Currentstudieson the effects of cryptocurrency heists primarily centre on cryptocurrency
market stability (Caporale et al., 2020; Corbet et al., 8020ith less attention given to
market efficiency, and the results are mixed. For instance, Kriickeberg and Scholz (2020),
using highfrequency Bitcoin data, identified significant arbitrage opportunities following
cryptocurrencyheists, indicating market inefficiency. In contrast, using daily data, Yousaf et
al. (2021) found no evidence of herding behaviour during cyberattacks, suggesting high
market efficiency. These differences may stem from variations in data scope and frequency,
with high-frequency data potentially offering better insights into the gieomt impacts of
hacker attacken the market. Moreover, the existing studies have focused only chegisst
market efficiency, neglecting to compare efficiency before and afteintdident This gap

may lead to an incomplete understandingcofptocurrencyheiss. By comparing market
efficiency before and after @yptocurrencyheist, we can better assess ithg@dents impact

and the speed of market recovery. Therefdhes chapteraims to address this gap by
examining the issue within the AMH framework, contributing to the literature on the impact

of cryptocurrency heists on market efficiency.
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2.2.4Application of the Permutation Entropy Model in Market Efficiency

Given that the existing literature has systematically examined different methods of testing
market efficiency in the context of Bitcoin, a further question arises as to how to choose an
appropriate approach to capture the dynamic evolution of market efficiency under extreme
shocks. Among the various complexligsed measureshe permutation entropymodel
(Bandt& Pompe 2002)is particularly suitable, as it effectively distinguishes random noise
from deterministic structures and has been validated in studies of efficiency in stock, bond,

and commodity markets.

The permutation entropgan capture the disorder and complexity within a time series,
thereby revealing the dynamic changes in the market when it experiences external shocks.
The underlying idea is that if asset prices follow a random walk hypothesis, converting them
into a numerical sequence according to specific rules will result in disorder, with entropy
reaching its maximum value. Conversely, if a relationship exists between past and future
prices, the numerical sequence will display specific patterns, and entropy will not reach its
maximum. Thus, calculating the price change entropy relative to the maximum entropy can
reflect the predictability of the asset and quantify the current market efficiency (Zunino et al.,
2010).

Zanin et al. (2012) highlighted the potential applications of permutation entropy in economics
and finance. They argued that assessing market efficiency and development is a central issue
in economics, and since market indicatorso
information, they naturally serve as the basis for testing the EMH. In this context,
permutation entropy can distinguish between deterministic chaos and random noise, and
through the nAf or b(ed dréimal pattarnstthatrare shéoretioaly gossitle

but never observed in the actual series) proposed by Bandt and E@@pgit can uncover
deterministic structures in financial time series. Empirical evidence shows that the number of
forbidden patterns in different financial indicatossich as the Dow Jones Index, Nasdaq
Index, IBM and Boeing stock prices, and the U.S:ytear Treasury yields far greater than
expected under randomness, and their temporal evolution revieatsmarkets shift from

deterministic behaviour to being dominated by noise (Zanin, 2008).

A growing body of literature further confirms the usefulness of permutation entropy in
detecting market efficiencyunino et al. (2009) compared 32 stock markets and found that

developed markets exhibit fewer forbidden patterns and higher efficiency, while emerging
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markets display greater predictability. Building on this idea, Zunino ¢2@10, 2011, 2012)
introduced theComplexityi entropy causality plane to characseriefficiency in stock,
commodity, and sovereign bond markets, effectively distinguishing between developed and
emerging economiesHou et al. (2017) examined the temporal evolution of permutation
entropy in the Chinese stock market and found that permutation enttepined
significantly during two critical periods, each charasetiby a rapid market boom followed

by several severe crashes. Siokis (2018) employed permutation entropy @oeniblexityi

entropy causality plane to investigate the dynamics of informational efficiency in selected
instruments from the U.S. money, bond, and stock markets around the Great Recession. The
results revealed that, following the credit crunch and the collapse of Lehman Brothers, the
efficiency of certain money market instruments decreased markedly, while the efficiency of
stock market indices and bond market instruments remained relatively high.

Nevertheless, studies applying permutation entropy to Bitcoin remain limited. Latrairi

(2018) found that Bitcoin returns from 2010 to 2017 were not random, indicating low
efficiency. Sensoy (2®), using highfrequency data from 2013 to 2018, showed that the
BTC/USD market was more efficient than the BTC/EUR market and that efficiency
improved after 2016. Fernandes et al. (2022) employed permutation entropy and Fisher
information to construct the Shanndissher causality plane and ansdyg five
cryptocurrencies before and after COVID. Their findings revealed high informational

efficiency across these markets, with prices largely unpredictable.

In sum, permutation entropy has been widely applied to the study of efficiency across
different markets and assets. It effectively distinguishes random noise from deterministic
structure and captures the dynamic evolution of efficiency. Therefore, when examining
Bi t c onarketefficiency under cryptocurrency heists, permutation entropy provides a

suitable and reliable tool to capture the shift in market efficiency
2.3 Data and Methodology

2.3.1 Data Selection and Variable Description

Alexander and Dakos (2020) reviewed 152 published papers and Social Science Research
Network (SSRN) discussion papers on cryptocurrency data. Their analysis revealed that over
80 of these studies had issues related to data selection, including unreliable data sources, the

use of norconcurrent time series data in multivariate analysis, and reliance on prices that did
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not reflect actual transaction values. Consequently, they ersptidisat discrepancies in data
sources can lead to inconsistent findings, highlighting the need for scholars to exercise
caution when selecting cryptocurrency déaholars face two challenges when selecting
Bitcoin data: (i) determining daily prices and (ii) the data source. Midalas (2021) found
differences in the scaling features of Bitcoin returns calculated using closing(fagtgwice

on each day following a Brownian motion, versus weighted pri¢ém average of the prices
across the 24 period, which deviate from this random process. This study noted that
scholarsusing closing prices perceive the market as exhibiting weak efficiency, whereas
those using weighted prices report inefficient market conditions. Therefore, using differently

calculated daily prices can lead to varying outcomes.

Additionally, VidalTomas (2022) used the generalised Hurst exponent to analyse main
cryptocurrency databagiscaling properties and underlying processes, including USD
trading platforms (e.g.Coinbase), USD databases, which limit cryptocurrency price
calculations to USD (e.gCryptocompare), and USD (cresste) databases, which are
calculated by converting any nd&fS dollar cross rate into US dollars using the foreign
exchange rate (e.@oinMarketCap, CoinGeckd. All sources reported time series with the

same underlying characteristics, suggesting that using different sources to calculate a unified
Bitcoin price does not distort its underlying process. Therefore, the data source had minimal

i mpact on Bitcoinds market efficiency studie

In summary, the method used to calculate daily prices significantly impacts the results, while
the choice of data source has relatively less influefioes. chapterchooss Cryptocompare
asthedata sourcewhich uses the closing price athe price proxy. Unlike weighted methods,

the closing price more accurately reflects actual trading prices. Since cryptocurrency heists
often happen quickly, typically within minutes or hours, {fsequency data might miss these
fluctuations. Thereforethis chapteruses Bitcoin& 1-minute closing price in USD athe

variable.

Tsihitas (2025) recorded the twelve largest cryptocurrency heists based on the stolen dollar
amount . To i nvestigate the i mpact of t hese
efficiency, this chapter examines the changes in market efficiency on the day before, the day

of, and the day after each cryptocurrency hdistm a theoretical perspective, the
cryptocurreng market the most pronounced changes in price liquidity typically occur within

48 to 72 hours following a negative shock (Corbet et al., 20TBu et al., 2019). Moreover,
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news of cryptocurrency heists spreads rapidly across social media platforms such as Twitter,
Reddit, and Telegram, enabling investors to react almost immediately after the incident
(Guégan and Renault, 2021; Naeem et al., B0202X). From a practical standpoint, this
studyaims to investigate the shdadrm direct effects of cryptocurrency heist the Bitcoin

market while minimising the influence of longer market fluctuations. A tbdese event
window is weltsuited to capturing the impact of the shock while avoiding the introduction of
noise from unrelated market dynamics, thereby improving the causal interpretation of the
results.Table 2.1 presents the twelve largest cryptocurrency heists, spanning 0bt@

2022, and displays the data range associated with each incident.

Table 2.2 reports the descriptive statistics of Bitcoin prices during the twelve cryptocurrency
heists. The results indicate that price fluctuations across these incidents were substantial. For
example, in the cases of the Bitmart exchange and PancakeBunny platform, the price ranges
reached $13,757.79 and $10,964.63, respectively, suggesting considerable market turbulence.
Moreover, the JarqiiBera (JB) test indicates that Bitcoin prices deviate from normality in
most cases, characterised by negative skewness and platykurtic kurtosis. This pattern implies
a higher probability of extreme values in the left tail of the distribution, reflecting an

increased likelihood of price declines during sirstidents

Table 2.1: Twelvecryptocurrency heistdata range

Platform Data range
Mt Gox February 23, 2014, to February 25, 2014
Coincheck January 25, 2018, to January 27, 2018
KuCoin September 24, 202 September 26, 2020
PancakeBunny May 19, 2021, to May 21, 2021
Poly Network August 9, 2021, to August 11, 2021
Bitmart December 3, 2021, to December 5, 2021
Wormhole February 2, 2022, to February 4, 2022
Ronin Network March 28, 2022, to March 30, 2022
Beanstalk April 15, 2022, to April 7, 2022
Nomad August 1, 2022, to August 3, 2022
Binance October 6, 2022, to October 8, 2022
FTX November 10, 20220 November 12, 2022

Source:https://www.comparitech.com/crypto/bigg&syptocurrencyheists/

31


https://www.comparitech.com/crypto/biggest-cryptocurrency-heists/

Table 2.2: Descriptive statistics of Bitcoin pricestwelve cryptocurrency heist

Platform Obs Mean S.Dev. Min Max Skew Kurt JB ADF

Mt Gox 4320 573.76 45.12 45000 645.64 -0.45 -0.86 280.9™ -2.65
Coincheck 4320 11186.00 274.2 10334.25 11723.02 -0.73 0.22 394.57" -2.07
KuCoin 4320 10617.59 151.40 10223.14 10802.32 -1.2 -0.14 1072.3™ -1.85
PancakeBunny 4320 39379.49 1786.0 32600.00 43564.63 -0.77 0.49 467.58" -2.98
Poly Network 4320 45524.68 878.73 42844.25 46746.73 -150 1.2 1923.%™ -2.02
Bitmart 4320 51350.70 3502.54 43781.92 57539.71 0.52 -1.35 521.40™ -0.94
Wormhole 4320 37852.60 1163.26 36277.29 41702.14 1.15 0.59 1019.0" 0.08
Ronin Network 4320 47372.66 288.08 46674.65 48184.74 0.15 -0.45 52.91™ -3.49"
Beanstalk 4320 40314.85 171.33 39580.56 40704.14 -083 0.72 593.05" -2.26
Nomad 4320 23124.10 227.39 22673.61 23605.82 -0.04 -1.35 327.02" -2.40
Binance 4320 19803.66 312.8 19276.37 20437.75 0.21 -1.43 399.9™ 3.2
FTX 4320 16941.34 399.65 15678.51 18105.93 0.18 0.09 25.9™ -2.96

The data source is fro@ryptocompargSkew: Skewnessit is a measure of symmetrigurt: Kurtosis it is a
measure of whether the data are heitgd or lighttailed relative to a normal distributipdB: JarquéBera
test ADF: Augmented DickeyfFuller test*** At the 1% significance level* At the 5% significance levet;
At the 10% significance level

The descriptive statistics reveal abnormal distributional characteristics of Bitcoin prices
around cryptocurrency heists, but do not capture the dynamic process of price changes. To
address this limitation, Figure 2presents Bitcoin returns beforduring, and after each
cryptocurrencchei st , providing a direct view of the
The results show that most cryptocurrency heists were accompanied by sharp fluctuations in
Bitcoin returns, with the incident day typically marked by pronounced negative returns,
indicating a broadly adverse market reaction to such extreme shocks. In contrast, the day
before the incidents generally remained relatively stable, suggestingripdbcurrency

heists were largely unexpected rather than anticipated by the markeevBosdynamics,
however, reveal heterogeneous patterns: while major incidents such as Mt. Gox exchange,
Coincheck exchange, and FTX exchange were followed by persistent negative effects and
slower recovery, other incidents such as PancakeBunny platform or Ronin Network were
quickly absorbed, with the market stabilising shortly afterwards. These findings highlight
both the commonality of shetérm paniedriven declines and the hebdgeneity in impact

severity.
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Figure 2.1: Bitcoin returns before, during, and after each cryptocurrency heist
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While the returnfigures illustrate the pronounced volatility in Bitcoin prices during
cryptocurrency heists such graphical analysis only captures the magnitude of price
fluctuations and does not address the core questitwwwfmarket efficiency evolveShe
essence of market efficiency lies in whether information is rapidly and fully incorporated into
prices. Hence, it is essential to apply methods that characterise the complexity and correlation
structures of time series to systematically examine market efficiency and uncover the

dynamic impact of cryptocurrentyeistso n B i marketefficirscy.
2.3.2 Permutation Entropy Model

The permutation entropy model is wsellited for analysing the impact of cryptocurrency
heists on Bitcoinbds mar ket efficiency. I ts
within a time series (Zanin et al., 2012). Cryptocurrency market often exhalpid price
fluctuations and behavioural changes when subjected to external shocks, such as
cryptocurrency heists (Corbet et al., 2B1Bhatnagar et al., 2023). Permutation entropy can
capture these shemrm fluctuations and disorders, reflecting the immediate market
efficiency changes. If the Bitcoin market quickly absorbs the information and stabilises after
a cryptocurrencyheist, permutation entropy should be high, indicating that the market
remains efficient. Conversely, if permutation entropy remains low for an extended period,
indicating that market price changes are highly predictable, it suggests that market efficiency
has been negatively impacted. Therefore, the permutation entropy model directly quantifies

the changes in market efficiency before and after such events.

Furthermore, the permutation entropy model does not rely on any specific probability
distribution of the time series (Darbell& Wuertz, 2000)The cryptocurrency markeiften

exhibits complex and nonlinear behaviours, where price movements may not follow standard
statistical distributions. The permutation entropy model provides the flexibility to measure

market disorder and efficiency changes without assuming any particular distribution.

Finally, sincethis chapteruses Bitcoin& 1-minute price data as the variable, and the
permutation entropy model is more effective at distinguishing time series when using prices
rather than returns, it can be applied to-stationary processes without the need to assess
time series stationarity (Stosic et al., 2019). This means that when analysng
cryptocurrency market, there is no need for stationarity preprocessinglieegencing or
detrending) and we can directly apply permutation entropy to evaluate market disorder. This

is particularly important for the rapidly changing cryptocurrency market, as it allows us to
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capture the true dynamics of the market without being constrained by data preprocessing

steps.

Following Bandt and Pompe (2002), the permutation entropy under the embedding dimension

€ (¢ ) is as follows:
O¢ n“ aéQn p

whereO ¢ is the permutation entropy under the embedding dimemsitime factorial of
should be less than the number of samples. The value of the embedded dimhelagsmot
affect the trend of the permutation entrofpy. represents the probability of occurrence of

each permutation. As usual, thet iXbase 2.

Bandt and Pompe (2002) gave an example to explain how the model works. Thdre is a

dimensional time series dataSeéo :
Yo o tixhufp fipfp o S
Because the factorial éfshould be less than the data point (there are 7 data points in the
datasetY0 ), € canbe 2 or 3. Using o, Y0 will be divided into overlapping column
vector matrix as follows:
T X Wpmao

X W pmoe pp o
wpme ppo

To show the ordinal rankings of the datatadimensional vectocanbe mapped into unique

permutations :
“  mphcEET p T
There are a total of six different possible permutation$ a 3dimensional vector:
niphg |, 1141 phric |, pchm,“ ¢fpfrt , and® chrtp . For
T

the column vectory , we havao thio xPAT @B @« Sinced® ® @, this column
W

w
can be represented by the permutation Tiphg . For the column vectop 1, with &

@
oo p AT A ¢ theordero G @ corresponds to the permutation  ¢hrtp .

Thus, the matrix (3) can be represented as follows:
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mTmcp ¢
p p T T T v
¢ ¢ pcCp
The probabilities of occurrence of each permutati@me as followsr) “ ¢fu,n“
mn*“ pfu, n“ M, n*“ m, andn “ ¢fu. Therefore, the permutation

entropy under the embedding dimensioh3 is:

) C . .
Oo Gll(;—

N
CcCl|©
i
cln

. C
IICU P& ¢ ¢ ¢

If the following number can be accurately predicted from the previousiohewill be 1,
resulting in"O¢ being 0O, indicating an inefficient market. Conversely, if there is no
relationship between the numbers, permutation entropy will be higher. Hence, the greater the
permutation entropy, the more efficient the marRéiis chaptemormalise the permutation
entropy model to confine its results within the 0 to 1 range. The normalised permutation

entropy modetanbe written as:

0t Ot Jaé Mt X
where’O € represents the normalised permutation entropy under the embedding dimension
€. If 'O ¢ equals 1, it signifies an efficient market. ConverselQi€ equals 0, it indicates

an inefficient marketO ¢ equals the permutation entrojy¢ divided by the maximum

value of permutation entrogy ¢ #and thex ¢ i¥base 2.
2.3.3 Complexityl Entropy Causality Plane

Although permutation entropy can assess the complexity of time series data, it does not
account for its correlation structure. Additionally, the permutation entropy model cannot
distinguish between varying degrees of periodicity and chaos or reveal information about
probability distributions. TheComplexityi entropy causality plane (Lamberti et al., 2004)
addresses these issues with two parameters that reveal complementary information about a
time series: (i) normalised permutation entropy measures a p@cegsedictability, while

(i) JenseinShannon statistical complexity assesses the extent of privileged fluctuations for a
given entropy level. Calculating these two quantities provides insights into the distribution of
fluctuation patterns and the degree of correlation between these fluctuations (Zunino et al.,

2010). The JenséBhannon statistical complexity & can be shown as:
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where0 &R is a measure of disequilibrium and éf¢ N 1ip .0 is a normalisation
constant, which equals the inverse of the maximum possible vali® af ¢ 7¢

Oe I¢ 0O¢ I¢ .¢ p¥e AE IpTEA is the uniform distributiond & captures the
fundamental dynamics and differentiates between varying degrees of periodicity and chaos. It
offers valuable insights into the characteristics of the underlying probability distribution, with

0 ¢ ranging from O to 1Based on the range constraints@f¢ andé & , we can plot

the Complexity entropy causality plane (Figug2).

Based on the work of Zunino et al. (2010), @amplexityi entropy causality plane provides

a modelindependent diagnostic tool that overcomes the limitations of traditional approaches.
JensenShannon statistical complexity is not a simple function of entropy; rather, it is derived
from the divergence between the systemds ac
thereby capturing nenandomness and revealing the pres
Aordered structureso wit hbased ar GARCHygermodels . I n
can capture changes in volatility and correlation structures but cannot reflect the degree of
organsation in the underlying probability distributiomherefore JensenShannon statistical
complexity candistinguish randomness, correlations, and structural patterns within a unified
framework which information that conventional indicators such as GARCH or the Hurst

exponent are unable to provide.
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Figure 2.2: The Complexityentropy causality plane
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The market efficiency at a certaime can be plotted on this plane by the coordinatesnaimalised
permutation entropy X-axis) and JenserShannon statistical complexity ({f-axis). The Xaxis measures
unpredictability in the market, while theakis measures complexity. If the coordinates are closer tmwer
right, it indicates higher entropy, lower complexity, drigh market efficiency. Conversely, if the coordinates
are closer to thapperleft, it suggests lower entropy, higher complexity, fowder market efficiency.

According to the EMH, efficient markets should correspond to higher entropy and lower
complexity (Zanin et al, 2012. When specific temporal patterns exist in a series, its position
will deviate from the ideal point associated with a completely random pro€ess, the
extent of deviation from this ideal point can be used to measure market inefficidrey.
empirical findings of Zunino et al. (2010) demonstdathat the Complexityi entropy
causality plane can robustly differentiate between developed and emerging markets.
Developed markets cluster near the ideal random position (high entropy, low complexity),
whereas emerging markets exhibit lower entropy and higher complexity, reflecting stronger
long-range correlations and fadiled distributions.This suggests that the level of market
development is closely aligned with its position on the plane, forming a downward trajectory
from the upper left to the lower righBuch a trajectory not only reveals the evolutionary path
from inefficient to efficient markets but also indicates that inefficiency primarily stems from

correlations rather than distributional features alone.
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Overall the Complexityentropy causality plane offers a visual representation of market
conditions, enabling an intuitive assessment of the m@arkatrent state and its response to
external shocks based on positioning points on the plane. Positionslenvéreight denote

an efficient market characterised by high entropy and low complexity, indicating high market
efficiency. Conversely, positions in theperleft signify an inefficient market with low
entropy and high complexity, suggesting the presence of predictable patterns and reduced
efficiency. By observing how points on the plane shift over time, especially before and after
cryptocurrency heists, we can visually track changes in market efficiency.

2.4 Empirical Results

241Det ecti on of Bfficencyoi ndéds Mar ket

Since the calculation of permutation entropy and complexity does not rekfterencing or
detrending the rawl1-minute Bitcoin price data are used direcilyne dataset is divided into
consecutive nowverlapping hourly windows (e.g., 00i0@D:59, 01:0001:59. For each
window, all 1-minute observations within the hour are retained, and permutation entropy and
complexityof that hour are calculated based on the resulting sequEmseapproach allows

us to capture the information dynamics at the hourly level

Figure2.3 presents th€omplexityf entropy causality planesgbf i gur es a.)dnd b. 1,
permutation entropy changesupf i gur es a.) fortwelve cBptocurren@y,heisés.
Permutation entropy is calculated with an embedding dimension of 3. In the Coniplexity
entropy causality plane, the relbtsr e pr es ent the hourly distridt
efficiency the day before theryptocurrencyheist, greersquaresrepresent the day of the
cryptocurrencyheist, and bluérianglesrepresent the day after. Points closer to the upper left

corner indicate lower market efficiency, while those near the lower right corner indicate
higher efficiency. The permutation entropy figure illustrates the level of disorder in the
Bitcoin market on the day before (red), the day of (green), and the day after the
cryptocurrencyheist (blue). A higher permutation entropy signifies greater disorder, while a

lower value indicates less disordér.h e resul ts show that Bi t coc
fluctuated before, during, and after thesgptocurrencyheists, aligning with the AMH,

which suggests market efficiency changes in response to external events.

In most cases during and after cryptocurrency heists, the complexitgpy pointsare

located in the uppeleft corner,indicating high complexity and low permutation entropy,
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signalling low market efficiency. This supports AMH: investor sentiment and behavioural
inadaptabilitycould temporarily weaken price discovery and lower market efficiency during
shocks likecryptocurrencyheists. Inthe nine cryptocurrencyheists, including Coincheck
(Figure2.3 b.2), KuCoin(Figure2.3 c.2), Poly Network (Figur@.3 e.2), Bitmart(Figure2.3

f.2), Wormhole(Figure 2.3 g.2), BeanstallFigure2.3i.2), Nomad(Figure2.3 j.2), Binance

(Figure 2.3 k.2), and FTX (Figure 23 1.2) , Bitcoinods per mutati o
significantly during or after theryptocurrencyheists, showing a sharp decline in efficiency.

In the six cryptocurrencyheists (Coincheck, Poly Network, Bitmart, Wormhole, Nomad, and
Binance), this drop was patrticularly evident during ¢hgptocurrencyheiss, reflecting the
maladaptive behaviours of investors when faced with significant uncertainties and the

asymmetry of market information.

According to AMH, market efficiency fluctuates in response to shocks as investors fail to
adapt to changing environments. When a cryptocurrency heist occurs, the sudden uncertainty
and chaos make it difficult for investors to quickly process, understand, and analyse the new
information related to thencident This delay in information processing hinders investors
from making rational decisions, often leading to emotional reactions like panic selling or
buying, causing prices to deviate from their truegedad further declining market efficiency.

As the market gradually absorbs the information and investors adapt to the new environment,
efficiency may recoveiThe findings highlight the dynamic nature of market adaptation and

the significant impact thatryptocurrencyheists have on investor behaviour and market

mechanisms.
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Figure 2.3: The Complexityentropy causality plane and permutation entropy for the twelve

cryptocurrency heists
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(h.1) Ronin Network
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Insubf i gures a. 1, b.1, c¢.1, ¢€é, coordinates |l ocated cl os
complexity, and thus higher market efficiency, whereas those positioned closer to the upper left corner reflect
lower entropy, higher complexity, and lower market efficiency. In-fsibgur e s a. 2, b. 2, c. .

permutation entropy corresponds to higher levels of market efficiency
Notably, theComplexityf entropy causality plane for the Mt. Gox exchange heist (Figdre

a.l) differs from otheincidents After theMt. Gox exchange heisinost complexitiyentropy
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points shifted to the lower left corner, and permutation entropy (Fig@8ra.2) dropped to

zero for 19 hours over three days, indicating a severe decline in market efficiency. As the
worl dos | argest Bitcoin exchange at the ti me
of approximately $450 million in Bitcoin, around 7% of the global Bitcoin supply. This
incident triggered market panic, leading to mass-e# and significant price volatility.

AMH highlights that market efficiency fluctuates as participants adapt to shocks. The Mt.

Gox exchange heist, being the first laggpale hacking incident, disrupted the usual
informationprocessing mechanisms. Investor panic and emotional reactions caused
information transmission and price discovery to fail, leading to a sharp decline in market
efficiency. Over time, the market may readjust and recover, but the initial drop in efficiency

aligns with the dynamic efficiency characteristics outlined in AMH.

Moreover, Bitcoitlis market efficiency did not significantly decrease durorgafter the
PancakeBunny platform and Ronin Network heists. This may be because infestises]

more on the tokens directly affectddring these heists. In the PancakeBunny platform heist,
hackers manipulated Binance Coin to steal approximately $200 million, while in the Ronin
Network heist, they stole 173,600 Ethereum, totalling $620 million (Tsihitas, 2025).
Subsequently, this chapter examines whether investors will pay more attention to Binance
Coin and Ethereum than Bitcoin during these tmptocurrencyheists. This chapter collects
1-minute price data for Binance Coin and Etherdrom Cryptocomparend calculates their
hourly permutation entropy. Figu&4 shows that the permutation entropy of Binance Coin
and Ethereum fluctuated and dropped significantly during and after these two cryptocurrency

heists.

While such cryptocurrency heists can affect the market efficiency of cryptocurrency markets,
this impact varies across different tokens. For example, Etheveasithe most affected

token in the Ronin Network hejshence, its market efficiency changed significantly as
investors focused more on the directly impacted tokens and adjusted their holdings
accordingf.| n contrast, although Bitcoinds mar ket

its volatility was much lower than that observed in the Ethereum market
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Figure 2.4: The permutation entropy d@inance Coinin PancakeBunny platforreist and

Ethereumn Ronin Network heist
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Permutation entropy is calculated with an embedding dimensionTdfelsub-figures (a) and (b)illustrates the
level of disorder in th&inance Coirand Ethereunmarket on the day before (red), the day of (green), and the
day after the heist (bluejhe higher thggermutationentropy, the higher the market efficiency

57


























































































































































































































































































































































































































































































