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Abstract

Electromagnetic Interference (EMI) can contribute to the emergence of safety hazards in the
operation of complex systems throughout various industries. This has led to the specification
of Electromagnetic Compatibility (EMC) standards which aim to minimise the impact of
EMI on the performance of the systems. Complying with these standards has historically
been the only argument for achieving safety in the system. However, due to the rising
complexity of the electromagnetic environment and the increasing complexity and autonomy
of systems, the need for a risk-based approach has been more felt. A risk-based approach
toward EMI, highlights the necessity of a methodology to not only mitigate the impact of
EMI on safety but to produce safety assurance arguments as complying with EMC standards
may not be adequate to provide safety assurance for a system while employing a risk-based
EMI management.

In this thesis, the EMI-related safety arguments produced by the rule-based approach
and the state-of-the-art risk-based approach are investigated and the deficiencies of the
current safety argument in regard to the contribution of EMI toward safety are identified.
The features of an adequate methodology are also identified. Then, an EMI-aware safety
assurance methodology is proposed. The methodology is proposed to be followed during the
development of the system and to produce essential safety arguments and supporting evidence.
Moreover, as part of the methodology, the concept of Electromagnetic Operational Domain
Model (EODM) is defined which facilitates the specification of operational conditions in
which the system is assured against the contribution of EMI to the safety of the system.
Evaluation of the methodology is carried out by peer reviews, case study and analysis. It
demonstrated that the methodology can be integrated into system development processes and
provides adequate arguments and supporting evidence in regard to the contribution of EMI to
the system’s safety.
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Chapter 1

Introduction

1.1 Electromagnetic Interference and Safety Effects

The development of new engineering concepts has brought new capabilities, improved

systems' functionality throughout various �elds, and promoted the notion of extensive con-

nectivity between systems. It has also introduced new safety concerns and made some

existing concerns more likely as the complexity of systems increases. One of these safety

concerns is rooted in challenges regarding the interactions between, and engagement of,

various Electrical, electronic and programmable electronics in numerous states and con�gu-

rations. A group of threats may emerge from these safety concerns in the form of the impact

of ElectroMagnetic (EM) phenomena on device capabilities interactions. As the number of

connected devices and their communication complexity increases, the potential importance

of EM phenomena's impacts on the safety characteristics of a system also potentially soar

[15].

One instance of the contribution of Electromagnetic Interference (EMI) to the emergence

of safety effects is a ferry accident in Canada. On December 20th, 2011 the British Columbia

"Coastal Inspiration" ferry struck a berth while approaching the ferry terminal in Nanaimo,

British Columbia, Canada. As a result, several passengers and crew were injured, and the

ferry and terminal sustained extensive damage. An investigation by Canada's Transportation

Safety Board showed that malfunction of an isolating ampli�er in the bow propulsion pitch

control system that determined the angle of the propeller blade, resulted in the inability of

the propeller system to respond properly to the handles used by the crews and consequently

limited control of ferry movements near the dock. This lack of ship control was a direct

causal factor to the collision. It is reported that the root of the malfunction was EMI, and in

particular a lack of proper shielding against EMI [16] and [17].
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While this accident is considered an example of how EMI can cause serious harm, there

are numerous examples of incidents and scenarios in various kinds of systems in which

EMI could play a role in developing hazardous situations. This is due to the fact that we

are experiencing a much more complex electromagnetic environment than we used to in the

past two decades. For instance, the number of reported adverse EMI incidents in medical

equipment has increased signi�cantly in recent years [18]. This trend is expected to continue

or even be intensi�ed in coming years as new Arti�cial Intelligence (AI) applications and

systems units will be used in safety-critical systems as the systems become more complex

and the technical uncertainty of the systems (e.g. unpredictable behaviour of the system) [19]

increases. Therefore, it is essential to identify ways to ensure that a safety-critical system

retains its safe operation while it is exposed to electromagnetic disturbances.

1.2 Assuring Safety in regard to Electromagnetic Interfer-

ences

The traditional way of tackling EMI issues, employs a `rule-based' approach. This approach

attempts to reduce the possibility of EMI by employing classic mitigation techniques like

�ltering, shielding, etc., during system development. The system is then tested to achieve

conformity with relevant Electromagnetic Compatibility (EMC) standards. While this

approach may provide some level of con�dence for the performance and availability of the

system, it does not provide adequate reasoning in regard to other essential properties of the

system such as safety.

Disadvantages of this approach regarding safety include the limited number of tested

scenarios, high uncertainty in the effectiveness of mitigation techniques and the lag of EMC

standards compared to new technologies, and relevant EMI threats, as discussed in [20] and

[21].

Moreover, the increasing costs of certi�cation for achieving full compliance in certain

industries, such as maritime, coupled with the availability of Commercial Off-The-Shelf

(COTS) equipment that may not meet industry speci�c EMC standards, indicates the need

for a new approach [22].

The limitations of the rule-based approach have led to proposals to replace it with more

effective risk-based approaches in regard to EMI threats [23]. Applying a risk-based approach

necessitates considering EMI as a cause of system failure from the earliest phases of the

System Engineering lifecycle [24]. In this thesis, we assume that a System Engineering (SE)



1.2 Assuring Safety in regard to Electromagnetic Interferences 3

approach alongside of a risk-based approach to EMI threats is to be undertaken in system

development.

As a result, questions arise as to the level of safety risk EMI contributes to in a system

and how this level of safety risk contribution can be shown to be acceptable. Informally, the

objective of this thesis is to address the identi�cation of the contribution of EMI to safety

risk and how the acceptability of this contribution can be established.

It is argued that it is essential to have a comprehensive and proportionate process with

de�ned procedures, and associated documentation to ensure that EMI issues have been taken

into account during the system lifecycle stages and related safety risks are identi�ed and

mitigated to an acceptable degree. Implementation of risk-based EMC requires a process

during both the development and operation of a system which enables the assurance of safety

and demonstrates how the undertaken activities have reduced the EMI safety risks [25].

Regardless of how EMI is being managed during the development and operation of

a safety-critical system, it is essential to demonstrate safety of the system, as one of its

fundamental properties, against factors which contribute towards the emergence of systematic

hazards. Since EMI can play a crucial role in hazardous situations developing, it is essential

to demonstrate that the impact of EMI on safety of the system is controlled in a way that

safety risks remain at acceptable levels. This means we must assure the steps taken by design

and by operation to manage the contribution of EMI to safety risk.

There are various methods for demonstrating system properties and obtaining certi�cation

for these properties. Although practices differ across domains and regulatory bodies in

different countries, they can be categorized into two types [26]: the prescriptive approach

and the goal-based approach. In the prescriptive approach, standards and guidelines outline

speci�c rules that must be followed for a product or process to gain certi�cation. Conversely,

the goal-based approach emphasizes achieving the required outcome. Thus, a set of criteria

is established for certi�cation, and the applicant must then demonstrate both the means used

to meet these criteria and the validity of those means.

Rule-based EMC originated from the prescriptive approach. It aims to achieve compliance

with EMC standards which heavily rely on immunity and emission tests. In other words,

the main argument for achieving acceptable EMC in the rule-based EMC approach is

passing EMC tests in speci�c scenarios de�ned in the standards. Therefore, the need for an

argumentation tool has not been extensively noticed.

However, as complexity of systems, interaction between systems and EM environments

become more complex compliance becomes dif�cult to show. As a result even here; an assur-

ance case for demonstrating the argument for compliance with EMC standards (Compliance

Case) facilitates the certi�cation process [27] and [25].



1.3 Objectives and Scope of the Research 4

On the other hand, the risk-based approach aims to argue about achieving goals regarding

various system properties by providing arguments related to scenarios which might not

be anticipated in EMC standards. As a result, the associated arguments are not limited to

conformance with test requirements in EMC standards. Additional arguments and evidence

are required. Furthermore, from the certi�cation parties perspective, validation of compliance

with relevant requirements once the risk-based EMC approach is applied, has been observed

to be more dif�cult [28]. The use of argumentation becomes even more appropriate than

in the rule-based approach. A systematic argumentation approach is required to justify the

realisation of safety risk goals and to assist system safety certi�cation [25].

Assurance is a “positive declaration intended to give con�dence”; thus, an assurance case

is de�ned as “a reasoned, auditable artefact that supports the contention that its top-level claim

(or set of claims) is satis�ed, including systematic argumentation, its underlying evidence,

and explicit assumptions that support the claim(s)” [29]. Producing relevant assurance

arguments in regard to EMI, enables developers and other stakeholders to demonstrate that

the role of EMI in the safety of the system is managed by design and by operation to an

acceptable level. However, to demonstrate the claims about a system and its safety, it is also

essential that appropriate evidence exists to back-up these claims.

To determine activities that need to be undertaken in each stage of development, an

acceptable and adequate understanding of the EE (Electromagnetic Environment) that the

system is intended to operate in, is required. Furthermore, to achieve safety assurance,

knowledge of the capabilities of the system in regard to maintaining safe operation while

the system is exposed to EMI threats is required. Therefore, the operational conditions in

which the safe operation of the system is to be assured should be identi�ed [30]. In other

words, assurance of EMI contributions is limited to the operational boundaries that the system

can be assured against. Thus, it is essential to identify these boundaries as part of assuring

a system with respect to EMI. However, the current approach for determining relevant

operational conditions only relies on the boundaries of EMC test limits and levels de�ned by

standards. These are often in�uenced by non-technical factors and lag behind the changes

to the EM environment. Therefore, the current practice for determining electromagnetic

operational conditions does not generate an acceptably accurate speci�cation required for

safety assurance.

1.3 Objectives and Scope of the Research

This research aims to support the development of safety assurance elements in regard to

the impact of EMI on the safety of complex systems and its contribution to safety hazards.
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This goal is achieved by addressing the challenges and their associated assurance claims

illustrated in Figure 1.1.

Fig. 1.1 Summary of challenges and claims

1.3.1 Research Objectives

In the light of these challenges and claims we wish to make again them, as identi�ed in

Figure 1.1, the objectives of this research are as follows:

• RO1- Identify and assess current EMI speci�cation de�cits with respect to assessment,

quali�cation, certi�cation process and safety assurance
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• RO2- Develop a through-life EMI aware work�ow and associated assurance processes

leading to a credible assurance case template/pattern for the contribution of EMI to the

safety of a system

• RO3- Conceptualise and develop the operational condition of a system regarding its

electromagnetic environment

An acceptable contribution of EMI to safety risk evidence must be justi�ed both during

system development and operation. In this thesis a work�ow framework is proposed to allow

development organisation to create an assurance case for EMI contribution to safety risk

and to provide the EMI related evidence to back up this case. Furthermore, it is proposed

that these work�ows should be structured in a way that they can be integrated into an

organisation's current system's development activities. Respectively, the arguments produced

in regard to EMI should be in way that could be instantiated into the high level safety

assurance case of the system.

1.3.2 Initial Scoping Statement

While the general aim of this project is to develop an EMI-aware work�ow framework for the

entire lifecycle, it is intended to address parts of the work�ow in detail and provide associated

processes for them. These parts comprise the determination of the operational conditions for

the electromagnetic environment and its associated processes along with the behaviour of

the system during operation based on design decisions. Moreover, the provided assurance

elements focus on evidence produced during development of the system. It does not include

argumentation and evidence regarding maintenance of the system in operational use. The

extension for operational support of assurance case for EMI are addressed in the future work

section 8.3.

1.4 Thesis Structure

This thesis consists of eight chapters. The outline of these chapters are provided as follows:

• Chapter 1: This chapter aims to brie�y explain the motivations of this research and the

research objectives. Moreover, it states the scope of this research.

• Chapter 2: This chapter provides a literature review on essential contexts that supports

objectives of this thesis such as System Engineering and Assurance cases. This

literature review is then extended to discuss advancement of EMI management and

safety argumentation.
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• Chapter 3: While chapter 2 aims to discuss EMI management from theoretic and

academic viewpoints, chapter 3 explores EMI management in industrial practice based

on observations made as part of this research.

• Chapter 4: This chapter aims to construct a safety reasoning in regard to EMI which

provides the basis for the methodology proposed in chapter 5 of this thesis.

• Chapter 5: In this chapter, the proposed methodology is introduced and the assurance

arguments are discussed.

• Chapter 6: This chapter discusses nature of the electromagnetic environment as part

of the operational conditions of a system. Furthermore, concept and processes for

consideration of the electromagnetic environment in the proposed methodology are

introduced.

• Chapter 7: This chapter aims to evaluate the �ndings of this thesis and discuss its

limitations.

• Chapter 8: This chapter provides a summary of this thesis contents and discusses about

the thesis contributions and potential future works.



Chapter 2

Safety Reasoning and Electromagnetic

Interference Management

The aim of this chapter is to provide the essential context for the advancement in managing the

effects of the EMI on a system's properties such as performance and safety and consequently

the ways that safety can be achieved and assured with respect to the contribution of EMI

proposed in this thesis. To do so it is vital to discuss state of the art safety reasoning and safety

demonstration �rst; as describing the relationship between EMI management and safety

would be ambiguous without explaining appropriate safety-related de�nitions. Therefore,

in the following sections, essential contextual information in regard to System Engineering

Processes and system safety reasoning is provided.

Stakeholders of a SE project have goals they wish to see ful�lled. A number of these

goals will relate to how a system interacts with its environment. to demonstrate and analyse

the approaches of EMI management, the associated activities and strategies are explained

using the following de�nitions:

• As Described: how the project is described, observed or documented [31]

• As Practised: how the project has been carried out [32]

• As Desired: how people would like a project to take place [33]

According to the provided de�nitions, 'as Described' is how EMI management activities

are reported or the way it is going to be carried out in theory. 'As Practised' is how the

EMI management activities actually take place in an organization and EMI management

approaches and activities can be explained 'as Desired' when these strategies and activities

are the ones that the stakeholders tend to take place since they are the ideal ways to manage

EMI.
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2.1 System Engineering and Safety Processes

Prior to describing the System Engineering (SE) and safety processes, it is essential to brie�y

explain the System Safety concept and Functional Safety. System safety is a discipline

focused on identifying, evaluating, and mitigating risks to ensure that systems operate

without causing harm to people, property, or the environment. It emphasizes the proactive

identi�cation, assessment, and mitigation of hazards throughout the system lifecycle, from

design to decommissioning. The focus of system safety is not only on individual components

but also on how they interact within the system as a whole [3].

Functional safety is a subset of system safety which addresses risks arising from failures

or malfunctions in systems. Functional safety ensures that safety-related systems operate as

intended, even in the presence of faults and component failures. While system safety focuses

on the broader spectrum of potential hazards, functional safety narrows its scope to the

performance of safety-critical functions. Together, they form an approach to managing safety

in complex systems, ensuring both overall system integrity and the dependable operation of

safety-related functions [2]. Following explaining functional safety, it is necessary to provide

a short description of system failures.

System failures can be divided into systematic failures and random failures. Systematic

failures arise from �aws inherent in the system's design, development, or manufacturing

processes. These failures are deterministic and reproducible under speci�c conditions, as

they are often the result of incorrect requirements, or errors in design during development.

Systematic failures are mitigated through rigorous veri�cation, validation, and quality as-

surance practices [3]. In contrast, random failures occur unpredictably due to the inherent

variability or wear-and-tear of hardware components. These failures are non-deterministic

and often follow probabilistic models [2]. This distinction is important to be noted as most

system failures arise from EMI are considered as systematic failures as they are rooted in

errors in design decisions. However, some EMI related failures are still random when they

emerge from wear and tear of systems or errors during system installation.

Systems Engineering (SE) is a cross-practice discipline that has evolved to manage the

complexities of processes and systems by implementing systematic methodologies to the

entire lifecycle of a system [34]. One of the primary targets of SE is to ensure and assure

that the de�ned functional and non-functional, such as safety requirements of a system

are satis�ed during the development and operation stages of a system. Hence, the safety

process of a system has consistent interactions with the development steps of a system. The

interaction between SE and System Safety Engineering continue during the post-release

period. In this section, the process of System Engineering and System Safety Engineering

(SSE) is discussed.
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The guidelines and standards in different industries propose a system lifecycle that �ts

the processes of that industry. Despite the differences between details of their de�ned

steps, the overall path of process steps is relatively similar. For example, the aerospace

industry's main guidelines for development and providing safety are ARP 4754A [1] 1

and ARP 4761 [36] (see Figure 2.1). These guidelines govern activities that must be done

during system hardware and software development in all development levels (aircraft, system,

item). Moreover, International Electrotechnical Commission (IEC) has published IEC 61508

[2], which includes general requirements for functional safety of Electrical/Electronic/

Programmable Electronic (E/E/PE) safety-related systems. This standard is the basis of

safety standards in other industries, such as functional safety for the automotive domain (ISO

26262 [37]).

Fig. 2.1 Safety and development process of ARP4754A [1]

While there are multiple safety standards in other industries such as railway and nuclear

plant industries, our focus is on IEC 61508 [2] and the ARP 4754 [1] standards. IEC 610508

[2] is the most relatable safety standard for considering safety risks emerged from EMI and

1Note: ARP4754B [35] has been recently published. However, the elements of the safety and development
process remains unchanged form ARP4754A.
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the development of most electrical and electronic systems, that are vulnerable to EMI, are

based on it. Moreover, ARP 4754 [1] is a mature and well-de�ned standard that has been

used not only in the aerospace industry but for other complex systems.

Fig. 2.2 Overall safety lifecycle of IEC 61508 [2]

Both ARP 4754 and IEC 610508 provide a Safety Assurance Process (SAP), which

integrates into development processes. However, their general approach for satisfying

high-level safety objectives is different. Based on [38], IEC 61508 can be considered as a
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mean-prescriptive standard as it provides recommended, highly recommended and mandatory

speci�c means to achieve safety targets. On the other hand, the ARP 4754 approach can be

considered as an objective-prescriptive approach that provides high applicability in various

contexts but requires interpretation.

While the ARP safety process provides step by step interactions between safety activities

and the development process (see Figure 2.1), the IEC 61508 includes an independent safety

lifecycle (Figure 2.2). Thus, while the essence of safety activities in both standards are

relatively similar, the approach toward de�ning criticality levels are different. ARP 4754

classify the failure conditions of top-level functions based on the severity of the consequences

of that failure into �ve criticality categories: Catastrophic, Hazardous, Major, Minor and

no safety effect. Then allocates relevant Development Assurance Levels (DALs) to the

sub-functions and items contributing to that failure condition. DALs determine the level of

rigour of safety activities that must be performed on the respected functions and items.

Conversely, in the IEC 61508 approach, the functions which contribute to reducing

identi�ed risks are classi�ed into four Safety Integrity Levels (SILs) based on severity and

the likelihood of the risks. In other words, SILs are allocated to safety functions that are

intended to reduce risk to a speci�ed target level.

2.2 Safety Reasoning and Demonstration

2.2.1 Safety Reasoning Approaches

The safety processes presented in the standards and guidelines re�ect the steps that developers

are required to follow to assess a system's safety characteristics. However, reasoning about

how to implement the process and de�ne the top-level safety objectives which demonstrate

the achievement of safety in a system has not been presented by standards. Therefore, re-

searchers and experts in different �elds have developed frameworks suitable for their context

and compatible with related controlling standards and processes for demonstrating safety

achievement or conformance to speci�ed requirements such as certi�cation requirements.

While the practices are different through domains and regulatory bodies in different

countries, they can be categorised into two types [3]: Prescriptive approach and Goal-based

approach. In the Prescriptive approach, standards and guidelines provide rules that must be

followed for a product or a process to achieve certi�cation. On the other hand, the Goal-based

approach focuses on the outcome leaving the developer to determine approach to meet the

goals. Therefore, a set of criteria should be met in order to achieve certi�cation and the
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means and the validity of the means used to meet the criteria should be demonstrated by the

applicant of certi�cation.

The safety or certi�cation case approach is rooted in goal-based safety demonstration. It

was developed to answer the need for expressing safety arguments explicitly in detail and is

capable of integrating into the development and operational processes of a system [39]. In

this approach, safety should be demonstrated in a structured fashion by reducing the risk to

a tolerable level. The concept of a safety case can be de�ned as following [40]: `A safety

case should communicate a clear, comprehensible and defensible argument that a system is

acceptably safe to operate in a particular context'.

An ideal Safety Case is a hierarchical live artefact that develops incrementally during

the development and operation phases of the system lifecycle and comprises three ele-

ments: Objective, Argument and Evidence. The argument provides the reasoning behind the

achievement of the Objective by considering the appropriate evidence (Figure 2.3).

Fig. 2.3 Argument answers the question `How does the provided evidence lead to the
achievement of the Objective?'

The Objective is a claim about the system that needs to be supported. It could be a

requirement, a de�ned characteristic of the system, a safety goal, etc. The supporting

evidence includes analysis results, tests and other artefacts that back up the argument that

the case is based on. All three elements are required in a safety case as an argument without

proper evidence is not cogent and does not lead to an acceptance that the Objective is

met. Vice versa, achieving an Objective supported by evidence without proper argument

is vague and requires explanation to be understood. This is because the applied tools for

providing the evidence, the rationale of the argument and Objective validity will inevitably

include uncertainty and may include errors. The con�dence a reader should have in the

assurance case's elements, speci�cally the evidence, need to be evaluated. Therefore, a

`Con�dence Case' is required to demonstrate how con�dent we are in each of the elements

of the assurance case [41].

The scope of the safety case has to be determined from the early phases of development.

The boundaries of the system, the operational use, and the environmental conditions of the
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Fig. 2.4 The hierarchical structure of the safety case

system affect the scope of the safety case. Hence, it is essential to make sure that the scope of

the safety case is monitored and controlled during development and operation. Furthermore,

in cases where there are various interacting safety case arguments (known as modules [42]),

the interfaces between the safety case modules that could be used for integration into an

overall modular safety case must be de�ned.

As indicated, a Safety Case is a live artefact that develops incrementally. It should

therefore, re�ect the reasoning and activities that have been undertaken for identifying

hazards, determining correct requirements and acceptable risk level, reducing the safety risks

to the acceptable level and maintaining the safety argument during the operation.

A de�ned top-level goal is broken down into sub-goals by appropriate arguments. These

sub-goals are broken down again, and this process continues until the sub-goals could be

supported by evidence directly (Figure 2.4). However, these attributes may not be achieved

in practice. In [43], some cases where developing safety cases in practice is far from ideal

are highlighted.

While research on evolving safety case development and use has continued in recent years,

there are some criticisms against the applicability and ef�ciency of using safety cases. One

of the most critical opinions about safety cases has been made by Leveson in [26]. Leveson's
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criticisms of the safety case approach encompass multiple aspects. She supported these

criticisms by providing examples of accident reports that show the safety cases produced for

systems involved in those accidents did not prevent the accidents.

The �rst criticism of the safety case approach relates to the top goal of safety cases

being de�ned to achieve a safe or acceptably safe system. Leveson stated that this goal

is inherently untrue and the focus should be on actively demonstrating that the system is

unsafe by identifying hazards and �aws, rather than merely arguing for its safety. While this

criticism includes true statements about the claim of the safety case and the focus point of

safety engineering, it can be argued that this criticism is toward an inadequate instance of

a safety case rather than the safety case approach. This is due to the fact that the top goal

of a good safety case is always supported by sub-goals and evidence, focusing on actively

looking for hazards.

Leveson also stated that using safety cases leads to the occurrence of con�rmation bias

which is `a tendency for people to favour information that con�rms their preconceptions

or hypotheses regardless of whether the information is true'. In other words, the provided

evidence in the safety case may be chosen based on the need for supporting higher-level

goals and not based on reality. This bias may also impact the safety goals derivation and goal

breakdown process.

Moreover, she highlights that a signi�cant limitation of the safety case approach in

practice stems from inadequate analysis and evidence used to support claims about the

safety of the system. It is also stated that there is a tendency for safety cases to neglect

worst-case analysis and instead focus on likely or expected scenarios. While these criticisms

are generally true, one can argue that these criticisms can also be applied against other

approaches as well. However, this in reality is a criticism of those applying the approach,

rather than the approach itself. Safety arguments should address worst credible events and

associated con�dence arguments should identify why other events are not credible.

Alongside the noted criticisms of the safety case approach, it has been praised as well. In

[44], Tim Kelly, who has a signi�cant contribution in developing the safety case approach,

supported the use of safety cases and asserted that safety cases allow higher �exibility in

the type of presented evidence to demonstrate safety and consequently, novel methods and

techniques can be used as evidence which is not the case in following a prescriptive approach.

Another approach for achieving safety is Systems-Theoretic Accident Model and Pro-

cesses (STAMP), which is based on system theory and developed to manage safety in

complex socio-technical systems. This approach developed by Leveson in [45] and [3]

tries to manage safety by identi�cation of constraints and then by providing barriers and

mitigations to enforce these constraints. In this approach, failures and unsafe interactions are
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controlled through design, processes or social controls. Based on STAMP, a set of assessment

techniques including a hazard analysis method called System Theoretic Process Analysis

(STPA) has been developed. STPA includes four steps:

• Identify potential accidents and Hazards

• Draw the control structure

• Identify unsafe control actions leading to accidents and hazards

• Identify causal factors and create scenarios to be addressed

Once interactions between system elements have been identi�ed, feedback from the

controlled system is provided to the controller and then based on the received information, a

control action is provided to the controlled system in order to maintain safety (Figure 2.5).

These control loops exist in all levels of a socio-technical system in a hierarchical structure

from component level to regulatory institutes. A primary difference between STAMP and the

safety case approach is in their view toward the concept of risk. STAMP always considers

the worst outcome in a process regardless of the likelihood and severity of the failure, which

contrasts with the safety case approach.

While both of these approaches toward demonstration of safety are potentially viable, the

safety case approach is adopted in this thesis. This decision has been made based on the fact

that the safety case approach has been adopted in many safety-critical industries, especially

in the UK. The widespread usage of the safety case approach provides a framework which

facilitates the integration of the proposed EMI-aware safety assurance methodology into

current industrial practices. It also minimises the disruption to current practices proposed by

this thesis. Future work to compare the proposal here with the approach expounded by the

STAMP community would be bene�cial.



2.2 Safety Reasoning and Demonstration 17

Fig. 2.5 Standard Control Loop [3]

2.2.2 Safety Assurance Demonstration

There are several ways of representing argumentation in a safety or certi�cation case. The

most simple ones are explaining them in free text or a tabular structure. However, applying

these methods may lead to ambiguity and dif�culties in communication between stakeholders.

Besides, traceability between safety case elements can also be problematic [40]. Thus,

graphical methods are preferred for reporting the elements of safety argumentation. One

such method, the Goal Structuring Notation (GSN), is a graphical argumentation tool that

explicitly connects the safety case elements and provides a comprehensible structure for

argumentation [46].

GSN facilitates demonstrating the interaction between objectives, arguments, and evi-

dence through a set of graphical elements and consequently a better projection of argumenta-

tion is achieved. The primary elements of GSN can be introduced as follows:

• Goal: A claim about the system that needs to be supported. A goal could be a speci�ed

requirement, target, or constraint. For instance, a goal could be a claim that the radiated

emission of a system is lower than a speci�c level.

• Strategy: The reasoning behind how goals break down into sub-goals. It is the nature

of the argument which connects different levels of goals. For example, one strategy
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could be a de�ned approach for demonstrating that the radiated emission is lower than

a speci�c level.

• Solution: The items of evidence provided to support claims. A solution could be the

results of tests, simulations, analysis, or a reference.

• Context: The contextual information about a goal, strategy, or solution essential to be

considered is presented as a context in GSN. A context can be a reference statement,

or information about the system, tests, environment, or requirements.

• Assumption, Justi�cation: In some cases, de�ning goals, reasoning about an argu-

ment, or using a piece of evidence requires some assumptions or justi�cations. In GSN,

this information could be presented via Assumption or justi�cation elements. For

instance, reasoning about radiation limit lines could be considered as an Justi�cation.

The relationship between GSN elements can be divided into two categories. If there

is a causal relationship between elements and the support of an element is required for

another one, theS̀upportedBy' link (A solid arrow) can be used. Once there is a contextual

relationship between elements, the `InContextOf' link (A hollow arrow) will be applied. An

illustration of the elements and relationships is provided in Figure 2.6.

Fig. 2.6 GSN elements and relationships

The abstract process of developing a safety case includes de�ning claims and �nding

supporting evidence for those claims. The required claims and evidence of the safety case are
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Fig. 2.7 Development of Safety case [4]

produced during the safety process. Furthermore, safety cases are required to be evaluated

and improved during development. In [4], this process is presented (Figure 2.7). The Safety

Case is populated during development and analysis of the system, and then the system is

evaluated by using available information. The essential improvements determined during

evaluation are fed back to the safety case and also to the development process of the system.

It is common that argument and evidence used to support a claim, would be similar to

argument and evidence required to support another claim. For example, if implementing

a technique reduces risks associated with multiple hazards, the arguments and evidence

supporting claims about those hazards would be similar. Thus, an argument used in a safety

case can be reused and instantiated into another safety case. Safety Case Patterns provides a

suitable level of abstraction and allow exploiting successful argument in multiple safety cases.

Patterns help to describe and use general principles, structures and processes for common

problems in various contexts [47].

As stated above, a safety case is a live artefact that is incrementally developed during

a system's lifecycle. Safety case artefacts are produced in safety activities during the
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development steps. They include arguments based on the evidence derived from assumptions

about the environment and the system. For instance, the assumptions about the operational

environment and system's architecture. Once the assumptions about the environment or

system no longer hold, the assurance arguments provided at deployment are not valid any

more. Besides, if the way the system is used change, again an update is required. Therefore,

it is essential to employ a process for updating the arguments and safety assurance case

during operation of the system, as required.

2.3 EMI Management and Safety Argumentation

EMI can impact the safety of a system in a number of different ways. The authors of [48]

provide a case study where EMI leads to an unwanted change in the acceleration of an electric

scooter and consequently the emergence of a hazardous situation. The scooter consists of

a potentiometer which is connected to a controller by an unshielded cable. The controller

which controls different speed modes, is provided with a DC voltage by the potentiometer. In

this case study, a high frequency �eld coupled to the cable and considered as an DC voltage

and led to unwanted operation of the scooter. This example can be considered as a situation

where EMI is the main factor that causes systematic failure in the system.

However, the provided case study is not the only way that EMI could contribute to

emergence of a hazardous state for a system. For instance, EMI can interfere with functions

that are supposed to enable a system to enter a fail-safe state during a failure scenario. For

instance, in Figure 2.8 which depicts a schematic of a fail-safe module algorithm for an

autonomous vehicle, EMI can impact the detection of hardware failures (caused by any other

kind of factors) along with causing interference with Emergency control functions. In these

kinds of scenarios, EMI contributes to the development of hazardous situations without been

considered as initiating cause of failure. It can also act as an common cause factor to a

number of simultaneous failure events.
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Fig. 2.8 Schematic of a fail-safe module algorithm [5]

Traditionally, there has been a simpli�cation about achieving safety against EMI by show-

ing compliance with harmonised EMC standards and European EMC directives. Although

these standards provide a baseline for evaluating the performance of the equipment, they are

not intended to provide safety [49] or to provide evidence for safety assurance independently.

Hence, there has been a gap between EMC performance processes and safety processes.

In this section, the evolution of argumentation about functional safety in regards to EMI

from risk-based EMC to EM resilience is discussed. In the other words, the rest of this

section, explains EMI management 'As Described' in academia and industry.

2.3.1 IET guideline and IEC 61000-1-2

To �ll the gap between EMC compliance and EM safety, the �rst guidelines to provide

con�dence about functional safety regarding EMI have been developed in 2004 [7]. Moreover,

by considering [7] and IEC 61508 lifecycle, a particular work�ow for the EMC for functional

safety has been published by the IET in 2008 [6]. In this approach, the worst-case scenarios

for intersystem and intrasystem EM interaction are identi�ed, and a speci�cation for the

system is created. Based on the created speci�cation, EMC techniques are included in the

design process, and a veri�cation and validation plan is prepared. After system realisation,

the V/V process is performed, and the system enters the operational phase. Finally, the

work�ow proposes a list of activities for the maintenance of the system.

While these guidelines provided the basis for achieving safety in regard to EMC, it has

been realised that following these guidelines is not readily feasible due to dif�culties in
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identifying all the worst-case EM interactions and limited explicit alignment with main

safety processes [50]. This creates an inability to incorporate into risk-based approaches

and address within the safety case. These drawbacks led to further IET guidelines [9] being

published in 2013, focusing on EM resilience for achieving safety. EM resilience is discussed

in the following subsection.

Although this guideline does not explicitly provide argumentation about achieving func-

tional safety, it can be inferred that EMC can be controlled for functional safety by following

the identi�ed work�ow steps (Figure 2.9). Accordingly, the top-level argument of this guide-

line is constructed using GSN in thesis thesis (see Figure 2.10). The top-level goal is achieved

by ensuring that all the external EM threats and the severity of all hazards caused by the EM

threats are identi�ed during risk analysis. The effects of internal components' emissions are

also determined. Another argument over the design phase can be identi�ed, which requires

three goals that to be addressed (G5, G6 and G7). The level of EM risks should be reduced

during design to an acceptable level determined by the associated Safety Integrity Level

(SIL). Furthermore, producing the veri�cation and validation plan and performing it should

be demonstrated.

In 2016, IEC 61000-1-2 was published. This provides one methodology for the achieve-

ment of functional safety with regard to EM phenomena [8]. This standard proposes a process

to be followed simultaneously with processes of IEC 61508 [2] (Figure 2.11). The standard

considers four aspects related to EMI:

• Electromagnetic Environment

• Design and integration in equipment and system level

• Veri�cation/Validation

• Immunity testing
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Fig. 2.9 EMC for functional safety in IET guide [6]
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Fig. 2.10 Construction of top-level argument of [6] and [7]
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Fig. 2.11 The IEC 61000-1-2 activities during IEC 61508 lifecycle [8]
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It is noted that the standard does not include any activity for the operational phase.

The standard states some actions and argues that by undertaking them, functional safety

regarding EMI would be achieved. Therefore, the top-level argumentation of this standard is

illustrated in Figure 2.12. The key part of the IEC 61000-1-2 is considering the output of the

electromagnetic environment assessment in the system safety requirement speci�cation and

provision of a test plan based on the most severe electromagnetic environment regardless of

the Safety Integrity Level of the system, which is determined during the IEC 61508 process.

Therefore, the standard suggests an additional procedure of immunity testing for safety with

speci�c pass criteria called `De�ned State (DS)`, which can be determined according to the

system safety requirement speci�cation. Alternatively, the standard suggests that DS criteria

can be considered equal to criteria A (no degradation of performance or loss of function is

allowed when the equipment is used as intended) in normal immunity tests. The difference

between normal immunity tests and the safety immunity tests is called the test margin.

2.3.2 Mitigating EMI issues

The concept of resilience has numerous interpretations throughout different �elds. However,

the essence of this concept can be de�ned as "The intrinsic ability of a system to adjust its

functioning prior to, during, or following changes and disturbances, so that it can sustain

required operations under both expected and unexpected conditions [51]". Based on this

de�nition, resilience engineering aims to increase the number of processes that go right

instead of just focusing on reducing things that go wrong. Hollnagel describes four essential

abilities of a resilient system in [51] as follow:

• Anticipating : knowing what to expect

• Monitoring : knowing what to look for and how to do it

• Learning: Knowing what has happened

• Responding: knowing what to do

To overcome the de�cits of earlier IET guideline and the IEC 61508 approach, the IET

published new guidance for functional safety with regards to EMI [9] and introduced the

Electromagnetic Resilience idea, where the goal is increasing the tolerance of a system

once exposed to Electromagnetic Disturbances (EMDs). In order to achieve electromagnetic

resilience, it is suggested that the Techniques and Measures (T&Ms) mentioned in IEC 61508

be tailored to become suitable for failures arising from EMI. IET published a list of potential

techniques and measures [52] in 2017 which can be used during applying the IET guideline.
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Later on, based on the approach of IET guideline, IEEE published IEEE 1848 [53] standard

in 2020 which provides a comprehensive list of T&Ms which be applied during the lifecycle.

Similar to IEC 61508, the standard assigns an importance level to each T&M according to a

Function's SIL. The importance level determines whether applying the T&M is Mandatory,

Highly Recommended, Recommended or Not Recommended. Some of these T&Ms may be

applied during design for other purposes based on IEC 61508 recommendation, but they are

also effective against EMI [54].

The top-level argument in this approach is depicted in Figure 2.13. Besides applying

T&Ms, the approach necessitates good EMC engineering during design. Good EMC engi-

neering comprises traditional EMC rules of thumb, design and installation guidelines noted

in standards, mitigation techniques like shielding, �ltering, etc. Furthermore, complying

with normal EMC standards is another goal in this approach. These standards ensure that the

system's EM emission is controlled during operation, and a minimum level of immunity is

achieved.

Fig. 2.13 Top-level argument of [9]

While the de�nition of EM resilience is related to the de�nition provided in [51], the

approach does not demonstrate the key properties of resilient systems (anticipating, moni-
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toring, learning and responding). However, from T&Ms provided in [53], it can be inferred

that the approach mainly focuses on increasing Robustness. Robustness can be de�ned as

a system's ability to remain functioning when disturbed. This approach recommends the

general process of IEC 61508 for developing and operating phases but does not introduce

an EMI speci�c work�ow to follow. Moreover, it is not clear how the contribution of each

T&M in the EMI risk reduction can be evaluated and the con�dence in them assessed. It is

noted that at the time of publication of this thesis, no further IET guidelines is published.

Furthermore, the issue 1 of both IEEE 1848 and IEC 61000-1-2 are still valid, and no further

updates have been made to them.

2.3.3 Assuring EMI contribution to Safety

While there have been numerous discussions around ensuring the acceptable level of system

properties such as safety and performance against EMI impacts, there has not been extensive

research about assuring a system's properties such as EMC. This is largely due to the fact that

safety assurance in regard to EMI, had been achieved by compliance arguments. However, as

stated before, moving to risk-based approaches highlighted the need for assurance in recent

years as supporting safety and even conformance claims require explicit arguments.

One attempt to consider EMI as a source of contribution to safety hazards and assuring

safety of the system in that regard, was an investigation of applying STAMP method. In

[10] and [55], an electromagnetic hazard analysis based on STPA is proposed. In that study,

STPA is employed to incorporate EMI-related hazards for a medical equipment use case. For

that purpose, the control loop of STPA (explained in section 2.2.1) is followed and then the

effects of electromagnetic disturbances on different steps of the control loop are investigated

by creating EMI-related scenarios (Figure 2.14).

While this approach provides a method for considering EMI impacts on a system's

interactions in order to identify related hazards, it does not contribute toward providing a

compelling argument for achieving con�dence with regard to EMI contribution according to

STAMP reasoning.

The increasing application of goal-based EM management in recent years has led to

goal-based reasoning and assurance cases in regard to EMI being investigated. The �rst

attempt to develop an EMI-related assurance case was reported in [56] which utilized the

GSN for demonstrating conformance of a system to the requirements of EMC European

directive [57]. Therefore, in essence, it is considered a compliance case which used GSN

for illustrating relevant compliance arguments. Moreover, the application of GSN in EMC

compliance was further exercised in [58].
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Another recent attempt to develop assurance cases in regard to EMI is described in [59]

and [11]. In this study, the concept of a Uni�ed EMC Assurance case has been proposed.

This aims to assure safe operation of medical devices in the presence of EMDs. This concept

is an attempt to merge risk case, compliance case and con�dence case into a general EMC

assurance case (Figure 2.15). This approach is based on three arguments. First, the Goal

1 related to the identi�cation of risks due to EMDs and adequately control them. Then

argument over employment of EM resilience T&Ms to achieve con�dence addressed in Goal

2. Finally argument over compliance with EMC standards and EMC directives is addressed

in Goal 3. It is noted that at the time of writing this thesis, this work is still an ongoing project.

It is not clear yet how this approach can generate supporting artefacts for the assurance case

and how it can be followed alongside the system development processes.

In general, while this approach provides a rather comprehensive argument, it lacks an

accompanying process for producing the required evidence. Moreover, this approach has

been developed exclusively in the context of medical equipment and the three main arguments

supporting the top goal are designed to address safety regulations for medical equipment;

hence, it is not clear how this approach can be used in the development of other kinds

of systems. Therefore, there is a need for a methodology that provides compelling safety

arguments and produces associated supporting evidence throughout a process capable of

integrating with common system safety processes.
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2.4 Conclusion of Literature Review

This chapter has provided a background for other chapters of the thesis by delivering intro-

ductions to safety concepts and safety reasoning and safety assurance along with attempts

to incorporate EMI effects into safety-related efforts. This background assists with the

demonstration of the developed approaches and their rationales in the next chapters. The

main �ndings from the literature review are highlighted as follows:

• While there are numerous System Engineering and safety-related development pro-

cesses throughout different sectors, ARP 4754 [1] and IEC 61508 [2] (along with

the standards and processes that derived from them) have been used extensively in

the development of different systems with potential EMI threats. In this thesis, these

processes have been utilized to develop appropriate assurance processes.

• The main two approaches for safety reasoning comprise prescriptive based and goal

based approaches. Providing safety assurance for a system derived from a goal-based

approach. Another way to discuss achieving safety for a system is employing the

STAMP/STPA approach. However, despite that the tools provided in this approach may

be used for some EMI related activities, this approach does not provide a comprehensive

process to incorporate EMI issues. This thesis makes contributions based on the goal-

based approach.

• One of the main ways to represent goal-based safety argumentation is GSN. GSN

provides graphical reasoning behind claims about the system. In this thesis, GSN has

been used to demonstrate reasonings and assurance patterns.

• EMI management has been changed from a more prescriptive rule-based approach

to a more goal-based approach. There has been several proposed methods in the last

two decades for achieving safety in regard to EMI. These approaches evolved over

time from providing argument over only EMI-related activities to standardized process

based on the IEC 615208 lifecycle. Besides, a method for using different techniques

and measures have been developed to mitigate EMI impact on safety and increase the

resilience of the system against EMI. In this thesis, some of these approaches have

been used in the provided contributions.

• Providing assurance in regard to EMI has not been investigated adequately due to the

fact that the need for assurance has not been realized when EMI has been managed

by rule-based approaches. The only study we found that investigated EMI-related

assurance has been the uni�ed EMC assurance case which attempts to provide risk,
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con�dence and compliance arguments together. Moreover, no process that could be

integrated into conventional system development and assist with the development of

safety assurance in regard to EMI, has been reported.

In the next chapter, the de�cits of the current EMI safety reasonings based on observed

risk-based EMI management are discussed. It is an explanation of how does the risk-based

EMI management 'As Practised' look like.



Chapter 3

EMI Management in Practice

In this chapter the implementation of a risk-based EMC management approach is investigated

to identify its de�ciencies. In other words, in this chapter EMI Management is explained

'as practised'. Understanding the shortcomings of current methods, especially industrial

implementation of current methods helps us to develop an appropriate approach to reasoning

about safety.

3.1 State of the Art Risk-based EMC: As Practised

To investigate how implementation of the risk-based approach can contribute toward devel-

opment of relevant safety assurance arguments, it is essential to describe how it has been

implemented in industry in recent years. To do so, as part of this research, the process of

using the risk-based EMC in the maritime industry was investigated through the lens of

practice at one maritime organisation.

As mentioned earlier, the primary EMC management approach historically was confor-

mance with EMC standards (rule-based approach). In the case of the maritime industry, the

disadvantages of the rule-based approach encouraged stakeholders such as system integra-

tors, shipyards and regulators (Classi�cation Societies in this case) to develop a risk-based

approach to certi�cation of ship's systems in regard to EMC. The main spur to developing

this new approach was the scarcity of Commercial Off The Shelf (COTS) equipment that

is compliant with maritime EMC standards (i.e. IEC 60945 [60] and IEC 60533 [61]).

Consequently, non-maritime equipment that complies only with general EMC standards is

employed. This equipment must be tested against maritime environment requirements to be

integrated into ships. This challenge leads to a high cost for stakeholders to certi�cate EMC

aspects of a product [22].
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As a result, concerned stakeholders at the observed maritime organisation have developed

a risk-based approach that provides an alternative way to certify products once using compli-

ant equipment is not feasible or not possible. The decision process for choosing to apply the

risk-based approach for certi�cation is illustrated in Figure 3.1. First, the decision depends

on how compliance with two relevant standards is described in the appropriate legislation for

the products. Should compliance be explicitly required, compliant equipment is chosen. In

cases where compliance is not explicitly required, the organisation still tries to use compliant

equipment if it is readily available. If compliance is not explicitly required and compliant

equipment is not readily available, the risk-based approach is employed. It is noted that the

risk-based approach has been recognised but only for naval ships in Rules and Regulations of

Lloyd's Register as a classi�cation society in 2017 [62]. Although it has not been recognised

for commercial ships yet, its application has been explored by involved stakeholders.

Fig. 3.1 Decision process for applying the risk-based approach
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The essence of this organisation's observed risk-based approach consists of identifying

the rationale behind the requirements of IEC 60945 [60] and IEC 60533 [61] and analysing

whether speci�c non-maritime equipment could comply with the rationale of the requirements

based on its compliance with general EMC standards and the assumptions about the location

of the equipment. An example of interpreting the requirements of maritime EMC standards

is provided in [63], where it is explained that the strict emission limit of 24dBmV=m at 3

m for protecting the maritime VHF band receivers (i.e. 156 MHz to 165 MHz), speci�ed

in IEC 60945, is based on some assumptions such as distance of the receiver from the

source of disturbance, etc. These assumptions might not hold in current installations, and the

maximum emission limit for protecting the VHF receiver could be higher than IEC 60945

requirements as long as proper analysis of the EMC performance of the installation is carried

out. Therefore, by providing enough evidence from EMC analysis, the integrator has more

�exibility and may provide equipment that meets the relevant EMC requirements without

complying strictly with the standard.

Observation of the processes of the organisation indicates that the organisation's risk-

based approach considers the contribution to system failure and the consequences of this

failure due to EMI corresponding to certain equipment being placed in a speci�c location.

In other words, it employs a zonal approach. The electromagnetic threats arising from

maritime environments in different locations are identi�ed, analysed and mitigated, and

onboard measures are employed at the system level (these measures are sometimes called

Best Practices in this speci�c organisation and industry) to make sure that the equipment

continues to operate satisfactorily. It is noteworthy that, the organisation applies this process

on a case by case basis.

To investigate this approach, we have focused on two aspects; process and product. The

process aspect comprises the activities performed during the development process and the

product aspect is the set of EMC related evidence, as the form of documents produced

throughout the process.

The organisation risk-based approach is documented via EMC Management plans, EMC

control plans, EMC implementation plans and EMC test plans. These documents are

established and modi�ed during development of a system, and following them allows the

argument and evidence required for certi�cation to be generated. Therefore, they can be

considered as the product of this risk-based approach. The detailed description of the

process's aspect which leads to developing the EMC plans is provided in the next section.
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3.1.1 Development of risk-based EMC plans in the observed organisa-

tion

The organization process is ad hoc and not well documented with respect of to risk-based

EMI approach. To investigate the process a modelling exercise was carried out. In order to

explain the process for development of risk-based EMC plans, the Functional Resonance

Analysis Method (FRAM) is used [64] to create and report the process. The FRAM method

has the capability to demonstrate how a process is done through different functions and

activities. Furthermore, it depicts information about different aspects of an activity or artefact.

FRAM employs two kinds of blocks. An `Activity' can be a function or act which can be

described using six aspects and depicted by a hexagon (Figure 3.2). Moreover, an `Artefact'

can represent a model, document or item which can be denoted to the different aspects of an

activity. The artefacts are described by three aspects and illustrated by a triangle (see Figure

3.2).

Fig. 3.2 Activity and its aspects (left), Artefact (right)

The aspects employed in FRAM model are described as follows:

• Input (Activity): A document, model or data which is used in an activity to produce

the Output

• Output (Activity): A document, model or data which is produced in an activity

• Method (Activity): A technique or method in order to undertake an activity. E.g. a

speci�c test or calibration method

• Resource (Activity): A required entity or precondition in order to carry out an activity

• Control (Activity): A document, group or person that supervise or regulate an activity

• Time (Activity, Artefact): A speci�c time which an activity is carried out or Artefact

exists
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• Quality (Artefact): A description for an artefact

• Existence (Artefact): Whether an artefact is connected to an activity or not

Organization's EMC Management Plan

Development of an EMC management plan starts once the project is initiated. It identi�es

the responsibilities of stakeholders in achieving EMC, requirements, the EM zones and

applicable standards. In Figure 3.3, the development of EMC Management is illustrated in a

FRAM diagram.

The contractual requirements consist of the requirements asked for by the customer,

which are presented along with some of the speci�cations of the equipment which will be

installed in the system and have been chosen by the customer. These requirements can

be considered system-level requirements. Other stakeholders review these requirements

to ensure that meeting the requirements would be feasible. Otherwise, the customer is

asked to amend the requirements. The analysis of hazards that leads to the speci�cation of

these requirements and the rationale behind them has historically not been provided in the

management plan. Consequently, there is no evidence of validation of these requirements.

Although the feasibility of the requirements are discussed between stakeholders, veri�ability

and appropriate means to verify the requirements are not stated.

Another main activity is determining the responsibility of each stakeholder. A list of EMC

topics that need to be delegated is provided, and the responsibility of stakeholders regarding

each topic is determined (i.e. Advice, Contribute, Delivery, execution and none). The overall

responsibility of achieving EMC lies with the shipyard as the stakeholder responsible for

general shipbuilding and integration. These topics correspond with specifying, applying

and verifying contractual requirements. However, the responsibilities of the stakeholders

are described qualitatively (such as 'Contribute'), and there is no distinctive link between

the topics and the requirements. In other words, delegated responsibilities regarding each

requirement are not clear in this approach. This is a concern because each requirement may

involve multiple topics and vice versa.
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Furthermore, in the management plan, EMC zones of a ship are speci�ed. While the

classi�cation of the zones follows the IEC 60533 [61] approach, the requirements of the

standard may not be followed as a result of employing the risk-based approach. These zones

include deck and bridge zone, general power distribution zone, special power distribution

zone and accommodation zone. As a part of the risk-based approach, for each zone, the

applicable non-maritime EMC standards for immunity and emission are selected. Eventually,

for each zone, one standard for immunity and one standard for emission are chosen. It is

noted that any deviation should be consulted with other stakeholders. However, the rationale

behind choosing the applicable standard is not provided. Finally, an EMC zone is assigned to

each space of the ship based on the architecture. Therefore, the respected applicable standard

for each piece of equipment installed in each zone is determined. No con�dence argument is

provided for these assignment.

Organization's EMC Control Plan

The EMC control plan de�nes the mitigation plans which should be applied as part of risk-

based management of EMC. In Figure 3.4, the development process and associated activities

of the EMC control plan are depicted.

The EMC control plan considers three kinds of events, including damage to electronics,

intolerable performance degradation and erroneous or inadvertent operation, along with

possible sources for the disturbance. However, an independent analysis may not occur, and

these considerations are derived based on experience.

The best practice is a method that has consistently shown better results for diminishing

a speci�c risk than other means and therefore is used as a benchmark. Best practices are

categorised into two groups. The �rst one includes methods that can always be applied, and

the second group is identi�ed as methods that will be included if necessary. Applying the

second group is necessary when a piece of equipment does not comply with an applicable

standard de�ned for the zone it is located in based on the EMC management plan. Default best

practices include cable separation, cable screening and connections, EMC earthing, �ltering,

etc. These best practices can be considered as system-level and installation requirements. The

control plan does not assess and provide any evidence in regards to the extent of the impact

of each practice and states that their impacts are demonstrated experimentally. Moreover,

the control plan speci�es some systems which require additional attention and provide

some special requirements for them. However, the rationale behind this exclusion and the

requirements speci�cation is not provided. Finally, in the control plan, it is veri�ed that all of

the contractual requirements have been addressed by at least one best practice.
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Fig. 3.4 Development of EMC control plan

Organization's EMC Implementation Plan

This artefact includes explanations and instructions for applying the best practices provided

in the control plan during the installation of the equipment. It is noted that some of the

best practices comprise modifying the equipment itself. Since the majority of the employed

equipment are Commercial Off The Shelf (COTS) and modifying COTS equipment could

limit the possibility of claiming warranty and reduce reliability, these kinds of practices will

not be implemented. However, it is claimed that the risk associated with this relaxation is

small since the equipment complies with the standards assigned for its installation location

noted in the EMC management plan. However, the claim has not been assessed in the plan,

and no evidence regarding residual risk is provided. Figure 3.5 shows the activities for

developing the Implementation plan.
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Fig. 3.5 Development of EMC Implementation Plan

Organization's EMC Test Plan

This artefact identi�es the activities demonstrates the veri�cation and validation of the risk-

based EMI requirements. Veri�cation activities include visual inspections during installation

of the equipment to ensure that the requirements and instructions noted in the EMC Imple-

mentation plan have been correctly followed. Moreover, it is claimed that validation of the

requirements is accomplished while addressing the contractual requirements in the EMC

control plan. It is noted that the system integrator does not perform independent tests after

installation, and the veri�cation is mainly limited to visual inspection of conformance of best

practices.

3.1.2 Risk-based EMC from maritime regulatory body viewpoint

Another stakeholder in the acceptance of a risk-based EMI management approach is the

regulatory body. Therefore, it is essential to investigate the regulator viewpoint toward

implementing risk-based approach. Current requirements speci�ed for employing the risk-

based approach to EM contribution to functional safety is described in Lloyd's Register (LR)

Rules and Regulations for Naval Ships [62]. The LR EMC requirements specify the required

operating condition for a system, implying the considered Operational Domain Model (ODM)

for the system is known. However, specifying and demonstrating the operational conditions

has not been required explicitly. Moreover, requirements mainly focus on verifying and

validating the process for achieving EMC. As a result, the required conformance arguments

for certifying products with respect to EMI contribution to safety are as follows:
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1. Sub-systems comply with a speci�ed emission and immunity level.

2. Adequate measures (implementation of best practices) for maintaining the required

performance of sub-systems in normal, and foreseeable abnormal, situations are em-

ployed.

It is noted that, these arguments are presented implicitly in text and tabular forms in rules

and regulations of LR. For the purpose of this research, the implied conformance arguments

for the LR rules and regulations are represented in GSN pattern and illustrated in Figure 3.6.

In practice, the argument is instantiated by pieces of evidence derived from the EMC plans

provided by the system developers.
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3.2 Identi�cation of De�ciencies in regard to safety

While the provided argument (Figure 3.6) shows how to demonstrate conformance with

rules and regulations, it can not adequately assure system safety. The bullet pointed list

below summarises the primary de�ciencies of the current LR and observed organization

practised risk-based EMI approach. This discussion is based on an investigation of the

risk-based approach as implemented in the maritime industry. A literature review indicates

that this risk-based approach can be considered the most recent industrial implementation of

risk-based EMI safety, this discussion marks the most critical issues of the current practised

approach.

1. Current risk-based arguments are developed to address conformance as the top-level

goal. However, the provided EMC plans do not specify the safety targets regarding

EMI. The approach identi�es three events (including damage to electronics, intolerable

performance degradation and erroneous or inadvertent operation) but does not explain

how these events contribute to safety hazards and associated safety outcomes. Conse-

quently, the relationship between EM sources, hazards and safety event is not clear.

Therefore, system functions and how their associated safety integrity requirements may

be affected by EMI can not be known. This is important since appropriate techniques

and measures for maintaining functional safety without knowledge of the involved SILs

are problematic at best especially for systematic failures. SIL based safety argument,

related to systematic failures, may therefore be undermined.

2. The process of risk analysis is limited to cases where evidence that the equipment

complies with maritime EMC standards are not available. Therefore, risk analysis is

performed to identify the EMC standard which can be used instead of the maritime

standard for that speci�c equipment in the identi�ed zone. Where appropriate maritime

equipment (with certi�ed maritime EMC standards) is available, no independent risk

analysis takes place.

3. An argument is required to demonstrate how requirements address the contribution

of EMI to identi�ed safety targets. While contractual requirements are checked and

addressed by best practices and the traces between requirements and best practices are

speci�ed, tracing between requirements and hazards is not provided.

4. Compliance with EMC standards is part of the ship safety argument. In the current

approach, the argument relates to the selection of EMC standards for each zone.

Evidence should be provided to justify the rationale for the selected standard. This
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justi�cation should be derived from evidence provided by formal hazard analysis,

which includes investigating the environment of that zone and the equipment planned

to be installed there. However, in practice, the selection of the standard takes place

only based on experience, and no formal hazard analysis is performed.

5. Applying best practice is the second main implicit argument in this approach. Still,

argumentation on demonstrating the extent of risk reduction as a result of applying each

best practice is required. Best practices are considered as the methods that diminish a

speci�c risk consistently based on previous experience. However, the evidence and

argument which re�ects this claim for each speci�c system should be provided. For

instance, the result of applying a best practice in previous similar projects can be

provided as identi�ed evidence.

6. In cases where best practice can not be applied to COTS equipment, it is claimed that

the extra risk is considered low since the equipment has been certi�ed by at least a

general EMC standard. However, the actual residual risk is not investigated, and no

evidence is provided to support this claim. There is an assurance gap with con�dence

in the claim of the contribution to safety of EMI being low.

7. The validation process after installation is limited to checking whether the equipment

performed as expected. Nevertheless, since safety targets have not been de�ned, no

further validation regarding safety target is considered and no risk-based monitoring

can be implemented.

8. In the provided EMC plans, there is no argument regarding the safety process during

operation. Therefore, no instruction on how safety arguments and associated evidence

might update during operation is provided.

The discussion above shows reliance on experience and process to mitigate and assure

that the contribution of EMI to safety is acceptable. Moreover, the explained practice still

focuses on conformance. This means that for each system and scenario, there is an underlying

assumption that conformance implies acceptable or at least tolerant contribution to system

safety risk. This is not credible for modern and future safety-critical systems.

Furthermore, by considering that the nature of the systems and contribution of EM

disturbances to system failures are moving toward more complexity, the need for more

robust and mature processes is evident. While employing more robust and mature EM safety

assurance processes may lead to extra effort and cost, it contributes to building stronger

con�dence arguments in support of the safety case. Given the growing complexity in assuring
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safety in regard to EMI, establishing more con�dence arguments derived from better and

mature processes would be essential and justi�able.

To achieve con�dence in the processes applied, organisational competence in addressing

the processes is required. Organisational competence is created via organisational improve-

ment. There are several process models which can be used to assess an organisation's

processes. One way to identify the maturity of a speci�c process in terms of capability,

performance and ability to integrate into wider development processes is to compare it against

a Capability Maturity Model. For example, by employing the Capability Maturity Model

Integration (CMMI) approach [12] and [65]. Figure 3.7 illustrates the �ve de�ned level

maturity of a process according to the CMMI approach. CMMI addresses models, adoption

guidance, systems & tools, training, certi�cation and appraisal as to the level of practice

achieved. Here, a process can be classi�ed as Initial or Level 1 when the process is poorly

controlled, ad hoc and unpredictable. Once the process is characterised in an organisation it

can be classi�ed as Level 2. The maturity level increases by characterisation of well-de�ned

processes and improving the processes contentiously along with integration of the process

within organisational procedures.

Fig. 3.7 Characteristics of CMMI maturity levels [12]
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It is noteworthy that some criticisms have been raised against the use of CMMI. For

instance, in [66], the reasons why organisations may not apply CMMI are investigated.

The reported main issues include infeasibility for small organisations and the high cost of

accessing the model. Nevertheless, in this thesis, to explain the maturity of the existing

practice of safety assurance in regard to EMI and, consequently, to indicate the desired

and achievable level of maturity, the concept behind CMMI is employed. Since the CMMI

concept is only used as a demonstrative tool in this thesis to highlight how well the EMI and

safety processes are de�ned and followed in an organisation, the main criticisms of CMMI

do not undermine its use.

By considering the characteristics of CMMI maturity levels and comparing them against

the identi�ed characteristics of the current risk-based approach, as exempli�ed in the maritime

domain and organisations in that domain, it is concluded that the CMMI maturity level of 1

can be assigned to the current risk-based approach. The reasons behind this are:

• There is no de�ned and characterized process for producing the EMC safety plans in

regulation or in the practice of the sampled practitioner organisation.

• The sampled practitioner organisation process is employed on a case-by-case basis

based on the experience of experts.

• No integration of the process is undertaken of this process into the wider development

and organizational processes by the sampled practitioner organisation and no internal

process in that regard is documented.

Informal discussions with the sampled practitioner organisation and regulator indicate

that this is common across the domain. They assert that in fact many organisations do not go

as far down the risk-based approach as practised by the sampled practitioner organisation.

Identi�cation of the shortcomings of EMI management and assurance 'As Described'

and 'As Practised' helps us to achieve the �rst objective of this research (RO1). Awareness

of these shortcomings help us to determine the important items to be addressed in a better

EM safety process both in terms of addressing the contribution to safety risk from EMI but

also the assurance of the adequacy of the mitigations employed to address this contribution

and subsequently to increase the maturity level of EM safety management.

Prior to developing an EMI-aware Safety assurance methodology, let us investigate the

primary points that should be considered in any such methodology. In the next chapter, an

appropriate safety reasoning toward EMI is introduced and discussed.



Chapter 4

Developing Safety Reasoning with regard

to EMI

In the chapters 2 and 3 risk-based EMI management from theoretic and practical viewpoints

have been discussed. In other words, chapter 2 discussed the assurance of risk-based approach

'As Described' and chapter 3 explains assurance of risk-based approach 'As Practised' based

on observations from an organization that utilize a risk-based approach. To provide a better

process we need to have a clear philosophy - safety with regard to EMI 'As Desired'.

Therefore, this chapter aims to discuss the desired viewpoint toward assurance of risk-based

approach. To �nd out what does an appropriate safety assurance with regard to EMI look like,

this chapter explains the EM Risk Management Principles and then discusses the rationale of

an EMI-aware safety assurance methodology.

4.1 Safety Assurance Principles

In this section, the main principles that should be considered in the development of an

EM safety assurance methodology are introduced and then, the appropriate procedures for

addressing the principles along with the required development activities are discussed.

Assuring the safety of a system requires reasoning and justi�cations based on the essence

and characteristics of that system. However, often argumentations about safety are similar in

a different context and only need to be tailored to �t better into that context and its aspects.

In [67] and [68], the main principles for justifying the safety of software are presented.

These principles provide a big picture of how safety assurance is achieved regardless of the

details provided in different standards and can be integrated into various contexts. They are

called the `4+1 principles' since they consist of four principles that justify a safe system
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and one more principle that addresses the rigour in providing con�dence when enforcing

and assuring those four principles. The original Principles were developed with respect to

software assurance and are as follow:

• Principle 1 - Software safety requirements shall be de�ned to address the software

contribution to system hazards

• Principle 2 - The intent of the software safety requirements shall be maintained

throughout requirements decomposition

• Principle 3 - Software safety requirements shall be satis�ed

• Principle 4 - Hazardous behaviour of the software has been identi�ed and mitigated

• Principle 4+1 - The con�dence established in addressing the software safety principles

shall be commensurate to the contribution of the software to system risk

These principles can be considered as a guide for identifying the aspects required to be

addressed in a safety assurance case. These principles are extracted based on the requirements

that implicitly exist in safety standards such as IEC 61508 and ISO 26262 and can be

adapted in other contexts like demonstrating safety against EMI. Ultimately, by enforcing

the principles, one can determine whether the assurance case is complete.

A number of interpretations of the 4+1 principles have been undertaken for different as-

pects of a system. One interpretation of the 4+1 safety principles in the EM risk management

is brie�y presented in [69] and are called `4+1 Principles of EM Risk Management'. The

principles are as follow:

• Principle 1 - EM [Safety] risk requirements shall be de�ned to address the contribution

of (Electromagnetic Disturbances) EMDs to system hazards

• Principle 2 - The intent of the EM [safety] risk requirements shall be maintained

throughout requirements decomposition

• Principle 3 - EM [safety] risk requirements shall be satis�ed

• Principle 4 - Emergent hazardous behaviour of the system due to EMDs shall be

identi�ed and mitigated

• Principle 4+1 - The con�dence established in addressing the EM [safety] risk prin-

ciples shall be commensurate to the contribution of the EMD to the system [safety]

risk
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These principles can be used as an aspect of 'As Desired' guide to ensure that the

arguments provided about EMI in an assurance case cover the principles and demonstrate

safety. They can be linked explicitly to process actions and assurance evidence. Moreover,

since these principles are high level, variation in argumentation is allowed while the principles

are still being met. In the rest of this section, an instance of argumentation based on these

principles is provided and illustrated by GSN.

Principle 1

The �rst principle of EM risk management requires that all risks (relating to the property

of interest) arising from all possible EMDs be identi�ed and appropriate requirements for

managing those risks be de�ned. For safety, for example, it argues that the contribution of

each EMD to any known hazard is identi�ed.

In Figure 4.1, the GSN for the �rst principle is depicted. The main target here is to

show that the contribution of EMDs to hazards has been considered acceptably through the

generation of EM safety requirements (G1). Arguing about this goal requires contexts such as

information about the system of interest and its behaviour in the considered EM environment

(C1). Moreover, the de�nition of acceptable management should be provided (C2).

Furthermore, to argue about G1, assumptions about identi�cation of all potential EMDs

(A1) and all potential hazards (A2) should be stated. The strategy (S1) is to breakdown this

goal by arguing separately about each identi�ed hazard (i=1,2,...,h) and to make sure that

the contribution of EMDs to each hazard is acceptably managed. The respective goals for

these claims are described as G2((i=1,2,...,h)). At this stage, the contextual information of

the description of hazards associated with EMDs (C3) is provided.

In the next step, argument should be provided on the contribution of each EMD to each

hazard (S2(i=1,2,...,h)). This strategy breaks down the G2 goals into (G3(i=1,2,...,h)(j=1,2,...,e))

which claim that these contributions are acceptably managed. Besides, this strategy requires

assumptions (A3(i=1,2,...,h)) that the way in which each EMD leads to the hazard is identi�ed

and provided as contextual information (C4(i=1,2,...,h)).

Furthermore, to argue about addressing the contribution of each EMD to each hazard

through EM risk requirements and setting corresponded safety targets (S3(i=1,2,...,h)(j=1,2,...,e)),

the �nal goals (G4(i=1,2,...,h)(j=1,2,...,e)) for identi�cation of valid requirements are de�ned

and requirements are provided as contextual information (C3(i=1,2,...,h)(j=1,2,...,e)). At this

stage, the goals may still need to be broken down further before they can be addressed by

evidence directly. The evidence for demonstrating that appropriate EM risk requirements

have been de�ned can be instantiated as solutions (Sn) to support G4. Once the evidence is
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Fig. 4.1 Principle 1 of EM risk management illustration by GSN
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provided, the goals which have been broken down during argumentation, are supported and

�nally it can be concluded that the top level goal (G1) is achieved.

Principle 2

In Figure 4.2, the GSN for the second principle is depicted. The main target of the second

principle is to demonstrate that the intent of each top-level System Safety Requirements

(SSRs) is maintained when they are decomposed into lower-level EM Safety Requirements

(ESRs). In other words, there should be direct traceability between SSRs and ESRs. The

top-level goal (G1) in Fig. 4.2 expresses this target. The Two contextual items that are

identi�ed for this goal, include the architectural design at both system level and equipment

level along with the de�ned SSRs.

The top goal (G1) is broken down (S1) by arguing about each SSR (i=1,2,...,m) into goals

((i=1,2,...,m)) which aim to assure that intention of each SSR maintained in the decomposition.

In the next step, the argument over each ESR that is decomposed from each SSR should be

provided. Therefore, goals (G3(i=1,2,...,m)(j=1,2,...,n)) are de�ned which intend to make

sure that each EM safety requirement can be traced to higher level safety requirements and it

is supported by appropriate evidence.

Principle 3

The third principle of EM risk management focuses on the veri�cation of the satisfaction of

EM requirements. While there is no unique approach to verify this claim, for illustration of

the third principle, the recommended approach in [53] is considered (see Figure 4.3).

In Figure 4.3 the main goal (G1) claims that all identi�ed EM requirements are satis�ed.

The Contextual information for this goal includes the description of EM safety requirements

(C1) and the de�nition of the interested system (C2). The strategy (S1) breaks down the main

goal into three subgoals including practising good EMC engineering (G2), complying with

relevant EMC standards (G3) and applying appropriate Techniques and Measures (T&Ms)

de�ned in [53] (C3). The satisfaction of these subgoals is argued by further strategies until a

point at which claims can be supported directly by evidence (Sn).

Principle 4

The fourth principle (depicted in Fig. 4.4) aims to assure that the impact of design decisions

related to EM mitigation and imposed EM requirements is controlled. Therefore, the top-level

goal (G1) focuses on the emergent hazardous behavior of the system due to EMI. This goal is

addressed through two strategies. First, providing argument over identi�cation of hazardous
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Fig. 4.2 Principle 2 of EM risk management illustration by GSN
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behavior (S1) which is re�ected by G2. Then, this goal should be addressed by evidence

produced by recent hazard identi�cation activities.

The second strategy (S2) focuses on additional safety requirements that may be required

to mitigate hazardous behavior of the system due to EM design decisions. To do so, goal

G3 is de�ned to make sure appropriate additional requirements are de�ned to address the

emergent hazards. This goal is backed by evidence showing that essential processes and

activities for identi�cation of these requirements have been performed. Moreover, another

goal is de�ned to make sure that these additional requirements have actually met (G4) which

should be supported by appropriate evidence.

Fig. 4.3 Principle 3 of EM risk management illustration by GSN
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Fig. 4.4 Principle 4 of EM risk management illustration by GSN

Principle 4+1

Finally, principle 4+1 focuses on the acceptable level of con�dence required for demon-

stration of the 4 principles. This con�dence should be proportioned to the safety risks that

emerge from EMDs. In other words, the level of rigour in following the processes that aims

to address these principles should be comparable to the impact of EMDs. Thus, principle

4+1 aims to make sure that adequate con�dence in evidence and the argument is achieved.

4.2 EMI-Aware Safety Assurance Methodology

The next step is to create an 'As Desired' process. Thus, in this section, the idea of EMI-

Aware Safety Assurance Methodology is introduced. This methodology provides a formalized

process for providing safety assurance to risk-based EM Management and to address its

current shortcomings. Besides, it is de�ned to address the shortcomings of the current

risk-based approach which has been investigated in previous chapters.
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4.2.1 Rationale of Methodology

An appropriate EMI-aware safety assurance methodology that aims to reduce contribution to

the safety risks that may emerge from EMI to an acceptable level, requires a process which

is capable of addressing the following considerations:

1. The methodology should be able to produce appropriate safety assurance argument

patterns and associated evidence.

2. The methodology should be de�ned as a work�ow of activities that takes place during

system development phases and be able to be integrated into general safety and

development processes.

3. The implications of 4+1 EM safety management should be re�ected in both the process

and the product (i.e. assurance arguments).

4. The methodology should utilize an EM management process with CMMI maturity

level of at least level 2 and also provides some of the prerequisites of maturity level 3.

To ensure that such a proposed methodology is feasible in practice, it should be scalable

to real systems and also be affordable to be used by organisations developing those systems.

There should also be a pathway to adoption by organisations. Therefore, it is essential

to make sure that the methodology is not too complex to be implemented. Moreover, its

activities should be capable of being used in real-life complex systems and environments.

The proposed methodology aims to capture and formalize the notion of the risk-based

approach in a way that the mentioned considerations are addressed. Figure 4.5 illustrates the

conceptual diagram of the EMI-aware work�ow. Various stages of EM work�ow produce

appropriate pieces of safety argument patterns which make up the general safety assurance

case as part of the development process.

The work�ow stages carry out concurrently with the development process. Each stage

of the work�ow comprises several activities and produces artefacts which will be used as

evidence. Besides, each stage has its own goal supported by an argument and evidence that

developed as the outputs of the work�ow's stages. Finally, the produced arguments from

each stage supports the top goal of EM safety methodology. The top goal and its supporting

arguments make up the EM safety assurance case. The proposed architecture of the work�ow

allows the methodology to address all the stated considerations. The top level arguments, the

description of stages and their associated arguments are explained in the next chapter.
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Fig. 4.5 Conceptual Diagram of the process

4.2.2 Scope of the Methodology

The proposed methodology covers the EM related activities and processes carried out during

the development of a system. The methodology provides the reasonings for the desirable

behaviour of the system during operation which impacts the design decisions. It does not

include EM related activities during the operation of the system. Therefore, it does not cover

safety arguments relevant to system maintenance.

The methodology focuses on the safety property of a system as its top goal. Moreover,

it is adaptable and tailorable and designed to be applied in the development of any safety-

critical system and thus is not domain speci�c. Besides, the methodology is applied when

there is an explicit need for safety argumentation and when appropriate systems engineering

processes are considered for system development. Finally, the methodology does not cover

intentional malicious EMI scenarios.



Chapter 5

EMI-Aware Safety Assurance

Methodology

In this chapter, the proposed EMI-aware methodology which has been developed based on

the reasoning provided in the previous chapter, is explained in detail. First, an overview of

methodology along with top-level argumentation is provided and then different stages of the

process, including inputs and outputs are described. Then an illustrative example is used as a

case study to show how the process can be followed.

5.1 Methodology Overview

Figure 5.1 shows an overview of the proposed EMI-aware safety assurance work�ow. In

order to demonstrate the relationship between the different stages in the process and the

system/safety lifecycle phases, the development process of ARP4754 has been considered.

This process is described in chapter 2 (see Figure 2.1). The work�ow comprises four main

stages (Stages 1,2,3 and 5) that take place during various lifecycle phases up to deployment

of a system. Furthermore, the process includes an optional stage (Stage 4) which can be

used to provide evidence for supporting the developers' con�dence in the decisions made

throughout the work�ow.

The process requires a set of System Safety Requirements as input, which have been

identi�ed using the general Preliminary System Safety Assessment (PSSA) activity identi�ed

in the ARP4754 process (see section 2.1). The �rst two stages are performed during rounds of

PSSA (the left-hand side of the V diagram). The third stage occurs during the implementation

of the system. The last two stages are undertaken during System Safety Assessment (SSA) on

the right-hand side of the V diagram. However, performing these stages is not strictly limited
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to the mentioned lifecycle phases. At the end of the process, the safety case concerning the

reduction of contribution of EMI to safety risks to an acceptable level can be developed,

which also indicates the contribution of each stage in the development of the safety case.

The process is designed to be iterative. Hence, it enables reconsideration of the design

and associated argumentation according to feedback received within and from other stages.

Therefore, each stage might be performed multiple times throughout development. The

iterative process helps the developer to take into account the �ndings of the following stages.

For instance, if as a result of risk assessment in stage 2, the developer �nds that an identi�ed

equipment of interest does not contribute to safety risks, it can be removed from the list of

equipment of interest by following the �rst stage.

Fig. 5.1 Overview of EMI aware safety assurance work�ow

Moreover, the stages are dependent on each other, and they use artefacts developed in

previous stages. The iterative process provides opportunities to update developed artefacts

throughout the system development process. Each stage comprises a work�ow including

activities and corresponding artefacts along with argumentation which that stage provides

to instantiate in the safety case. This work�ow and associated activities aim to address

de�ciencies of current EM processes and activities regarding assuring safety.

Each stage of the work�ow helps to develop an assurance argument in which its associated

evidence is produced as the output of the activities of that stage. Then, the produced pieces

of assurance arguments are employed to support the top-level assurance argument. In other

words, each stage of the work�ow produces part of the safety argument and pieces of evidence

for the contribution of EMI to safety risk along with the development process of the system.
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5.1.1 Top-level Safety Assurance Argument

The presented EMI-aware safety assurance work�ow provides an appropriate EMI-related

safety assurance case that integrates into the general safety assurance case of a system. The

top-level argument produced by following the work�ow is presented in Figure 5.2. The

top-level goal of the argument presented as G0 claims that the risk to safe operation of the

system due to the contribution of the electromagnetic environment is tolerable. This goal is

broken down into four strategies (S0.1, S0.2, S0.3 and S0.5) along with an optional strategy

(S0.4). Note that the circle on the solid causal relationship between G0 and S0.4 represent an

optional element of breakdown of G0 [46].

Fig. 5.2 Top-level argument of the Methodology

The associated goals (G1 to G5) with the provided strategies in Figure 5.2 comprise

the main claims about each stage of the work�ow. These goals are developed further and

broken down into sub-goals which are addressed by the evidence produced in each stage.

These goals cover the primary aspect of safety assurance of the contribution of the EMI as

speci�ed in section 4.2.1. They cover the scope of the work�ow, speci�cation of EM safety
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Fig. 5.3 Activities and Artefact presentation

requirements, mitigation of the risk, compliance with standards and �nally satisfaction of

requirements in speci�ed operational conditions.

In the following sections of this chapter, the objectives, activities and associated artefacts

of each stage of the work�ow for EM safety assurance are described. Moreover, the argu-

mentation and assurance pattern of each stage and their contribution to the safety case are

explained. Throughout the following sections, activities are presented with `Ac' indices, and

artefacts are illustrated with `Ar' indices (see Figure 5.3). It is noted that the work�ow and

its activities covers the core elements required. Where there is capabilities gap between the

proposed activities and current capabilities to carry out that activity, it will be addressed.

5.2 Stage 1 - Identi�cation of EM Safety Assurance Scope

The �rst stage has two primary objectives:

1. Identifying the scope of the EM safety assurance process. The scope has two attributes:

• Equipment of interest

• Operational Condition

2. Identifying behaviour of system during operation

5.2.1 Stage 1 Description

Stage 1 aims to identify the scope of the EM safety assurance process. As shown in Figure

5.4, it consists of two main sets of activities that lead to a set of identi�ed scope features.

The process is illustrated through three swimlanes indicating required artefacts, activities

and developed artefacts. Solid arrows and dashed arrows represent the relationship between

activities themselves and artefacts associated with activities, respectively.

Required Input Artefacts

• Ar1: System Safety Requirements Derived from Hazard Analysis
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• Ar2: Database of potential equipment needing extra attention based on experience

• Ar3: Speci�cation of the operating environment

• Ar4: System Architecture

Developed Artefacts as a result of this stage activities

• Ar5: List of equipment of interest and their safety integrity level

• Ar6: Electromagnetic Operational Design Model (EODM)

• Ar7: Operational process description

Activity Ac1: Allocation of system safety requirements to components

The �rst activity in stage 1 requires system safety requirements (Ar1) as an input to the work-

�ow derived from Hazard analysis and requirements decomposition during the PSSA process

in system development. While this activity is generally performed during development, it can

be considered the initial activity in the EMI safety process. It aims to determine the system

safety requirements which need to be considered in the EMI safety process.

Activity Ac2: Identifying equipment of interest

Once the system safety requirements for each piece of electronic equipment have been

identi�ed, the equipment which might have safety concerns over EMI should be identi�ed.

The identi�cation employs Ar2 (Database of potential equipment that needed extra attention

based on experience), which comprises the vulnerable equipment which has been identi�ed

in previous projects. This activity does not only rely on the experience of disturbance for

selecting the equipment of interest list. It also considers other aspects, such as the installation

location of potential equipment provided in the database in the previous projects, and the

functional speci�cation of that equipment. Therefore, whether a speci�c equipment has

been used in previous projects or a new equipment has been used with a similar functional

speci�cation, it can be considered for selection in Ac2.

It is noted that this activity considers the equipment of interest vulnerable to all types of

EM phenomena at this stage, to ensure that potential new phenomena that might develop for

new designs are considered in the following activities of the work�ow.

This activity aims to limit the scope of the process and discard equipment that does

not introduce EM safety risks while system safety requirements have been allocated to it.

However, the criteria for choosing the equipment of interest should not be too strict, especially
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at early iterations of the work�ow. This is because it is crucial to prevent discarding any

potential equipment without going through risk estimation and assessment activities carried

out during the rest of the work�ow. There is a balance between reducing workload by early

elimination of equipment and eliminating equipment too early in the process.

This activity attempts to minimise the number of components which should be considered

in the process and also determine the boundary of the scope of the process. For instance, if

the interested system is the bridge of a vessel, other equipment that exists on the deck, is not

part of this process. However, the EM environment which is considered for the process is

affected by other equipment on the deck.
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Activity Ac3: Estimation of risk contribution

This activity follows Ac2 and estimates the contribution of EM safety risk qualitatively based

on the Safety integrity level (SIL) of the function operated by the equipment of interest. This

activity aims to classify and sort the component based on the required rigour of the following

EM safety process activities. The output of this activity is Ar5 which is the list of equipment

of interest and their SILs. This list comprises the scope of the EM safety process regarding

the components on which the process focuses. It is noted that since the process is iterative,

new components can be added to the list if the activities in the following stages identify

potential EM safety risk related to the equipment which has not already been identi�ed in

Stage 1.

Typically the level of allocated Safety Integrity Level (SIL) depends on the severity of

consequences and the probability of Failure. Awareness of the SIL of the equipment of

interest helps to determine the required level of rigour during development and facilitates

identifying the appropriate measures which should be considered. For instance if two pieces

of equipment of interest with SIL 1 and 3 are identi�ed, it is expected that the latter require

more rigorous EM safety related activities in following stages of the process.

Activity Ac4: EODM De�nition

EODM (Electromagnetic Operational Domain Model) models the electromagnetic envi-

ronment in which the safe operation of the system is assured. At the start of the system

development process EODM is de�ned initially based on the foreseeable electromagnetic

environment that has been identi�ed (Ar3). It is noted that the EODM is a live artefact

and is updated in following stages to re�ect restrictions imposed by the system's immunity

limitations and assurance arguments. The concept of operational condition and its EODM

representation are de�ned and explained in detail in the next chapter of this thesis (chapter

6).

The EODM concept is derived from a more general concept of Operational Design

Domain (ODD) [70] which describes the operational conditions of the system. EODM is

the electromagnetic environment which system can operate safely in. This is part of the

determined environment which the system will be exposed to. While the ideal EODM

comprises the entire foreseeable EM environment which the system intends to operate in,

in practice this is limited to the assured capabilities of the system to stay resilient. This is

determined in following stages.



5.2 Stage 1 - Identi�cation of EM Safety Assurance Scope 68

Activity Ac5: De�ning resilient process during operation

A description of the expected operational process of the system after deployment should be

de�ned and used to identify scenarios of concern in the next stage. The description is based

on the system safety requirements (Ar1) and System Architecture (Ar4) and determines the

process for updating the EODM during the system's operation. The aim of this activity is to

de�ne essential monitoring activities required during the operation of the system. The output

of this activity is the Operational process description (Ar7) which includes details of the

monitoring process and the response of the system to any violation of operational conditions.

An example of this can be the functional state transition of the cruise control system when it

is triggered by different input signals (see section 5.7).

5.2.2 Argument Pattern for Identifying EM Safety Assurance Scope

As a result of the activities and evidence generated in stage 1, an argument pattern can be

instantiated. The argument pattern related to the �rst stage is shown in Figure 5.5. The top

claim in this stage is that the scope of the EM safety assurance process is identi�ed (G1).

The strategy for breaking down this goal is to focus on different aspects of the scope of the

assurance process (S1.1). In order to support the goal G1.1, which states that the list of

equipment of interest identi�ed to an adequate level, the involved factors are argued by S1.1.1.

The �rst factor is represented as a claim about identifying the equipment based on experience

(G1.1.1). This goal requires that Database of potential equipment based on experience from

previous projects as contextual information (C1.1.1). Furthermore, the equipment of interest

is also determined by the general system safety requirements. Therefore, G1.1.2 is de�ned to

address the claim of estimating the contribution of EM risk and classifying the equipment

determined to the required rigour of the process. The appropriate evidence for addressing

both of these goals is the reports on the identi�cation of the list of equipment of interest

(Sn1.1).

It is noted that in these goals, the degree of effort expended to provide an adequate level of

con�dence should depend on the safety integrity level of the system in which each equipment

of interest is involved. For instance, if a system has a higher SIL, it is expected that evidence

be provided as part of Sn1.1 that shows more effort has been put into the identi�cation of the

list of equipment of interest. This can be demonstrated by providing a con�dence argument

for the evidence.

Another aspect of scope is the operational conditions. G1.2 represents the claim that

operational conditions are identi�ed. The argument about this claim is over the application

of operational conditions in the EM safety process (S1.2.1). Therefore, G1.2 is broken
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down into a goal for de�ning the EODM (G1.2.1) which is addressed by evidence comprises

EODM identi�cation reports.

Finally, G1.3 represents the claim that the behaviour of the system and monitoring

activities during operation is de�ned. The supporting evidence for this claim is the description

of the operational resilient process which comprises the monitoring and response activities

during the operation of the system.
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5.3 Stage 2 - EM Safety Requirement Elicitation & Valida-

tion

The second stage of the process is started once an early determination of the scope of the

work�ow (including the equipment of interest and the expected operational condition and its

related EODM) have been determined. This stage is considered to be carried out during each

round of PSSA activity of the system safety development before implementation. For the

second stage of the process, three main objectives have been de�ned:

1. Identifying scenarios of concern

2. Risk Assessment of failure due to EMI

3. Specifying EM safety requirements

5.3.1 Stage 2 Description

The main target of the second stage is to derive requirements to speci�cally reduce safety

risks due to EMI. This target is achieved by identifying the EMI scenarios which lead to

safety hazards and performing risk assessments for these scenarios. The process and activities

of stage 2 are illustrated in Figure 5.6.

Required Input Artefacts

• Ar1: System Safety Requirements derived from Hazard Analysis

• Ar4: System Architecture

• Ar5: List of equipment of interest and their safety integrity level

• Ar6: EODM

• Ar7: Operational process description

• Ar8: Database of potential equipment, suppliers, technology, etc.

Developed Artefacts as a result of this stage activities

• Ar9: List of potential EMI scenarios

• Ar10: List of scenarios of concern
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• Ar11: Failure probability of each equipment due to EMI

• Ar12: EM safety Requirements

• Ar13: Validation Plan (Early & Final validation)

• Ar14: EM safety Requirements Early Validation Report
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Activity Ac6: Generating scenarios of EMI

The �rst activity of stage 2 is to identify scenarios in which EMI could have an in�uence

on the system during operation. To achieve this objective, the System architecture (Ar4),

the List of equipment of interest (Ar5) obtained in the previous stage, the EODM (Ar6) and

the description of operation (Ar7) are analysed. The output of this activity is the List of

potential EMI scenarios (Ar9). This list may include all possible EMI scenarios regardless of

whether they contribute to safety risks or not. Moreover, since these scenarios are derived

from system architecture and EODM, they are considered regardless of their manufacturers

or a speci�c component. It is noted that Ar9 may also be exploited in the EMC compliance

assessment and argumentation. As an example, to generate EMI scenarios current practices

for risk assessment in the maritime industry such as the interaction matrix (between the

emitters and receptors) can be exploited. Another example of implementing this activity is

the Stochastic Modelling approach used in [71] for generating threat scenarios.

An important capability gap for this activity is that while generating scenarios for situ-

ations which involve updating and modifying well-known systems for developers is more

reliable, de�ning all scenarios for new project is challenging and includes uncertainties.

Activity Ac7: Identifying scenarios of concern

Once potential scenarios of EMI have been identi�ed, they are evaluated by considering

the Database of potential equipment and suppliers (Ar8), which have been used in previous

projects based on the experience of developers, against the relevant system safety require-

ments (Ar1). In other words, the objective of Ac7 is to identify scenarios where EMI could

contribute to the emergence of a safety hazard. As an example, this objective can be achieved

by �nding out whether a speci�c scenario may play a role in a relevant Fault Tree Analysis

(FTA) of a hazard or through the Failure Mode & Effects Analysis (FMEA) of the system.

Moreover, the reason for narrowing down the scenarios in two consecutive activities is

to focus effort and therefore to limit the risk assessment and testing processes and incurred

costs. Furthermore, it provides the opportunity to reconsider the list of scenarios of concern

If new general safety requirements were introduced in further iterations. The output of this

activity (Ac7) is a List of scenarios of concern (Ar10).

Activity Ac8: Risk Assessment of failure for potential equipment

In this activity, the system and its pieces of equipment are analysed against EMI in order to

obtain the failure probability of equipment that contributes to the scenarios of concern. The

required artefact for this activity is the List of scenarios of concern (Ar10). This activity is the
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main EM-focused safety risk assessment activity in the process and results in the likelihood

of failure of equipment due to EMI (Ar11) in the stated EODM. It is especially important for

the contribution of random failures to safety risks. In this activity, various techniques and

approaches could be applied to achieve the probability of failure estimate. For instance, the

application of a Bayesian Network for in EM risk assessment and calculating the probability

of failure is proposed in [72].

As an example of how this activity may be implemented, consider the identi�cation of EM

safety risks in ships depending on the physical location of the system of interest. A common

practice in dealing with EM environment in platforms such as ship or aircraft is partitioning

the platform into multiple zones based on EM environment characteristics. Traditionally

ships are partitioned into four zones (Deck and Bridge, General Power distribution, Special

Power Distribution and accommodation zone) which are de�ned by IEC 60533. While

this zoning approach might have described the environment of ships satisfactorily to date,

autonomous or unmanned ships might require their own zoning analysis to achieve proper

descriptions.

Activity Ac9: De�ning EM Safety Requirements

The aim of this activity is to de�ne a set of EM Safety Requirements (Ar12), which cover all

of the scenarios of concern and then to reduce the safety risk of each scenario. The input

artefacts of this activity include the Failure probability of the pieces of equipment (Ar11)

and System Safety Requirements (Ar1). Moreover, a plan (Ar13) which includes the process

and the means for validation of meeting the EM safety requirements, is developed in this

activity. Validation of the EM safety requirements takes place in two parts. The �rst one is

early validation (in Ac10) which focuses on whether the EM safety requirements are de�ned

correctly. The �nal validation (stage 5) determines whether EM safety requirements have

been met. Ar13 provides the validation plan for both parts.

It is noteworthy that alongside of the EM safety requirements, other stakeholders such

as customers and suppliers might provide requirements (may be called contractual require-

ments). In such cases, the potential contradictions between contractual requirements and the

de�ned EM safety requirements should be identi�ed and be addressed with other stakeholders.

For example consider an automotive Electronic Braking System (EBS). The system's func-

tionality must not be compromised by electromagnetic interference to ensure safe braking

operations. EMI Safety Requirement can be de�ned as follow: "The electronic braking

system shall maintain full operational functionality and provide accurate braking control

under exposure to electromagnetic interference within the frequency range of 150 kHz to 2

GHz at �eld strength levels up to 10 V/m."
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Activity Ac10: Early validation of EM Safety Requirements

The goal of this activity is to ensure that EM safety requirements have been de�ned correctly

and can address the required reduction of the safety risks related to all scenarios of concern.

This activity requires the list of scenarios of concern (Ar10), EM safety requirements (Ar12)

and the validation plan (Ar13) as input. In this activity, requirements are validated through

simulating the scenarios and the impact of meeting the requirements on the related risks. For

example how much of the risk associated with a scenario, should be reduced to meet the

relevant requirement. Moreover, the identi�ed requirements are reviewed by the experts and

stakeholders to make sure that the requirements are reasonable and their implementation

is feasible from different aspects. The output of this activity is a report on the �ndings of

the early validation (Ar14). Since the process is iterative, Ar14 can be used to rede�ne

requirements as necessary.

It is noted that this activity aims to validate that the requirements have been de�ned

correctly and are plausible. The EM requirements also need to be veri�ed (i.e. to make sure

that the system design and operation addresses the requirements) and be validated (i.e. to

make sure that addressing the requirements actually reduce the contribution of EM to safety

risks as they are supposed to). However, the veri�cation of the requirement and validating

that they reduce the contribution to safety risks will be done in the next stages of the process.

5.3.2 Argument Pattern for EM safety Risk Elicitation

The argument pattern corresponding to stage 2 is illustrated in Figure 5.7. The top goal is

presented as G2, which claims that all scenarios concerned are addressed by adequate EM

safety requirements. To support this claim, two arguments have been employed. The �rst one

is the argument over scenarios of concern (S2.1). In order to support this argument, one �rst

claims that the potential scenarios caused by EMI are identi�ed to an acceptable level (G2.1)

which is related to Ac6. Moreover, goal G2.2 presents the claim about scenarios of concern.

Therefore, the arguments over whether each EMI scenario contributes to safety risks can

be supported by evidence provided against system safety requirements and general system

safety risk analysis.

It is essential that scenarios be identi�ed so far as is reasonably practical for the system

with considering the SIL of the system, which determines the effort required for this activ-

ity. While providing evidence showing that no further scenarios can be identi�ed within

reasonable effort put into analysis activities can support G2.1 and G2.2, further evidence

from independent analysis and cross-checking results strengthens support for these goals and

provides the required con�dence argument for them.
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The second argument for supporting the top claim is over EM safety requirements (S2.2).

This strategy breaks down the top goal (G2) into three goals. The �rst goal (G2.3) claims that

all risks of equipment failure due to EMI in scenarios of concern are identi�ed. This goal

can be supported by evidence including the report of risk assessment activities (AC8). The

next goal claims that appropriate requirements are de�ned for all the scenarios of concern

(G2.4). This goal can be supported by reports on safety requirement identi�cation and also a

report on how requirements address each scenario of concern and demonstrate traceability

between EM safety requirements and scenarios of concern (Sn2.4).

The third sub-goal of S2.2 is G2.5 which claims that the de�ned EM safety requirements

are validated before implementation. This goal is broken down by argument over the

validation means (S2.3). The �rst mean is validation through reviewing by experts and

stakeholders to assure that addressing the requirements is feasible from their point of view.

This is represented by goal G2.5.1. It can be supported by appropriate reports on the review.

The second mean of validation which is demonstrated by goal G2.5.2 is de�ned to assure that

the EM safety risk requirements are validated by the simulation and that their implementation

contributes to the reduction of the risk to the appropriate level. This goal can be supported by

the results of simulation tests on applicability of the de�ned requirements.

5.4 Stage 3 - Risk Reduction

The goal of the third stage of the process encompasses risk reduction and mitigation ac-

tivities to the contribution of EMI to safety risk. This stage which takes place during the

implementation phase of the lifecycle of a system, employs two strategies to reduce risk.

The �rst strategy is employing appropriate Techniques and Measures (T&Ms) to reduce

safety risks. These T&Ms are classi�ed based on the safety integrity level of the functions

that are assigned to the equipment of concern. IEEE 1848 [53] provides one list of these

T&Ms that can be employed in different systems. It is noteworthy that the provided list is

not comprehensive and based on the type of system and architecture, specialized T&Ms can

be employed.

The second strategy for risk reduction is limiting the boundary of the operational condi-

tions of the system. This approach aims to prevent the system from operating in scenarios

that cannot be reasonably mitigated to tolerable safety risks. To employ this approach, a

fallback state of the system with acceptable risk is required. Therefore, the objectives of the

third stage are as follows:

1. Identi�cation of appropriate Techniques & Measures
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2. Updating EODM in regards to the impact of T&Ms

3. Veri�cation of the effectiveness of the implementation of T&Ms

5.4.1 Stage 3 Description

The third stage of the process comprises activities that aim to reduce the contribution of EMI

to safety risk. The process for the third stage is illustrated in Figure 5.8.

Required Input Artefacts

• Ar12: EM Safety Requirements

• Ar15: Database of potential techniques, measures and practices for addressing the

requirements

• Ar6: EODM

Developed Artefacts as a result of this stage activities

• Ar6: EODMs

• Ar16: Report of T&Ms application

• Ar17: Veri�cation plan

• Ar18: Report on verifying the implementation of the T&Ms
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Activity Ac11: Identifying appropriate T&Ms for each requirement

The �rst activity in stage 3 is identifying appropriate potential T&Ms by considering EM

safety requirements and the Database of potential T&Ms. This database includes all T&Ms

which have been recognized as valuable practices for reducing safety EMI risks by the

experts and their experience. In this activity, appropriate T&Ms that might contribute to the

satisfaction of each requirement are identi�ed. Moreover, it ensures that all requirements

have been addressed by at least one T&M and appropriate evidence is produced.

While implementing safety risk-reducing T&Ms is essential in the risk-based approach,

traditional ways for reducing EMI such as various �ltering, shielding, and grounding tech-

niques (sometimes they are called `Best Practices') should also be employed where appro-

priate. Although applying these Best Practices should occur as part of design process, they

might be applied to reducing EM safety risks as well. The idea is to mitigate the contribution

of EM disturbances to safety risks to an acceptable level. It is noted that the fallback scenarios

are also considered as T&Ms.

Activity Ac12: Determining the impact of each T&M and identifying

residue risk

Following Ac11, in this activity (Ac12), the impact of the implementation of each T&M is

evaluated in order to identify how T&Ms contribute to reducing safety risks and meeting

the requirements. Moreover, the residual risk after implementing T&Ms is determined in

this activity. This in�uences decision-making about whether additional T&Ms are required.

Besides, by evaluating the impact of each T&M, the potential adverse effects of their

implementation on the system can be identi�ed. This activity can be performed by simulating

the impact of T&Ms.

Ac13: Updating EODM

Once the residue risk is determined, it might be necessary to update the operational condition

and associated EODM in order to re�ect the impact of the implementation T&Ms and also

the residue risk. In other words, if it is discovered that despite the implementation of T&Ms

to a reasonable degree, some requirements can not be met in speci�c scenarios, restricting

the EODM is essential. It may include discarding certain scenarios, which might lead to

changes in the requirements in further iterations.
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Ac14: Implementation of selected T&Ms

In this activity, the selected T&Ms which address the EM safety requirements are installed in

the system. The output of this activity is a report on T&Ms impacts and installation (Ar16)

which makes up the evidence on the applicability of T&Ms and the risk reduction impacts.

Moreover, a veri�cation plan which describes the means and criteria for verifying the correct

installation of T&Ms is also provided (Ar17).

Ac15: Inspection

In order to verify that T&Ms are installed correctly, an Inspection should be performed

(Ac15). This activity aims to assure that the T&Ms are implemented in the described form

and can generate the expected risk reducing impacts. It is noted that this activity does not

seek to provide evidence regarding satisfaction of the requirements. Instead, it provides

evidence to support claims about the implementation and installation of T&Ms as they are

supposed to be. The required artefacts for this activity include a report on T&Ms impact and

installation (Ar16) and the veri�cation plan (Ar17). The output of this activity is a report

on verifying the implementation of T&Ms and the appropriate monitoring regime that can

con�rm the effectiveness of T&Ms (Ar18).

5.4.2 Argument Pattern for Risk Reduction

The argument pattern for stage 3 is illustrated in Figure 5.9. The top goal G3 (Appropriate

risk reduction activities are employed) is addressed by three different strategies. The �rst

strategy S3.1 aims to argue that appropriate T&Ms are identi�ed. The sub-goals for this

strategy include G3.1 which claims that the T&Ms capable of reducing risk are identi�ed

and are supported by appropriate evidence. Moreover, goal G3.2 states that the identi�ed

T&Ms can be mapped to EM safety requirements and appropriate T&Ms which address the

EM safety requirements are selected. This goal is supported by the evidence Sn3.2 which

provides a traceability report between T&Ms and EM safety requirements.
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The second strategy S3.2 argues over mitigation of risk and it breaks down the top goal

G3 into two goals G3.3 and G3.4. G3.3 claims that the operational condition and associated

EODM identi�ed in previous stages, is updated to achieve tolerable risk while the iterative

process of implementing T&Ms is carried out. Moreover, G3.4 provides a claim that T&Ms

are reducing the risk. In essence, S3.2 comprises the two de�ned strategies to reduce risk. It

is noteworthy that solved by links of G3.3 and G3.4 to S3.2 are de�ned as "n of 2" which

indicates that in practice either one of the goals or both of them might be instantiated. Finally,

the third strategy S3.3 argue over the effectiveness of T&Ms and validating that they are

implemented correctly. To do so G3.5 is de�ned which claims that the appropriate monitoring

regime for con�rming the effectiveness of T&Ms are in place.

5.5 Stage 4 - Assessment of compliance where relevant

This stage aims to determine whether evidence of compliance and addressing the standards'

requirements can be employed as reassuring evidence to increase con�dence in the provided

main evidence for supporting the safety claims regarding EMI. Risk-based safety management

does not rely on compliance with EMC standards to assure safety; hence, the produced

evidence in this stage can not be used to support the main safety claims. However, since

compliance arguments may be provided to achieve relevant certi�cations during development

and before deployment of the system, the additional efforts to consider the evidence from

compliance is helpful for increasing con�dence in developers' decisions in design. A

compliance argument should only be employed where the con�dence argument requires

additional support. Therefore, while stage 4 is considered part of the work�ow, it is not the

main stage in EM safety assurance. The main objective of stage 4 is de�ned as "Evaluating

the possibility of employing the compliance argument as reassuring evidence".

5.5.1 Stage 4 Description

The process of stage 4 is illustrated in Figure 5.10. The corresponding artefacts for stage 4

are provided as follows:
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Fig. 5.10 Stage 4 activities

Required Input Artefacts

• Ar7: Operational process description

• Ar6: EODM

• Ar12: EM Safety Requirements

• Ar19: List of employed devices

Developed Artefacts as a result of this stage activities

• Ar20: Report on compliance of the employed equipment

Activity 16: Identifying appropriate EMC standard

The �rst activity in this stage is to identify relevant EMC standards, which their scopes cover

the EODM and EM safety requirements. The input of this stage includes the Operational
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process description (Ar7), which determines the behaviour of the system during the operation

and EODM (Ar6) and EM Safety Requirements (Ar12) to assess the coverage of the standard.

The potential standards which can be considered in this activity are not necessarily limited

to EMC standards designed for a speci�c application. Based on the identi�ed environment of

the system, general EMC standards and EMC standards for any other kind of environment

which matches with the environment of the system can be considered. This approach forti�es

the risk-based side of the process by not being limited to speci�c EMC standards.

Activity 17: Verifying that the employed equipment complies with the

identi�ed EMC standard

Once the appropriate standards are identi�ed, the employed equipment is veri�ed against

compliance with the identi�ed standards. This veri�cation is based on the provided certi-

�cation evidence. The output of this activity is a report on compliance of the employed

equipment with identi�ed standards (Ar20), which can be used as evidence in the compliance

argument.

5.5.2 Argument pattern for Assessment of Compliance

The argument pattern corresponding to stage 4 is illustrated in Figure 5.11. The main claim

of this stage is that the employed equipment is compliant with appropriate standards (G4).

Two arguments support this claim. The �rst argument is over the identi�cation of appropriate

standards (S4.1). Identi�cation of appropriate standards comprises assurance of two goals.

G4.1 presents a claim that states the scope of the identi�ed standard should cover the EODM

or at least part of the EODM. Moreover, The standards' requirements should be compatible

with EM safety requirements presented as G4.2. The reason for this claim is to ensure that

there is no contradiction between the standard's requirement and EM safety requirements due

to the difference in their intentions and it is supported by evidence including a comparison

between EM safety requirements and standards' requirements.

Furthermore, the second argument is over the compliance with standards (S4.2), and the

goal corresponding with this argument claims that the employed equipment has been certi�ed

for identi�ed standards (G4.3). By supporting this claim along with the argument over the

identi�cation of appropriate standards, one can assure the top goal of this stage.
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Fig. 5.11 Argument pattern for Assessment of Compliance
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5.6 Stage 5 - EM Safety Requirements Veri�cation

The goal of stage 5, as the �nal stage in the process, is to assure that the EM safety require-

ments are satis�ed across the entire EODM. The process is illustrated in Figure 5.12. The

objective of stage 5 is de�ned as "Verifying that the EM safety requirements are satis�ed in

the entire EODM".

Fig. 5.12 Stage 5 activities

5.6.1 Stage 5 Description

Required Input Artefacts

• Ar6: EODM

• Ar11: List of scenarios of concern

• Ar12: EM Safety Requirements

• Ar13: Validation Plan (Early & Final Validation)
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Developed Artefacts as a result of this stage activities

• Ar21: Report on validating the satisfaction of requirements

Activity 18: Identi�cation of veri�cation means

The �rst activity of stage 5 is to identify the appropriate means of veri�cation. These activities

could include, but are not limited to, testing, simulation and on-site measurements. These

veri�cation means are supposed to verify that the EM safety requirements will be satis�ed

during operation. To do so, the veri�cation should consider scenarios of concern and use

these scenarios as basis of the veri�cation.

Activity 19 & 20: Veri�cation activities and testing scenarios of concern

This activity follows Ac18 and comprises carrying out the identi�ed veri�cation means.

This activity aims to test the scenarios of concern to ensure that the EODM would not be

violated during the identi�ed scenarios of concern. A report on validating the satisfaction of

EM requirements is produced as the output of Ac18 and Ac19 as evidence for this stage's

argument.

5.6.2 Argument pattern for EM Safety Requirements Veri�cation

The argument pattern for this stage is depicted in Figure 5.13. The main claim of this stage

is that EM safety requirements are satis�ed over the entire operational conditions and its

related EODM (G5), which is supported by an argument over validations means (S5.1). The

�rst subsequent goal is G5.1 which claims that each EM safety requirement is addressed

and traced to a set of veri�cation means. This goal is de�ned to make sure that at least one

veri�cation has been identi�ed for each EM safety requirement. This goal is addressed by a

report which provides this traceability (Sn5.1).

The next goal claims that the identi�ed veri�cation means are adequate for addressing

EM safety requirements (G5.2). The adequacy of veri�cation means is determined based on

the integrity level of the function that EM safety requirement is assigned to it.

Finally, goal G5.3 claims that veri�cation activities demonstrate satisfaction of EM safety

requirements. This claim is supported by the argument (S5.3.1) and sub-goal (G5.3.1) that

EODM has not been violated.
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Fig. 5.13 Argument pattern for EM Safety Requirements Veri�cation
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5.7 Illustrative Example

Previous sections identify the elements of the assurance process alongside the work�ow that

a developer can use to produce safety assurance case for the conurbation of EMI to safety

risks. This however, is a generic process. In this section, an illustrative example for a simple

system of Cruise Control (CC) is provided to show how the methodology can be followed to

produce appropriate argument and evidence and consequently develop an appropriate safety

assurance case.

5.7.1 System Description

The functional architecture of the employed CC system is illustrated in Figure 5.14. This

system is comprises of various inputs including the data obtained from speed sensors and the

driver's inputs such as acceleration and brake inputs. Moreover, the controller (S1) includes

memory units, logic units and processing units which are responsible for comparing data

received from inputs. Based on the received information, the controller sends an appropriate

signal (activation and deactivation) to the actuator (S2). The actuator then has an interface

with other vehicle system such as engines and brakes.

Fig. 5.14 Functional Architecture of Cruise Control

Besides the architecture of the system, it is essential to provide adequate information

about the behaviour of the system during operation in order to go through the methodology.

Figure 5.15 provides the functional states of the CC system based on the description stated in

[13].

The cruise control system transitions between different states based on user inputs or

sensor triggers, which represent the system's behavior in response to these signals. The

system starts in the Off state when the vehicle is powered on. From this state, the system can

transition to the CC_On state through a driver's input (Driver On). In this state, the driver

provides a set speed, and the system transitions to the On state once it sends a signal to the

actuator (Actuator Signal On), notifying the driver via the interface.

While in the On state, the system can move to the Disengaged state if the brake pedal is

pressed, or if the driver deactivates it through the interface (Actuator Signal Off). Additionally,
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Fig. 5.15 Functional states of CC system based on [13]

the system can enter the Standby state, triggered by the driver (Actuator Signal Off), retaining

the last speed value in memory. From the Disengaged state, the system can either resume

operation (Actuator Signal On) or remain idle if no input is given.

If the vehicle is turned off, the system transitions to the Off state CC_Off, clearing its

memory. The Disengaged state is considered the system's safe state, as it stops controlling

the actuator and returns control to the driver. The Disengaged state is regarded as a safe state

because it halts the cruise control system's control over the actuator and hands back control

to the driver.

5.7.2 Development of Safety Assurance Argument

In this section, for the provided CC system, an appropriate safety assurance argument is

developed based on the methodology proposed in this thesis. Some assumptions have been

made to facilitate the development of the argument which are explained throughout the

example work�ow. The application of the work�ow for the this CC system is explained stage

by stage as described in chapter 5.

Considering the top level argument pattern provided in Figure 5.2, the goals of G1 to G5

are supported by evidence produced in following subsections. By supporting these goals, the

top level goal (G0) is achieved for this case study.
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Stage 1

For initiating the process illustrated in Figure 5.4, the �rst required artefact is System Safety

Requirements (Ar1). The appropriate safety requirements are provided as follow:

• SR1: The system shall not transfer excess power to the wheels where it causes unin-

tended acceleration

• SR2: The system shall not reduce the supplied power to the wheels where it causes

unintended deceleration

The �rst activity of stage 1 (Ac1) is to allocate safety requirements to the pieces of

equipment. This activity is performed as part of hazard analysis. assuming that the system

includes two component (Figure 5.14), it is considered that the requirements SR1 and SR2

are both allocated to the equipment S1 (Controller) and S2 (Actuator).

The next activity is identifying equipment of interest (Ac2). Let us assume that based on

the previous experience of developing similar systems (Ar2), only the controller (S1) is going

to be susceptible to EMI and contributes to safety risks. Therefore, only S1 is considered in

the next steps of the process. As stated in chapter 5, the aim of this activity is to reduce the

scope of the process.

The next activity (Ac3) is to produce an estimate of the risk contribution. According to

ISO 26262, since the CC system in this case study is considered a moderate system with high

controllability, Automotive Safety Integrity Level (ASIL) B can be assigned to the system

and consequently the equipment of interest (S1).

Once the component and its integrity level are identi�ed, an initial EODM can be de�ned

(Ac4). This activity requires a speci�cation of operating environment of the system (Ar3)

as input. Assuming that a foreseeable environment for CC operation is identi�ed, it would

make up the initial EODM of the system. For simplicity of this case study, the radiated

electromagnetic environment is considered and therefore, the EODM only covers the radiated

electromagnetic environment. For this case, the initial EODM (Ar6) is comprised of up to

6GHz radiate EM �eld strength up to 50V/m.

The last activity of this stage is to identify the process of the system during operation

(Ac5). For this case study this (Ar7) is provided in Figure 5.15.

Stage 1 is responsible for developing the G1 of the overall safety argument (Figure 5.2).

The argument pattern supporting goal G1 is illustrated in Figure 5.5. To produce the safety

argument, the argument pattern is instantiated by the produced evidence (see Table 5.1).



5.7 Illustrative Example 94

ID Evidence

Sn1.1 Report on component and integrity (Ar5) (Controller-ASILB)

Sn1.2 Ar6 (EODM)

Sn1.3 Ar7 (Figure 5.15)
Table 5.1 Instantiation of Figure 5.5 for case study

Stage 2

Based on Figure 5.6 the �rst activities of stage 2 are generating EMI scenarios (Ac6) and

�nding the scenarios of concern (Ac7) based on the produced artefacts in the previous stage

and initial artefacts. For this case study, it is assumed that a scenario is identi�ed which also

can be considered as a scenario of concern. Table 5.2 provides the �ndings. For illustration

purposes, a potential scenario from IEC TR 61000-2-5 [73] is provided.

Depending on the type of disturbance phenomenon, the scenario description should

include essential details necessary for specifying the disturbance and identifying appropriate

mitigation means. For instance, for a radiated disturbance, details such as the power of the

source, frequency, and the distance range between the source and the victim, and the potential

�eld strength are essential for de�ning the scenario.

ID Scenario Safety Concern

SC1 Radiated pulsed disturbance to S1 (Controller unit) from a

car-mounted radar system (e.g. adaptive cruise control radar)

with 316 W maximum power level from a distance less than 3

meters (77GHz transmitter frequency with maximum 30V/m

�eld strength)

Yes

Table 5.2 Identi�ed Scenario

The next activity is to identify the probability of failure (Ac8). For this case study, it is

assumed that based on the provided scenario the probability of failure of the S2 is estimated

as p1 (Ar11).

Based on the provided failure probability and system safety requirements, the EM safety

requirement can be de�ned. In this case study, it is assumed that the EM safety requirement

is de�ned as stated in Table 5.3.
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ID Requirement

EMSR1 Failure probability of component S1 shall not exceed p1 value
Table 5.3 EM safety requirement for the case study (Ar12)

Moreover, at this stage the early validation plan should be produced which includes the

plans for ensuring that the EM safety requirement has been de�ned correctly. For instance,

the P1 value can be checked against another technique (Ac10). Moreover the plans for testing

and verifying the requirement should be produced. For this case study, simulation of the

scenario and the testing regime is assumed as the V/V plans (Ar13 and Ar14).

Stage 2 aims for developing the G2 of the overall safety argument (Figure 5.2). The

argument pattern supporting goal G2 is illustrated in Figure 5.7. To produce the safety

argument, the argument pattern is instantiated by the produced evidence (see Table 5.4).

ID Evidence

Sn2.1 Identi�ed Scenarios (Ar9) - table 5.2

Sn2.2 Risk assessment report (Ar11)

Sn2.3 EM safety requirements (Ar12) - table 5.3

Sn2.4 Cross checking EM safety requirements and scenarios

Sn2.5 Validation plans and report (Ar13)

Sn2.6 Early validation Results (Ar14)
Table 5.4 Instantiation of Figure 5.7 for case study

Stage 3

According to Figure 5.8 the �rst activity of stage 3 is to identify appropriate T&M (Ac11)

for the CC system based on the produced artefact and databases of potential T&Ms (such as

IEEE 1848 standard). In this case study, it is assumed that applying the Error detection and

correction technique (based on IEEE 1848, A.2.6) is appropriate for this system. Then, it

is essential to identify the impact of applying this T&M (Ac12) by different means such as

simulation. For this case study it is assumed that by applying this technique, the probability

of failure of S1 due to is reduced to p2 (p2<p1).

The next activity is to update the EODM after identifying the impact of T&Ms (Ac13). In

this case study it is assumed that employing the technique, has reduced the risk and therefore,

it is not required to restrict the EODM and operation conditions in order to address the EM

safety requirement. Thus the EODM remains unchanged.
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The next step includes implementing the identi�ed T&M (Ac14). A report for addressing

the impact of T&M (Ar16) and the plan to verify its impact (Ar17) is produced in this activity.

Finally, activity Ac15 aims to verify the impact of T&M.

Stage 3 provides evidence for developing the G3 of the overall safety argument (Figure

5.2). The argument pattern supporting goal G3 is illustrated in Figure 5.9. To produce the

safety argument, the argument pattern is instantiated by the produced evidence (see table

5.5).

ID Evidence

Sn3.1 report on identi�cation of T&M(Ar16)

Sn3.2 Checking that T&M is den�ed for the EM safty requirement

Sn3.3 Report of EODM (Ar6)

Sn3.4 Report on T&M impact (Ar16)

Sn3.5 T&M veri�cation (Ar17 and Ar18)
Table 5.5 Instantiation of Figure 5.9 for case study

Stage 4

Figure 5.10 provides the process for using compliance with standards in order to Strengthen

the safety argument and address any other compliance requirement for the system. The �rst

activity of stage 4 is to identify appropriate EMC standard (Ac16). For this case study (Cruise

control), the appropriate EMC standard based on the EM safety requirement and EODM

is ISO 11452 [74]. The next activity is to verify that S1 complies with the requirements of

ISO 11452 (Ac17). For this case study, it is considered that the standard covers the EODM

boundaries (up to 50V/m and up to 6GHz) and therefore a compliance report can be produced

(Ar20).

Stage 4 provides evidence for developing the G4 of the overall safety argument (Figure

5.2). The argument pattern supporting goal G4 is illustrated in Figure 5.11. To produce the

safety argument, the argument pattern is instantiated by the produced evidence (see Table

5.6).

ID Evidence

Sn4.1 Standard Identi�cation (Ar20)

Sn4.2 Comparing the standard requirements and the EM safety requirement (Ar20)

Sn4.3 Complaince report (Ar20)
Table 5.6 Instantiation of Figure 5.11 for case study
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Stage 5

The process for the last stage of the methodology is illustrated in Figure 5.12. This stage

comprises the �nal V/V activities. The �rst activity (Ac18) is identi�cation of veri�cation

mean based on validation plans (Ar13). In this case study, it is assumed that a testing regime

has been identi�ed which covers the EODM boundaries. Moreover, the identi�ed scenarios

should be tested. The result of testing activities is reported in Ar21.

Stage 5 provides evidence for developing the G5 of the overall safety argument (Figure

5.2). The argument pattern supporting goal G5 is illustrated in Figure 5.13. To produce the

safety argument, the argument pattern is instantiated by the produced evidence (see table

5.7).

ID Evidence

Sn5.1 Checking that EM safety requirement is addressed by veri�cation (Ar21)

Sn5.2 Details of testing regime (Ar21)

Sn5.3 Report of testing against EODM and scenarios (Ar21)
Table 5.7 Instantiation of Figure 5.13 for case study



Chapter 6

Speci�cation of Electromagnetic

Environment Operational Conditions

In the previous chapter, where the EMI-aware safety assurance work�ow is introduced, one

of the main arguments which supports the top goal, is the speci�cation of an assurance scope.

One of the main aspects of assurance scope is the operational conditions in which the system

is assured against it. As stated in the previous chapter, de�ning the operational condition is a

crucial element of EMI-aware safety assurance work�ow.

In this chapter, the concept of operational conditions in regard to the electromagnetic

environment is explained. To achieve this purpose, �rst, a background of de�ning operational

conditions in safety-critical systems is provided. Then the necessity of de�ning operational

conditions in regard to the electromagnetic environment is explained and the idea of an

Electromagnetic Operational Domain Model (EODM) and its development are described.

Finally, the EODM process during operation is discussed.

6.1 Background on De�ning Operational Conditions

Speci�cation of operational conditions is rooted in Model-Based Systems Engineering

(MBSE) where the system is de�ned in the contextual aspects of its environment. In general,

the environment includes any entity which has an interaction with the system or impacts the

system's operation. Different industries have developed distinct concepts and de�nitions for

describing the operational conditions which impacts the system. However, one of the most

common concepts in regard to de�ning operational conditions is the Operational Domain

Model (ODM). An ODM describes the system's environment in which the system is de�ned

to operate.
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Moreover, in safety-critical systems, ODM also provides information regarding the

environment in which the system is acceptably safe to operate. For instance, in [75], to

capture the operational scope of an autonomous system in which safe operation can be

demonstrated, the concept of ODM is employed to facilitate the elicitation of system safety

requirements as part of system development by providing assumptions about the capabilities

of the system in the foreseeable environment in which the system is supposed to operate in.

In the automotive industry, the concept of the Operational Design Domain (ODD) is

used to refer to the ODM in order to present the operational conditions which the system

is assured. It is de�ned by the Society of Automotive Engineers (SAE) as “Operating

conditions under which a given driving automation system or feature thereof is speci�cally

designed to function, including, but not limited to, environmental, geographical, and time-

of-day restrictions, and/or the requisite presence or absence of certain traf�c or roadway

characteristics”[70].

The safe operation and assurance of a system are dependent on the accurate identi�cation

of the boundaries of its safe operational conditions. In the autonomous vehicle industry,

these boundaries are identi�ed by the ODD and include the physical scenery, environmental

conditions and dynamic elements in the surrounding area of the system according to the

taxonomy introduced in [14] (see Figure 6.1).

Fig. 6.1 ODD Taxonomy described in [14]
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The de�nitions of ODM and ODD imply that any environmental condition that could

impact the safe operation of the system should be considered. Therefore, it is reasonable

that the operational condition with regard to the electromagnetic environment be considered

as an operational condition for a system. However, none of the proposed ODD taxonomies

has addressed the electromagnetic environment as an aspect of operational conditions. In

[14], the need to consider the impact of EMI on the connectivity attribute of the system is

identi�ed. However, it does not provide any approach to characterize the electromagnetic

environment as an attribute of the operational conditions of the system.

Therefore, the question is what is the current understanding of electromagnetic operational

conditions which is applied in the development and certi�cation processes of a system and

addresses the assurance of it in regard to reliability, safety, etc. Further, is there any modelling

approach for electromagnetic operational conditions.

6.2 Speci�cation of Electromagnetic Environment as oper-

ational condition

In order to unravel the current way to specify the electromagnetic environment as an opera-

tional condition of a system, we need to focus on how the rule-based approach argues about

the environment. Demonstration of compliance with current EMC standards by passing the

prescribed tests provides an implicit interpretation of the assumed operational conditions in

which the system is designed to operate.

In other words, one can say that the operational conditions of the system with regard to the

electromagnetic environment are equivalent to the set of scenarios and their corresponding

test attributes, which the system has successfully gone through (see Figure 6.2). These

attributes comprise all of the test speci�cations, such as frequency, amplitude, modulation,

etc. The implicit aspect of this interpretation lies in the fact that designers often do not

provide information on appropriate conditions of the electromagnetic environment, and

consumers can only infer the conditions addressed based on the demonstrated compliance

with EMC standards.

Since the boundaries of current EMC test levels are mainly determined by the description

of the electromagnetic environment, provided in IEC TR 61000-2-5 [73], the boundaries

of the implicit interpretation of operational conditions are eventually de�ned by test limits

and ranges determined by [73] methodology. In [73] the electromagnetic environment is

classi�ed into a limited number of de�ned environments based on potential sources that

might exist in those environments (e.g. industrial, domestic, etc.).
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Fig. 6.2 Implicit Interpretation of Operational Conditions in regards to Electromagnetic
Environment

Although this methodology might provide a rough estimation of sources and levels of

existing electromagnetic disturbance in the environment, the provided information is not

adequate for assuring the safe operation of the system against EMI. For instance, the rise

of EMI events with the potential of safety hazard consequences in medical devices [18]

shows that the test limits and levels of EMC standards do not represent actual clinical

electromagnetic environment [76] and consequently complying with them is not adequate to

be employed as the sole argument for safety assurance against EMI.

To determine the assured operational conditions of the system, performing adequate risk

analysis on the EM resilience capabilities of the system is required. The current implicit

approach lacks this information and only considers the electromagnetic environment to de�ne

operational conditions. Furthermore, as stated in section 1.2, the test levels required by EMC

standards are often compromised with non-technical aspects such as economic considerations

and the required rigour for assuring safety is not re�ected in determining test levels. In

other words, there is no proportionality of testing effort relative to the contribution of the

electromagnetic environment to safety risk.

Apart from that, variations in the electromagnetic environment during the system's

lifecycle due to the introduction of new sources and the ageing of existing devices indicate

that the operational conditions of the system are changeable. Therefore, an approach which
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monitors the system to detect the changes in the environment and carry out appropriate

measures to update the de�ned operational condition of the system is essential.

6.3 Electromagnetic Operational Domain Model

To address the stated issues in the previous section, a new concept for specifying the opera-

tional conditions of a system in regard to the electromagnetic environment, which supports

the EMI-aware safety assurance work�ow, is developed. In this section, the concept of

EODM is explained and then the process for developing the EODM is described.

6.3.1 Concept of EODM

The Electromagnetic Operational Domain Model (EODM) is de�ned as the "Model of

operating conditions under which a given system or feature thereof is speci�cally designed

to function, with respect to the electromagnetic environment it is exposed to".

According to this de�nition, the EODM of a system is based on two contributing factors.

First, the EM environment in which the system is designed to operate and second, the degree

of assured resilience provided by both the system capabilities and the use of appropriate

mitigation techniques and measures against EMI.

The main aim of de�ning the EODM is to determine the boundaries of the electromagnetic

environment within which the system will be designed to operate safely. In other words, the

safe operation of the system outside of the de�ned EODM boundaries is not assured and

the system should not continue normal operation when it is exposed to the electromagnetic

environment which has not been included in the EODM. Where the system continues normal

operation in an environment which is not inside of EODM, it essentially means that it

might be exposed to hazardous scenarios which either have not been assessed or it has been

determined that the system is vulnerable to. This is a source of enhanced risk, which may not

be tolerable. It is noted that while the assurance is over the EODM, the impact of achieving

assurance is over the operational conditions associated with the EODM. The EODM does not

present risk-free operational conditions, but it presents the operational conditions in which

the safety risk emerging from EMI is acceptable.

A diagram of the EODM concept is illustrated in Figure 6.3. It shows different elec-

tromagnetic environment domains that we consider. The domainE0 includes all possible

electromagnetic phenomena in the de�ned scope (for instance, a range of radiated electro-

magnetic disturbance) that the system may be exposed to. It comprises both reasonably

foreseeable and unforeseeable phenomena. During the development of the system and by
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undertaking an appropriate risk assessment, the EMI scenarios to which the system might

be exposed to, are identi�ed. Based on this model, theE1 domain includes all identi�ed

EM phenomena that are initiating EMI scenarios. Here, the EMI scenario is de�ned as a

sequence of scenes initiated by a speci�c EM disturbance phenomenon that might contribute

to the emergence of safety hazards. It is noted that theE1 domain includes phenomena which

might or might not contribute to safety hazards. In other words, it includes all foreseeable

EM phenomena that have been identi�ed.

Fig. 6.3 Conceptual Diagram of EODM

TheE2 domain (E2 � E1) comprises EM phenomena identi�ed during risk assessment

where system can be assured to operate while exposed to them (unlike theE1 � E2 domain

which assurance cannot be achieved). On the other hand, theE3 domain (E3 � E0) includes

the EM phenomena that have not been identi�ed and consequently has not been assured

satisfactorily. However, in practice, due to de�ciencies in environment identi�cation, risk

assessment activities, or inadequate argumentation for providing assurance for the system

against those EM phenomena, both theE2 andE3 domains make up the EODM that are

considered as conditions in which safe operation is possible and an assurance case are made

for. So the EODM might be expressed as:
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EODM = E2 + E3 (6.1)

The ideal situation is where the entire identi�ed range of EM phenomena are assured

and the EODM does not include any unforeseeable EM phenomena that may contribute to a

safety risk. The ideal EODM might be expressed as:

EODMIdeal = E1 = E2 (6.2)

andE3 = ? .

However, in reality, the entire domain of the identi�ed EM phenomena (E1) cannot be

assured and classi�ed as part of an system's EODM. Though the developers should aim to

maximize the EODM to cover all identi�ed EM phenomena and minimize the situations

which are not identi�ed properly and the system is not assured against them but have been

classi�ed as part of the EODM.

Alternatively, the operational environment of the system and its associated EODM should

not be extended beyond the boundary of theE1 domain, since these operational conditions

can not be safety assured due to the lack of adequate identi�cation of the environment. Know-

ing the boundaries of the assured electromagnetic environment is one of the fundamental

arguments for safety assurance related to EMI and EMD (Electromagnetic Disturbances).

Although this limitation might reduce the availability of the system in certain situations, it

reduces the likelihood of emerging hazardous behaviour when the system operates outside of

the speci�ed EODM in an unsafe way.

6.3.2 Development of EODM

The two factors that affect the limits of EODM are the environment where the system is

intended to operate and the capabilities of the system to maintain safe operation in the

presence of EMI. These assumptions led us to a process for developing an EODM, which is

both top-down and bottom-up.

Figure 6.4 illustrates the process of de�ning an EODM for operational conditions of

a system in the early stages of system development. The top-down approach starts by

identifying the foreseeable electromagnetic environment in which the system is supposed to

operate. Another aspect that should be considered in the top-down approach is the impact

of system safety requirements. These requirements are often de�ned in the early stages of

development using techniques such as functional hazard analysis of the system based on

the system's architecture and functional requirements. These safety requirements determine

which equipment and subsystems should be considered in the scope of the EODM de�nition
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Fig. 6.4 De�ning process of EODM in early stages of system development
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process. In other words, by analysing these system safety requirements the system or part of

the system that requires safety assurance in regard to EMI is identi�ed. By identifying the

foreseeable environment and determining the subsystems and components that must work in

the identi�ed electromagnetic operational conditions, the ideal EODM is de�ned.

The ideal EODM represents all the operational conditions in an ideal world without

considering the susceptibilities of the components. However, in reality, EMI-susceptible

components limit the operating conditions of the system. To take this into account, the

bottom-up part of the process is employed. The component capabilities of the system can

be determined by analyzing components and considering the information resulting from

previous experiences of the component's behavior when it is exposed to the conditions

de�ned in the ideal EODM.

By taking into account each component's capabilities and identifying the conditions under

which the component's operation cannot be assured, some conditions can be omitted from

the ideal EODM. The output of the process is the initial EODM of the system or sub-system

based on the de�ned scope of development.

It should be noted that the result of this process is the �rst version of EODM. Once the

�rst version of EODM is de�ned, it can be used to de�ne EM safety requirements. Meeting

these requirements can ensure safety while the system operates inside the de�ned EODM.

This set of operational condition can also be assured by appropriate evidence.

The development of EODM is an iterative process. During the development of the system,

various techniques and measures may be applied to the system which impact the capabilities

of the system to maintain its safe operation when exposed to certain situations that have

not been included in the EODM in earlier phases. For instance, as mentioned earlier, [53]

provides a set of techniques and measures for increasing the resilience of the system against

EMI which are derived from techniques and measures de�ned in [2].

6.4 EODM Process in Operation

A key part of the EODM concept is the capability of the system to respond to changes in the

electromagnetic environment in order to maintain safety. The environment and the operation

of the system should be monitored so that the most appropriate response to environmental

changes be considered. In other words, the system should be monitored during operation

to make sure the system operates within the operational conditions de�ned in the EODM.

Any violation of EODM may increase the risk of safety violations to an unacceptable level,

making the system unsafe to operate. Therefore, designers should de�ne the proper actions

to be taken so that the system returns to a safety-assured operational condition.
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In reality, there are four states of a system in regard to functionality and EODM (see

Figure 6.5). These states are originally driven from ODM states de�ned in [75] and can be

presented as follows:

• State 1: Operating full functionality inside of EODM

• State 2: Operating full functionality outside of EODM

• State 3: Operating a fallback functionality inside of EODM

• State 4: Operating a fallback functionality outside of EODM

During operation, the system continues to operate in one of the mentioned states. The

system might transit to another state when it is exposed to a different electromagnetic

environment.

Fig. 6.5 System states in regard to EODM

According to the concept of EODM, state 1 is the most desirable state since the system

operates to its full functionality while its safety is assured. On the other hand, state 2 is

the unsafe state of the system and should be avoided. State 3 is where a fallback action

is triggered wrongly while the system is still operates inside of de�ned EODM. State 4

represents the scenarios when the system identi�es an EODM violation and triggers fallback

action. Therefore, a bene�cial EODM process should facilitate the transition between states

1 to 4 and back again.
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Figure 6.6 illustrates the architecture proposed for the EODM process for transition

between states 1 and 4 during operation. It is considered that EODMs are de�ned for the

set of subsystems that have safety requirements associated with them. During operation, the

subsystems should be monitored to identify any changes in their normal behavior due to EMI

(e.g. detection of EMI by an EMI detector). Moreover, the electromagnetic environment

should also be monitored. This information can be obtained in various ways. For instance,

it can be achieved by the installed sensors which screen the electromagnetic environment

or by receiving information from external providers (e.g. receiving data about the existence

of certain electromagnetic sources in roads). This information increases the situational

awareness of the system in regard to its electromagnetic environment.

Once the appropriate information about the actual electromagnetic environment of the sys-

tem is provided, this information should be examined against the de�ned EODM. Therefore,

the EODM monitor unit compares the current electromagnetic environment of the system

with the EODM to ensure that the system operates within the boundaries of the EODM.

Once the EODM monitor identi�es any violation of the EODM, it means that the system

is operating in unsafe operating conditions. Therefore, the EODM Manager unit should

decide the most appropriate response to the EODM violation. The �rst approach is the

local approach, which is achieved by correcting any changes in the functional behavior of

the system or the data it is handling due to exposure to electromagnetic disturbance. An

example of this kind of response is Error Detection and Correction Codes [53]. The other

approach is to request fallback actions that are considered an architectural response to a

violation of EODM (e.g fail-safe). This approach should be taken once the system and the

applied techniques and measures for increasing the resilience of the system are not capable

of correcting the impact of interference due to the extent of EODM violation. The way the

EODM Manager unit decides should be designed during the development of the system.

Once either of these approaches is followed, an important step of the process is to review

the EODM. Any violation of EODM may mean that the current EODM is not de�ned

suf�ciently, and there are certain operational conditions which are not assured for their safety

risk properties. In other words, there are operational conditions which are not appropriately

identi�ed or the capability of the system to withstand the de�ned operational conditions are

not assessed adequately. Moreover, it could be the result of changes in EE due to new sources

in the environment or ageing of devices in the environment. Therefore, EODM should be

placed under formal safety management and a process for ensuring that the de�ciencies are

addressed should be employed to minimise cumulative risks. Depending on the extent of

EODM violation and how the system responded to the violation, the required changes could

be a range of actions from slight updates in the EODM to redesign of the system.
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Fig. 6.6 EODM process in operation



Chapter 7

Evaluation

In Chapter 5, an EMI-aware safety assurance methodology was introduced. The reason-

ing for its activities alongside the assurance argument for each stage of the methodology

were provided and the current capabilities and capability gaps for the activities described.

Moreover, chapter 6 introduced the concept of EODM and described the development of the

EODM and the EODM process during the operation of the system.

This chapter aims to evaluate the introduced methodology. The methodology is designed

to be implemented in the development phases of a complex systems. Therefore, the ideal way

to evaluate it would be to investigate the impact of its implementation on the development

process and the characteristics of the developed safety assurance case. However, due to the

scope and limitations of this research, evaluating the mythology on a full-scale industrial

project is not possible. To overcome this, the evaluation is divided into multiple parts, aiming

to consider different aspects of the contributions provided by the thesis and presented in

chapters 5 and 6. It is intended to provide adequate and credible arguments for the validity of

the proposed methodology.

7.1 Evaluation Approach

We have created an evaluation strategy in Figure 7.1 which provides a con�dence argument

which is used for the evaluation of the methodology. This con�dence case is presented using

GSN. G0 is identi�ed as the top goal of the evaluation. This suggests that the methodology

is credible and it is an improvement over current industrial practice. In other words, the aim

of evaluation is show that the methodology can address generation and presentation of EMI

safety management 'As Desired'. The argument considers two strategies for supporting this

goal.




	Table of Contents
	List of Figures
	List of Tables
	1 Introduction
	1.1 Electromagnetic Interference and Safety Effects
	1.2 Assuring Safety in regard to Electromagnetic Interferences
	1.3 Objectives and Scope of the Research
	1.3.1 Research Objectives
	1.3.2 Initial Scoping Statement

	1.4 Thesis Structure

	2 Safety Reasoning and Electromagnetic Interference Management
	2.1 System Engineering and Safety Processes
	2.2 Safety Reasoning and Demonstration
	2.2.1 Safety Reasoning Approaches
	2.2.2 Safety Assurance Demonstration

	2.3 EMI Management and Safety Argumentation
	2.3.1 IET guideline and IEC 61000-1-2
	2.3.2 Mitigating EMI issues
	2.3.3 Assuring EMI contribution to Safety

	2.4 Conclusion of Literature Review

	3 EMI Management in Practice
	3.1 State of the Art Risk-based EMC: As Practised
	3.1.1 Development of risk-based EMC plans in the observed organisation
	3.1.2 Risk-based EMC from maritime regulatory body viewpoint

	3.2 Identification of Deficiencies in regard to safety

	4 Developing Safety Reasoning with regard to EMI
	4.1 Safety Assurance Principles
	4.2 EMI-Aware Safety Assurance Methodology
	4.2.1 Rationale of Methodology
	4.2.2 Scope of the Methodology


	5 EMI-Aware Safety Assurance Methodology
	5.1 Methodology Overview
	5.1.1 Top-level Safety Assurance Argument

	5.2 Stage 1 - Identification of EM Safety Assurance Scope
	5.2.1 Stage 1 Description
	5.2.2 Argument Pattern for Identifying EM Safety Assurance Scope

	5.3 Stage 2 - EM Safety Requirement Elicitation & Validation
	5.3.1 Stage 2 Description
	5.3.2 Argument Pattern for EM safety Risk Elicitation 

	5.4 Stage 3 - Risk Reduction
	5.4.1 Stage 3 Description
	5.4.2 Argument Pattern for Risk Reduction

	5.5 Stage 4 - Assessment of compliance where relevant
	5.5.1 Stage 4 Description
	5.5.2 Argument pattern for Assessment of Compliance

	5.6 Stage 5 - EM Safety Requirements Verification
	5.6.1 Stage 5 Description
	5.6.2 Argument pattern for EM Safety Requirements Verification

	5.7 Illustrative Example
	5.7.1 System Description
	5.7.2 Development of Safety Assurance Argument


	6 Specification of Electromagnetic Environment Operational Conditions
	6.1 Background on Defining Operational Conditions
	6.2 Specification of Electromagnetic Environment as operational condition
	6.3 Electromagnetic Operational Domain Model
	6.3.1 Concept of EODM
	6.3.2 Development of EODM

	6.4 EODM Process in Operation

	7 Evaluation
	7.1 Evaluation Approach
	7.2 Confidence in the evaluation methods
	7.2.1 Peer review
	7.2.2 Case study
	7.2.3 Analysis

	7.3 Argument over threats to validity of methodology
	7.3.1 Threat T1: Methodology is impractical
	7.3.2 Threat T2: Methodology is too complex
	7.3.3 Threat T3: Invalidity of Assurance Argument
	7.3.4 Threat T4: Lack of available competency
	7.3.5 Threat T5: Lack of acceptability to stakeholders

	7.4 Addressing the rationale of methodology
	7.4.1 Ability of the methodology to produce appropriate safety assurance arguments and associated evidence
	7.4.2 Ability of the methodology to integrate its workflow into general safety and development processes
	7.4.3 Conformity of the methodology with 4+1 EM Safety Principles
	7.4.4 Increasing maturity of current EM safety management practice


	8 Conclusion and Future Works
	8.1 Thesis Summary
	8.1.1 Risk-based EMI Management and Assurance Challenge
	8.1.2 EMI Management: As Described
	8.1.3 EMI Management: As Practised
	8.1.4 Safety Reasoning with regard to EMI
	8.1.5 EMI-aware Safety Assurance Workflow
	8.1.6 Specification of Operational Condition
	8.1.7 Evaluation of Methodology

	8.2 Thesis Contributions
	8.3 Future Works

	Appendix A Peer Review Questions
	References

