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Abstract

Machine learning (ML), such as supervised learning and deep reinforce-
ment learning (DRL) techniques, has shown great potential in code-related
tasks such as predicting code optimisation options and detecting software
bugs. However, its practical use still faces multiple hurdles during the model
design and deployment phases. This thesis addresses some of these chal-
lenges through three core contributions, aiming at making ML more prac-
tical and reliable for program analysis and optimisation.

The first contribution tackles a fundamental challenge in applying ML
to code - how to represent programs. Our approach enables ML to combine
static code information with dynamic symbolic execution traces to capture
rich program semantics while using a learning-based approach to reduce the
overhead of symbolic execution. This improved representation enabled the
development of an eledtive ML-based bug detection tool that uncovered
55 unique code vulnerabilities from 20 real-world projects, leading to the
assignment of 37 new Common Vulnerabilities and Exposures (CVES).

The second contribution aims to lower the barrier to integrating ML into
compiler development. We introduce a framework with a simple Application
Programming Interface (API) that helps developers construct DRL systems
for compiler optimisation. The framework adopts a meta-learning strategy
combining DRL with multi-task learning to search ML architectures. We
show that the ML solutions automatically assembled by our framework
outperform those developed manually by independent experts across four
code optimisation tasks.

The third contribution addresses the reliability issues of using trained
ML models during deployment in the end-user environment. Our approach
leverages statistical assessments to identify when an ML model will likely
make incorrect predictions, enabling fallback strategies to maintain its ro-
bustness. We integrate our approach with 13 representative ML models
across five code analysis and optimisation tasks, showing that our tech-
niques can correctly identify an average of 97% of mispredictions.

The work presented in this thesis has resulted in three open-source tools,
which we hope will support wider adoption of ML in software engineering
tasks like code optimisation and bug detection.
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Chapter 1
Introduction

Over the past two decades, ML has emerged as a powerful method for a wide range
of code-related tasks, including performance optimisation [4{8] and code analysis [1, 9,

10]. A growing body of research has shown that ML-based methods often outperform

traditional approaches that rely on hand-crafted heuristics [11, 12].

ML has transformed how we approach code optimisation and analysis by automat-
ing decisions that required extensive manual e ort. For example, ML-based vulner-
ability detectors can identify security bugs and vulnerabilities in minutes, tasks that
previously took expert teams days or even weeks [13]. Similarly, ML models can recom-
mend code transformations that improve performance, reducing the requirements for
time-consuming trial-and-error tuning by developers [12]. These capabilities have led to
growing interest in applying ML techniques to software engineering problems [14, 15].

Most ML-based solutions for program problems follow a two-phase process: design
and deployment. In the design phasedevelopers use domain-speci ¢ datasets to nd a
suitable representation method and then construct an appropriate ML architecture to
train the model for their speci c tasks. In the deployment phasethe trained model is
integrated into production systems to make predictions on those new, unseen programs.
Each of these stages presents its own challenges in practice.

This thesis addresses some of the key challenges for ML-based program analysis and
optimisation during design and deployment phases, through three core contributions.
First, it demonstrates, for the rst time, that combining static source code features
with dynamic symbolic execution traces can improve learned program representations.
Second, it introduces an automated framework to help compiler developers select ap-
propriate reinforcement learning (RL) architectures for compiler tasks. Third, it shows
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how statistical assessments can be employed to identify when a trained model is likely
to mispredict, thereby improving ML robustness during deployment. These contribu-
tions enhance model performance, reduce development e ort, and lower the barrier to
adoption by automating ML architecture design for code-related tasks.

In the next section, we describe the challenges this thesis targets in more detail.

1.1 Challenges for Applying Machine Learning to Code

To successfully apply ML to code optimisation and analysis tasks, three key challenges
must be addressed, as described below.

1.1.1 Learning Program Representation

A key issue for applying ML to code-related tasks is how to best represent programs [16].
Early work in the area relied on hand-crafted features for program representation - for
instance, counting the frequency of instructions of di erent types [17] or the number
of function calls to routines like free and malloc. More recent approaches leverage the
power of DL [9, 18, 19] to automatically learn representations from plain-text source
code [20] or from static program structures such as control ow graphs (CFGs) and
data ow graphs (DFGs) [21].

While static code representations enable DL models to capture token relationships,
they often introduce ambiguity due to redundant code, complex structures, and long
execution paths. These issues can lead to high false-positive rates and reduced accuracy
in code analysis and optimisation. In addition, many existing methods rely solely on the
sequential order of code statements presented in the plain-text source code, overlooking
structured control and data ow information that is essential for capturing execution
dependencies and alternative execution paths, such as function calls and branches.
Expanding the input context can help models capture long-range dependencies [9, 22],
but this comes at the cost of signi cantly increased memory usage [9], limiting the
practicality of such approaches when applied to large-scale, real-world software projects.

To address these limitations, recent work [23, 24] has explored dynamic execution
traces, which augment static representations with runtime behaviour by tracking vari-
able changes through symbolic executions. While promising, these approaches use a
random sampling strategy, which incurs signi cant overhead due to the cost of collecting
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dynamic execution traces.

To overcome these limitations, we propose a hybrid approach for learning program
representations that combines static and dynamic views. Our method leverages static
structural information, such as the Program Dependency Control Graph (PDCG), to
ensure having a global view of all possible execution paths, while selectively applying
symbolic execution to capture deeper program semantics and reduce ambiguity. To
mitigate the overhead typically associated with dynamic tracing, we introduce a path
selection module. For a given program, this module identi es the most relevant ex-
ecution paths from its PDCG to guide symbolic execution. The resulting symbolic
traces are then processed by a neural network to generate dynamic embeddings, which
are combined with static code embeddings as program representation for downstream
prediction tasks.

1.1.2 Expertise Barrier in Machine Learning

Introducing ML into domain-speci ¢ optimisation tasks presents new challenges for sys-
tems developers like compiler writers who may not have ML expertise. For example,
when working with DL architectures, systems developers need to choose an appropri-
ate neural network for the downstream tasks. This complexity increases further with
the emergence of DRL architectures. For example, in DRL-based code optimisation,
developers must choose and ne-tune several components: a discrete action space (e.g.,
compiler passes), a state representation (e.g., program features), and a reward function
to assess outcomes. Some RL methods also require a transition function, adding fur-
ther complexity, especially as these components must be tailored to di erent application
workloads.

Although tools like CompilerGym [15], RLIib [25], and others [5, 6, 11, 26{28] o er
reusable components, selecting the right con guration remains di cult. The optimal
setup depends heavily on the speci ¢ task, and manual design - akin to neural archi-
tecture search - is time-consuming and error-prone.

To address this, we introduce an open-source framework that automates RL archi-
tecture design and parameter tuning for code optimisation. To use our tool, users
provide a list of actions relevant to the optimisation problem and a measurement
interface to report performance metrics, such as code size or speedup. Our system
then automatically assembles an RL pipeline using modular components: pre-trained
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state encoders (e.g., Word2Vec [29], CodeBERT [30]), built-in reward functions (e.g.,
RelativeMeasure , tanh), transition models (e.g., probability matrices, Long-Short-
Term Memory (LSTM) [31]), and RL algorithms (e.g., Proximal Policy Optimisation
(PPO) [32] and Monte Carlo Tree Search (MCTS) [33]).

To tune RL architectures, our system uses customisable algorithms such as PPO [32]
and MCTS [33], operating over user-de ned reward, state, action, and transition com-
ponents. Its modular design enables a rich space of parameterised RL con gurations,
allowing compiler developers to de ne customised setups with just a few lines of Python
via a simple API.

1.1.3 Robustness at Deployment Time

ML models can be fragile. Small changes in hardware or the environment can signi c-
antly reduce decision accuracy and model robustness [34, 35]. This issue arises from
the fact that ML models are typically built on the assumption that the training data
accurately re ects the distribution of future test data. When the distributions of the
training and test data no longer align, model performance degrades - an issue referred
to as data drift.

Existing e orts to improve ML robustness for code-related tasks have primarily
focused on enhancing learning e ciency or improving model generalisation during the
design phase. These approaches include synthesising benchmarks to expand the training
dataset [6], developing better program representations [9, 27], and combining multiple
models to boost generalisation capabilities [9]. While these design-time methods are
valuable, they are unlikely to account for all potential changes that may arise during
deployment. Although some research has explored validating model assumptions [36]
in the context of runtime scheduling, existing solutions often assume a specic ML
architecture and therefore lack generalizability.

To further enhance the generalizability of ML models, it is essential to preserve
and improve their robustness during deployment. To this end, we propose a statist-
ical method to analyse the prediction probabilities given by underlying ML models
and detect data drift. By using the detected drifting data(e.g. ne-tuning the mod-
els), we improve their robustness during deployment to retain 95% of the performance
achieved during training. Building on this method, we introduce an open-source toolkit
speci cally designed for code optimisation and analysis tasks. Rather than replacing
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design-time solutions, the toolkit o ers a complementary approach aimed at improving
the robustness of ML systems after deployment. Its primary goal is to maintain the
reliability of already deployed models in the face of changing data conditions and to
support continuous improvements in real-world environments.

We adopt the prediction with rejections [37{40], which ags predictions that are
likely to be unreliable. This mechanism enables the system to trigger corrective actions
when data drift is detected. For example, an ML-based performance tuner can alert
users when a prediction, such as a set of compiler ags for optimising a program,
is unlikely to deliver good performance, prompting them to explore alternative search
strategies [2, 41, 42]. Similarly, a bug detection model can raise warnings for potentially
incorrect predictions, allowing human experts to verify and correct them.

By identifying and agging likely mispredictions, the toolkit facilitates continu-
ous learning in production. These misclassi ed or uncertain examples can be used as
additional training data to iteratively re ne the model, thereby enhancing long-term
performance and reliability. Also, the toolkit o ers a user-friendly Python interface for
training and deploying supervised ML models, with built-in capabilities for detecting
data drift post-deployment. Developers can easily integrate the toolkit into existing
ML work ows by subclassing its abstract interface, typically requiring only a few dozen
lines of code.

1.2 Contributions

This thesis aims to make ML practical for code analysis and optimisation. Its key
contributions are:

~

The rst DL framework to combine structured code representations with symbolic
execution for code analysis tasks such as vulnerability prediction. It incorporates
an unsupervised active learning strategy to reduce symbolic execution overhead
through e cient path selection. This work also provides two open datasets to
support future research on integrating static and symbolic code information.

A generic framework that automatically selects and tunes suitable ML models
(e.g., RL architectures) for code optimisation tasks. It uses DRL as a meta-
optimiser to simplify the integration of ML to code optimisation frameworks,
supported by a comprehensive evaluation across four optimisation tasks.
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~

An open-source framework to enhance ML model reliability after deployment,
supporting both classi cation and regression in code optimisation and analysis.
It introduces a novel adaptive weighting and ensemble method for applying con-
formal prediction (CP) to detect data drift and mispredictions, validated through
a large-scale empirical study across ML architectures and code-related tasks.

1.3 Publications

This thesis is in part based on ideas and results that have been previously described
in publications. Our approach for combining static and dynamic information to learn
program presentation, presented in Chapter 4, was described in:

Huanting Wang, Zhanyong Tang, Shin Hwei Tan, Jie Wang, Yuzhe Liu, Hejun
Fang, Chunwei Xia, and Zheng Wang. 2024.Combining Structured Static
Code Information and Dynamic Symbolic Traces for Software Vulner-

ability Prediction . In Proceedings of the IEEE/ACM 46th International Con-
ference on Software Engineering (ICSE 2024)

Chapter 5 describes a meta-optimiser-based approach to automating ML architec-
ture search, which was previously published in:

Huanting Wang, Zhanyong Tang, Cheng Zhang, Jiagi Zhao, Chris Cummins,
Hugh Leather, and Zheng Wang. 2022.Automating Reinforcement Learn-

ing Architecture Design for Code optimization . In Proceedings of the 31st
ACM SIGPLAN International Conference on Compiler Construction (CC 2022) .

Our approach for improving robustness at deployment time, as proposed in Chapter 6,
was rst published in:

Huanting Wang, Patrick Lenihan, and Zheng Wang. 2025. Enhancing De-
ployment Time Predictive Model Robustness for Code Analysis and
Optimization . In Proceedings of the International Symposium on Code Gener-
ation and Optimization (CGO 2025).

The experimental results in this thesis are reproductions of those in the above
publications. What di erentiates this work from prior publications is the addition of
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background material (Chapter 2) and a literature review (Chapter 3), which provide a
more comprehensive overview of the relevant elds. The thesis also references new works
published after the aforementioned papers, including those based on these publications.

1.4 Structure
The remainder of the thesis is organised as follows:

Chapter 2. provides the background. It de nes key terminology and describes the
ML techniques for program modelling and evaluation methods used in this work.

Chapter 3. reviews the relevant literature, divided into three categories: precise ML,
automated ML, and robust ML.

Chapter 4. presents a new technique that combines static and dynamic information
to model programs, using vulnerability detection as a case study.

Chapter 5. introduces a framework that automatically selects and tunes an appropri-
ate DRL architecture for code optimisation tasks.

Chapter 6. presents techniques to improve the reliability of ML models at deployment
time. Our approach enables the identi cation of data drift in code-related tasks during
deployment.

Chapter 7. summarises the overall ndings of the thesis, provides a critical review,
and outlines potential directions for future research.

1.5 Summary

ML techniques have shown great potential in code optimisation and analysis by improv-

ing application performance (e.g., speedups) and reducing the manual e ort required to

develop optimisation heuristics. Realising these bene ts, however, requires overcoming
three key challenges: having e ective program representations, designing appropriate
model architectures, and ensuring model robustness after deployment. This thesis
tackles these challenges through three technical contributions, resulting in three open-
source frameworks. The next chapter introduces the technical background, and then
we review related works. Subsequent chapters present our technical contributions and
evaluation, concluding with a summary of the thesis's main contributions.



Chapter 2

Background

2.1 Introduction

This chapter provides an overview of the techniques and theories used in this thesis.
Sections 2.2 to 2.4 describe some related ML techniques used in this thesis. Section 2.5
shows the evaluation methodologies used in this thesis. Section 2.6 concludes.

2.2 Machine Learning

ML is a sub eld of arti cial intelligence (Al) that focuses on developing algorithms
and statistical models that enable computers to perform tasks. Instead of following
hard-crafted instructions, ML systems learn patterns and relationships from a training
dataset to make predictions, classi cations, or decisions. The learning process typically
involves training a model on the training dataset, allowing it to generalise from the data
and perform well on unseen inputs. ML encompasses a range of techniques, including
DL - supervised learning (where models learn from labelled data), unsupervised learning
(which identi es hidden structures in unlabeled data), and RL (where agents learn
optimal behaviours through trial and error). These methods have been successfully
applied in diverse domains such as natural language processing, code analysis and code
optimisation tasks.

2.2.1 Deep Learning

DL, a subset of ML, focuses on using neural networks to enable models to learn repres-
entations from training samples. Its strength lies in its ability to automatically extract
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complex patterns and features from raw input data, eliminating the need for manual
feature engineering that is often required in traditional machine learning techniques.
One of the key advantages of DL is its capability to handle large-scale datasets, making
it highly e ective for code optimisation [43{46] and analysis tasks [9, 27, 47{51].

2.2.2 Deep Reinforcement Learning

RL is an ML technique where an agent interacts with an environment to learn actions
that maximise cumulative rewards over time [52]. The environment represents the
problem to be solved, and the agent takes actions (e.g., selecting compiler options)
based on its observations. The agent's goal is to improve its performance by re ning
its policy, which maps states to actions in a way that maximises the expected reward.
Additionally, many RL algorithms use a value function to assess the quality of a given
state, guiding the agent's decision-making process. While the policy tells the agent
\what to do next," the value function answers \how good is this state?"

DRL combines RL with Deep Neural Networks (DNNSs), enabling the agent to
operate in high-dimensional and complex environments [53]. This combination allows
DRL to approximate policies and value functions for tasks with large state and action
spaces, making it highly suitable for complex applications like compiler optimisation.
In these tasks, DRL can automate decisions such as selecting optimisation passes or
tuning parameters to improve metrics like execution speed or code size.

Markov Decision Process

In this work, we model our reinforcement learning strategy using a Markov Decision
Process (MDP) [54], a well-established framework for decision-making in environments
where outcomes are partly random and partly under the control of the agent. An
MDP is de ned by a set of states, a set of actions, a transition function, and a reward
function. The transition function de nes the probability distribution over the next
possible states, given the current state of the environment and the action taken by
the agent. This transition function captures the stochastic nature of the environment,
helping the agent predict the likelihood of moving to a particular state after taking a
speci ¢ action.

The reward function estimates the expected immediate reward that the agent will
receive when transitioning from one state to another, based on the action taken. This
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reward function serves as feedback, allowing the agent to learn which actions yield the
highest cumulative reward over time. The goal of the agent in an MDP is to learn a

policy, mapping from states to actions that maximises the expected cumulative reward,

also known as the return, over an extended sequence of actions.

A key challenge in de ning an MDP for real-world tasks lies in accurately modelling
the transition and reward functions. These functions need to represent the complexity
of the environment while being computationally tractable. In our work, we address
this challenge by automatically selecting the most suitable candidate functions for both
transitions and rewards. We achieve this by framing the policy search problem as a
multi-armed bandit problem, where each \arm" represents a potential transition-reward
function pair. This formulation allows the agent to explore di erent candidate functions
systematically, balancing exploration and exploitation to nd the most e ective model
for the environment.

By modelling the transition dynamics and reward structure as an MDP, our ap-
proach enables more informed decision-making and e cient policy learning. The multi-
armed bandit approach to selecting these functions also ensures adaptability and ro-
bustness, reducing the need for manual intervention or hand-tuned functions. The
result is an RL agent that can e ectively operate in complex, uncertain environments
by relying on a well-constructed MDP framework.

Multi-armed Bandit Problem

The e ectiveness of an RL algorithm is highly dependent on selecting the appropriate
components, such as the policy architecture, value function estimator, and exploration
strategy. However, manually choosing these components is a non-trivial task [55]. The
Multi-Armed Bandit (MAB) [56] problem is a classical framework in sequential decision
making that models the trade-o between exploration and exploitation. It is inspired by
the scenario of a gambler facing multiple machines, each with an unknown probability
distribution of rewards. At each time step, the agent chooses one arm to pull and
observes a reward, aiming to maximise the cumulative reward over time.

Formally, an MAB problem consists of K arms, each associated with an unknown
reward distribution. The agent's goal is to select arms over a sequence of trials to
minimise regret, de ned as the di erence between the reward of an optimal strategy
and the one actually followed.
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2.2.3 Algorithms of Machine Learning

K-Nearest Neighbour (KNN). KNN [57] is a simple, non-parametric classi cation
and regression algorithm. It classi es a data point by looking at the K nearest points

in the feature space and assigning the most common class label among them. The
distance between data points is commonly computed using Euclidean distance:

d(X-'X-)_E)@(X- )2
i Xj) = ik Xjk) (2.1)
k=1

The algorithm begins by selecting a value for the number of neighbourskK . Next,
it computes the distance between the new data point and all points in the training
set. After calculating the distances, the nearestK neighbours are identi ed by sorting
these distances. For classi cation tasks, the algorithm assigns the most frequent label
among the K neighbours. In the case of regression, it calculates the mean value of the
neighbours to make a prediction.

K-Means. K-Means [58] is an unsupervised clustering algorithm that aims to parti-
tion data into K clusters by minimising the within-cluster variance. The algorithm is
iterative, and the key steps and formulas are:

1. Initialize: Select K random centroids 1; 2;:::; k.

2. Assign: Assign each data pointx; to the nearest cluster based on the Euclidean
distance:

Cluster(x;) = arg mli(n kx; kK (2.2)

3. Update: Recompute the centroids for each cluster by calculating the mean of
the points in that cluster:
1 X

= = Xi 2.3
“ JCkJXiZCkI (@3)

4. Repeat: Repeat the assign and update steps until convergence, which occurs
when the cluster assignments no longer change or the centroids stabilise.

K-Means is e cient for clustering large datasets but requires the number of clusters
K to be pre-speci ed, which can be a limitation in some applications.

Transformer Network. Transformer [59] is a type of deep learning network designed
to process sequential data by leveraging the self-attention mechanism. This mechanism

11
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computes attention scores between each pair of elements in a sequence, allowing the
model to weigh the relative importance of di erent tokens. The key equations of the
self-attention mechanism are as follows:

.!
Attention( Q; K; V) = softmax %lz— \Y, (2.4)
k

where Q is the query matrix, K is the key matrix, V is the value matrix, and dy is
the dimension of the keys.

The Transformer model processes input through several layers of attention mech-
anisms and feedforward networks, each incorporating residual connections and layer
normalisation. Initially, the input sequence is embedded into xed-sized vectors, fol-
lowed by the addition of positional encodings to provide information about the order of
tokens. The model then applies multi-head attention, where the input passes through
multiple attention heads to capture various relationships within the data. Afterwards,
the output from the attention layer is processed by a fully connected feedforward net-
work. Finally, the transformed sequence is used to perform classi cation or regression,
depending on the task at hand.

2.3 Work Flow for Machine Learning based Program Mod-
elling

2.3.1 Deep Learning based Program Modelling

The work ow for DL in program modelling typically involves several key steps. The
rst step is data collection and preparation. After gathering the data, preprocessing
is performed to clean it by removing noise, handling missing values, and ensuring
consistency. The dataset is then divided into training, validation, and test sets.

The next step is DL model selection. Choosing an appropriate deep learning archi-
tecture is crucial and depends on the speci ¢ task. For instance, convolutional neural
networks (CNNs) [60] are widely used for image classi cation, while Recurrent Neural
Networks (RNNs) [61], including LSTM [62] networks, are better suited for handling
sequential data such as time series or natural language. Transformer-based models are
frequently applied to language-related tasks and form the foundation of large language
models (LLMs).

12
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Once the architecture is selected, the model is constructed by specifying the num-
ber of layers, types of neurons, activation functions (e.g., ReLU, Sigmoid)[63], and
the loss functions, such as cross-entropy for classi cation or mean squared error for
regression[64]. The model's parameters are optimised using algorithms such as Stochastic
Gradient Descent (SGD) or Adam [65], and regularisation techniques like dropout or
batch normalization [66] are employed to prevent over tting.

The model is then trained by feeding the numerical vectors of the training data
into the network to minimise the loss, while optimising its parameters through back-
propagation with the help of optimisation algorithms. This process is iterative, with
hyperparameters such as the learning rate and batch size ne-tuned throughout. A
validation dataset is used during training to monitor performance and prevent over t-
ting. After training, the model is evaluated on a separate test dataset using appropriate
performance metrics. For classi cation problems, metrics such as accuracy, precision,
recall, and F1-score are commonly used, whereas for regression tasks, metrics like mean
squared error are more relevant.

Finally, the trained model can be further tuned through model updating or the
application of explainability techniques to ensure its suitability for deployment in real-
world environments.

2.3.2 Deep Reinforcement Learning based Program Modelling

A typical DRL work ow begins with de ning the environment, which encapsulates
the program modelling task. This includes specifying the state space (e.g., program
features, intermediate representations), action space (e.g., compiler optimisation passes
or transformation decisions), and the reward function, which quanti es the performance
improvement resulting from a particular action (e.g., execution speedup, reduced code
size). The environment must accurately re ect the underlying structure and dynamics
of the program optimisation or analysis problem.

Next, the DRL agent is con gured. This includes selecting a neural network ar-
chitecture to approximate the policy and value functions, choosing a suitable DRL
algorithm (e.g., Deep Q-Networks (DQN) [67] or PPO [32] ), and setting hyperpara-
meters such as learning rate and discount factor. The agent's goal is to learn a policy
that maps observed program states to actions that maximise cumulative rewards.

13
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2.4 Robust Machine Learning

2.4.1 Credibility Evaluation

To detect unreliable prediction outcomes, a straightforward approach is to analyse
the probability distribution given by an ML model. For instance, a high prediction
probability for a speci ¢ label might suggest high con dence in the prediction. However,
this alone does not fully capture the prediction's reliability, as ML models can produce
skewed probabilities for rarely seen samples. Consider multi-class classi cation as an
example. An ML model predicts the likelihood, r', that a given input belongs to
each class ¢; to c,). However, if the input's pattern signi cantly di ers from training
samples, the model might assign a low probability to some classes (e.g.l!  0:0 for
classcy). This can disproportionately in ate the probabilities of other classes (r? to r™)
as the sum of probabilities needs to equal 1.0 [68]. In this case, a high probability does
not equate to high prediction con dence. Therefore, assessing the model's credibility
requires an approach that evaluates how well the input aligns with the training data.

2.4.2 Statistical Assessment

Statistical assessments are used to evaluate the credibility and con dence of predictions
in machine learning models. Unlike typical probabilistic evaluations, which assess the
likelihood of a test sample belonging to a certain class or value in isolation, statistical

assessments draw from historical data distributions. This broader approach helps an-
swer questions like:\How likely is the test sample to belong to a class compared to all
other possible classes?"

By framing the sample within the context of historical decisions and probabilistic
distributions, statistical assessments provide a more robust measure of prediction con-
dence. For example, conformal prediction techniques quantify uncertainty by lever-
aging past data to make guarantees about the reliability of a prediction, rather than
returning raw probability scores alone [69].

These methods are particularly useful in applications where understanding the un-
certainty behind a prediction is critical, such as in healthcare [70], nance [71], or
autonomous systems [34, 72]. In such domains, the consequences of incorrect predic-
tions can be signi cant, and statistical assessments help to ensure a more trustworthy
evaluation of how reliable a model's output is.
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2.4.3 Conformal Prediction

CP [69, 73] is a statistical framework that, given a modelg and a speci ed signi cance
level, de nes a prediction region that contains the true value with a certain probability.
The core idea behind CP is to construct this prediction region based on the distribution
of training data, taking into account noise and variability. Unlike point predictions that
estimate a single value, CP o ers a range, ensuring with high con dence that the true
value lies within this region.

CP is designed to enhance prediction reliability by providing coverage guarantees-
ensuring that the prediction interval contains the true value with a predetermined
likelihood, based on the chosen signi cance level. By leveraging historical data and
model residuals, CP adjusts the prediction region dynamically to maintain the desired
con dence level, regardless of the complexity of the underlying model.

This method proves useful in applications where it is critical to quantify uncertainty,

o ering more reliable insights into the model's predictions. We utilise CP to evaluate
the reliability and con dence of our model predictions, ensuring that the model not
only performs well but also provides trustworthy prediction intervals.

2.4.4 P-value

The p-value [74], as derived through CP, plays a crucial role in evaluating the credibility
of predictions and the con dence in that credibility. Speci cally, we use the p-value
to quantify the degree of evidence contradicting the null hypothesis. For example,
when assessing the con dence of a classi er's prediction, the null hypothesis assumes
no signi cant di erence between the predicted class and any other class, as inferred
from the model's probability distribution. Similarly, in gauging the credibility of a
prediction, the null hypothesis posits that the prediction does not belong to a speci ed
prediction region de ned by CP.

The p-value is typically computed as:

_ Number of conformal scores greater than or equal to the test score (2.5)
P Total number of conformal scores '

The conformal score measures how well a data point ts the underlying distribution
learned by the model. A high p-value indicates that the observed data is not likely
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under the null hypothesis, providing strong evidence against it. In contrast, a low p-

value suggests that the observed data are consistent with the null hypothesis, o ering
weaker evidence against it. In simple terms, a high p-value points to a more reliable
prediction.

2.5 Evaluation Methodology

2.5.1 Cross-validation

In this work, we utilise K-Fold Cross-validation [75] as a robust strategy for evaluating
the performance of our models. K-Fold Cross-validation is a technique used to assess
the generalisation ability of a model by partitioning the dataset into K equal-sized
subsets, or \folds!" The model is trained onK 1 of these folds and tested on the
remaining fold. This process is repeateK times, with each fold serving as the test set
exactly once.

The nal performance metric is the average of the results obtained across aK iter-
ations. This method provides a more reliable estimate of model performance compared
to a simple train-test split, as it ensures that every data point is used for both training
and testing. Additionally, it mitigates the risk of over tting and provides insights into
how well the model generalises to unseen data.

A key challenge in using K-Fold Cross-validation is the choice oK, which a ects
the bias-variance tradeo . A lower K value may lead to higher variance, while a higher
K value increases computational costs. In this work, we empirically determine the
optimal K based on our dataset and computational constraints.

2.6 Summary

This chapter provides background on the DL and DRL techniques used in this thesis
to develop precise, automated, and robust ML techniques for code optimisation and
analysis tasks, as well as the methodologies used to evaluate their e ectiveness. The
following chapter surveys related work to our thesis.
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Chapter 3

Related Work

3.1 Introduction

This chapter surveys the literature in areas relevant to this thesis. Section 3.2 reviews
research on precise ML for program modelling. We take vulnerability detection as our
case study. Section 3.3 discusses the literature on automated ML for program modelling
on compiler and code optimisation. Section 3.4 surveys work related to ML robustness
at deployment time for code-related tasks. Finally, Section 3.6 concludes the chapter.

3.2 Precise Machine Learning for Program Modelling

Our work on improving precise program modelling for vulnerability detection builds on
foundations in DL, source code vulnerability analysis, and static symbolic execution.
Table 3.1 shows several related SOTA approaches and our position relative to them.

3.2.1 Deep learning-based Vulnerability Detection

Our research on program modelling is part of the recent e orts in DL-based software
vulnerability detection [47{51]. Prior studies primarily relied on static information like
Abstract Syntax Tree (AST) and PDCGs.

Graph-Based Feature Representations

Prior researchers have applied DNNs to various graph-based program representations,
such as ASTs [76, 77], CFGs, PDCGs [18, 50, 51], and Data Dependence Graphs

17



3.2 Precise Machine Learning for Program Modelling

Table 3.1: Summary of related work on precise ML for program modelling (vulnerability

detection).
Paper / Year Method Features / Input Dataset Task Limitations
AST-based models [76, 77] DNN Abstract Syntax Trees Source code corpora Vulnerability detection Limited semantic ow
CFG / PDG models [18, 50, 51] GNN Control/Data ow graphs Benchmarks Detecting control- ow issues  High complexity
DDG-based models [9] GNN Data dependence graphs Code datasets Vulnerability detection Expensive to scale
Sequence-based models [1, 21] RNN /LSTM  Function call sequences Program traces Detect vulnerabilities Poor structural context
ContraFlow [78] Transformer Static value- ow paths Vulnerability corpora Path-based vuln. detection Misses dynamic behaviour
Fuzzing + ML [79, 80] Hybrid Input mutation guided by ML Benchmarks Vulnerability discovery Expensive cost
VUDDY [81] DL Function clone features Large open-source repos  Clone detection Misses dynamic information
This work Hybrid AST + dynamic traces CVE, SARD and repos Vulnerability detection

(DDGs) [9]. These graph structures capture key structural and semantic relation-
ships in code, which are crucial for vulnerability detection. For instance, ASTs have
been used to represent the hierarchical structure of programs, revealing programming
patterns and code semantics that are vital for detecting vulnerabilities [77].

Recent works [82] have demonstrated the e ectiveness of these representations in
identifying software vulnerabilities, such as SQL injection and cross-site scripting vul-
nerabilities, by analysing sanitisation patterns in web applications. These studies [83]
often utilise a combination of CFGs and DDGs to capture both control and data ow
information, enhancing the detection of security weaknesses. Additionally, there has
been increasing interest in leveraging more advanced models, such as Graph Neural
Networks (GNNs) and tree-structured LSTMs, to better preserve the hierarchical in-
formation contained in ASTs and other graph-based representations.

Moreover, combining di erent graph-based representations, such as ASTs with
CFGs and PDGs, has been shown to improve vulnerability detection accuracy by
providing a more comprehensive understanding of code behaviour [84]. This approach
has proven to be highly e ective across a range of program analysis tasks.

Sequence-Based Feature Representations

Several studies [1, 21] have explored the use of sequential code entities to train DNNs
for vulnerability detection. These methods typically utilise features such as system
execution traces, function call sequences and sequences of statements representing data
ows to capture ow-based patterns in the code.

For instance, one approach [1, 9] leveraged both static and dynamic features from
call sequences and data ows to detect memory corruption vulnerabilities in operat-
ing system programs at the binary level. The authors extracted call sequences from
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disassembled binaries to generate static features and monitored program execution to
gather dynamic features, which were then fed into DNN models, improving detection
accuracy for vulnerable programs.

Moreover, RNNs [61] have been applied to learning the semantic meanings of vul-
nerabilities through sequential data. For example, Bi-LSTM [62] and gated recurrent
units have demonstrated e ectiveness in capturing long-term dependencies crucial for
identifying vulnerabilities such as bu er over ows. These models analyse sequences
of code statements to detect contextual patterns and interdependencies indicative of
vulnerabilities.

Text-Based Feature Representations

Text-based feature representations have been widely explored in the context of software
vulnerability detection. These approaches generally treat code as raw text and apply
techniques such as tokenisation and embedding to convert source code into vector rep-
resentations. For instance, recent studies [85] converted Java source les into token lists
and used the N-gram model to generate token vectors. Feature selection techniques,
such as the Wilcoxon rank-sum test, were then employed to reduce dimensionality.
The authors of these studies demonstrated an average detection accuracy of 93%, with
precision and recall rates as high as 97.6% and 89.26%, respectively.

Another study [86] applied CNNSs to detect vulnerabilities at the assembly level in C
programs. The researchers developed "Instruction2vec” to map assembly instructions
to xed-length dense vectors [87]. The generated vectors were used as input for CNNs,
showing promising results in detecting bu er over ows. These works highlight the
e cacy of using text-based representations in capturing vulnerable code patterns by
treating source code as sequential text.

Mixed Feature Representations

Mixed feature representations [88] combine di erent types of input-graph-based, sequence-
based, and text-based representations to enhance the performance of vulnerability de-
tection models. For example, a study on Android APK les combined token features
with semantic features extracted from ASTs, which were then used as input for a deep
fully connected network. This approach [89] outperformed several traditional machine
learning algorithms, achieving an AUC of 85.98%.

19



3.2 Precise Machine Learning for Program Modelling

Another approach [22] extended the concept of \code gadgets" by incorporating
both data and control dependencies to capture \global" code semantics and potential
vulnerabilities. Using two Bi-LSTM networks to learn di erent types of features at
di erent levels of granularity, this method was shown to e ectively identify code vul-
nerabilities and even detect 0-day vulnerabilities. Combining di erent types of feature
representations provides a richer understanding of code behaviour, leading to improved
detection accuracy across various tasks.

Our approach incorporates symbolic traces with static code information to capture
deeper program semantics, enhancing vulnerability detection.

3.2.2 Symbolic Execution

Symbolic execution [90, 91] has become a widely used technique in program analysis, as
it sidesteps the need for hand-crafted rules by using symbolic values to represent inputs
and analysing their use over the execution tree of a program. This technique enables
the exploration of multiple program paths by evaluating the e ects of symbolic inputs
across di erent execution states. Tools like KLEE [90] have demonstrated success in
automatically generating test cases for programs, particularly in detecting bugs and
vulnerabilities.

However, one of the primary challenges in symbolic execution is the state explosion
problem, where language constructs such as loops, branches, and recursion can signi c-
antly increase the number of execution states to be analyzed [92]. This severely limits
the scalability of symbolic execution for large programs [93]. To mitigate this, various
approaches have been proposed. One notable method involves pruning the execution
tree by applying heuristics that prioritise certain execution paths [91, 94], which helps
to reduce the number of states that need to be explored.

Recent advances have also explored combining symbolic execution with other tech-
nigues to enhance its scalability. For example, hybrid approaches that integrate sym-
bolic execution with fuzz testing have been shown to achieve better coverage by com-
bining the strengths of both methods [95]. Other research has proposed the use of
machine learning models to guide the symbolic execution process, leveraging learned
patterns to predict which paths are more likely to uncover vulnerabilities [96].

Despite these advancements, the limitations of symbolic execution in handling large-
scale software remain a key challenge, particularly for applications requiring extensive
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path coverage or deep program analysis. Ongoing research continues to explore ways to
address these limitations, including using distributed computing to parallelise symbolic
execution tasks [97].

3.2.3 Contrastive Learning

Contrastive learning has gained popularity for its ability to reduce the costs associated
with annotating large-scale datasets [98]. Originally developed in the context of com-
puter vision [99{101], this self-supervised learning technique has since been successfully
applied to other domains, including natural language processing [102, 103], where it
has proven e ective in learning useful representations without the need for extensive
labeled data.

In our work, contrastive learning is employed to tackle the challenge of label scarcity
in Chapter 4 for the vulnerability detection case study. By leveraging this technique, we
can train models using unsupervised learning, which reduces the reliance on manually
labelled datasets. This is particularly bene cial in the context of code analysis tasks,
where acquiring labelled examples can be both costly and time-consuming.

Recent research in contrastive learning has shown that this approach excels at
learning meaningful representations by bringing similar samples closer together in the
feature space while pushing dissimilar samples apart [104]. In the eld of vulnerability
detection, contrastive learning helps distinguish between vulnerable and non-vulnerable
code by learning invariant features across di erent code patterns.

By adopting contrastive learning, our method not only mitigates the need for ex-
tensive manual annotation but also achieves high-performance results in detecting vul-
nerabilities, as models are trained to focus on the inherent structure and semantics of
the code, even in the absence of labelled data. This ability to harness unsupervised
learning makes contrastive learning a powerful tool for enhancing the e ciency and
scalability of vulnerability detection systems.

3.2.4 Path Selection for Code Embedding

Several techniques utilise learning-based approaches for path selection in program ana-
lysis [78, 91]. Similar to ContraFlow  [78], we employ unsupervised active learning
to train a path selection network. ContraFlow is speci cally designed to identify
static value- ow paths that may trigger a vulnerability, relying exclusively on static
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code features to detect potential security risks.

In contrast, we extend beyond static analysis by integrating path selection with
symbolic execution, thus reducing the overhead typically associated with symbolic ex-
ecution. By incorporating both static and dynamic code features, we are able to gen-
erate more e cient and informative program representations. This hybrid approach
addresses the limitations of purely static methods likeContraFlow , which, while ef-
fective in certain contexts, may miss vulnerabilities that require deeper execution-level
analysis.

Our experimental results for precise program modelling in Sections 4.5.2 and 4.5.3
demonstrate that our approach not only reduces symbolic execution overhead but also
outperforms ContraFlow  in terms of accuracy and e ciency. By leveraging dynamic
features alongside static analysis, our method o ers a more robust solution for vulner-
ability detection, achieving higher performance across various datasets and scenarios.

3.2.5 Machine Learning for Software Engineering

Machine learning techniques have proven to be highly e ective in various software devel-
opment tasks [2, 4, 7, 11, 27]. Existing approaches have been applied to a range of devel-
opment challenges, including fuzz testing [79, 80], code clone detection [19, 81, 105, 106],
enhancing static analysis for vulnerability detection [107, 108], program repair [109],
defect prediction [110, 111], attack detection [112], and processing vulnerability re-
ports [17, 113, 114].

Fuzz testing has been signi cantly enhanced by machine learning. Ye et al. [79]
proposed an automated fuzz testing approach that leverages machine learning to intel-
ligently mutate inputs for exposing vulnerabilities. Similarly, AFL++ [80] incorporates
machine learning techniques to guide the fuzzing process and improve coverage.

In the area of code clone detection, Kim et al. [81] introduced VUDDY, a scalable
method for detecting functionally similar code fragments using deep learning. Graph-
CodeBERT [106] further enhances code clone detection by utilising a graph-based learn-
ing approach to model the structural properties of code, thus improving semantic clone
detection accuracy.

Machine learning has also been applied to enhancing static analysis for vulnerab-
ility detection. MirChecker [107] leverages machine learning to detect vulnerabilities
missed by traditional static analysis tools, particularly in complex Android middleware.
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Tomassi et al. [108] proposed a machine learning-based approach to enhance static vul-
nerability analysis by learning from historical vulnerabilities to improve detection rates.

Program repair techniques have bene ted from the integration of machine learning.
Shari deen et al. [109] introduced a concolic program repair approach that combines
symbolic execution and machine learning to automatically generate bug xes by ana-
lysing potential repair actions.

Defect prediction is another area where machine learning has shown e ectiveness.
Zeng et al. [110] developed Deep Just-In-Time Defect Prediction, which uses deep
learning to predict defects during software development. Li et al. [111] conducted
a systematic review of deep learning applications in defect prediction, highlighting
the ability of neural networks to model complex relationships within code to identify
potential defects.

In attack detection, Zhang et al. [112] provided a comprehensive survey on the
use of machine learning techniques for detecting cyber threats, highlighting anomaly
detection and pattern recognition methods as highly e ective.

ML has been utilised to process and prioritise vulnerability reports. Perl et al. [17]
proposed VCCFinder, which uses machine learning to automatically categorise and
rank vulnerability reports based on severity. RecDroid [113] automates the processing
of Android vulnerability reports by recommending xes using deep learning. Cooper
et al. [114] further explored machine learning methods to streamline the analysis of
vulnerability reports, reducing manual e ort and improving report processing e ciency.

While our program modelling method builds on these past e orts, it di erentiates
itself by o ering a unique approach to program analysis and vulnerability detection.
Unlike many prior works that rely primarily on static analysis or supervised learn-
ing methods, we integrate symbolic execution with machine learning techniques to
reduce overhead and improve program representation. Furthermore, by employing act-
ive learning for path selection and combining both static and dynamic code features,
we address the limitations of traditional methods, o ering improved accuracy and ef-
ciency in vulnerability detection. This hybrid approach sets our method apart from
previous studies, providing a more robust and scalable solution for software security
tasks.
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Table 3.2: Summary of related work on automated ML for code optimisation.

Paper Method Features Dataset Task Limitations

ATLAS / FFTW [115, 116] Auto-tuning Loop tile sizes, FFT params  Kernels Performance tuning Manual design
Iterative compilation [117{123]  Evol./Bayes search Compiler options Compiler benches Code optimisation High search cost
Predictive modelling [124{128] = Regression/ML Program features Benchmarks Compiler tuning Needs feature eng.
Autophase [133] DRL Compiler phases LLVM benches Phase ordering Training cost
Haj-Ali et al. [134] RL Loop transformations Compiler workloads  Loop optimisation Large training data
NeuroVectorizer [135] RL Scalar ! vector code CPU workloads Vectorisation Domain-speci ¢
Decima [136] DRL Task DAGs Pipelines Scheduling System-speci ¢
Khadka et al. [137] DRL Memory patterns Hetero. systems Memory placement Limited generalisation
NAS [138{140] Neural Arch. Search NN con gs ML workloads Model optimisation High compute cost
This work Automated RL search ~ Modular RL Code tasks Code optimisation and analysis -

3.3 Automated Machine Learning

Auto-tuning techniques have been widely applied to reduce expert involvement in per-
formance optimisation tasks [4]. Early works such as ATLAS [115] and FFTW [116]
illustrate the potential of searching for domain-speci ¢ optimisation parameters, such
as loop tile size. In iterative compilation, evolutionary algorithms like genetic al-
gorithms [117, 118] and other search strategies based on Bayesian optimisation [119{
123], along with predictive modelling [124{128], have been successfully used to optimize
performance. Recent advances have extended these auto-tuning techniques to DNNs
for code generation [44, 129{131], image processing [43], and runtime tuning of oper-
ating system and processor parameters [132]. Our work builds on these foundations,
applying auto-tuning to code optimisation as shown in Table 3.2.

3.3.1 Reinforcement Learning for Code Optimisation

In recent years, RL, particularly deep RL, has demonstrated remarkable success in do-
mains such as game-playing [141, 142] and robotics [143]. Its application has extended
to performance optimisation tasks, including compiler phase ordering [133], loop optim-
isation [134], vectorization [135], task scheduling [136], and memory placement [137].
These e orts typically rely on hand-tuned policies or feature engineering to devise ef-
fective search strategies for a given application domain.

Silver et al. [141] demonstrated the power of deep reinforcement learning by training
AlphaGo, a deep RL-based agent that surpassed human performance in the complex
board game Go, relying on a combination of supervised learning and reinforcement
learning to re ne its policy and value networks.

For performance optimisation in compilers, Autophase [133] applied deep RL to the
task of compiler phase ordering by training an RL agent to select the optimal sequence of
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compiler optimisations based on the characteristics of the program being compiled. This
approach replaced the manual design of heuristics with an automated policy learned
through reinforcement learning, achieving signi cant performance improvements across
di erent benchmarks.

In loop optimisation, Haj-Ali et al. [134] introduced an RL-based approach to op-
timise loop transformations. Their method employed deep reinforcement learning to
automatically explore di erent loop transformation strategies, learning which optim-
isations result in the best performance for a given program, thereby removing the need
for expert-tuned strategies.

NeuroVectorizer [135] extended RL technigues to the domain of vectorisation, where
the goal is to convert scalar operations into vectorised instructions for modern pro-
cessors. The authors used deep RL to predict e ective vectorisation strategies based
on program features, achieving signi cant speedups over traditional vectorisation tech-
niques that rely heavily on manually crafted heuristics.

Task scheduling, a key component in high-performance computing, has also be-
ne ted from reinforcement learning. Decima [136] employed deep RL to dynamically
schedule tasks in data processing pipelines, learning optimal scheduling policies that
adapt to system workloads and hardware characteristics, signi cantly improving system
throughput and reducing latencies.

Memory placement optimisation has similarly seen improvements through deep RL.
Khadka et al. [137] proposed a deep RL approach to optimise memory placement for
workloads running on heterogeneous memory systems. Their method learns optimal
memory allocation policies, taking into account the memory access patterns of ap-
plications, and thereby reducing memory access times and improving overall system
performance.

Given the vast diversity of workloads and the need for optimised solutions, auto-
mated RL architecture tuning has gained signi cant interest. Approaches like ours,
which automate the selection and tuning of RL architectures, are essential for address-
ing the complexity and variety of tasks across di erent domains. Unlike previous e orts
that manually tuned policies and features, we explore automated methods to optimise
RL architecture for performance tasks, improving both the search e ciency and the
accuracy of optimisation.

CompilerGym [15] is a machine learning platform for compiler optimisation, o er-
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ing an OpenAl Gym-like environment [144] for users to explore compiler optimisation
tasks. Our automated ML method utilises CompilerGym's API to de ne problems and

complements the platform by automating the search and tuning of RL components. By
integrating with CompilerGym, we enhance the automation of RL architecture design,
addressing a critical gap in automating compiler optimisations. We also plan to in-
corporate this into future releases of CompilerGym, expanding the toolkit for compiler
optimisation research.

3.3.2 Neural Architecture Search

Neural architecture search (NAS) is a rapidly growing area of research aimed at auto-
mating the design of neural networks by optimising the architecture for speci c tasks.
Notable works, such as those in [138{140], focus on reducing model size, improving exe-
cution time, or increasing accuracy. Inspired by NAS, our work extends this concept to
RL architecture search, aiming to nd an e cient RL architecture that can be applied

to performance optimisation tasks, particularly in code optimisation. By drawing on
NAS techniques, we enhance RL's ability to adapt to varying workloads and optimise
performance across di erent domains.

Our work builds on auto-tuning technigues and leverages advances in reinforcement
learning, neural architecture search, and machine learning platforms like CompilerGym.
By automating RL architecture tuning, we lower the barrier to entry for developers and
enable broader applications of RL in performance optimisation tasks. This automation
enhances the scalability and e ciency of optimisation processes, o ering a promising
path forward in both compiler optimisation and other domains.

3.4 Robust Machine Learning

Supervised ML has proven to be a powerful tool for code analysis and optimisation [8,
9, 11, 21, 145{147]. However, supervised ML models typically rely on the assumption
that training data will closely resemble future test data [148]. This assumption is often
violated in deployment environments due to evolving hardware, changing workloads,
and new inputs, leading to compromised ML model robustness [149{151].
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Table 3.3: Summary of related work on robust ML for code-related tasks.

Paper Method Features Dataset Task Limitations

ProgramL [8] GNN Graph-based program rep.  Benches Program modelling Design-time only
Wang et al. [9] GNN High-level graphs Code corpora  Robust learning Static-only

Data augmentation [152]  Code synthesis Synthetic code Benches Robust training Unrealistic code risk
Uncertainty [153] Con dence measures  Pred. distributions Various Robust inference Heuristic thresholds
MC Dropout [154] Probabilistic approx.  Stochastic forward passes Various Uncertainty estimation  Extra inference cost
Deep ensembles [155] Model ensemble Multiple initialisations Various Uncertainty estimation  Training/inference cost
Con dence heads [156] Aux. condence nets  Learned con dence output  App-specic Robust deployment Arch.-coupled

CP [157, 158] Model-agnostic CP Nonconformity scores Various Reliable prediction Real-time complexity
This work CP + ML pipeline Static rep. Code tasks Deployment robustness  {

3.4.1 Design-Time Robustness Techniques

To enhance ML robustness during the design phase, researchers have explored various
techniques such as data augmentation through code synthesis [152], learning robust
program representations [8, 9], and tuning ML model architectures for better general-
ization [2]. These methods contribute to the robustness of ML models by ensuring that
the training data re ects a broader range of potential scenarios, improving generalisa-
tion to unseen data.

Data augmentation through code synthesis [152] focuses on generating additional
training samples by synthetically creating new code examples. By arti cially expanding
the dataset, this technique exposes ML models to a more diverse set of inputs, helping
them better generalise to edge cases and rare scenarios in real-world applications. The
synthesis of code examples, often done using program synthesis techniques, can cover
underrepresented programming constructs and patterns, thus increasing the resilience
of models to unusual or unseen code during deployment.

Learning robust program representations [8, 9] has also been a key focus for enhan-
cing robustness. Cummins et al. [8] introduced ProgramL, a machine learning frame-
work that encodes programs as graph-based representations, enabling models to learn
from program structures rather than purely from source code syntax. This shift from
text-based to graph-based representations captures semantic relationships between code
elements, allowing models to better understand and generalise across di erent coding
styles and paradigms. Similarly, Wang et al. [9] emphasized the importance of learning
more abstract, high-level representations of programs that are invariant to minor code
changes, such as variable renaming or formatting di erences. This approach improves
model robustness by ensuring that small, irrelevant code changes do not signi cantly
impact predictions.
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Another important strategy for improving ML robustness is the tuning of model
architectures for better generalization [2]. Wang et al. [2] demonstrated how careful
tuning of neural network architectures-such as adjusting layers, activation functions,
and hyperparameters-can lead to better generalization across unseen data. Automated
architecture search techniques can also be employed to systematically explore a wide
range of model con gurations, selecting the ones that perform best across di erent val-
idation datasets. This reduces the likelihood of over tting and enhances the robustness
of models in varying operational environments.

Together, these design-time techniques-data augmentation through code synthesis,
learning robust representations, and architecture tuning-help ensure that ML models
can handle a diverse range of inputs and remain reliable even in the face of unexpected
scenarios.

While design-time approaches are essential for training robust models, they do not
fully address challenges that arise in real-world deployment. In deployment environ-
ments, unforeseen changes in data distribution can occur, resulting in performance
degradation despite robust training methods. Therefore, there is a need for approaches
that extend robustness into the deployment phase.

3.4.2 Deployment-Time Robustness Solutions

Our method complements design-time e orts by focusing on improving robustness at
deployment without altering the model architecture. Unlike traditional approaches that
rely on collecting representative data from the operational environment before deploy-
ment [159], our tool assesses prediction reliability in real-time. This eliminates the need
for extensive data collection, o ering a scalable solution for dynamic environments.

Several recent works have proposed methods for quantifying prediction uncertainty
to improve robustness. Common techniques include the use of entropy and mutual
information to measure prediction con dence [153], or training DNNs to estimate con-
dence for specic applications [156]. These approaches aim to provide insights into
the reliability of model predictions, allowing systems to act accordingly in uncertain
scenarios and improving overall robustness.

Entropy-based methods calculate uncertainty by examining the distribution of pre-
dicted probabilities across all possible classes. In this context, higher entropy indic-
ates greater uncertainty in the model's predictions, suggesting lower con dence in the
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output. Mutual information, on the other hand, quanti es how much uncertainty is
reduced given additional information from the input data, e ectively capturing the con-
dence of the model in its predictions based on both the data and model output [153].
These methods are widely applied in domains such as autonomous driving and med-
ical diagnostics, where it is critical to know when the model is uncertain and could
potentially make incorrect predictions.

Other approaches involve training DNNs speci cally to estimate prediction con-
dence. For instance, researchers have designed network architectures that include
auxiliary outputs explicitly trained to predict con dence scores alongside the main pre-
diction task. These con dence scores are typically learned during training and help
ag predictions with low con dence that may require human intervention or additional
processing before being nalized [156]. Such methods have been deployed in safety-
critical applications, such as self-driving cars or robotic systems, where mispredictions
can lead to serious consequences if not caught early. These techniques, however, are
tightly coupled with the speci ¢ DNN architectures used, limiting their generalizability
to other model types.

To mitigate these limitations, recent advancements have explored model-agnostic
techniques for uncertainty estimation, which can be applied across di erent machine
learning models. One such technique is Monte Carlo dropout [154], where dropout is
used at inference time to approximate Bayesian inference by sampling from the network
multiple times. This results in an empirical estimation of uncertainty by observing the
variability in predictions across di erent samples. While e ective, Monte Carlo dropout
is primarily tailored for neural networks and assumes the use of dropout layers during
training.

Another model-agnostic approach is deep ensembles [155], which involves training
multiple models with the same architecture but di erent initialisations and aggregating
their predictions to estimate uncertainty. The variability between the outputs of these
models gives a measure of the model's uncertainty, with more divergent predictions
indicating greater uncertainty. This method can be applied to a variety of machine
learning models, making it more exible than techniques tied to speci ¢ architectures.
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3.4.3 Conformal Prediction and Anomaly Detection

At its core, we integrate concepts from anomaly detection [39, 40, 160] and adversarial
attack analysis [161] to detect mispredictions resulting from changes in input character-
istics. By incorporating CP, our method ensures con dent predictions while rejecting
unreliable ones before they a ect the system. This approach provides real-time assur-
ance of prediction reliability, addressing the challenges posed by unpredictable data
shifts during deployment.

Our work builds on existing CP methods, such as MAPIE [157] and PUNCC [158],
but introduces key innovations. While traditional CP techniques use full calibration
datasets and single nonconformity measures, our tool employs adaptive weighting and
multiple nonconformity functions to enhance its ability to detect mispredictions. Ad-
ditionally, we extend CP beyond its typical application in classi cation to support
regression tasks, expanding its applicability across various problem domains.

By enhancing prediction reliability during deployment and extending CP to mul-
tiple use cases, our method o ers a robust and scalable solution for improving ML
model performance in dynamic environments. Its model-agnostic design and real-time
reliability assessments make it an attractive option for addressing the inherent un-
predictability of deployment environments, setting it apart from existing robustness
techniques.

3.5 Position

Research on applying machine learning to software engineering and compiler optimisa-
tion has developed along several lines. Early e orts in bug detection focused on static or
dynamic program analysis, relying heavily on rule-based heuristics or execution-driven
testing. While e ective in speci c contexts, such approaches often lack adaptability to
unseen bugs. More recently, ML-based methods have been proposed, which leverage
program features to automatically learn patterns of faulty behaviour. However, many
of these approaches consider static or dynamic information in isolation, limiting their
generalisability.

In parallel, compiler optimisation has increasingly adopted machine learning, par-
ticularly reinforcement learning (RL) and deep reinforcement learning (DRL), to auto-
mate the search for optimisation strategies. Systems such as OpenTuner and AutoTVM
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demonstrate that RL agents can outperform traditional heuristic-based approaches.
Nevertheless, such systems often remain di cult for developers to adopt, due to their
complexity and lack of developer-oriented abstractions.

Finally, research into the reliability of ML models has emphasised uncertainty es-
timation, with methods such as Monte Carlo dropout, Bayesian neural networks, and
ensemble learning. These approaches have been widely applied in safety-critical set-
tings, but their computational overhead and limited adaptation to software engineering
tasks restrict their broader applicability.

Table 3.1, 3.2 and 3.3 summarise representative prior work across these three
research areas, contrasting them with the contributions of this thesis. The comparison
is based on the underlying approach, application domain, and limitations, thereby
positioning this research within the state of the art.

3.6  Summary

This chapter has surveyed the relevant literature in the eld of practical ML for program
modelling, with a particular focus on code-related tasks.
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Chapter 4

Combining Structured Static Code Information
and Dynamic Symbolic Traces for Program
Modelling

This chapter presents a program modelling method designed to better represent pro-
grams, which is an important step toward improving ML performance. We use vulner-
ability detection as a case study to demonstrate the method's e ectiveness on code-
related tasks. The chapter is organised as follows. Section 4.2 highlights the limitations
of program modelling methods that rely solely on static information. Section 4.3 ex-
plains how our approach is formulated. Section 4.4 then describes the experimental
setup. Section 4.5 presents the experimental results, before Section 4.6 concludes the
chapter.

4.1 Introduction

One of the most important challenges in applying ML to code is how to represent
programs better. The success of a machine learning model is heavily dependent on
having a suitable representation of the problem domain that can encode the essential
information needed for the task at hand, such as vulnerability detection in our case [14].
In the context of DL-based code modelling, this requires constructing numerical vectors,
or embeddings that capture the important characteristics of the program source code
or binary.

The vast majority of DL-based code modelling techniques rely on DNNs to learn
program representations from static code, such as source code texts [47{49], ASTs
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[76, 77], PDCGs [18, 50, 51], or a combination of these [9]. While static code inform-
ation can capture all possible program execution paths, it can suer from complex
and ambiguous information due to redundant statements, complex data structures,
and extensive execution paths in the source code. Like classical compiler analysis, this
can lead to over-conservative decisions and a high false-positive rdteand a low true
positive ratio [23] for automatic bug detection.

More recent approaches, likeLIGER [24], attempted to use dynamic execution
traces to learn program representation. These approaches utilise execution statements
seen during pro ling to represent static program information and track changes in
program variables to capture dynamic program behaviour. By considering dynamic
execution paths, symbolic traces provide precise information about dynamic program
behaviour and reduce false-positive rates in code analysis. While promising, prior
approaches have two limitations. Firstly, they solely rely on executed code statements
seen for static code representation. This can su er from poor coverage and overlook
the structured data ow and dependence information available in the static program
graph. This comprehensive data and control ow information is crucial for vulnerability
detection, encompassing all possible execution paths. Secondly, they employ random
sampling for dynamic tracing, which presents challenges when applying dynamic tracing
methods to real-world software projects due to the expensive overhead of symbolic
executions [162].

In this chapter, we ask the question, \what if we could bring the best of static and
dynamic code information in a single DL framework for code vulnerability detection?.

In response, we developConcoction , a new DL system to combine static and dy-
namic code representation to detect software bugs and vulnerabilities at the source
code level. Speci cally, static code information, such as PDCG, o ers a high-level view
of all possible program behaviours and data ow information, which can mitigate the
coverage issue of symbolic execution. On the other hand, symbolic execution traces on
a small setof carefully selected execution paths can provide more precise information
and deeper program semantics to disambiguate static code information. By integrating
these two types of information, we avoid the computational overhead of running sym-
bolic executions on every possible execution path while still leveraging the bene ts of

!False positive occurs when the code does not contain a bug or vulnerability, but the detection
model indicates otherwise. By contrast, a false negative occurs when the model fails to identify a true
bug or vulnerability.
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deep program semantics provided by dynamic executions.

Concoction utilises a Transformer-based DNN architecture [59] to leverage static
and dynamic code information. The model comprises @&epresentation componentand a
detection component The representation component maps static and dynamic program
information into a joint embedding (or feature vector) for program representations. The
detection component takes the program representation as input and predicts whether
the input code contains a vulnerability. One of the key features ofConcoction s its
ability to minimise the overhead of dynamic tracing. This is achieved by employing a
path selection component during deployment to determine which execution paths from
the PDCG should be chosen to collect symbolic execution traces. These traces are then
fed into the representation component to generate dynamic embeddings, which are com-
bined with the static embeddings and passed to the detection model for vulnerability
prediction.

To overcome the challenge of limited numbers of labelled code sample€oncoc-
tion combines supervised and unsupervised learning techniques. We rst leverage
unsupervised contrastive learning to pretrain the representation network. For this pur-
pose, we employ the language masking method [163] and train the representation model
on a dataset of 100K unlabeled C functions sourced from GitHub and open datasets. To
generate additional training samples, we introduce a dropout-based contrastive learn-
ing component [164]. The contrastive loss function encourages the model to understand
code semantics better by mapping similar samples closely and pushing dissimilar ones
farther apart in the embedding space. Furthermore, we also extend unsupervised learn-
ing to train the path selection component using the same unlabeled training dataset.
Once the representation component is trained, we remove the contrastive learning net-
work and combine the representation layers with the detection component, creating
an end-to-end model. This model takes joint embeddings of static and dynamic in-
formation as input and predicts whether the input code contains a bug. To train the
end-to-end model, we use the learned weights of the representation model to initialize
the corresponding layers of the model and ne-tune the entire architecture on a data-
set of 14K labeled code samples obtained from public datasets, including the Software
Assurance Reference Dataset (SARD) [165] and CVE [166].

We have implemented a working prototype of Concoction . Our implementa-

1Code and data are available at https://github.com/HuantWwang/CONCOCTION.
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extern void foo(void);

static int a[] = {0,0};

static int b(int c)

{ return a[l] % c; } /I false positive

AW N R

int test() {

static int *a_ptr, c;

a_ptr = &(a[l]);

if (*a_ptr) { // unreachable branch
10 if (b(c)) {foo();}

11 }

© o ~N o u

12 return 0;}

Figure 4.1: This example contains a false division-by-zero' issue at line 4 because the
branch at line 10 will not be taken.

tion utilises KLEE [90] to generate the symbolic execution traces. We demonstrate
the benets of Concoction by applying it to C programs to detect function-level
vulnerabilities from source code. We further integrate Concoction  with fuzzing test
techniques [167] to automatically generate bug-exposing test cases when a function is
predicted to have a code vulnerability, aiming to minimise the e ort of manual exam-
ination.

We evaluate Concoction by applying it to 20 diverse, real-life open-source projects
that are not presented in our training dataset. We compareConcoction against 16
prior methods, including eleven state-of-the-art learning-based methods [9, 18, 24, 47,
49{51, 78, 106, 147, 168], two symbolic execution engines [90, 169], two static analysis
tools [170, 171] and a fuzzing tool [80] for identifying security aws. Experimental
results show that Concoction  consistently outperforms 16 competing methods across
evaluation settings by discovering more code vulnerabilities with a lower false-positive
rate. In less than 200 hours of automated concurrent testing runsConcoction  has
uncovered vulnerabilities in all tested projects and successfully identi ed 54 software
vulnerabilities, with 37 new CVE IDs assigned.

4.2 Motivation

Static code analysis techniques for bug detection can su er from false positives
(incorrectly agging a bug). For example, Figure 4.1 shows a functionb() which will
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not be invoked during execution because the static arraya is initialised to zero by
de nition, and the condition at line 9 is evaluated to false.

However, in practice, this task is challenging even for modern compilers like GCC [172]
and LLVM [173]. The di culty stems from pointer aliasing analysis. Compilers often
make conservative assumptions when they cannot de nitively prove the value a pointer
holds. Consequently, they fail to eliminate this unreachable branch. Similarly, DL-
based bug detection approaches [9, 18, 47{51, 106] that rely on static code features
predict that this example contains a \division-by-zerd' vulnerability at line 4, which is
a false positive.

Avoiding a false positive of Figure 4.1 would require capturing program semantics
between variables, function calls and structured data. An approach that uses only
static information may not accurately trace the data ow across function calls and
data structures. Meanwhile, DL-based solutions based on static code information, such
as AST or PDCG, su er from the same issue.

Can we do better by combining static and dynamic information?This is the insight
shared in this chapter. For this example, we can infer from symbolic execution traces
that the function b() will not be executed due to the values in array a by inlining the
callee functionb() to test() . The static PDCG further reveals that a is an invariant
in all possible execution paths. Combining static and dynamic information, we can
observe that this branch is never taken, making a division-by-zero" error impossible.

A natural question is: \why not just rely on symbolic executions? In an ideal
world where computation resources and symbolic execution overhead are not an issue,
a symbolic execution engine will be able to identify the vulnerability of this example
through exhaustive executions. However, this is often infeasible because exhaustively
trying all possible execution paths is prohibitively expensive and potentially in nite.
This example highlights the need to leverage static and dynamic program information
for code vulnerability detection. Concoction is designed to o er this capability.

4.3 Concoction: A System for Precise ML for Program
Modelling

Concoction is a DL framework for detecting software vulnerabilities in source code.
In this work, we apply Concoction to identify bugs at the function level in C pro-
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Figure 4.2: Work ow of Concoction during deployment.

Figure 4.3: The Concoction DNN architecture and its training work ow.

grams. Speci cally, our work focuses on detecting bugs and security aws de ned in
the Common Weakness Enumeration (CWE) database [174]. In practiceConcoc-

tion can be integrated into an automated build system like Jenkins [175] to execute
the vulnerability detection process as a background process when a new merge request
is submitted. As these build systems often run overnight on a dedicated backend server,
they do not a ect the standard development activities and the overhead of Concoc-

tion should be acceptable to many developers.

The key technical contributions of Concoction include: (1) combining structured
static code information and symbolic execution traces to learn program representation
(Sec. 4.3.2), and (2) a learnable path selection component to reduce symbolic execution
overhead (Sec. 4.3.4).Concoction  builds upon prior foundations in enhanced AST,
Transformer-based neural architectures, and contrastive learning (Sec. 4.3.3).

4.3.1 Overview of Concoction
Figure 4.2 depicts the work ow of using Concoction to detect function-level code
vulnerabilities during deployment

Pre-processing. Concoction uses a LLVM compiler plugin [173] to partition the
project code into individual functions by inlining callee functions, relevant data struc-
tures, and global variables.
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Prediction. Concoction extracts two types of information for each target function:
(1) AST and PDCG from static source code, and (2) the symbolic execution traces
of selected execution paths using a symbolic execution engine [90]. It employs a path
selection component (Sec. 4.3.4) to identify critical paths to collect dynamic symbolic
execution traces. The static and dynamic information produce static and dynamic
embeddings through dedicated representation networks, which are then concatenated
to create a joint representation to be used by the detection model for prediction.

Test case generation. When the model detects a potential vulnerability in the input
function, it invokes a fuzzing engine to identify and expose the weakness by generating
randomised test inputs for the function. As we only employ fuzzing for functions
suspected to contain vulnerabilities, the fuzzing overhead is manageable, taking less
than 12 hours for all fuzzed functions within a project.

4.3.2 The Concoction Architecture

Figure 4.3 shows the work ow of training the Concoction DL components for program
representations and vulnerability detection.

Program representation. Our representation component uses two Transformer-
based networks to map the input source code and symbolic execution traces into a
numerical embedding vector. Then, a dense layer concatenates the embeddings gener-
ated by the two networks to a joint vector as the output. We set the embedding length

of the static and dynamic embedding vectors to 100 dimensions, leading to a joint em-
bedding vector of 200 dimensions. As in prior work [176], using a larger dimension does
not yield better performance in our setting but may increase the training overhead.

Vulnerability detection. The detection component is a multi-layer perceptron (MLP)
network that takes a joint embedding to predict the vulnerability. The architecture
consists of a fully connected layer, a dropout layer with a rate of 0.1 using the default
settings, and a sigmoid layer. Our current implementation only predicts if a function
may contain a vulnerability and does not identify the type of vulnerability.

Extracting static code information

We use a parser built upon the Language Server Protocol (LSP) [177] to rewrite the
variable names with a consistent naming scheme. This step handles syntactic variations
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in the programs. Next, we construct an enhanced AST, using the LSP, which contains
the standard syntax nodes i.e., nonterminals in the language grammar like an AST
node for anif statement or function declaration, and syntax tokens i.e., terminals like
identi er names and constant values. Following [178], we also introduce eight additional
types of edges to the AST, includingChild, Data and Control Flows, GuardedBYy, Jump,
ComputedFrom, NextToken and LastUse and LastLexicalUse shown in Figure 4.3.

Extracting dynamic information

We use KLEE [90] to obtain symbolic execution traces. To pre-train the representation
model (Sec. 4.3.3), we generate execution traces using a non-uniform random search
heuristic to explore di erent execution paths. During deployment, symbolic traces are
generated solely on the selected paths instead of a random search to minimise the
overhead of symbolic executions (Sec. 4.3.4). We terminate symbolic execution after
a con gurable time limit (4 hours for collecting training data and 5 minutes when
using the trained model). Subsequently, we combine dierent symbolic inputs and
their corresponding reachable program paths as a sequence of execution traces to be
fed into the dynamic embedding network (Figure 4.3).

4.3.3 Contrastive Pre-training

We use a bidirectional Transformer network [106] to learn static and dynamic program
embeddings. We pre-train the static and dynamic embedding models separately on
the same unlabeled dataset. Our pre-training dataset contains 100K C code snippets
collected from GitHub and SARD, shown as Table 4.1. After training, we use the
output of the last hidden layer of the embedding networks as the static or dynamic
embedding vector. We employ contrastive learning to increase the dataset size and
enhance the model's robustness.

Model inputs

We pair the source code text and attened enhanced AST sequence, sending them
to the static embedding network. The AST sequence is generated by traversing the
AST in a breadth- rst manner. During training, the static embedding model predicts
masked tokens from either the source code or AST's data and control ow relations to
generate contextual representations. Likewise, the dynamic embedding network takes
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Figure 4.4: Contrastive learning for representation training.

symbolic execution traces and maps them to an embedding vector, capturing temporal
dependencies and runtime behaviour of the program.

Training methodology

To enhance the model's robustness and generalisation ability, we employ dropout-based
contrastive learning [164]. Our approach includes dense, dropout, and pooling layers,
depicted in Figure 4.4. Specically, we individually attach the contrastive learning
component to the static and dynamic representation networks. Then, we train each
combined network separately and remove them from the contrastive learning compon-
ent.

Contrastive learning increases the training dataset size by adding noise to the data.
Concoction  randomly disables neurons in the representation network, generating
various dropouts as shown in Figure 4.4. Speci cally, it passes the code sample inpuxs
through the representation network twice with di erent dropout probabilities, resulting
in two di erent embeddings as a \positive pair” for xj. Another sample is paired with
Xj to create a \negative pair". The contrastive learning component is then used to
predict positive samples from negatives in a training mini-batch and calculate the loss.
The training process aims to minimise the standard Noise Contrastive Estimate (NCE)
loss function [104] to maximise the agreement between semantically similar pairs.

Training the end-to-end detection model

After training the static and dynamic embedding networks, we attach them to a dense
layer to create joint embeddings for the detection network. This forms the nal end-
to-end architecture shown in the right part of Figure 4.3. The joint representation
component serves as the encoder, and we initialise its weights using those obtained
during pre-training. We train the end-to-end network using labeleddata samples, which
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Figure 4.5: Rank and select paths for symbolic execution.

consist of 13,768 C code snippets from the CVE and SARD datasets. Each sample has
a two-dimensional one-hot label indicating whether it contains a vulnerability. Vulner-
able code samples are collected from open-source projects using the assigned CVE or
SARD IDs, whereas benign samples are obtained from the patched version of the same
project. For each training sample, we generate an enhanced AST and randomly sample
symbolic traces (Sec. 4.3.2). We use there-trained representation component to gen-
erate the joint embedding as the program representation, which becomes the detection
model's input. Our end-to-end model is trained to optimise the cross-entropy loss for
classi cations.

4.3.4 Path Selection for Symbolic Execution

After training the end-to-end model, we use the path selection component to choose
signi cant paths for symbolic executions during deployment This di ers from execution
traces collected during training, where we use a random sampling scheme to improve
the training data size, as symbolic execution overhead is less of an issue for o ine model
training.

Overview of path selection

Figure 4.5 shows the work ow of choosingk most important paths from all possible
execution paths of the target function. Like ContraFlow  [78], we use unsupervised
active learning to identify most representative paths for encoding programs [179], such
that the number of paths for code embedding is reduced while important program
semantics are well-preserved. UnlikeContraFlow , our goal is to select paths to
collect symbolic execution traces. As we will show in Sec. 4.5.2 and 4.5.3, our approach
outperforms ContraFlow

Our goal. Given n execution paths H = [hy;:::; hy] collected from the PDCG of
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the test sample, our goal is to choose a subset of important paths to collect symbolic
execution traces, wheré; is an embedding vector generated by our static representation
model. The objective is to choose representative data points that can reconstruct most
of the input PDCG information and preserve the unique features of the sample. In this
work, we use the K-means clustering algorithm to model the path features by grouping
data points into clusters in the embedding space. The path selection component is
trained to nd a sample subset that captures the input patterns and preserves the
cluster structure of the data.

Execution path representation

For each test sample (function), we extract static execution paths from the PDCG. For
each static execution path, we rst eliminate irrelevant code (and AST nodes) and then
feed the code segmentation to the trained static representation model ( ne-tuned when
training the end-to-end model) to generate embeddings for the code segments. This
process is repeated for each static path, resulting in a matrixH , to serve as the input
of the path selection component, where each matrix element is an embedding vector
produced by our static representation model. Since path collection involves traversing
the PDCG without program execution, the overhead is negligible.

Network structure

As our path selection component uses unsupervised learning (we do not have labels to
tag if a path is important), using an encoder-decoder network to map the input into a
latent space for path selection is a natural choice. We add aelection blockbetween the
encoder and decoder to select samples (or paths) from all input paths to be passed into
the decoder. As the selection block is di erentiable, the selection network is trainable.

Selection block. The selection block comprises two branches, each consisting of a
single fully connected layer without bias and nonlinear activation functions. The rst
branch aims to identify a subset of paths H 9 that can e ectively approximate all
paths from the input matrix ( H). The second branch initially clusters the data in
the latent space and then selects a sample subset approximating the resulting cluster
centroids.
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Unsupervised active learning

For all input paths of a test sample, our approach constructs two coe cient matrices,
Q and P, where each matrix element is ad-dimensional embedding vector produced
by the encoder. The matrix Q is constructed by the rst branch of the selection block
to approximate the input matrix ( H ), while the matrix P, constructed by the second
branch of the selection block, aims to preserve the cluster structure when applying
K-means to the latent space learned by the encoder.

Training objectives. Our active learning process re nes the matrices to maximize
the distance between (1)H and matrix Q, (2) the cluster centroid matrix C obtained
using K-means clustering onH , and the reconstructed matrix P, and (3) H and the
decoder outputs.

Loss function. Our overall loss function is de ned asMin ™ = ~ g+ " p+ ¢, where
and are tradeo parameters [179]. The terms in the loss function are:

W= i () (H)QiE + Qi (4.1)
v =0C  (H)Pji + jiPii (4.2)
=10 (H) Giif (4.3)

Eqg. 4.1, "4 Approximates input patterns by projecting latent features (H) with
Q, with regularisation on Q controlled by , corresponding to objective (1). The value
of " represents either 2 (the* > norm) or F (the Frobenius norm) for the normalisation
function jj jj-, which is used to measure the informativeness of each feature.(H) is a
nonlinear transformation that maps input paths H to a new latent representation, and
the tradeo parameter controls the balance between the reconstruction loss and the
regularisation term.

Eq. 4.2, " Represents the cluster reconstruction loss, aligning latent features
with centroids C, with regularisation on P controlled by . This corresponds to ob-
jective (2), with the tradeo parameter

Eq. 4.3, " Denotes the decoder reconstruction loss, enforcing(H) to recon-
struct back to G. This corresponds to the reconstruction loss of the encodepddecoder
model, which represents the third objective. G denotes the decoderg—s output for a
given input (H).

Training process.  We iteratively train the selection component on the unlabeled
Concoction training data. Firstly, we pre-train the encoder and decoder without
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considering the selection block. After that, we perform K-means on the encoder output
and consider the obtained K cluster centroids as the centroid matrixC for subsequent
sample selection. The number of clustersk ) is determined automatically using the
Bayesian information criterion (BIC) [180]. Finally, we use the pre-trained parameters
to initialise the encoder and decoder, batch all data, and minimise the overall loss
function using the Adam optimiser with a 0.001 learning rate.

Path selection during deployment

Once the selection component is trained on th€Concoction training data, we can ob-
tain two reconstruction coe cient matrices Q and P . To use the selection component,
we normalise the columns ofQ and P using L2-norm and convert the values to [Q1].
This produces two ranking vectorsdip 2 R", which we merge and sort in descending
order to identify K top-ranked paths. Parameter K can be exibly set by the user.
In this work, we set K to be 30%, su cient to cover important paths of vulnerable
functions in our training dataset. If the number of paths of the target code is less than
10, we consider all execution paths as the overhead of symbolic executions is small.

Symbolic execution for chosen paths

We extended KLEE [90] to cover the selected paths of the target function. To do so,
we use a compiler-based pass to insert a callback function into the target program to
guide KLEE to skip paths not selected by our path selection component. We also use
a script to record the addresses, sizes, and names of all variables of the target function
during symbolic execution. The script also generates a test driver program for KLEE
to facilitate the execution of KLEE.

By skipping unwanted execution traces early, we can manage the overhead of
symbolic execution e ectively. We terminate symbolic execution after a con gurable
threshold (5 minutes in this work) during evaluation. The symbolic inputs and corres-
ponding reachable code paths produce execution traces that we pass to the dynamic
representation model to generate dynamic embeddings. Note that our approach guar-
antees that there are always symbolic execution traces generated for the test function.
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Targeted fuzzing for test case generation

When our detection model identi es a potentially buggy function that symbolic exe-
cution fails to expose, we use AFL++ [80] (an AFL extension) for fuzzing functions
predicted to be vulnerable. The idea is to generate bug-exposing test cases to help
developers analyse and verify the identi ed vulnerabilities. In this work, we use the
AFL++ partial instrumentation mode to guide AFL++ towards targeting functions
predicted by Concoction to have vulnerabilities. To this end, we provide AFL++
with the project's source code, build scripts, vulnerable functions identi ed by Con-
coction , and seed program inputs to be mutated using the default AFL++ con gura-
tions. We then ask AFL++ to instrument the compiled assembly code and mutate the
seed test inputs to cover the target functions. Fuzzing is terminated if AFL++ detects
a program crash or exceeds a 12-hour runtime (which may involve fuzzing multiple
functions together). We then manually veri ed and reported the issue to developers
with information to reproduce the issue. If AFL++ does not trigger any crash, we
manually examine the predicted function to check for a vulnerability and le an issue
report for each con rmed bug.

4.4 Experimental Methodology

We implemented Concoction in 10+K lines of Python and 5K lines of C/C++ code.
Our DL model is implemented using PyTorch (ver. 1.13). We use Joern (ver. 1.1) [181]
to construct the AST for static code representation and KLEE (ver. 2.1) to collect the
symbolic execution traces. We train and testConcoction models and all baselines
on a multi-core server with two 32-core AMD EPYC 7532 CPUs at 2.40GHz and an
NVIDIA 2080Ti GPU. The server has 128GB of RAM and runs Ubuntu 18.04 with the
Linux kernel version. 5.4.

441 \Workloads

Open-source projects.  We applied Concoction to 20 open-source projects from
various domains. These projects, listed in Table 4.3, were chosen because they are
widely used, have been used in related work [182], or have active development teams.
We stress that none of these projects was used to trai€oncoction , and we tested the
latest version of each project at the time of testing. We also note that bugs discovered
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Table 4.1: Open datasets used in training and evaluation

Source  #Projects Versions #Samples  #Wulun. samples

SARD / / 30,954 5,477
Jasper v1.900.1-5, v2.0.12 24,330 663
Libti v4.0.3-9 4,896 558
Libzip v0.10, v1.2.0 5,618 49
Libyaml v0.1.4 27,773 41

CVE SQLite v3.8.2 1,794 31
ok- le-fromats 203defd 1,014 25
libpng v1.2.7,v1.5.4, v1.6.0 954 12
libming v0.4.7-8 1,104 15
libexpat v2.0.1 1,051 13

Table 4.2: Open-source projects with known CVEs

No. Project Versions #Lines of code #vuln.

1 SQLite v3.30.1, v3.8.2 242K 13
2 Libti v4.0.9 140K 10
3 Libpng v1.2.7,v15.4 32K 12

by Concoction were previously unreported at the time of testing; hence, there were
no data leakage issues.

Open datasets. In Sec. 4.5.2 and 4.5.3, we compar€oncoction  with prior work

on three datasets used by the prior work for evaluation purposes. In Sec. 4.5.2, we use
samples from SARD [165] and CVE datasets (see Table 4.1). In Sec. 4.5.3, we evaluate
Concoction on three open-source projects that have known CVEs (see Table 4.2).
We use three-fold cross-validation to evaluate all approaches on the above datasets,
where samples are split at the project level, and samples of a test project are excluded
from the training dataset.

Data collection and workload characteristics. Our program representation model,

(a) #Code lines (b) #Paths

Figure 4.6: Cumulative Distribution Function (CDF) for the (log-scale) number of lines
(a) and execution paths (b) of our test samples.

46



4.4 Experimental Methodology

Concoction , was trained and tested on a dataset of over 100K functions from SARD
and 9 large C-language open-source projects (Table 4.1). Four security researchers,
Jie Wang, Hejun Fang, Yuzhe Liu, and Rongze Xu, devoted approximately 600 man-
hours to manual labeling and cross-veri cation to collect these samples. Additionally,
we spent 200+ machine hours extracting dynamic and static information using KLEE.
Figure 4.6 shows the cumulative distribution functions (CDF) of the number of lines
and execution paths in the test samples in Tables 4.1 and 4.3. The SARD dataset
consists mainly of short functions, where over 50% have 40 lines of code and 4 paths,
leading to high detection accuracy with baseline methods. However, the functions from
the CVE dataset and open-source projects are much larger, with over 50% containing

400 lines of code (up to 10K) and 128 paths (up to 12K). This increased complexity
in the CVE dataset and open-source projects reduces the accuracy and recall for our
baselines compared to SARD.

4.4.2 Competing Baselines

We evaluate Concoction by comparing it with 16 prior methods. These include
(1) eleven state-of-the-art DL-based models, (2) two symbolic execution tools, (3) one
fuzzing tool that our approach relies on, and (4) two static analysis tools. Before
running the DL baselines on the same datasets, we ensure that our evaluation setup
achieves results comparable to those reported in their source publications for a fair
comparison.

DL models based on static information. We comparedConcoction against el-
even DL models that use static code information. These includé/uldeepecker [47],

which utilises a BIiLSTM architecture, as well as Funded [9], Devign [18], Re-

Veal [50], andReGVD [51], which employ a variant of graph neural networks to learn
program representations. We also compared againstineVul [147], LinevD [168],
CodeXGLUE [49] and GraphcodeBERT  [106], which use the Transformer architec-
ture, and ContraFlow  [78] which utilises contrastive learning to represent the code,
followed by an LSTM architecture to identify vulnerabilities.

DL models based on dynamic information. LIGER [24] is a closely related work
that learns program representations from symbolic execution traces. However, unlike
our approach, LIGER uses a random sampling method for collecting symbolic traces
and does not utilise structured data ow and dependence information from static source
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code. Additionally, it employs a multi-tier RNN architecture, whereas Concoction
uses the Transformer architecture. For our evaluation, we used the open-source im-
plementation of LIGER , adapting it for vulnerability detection and training it on the
same datasets asConcoction

Static tools. We compareConcoction with two representative static analysis tools:
CodeQL [170] andInfer [171], by using the default, recommended con gurations of
the tools.

Symbolic execution engines. We also compareConcoction to two state-of-the-
art symbolic execution tools, including KLEE [90] and MOKLEE [169]. The latter is
designed to reduce the overhead of symbolic executions by allowing symbolic executions
to run on previous paths while continuing to explore new paths.

Fuzzing tool. As noted in Sec. 4.3.4,Concoction uses AFL++ to fuzz predicted
buggy functions and generate bug-exposing tests. We compai@oncoction  with the
native AFL++, which tests the entire program without Concoction 's guidance. For
a fair comparison, both AFL++ and Concoction use the same seed program inputs.

4.4.3 Evaluation Methodology

We applied Concoction to 20 open-source projects and 14K function-level source code
samples (vulnerable and benign). Our evaluation is designed to answer the following
research questions:

RQ1: Does combining static and dynamic information help detect code vulnerabilities
in real-life open-source projects (Sec 4.5.1)?

RQ2: How doesConcoction compare with prior approaches in detecting function-
level vulnerabilities (Sec. 4.5.2 and 4.5.3)?

RQ3: How do individual components of Concoction  contribute to its overall per-
formance (Sec. 4.5.4)?

Evaluation metrics.  We consider four higher-is-better statistical metrics: accuracy;,
precision, recall and the F1 score Accuracy is computed as the ratio of correctly
labelled cases to the total test cases. Precision is the ratio of correctly predicted samples
to the total number of samples predicted to have the same label. It answers the question,
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\ Out of all the samples predicted to contain a vulnerability, how many are correct?
High precision indicates a low false-positive rate, meaning that a lower proportion
of the samples predicted to have bugs are bug-free. Recall is the ratio of correctly
predicted samples to the total number of test samples belonging to a class. It answers
guestions like \Of all the vulnerable test samples, how many are actually predicted to be
vulnerable?. High recall suggests a lowfalse-negativerate. Finally, the F1 score is the
harmonic mean of Precision and Recall, calculated as 2 Recall Precision 4 s sefyl

Recall + Precision
when the test data has an uneven label distribution.

4.5 Experimental Results

4.5.1 Detect Vulnerabilities in Large-scale Testing

This subsection quanti es Concoction 's ability to detect function-level code vulner-
abilities in the 20 projects listed in Table 4.3. For ethical considerations, we rst
contacted the developers through a private email for vulnerabilities that are likely ex-
ploitable (including all those with a CVE ID assigned), and followed their advice.

Vulnerability count

Table 4.3 reports the distribution of our submitted vulnerability reports across the
tested projects. In total, we have submitted 54 reports, and 53 were con rmed by
developers. At the time of submission, 27 vulnerabilities have been xed, with 37 new,
unique CVE IDs assigned and 17 CVE applications pending.

Wulnerability types

Table 4.4 categorises the vulnerabilities found byConcoction . The top three security
aw-related categories are presented here. The \other types" category includes six types
of vulnerabilities: “allocation-size-too-big', “out-of-memory', “use-after-free', ‘memcpy-
param-overlap', “illegal-memory-access', and "DEADLYSIGNAL' Of all the detected
vulnerabilities, 62.3% arebu er-over ow related, covering both heapand stack-bu er-
over ow. Concoction 's ability to detect bu er-over ow vulnerabilities comes from its

LA full list can be found at https://github.com/HuantWang/CONCOCTION/blob/main/vul_
info/README.md
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Table 4.3: Vulnerability statistics for each tested project.

. _ Release #Lines #Sub- #Con rmed

Projects  Versions #Stars of . - -
date mitted #Veried #Fixed
code in verf.
Linux Ker- v6.1-rc5, Apr. 2023 160k 30M 2 2 0
nel v6.1-rc4
assimp v5.1.4 Sep. 2023 9.7k 374k 6 6 (6 CVE) 0O
Image- v7.0.11-5  Jul. 2023  10.2k 42k 1 1(1CVE) 1
Magick
lepton v1.0-1.2.1 Feb. 2023 5k 80k 1 1(1CVE) 1
zydis 770c320 Apr. 2023 3.0k 80k 4 4 4
openEXR v2.2.0 Jul. 2023 1.5k 246k 1 1(1CVE) 1
openjpeg  a44547d Apr. 2023 902 124k 1 1(1CVE) 1
Leanify b5f2efc Dec. 2022 801 61k 2 2 2
astc- v3.2k Jun. 2023 885 148k 3 3(2CVEs) 3
encoder
AudioFile  004065d Apr. 2023 355 7k 1 1(1CVE) 1
xlsxio af485eb Nov. 2022 231 9k 1 1 1
mediancut- v2.1 Feb. 2023 203 1.8k 1 1(1CVE) O
posterizer
ELFLoader 34fd7ba May 2022 203 3k 4 4 0
pdftojson  94204bb Oct. 2017 138 148k 3 2(2CVEs) 0
epub2txt2  71dc4l Jun. 2022 153 10k 1 1(1CVE) 1
deark v1.6.2 Jul. 2023 136 154k 3 3(1CVE) 3
ok- le- 203defd Sep. 2021 136 15k 7 7(7CVEs) 7
formats
sglcheck 391ae84 Mar. 2022 2.3k 4.5k 4 4(4CVEs) O
packJPG  v2.5k Apr. 2020 151 11k 7 7(7CVEs) 0O
json2xml  v3.14.0 Nov. 2023 88 2.9k 1 1(1CVE) 1
Total / / / / 54 53 37 27
CVEs)

Table 4.4: Top-3 types of issues found byConcoction

Category #Submitted #Conrmed #Fixed #Dyn-related

bu er-over ow 33 33 20 23
segmentation-violation 6 6 1 5
memory-leaks 4 3

other types 11 11 5 6
Total 54 53 27 37

capability to reason about input value change ranges by combining static code struc-
tures and carefully selected symbolic traces. During testingConcoction discovered
six vulnerabilities (11.3%) related to SEGV (segmentation violation), which were later
conrmed by developers. Concoction identies SEGV by inferring and verifying
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bounds on the variable value of array references. Additionally,Concoction  submit-
ted four vulnerabilities (7.5%) related to memory-leaks The combination of static
and dynamic code features enable€oncoction to infer this type of vulnerability by
correlating the allocated and released memory bu er sizes within the test function.
Listing 4.1 shows an example of é&neap-bu er-over ow vulnerability detected by Con-
coction , caused by an incomplete bounds-checking pattern. Meanwhile, Listing 4.2
presents aSEGV example uncovered byConcoction

Concoction detected examples

We present several examples oConcoction -detected vulnerabilities, covering three
types of memory-related security aws. As DL models generally work as a black box
[183], to understand Concoction 's workings and the vulnerability's root cause, we
compare the original buggy code with the developer-generated patch after reporting
the issue.

Heap buer overow . Listing 4.1 shows CVE-2022-26181 a heap-bu er-over ow
vulnerability identi ed by Concoction . The vulnerability stems from the value of
the data variable. By making the data variable symbolic, Concoction allows the DL
model to infer that when data is not null, the execution trace consistently reaches line
6. The patch mitigates this by adding a crucial bounds-check assertion on line 5. This
assertion constrains the value read frondata[-1] to a small, safe range ( 0x10), thus
preventing an attacker from using a large value to corrupt the data pointer and gain
control over memory deallocation. Concoction  successfully identi es the incomplete
bounds checking, which may overlook certain non-compliant inputs.

1 void aligned_dealloc(unsigned char *data) {
2 if (‘data) return;
3 /I function always_assert(condition) is used to catch exception when

condition is ture
4+ always_assert ((( size_t )(data-0) & Oxf) == 0);
5 + always_assert (data[-1] <= 0x10);
6 data -= data[-1];
7 custom_free(data);}

Listing 4.1: Patch for CVE-2022-26181, aheap-buffer-overflow  vulnerability in the
Lepton project.

Segmentation violation . Listing 4.2 shows asegmentation-violation vulnerability
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resulting from an out-of-bounds read. The issue arises when the value ofctx->dcmpri.len
exceedsdctx->dcmpri.f->len , causing a reference to a memory location beyond the
allocated bu er boundary. The patch resolves the issue by introducing a classic precon-
dition check. On lines 3-4, it \clamps" the requested length to the bu er's maximum
size, ensuring the subsequent loop never reads out of bounds, regardless of the input.
Concoction  could not discover this vulnerability without the symbolic trace input.

1 dctx->dcmpri.f->len = sizeof(dctx->dcmpri.f->rcache);
2 buf = dctx->dcmpri.f->rcache;

3+ if (dctx ->dcmpri.len > dctx ->dcmpri.f->len)

4 + { dctx ->dcmpri.len = dctx ->dcmpri.f->len; }

5 ... Il pass variable dctx->dcmpri.len to buf_len

6 for(i=0; i<buf_len; i++) {...

7 b = bufli];

8 -}

Listing 4.2: Patch for a segmentation-violation vulnerability that reassigns
dctx->dcmpri.len  to avoid memory over ow.

Memory leak . Listing 4.3 shows CVE-2021-3574 a memory leak vulnerability dis-
covered byConcoction . This issue can be detected by inspecting the execution trace
from the memory allocation size of samples_per _pixel to the memory-free size of
MaxPixelChannels. The patch xes the vulnerability by adding an early check. If
the input size is invalid, it performs necessary cleanup (e.g.TIFFClose) and throws
an exception to exit before the vulnerable state is reached, thus preventing the leak.
Concoction  detects this vulnerability by learning to compare the sizes of these two
variables becausanemory leaks are typically caused by allocating more memory than
required and subsequently freeing less.

1 malloc (samples_per_pixel) // malloc a buffer with size equal to
variable samples_per_pixel

+ if (samples_per_pixel > MaxPixelChannels) {
+ TIFFClose (tiff ) ;
+ ThrowReaderException ( CorruptimageError ,
+ "MaximumChannelsExceede") ;}
...RelinquishMagickMemory(MaxPixelChannels) // free the buffer with size
equal to variable MaxPixelChannels

N o g A~ W N

Listing 4.3: Patch of CVE-2021-3574 for xing a memory leak vulnerability in the
ImageMagick project.
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Figure 4.7: Evaluation on standard vulnerability databases. Min-max bars show per-
formance across vulnerability types.

Importance of bugs found.

It is dicult to assess the importance of the bugs we found. Still, we found some
evidence to show their importance: (1) some of the bugs we found were also reported
by other application users later, indicating that the issues we identi ed are relevant
and have occurred in real-world use cases; (2) most of our newly reported issues were
conrmed and xed by the developers demonstrates their importance; (3) developers
promptly welcomed and resolved 14 of our reported issues within 48 hours, showing
the importance of these issues.

4.5.2 Comparison on Open Datasets
SARD dataset

Figure 4.7 reports four \higher-is-better" metrics (Sec. 4.4.3) achieved byConcoction

and the baselines on the SARD dataset (Table 4.1). The min-max bar shows variances
across cross-validation runs. Concoction outperforms other methods in all metrics
and has the most reliable performance across cross-validation runs, with the narrowest
min-max bar. While LineVul and LineVD achieve high precision (low false-positive
rate) similar to Concoction , they have lower Recall and miss some vulnerable cases.
For example, LineVD only detects 70.3% of the CWE-126 vulnerability typed test
cases, whereaConcoction detects all. Other baselines show low detection accur-
acy. Concoction achieved 100% recall in detecting certain vulnerability types like
CWE-416 and CWE-789. Other methods, in contrast, failed to detect all of these vul-
nerabilities. Notably, Concoction is highly e ective in detecting the use-after-free
vulnerability by leveraging dynamic traces and static code structures to infer the use
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Figure 4.8: Evaluation on the CVE dataset.

of pointers.

CVE dataset

As explained in Sec. 4.4.1, test samples in the CVE dataset (Table 4.1) are more complex
than the SARD dataset. As such, it is more challenging to achieve good performance.
However, Concoction  outperforms all other methods across all evaluation metrics,
shown as Figure 4.8. Thanks to the carefully selected execution trace§;oncoction

can track changes in program states and variables (shown in examples in Sec. 5.1). This
information enhances precision by reducing the false positive rate and helps discover
more vulnerabilities with a higher true positive rate than static information alone,
resulting in a higher recall. Among the baseline methodsLIGER performs best, but
its F1 score is 10.4% lower than that ofConcoction . This shows that Concoction
strikes a better balance between false and negative positives, leveraging the advantages
of structured static source code information.

4.5.3 Comparison on Known CVEs

We compare Concoction to the baselines on three open-source projects listed in
Table 4.2. These projects contain 35 CVESs reported by independent users, which were
also used by prior work [184, 185]. We apply all methods to functions associated with
a CVE and use the reported CVEs to compute evaluation metrics (Sec. 4.4.3). To
ensure a fair comparison, we train all methods, includingConcoction , on the same
training dataset, but we exclude these projects from the training data. For the dynamic
methods listed in Sec. 4.4.2, we allocate 200 hours of machine time for each project.
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Table 4.5: The number of vulnerabilities found by di erent methods for the projects
in Table 4.2. The \#vuln." column shows the total vulnerabilities across all tools for a

category.
Categories Approaches #vuln.
Static analysis tools Infer [171], CodeQL [170] 5
Symbolic execution engines KLEE [90], MOKLEE [169] 6
Fuzzing tool AFL++ [80] 8
DL based on static code information Vuldeepecker [47], Funded [9], Devign [18], 22
ReVeal [50], ReGVD [51], LineVul [147],
LineVD [168], CodeXGLUE [49], Graph-
codeBERT [106], ContraFlow  [78]
DL based on dynamic information LIGER [24] 16

Concoction 31

Vulnerabilities identi ed

Table 4.5 demonstratesConcoction 's advantages over other methods in identifying
vulnerabilities across the three open-source projects evaluatedConcoction achieved
100% precision and 89% recall, correctly detecting 31 out of 35 con rmed CVEs. Addi-
tionally, Concoction identi ed all issues found by other methods and uncovered 9 ad-
ditional vulnerabilities that others missed. Among DL-based static methods,ReGVD
had the second-best and highest recall rates, detecting 21 vulnerabilities. However,
they struggled to identify 14 vulnerabilities caused by API parameter misuse.

Static tool baselines, CodeQL and Infer , can only detect ve vulnerabilities at
their best (5 for CodeQL and O for Infer ) because they rely on hand-crafted rules
with limited coverage. They missed all vulnerabilities related to \CWE-754: Improper
Check for Unusual or Exceptional Condition$ because it was not in their rule sets.
Dynamic methods using symbolic execution and fuzzing tools have a low recall of 0.26
in our evaluation due to limited path coverage within the testing time (12 hours).
MoKLEE found 2 more bugs than KLEE (which found 4) in this context. Without
Concoction 's DL component, native AFL++ detected 8 vulnerabilities in 12 hours,
while Concoction improved e ciency by nding 31 CVEs within the same test time
by guiding the fuzzing engine to focus on potentially buggy code paths.

Though highly e ective, Concoction missed four vulnerabilities (one example in
Sec. 4.5.3) due to incomplete vulnerable execution traces during feature extraction. Ad-
dressing this limitation could involve extending symbolic execution time and improving
the path selection model or the number of paths selected.
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Case missed by baselines

Listing 4.4 shows CVE-2020-35523 an integer overflow vulnerability identi ed by
Concoction  but missed by all baselines. The patch shown in the listing validates this
by implementing exactly that missing check, preventing the dangerous computation
entirely. Other methods missed this bug because they mainly rely on static information,
such as tokens typically associated withinteger overflow  (e.g., malloc), which is
insu cient in this case. Concoction detects this vulnerability by symbolising the tw
and wvariables, allowing the DL model to infer the absence of a correspondingNT32
bounds check, which aligns with the pattern of integer overflow

if (flip & FLIP_VERTICALLY) {
+ if ((tw +w) > INT_MA) {

+ TIFFErrorExt (...) ;//
+ return (0) ;}
y =h-1

o g A W N P

toskew = -(int32)(tw + w);

Listing 4.4: An integer overflow vulnerability in Libti .

Case missed by Concoction

List 4.5 showsCVE-2020-35523 a memory leakvulnerability missed by Concoction

and all other baselines. The issue is caused by the function directly returning without
closing the input le handle in, causing resource leakage. The patch, highlighted on line
6, recti es this by inserting the necessary call toTIFFClose(in) immediately before the
return statement. This ensures that the acquired resource is properly released on all
execution paths, thereby xing the leak. Concoction missed this because the memory
leakage is introduced within the le handle data structure, but Concoction does not
learn such patterns from the training dataset. This can be improved by expanding the
training dataset to encompass a broader range of patterns.

1 extern int optind;

2 in = TIFFOpen(argv[optind], "r");
3

4

it () {

5 fprintf(...);

+ (void ) TIFFClose(in);
return (-1);}

(<))

~
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4.5 Experimental Results

Figure 4.9: Concoction variants on CVE dataset.

Listing 4.5: A memory leakvulnerability in Libti that occurs because the le handle
in is not released.

4.5.4 Ablation Study
DL model implementation choices

We conduct an ablation study [186] on Concoction using the CVE dataset. The
study includes the following variants: Static (using enhanced AST, Sec 4.3.2), Dynamic
(utilizing randomly sampled symbolic traces with 30 minutes of symbolic execution
for each project, NonCL (without the contrastive learning module, Sec.4.3.3), NonSel
(omitting the path selection module by using randomly sampled symbolic execution
traces with static code information, Sec 4.3.4), and Conc (the completé&Concoction
implementation).

The results are given in Figure 4.9. Using only static or dynamic representations is
insu cient for accurately modelling program structures, with F1 scores of 68.7% and
77.2% for each variant, respectively. In our approach, we employed dropout-based con-
trastive learning as data augmentation for training our representation model (Sec.4.3.3).
This helps extend our training set and mitigates over tting [187]. Removing the con-
trastive learning component led to a 3.7% decrease in the F1 score, reaching 82.4%
compared to the full model. Additionally, removing the path selection method resulted
in an F1 score drop to 77.6% since random sampling may not capture crucial path
information within a given budget.

Sensitivity analysis

To test the sensitivity of Concoction on mislabeled training samples, we introduce
mislabeled samples that account for from 20% to 80% of the training samples into the
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Figure 4.10: Training overhead of di erent DL methods.

training dataset of Concoction , leading to a variant of Concoction -MisSam. Sim-
ilarly, we randomly remove some symbolic execution traces selected bgoncoction

to simulate a scenario where some traces are missing. This led to another implement-
ation variant named Concoction -IT. The performance of Concoction -MisSam on
Figure 4.9 shows that mislabeled training samples can harm performance, where the F1
score of Concoction -MisSam drops from 78.0% to 64.3%. This is expected, as ma-
chine learning techniques can su er from noisy and mislabeled training data [188, 189].
However, the impact of mislabeled samples can be mitigated by increasing the training
dataset and using data cleaning methods [190, 191], which are orthogonal to our ap-
proach. Similarly, missing execution traces can also negatively impact the performance,
where the F1 score ofConcoction decreases from 86.1% to 77.1% i@oncoction -
IT, which is still at least 2.1% higher than other DL baselines that rely on static code
information. Missing symbolic execution traces is likely to happen when testing ex-
ternal libraries where the tool has no access to the source code. This issue is beyond
the capability and scope of a source code-level detection tool. In the worst case, where
all symbolic traces are missing, our DNN model can still use static information to detect
bugs, albeit less e ciently.

Training and deployment overhead

Figure 4.10 compares training overhead for various DL-based methods. It includes one-
o time spent on feature extraction (e.g., AST and symbolic executions) on training
samples and iterative training time using labelled samples from Table 4.1. Training
terminates when the loss does not improve within 20 consecutive epochs or meets
the termination criteria speci ed in the baselines' source publication. The experiment
was conducted on a multi-core server using a desktop-level NVIDIA 2080 Ti GPU.
Vuldeepecker , CodeXGLUE , and Lin et al. achieved the shortest training over-
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head, relying mainly on sequence neural networks like Bi-LSTM. However, they have
a low F1 score, indicating a limited ability to capture complex code structures. More
advanced models that use ASTs required longer feature extraction and training times
but showed higher accuracy during evaluation. Additionally, LIGER and Concoc-
tion incur a more expensive feature extraction time due to collecting dynamic runtime
information by symbolic execution. It is important to note that model training is
performed o ine and is a one-0 cost.

During deployment, Concoction can complete predictions within minutes, and
the fuzzing tool may take several hours to generate a vulnerability-exposing test case.
Since Concoction  can be integrated with a parallelised overnight build system, the
deployment overhead should be acceptable for many software developers.

4.6 Summary

In this chapter, we have presentedConcoction , a new DL system for detecting vul-
nerabilities at the source code level. It utilises structured static code features and
dynamic symbolic execution traces to learn program representations, enabling accurate
prediction of bugs. We train Concoction by combining unsupervised and super-
vised learning and minimising the overhead of symbolic executions by using a path
selection network. We apply Concoction to detect bugs and vulnerabilities for C
programs from 20 open-source projects. In 200 hours of automated concurrent test
runs, Concoction  successfully detected vulnerabilities in all tested projects, discov-
ering 54 unique vulnerabilities and yielding 37 new, unique CVE IDs. Compared to 16
previous methods,Concoction  nds more vulnerabilities with higher accuracy and a
lower false positive rate.
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Chapter 5

Automated Machine Learning for Program
Modelling

The previous chapter presents a method to better represent programs to improve pre-
cise program modelling. In this chapter, we present a framework for automated DRL
component design and implementation. We conduct a large-scale evaluation across four
code optimisation tasks to demonstrate how our approach lowers the barrier between
ML expertise and compiler programmers. The chapter is organised as follows. Sec-
tion 5.2 discusses the current challenges in applied ML caused by the expertise barrier.
Section 5.3 explains how our approach is formulated. Section 5.4 then describes the
experimental setup. Section 5.5 presents the experimental results, before Section 5.6
concludes the chapter.

5.1 Introduction

In recent years, we see a growing interest in the research community and industry [15,
192] in using RL and DRL to tackle a wide range of code optimisation problems [133{
135, 137, 193]. Developing a deep RL solution for code optimisation requires choosing
and parameterizing several components: (i) a discrete set of actions or transformations
that can be applied to a program, such as passes in a compiler; (ii) a state function that
can summarize the program after each action as a nite feature vector, and (iii) a reward
function that reports the quality of the actions taken so far. Some RL algorithms may
also allow the selection and further parameterisation of a transition function, which
governs the choice of actions to be applied in each state. Moreover, parameters of
individual RL components need to be tuned on benchmarks.
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5.1 Introduction

E orts have been made to provide RL algorithms and high-level APIs for action
de nitions [15, 25], models for program state representation [5, 11, 26, 27], and tools
for training benchmark generation [6, 15, 28]. While these recent works have lowered
the barrier for integrating RL techniques into compilers, compiler engineers still face a
major hurdle. As the right combination of RL exploration algorithms and their state,
reward and transition functions and parameters highly depend on the optimisation task,
developers must carefully choose the RL architecture by nding the right RL compon-
ent composition and their parameters from a large pool of candidate RL algorithms,
machine-learning models and functions. This process currently requires testing and
manually analysing a large combination of RL components. Experience in the eld of
neural architecture search shows that doing this by hand is an expensive and non-trivial
process [138].

This chapter presents Supersonic !, an open-source framework to automate the
RL architecture search and parameter tuning process to make it easier to integrate RL
into compilers. To use Supersonic , the compiler developer provides the action list
according to the problem being tackled and a measurement interface to report metrics
like code size or speedupSupersonic then automatically assembles an RL architecture
for the targeting optimisation from an extensible set of built-in RL components. The
Supersonic RL components include pre-trained state functions, such a¥Word2Ved29]
and CodeBert [30]. It provides candidate reward functions like RelativeMeasure and
tanh to compute the reward based on the metric given by the measurement interface.
The state-transition function can be selected from a further set of prede ned transition
functions, such as a transition probability matrix or LSTM [31]. Finally, Supersonic
takes a customizable set of prede ned RL algorithms, like PPO [32] and MCTS [33],
which may be driven by any of the chosen reward, state, actions and transition function.
This creates a large space of possible parameterised RL architectures, which can be
de ned by the compiler developer with a few lines of Python using an easy-to-use API.

Armed with this space of RL architecture choices,Supersonic will automatically
and e ciently search it to nd the one that gives the best results over a sample of
user-provided training benchmarks. The search is accomplished by a deep RL-based
meta-optimiser [194, 195] that is designed to be generalizable to any optimisation tasks.
Once the meta-optimiser has selected thelient RL architecture and its parameters,

! Available at:  https://github.com/HuantWang/SUPERSONIC
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the work of Supersonic is over. As an output, Supersonic stores the tuned client
RL as serialised objects. It provides an API for a compiler or performance tuner to
use the stored RL to drive the code transformation pass fomew, unseenprograms.
On an unseen program, the client RL may be used to search for the actions that yield
the best reward. Alternatively, it can be further generalised by training on additional
benchmarks so that actions for new programs can be chosettirectly from the policy
without further search at the deployment time. Supersonic aims to automatically
make the client RL as good as possible for the compiler developer's needs.

As this client RL search and tuning process is automated and requires little RL ex-
pertise, Supersonic further reduces the di culties for integrating RL into compilers
by replacing compiler developer time with machine hours. This client RL search and
tuning process is aone-o cost performed o ine. The compiler end-users (e.g., applic-
ation developers) will not experience this process - they will use the shipped RL like
any other feedback directed compiler passes [196].

We evaluate Supersonic by applying it to four optimisation tasks: Halide schedule
optimisation [43], neural network code generation [44], compiler phase ordering [45] for
code size reduction and superoptimisation [46]. Each of the tasks has a large number
of combined optimisation options, so it is non-trivial to design a good search strategy.
We compare Supersonic against eight tuning methods developed by independent re-
searchers, including search-based strategies speci cally designed for the targeting prob-
lem [197{200], generic tuning frameworks like OpenTuner [201] and CompilerGym [15],
and hand-tuned RL solutions for the relevant task [202]. Our extensive evaluation
shows that Supersonic consistently gives better overall performance than alternative
methods across tasks during deployment. We show that the client RL given bySuper-
sonic converges fast, and it can start producing better code than competing search
methods by using on average 1.75x less search time (up to 100x) for new programs
during deployment.

5.2 Problem De nitions

Supersonic automates RL component searching and parameter tuning. Within Su-
personic , a client RL consists of an exploration algorithm to choose actions (e.qg.,
compiler options), a reward function for computing the expected cumulative reward
based on past observations of the environment (e.g., execution time after applying a
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5.3 Supersonic: A System for Automated ML for Program Modelling

Figure 5.1: Overview of Supersonic components. This framework enables developers
to express the optimisation space. It automatically searches for the optimal client RL
architecture to be used for inference during deployment.

transformation), a method for modelling the environment or program state (e.g., a
DNN or a linear function), and an action list provided by the user (e.g., legitimate
code transformation options). Depending on the exploration algorithm, this can also
include a state transition function to compute the probability of going from one state
to another. Each of the components can be chosen from a pool Gupersonic built-

in candidate methods, and the combination of these components can result in a large
policy search space.Supersonic is designed to automatically nd and tune the right
combination of RL components and their hyperparameters. It complements existing RL
platforms like CompilerGym [15] and RLLib [25], by helping the compiler developers
to choose and optimise a suitable RL algorithm.

5.3 Supersonic: A System for Automated ML for Pro-
gram Modelling

5.3.1 Overview

Figure 5.1 gives an overview ofSupersonic . At the core of Supersonic is a meta-
optimiser that builds upon MAB and deep RL techniques. Given a client RL search
space de ned by the Supersonic Python API, the meta-optimiser searches for a suit-
able RL component con guration for an optimisation task. It then automatically tunes

a set of tunable hyperparameters of the chosen components. The tuned client RL can
then be used to optimise unseen programs through inference (including potential re-
training), which is outside the scope of Supersonic . The search space de nition and
RL client architecture search and parameter tuning are aone-o oine process, which
is within the scope of Supersonic .
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Implementation.  We implement Supersonic in Python and use gRPC for distrib-
uted communications. Supersonic builds upon CompilerGym [15] and RLIlib (Ray)
[25] by utilising their APIs for task de nitions and RL algorithm implementations.
Supersonic currently supports 23 RL algorithms from RLLib [25] and 10 pre-trained
DNNs and functions for representing the program state or computing the reward. Com-
piler developers may choose a subset, add their own, or include all (the default) sup-
ported RL algorithms and models for the meta-optimiser to search over.

Task de nition. The compiler developer rst de nes the optimisation problem by
creating an RL policy interface (Figure 5.2). The de nition includes a list of client RL
components for the meta-optimiser to search over.

Client RL search.  Calling to policy _search() invokesSupersonic meta-optimiser,
where the developer can also limit the number of trials spent on client RL searching.

Client RL parameter tuning and deployment. After choosing an RL architec-
ture, the meta-optimiser will ne-tune a set of model-speci ¢c hyper-parameters of the
selected client RL (see also Table 5.1). Hyperparameter tuning is performed on the
training benchmarks. The tuned client RL and its parameters are saved, which can be
shipped with a compiler to optimise unseen programs at deployment time.

Measurement engine. The measurement engine evaluates a code transformation
option using a user-supplied interface (line 24 in Figure 5.2). Measurements are used
during client RL search and tuning, as well as deployment phases, to obtain feedback
for a chosen optimisation action.

5.3.2 Task De nition

The user-de ned client RL search space typically includes candidate functions (or mod-
els) for representing the environment state, objective functions for computing the re-
ward, and the set of possible actions that can be taken from a given state. This search
space de nition can optionally include a chosen set of RL exploration algorithms and
transition functions to be used by a client RL algorithm. By default, Supersonic
automatically search over all supported RL algorithms where each algorithm has a de-
fault transition function. Furthermore, the compiler engineer also needs to provide a
run function, which provides the measurement of an action to compute the reward.
These are implemented in a small Python program to interface with theSupersonic
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API. The de nition code is similar to the programming environment of mainstream
auto-tuners like OpenTuner and CompilerGym, allowing the developer to quickly port

import SuperSonic as ss
from SuperSonic.stateFunctions.models import *

statefs = [Word2Vec(...),Doc2Vec(...),CodeBert(...),ActionHistory(...)]
tranfs = [DNN(...),CNN¢(...),LSTM(...)]

rewards = [RelativeMeasure(...),tanh(...)]
rl_algs = [MCTS(...),PPO(...),DQN(...),QLearning(...)]
actions = [Init(...)]

class SuperOptimizer(ss.Policylnt):
def __init__(self, statefs, tranfs, actions, rewards, rl_algs):

self.PolicySpace = {
"StatList": statefs,
"TranList": tranfs,
"ActList": actions,
"RewlList": rewards,
"AlgList": rl_algs,

}

self.search_engine = SearchEngine(self.PolicySpace)

def run(self):
#user code for compilation and execution

return Result(time=run_result['time'])
if __name__=='__main__"

opt = SuperOptimizer(statefs, tranfs, actions, rewards, rl_algs)
policy = opt.policy_search(training_benchmark_list, num_of_trials=100)

Figure 5.2: Simpli ed tasks de nition for superoptimization.

their code to use theSupersonic search and tuning components.

superoptimizaton [46, 203]. This example speci es candidate methods for representing
the environment state, functions for computing rewards, the de nition for action space,
and a chosen set of client RL algorithms. Therun function implements the measure-
ment interface, including user code for compiling and executing the program for a given

Figure 5.2 gives a simplied example that de nes the client RL search space for

code transformation action.
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Finally, the program invokes the policy search API by passing in a list of training
benchmarks and the number of search trials. We stress that the measurement interface
de nes how to compile and execute a test program, but the target program can be of
any language.

5.3.3 Client RL Search

Given a client RL search space, theSupersonic meta-optimiser automatically nds

a suitable client RL architecture (i.e., <state function, transition function, reward
function, RL algorithm > and potentially a value function) from training benchmarks.
We formulate the client RL search problem as an MAB problem that is solved using a
parallel DRL algorithm. Deep RL can reuse knowledge from other tasks to speed up
the search. In contrast, evolutionary algorithms have to search from afresh. Our work
is the rst to formulate client RL tuning for code optimisation as a MAB problem and
employs deep RL as a meta-solver.

Our meta-optimiser is a variant of the Asynchronous Advantage Actor Critic (A3C)
algorithm [204, 205]. A3C is a distributed algorithm, where multiple workers independ-
ently update a global value function - hence \asynchronous”. We chose this algorithm
because it has been shown to be e ective in other RL application domains [205] and
permits us to develop a parallel policy search engine. Speci cally, the meta-optimiser
consists of two RL models, anactor for computing an action based on observation and
a critic for estimating a reward value. In a nutshell, the actor is a policy RL that takes
as input the environment state and outputs the best action (a policy architecture in our
context). The actor essentially controls how the meta-optimiser chooses a candidate
client policy to try out. By contrast, the critic is value-based RL that evaluates the
action by adjusting its value function to estimate the maximum future reward based
on the historical observations obtained from training benchmarks. As time passes, the
actor is learning to produce better actions, and the critic is getting better at evaluating
those actions.

Like [205], we implement the actor and the critic using a stacked neural network
consisting of a ResNet CNN [206] that is followed by an LSTM RNN [31]. We use the
output of the LSTM to update the policy function of the actor and the value function
of the critic. Input to the actor model is a 1-dimensional history vector containing the
last 20 actions (policies) that the meta-optimiser has tested. Input to the critic model
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is a history vector plus a cumulative reward averaged across benchmarks, computed
using an Area under the Curve (AUC) function.

Client RL searching strategy. At each of the n trials, the meta-optimiser obtains
an action (i.e., a client policy architecture to test) from the actor model. The meta-
optimiser uses the user-provided measurement function to obtain the observation, which
is then used to compute the current reward. The current reward and the environment
state are passed to the critic model to update its value function. The value function
of the critic also estimates the future reward, which is given to the actor to update its
policy network. By default, the meta-optimiser runs each client RL for 50 exploration
steps during a trial to allow it to converge before taking the observation. We use
the 20 most recently chosen policy architectures as the state. We then measure the
area under the reward curve of the recently chosen 20 policies to compute the current
reward. After the meta-optimiser performs n trials on training benchmarks, we check
the latest 20 actions chosen by the actor. We then use the most frequently chosen policy
architecture as the outcome of the policy search. Our intuition is that the actor would
be more e cient in picking good policy architectures towards the end of the search
and would choose the optimal policy as the action more often. This search process
also implicitly models the learning time of a candidate client RL. A client RL is chosen
because it can learn quickly to give good results on training benchmarks within the
given time.

Failure during client RL search. In this work, we did not observe failure in com-
bining RL components in our case studies. When using a client RL, failures can happen

- the underlying compiler (driven by RL) may fail due to e.g., invalid combinations of
compiler ags or compiler bugs. These are automatically handled by RL which will
avoid trying these options in future iterations. Furthermore, while Supersonic could
miss an RL architecture that can be improved through ne-tuning, we have performed

a large-scale search on our case studies and did not observe this. This issue can also be
mitigated by performing RL-architecture search and parameter ne-tuning in a single
process.

Multi-task learning. If multiple optimisation tasks are de ned, we then use multi-
task learning (MTL) to nd an individual policy for each task given a total budget
of n trials. Supersonic provides a distributed, parallel meta-optimiser, building on
top of an open-source MTL framework [205]. For each optimisation task, it creates an
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Table 5.1: Example tunable parameters

Algorithms Parameters

Common param. Batch size for workers; Train batch size; Minibatch size; learning
rate

MCTS Dirichlet noise and epsilon; Puct coe cient; Simulation times;
Loss temperature

PPO Entropy coe cient; Adam optimiser step size; GAE estimator
parameter; Policy ratio clipping

DQN #atoms; Discrete supports; Adam epsilon; Clip gradients

Q-Learning Behavior Cloning Pretraining numbers; Q-Learning loss temper-

ature; Lagrangian threshold; Min Q weight multiplier

environment and assigns a meta-optimiser instance to the environment, so that client
RL search for di erent optimisation tasks can be performed in di erent, potentially
distributed environments. In our evaluation, we implement an execution environment

in a Docker container. Supersonic realises di erent environments and their associated
actors as parallel workers that can run on a single machine or multiple distributed
machines. An issue of using a standard MTL algorithm is that the learner is likely
to give more resources (e.g., #trials, time or machines) to tasks with higher rewards,
leading to unfair resource allocation among tasks. To address this issue, we use a
regularisation mechanism, similar to [207], by adding a normalisation layer to the actor
and the critic network.

5.3.4 Client RL Parameter Tuning

During the client RL search stage, Supersonic uses the default hyperparameter and
pre-trained models. After a client RL architecture is chosen, theSupersonic meta-
optimiser uses training benchmarks to ne-tune a set of common and algorithm-speci ¢
hyperparameters. EachSupersonic built-in DNN model also has a standard training
API. Therefore, the meta-optimiser also uses the measurements and observations gen-
erated during parameter tuning to ne-tune the relevant DNN models, e.g. for state
representation. Table 5.1 gives some of the example hyperparameters supported by
Supersonic . We note that the user does not need to explicitly supply these para-
meters because they are known tdSupersonic . Our parameter tuning method is a
parallel population-based training algorithm [208] from RLIib. Like client RL search,
the user can also specify how many trials can be spent on parameter tuning. Once
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the budget is used up, the best-found parameter setting is returned. Our evaluation
applies cross-validation to ensure the tuned RL is always tested on new, previously
unseen benchmarks.

5.3.5 Client RL Deployment

Finally, the tuned client RL is saved as serialised objects. The chosen hyperparameters
and action space are stored in JSON les.Supersonic provides APIs to load and reuse
the stored objects to optimise any new program. To apply a tuned RL,Supersonic
creates a session to apply a standard RL loop to optimise the input program by using
the chosen RL exploration algorithms to select an action for a given state. For example,
the state could be a vector recording the lasih compiler options added into the compiler
ags or a DNN (see also Section 5.5.5).

5.3.6 Measurement Engine

For a given optimisation option, the measurement engine invokes the user-suppliedin
function to compile and execute the program in the target environment. The user
function reports the result for each execution, which is stored in a result database im-
plemented using SQLLite. The database also holds information obtained during the
search, including the action history, reward, and execution outputs for each benchmark.
The client RL gathers the result of an action by querying the result database. Decoup-
ling the RL exploration and measurement allows the parallel execution of measurement
and the RL agent, possibly across di erent machines. Parallel execution can reduce
the measurement cost, which often dominates the auto-tuning process.

5.4 Experimental Methodology

We evaluate our approach by applying it to four code optimisation tasks and comparing

it against eight tuning methods, including hand-tuned RL solutions. Table 5.2 sum-
marises our evaluation setup, including the search space size and competing methods
for each case study. We note that the overhead of RL is dominated by gathering feed-
back from the environment through, e.g., compiling and executing the program. While
case studies 3 and 4 have a larger search space than case studies 1 and 2, obtaining
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Table 5.2: Case studies in our evaluation

Use cases #Bench. Competing Methods Search space
Cl1: Optimizating image 10 Halide master [198], auto- 7?27 7® 3
pipeline schedulers [199], HalideRL
[209], OpenTuner
C2: Neural network code 5 AutoTVM [200], 5 102 20 10°
optimisation Chameleon[202], Open-
Tuner
C3: Code size reduction 43  CompilerGym [15], Open- 12350 123150
Tuner
C4: Superoptimisation 40 STOKE [197], OpenTuner 9100;000  916;000;000
[201]

Table 5.3: Candidate state functions and reward functions

Case Studies: 1 2 3 4

Word2Vec [210]
Doc2vec [211] X X
CodeBert [30]
Manual features (e.g. LLVM IR represent- X
State func. ation from [212])
Action History
Hash of Action History X
Relative measure (e.g. speedup, code size X X
reduction ratio)
function output (e.g. tanh()) X X

Reward func.

feedback incurs lower overhead in case studies 3 and 4 compared to 1 and 2, leading to
an overall faster search time for case studies 3 and 4.

5.4.1 Case Study 1: Optimising Image Pipelines

The problem.  This task aims to improve the optimisation heuristic of the Halide
compiler framework for image processing [43]. A Halide program separates the ex-
pression of the computation kernels and the application processing pipeline from the
pipeline's schedule Here, the schedule de nes the order of execution and placement of
data on the hardware. The goal of this task is to automatically synthesise schedules to
minimise the execution time of the benchmark.

Methodology.  This task builds upon Halide version 10. Our evaluation uses ten
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Halide applications that have been heavily tested on the Halide compiler. We measure
the execution time of each benchmark when processing three image datasets provided
by the Halide benchmark suite. The benchmarks are optimised to run on a multi-core
CPU.

Competing methods.  We compareSupersonic against four prior methods designed
for optimising Halide schedules. These include two Halide built-in auto-scheduling
algorithms (Halide master [198] and auto-scheduler [199]), a hand-tuned RL method
(HalideRL) [209], and OpenTuner. We show speedups over Halide master.

Actions. Each Halide program comes with a scheduling template that de nes amn
stages schedule. We can apply optimisations like loop tiling and vectorisation to each
stage. We apply four actions to construct an-stage scheduling sequence. These include
adding or removing an optimisation to the stage and decreasing or increasing the value
(by one) of an enabled parameterised option.

5.4.2 Case Study 2: Neural Network Code Generation

The problem. This task targets DNN back-end code generation to nd a good sched-
ule. e.g., instruction orders and data placement, to reduce execution time on a multi-
core CPU.

Methodology. This study is conducted within the TVM compiler v 0.8 [44]. We use 5
CNN kernels where their schedule optimisation space is de ned by the TVM developer.

Competing methods. We compare our approach against four TVM built-in tun-
ing strategies, including random search, genetic algorithms, grid-based search and
XGBoost-based search. In addition to these, we also compare our approach to Open-
Tuner and Chameleon [202] - a recently proposed, hand-tuned RL method designed for
TVM. We show the improvement over the TVM compiler (TVMC) without schedule
optimisation.

Actions. Each TVM benchmark comes with a schedule template that de nes a set
of tuning knobs like loop tiling parameters. We consider four actions in this task:
adding or removing a knob to the schedule sequence, and decreasing or increasing the
parameter value (by one) of a parameterized knob in the optimisation sequence. The
number of tuning con gurations varies across benchmarks (Table 5.2).
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5.4.3 Case Study 3: Code Size Reduction

The problem. This task is concerned with determining the LLVM passes and their
order to minimise the code size.

Methodology.  Following the setup of CompilerGym, we compute the code size reduc-
tion by measuring the ratio of LLVM IR instruction count reduction over the LLVM -Oz
code size optimisation option. This metric is platform-independent and deterministic.
Note that the IR instruction count strongly correlates to the binary size - fewer in-
structions typically lead to a smaller binary. In this evaluation, we use 43 benchmarks:
23 from the CBench suite [213] and 20 single-source benchmarks from the LLVM test
suite [214].

Competing methods.  We compare our approach against OpenTuner and the Greedy
and Random search strategies for code size reduction implemented by CompilerGym.
The CompilerGym Greedy algorithm has a threshold, e, for controlling how often the
algorithm switches between random and greedy searches, with= 0 for a solely greedy
strategy and e = 1 for a purely random algorithm. We set e to 0.1, which produces
comparable results as CompilerGym developers reported on their platforms.

Actions. We consider all the 123 semantics-preserving passes of LLVM. The RL agent
determines which pass to be added into or removed from the current compiler pass
sequence. Note that the length of the compiler pass sequence is unbounded. An LLVM
pass can appear multiple times in the pass sequence and be inserted before or after any
pass.

5.4.4 Case Study 4: Superoptimisation

The problem. This classical compiler optimisation task nds a valid code sequence to
maximise the performance of a loop-free sequence of instructions [46, 203]. Superoptim-
isation is an expensive optimisation technique as the number of possible con gurations
grows exponentially as the instruction count to be optimised increases.

Methodology. In this task, we apply Supersonic to nd a client RL for STOKE,

the state-of-the-art superoptimiser [197]. Given a set of test cases consisting of input-
output pairs and a subset of x86-64 instructions, STOKE synthesises a program (at
the assembly code level) that uses these instructions and agrees with the test cases.
We use all the 25 benchmarks from the STOKE Hacker dataset. Additionally, we also

72



5.4 Experimental Methodology

extract 15 loop-free and frequently-executed functions from SPEC CPU 2017 and the
LLVM test suite, 10 from SPEC and 5 from the LLVM test suite. The seed input to the
performance tuner is the assembly code generated by compiling the C code with the -O0
compiler option. We use STOKE's mutation engine to modify the target instructions
and its equivalent testing method to verify if the transformed code satis es the test
cases. We also manually verify the correctness of the best-performing version found by
each method.

Competing methods.  We compare Supersonic to the Markov Chain Monte Carlo-
based STOKE search technique and OpenTuner. We test all schemes on LLVM and
GCC and use -O3 as the baseline.As noted in the STOKE document, the STOKE
implementation is not mature enough to improve -O3 code However, as we will show
later, Supersonic can deliver noticeable improvement over -O3 on certain test cases,
demonstrating the potential of auto-tuning techniques.

Actions. We consider all the instruction-level transformations supported by STOKE.
These include replacing the opcode and operand of an instruction as well as inserting,
replacing and swapping instructions.

5.4.5 Client RL Architecture Search Space

We consider all the Supersonic -supported RL algorithms when searching the client
RL. Supersonic chooses to use PPO for code size reduction and MCTS for the other
three tasks. Table 5.3 lists the state and reward functions considered in each task, where
we highlight the Supersonic chosen function using a check mark. As can be seen from
the table, no RL algorithm dominates our case studies - the best algorithm depends on
the optimisation task. However, the Supersonic-chosen RL algorithm generalises well
to input test programs of an optimisation task.

5.4.6 Hardware and Software Platforms

For case studies 1, 2 and 4, we use two multi-core servers to evaluate the resulting
code. The rst server has 2x 26-core Intel Xeon 8179M CPU running at 2.40GHz,
and the second server has 2x 32-core AMD EPYC 7532 CPU at 2.4GHz. Both servers
have 128GB of RAM and run Ubuntu 20.04 with Linux kernel v5.4. In our evaluation,
we run the Supersonic meta-optimiser on the AMD server and use the chosen client
RL to optimise the target task on both machines. We run the relevant deep learning
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models on an NVIDIA RTX 2080 Ti GPU. We use LLVM v10 as the backend compiler
to generate the executable binary in our evaluation. For superoptimization, we also
test our approach on GCC v11.2.

5.4.7 Performance Report

Cross-validation. We use 3-fold cross-validation to evaluate our approach. This
means we partition the benchmarks into three groups (folds). We perform client RL
search and tuning on two folds of the benchmarks and then test the tuned RL architec-
ture on the remaining benchmarks. We repeat this procedure three times to test each
of the three folds in turn. Unless stated otherwise, we exclude the time spent on client
RL search and tuning from the overhead of deployment-time performance optimisation,
because client RL search and tuning is ane-o0 cost performed o ine. This cost is
incurred only once during training, and the tuned RL architecture can then be applied
to many new programs without repeating the tuning-search overhead. Howeverywe
give the same amount of search timel/iterations for all methods when optimising a test
program.

Runtime measurement. To measure the runtime of the resulting binary, we run
each benchmark at least 100 times on an unloaded machine. For each benchmark, we
also compute the 95% con dence interval bound and increase the number of pro ling
runs if the interval is greater than 2%. We report the geometric mean across runs. We
also show the performance variances across benchmarks, compilers and cross-validation
settings as min-max bars on the diagram.

Client RL search. In our evaluation, we apply MTL to perform RL search for all
four optimisation tasks simultaneously on a single server, with a total search budget of
100 trials.

5.5 Experimental Results

In this section, we rst present the case study results, nding that Supersonic out-
performs hand-crafted strategies in each task. We then provide an analysis dduper-
sonic 's working mechanisms, showingsupersonic can accelerate the deployment-time
search by 1.75x. Note that the tuning time is proportional to the number of tuning
iterations, but the tuning time per iteration can vary between evaluated methods. Spe-
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(@)

(b)

Figure 5.3: Performance to expert-tuned Halide schedules under di erent search time
(a) and iteration (b) constraints. Supersonic gives the overall best performance than
other auto-tuning methods.

ci cally, the Supersonic -chosen client RL can perform, on average, 1, 3, 24 and 10
search iterations per second for case studies 1, 2, 3 and 4, respectively, on our evaluation
platforms.

5.5.1 Case Study 1: Optimizing Image Pipelines

Figure 5.3 reports speedup over the Halide master scheduler [198Fupersonic gives
noticeable performance improvement on the AMD platform. It also manifests larger
advantages when the search time is limited. On certain benchmarksSupersonic is
able to give over 11x speedup with a correctly optimised code. The tree-based auto-
scheduler gives a high speedup of over 10x for a single benchmark, but it has a lower
mean performance improvement across benchmarks compared tupersonic . On
average,Supersonic delivers a 1.5x improvement over HalideRL, a manually tuned RL
strategy. Note that HalideRL uses PPO as the exploration algorithm and the sequence
of already applied schedules as the state function. By contrastSupersonic determines
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(@)

(b)

Figure 5.4. Speedup for DNN code generation under dierent search time (a) and
iteration (b) constraints. The min-max bar shows the range across benchmarks.Su-
personic outperforms all competing methods on both platforms.

that for this task, using MCTS as the exploration algorithm and a hash function of
the applied schedules as the state function is better than HalideRL. MCTS compares
complete schedules through simulations and looks ahead before making intermediate
scheduling optimisations, leading to a better result. Overall, Supersonic outperforms
all alternative search techniques on all but two benchmarks on both platforms.

5.5.2 Case Study 2: Neural Network Code Generation

Figure 5.4 reports the performance improvement over the default schedules. RL-based
methods (Chameleon andSupersonic ) can generate better code than TVM's evolu-
tionary or predictive modelling-based search techniques. While random and grid-based
search can signi cantly improve one benchmark (the top point of their min-max), their
performance is not robust and can give poor performance for other benchmarks. By
contrast, Supersonic delivers more robust performance by giving no slowdown on the
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