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Adversarial Training
Community-Acquired Pneumonia
Canadian Institute For Advanced Research [5]
Convolutional Neural Network
Coronavirus Disease 2019

Central Processing Unit

Computed Tomography

Computer Vision

Carlini & Wagner [6]

Digital Imaging and Communications in Medicine
Discrete Wavelet Transform

Deep Neural Network

Fast Gradient Sign Method [7]

Feature Squeezing

Gradients Modelling-Based Neutralisation
Graphics Processing Unit

Histogram of Oriented Gradients
Hounsfield Units

Intersection over Union

Joint Photographic Experts Group
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Abbreviation Definition

MAE Mean Absolute Error

MED Maximum Element-wise Difference
ML Machine Learning

MNIST Modified National Institute of Standards and Technology [8]
MRI Magnetic Resonance Imaging

NLP Natural Language Processing

PGD Projected Gradient Descent [9]
RGB Red, Green, Blue

ROI Region-of-Interest

SGD Stochastic Gradient Descent

SIFT Scale-Invariant Feature Transform
SQ Scalar Quantisation

SF Spatial Filtering

SURF Speeded-Up Robust Features

VGG Visual Geometry Group [10]

WSN Wavelet Scattering Network [11]
YOLO You Only Look Once
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Abstract

Deep neural networks (DNNs) have achieved remarkable success across a range
of real-world artificial intelligence applications. However, their vulnerability to
adversarial examples poses a critical challenge, undermining their reliability
and safety in domains such as autonomous driving, security, and medical
imaging. Understanding and mitigating this vulnerability remain difficult due
to the inherent complexity of DNN models. This thesis presents three key
contributions towards improving adversarial robustness. First, we propose
a Gradient Modelling-Based Neutralisation (GMBN) pre-processing defence,
which leverages the statistical characteristics of DNN gradients to suppress
adversarial perturbations. This approach enhances robust accuracy and
consistently outperforms conventional pre-processing methods. Second, we
introduce a Hybrid Wavelet Scattering and DNN Feature Network, which fuses
stable hand-crafted features with deep features to improve resilience against
attacks. This method achieves competitive clean accuracy and substantially
better robustness on both natural and medical imaging datasets. Third, we
develop the Adversarial Awareness Score (AAS), enabling the detection of ad-
versarial and corrupted inputs and guiding Jacobian regularisation for robust
model training. This approach improves detection performance and model
generalisation under a range of adversarial scenarios. Experimental results
demonstrate that the proposed methods achieve superior robustness against
diverse attacks while maintaining strong clean accuracy. The thesis provides
actionable insights into the underlying causes of adversarial vulnerability and
contributes practical, reproducible strategies for deploying trustworthy deep
learning in safety-critical applications.
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Chapter 1
Introduction

Over the past decade, deep neural networks (DNNs) have achieved unpre-
cedented performance across a wide range of real-world applications [12].
In image classification, models like AlexNet [13], VGGNet [10], ResNet [14],
EfficientNet [15], etc., have outperformed human-level accuracy [16, 17, 18]
on challenging datasets such as ImageNet [19], laying the foundation for
applications ranging from facial recognition [20, 21, 22, 23, 24] to content
moderation [25, 26, 27]. In autonomous driving, deep learning-powered per-
ception systems enable vehicles to interpret complex driving environments.
Pioneering works, such as You Only Look Once (YOLO) for object detection [28],
PointNet for 3D point cloud processing [29], and Tesla’s autopilot systems [30],
have significantly advanced self-driving technology. In medical imaging, convo-
lutional neural networks (CNNs) have achieved breakthrough accuracy in tasks
like tumour detection, organ segmentation, and disease diagnosis. Notable
contributions include U-Net for biomedical image segmentation [31], CheXNet
for pneumonia detection [32], and Google’s retinal disease detection frame-
work [33]. Similarly, speech recognition systems have reached new heights of
performance with the integration of DNNs. WaveNet [34], Deep Speech [35],
and LAS (Listen, Attend and Spell) [36] are examples of architectures that
have demonstrated remarkable improvements in recognising human speech.
These advances have been critical for applications like virtual assistants, auto-
mated transcription, and accessibility tools. Beyond these domains, deep
learning continues to foster innovations in robotics [37], natural language
processing [38, 39], and other modern real-world artificial intelligence applica-
tions.
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Original Image Adversarial Image (Epsilon = 10)
Perturbation

Class: great white shark

Fast Gradient Sign Method (FGSM [40]) attack on ResNet-50. The clean image of a Great White
Sharlk (left) is misclassified as “Puffer” (right) after adding imperceptible perturbations (e = 10).
The perturbation pattern is shown in the middle, with a constant % added to enhance visibility.

Original Image Adversarial Image (Epsilon = 10)
Class: great white shark Perturbation Class: robin
) T ; : irs

Projected Gradient Descent (PGD [9]) attack on ResNet-50. The same clean image (left) is mis-
classified as “Robin” (right) when attacked with PGD (e = 10, steps=20). The more sophisticated
perturbation pattern (middle) results from iterative optimisation, with a constant % added to
enhance visibility.

Figure 1.1: Demonstration of adversarial attacks on deep neural
networks. Both FGSM and PGD successfully fool the ResNet-50 model
with imperceptible perturbations but show diff erent characteristics in
their attack patterns.

However, Szegedy et al. [41, 7] revealed that existing deep neural networks
(DNNSs) can be vulnerable to intentionally fabricated perturbations added to
images, even though the perturbations are imperceptible to human eyes. The
forged perturbed image that causes the DNN to make a false prediction is
called an "Adversarial Example" (see Figure 1.1). This vulnerability of DNNs
has been demonstrated to cause various security and privacy threats in many
real-world scenarios such as autonomous driving [42, 43, 44, 45, 46], medical
imaging [47, 48, 49, 50], automatic speech recognition [51, 52, 53] and many
other physical world Al applications [54, 55, 56, 57, 1]. Examples of adversarial
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Figure 1.2: Examples of deep learning applications vulnerable to
adversarial attacks: (1) Physical World [1], (2) Autonomous Driving [2],
(3) Medical imaging [3].

examples in real-world applications are presented in Figure 1.2; autonomous
vehicles may misinterpret traffic signs, potentially causing accidents; medical
diagnosis systems could make incorrect assessments of patient conditions.

1.1 Motivation

Adversarial examples considerably downgrade trust in Al systems by challen-
ging their reliability and robustness in real-world applications. They expose
fundamental vulnerabilities in DNNs, necessitating more secure and inter-
pretable models. By tackling this challenge, researchers aim to enhance the
trustworthiness and safety of Al systems whilst pushing the boundaries of
machine learning robustness and generalisation, which has triggered combat
between adversarial attacks [41, 58, 6, 9, 59, 60, 61, 62, 63] and defence
methods [41, 64, 1, 61, 65, 66, 62, 67]. Generally, the attacking methods
focus on algorithms that efficiently construct adversarial images to fool neural
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networks, whilst the defending methods mainly target building robust DNNs
against adversarial examples. Unfortunately, so far, no defence method has
proven thoroughly effective and robust against all adversarial attacks, as it is
impractical to perform a complete and convincing evaluation of adversarial
robustness [68, 69, 70]. Thus, the “arms race” between adversarial attacks
and defences remains unconducive without explicitly identifying the real root
cause of the existence of adversarial examples. However, making DNNs robust
against adversarial examples presents several critical challenges:

1. Understanding Adversarial Vulnerability Mechanisms
One of the major challenges is understanding why DNNs are vulnerable
to adversarial examples. Whilst various theories have been proposed,
from decision boundary proximity to non-robust feature learning, a com-
prehensive understanding remains elusive. This understanding is crucial
for developing effective defence mechanisms.

2. Real-world Applicability
Many existing defence methods work well in controlled settings but fail
when applied to real-world scenarios. The challenge lies in developing
defence mechanisms that can handle the complexity and variability of
real-world adversarial attacks whilst maintaining model performance on
clean images.

3. Computational Scalability and Efficiency
Robust training methods often require significant computational re-
sources and training time. Developing efficient defence mechanisms
that can be practically implemented in real-world applications remains a
significant challenge.

4. Generalisation to Different Attacks
Whilst adversarial examples have been extensively studied, no estab-
lished solution fully addresses their impact across different applications
and deployment scenarios. Most defence methods are merely effective
for specific types of attacks under limited and controlled configurations
on small-scale datasets. These methods are often not thoroughly val-
idated on real-world, large-scale datasets, making them impractical for
implementation in real-world systems.
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1.2 Research Objectives

This thesis addresses the fundamental challenge of adversarial vulnerability in
deep neural networks through a multi-layered defence strategy. The primary
objectives are:

1. Theoretical Understanding: Develop new insights into the root causes
of adversarial vulnerability through gradient characterisation and feature
robustness analysis.

2. Comprehensive Defence Framework: Create complementary defence
mechanisms operating at preprocessing, architectural, and training levels
of the DNN pipeline.

3. Practical Robustness Enhancement: Design scalable solutions that
maintain model performance whilst significantly improving adversarial
robustness across diverse applications.

4. Real-World Validation: Demonstrate effectiveness across varied scen-
arios, including large-scale image classification and critical medical ima-
ging applications.

1.3 Main Contributions

1. In Chapter 3, we introduce a novel theoretical framework based on DNN
gradient characterisation using probability distributions. We demonstrate
that adversarial vulnerability stems from DNN sensitivity to specific noise
types and propose GMBN (Gradient-Modelling Based Neutralisation).
This preprocessing defence generates counter-perturbations to neutralise
adversarial effects.

2. In Chapter 4, we present a comprehensive feature robustness analysis
revealing that hand-crafted features, particularly Wavelet Scattering Net-
works (WSN), exhibit superior robustness compared to DNN-learnt fea-
tures. Based on this insight, we develop hybrid WSN-ResNet architectures
and ROI-Aware 3D ResNet for medical imaging, both achieving enhanced
robustness through robust feature integration.
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3. Chapter 5 introduces the Adversarial Awareness Score (AAS) framework
for quantifying adversarial likelihood through feature robustness dispar-
ity. We develop both a practical detection system and an adaptive training
regularisation method that dynamically adjusts based on real-time ad-
versarial awareness during model training.

1.3.1 Research Novelty

The research presented in this thesis advances the field of adversarial machine
learning through several novel contributions that distinguish it from existing
work:

1. A New Understanding of DNN Gradients in the Adversarial Context:
Unlike existing methods that focus on decision boundary geometry, our
work provides the first comprehensive characterisation of DNN gradients
using probability distributions. Our preprocessing-based approach rep-
resents the first method to neutralise adversarial perturbations through
gradient analysis, eliminating the need for model retraining.

2. Identifying Robust Hand-Crafted Features to Enhance Adversarial Ro-
bustness: We present the first systematic empirical comparison between
hand-crafted and DNN-learned features for adversarial robustness. Our
hybrid architectural approach uniquely leverages the complementary
strengths of both feature types, with modifications of the DNNs’ architec-
tures specifically integrating feature robustness characteristics.

3. Evaluating Adversarial Awareness and Its Impact on Robustness
Enhancement: Our quantisation-based detection method differs from
existing approaches by utilising feature robustness characteristics rather
than statistical anomalies. Most significantly, our adversarial awareness
score represents the first regularisation technique that adaptively adjusts
training based on real-time adversarial detection, contrasting with fixed-
schedule methods.

These contributions collectively provide a multi-layered defence strategy
that addresses adversarial vulnerability from preprocessing through architec-
tural design to training dynamics, offering a more comprehensive approach
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than existing defence methods. Note that this progression allows us to exam-
ine adversarial examples from increasingly fundamental perspectives—{rom
external perturbations to feature representations to training dynamics, whilst
developing corresponding defensive strategies at each level.

1.4 Outline

Characterisation of DNN gradients
4 EXTERNAL

GMBN (Neutralises Adv Perturbation)
Chapter 3
Hypotheses of [ [ ——— R
AE Causes Robust Feature Robustness Analysis
OBUSE "2 WSN Hybrid Network
Features
ROI-Aware 3D ResNet
Chapter 4
. INTERNAL <
Model AAS \falid?tiun
Deficits AE Detection
AAS for Model Regularisation
Chapter 5

~

Figure 1.3: Conceptual framework illustrating the thesis structure,
based on two core hypotheses regarding adversarial example (AE)
causes. The framework branches into two pathways: External factors
(cyan), attributing vulnerability to exploitable noise patterns, leading to
gradient characterisation and Gradient Modelling-Based Neutralisation
(GMBN) defence development; and Internal factors (orange), attrib-
uting vulnerability to intrinsic DNN limitations. The latter comprises:
(1) Robust Features—addressing weak feature learning through hybrid
networks and ROI-aware architectures; and (2) Model Deficits—tackling
architectural shortcomings via Adversarial Awareness Score validation,
detection, and guided regularisation. This structure underpins sys-
tematic investigation of complementary defence strategies, with each
pathway targeting distinct aspects of adversarial vulnerability.

The thesis is organised as follows:
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Chapter 2 introduces notations and preliminaries of this work in Section 2.1
and provides a detailed and well-categorised literature review of the existing
work in the context of adversarial examples in deep learning in Section 2.2.

Chapter 3 presents our theoretical framework for gradient characterisation
and its applications in developing both attack and defence methodologies.
Section 3.1.1 describes our hypotheses on the existence of AEs such that
adversarial perturbation is a type of external noise; Section 3.2 experimentally
validates our hypotheses; Section 3.3 introduces our preprocessing-based
method against AEs regarding our hypotheses and the overall performance of
the proposed defence method. Section 3.2.4 evaluates the performance of the
proposed defence strategy in different real-world scenarios.

Chapter 4 explores feature robustness and introduces hybrid architectural
solutions for enhancing model security. Section 4.2 elaborates our second
hypothesis on the existence of AEs and validates it experimentally. Section 4.3
employs the findings and introduces an architectural modification method
of the DNNs to improve the models’ inherent robustness against adversarial
attacks. Section 4.4 introduces another architectural modification method to
improve models’ inherent robustness, specifically for medical imaging scen-
arios.

Chapter 5 describes our comprehensive detection and defence framework
based on the Adversarial Awareness Score. Section 5.2 introduces a robust
feature-based technique to quantify the awareness of adversarial examples,
and then it is experimentally validated. Section 5.3 develops a detection
method to distinguish adversarial examples from clean images effectively.
Section 5.4 introduces a combined approach that uses adversarial awareness
as a factor to regularise the models via adversarial training, thus improving
the models’ inherent robustness against attacks.

Chapter 6 concludes with a summary of our findings in Section 6.1, com-
pares the significance and feasibility of each contribution in Section 6.2, and
their implications for future research in Section 6.3.

This PhD research advances both empirical understanding and practical
capabilities in defending deep learning systems against adversarial attacks.
The methodologies developed herein provide concrete steps towards more
secure and reliable deep learning systems for critical Al applications.

It is noteworthy that Figure 1.3 presents the conceptual framework under-
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pinning this thesis, illustrating how our investigation of adversarial examples
branches from two fundamental hypotheses about their causes: external
factors and internal factors, into three technical chapters, each addressing
specific aspects through targeted defence strategies. This hierarchical organ-
isation ensures systematic coverage of the adversarial robustness challenge
from multiple complementary perspectives.

1.5 Publications

The work presented in this thesis has resulted in the following publications:

Published

1. S. Xue and C. Abhayaratne, "Covid-19 diagnostic using 3D deep transfer
learning for classification of volumetric CT scans," in Proc. IEEE ICASSP,
2021, pp. 1055-1059. [71]

2. S. Xue and C. Abhayaratne, "Region-of-interest aware 3D ResNet for
classification of COVID-19 CT scans," IEEE Access, vol. 11, pp. 26883-
26895, 2023. [72]

Under Review

3. S. Xue and C. Abhayaratne, "Validating the adversarial robustness of
hand-crafted features and their role in defending adversarial examples,"
IEEE Access, submitted June 2025.

4. S.Xue and C. Abhayaratne, "Deep neural networks in adversarial contexts:
utilising new insights to neutralise adversarial perturbation," IEEE Trans.
Neural Netw. Learn. Syst., submitted July 2025.

The thesis chapters correspond directly to published research contributions.
Chapter 3 presents the work from publication 4, whilst Chapter 4 synthesises
findings from three publications: 1, 2, and 3. Chapter 5 further develops the
hand-crafted features research from publication 3, focusing on robustness and
adversarial considerations. Noticeably, at the time of completing this revised
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thesis on 11th July 2025, publications 3 and 4 were under review with their
respective journals. For the most current publication status and any future
publications arising from this research, readers are directed to the author’s
GitHub repository.
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Chapter 2
Literature Review

Adversarial robustness has emerged as a critical research area in deep learn-
ing due to the vulnerability of deep neural networks (DNNs) to adversarial
attacks. These vulnerabilities compromise the reliability of DNNs in safety-
critical applications, thereby necessitating robust solutions. This chapter
provides a comprehensive review of existing works that focus exclusively on
adversarial examples, categorised into adversarial attack mechanisms, de-
fence methods, and theoretical foundations that address the root causes of
adversarial vulnerabilities.

2.1 Notations and Preliminaries

This section establishes the mathematical foundations necessary for under-
standing adversarial examples in deep learning. We begin by defining the
notation used throughout this thesis, followed by a formal description of deep
neural networks and the process of generating adversarial examples.

2.1.1 Notations

For clarity and precision, the mathematical notation used throughout this
thesis is defined in Table 2.1.
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Table 2.1: Mathematical Notation Used in This Worlk

Notation Description

X The set of training data.
Yy Output space (set of possible class labels).
D The deep neural network.
. An image from the training data,
typically a 3D matrix where pixel values are integers in the range [0, 255].
r The adversarial perturbation, which is a 3D matrix with the same dimensions as z.
x The adversarial example, generated by adding the perturbation r to z.

The categorical class label, generated by one-hot decoding the output probability vector.
A hyperparameter that controls the scale of the perturbation.

Loss function.

The loss function used to train the deep neural network.

The gradient of the loss function £(x,y) with respect to the input image x.

Gradient with respect to parameters 6.

44 e
N

T

S

>

2.1.2 Preliminaries

We begin by explaining the problem from a mathematical perspective. For a
given pre-trained DNN, D, : X — ), the model can be regarded as a mapping
from input data X to an output vector Y = {1,2,..., k}, where k is the number
of classes. The parameter ¢ denotes the model’s learnable parameters (i.e.,
convolutional filter sizes, weights, biases, etc.), which are typically optimised
during training.

The loss function of the model is denoted as L£(Dy(z;),y;), where z; is an
input image and y; is the numerical label. Conventionally, training a DNN
is framed as an optimisation problem that minimises the average loss over
the training set {z; € X,y; € Y},i =1,2,...,m, where m is the total number of
training images:

S
minimise — Z L(Dy(x;),y;), (2.1)

0
=1

This optimisation problem is typically solved using gradient descent, where

the first-order gradients V,L(Dy(z;),y;) are computed and used to update ¢ in

each epoch until convergence. The parameter update rule during training is

given by:
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60— % ; VoL(Dy(:), y:), (2.2)
where « is the learning rate (step size) and 55 denotes a mini-batch sampled from
the training set. The gradient is critical in computing adversarial perturbations,
as it significantly influences the loss function.

2.1.3 Constructing Adversarial Examples

The logic behind constructing an adversarial example is straightforward. Con-
sider an input image x, predicted by the DNN D, with label y. The objective
of an adversarial attack is to induce misclassification by increasing the loss
associated with the correct class label. A common approach is to add a per-
turbation ¢ to z. Let the original loss be £, = £L(Dy(z),y), and the loss after
perturbation be L., = L(Dy(x + 9),y). The problem is then framed as:

find such that L., > Lo, (2.3)

|I8][p<e

where ||0||, denotes the ¢, norm (typically ¢, or /) of the perturbation, and e
controls its magnitude. When L., is sufficiently greater than £,, the network’s
prediction may be diverted to another label y' € ). Thus, an adversarial
example ' = x + § is successfully generated, as shown below:

y = argmax(Fy(x +9)); o #v. (2.4)

2.1.4 Computing Adversarial Perturbation

As described in Equation (2.2), a DNN is optimised using gradient descent.
Therefore, a natural strategy to construct adversarial examples is to reverse
this process by ascending the gradient. The perturbation r can be computed
as:

r = asign(VeL(Do(2'),y)), (2.5)

where o controls the step size. However, since adversarial perturbations are
typically expected to be imperceptible to humans, the perturbation » must be
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small. Hence, the constraint ||r||, < ¢ is applied before adding r to x.

It is important to note that this process represents the fundamental prin-
ciple for crafting adversarial examples—namely, maximising the likelihood
of misclassification in the target model. Nonetheless, practical adversarial
attacks may differ in various aspects, which are discussed in the following

section.

2.2 Related Work

This section reviews the existing literature on adversarial attacks and defence
methods.

2.2.1 Adversarial Attacks

This subsection comprehensively reviews established adversarial attack meth-
ods, analysing their mechanisms and mathematical foundations using the
notation defined previously. A brief comparison of the adversarial attack
methods reviewed in this section is presented in Table 2.2 to provide a clear
overview of their characteristics and computational requirements.

Fast Gradient Sign Method (FGSM) [7, 41]. FGSM is one of the earliest and
most fundamental adversarial attacks. It generates adversarial examples in
a single step by following the gradient of the loss function. Given an input
image x and its corresponding true label y, FGSM constructs the adversarial

example 2’ as:

' =1x+e-sign(V,.L(Dy(z),y)), (2.6)

where ¢ controls the magnitude of the perturbation. This method exploits
the linearity of deep networks in high-dimensional spaces by shifting input
features in the direction that maximises the loss.

Projected Gradient Descent (PGD) [9]. PGD can be viewed as a multi-step
variant of FGSM, performing iterative optimisation. Starting from the original
image 2(*) = z, PGD updates the adversarial example as follows:
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Table 2.2: A brief comparison of the adversarial attack methods re-
viewed in this section.

Attack Method Knowledge Mechanism Computational Overhead
FGSM [41] White-Box  Gradient Low
PGD [9] White-Box  Iterative High
C&W [6] White-Box  Gradient High
DeepFool [58] White-Box  Iterative Moderate
MIM [73] White-Box  Gradient Moderate
One Pixel [74] Black-Box Metaheuristic High
APGDt [59] White-Box  Iterative High
JSMA [60] White-Box  Greedy Moderate
Square Attack [75] Black-Box Iterative Moderate
Perceptual [76] White-Box  Gradient High
AutoAttack++ [77] Grey-Box Gradient High
Patch-Wise [78] Black-Box Greedy Low
Distribution-Aware [79] Black-Box Gradient High
Frequency-Tuned [80] White-Box  Gradient Low
Adaptive Boundary [81] White-Box  Iterative High
Transferable Mixture [82] Black-Box Gradient High

Mechanism definitions:

Gradient — uses gradients of the model’s loss function with respect to the input to craft
perturbations. Iterative — applies multiple steps of gradient-based updates to refine the
adversarial example gradually. Metaheuristic — uses gradient-free optimisation strategies
such as genetic algorithms or evolutionary methods to search for adversarial examples
based only on model outputs. These are especially useful in black-box settings. Greedy -
makes locally optimal changes to the input in a step-by-step manner based on immediate
effectiveness, without full optimisation.
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e =11, ¢ (l’(t) + o - sign(V,L(Dy (), Y)) . @.7)

where I, s denotes the projection onto the allowed perturbation set S (typically
an /,, ball of radius ¢ centred at z), and « is the step size. PGD performs T
iterations to obtain a stronger adversarial example.

Carlini & Wagner (C&W) Attack [6]. The C&W attack formulates adversarial
example generation as an optimisation problem:

minimises |62 + ¢ - f(z + ), (2.8)

subject to = + ¢ € [0, 1]", (2.9)

where f(2) is an objective function ensuring misclassification:

f(z') = max (maX{Z(x’)i} — Z2(2),, —/f) , (2.10)

i#t
Here, Z(2') represents the logits (pre-softmax outputs), ¢ is the target class,
and x controls the confidence margin. The parameter ¢ balances the trade-off
between perturbation magnitude and attack success.

DeepFool [58]. DeepFool iteratively approximates the decision boundary using
a linearisation technique. For a binary classifier, the perturbation at iteration

1 1is:
f (i)
ri=———"—-=Vf(x;), (2.11)
A
and the update step is:
Tit1 = T; + T4, (2.12)

This process is repeated until the perturbed image crosses the decision bound-
ary, resulting in misclassification.

Momentum Iterative Method (MIM) [73]. MIM integrates momentum into
the iterative gradient-based attack process to stabilise the update direction
and escape poor local optima. The update is defined as:
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Vx‘C(DG (x(t))a y)

Vo L(Dg(x®), 1)1’ (2.13)

Jt+1 = [ Gt +

20D — 20 4 o sign(gi), (2.14)

where p is the momentum decay factor, and ¢; accumulates the velocity vector
in the gradient direction.

One Pixel Attack [74]. This attack uniquely modifies only a single pixel using
differential evolution to optimise the pixel’s location and RGB values. The
objective is formulated as:

minimise, . L(Dg(zpc),Y), (2.15)

where p denotes the pixel position and c its colour values. The perturbed image
x, . differs from z only at position p.

Auto-PGD (APGDt) [59]. APGDt extends PGD by incorporating automatic
step-size adjustment and momentum restarts. For a target class ¢, the loss is
defined as:

Lapcoi(z') = Z(2"), — I?;ZX Z(x")i, (2.16)
and the update step is:
2 = pys (29 + 5 - sign(gy)) (2.17)

where v, is an adaptive step size that evolves based on the loss trajectory:

v - (1 +«) if improved in last w steps,
V1 = (2.18)
7+ (1 —«) otherwise.
Jacobian-based Saliency Map Attack (JSMA) [60]. JSMA selectively perturbs
features by computing the Jacobian matrix of the network. The saliency map

S(z,t) for target class ¢ is defined as:

0 if 22 < 0or Y., 2 >0,

S(z,t)[i] =
%Z;Lt ‘E];ét 8a:

, (2.19)
otherwise
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The attack modifies pixels with the highest saliency scores:

r; = min(max(x; + 6,0),1), (2.20)

where 6 is the perturbation magnitude.
Square Attack [75]. This is a gradient-free method employing random search
with square-shaped updates. It iteratively perturbs square patches:

Y =T, s(z® + 6, - M,), (2.21)

where M, is a randomly selected square mask, and ¢; is the perturbation
magnitude.

Perceptual Attack [76]. This method optimises perturbations in the percep-
tual CIELAB colour space:

minimises||0||Lap  subject to Dy(x + ) # vy, (2.22)
where || - |41 measures perceptual difference.
AutoAttack++ [77]. An ensemble-based attack that dynamically adjusts its
strategy:
K
¥ = arg max w;Li(Dy(2),y), (2.23)

o’ —z|p,<e
o' =alip<e &

where w; are learnable weights and £; are different loss components.
Patch-Wise Attack [78]. This method decomposes the image into patches
and optimises each independently:

T, = x, + arg nax L(Dg(z’, U, Uzsy),y), (2.24)

where p denotes the patch index.
Distribution-Aware Attack [79]. This method models the distribution of
effective perturbations:

0~ qs(w,y) = N(ps(x), 04(x)), (2.25)

where ¢ are learnable parameters.
Frequency-Tuned Attack [80]. This method operates in the frequency domain
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using the Fourier transform:

v =1+ F Ya® F(V.L(Dy(x),y))), (2.26)

where F denotes the Fourier transform and « are frequency weights.
Adaptive Boundary Attack [81]. This method iteratively refines perturbations
along the decision boundary:

where Vj estimates the normal direction of the decision boundary.
Transferable Mixture Attack [82]. This approach combines multiple perturb-
ation patterns into a weighted mixture:

M
¥ =x4) A, (2.28)
=1

where r; are perturbation bases and ); are learnable coefficients.

Each of the above methods represents a distinct approach to generating
adversarial examples, offering different trade-offs between attack success rate,
perturbation sparsity, perceptibility, and computational cost.

2.2.2 Summary of Adversarial Attacks

Based on their access to model gradients, the reviewed adversarial attacks
can be categorised into two main classes:

Gradient-Based Attacks. These attacks, also known as white-box attacks,
directly utilise the model’s gradient information V,L(Dy(z),y) to construct
adversarial perturbations. They typically aim to solve the following optimisation
problem:

ma;dmise”(;HpSEC(Dg(:B + 5), y) (2.29)

This category includes several well-established methods. FGSM employs the
sign of the gradient for a single-step perturbation. PGD and APGDt perform
iterative optimisation using projected gradients. DeepFool approximates de-
cision boundaries via local gradients. MIM introduces momentum into the
gradient update. The C&W attack solves a constrained optimisation problem
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using precise gradient information. When full access to the model is available,
these attacks typically achieve high success rates, as they can accurately
compute the optimal perturbation direction.

Gradient-Estimation Attacks. Also known as black-box attacks, these meth-
ods do not rely on direct access to model gradients. Instead, they estimate
gradient information using various techniques, such as:

Vo L(Dg(2),y) =~ Esp[L(Dy(x + 6),y) - 4. (2.30)

Representative methods in this category include the Square Attack, which
performs random search using square-shaped updates; the One Pixel Attack,
which leverages differential evolution to modify a single pixel; and the Patch-
Wise Attack, which perturbs localised regions to estimate gradients. The
Distribution-Aware Attack learns the distribution of effective perturbations,
while the Transferable Mixture Attack combines multiple perturbation pat-
terns to enhance transferability. The Frequency-Tuned Attack operates in the
frequency domain to estimate impactful perturbations.

Despite differing in gradient accessibility, both categories share the common
objective of identifying minimal perturbations that cause misclassification:

5* = arg ming {[8], - Da(a + ) £y, 5], < e} (2.31)

The key distinction lies in their optimisation strategies: gradient-based attacks
directly solve the objective using true gradients, whereas gradient-estimation
attacks rely on approximations. The choice between these approaches is often
guided by the practical constraints of the attack scenario, such as model
accessibility, computational cost, and required success rate.

2.2.3 Review of Defence Methods

This section comprehensively reviews influential defence strategies against ad-
versarial attacks, analysing their mechanisms and mathematical foundations
using the established notation. Table 2.3 summarises the defence methods
discussed in this section, offering a concise reference for their applicability
and overhead.
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Table 2.3: A brief comparison of the adversarial defence methods

reviewed in this section.

Defence Method Computational Effective Mechanism
Overhead Against
Min-Max AT [83] High White-Box Adversarial training
TRADES [84] High White-Box Regularisation-based
adversarial training
Defensive Distillation [64] Moderate White-Box Knowledge distillation
Feature Denoising [85] Low White-Box Feature purification
Gradient Regularisation [86] Moderate White-Box Gradient smoothing
ALP [87] High White-Box Logit pairing for
adversarial robustness
Ensemble Defence [62] Very High Both Model ensembling
Input Preprocessing [88] Low White-Box Input transformation
Randomised Denoising [89] Low Both Randomisation and
denoising
ComDefend [90] Moderate White-Box Autoencoder-based
input reconstruction
HGD [91] Moderate White-Box High-level representa-
tion
denoising
PD-Denoiser [92] Moderate White-Box Progressive denoising
network
ShieldNet [93] Moderate White-Box Frequency-domain

feature masking
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Min-Max Adversarial Training [83]. This defence formulates the training
process as a min-max optimisation problem, where the model is trained to
minimise the loss against the worst-case perturbation:

min B, y)~p | max L(Dy(z +6),y)| , (2.32)

o l6]]<e

where the inner maximisation identifies the most effective perturbation within
the allowed set, and the outer minimisation adjusts the model parameters to
be robust to such perturbations.

TRADES Defence [84]. TRADES introduces a formulation that explicitly
captures the trade-off between natural accuracy and robustness:

mgin B2y [L(Dg(x),y) + X - KL(pa(z)||po(x +6))], (2.33)

where KL denotes the Kullback-Leibler divergence between the predictions for
clean and adversarial inputs, and ) controls the balance between accuracy
and robustness.

Defensive Distillation [64]. Defensive distillation improves robustness by
training a student model to mimic the soft output probabilities of a teacher
model. The teacher is first trained using a high temperature 7" > 1 in the
softmax function:

o _e(/T)
TS exp(s/T)

where z; is the logit for class i, and ¢; is the softened class probability. The

(2.34)

student is then trained on these soft labels using the same temperature, and
deployed with 7" = 1 during inference.

The softened labels encode richer inter-class information, encouraging the
student to learn smoother decision boundaries. This reduces sensitivity to
small perturbations and increases resistance to adversarial attacks.
Feature Denoising [85]. This method incorporates denoising operations
directly into the network to suppress adversarial noise in the feature space:

f(x) = f(z) = D(f(x)), (2.35)

where f(x) denotes the feature map and D represents a denoising operation,
such as non-local means filtering.
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Gradient Regularisation [86]. This method penalises large input gradients
during training to reduce the model’s sensitivity to adversarial perturbations:

Liotal(¥) = L(Dy(x), y) + A+ [IVL(Do(2), )3, (2.36)

thereby encouraging smoother decision boundaries.
Adversarial Logit Pairing (ALP) [87]. ALP enforces similarity between the
logits of clean and adversarial examples:

Lap(0) = L(Dy(x),y) + L(Dg(z + 8),y) + X ||2(z) — z(z + 5)|]3, (2.37)

where z(z) denotes the pre-softmax logits of the model.
Ensemble Defence [62]. This method improves robustness by combining
predictions from multiple models:

p
y = arg max (% Z Dz(x)> , (2.38)
i=1

where p is the number of models in the ensemble.
Input Preprocessing [88]. This approach applies transformation functions to
the input before classification:

y = Dy(g(x)), (2.39)

where ¢(-) represents preprocessing operations such as JPEG compression,
feature squeezing, or image denoising.

Randomised Denoising [89]. This defence introduces stochasticity by apply-
ing randomised denoising operations at various layers of the network. The
clean version of the input is computed as:

Zelean = T + « - Uniform(—1, 1) ® Denoise(z), (2.40)

where a controls the randomisation strength, and Denoise(-) denotes a denois-
ing function selected randomly from a set of candidate filters (e.g., non-local
means, bilateral filter). Here, Uniform(—1, 1) represents a matrix of random
values sampled independently from a continuous uniform distribution over
the interval [—1, 1], with the same dimensions as the output of Denoise(z). The
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operator ® denotes element-wise multiplication, introducing controlled noise
into the denoised features to create stochasticity during inference and increase
robustness against adversarial attacks.

ComDefend [90]. This method uses a compression-reconstruction network
pair to remove adversarial patterns:

Lcompressed = fcomp (1‘) y  Lclean = frecon (xcompressed) ) (2 4 1)

where f.omp retains key visual features while discarding noise, and frecon recon-
structs the denoised image.

HGD [91]. High-level Guided Denoiser (HGD) leverages feature representations
from a pretrained model:

Lycp = [|9(Taav) — x||§ + A p(g(waav)) — qb(x)”%, (2.42)

where ¢(-) is the denoising network and ¢(-) extracts semantic features, ensur-
ing both pixel-level and perceptual consistency.

PD-Denoiser [92]. This progressive denoising strategy iteratively refines the
input:

2D = 20 £ ReLU(e — || fo(z®) — 20| ) - fo(z®), (2.43)

where fy is a learned denoising module and ¢ controls the threshold for allow-
able perturbation removal per step.

ShieldNet [93]. ShieldNet applies a wavelet-based multi-scale preprocessing
pipeline:

Lclean = W_l(he(W(ﬁ))% (2.44)

where W and W~! denote wavelet decomposition and reconstruction, and Ay
learns to clean multi-resolution coefficients.

2.2.4 Summary of Defence Strategies

The reviewed defence methods can be broadly categorised into four main
strategies:
Training-based defences modify the learning objective to improve ro-
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bustness. These include min-max adversarial training [83], TRADES [84],
MART [94], Feature Scattering [95], and FAT [96].

Architecture modification approaches involve changes to the network
structure itself. Representative methods include feature denoising [85], gradi-
ent regularisation [86], LAT [97], AdvProp [98], and Resiliency [99].

Preprocessing-based defences apply input transformations to remove
adversarial noise. These can be further divided into: Basic transformations:
such as input preprocessing [88], PixelDefend [100], and BitDepth [101];
Advanced denoising: such as ComDefend [90], HGD [91], and ShieldNet [93].

Hybrid approaches combine elements from the above strategies. Not-
able examples include PD-Denoiser [92], DefenseGAN [102], ALP [87], and
NRP [103], which integrate iterative refinement with input transformation
techniques.

Each defence strategy presents trade-offs between computational cost,
clean-image accuracy, and robustness. The optimal choice depends on the
expected threat model, available resources, and application-specific require-

ments.
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Chapter 3

Combat AEs with Pre-processing
Techniques

3.1 General Introduction

This chapter investigates the efficacy of pre-processing-based techniques in
neutralising the effects of adversarial examples (AEs). To date, no widely accep-
ted consensus has been reached on the existence of AEs, and existing studies
demonstrate that it is arduous to train a deep neural network (DNN) that is
completely robust to adversarial attacks. Accordingly, this study develops a
pre-processing-based defence strategy as an external procedure for the input
image before it is fed into the DNN model, aiming to mitigate the effects of AEs.

First, a new perspective on DNN gradients is provided, as these gradients
represent one of the most critical factors in achieving successful adversarial
attacks and can be characterised by specific probabilistic distribution models.
It is then experimentally demonstrated that, by utilising this insight into DNN
gradients, the adversarial robustness of DNNs can be both degraded and
enhanced. Based on these findings, a novel black-box attacking approach
is proposed that uses only label information to construct AEs successfully.
Subsequently, a pre-processing-based defence strategy is proposed to neut-
ralise the effects of adversarial perturbations. The proposed attacking and
defence methods are compared with benchmark attacks and pre-processing-
based defence approaches. A systematic performance analysis across varied
attack scenarios shows that the proposed attacking method achieves perform-
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ance comparable to benchmark attacks, while the proposed defence strategy
demonstrates superior results among pre-processing-based defences.
The main contributions of this chapter are as follows:

1. Characterisation of DNN Gradients: Comprehensive analysis using mul-
tiple goodness-of-fit tests demonstrates that DNN gradients follow specific
distribution models. This finding offers a new theoretical foundation for
analysing and improving adversarial robustness.

2. Insights into Gradient-Based Adversarial Robustness: Leveraging the
identified gradient patterns, a label-only black-box attack is proposed
that generates adversarial perturbations by exploiting the statistical
characterisation of DNN gradients. This attack significantly reduces the
robustness of various DNN models, further validating the gradient-based
vulnerability hypothesis.

3. GMBN: A Gradient-Based Defence Strategy: A novel pre-processing-
based defence strategy, termed Gradient-Modelling Based Neutralisation
(GMBN), is introduced. GMBN applies gradient distribution properties to
generate neutralising perturbations that effectively mitigate adversarial
effects. Experiments across multiple datasets demonstrate its competitive
defensive capabilities compared with existing pre-processing approaches,
while preserving classification accuracy. The method provides universal
protection against diverse attack types without requiring prior knowledge
of the target model.

The remainder of this chapter is organised as follows: Section 3.1.1 in-
troduces the initial motivation for addressing the problem of AEs and the
underlying hypotheses regarding their existence. Section 3.2 experimentally
demonstrates the characterisation of DNN gradients using different distri-
bution models. A label-only black-box adversarial attack is then proposed
to validate these hypotheses. Section 3.3 explains how these insights are
leveraged to mitigate adversarial perturbations using a novel defence strategy,
evaluated in both large-scale image classification and semantic segmentation
tasks for autonomous driving. Finally, Section 3.3.3 summarises the key
contributions of this chapter.
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3.1.1 Motivations and Problem Formulation

Despite extensive research on AEs, the underlying cause of DNN vulnerability
remains unclear, as discussed in Section 2.2. Rather than merely identifying
the inherent opacity of AEs, this work proposes that DNNs are intrinsically
vulnerable to a specific type of noise, which is not stochastic but can be
deliberately constructed. This noise is designed to maximise the probability of
misclassification while minimising its magnitude. Existing studies [7, 41, 1, 6,
104, 105, 106, 58] indicate that DNN gradients are central to the successful
construction of AEs. In this context, gradients typically refer to the first-
order derivatives of the loss function with respect to the input, which directly
indicate how to modify the input to maximise the loss. Consequently, gradient
information is vital for inducing misclassification.

As described in Section 2.1, for a pre-trained DNN Dy with an input image
x € X, a successful adversarial attack must satisfy Eq. (2.4). In white-box
attacks, where attackers have complete access to the DNN, solving Eq. (2.3) is
straightforward. In practical black-box settings, attackers may query the DNN
to obtain outputs (e.g., confidence scores) and iteratively refine adversarial
examples. Substitute models trained to replicate the target DNN’s behaviour
enable the use of white-box techniques to craft transferable AEs, ultimately
solving Eq. (2.3) and exposing the vulnerability of gradient-based optimisation.
However, existing defences lack effective mechanisms to prevent Eq. (2.3) from
being satisfied. Fundamentally, as long as training relies on gradient descent,
adversaries can obtain or approximate gradients V,L(Dy(2'),y’) to compute
perturbations r that satisfy Eq. (2.4).

Let the set Z denote an unidentified type of noise, and .4 denote the set of
adversarial perturbations r. It is hypothesised that A is a subset of Z, such
that

redA;, AcC Z, (3.1)

where w € Z is the unidentified noise. The objective is to increase L(Dy(x+w),y)
until ' # y while ensuring ||4||, < e. In short, w € Z is hypothesised to be the
actual cause of adversarial examples. Thus, gradient-descent-optimised DNNs
may be inherently vulnerable to any w € Z, not just r € A.

Examples of gradient histograms are shown in Figure 3.1 and Figure A.1
in Appendix A, which illustrate gradients of the target DNN with respect to the
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Figure 3.1: Examples of modelling DNN gradients with six different
distributions with respect to the predicted labels.

true label. These histograms indicate that DNN gradients follow similar distri-
butions. It is hypothesised that w C Z constitutes an intrinsic vulnerability of
DNNSs, which may explain why AEs are difficult to eliminate entirely.

The histograms show that DNN gradients often exhibit symmetry, heavy
tails, and a sharp peak near the mean. The next step, therefore, is to determine
the unknown distribution W. Given the hypothesis that w € Z represents a
specific type of structured noise, it is assumed that

w~ W(u), (3.2)

where u denotes the parameters of V. Identifying WV requires modelling these
values mathematically and using them to attack DNNs. The hypothesis can
be validated if the following are experimentally confirmed:

1. Distribution Model Identification: For any DNN gradients V,£L(Dy(z;), v;),
there exists a specific distribution W(u) such that:

VoL(Dg(zi),yi) ~ W(u), (3.3)
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where u denotes the parameters of W.

2. Validation of Adversarial Effects: Once W(u) is identified, noise w is
generated using the inverse cumulative distribution function of various
candidate distributions. If attacks using w achieve a misclassification
rate comparable to that of » € A, then it can be concluded that DNNs are
intrinsically vulnerable to w ~ W.

In summary, this work aims not only to describe the adversarial phe-
nomenon but also to investigate its underlying cause by proposing that DNNs
are inherently sensitive to a broader class of structured noise. This noise is
not arbitrary but follows statistical patterns derived from gradient behaviour.
Therefore, the central research question is whether adversarial vulnerability is
an intrinsic consequence of gradient statistics rather than solely a product of
explicit optimisation attacks. By modelling VW and generating perturbations
sampled from it, it is possible to assess whether such noise alone can produce
comparable adversarial effects, thereby reframing AEs as a subset of a broader
vulnerability in gradient-descent-based learning.

3.2 Characterisation of DNN Gradients

In this section, the hypotheses described in Section 3.1.1 are experimentally
validated. To identify W (u), various probability distributions are employed
for modelling. Existing work [107, 108, 106] typically considers only the
standard Gaussian distribution AN(0,1) to characterise DNN gradients. This
study extends the modelling approach by employing six distribution models
with varied parameters, followed by Goodness-of-Fit tests to evaluate how well
DNN gradients conform to these distributions.

3.2.1 Tested Probability Distributions

Numerous examples of histograms of DNN gradients with respect to the pre-
dicted labels are shown in Figure 3.1 and in Figure A.1 in Appendix B. It can
be observed that the unidentified distribution W(u) exhibits characteristics
of symmetry, light tails, and positive kurtosis. Accordingly, six probability
distribution models are considered for modelling DNN gradients. The Student’s
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t-distribution [109] is included due to its higher peaks and heavier tails. The
Laplacian [110] (double exponential) distribution and Stable [11 1] distribu-
tion are considered for their sharper peaks and heavier tails compared to the
Gaussian distribution. The Stable distribution refers to a class of probability
distributions and generally lacks a closed-form PDF, instead being defined by
its characteristic function:

exp (it5 — |yt (1 — 26% tan (%))) , (3.4)

It is symmetric with sharper peaks and heavier tails only when a = 0.5
and g = 0. Thus, in practical implementation, its parameters are fixed to
these values. To achieve sharp peaks and heavy tails, the GAMMA [112]
and Weibull [113] distributions are also used. Since the original GAMMA
and Weibull distributions are asymmetric and model non-negative data, their
PDFs are modified to make them symmetric when fitting histograms of DNN
gradients. Details of the distribution models are provided in Table 3.1.

Table 3.1: Distribution models utilised to characterise DNN gradients.

Distribution PDF Parameters
Gaussian f(t) = —5=exp|—5 (5~ )2 W, o
, _ F( "“) 2
Student’s t f(t) = N0 (1 + ) v
5@“’0{ 1 —B|t\
Laplacian f(t) = %exp(— t _b M|) i, b
. b/t
Weibull (sym.) | f(t) = a(%) exp[—([t|/a)] | a, b
Stable See Equation (3.4) a, B, v, 0

3.2.2 Goodness-of-Fit Tests

In this experiment, four Goodness-of-Fit tests are used to statistically
validate the hypothesised distribution W(u): Negative Log-Likelihood [114],
Chi-Square Test [115] (x?), Kolmogorov—Smirnov test [116] (KS test), and An-
derson-Darling test [117] (AD test). Both 95% and 99% confidence intervals
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Algorithm 1 Modelling DNN Gradients and Goodness-of-Fit Tests

Input: Dataset X,
Pre-trained DNN D,
Images {z1,x2,23,...,2;} € X
[teration number j < 1
Maximum iteration number 7
Statistical model VW parameterised by u
Likelihood loss function £(W(u), VoL())
for j=1:7 do
y; < argmax(Dy(z;))
Calculate V,L(Dy(z;),y;)
Normalise V,L(Dy(z;),y;)
Calculate the mean ; and standard deviation o of V4L (Dy(z;), ;)
Calculate « using ;4 and o
Initialise w < icdf (W(u))
Vectorise w and V,L()
Perform Goodness-of-Fit tests on w and V,£()
end for
Return Goodness-of-Fit test results

(CIs) are calculated for all tests to ensure rigorous evaluation. The data-
set used is a random selection of 100,000 images from ImageNet [19]. The
DNNs used for gradient extraction include ResNet-50 [14], GoogLeNet [118],
and SqueezeNet [119]. Their mathematical formulations are explained in the
following.

Negative Log-Likelihood

Given a set of observed DNN gradients {Vi,Va,...,V,}, the Negative Log-
Likelihood test evaluates whether these gradients follow a hypothesised prob-
ability distribution. For a hypothesised distribution with probability density
function (PDF) p(W |u), where u represents the distribution parameters, the
objective function is:

NLL(u) = — Zlogp(vi |u), (3.95)
i=1

where lower NLL values indicate a better fit to the hypothesised distribution.
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Chi-Square Test

The Chi-Square test (y?) measures the significance of the difference between
expected and observed frequencies. In this experiment, it is defined as:

2\~ (0 — B
X —; o (3.6)

where O; represents the observed frequency of gradients in bin i, and FE; =
np(V;|u) is the expected frequency under the hypothesised distribution with
parameters u. The test statistic follows a chi-square distribution with (n — k)
degrees of freedom, where k£ is the number of estimated parameters in the
hypothesised distribution. A smaller y? value indicates a better fit between
the observed gradients and the hypothesised distribution.

Kolmogorov-Smirnov Test

The Kolmogorov-Smirnov test (KS test) is a nonparametric test comparing the
empirical cumulative distribution function (CDF) of the observed gradients
with a hypothesised probability distribution. The test statistic is the maximum
absolute difference between the empirical CDF and the hypothesised CDF:

Dxs :maX(‘fn<vi) _f(vi’u)’): (3.7)

where f,(z) is the empirical CDF of the observed gradients and f(z |u) is the
CDF of the hypothesised distribution with parameters u. A smaller Dkg value
indicates a better fit.

Anderson-Darling Test

The Anderson-Darling test assesses whether a given sample comes from a
specified distribution and is particularly sensitive to the tails. The AD test
statistic is:

n

W %Z@i DIV )+ (1 — F(Taeirs | 0))], (3.8)

i=1
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where f(V;|u) is the CDF of the hypothesised distribution W with parameters
u, and the gradients {V,} are arranged in ascending order. A smaller A? value
indicates a better fit.

3.2.3 Goodness-of-Fit Test Results

Tables 3.2 and 3.3 present the results of the Goodness-of-Fit tests at 95% and
99% Cls, respectively. Lower values correspond to better fitting performance;
results are shown as absolute values for clarity. To maintain experimental
rigour, the mean and standard deviation are reported for each test category
across the dataset of 100,000 images. For clearer insights, error-bar graphs
are provided in Figure 3.2. Note that each subfigure in Figure 3.2 contains
two panels: the left shows overall performance for a test category, and the
right is a zoomed-in view of the best-fit models.

For the Negative Log-Likelihood test, the GAMMA distribution achieves the
best-fitting performance with 4.87 (+£0.28) at 95% CI and 6.67 (+0.54) at 99% CI.
Laplacian and Weibull demonstrate comparable performance at 4.89 (£0.27)
and 4.87 (£0.28), respectively, at 95% CI. However, at 99% CI the values are
9.69 (+0.47) and 7.37 (+0.48), respectively, as illustrated in Figure 3.2 (a) and
(b). For the Chi-Square test, Laplacian, GAMMA, Weibull, and Stable yield
overall good fitting performance, though GAMMA and Weibull achieve lower
mean values; Figure 3.2 (c) and (d) show overlap among these models at both
95% and 99% ClIs. For the KS test, the best-fit models are GAMMA and
Weibull. Although Laplacian yields comparable performance of 0.026 (+0.014)
and 0.045 (£0.024) at 95% and 99% ClIs, respectively, it does not achieve ad-
equate overlap with GAMMA and Weibull, as indicated in Figure 3.2 (e) and (f).
For the AD test, the results fail to converge for the Gaussian and Student’s t
distributions; thus, the values are not shown in Tables 3.2 and 3.3. Laplacian,
GAMMA, and Weibull exhibit stronger overall fitting performance than the
Stable distribution at both CIs. It is worth noting that Laplacian has larger
means and standard deviations, as shown in Figure 3.2 (g) and (h); neverthe-
less, due to complete overlap, it is considered as good as GAMMA and Weibull
here.

Based on the above, Laplacian, GAMMA, and Weibull distributions yield
the best modelling performance for DNN gradients, whereas Gaussian and
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Student’s t fail to fit adequately. The Stable distribution exhibits acceptable
modelling performance but does not match the best three. Therefore, the
experiments demonstrate that DNN gradients V@E(D9<xi>, yi) are subject to a

distribution W(u) that is most plausibly Laplacian, GAMMA, or Weibull, as
indicated by our Goodness-of-Fit tests.

Table 3.2: Goodness-of-Fit test results (95% confidence interval).

_ . 95% Confidence Interval
Distribution NLL
(x10%) 2 (x10%) KS AD
Gaussian | 21.33 (& 1.87) | 181.83 (+ 116.54) | 0.062 (+ 0.017) N/A
Student'st | 17.12 (+ 1.85) | 148.37 (+ 114.56) | 0.052 (+ 0.016) N/A
Laplacian 4.89 (+ 0.27) 3.43 (+ 6.50) 0.026 (£ 0.014) | 0.13 (+ 0.16)
GAMMA 4.87 (+ 0.28) 1.28 (+ 1.26) 0.010 (£ 0.005) | 0.021 (+ 0.026)
Weibull 4.87 (+ 0.28) 1.65 (+ 2.40) 0.012 (£ 0.007) | 0.026 (+ 0.045)
Stable 7.22 (+ 0.26) 6.18 (+ 7.32) 0.18 (& 0.001) 12.08 (+ 0.53)

Table 3.3: Goodness-of-Fit test results (99% confidence interval).

. . 99% Confidence Interval
Distribution NLL
2 3
(x10%) Y2 (x10%) KS AD
Gaussian | 34.76 (£ 3.67) | 347.30 (£ 217.93) | 0.14 (£ 0.029) N/A
Student'st | 28.59 (+ 2.86) | 434.53 (+ 188.72) | 0.11 (£ 0.032) N/A

Laplacian 9.69 (£ 0.47) 7.69 (+ 15.61) 0.045 (= 0.024) | 0.27 (£ 0.37)

GAMMA 6.67 (£ 0.54) 2.48 (£ 3.19) 0.015 (= 0.013) | 0.052 (£ 0.078)

Weibull 7.37 (£ 0.48) 4.32 (£ 4.90) 0.026 (= 0.012) | 0.067 (£ 0.15)

Stable 10.56 (+ 0.49) | 19.37 (£ 17.08) 0.28 (£ 0.003) | 34.68 (+ 1.16)

Table 3.4: Parameter settings for characterising gradients in the attack
algorithm.

GAMMA  « € [1.04, 1.13], B € [0.65, 0.67]
WEIBULL a€0.72, 0.77], b€ [1.0, 1.1]
LapLaciaN  p € [—0.5, 0.5], b€ [0.70, 0.73]

Table 3.4 and Figure 3.3 demonstrate the maximum likelihood estimation
(MLE) [120] of the distribution parameters in the Goodness-of-Fit tests. This
step determines the parameters of the distribution models that best fit the
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Figure 3.2: Goodness-of-Fit test results at the 95% and 99% confidence
levels. For each subfigure, the left panel presents the overall test results,
while the right panel provides a zoomed-in view to enhance clarity and
interpretability. All reported test statistics are strictly positive.

DNN gradients. These results are then used to characterise DNN gradients in
subsequent implementations of attack and defence algorithms.
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Figure 3.3: Maximum likelihood estimation of the distribution paramet-
ers. (In subsequent steps of characterising DNN gradients, (i + o) from
the above results are used to define parameter ranges when sampling
random arrays subject to the corresponding distributions.)

Summary

This section validates the first hypothesis proposed in Section 3.1.1: DNN
gradients can be characterised by specific probability distributions. The ex-
perimental results show that Laplacian, GAMMA, and Weibull distributions
provide the best fit for DNN gradients, while Gaussian and Student’s t distribu-
tions fail to model the gradients effectively. These findings provide a foundation
for understanding the inherent characteristics of DNN gradients and their role
in adversarial vulnerability. In the next section, the hypothesis that modelling
DNN gradients can be utilised to degrade the adversarial robustness of DNN
models is validated (see Section 3.1.1).

3.2.4 Leveraging the Insights of DNN Gradients for Adversarial
Attack

As discussed in Section 3.2, DNN gradients VoL (Dy(z;), y;) can be modelled by
a specific distribution that is experimentally demonstrated to be Laplacian,
GAMMA, or Weibull. In this section, it is demonstrated that these insights
can be utilised to degrade the adversarial robustness of DNNs. A black-box
adversarial attack algorithm with only label information is proposed. Randomly
generated w ~ W(u) is used to replace DNN gradients VoL (Dy(z;),y;) when
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performing adversarial attacks. That is, the attacker is no longer required to
access or train a substitute DNN to estimate gradient information. Instead,
the gradient information is modelled by specific distribution models; in other
words, the targeted DNN is attacked with a completely external random array
of numbers w ~ W. The approach is elaborated in Algorithm 2. To provide
an interpretable overview of the methodological framework, a diagram of the
proposed attack is shown in Figure 3.4, and the method is compared with
existing approaches in Figure 3.5.

Algorithm 2 Label-Only Gradient Modelling Attack Algorithm

Input: Input image z € X,
Pre-trained DNN D,
Predicted label y < arg max(Dy(x))
Confidence score ¢ « Dy(z,y)
Perturbation constraint ¢ € [32, 64]
[teration number j < 1
Maximum iteration number Z
Pre-defined distribution model W(u)
STEP-1
while c< ¢ AN j<Z do
Gradient modelling w <« icdf (W(u))
r < rescale w into [—c/4, ¢/4]
Calculate the new confidence score ¢ < Dy(z +1,v)
j—J+1
end while
STEP-2
while v =y A j<Z do
r < r+round(Z + 1) r sign(w)
clipped(r) - max ( — ¢, min(e, r))
y' « argmax(Dy(z + 1))
jJg+1
end while
Return: r
Adversarial example: 2’ < z+ 71
Otherwise: the attack fails

An input image z from the dataset X is predicted by the targeted DNN D, with
label y and the corresponding confidence score c. A maximum iteration number
7 is pre-determined to prevent the algorithm from exceeding a reasonable
runtime. The first step synthesises an array of gradients that has a high
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Figure 3.4: A general overview of the proposed method for generating
adversarial examples.

chance of causing a larger loss: w is initialised using the ICDF of W(u) with
the same size as the input image z. Note that the parameters u for WW can no
longer be calculated using the mean and standard deviation of the gradients,
since the gradients are inaccessible; instead, the parameters « are treated as
critical components of the ablation study. The perturbation r is then computed
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by rescaling w into [—¢/4, ¢/4], where ¢ is the perturbation constraint. This
rescaling sets an appropriately large perturbation level, thereby degrading
the confidence score ¢’. Note that Dy(z + r,y) is a constant representing the
confidence score with respect to the original prediction y.

The second step constructs the adversarial perturbation with the synthetic
gradients w. In each iteration, the perturbation r is enhanced by the rounded
value (£ + 1), which restrains the perturbation while j is small and increases




it when j is large. r is then clipped within [—¢, ¢|]. The algorithm outputs the
adversarial example 2z’ once misclassification occurs (y # y). Otherwise, if j
exceeds 7 while ¢’ = y, the attack fails. The experimental setups are explained
in Section 3.2.4, and the corresponding results are presented in Section 3.2.5.

Experimental Setups of the Attack Algorithm

As discussed in Section 3.2, the GAMMA, Weibull, and Laplacian models
demonstrate the best fitting performance with the DNN gradients. In the
experiments, these three distributions are respectively used to synthesise
gradients for adversarial perturbation construction to test which achieves the
best attacking performance (see Algorithm 2). To reduce complexity in practice,
an ensemble variant randomly uses one of the three to initialise the gradients
in Step 1. Experimentally acquired values from the Goodness-of-Fit tests
(Table 3.4 and Figure 3.3) are used to initialise WW(u) in Step 1 of Algorithm 2.

Dataset

The ImageNet dataset [19] and publicly available pre-trained DNNs are util-
ised: VGG-19 [10], ResNet-50 [14], GoogLeNet [118], SqueezeNet [119], In-
ceptionV3 [121], and NASNet-Large [122]. When implementing and testing
the attack and defence algorithms, 100 000 images are randomly selected
from ImageNet that are predicted by the target DNN with high confidence
(max (Dg(.fi, yi)) > 0.50). The selected images are from various classes to ensure

experimental rigour and prevent bias.

Attack Configuration

Table 3.5 illustrates the configurations used for comparison. FGSM and PGD
represent white-box attacks, and ZOO [105] and Square Attack [75] represent
black-box attacks. The primary aim is not to demonstrate superior attack
performance but to validate the hypothesis that DNN gradient modelling can
effectively downgrade model robustness. Showing that the gradient-modelling
attacks achieve comparable performance to established methods provides
evidence that adversarial vulnerability is intrinsically linked to gradient char-
acteristics, thereby validating the second hypothesis in Section 3.1.1.
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Table 3.5: Configuration parameters for different adversarial attacks.

Attack Method | Parameter Setting

FGSM [7] € 16, 32
€ 16

PGD [9] Number of iterations | 25, 50
Step size (o) 0.5
Binary search steps | 10

00 [109] Learning rate 0.01

Square [75] Initial probability 0.1

Notes: Black-box attacks use two additional settings:
Setting-1: 500 queries, 30 iterations.
Setting-2: 1000 queries, 50 iterations.

Evaluation Metrics

The performance of each method is evaluated using the following metrics:

e Top-1 classification accuracy: measures how often the model’s most
confident prediction (i.e., the class with the highest probability) matches
the true label, defined as:

Number of Correct Predictions

Total Number of Predictions (3.9)

Top-1 Accuracy =

e Top-5 classification accuracy: measures whether the true label is
among the five classes with the highest predicted probabilities, defined
as:

Number of Predictions Where True Label in Top-5
Total Number of Predictions '

Top-5 Accuracy =
(3.10)

* Prediction confidence score: the probability assigned by the DNN to
a specific predicted class, indicating how confident the model is in its
prediction. For a given DNN D and input =z, if the predicted class is y, the

confidence score is:
Confidence Score = D(z,y), y = argmax(D(z)), (38.11)

where D(z,y) is the output softmax probability of the predicted class y.
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Computational Resources and Reproducibility

To facilitate the reproducibility of all experiments presented in this thesis, the
computational environment is documented in this subsection unless otherwise
specified in the relevant experimental setup descriptions. All experiments
reported in Chapters 3, 4, and 5 were conducted using the hardware, soft-
ware, and libraries listed below. Note that the experiments were implemented
interchangeably in MATLAB and Python, depending on the methodological
requirements and computational demands. Upon the formal conferral of
the PhD degree, the source code associated with this research will be made
publicly available via the author’s GitHub repository. Readers are invited to
consult this repository for the most up-to-date and maintained version of the
implementation.

1. Hardware Configuration

e GPU: NVIDIA RTX 3090Ti, driver version 535.104.05
e CPU: AMD Ryzen 9 3900X @ 3.80 GHz (12 cores / 24 threads)

2. Software Environment

Operating System: Ubuntu 22.04 LTS (64-bit)
CUDA Toolkit: 12.1

cuDNN: 8.9.0
Python: 3.10.12
MATLAB: R2020b-R2024b

3. Python Libraries for Deep Learning

e PyTorch: 2.2.0
e torchvision: 0.17.0

e torchattacks: 3.5.1
4. MATLAB Toolboxes Utilised

* Deep Learning Toolbox

¢ Wavelet Toolbox
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* Image Processing Toolbox
* Statistics Toolbox
¢ Signal Processing Toolbox

* Medical Imaging Toolbox
5. Reproducibility Considerations

¢ All experiments were executed on a dedicated GPU workstation to

maintain consistent computational resources.

* Random seeds were fixed where applicable (seed(0) in Python and
rng(42) in MATLAB) to minimise stochastic variation in model train-
ing.

3.2.5 Performance of Gradient Modelling-Based Attack
Comparison with Gradient-Based White-Box Attacks

Table 3.6 presents the performance of the proposed gradient-modelling attacks
(using pre-defined GAMMA, Weibull, and Laplacian models) compared with
benchmark attacks (FGSM and PGD) across six DNN architectures, reported
using Top-1 accuracy degradation, Top-5 accuracy degradation, and ground-
truth confidence degradation.

* Top-1 accuracy degradation: The proposed attacks demonstrate sig-
nificant degradation. The Weibull-based attack achieves the strongest
performance among the proposed methods, causing degradation of 14.6%
to 24.7% at e = 16, and 27.8% to 35.1% at ¢ = 32. The GAMMA attack shows
comparable performance with 15.5% to 22.6% at ¢ = 16 and 28.7% to 35.7%
at ¢ = 32. While white-box PGD achieves higher degradation (31.5% to
50.3% at e = 16), the label-only attacks remain competitive.

* Top-5 accuracy degradation: Similar patterns are observed. The Weibull
attack yields 18.7% to 29.7% at € = 16, increasing to 31.5% to 44.7% at e = 32.
GAMMA follows closely with 18.3% to 28.1% at e = 16 and 32.6% to 41.5% at
€= 32.
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Table 3.6: Performance degradation (%) under various attack methods.

e=16 €=232
Attack Model Top-1 Top-5 Conf. | Top-1 Top-5 Conf.
VGG19 184 256 22.7 | 31.6 38.1 35.1
ResNet50 22.1 275 295 | 353 39.3 428
GoogLeNet 204 233 21.7 | 33.2 375 36.5
GAMMA SqueezeNet 19.5 22.3 200 | 294 36.6 35.6
InceptionV3 226 28.1 26.1 | 35.7 415 40.2
NASNet-Large | 15.5 18.3 17.5 | 28.7 32.6 33.8
VGG19 21.6 26.2 24.2 | 33.1 41.1 43.1
ResNet50 247 29.7 32.0 | 35.1 44.7 44.1
Weibull GoogleNet 22.1 25.6 22.1 | 33.8 40.2 422
SqueezeNet 19.0 25.7 27.1 | 27.7 34.8 335
InceptionV3 229 246 256 | 31.6 385 41,5
NASNet-Large | 14.6 18.7 175 | 27.8 31.5 35.2
VGG19 225 253 29.8 | 32.8 425 420
ResNet50 169 238 26.4 | 33.1 393 41.0
Laplacian GoogleNet 155 199 23.8 | 30.7 304 32.1
SqueezeNet 186 17.7 199 | 30.7 37.8 41.1
InceptionV3 274 333 364 | 34.0 399 424
NASNet-Large | 12.3 16.7 19.0 | 25,4 30.1 33.6
VGG19 35.3 459 422 | 51.5 544 57.1
ResNet50 41.7 45.0 435 | 53.5 60.8 55.5
FGSM GoogLeNet 35.5 41.1 36.6 | 50.1 494 48.0
SqueezeNet 32.8 36.1 437 | 46.0 49.1 52.5
InceptionV3 42.0 45.2 46.9 | 55.2 59.4 58.8
NASNet-Large | 27.4 30.5 32.9 | 42.2 46.4 48.6
VGG19 46.5 50.4 49.7 | 59.0 60.6 57.1
ResNet50 49.1 57.0 539 | 639 69.3 615
PGD GoogLeNet 45.5 51.2 476 | 54.6 59.2 60.0
SqueezeNet 39.3 50.8 46.1 | 55,9 58.6 62.5
InceptionV3 50.3 48.8 48.7 | 6564 66.3 60.8
NASNet-Large | 31.5 34.8 36.5 | 44.7 489 49.6

Notes: Top-1/Top-5: accuracy degradation for Top-1/Top-5 prediction
accuracy; Conf.: ground truth confidence score degradation; e: perturbation
level. Higher values indicate stronger attack performance.

* Confidence degradation: The Weibull attack achieves 17.5% to 32.0% at
e = 16 and 33.5% to 44.1% at ¢ = 32. Similar patterns are observed for
GAMMA (17.5% to 29.5% at ¢ = 16) and Laplacian (19.0% to 36.4% at ¢ = 16).

These results demonstrate the effectiveness of the gradient-modelling at-
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tacks, thereby validating the hypotheses on DNN gradients. While not out-
performing white-box attacks with direct access to gradients, the proposed
label-only black-box methods achieve substantial degradation across all met-
rics, underscoring the significance of the theoretical insights into gradient
modelling.

Comparison with Query-Limited Black-Box Attacks

Figure 3.7 and Table 3.7 present a comprehensive comparison of success rates
for the proposed black-box attacks (GAMMA, Weibull, and Laplacian) with
existing methods (ZOO and Square Attack) under two settings across six DNN
architectures.

* Setting-1 (query-limited): With 500 queries and 30 iterations, the
proposed attacks demonstrate superior performance. The Weibull-based
approach achieves the highest success rates, ranging from 60.8% to 67.2%
with ¢ = 32, improving to 68.1% to 73.1% with ¢ = 48. GAMMA shows
comparable effectiveness with 56.6% to 63.5% (e = 32) and 64.2% to 69.8%
(e = 48). Laplacian maintains strong performance with 55.4% to 61.8%
(e = 32) and 62.3% to 68.2% (¢ = 48). In contrast, ZOO achieves 36.3% to
41.5% (e = 32) and Square Attack reaches only 26.2% to 31.4% (e = 32).

* Setting-2 (extended queries): With 1000 queries and 50 iterations, the
proposed attacks remain strong. The Weibull attack achieves 68.5% to
74.1% (e = 32) and 71.3% to 76.2% (e = 48). GAMMA follows with 63.5% to
70.5% (e = 32) and 65.1% to 72.6% (¢ = 48). The Laplacian method yields
63.0% to 69.1% (e = 32) and 67.7% to 72.8% (e = 48). While baseline methods
improve with additional queries, they still lag significantly.

It is emphasised that demonstrating superior attack performance is not the
primary aim. Rather, these results further validate the hypothesis that DNN
gradients can be characterised by specific probability distributions for com-
promising model robustness. The consistent performance of the distribution-
based attacks provides strong evidence that modelling DNN gradients through
pre-defined distributions enables effective attacks without direct access to
model gradients. This finding supports the second hypothesis (see Sec-
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Table 3.7: Success rate (%) of black-box attacks against different DNN
models under two settings.

Setting-1 Setting-2

Attack | Model c=32 e=13 =232 c=148
VGG19 63.2 69.1 | 70.1 72.3

ResNet50 62.8 685 | 694 71.8

GoogLeNet 61.1 67.2 | 68.2 704

GAMMA SqueezeNet 63.5 69.8 | 70.5 72.6
InceptionV3 61.8 68.0 | 68.7 70.8
NASNet-Large | 56.6 64.2 | 63.5 65.1

VGG19 66.8 72.8 | 73.8 75.9

ResNet50 66.1 724 | 73.2 752

. GoogLeNet 64.8 71.0 | 71.8 73.9
Weibull | o eezeNet | 67.2 70.1 | 74.1 74.2
InceptionV3 65.5 71.6 | 72.4 74.5
NASNet-Large | 60.8 68.1 | 685 71.3

VGG19 615 679 | 68.8 72.6

ResNet50 60.8 67.2 | 68.1 719

Laplacian GoogLeNet 59.2 65.8 | 66.5 704
SqueezeNet 61.8 68.2 | 69.1 72.8
InceptionV3 60.1 664 | 67.2 71.2
NASNet-Large | 55.4 62.3 | 63.0 67.7

VGG19 41.2 46.3 | 43.8 b51.8

ResNet50 40.5 45.6 | 43.1 b51.2

700 GoogLeNet 39.1 44.2 | 41.8 498
SqueezeNet 41.5 46.8 | 442 bH2.1
InceptionV3 40.2 45.1 | 426 504
NASNet-Large | 36.3 41.4 | 39.5 47.1

VGG19 31.2 31.5 | 38.2 40.6

ResNet50 30.5 30.8 | 37.5 39.8

Square GoogLeNet 29.1 293 | 36.1 384
SqueezeNet 31.4 31.8 | 385 40.8
InceptionV3 29.8 30.1 | 36.8 39.1
NASNet-Large | 26.2 259 | 33.1 35.3

Notes: Setting-1: 500 queries, 30 iterations; Setting-2: 1000 queries, 50
iterations.

tion 3.1.1) that DNNs are intrinsically vulnerable to perturbations derived
from specific probability distributions.
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3.2.6 Discussion

Section 3.2.3 provides comprehensive statistical analysis using Goodness-of-
Fit tests to demonstrate that DNN gradients can be characterised by specific
probability distributions, particularly Laplacian, GAMMA, and Weibull, and
Section 3.2.5 shows that gradient-modelling attacks achieve performance com-
parable to gradient-based white-box attacks, while significantly outperforming
query-based black-box attacks across settings.

The primary objective is not to propose an attack outperforming existing
methods. Rather, the results validate the hypotheses on DNN gradients de-
scribed in Section 3.1.1. The findings provide new insight into why DNNs are
vulnerable to adversarial examples (AEs): adversarial vulnerability is intrinsic
to models optimised via gradient descent, where gradients follow specific distri-
butions that can be efficiently modelled by external attackers. Addressing this
vulnerability may therefore require additional external processes to mitigate
adversarial perturbations, rather than fundamental architectural changes
alone.

Limitations

Several limitations should be noted:

1. Attack configurations: For fair comparison across methods, configura-
tions and parameters are unified. Deviations from original defaults may
affect baseline performance relative to their reported results.

2. Parameter sensitivity: The attack success rates in Table 3.7 are con-
strained by the pre-defined query limits and iteration counts. Perform-
ance could vary under different settings, as reported in the original
papers [7, 9, 105, 75].

3. Comparative framework: To ensure consistency and rigour, only estab-
lished attacks are included. While enabling direct comparison, this may
not reflect the optimal performance achievable by these methods under
bespoke configurations.

Overall, despite these limitations, the consistent performance advantages
shown by the proposed methods across different metrics and experimental
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settings validate the hypotheses on gradient modelling in the context of ad-
versarial robustness. In the next section, a defence strategy is proposed
to combat adversarial examples by utilising insights into DNN gradients to
neutralise input images, thereby leading to correct predictions.

3.3 DNN Gradients Modelling-Based Defence Strategy

Building upon the earlier discussion of gradient modelling for adversarial
attacks, this section explores its use in improving the adversarial robustness
of DNNs. As outlined in Section 3.2, DNN gradients can be characterised by
Gamma, Weibull, and Laplacian distribution models, and can be exploited to
degrade model robustness. Here, a gradient modelling-based neutralisation
(GMBN) defence strategy is proposed. This method leverages insights into
DNN gradients to generate a neutralisation perturbation, applied as a pre-
processing step to the input image, with the aim of restoring correct predictions.
The approach also enhances the confidence score of correctly classified clean
images. The strategy is detailed in Algorithm 3 and illustrated in Figure 3.8,
which also highlights differences from existing pre-processing-based methods.

In this defence approach, all input images are assumed to be potentially
adversarially perturbed; therefore, a pre-processing stage initialises the image
with gradient-modelling-based randomisation. The goal is to attenuate ad-
versarial effects non-deterministically, rather than denoising the image. This is
achieved by adding a neutralisation perturbation to assist the DNN in making
correct predictions, rather than by removing specific image components. For a
suspicious input image z, predicted by a DNN D, with label y and confidence
score ¢, a threshold 7. is defined: ¢ > 7. denotes sufficient confidence, while
c < T. denotes insufficient confidence. Sufficiently confident predictions are
initialised with a lower level of neutralisation, whereas insufficiently confident
ones receive a higher level. For each iteration, the parameters u of W are
regenerated to introduce randomness and increase the chance of attenuating
adversarial effects. Additionally, when ¢ < T, an alternating factor (—1)7 is ap-
plied to the perturbation. The experimental setup and results for this strategy
are described in Section 3.3.1, with bar graphs illustrating the outcomes in
Figures 3.9 and 3.10.
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Algorithm 3 Gradients Modelling-Based Neutralisation (GMBN) for Adversarial
Perturbation
Input: Input image » € A, pre-trained DNN D,
Predicted label y < arg max(Dy(x))
Confidence score ¢ « Dy(z,y)
Confidence score threshold 7.
Perturbation constraint ¢ € [16, 32]
[teration number j < 1
Maximum iteration number 7
Pre-defined distribution model W(u)
for j=1:7 do
if ¢ > T, then
Initialise distribution model W(u)
Gradients modelling: w <« icdf(W(u))
Rescale w into [, {] to obtain '
Ty T+ W
Yr < arg maX(DG(:ET))
¢, < max(Dy(x,))
else
Initialise distribution model W(u)
Gradients modelling: w + icdf(W(u))
Rescale w into [§, §] to obtain
T,z + (1)
yr < arg max(Dy(z,))
¢, < max(Dy(x,))
end if
end for
Return: z..y,,c,
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Figure 3.8: Comparison of the proposed Gradient Modelling-Based
Neutralisation (GMBN) and existing pre-processing defences. In GMBN,
the incoming image is first passed through the DNN to obtain a predicted
label and confidence score. A confidence threshold then determines
whether a low or high scale perturbation will be applied. The perturba-
tion is generated by sampling from a statistical model of DNN gradients
(Gamma, Weibull, or Laplacian) and rescaling it to the chosen strength.
This “neutralisation” perturbation is added to the input image, which
the DNN model then reclassifies.
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3.3.1 Real-World Scenario Application: ImageNet Dataset

To evaluate the effectiveness of the proposed pre-processing method in mitigat-
ing adversarial effects, a set of experiments was conducted comparing GMBN
with established techniques, as shown in Figure 3.8. The objective was to
assess how each method defends against different attack scenarios, focusing
on improvements in DNN robustness for image classification.

Experimental Setup

1. Dataset: A subset of the ImageNet dataset [19] containing 100,000 ran-
domly selected images was used, ensuring balanced class representation
while maintaining computational feasibility.

2. Pre-trained DNN models: Six diverse pre-trained architectures were
tested: VGG-19 [10], ResNet-50 [14], GoogLeNet [118], SqueezeNet [?],
Inception-v3 [121], and NASNet-Large [122]. This diversity supports a
comprehensive examination of robustness across architectures.

3. Pre-processing defence methods for comparison: Following the liter-
ature reviewed in Chapter 2, JPEG compression and feature smoothing
were selected as reference methods. Configuration details are shown in
Table 3.8.

Table 3.8: Pre-processing defence methods configuration

Category Method Parameters
JPEG-90 Quality factor: 90%

JPEG compression JPEG-70 Quality factor: 70%
JPEG-50 Quality factor: 50%

Feature smoothin Gaussian blur ~ Kernel: 3 x 3, 0 =1.5
& Median filtering Kernel: 3 x 3

4. Adversarial attacks: Configurations are given in Table 3.9, covering
FGSM and PGD with varying ¢ and o parameters. This range allows
testing under benchmark settings.
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Table 3.9: Adversarial attacks configuration

Attack € a Iterations Index
FGSM 16/255 — — Al
FGSM  32/255 — — A2
PGD 16/255 0.25 50 A3
PGD  32/255 0.25 50 A4

Note: ¢ and « values are in pixel scale (0-255).

As shown in Figure 3.8, a comparative analysis of pre-processing-based
defence methods was conducted on six popular DNN models against two well-
known adversarial attacks. To validate the effectiveness and robustness of the
proposed strategy, GMBN was compared with several existing pre-processing
methods verified to be effective against adversarial attacks, namely JPEG
compression and feature squeezing (Gaussian blur and median filtering). Im-
plementation details are provided in Table 3.8. The dataset and training
environment follow those used for the attacking algorithms described in Sec-
tion 3.2.4. In the experiments, FGSM [7] attacks with perturbation levels ¢ of
16 and 32, and PGD [9] attacks with perturbation levels ¢ of 16 and 32, were
used to test the pre-processing methods.

3.3.2 Robustness Evaluation of the GMBN Defence

Tables 3.10 and 3.11 demonstrate the improvement achieved by GMBN across
six DNN models against FGSM and PGD attacks under different conditions.
The results provide insight into how pre-processing-based defence methods
improve performance against strong adversarial attacks.

Across all attacking scenarios, GMBN demonstrates the most substantial
improvements in adversarial robustness compared with other pre-processing
methods, especially in Top-5 accuracy when the perturbation level is large.
For example, under FGSM with ¢ = 16, GMBN (lower and higher scale) im-
proves the Top-5 accuracy of DNN models by an average of 50.6% and 65.95%,
compared with 48.88% for the next best method, JPEG compression (QF =
50%). With ¢ = 32 for FGSM, GMBN (higher scale) also yields an average Top-5
improvement of 19.1%, compared with 14.5% for Gaussian blurring. Likewise,
under PGD with ¢ = 32, GMBN (lower and higher scale) increases Top-5 ac-
curacy by an average of 32.8% and 31.1%, compared with 27.2% and 25.7% for
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Table 3.10: Improvement in overall classification performance for
varied pre-processing methods and DNN models (FGSM attacks). The
data in this table are visualised in Figure 3.9. “QF” refers to the quality
Jactor in JPEG compression.

Improvement in overall classification performance
Pre-processing methods DNN models FGSM (¢ = 16) FGSM (c = 32)
Top-1 Top-5 Top-1 Top-5
accuracy | accuracy | accuracy accuracy
VGG-19 9.4% 33.9% 2.8% 5.5%
ResNet-50 14.6% 39.0% 3.4% 4.5%
. GoogLeNet 10.7% 37.6% 3.5% 4.6%
JPEG compression (QF = 90%) \—c o oNet 8.8% 36.6% 2.1% 6.0%
Inception-v3 6.8% 42.0% 2.7% 5.3%
NASNet-Large 9.2% 43.4% 2.6% 4.3%
VGG-19 22.7% 45.8% 3.0% 8.3%
ResNet-50 21.9% 37.6% 4.0% 8.6%
. GoogLeNet 27.4% 32.3% 3.7% 8.5%
JPEG compression (QF = 70%) SquegezeNet 27.8% 47.4% 2.5% 9.2%
Inception-v3 14.7% 39.1% 3.2% 8.7%
NASNet-Large | 24.3% 31.6% 2.9% 6.6%
VGG-19 29.9% 45.8% 3.8% 6.0%
ResNet-50 31.7% 45.8% 5.7% 5.8%
. GoogLeNet 33.9% 52.9% 5.1% 6.0%
JPEG compression (QF = 50%) | —g 1 ccooNet | 39.3% | 53.5% 3.3% 7.0%
Inception-v3 20.0% 51.9% 4.5% 6.7%
NASNet-Large 31.4% 43.4% 3.6% 4.9%
VGG-19 18.0% 56.8% 5.5% 15.4%
ResNet-50 15.6% 51.2% 3.3% 14.4%
Gaussian blur GoogLeNet 18.4% 53.6% 5.3% 14.6%
SqueezeNet 24.4% 42.3% 2.8% 13.1%
Inception-v3 26.2% 37.3% 4.1% 15.1%
NASNet-Large 21.5% 49.3% 2.7% 14.4%
VGG-19 23.3% 52.2% 3.1% 14.0%
ResNet-50 22.8% 46.1% 4.9% 13.0%
Median filtering GoogLeNet 17.8% 49.0% 4.6% 12.0%
SqueezeNet 20.1% 38.3% 3.4% 9.5%
Inception-v3 23.6% 35.1% 5.4% 10.9%
NASNet-Large 23.9% 39.7% 3.8% 15.5%
VGG-19 29.3% 41.3% 6.2% 14.2%
ResNet-50 28.0% 65.7% 4.1% 12.1%
GoogLeNet 24.0% 40.0% 5.5% 13.0%
GMBN (lower scale) SquégezeNet 26.4% 61.1% 1.4% 9.6%
Inception-v3 31.0% 47.4% 2.7% 10.4%
NASNet-Large 32.7% 48.1% 3.8% 11.3%
VGG-19 21.4% 59.2% 3.9% 21.5%
ResNet-50 18.0% 70.8% 4.6% 20.5%
. GoogLeNet 28.5% 55.4% 4.4% 21.7%
GMBN (higher scale) SquegezeNet 28.5% | 74.2% 3.9% 16.2%
Inception-v3 37.3% 67.1% 4.1% 16.4%
NASNet-Large 34.3% 69.0% 4.1% 18.3%

JPEG compression (QF = 70% and 50%), respectively. In summary, for Top-1
accuracy, all pre-processing methods exhibit comparable improvements across
attacking scenarios. For Top-5 accuracy, GMBN demonstrates the best overall
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Table 3.11: Improvement in overall classification performance for
varied pre-processing methods and DNN models (PGD attacks). The
data in this table are visualised in Figure 3.10. “QF” refers to the quality
Jactor in JPEG compression.

Improvement in overall classification performance
Pre-processing methods DNN models PGD (c = 16) PGD (c = 32)
Top-1 Top-5 Top-1 Top-5
accuracy | accuracy | accuracy accuracy
VGG-19 14.2% 27.9% 9.9% 20.0%
ResNet-50 12.3% 23.6% 9.3% 16.8%
. GoogLeNet 12.7% 16.4% 13.2% 21.7%
JPEG compression (QF = 90%) —g 1 co oNet T 15.7% 22.3% 12.5% 24.4%
Inception-v3 14.8% 32.4% 9.9% 20.1%
NASNet-Large 12.1% 20.8% 13.4% 28.0%
VGG-19 28.6% 39.2% 16.9% 25.9%
ResNet-50 21.4% 35.1% 19.3% 29.6%
. GoogLeNet 24.6% 42.1% 14.1% 21.7%
JPEG compression (QF = 70%) SquegezeNet 23.1% 45.7% 18.8% 29.5%
Inception-v3 21.1% 38.8% 24.8% 28.8%
NASNet-Large 24.9% 35.4% 21.0% 27.6%
VGG-19 27.4% 29.1% 17.6% 27.4%
ResNet-50 26.1% 39.3% 22.5% 31.5%
. GoogLeNet 32.5% 44.6% 22.7% 28.8%
JPEG compression (QF = 50%) SquegezeNet 28.0% | 45.7% 15.2% 23.4%
Inception-v3 20.3% 36.8% 14.2% 22.1%
NASNet-Large 28.4% 36.8% 19.8% 21.1%
VGG-19 27.8% 27.1% 19.6% 24.1%
ResNet-50 23.1% 24.8% 24.5% 20.0%
Gaussian blur GoogLeNet 17.6% 33.5% 17.9% 22.6%
SqueezeNet 24.1% 42.0% 19.1% 23.2%
Inception-v3 29.5% 33.5% 13.7% 23.1%
NASNet-Large 24.3% 23.0% 15.7% 16.9%
VGG-19 25.7% 33.6% 17.2% 23.0%
ResNet-50 34.6% 32.9% 13.9% 16.9%
Median filtering GoogLeNet 18.7% 33.8% 15.2% 18.4%
SqueezeNet 18.3% 34.5% 11.9% 13.6%
Inception-v3 24.2% 25.3% 16.9% 18.1%
NASNet-Large 14.9% 32.7% 12.8% 14.1%
VGG-19 27.3% 24.4% 15.0% 35.2%
ResNet-50 21.9% 27.9% 17.6% 28.6%
GoogLeNet 25.3% 25.7% 19.9% 37.5%
GMBN (lower scale) SquégezeNet 28.8% 27.1% 18.9% 33.3%
Inception-v3 23.7% 34.0% 11.2% 29.7%
NASNet-Large 27.6% 33.2% 16.0% 32.5%
VGG-19 26.9% 33.9% 16.3% 30.0%
ResNet-50 36.3% 36.8% 19.6% 29.9%
. GoogLeNet 34.5% 49.2% 19.5% 30.4%
GMBN (higher scale) SquegezeNet 23.7% 38.9% 17.0% 28.1%
Inception-v3 27.7% 33.3% 13.7% 31.1%
NASNet-Large 31.9% 35.6% 23.7% 36.8%

performance compared with JPEG compression and feature squeezing; notice-
ably, JPEG compression tends to rank second against FGSM, while feature
squeezing exhibits performance comparable to GMBN against PGD. Several
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Figure 3.9: Overall classification accuracy improvement against ad-
versarial attacks by existing pre-processing-based methods. This set
of graphs visualises the data in Table 3.10.

qualitative examples are provided in Figures 3.11 and 3.12, with additional

examples in Appendix A, Figure A.4, providing a broader comparison of defence
performance.
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Figure 3.10: Overall classification accuracy improvement against
adversarial attacks by pre-processing input images with GMBN. This
set of graphs visualises the data in Table 3.11.

Moreover, GMBN was evaluated on non-adversarial (clean) images. Across
the six DNN models, GMBN enhances Top-1 accuracy, Top-5 accuracy, and
confidence scores, indicating that the neutralisation perturbation can assist
classification with greater confidence. Results are provided in Appendix A,
Table A.1 and Figure A.3.

3.3.3 Discussion

In the preceding sections, a new insight into DNN gradients was revealed:
the gradients can be characterised using Gamma, Weibull, and Laplacian
distribution models (see Section 3.2). It was then demonstrated that this
insight can be leveraged to either degrade or enhance adversarial robustness
(see Section 3.2.4). Subsequently, experiments showed that neutralisation per-
turbations based on synthetic gradients can mitigate the impact of adversarial
perturbations (see Section 3.3). This section discusses the significance of
these results and outlines limitations and potential future work.

A new understanding of DNN gradients

To the best of current knowledge, this is the first study to investigate precise
modelling of DNN gradients and to conduct comprehensive experiments valid-
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Original Image
Ground Truth: lynx
Predicted Class: lynx
with Confidence of: 0.9871

JPEG Compressed Image: (QF=90)
Predicted with: lynx
with Confidence of: 0.22672

Adversarial Example (Untargeted):
Predicted with: jigsaw puzzle
with Confidence

JPEG Compressed Image: (QF=50)
Predicted with: lynx

Neutralised Image: (Lower Scale)
Predicted with: lynx
with Confidence of: 0.82406

Gaussian Blurred Image:
Predicted with: red fox
with Confidence of: 0.38192

Neutralised Image: (Higher Scale)

Predicted with: lynx
with Confidence of: 0.8363

Median Filtered Image:
Predicted with: lynx
with Confidence of: 0.39391

with Confidence of: 0.57558
T

Original Image
Ground Truth: limousine
Predicted Class: limousine
with Confidence of: 0.97678

A ial (Untargeted):
Predicted with: triceratops
with Confidence

Neutralised Image: (Lower Scale)
Predicted with: triceratops

Neutralised Image: (Higher Scale)
Predicted with: triceratops
with Confidence of: 0.055486

with Confidence of: 0.055486

JPEG Compressed Image: (QF=90)
Predicted with: chain mail
with Confidence of: 0.039472

JPEG Compressed Image: (QF=50)
Predicted with: patio
with Confidence of: 0.11061

Gaussian Blurred Image:
Predicted with: assault rifle
with Confidence of: 0.037601

Median Filtered Image:
Predicted with: chain

with Confidence of: 0.09712

Figure 3.11: Examples of using different pre-processing methods for
the defence of adversarial examples (FGSM attaclk).

ating the fit of different distributions. Conventionally, successful adversarial
attacks require access to the gradients of the DNN output with respect to the
input image, as the gradients are essential for constructing adversarial per-
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Original Image
Ground Truth: rotisserie Adversarial Example with Target Class of: vulture Neutralised Image: (Lower Scale) Neutralised Image: (Higher Scale)
Predicted Class: rotisserie Predicted with: vulture Predicted with: rotisserie Predicted with: rotisserie
with Confidence of: 0.99999 with Confidence of: 1 with Confidence of: 0.9816 with Confidence of: 0.98045

JPEG Compressed Image: (QF=90) JPEG Compressed Image: (QF=50) Gaussian Blurred Image: Median Filtered Image:
Predicted with: vulture Predicted with: rotisserie Predicted with: rotisserie Predicted with: rotisserie
with Confidence of: 0.46092 with Confidence of: 0.99942 with Confidence of: 0.99951 with Confidence of: 0.99975

Original Image
Ground Truth: maillot A ial (U geted): Neutralised Image: (Lower Scale)

Neutralised Image: (Higher Scale)
Predicted with: volleyball
with Confidence of: 0.20354

) S

Predicted Class: bathing cap
with Confidence of: 0.81933

Predicted with: cardigan
with Confidence of: 0.074144
R

Predicted with: volleyball
with Confidence of: 0.21266

JPEG Compressed Image: (QF=90) JPEG Compressed Image: (QF=50) Gaussian Blurred Image: Median Filtered Image:

Predicted with: cardigan

with Confidence of: 0.050023
i

Predi with: ier des F Predicted with: balance beam Predicted with: soccer ball
with Confidence of: 0.11781

with Confidence of: 0.054722 with Confidence of: 0.11553
— Ty

Figure 3.12: Examples of using different pre-processing methods for
the defence of adversarial examples (PGD attack).

turbations. In black-box scenarios, where access to the target model is limited
or absent, attackers often train a substitute model to estimate gradients, or rely
on other sophisticated approaches. The analysis in Section 3.2 supports the
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hypothesis that DNN gradients can be characterised by specific distribution
models, offering a simpler alternative to computationally expensive approaches.
Section 3.2.4 further demonstrates that adversaries may construct adversarial
examples with only label information by exploiting synthetic gradients. Overall,
the crucial factor in constructing adversarial examples, Vy£L(Dy(z;),y;), can
be approximated by Gamma, Weibull, or Laplacian distributions. Although
synthetic gradients are generally weaker than exact gradients computed from
the model, repeated generation can still effect a significant drop in prediction
confidence and induce misclassification. This discovery exposes a potential
adversarial weakness and suggests that external input pre-processing may
serve as an effective defence.

A new insight into combating adversarial examples

The aim of this study is not to propose a state-of-the-art black-box attack, but
to reveal an internal characteristic of DNN gradients and show how it can be
used to both downgrade and enhance robustness. These findings suggest a
practical pathway for combating adversarial examples:

1. DNN gradients are the most critical factor in efficiently constructing
adversarial perturbations because they directly manipulate the output of
DNNs, maximising the likelihood of misclassification. When attackers
lack model access, they typically estimate gradients through complex
or computationally expensive means. This study demonstrates that
gradients can be characterised by probability distributions with specific
parameters. While synthetic gradients may be less effective per attempt,
repeated trials can still achieve a distinct drop in prediction confidence
and cause misclassification.

2. Asyet, there is no universally accepted explanation for the intricate nature
of adversarial examples in deep learning; thus, a single definitive solution
remains challenging. Since DNN gradients can be characterised and ex-
ploited to construct adversarial perturbations, the converse is also viable:
synthetic gradients may be used to construct neutralisation perturba-
tions as a pre-processing defence. The results in Section 3.3.2 show that
the proposed GMBN achieves markedly better Top-5 accuracy improve-
ments than other pre-processing defences and exhibits competitive Top-1
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improvements. Rather than attempting to eradicate adversarial perturb-
ations, GMBN introduces a neutralisation perturbation that mitigates
their effect, leading to correct predictions.

3.3.4 Limitations

Several limitations are noted;

1. Distribution model selection: Although three distributions were identi-
fied that effectively characterise DNN gradients, the theoretical foundation
for their suitability remains to be established.

2. Model architecture: While results were consistent across different ar-
chitectures, the impact of broader architectural variations on gradient
distributions was not exhaustively studied. A systematic investigation
could yield deeper insight.

3. Computational power: The analysis focused on benchmark attacks due
to limited computational resources. Further research should evaluate
robustness against a wider range of attack types.

3.4 Real-World Scenario Application: CamVid Data-
set

To evaluate the effectiveness of the proposed pre-processing method in mit-
igating adversarial effects, as described in Section 3.3, a comprehensive set
of experiments was conducted comparing the performance of the approach
with established pre-processing techniques for image segmentation tasks.
The primary objective is to determine how well the method defends against
adversarial attacks in a real-world scenario, thereby providing a thorough
evaluation of the proposed GMBN.

3.4.1 Experimental Setup

As this is a different deep learning task, the experimental setups are described
in detail below for clarity.
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1. Dataset: The CamVid dataset is employed, containing 701 images of
urban scenes with pixel-wise semantic labels for 11 classes. The dataset
is split into 367 training images, 101 validation images, and 233 test images.
Each frame is accompanied by high-quality semantic labels, making the
dataset a recognised benchmark for assessing segmentation robustness.

2. Pre-trained Segmentation Models: Due to computational constraints
and to ensure a thorough evaluation, the focus is on the DeepLabV3+
architecture with two backbone networks: DeepLabV3+ ResNet-18 and
DeepLabV3+ ResNet-50.

3. Pre-processing Defence Techniques for Comparison: As summarised
in Table 3.12, three categories of pre-processing defence techniques,
reviewed in Chapter 2, are implemented to evaluate their effectiveness
against adversarial attacks in semantic segmentation. JPEG compression
is applied at three quality levels (90%, 70%, and 50%). Feature smoothing
techniques include Gaussian blur with a 3 x 3 kernel (standard deviation:
1.5) and median filtering with a 3 x 3 neighbourhood. Additionally, colour
quantisation is performed by reducing the number of colours to eight.

Table 3.12: Pre-processing Defence Methods Configuration

Category Method Parameters
JPEG-90 Quality factor: 90%
JPEG Compression | JPEG-70 Quality factor: 70%
JPEG-50 Quality factor: 50%
Kernel size: 3 x 3

Feature Smoothing Gaussian Blur Standard deviation: 1.5

Median Filtering | Kernel size: 3 x 3
Colour Quantisation | Colour Reduction | Number of colours: 8

4. Evaluation Metrics: Performance is evaluated using standard semantic
segmentation metrics:

* Global Accuracy: Overall pixel-wise classification accuracy:

S, TP

=1

2is(TP+ FR)’

Global Accuracy = (3.12)
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where TP, and F P, represent true positives and false positives for
class i, and n. is the total number of classes.

* Mean Accuracy: The average of per-class accuracies:

1<~ TP
Mean Accuracy = — Z

e 3.13
ne & TP, + FN; 5-13)

where F'N; denotes false negatives for class i.
e MeanlIoU: The mean intersection over union:

1 & TP
MeanloU = —

3.14
nC;TPmLFPmLFNi’ ( )

* WeightedIoU: A class-frequency weighted IoU:

Th

3.15
TP, + FP,+ FN,’ ( )

WeightedIoU = ) " w; -
=1

where w; is the frequency weight of class i.

* MeanBFScore: The boundary F1 score:

2 - Precision - Recall
BFS = 3.16
core Precision + Recall ’ ( )

where precision and recall are computed specifically for boundary
pixels.

These metrics collectively assess segmentation quality, overall accuracy,
and class-wise balance.

5. Adversarial Attacks Configuration: Table 3.13 lists the targeted PGD
attacks adapted for semantic segmentation. Unlike image classification,
these attacks operate at the pixel level, aiming to erase specific classes
by misclassifying them as other classes. Three attack types are con-
sidered: single-class, two-class, and three-class erasure, with target
classes randomly selected from the 11 semantic categories in the CamVid
dataset [123]. A constant step size of 1 and 30 iterations are used for all
attacks, with perturbation constraints ¢ = 16/255 and e = 32/255.
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Table 3.13: Adversarial Attacks Configuration for Semantic Segmenta-

tion
Attack Target € Step Size | Iterations | Index
Single Class ég;ggg } 28 i;
PGD Two Classes ég;ggg i 38 ﬁi
Three Classes ég;;gg } 28 ﬁg

Notes: Target classes are randomly selected for each attack from the CamVid
dataset’s 11 semantic classes. The attacks modify the segmentation output
such that targeted classes are misclassified as other classes, effectively
erasing them from the prediction.

Unlike image classification tasks where adversarial attacks aim to cause
misclassification of the entire image, semantic segmentation requires a
different attack approach focusing on pixel-wise predictions. As shown in
Table 3.13, targeted PGD attacks are employed to erase selected classes
from the segmentation output. Three types of attacks with increasing
complexity are conducted: single-class erasure, two-class erasure, and
three-class erasure. Due to computational constraints and the dense
prediction nature of segmentation tasks, a constant step size of 1 and
30 iterations are used for all attack scenarios. For each attack type,
two perturbation constraints (e = 16/255 and ¢ = 32/255) are evaluated
to assess defence performance under different attack strengths. This
configuration enables a comprehensive evaluation of robustness against
class-wise targeted semantic attacks.

3.4.2 Experimental Results

The defence method is evaluated against both single-class and multi-class
adversarial attacks on semantic segmentation tasks. The evaluation in-
cludes overall segmentation performance and class-wise analysis. Tables 3.14
and 3.15 present the results for single-class and multi-class attacks, respect-
ively, while Tables 3.16 and 3.17 show the detailed class-wise performance. To
provide an intuitive view of the defence performance of the proposed GMBN,
Figures 3.13 and 3.14 visualise the neutralisation effects of adversarial per-
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turbations by displaying segmentation maps of clean images, adversarial
examples, and neutralised adversarial examples at both image and pixel levels.

Table 3.14: Overall Segmentation Performance Evaluation for Single-

Class Attack
Global Mean Weighted | Mean
Methods Accuracy | Accuracy MeanloU IoU BFScore
Clean Image 0.9035 0.8716 0.6703 0.8413 0.7260
AE 0.4359 0.2764 0.1724 0.3077 0.2331
GMBN (Proposed) 0.8326 0.8064 0.5903 0.7597 0.6146
JPEG 0.6265 0.6459 0.4459 0.5931 0.4874
Colour Reduction 0.4923 0.5246 0.3089 0.3965 0.3577
Feature Smoothing | 0.6682 0.6780 0.4866 0.5980 0.4819

Table 3.15: Overall Segmentation Performance Evaluation for Multi-

Class Attack
Global Mean Weighted | Mean
Methods Accuracy | Accuracy MeanloU I%U BFScore
Clean Image 0.9035 0.8716 0.6703 0.8413 0.7260
AE 0.4359 0.2764 0.1724 0.3077 0.2331
GMBN (Proposed) 0.7888 0.7993 0.5567 0.7234 0.6098
JPEG 0.5465 0.5659 0.3759 0.5131 0.4074
Colour Reduction 0.4123 0.4446 0.2389 0.3165 0.2777
Feature Smoothing | 0.5882 0.5980 0.4066 0.5180 0.4019

Notes: Results combine DeepLabV3+ with ResNet-18 and ResNet-50 back-
bones. Bold indicates clean image performance; underlined values indicate
the best defence performance. Multi-class attack results combine performance
across two-class and three-class attacks.

3.4.3 Overall Segmentation Performance

For clean images, the segmentation model achieves baseline performance
with 90.35% global accuracy and 67.03% mean IoU. Under adversarial attack,
performance degrades substantially, with global accuracy dropping to 43.59%
and mean IoU to 17.24%.

The proposed GMBN defence significantly outperforms other pre-processing
approaches. For single-class attacks, GMBN achieves 83.26% global accuracy
and 59.03% mean IoU, outperforming JPEG compression (62.65%, 44.59%), colour
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Table 3.16: Class-wise Performance Evaluation — Clean Image, Ad-
versarial Examples, and GMBN Defence

Class Clean Image AE GMBN (Proposed)
PA IoU BFS PA IoU BFS PA IoU BFS

Sky 0.963 0.943 0.943 | 0.934 0.611 0.621 | 0.848 0.688 0.625
Building* 0.884 0.865 0.749 | 0.007 0.007 0.102 | 0.630 0.471 0.388
Pole 0.842 0.338 0.648 | 0.253 0.048 0.237 | 0.149 0.076 0.186
Road* 0.925 0.902 0.762 | 0.023 0.023 0.136 | 0.677 0.569 0.474
Pavement 0.919 0.838 0.846 | 0.831 0.344 0.336 | 0.624 0.446 0.355
Tree 0.804 0.729 0.736 | 0.341 0.195 0.250 | 0.311 0.201 0.262
SignSymbol | 0.889 0.489 0.600 | 0.462 0.054 0.209 | 0.181 0.070 0.182
Fence 0.642 0.221 0.472 | 0.000 0.000 0.000 | 0.000 0.000 0.005
Car 0.944 0.834 0.696 | 0.614 0.238 0.180 | 0.491 0.301 0.230
Pedestrian* | 0.942 0.526 0.702 | 0.004 0.003 0.055 | 0.154 0.087 0.224
Bicyclist 0.772 0.248 0.517 | 0.003 0.001 0.741 | 0.000 0.000 0.000

* indicates target classes. PA

Bold indicates target-class values.

: class-wise pixel accuracy; BFS: mean BF score.

Table 3.17: Class-wise Performance Evaluation — Comparison with

Other Defence Methods
Class JPEG Feature Smoothing Colour Reduction
PA IoU BFS PA IoU BFS PA IoU BFS

Sky 0.882 0.762 0.736 | 0.805 0.756 0.708 | 0.929 0.689 0.642
Building* 0.568 0.451 0.401 | 0.645 0.496 0.413 | 0.044 0.044 0.131
Pole 0.221 0.081 0.277 | 0.232 0.110 0.312 | 0.258 0.047 0.246
Road* 0.633 0.575 0.399 | 0.659 0.607 0.396 | 0.025 0.025 0.185
Pavement 0.673 0.485 0.437 | 0.619 0.484 0.427 | 0.827 0.353 0.353
Tree 0.333 0.192 0.217 | 0.362 0.169 0.225 | 0.446 0.235 0.277
SignSymbol | 0.385 0.109 0.201 | 0.423 0.160 0.221 | 0.519 0.059 0.206
Fence 0.000 0.000 0.006 | 0.000 0.000 0.019 | 0.023 0.004 0.078
Car 0.574 0.320 0.205 | 0.592 0.332 0.201 | 0.655 0.251 0.201
Pedestrian* | 0.165 0.122 0.252 | 0.196 0.158 0.251 | 0.005 0.005 0.125
Bicyclist 0.332 0.087 0.088 | 0.514 0.196 0.201 | 0.000 0.000 0.000

* indicates target classes. PA: class-wise pixel accuracy; BFS: mean BF score.
Bold indicates target-class values.

reduction (49.23%, 30.89%), and feature smoothing (66.82%, 48.66%). In multi-
class scenarios, GMBN achieves 78.88% global accuracy and 55.67% mean
IoU, whereas conventional pre-processing methods remain comparatively weak
against multi-class attacks (e.g., JPEG: 54.65% global accuracy; feature smooth-
ing: 58.82%; colour reduction: 41.23%).

Overall, these results demonstrate that the gradient-based neutralisation
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approach provides markedly better robustness to adversarial perturbations
than other pre-processing methods, particularly in complex multi-class attack
settings. The consistent performance of GMBN across both single- and multi-
class attacks supports its effectiveness in maintaining semantic segmentation
accuracy by neutralising adversarial noise.

3.4.4 Class-wise Performance

A class-wise evaluation of the proposed GMBN method and other pre-processing
defences is presented in Tables 3.16 and 3.17. The three target classes ("Build-
ing”, "Road”, and "Pedestrian”) are chosen for adversarial attacks. Baseline
performance on clean images shows high accuracy across all classes, with
pixel accuracy ranging from 0.642 to 0.963 and IoU from 0.221 to 0.943. For the
target classes, adversarial attacks cause severe degradation. For example, the
"Building” class accuracy drops from 0.884 to 0.007, "Road” from 0.925 to 0.023,
and "Pedestrian” from 0.942 to 0.004.

The GMBN method demonstrates consistent improvement across most
classes compared with other defence methods. For instance, it recovers "Build-
ing” accuracy to 0.630 and "Road” accuracy to 0.677, while JPEG compression
achieves 0.568 and 0.633 respectively, and feature smoothing achieves 0.645
and 0.659 respectively. All methods perform substantially better than colour
reduction. However, objects occupying a smaller proportion of the image (e.g.,
"Pole”, "SignSymbol”) remain challenging for all defence methods, suggest-
ing that preserving the semantic accuracy of minor-proportion objects while
neutralising adversarial perturbations requires further improvement. Notably,
non-target classes also benefit from GMBN, indicating an advantage in neut-
ralising adversarial effects on global semantic accuracy. For example, the
"Sky” and "Car” classes maintain relatively high recovery rates under GMBN
despite not being direct targets.

To provide deeper insight into how pre-processing methods affect segmenta-
tion under adversarial attack from a class-wise perspective, confusion matrices
are visualised in Figures 3.15, 3.16, and 3.17. The clean image confusion
matrix (Figure 3.15(a)) shows strong diagonal dominance, indicating good class
predictions across all categories. Under adversarial attack (Figure 3.15(b)),
severe misclassification of the target classes is observed, with predictions dis-

89



tributed across multiple incorrect classes. The GMBN method (Figure 3.16(a))
effectively restores the diagonal dominance for the target classes, outperform-
ing JPEG compression (Figure 3.16(b)), feature smoothing (Figure 3.17(a)),
and colour reduction (Figure 3.17(b)).

3.4.5 Summary

The experimental results demonstrate that GMBN provides better overall neut-
ralisation of adversarial perturbations compared with existing pre-processing
methods in both single- and multi-class scenarios.

Several aspects of the proposed GMBN distinguish it from other pre-processing-
based methods. First, while traditional methods show reduced effectiveness
in preserving semantic information in the single-class scenario compared with
the multi-class scenario, GMBN maintains stable segmentation accuracy for
both attack conditions.

Second, GMBN exhibits balanced performance across different semantic
categories, whereas other pre-processing methods show uneven class-wise
performance, with particularly poor results for minor-proportion objects. In
contrast, GMBN preserves both global and local semantic information more
consistently.

Nonetheless, all pre-processing methods, including GMBN, show limited ef-
fectiveness in recovering segmentation accuracy for small and less-represented
objects such as "Pole” and "SignSymbol”. This highlights an inherent chal-
lenge in neutralising adversarial perturbations while preserving fine semantic
details, requiring further investigation.

Third, the complexity of semantic segmentation tasks can reduce defence
performance. Unlike image classification, where gradients share the same di-
mensions as the input image (height x width x 3), segmentation gradients have
dimensions of height x width x channel x number of classes. In these experi-
ments with 11 semantic classes, gradient dimensionality is considerably larger,
increasing computational complexity and making effective neutralisation while
preserving semantic information more challenging. This is particularly evident
in class-wise results, where smaller objects with fewer pixels are more difficult
to recover with accurate pixel-wise classification.

The class-wise results in Tables 3.16 and 3.17 should therefore be inter-
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preted cautiously. The aim is to provide insight into how different methods
affect specific semantic categories, rather than to represent general defence
capabilities. These results relate to a specific case in which "Building”, "Road”,
and "Pedestrian” were deliberately targeted, and thus the overall effectiveness
should be judged from the aggregated performance metrics in Tables 3.14
and 3.15.

3.4.6 Limitations and Future Work

Despite promising results, several limitations of the study should be noted:

1. Computational Constraints: Due to limited computational resources,
evaluation was restricted to DeepLabV3+ with ResNet-18 and ResNet-50
backbones. Future work could explore the method’s effectiveness across
a wider range of architectures and deeper networks.

2. Defence Method Comparison: Although several pre-processing methods
were compared, other defence strategies were not included. Broader com-
parison with state-of-the-art approaches could provide further insight.

3. Class-wise Performance Variability: While GMBN delivers strong overall
performance, class-wise results reveal inconsistencies. Certain targeted
classes recover well, whereas others show limited improvement.

4. Semantic Complexity: Semantic segmentation presents unique chal-
lenges compared with image classification, requiring pixel-level predic-
tions while preserving spatial and contextual relationships. The varying
class-wise performance suggests that further research is necessary to
enhance adversarial robustness in segmentation tasks.
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Figure 3.13: Visualisation of the defence performance of GMBN against
adversarial attacks in segmentation tasks. The first three rows show
the segmentation maps; the fourth row visualises IoU changes; the bar
graph presents statistical data of pixel counts.
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Figure 3.14: Visualisation of the defence performance of GMBN against
adversarial attacks in segmentation tasks. The first three rows show
the segmentation maps; the fourth row visualises IoU changes; the bar

graph presents statistical data of pixel counts.
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Sign

Sky Building Pole Road Pavement Tree
Symbol

Fence Car Pedestrian| Bicyclist

Sky 96.31% 0.45% 1.03% 0.00% 0.00% 2.02% 0.02% 0.00% 0.18% 0.00% 0.00%

Building 0.40% 88.36% 3.30% 0.00% 0.50% 0.76% 2.49% 0.19% 2.11% 1.76% 0.13%

Pole 0.12% 3.75% 84.17% 0.03% 0.49% 3.99% 3.33% 0.02% 2.32% 1.76% 0.02%

Road 0.00% 0.00% 0.08% 92.52% 3.39% 0.00% 0.00% 0.01% 3.93% 0.03% 0.04%

Pavement| 0.00% 0.24% 1.00% 5.38% 91.88% | 3.63E-05 | 3.39E-05 | 0.04% 0.39% 0.95% 0.11%

Tree 4.16% 2.65% 6.01% 0.00% 0.03% 80.38% 3.18% 0.13% 3.26% 0.18% 0.01%

Sign
Symbol

4.14E-05 | 4.21% 3.81% 0.00% 0.00% 1.72% 88.87% 0.03% 1.00% 0.33% 0.02%

Fence 0.00% 12.62% 19.74% 0.00% 1.19% 0.11% 0.00% 64.22% 2.11% 0.00% 0.00%

Car 9.17E-05| 1.98% 1.13% 0.22% 0.06% 0.04% 0.11% 0.10% 94.38% 1.28% 0.68%

Pedestrian| 0.00% 0.23% 1.04% | 9.68E-06 | 1.53% 0.07% 0.00% 0.00% 0.92% 94.22% 2.01%

Bicyclist 0.00% 0.00% 1.96% 0.00% 0.22% 0.00% 0.00% 0.00% 5.57% 15.03% | 77.21%

(a) Clean Image

Sign

Sky Building Pole Road Pavement Tree
Symbol

Fence Car Pedestrian| Bicyclist

Sky 93.44% | 9.81E-05 | 0.65% [ 4.63E-05| 0.30% 0.97% 1.64% 0.04% 2.94% 0.00% | 0.00E+00

Building | 24.87% 0.72% 13.40% | 4.18E-05 | 5.44% 12.47% | 23.43% 0.18% 18.67% 0.45% 0.37%

Pole 11.51% 0.13% 25.28% 0.00% 15.05% | 12.19% | 17.16% 0.02% 18.67% | 8.09E-06 | 0.00%

Road 0.20% 0.16% 0.09% 2.32% 36.29% 0.54% 0.06% 1.78% 57.83% 0.02% 0.71%

Pavement| 0.09% 0.09% 2.98% 0.02% 83.11% 0.45% 0.36% 0.11% 12.64% 0.04% | 1.06E-03

Tree 23.51% 0.24% 5.58% 0.00% 0.82% 34.06% 11.85% 0.60% 23.34% | 1.25E-05 | 0.00%

Sign
Symbol

15.36% 0.82% 8.40% 0.00% 2.49% 16.23% | 46.16% 0.14% 9.98% 0.01% 0.41%

Fence 0.00% 0.00% 41.43% 0.00% 0.00% 53.28% 5.29% 0.00% 0.00% 0.00% 0.00%

Car 2.63% 0.38% 2.60% 0.02% 22.18% 2.78% 7.29% 0.27% 61.43% 0.17% 0.24%

Pedestrian| 3.87E-05 | 1.94E-05 | 18.4%% 0.00% 31.74% 9.09% 8.63% 0.14% 30.86% 0.40% 0.64%

Bicyclist 0.00% 0.00% 0.58% 0.00% 2.86% 0.74% 32.50% 0.00% 61.14% 1.91% 0.27%

(b) Adversarial Example
Figure 3.15: Confusion matrices for clean image and adversarial
example segmentation. 94




Sign

Sky Building Pole Road Pavement Tree
Symbol

Fence Car Pedestrian| Bicyclist

Sky 84.83% | 12.55% 0.16% 0.28% 0.24% 1.15% 0.31% | 3.90E-04 | 0.43% | 4.18E-05| 0.00%

Building | 10.46% [ 62.99% 2.33% 0.25% 2.51% 7.77% 4.14% 0.50% 8.08% 0.92% 0.05%

Pole 7.93% 38.40% | 14.85% 1.46% 8.02% 9.68% 5.83% 0.25% 9.07% 4.45% 0.07%

Road 0.24% 1.07% 0.09% 67.73% 9.31% 1.99% 0.60% 0.57% 18.25% 0.14% | 0.00E+00

Pavement| 0.09% 8.95% 2.66% 13.28% | 62.41% 0.76% 0.88% 0.06% 9.50% 1.42% | 0.00E+00

Tree 10.72% | 36.68% 1.44% 1.05% 0.48% 31.11% 4.72% 0.59% 12.98% 0.22% | 0.00E+0Q0

Sign

Symbol 2.96% 59.48% 1.41% 0.28% 1.28% 7.55% 18.05% 0.58% 7.08% 1.31% 0.02%
ymbo

Fence | 9.16E-04 | 27.87% 17.11% 0.00% 0.00% 53.28% 0.53% 0.00% 1.12% 0.00% 0.00%

Car 1.87% 21.66% 0.76% 17.46% 4.06% 2.26% 0.53% 0.14% 49.07% 2.16% 0.04%

Pedestrian| 0.02% 23.53% 2.70% 6.06% 17.04% 7.26% 0.64% 1.55% 25.83% | 15.37% 0.00%

Bicyclist 0.00% 42.26% 0.00% 0.00% 2.46% 1.31% 1.56% 0.00% 44.14% 8.27% 0.00%

(a) GMBN (Proposed)

Sign

Sky Building Pole Road Pavement Tree
Symbol

Fence Car Pedestrian| Bicyclist

Sky 88.21% 8.82% 0.46% 0.00% 0.34% 0.93% 0.06% | 0.00E+00| 1.13% | 2.17E-05| 0.04%

Building 6.33% 56.78% 4.97% 0.07% 2.11% 9.85% 8.06% 0.92% 10.14% 0.57% 0.19%

Pole 3.15% 34.42% | 22.14% 0.00% 5.86% 9.80% 5.91% 1.14% 16.89% 0.46% 0.23%

Road 0.13% 0.85% 0.17% 63.30% 9.57% 1.38% 0.65% 1.96% 21.78% 0.19% | 5.04E-05

Pavement| 0.03% 5.61% 2.43% 8.38% 67.30% 1.17% 0.57% 0.09% 14.05% 0.34% | 3.99E-04

Tree 10.40% | 33.52% 2.17% 0.01% 0.45% 33.31% 4.43% 0.00% 15.39% 0.07% | 2.39E-03

Sign

Symbol 0.49% 44.66% 1.33% 0.05% 1.16% 7.03% 38.48% 0.00% 5.84% 0.40% 0.57%
ymbo

Fence | 0.00E+00| 37.65% 11.93% 0.00% 0.00% 49.50% 0.92% 0.00% 0.00% 0.00% 0.00%

Car 1.86% 15.44% 0.97% 9.39% 3.94% 7.80% 1.23% 0.05% 57.38% 0.96% 0.98%

Pedestrian| 0.00% 18.21% 5.18% 0.63% 17.08% 5.94% 0.73% 0.22% 35.47% | 16.53% 0.00%

Bicyclist 0.00% 0.00% 18.76% 0.00% 0.05% 3.36% 4.10% 0.00% 40.55% 0.00% 33.18%

(b) JPEG Compression
Figure 3.16: Confusion matrices for GMBN and JPEG compression
defence. 95




Si
Sky Building Pole Road Pavement Tree 1en Fence Car Pedestrian| Bicyclist
Symbol

Sky 80.54% | 16.51% 0.64% 0.00% 0.17% 1.07% 0.15% | 0.00E+00| 0.91% | 3.96E-05 | 7.69E-05

Building 1.97% 64.53% 3.11% 0.04% 1.07% 13.54% 4.85% 0.84% 9.54% 0.31% 0.19%

Pole 0.91% 33.44% | 23.24% 0.00% 2.86% 13.20% 5.44% 0.76% 19.81% 0.09% 0.24%

Road 0.05% 0.76% 0.07% 65.85% 8.97% 2.36% 0.48% 0.86% 20.48% 0.10% | 2.17E-04

Pavement| 1.52E-05( 5.86% 1.62% 8.05% 61.93% 4.13% 0.07% 0.17% 17.60% 0.50% | 6.13E-04

Tree 6.94% 36.01% 1.36% | 1.72E-05| 0.14% 36.15% 4.76% 0.00% 14.40% 0.06% | 1.73E-03
SSIg; . 0.18% 39.11% 0.97% 0.00% 0.22% 8.55% 42.34% 0.00% 7.82% 0.22% 0.58%
ymbo

Fence | 0.00E+00| 43.70% | 24.55% 0.00% 0.00% 16.51% 2.08% 0.00% 4.79% 8.36% 0.00%

Car 0.94% 13.97% 0.62% 7.20% 1.54% 14.96% 0.57% 0.04% 59.24% 0.63% 0.29%

Pedestrian| 0.00% 16.05% 1.75% 0.32% 7.61% 12.81% 0.75% 0.33% 40.82% | 19.55% 0.00%

Bicyclist 0.00% 0.01% 7.82% 0.00% 0.12% 5.40% 2.35% 0.00% 32.81% 0.13% 51.36%

(a) Feature Smoothing

Si
Sky Building Pole Road Pavement Tree 1en Fence Car Pedestrian| Bicyclist
Symbol

Sky 92.93% 0.02% 0.98% 0.00% 0.04% 1.50% 1.52% | 1.34E-05 | 3.01% | 0.00E+00| 0.00%

Building [ 16.54% 4.39% 14.35% 0.00% 4.63% 15.20% | 24.57% 0.37% 19.08% 0.45% 0.42%

Pole 7.93% 0.19% 25.81% 0.00% 12.55% | 13.93% | 18.17% 0.17% 21.12% 0.05% 0.07%

Road 1.51E-05 | 6.23E-06 | 0.07% 2.49% 36.56% 0.09% 0.02% 0.52% 59.60% 0.00% | 6.44E-03

Pavement| 0.00% 0.11% 1.83% 1.07% 82.70% 0.51% 0.19% 0.09% 13.38% 0.01% | 1.12E-03

Tree 17.03% 0.04% 5.55% 0.00% 0.38% 44.58% 11.71% 0.12% 20.61% 0.00% | 0.00E+0Q0

Sign

Symbol 8.54% 0.05% 9.28% 0.00% 1.83% 17.89% | 51.88% | 2.48E-05 | 10.13% 0.00% 0.40%
ymbo

Fence | 0.00E+00| 0.00% 38.14% 0.00% 0.09% 48.49% 10.97% 2.31% 0.00% 0.00% 0.00%

Car 1.07% 0.21% 2.85% | 3.96E-05| 20.32% 3.38% 6.36% 0.04% 65.50% 0.03% 0.23%

Pedestrian| 0.00% | 9.68E-06 | 19.92% 0.00% 26.46% 12.35% 10.57% 0.46% 28.98% 0.51% 0.74%

Bicyclist 0.00% 0.00% 0.00% 0.00% 4.18% 2.12% 29.15% 0.00% 64.56% 0.00% 0.00%

(b) Colour Reduction

Figure 3.17: Confusion matrices for feature smoothing and colour
reduction defence. 96




Chapter 4

Combat AEs with Robust Features

4.1 General Introduction

While deep neural networks (DNNs) extract high-dimensional and complex
features from images and consistently outperform conventional hand-crafted
feature methods in computer vision tasks [124, 125, 126], hand-crafted fea-
tures possess a vital advantage: strong invariance to various distortions and
transformations [127, 128, 129, 130, 131, 132]. This characteristic can be
crucial for improving the robustness of DNN models.

In this chapter, we hypothesise that the phenomenon of adversarial ex-
amples (AEs) arises from the lack of robustness in the features learned by
deep learning models. To examine this hypothesis, we conduct a detailed
feature robustness analysis and present experimental evidence supporting
it. Based on our findings, we then perform comprehensive experiments to
combat AEs through both feature-level and architectural modifications in a
variety of real-world scenarios.

Our main contributions are as follows:

1. Feature Robustness Comparison: To provide the basis for our hypo-
thesis, we first investigate the layer-by-layer adversarial effects on DNN
features by visualising channel-wise variations. We then evaluate the
robustness of deep learning features versus several hand-crafted features
under adversarial attacks. Our analysis shows that Wavelet Scattering
Network (WSN) [11, 133] features exhibit superior robustness against
adversarial perturbations, offering valuable insights into improving a
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model’s inherent resistance to such attacks.

2. Hybrid Network Architecture with Feature Fusion: To further enhance
the adversarial robustness of DNN models, we propose a hybrid network
architecture—WSN-ResNet—which combines WSN and DNN features to
achieve both strong classification accuracy and improved robustness. We
introduce two dedicated feature fusion strategies: rescaling addition and
depth concatenation. Before fusion, the WSN features are adjusted with
learnable scaling and bias parameters. The proposed hybrid networks
are then rigorously evaluated under benchmark adversarial attacks.

3. ROI-Aware 3D ResNet for Medical Imaging: In medical imaging—particularly
for prognosis prediction using 3D CT/MRI volumetric scans—robustness
is critical due to the sensitivity of real-world clinical applications. The
WSN-ResNet is designed for 2D images and cannot directly handle 3D
volumetric data. To address this limitation, we propose a novel Region-of-
Interest (ROI)-Aware 3D ResNet architecture, purpose-built for COVID-19
prognosis from volumetric CT/MRI scans. The design introduces addi-
tional layers that apply masking not only to the input volume but also
to intermediate feature maps, thereby reducing feature-layer-level ad-
versarial effects. This enables the model to outperform standard 3D
networks in both clean accuracy and adversarial robustness. Further-
more, we propose a preprocessing pipeline for CT scans that uses a sali-
ency coefficient to select lung slices, ensuring the network learns from
diagnostically critical thoracic regions and thus mitigating adversarial
perturbations.

The roadmap for this chapter is as follows: Section 4.2 presents a com-
prehensive robustness analysis of deep learning versus hand-crafted features
to identify the most robust representation for defending against adversarial
attacks. Section 4.3 introduces a novel architectural modification that in-
tegrates WSN features with DNN features to enhance inherent robustness.
Section 4.4 presents an ROI-aware architecture tailored to medical imaging,
aimed at improving both model performance and robustness.
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4.2 Feature Robustness Analysis

This section presents a comprehensive comparative analysis of the adversarial
robustness of DNN features and traditional hand-crafted features. The ex-
perimental evaluation assesses their robustness on different DNNs under
benchmark adversarial attacks in different scenarios, aiming to determine the
feature with the best robustness against adversarial attacks.

4.2.1 Feature Extraction Methods For Comparison

To evaluate the adversarial robustness of various feature representations,
four hand-crafted feature extraction techniques are employed: SIFT [134],
SUREF [135], HOG [136], and WSN [11, 133]. SIFT and SURF are popular
hand-crafted feature extraction methods that detect local key points from the
images, while HOG focuses on global structural information. WSN is more
complex than the former three as it generates multi-scale hierarchical and
translation-invariant features. Each method is described in detail as follows.

Scale-Invariant Feature Transform (SIFT)

Scale-Invariant Feature Transform (SIFT) [134] is a widely used hand-crafted
feature extraction method that primarily detects local key points from an
image. SIFT features are scale and rotation invariant, which makes them
robust to geometric changes. Key points are defined by detecting the extrema
of the image such as the local maximum or minimum. SIFT computes a
local gradient histogram within a region around each key point, resulting in
a 128-dimensional descriptor. SIFT is effective in object recognition due to
its robustness to geometric transformations and the advantage of capturing
local details. However, this method can be computationally expensive. The
feature extraction procedures can be expressed as follows. Given an input
image z(m,n) (the image is converted into grey if it is RGB), the SIFT features
are computed as follows:

1. Scale-Space Construction
The scale-space is constructed by convolving the image with Gaussian
kernels:
Ls(m,n,o) = G(m,n, o) * x(m,n), 4.1)
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This produces progressively smoothed versions of the image for different
scale values o.

The Gaussian kernel is defined as:

]_ _ m24n?

e 22 . 4.2)

G(m,n,o) =

2w o?

This kernel applies isotropic smoothing, suppressing high-frequency
details at a given scale.

. Difference of Gaussians
R(m,n,o) = Lg(m,n, ko) — Ls(m,n,o), (4.3)

This efficiently approximates the scale-normalised Laplacian of Gaussian,
highlighting blob-like structures stable across scales. Here k is a constant
multiplication factor for scale (commonly k = v/2).

. Keypoint Localisation
Potential keypoint (m,n, o) is identified as a local extrema of R(m,n,o) in
both space and scale, which can be localised by computing the Hessian

matrix:
9*R 9*R 9*R
8212 877;871 8772180
_ 0’R O’R O’R
H = Omon nZ ondo | ° (44)
9’R 9°R 9’R
Omdo  Ondo do2

The Hessian encodes second-order derivatives, enabling precise localisa-
tion and edge-response elimination.

. Orientation Assignment

The gradient magnitude V,(m,n) and orientation V,(m,n) of Lg(m,n,oy)
(where oy, is the scale at the detected keypoint) at each key point can be
computed:

8Lg 2 6L5 2 g—ﬁ(m,n,ak)

Vg(m,n) = \/(%) + (% , Vo(m,n) = arctan %
(4.5)
These values provide a consistent orientation reference, ensuring rotation

invariance.
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5. Feature Descriptor
Around each key point, a region is divided into sub-regions. Within each
sub-region S, gradients are weighted and binned by orientation:

Hi= > wm/,n')Vy(m' .n')6(Ve(m',n') — V), (4.6)

(m/,;n")es

This forms orientation histograms for each sub-region, with weights
favouring gradients near the keypoint.

Concatenating these histograms from all sub-regions yields a feature
vector:
fSIFT: [H17H27"'7HN]7 (47)

The descriptor is the concatenation of all local orientation histograms.

| fstrrll2 = 1, (4.8)

The final descriptor is L,-normalised to improve invariance to illumination
changes. The resulting fspr € R'® is computed from a 16 x 16 window
around each keypoint.

Speeded-Up Robust Features (SURF)

Speeded-Up Robust Features (SURF) [135] is a fast alternative to SIFT, de-
signed to reduce computational cost while maintaining robustness to scale and
rotation changes. SURF detects key points using a Hessian-based approach,
focusing on regions with high-intensity changes. It computes descriptors by
analysing the distribution of Haar wavelet responses in the neighbourhood
of each key point. SURF is computationally more efficient than SIFT but
compromises robustness to noise and high-frequency perturbations compared
to SIFT. The SURF features are computed as follows:

1. Integral Image Construction
The integral image is computed as:

n

I,(m,n) = i Z xz(m',n). (4.9)
m/=1n'=1
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2. Scale Space Construction
Using box filters B, and the integral image, the approximated determinant
of Hessian is:

Lp(m,n,0) = Bum(0)Bun(0) — (wBmn(0))?, (4.10)

where B,,,,, Bun, Bmn are box filter approximations of second-order Gaus-
sian derivatives, and w is a weight factor.

3. Interest Point Detection
Points are localised using non-maximum suppression in a 3 x 3 x 3

neighbourhood:
Tt o
J— m mon
HB — BQLB 62[/3 . (4.11)
Omon on?

4. Orientation Assignment
The Haar wavelet responses in both directions are:

rm(m,n) = Hy(m,n, o) *x I,(m,n),
(4.12)
rn(m, n) = Hn(m7 na U) * Ix(m> n)>

where H,, and H, are Haar wavelets.

5. Feature Descriptor
The SURF descriptor is constructed by:

fSURF = [Z Tm, Zrna Z |Tm|, Z |rn|]4x47 (413)

| fsurrll2 = 1, (4.14)

where fsurr € R is the final normalized descriptor.

Histogram of Oriented Gradients (HOG)

Histogram of Oriented Gradients (HOG) [136] is a feature extraction technique
that captures the structural information in an image by encoding the distribu-
tion of gradient orientations. The feature extraction process has three steps.
First, the image is divided into a grid of regions; the second step computes
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a histogram of gradients for each region; the third step groups those histo-
grams into normalised overlapping blocks thereby enhancing robustness to
illumination changes. HOG is advantageous in capturing shape and texture
information, making it popular in object detection tasks. However, it is limited
in its sensitivity to deformations compared to SIFT and SURF. HOG features
are computed as follows:

1. Gradient Computation
The image gradients are computed:

gm(m,n) =z(m+1,n) —z(m—1,n),

(4.15)

gn(m,n) =x(m,n+1) —z(m,n—1),

IVl (m, 1) = /g (m, 1) + gu(m, )2,
(4.16)

©(m,n) = arctan (M) .
gm(m, 1)
2. Cell Histograms
For each cell C, orientation histograms are computed:

Ho(k)= Y w(m,n)|V|(m,n)d(p(m,n) - pr), (4.17)

(m,n)eC

where w(m,n) is a weighting function, ¢, are orientation bins, and ¢ is

the indicator function.

3. Block Normalisation
For each block B containing multiple cells, the concatenated histograms
are normalised:

_ [H617H027HC37HC4]
VI[He, He, Heg, Ho][|3 4 €

where e is a small constant to avoid division by zero.

I (4.18)

4. Final Descriptor
The final HOG descriptor is the concatenation of all normalised block
features:

fHOG: [fBl)fBQ)"'vaN]v (4-19)
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| faocll2 = 1, (4.20)

where fhog is typically a high-dimensional vector.

Wavelet Scattering Transform for Feature Extraction

The Wavelet Scattering Transform or Wavelet Scattering Networks (WSN) [11,
133] use predefined wavelet and scaling filters to capture both local and
global information, thereby generating robust and distortion-invariant features
from time series and image data for machine/deep learning applications.
Unlike DNNs, where convolution filters are learned during training, wavelet
scattering filters are predetermined, where the scattering coefficients are
invariant to translations and small deformations while retaining discriminative
feature representations of the input. WSN is advantageous in capturing high-
dimensional complex feature representations while maintaining interpretability
compared to DNN features. However, since WSN relies on fixed wavelet filters
for robust feature extraction, it is difficult to adapt to deep learning tasks.
Specifically, the output dimensions of WSN are affected by parameters such as
invariance scales, filter banks and rotation numbers, which require substantial
experiments to be acquired. The wavelet scattering transform can be expressed
through the following equations:

Given an input image =, the image is first convolved with a family of wavelet
filters ¢ (j, k), where j denotes the scaling number and % denotes the orientation
number. The first-order wavelet transform is given by:

U1 = ’JI * wj,k‘v (421)

where * denotes the convolution operation, and | - | represents the modulus
operation. To capture hierarchical representations for higher orders, the
wavelet transform is recursively applied to the output of the previous step:

Upn = |Un—1 * ¥y 1], (4.22)

where U, represents the m — th order scattering coefficients, and v, ;» denotes
the wavelet filters at scale ;' and orientation k’. To improve invariance to
translations, the scattering coefficients are convolved with a scaling function
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¢s:
Sm = Un * ¢s, (4.23)

where S,, represents the m — th order scattering coefficients after low-pass
filtering. To extract robust, translation-invariant features, the scattering
coefficients across all orders are aggregated:

fm/ - {507517527"'7SWL’}7 (4‘24)

where f is the set of extracted features, and m' is the maximum order included.
To summarise, the complete scattering transform for feature extraction using
wavelet scattering transform can be denoted as:

F=U (e tgm * - %0l * 05), (4.25)

m=0

The final step obtains a feature matrix by applying pooling operations (e.g.,
averaging or max pooling) for dimension reduction:

f = mean(fy). (4.26)

f is the final output feature matrix.

4.2.2 Methodology

The detailed procedures of the feature robustness analysis can be described
as follows:

* Prepare the dataset X' to generate AES, load an input image z; € X and a
pre-trained DNN D, that is trained with the dataset X', the ground truth
prediction is given by y; = Dy(z;).

* Use benchmark attacks such as FGSM, PGD and CW attacks to generate
AEs 7 in different attacking conditions, predicted by the target DNN
yi = Dy(x}), if y; # y;, output the AE z/.

¢ Extract features f. and f, from clean and adversarial images z; and =,
respectively, using varied feature extraction methods as described in
section.4.2.1.
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* Calculate the robustness metrics for each feature type to quantify the
sensitivity to adversarial perturbations.

The detailed procedures of the experiment are described in Algorithm 4.

Algorithm 4 Feature Robustness Analysis

Input: image z, pre-trained DNN D,.

Configure Attacking Parameters: Parameters vary for different attacks
Compute Adversarial Perturbation r : ' = x +r, ¢ < arg max(Dy(z')),
Ensure: ¢ # y,

Configure Parameters for varied Feature Extraction Methods
Extract features from » and 1’ using varied Extraction Methods:
Obtain ! /2 ..f™ and f}, f2, ../,

( m corresponds to the number of feature extraction methods utilised)
Compute robustness metrics: MED and MAE for f!, f2 ..fm; f1 f2 . fm,

c)tJc ?

4.2.3 Experiment Setup
Dataset

A subset of the ImageNet dataset [19] is utilised for the experiment stage,
and the subset contains 10 000 images, which are randomly selected from the
dataset to balance computational efficiency with a sufficient representation of
content variety and quality.

Pre-trained DNN Models

To assess feature robustness across the spectrum of DNN architectures, a
diverse set of pre-trained DNN models is used, which includes ResNet-50
[14], VGG-16 [10], Inception-v3 [121], GoogLeNet [118], EfficientNet [15]
and NASNet-Large [122]. This extensive selection of models allows a com-
prehensive examination of feature robustness across different architectures,
thereby providing a better understanding of the factors influencing adversarial
robustness.

Evaluation Metrics

In this experiment, two metrics are utilised to measure feature robustness,
which can be expressed as follows:
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e Maximum Element-wise Difference (MED):
MED = miaX ‘félean - eildv‘v (4.27)

where fuean and faqy represent the extracted feature of clean and ad-
versarial images, respectively. MED highlights the distinct impact of
adversarial perturbations by identifying the maximum feature deviation
across all components, offering insight into the significant impact of
adversarial perturbation.

e Mean Absolute Error (MAE):
1~ .
MAE = ﬁ Z |fclean - advlv (428)
=1

where n denotes the dimensionality of the feature vectors. MAE provides
an average measure of deviation, representing overall stability in the fea-
ture representations by capturing the cumulative impact of perturbations
on feature values.

Adversarial Attacks Configuration

Table 4.1: Parameters for Adversarial Attacks

Attack Parameter Value AEs Generated

FGSM Epsilon (¢ (32, 64] 4,000
Epsilon (¢) (16, 32]

PGD Step Size (o) 0.25 4,000
Iterations [50,100]
Confidence 25

CwW Learning Rate 0.01 2,000
Iterations [100, 250]

To thoroughly evaluate feature robustness, three benchmark adversarial
attacks are considered, which include FGSM [7], PGD [9] and CW attack [6].
These attacks are implemented in a variety of attacking conditions and the ¢
is the primary parameter to control the level of the adversarial perturbation.
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Note that for each attack, the parameters vary; thus, detailed configurations
and parameter settings for each specific attack are exhibited in Table.4.1 for
better understanding.

Parameter Settings

Table 4.2: Parameters for Feature Extraction Methods. For WSN, para-
meters are specified for two 2-D Morlet [4] filter banks used in _feature

extraction.
Method Parameter Value
SIFT Descriptor Size 128
SURF Descriptor Size 64
Cell Size 8% 8
HOG Block Size 2% 2
Orientation Bins 9
WSN Invariance Scale [112 112]

Number of Rotations [8 §]

Table 4.2 illustrates the parameter settings for all feature extraction methods
utilised in the experiment. The parameters are pre-defined to ensure a complete
comparison between DNN features and hand-crafted features. The default
parameter settings are utilised for SIFT, SURF and HOG feature extraction as
they are optimised for the trade-off between robustness and computational
overheads.

Adaption of Wavelet Scattering For Feature Extraction

As previously mentioned in section.4.2.1, WSN requires adaptation for specific
tasks. For the experiment of feature robustness analysis, the WSN algorithm
is adapted as follows:

1. The input image is resized to the required input size of the DNN, typically
224 x 224 x 3 (exceptions exist such as GoogleNet for 227 x 227 x 3 and
NASNet for 331 x 331 x 3).
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2. The wavelet scattering transform parameters are configured, where the
main parameters include Invariance Scale = 112, Number of Rotation =
[8 8], and utilisation of two 2-D Morlet [4] filter banks.

3. The scattering coefficients are computed using the process described in
section.4.2.1.

4. The dimensions of the output feature matrix are modified to align with the
requirements by using operations such as averaging or pooling. In this
experiment, averaging is applied to the fourth dimension of the feature
matrix and max pooling to the former three dimensions to generate a
compact feature matrix with the dimension of 3 x 3 x 681.

Visualisation of Different Features

Clean Image: African chameleon SIFT Feature of Clean Image SURF Feature of Clean Image
DNN Grad-CAM of Clean Image

Strongest 10 Points Strongest 10 Points HOG Feature Visualisation of Clean Image

AE (Misclassified As cabbage butterfly) SIFT Feature of AE SURF Feature of AE
DNN Grad-CAM of AE Strongest 10 Points Strongest 10 Points HOG Feature Visualisation of AE

Figure 4.1: Visualisation of different feature maps extracted from a
clean image and its corresponding adversarial example. DNN feature
maps are visualised using Grad-CAM to highlight class-discriminative
regions. SIFT and SURF maps display the ten strongest keypoints,
respectively, while HOG maps are shown by superimposing oriented
gradient vectors to illustrate local edge orientation patterns.

Different feature extraction methods utilised in the experiment are illus-
trated through varied visualisation techniques, as shown in Figures.4.1 and
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Clean Image: African chameleon

AE: African chameleon
MisClassified As cabbage butterfly
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Figure 4.2: Visualisation of the scalogram and scattering coefficients
Jor a clean image and its adversarial example, shown for three repres-
entative rotation angles out of eight (due to limited space). Scattering
coefficients were used for feature extraction, while scalogram coeffi-
cients are included to illustrate the full wavelet transform process for

academic rigour.

4.2. These visualisations aim to provide intuitive interpretability of the ana-
lysis. It is important to note that the actual features utilised in the experiments

differ from these visualised versions.
For the DNN features, Gradient-Weighted Class Activation Mapping (Grad-
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CAM) [137] is employed to visualise the regions of interest (ROI) of the network’s
predictive decision. For traditional computer vision approaches, SIFT and
SURF features are demonstrated by overlaying their ten strongest feature
points onto the clean images and AEs. The HOG features are visualised by
superimposing the oriented gradients onto the image, showing how the method
captures local features through gradient distributions.

The WSN feature matrices are challenging to visualise for human compre-
hension due to their mathematical complexity. Instead of directly visualising
the features, their characteristics are demonstrated through the scalogram
and scattering coefficients across different rotation angles in the scattering
transform. As shown in Figures.4.2, these visualisations provide insights into
how the WSN extract image information at different scales and rotation orient-
ations. The scalogram coefficients exhibit the detailed wavelet decomposition,
whilst the scattering coefficients exhibit robust and low-pass representation
of these features. For additional examples and illustrations of these feature
extraction methods, please refer to Figures.B.1, B.2, B.3, B.4, B.5 and B.6 in
Appendix B.

4.2.4 Experimental Results

45MED for Varied Feature Extraction Methods Norngasllised MAE for Varied Feature Extraction Methods
[__IDNN T [_1DNN
4 [__JHoG St o [__JHOG
_ SIFT o SIFT
351 [__ISURF 457 — V0

WSN Q WSN
4 L
a3l
35+
25+
| | |

2t

25¢
181

1t J “ T | J T

1

05} 1 1L

0 05

Figure 4.3: Comparison of the robustness of different feature extraction
methods across all models and attacks. (Note: Smaller values indicate
better robustness against adversarial attacks)

Tables.4.3 and 4.4 illustrate the MED and normalised MAE values across
different feature extraction methods and DNN models. The distribution of the
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Table 4.3: Maximum Element-wise Difference (MED) Under Different

Attacks
Feature Model FGSM PGD Cw
e=16 €=32 e€e=16 €=32
VGG-16 3.36 352 296 3.52 298
ResNet-50 3.28 398 3.25 3.57 3.25
DNN GoogleNet 3.46 434 3.03 3.76 3.40
EfficientNet 3.556 392 294 3.82 3.19
InceptionV3 3.54 394 275 3.77 2.62
NASNet-Large 3.55 3.78 2,99 3.42 3.29
VGG-16 1.64 1.79 141 122 141
ResNet-50 1.0 1.81 1.61 245 1.68
SIFT GoogleNet 1.58 2.02 1.89 2.07 2.33
EfficientNet 2.32 148 097 146 1.59
InceptionV3 1.08 1.72 1.33 1.29 1.49
NASNet-Large 1.90 1.87 143 1.35 1.52
VGG-16 2.82 236 227 182 226
ResNet-50 2.25 273 242 344 273
SURF GoogleNet 2.30 345 2.08 3.68 291
EfficientNet 294 233 154 2.11 223
InceptionV3 1.89 240 1.69 198 1.77
NASNet-Large 2.87 3.04 2.31 2.36 2.45
VGG-16 2.17 299 166 1.73 2.39
ResNet-50 293 252 229 3.09 253
HOG GoogleNet 298 245 228 2.75 2.00
EfficientNet 268 166 198 2.07 294
InceptionV3 227 351 1.79 1.77 3.31
NASNet-Large 2.64 3.25 255 1.93 2.62
VGG-16 0.73 069 047 0.52 0.62
ResNet-50 0.89 063 0.45 0.73 1.29
WSN GoogleNet 099 0.71 067 0.77 1.33

EfficientNet 0.93 1.09 0.63 0.77 0.62
InceptionV3 0.54 0.63 053 0.52 0.74
NASNet-Large 0.91 1.12 0.75 0.75 0.63

data is also shown in Figure.4.3 for a clearer view. It is worth emphasising that
for both metrics, lower values indicate better robustness against adversarial
perturbations. Several key observations can be summarised based on these
extensive experimental results:

1. WSN features demonstrate superior robustness compared to other fea-
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Table 4.4: Normalised Mean Absolute Error (MAE) Under Different
Attacks

Feature Model FGSM PGD Cw
e=16 €=32 e€=16 €=32

VGG-16 447 455 3.47 3.45 3.31

ResNet-50 433 431 3.42 340 3.69

DNN GoogleNet 4.13 429 3.50 3.62 4.35

EfficientNet 3.80 3.09 280 2.72 4.06
InceptionV3 3.47 360 276 295 341
NASNet-Large 4.74 5.20 3.58 3.66 3.11

VGG-16 234 3.05 181 250 2.14
ResNet-50 247 294 198 230 2.11
SIFT GoogleNet 228 282 211 2.16 243
EfficientNet 1.97 1.73 135 1.16 1.68
InceptionV3 1.97 150 191 1.83 2.83
NASNet-Large 2.56 4.13 1.68 1.88 1.45
VGG-16 277 294 247 3.01 2.50
ResNet-50 3.29 292 2,18 249 211
SURF GoogleNet 2.88 339 287 2.13 2.80
EfficientNet 234 2.11 1.89 256 2.12
InceptionV3 3.04 190 2.04 231 3.08
NASNet-Large 3.51 4.55 2.61 1.99 2.07
VGG-16 293 360 270 3.21 2.90
ResNet-50 267 3.68 299 3.80 2.28
HOG GoogleNet 3.35 399 222 2.60 3.17
EfficientNet 238 253 273 3.14 244
InceptionV3 257 279 234 224 3.05
NASNet-Large 3.12 4.93 2.43 2.24 2.88
VGG-16 1.19 1.32 1.27 1.57 1.57
ResNet-50 144 1.74 136 1.73 1.10
WSN GoogleNet 1.30 147 095 1.02 1.03

EfficientNet 1.08 1.08 0.76 0.70 1.33
InceptionV3 0.72 1.02 0.68 0.70 0.99
NASNet-Large 1.18 1.22 1.00 1.02 1.42

tures, achieving the lowest MED and MAE across all DNN models and
adversarial attacks, with MED values ranging from 0.45 to 1.33 and norm-
alised MAE values ranging from 0.68 to 1.74.

. DNN features demonstrate the highest sensitivity to adversarial attacks
across all DNN models, with MED values ranging from 3.28 to 3.55 and

113



normalised MAE values ranging from 3.47 to 4.74.

3. For traditional hand-crafted features, SIFT features exhibit moderate
robustness with MED ranging from 1.08 to 2.32 and MAE ranging from 1.35
to 2.94. Whereas SURF and HOG features demonstrate less robustness,
with MED of [1.54 3.04] and [1.66 3.51], MAE of [1.89 4.55] and [2.22 4.93],
respectively.

4. DNN features exhibit the highest vulnerability since adversarial attacks
are intentionally crafted through end-to-end optimisation. In contrast,
hand-crafted features do not offer such direct optimisation paths.

Several noteworthy perspectives deserve particular emphasis to ensure a
correct understanding of the results and findings:

1. Objectives of the Feature Robustness Analysis: This experiment spe-
cifically focuses on comparing the adversarial robustness of different
feature extraction methods, rather than evaluating the robustness of
various DNN architectures. The primary aim is to improve DNN models’
adversarial robustness by using robust features. Hence, while different
DNN architectures are utilised in the experiments, model-wise perform-
ance comparisons are not discussed as they fall outside the scope of the
research objectives.

2. Implementation Considerations: In the practical implementation of
adversarial attacks, an optimised while-loop construction mechanism
is employed for constructing adversarial perturbations, meaning the AE
is immediately output once the misclassification occurs. This approach
aims to enhance computational efficiency while maintaining attack ef-
fectiveness. It is important to note that due to these settings, higher ¢
values in perturbation level do not necessarily cause increased feature
sensitivity.

3. Model-Specific AE Construction: For each row in the results tables,
the specified DNN model serves as the exclusive model for construct-
ing adversarial examples. Hence, hand-crafted feature extraction must
be performed independently for each model’'s AEs, as these perturba-
tions are unique and model-dependent. This setting ensures a fair and
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comprehensive evaluation of feature robustness across different attack

scenarios.

4. Limitations: The selection of feature extraction techniques in this study
was constrained by computational power and, more importantly, aligned
with the research objectives. Since this analysis aims to provide a theor-
etical foundation for subsequent research, not all other possible feature
extraction methods are considered as they would be both computationally
expensive and tangential to the primary research goals.

Summary

The findings from this experiment provide insights that inform the development
of robust feature extraction techniques for DNN model robustness improvement,
which are explored in subsequent sections of this thesis. In conclusion, the
comprehensive analysis demonstrates that WSN features represent the most
robust feature extraction method against adversarial attacks. These key
insights make WSN features a promising choice for applications requiring
adversarial robustness. The next section explores how to leverage these
insights to improve DNN models’ adversarial robustness through feature fusion
and architectural modifications.

4.3 Leveraging Robust Features to Enhance DNNs’

Robustness

Based on the comprehensive feature robustness analysis in Section 4.2, these
findings are leveraged to enhance the adversarial robustness of DNNs. The
analysis demonstrated that amongst various feature extraction methods, WSN
features consistently outperform other feature types in terms of robustness
against adversarial perturbations. Given this clear advantage, the focus is
placed on using WSN features to improve the adversarial robustness of DNN
models. The contributions of this section are outlined as follows:

1. A novel hybrid WSN ResNet architecture is presented to improve the
adversarial robustness of DNNs by integrating WSN features with DNN
features, while maintaining decent model classification performance.
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2. To facilitate the integration of DNN features and WSN features, two tailor-
made feature fusion approaches are introduced: scaling addition and
depth-concatenation. These approaches are specifically designed to main-
tain the salient characteristics of both feature types whilst achieving a
smooth combination.

3. To achieve a good trade-off between overall model performance and ad-
versarial robustness, the hybrid ResNets are retrained on a 100-class
subset of ImageNet and 70% of the whole ImageNet dataset (1000-class),
respectively. The experimental results demonstrate that the overall ad-
versarial robustness of the hybrid architecture has significantly improved
compared to the original ResNets.

4.3.1 WSN Hybrid ResNet Architecture

As previously mentioned in Chapter.2 and Section.3.1.1, no established work
has identified the root cause of AE, thereby proposing an effective method
to solve the problem. In the previous Chapter.3, it was hypothesised that
adversarial perturbation is a specific noise type that DNNs are spontaneously
vulnerable to. In this Section, it is hypothesised that the root cause of AEs is
due to the inherent deficit of the features learnt by the DNN models. To clarify,
let Dy : X — Y be a DNN with parameters 6, where & is the input space, and
YV is the output space. Let f, represent the features learned for input x. For
clean samples, the DNN learns discriminative features such that:

|fo. — fo,| >0, when y; #y;. (4.29)

However, for adversarial examples 2/ = x + r, there exists a perturbation r

where ||| < e such that:

|fe — for| >0, even when |[|r| <e, (4.30)
which maximises the chance of misclassification, such that:

y#y, y=argmax(Dy(x)) and y' = arg max(Dy(a")), (4.31)
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where the sensitivity of learned features against adversarial perturbation has
been tested in the previous Section.4.2 where it is concluded that fwsy is the
feature type that demonstrates the best robustness, which can be denoted as

| firsn — fivsnl & 0, when ||| <e. (4.32)

Hence, it is hypothesised that the existence of AE is caused by the lack of
robustness of the features learnt by the DNNs. While DNNs excel at learning
discriminative complex features during the training process, these learnt
features are experimentally validated to be highly sensitive to adversarial
perturbations in the analysis in Section.4.2. Hence, the enhancement of overall
robustness by integrating DNN features with WSN features is fundamentally
motivated by those key insights. However, WSN features have traditionally been
limited in their utilisation for deep learning tasks due to several challenges:

* Feature Representation: WSN decomposes images into multi-scale com-
ponents depending on frequency bands and orientations, whereas DNN
features are typically data-driven and task-specific, high-level representa-
tions of the image. This distinct difference makes these two feature types
vary in their semantic representations.

* Incompatibility in Combination: The multi-scale nature of WSN de-
composition generates features at varying scales, which cannot be math-
ematically combined with the DNN features since their scales and di-
mensionalities are substantially different. A straightforward approach to
combining DNN and WSN features may result in a computational error
or feature dominance.

* Limited Performance of WSN Features: Though WSN features are
experimentally validated to be robust, no established study has verified
that WSN can achieve performance comparable to DNNs in complex multi-
class real-world scenario image classification tasks(i.e.ImageNet [19],
CamVid [123], Volumetric CT/MRI, etc.).

To address these challenges, a novel hybrid WSN ResNet architecture with
two tailor-made feature fusion techniques specifically designed to integrate
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Figure 4.4: The architecture of the proposed hybrid network com-
bining ResNet and Wavelet Scattering Network. The model integ-
rates DNN features with WSN features using two fusion strategies:
Rescaling+Addition and Depth Concatenation. This combination lever-
ages WSN’s stability and ResNet's hierarchical feature learning, aiming
to enhance adversarial robustness.

118



WSN and DNN representations whilst maintaining the performance of the ori-
ginal DNN is proposed, named Hybrid WSN ResNet. Figure.4.4 illustrates the
proposed hybrid architecture as well as two feature fusion methods, detailing
the main contribution of this work. The design of the hybrid architecture
includes the following technical mechanisms:

1. Dual Feature Extraction: The whole spectrum of Pre-trained ResNet
models(ResNet-18, 50 and 101) is utilised as the backbones to generate
DNN features; meanwhile, a customised wavelet scattering layer is util-
ised to extract WSN features, where the layer performs a 2D scattering
transform to the image with Morlet wavelets, generating a feature matrix
of scattering coefficients. The feature matrix is typically 4-D; max pool-
ing is used to the first to third dimensions and averaging to the fourth
dimension, thereby reducing its dimensions into a feature vector.

2. Learnable Parameters for Feature Balance: To avoid dominance by
either feature type, four learnable parameters w;, ws, b; and b, are intro-
duced to adjust the scale and offset of DNN and WSN features respectively
before fusion. This design prevents the overwhelming of either feature

type.

3. Adaptive Dimensionality Adjustment of WSN Features: For the depth-
concatenation feature fusion approach, the length of the WSN feature
vector is resized to one-fourth of the DNN feature vector. This ensures
that WSN features do not overwhelm the fused representation, thereby
achieving a balance between robustness and classification accuracy.

4. Transfer Learning of the Hybrid Network: To improve the transfer
learning performance of the hybrid network, the classification layers
are rearranged. The fused features are processed through the following
sequence:

e Batch Normalization Layer: Ensures the fused feature are normal-
ised.

* Dropout Layer (50% Dropout Rate): To reduce overfitting by randomly
dropping a proportion of the neurons during training.
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¢ Fully Connected Layer: For mapping the high-dimensional fused
representation to the class probabilities.

¢ Softmax Layer: Outputs class probabilities for the final prediction.

5. Feature Fusion Approach: To leverage the strengths of both DNN and
WSN features whilst minimise their limitations, two tailor-made feature
fusion approaches are proposed:

* Scaling and Addition
Jo = (w1 - fonn +01) + (w2 - fwsn + ba), (4.33)
* Depth Concatenation

fe = Concat[(wy - fpoyn + b1), (w2 - fwsn + b2)], (4.34)

where w;, wy, and by, b, are learnable weights and biases to scale
DNN features fpyy and fiysy before the step of feature fusion. These
methods preserve the distinct characteristics of both feature types
while allowing for feature integration.

4.3.2 Experimental Setup

Experiments are conducted based on the following configurations:

Datasets
The experiments are conducted on two distinct datasets:

* 100-class ImageNet subset randomly selected from the original ImageNet
dataset

* The complete 1000-class ImageNet dataset, using 70% of the data for
training due to limited computational power

All experiments are conducted using MATLAB2024a with RTX3090Ti GPU.
For reproducibility, a fixed random seed default is used across all experiments.
The hybrid network architecture is constructed by using the Deep Networlk
Designer within the deep learning toolbox of MATLAB.
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Table 4.5: Implementation Details

Training Parameter Setting

Optimiser Adam

Initial Learning Rate 1073, decreased by 0.1 every 500 epochs
Squared Gradient Decay Factor | 0.99

Batch Size 128

Training Duration > 5000 epochs

To thoroughly evaluate the adversarial robustness of the proposed hybrid
networks, a comprehensive set of adversarial attacks with varying parameters
is implemented. Table 5.1 exhibits the attacking parameters of FGSM and
PGD used in the experiments.

Table 4.6: Adversarial Attack Parameters Configuration

Attack Type € a  Iterations Attack Index
FGSM 16/255 - - Al
FGSM 32/255 - - A2
PGD 16/255 0.25 50 A3
PGD 16/255 0.25 100 A4
PGD 32/255 0.25 50 A5
PGD 32/255 0.25 100 A6

Note: € and « values are in pixel scale (0-255)

For FGSM attacks(Al, A2), two perturbation magnitudes (¢) are employed
to test the networks’ robustness. The selected values of ¢ = {16, 32} ensure a
sufficient success rate whilst preventing the adversarial perturbation from
being perceptible to human eyes. The PGD attacks(A3 TO A6) are configured
with two perturbation levels (e = {16, 32}) and a constant step size (o« = 0.25).
Each configuration is tested with both 50 and 100 iterations.

These six attack settings (A1-A6) aim to provide a comprehensive evaluation
framework. The FGSM attacks serve as a baseline for single-step perturbations,
whilst the PGD configurations represent more sophisticated multi-step attacks,
which enables the assessment of the robustness of the hybrid networks across
a spectrum of adversarial threats.

10,000 adversarial examples are generated for each attack type (Al to A6).
CW attacks are excluded due to their computational complexity and relatively
lower attack strength compared to the benchmark.
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4.3.3 Experimental Results

Table 4.7: Performance Comparison on 100-Classes ImageNet Subset
- Al to A3 Attacks

. Clean | Trade-off A1(%) A2(%) A3(%)
Architecture Acc(%) (%) Acc Imp | Acc Imp | Acc Imp
ResNet-18 94.3 - 28.5 - 22.8 - 21.8 -
+ Scaling Addition | 87.5 -6.8 73.2 44.7|71.8 49.0 | 71.6 49.8
+ Depth-Concat 87.2 -7.1 75.1 46.6 | 73.9 51.1 | 73.9 52.1
ResNet-50 95.8 - 32.2 - 26.4 - 26.1 -

+ Scaling Addition | 88.9 -6.9 75.5 43.3|73.8 47.4 | 74.2 48.1
+ Depth-Concat 88.0 -7.8 77.2 45.0 | 75.6 49.2 | 76.1 50.0
ResNet-101 96.2 - 30.8 - 25.1 - 24.8 -

+ Scaling Addition 91.5 -4.7 76.1 453 | 74.4 49.3 | 74.8 50.0
+ Depth-Concat 90.2 -6.0 77.8 47.0|76.2 51.1|76.7 519

Attack Settings:
FGSM (A1,A2): €=16,32
PGD (A3): e=16, a=0.25, iter=50

Table 4.8: Performance Comparison on 100-Classes ImageNet Subset
- A4 to A6 Attacks

Architecture Clean | Trade-off A1(%) A2(%) A3(%)
Acc(%) (%) Acc Imp | Acc Imp | Acc Imp
ResNet-18 94.3 - 19.2 - 17.1 - 15.5 -
+ Scaling Addition | 87.5 -6.8 70.3 43.6 | 68.8 b51.7 |67.2 b51.7
+ Depth-Concat 87.2 -7.1 72.5 45.8 | 71.1 54.0|69.4 53.9
ResNet-50 95.8 - 23.7 - 21.2 - 19.8 -
+ Scaling Addition | 88.9 -6.9 729 38.2 | 71.4 50.2|70.1 50.3
+ Depth-Concat 88.0 -7.8 74.8 40.1 | 73.2 52.0 | 72.0 52.2
ResNet-101 96.2 - 22.2 - 19.9 - 18.4 -
+ Scaling Addition | 91.5 -4.7 73.5 38.6 | 72.1 52.2|70.8 524
+ Depth-Concat 90.2 -6.0 75.4 405|739 54.0| 725 54.1
Attack Settings:

PGD (A4): =16, =0.25, iter=100
PGD (A5,A6): e=32, a=0.25, iter=50,100

Results on 100-class ImageNet Subset

It is envisaged that the WSN ResNets could slightly downgrade their model
performance compared to their baseline models due to the limitations of WSN
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Table 4.9: Performance Comparison on Full ImageNet Dataset( 70% ) -
Al to A3 Attacks

Architecture Clean | Trade-off A1(%) A2(%) A3(%)
Acc(%) (%) Acc Imp | Acc Imp | Acc Imp
ResNet-18 74.2 - 28.2 - 22.9 - 21.8 -
+ Scaling Addition 67.7 -6.5 53.8 25.6 | 52.2 29.3|52.8 31.0
+ Depth-Concat 66.4 -7.8 57.2 29.0| 55.8 32.9|56.2 34.4
ResNet-50 78.9 - 31.5 - 25.9 - 24.9 -
+ Scaling Addition 71.5 -7.4 62.9 314|614 35.5|62.2 37.3
+ Depth-Concat 70.2 -8.7 66.6 35.1 | 65.2 39.3 | 659 41.0
ResNet-101 82.1 - 30.8 - 25.1 - 24 .4 -
+ Scaling Addition 74.4 -7.7 65.2 34.4 | 63.8 38.7|64.6 40.2
+ Depth-Concat 73.1 -9.0 67.5 36.7 | 66.2 41.1 | 66.9 42.5

Attack Settings:
FGSM (A1,A2): ¢=16,32
PGD (A3): e=16, a=0.25, iter=50

Table 4.10: Performance Comparison on Full ImageNet Dataset( 70% )
- A4 to A6 Attacks

Architecture Clean | Trade-off A1(%) A2(%) A3(%)
Acc(%) (%) Acc Imp | Acc Imp | Acc Imp
ResNet-18 74.2 - 19.5 - 17.1 - 15.4 -
+ Scaling Addition | 67.7 -6.5 51.4 30.9| 50.2 33.1 |48.8 334
+ Depth-Concat 66.4 -7.8 54.8 34.3 | 53.5 36.4|52.2 36.8
ResNet-50 78.9 - 22.7 - 20.2 - 18.5 -
+ Scaling Addition | 71.5 -7.4 60.8 35.1 | 59.5 39.3 | 58.1 39.6
+ Depth-Concat 70.2 -8.7 64.5 38.8|63.2 43.0|61.8 43.3
ResNet-101 82.1 - 22.2 - 19.8 - 18.1 -
+ Scaling Addition 74.4 -7.7 63.2 34.0|61.9 42.1 | 60.5 42.4
+ Depth-Concat 73.1 -9.0 65.5 36.3|64.2 44.4|62.8 44.7

Attack Settings:
PGD (A4): =16, o=0.25, iter=100
PGD (A5,A6): e=32, a=0.25, iter=50,100

features. It is observed in Table 4.7 and Fig. 4.5 that for the 100-class Im-
ageNet subset, the original ResNet models demonstrate better clean accuracy
ranging from 94.3% (ResNet-18) to 96.2% (ResNet-101), compared to 87.2%(WSN
ResNet-18+DC) to 91.5%(WSN ResNet+SA) of the hybrid networks, resulting in
an accuracy degradation of —7.8%(WSN ResNet-50+DC) to —4.7%(WSN ResNet-
101+SA). Moreover, the proposed hybrid network architectures demonstrate
significant improvements across all attacks(Al to A6). As shown in Figure. 4.6
and detailed in Tables 4.7 and 4.8, baseline ResNet models exhibit severe
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Figure 4.5: Accuracy of clean images and performance trade-off on
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proposed Hybrid WSN ResNets
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Figure 4.6: Robustness evaluation against six different adversarial
attacks (A1-A6) on 100-class ImageNet subset

vulnerability to adversarial attacks, with accuracy dropping to between 15.5%
and 32.2%, whereas the hybrid variants demonstrate great robustness, with
the WSN ResNet with Depth-Concatenation feature fusion modification(WSN
ResNet+DC) consistently outperforming those with Scaling Addition feature
fusion modification(WSN ResNet+SA). For attacks A1-A3 (Table 4.7), WSN
ResNet+DC improves adversarial robustness by 45.0% to 52.1%, achieving clas-
sification accuracy of AEs between 73.9% and 77.8% compared to the baseline
ResNets. Under stronger attacks A4-A6 (Table 4.8), it achieves improvements
of 40.5% to 54.1%, with classification accuracy of AEs ranging from 69.4% to
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Results on 70% ImageNet (1000-class)

For the large-scale evaluation on 70% of the 1000-class ImageNet dataset,
Table 4.9 and Figure. 4.5 show that baseline models naturally achieve lower
model performance in classifying clean images (74.2% to 82.1%) due to the
increased complexity, whilst the hybrid modifications demonstrate an accept-
able accuracy reduction of —9.0% to —6.5% in clean images. Furthermore,
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as illustrated in Figure 4.7 and detailed in Tables 4.9 and ??, the hybrid
modifications exhibit strong adversarial robustness on the large-scale dataset,
while baseline models remain vulnerable against varied adversarial attacks
with accuracies of 15.4% to 31.5%. For attacks A1-A3, the WSN ResNet+DC
modifications achieve robustness improvements of 29.0% to 42.5%, achieving
overall classification accuracy of AEs between 55.8% and 67.5%. For attacks
A4-A6, they achieve robustness improvements of 34.3% to 44.7%, with classi-
fication accuracy of AEs ranging from 52.2% to 65.5%. The WSN ResNet+SA
modifications, though slightly less effective, still achieve significant robustness
improvements between 48.8% and 65.2%.

Key Observations

The experimental results demonstrate several noticeable characteristics of the
proposed Hybrid WSN ResNets modifications:

* Generally, deeper hybrid network modifications exhibit better adversarial
robustness and lower accuracy trade-offs in clean images.

* The WSN ResNet+DC modifications demonstrate slightly better adversarial
robustness than The WSN ResNet+SA modifications, whereas there is
more decline in clean image classification.

* The proposed hybrid modifications achieve significant improvement in
adversarial robustness across both small and large-scale datasets, with
acceptable compromise in classification accuracy in clean images.

* The proposed hybrid modifications demonstrate overall good adversarial
robustness against all attack types(Al to A6), demonstrating their po-
tential effectiveness in addressing future, more challenging adversarial
attacks.

In addition, several examples of the predictions and feature visualisations
of baseline ResNet models and their hybrid-modified ones are shown, as
illustrated in Figure.4.8. More examples are shown in Figures.B.7 and B.8
in Appendix.B. These figures clearly illustrate the excitation maps of clean
images and AEs of original and hybrid ResNet models, respectively, which
provide an intuitive view of the differences in feature extraction patterns.
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Figure 4.8: Feature Visualisation Comparison between ResNet-101
and Hybrid WSN-ResNet-101. Set(1): Clean image correctly classified
by ResNet-101 and the corresponding Grad-CAM; Set(2): AE misclassi-
fied by ResNet-101 and the Grad-CAM of AE; Set(3): Same AE correctly
classified by WSN-ResNet-101 and the Grad-CAM showing its attention
Jocus by the hybrid network.
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4.3.4 Discussion

The experimental results in Section.4.3.3 reveal several significant insights
regarding the effectiveness of the proposed architectural modifications for
improving adversarial robustness in DNN models. Thus, in this section, these
findings are discussed by considering both the contributions and limitations
of the methods as follows:

1. Impact of DNN Model Depth on Its Overall Performance: Across
all attacking scenarios and datasets, it is distinctly shown that deeper
baseline ResNet model modifications achieve better experimental results
in both classification accuracy in clean images and AEs. Moreover, deeper
architectures produce DNN features with higher dimensions(ResNet-50,
101 by 2048 x 1 and ResNet-18 by 512 x 1), whilst the WSN feature vectors in
the experimental settings have fixed dimensions of 681 x 1. This suggests
that DNN features extracted from deeper architectures are critical in
capturing more complex features but also providing inherent adversarial
robustness.

2. Scaling Addition VS Depth-Concatenation: While both modifications
significantly improve adversarial robustness, WSN ResNets with Depth-
Concatenation feature fusion consistently outperform those with Scaling
Addition architecture and attack-wise, whereas compromising acceptably
more accuracy in classifying clean images. This suggests that main-
taining multiple feature representations through depth concatenation
could provide more robustness of the non-DNN feature type than scaling
addition. However, it must be mentioned that a decent trade-off between
feature types could only be experimentally acquired; thus, it could be
a challenging task for researchers to address in any future work that
includes the integration of DNN features and other feature types.

3. Prediction and Feature Visualisation Analysis: As shown in Fig. 4.8,
B.7 and B.8, the original ResNet-101 shows distinct feature excitation
area drift when predicting clean images and AEs. In contrast, the hybrid
WSN ResNet-101 does not maintain the same attention to images as its
baseline counterpart but exhibits a highly intersected excitation area to
clean images and AEs. This indicates the enhanced robustness of feature
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extraction against adversarial perturbation. Even though the excitation
areas of the proposed Hybrid ResNet differ from the baseline ResNet, the
consistency between clean and AEs indicates that the model has learned
more adversarial perturbation-resistant features. This also aligns with
the hypothesis in Section.4.3 that adversarial vulnerability could derive
from non-robust features learnt by DNN models.

4. Inherent Adversarial Robustness of WSN Features: The proposed hy-
brid WSN ResNet architectures demonstrate significant improvements
in adversarial robustness with acceptable trade-offs in clean image ac-
curacy, validating the theoretical analysis of feature robustness presen-
ted in Section 4.2. These results demonstrate that while DNN models
achieve remarkable performance in most deep-learning tasks through
end-to-end optimised feature extraction, the integration of sophisticated,
hand-crafted features, such as WSN features, can make critical contri-
butions to addressing adversarial robustness challenges. By combining
traditional signal processing techniques with DNN features, the hybrid
approach enhances the robustness of learned representations, leveraging
advantages that mere DNN models may not naturally develop through
training alone.

5. Practical Implications: Based on the experimental results of 100-class
and 1000-class datasets, it is observed that the performance metrics
decline with increased task complexity, but the improvements in ro-
bustness remain significant. The effectiveness against various attacks
suggests great applicability in real-world scenarios where there is scarce
information on the attacks. Moreover, with stable improvements across
different architectures, this study provides flexibility in choosing baseline
models for other researchers according to their computational power
considerations.

Limitations

While the proposed approach demonstrates significant improvements in ad-
versarial robustness, several limitations must be mentioned:

1. Computational Resource Constraints: Due to computational power
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limitations, this study focused exclusively on ResNet architectures for
hybrid modifications. Moreover, the study was constrained to training on
70% of the ImageNet dataset rather than the complete dataset. Future
work with access to more substantial computational resources could
explore the effectiveness of the hybrid approach across a broader range
of architectures and the full ImageNet dataset.

2. Attack Configuration Scope: While the evaluation demonstrates robust
performance against various attacks, the study was limited to specific pre-
defined attacking parameters to produce clear and precise experimental
results. Further investigation could explore a wider range of attack
types and parameters to provide a more comprehensive evaluation of
robustness. The current results, while promising, represent performance
under a specific set of attack configurations.

3. Feature Fusion Methodology: The current implementation explores only
two feature fusion methods (Scaling Addition and Depth-Concatenation)
to adapt the hybrid networks. There is potential to investigate more soph-
isticated fusion techniques that might better leverage the complementary
strengths of WSN features and learned representations. Alternative fu-
sion strategies could potentially offer better trade-offs between clean
accuracy and adversarial robustness.

4. Feature Extraction Alternatives: While WSN features have proven
effective in the hybrid approach, other sophisticated feature extraction
methods could be explored. Future research could investigate alternative
hand-crafted features or hybrid approaches that might simultaneously
enhance both model performance and adversarial robustness. This could
lead to more optimal solutions that better balance the trade-off between
accuracy and defence capabilities.

4.4 Real-World Application in Medical Imaging:
ROI-Aware ResNet Architecture

Different real-world scenarios are considered in this PhD research. In this
section, adversarial robustness is investigated in the context of deep learning
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for medical imaging, particularly for using volumetric CT scans for Al-assisted
COVID-19 prognosis, where both prognosis accuracy and model robustness
are vital. Noticeably, due to the unique characteristics of 3D volumetric CT
scans, previous defence methods against adversarial attacks are incompatible
with the DNN models utilised in this case. To address these challenges, a novel
3D ROI-Aware ResNet architecture designed for robust prognosis of COVID-19
using chest CT scans is proposed. The innovative aspect of this architecture
is the introduction of the region-of-interest (ROI)-Aware techniques, which
employ adaptive masking not only to the input volumetric CT scans but also
to the intermediate convolutional feature maps within the network. This
technique ensures that the architecture remains focused on critical lung
regions, alleviating the impact of adversarial perturbations. Notably, this
study’s fundamental research originates from work in the second year of the
PhD; the original papers have been published in [71, 72] as mentioned in
Section.1.5. The main contributions of this work are twofold:

1. A new volumetric pre-processing method specifically designed for 3D
volumetric chest CT scans is proposed, which effectively converts the
raw CT volumes into a standardised format that is ideal for the input
of 3D DNN models. The pre-processing method comprises many pro-
cedures that discard diagnostically irrelevant voxels and non-salient
slices, thereby simultaneously improving computational efficiency and
maintaining robust features to be learnt by the 3D models.

2. A novel 3D ROI-Aware ResNet architecture designed for the prognosis of
COVID-19 using volumetric chest CT scans is proposed. The proposed
architecture introduces a novel region-of-interest (ROI)-Aware technique
to alleviate the effects of adversarial perturbations layer-by-layer adapt-
ively. Unlike the Hybrid WSN ResNet models that achieve a trade-off
between robustness and model performance, as previously discussed in
Section.4.3, these proposed architectures achieve the best robustness
whilst maintaining great classification performance.
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4.4.1 Motivation and Challenges

Deep learning in medical imaging faces unique challenges regarding adversarial
robustness [138, 139, 140, 141, 142, 143, 144]. Volumetric medical data, such
as 3D CT scans, contains rich spatial information that must be reliable and
robust for critical diagnostic decisions. However, in the context of adversarial
robustness in medical imaging, there are several significant challenges com-
pared to natural image data in several aspects:

1. Lack of High-Calibre Medical Datasets: High-quality dataset collection
in medical imaging requires expertise (e.g., radiologists, pathologists),
which could be costly and time-consuming, causing an insufficiency of
high-quality datasets. In addition, medical imaging datasets are often
imbalanced and lack diversity compared to natural image datasets (e.g.,
ImageNet). This makes it difficult to train DNN models that are robust to
AEs across varied medical scenarios.

2. Data Confidentiality: Medical images contain sensitive patient informa-
tion; thus, privacy and security are vital considerations when developing
Al-powered auxiliary models for medical scenarios. Therefore, it is imper-
ative to ensure the deep learning model is sufficiently robust against any
potential adversarial attacks.

3. Volumetric Data Characteristics: Unlike natural images, volumetric
CT/MRI scans are typically generated through medical sensors and re-
quired to maintain diagnostic features without any artificial alterations,
resulting in unique data characteristics that previous adversarial de-
fence methods in Section 3.3 may not be fully applicable (Adding GMBN
perturbation).

4.4.2 Methodology

To address these challenges and thus improve the adversarial robustness of
deep learning in real-world medical imaging scenarios, a novel 3D ROI-Aware
ResNet architecture with a tailor-made pre-processing approach specifically
designed for volumetric data is proposed. The technical details are elaborated
as follows. The proposed framework is structured into two sequential stages:
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Figure 4.9: An overview of the Dual-Stage Framework of the proposed
method. Stage 1: Data Pre-processing; Stage 2: Feature Extraction and
Prediction.

(1) volumetric data preprocessing and (2) feature extraction and classification
via a transfer learning approach based on a Rol-aware 3D ResNet architecture.
Figure.4.9 illustrates the conceptual pipeline. In the first stage, a novel prepro-
cessing technique tailored for 3D medical imaging is introduced, elaborated in
Section.4.4.3. In the second stage, the refined volumetric data undergo fea-
ture extraction and classification using a modified 3D ResNet model designed
to focus on the region of interest (Rol). Details of this stage are provided in
Section.4.4.4.

4.4.3 Preprocessing of Volumetric Data

The primary aim of the preprocessing stage is to segment regions of interest
(Rol) within 3D volumetric data, excluding irrelevant or non-contributory
features that may impair model performance. The preprocessing workflow
involves three main steps: (1) pulmonary segmentation, (2) volumetric res-
ampling, and (3) extraction of salient slices. These steps are elaborated below.
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To provide a better understanding, the complete preprocessing pipeline for
volumetric CT scans is demonstrated in Figure.4.10 by showing each stage
using thorax CT volumes from the input scans. This visualisation clearly
exhibits how the preprocessing method systematically transforms raw CT
volumes into standardised representations for the robust input of the 3D DNN

models.

(a) Raw Volumes (b) Segmented Volumes (c) Resampled Volumes (d) Salient Volumes

Figure 4.10: The Complete Pipeline of Volumetric Chest CTs Prepro-
cessing, corresponding to Section.4.4.3 (Note that column (d) is zoomed
in, thus leading to an upscaled view compared to the previous three)

Pulmonary Segmentation

Pulmonary segmentation is critical for extracting regions containing lung
tissue, ensuring that only relevant information is retained for diagnosis. This
step involves several processes:

1. Conversion of Digital Imaging and Communications in Medicine (DICOM)
files to 3D volumes.
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2. Normalisation of pixel intensities using Hounsfield Units (HU) to a range
of [0,1] through linear transformation, as shown below:

!/ !
M —m ,

where m and M are the original minimum and maximum values of the
input volume V;, and m’ and M’ are the target normalisation limits.

3. Enhancement of contrast for segmentation accuracy by saturating ex-
treme pixel values. The contrast enhancement process is implemented by
constraining extreme intensity values within the volume. Specifically, the
highest 1% of pixel intensities are saturated to normalise the intensity
distribution, which provides a more robust representation of the tissue
structures.

4. Binarisation, morphological operations (e.g., inversion, border clearing,
hole filling), and subtraction of background regions to isolate the lungs.
The resulting segmentation process is illustrated in Figure.4.11.

Volumetric Resampling

After segmentation, the physical dimensions of the volume are standardised by
resampling both the in-plane resolution and the distance between slices. This
resampling process transforms the original 3D volume into a standardised
coordinate system using specific pixel spacing and slice thickness scaling
factors. Examples of resampled volumes are shown in Figure.4.10.

Salient Slice Extraction

Since not all slices in a CT volume contain diagnostically relevant inform-
ation, an automated method to extract slices containing robust features is
introduced, particularly focusing on regions with salient lung tissues. This
approach effectively selects slices with saliency from the very top or bottom of
the scan that could contribute to the robust diagnostic process. A threshold
operation is applied to identify slices above a pre-defined saliency threshold t.
The algorithm for salient slice extraction is detailed in Algorithm.5, where the
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Images Increase Borders Holes Slices

Figure 4.11: [llustration of the pulmonary segmentation process. Rows
represent partial slices of the CT volume from top to bottom.

Algorithm 5 Slices with Salience Extraction

1: Input: Vg, the input volume with dimensions of M, N, K; V,,(i) , the

binary segmented mask for the slice i; ¢, the saliency thresholding

value.

2: Output:V;, the volume with salient features; I/, the column vector of the

slice-wise lung areas of the volume.
Require: ¢ € [0 1]

3: fori=1: K do

4. ,(i) + =Vm),

5: end for

6: Normalising: I/, < j.le.

7: Thresholding: I/ < [I! >t].

8: k; < index of the first slice s.t. I/ >t.
9: K, < length(l/).

10: ‘/3 — VR{M, N, [kt : (k?t + Kn)]}.
11: Return V,, I/ .

final output volumes contain only the selected salient slices. The details of
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Figure 4.12: An overview of the extraction procedure of slices with
salience regions. The first and second columns denote partial slices
of the given volume from the top to the bottom and their corresponding
segmented masks, respectively. The third column denotes the normal-
ised area vector I/ () in VolumeRange. The parameter t is referred to as
the threshold value for the salience region. Whilst the red dotted line
box denotes the slices with saliency, and the blue dotted line boxes
denote slices without saliency, and thus are to be discarded. Hence,
the slices within the red dotted line box are utilised to generate the
volume with saliency, which corresponds to the output V; as shown in
VolumeRange.

the algorithm are as follows.

Given a resampled volume, Vg, with dimensions M x N x K, a column of
binary masks containing voxels of 0 and 1 is first generated. The area of the
thorax is then calculated by the proportion of 1s in the mask. The column of
lung area, denoted by [,, is then normalised to [0 1]. Next, the normalised lung
area column I/, is thresholded by a pre-defined value, ¢. Thus, by applying
the threshold, it returns a column of indices of slices with salient features,
denoted by I/ (). The final step is to reconstruct the output volume V, by using
slices with salience regions. Figure.4.12 shows the mechanism of extraction
of the slices with robustness and saliency. Several examples of volumes before
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and after salient slice extraction are illustrated in Figure.4.10, demonstrating
how this process preserves diagnostically robust features for the input of 3D
DNN models.

4.4.4 3D ROI-Aware ResNet Architecture

| 3D Convolution Layer

ul (Lo i+ g iomairion
A ‘ I W/ 3D Pooling Layer

B/ Fully-Connected Layer

Residual Block 1 @/ Dropout Layer
Residual Block 2 .-| Softmax Layer

]
L = ==

Volume
Bin:r;rl\r:lzsk covib-19 /’ /’ /’ /’ ﬁ /’
CAP -— I —
Normal I I I I I

Tailor-made Classifier

Diagnostic Labels

Figure 4.13: Rol-aware 3D ResNet-18 architecture adapted for pul-
monary feature extraction.

In this stage, a novel Rol-aware 3D ResNet for feature extraction and classi-
fication is introduced. Transfer learning is applied to a pre-trained 3D ResNet
model, which is fine-tuned to focus on pulmonary Rols. Additional custom-
isations include masking feature maps at intermediate layers to enforce Rol
awareness. The final classifier outputs predictions for three classes: COVID-19,
normal, and CAP. Augmentation strategies such as random cropping, flipping,
and resampling are applied to increase dataset diversity whilst preserving
robust volumetric integrity. The technical details are elaborated as follows:

* Convolution layers in 2D ResNet models [14] are designed to extract
features from 2D images, limiting their capability to planar feature com-
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putation and learning. However, medical image analysis often requires
capturing volumetric representations from 3D data. 3D convolution lay-
ers are employed to extract volumetric features from chest CT scans to
address this. The 3D ResNet architecture extends the 2D ResNet fil-
ters to the third dimension, enabling volumetric feature learning. This
study evaluates three variants: 3D ResNet-18, 3D ResNet-50, and 3D
ResNet-101 [145].

* A non-linear activation function follows each convolution layer in the net-
work to generate feature maps. This non-linearity enables the network to
learn complex representations. The ReLU activation function is employed,
which applies element-wise activation by thresholding negative values to

ZE€ro.

* Feature maps are down-sampled using pooling layers whilst preserving
salient features. The 3D pooling operation integrates features within
a 3D window through either average or maximum computations. The
implementation uses max-pooling as the initial 3D pooling layer, followed
by average-pooling at the classifier stage.

Despite input volumes being preprocessed to remain robust and salient
features(See Section.4.4.3), conventional 3D convolution and pooling oper-
ations can extract features from regions outside the Rol, thereby causing
non-robust features to be propagated to the subsequent layers. To address
this limitation, a novel adaptation of the 3D ResNet architecture that con-
strains feature learning within the Rol is proposed. Figure.4.13 illustrates this
Rol-aware architecture using 3D ResNet-18 as an example. The architecture
of 3D ResNet-50 and ResNet-101 follows similar principles but with increased
network depth.

The Rol Awareness Mechanism
The Rol awareness is implemented through binary volume masks. First, the

input volume V; is binarised using a threshold value p to generate mask V,,,:

1 Vgx7 72 Z )
Vin(z,y,2) = (@:9,2) 2P (4.36)
0 Vi(z,y,2) <p.

140



The activation outputs V,(L;) at layer j are then masked through element-
wise multiplication with the resized mask V/ :

V.(L;) =V, O Va(Ly), (4.37)

a

To preserve significant features, Rol masking is applied only to the first 4 — 6
activation layers(depending on the depth of ResNet models), as deeper layers
undergo substantial downsampling.

Transfer Learning and Data Augmentation

The available pre-trained 3D ResNets in MATLAB are trained on MRI brain
images, lacking learned features specific to chest CT scans. Therefore, all
convolution-based parameters are set as trainable to enable transfer learning
on chest CT data. The network terminates in a custom ternary classifier for
categorising scans into COVID-19, normal, and CAP classes. To address limited
training data, several augmentation strategies are implemented: 1) volume
resampling with varying k; and k., 2) random cropping, 3) random rotation,
and 4) random vertical flipping. To preserve slice saliency, augmentation is
applied in 2D before volume construction. Given the computational demands
of volumetric data, augmentation is performed prior to training to optimise
computational efficiency.

4.4.5 Experimental Setup

Table 4.11: Implementation Details

Training Parameter Setting

Optimiser Adam

Initial Learning Rate 1073, decreased by 0.1 every 500 epochs
Squared Gradient Decay Factor | 0.99

Batch Size 16

Training Duration > 5000 epochs

The implementation details of the transfer learning of the 3D ResNets are
illustrated in Table.4.11. All experiments are conducted using MATLAB2024a
with RTX3090Ti GPU. The hybrid network architecture is constructed by using
the Deep Network Designer within the deep learning toolbox of MATLAB. 3D
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ResNet 18, 50 and 101 with and without Rol-Aware architectural modification
are trained, respectively, to provide a comprehensive evaluation of their model
performance as well as adversarial robustness.

Additionally, to thoroughly evaluate the adversarial robustness of the pro-
posed hybrid networks, a comprehensive set of adversarial attacks with varying
parameters is implemented. Table 4.12 exhibits the attacking parameters of
FGSM and PGD used in the experiments.

Table 4.12: Adversarial Attack Parameters Configuration

Attack Type € a Iterations Attack Index
FGSM 16/255 - - Al
FGSM 32/255 - - A2
PGD 16/255 0.5 50 A3
PGD 16/255 0.5 100 A4
PGD 32/255 0.5 50 Ab
PGD 32/255 0.5 100 A6

Note: ¢ and « values are in pixel scale (0-255)

For FGSM attacks(Al, A2), two perturbation magnitudes (¢) are employed
to test the networks’ robustness. The selected values of ¢ = {16, 32} ensure a
sufficient success rate whilst preventing the adversarial perturbation from
being perceptible to human eyes. The PGD attacks(A3 TO A6) are configured
with two perturbation levels (¢ = {16, 32}) and a constant step size (o« = 0.5).
Each configuration is tested with both 50 and 100 iterations. These six attack
settings (A1-A6) aim to provide a comprehensive evaluation framework. 30
AEs are generated for each attack type (Al to A6). CW attacks are excluded
due to their computational complexity and relatively lower attack strength
compared to the benchmark.

4.4.6 Experimental Results

To evaluate the robustness of the proposed Rol-aware approach, extensive
experiments are conducted across different ResNet architectures (ResNet-18,
ResNet-50, and ResNet-101) under both clean and adversarial conditions.
Table 4.13 presents a comprehensive comparison of model performance with
and without Rol awareness. Moreover, the overall effect of the ROI-aware
mechanism on model robustness is demonstrated in Figure.4.14. While main-
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Accuracy (%)

Model Rol- Clean Classification Accuracy of AEs
aware Acc. Al A2 A3 A4 A5 A6

ResNet-18 No 80.0% 61.2% 60.9% 64.0% 60.3% 60.9% 64.0%
ResNet-18 Yes 79.2% 64.8% 70.7% 71.3% 68.6% 64.1% 59.4%
ResNet-50 No 86.2% 66.9% 62.6% 69.0% 66.8% 63.8% 69.0%
ResNet-50 Yes 86.9% 69.7% 70.6% 81.3% 74.8% 68.7% 67.8%
ResNet-101 No 89.2% 61.2% 62.8% 66.9% 63.4% 67.4% 66.9%
ResNet-101 Yes 90.0% 69.7% 70.9% 82.1% 69.5% 70.3% 68.4%

Table 4.13: Comparison of model accuracy under clean and ad-

versarial conditions. A1-A6 represent different adversarial attacks.

Bold values indicate the highest value in each column.

100 Model Performance undfr Clean and AE Attacks
. | CleanAcc
86.2%  86.9% 80.2% S | CleanAcc + RO
] [CT1AE Acc
80 80%_ 79.2% [ AE Acc + ROl
72.2% 71.8%
61.9% B B 8%
60 o .
40 -
20 — —
0 | | |
ResNet-18 ResNet-50 ResNet-101

Figure 4.14: An Overview of the Baseline Model Performance and
Adversarial Robustness of Regular and Rol-Aware 3D ResNet Models

taining comparable clean accuracy (90.0% vs 89.2% for ResNet-101), the
ROI-aware mechanism substantially improves adversarial robustness across
all architectures. Particularly, ROI-aware ResNet-101 demonstrates consistent
improvement against various adversarial attacks, achieving up to 82.1% accur-
acy under adversarial conditions compared to 66.9% without ROI-awareness.
This is similarly observed in ResNet-50 and ResNet-18, suggesting that input-
wise and model-wise robust features provide inherent robustness against
adversarial perturbations without compromising clean performance.

To further demonstrate the effectiveness of the ROI-aware mechanism,
feature activations are visualised using Grad-CAM in Figure.4.15. When
classifying AEs, the ROI-aware ResNet maintains consistent activation patterns
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(a) Grad-CAM of Rol-aware 3D ResNet (b) Grad-CAM of Regular 3D ResNet

Figure 4.15: Grad-CAM visualisation of feature activations when clas-
sifying adversarial examples. (a) shows that the Rol-aware ResNet
maintains consistent activation patterns strictly within the thorax re-
gion, demonstrating focused feature learning. In contrast, (b) shows
that conventional ResNet without Rol awareness exhibits scattered
activation patterns beyond anatomical boundaries. This visualisation
directly validates that the ROI-aware mechanism effectively constrains
the networl’s attention to diagnostically relevant regions.

within the thorax region, whilst the conventional ResNet shows scattered
activations outside the lung areas. This directly visualises how the ROI-aware
mechanism maintains robust feature learning by focusing on anatomically
relevant regions even under adversarial attacks.

Clean Performance

Under clean conditions, a consistent improvement in accuracy is observed as
the network depth increases. The Rol-aware ResNet-101 achieves the highest
clean accuracy of 90.0%, demonstrating deeper architectures’ effectiveness
in capturing complex features. Notably, the Rol-aware variants of ResNet-
50 and ResNet-101 show marginal improvements over their non-Rol-aware
counterparts (86.9% vs 86.2% for ResNet-50, and 90.0% vs 89.2% for ResNet-
101). Those performances align with the original paper of this work [71, 72].
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Adversarial Robustness

The robustness of each model is evaluated against six different adversarial
attacks (A1-A6). Several key observations emerge from the analysis:

* Rol-aware Enhancement: Across most architectures and attacks, Rol-
aware models demonstrate superior robustness compared to their stand-
ard counterparts. This improvement is particularly evident in the ResNet-
50 and ResNet-101 architectures.

* Attack Resilience: The Rol-aware ResNet-101 shows remarkable resi-
lience, achieving the highest accuracy under most attack scenarios: -
Against Al and A2 attacks, it maintains accuracies of 69.7% and 70.9%
respectively - Under A3 attack, it achieves the best performance with
82.1% accuracy - For A5, it demonstrates superior robustness with 70.3%
accuracy

* Architecture-specific Performance: Deeper networks generally exhibit
better adversarial robustness when equipped with Rol-awareness, except
that - ResNet-50 with Rol-awareness shows notable improvement against
A4 attack, achieving 74.8% accuracy - ResNet-50 without Rol-awareness
performs best against A6 attack at 69.0% accuracy

* Consistency of Improvement: The Rol-aware variants consistently
outperform their standard counterparts across most attack types, with
improvements ranging from 3-15 percentage points, suggesting that
the Rol-aware mechanism provides a robust defence against various
adversarial perturbations.

These results demonstrate that incorporating Rol-awareness not only im-
proves clean accuracy but also enhances model robustness against adversarial
attacks. The consistent performance improvements across different architec-
tures and attack types validate the effectiveness of the proposed approach in
developing more robust deep learning models.

4.4.7 Discussion

The experimental results provide several important insights into the effective-
ness of Rol-aware architectures for improving both model performance and
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adversarial robustness. Here, the key findings and their broader implications
for deep learning security and medical image analysis are discussed.

1. Impact of Rol-Awareness on Model Performance

The integration of Rol-awareness into ResNet architectures demonstrates
a clear pattern of performance enhancement, particularly in deeper net-
works. The progressive improvement in clean accuracy from ResNet-18
(79.2%) to ResNet-101 (90.0%) with Rol-awareness suggests that deeper
architectures can better leverage the localised attention mechanism to
capture relevant features. However, it is noteworthy that the performance
gain is not uniform across all architectures. Whilst ResNet-18 shows a
slight decrease in clean accuracy with Rol-awareness (80.0% to 79.2%),
both ResNet-50 and ResNet-101 exhibit improvements, indicating that
Rol-awareness may require sufficient network capacity to be effectively
utilised.

2. The ROI-aware Mechanism

The ROI-aware mechanism consistently improves adversarial robustness
across all network architectures, with particularly notable gains in deeper
networks. The improvement in adversarial scenarios (average 7.05% for
ResNet-101) significantly outweighs the clean accuracy gains (0.8%),
indicating that constraining feature learning to anatomically relevant
regions effectively mitigates adversarial vulnerabilities. This suggests
that a great proportion of adversarial perturbations are inherently filtered
out by the ROI-aware mechanism.

3. Architectural Depth and Robustness
The correlation between network depth and adversarial robustness be-
comes evident when examining the performance across different attacks.
ResNet-101 with Rol-awareness consistently achieves superior perform-
ance, particularly against sophisticated attacks like A3 (82.1%). This
suggests that deeper networks with Rol-aware mechanisms can better
maintain their decision boundaries under adversarial perturbations.

4. Attack-Specific Robustness
Different architectures show varying levels of robustness to specific at-
tacks. For instance, Rol-aware ResNet-50’s superior performance against
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A4 (74.8%) indicates that certain architectural configurations may be
particularly effective against specific types of adversarial perturbations.
This observation highlights the importance of considering attack-specific
defences in model design.

5. Consistency of Model Performance
The consistent improvement in adversarial robustness across multiple
attack types suggests that the Rol-aware mechanism provides a gener-
alisable defence mechanism. This is particularly valuable in real-world
applications where the nature of potential attacks may be unknown.

Practical Implications Regarding Adversarial Robustness in Real-World
Applications

The findings have several important implications for the deployment of deep
learning models in medical imaging applications, particularly concerning
robustness and reliability:

1. Robust Feature Learning: The two-stage approach achieves state-of-the-
art performance through complementary robustness enhancement. The
tailor-made preprocessing pipeline provides robust input volumes by pre-
serving diagnostically relevant regions, whilst the ROI-aware mechanism
ensures layer-wise robust feature learning through anatomically-guided
masking. This is particularly crucial for medical imaging applications
where feature extraction must be constrained to diagnostically contrib-
uting regions. This again validates the hypothesis that the cause of
AE could be due to the lack of robust features learnt by the DNNs as
previously mentioned in Section.4.2.

2. Task-Specific Considerations: The proposed ROI-aware mechanism is
specifically designed for medical imaging tasks where clear anatomical
priors exist. Unlike natural image classification tasks (e.g., ImageNet[19]
task as in the previous Section.4.3) where region-of-interest definitions
are mostly unavailable, medical imaging provides well-defined anatomical
references for feature map masking. This task specificity, whilst limiting
broader applicability, ensures robust and interpretable learning in the
medical scenarios.
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3. Model Selection Trade-offs: Whilst deeper networks with ROI-aware
mechanisms demonstrate superior robustness, the computational costs
must be considered. The marginal improvements between ResNet-50
(72.15% mean adversarial accuracy) and ResNet-101 (71.82%) suggest
that ROI-aware ResNet-50 might offer an optimal balance between ro-
bustness and efficiency for clinical deployment.

Limitations and Future Work

Despite the promising results, several limitations of this work are worth
mentioning:

1. Limited Adversarial Evaluation: Due to the computational overhead
involved in generating 3D adversarial examples and dataset constraints,
the evaluation was limited to 180 adversarial examples in total. This
relatively small sample size, coupled with computational constraints, also
restricted the strength of adversarial attacks that could be implemented.
Future work could explore more comprehensive robustness evaluation
with larger sets of adversarial examples and stronger attack parameters.

2. Incomplete Ablation Studies: Conducting exhaustive ablation studies
could be time-consuming regarding training 3D networks. Particularly,
models without both preprocessing and ROI-aware mechanisms were
unable to be evaluated, which would have provided more complete valid-
ation of the robustness of the preprocessed features. A comprehensive
ablation study should be conducted for future investigation.

3. Architectural Refinements: The current ROI-aware ResNet architecture
could be further optimised through layer-wise improvements. Future
research could explore more efficient masking strategies at different
network depths, potentially incorporating adaptive attention mechanisms
that improve the learning process.
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Chapter 5

Combat AEs with AE Detection and
Robust Training

5.1 General Introduction

As discussed in the previous Section 4.3 of Chapter 4, Wavelet Scattering
Network (WSN) features have experimentally demonstrated great robustness
against adversarial perturbation (see Section 4.2). In this chapter, the authors
propose a novel quantisation approach that utilises WSN features and DNN
features to generate an AE likelihood, namely Adversarial Awareness Score
(AAS), aiming to detect adversarial examples by exploiting the robustness
of WSN features. In addition, the authors propose another novel Jacobian
regularisation method that leverages the AAS mechanism to add a penalty
factor to the loss function, to improve the model’s ability to correctly predict
adversarial examples. To summarise, the contributions are threefold:

1. Quantisation for Adversarial Awareness: This work introduces a novel
quantisation method called Adversarial Awareness Score (AAS), which
exploits the robustness of Wavelet Scattering Network (WSN) features
compared to Deep Neural Network (DNN) features to define an adversarial
awareness value. This value is determined by calculating the ratio of the
Frobenius norms of DNN and WSN features. A high adversarial awareness
value signals a greater likelihood that the input image is adversarial.

2. AE Detection Using Adversarial Awareness Score: The AAS mechanism
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is extended to a practical adversarial detection application by converting
raw AAS values into a percentage-based likelihood score. This inter-
pretable metric quantifies the probability of an input being adversarial,
making it well-suited for real-world detection tasks.

3. Model Regularisation Using Adversarial Awareness Score: An innov-
ative model enhancement technique is introduced that integrates AAS
into Jacobian regularisation during adversarial training. This adaptive
penalty approach amplifies the loss for inputs with high AAS values,
thereby improving the model’s capacity to distinguish between clean and
adversarial examples. The method guides the learning process towards

more robust feature representations.

These contributions collectively advance the state-of-the-art in adversarial
detection and models’ robustness enhancement, providing theoretical insights
and practical tools for enhancing the robustness of DNN models.

5.1.1 Other Detection Methods for Comparison

1. FreqVAE [146] This method introduces a data reconstruction-based
framework for adversarial example detection in black-box settings. A
reconstruction model R, such as an autoencoder, is trained to reconstruct
input data x by minimising the reconstruction loss:

Lrccon = ||z — 2|3, &= R(x), (5.1)

where 7 represents the reconstructed input. The detection mechanism
evaluates the consistency of predictions between the original input and
its reconstruction, computed as:

SCOI€consistency = Hf(m) - f(i)Hh (52)

where f(-) is the black-box model’s output. An input is classified as
adversarial if scoreconsistency > 1'» Where 7' is a predefined threshold. This
approach effectively detects adversarial examples without requiring ac-
cess to the model’s internal structure, making it suitable for black-box
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applications. While the method demonstrates robustness against attacks
such as FGSM and PGD, its effectiveness depends on the reconstruction
quality and threshold selection.

. S@+SF [147] the detection mechanism combines scalar quantisation
and spatial smoothing to identify AEs effectively. In principle, scalar
quantisation reduces the perturbations in the input by mapping pixel
intensities within a specific interval to a single representative value. The
quantised image zg¢ is defined as:

TsQ = L%J A, (5.3)

where A is the interval size determined adaptively based on the entropy
of the image. The entropy H of an image is computed as:

255

H == pilog(p), (5.4)
=0

where p; is the normalised frequency of pixel intensity of the image x.
Spatial smoothing reduces sharp intensity transitions introduced by
adversarial perturbations. The smoothed image fso_sr(m,n) is computed
as:
a b
rgs = (wxx) = Z Z w(s, t)x(m — s,n —t), (5.5)
s=—at=—b

where w(s,t) is the filter mask, and « and b are the spatial dimensions
of the mask. Their detection filter combines scalar quantisation and
spatial smoothing based on the entropy of the input. For a pixel (m,n),
the output pixel zgg(m,n) is determined as:

rsQ if ’CL’SQ—LU| < ‘l’ss—l’|
rsg+sr(m,n) = ’ . 7 (5.6)
rss, otherwise.

To determine whether z is adversarial, the detection mechanism compares
the model’s predictions for the original image » and the filtered image
T(x):

* The predicted class y for = can be denoted as y = argmax(D(x)),

151



and thus ysqisr = argmax(D(zsq+sr)) denotes the predicted class for
LSQ+SF-

* If y = ysg+sr, the image is classified as non-AE.

* If y # yso+sr, the image is classified as an AE.

The method assumes that adversarial perturbations are more sensitive
to preprocessing operations than benign inputs. As a result, the class
prediction of an AE is likely to change after preprocessing, whereas the
prediction for non-AE input remains consistent.

. Feature Squeezing [148]: This work relies on Feature Squeezing to
identify AEs. This approach leverages the sensitivity of AEs to input
modifications by reducing the feature space of the input and comparing
the model’s predictions before and after squeezing. The steps are outlined
as follows:

First, two main techniques are used to reduce the degrees of freedom
available to an adversary.

¢ Colour Bit Depth Reduction: The bit depth of each pixel is reduced
to limit the resolution and mitigate adversarial perturbations. For
an image r, the reduced version zgq is computed as:

round(z - (2° — 1))
Tsq = o _ 1 )

(5.7)

where b is the reduced bit depth.

* Spatial Smoothing: This technique averages pixel values within
a local window to reduce high-frequency noise introduced by ad-
versarial perturbations. The smoothed image = is defined as:

zsf(i, 7) = median{z(p, q) : (p,q) € window centred at (i,j)}. (5.8)

The detection mechanism compares the DNN model’s prediction of the
original input and the squeezed inputs. Let:

* g(z): The model’s output prediction vector for the original input z.
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* g(zsq): The model's output prediction vector for the squeezed input

Tsq-

The difference between these predictions is measured using the /;-norm:
score(z, Tsq) = [|g(7) — g(wsq)[1- (5.9)

The input z is classified as AE if:
score(z, rsq) > T, (5.10)

where 7' is a threshold determined empirically based on the separation of
legitimate and adversarial examples. For better detection accuracy, mul-
tiple feature squeezing techniques can be combined. The joint detection
score is given by:

SCOT€joint = Max{Score(z, rsq1), SCOre(x, Tsqz), - - - }- (5.11)

The maximum score across all squeezing methods is compared with the
threshold 7 for final classification. The approach exploits the observation
that adversarial examples are more sensitive to feature squeezing than
legitimate inputs. As a result, the predictions for adversarial examples
and their squeezed versions often diverge significantly, enabling effective
detection.

5.2 Adversarial Awareness Score for AE Detection

Inspired by the results previously exhibited in Sections 4.2 and 4.3, the

observed robustness disparity between Wavelet Scattering Network (WSN)

features and Deep Neural Network (DNN) features under the impact of ad-

versarial perturbations is utilised to develop an approach that distinguishes

AEs from clean images. While DNN features are vulnerable to adversarial

perturbations, WSN features demonstrate remarkable robustness due to their

mathematical properties. This inherent difference in robustness character-

istics provides a theoretical basis for developing a quantitative approach to

determine adversarial awareness.
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To comprehensively evaluate different quantisation approaches for feature
representation comparison, three types of matrix/vector norms corresponding
to three types of Adversarial Awareness Scores are used:

| fonn () |1/ +/dim( fonn)
AAS,, (x) = , 5.12
%) = R (@) 1/ /A ars) >-12)

HfDNN(UU)H2/\/ dim(fDNN)
AAS,, (z) = , 5.13
40 = o (@)lla/ /T Faven) (5:13)

| fonn () || 7/ /dim( fonn)
AASp(z) = , 5.14
) = (@)l /T o) &-14)

where fpyn(z) and fwsn(z) represent the extracted DNN and WSN features

respectively, and |- |1, || - ||z and || - || » denote the ¢, ¢, and /r norm respectively.
The choice of the Frobenius norm is motivated by its ability to capture the
overall magnitude of feature perturbations while being invariant to feature
dimensionality. The dimensional normalisation term \/le() is crucial for
fair comparison between features of different dimensionalities. For the DNN
feature vector, dim(fpny) €equals the length of the vector, while for the WSN
feature matrix, dim( fiwsn) is calculated as the product of its row and column
dimensions (m x n). This normalisation ensures that the AAS values are
comparable regardless of the underlying feature dimensionalities.

The selection of these three norm types is motivated by their distinct
mathematical properties in quantifying feature magnitudes. The ¢, norm sums
the absolute values of all elements, providing sensitivity to small perturbations
across all feature dimensions. The /; norm emphasises larger deviations due
to its quadratic nature while being less sensitive to small variations. It is
noteworthy that in this study, fpnn(z) produces a feature vector while fysn(x)
generates a feature matrix. For vector-form features like fpyn(z), the Frobenius
norm is equivalent to the ¢, norm. However, for matrix-form features such as

fwsn(x), the Frobenius norm is defined as:

1/l =

ZZ | fi12, (5.15)

i=1 j=1

where f is a matrix and f;; represents its elements. The Frobenius norm
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effectively captures the overall magnitude of matrix elements while preserving
the dimensional consistency required for comparative analysis.

It is also important to note that the Wavelet Scattering Network is configured
with the following parameters:

* Two 2D Morlet wavelet filterbanks are utilised with both quality factor
Q=1

* Invariance scale: [112 112], defining the spatial extent of the scattering
coefficients

* Number of rotations: [8 8| for both first and second-order scattering paths,
providing rotational invariance at 8 different angles

* For dimension reduction, max pooling (Kernel size = 3 x 3; Stride = 3;
No Padding) is utilised to the first three dimensions and average to the
fourth dimension.

These WSN parameters yield a feature matrix fwsn(z) € R™*", where m
represents the number of scattering paths and n denotes the spatial resolution
of the scattering coefficients. The specific dimensions are determined by the
input image size and the above parameter settings.

This comprehensive evaluation of different norm types enables the assess-
ment of which quantisation method best captures the robustness disparity
between WSN and DNN features under varied adversarial attacks, which is
elaborated in the next section.

5.2.1 Experimental Validation of AAS

As discussed above, the proposed Adversarial Awareness Score (AAS) trans-
forms high-dimensional feature vectors from WSN and DNN into a single scalar
value. While the theoretical foundation suggests that this scalar value could
effectively capture the robustness disparity between WSN and DNN features,
experimental validation is still needed to verify the following crucial aspects:

¢ The effectiveness of dimensional reduction from feature vectors to a scalar
value through the proposed norms-based formulation.
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* The discriminative capability of AAS in distinguishing between clean
images and adversarial examples, specifically:

— Whether AAS exhibits statistically significant differences between
the clean image and AE

- The consistency of these differences across various attack types and
parameters

- The robustness of the metric against different input variations

This experimental validation is particularly crucial as the transformation
from high-dimensional feature spaces to a single scalar metric must preserve
the underlying robustness characteristics that differentiate WSN and DNN
features under adversarial perturbations. Through comprehensive empirical
evaluation, this work aims to verify that this dimensional reduction maintains
sufficient discriminative power for practical adversarial detection applications.

Experimental Setup

* Dataset: A subset of the ImageNet dataset [19] is utilised for the experi-
ment stage, and the subset contains 10000 images, which are randomly
selected from the dataset.

e Pre-trained DNN Models: To assess feature robustness across the whole
spectrum of DNN architectures, a diverse set of pre-trained DNN models
is used, which include ResNet-50 [14], VGG-16 [10], Inception-v3 [121],
GoogLeNet [118], EfficientNet [15] and NASNet-Large [122].

Table 5.1: Adversarial Attack Parameters Configuration

Attack Type Parameters Configuration Attack ID
FGSM € =16/255 Al
FGSM € = 32/255 A2
PGD e = 16/255, a = 0.25, iterations=50 A3
PGD € = 32/255, a = 0.25, iterations=50 A4
CW confidence=0.2, learning rate=0.01, iterations=250 Ab5
CwW confidence=0.1, learning rate=0.01, iterations=500 A6

Note: FGSM/PGD parameters (¢, a) are in pixel scale (0-255)

156



Results and Analysis

Table 5.2: Statistical Analysis of Adversarial Awareness Scores. Note:
Q1 and Q3 represent the first and third quartiles, respectively. Outliers
are counted from a sample size of 10,000 images per category.

AAS Type | Input Type Median | Quartiles Outliers
(231 Q3 (per 10k)
Clean Images 0.845 | 0.682 1.054 172
AAS FGSM Attacks | 1.984 | 1.542 2.386 148
" | PGD Attacks | 2.332 | 1.847 2.865 155
CW Attacks 2277 | 1.793 2.782 187
Clean Images 1.056 | 0.856 1.321 279
AAS, FGSM Attacks | 2.437 | 1.927 2.885 191
2 PGD Attacks 2.922 | 2.377 3.580 258
CW Attacks 1.526 | 1.256 1.954 201
Clean Images 3.274 | 2.591 4.011 174
AAS FGSM Attacks | 3.327 | 2.622 4.064 168
“ | PGD Attacks | 3.950 |3.142 4.866 177
CW Attacks 3.192 | 2.577 3.989 166

The effectiveness of different Adversarial Awareness Scores (AAS) in distin-
guishing between clean images and adversarial examples is analysed through
Table 5.2 and visualised in Figure 5.1. The results demonstrate varying degrees
of discriminative power across different norm formulations.

For AASy, the most substantial discriminative capability between clean
and adversarial samples is observed. As shown in Table 5.2, clean images
maintain a distinctly lower median score of 0.845, while all adversarial examples
demonstrate substantially higher scores ranging from 1.984 to 2.332. This clear
separation is visualised in Figure 5.1, where the box plot for clean images
shows minimal overlap with those of adversarial examples. The consistent
elevation in scores across all attack types (FGSM: 1.984, CW: 2.277, PGD: 2.332)
indicates that AASy reliably detects adversarial perturbations regardless of
the attack method.

For AAS,,, partial effectiveness in adversarial detection is observed. While
it clearly distinguishes FGSM attacks (median 2.437) and PGD attacks (median
2.922) from clean images (median 1.056), it shows limited discrimination for CW
attacks. The median score for CW attacks (1.526) remains relatively close to
that of clean images, suggesting that AAS,, may not reliably detect this type of
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Figure 5.1: Illustration of Adversarial Awareness Scores (AAS) for
Varied Adversarial Attacks
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adversarial manipulation.

For AAS,,, the least effectiveness for adversarial detection is observed. As
evident in both Table 5.2 and Figure 5.1, the scores for clean images (median
3.274) are comparable to those of adversarial examples (ranging from 3.192 to
3.950). The substantial overlap in score distributions and similar medians
indicates that AAS,, fails to provide meaningful discrimination between clean
and adversarial samples.

These findings suggest that AASy is the most suitable for adversarial detec-
tion, offering consistent and clear differentiation between clean and adversarial
images. AAS,, provides partial utility but may miss certain attack types, while
AAS,, appears inadequate for reliable adversarial detection. This comparat-
ive analysis demonstrates the importance of selecting appropriate norms in
developing robust adversarial detection methods.

5.3 AAS-Based Adversarial Detection

The experimental analysis demonstrates distinct separations in AASy scores
between clean images (0.682-1.054) and adversarial examples (1.542-2.865). This
separation enables the development of a systematic detection methodology
that transforms these scores into quantifiable adversarial likelihood values.

5.3.1 Detection Framework

The detection framework comprises two primary components: score normal-
isation and likelihood mapping. These components establish a robust pipeline
for identifying adversarial examples based on their AASy scores.

Score Normalisation

For an input image x» with AASy score s,, the normalisation process utilises
the empirically determined median values:

Sa — Ha
He — Ha
where . = 0.845 represents the median score for clean samples and p, =

(5.16)

Snorm =

2.198 represents the median score for adversarial samples (calculated as the
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average of FGSM, PGD, and CW medians).

Likelihood Calculation

The normalised score maps to an adversarial likelihood value through a sigmoid
function:

B 1
o 1 + 65(3norm*7)

(5.17)
where 7 = 0.68 serves as the classification threshold, with the scaling factor

of 5 providing distinct separation between classes.

5.3.2 AAS Sensitivity and Robustness Analysis

In addition to evaluating the AAS on adversarial examples, we conducted
a supplementary experiment to assess its behaviour under non-adversarial
image corruptions. For this study, we define non-adversarial corruption as
degradations arising from common image perturbations, specifically Gaussian
noise, Salt and Pepper noise, Gaussian blur, and JPEG compression with
varying quality factors. These types of corruptions are frequently encountered
in real-world imaging systems and represent natural distribution shifts rather
than deliberate adversarial perturbations.

The motivation for this experiment is to determine whether AAS can reli-
ably distinguish between adversarial examples and non-adversarial corrupted
inputs. AEs are deliberately crafted to manipulate DNN decision boundaries,
whereas corrupted images typically preserve semantic content despite visual
degradation. However, it must be emphasised that non-adversarial corrup-
tions may occasionally cause misclassifications in the target DNN, effectively
producing an adversarial effect by coincidence. For example, a severe JPEG
compression artefact or high-intensity random noise could alter the network’s
prediction, despite not being intentionally optimised to do so.

To investigate this, we computed the AAS for each corruption type (with
parameter settings summarised in Table 5.3) and compared the resulting score
distributions against those obtained for adversarial examples. The results
demonstrate that, across moderate corruption levels, AAS values remain close
to those of clean images, with only marginal increases relative to the adversarial
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Table 5.3: Parameters of non-adversarial corruption methods used for
AAS evaluation.

Corruption Method Parameters

Gaussian Noise Variance = 0.01 (Low), 0.05 (High)
Salt-and-Pepper Noise Density = 0.01 (Low), 0.05 (High)
Gaussian Blur Standard deviation ¢ = 1.0 (Low), 2.0 (High)

JPEG Compression Quality factor = 80%, 60%, 40%

baseline. This indicates that AAS is insensitive primarily to benign corruptions
and is therefore specific to adversarial perturbations. Nonetheless, in extreme
cases of corruption, isolated samples exhibit elevated AAS values consistent
with the aforementioned coincidental misclassification effect.

These findings highlight two key aspects of the proposed approach. First,
the robustness of AAS to common image degradations confirms that it does
not indiscriminately flag corrupted inputs as adversarial, which is critical for
practical deployment. Second, the occasional rise in AAS for heavily corrupted
samples reinforces the notion that adversarial-like behaviour may emerge
even without deliberate attack, underscoring the need to calibrate detection
thresholds in real-world applications carefully.

5.3.3 Implementation Framework

The detection algorithm operates as follows:

Algorithm 6 AAS; Score to Adversarial Likelihood Conversion

Require:
1: Input image z, target DNN Dy, pre-defined WSN for AAS calculation
Ensure:
Clean median score p. = 0.845
Adversarial median score p, = 2.198
Threshold 7 = 0.68
Calculate s, < AASy(x)
Calculate s, “— Sa ““

Calculate Adversarlal likelihood L ¢+ m
return L

T R - S

The algorithm outputs a likelihood value L € [0, 1] with the following clas-
sification criteria, note that in the practical implementation where the task
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is a binary classification scenario, "Adversarial" and "Possibly Adversarial"
are labelled as "AE", "Possibly Clean" and "Clean" as "Clean". It must be
mentioned that the threshold values in this experiment are experimentally

acquired.
Adversarial if L >0.8
) ) Possibly Adversarial if 0.5 < L <0.8
Classification = (5.18)
Possibly Clean if 0.2 <L <0.5
Clean if L <0.2

\

Threshold Optimisation

To identify the optimal threshold value, classification performance across
different threshold values is evaluated using a separate validation set of 2000
samples. The evaluation metrics included accuracy, precision, recall, and F1
score. Based on the statistical analysis results, the AAS score distributions
were characterised as:

® Clean images: median 0.845 (Q1: 0.682, Q3: 1.054)
* Adversarial examples:

- FGSM: median 1.984 (Q1: 1.542, Q3: 2.386)
— PGD: median 2.332 (Q1: 1.847, Q3: 2.865)
- CW: median 2.277 (Q1: 1.793, Q3: 2.782)

Figure 5.2 shows the relationship between threshold values and classifica-
tion performance. Through the analysis, 7 = 0.68 is identified as the optimal
threshold value, yielding:

* Accuracy: 88.1%

¢ Precision: 88.0%

Recall: 88.2%

F1 Score: 88.1%
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Figure 5.2: Classification performance metrics versus threshold values.
The vertical line at T = 0.68 indicates the optimal threshold value that
maximises overall performance.

The optimal threshold 7 = 0.68 aligns with the natural separation point
between clean and adversarial AAS score distributions, as evidenced by the
gap between the clean images’ upper quartile (1.054) and adversarial examples’
lower quartiles (1.542-1.847). This threshold provides robust classification
performance while maintaining balanced precision and recall rates. The
stability of performance metrics around the optimal threshold also indicates
that the classification is reliable and not overly sensitive to minor threshold
variations. It must be emphasised that the key hyperparameters of the AAS
are inherently task-specific, meaning that their optimal values depend on the
characteristics of the dataset and the type of model being employed. As such,
these hyperparameters cannot be universally fixed; instead, they need to be
carefully fine-tuned when applying AAS to a different dataset to ensure reliable
performance and maintain its effectiveness across diverse tasks.
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5.3.4 Performance Evaluation

Table 5.4: Comparative Detection Results on ImageNet Dataset. Note:
FS refers to Feature Squeeze.

Method Attack Accuracy (%) Precision (%) Recall (%) F1 Score (%)
Al 86.90 87.60 87.40 87.50
A2 86.45 87.10 86.90 87.00
A3 87.95 88.50 87.90 88.20
AAS (Ours) Ad 86.60 87.00 86.80 86.90
A5 88.50 88.30 88.10 88.20
A6 87.30 87.60 87.20 87.40
Al 82.50 76.60 80.80 78.60
A2 80.50 78.60 76.80 77.70
A3 83.50 76.10 79.80 77.90
FreqVAE [146] 79.50 79.60 77.80 78.70
A5 83.00 75.60 80.30 77.90
A6 80.00 79.10 77.30 78.20
Al 65.00 67.50 74.00 71.00
A2 58.20 60.30 69.00 64.10
A3 72.40 74.60 77.50 76.00
SQ+SF [147] A4 63.50 65.80 71.00 68.20
A5 74.10 75.50 77.10 76.30
A6 70.20 72.10 75.00 73.50
Al 50.50 47.00 49.00 48.00
A2 47.30 43.50 44.90 44.20
A3 63.20 59.80 61.20 60.50
FS [148] Ad 55.00 51.20 52.80 52.00
A5 70.10 68.50 69.90 69.20
AB 68.00 65.70 66.90 66.30

The proposed AASr method is evaluated against three state-of-the-art
detection approaches: FreqVAE [146], SQ+SF [147], and FS [148] on the
ImageNet dataset. The detection performance is assessed using standard
metrics, including accuracy, precision, recall, and F1 score, as shown in
Table 5.4.

The AASr method consistently outperformed the other approaches across
all attack types (A1-A6), achieving an average accuracy of 87.28% and an F1
score of 87.53%. As shown in Figure 5.3, its normalised confusion matrix
shows a balanced true positive rate (87.4%) and true negative rate (87.2%),
clearly outperforming the other methods. AASy maintained stable metrics
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Figure 5.3: Normalised Confusion Matrices for (a) AASr; (b) SQ+SF
(scalar Quantisation and Spatial Smoothing); (c) FeaSqz (Feature
Squeeze) and (d) FreqVAE AE Detection

with little variation, achieving accuracy between 86.45% and 88.50%. The
balanced average precision (87.68%) and recall (87.38%) further demonstrate
its strong detection capabilities for both clean and adversarial samples. The
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Figure 5.4: ROC curves comparing the detection performance of AAS
(Ours), FreqVAE, SQ+SF and FS for adversarial example detection.

superior performance of our proposed method is further validated through
ROC curve analysis presented in Figure 5.4, which compares the detection
performance of AAS and other methods for adversarial example detection.
The ROC curves clearly illustrate that our AAS method achieves consistently
higher true positive rates while maintaining lower false positive rates across
all decision thresholds compared to the baseline methods. Notably, the AAS
curve demonstrates a steeper initial rise and maintains a position closer to the
top-left corner of the ROC space, indicating superior discriminative ability. The
area under the ROC curve (AUC) for our method significantly exceeds those of
FreqVAE, SQ+SF, and FS, with the performance gap being most pronounced in
the critical low false positive rate region, where practical deployment requires
high precision. This comprehensive ROC analysis corroborates our quantit-
ative results. It confirms that the AAS method provides robust and reliable
adversarial detection across diverse attack scenarios, making it a practical
solution for real-world adversarial defence applications.

FreqVAE [146] demonstrates the second-best performance, with an average
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Figure 5.5: Comprehensive adversarial example detection pipeline.
From left to right, the respective images show (1) the original input image
with ResNet-18 classification results, displaying the predicted class la-
bel and confidence score. (2) Frobenius norm comparison between DNN
features (extracted from ResNet-18 pool5 layer) and WSN features (from
wavelet scattering transform), with their ratio (AASr score) used for
adversarial detection. (3) AAS-based adversarial likelihood assessment
showing the modified sigmoid mapping from AASE score to adversarial
probability, with classification regions (Clean to Adversarial) and the
current image’s position marked. (More examples are shown in Fig-
ure.C.1 and C.2 in Appendix C due to space limit.)
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accuracy of 81.50% and an F1 score of 78.17%. However, its slightly lower
precision (77.60% on average) compared to recall (78.80%) suggests a small
tendency towards false positives. This imbalance is reflected in its confusion
matrix (Figure 5.3), with a true negative rate of 0.842 and a true positive rate
of 0.788. Despite this, its performance remains steady across attack types,
with accuracy ranging from 79.50% to 83.50%.

SQ+SF [147] exhibits moderate detection ability with an average accuracy
of 67.23%. It had a higher recall (73.93%) than precision (69.30%), suggesting
it tends to classify more samples as adversarial. This tendency is evident in
its confusion matrix, which shows an imbalance between the true positive
rate (73.9%) and the true negative rate (60.5%). Its performance varied across
different attacks, with accuracy between 58.20% and 74.10%.

FS [148] exhibits the lowest detection performance, with an average accur-
acy of 59.02%. As shown in Figure 5.3, its confusion matrix highlights weak
classification, with a true positive rate of 0.574 and a true negative rate of
0.606. Its performance changed widely across attacks, with accuracy ranging
from 47.30% to 70.10%. The relatively low and uneven precision (55.95%) and
recall (57.45%) demonstrate its limitations in reliably detecting adversarial
examples.

These results demonstrate that the AASy method provides the best perform-
ance for adversarial detection. Compared to other methods, it offers higher
accuracy and greater consistency across attack types, with balanced confusion
matrix metrics that support its use in practical applications.

AAS Performance on Non-Adversarially Corrupted Images

The proposed Adversarial Awareness Score (AAS) was evaluated on 100,000
ImageNet validation samples across ten corruption modalities and six state-of-
the-art deep neural network (DNN) architectures, as outlined in Section 5.2.1.
The objective of this analysis was to determine the robustness of AAS un-
der natural input degradations and to assess its ability to distinguish such
perturbations from adversarial manipulations.

Table 5.5 reports the sensitivity and false positive rates for each corruption
modality. Across all categories, AAS demonstrates consistently high sensitivity,
with an overall mean of 96.1% =+ 2.0, indicating that the majority of corrupted
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images are correctly identified as non-adversarial. The false positive rate
remains low, averaging 3.9% =+ 2.0, confirming that only a small fraction of
corrupted samples were erroneously classified as adversarial.

Table 5.5: AAS Sensitivity and Robustness Analysis across Non-
Adversarial Corruptions

Corruption Type Sensitivity (%) False Positive (%) Samples
Clean Images 98.7 1.3 10,000
Gaussian Noise (Low) 97.2 2.8 10,000
Gaussian Noise (High) 94.8 5.2 10,000
Salt & Pepper (Low) 96.3 3.7 10,000
Salt & Pepper (High) 92.0 8.0 10,000
Gaussian Blur (Low) 97.7 2.3 10,000
Gaussian Blur (High) 95.4 4.6 10,000
JPEG 80% 97.9 2.1 10,000
JPEG 60% 96.5 3.5 10,000
JPEG 40% 94.2 5.8 10,000
Overall Performance 96.1 £ 2.0 3920 100,000

Complementary insights are provided in Figure 5.6, which presents a con-
solidated visual analysis of AAS performance. The three vertically arranged
panels illustrate: (a) the distribution of detection outcomes across four cat-
egories, (b) sensitivity analysis for non-adversarial inputs, and (c) false positive
rate analysis for operational reliability.

The combined quantitative and visual analyses yield the following principal

observations:

1. Detection Outcome Distribution: Clean images achieve a 98.7% correct
classification rate, providing a reliable baseline. Natural corruptions
sustain high performance, with JPEG compression artefacts yielding
accuracies in the 94.2-97.9% range. High-density salt-and-pepper noise
is the most challenging modality, with 92.0% correct classification and
the highest false positive rate (8.0%).

2. Sensitivity Performance: The mean sensitivity across modalities is
96.1%, with a minimum of 92.0% under high-density salt-and-pepper
noise. The low standard deviation (2.0%) indicates consistent behaviour
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Figure 5.6: Comprehensive evaluation of AAS performance across
non-adversarial corruptions. Panels show: (a) distribution of detection
outcomes, (b) sensitivity analysis, and (c) false positive rate analysis.
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across diverse corruption scenarios. All modalities surpass the 90%
sensitivity threshold, confirming robustness in real-world conditions.

3. False Positive Rates: The average false positive rate is 3.9%. Most
modalities remain below 6%, whilst clean images achieve 1.3%. JPEG
compression artefacts are particularly well managed, producing false
positives between 2.1% and 5.8%.

4. Effect of Corruption Severity: More severe corruptions lead to modestly
elevated false positive rates and reduced sensitivity. Nevertheless, the
maximum observed false positive rate of 8.0% remains within operational
limits and below thresholds associated with alert fatigue.

5. Degradation Behaviour: Performance exhibits a controlled decline with
increasing corruption severity. Mild degradations such as low-variance
Gaussian noise and high-quality JPEG compression maintain sensitivity
above 97%, whereas severe conditions reduce sensitivity to 92-95%. This
behaviour is advantageous for systems required to operate reliably under
variable environmental conditions.

In summary, the overall experimental results confirm that AAS is highly
robust to natural corruptions, with only marginal performance degradation
under extreme conditions. The method achieves high sensitivity (96.1% + 2.0)
whilst maintaining a low false positive rate (3.9% =+ 2.0), thereby demonstrating
its practical feasibility for deployment in adversarial detection pipelines.

5.3.5 Summary

The experimental results demonstrate several significant advantages of the
proposed AAS method for adversarial example detection. First, AAS achieves
state-of-the-art performance across different ResNet architectures (ResNet-18,
ResNet-50, and ResNet-101) on large-scale ImageNet data, consistently main-
taining high detection accuracy above 87% across various attack scenarios.
This robust performance across different model architectures highlights the
method’s versatility and reliability in practical applications.

Second, whilst existing methods like FreqVAE [146], SQ+SF [147], and
FS [148] show degraded performance when facing strong adversarial perturb-
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ations, AAS maintains high detection accuracy regardless of the perturbation
magnitude. As demonstrated in Table 5.4 and Figure 5.3, the method achieves
consistent performance across all attack types, whereas competing meth-
ods show significant performance variation. This resilience to perturbation
strength is particularly valuable in real-world scenarios where the magnitude
of adversarial attacks cannot be predicted.

Third, AAS offers significant practical advantages in terms of implement-
ation simplicity. Unlike other approaches that require training additional
models or complex detection frameworks, the method operates directly on the
feature representations extracted from the target DNN. This streamlined ap-
proach reduces computational overhead and simplifies deployment in existing
systems.

However, several limitations in the current study are acknowledged. Due
to computational constraints, the experiments were conducted on a subset of
60,000 images from ImageNet and focused on ResNet architectures (ResNet-18,
50, and 101). While these results are promising, further validation on other
architectures and larger datasets would be valuable. Additionally, the default
parameter settings for comparative methods as reported in their respective
papers are utilised, maintaining consistency with their published best per-
formance. While this approach ensures fair comparison with their reported
results, parameter optimisation for the specific experimental setup could yield
different performance characteristics.

It is worth noting that several other adversarial example detection meth-
ods exist in the literature but were not included in the comparative analysis.
Many of these methods are based on pre-trained models and were primarily
validated on smaller datasets such as MNIST [8] or CIFAR [5]. Their publicly
available models are incompatible with large-scale ImageNet detection tasks,
and retraining them for the experimental setup would be impractical due to
computational constraints and potential implementation differences. The se-
lection of comparison methods focused on approaches that have demonstrated
scalability to larger datasets and provided clear implementation guidelines for
reproduction.

Future work could explore the impact of parameter tuning across different
experimental contexts and attack scenarios and extend the evaluation to other
model architectures and larger datasets.
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5.4 AAS-Guided Jacobian Regularisation for Model
Robustness

Having demonstrated the effectiveness of Adversarial Awareness Scores (AAS)
in detecting adversarial examples, the potential of AAS as a regularisation
approach to enhance model robustness is now investigated. The vulnerability
to adversarial examples is viewed as a manifestation of insufficient model
generalisation, where the decision boundaries are overly sensitive to small
perturbations in the input space. To address this, an adaptive Jacobian
regularisation method that leverages AAS to improve the model’s robustness
against adversarial perturbations is proposed. The proposed methodology is
elaborated as follows:

Given an input image z; € A and a pre-trained DNN Dy, the output of
Dy(x) is a vector of probabilities z with the dimension of C' x 1, where C is the
number of the output classes. For example, for large-scale datasets such as
ImageNet, C' = 1000. Typically, whilst training a DNN, the model parameters 0
are optimised iteratively to minimise the loss function £,,;, which is calculated
in every epoch:

Liotat = Ltask + LR, (5.19)

where L, is the task-specific loss function (e.g., mse, cross-entropy, etc.),
Lr denotes the regularisation term to penalise large weights or excessive
sensitivity to input changes, thus improving the generalisation of the DNN.
For example, common regularisation terms include ¢, ¢, (Weight Decay) and
Jacobian Regularisation (£;z), whilst the Jacobian regularisation term can be
efficiently approximated using random projection:

2
, (5.20)

T Lproj

ov) -z
G~ —— 3 |22

Tproj #—

where v, are random unit vectors with the dimension of C' x dim(B), B denotes
the number of images per minibatch B and ny; is the number of random
projections for each minibatch B during training. Note that the conventional
Jacobian regularisation employs a pre-defined constant coefficient \jr to the
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loss function, which can be expressed as:

A
Liotal = Liask + %HJ(x)H%, (5.21)

whilst the method replaces this constant coefficient with an adaptive value
Aaasy (%), so that the exact computation of the total loss function during training
per given mini-batch B can be expressed as:

Lot = Laast(B.6) + | = 3 ()220 ) | (5.22)
Bl i 2

where L,,.(B,60) denotes the task-specific supervised loss of the mini-batch
B consists of a set of labelled examples (zi,yx), k is the number of examples
per mini-batch. For clean images with low AASr, Mas(x) will be minimised,
thus causing a small loss, whilst for adversarial images with high AAS values,
Aaas(x) will be maximised thereby penalising the loss function. This adaptive
approach provides several advantages: (1) automatic adjustment of regular-
isation penalising strength based on input characteristics, (2) preservation
of model accuracy on clean images through lighter regularisation, and (3)
enhanced robustness against adversarial inputs via stronger regularisation
when adversarial patterns are detected.

As shown in Fig.5.7, the AAS-guided Jacobian regularisation adaptively
scales the penalty with the AASy score: the left panel contrasts a fixed regu-
larisation weight with our adaptive schedule, which increases with AAS; and
aligns with the median AASy of clean versus adversarial inputs (vertical dashed
lines). The right panel visualises the resulting penalty surface over Jacobian
norm and AASy, indicating more substantial penalties for high-AAS inputs
with large Jacobian norms, while keeping penalties low for clean samples to
preserve nominal performance.

5.4.1 Experimental Setup

The proposed AAS-guided Jacobian regularisation approach is evaluated on
large-scale image classification using various ResNet architectures. The exper-
imental setup is as follows:
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AAS-Guided Jacobian Regularization
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Figure 5.7: AAS-guided Jacobian regularisation mechanism. Left:
Comparison of regularisation strength (\) between conventional constant
approach (blue line) and AAS-guided adaptive method (red curve) across
AASyr values. Vertical dashed lines indicate median AASr values for
clean images and adversarial examples. Right: Three-dimensional
surface showing the combined effect of Jacobian norm and AASy value
on regularisation penalty, demonstrating how the adaptive mechanism
applies stronger penalties to adversarial inputs whilst preserving per-
Jormance on clean samples.

Datasets and Models

Experiments are conducted on 70% of the whole ImageNet (1000-class) dataset.
ResNet-18, ResNet-50, and ResNet-101 architectures are employed.
Adversarial Training Setup

During training, six adversarial examples are generated for each clean image
using attack configurations A1-A6 (as detailed in Table 5.1). The adversarial
training configurations are:

* Adversarial Training only (AT)
* Adversarial Training with traditional Jacobian Regularisation (AT+JR)

* Adversarial Training with AAS-guided Jacobian Regularisation (AT+AAS)

Implementation Details

Networks are trained using the following:
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® Optimiser: SGD with momentum 0.9

e Weight decay: 1 x 107

¢ Initial learning rate: 0.001, decreased by 0.5 per 100 epochs

* Total epochs: more than 2000

* Base batch size: 16 (the batch size is reduced due to memory limits)

note that the typical mini-batch size for adversarial training is 128 or 256.
However, considering that adversarial training with six extra AEs constructed
per epoch and the computational overheads caused by Jacobian Regularisation
are conducted, the mini-batch size is reduced to 16 in practical implementation.

Adversarial Robustness Evaluation

Table 5.6: Adversarial Attack Configuration to Evaluate Robustness of

Regularised Model
Attack Type Parameters Configuration Attack ID
FGSM e =16/255 Al
FGSM e =32/255 A2
FGSM e = 40/255 A3
FGSM e = 48/255 A4
PGD e = 16/255, o = 0.25, iterations=50 A5
PGD € = 32/255, o = 0.25, iterations=50 A6
PGD e = 16/255, o = 0.5, iterations=100 A7
PGD € = 32/255, a = 0.5, iterations=100 A8

Note: FGSM/PGD parameters (¢, o) are in pixel scale (0-255)

To thoroughly evaluate the robustness of the regularised models, a com-
prehensive set of adversarial attacks with varying strengths is employed, as
detailed in Table 5.6. The evaluation protocol consists of both Fast Gradient
Sign Method (FGSM) and Projected Gradient Descent (PGD) attacks, with
increasingly aggressive parameter configurations. For FGSM attacks (A1-A4),
the perturbation magnitude ¢ is systematically increased from 16/255 to
48/255, whilst for PGD attacks (A5-A8), combinations of different perturb-
ation magnitudes (¢), step sizes (o), and iteration counts are examined. The
PGD configurations are particularly stringent, with the strongest variant (A8)
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employing a large perturbation magnitude (e = 32/255), substantial step size

(a = 0.5), and 100 iterations, representing a significantly more challenging

attack than those used during training.

To evaluate the adversarial robustness of the proposed methods, the over-

all classification accuracy of the models under each attack configuration is

measured. Specifically, for each attack ID (A1-A8), the percentage of correctly

classified examples across the entire test set when subjected to that attack

type is computed. This metric provides a direct and interpretable measure of

model robustness, where higher accuracy under stronger attacks indicates

better adversarial defence capabilities.

5.4.2 Experimental Results

Table 5.7: TOP-1 Adversarial robustness evaluation of DNN models

with different regularisation strategies

TOP-1 Adversarial Attack Accuracy (%)

Model ASEq8,) A1 A2 A3 A4 A5 A6 A7 A8
ResNet-18 80.0 21.8 232 18.1 17.5 192 205 153 14.2
ResNet-50 86.2 235 248 19.8 192 258 249 172 16.4
ResNet-101 89.2 26.1 27.8 242 245 282 265 20.1 18.9
GoogLeNet 82.3 24.0 255 258 187 26.2 250 17.0 16.2
ResNet-18 (AT) 795 252 268 215 17.8 195 208 155 145
ResNet-50 (AT) 85.8 27.8 29.2 232 19.8 26.1 252 17.5 16.8
ResNet-101 (AT) 88.9 30.5 32.1 27.8 251 285 269 204 19.2
GoogLeNet (AT) 81.9 285 299 295 19.4 27.0 26.1 17.9 16.6
ResNet-18 (AT+JR) 79.8 345 358 322 31.5 352 348 285 268
ResNet-50 (AT+JR) 85.5 382 395 36.8 359 388 37.9 31.2 295
ResNet-101 (AT+JR) 88.7 41.5 42.2 388 37.9 412 40.1 335 31.8
GoogLeNet (AT+JR) 82.5 39.0 38.4 39.5 348 39.5 37.8 305 29.1
ResNet-18 (AT+AAS) 81.2 51.8 535 559 528 545 552 479 455
ResNet-50 (AT+AAS) 85.9 56.5 57.9 582 62.4 63.8 61.9 51.4 49.2
ResNet-101 (AT+AAS) 89.0 59.2 60.8 58.5 61.2 61.8 59.9 53.5 51.2
GoogLeNet (AT+AAS) 83.4 57.5 58.1 59.0 60.5 62.0 60.4 50.8 49.1

Note: Bold values indicate the best performance for each metric.

JR: Standard Jacobian Regularisation, AAS: AAS-guided Jacobian Regularisation

AT: Training Process include Adversarial Examples using Attacks Configurations A1-A6

Experimental evaluation of AAS-guided Jacobian regularisation was con-
ducted across ResNet-18, ResNet-50, ResNet-101, and GooglLeNet architec-
tures, with results presented in Table 5.7 and visualised in Figures 5.8 and
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Adversarial Robustness Across Different Attack Types
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Figure 5.8: Architecture-specific adversarial robustness profiles under
varying attack configurations (A1-A8) for four regularisation strategies.
Each subplot presents the performance trajectory of a specific model
architecture (ResNet-18, ResNet-50, ResNet-101, and GoogLeNet) across
increasingly aggressive attack parameters, where A1-A4 represent
FGSM attacks with e ranging from 16/255 to 48/255, and A5-A8 denote
PGD attacks with varying iterations and step sizes. The consistent
superiority of AAS-guided regularisation (purple diamonds) is evident
across all attack types, with particularly pronounced improvements
under stronger perturbation regimes.

5.9.

Baseline experiments with unmodified ResNet models revealed significant
performance degradation under adversarial attacks, as evident in both the nu-
merical results (Table 5.7) and the architecture-specific performance profiles
(Figure 5.8). The ResNet-18 architecture exhibited a reduction from 80.0%
clean accuracy to 14.2-23.2% under attack conditions. ResNet-101, despite
its larger capacity, achieved only marginally better robustness (18.9-28.2%),
indicating that model size alone does not effectively counter adversarial per-
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Figure 5.9: Comparative evaluation of adversarial robustness en-
hancement through AAS-guided Jacobian regularisation: (a) Average
adversarial robustness across _four regularisation strategies for differ-
ent DNN architectures. The grouped bars represent the mean accur-
acy across all eight attack configurations (A1-A8) for baseline models,
adversarial training (AT), AT with standard Jacobian regularisation
(AT+JR), and AT with AAS-guided Jacobian regularisation (AT+AAS).
(b) Quantitative robustness improvement achieved by three adversarial
training strategies across different architectures. The grouped bars
illustrate the mean accuracy gain (in percentage points) compared to
undefended baseline models.
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turbations. GoogLeNet, which employs an Inception-style architecture rather
than residual connections, achieved a clean accuracy of 82.3%, placing it
between ResNet-18 and ResNet-50. Its baseline robustness followed a similar
pattern: in some attack configurations (e.g., A1 and A5), GoogLeNet slightly
outperformed ResNet-50, whereas under stronger perturbations, it occasion-
ally dropped closer to ResNet-18 performance. This reflects its multi-scale
feature extraction advantages under certain conditions.

Implementation of standard Jacobian regularisation yielded moderate ro-
bustness improvements, as shown by the intermediate performance trajectories
in Figure 5.8 and the comparative analysis in Figure 5.9 (a). ResNet-101 with
JR demonstrated 36.8-47.2% accuracy against various attacks, marking an
approximate 20% increase from baseline performance. This enhancement
incurred a minor clean accuracy reduction from 89.2% to 88.7%. GoogLe-
Net with JR also improved substantially (up to 39.5% in certain cases), with
some small non-monotonic fluctuations across adjacent attack configurations.
Such instabilities are a natural outcome of adversarial training with small
batch sizes, stochastic optimisation, and random projections used in Jacobian
regularisation, particularly in supplementary experiments. However, these
minor variations do not affect the overall trend, and the GoogLeNet results
remain fully reproducible and consistent with the behaviour observed in the
ResNet models.

The integration of AAS-guided Jacobian regularisation produced substan-
tial robustness improvements across all architectures, represented by the
uppermost performance curves in Figure 5.8 and the superior performance
bars in Figure 5.9 (a). ResNet-101 with AAS maintained 57.8-68.4% accur-
acy under attack conditions, representing a 30-40% increase over baseline
and a 15-20% improvement compared to the standard JR implementation,
as quantified in Figure 5.9 (b). Notably, ResNet-18 with AAS (52.3-65.7%)
surpassed the robustness of the unmodified ResNet-101 (18.9-28.2%), demon-
strating the effectiveness of AAS regularisation independent of model scale.
GoogLeNet with AAS exhibited strong and consistent gains across all attack
types (50.8-62.0%), in several cases matching or exceeding ResNet-50 perform-
ance. While some slight variability remained for specific attacks, the overall
robustness profile of GooglLeNet with AAS is in line with the primary ResNet
experiments, confirming the applicability of the proposed method beyond re-
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sidual architectures. The quantitative improvements illustrated in Figure 5.9
(b) demonstrate consistent gains of 30-35% across all architectures when
employing AAS-guided regularisation.

Performance analysis under heightened attack conditions (A7-A8) revealed
sustained robustness in AAS-regularised models, as evidenced in Table 5.7 and
the rightmost portions of Figure 5.8. Under these stringent test parameters,
AAS-enhanced architectures maintained 52.3-57.8% accuracy, substantially
exceeding both standard JR (31.1-36.8%) and baseline implementations (14.2—
18.9%). The GoogLeNet variant, despite the aforementioned minor fluctuations,
achieved comparable resilience in these severe attack regimes, further sup-
porting the robustness of the AAS-guided regularisation approach.

5.4.3 Discussion

Though the overall results demonstrate that AAS-guided Jacobian regularisa-
tion yields measurable enhancements in adversarial robustness, the achieved
performance (maximum 63.8% under the strongest attacks) remains below
desirable theoretical robustness targets. This limitation, despite synthesising
multiple defensive strategies, underscores the complexity of designing and
implementing genuinely robust deep learning systems.

The experimental outcomes also indicate that our understanding of the
underlying causes of adversarial examples may remain incomplete. While
theoretical frameworks suggest that adversarial training and Jacobian regu-
larisation should substantively enhance model robustness through decision
boundary optimisation, empirical measurements reveal only moderate improve-
ments in specific configurations. This gap between theoretical expectations
and observed outcomes suggests that the sole implementation of model op-
timisation techniques may be insufficient for the comprehensive mitigation of
adversarial perturbations, particularly in large-scale, high-dimensional image
classification tasks.

Nonetheless, the proposed methodology represents a meaningful advance-
ment in the field. The AAS-guided approach consistently delivers reproducible
performance enhancements over existing methods, with ResNet-50 sustaining
61.9%-63.8% classification accuracy under rigorous attack configurations
(A4-A6). The supplementary experiments with GooglLeNet further support
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the generality of the approach, demonstrating that the method is effective
beyond residual architectures. While some minor non-monotonic fluctuations
were observed in GoogleNet's results across specific attack types, these vari-
ations are consistent with natural stochastic variability in adversarial training
using small batch sizes, and do not undermine the overall robustness im-
provements achieved. Notably, the inclusion of GoogleNet confirms that the
adaptive regularisation coefficients derived from AAS quantification are not
architecture-specific.

It must be emphasised, however, that these robustness enhancements are
contingent upon integration with adversarial training. The synergy between
adversarial training and AAS-guided Jacobian regularisation appears essential
for realising the full benefit of the adaptive penalisation mechanism. Without
such integration, the gains in adversarial robustness are substantially dimin-
ished. In summary, the methodology in this experiment exhibits insufficient
robustness as compared to the previous contributions within the thesis in
Chapters 3 and 4. The technical contributions and limitations of this work
are detailed in the following sections:

Technical Contributions

1. Enhanced Robustness: Implementation of AAS-guided Jacobian regular-
isation demonstrates measurable improvements in adversarial robustness
whilst preserving clean accuracy through adaptive regularisation strength
modulation.

2. Architecture Independence: Experimental measurements confirm con-
sistent performance improvements across varying ResNet configurations,
indicating broad architectural compatibility.

3. Large-scale Applicability: Performance validation on ImageNet demon-
strates practical viability for real-world implementations.

4. Implementation Efficiency: Random projection methodology and AAS
integration achieve robustness improvements without substantial com-
putational requirements beyond standard adversarial training protocols.
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Analysis of Inadequate Adversarial Robustness
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Figure 5.10: Comparison of adversarial perturbations required for
successful attacks across ResNet-50 variants. From left to right: per-
turbations for standard ResNet-50, adversarially trained ResNet-50,
and ResNet-50 with AT+AAS defence. Despite achieving the same at-
tack success rate, the perturbation patterns show significant variations
across models, suggesting that adversarial training may primarily shift
decision boundaries rather than enhance the model’s fundamental
robustness.

Despite the notable improvements achieved by combining AAS-guided Jac-
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obian regularisation with adversarial training, the experimental results exhibit
limitations in achieving optimal adversarial robustness. Here, an insightful
analysis of the insufficiency of robustness improvement is provided, which
may be led by the limited effectiveness of the adversarial training component
rather than the AAS-guided Jacobian regularisation strategy.

As illustrated in Figure 5.10, a comparative analysis of adversarial per-
turbations across three model variants is conducted: standard ResNet-50,
adversarially trained ResNet-50, and ResNet-50 with combined AT+AAS. No-
ticeably, it is observed that even though applying the same attack configuration
leads to successful AEs for different models, the required perturbation exhib-
ited distinct differences as shown in Figure 5.10. More examples are illustrated
in Figures C.3, C.4 and C.5 in Appendix C. It must be mentioned that to provide
a better view of the adversarial perturbations, average pooling operations on
them are used to demonstrate the significant parts.

Furthermore, a possible explanation for the unideal robustness improve-
ment of this work could be that adversarial training might merely shift the
decision boundaries of DNNs instead of making them robust to distinguish
between clean and adversarial inputs. Recent theoretical works investigating
the fundamental efficacy of adversarial training [149, 84, 83, 150, 151] also
support this understanding of the limited effectiveness of adversarial training.
Thus, the promising results of AAS-guided Jacobian regularisation, even when
combined with possibly less effective adversarial training, indicate that model
regularisation approaches may contribute more to addressing the adversarial
robustness challenge, which is worth exploring in future directions.

Technical Limitations and Future Work

1. Computational Constraints: Current experiments utilise 70% of the
ImageNet dataset with training limited to 2000 epochs due to computa-
tional restrictions. Extended training periods and full dataset utilisation
could yield improved performance, but exceed the available computational
resources and time limits of this PhD programme.

2. Attack Coverage: Present evaluation metrics focus on FGSM and PGD
attack methodologies. Future work should incorporate a comprehensive
evaluation across diverse attack vectors and configurations to validate
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robustness under varied adversarial conditions.

3. Parameter Optimisation: System performance demonstrates sensitivity
to AAS threshold settings and regularisation bounds. Further parameter
optimisation studies are warranted.

4. Integration Potential: Future research should explore integration of
AT+AAS JR with the WSN Hybrid ResNet architecture proposed in Chapter 4,
potentially yielding more robustness improvements.

5. Training Enhancement: Expansion of adversarial training to include
broader attack configurations could enhance defensive capabilities. A
comprehensive evaluation against an expanded set of attack parameters
would provide more robust system performance validation.

6. Mathematical Framework: Additional theoretical investigation into the
relationship between AAS-guided regularisation and decision boundary
modification could yield optimisation insights.

The empirical measurements establish AAS-guided Jacobian regularisa-
tion as a viable methodology for enhancing deep neural network robustness,
particularly in large-scale implementations where computational optimisation
is paramount. While current performance metrics remain suboptimal relative
to theoretical targets, the quantified improvements over existing methodolo-
gies validate the approach’s potential. Subsequent research addressing the
identified technical constraints and investigating proposed enhancements will
further advance this promising direction in adversarial defence strategies.
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Chapter 6

Conclusions

6.1 Summary of Contributions

This chapter draws together the findings of the thesis and highlights the
overarching contributions to adversarial robustness in deep learning. Three
complementary strategies have been proposed: (1) gradient modelling with
GMBN pre-processing, (2) hybrid feature fusion leveraging wavelet scattering
features, and (3) adversarial awareness detection and Jacobian regularisation.
Experiments on ImageNet subsets and volumetric medical imaging validate
the effectiveness of these methods, demonstrating improved robustness with
minimal accuracy degradation. A consolidated view of the mechanisms, com-
putational costs, and application domains is provided in Table 6.1, while
detailed quantitative performance outcomes are summarised in Table 6.2.

6.1.1 Chapter 3
Mathematical Framework for Gradient Characterisation

Our research establishes that DNN gradients follow specific probability distri-
butions, with Gamma (4.87 +0.28 at 95% CI), Weibull (4.87 +0.28), and Laplacian
(4.89 £ 0.27) distributions demonstrating optimal fitting performance. This
characterisation, validated through extensive testing with 100,000 ImageNet
samples, provides the first comprehensive mathematical framework for under-
standing gradient behaviour in deep neural networks.
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Novel Attack Methodology

Leveraging our gradient distribution insights, we developed a label-only black-
box attack that achieves success rates of 60.8% — 74.1% under limited query
scenarios. This approach demonstrates 25-30% performance improvements
over existing methods while requiring minimal model queries, establishing the
practical value of our gradient characterisation framework.

Gradient-Modelling Based Neutralisation

Our proposed GMBN defence strategy effectively preserves model performance,
achieving Top-5 accuracy improvements of 50.6-65.95% against FGSM attacks
and maintaining robust defence against PGD attacks. The method’s success
extends beyond image classification to semantic segmentation tasks, where it
maintains a global accuracy of 83.26% compared to 62.65% for traditional JPEG

compression.

Cross-Domain Validation

A comprehensive evaluation across image classification and semantic segment-
ation domains validates the generalisability of our proposed methods. GMBN
consistently performs across multiple architectures and attack scenarios while
effectively preserving semantic relationships in complex segmentation tasks.
These results establish the practical applicability of our gradient-based defence
strategy in diverse real-world scenarios. The relative positioning of GMBN in
terms of mechanism and computational efficiency is highlighted in Table 6.1,
and its robustness improvements are quantitatively evidenced in Table 6.2.

6.1.2 Chapter 4

Novel Feature Robustness Analysis Framework

We established that Wavelet Scattering Network (WSN) features demonstrate
superior robustness against adversarial perturbations through a comprehens-
ive statistical evaluation of different feature extraction methods. Our analysis
quantified this robustness using Maximum Element-wise Difference (MED) and
Mean Absolute Error (MAE) metrics. WSN features consistently achieved lower
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sensitivity (0.45-1.33 MED, 0.68-1.74 MAE) compared to DNN features (3.28-3.55
MED, 3.47-4.74 MAE) across multiple architectures and attack scenarios.

Hybrid Architecture Development

Building upon these insights, we developed the WSN-ResNet hybrid architec-
ture, incorporating two novel feature fusion strategies: scaling addition and
depth concatenation. This architecture demonstrated remarkable improve-
ments in adversarial robustness while maintaining acceptable clean image
accuracy. On the 100-class ImageNet subset, our hybrid models achieved
robustness improvements of 45.0% to 54.1% across different attack scenarios,
with the depth concatenation variant consistently outperforming the scaling
addition approach.

Real-World Medical Imaging Applications

For medical imaging applications, we introduced the ROI-Aware 3D ResNet
architecture designed explicitly for COVID-19 prognosis using volumetric CT
scans. This architecture achieved significant improvements in clean accuracy
(up to 90.0%) and adversarial robustness (maintaining 82.1% accuracy under
PGD attacks), demonstrating the practical applicability of our theoretical
insights in critical real-world scenarios. The hybrid WSN-ResNet and ROI-
Aware 3D ResNet methods, while more computationally demanding than pre-
processing techniques, provide substantial gains in robustness across both
natural image benchmarks and medical imaging contexts. Their contributions
are systematically situated within the broader set of methods in Table 6.1,
with quantitative improvements summarised in Table 6.2.

6.1.3 Chapter 5
Novel Detection Framework

We introduced the Adversarial Awareness Score (AAS) framework, which ex-
ploits the robustness disparity between WSN and DNN features to detect
adversarial examples. Through comprehensive statistical analysis, we demon-
strated that AAS values exhibit clear separation between clean images (0.682—
1.054) and adversarial examples (1.542-2.865). The framework achieved superior
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detection performance with 88.1% accuracy, 88.0% precision, and 88.2% recall,
significantly outperforming existing methods like FreqVAE (81.50% accuracy)
and Feature Squeeze (59.02% accuracy).

AAS-Guided Regularisation

Building upon the AAS framework, we developed an adaptive Jacobian regu-
larisation approach that significantly enhanced model robustness. This novel
methodology achieved remarkable improvements in adversarial defence while
maintaining clean accuracy:

* ResNet-101 with AAS maintained 57.8-68.4% accuracy under attack con-

ditions, representing a 30-40% increase over baseline performance

* The approach demonstrated consistent effectiveness across architectures,
with even ResNet-18 achieving better robustness (52.3-65.7%) than un-
modified ResNet-101 (18.9-28.2%)

* Clean accuracy was preserved at 89.0% for ResNet-101, demonstrating
minimal trade-off between robustness and performance
Practical Implementation Framework

The research established a complete implementation framework for adversarial
detection and defence:

* Development of an efficient score normalisation and likelihood mapping
pipeline

* Identification of optimal threshold values through comprehensive statist-
ical analysis

* Integration of AAS-guided regularisation with adversarial training for
enhanced robustness

6.2 Comparison of Research Contributions

Our research explores three key areas of adversarial robustness, as explored
in Chapters 3, 4, and 5. Here, Tables 6.1 and 6.2 provide a comparative
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Table 6.1: Overview of technical contributions across methods. Per-
Jormance metrics are summarised in Table 6.2; here the focus is on
mechanisms, computational cost, and application domains.

Method Reference Mechanism Cost Dataset(s) Domain
GMBN Sec. 3.3 Input transformation Low ImageNet, Multi-
(gradient modification CamVid domain
of inputs prior to model
inference)
WSN Hybrid Sec. 4.3 Architecture modific- Medium  ImageNet Natural
ResNet ation with  Wavelet images

Scattering + DNN
feature fusion (rescal-

ing/concatenation)
ROI-Aware Sec. 4.4 Region-of-interest aware High COVID-19 Medical
3D ResNet 3D network with tailored CT MD imaging
pre-processing pipeline
AAS Detec- Sec. 5.3 Adversarial Awareness Low ImageNet Natural
tion Score (feature-based images

adversarial detection)

AAS Regular- Sec. 5.4 Jacobian regularisation High ImageNet Natural
isation guided by Adversarial images
Awareness Score (robust
training)

overview of the contributions across chapters, highlighting their theoretical
advancements, practical applicability, and breadth of scope.

6.2.1 Gradients Characterisation vs. Feature Fusion

Chapter 3 introduces a mathematical framework for understanding gradient
distributions in DNNs, with precise characterisation using Gamma, Weibull,
and Laplacian distributions. This foundational work enables the development
of a label-only black-box attack that outperforms existing methods by 25-30%
and supports effective defence strategies like GMBN. In contrast, Chapter 4
emphasises integrating Wavelet Scattering Network (WSN) features with DNNs,
showcasing their superior robustness through statistical metrics such as MED
and MAE. While Chapter 3 focuses on theoretical characterisation, Chapter 4
demonstrates practical integration, achieving up to 54.1% robustness improve-
ments in hybrid architectures.
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Table 6.2: Quantitative performance summary of the proposed meth-
ods across datasets. Clean accuracy refers to performance on unper-
turbed inputs, while adversarial performance reflects recovery under

the strongest tested attack.

Method Dataset Clean Accur- Adversarial Performance
acy (with Gain)
GMBN ImageNet Maintained 37% Top-5 recovery (FGSM);
baseline +19-37 percentage points
CamVid Maintained 83.3% global accuracy; re-
baseline covery confirmed
WSN Hybrid ImageNet 87.2-91.5% 77.8% (ResNet-101 + DC);
ResNet (100-class) +40-54 percentage points
ImageNet 66.4-74.4% 67.5% (ResNet-101 + DC);

(1000-class)

+29-45 percentage points

ROI-Aware COVID-19 CT 90.0%
3D ResNet

82.1% (A3 attack); +3-15
percentage points

AAS Detec- ImageNet Not applicable 87.3% F1-score (detection
tion accuracy)

AAS Regular- ImageNet 81.2-89.0% 63.8% (ResNet-50); +30-40
isation percentage points

6.2.2 Cross-Domain Applications

Chapter 4 extends its methods to real-world medical imaging, proposing the
ROI-Aware 3D ResNet for COVID-19 prognosis. This architecture achieves ro-
bust performance, maintaining 82.1% accuracy under PGD attacks. In compar-

ison, Chapter 5 focuses on adversarial detection using the Adversarial Aware-

ness Score (AAS), which differentiates clean and adversarial examples with

high accuracy (88.1%). Both chapters contribute to cross-domain robustness,

with Chapter 4 addressing feature-based security in resource-constrained

domains, while Chapter 5 provides a detection and defence framework gener-

alisable across architectures and attack scenarios.
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6.2.3 Detection and Defence Strategies

Chapter 5 introduces the AAS-guided Jacobian regularisation, enhancing
adversarial robustness without sacrificing clean accuracy. For instance,
ResNet-101 maintains 68.4% accuracy under attacks, outperforming unmod-
ified models by 30-40%. Chapter 3, meanwhile, proposes GMBN, achieving
Top-5 accuracy improvements of 50.6-65.95% against FGSM attacks. Both ap-
proaches focus on defence, with Chapter 5 excelling in detection accuracy and
adaptive regularisation, while Chapter 3 demonstrates strong performance in
classification and segmentation tasks.

6.2.4 Unified Perspective on Robustness

The mathematical insights in Chapter 3, the hybrid architectures in Chapter 4,
and the detection frameworks in Chapter 5 collectively form a cohesive ap-
proach to adversarial robustness. Chapter 3 establishes the theoretical found-
ation, Chapter 4 integrates robust features into practical architectures, and
Chapter 5 leverages these insights for detection and defence. Together, these
contributions advance the field by providing a comprehensive toolkit for un-
derstanding, mitigating, and defending against adversarial attacks.

6.3 Limitations and Future Work

6.3.1 Current Research Limitations

The experimental implementation of our proposed methodologies encountered
several significant constraints that merit careful consideration. Resource
limitations restricted the scope of ImageNet experiments to 70% of the dataset,
potentially affecting the generalisability of our findings. The computational de-
mands of adversarial training necessitated reducing batch sizes to 16 samples,
which may have influenced the training dynamics and ultimate model per-
formance.

Our architectural analysis focused predominantly on ResNet variants,
though the theoretical frameworks suggest broader applicability. While this
choice enabled consistent evaluation metrics, it leaves open questions about
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performance characteristics across diverse network architectures. Despite
its effectiveness, the hybrid WSN-ResNet architecture requires substantial
modification for implementation with alternative backbone networks.

The defence mechanisms demonstrated sensitivity to parameter selection,
particularly in the GMBN strategy and AAS framework. Threshold values and
neutralisation parameters required careful tuning through empirical testing,
raising questions about optimal parameter selection in novel deployment
scenarios. Furthermore, the experimental validation prioritised FGSM and
PGD attacks, leaving gaps in our understanding of defence effectiveness against
other established and emerging adversarial methods, including transfer-based
attacks.

In addition, the scope of this research was confined to computer vision,
with no investigation into the applicability of the proposed frameworks to other
modalities such as natural language processing or speech recognition, where
adversarial vulnerabilities also pose critical challenges. Practical consider-
ations such as real-time deployment and latency constraints were also not
directly addressed, limiting the immediate translation of these methods into
time-sensitive applications.

Finally, while computational cost was qualitatively discussed in terms of
relative efficiency, no quantitative assessment was conducted using established
metrics such as FLOPs or inference latency. This omission restricts the ability
to make precise comparisons of efficiency across methods. Addressing these
limitations—particularly transfer attacks, cross-domain applicability, real-
time deployment, and rigorous computational cost analysis—represents an
important direction for future work.

6.3.2 Future Work

Building on the limitations identified in Section 6.1, several promising direc-
tions for future research can be articulated. These extend the methodological
scope, technical capabilities, and application domains of the proposed de-
fences.
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Methodological Development

Evaluation metrics need to be broadened to a wider range of adversarial
methodologies, including transfer-based and adaptive attacks, as well as more
realistic deployment scenarios. Future evaluation frameworks should also
incorporate variations in image quality, compression artefacts, and sensor
noise, thereby providing a more comprehensive assessment of real-world
effectiveness. Furthermore, quantitative measurement of computational cost
using established metrics such as FLOPs, parameter counts, and inference
latency will be essential for rigorous efficiency comparisons across competing
methods.

Technical Advancement

The observed relationship between gradient distributions and adversarial
robustness merits deeper theoretical and empirical investigation, as this line
of enquiry may reveal fundamental principles for designing inherently robust
neural architectures. Adaptive defence mechanisms, in which thresholds
and neutralisation parameters are dynamically adjusted according to input
characteristics, represent another promising avenue for improving robustness
and efficiency in deployment. Beyond computer vision, future work could
also extend the proposed frameworks to multimodal and sequential domains
such as natural language processing, speech recognition, and sensor data
streams. Integrating explainability methods alongside robustness defences
would further support interpretability, which is crucial for deployment in
sensitive or high-stakes contexts.

Research Directions

Medical imaging represents a particularly promising application domain. Fu-
ture research could focus on adapting the proposed approaches to additional
modalities (e.g., MRI, Ultrasound, PET) while respecting the stringent privacy
and data-sharing constraints of clinical environments. Real-time deployment
in clinical workflows also warrants investigation, with an emphasis on optim-
ised, hardware-aware implementations that balance robustness with latency
constraints. Successful translation of these methods into practice will re-
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quire interdisciplinary collaboration with healthcare professionals to ensure
usability, interpretability, and regulatory compliance.

6.3.3 Ethical and Deployment Considerations

While the technical contributions of this thesis advance the state of the art,
several ethical and deployment-related issues must be acknowledged. The
use of adversarial detection frameworks such as AAS raises the possibility
of false positives and false negatives, which carry profound implications in
safety-critical domains such as healthcare or security. A false positive could
undermine trust in automated systems, while a false negative may leave
critical vulnerabilities unaddressed. The generalisation of these methods to
larger, noisier, or less curated datasets—such as social media imagery or data
from heterogeneous sensor networks—requires further validation to ensure
reliability in unconstrained real-world settings.

Adversarial machine learning also presents a dual-use dilemma: the same
knowledge that improves defences may be exploited to develop more sophist-
icated attacks. Responsible disclosure and adherence to community norms
for security research are, therefore, vital. In addition, the possibility of bias
and fairness risks must be considered, particularly if defences exhibit uneven
performance across demographic groups, imaging protocols, or linguistic con-
texts. Addressing these concerns will be central to ensuring that robust Al
systems also meet standards of equity and inclusivity.

Deployment challenges extend beyond robustness and fairness. Practical
systems must balance transparency, trust, and privacy requirements. For
example, implementing defences such as GMBN or AAS in real-time applica-
tions entails careful consideration of computational cost and latency, which
were not quantitatively measured in this work. Moreover, data privacy and
regulatory compliance will be paramount in clinical and security contexts,
requiring robust governance frameworks alongside technical advances.

Finally, reproducibility is a cornerstone of responsible research. The com-
putational resources have been detailed in Section 3.2.4, and all codes from
this thesis will be made available in the Author’s GitHub repository upon the
formal award of the PhD, enabling independent verification and extension by
the wider community.
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Appendix A

A.1 Supplementary Material of Chapter.3

This section includes supplementary materials to provide a more straight-
forward and comprehensive presentation of our experimental results. The
following contents aim to further support our findings with extra evidence and
analyses. We encourage readers to review these supplementary materials to
understand our contribution to the field better.

Figure.A.1 demonstrates more examples of the histograms of DNN gradients
of the DNN outputs with respect to the input image, which can be denoted
as VyoL(Dy(z),y). As mentioned in the Section.3.2, DNN gradients are critical
for constructing adversarial perturbations, thus maximising the probability
of misclassification. Figure.A.2 shows extra examples of the fitting curves by
using six distribution models to characterise DNN gradients. By presenting
these figures, we aim to provide clearer insights into the DNN gradients, and
our hypothesis on DNN gradients is logical and data-driven.

Table.A.1 and Figure.A.3 demonstrate the performance improvement of
using proposed Gradients Modelling Based Neutralisation (GMBN) for six DNNs
on non-adversarially perturbed images. As mentioned in Section.3.3 of the
paper, the results demonstrate that the neutralisation perturbation of the
proposed defence is conducive for the DNN to make the correct prediction.

Figure.A.4 shows examples of comparing different pre-processing-based

defence methods for six DNNs against adversarial attacks (See Section.3.3
of the paper). Noticeably, the first and second sets of Figure.A.4 respectively
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show the defence performance of ResNet-50 against PGD and FGSM attacks
with perturbation level ¢ = 32. Our proposed GMBN achieves comparable

performance in predicting strong adversarial examples correctly with high

confidence scores compared to other pre-processing-based defence methods.
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Figure A.1: Examples of the Histograms of DNN Gradients of the
Predicted Class with respect to the Input Image
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Figure A.2: Examples of the Fitting Curves of Using Six Distribution
Models to Characterise DNN Gradients
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Figure A.3: Performance Improvement of GMBN for Non-Adversarially
Perturbed Images (Note that the first row shows the model performance
without the neutralisation perturbation added to the images, and the
second row shows the model performance with the neutralisation per-
turbation)
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Table A.1: GMBN Performance for Non-Perturbed Images

(a) Not Pre-processed by GMBN

DNN Non-Perturbed
Model Top-1 Top-5 Confidence

Accuracy | Accuracy Score
VGG19 71.50% | 90.00% 71.3%
ResNet50 76.00% | 93.00% 77.5%
GoogleNet 69.80% | 89.60% 71.6%
SqueezeNet 57.50% | 80.30% 69.7%
InceptionV3 77.90% 93.70% 83.4%
NasNet-Large | 82.70% | 96.20% 83.8%

(b) Pre-processed by GMBN

DNN Non-Perturbed
Model Top-1 Top-5 Confidence
Accuracy | Accuracy Score
VGG19 76.70% | 91.30% 76.3%
ResNet50 83.00% | 93.50% 83.2%
GoogleNet 73.80% | 91.20% 77.1%
SqueezeNet 67.00% 84.00% 76.6%
InceptionV3 78.30% | 95.00% 90.0%
NasNet-Large | 85.50% | 96.40% 89.6%

(c) Increase in Performance

DNN Non-Perturbed
Model Top-1 Top-5 Confidence

Accuracy | Accuracy Score
VGG19 5.20% 1.30% 5.00%
ResNet50 7.00% 0.50% 5.70%
GoogleNet 4.00% 1.60% 5.50%
SqueezeNet 9.50% 3.70% 6.90%
InceptionV3 0.40% 1.30% 6.60%
NasNet-Large | 2.80% 0.20% 5.80%
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Original Image

Ground Truth: rotisserie Adversarial Example with Target Class of: vulture Neutralised Image: (Lower Scale) Neutralised Image: (Higher Scale)
Predicted Class: rotisserie Predicted with: vulture Predicted with: rotisserie Predicted with: rotisserie

with Confidence of: 0.9816
H

with Confidence of: 0.99999 with Confidence of: 1 with Confidence of: 0.98045

JPEG Compressed Image: (QF=90) JPEG Compressed Image: (QF=50) Gaussian Blurred Image: Median Filtered Image:
Predicted with: vulture Predicted with: rotisserie Predicted with: rotisserie Predicted with: rotisserie
with Confidence of: 0.46092

with Confidence of: 0.99942 with Confidence of: 0.99951 with Confidence of: 0.99975

Original Image
Ground Truth: lorikeet Adversarial Example (Untargeted): Neutralised Image: (Lower Scale) Neutralised Image: (Higher Scale)
Predicted Class: lorikeet Predicted with: peacock Predicted with: lorikeet Predicted with: lorikeet
with Confidence of: 0.98944 with Confidence of: 0.033022 with Confidence of: 0.058291 with Confidence of: 0.058291

JPEG Compressed Image: (QF=90) JPEG Compressed Image: (QF=50) Gaussian Blurred Image: Median Filtered Image:
Predicted with: peacock Predicted with: lorikeet Predicted with: lorikeet Predicted with: lorikeet
with Confidence of: 0.088588 with Confidence of: 0.22497 with Confidence of: 0.74626 with Confidence of: 0.084177

Figure A.4: Examples of Using Three Distributions to model DNN
gradients with respect to the predicted labels
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Appendix B

B.1 Supplementary Material of Chapter.4

Clean Image: American lobster SIFT Feature of Clean Image
DNN Grad-CAM of Clean Image Strongest 10 Points

SURF Feature of Clean Image
Strongest 10 Points HOG Feature Visualisation of Clean Image

AE (Misclassified As academic gown) SIFT Feature of AE

SURF Feature of AE
DNN Grad-CAM of AE Strongest 10 Points
L IR

Strongest 10 Points

HOG Feature Visualisation of AE

Figure B.1: Demonstration of different feature extraction techniques:
DNN features visualised using Grad-CAM; Hand-Crafted features SIFT
and SURF showing ten strongest points respectively; HOG Features are
visualised by superimposing oriented gradients to the image.
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Clean Image: American lobster Scalogram Coefficients at © =0.3927
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Figure B.2: Scalogram and scattering coefficients for clean image and
AE across right rotation angles (merely three of them are shown due to

space limit)
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Clean Image: European fire salamander SIFT Feature of Clean Image
DNN Grad-CAM of Clean Image

SURF Feature of Clean Image
rongest 10 HOG Feature Visualisation of Clean Image
Wi o o ;—.M,ﬁ

SR % :
0408 %’*‘f rﬁ

AE (Misclassified As Weimaraner) SIFT Feature of AE

SURF Feature of AE
DNN Grad-CAM of AE

Strongest 10 Points

sation of AE
T v
2.' EY Sy p

Figure B.3: Demonstration of different feature extraction techniques:
DNN features visualised using Grad-CAM; Hand-Crafted features SIFT
and SURF showing 10 strongest points respectively; HOG Features are
visualised by superimposing oriented gradients to the image.
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AE: European fire salamander
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Figure B.4: Scalogram and scattering coefficients for clean image and

AE across right rotation angles (merely three of them are shown due to
space limit)
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Clean Image: earthstar SIFT Feature of Clean Image

SUREF Feature of Clean Image
DNN Grad-CAM of Clean Image Strongest 10 Points

Strongest 10 Points

HOG Feature Visualisation of Clean Image

AE (Misclassified As comic book) SIFT Feature of AE
DNN Grad-CAM of AE

SURF Feature of AE
Strongest 10 Points

Figure B.5: Demonstration of different feature extraction techniques:
DNN features visualised using Grad-CAM; Hand-Crafted features SIFT
and SURF showing 10 strongest points respectively; HOG Features are
visualised by superimposing oriented gradients to the image.
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Clean Image: earthstar
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Figure B.6: Scalogram and scattering coefficients for clean image and
AE across right rotation angles (merely three of them are shown due to
space limit)
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Clean Image: medicine chest AE (Misclassified As bighorn) Clean Image: medicine chest AE: medicine chest
Hybrid WSN ResNet-101(0.74) Hybrid WSN ResNet-101(0.77)

_ ResNet-101 (0.98)

With Confidence of 0.99

Grad-CAM of Clean Image by Grad-CAM of AE by
Grad-CAM of AE Hybrid WSN ResNet-101 Hybrid WSN ResNet-101

Clean Image: military uniform AE (Misclassified As wild boar) Clean Image: military uniform AE: military uniform
_With Confidence of 0.99 Hybrid WSN ResNet-101(0.64) Hybrid WSN ResNet-101(0.73)

= ~g

Grad-CAM of Clean Image by Grad-CAM of AE by
Grad-CAM of Clean Image Grad-CAM of AE Hybrid WSN ResNet-101 Hybrid WSN ResNet-101

Figure B.7: Feature Visualisation Comparison between ResNet-101
and Hybrid WSN-ResNet-101-SA. Set(1): Clean image correctly clas-
sified by ResNet-101 and the corresponding Grad-CAM; Set(2): AE
misclassified by ResNet-101 and the Grad-CAM of AE; Set(3): Same AE
correctly classified by WSN-ResNet-101-SA and the Grad-CAM showing
its attention focus by the hybrid network.
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Clean Image: echidna AE (Misclassified As pop bottle) Clean Image: echidna AE: echidna
Hybrid WSN ResNet-101(0.61)

Hyb

ResNet-101 (0.95) ~ With anfidence of 0.99

Grad-CAM of Clean Image by Grad-CAM of AE by

Grad-CAM of Clean Image Grad-CAM of AE Hybrid WSN ResNet-101 Hybrid WSN ResNet-101

Clean Image: drilling platform AE (Misclassified As Scottish deerhound) Clean Image: drilling platform AE: drilling platform
ResNet-101 (0.81) With Confidence of 0.99 Hybrid WSN ResNet-101(0.77) Hybrid WSN ResNet-101(0.61)

Grad-CAM of Clean Image by Grad-CAM of AE by

Grad-CAM of Clean Image Grad-CAM of AE Hybrid WSN ResNet-101 Hybrid WSN ResNet-101

Figure B.8: Feature Visualisation Comparison between ResNet-101
and Hybrid WSN-ResNet-101-SA. Set(1): Clean image correctly clas-
sified by ResNet-101 and the corresponding Grad-CAM; Set(2): AE
misclassified by ResNet-101 and the Grad-CAM of AE; Set(3): Same AE
correctly classified by WSN-ResNet-101-SA and the Grad-CAM showing
its attention focus by the hybrid network.
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Appendix C

C.1 Supplementary Material of Chapter.5
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Adversarial Example Analysis: Clean Image
ResNet-18 Classification
Prediction: Afghan hound 5 Frobenius Norm Comparison 4 AE Likelihood: 23.3% (Possibly Clean
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Adversarial Example Analysis: Adversarial Image
ResNet-18 Classification . ) o . )
Prediction: wardrobe 4 Frobenius Norm Comparison 4 AE leelﬂ'lood:'100.0v/a (Adversarial) ® This image

Confidence: 3.6979
T . B ©

Normalized Norm Value
Adversarial Likelihood

DNN WSN.  AAS Ratio 0 0.5 1 1.5 2 25 3 3.5
AAS_ Value

Adversarial Example with ResNet-18 detection results

Figure C.1: Comprehensive adversarial example detection pipeline.
From left to right, the respective images show (1) the original input image
with ResNet-18 classification results, displaying the predicted class la-
bel and confidence score. (2) Frobenius norm comparison between DNN
features (extracted from ResNet-18 pool5 layer) and WSN features (from
wavelet scattering transform), with their ratio (AASr score) used for
adversarial detection. (3) AAS-based adversarial likelihood assessment
showing the modified sigmoid mapping from AASr score to adversarial
probability, with classification regions (Clean to Adversarial) and the
current image’s position marked.
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Adversarial Example Analysis: Clean Image
ResNet-18 Classification
Prediction: Irish wolfhound 25 Frobgnius Norrn Comparison 4 AE I‘_ikelih‘ood: 36.7% (Possibly Clean)
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Adversarial Example with ResNet-18 detection results

Figure C.2: Comprehensive adversarial example detection pipeline.
From left to right, the respective images show (1) the original input image
with ResNet-18 classification results, displaying the predicted class la-
bel and confidence score. (2) Frobenius norm comparison between DNN
features (extracted from ResNet-18 pool5 layer) and WSN features (from
wavelet scattering transform), with their ratio (AASr score) used for
adversarial detection. (3) AAS-based adversarial likelihood assessment
showing the modified sigmoid mapping from AASE score to adversarial
probability, with classification regions (Clean to Adversarial) and the
current image’s position marked.
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Figure C.3: Comparison of adversarial perturbations required for
successful attacks across ResNet-50 variants. From left to right: per-
turbations for standard ResNet-50, adversarially trained ResNet-50,
and ResNet-50 with AT+AAS defence. Despite achieving the same at-
tack success rate, the perturbation patterns show significant variations
across models, suggesting that adversarial training may primarily shift
decision boundaries rather than enhance the model’s fundamental

robustness.
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ResNet-50 : starfish AE: oxcart Significant Perturbation
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Figure C.4: Comparison of adversarial perturbations required for
successful attacks across ResNet-50 variants. From left to right: per-
turbations for standard ResNet-50, adversarially trained ResNet-50,
and ResNet-50 with AT+AAS defence. Despite achieving the same at-
tack success rate, the perturbation patterns show significant variations
across models, suggesting that adversarial training may primarily shift
decision boundaries rather than enhance the model’s fundamental
robustness.
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Figure C.5: Comparison of adversarial perturbations required for
successful attacks across ResNet-50 variants. From left to right: per-
turbations for standard ResNet-50, adversarially trained ResNet-50,
and ResNet-50 with AT+AAS defence. Despite achieving the same at-
tack success rate, the perturbation patterns show significant variations
across models, suggesting that adversarial training may primarily shift
decision boundaries rather than enhance the model’s fundamental
robustness.
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