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Abstract

Healthcare 4.0 has revolutionised next-generation healthcare services by leveraging the
transformation potential of the Internet of Things (1oT). A lightweight and reliable Mes-
sage Queuing Telemetry Transport (MQTT) is often used to share patient-related in-
formation between medical devices and remote locations in heterogeneous and resource-
constrained 10T devices. However, lightweight MQTT experiences notable security chal-
lenges due to resource constraints, exposure to cyber threats, and the sensitivity of health-
care data. Therefore, this research analyses the performance of lightweight MQTT secu-
rity strategies and explores the design of novel security solutions tailored for healthcare 4.0
that address critical security attacks while maintaining optimal performance and minimal
resource consumption vital for medical applications.

This research begins with evaluating the performance of several lightweight symmetric
key cryptography algorithms under two attack scenarios, MitM and DoS. This approach
comprehensively analyses various cryptography algorithms under diverse network condi-
tions, resulting in broad validation techniques with diverse metrics and scenarios. We
conclude that the FBC and PRESENT algorithms achieve superior results in varying
network scenarios.

Subsequently, an improved ciphertext-policy attribute-based encryption (ICP-ABE) is
proposed by incorporating a lightweight symmetric encryption scheme using the PRESENT
algorithm. This work separates attributes based on blind keys generated using the
PRESENT algorithm and signi cantly reduces the computation complexity associated
with the existing CP-ABE scheme.

Finally, an optimised CP-ABE-based lightweight scheme is proposed using attribute-
speci ¢ blind-key generation with a Fast-PRESENT algorithm to enhance the security
and performance in the Internet of Medical Things environment. This scheme reduces
the key tracing possibilities of OCP-ABE and the risks related to traceability and attacks
that impact MQTT performance. The proposed solutions are analysed and validated for
performance using formal, tool-based, and simulation-based analysis to demonstrate supe-
riority. Ultimately, the proposed contributions shape the evolving landscape of Healthcare
4.0 to enable critical life medical services, particularly enhancing patient care and moni-
toring.
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AR Augmented Reality

BEAST Browser Exploit Against SSL/TLS

CC Correlation Coe cient

CLCA Coordinated Load-Changing Attacks

CoAP Constrained Application Protocol

CP-ABE Ciphertext-Policy Attribute-Based Encryption
CRIME Compression Ratio Info-Leak Made Easy
CSTN Con gurable Switching and Toggling Network

D2D Device-to-Device

DDoS Distributed Denial-of-Service

DHA Die Hellman Algorithm

DoS Denial-of-Service

DP-ABE Dual Policy Attribute-Based Encryption model

ECDHE Elliptic Curve Di e-Hellman Ephemeral
ECDSA Elliptic Curve Digital Signature Algorithm
E-ECDH enhanced EC-DH

ECC Elliptic Curve Cryptography

ECDH Elliptic Curve Di e Hellman

ECDLP Elliptical Curve Di erential Logarithm
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5G 5G is the fth generation of cellular technology. It is designed to increase speed,
reduce latency, and improve exibility of wireless services.

Access Control List ACL determines who has access to a resource and the actions they
can perform. Each resource is associated with a set of permissions

Access Control Access Control is a data security process that enables organizations to
manage who is authorized to access corporate data and resources.

Advanced Message Queuing Protocol  AMQP is an open-source published standard
for asynchronous messaging by wire.

Advanced Encryption Standard with 256-bit Key Size AES-256 speci cally refers
to AES with a 256-bit key, which o ers a very high level of security.
Advanced Encryption Standard-Cipher Block Chaining AES-CBC is a secure mode

of operation for AES block cyphers.

Advanced Encryption Standard-Counter AES-CTR is a block cypher mode of op-
eration that uses a counter to encrypt data.

Arti cial intelligence Al is technology that enables computers and machines to sim-
ulate human learning, comprehension, problem solving, decision making, creativity
and autonomy.

Attribute-Based Access Control ABAC de nes user permissions based on user at-
tributes. Each user is assigned a set of attributes and each attribute is assigned a
set of permissions.

Attribute-based  Attribute-based in authorisation is a broader term, which refers to any
authorisation method which uses attributes to determine access.

Augmented Password-Authenticated Key Exchange AugPAKE is a cryptographic
protocol designed to securely establish a shared key between two parties using a
password, even if the password itself is relatively weak. AugPAKE provides both
mutual authentication and resilience against o ine dictionary attacks, making it
well-suited for secure communications where a shared password is used.

Authentication  Access control for systems: check to see whether the credentials of a
user match the credentials in a database of authorised users or in a data authenti-
cation server. The process of verifying the identity of a user or device attempting
to access a network or system.

Authorisation  This is a security mechanism which is the process of granting or denying
access to a network resource which allows the user access to various resources based
on the user's identity. The process of de ning and enforcing permissions regarding
what actions authenticated users or devices are permitted to perform.
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Bluetooth Bluetooth is a technology standard used to enable short-range wireless com-
munication between electronic devices.

CoAP CoAP is a specialised web transfer protocol used in the IoT with constrained
nodes and constrained networks.

Di e{Hellman Algorithm DH Algorithm is a method for securely exchanging cryp-
tographic keys over a public communications channel.

Distributed Denial-of-Service DDoS attack is a malicious attempt to disrupt the nor-
mal tra ¢ of a targeted server, service or network by overwhelming the target or
its surrounding infrastructure with a ood of Internet tra c.

E ciency of a Random Function ERF typically refers to a metric or analysis used
to evaluate the performance, computational cost, and resource utilization of a cryp-
tographic function or algorithm that behaves like a random function.

Elliptic Curve Digital Signature Algorithm This is a digital signature algorithm
that uses elliptic curve cryptography to authenticate the identities of the communi-
cating parties and ensure the integrity of the transmitted data.

Elliptic Curve Di e-Hellman Ephemeral This is a key exchange mechanism that
allows two parties to securely establish a shared secret over an insecure channel.

Elliptic-Curve Di e{Hellman ECDH is a key-agreement protocol that allows two
parties, each having an elliptic curve public-private key pair, to establish a shared
secret over an insecure channel. This shared secret is used to derive another sym-
metric key.

Elliptic Curve Cryptography ECC is a cryptography approach based on the algebraic
structure of elliptic curves over nite elds.

Extensible Messaging and Presence Protocol XMPP is a protocol for streaming
XML elements over a network in order to exchange messages and presence informa-
tion in close to real-time.

ExTru EXxTru is a communication protocol designed to enhance security and perfor-
mance in resource-constrained IoT devices. ExTru incorporates a dynamic encryp-
tion mechanism in order to counteract vulnerabilities to physical attacks.

Fixed Header The xed header is a two-byte header present in all MQTT messages.

General Data Protection Regulation The GDPR is a regulation enacted by the Eu-
ropean Union (EU) to protect the privacy and personal data of individuals within
the EU.

Health Insurance Portability and Accountability Act HIPAA is a U.S. law that
focuses on safeguarding sensitive patient information in the healthcare sector. It
establishes national standards for the protection of electronic health information,
covering aspects like patient privacy, data security, and breach noti cations.

Healthcare 4.0 It mainly applies the concepts of the Fourth Industrial Revolution to
the eld of health care.

Implants Implants are devices embedded within the human body to monitor or enhance
physiological functions.
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Last Will and Testament Last Will and Testament (LWT) is a powerful feature in
MQTT that allows clients to specify a message that will be automatically published
by the broker on their behalf, if or when an unexpected disconnection occurs.

Local Processing Unit  LPU is a small, battery-operated device with limited computa-
tional capabilities, responsible for processing data collected from various biosensors
attached to a patient's body.

LoRaWAN LoRaWAN is a low-power, wide area networking protocol built on top of
the LoRa radio modulation technique.

Payload The payload is the data being transmitted by the message.

Policy-Based Access Control  PBAC is a security framework that de nes user per-
missions according to policies. Each user receives a set of policies and each policy
de nes the actions the user can perform.

Radio-Frequency Identi cation Tags RFID refers to the transmission of digital ID
and other data between RFID tags and readers in a wireless or non-contact manner
through electromagnetic waves.

Ransomware Ransomware is a type of malware which demands payment from the victim
in order to recover control of their computer and data.

Rivest{Shamir{Adleman RSA is a public-key cryptosystem, one of the oldest widely
used for secure data transmission.

Role-Based Access Control RBAC is a security framework that de nes user permis-
sions according to their role. Each user has a role, and each role has a set of
permissions.

Salted Challenge Response Authentication Mechanism SCRAM is a family of mod-
ern, password-based challenge{response authentication mechanisms that provide au-
thentication of a user to a server.

Secure Hash Algorithm 256-bit SHA-256 is a cryptographic hash function that gen-
erates a xed 256-bit hash (digest) from input data of any size. Unlike AES, SHA-
256 is not used for encryption but rather for data integrity veri cation.

Sensor Sensor is a device to detect and respond to di erent environmental changes, such
as temperature, light, pressure, or motion.

SPONGENT SPONGENT refers to a lightweight cryptographic hash function designed
for resource-constrained environments, such as IoT devices.

Token Authentication Token authentication is a type of authentication method that
uses a Token to verify the identity of the user.

Topic-Based Access Control  TBAC de nes user permissions based on user trust lev-
els. Each user has a trust level, and each trust level has a set of permissions.

Transmission Control Protocol Synchronisation Flood A SYN ood (half-open con-
nection attack) is a denial of service (DD0S) attack designed to exhaust available
server resources, rendering the server unable to transmit legitimate tra c.

Trojans Trojan horse is a type of malware disguised as legitimate code or software used
to spy on and steal data.

Variable Header Variable Headers are optional headers present in some MQTT mes-
sages. It contains additional information about the message.
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Volumetric Attack The volumetric attack is a method of bombarding a server with
tra ¢ so much that its bandwidth gets exhausted.

Wearable Wearable is a kind of device worn on the body in order to monitor various
health and activity metrics.

Wi-Fi  Wi-Fi is a wireless networking technology that uses radio waves to provide wireless
high-speed Internet access.

Worms A worm is a type of self-replicating malware that usually spreads across a net-
work by exploiting security vulnerabilities.

Zigbee Zigbee is a wireless protocol that is for low-data rate, low-power applications and
IS an open standard.



Introduction

This chapter provides a foundational introduction to MQTT-enabled Internet of Thins
(IoT) in the context of Healthcare 4.0 and outlines the motivation for developing lightweight
and secure communication protocols. Section 1.1 introduces the l1oT and elaborates on its
integration with Healthcare 4.0, emphasising the critical role of real-time communication,
data sharing, and device interoperability. Section 1.2 presents the technical challenges
MQTT faces in constrained environments, such as heterogeneity, scalability, resource lim-
itations, and the lack of native security. In Section 1.3, various existing security solutions
for MQTT are surveyed, including TLS-based security, authentication, authorisation, and
lightweight cryptographic strategies. Section 1.4 highlights the signi cance and motiva-
tion of the research by addressing the real-world impact of MQTT vulnerabilities and
justifying the need for novel lightweight security approaches. Section 1.5 de nes the
problem statement, key research questions, and objectives, clarifying the distinct roles of
authentication and authorisation in the proposed schemes. Section 1.6 outlines the main
contributions of the thesis, while Section 1.7 summarises the structure of the thesis and

explains how each chapter contributes to the overall research goals.

1.1 Internet of Things (loT) and Healthcare 4.0

The Internet of Thins (1oT) is a global network of smart devices enabled by the Internet,

deployed in various locations to monitor and share real-time data [1,2]. Technological
breakthroughs in information and communication technologies have had a profound im-
pact on the IoT, driving new opportunities in real-time application scenarios such as

automated production, intelligent logistics, smart manufacturing, smart transport, smart
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living, innovative healthcare, and Industry 4.0 [3]. Among these, the integration of 10T
with the emerging concept of Healthcare 4.0 [4] has received signi cant attention and
acts as a key enabler to improve vital medical services [5, 6]. Healthcare 4.0 has revolu-
tionised the next generation of healthcare by leveraging advancements in IoT technologies
and medical devices to improve patient care, enable continuous monitoring, ensure e ec-
tive treatment, and facilitate timely intervention|ultimately improving overall patient

outcomes.

These critical healthcare applications rely on real-time data transmission and sharing
to generate prompt responses and ensure timely medical actions. To e ectively manage the
heterogeneous and resource-constrained characteristics of 10T devices, a lightweight and
reliable Message Queuing Telemetry Transport (MQTT) protocol is often used to share
patient-related information between medical devices and remote locations in a Healthcare

4.0 environment [7].

1.1.1 Healthcare 4.0 and Internet of Medical Things (IoMT)

At the heart of Healthcare 4.0 lies the Internet of Medical Things (IoMT), a specialised
subset of IoT composed of interconnected medical devices, wearable sensors, healthcare
applications, and cloud platforms designed to support real-time data acquisition, remote
monitoring, and intelligent clinical decision-making [8,9]. The IoMT serves as the techni-
cal foundation of Healthcare 4.0, enabling seamless integration between patients, health-
care professionals, and data-driven services through secure and e cient communication

channels.

Security and privacy have become major concerns with the growing impact of 10T in
Healthcare 4.0. Medical IoT devices handle vast amounts of sensitive and non-sensitive
data, which can be exploited, increasing attack vectors and threatening overall system se-
curity [10]. The widespread adoption of loT technologies|particularly in healthcare|has
introduced signi cant cybersecurity risks. Stealing valuable information, such as real-time
monitoring data, can lead to various fraudulent activities, and attackers are incentivised

to launch cyberattacks that target patient data. Securing MQTT-enabled healthcare IoT
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systems is essential in preventing such attacks.

A robust architecture is vital for loT-based healthcare systems to protect sensitive data
through key security principles: con dentiality, access control, integrity, and availability.
Strong authentication and Authorisation frameworks are necessary to prevent unautho-
rised access, while lightweight encryption mechanisms are essential for protecting data
during transmission and storage. Implementing e ective security mechanisms in MQTT-
enabled Healthcare 4.0 environments presents even greater challenges than traditional
networks due to resource limitations and architectural complexity.

Implementing security in MQTT-enabled Healthcare 4.0 poses greater challenges than
traditional MQTT-based networks.

Due to the heterogeneity of IoT devices and communication protocols, along with
diverse interfaces and services, it is not feasible to rely on standard heavy-weight and
complex security solutions from conventional information technology networks [11, 12].
Traditional security measures are often inadequate given the large scale and variety of
loT devices and protocols used in Healthcare 4.0. Although lightweight cryptography
0 ers a promising solution by providing feasible security for such systems, notable limi-
tations persist due to the unique characteristics and diverse use cases of the 10T. There-
fore, it is imperative to design and develop new lightweight security solutions, including
end-to-end encryption, strong Authentication, ne-grained access control, data integrity,
secure communication, e cient key management, and continuous vulnerability assess-

ments|essential for securing the MQTT-enabled healthcare environment.

1.1.2 Essentials of MQTT

IoT has revolutionised how devices interact and communicate, creating an intercon-
nected network capable of sharing information and adapting to dynamically changing
environments. To meet the requirements of 10T in healthcare, MQTT [13] is an ideal
application-layer communication protocol speci cally designed for low-bandwidth com-
munications in resource-constrained 10T devices. This versatile protocol supports routing

strategies, including one-to-one, one-to-many, and many-to-many con gurations. MQTT
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is lightweight, e cient, and well-suited for the 10T environment, which often faces con-
straints such as device heterogeneity, limited resources, and unreliable network condi-
tions [14]. Notable features of MQTT include the Publish/Subscribe (Pub/Sub) model,
Quality of Service (QoS) levels, and retained messaging, making it highly adaptable and
an excellent choice for 10T applications. Its lightweight nature is particularly advanta-
geous in environments with intermittent connectivity, where numerous resource-limited
devices must operate e ciently.

The MQTT Publish/Subscribe model e ectively decouples the message producer (pub-
lisher) and consumer (subscriber), enabling asynchronous data exchange. This decoupling
allows for scalable and exible architectures in which 10T devices do not require persistent
direct connections. It is especially bene cial for applications such as Industry 4.0, smart
cities, connected vehicles, and home automation domains, where numerous heterogeneous
devices and sensors continuously transmit data to cloud servers.

For example, the low latency and real-time message delivery o ered by MQTT is
crucial for instant messaging applications such as Facebook Messenger [15], which uses
MQTT for online chat. The publish/subscribe communication model is also well suited
for Amazon Web Services, where low-latency data exchanges are often required [15]. The
lightweight nature of MQTT makes it an ideal solution for the Everything loT plat-
form [15], which connects millions of physical products to the digital world. The loT
hub [16] leverages MQTT as its primary protocol for telemetry message exchange. In the
OpenStack context [17], MQTT with the Mosquitto broker provides upstream infrastruc-
ture support for real-time data transfer.

The main advantages of utilising MQTT include enabling real-time interactions, o er-
ing easy integration support, being highly scalable, requiring low resources, and facilitat-
ing seamless global data exchange between various products. In addition, its lightweight
and e cient Pub/Sub messaging model is ideal for applications in environments with
intermittent connectivity, where many devices with limited resources must interact. In
particular, within Healthcare 4.0, MQTT plays a critical role in sharing real-time monitor-
ing information from wearable and sensor-enabled medical devices to cloud-based health-

care servers [18]. This real-time communication capability allows healthcare providers
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to monitor patient vital signs, ensuring continuous and timely healthcare interventions.
Many cloud-based healthcare applications have been designed around medical devices that
support MQTT, and its lightweight design minimises the use of device resources when
transmitting data to cloud servers, making it ideal for remote healthcare solutions.
However, several technical challenges arise when implementing MQTT in real-world

applications, which are discussed in the next section.

1.2 Technical Challenges for MQTT

Although the lightweight design and e cient messaging strategy make MQTT well-suited

for 10T applications, several technical challenges must be addressed to achieve successful
real-time implementation [19]. The key challenges a ecting the deployment of MQTT in
real-world IoT scenarios are as follows:

Heterogeneity [20]: 1oT comprises numerous small-scale devices from various do-
mains, including actuators, sensors, mobile systems, smart appliances and gateways.
These devices use a variety of communication protocols, operate on disparate platforms,
and employ various algorithms to process data.

Security and Privacy [21]: By design, MQTT lacks native security features. Con-
sequently, it is vulnerable to several security issues, especially when deployed on resource-
constrained devices. Common security challenges in MQTT-based IoT environments in-
clude ensuring data privacy, con dentiality, ne-grained authorisation, access control,
data integrity, and end-to-end security.

Scalability [22]: As loT ecosystems grow, scalability becomes a critical challenge.
MQTT must support communication among millions of dynamic devices or nodes while
maintaining performance and reliability.

Network Reliability [21]: IoT devices frequently operate in unstable network en-
vironments, which results in intermittent connectivity. Therefore, MQTT protocols must
be designed to tolerate such conditions. Addressing issues such as limited bandwidth,
high latency, network congestion, message loss, and fault tolerance is essential for reliable
network performance.

Resource Constraints [21]: 10T devices typically have limited resources, including
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energy, bandwidth, and memory. To be viable, lightweight MQTT implementations must
minimise resource consumption and computational complexity.

Interoperability [23]: The data-sharing format of MQTT must be standardised
and adaptable to allow seamless interaction and cooperation among heterogeneous loT
devices. High interoperability ensures that MQTT can support various applications across
di erent platforms.

Quality of Service (QoS) [21]: MQTT supports three levels of QoS, each providing
di erent guarantees regarding message delivery. Selecting the appropriate QoS level is a
signi cant challenge in optimising reliability and performance in various loT application

scenarios.

1.2.1 Security Vulnerability in MQTT Protocol

The widespread adoption and popularity of MQTT have made it a frequent target for
various types of cyberattacks [24]. Figure 1.1 classies the common security attacks

encountered in MQTT environments.

Figure 1.1: Classi cation of MQTT Security Attacks
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1. Man-in-the-Middle (MitM) Attack [25]: Attackers intercept MQTT tra c between
clients and brokers to read, modify, or delete messages. These attacks may involve
eavesdropping, alteration of messages, or replay.

2. Denial-of-Service (DoS) Attack [26]: In this type of attack, adversaries ood MQTT
clients or brokers with excessive tra c, rendering them unusable. Flooding and
resource exhaustion are the primary tactics employed.

3. Spoo ng Attack [24]: Attackers send falsi ed messages to clients or brokers to dis-
rupt communication or steal data. This is often done by impersonating a legitimate
broker or client.

4. Data Integrity Attack [27]: These attacks involve the forgery or manipulation of
messages exchanged between clients and brokers, compromising data accuracy and
consistency.

5. Privacy Attack [28]: If an attacker gains access to MQTT brokers or clients through
attribute-based vulnerabilities, it can lead to data leakage via unauthorised eaves-
dropping of sensitive information.

6. Authentication and Authorisation Attack [28]: Unauthorised access or privilege
escalation attacks undermine the integrity and con dentiality of the MQTT network

by exploiting weak or absent authentication and access control mechanisms.

1.3 Security Solutions for MQTT

The lightweight, exible, e cient, and reliable nature of the MQTT protocol makes it a
compelling choice for various 10T applications, particularly Healthcare 4.0 and medical
systems. The publish/subscribe (Pub/Sub) model and multiple QoS levels enable distinct
communication patterns and accommodate various reliability requirements. However,
to ensure secure and resilient communication in Healthcare 4.0 systems, addressing the
security vulnerabilities inherent in MQTT is critical.

By default, MQTT does not operate securely or encrypt data before transmission [14].
MQTT security is a pressing concern for many loT deployments, especially within Indus-
try 4.0 organisations that depend on interconnected devices. 0T devices are susceptible

to attacks that can compromise sensitive information and disrupt device operations and
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management, particularly in environments connected to the Internet [24]. Robust MQTT
security ensures data authorisation, con dentiality, integrity, and availability within the
Healthcare 4.0 domain [29]. Several MQTT security solutions have been proposed, as

outlined below.

" Transport Layer Security (TLS)-based Security: TLS is a cryptographic pro-
tocol designed to protect communications over computer networks [30]. It uses digi-
tal certi cates to provide encryption, authentication, and integrity between MQTT
brokers and clients. Despite these protections, attackers can still capture MQTT
topics and messages exchanged between publishers and subscribers. Some tradi-
tional authentication mechanisms, such as username and password pairs, validate
clients within the Secure Sockets Layer/Transport Layer Security (SSL/TLS) chan-
nel. However, this approach only prevents initial impersonation and does not secure
the communication content. In addition, message replay attacks are still possible.
Due to its complexity and susceptibility to MitM attacks, TLS-based security is

often unsuitable for resource-constrained 0T environments.

Authentication-based Security: This method ensures that only authorised clients
can connect to the MQTT broker [24,31]. It uses credentials such as usernames, pass-
words, certi cates, and OAuth 2.0 tokens to mitigate authentication-based threats.
However, the high implementation and computational costs make it less practical

for resource-limited loT scenarios.

Authorisation and Access Control-based Security: This approach ensures
that only authorised clients can perform specic MQTT operations. Mechanisms
such as Access Control List (ACL), Role-Based Access Control (RBAC), and Attribute-
Based Access Control (ABAC) are commonly used [24,31]. Among them, ABAC
Is particularly sophisticated, since it grants or denies access based on user roles,

resource types, contextual attributes, and IoT environment attributes.

Privacy-Enabled Solutions: Another key challenge in MQTT communication
is to preserve data privacy during evaluation and transmission [32]. Privacy is

especially critical for Healthcare 4.0 applications. Although most existing MQTT
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security solutions provide encryption during data transmission and decryption at the
storage or receiving end, they typically require complete trust in the data storage
infrastructure. These conventional solutions cannot ensure end-to-end privacy if a
compromised or malicious device leaks sensitive data.

Lightweight Cryptography-Based Security: Lightweight cryptographic algo-
rithms o er adequate security while addressing the performance and resource con-
straints of 10T devices [33, 34]. However, achieving real-time security performance
in diverse loT applications remains a signi cant challenge. Although traditional
methods may use secure channels with certi cate-based key management, such
schemes are often resource-intensive and unsuitable for constrained environments.
Multiple cryptographic approaches have been proposed to improve the security of
MQTT [35, 36]. Integrating robust and lightweight authentication, encryption, and
Access Control mechanisms is crucial to ensure e cient and secure MQTT commu-

nication in diverse and rapidly evolving I0T environments.

1.4 Signi cance and Motivation

According to McKinsey's predictions, more than 50 billion 10T devices are expected to be
connected globally by 2025 [37]. This rapid growth has revolutionised society by enabling
a wide range of applications, from remote medical monitoring to smart home automation,
and is expected to continue evolving in the future [38]. Another study estimates that
between 40 and 75 billion 10T devices will be deployed between 2025 and 2033 [39, 40].
These devices include webcams, wearables, sensors, and many others across diverse l1oT
use cases.

A typical loMT architecture includes resource-constrained devices that transmit sen-
sitive medical data using lightweight communication protocols such as Message Queuing
Telemetry Transport (MQTT). In this context, ensuring security, privacy, and interoper-
ability becomes essential to support time-sensitive healthcare operations while adhering
to the computational limitations of medical devices.

Despite its e ciency and popularity, MQTT is vulnerable to numerous cybersecu-

rity threats. Several real-time security breaches have been observed in 10T deployments,
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Figure 1.2: Reported MQTT Vulnerabilities

signi cantly compromising the security and functionality of time-sensitive applications,
especially in healthcare. These vulnerabilities have serious consequences, including loss
of life and considerable nancial damage. For example, a signi cant MQTT-based cyber-
attack in 2020 on a medical system caused sensitive data leaks and service interruptions.
The economic impact included recovery costs of approximatep00,000, regulatory nes

of $200,000, and an estimate&l million in revenue losses due to service unavailability.
In 2023, IBM reported that an MQTT data leak resulted in a$4.45 million nancial loss.
According to Kaspersky, nearly 18 out of 33 known MQTT vulnerabilities are classi ed as
high risk, and 91% healthcare providers have been a ected by these types of attacks [41].
Figure 1.2 illustrates the reported vulnerabilities in MQTT from 2018 to 2024. These
ndings highlight the critical need for e ective and secure MQTT communication, which
motivates this research to develop novel security strategies tailored for healthcare 10T
systems.

As discussed in Chapter 1, the evolving role of IloMT in Healthcare 4.0 introduces
new challenges for MQTT communication, particularly regarding authentication, access
control, and lightweight encryption. Lightweight cryptographic algorithms o er high se-
curity with minimal computational overhead, which is crucial to maintaining performance

in real-time MQTT-based loT applications, especially in Healthcare 4.0 [24,42]. These
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schemes strike a balance between security and resource e ciency. Evaluating various
lightweight cryptography approaches helps identify the most suitable solution for speci c
0T environments. In parallel, ABAC mechanisms provide ne-grained access control by
evaluating user roles, resource types, and environmental factors [24]. Such mechanisms are
well-suited to manage complex access policies across heterogeneous IoT devices and data
streams. Together, lightweight cryptography and ABAC o er a promising solution for
securing evolving MQTT-based IoT systems, thus motivating the design and evaluation
of new cryptographic strategies for secure Healthcare 4.0 communications.

Therefore, the secure design of MQTT protocols in Healthcare 4.0 is intrinsically tied
to the characteristics and constraints of IoMT, motivating the research contributions

presented in this thesis.

1.4.1 Shortcomings in the Current Security Solutions

Despite many proposed security solutions, several critical research gaps remain in address-
ing MQTT-speci ¢ security challenges. A key limitation is that many 10T devices that use
MQTT are resource restricted, making conventional security approaches, such as heavy-
weight cryptography and TLS, impractical [30]. Therefore, it is essential to investigate
and innovate lightweight security schemes tailored explicitly for loMT environments.

Firstly, conventional authentication based on usernames and passwords is inadequate
for meeting the stringent security requirements of 10T applications. Furthermore, certi cate-
based mutual authentication is often too resource-intensive for constrained devices. These
limitations underline the need for lightweight multifactor authentication strategies.

Secondly, various lightweight cryptographic solutions exhibit inconsistent performance
in di erent 10T contexts [24,42], yet many studies lack a detailed comparative analysis
under diverse conditions.

Thirdly, many MQTT security implementations lack formal veri cation, a critical step
in identifying design aws and ensuring protocol integrity. Formal methods and model
veri cation techniques should be used to verify the accuracy and security properties of

lightweight cryptographic schemes rigorously [43].
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Addressing these gaps requires the adoption of scalable, formally veri ed, and context-
sensitive security frameworks. This research focuses on introducing and optimising lightweight
security models with strong authentication capabilities, ultimately enhancing the re-

silience and performance of MQTT against various threats in Healthcare 4.0.

1.5 Problem Statement

Applying conventional cryptographic methods directly to resource-constrained loT de-
vices is often impractical due to their high computational complexity. Lightweight and
low-complexity cryptographic algorithms have been proposed to address this issue using
optimised design methodologies. However, these solutions exhibit varying levels of per-
formance depending on the characteristics of the 10T environment, including dynamic
network topologies, device heterogeneity, data sensitivity, and environmental constraints.

Although numerous lightweight cryptographic schemes exist, many su er from limited
real-world validation and lack comprehensive analysis across diverse network scenarios and
metrics. As a result, there is a critical need to systematically evaluate these lightweight
methods to design novel security strategies that impose minimal computational burden
and are speci cally suited for intelligent 0T devices. The optimisation of lightweight
security protocols tailored to speci ¢ application requirements is essential to strengthen
overall security while maintaining the performance of MQTT-based communication in
resource-limited environments.

Among existing solutions, Attribute-Based Encryption (ABE) schemes have gained
attention to secure 10T communications. Although ABE o ers robust security through
ne-grained access control, it su ers from computational overhead and memory demands,
making it challenging to deploy in publish/subscribe-based MQTT environments, par-
ticularly in healthcare settings where real-time performance is critical. Therefore, a
lightweight, privacy-preserving, and authentication-capable scheme is necessary to sup-
port secure, low-latency data sharing in MQTT-enabled Healthcare 4.0 systems.

Optimising ABE with enhancements such as self-key revocation, dynamic attribute se-
lection, and lightweight cryptographic primitives can signi cantly reduce computational

overhead, making ABE schemes more feasible for real-time and resource-constrained ap-
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plications. Such optimisation and evaluation are essential for enabling e ective and secure

communications in next-generation healthcare 10T systems.

1.5.1 Aim of the Thesis

Given these challenges, this thesis aims to design, implement and evaluate lightweight,
secure, and authentication-enabled MQTT communication strategies tailored for resource-
constrained Healthcare 4.0 environments. Special emphasis is placed on optimising Attribute-
Based Encryption (ABE) schemes to enable ne-grained access control, reduce compu-
tational overhead, and support real-time, secure communication across dynamic IoMT
networks.

The proposed work seeks to strengthen security while maintaining performance in
publish/subscribe MQTT models, thereby enabling e cient and scalable data sharing in

Healthcare 4.0 systems without overburdening constrained medical devices.

1.5.2 Research Questions

Based on the issues and challenges discussed in Section 1.4, this thesis seeks to answer

the following key Research Question (RQ):

PN

RQ1: Why is it essential to analyse the performance of lightweight symmetric key
cryptographic algorithms in MQTT-enabled 10T environments?

RQ2: What are the potential methods and tools for analysing and validating the
performance of ve lightweight cryptographic algorithms?

RQ3: Why is a novel Attribute-based authentication-enabled MQTT strategy
needed for 0T environments?

RQ4: What type of lightweight MQTT authentication strategy can be designed to
secure publisher{subscriber communication?

RQ5: What are the bene ts and limitations of Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) in MQTT-enabled IoT environments?

RQ6: How can an optimised lightweight MQTT security and authentication scheme

be applied to healthcare-speci c 10T environments?
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1.5.3 Objectives of the Thesis

Given the above problems and challenges, this thesis sets out the following research objec-

tives to address the identi ed research questions. These objectives will also be elaborated

upon in Chapters 5 to 8:

To evaluate the performance of di erent lightweight symmetric key security algo-
rithms under two distinct security attack models within an MQTT-enabled Health-
care 4.0 environment. This will be done using the Cooja simulator [44], a widely
used tool in the Contiki operating system for 0T testing and validation [45]. Cooja
allows network simulation before hardware deployment and provides real-time mon-
itoring of simulation events.

To propose an enhanced attribute-based encryption scheme, based on ciphertext-
policy, that incorporates a lightweight authentication design and is highly adaptable
to MQTT-enabled I0T environments.

To introduce a novel authentication scheme aimed at securing lightweight MQTT
communication in the Internet of Medical Things (IloMT) [7], incorporating proper
authorisation and access control mechanisms, and clearly distinguishing between
authentication (verifying identities) and authorisation (controlling access based on

attributes).

Clari cation: Throughout this thesis, while the terms authentication and autho-

risation can be used jointly, it is explicitly emphasised that the Improved Ciphertext-

Policy Attribute-Based Encryption (ICP-ABE) and Optimisation of Ciphertext-Policy

Attribute-Based Encryption (OCP-ABE) schemes are designed primarily to provide au-

thorisation through ne-grained attribute-based access control, with supplementary au-

thentication achieved through veri cation of entity attributes.

1.6 Major Contributions

This thesis presents three signi cant contributions to enhance the robustness, e ciency,

and adaptability of security mechanisms for MQTT communication in l0oT applications.
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1. Performance Evaluation of MQTT in Healthcare 4.0

(&) The initial phase of the research analyses the security and performance of
symmetric encryption schemes within MQTT-enabled smart Healthcare 4.0
systems. The evaluation considers data con dentiality, communication e -

ciency, computational complexity, and energy consumption.

(b) Three evaluation methodologies are adopted: formal security analysis, tool-
based veri cation, and simulation-based testing. Formal and tool-based meth-
ods involve theoretical formulations and software tools to assess algorithmic

e ciency.

(c) Cooja-based simulation models are utilised under attack and non-attack con-
ditions across various network scenarios to validate lightweight cryptographic

algorithms' real-time performance and security strength.

(d) This phase o ers a multi-perspective analysis to identify the most suitable
lightweight encryption strategies for secure MQTT communication, considering

available countermeasures.
2. Lightweight Authentication Scheme Based on ICP-ABE for MQTT

(&) This research contributes to a lightweight authentication mechanism that in-
tegrates e cient cryptographic primitives with an improved CP-ABE scheme.
The goal is to secure MQTT communication among loT devices without com-

promising performance.

(b) The scheme separates attribute auditing and key extraction, allowing key gen-
eration without revealing attribute information, enhancing user privacy. By
avoiding MQTT's keep-alive settings, the model also prevents SlowDoS [46]

attacks from degrading network performance.

(c) The length of the secret key is reduced using blind tokens embedded with
selective attributes. Only MQTT clients with the correct blind token can

perform publish/subscribe operations, ensuring strong mutual authentication.

(d) The cryptographic properties of the proposed model are formally analysed
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using mathematical proofs. Furthermore, its e ectiveness is validated through

provable security analysis and simulations in the Cooja environment.
3. OCP-ABE Lightweight Authentication Scheme

() This contribution presents an OCP-ABE-based lightweight cryptographic scheme
designed to enhance MQTT security and performance in the IoMT environ-
ment. The approach combines attribute-speci ¢ blind key generation with the

Fast-PRESENT encryption algorithm.

(b) Using Fast-PRESENT for blind key sharing and self-key revocation signi -
cantly reduces traceability risks, defending against threats such as masquerad-

ing, DOS, and guessing attacks.

(c) Parallel execution of S-box operations within Fast-PRESENT enhances en-

cryption speed, optimising runtime performance.

(d) A dynamic attribute-based signature scheme enables both direct and indirect
user revocation, preventing repeated access by users with the same attribute
set. This feature also reduces ciphertext size, lowering system complexity while

maintaining security.

(e) The scheme is evaluated for resilience against various attack vectors and vali-

dated through Cooja-based simulation analysis.

This thesis proposes lightweight, robust authentication and privacy-preserving solu-
tions for MQTT-enabled, resource-constrained healthcare 10T environments. It also o ers
seamless support for authorisation and access control during data ow between a broker
and clients, reinforcing its primary role in authorisation alongside its authentication fea-
tures. The proposed solutions are validated through multiple approaches, including formal

proofs, software-based veri cation tools, and Cooja-based simulations.

1.7 Thesis Organisation

This thesis comprises nine chapters, presenting the research design, methodology, and key

ndings.
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Chapter 2 introduces the background of MQTT-enabled 10T and IoMT systems,
emerging loT applications, key technological challenges, and existing security issues in
MQTT. It also reviews essential studies that contribute to a foundational understanding
of MQTT security and the broader research landscape. . Chapter 3 discusses existing
security solutions for MQTT, including ABE-based approaches, and identi es limita-
tions and gaps in current research. The chapter highlights the motivation for adopting
lightweight security mechanisms to address MQTT vulnerabilities, particularly in Health-
care 4.0 environments. It also identi es the research gaps that inform the design of the
proposed ICP-ABE and OCP-ABE frameworks. Chapters 7 and 8 then focus on the
implementation, system model, and performance evaluation of these frameworks.

Chapter 4 outlines the research methodology, including the three evaluation strategies
adopted for lightweight MQTT algorithm validation. It discusses the use of simulation
tools, focusing on the Cooja simulator, and explains its relevance for evaluating the secu-
rity and performance of MQTT-based systems.

Chapter 5 reviews various symmetric key cryptographic algorithms and highlights
relevant studies. This chapter marks the study's rst phase by applying and validating
lightweight symmetric encryption algorithms in MQTT communication for Healthcare 4.0
applications. It integrates formal security analysis and tool-based validation approaches
to examine the robustness and e ectiveness of each encryption scheme.

Chapter 6 extends the previous analysis by evaluating the real-time performance of
the selected symmetric encryption algorithms using the Cooja simulator. It performs
simulations under various network and attack scenarios to determine the most suitable
cryptographic algorithms for lightweight MQTT frameworks.

Chapter 7 introduces the second research contribution. It proposes a lightweight au-
thentication and privacy-preserving scheme tailored to MQTT communication. The de-
sign leverages selected symmetric encryption algorithms and an attribute-based authenti-
cation framework. The simulation results are presented to demonstrate the performance
of the model and the privacy guarantees.

Chapter 8 presents the third contribution, o ering a re ned lightweight security scheme

for loMT environments. Improves ICP-ABE by enhancing encryption speed through
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parallel S-box execution (Fast-PRESENT) and integrating indirect user revocation to
tackle traceability and unauthorised access issues. The chapter provides simulation-based
performance evaluation to support the e ectiveness of the model.

Chapter 9 summarises the three research contributions, restates how each research
guestion was addressed, identi es study limitations, and proposes directions for future

research.



Background

This chapter provides background information on MQTT-enabled IoT systems and o ers
a comprehensive review of the literature related to MQTT security. Section 2.1 intro-
duces the fundamental components of the 10T, the layered IoT architecture, and various
potential applications that leverage MQTT-enabled IoT. In addition, we introduce the
components, unigue requirements, characteristics, and security challenges of IOMT in
Healthcare 4.0.

Section 2.2 discusses the technical aspects of MQTT within IoT environments, includ-
ing its lightweight design, the Publish/Subscribe (Pub/Sub) model, the MQTT broker,
topic hierarchy and Itering mechanisms, topics and subscriptions, QoS levels, retained
messages, and its scalable, interoperable architecture. This section also highlights its ro-
bust and adaptive features by highlighting MQTT's suitability in complex healthcare 10T
(loMT) scenarios.

In addition, Section 2.3 explores the importance of securing MQTT communication,
identi es di erent categories of security attacks, and assesses their impact on MQTT per-
formance. The section compares how various security attacks in uence the core security

requirements, such as con dentiality, integrity, availability, and system performance.

2.1 loT Background

The rapidly expanding IoT forms a network of interconnected intelligent devices capable of

exchanging information and communicating over the Internet [47,48]. These devices range
from simple sensors and actuators to complex household appliances. The core objective
of 10T is to enable everyday objects to collect, process, and share data, thereby enhancing

automation, operational e ciency, and decision-making across various sectors [49]. The
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core components of an loT system are illustrated in Figure 2.1.

Figure 2.1: Core Components of IoT

Devices or Sensors: These are physical objects equipped with sensors, embedded
software, and communication technologies. They are typically resource-constrained and
are responsible for monitoring their environment. Examples include wearable health mon-
itors, intelligent lighting systems, temperature sensors, smart thermostats, autonomous
vehicles, and connected cars.

Connectivity: 10T devices require reliable communication mechanisms to interact
with each other and central systems. They commonly use wireless technologies such as
Wi-Fi, Zigbee, Bluetooth, LoRaWAN, and 5G [50].

Data Processing: After data collection, processing is performed locally on edge
devices or cloud servers. Data analytics may involve basic Itering for immediate response
or advanced computations for deriving insights.

User Interface: This allows end users to interact with the IoT system. Through
interfaces, users can receive noti cations (e.g., emergency alerts), monitor device status,

or control operations through applications connected to cloud services.

2.1.1 Layered Structure of loT

loT architecture is often described using layered models to address its complexity [51].

A standard model is the four-layer structure that comprises perception, network, middle-
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ware, and application layers [52]. However, more detailed models, such as the seven-layer
structure illustrated in Figure 2.2, provide a ner breakdown of IoT components and their

respective functionalities [53].

Figure 2.2: Layered loT Architecture
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Perception or Sensing Layer [53]: This layer collects data from the physical
environment through intelligent IoT devices. These sensing devices monitor a range of
physical parameters, such as temperature, blood pressure, heart rate, humidity, motion,
and light, depending on the application context [54]. Actuators, in turn, interact with the
physical world in response to control signals, such as operating motors, lights, or remote
healthcare tools. The primary function of the perception layer is to observe and report
environmental conditions by converting physical stimuli into digital signals for further
processing.

Network or Communication Layer [53]: Situated above the sensing layer, the
network layer is responsible for transmitting the collected data to cloud platforms or
centralised servers. Data are relayed through network components, such as routers, gate-
ways, and edge nodes. This layer ensures e ective communication among loT devices
using wireless technologies, including Wi-Fi, Zigbee, Bluetooth, LoRaWAN, and 4G/5G
cellular networks [55]. Gateways consolidate data from diverse sources and facilitate com-
munication across the lower and upper layers. Its primary role is to support reliable,
e cient and secure data exchange in heterogeneous IoT environments.

Edge Layer [53]: Located close to the point of data generation, such as sensors,
gateways, or local edge nodes, this layer enables real-time information processing. It allows
rapid responses to time-critical events by performing preliminary data analysis locally [56].
By ltering, aggregating, and compressing raw data at the edge, only relevant insights
are transmitted to the cloud, reducing latency and bandwidth usage. This mechanism
is crucial for latency-sensitive applications such as autonomous vehicles, remote health
monitoring, and industrial automation.

Middleware Layer [53]: The middleware layer is an intermediary between hard-
ware and higher-level software systems. Collects, aggregates, and preprocesses data from
multiple I0T devices to ensure it is formatted consistently for analytics or decision mak-
ing [57]. This layer supports interoperability across heterogeneous devices, enabling inte-
gration without custom con guration. It also processes events such as alarms, threshold
breaches, and status changes in real-time. It provides standardised APIs that abstract

the complexity of low-level protocols to facilitate application development.
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Processing Layer [53]: This layer is responsible for analysing and managing the
large volumes of data generated by loT systems. Positioned between the network and
application layers, it transforms raw data into actionable insights through data analytics
and context-aware computing [58]. It can autonomously trigger actions, adjust device
parameters, or issue alerts based on prede ned rules or detected patterns. Furthermore,
it enables dynamic decision making by identifying the context in which data is generated

and adapting processing strategies accordingly.

Application Layer [53]:  The application layer interfaces with end-users by provid-
ing services derived from processed loT data. It encompasses user-facing components such
as mobile applications, dashboards, and web portals, allowing users to interact with and
manage loT systems [59]. The application logic and business rules of this layer allow au-
tomation and intelligent control in domains such as home automation, digital healthcare,

smart transportation, smart cities, and industrial systems [49].

Security Layer [53]: The security layer ensures that fundamental security require-
ments, such as con dentiality, integrity, availability, and access control, are met across
all layers of the IoT ecosystem. It is essential to protect data, devices, and communica-
tion protocols from cyber threats [60]. This is achieved by implementing cryptographic
mechanisms, including encryption, decryption, hashing, and digital signatures. It also
handles secure key management, authentication, and access validation. Lightweight secu-
rity protocols, such as OAuth, MQTT-based authentication, Datagram Transport Layer
Security, Constrained Application Protocol (CoAP), and Kerberos, are supported to suit
resource-constrained loT devices [51]. In addition, rewalls, intrusion detection, and pre-
vention systems are integrated to detect and mitigate unauthorised access to or malicious
tra c. Collectively, these measures strengthen the resilience and trustworthiness of 10T

infrastructures.

2.1.2 Emerging loT Applications

Using modern technologies such as edge computing and 5G, 10T applications are rapidly

evolving and transforming various industries [61]. These emerging applications extend



24 Background

beyond conventional use cases, enabling novel opportunities in multiple sectors, includ-
ing healthcare, transportation, agriculture, manufacturing, and smart city infrastructure.

Selected examples of these applications are illustrated in Figure 2.3.

Figure 2.3: Emerging loT Applications

Urban Development and Smart Cities

loT-enabled smart cities aim to enhance the quality of urban life by optimising a range
of services, including energy management, transportation, waste collection and public
safety. E ective smart city planning is essential for creating sustainable, e cient, and
liveable urban environments [62,63]. By integrating advanced technologies such as data
analytics and IoT, smart cities can address critical urban challenges such as tra ¢ conges-
tion, energy ine ciency, pollution control, intelligent waste disposal, and strained public
services, while simultaneously improving the overall quality of life of citizens. Further-
more, the 5G and edge computing combination facilitates the delivery of modernised and
responsive city management services. For instance, intelligent tra ¢ systems equipped
with smart sensors use real-time data from connected vehicles to adjust tra c lights and

reduce congestion dynamically.
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Smart Manufacturing and Industrial 10T 4.0

Industry 4.0 [64] is a de ning element of the fourth industrial revolution, characterised
by integrating physical manufacturing processes with advanced digital technologies, in-
cluding 10T, edge computing, machine learning, robotics, cloud computing, and big data
analytics. The adoption of 10T in industrial contexts drives unprecedented levels of au-
tomation, e ciency, and seamless connectivity across manufacturing systems. Industry
4.0 is marked by deploying interconnected sensors, devices, and machinery that facilitate
real-time data collection, communication, and analysis [65,66]. Industrial 0T (ll0oT) de-
vices are embedded with sophisticated software, standardised communication protocols,
and robust network connectivity, enabling automated processes and actionable insights in
routine and critical decision-making environments. Typical lloT applications include en-
ergy management, predictive maintenance, real-time monitoring, environmental control,

and process optimisation in manufacturing, transportation, oil and gas, and logistics.

Smart Healthcare and Medical 10T

loT is increasingly critical in the healthcare industry by integrating advanced digital tech-
nologies and connected smart devices, such as wearables and implants, to improve patient
care, optimise clinical operations and improve healthcare outcomes. Innovations in med-
ical 10T enable continuous real-time monitoring, personalised treatment plans, remote
patient care, accurate diagnostics, and enriched medical data analytics, thus transform-
ing traditional healthcare systems. Integrating Internet-enabled medical devices with
healthcare institutions facilitates real-time collection of patient health data [67,68]. For
example, wearable sensors and smart implants continuously monitor chronic conditions
such as heart disease and diabetes, transmitting data to healthcare providers to enable
proactive care and early intervention. Bright pill dispensers remind patients to take med-

ications on schedule and automatically notify healthcare professionals if a dose is missed.
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Smart Homes and Buildings

Smart homes and buildings utilise 10T technologies to improve energy e ciency, security,
functionality, and convenience. These systems enable users to monitor environmental con-
ditions and autonomously manage everyday tasks and building operations. loT-enabled
smart buildings can monitor and control lighting, ventilation, heating, air conditioning,
energy usage, and security systems [69]. For example, home automation systems dy-
namically adjust temperature and air ow according to occupancy patterns and external
weather conditions, thereby maximising energy e ciency [70]. These systems provide se-
cure, real-time, data-driven solutions that enhance user comfort and building intelligence

by integrating edge computing and IoT with cryptographic techniques.

Smart Grids and Energy Management

loT revolutionises energy management within innovative grid environments by improving

e ciency, sustainability, and reliability. Smart grids incorporate advanced digital tech-
nologies into traditional energy infrastructures to facilitate real-time monitoring, control,

and optimisation of electricity generation, distribution, and consumption [71]. These
systems also empower consumers to manage energy usage more e ectively, support the
integration of renewable energy sources, and improve the resilience of the grid. Smart
grids enabled with 10T can dynamically adjust energy distribution based on real-time
demand and availability, allowing consumers to trade surplus energy generated by solar
panels or battery systems [72]. I0T technologies contribute signi cantly to the develop-
ment of intelligent, sustainable energy networks through decentralised energy trading and

adaptive load balancing.

Table 2.1 captures the essentials of emerging loT applications, their transformative
potential in various sectors, and the technical barriers they face that must be solved for

the continued boom.
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Table 2.1: Comparative Analysis of Emerging IoT Applications.
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2.1.3 Background of Healthcare loT

Healthcare 10T is a broad domain that revolutionises digital healthcare systems through
the integration of healthcare information received from smart medical devices and medical
sensors into di erent operations, such as improving patient monitoring, disease diagnos-
tics, and operational e ciency [73, 74]. By exploiting real-time data gathering, remote
patient monitoring, and arti cial intelligence-driven automation, Healthcare IoT improves
patient care with reduced costs [75, 76].

However, widespread adoption of Healthcare loT introduces several challenges, in-
cluding security risks, interoperability problems, data management complexities, and reg-
ulatory compliance requirements [77]. These challenges are intensi ed by the resource-
constrained nature of many medical devices and the need for low-latency, secure commu-

nication in life-critical systems.

Key Components of Healthcare 10T

Healthcare 10T includes several critical components that facilitate timely, e cient, and
secure healthcare service delivery.

Medical Devices and Sensors: They play a key role, including wearables for ECG
monitors and smartwatches, implantable devices for insulin pumps and pacemakers, and
hospital equipment for smart beds and ventilators. These smart devices continuously
collect vital information about the patient, such as heart rate, glucose levels, and oxygen
saturation, further transmitting the collected data to processing units for examination [78].

loT Gateways and Edge Computing: They guarantee e cient data handling by
Itering, encrypting, and transmitting sensitive medical information while shrinking net-
work congestion and latency. With the support of cloud computing and big data analytics,
Healthcare 10T stores and processes vast healthcare data, facilitating arti cial intelligence-
driven predictive diagnostics and early disease identi cation [75]. Moreover, for robust
network infrastructure building, it is crucial to incorporate 5G, Wi-Fi, Bluetooth, and
RFID that facilitate seamless connectivity for real-time patient monitoring.

Healthcare 0T Architecture: A multi-layered structure supports data capture,
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transmission, analysis, and decision-making [79]. The perception layer (device layer)
consists of smart medical sensors and wearables that gather real-time patient data. The
network layer ensures secure data transmission through IoT gateways and communication
protocols. Once collected, the data moves to the processing layer, where edge computing
and cloud-based Al analytics assess anomalies and generate predictive insights for disease
management. The application layer provides user interfaces for healthcare professionals,
integrating electronic health records, Al-powered diagnostics, and mobile health applica-
tions for real-time decision making. This structured architecture improves data security,

e ciency, and accessibility across diverse healthcare environments.

Healthcare 10T Challenges and Security Considerations

Despite its transformative bene ts, Healthcare 10T faces signi cant challenges that hinder
its full potential [80{82].

Security and Privacy:  Healthcare I0T devices are highly vulnerable to cyber threats
such as MitM and DoS attacks, leading to data breaches and compromised patient safety.
Strong encryption, authentication, and secure key management are necessary to protect
sensitive health information. Unauthorised access can disrupt medical operations, making
robust access control essential. Regular security updates and anomaly detection systems
are crucial to mitigate evolving threats.

Resource Limitations:  Many healthcare 0T devices are battery-operated, requiring
e cient power management to ensure long-term functionality. Frequent battery replace-
ments or recharging may not be practical in critical healthcare environments. Low-power
communication protocols and energy-e cient hardware design are essential to extend the
useful life of the device. Adaptive power management techniques can help optimise energy
consumption while maintaining performance.

Interoperability Issues:  Di erent manufacturers use proprietary protocols, making
it dicult for 10T devices to communicate seamlessly. The lack of standardised com-
munication frameworks creates integration challenges between various medical systems.
This issue a ects data consistency, device compatibility, and e cient healthcare work-

ows. Establishing global interoperability standards is necessary to ensure smooth data
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exchange.

Network and Latency Constraints: loT networks often su er from bandwidth
limitations and high latency, which can delay real-time patient data transmission. These
limitations are critical for remote monitoring and emergency response applications, where
delayed decisions can be life-threatening. Congested networks or ine cient routing proto-
cols further a ect performance. Optimising data transmission and using edge computing
can help reduce latency issues.

Regulatory Compliance: Healthcare 10T systems must comply with strict regu-
lations of the Health Insurance Portability and Accountability Act (HIPAA), General
Data Protection Regulation (GDPR), and other regional data protection laws. Manag-
ing patient data securely while adhering to legal frameworks is challenging, especially
for cross-border data sharing. Non-compliance can lead to hefty penalties and loss of
trust in healthcare institutions. Implementing secure data storage, encryption, and audit

mechanisms is crucial for meeting regulatory standards.

Relevance of MQTT in Healthcare IoT

MQTT is widely adopted in Healthcare 10T due to its lightweight publish/subscribe
model, which enables asynchronous and low-overhead communication between resource-
constrained devices and central servers [7]. Its scalability and e ciency make it ideal for
IoMT applications such as patient monitoring and cloud-based diagnostics.

However, MQTT lacks native encryption and access control support, exposing sensitive
medical data to risks such as eavesdropping, spoo ng, and replay attacks. Recent studies
have highlighted vulnerabilities in MQTT-based IoMT systems and stressed the need
for layered security solutions [83,84]. Enhancing MQTT with ne-grained authorisation
and lightweight encryption mechanisms is essential to meet the performance and security

needs of Healthcare 4.0 environments.

2.2 Preliminaries of MQTT Protocol

This section provides a foundational overview of the MQTT protocol by highlighting its

features in I0T healthcare scenarios and examining its desirable properties. The pub-
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lish/subscribe (Pub/Sub) communication model forms the core messaging pattern of the
lightweight MQTT protocol, making it particularly suitable for resource-constrained loT
environments.

In a Pub/Sub system, any loT client or device can be a publisher, transmitting mes-
sages associated with speci c topics. The MQTT broker plays a crucial role by decoupling
the communication between publishers and subscribers: it prevents direct exposure be-
tween the two parties [85]. This decoupled architecture enhances scalability and exibility,
allowing secure and e cient data dissemination. The lightweight nature of MQTT, com-
bined with the Pub/Sub model, makes it highly e ective for various loT applications,
particularly in healthcare, as illustrated in Figure 2.4.

In healthcare contexts, implantable, wearable and remote sensors are often highly
compact and constrained in processing power, battery life, and storage capacity [86]. The
lightweight and scalable design of MQTT makes it a highly appropriate communication

protocol for these devices.

2.2.1 Technical Aspects of MQTT Protocol over 10T

MQTT was initially designed to address the challenge of reliable data transmission over
low-power and lossy networks [87]. It establishes data connectivity in low-bandwidth en-
vironments by adhering to operational principles that emphasise simplicity, e ciency, and
exibility. The protocol employs a publish/subscribe (Pub/Sub) communication model
to minimise network overhead, making it signi cantly lighter than other loT application-

layer protocols [88].

Table 2.2 outlines the key characteristics that make MQTT a popular choice for various
0T applications, including intelligent vehicles, smart homes, telemedicine, and industrial
systems. Its lightweight and e cient design renders MQTT particularly suitable for the
healthcare 10T environment, where resource-constrained devices require low-bandwidth
communication and minimal overhead to support timely data transmission. This reli-
able communication capability makes MQTT Pub/Sub a suitable candidate for critical

healthcare applications where real-time responsiveness is essential to avoid life-threatening
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Background

Figure 2.4: MQTT Pub/Sub model for IoT Healthcare Scenario
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delays.

Table 2.2: MQTT Characteristics.

Characteristics Description

Supports one-to-many message distribution, decoupling

Pub/Sub Model
message producers from consumers [87].

Provides content masking through a lightweight messaging

Transport Mechanism |\ anism [88].

Utilises Transmission Control Protocol/Internet Protocol

Network Connection (TCP/IP) for reliable network connectivity [88].

Supports three Quality of Service (QoS) levels for message

Reliability delivery: QoS 0, QoS 1, and QoS 2 [87].
O ers low-bandwidth transmission with minimal overhead
Lightweight (e.g., a xed 2-byte header) and reduced protocol exchanges

[89].

Uses the Last Will and Testament (LWT) feature to notify
both parties of unexpected disconnections [90].

Noti cation Mechanism

Interoperability Compatible with a wide range of platforms and devices [91].

Supports data aggregation and Itering to reduce network

E cient Data Management |, - [92].

Payload Agnostic Features|Allows exible transmission of various data formats [93].

MQTT optimises the publish/subscribe communication model and operates over TCP/IP
to ensure reliable data transmission [88]. It is compatible with other TCP/IP-based
application-layer protocols while o ering signi cantly lower overhead [90]. Unlike CoAP,
which follows a request/response model over User Datagram Protocol (UDP) [94], MQTT's
Pub/Sub architecture o ers greater reliability and exibility, making it more suitable
for secure multicast communication in 10T environments. This model also helps reduce
bandwidth consumption and processing overhead, extending battery life for resource-
constrained devices.

To ensure secure communications, MQTT brokers commonly support Secure Sock-
ets Layer/Transport Layer Security (SSL/TLS)-based authentication, thereby enhancing
data privacy and security on the Internet [87]. MQTT transmits messages as small data
packets, which reduces latency, bandwidth usage, and energy consumption. It also sup-
ports various levels of Quality of Service (QoS), allowing applications to specify message

delivery guarantees. Furthermore, MQTT supports persistent messaging, where messages
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are retained on the broker even if the publisher disconnects. This feature is especially
valuable in scenarios where subscribers must receive messages that were published during

0 ine periods.

The MQTT protocol follows a mMachine-to-Machine (M2M) communication paradigm
[87], exempli ed by its scalable Pub/Sub architecture. It can connect thousands of clients
to a single server (broker), which supports large-scale IoT deployments. The two primary
components in MQTT communication are the client and the broker. The protocol has
evolved to accommodate the increasing demands of modern IoT networks, particularly
with regard to the timely delivery of messages and high reliability. Several versions of

MQTT have been introduced to support these growing requirements:

" MQTT v3.1 [95]: The rst widely adopted version, MQTT v3.1, was designed
for resource-constrained environments. It employs a lightweight messaging struc-
ture based on the Pub/Sub model, in which publishers send messages on specic
topics, and subscribers receive relevant messages through brokers. However, this
version lacks built-in security mechanisms, o ering only basic authentication (e.g.,
username and password). Additional layers, such as TLS, are required to ensure se-
cure communication. Moreover, MQTT v3.1 was extensively used before its formal

standardisation.

" MQTT v3.1.1 [95]:  This version introduced minor improvements over v3.1 and
was o cially standardised by OASIS. The primary goal of v3.1.1 was to enhance
interoperability and consistency across di erent MQTT implementations. Improve-
ments in broker behaviour and protocol error handling helped standardise MQTT
communication across vendors, making it more robust and widely adopted in indus-
trial applications. Improves behaviour consistency across various implementations
by resolving ambiguities in the MQTT v3.1 speci cation. It also introduced stan-
dardisation of client identi ers to enhance performance e ciency. However, this
version retains basic security measures, relying on Transport Layer Security (TLS)
for encryption and simple username/password authentication. Moreover, MQTT

v3.1.1 lacks several advanced features, such as message expiration, extended sub-
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scription options, and shared subscriptions, which are essential for more complex
0T environments.

" MQTT v5 [93]: This major update addresses many limitations of its predecessors
and introduces a range of new features to enhance the protocol's functionality, scal-
ability, and adaptability to advanced IoT messaging scenarios. Key enhancements
include the addition of custom metadata in messages, improved error reporting,
expanded subscription options, support for request/response patterns, enhanced
authentication mechanisms, and the use of topic aliases. Although MQTT v5 o ers
signi cant advantages for sophisticated loT deployments, the added features intro-
duce greater protocol complexity, which may be unnecessary or burdensome for
simpler 10T applications. Furthermore, not all legacy MQTT clients and brokers
support MQTT v5, potentially leading to interoperability challenges in heteroge-

neous loT environments.
Table 2.3 presents a comparative analysis of the three versions of MQTT.

Table 2.3: Comparison of MQTT Protocol Versions.

Versions MQTT v3.1 | MQTT v3.1.1 MQTT v5
Year 2010 2014 2019
Standardization Proprietary |OASIS Standard| OASIS Standard
Pub/Sub Model Yes Yes Yes
QoS Levels 0,12 0,1,2 0,12
Retained Messages Yes Yes Yes
Session Persistence Limited Limited Enhanced
Message Expiry No No Yes
Negative Acknowledgments No No Yes
Reason Codes No Limited Yes
Subscription Options Basic Basic Advanced
Shared Subscriptions No No Yes
Request/Response Pattern No No Yes
Authentication Basic Basic Enhanced-OAuth
Topic Aliases No No Yes
Custom Properties No No Yes
Complexity Low Low High
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Publisher and Subscriber Model

With the rapid increase in connected devices, managing the large volume of data generated
in 10T environments presents signi cant challenges. Therefore, it is imperative to adopt
e cient data communication paradigms. The Pub/Sub model is a widely recognised and

practical approach that provides exibility and scalability for data dissemination [96].

The Pub/Sub model is a robust communication paradigm that decouples informa-
tion producers (publishers) from consumers (subscribers) [97]. This decoupling enables
asynchronous and event-driven interactions between lIoT components, facilitating precise
and timely data exchange. In a healthcare context, publishers|typically smart medical
devices|broadcast data on speci ¢ topics, while subscribers, such as healthcare profes-
sionals, receive only the information relevant to them by subscribing to those topics.
Communication between publishers and subscribers is mediated by a broker, which e -

ciently transfers messages between the parties.

This architecture supports resilient communication even during network failures or
dynamic changes in the IoT environment. Based on Pub/Sub principles, publishers and
subscribers operate asynchronously, meaning neither must wait for the other to complete
a transaction. This asynchronous design improves the responsiveness and performance of
the system. Furthermore, the model supports communication between multiple publishers
and subscribers without requiring direct interaction [98]. This high degree of decoupling
ensures exibility and scalability, which are essential for managing large-scale 10T deploy-
ments.

The Pub/Sub model applies highly to scenarios that require many interconnected
devices, such as healthcare, smart cities, and industrial automation. It comprises three
core components: the publisher, the broker, and the subscriber [99].

Publisher: Publishers are entities that send messages to speci ¢ topics. Monitoring
devices such as wearables and implants act as publishers in healthcare applications. They
are not required to know the identity or existence of subscribers. This anonymity and
decoupling enhance scalability and system robustness.

Subscriber:  Subscribers are individuals or systems that receive messages by sub-
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scribing to topics of interest. Healthcare 4.0 includes doctors, diagnostic systems, and
patient-monitoring platforms that subscribe to topics such as pulse rate, heart rate, or
blood pressure. Subscribers can Iter messages based on topic relevance, improving overall
system e ciency and reducing unnecessary data processing.

Message Broker: The message broker is the central component of the Pub/Sub
architecture. Manages the transmission of messages from publishers to subscribers, en-
suring e cient routing and delivery. Brokers also handle additional responsibilities such
as message persistence, quality of service management, and connection state tracking to
provide reliable and ordered communication.

Topics: Topics act as logical channels that group related messages. This abstraction
enables publishers and subscribers to operate independently, without the need to know
each other's identities or operational details. Figure 2.5 illustrates the architecture and

communication work ow of the Pub/Sub model.

Figure 2.5: The Pub/Sub Architecture
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The communication process within the Pub/Sub model typically follows these steps:

Step 1: The publisher creates a message, which may include various data types, such as text,
binary data, or image-based events. In healthcare, messages can contain patient
data, such as pulse, heart rate, or blood pressure.

Step 2: The publisher transmits the message to a speci c topic at de ned intervals.

Step 3: The message broker receives and stores the message.

Step 4. One or more subscribers subscribe to the topic. In healthcare, these might include
doctors or automated monitoring systems.

Step 5: The message broker forwards the message to all relevant subscribers.

Step 6: Subscribers receive and process the message, enabling timely interventions or re-

sponses based on patient data.

MQTT Broker

The MQTT broker is a critical component of the protocol [100], functioning as the central
node that manages communication among publishers, subscribers, and 10T devices within
the network. It serves as an intermediary that receives messages from publishers and
routes them to subscribers based on their topic subscriptions.

The broker plays a vital role in ensuring message delivery reliability, system e ciency,
and communication security - all essential for MQTT-based operations in healthcare 10T.
MQTT v5, the most recent protocol version, introduces advanced features that enhance
these capabilities compared to previous versions, such as MQTT v3 and v3.1.1. Several
well-established MQTT v5 brokers are available, including:

Eclipse Mosquitto [101]:  Eclipse Mosquitto is a widely used open-source MQTT
broker that supports MQTT v5 and earlier versions (v3.1.1 and v3.1). Itis lightweight and
particularly suitable for resource-constrained devices and full-scale server deployments.
Mosquitto o ers comprehensive support for advanced MQTT v5 features such as user-
de ned properties, reason codes, and session expiration. By ensuring reliable message
delivery with di erent QoS levels, such as QoS 0, QoS 1, and QoS 2, the Mosquitto

broker is well-suited to Healthcare I0T environments. It also supports integration with
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TLS, ensuring secure communication.

HiveMQ [102]: HiveMQ is a commercial MQTT broker designed for high-performance,
scalability and security deployments. It supports the full range of MQTT v5 features,
making it particularly appropriate for enterprise-grade applications. These features in-
clude shared subscriptions, enhanced authentication options, and topic aliases. HiveMQ
also o ers clustering capabilities to ensure high availability and scalability through hori-

zontal expansion.

EMQX [103]: EMQX is an open-source MQTT broker engineered for high scalability
and reliability. It supports MQTT v5 and can manage millions of concurrent 10T con-
nections, making it ideal for large-scale 10T deployments. EMQX o ers comprehensive
MQTT v5 functionality, including advanced session management, improved authentica-
tion, and support for reason codes. Its distributed architecture with clustering enables
e ective load balancing, and its plugin system allows integration with other protocols and

services.

VerneMQ [104]: VerneMQ is another open-source, distributed MQTT broker that
supports the MQTT v5 protocol. It is designed for environments requiring high avail-
ability and scalability, especially within Industry 4.0 applications. VerneMQ supports all
key MQTT v5 features such as persistent message transfer, session expiration, and user-
de ned properties. Its strengths include horizontal scalability, robust clustering, load

balancing, fault tolerance, and uninterrupted service delivery.

AWS |oT Core [105]: AWS loT Core is a fully managed MQTT broker service of-
fered by Amazon Web Services. Supports multiple 10T protocols, with particular emphasis
on MQTT v5. This service allows seamless integration with the broader AWS ecosystem,
including the AWS Lambda, DynamoDB, and S3 services. AWS IoT Core provides en-
hanced error reporting, shared subscriptions, and automatic scaling to support millions

of loT devices. It is ideal for constructing complex and scalable 10T work ows.

Table 2.4 presents a comparative overview of various MQTT brokers and their char-

acteristics.
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Table 2.4: Comparison of Various MQTT brokers.
Type i i
Various |of De- |Scala- C;Iuste Security Cgmme
. ring . Use Cases |Cost rcial
Brokers |ploy- bility Algorithm
Support Support
ment
Small and
Ecllpge Medium On- _ Qonstra— Basic TLS medium- open-source|
Mosqitto premises|ined scale loT|and Free
deployments
Cloud, ?Eganced Large-scale
HiveMQ |High On- High ’ IoT deploy- | Payable Yes
remises OAuth2, ments
P and SSO
Advanced
Cloud . Open-
Very ' . TLS, Massive loT
EMQX High Org-mises High OAuth2, deployments Is:(r)éjéce and Yes
P and JWT
Advanced
on- TLS Large-scale |Open-
VerneMQ | High premises High OAuth2, Imogntgeploy- Is:(r)g;ce and Yes
and JWT
Depend- |Integrated Large-scale
é\(/)vri loT }f% Cloud ing on|with  AWS |and cloud-|Payable Yes
9 AWS  |IAM based loT
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Topic Hierarchy and Filters

In MQTT v5, topic hierarchies and Iters play a critical role in structuring and managing
the ow of messages between publishers and subscribers.

Topic Hierarchy [93]:  The structured use of topics is fundamental to e ectively
routing messages. MQTT topics serve as addressing mechanisms, ensuring messages are
delivered only to interested subscribers. Each published message is associated with a
speci c topic, and subscribers receive messages by subscribing to relevant topics. The key

features of topic hierarchies include the following:

A

Slash separator [93]: MQTT uses forward slashes (\/") to de ne hierarchical

topics, allowing e cient organisation and categorisation of data.

Structure Hierarchy [93]: Topics can be arranged in a tree-like structure. For

example, in healthcare, a broad topic likdhealthcare/patient  may branch into

subtopics such asealthcare/patient/heart-rate or healthcare/patient/
blood-pressure . This hierarchy helps to navigate complex information by breaking

it down into more manageable ways and logically relating it to di erent groups.

" Topic Naming Flexibility [106]: MQTT allows clients to de ne both primary
and nested subtopics according to their speci c use cases. Since MQTT does not
impose any prede ned topic structures, this exibility is essential for segmenting
large datasets into meaningful levels for e cient organisation and retrieval.

" No Fixed Levels [106]: The MQTT topic hierarchy does not enforce xed topic

levels. Publishers and subscribers can de ne as many levels as necessary to suit

application-speci ¢ needs, enhancing adaptability and scalability.

E cient Message Transfer [107]: The hierarchical structure enables MQTT

brokers to e ciently route messages to subscribers based on topic matching, reduc-

ing unnecessary tra ¢ and improving system responsiveness.

The dynamic management of topic hierarchies typically involves three primary opera-
tions: creation, modi cation, and maintenance. These are in uenced by system evolution,
changes in data structure, integration of new devices, and service adaptation to changing

user or system requirements.
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Topic Filters [108]: Topic lters are pattern-matching mechanisms subscribers use
to specify topics of interest. These Iters support wild-card characters, allowing a single

subscription to cover multiple related topics. MQTT supports the following wild-card

types:

" Single-Level Wildcard (+): This wild-card matches exactly one level in a topic
hierarchy. For example, the Iter healthcare/+/heart-rate would match topics
such ashealthcare/patientl/heart-rate and healthcare/patient2/heart-rate ,
regardless of the intermediate level.

" Multi-Level Wildcard (#): This wild-card matches one or more levels in a topic
structure. For instance, the lter healthcare/# would match all topics starting with
healthcare , such ashealthcare/patientl/heart-rate , healthcare/patient2/
blood-pressure , etc. It is bene cial to subscribe to broad topic groups.

" Hybrid Use of Wildcards: Filters can combine single- and multi-level wild-
cards to create powerful and exible subscription rules. This feature is especially
advantageous in complex IoT scenarios with diverse data sources, allowing e cient

monitoring with minimal subscription overhead.

Broad monitoring scenarios bene t signi cantly from hybrid wild-card Itering, where
the entire topic structure is unknown or dynamically changing. Although single-level and
multi-level Iters serve di erent purposes, both lack the speci city sometimes required in
complex 10T applications [93]. Hybrid Itering combines the strengths of both mecha-

nisms, allowing for granular yet exible subscription rules across diverse topic structures.

Topics and Subscriptions

In a healthcare setting, users may wish to subscribe to di erent types of patient monitoring
data through a web-based interface. However, in MQTT communication, clients do not
subscribe to a user-facing data stream, but rather to a speci c \topic" used internally by
the MQTT server to route messages. All MQTT messages are published on topics that

act as logical message identi ers.

Each MQTT message comprises three parts: the Fixed Header, the Variable Header,
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and the Payload [109]. Figure 2.6 illustrates how the MQTT server (broker) coordinates

client communication using topic-based message routing.

Figure 2.6: MQTT Communication Scenario for Healthcare

This example involves three clients: one publisher, two subscribers, and one broker.
The broker uses topics to manage communication between them [110]. To obtain a pa-
tient's pulse rate using a mobile phone and a monitoring system, subscribers subscribe
to the topic \Pulse Rate" on the broker. When the subscriber posts a message to the
broker's \Pulse Rate" topic, the broker checks which clients have subscribed to this topic.
If it nds that the subscribed clients are mobile phones or monitoring systems, the broker
forwards them the \Pulse Rate" message received from the publishers. In this example,
healthcare sensors are the publisher of the topic \Pulse Rate", while mobile and moni-
toring systems act as subscribers. The core hub of MQTT communication is the MQTT
broker. With the server receiving, storing, processing, and sending MQTT information,
clients can be independent of each other when publishing and subscribing to information.

They can be spatially separated and temporally asynchronous.

Quiality of Service

Quality of Service (QoS) is a fundamental feature of MQTT, as it determines the reliability

and assurance level for message delivery between publishers and subscribers [87]. MQTT
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supports three QoS levels: QoS 0, QoS 1, and QoS 2 [87]. Each level represents a di erent
trade-o between reliability and resource use. The QoS level is speci ed when a message is
published, and subscribers can also indicate their preferred QoS level during subscription.

QoS 0 - At Most Once Delivery: QoS 0 is the lowest QoS level in MQTT and
provides \at most once" messaging [88]. At this level, messages are sent from the publisher
to the broker only once and are not tracked by the broker. The broker immediately delivers
the message to the subscriber without acknowledgement or further assurance. QoS 0 is
suitable for scenarios where message loss can be tolerated, such as general information
updates or sensor data transfers. Since there is no acknowledgement or tracking, messages
can be quickly published and forwarded to subscribers. Resource utilisation is minimised,
as intermediaries do not store or track messages. With many publishers and subscribers,
minimising resource utilisation is advantageous, and status updates for connected devices,
where occasional missed messages are acceptable.

QoS 1 - At Least Once Delivery: QoS 1 guarantees that a message will be delivered
at least once [88]. The publisher sends a message to the broker and then forwards it to
the subscriber. Upon successful delivery, the broker sends a PUBACK message back
to the publisher [111,112]. The broker will retransmit the message until con rmation
is received if no acknowledgement is received. Although this ensures message delivery,
it may result in duplicate messages if acknowledgements are lost. QoS 1 is suitable for
applications where message loss is unacceptable, but duplicate messages can be handled,
such as emergency alerts, alarm systems, or remote device control.

QoS 2 - Exactly Once Delivery: QoS 2 provides the highest level of reliability
in MQTT, ensuring that each message is delivered exactly once [88]. This is achieved
through a four-step handshake process between the broker and the subscriber. First,
the publisher sends a message to the broker. The broker then acknowledges receipt and
begins a controlled exchange with the subscriber to ensure that the message is neither lost
nor duplicated. This level is essential for applications requiring strict message integrity,
such as nancial transactions or mission-critical medical telemetry. Although QoS 2
incurs the highest communication overhead, it provides maximum delivery assurance.

QoS 2 ensures that messages are delivered exactly once, avoiding duplication or loss [113].
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The handshake mechanism between the broker and the subscriber guarantees successful
message delivery - an essential requirement for applications demanding consistent system
state or synchronisation across distributed environments.

Table 2.5 compares the di erent QoS levels in MQTT, highlighting their respective

guarantees, advantages, and use cases.

Table 2.5: Comparison of QoS Levels O ered by MQTT.

Delivery

QoS Level Guarantee

Advantages Use Cases

Non-critical updates, low-
priority telemetry, highly
scalable systems

Fast delivery with mini-

QoS0 |Atmostonce | o erhead

Reliable delivery using| Critical alerts, healthcare
QoS 1 |At least once acknowledgement mecha-monitoring, industrial au-
nisms tomation

Financial transactions, dis-
tributed logging, mission-
critical telemetry

End-to-end delivery guar-

QoS2 | Bxactly once | yoe with full reliability

MQTT Control Packet Format

The MQTT control packet format supports device-to-device communication through the
MQTT broker. This section explores its structure, packet types, and associated function-
ality. The design is intentionally lightweight to accommodate the bandwidth and resource
limitations of constrained IoT devices [114].

Each MQTT packet consists of three components: a xed header, an optional variable
header, and a payload.

Fixed Header: The xed header is mandatory and always present. It is at least 2

bytes in size and contains the following elds:

1. Packet Type: Indicates the type of MQTT control packet (e.g., CONNECT, PUB-
LISH, SUBSCRIBE).

2. Flags: Represents QoS level and duplication status (DUP ag).

3. Remaining Length: A variable-length eld that speci es the total length of the

variable header and payload.
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Variable Header: This header is optional and appears only for speci c packet types.
It contains metadata such as topic name, packet identi er (message ID), and optional
elds such as username and password. [93].

Payload: The payload section carries the actual application message or data that is
being transferred. Its structure and presence depend on the type of packet. For example,
in a CONNECT packet, the Payload includes client identi cation, while in a PUBLISH
packet, it contains the message content. The Payload can consist of any form of data,
such as text, binary, or JSON.

The MQTT protocol de nes various control packets that enable exible and reliable
communication between clients and brokers. These include: CONNECT, CONNACK,
PUBLISH, PUBACK, PUBREC, PUBREL, PUBCOMP, SUBSCRIBE, SUBACK, UN-
SUBSCRIBE, UNSUBACK, PINGREQ, PINGRESP, and DISCONNECT [111]. Each
packet type serves a speci ¢ function to support lightweight and reliable messaging. For
example, the CONNECT packet initiates a connection between the client and the broker,
while the CONNACK packet provides the broker's response to this request.

Table 2.6 summarises the primary types of MQTT packets and their roles in client-
broker interactions.

Figures 2.7, 2.8, and 2.9 illustrate the structure of CONNECT and CONNACK control

packets.

Figure 2.7: MQTT CONNECT & CONNACK

Figures 2.8 and 2.9 illustrate the information contained in the CONNECT and CON-

NACK packets. Each packet contains multiple elds essential for establishing a client-
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Table 2.6: Packet Types in MQTT.

Packet Description
CONNECT Used to establish a connection with a broker.
CONNACK Acknowledgement of a CONNECT packet.
PUBLISH Used to publish a message on a topic.
PUBACK Acknowledgement of a PUBLISH packet.
PUBREC Acknowledge the broker's receipt of the PUBLISH packet to the publisher,
PUBREL Used to release the PUBLISH packet by the publisher to the broker.
PUBCOMP Acknowledge the broker's receipt of the PUBREL packet to the publisher.
SUBSCRIBE Used to subscribe to a topic.
SUBACK Acknowledgement of a SUBSCRIBE packet.
UNSUBSCRIBE Used to unsubscribe from a topic.
UNSUBACK Acknowledgement of a UNSUBSCRIBE packet.
PINGREQ Used to send a heartbeat to the broker.
PINGRESP Acknowledgement of a PINGREQ packet.
DISCONNECT Used to disconnect from the broker.

Figure 2.8: CONNECT
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Figure 2.9: CONNACK

broker session [115]. In Figure 2.8, the left column presents the names of the CONNECT
packet elds, while the right column displays the corresponding values. For example, the
CONNECT packet shown contains a eld labelledClientld , with the value \client-1".
The Clientld is a unique identi er that MQTT brokers use to distinguish clients. If
two clients attempt to connect using the sameClientld , the broker assumes that they

represent the same client.

Session Clean and Connection Reliability

Session cleaning [116] is a feature that enables the broker to determine how to handle

undelivered messages. When a client acknowledges a message, this con rmation allows
the broker to discard the message safely. However, if no acknowledgement is received,
the broker assumes that the message was not successfully delivered and takes remedial

actions:

1. Stores the undelivered message for future transmission.

2. Retransmits the message and waits for an acknowledgement from the client.

As illustrated in Figure 2.8, the CONNECT packet includes acleanSession ag,
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which can be set toTrue or False. If set to True, the broker will not retain session
data or undelivered messages when the client disconnects. This setting is appropriate
for stateless communication scenarios. If set tbalse, the broker stores the state of
the session, including the subscription details and any messages that were not delivered
successfully. This is critical when message reliability and security are essential. Users
who selectcleanSession=False should also consider using a QoS level above 0 to ensure
delivery guarantees.

KeepAlive [117]: In MQTT, the KeepAlive mechanism ensures that both the broker
and the client are aware of the status of the connection with each other. Due to potential
network instability, the broker cannot always con rm whether a client is still active. The
KeepAlive timer enables periodic veri cation. If no communication occurs within the
KeepAlive interval, the client sends aPINGRE@essage. If the connection is intact, the
broker replies with aPINGRESRessage [118].

In Figure 2.8, the KeepAlive interval is set to 60 seconds. If no data is exchanged
within this time, the client initiates a ping to the broker. This lightweight heartbeat
mechanism helps maintain the session state and detect disconnections in a timely manner,
in response to the PINGREQ sent by the client. Conversely, if the client does not receive a
PINGRESP from the broker, it assumes that the connection has been lost. Furthermore,
when the broker does not receive any packet from the client within 1.5 times the KeepAlive
interval, it considers the client disconnected.

SessionPresent [93]: This ag indicates whether the broker has an existing session
associated with the client. IfcleanSession=False and the client reconnects, the broker
setsSessionPresent=True to indicate that the previous session state has been resumed.

ReturnCode [93]: The settings the broker sends to the user's sessionPresent are
determined. Table 2.7 summarises the possible values and their meanings.

When cleanSession is set to \True", the broker determinessessionPresent to be
\False", which means that the broker will not save any information. In contrast, when
cleanSession is \False", the correspondingsessionPresent is \True". In addition to
these two examples, each packet type in MQTT follows a speci ¢ structure and provides

di erent functionality to support various communication requirements.
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Table 2.7: Table of ReturnCode Values.

Value |Meaning

0 |Connection accepted successfully.

1 Connection refused: unsupported protocol version. The broker does not sup-
port the MQTT version requested by the client.

5 Connection refused: identi er rejected. The client identi er is malformed or
not accepted.

3 Connection refused: server unavailable. The broker is currently unable to
accept connections.

4 Connection refused: bad username or password. The authentication credentials
provided by the client are invalid.

5 Connection refused: not authorised. The client does not have permission to
connect to the broker.

Message Retaining

A retained message is de ned as a message sent with the \retain" ag set to true [119].
The MQTT broker stores this retained message and delivers it to new subscribers who
subscribe to the associated topic [119]. Publishers set the retain ag to true when pub-
lishing a message, prompting the broker to store it as the latest retained message for
the speci ed topic. This feature immediately ensures new subscribers receive the most
recent retained message, supporting high availability and initialisation with up-to-date

state data.

For e ective message handling, publishers can also send a retained message with an
empty payload, instructing the broker to clear any retained message associated with that
topic. This mechanism helps to reduce storage overhead on the MQTT broker. The
retained message feature works seamlessly with all QoS levels, with delivery reliability

aligned to the QoS level negotiated between publisher and subscriber.

Although this feature improves usability and reliability|especially in applications
where the latest status must always be knownl|it is essential to carefully manage retained
messages to prevent unnecessary broker storage usage and ensure only relevant data are

retained.
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2.2.2 Technical Challenges of MQTT Pub/Sub Implementation

Although the MQTT Pub/Sub model o ers many bene ts, it faces several technical chal-
lenges, including network orchestration and scalability, security and con dentiality, cross-
platform integration, standardisation, computational cost, latency, and real-time process-

ing constraints [14].

Network Orchestration and Expansion

Scalability is a key requirement for modern loT systems [120]. However, as the number
of connected devices and data sources increases, the MQTT architecture may struggle to
e ciently deliver messages to all relevant subscribers [121]. This can lead to high routing,

Itering, and delivery costs, degradation of performance, and increased latency.

To mitigate these limitations, distributed communication architectures such as mesh
networks and hierarchical 10T infrastructures have been proposed [122]. These decen-
tralised models distribute the communication load across multiple nodes, improving e -

ciency and scalability.

Information Security and Con dentiality

Security is a critical concern in 10T systems due to the sensitivity of the data and the risk
of unauthorised access or attacks. In the MQTT decoupled Pub / Sub architecture, the
broker becomes a central point of vulnerability, potentially subject to disruption or data

interception [123]. Moreover, MQTT does not include built-in encryption for message

payloads, which can compromise data con dentiality and integrity [124].

Although end-to-end authentication is supported, the lack of default encryption re-
quires additional protective mechanisms. Secure communication protocols (e.g., TLS),
access control, and encryption schemes must be implemented carefully to ensure the con-

dentiality and security of 10T data transmissions.
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Cross-Platform Integration

loT ecosystems involve various devices and protocols, including Zigbee, Bluetooth, Wi-Fi,
LoRa, and 4G/5G cellular networks [125]. Achieving seamless communication across such
heterogeneous systems is challenging due to the absence of universal standards.
Furthermore, 10T data are often produced in varying formats (e.g., JavaScript Object
Notation (JSON), Extensible Markup Language (XML), binary) [126]. E ective integra-
tion requires robust middleware solutions capable of translating and standardising these
formats. In addition, many application domains impose proprietary interfaces or unique
requirements, further complicating interoperability, particularly in real-time environments

such as healthcare or industrial automation.

Standardisation

Numerous organisations have developed loT standards|such as Institute of Electrical
and Electronics Engineers (IEEE) [127], Internet Engineering Task Force (IETF) [128],
Open Mobile Alliance (OMA) [129], and International Organization for Standardisation
(ISO) [129]. However, coordination among these bodies is essential for interoperability
across loT platforms.

Competing standards and sector-speci ¢ requirements hinder the adoption of uni ed
frameworks [130]. Furthermore, regulatory discrepancies between regions complicate the
deployment of global 10T networks, especially concerning data protection, frequency al-

location, and device certi cation.

Computation Cost

Although the Pub/Sub model simplies communication by decoupling publishers and
subscribers, it introduces complexity in con guration and maintenance [131]. De ning
topics, registering devices, and con guring access control policies can be time-consuming
[132].

The computational burden of handling message routing, ltering, and topic manage-

ment increases as the network scales. Consistent performance requires e cient broker
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implementations and possibly o oading tasks to distributed edge nodes.

Latency and Real-time Processing

The asynchronous nature of the MQTT Pub/Sub model introduces inherent latency [133].
Although tolerable for general applications, this delay becomes problematic for time-
critical systems requiring immediate responsiveness.

For such scenarios, hybrid architectures combining Pub/Sub with request/response or
stream processing paradigms have been proposed [134]. These facilitate real-time decision
making through direct interaction and low-latency processing.

However, MQTT message delivery is not guaranteed to preserve publication order. In
systems where message sequencing is critical, additional mechanisms must be implemented

to maintain the integrity of temporal data ows.

2.3 Security of MQTT

From a security perspective, MQTT requires signi cant improvements beyond its default
protocol design to address vulnerabilities in various communication attacks [135]. At-
tackers may intercept MQTT topics and messages exchanged between the publisher and
the broker or between the broker and subscribers. Several techniques have been proposed
to protect against such threats, including using SSL/TLS channels as complementary
security layers [136].

TLS-based authentication prevents attackers from initially impersonating publishers
or subscribers. However, this mechanism does not guarantee protection for subsequent
communications once a connection is established. Privacy preservation is another primary
concern in MQTT communication, especially in time-sensitive and life-critical healthcare
applications [137].

Traditional MQTT security solutions often assume a high level of trust in data storage,
which can lead to privacy breaches if malicious devices leak sensitive 10T data. Although
secure channels, digital certi cates, and key management can be employed to secure
MQTT communications, these mechanisms pose challenges in 10T environments due to

resource constraints. The storage and handling of certi cates, as well as key-exchange
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procedures, are often computationally intensive. Moreover, the secure communication
channel itself can be susceptible to encryption attacks such as Browser Exploit Against

SSL/TLS (BEAST) and Compression Ratio Info-Leak Made Easy (CRIME) [138].

2.3.1 MQTT Security Requirements

Despite the inherent simplicity of MQTT, implementing an additional security layer is
essential to ensure safe communication among entities. Core security requirements, such
as con dentiality, authentication, authorisation, access control, availability, and integrity,
are critical for protecting sensitive data in healthcare 10T applications [139].

Advanced technologies enable continuous patient monitoring and help healthcare pro-
fessionals make diagnoses and treatment decisions. However, without adequate security,
the communication process between these devices can expose critical data to potential

threats.

Malicious actors can exploit 10T devices. For example, adversaries or cybercriminals
can use, expose, or modify users' personal or sensitive information through compromised
devices. Therefore, securing loT devices against unauthorised cyberattacks has become a
critical concern in developing 10T systems [140].

Based on hardware architecture and communication patterns, Zhang et al. [141] cat-
egorised the root causes of l0T security vulnerabilities into two main groups. This classi-
cation comes from loT devices designed according to various environmental constraints,
including form factor, size, functionality, sensor type, and network connectivity. Conse-
guently, managing and securing such a heterogeneous ecosystem is complex and challeng-
ing.

For example, there remains a lack of standardised regulation and clear business models
in the l1oT domain [142]. Mandal et al. [143] introduced the \loT Security Dataset",
which includes 7147 samples focused exclusively on 10T security discourse. Their analysis
revealed that 68% of these samples did not meet the de nition of actionable practices, and
73% of the actionable recommendations were related to the software development lifecycle

phase. These ndings underscore the critical role of manufacturers and developers in
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ensuring robust 10T security.

Encryption and Data Con dentiality

In Pub/Sub communications, private user data must be encrypted to protect against
unauthorised access or tampering [144]. Encryption is fundamental to ensure data con-
dentiality and integrity in secure I0T architectures. Despite its importance, many loT
devices and protocols lack proper encryption due to resource limitations and network
design constraints.

Recent studies focus on integrating lightweight yet robust encryption algorithms and
key management schemes to protect sensitive payloads in MQTT messages, ensuring that

user data remains secure throughout the publishing and subscribing processes.

Authentication

MQTT employs authentication mechanisms that typically involve clients providing a user-
name and password during connection requests to the broker [145]. The broker veri es
these credentials using an external authentication service or an internal user database.

Advanced frameworks such as OAuth 2.0 have also been adopted. OAuth 2.0 enables
users to authorise third-party applications to access their resources without directly shar-
ing log-in credentials [146]. An external authorisation server issues access tokens upon
successful authentication in such a setup. MQTT can be integrated with OAuth 2.0 to
validate these tokens before allowing access to its resources.

MQTT brokers may validate tokens using custom authentication plugins or extensions
[147]. These custom strategies can address the speci ¢ security requirements of particular
applications. However, they require appropriate support from both the broker and the
client. Implementing such strategies involves modifying the broker to support token-based
validation and ensuring clients can generate or handle authentication tokens accordingly.

Commonly used authentication mechanisms include X.509 digital certi cates for mu-
tual authentication [148], Token Authentication schemes [149], and the Salted Challenge

Response Authentication Mechanism (SCRAM) technique [150].
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Non-Reputation and Integrity

Non-repudiation ensures that an entity involved in a communication cannot deny having
sent or received a message [151]. This property is critical in establishing accountability
within 10T systems. Digital signatures are a primary technique used to achieve non-
repudiation. In this process, the sender signs the message using their private key, and the
recipient veri es it using the corresponding public key. This mechanism proves the origin
and integrity of the message.

Non-repudiation mechanisms often include audit logs containing timestamps, user
identities, and message traces. However, MQTT does not natively support digital sig-
natures in its protocol [152]. Thus, it is necessary to implement such mechanisms at
the application level. For example, publishers may attach digital signatures to messages,
which subscribers can verify upon receipt. MQTT brokers can also log message transac-
tions and client connections to create an audit trail that supports non-repudiation.

Integrity ensures that a message has not been altered during transmission. Hashing
techniques are commonly used to verify integrity [153]. A hash value is computed for the
original message, which is transmitted along with the message. Upon receipt, the receiver
recomputes the hash and compares it with the received hash to verify the integrity of the
data [154].

Non-repudiation and integrity are critical for ensuring secure and trustworthy com-

munication in MQTT-based IoT environments.

Authorisation and Access Control

Establishing robust authorisation and access control remains a signi cant challenge in
MQTT-enabled systems. In resource-constrained I0T environments, conventional autho-
risation strategies often fail to satisfy the fundamental requirements for secure communi-
cation. This inadequacy exposes users to identity theft and unauthorised access.

E ective authorisation mechanisms help mitigate such issues by ensuring publishers
and subscribers possess valid and legitimate identities. The MQTT security framework

supports a variety of access control models, as summarised in Table 2.8. These include
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Access Control List (ACL) [155], Role-Based Access Control (RBAC) [156], Topic-Based
Access Control (TBAC) [157], Attribute-Based Access Control (ABAC) [158], and Policy-
Based Access Control (PBAC) [159].

Each access control policy o ers unique advantages, and the choice of mechanism
depends on speci ¢ design requirements. Using di erent access control models improves
the exibility, scalability, and adaptability of security frameworks for various MQTT-

based loT applications.

Table 2.8: Comparative Analysis of ACL, RBAC, TBAC, ABAC, and PBAC.

Factors ACL RBAC TBAC ABAC PBAC
Type User-based Role-based Topic-based | Attribute-based | Policy-based
Granularity Low Moderate | Moderate High High
Flexibility Low Moderate Low High High
Scalability Low High Moderate High High
Ag:;;griﬂtey Low Moderate Low High High
Acv:vgr;teeri:-ss Nil Low Low High High
Complexity Low Moderate Low High High
Management Direct |Role-based Topic-based | Attribute-based | Policy-based
Examples HTTP LDAP MQTT XACML XACML
Use cases Small Enterprise Pub{Sub oT | loT angl smart Fede_rated loT
networks | Networks | environment grids environment

2.3.2 MQTT Security Threats

Since most medical data collected from patients is highly private, it is crucial to ensure
data security during transmission, storage, and processing [160]. This section discusses
the impact of data breaches on 10T security and the possibilities and challenges of solving
data breaches. Chin et al. [161] provided a comprehensive overview of the security threats
to data information in the Intelligent Grid based on the IoT. Various security threats

a ect the integrity and reliability of data in intelligent loT-based infrastructures. In
the smart grid context, data breaches and network attacks can compromise domestic

energy consumption patterns and the integrity and availability of services by modifying
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critical data. Unauthorised access and interference threaten both data con dentiality and
operational reliability.

Researchers have proposed various defensive mechanisms to address these challenges,
including threat simulations and attack surface analysis from an adversarial perspective.
Furthermore, implementing layered data protection strategies is essential to secure loT
devices against such intrusions.

Meng et al. [162] analysed the architecture of intelligent home platforms and high-
lighted security issues inherent to consumer-focused Internet architectures, such as unau-
thorised access and spoo ng. These vulnerabilities can negatively impact user experience
and cause nancial losses. To mitigate these risks, the authors recommended network
encryption, intrusion detection systems, and continuous monitoring.

Doss et al. [163] emphasised the importance of data integrity in 10T development.
Their ndings show that improved authentication methods play a vital role in preserving
the con dentiality and authenticity of user data. As security risks in 10T are multidimen-
sional, a comprehensive approach involving multiple protective layers is necessary. Siby
et al. [164] noted that privacy threats pervade many technological aspects of the IoT,
including network communications. Management of 1oT security remains di cult due to
the heterogeneity and scale of connected devices.

Several researchers have proposed robust policy frameworks integrating encryption
algorithms, secure network protocols, authentication schemes, and access control mech-
anisms to counteract these vulnerabilities. For example, Moin et al. [165] presented a
blockchain-based solution to improve loT security. Salman et al. [166] introduced an
identity-based authentication protocol tailored for heterogeneous 10T environments. Tu
et al. [167] used a Q-learning algorithm to determine optimal thresholds for imperson-
ation attack detection. Nakhodchi et al. [168] studied threats such as malware and data
breaches in smart agriculture and stressed the need for secure data collection and transmis-
sion. Torky and Hassanein [169] proposed a blockchain-based solution to address security
iIssues in precision agriculture. The approach tracks and protects data throughout its
lifecycle, from collection to application, ensuring integrity and trust. In addition, authen-

tication and data encryption technologies are employed to safeguard the con dentiality
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and reliability of user and system data.

Hussain et al. [170] presented a security framework tailored for real-time health mon-
itoring systems that use both the CoAP [171] and MQTT protocols. Their solution
integrates encryption, authentication, access authorisation, and audit mechanisms to en-
sure data integrity, con dentiality, and availability from edge devices to cloud infrastruc-
tures. The widespread adoption of SSL/TLS protocols provides additional protection
during data transmission against threats such as interference, tampering, and eavesdrop-
ping [172].

This thesis focuses on designing a security framework grounded in the Pub/Sub com-
munication model. Consequently, robust encryption algorithms and ne-grained access
control policies are critical to securing information exchange. Furthermore, incorporating
modules to identify adversaries and detect attack patterns will strengthen the resilience of
MQTT. Finally, due to the diversity and heterogeneity of 10T devices, data breaches can
originate from various sources [173]. Therefore, designing a secure communication scheme

requires a holistic approach that balances performance with multi-layered security.

Denial-of-Service

The act of a Denial-of-Service (DoS) attack [174] involves inundating a network or server
with tra ¢ from various sources, ultimately resulting in failure. In the I0T environment,

DoS attacks can scale from a single target to a massive attack against an entire system.
Due to their interconnection, 10T devices are often the prime targets of DoS attacks.
loT devices are widely used in industries such as healthcare and transportation, where
handling sensitive and con dential information is a common practice. Attacks targeting
these areas can cause signi cant disruptions to system services and are considered highly
sensitive. The extent of damage and the impact could cause considerable damage to the
development of society. For example, if an attacker makes a power network or transport
system unavailable, this can bring an entire city to a standstill or blackout, causing people
to panic. Therefore, researchers must consider DoS attacks when researching techniques
and security schemes for 10T security.

Volumetric Attack [175], Transmission Control Protocol Synchronisation Flood (TCP-
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SYN Floods), and application layer attacks are the most common DoS attacks [113]. Vol-
umetric attacks attack a server with a large amount of malicious tra c to completely
exhaust its bandwidth. TCP SYN Flood attacks are a clever way to exploit the com-
munication protocol by overwhelming the server with excessive connections, making it
impossible for the server to handle genuine tra c and connections. This result nally
leads to device failure due to overload.

Distributed Denial-of-Service (DDoS) attacks [176] are an advanced form of DoS at-
tacks that use multiple compromised devices to generate high tra c volumes aimed at
disrupting target services. In contrast, application-layer attacks exploit vulnerabilities in
software applications, making services inaccessible to regular users. In MQTT's Pub/Sub
model, attackers can ood subscribers with spam messages, overloading the broker and
resulting in service crashes. Furthermore, if the speed limits in MQTT service con gura-
tions are too high, the system becomes more susceptible to volumetric attacks.

Ravi et al. [177] proposed Learning-Driven Detection Mitigation (LEDEM), a semi-
supervised machine learning-based mechanism designed to detect and mitigate DDoS
attacks. Vishwakarma et al. [178] explored malware and botnets as underlying drivers of
distributed DoS attacks in 10T environments. Chaabouni et al. [179] examined intrusion
detection techniques based on Machine Learning (ML) algorithms, highlighting their e ec-
tiveness in improving loT security. Parra et al. [180] proposed a distributed cloud-based
deep learning framework to detect and mitigate phishing and botnet threats. However,
the early stage of Software De ned Networking (SDN) deployment in 0T still leads to
iIssues such as low detection accuracy, high memory consumption, network overhead, and
ine cient processing.

To mitigate these concerns, Ujjan et al. [181] proposed the use of sFlow, adaptive
polling-based sampling, Snort-based Intrusion Detection System (IDS), and deep learning
models to reduce the impact of DDoS attacks in 10T networks. Wireless communication
in the 10T is especially vulnerable to a range of threats, including DoS, Man-in-the-Middle
(MitM), and message modi cation attacks. Designing a robust I0T security framework
requires strong authentication and authorisation mechanisms and thorough auditing to

detect suspicious activity [10]. In addition, encrypted message exchanges between pub-
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lishers and subscribers protect against interception and unauthorised access.

Man-in-the-Middle

In general, attackers performing a MITM attack intercept communications between two
parties without their knowledge. These adversaries secretly relay or modify the ex-
changed messages, often intending to eavesdrop, alter, or impersonate either participant.
In MQTT-based communications, MitM attacks may occur during the connection es-
tablishment phase if encryption or authentication is improperly con gured or absent.
Attackers can exploit MITM attacks to manipulate MQTT communications, one of the
most prevalent threats in 0T systems. An adversary intercepts and potentially alters
messages exchanged between legitimate users in such attacks. This intrusion is critical in
time-sensitive applications, where most transmitted messages contain sensitive informa-
tion.

A notable example is dynamic eavesdropping, in which an attacker independently es-
tablishes connections with both victims and relays messages between them, creating the
illusion of a direct, private conversation. In reality, the attacker has complete control over
the communication, enabling interception, modi cation of messages, or injection of mali-
cious data [182,183]. MitM attackers can also mimic legitimate users, insert themselves
into trusted communication ows, and gradually disrupt the system functionality.

Standard cryptographic strategies like TLS o er end-to-end authentication to mitigate
MitM attacks. TLS is widely regarded as a foundational security strategy, often employed
with the endorsement of trusted certi cate authorities to authenticate one or both parties
in 10T communications [25, 184, 185]. However, these cryptographic methods are not
always suitable for resource-constrained I0T environments with limited computational
capabilities [186{189]. For example, [190] proposed a detection and localisation strategy
for MitM attacks in wireless sensor networks, but its performance was suboptimal in
general 0T contexts.

Eslava et al. [191] developed a rewall-based system that uses a Raspberry Pi gateway
to monitor network tra c and analyse communication patterns using a cloud-enabled

database. Similarly, Saif et al. [192] introduced a symmetric cryptographic approach to
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secure real-time healthcare monitoring applications. Their system encrypts the data in
transit and allows it to be processed without decryption within Local Processing Unit

(LPU), thereby reducing overhead while maintaining con dentiality of the data.

Malware Attacks

Intelligent living systems allow users to monitor real-time data and manage daily routines

e ciently using loT devices. However, ensuring the security of these devices is essential
to protect the broader 0T ecosystem against unauthorised access, surveillance, and data
tampering. 10T devices are vulnerable to various forms of malware, including Worms
[193], Trojans [194], Ransomware [195]. Such malware can interfere with or compromise
the operation of lIoT networks. Malware attacks are known for their complexity and
diversity [196]. In MQTT-based systems, an attacker may exploit the Pub/Sub model

by subscribing to a topic and injecting malicious payloads into published messages. Once
received, these infected messages can compromise subscriber systems, enabling data theft
or remote control of 10T clients.

The heterogeneous nature of IoT networks, where devices, services, and protocols are
often developed independently, further complicates the implementation of uni ed security
measures. Furthermore, the dynamic topology of 10T systems, where devices frequently
join or leave the network, creates challenges to detect and isolate infected nodes [197].

Farooq et al. [198] proposed an analytical model to study the propagation of malware in
Device-to-Device (D2D) (Device-to-Device) communication within wireless 10T networks.
While their model captures critical factors related to botnet formation, its assumptions
limit its applicability across more complex environments. Neshenko et al. [199] presented
a comprehensive vulnerability classi cation framework for 0T ecosystems. Although
e ective for theoretical exploration, the applicability of the framework can be restricted
by the diversity and rapid evolution of 10T devices. Arnaboldi et al. [200] introduced
the concept of a Coordinated Load-Changing Attacks (CLCA), a coordinated attack in
which malware-infected 10T devices synchronise the operation of high-power appliances
to destabilise smart grid infrastructures. Acarali et al. [201] applied epidemic modelling

principles to simulate malware spread in wireless sensor networks, providing information
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on infection dynamics and control strategies.

Identifying the exact source of an attack, such as the speci c compromised IoT node, is
also a challenge. Rattanalerdnusorn et al. [202] proposed Detecting Security Threats and
Pinpointing Anomalies in an IoT environment (IloTDePT), a framework for ne-grained
detection and identi cation of malware threats in 10T networks. Their work also explores
the potential of federated learning in l1oT malware detection and highlights the security
implications of this decentralised learning paradigm.

To address these limitations, Liu et al. [203] proposed a Testing Framework for Learning-
Based Android Malware Detection (TLAMD) system based on machine learning to detect
adversarial malware targeting loT devices. Their method leverages Hardware Perfor-
mance Counter (HPC) to distinguish between malware and benign applications using an
Arti cial Neural Networks (ANN). However, most adversarial sample generation methods
require access to model parameters and focus predominantly on image data, limiting their
applicability in 10T contexts.

On a broader scale, overcoming malware threats in IoT environments requires compre-
hensive collaboration between 10T device manufacturers, service providers, and end users.
This includes establishing robust security standards, improving the cybersecurity literacy
of stakeholders, and investing in advanced detection and prevention strategies. However,
this process is hindered by the lack of consensus on shared technical standards, system
de nitions, and usage policies throughout the ecosystem. In response, Rodriguez-Mota
et al. [204] initiated a research e ort to develop tools to describe and analyse the attack
surface of 10T systems. Solutions to this problem can fully exploit the potential of loT

technology and extend its possibilities to enterprises, governments, and individuals.

Physical Attacks

Attacks on loT devices can damage their physical components. Attackers can attack
loT communication devices by stealing or destroying servers and routers, or blocking
electromagnetic signals [205]. In MQTT communications, when an attacker uses physical
attacks to gain physical access to the MQTT broker, the topic information stored on the

MQTT broker can be damaged, modi ed, or deleted. Furthermore, attackers can use
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malware attacks on the MQTT communication system to gain unauthorised access to the
system or private user data.

Adequate protection against physical attacks in 10T communication is a signi cant
challenge [206], as 10T devices vary in type, size, functionality, and communication capa-
bilities. This thesis restricted 10T devices to resource-constrained states because resource-
constrained devices are weaker in processing power, memory, and storage space and more
susceptible to security attacks. Second, devices with limited resources usually only have
essential services and communication capabilities, and communication protocols such as
MQTT that support resource-constrained devices do not have strong encryption and se-
curity mechanisms [207].

Another challenge is the structure of the communication of the Pub/Sub model, which
Is usually distributed and decentralised [208]. An attacker can a ect the entire communi-
cation system by accessing a single node. Second, MQTT is a clear text protocol [209], and
the Pub/Sub model usually uses unencrypted channels [210] to communicate. This means
that any user with network access can intercept and listen to encrypted messages. In ad-
dition, MQTT devices are often deployed in remote locations [211], so communications
using wireless connections such as mobile networks, Wi-Fi or Bluetooth are vulnerable
to interference and MitM attacks. These attacks can cause loss of user privacy data and
unauthorised access. When sensitive information is involved, it can also lead to personal
injury. Consequently, it is concluded that using lightweight security protocols and strong
authentication with authorisation mechanisms improves communication e ciency and re-
duces resource consumption while ensuring communication and information security.

Given the vulnerability of 0T devices, ensuring their stability is essential. One of the
most e ective measures is to ensure that all 0T devices are tested for authentication and
access control through secure channels and implement threat detection mechanisms [212].
The security detection mechanism can also help detect and respond to physical attacks.
Sharaf et al. [213] studied the problem of device authentication in the 1oT. An object
authentication framework was proposed to authenticate objects in the 10T using device-
speci ¢ information called ngerprints. Yaqoob et al. [214] presented ransomware attacks

and security issues in 1oT. These aws increase manufacturing costs and allow silent prob-
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lems to occur only under speci c loads, thus threatening security and lives. To understand
the potential dangers and secure manufacturing systems, Pan et al. [215] proposed two
taxonomies: one to categorise cyberphysical attacks targeting manufacturing processes
and the other to describe quality control measures to counter these attacks.

Security solutions for 10T devices should be computationally e cient [216]. To meet
all these requirements, Gope et al. [217] proposed a lightweight and privacy-preserving
two-factor authentication scheme for IoT devices, where physical unclonable features are
considered. Due to wireless communication between intelligent 10T devices and Gateway
Nodes (GWNS), several security threats can arise in 0T environments, including replay,
MitM, impersonation, malicious device deployment, and physical device capture attacks.
To mitigate such security threats, Malani et al. [218] designed a new certi cate-based
device access control scheme in IoT environments, which is secure against the attacks
mentioned above and retains anonymity.

Another approach is to apply the principles of secure design. It employs cryptographic
algorithms and secure communication protocols such as TLS to ensure safe data trans-
fer between devices. Security features may include password protection, encryption, and
access control. It is also possible to ensure that 10T devices are placed in a secure envi-
ronment by restricting their physical access to monitor and protect them from physical
damage. Lin et al. [219] demonstrated a new o ine guessing attack on Steiner, Tsudik,
and Waidner's protocol. Padmavathi [220]. The HB+ protocol and many variants are
vulnerable to a simple MitM attack. Kamali et al. [221] introduced ExTru, an encrypted
communication protocol based on stream cyphers with the addition of a Con gurable
Switching and Toggling Network (CSTN), which not only improves the communication
performance of lightweight IoT devices but also improves the communication performance
with traditional channels resistant to side channels. It also consumes much less energy
than conventional antiside channel cyphers. However, physical attacks can still occur on
loT devices despite these measures. In this case, a comprehensive security protection
mechanism and an incident response plan must be developed to minimise the impact of
the attack [222].

Table 2.9 compares the impact of di erent security attacks on the healthcare environ-
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ment enabled by MQTT.

Table 2.9: Comparative Analysis of Di erent MQTT Security Attacks.

Factors DoS MitM Malware Physical
Main  In- |Service disqInject Malicious | Infect targeting | Tampering or steal-
tention ruption readings functions ing
Attack Broker -over- Message Alteration| Malicious software Broke physical in-
Method loading frastructure
Targeting MQTT bro- MQTT broker and |MQTT broker, de- |I0T devices and
g ker and de- . :
Devices vices devices vices, and server |components
Remote
Patient Healthcare
Frequently |Monitoring, |Electronic health- Hospital infrastruc-
. databases ang
su ered sensors like care records . ture, Gateways,
) servers, monitoring .
use cases |Electrocar- |patient data . monitors
) devices
diogram
(ECG)
Con dent- . . .
iality Low High High Dynamic
Integrity Medium High High High
Availability | High Medium Medium High
Detection Low to
Complex- . High Medium Low
. Medium
ity
Preventive Anti-DoS Strong _ enprypnon Anti-virus, network E ective physical
and QoS| authentication at : structure and con-
Measures . . segmentation
settings the topic level trol
Mitigation Secure broq{Mutual authentica- | Real-time  acces$Continuous moni-
strategies kers tion control, sandboxing| toring
Critical mis- Patient safety com-| Medical device
sion failure,|Incorrect diagnosis,| promisation, data|thefts or damages
E ects . . :
service out-|delayed treatment |loss, ransom detpatient care disrup-
age, delay mand tion
System Ef- | Low. 1| ow to medium Low Medium
ciency medium
Recovery . . . .
E ort High Medium High High
The risk
level of | .. : . .
Human High High High High
Live
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2.3.3 Impact of Security Attacks on MQTT Performance

In particular, diversi ed security attacks on the loT can signi cantly impact the per-
formance and reliability of these systems. The interconnected nature of heterogeneous
loT devices and their use of real-time data sharing pose novel security breaches [223].
These security attacks can severely degrade the functionality of the entire loT system by
introducing di erent vulnerabilities and compromising user safety. This attack leads to
inaccessibility of critical 10T services to users, resulting in downtime, which is especially
harmful in critical applications such as healthcare, where continuous service is crucial to
saving human lives. DoS and MitM attacks introduce attackers to deny or manipulate
communication among devices, leading to delayed, corrupted, or false data transmission,
respectively. This attack signi cantly a ects the accuracy and reliability of the system.

Analysing the impact of such attacks on MQTT-enabled systems is very crucial.

Latency

MQTT security attacks, such as DoS and MitM, can signi cantly impact communica-
tion latency [224]. This impact creates remarkable economic or life losses, especially in
healthcare-enabled IoT environments where concurrent real-time data exchange and time-
sensitive responses are critical. In a healthcare 10T system, a DDoS attack on the broker
can delay the delivery of essential patient data, such as heart rate and oxygen levels,
from continuous monitoring systems, thus extending response times in emergency care.
The latency e ects are highly dependent on the type of attack and the way it targets the
MQTT protocol. The DoS attacker oods unnecessary tra c into the MQTT broker or
loT devices, aiming to overwhelm their resources [225]. However, the MitM attacker in-
tercepts the message transmission by potentially altering messages among MQTT clients,
such as publishers, subscribers, and brokers, resulting in excessive processing time. All
types of attacks impact latency because messages must pass through a system a ected by
attackers before reaching the desired destination.

For example, a signi cant increase in latency can create delayed responses, leading

to life-critical risks in critical healthcare situations, such as heart attack alerts. Patients
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under constant monitoring or in intensive care su er a di erence between life and death
due to seconds of delay in alert messages. A DoS attack could cause multiple fatalities by
crippling communication for a prolonged time in a time-critical healthcare environment.
Moreover, the impact of the DoS attacker on latency leads to a high risk of live losses,
and the e ects of MitM on latency lead to medium to high-level live losses [182, 226].
MitM attackers are estimated to create$2 billion annual losses worldwide, and nearly
50% of MitM attackers are involved in the alteration of sensitive information, resulting

in life-critical increases [227]. Figure 2.10 demonstrates the impact of various security

attacks on latency and human lives.

Figure 2.10: Impact of Security Attacks on Latency and Lives

Throughput

Throughput is the successful data transmission through a system over a specic time
interval, which poses a distinct security threat that MQTT can reduce [228]. Among
them, DoS and DDoS attacks are the most severe threats that overwhelm the MQTT
broker by sending excessive tra c into the network, making it critical or impossible to

process legitimate messages [229]. A DDoS attacker on a healthcare MQTT broker can
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prevent monitoring information from being transferred e ciently, minimising the sys-
tem's throughput. In a healthcare 10T environment, MitM attacks can insert or alter
information obtained from patient monitoring devices, shrinking the vital amount of data
reaching the monitoring systems, thereby reducing throughput. Successful legitimate
message transmission decreases as the healthcare environment becomes highly congested
with malicious network tra c, signi cantly reducing throughput [230].

Therefore, MQTT security attacks can signi cantly minimise throughput in the IoT
by introducing high overhead, causing unnecessary resource exhaustion, and leading to
higher data corruption. These adverse e ects range from legitimate tra c denial to
processing delays. Thus, they force tampered or replayed information reprocessing, all of
which diminish the system's ability to e ectively manage the intended massive volume of
information. In addition, a drop in throughput creates the most critical consequences in

time-sensitive and constant monitoring of IoT environments, such as healthcare.

Figure 2.11: Impact of Security Attacks on Throughput

Figure 2.11 plots the impact of various MQTT security threats on throughput in
healthcare data transmission. In particular, a reduction in throughput increases the risk
of life losses. This scenario illustrates that reduced throughput by 60 leads to 85% and 62%
live loss risks in the presence of DoS and MitM attackers, respectively [231]. The high-

throughput scenario minimises the risks by 10 and 5 in the same scenario, respectively.
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Reliability

Various security attacks on MQTT profoundly a ect the reliability of the 10T system

by compromising availability, integrity, and consistency of delivery [232]. In the MQTT
context, reliability represents the ability of the system to deliver messages consistently
and in the correct order to the intended destination without duplication or loss of mes-
sages. MQTT security attacks target broken orders or create message loss or duplicates,
which degrades the reliability of the 0T system. In a healthcare IoT system, an attacker
sends incorrect readings to the medical monitoring system by altering the information,
undermining the reliability of the healthcare application. For example, MitM attackers
intercept and possibly change the information presented in messages before reaching the
desired destination, leading to corrupted or incorrect data delivery. This attack under-
mines the system's reliability, since receivers cannot trust that the received information

iS accurate.

In contrast, in the presence of a DoS attack, the attacker overwhelms the broker by
dropping or delaying legitimate messages, minimising the reliability of message delivery.
In other types, attackers use tokens or certi cates for weak authentication and autho-
risation strategies, which allow unauthorised users to publish or subscribe to MQTT
topics, resulting in incorrect or malicious data [233]. Encryption mechanisms are often
introduced to mitigate man-in-the-middle and eavesdropping attacks. However, a high
encryption overhead may introduce latency in unaddressed cases, a ecting the reliability

of time-sensitive applications such as healthcare.

In a DoS attack scenario, almost 20% to 30% of the messages are dropped or denied
to the MQTT broker, resulting in low reliability. This attack severely a ects timely care
and increases life losses [234]. Furthermore, almost 60% to 80% of the data are dropped
due to message alteration caused by MitM attacks. The attacker can change the content
of the messages, causing the MQTT subscriber to receive incorrect or altered information

from the brokers, which diminishes the reliability.
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Figure 2.12: Impact of Security Attacks on Reliability

Resource Consumption

Some MQTT security attacks impact device resources, with the aim of deteriorating
the helpful life of the network [235]. For instance, DoS or DDoS attacks ood exces-
sive message tra ¢ or connection requests to the MQTT broker for unnecessary resource
exhaustion. The main intention of the DoS attack is to reduce brokers' processing capa-
bilities, thereby signi cantly escalating resource consumption and scaling down the IoT
performance e ciency. Unnecessary consumption of CPU and memory resources by bro-
kers leads to less resource availability for legitimate operations. However, MitM attackers
can introduce excess network tra c to intercept, delay, or retransmit messages. Frequent

data retransmissions due to attack behaviour escalate CPU or memory usage [236].

In an loT healthcare system, the additional process required for encrypting and verify-
ing medical data is incorporated into monitoring devices at the level of resource consump-
tion attached to patients and the MQTT broker. The attackers may repeat illegitimate
authentication attempts, thus overloading the MQTT broker with repeated authentica-
tion checks and increasing CPU and memory usage. Furthermore, resource depletion
attacks the target CPU, memory, and storage by overwhelming devices with excessive or

unnecessary tasks or messages, leading to high energy consumption and potential net-
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work failures. In addition, implementing security solutions like TLS for MQTT for strong
authentication and integrity introduces additional computational overhead, resulting in
high resource consumption [30].

In addition, MQTT security attacks cause a substantial escalation in the consumption
of resources across IoT systems. Figure 2.13 shows the impact of security attacks on
overhead. Figure 2.13 shows the e ects of security attacks on overhead, demonstrating

the unnecessary energy consumption caused by DoS and MitM attacks.

Figure 2.13: Impact of Security Attacks on Energy Consumption

Overhead

By familiarising themselves with the extra computational and energy demands, MQTT
security attacks raise overhead, hindering the performance e ciency, scalability, and reli-
ability of healthcare systems, especially in resource-constrained environments [237]. DoS
attackers force MQTT brokers and devices to process large volumes of malicious tra c,
directly increasing the CPU usage and memory consumption, leading to additional over-
head [238]. Patient monitoring devices in the healthcare environment require real-time
data transmission. Hence, the DDoS attacker restricts the MQTT broker from imme-

diately updating critical patient information by forcing it to prioritise malicious tra c
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handling, resulting in high processing overhead and reduced system e ciency. Healthcare
loT should perform resource reallocation to mitigate attack behaviours, diverting process-

ing power to handle malicious tra c instead of focusing on critical healthcare functions.

MitM attacks enforce 0T in healthcare by implementing strong encryptions such as
TLS to provide security to communication channels [239]. This attack adds computa-
tional overhead to IoT monitoring devices and brokers to encrypt and decrypt messages.
Thus, MQTT security attacks introduce signi cant overhead to I0T systems, especially
in healthcare, through frequent encryption, authentication, and resource allocation. This
extra overhead can reduce the level of performance of healthcare settings, create delays
in time-sensitive real-time patient reading transmission, and deplete resources such as
bandwidth and energy. In addition, it is crucial to mitigate the impact of MQTT secu-
rity attacks to e ectively balance security and resource e ciency and ensure that 10T is
highly secure, timely, responsive and unique in healthcare. Figure 2.14 shows the impact
of security attacks on overhead. MitM introduces a higher overhead in the healthcare loT

environment than in the DoS attack scenario.

Figure 2.14: Impact of Security Attacks on Overhead
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Table 2.10: Impact of Security Attacks on MQTT Performance.

Factors DoS MitM Malware Physical
Impact on La- . . . : .
tency High Medium to high High Low to High
Impact N TLow to High Medium Medium Medium
Throughput

Impact on Re- . . . .
latability High High High High
Impact on Re-

source Con- | Very High Medium High Medium to High
sumption

'hrggg‘;t on Over- High High Medium to High|  Medium

2.4 Chapter Summary

This chapter established a solid technical foundation for understanding MQTT-enabled
loT environments. It introduced the essential components of 10T, including device types,
connectivity protocols, layered architecture, and application domains. In particular, the
chapter introduced a focused background on Healthcare 0T, explaining how intercon-
nected medical devices and sensors facilitate real-time monitoring and diagnosis in Health-
care 4.0. The discussion highlighted the unique challenges faced in this domain, such as
limited computational resources, strict privacy requirements, and the need for secure and
lightweight communication protocols like MQTT.

The core technical principles of the MQTT protocol were explored in detail, covering
its lightweight design, operational model, and quality of service levels. The suitability
of MQTT for healthcare applications was also discussed. The chapter critically assessed
the security requirements of MQTT in resource-constrained IoT settings. It explored
the protocol's vulnerabilities and the types of attacks it faces while also analysing how

di erent security threats a ect its performance. These insights are the basis for evaluating

and proposing improved lightweight security strategies in the following chapters.
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This chapter o ers a comprehensive review of work related to MQTT security and MQTT
in Healthcare 10T. Section 3.1 reviews the literature on MQTT security and classi es the
security schemes based on their working operations and di erent algorithms. Section 3.2
discusses lightweight security solutions based on various security requirements of MQTT.
Section 3.3 presents a comparative analysis of MQTT security solutions and the essen-
tials of proposing lightweight solutions to loT-based environments. Section 3.4 combines
the previous reviews analysis to compare the advantages and limitations of lightweight
encryption schemes. Section 3.5 summarises the general research gaps of these security
schemes, which highlights the lightweight security schemes for the 10T healthcare envi-
ronment. Section 3.6 reviews the existing MQTT schemes based on ABE in IoMT, and
the literature is analysed from three aspects: application, performance and comparison
of access control.

Finally, Section 3.7 summarises the research gaps in ABE-based schemes in IoMT
and demonstrates the necessity of proposing a lightweight multi-authorisation security
scheme suitable for handling secure and privacy-preserving data exchange in the dynamic

and resource-limited Healthcare environment.

3.1 Cryptography based MQTT Security Counter-

measures

Several studies have focused on symmetric and asymmetric key-based encryption tech-
niques to address various security challenges while maintaining computational e ciency in
healthcare 10T scenarios [240]. The study in [240] o ers a comprehensive review of cryp-

tographic key management strategies, particularly those tailored for resource-constrained
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healthcare environments. It categorises conventional cryptographic methods into sym-
metric and asymmetric schemes and evaluates their suitability for loT-driven medical
devices. Symmetric key approaches are considered ideal for low-power sensors due to
their reduced computational requirements; however, they face challenges related to secure
key distribution and limited scalability.

In contrast, asymmetric schemes provide enhanced scalability and facilitate secure
key exchanges, but their computational overhead renders them unsuitable for real-time,
resource-constrained healthcare applications. The study also investigates the trade-o s
between security and performance through hybrid cryptographic strategies, which com-
bine the strengths of both symmetric and asymmetric approaches. Key management pro-
tocols are evaluated based on energy consumption, latency, computational overhead, and
robustness to security threats. In addition, the study examines real-world use cases, in-
cluding patient monitoring, secure medical data exchange, and remote diagnostics, while
identifying several research gaps. In particular, it emphasises the need for lightweight
cryptographic solutions and highlights the importance of exible, context-sensitive key
management systems in future loT-enabled healthcare environments.

Despite ongoing advancements in [0T security, various security and privacy issues re-
main unresolved. For example, when security threats emerge at the |oT application layer,
devices and services can be shut down or maliciously compromised [241]. A prominent
example is the propagation of malicious code, such as a \worm" that rapidly spreads
across the Internet and targets embedded systems operating on speci ¢ platforms [242].
Another concern is malicious manipulation of node-based applications [243], whereby ad-
versaries exploit software vulnerabilities to install harmful packages, which can result in
data tampering or operational disruption.

Within the three-layer 10T architecture [244], resource-limited devices must be able
to mitigate cascading system compromises when security breaches occur in individual
architectural layers. As IoT adoption grows worldwide, the need for secure communica-
tion protocols becomes increasingly urgent [245]. Among these, MQTT]a lightweight
publish/subscribe application-layer protocollis widely employed across constrained IoT

environments [21].
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Authentication, access control, encryption, and message integrity are typically inte-
grated into MQTT security solutions. When e ectively combined, these measures protect
against unauthorised access, data interception, and tampering. Cryptographic counter-

measures are broadly classi ed into two main categories, as illustrated in Figure 3.1.

Figure 3.1: Cryptography based Countermeasures

3.1.1 Symmetric Key Cryptography based Solutions

Symmetric algorithms are encryption methods that use the same key for encryption and

decryption. This approach o ers e ciency and speed, as the involved entities do not need
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to exchange keys securely. Due to their performance advantages, symmetric algorithms
are frequently used in MQTT-based security schemes to balance robust protection and
computational feasibility. Several studies have proposed symmetric key cryptographic
solutions tailored for 10T environments [246{249].

Pereira et al. [250] evaluated cryptographic algorithms to assess their suitability for
various loT platforms. Based on the simulation results, the authors recommended the
selection of symmetric encryption algorithms based on the network tra c level in |oT ap-
plications. Furthermore, they suggest that the Advanced Encryption Standard-Counter
(AES-CTR) mode provides faster and less complex encryption/decryption operations with
the Constrained Application Protocol (CoAP) compared to the Advanced Encryption
Standard-Cipher Block Chaining (AES-CBC) mode. However, this work does not anal-
yse the cryptographic algorithms used in the MQTT protocol. Kumar et al. [251] analysed
MQTT over Quick UDP Internet Connections (QUIC). Using QUIC in MQTT reduces
packet processing costs and delays and improves network throughput compared to TCP in
MQTT. QUIC is designed to work in low-bandwidth scenarios, such as when sensors are
part of unreliable networks. Moreover, TCP does not fully utilise the available bandwidth
for the rst few round trips, hindering the complete use of the advantages of MQTT. How-
ever, most existing schemes cannot analyse the security of basic MQTT and lightweight
encryption schemes in low-bandwidth scenarios.

Varghese et al. [252] proposed the Secure Mobile Augmented Reality for Tele-Assistance
(SMART) system, which addresses the security and privacy issues associated with Mobile
Augmented Reality for Tele-Assistance (MART) applications. In SMART frameworks,
Vargase et al. used the Advanced Encryption Standard (AES) algorithm [253] to en-
crypt images before they are transmitted over the network, ensuring that only authorised
users can see images in private areas. However, using AES algorithms in SMART sys-
tems requires a shared key between the encrypted data sent and received. Therefore, it
is challenging to manage the key if the same key is exchanged between the Augmented
Reality (AR) device and the remote server. However, encryption can break down if the
key is compromised or incorrect. Bisne et al. [254] proposed a composite security scheme

of ABE and dynamic S-box AES to provide access control and con dentiality for mes-
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sages exchanged in MQTT-based IoT systems. This composite security framework uses
dynamic S-box AES to make it more di cult for attackers to crack encryption keys and
provides ne-grained access control for MQTT messages. Second, the composite security
framework is scalable and can protect MQTT messages in large-scale 10T deployments.
However, the composite framework is relatively complex and does not provide a strong de-
fence against MitM attacks. Additionally, the dynamic S-box AES a ects communication
performance.

Yerlikaya et al. [255] proposed a security mechanism for authentication and authori-
sation for the MQTT protocol. The mechanism combines user-name/password authen-
tication, Hash-based Message Authentication code (HMAC)-Based One-Time Password
(HOTP), TLS, and AES. Although TLS is a secure transport layer protocol, it cannot
provide con dentiality for authentication and authorisation. Yerlikaya et al. used AES
to encrypt MQTT messages and authenticate and encrypt user identities and authority
credentials. Furthermore, the topic-based authorisation scheme de nes the permission set
for each topic. However, when subject permissions are stored in the broker, the broker is
the single failure point of the topic-based authorisation scheme. If the broker is attacked,
all the permissions for the topic are in danger.

Rhbech et al. [256] proposed an implementation of IoMT based on citizen geoloca-
tion and incorporating Arti cial intelligence (Al)-based facial recognition. Rhbech et
al. proposed an enhanced MQTT protocol called Secure MQTT (S-MQTT). S-MQTT
combines AES and Rivest{Shamir{Adleman (RSA) [257] algorithms for mutual authen-
tication and key exchange. AES encrypts the data exchanged between the devices, while
RSA is used to authenticate the devices and exchange keys. This mechanism ensures that
only authorised devices can communicate and exchange data. However, since S-MQTT
uses symmetric and asymmetric encryption, this can increase the overall communication
overhead for applications with implementation requirements.

Varma et al. [258] discussed MQTT, a lightweight messaging protocol in which pay-
loads are used as drivers for data transmission, in Varma et al. AES is used to encrypt
the MQTT payload. This approach can be applied at the transport or application lay-

ers. Encrypting the payload at the transport layer provides end-to-end security but may
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incur some performance overhead. Encrypting the payload at the application layer is
less secure, but more e cient. However, due to the use of the TLS-based encryption
protocol, this is not lightweight for resource-constrained devices and requires higher com-
putational cost [28]. Furthermore, this scheme lacks access control settings. Shilpa et
al. [259] proposed a Secure and Reliable Messaging Communication (SEC-RMC) protocol
that performs MQTT data transfer with enhanced encryption through Mosquitto [101].

In this study, the session key is encrypted using AES between Mosquitto and the client.
Key exchange is performed using RSA encryption to ensure data con dentiality. The
broker only veri es the topic information with the database and then shares it with the
user.

Although the scheme ensures safe communications, using asymmetric keys for key
exchanges is a signi cant performance burden for resource-constrained devices [260]. Sec-
ond, symmetric encryption also adds overhead because it requires the exchange of session
keys between MQTT brokers and clients.

Most MQTT applications for secure communication explore Advanced Encryption
Standard (AES) [261]. Although AES requires less communication time, it has the major
drawback of high memory consumption, posing signi cant implementation challenges for
resource-limited IoMT devices. lyer et al. [262] evaluated MQTT using SIMON [263]
and SPECK [264] under the MitM attack. They used the lightweight hash function
SPONGENT to support resource-constrained loT devices. SPECK provides a better
security level while consuming minimal battery and memory resources. The primary
limitation of the SIMON and SPECK algorithms is the exclusion of the S-box concept in
the encryption process. Performing operations on both plaintext and ciphertext can be
costly, and it is essential to enhance the confusion property during ciphertext generation,
especially for the loMT environment.

Sadio et al. [265] proposed using the Authenticated Encryption with Associated Data
(AEAD)-CHACHA 20-POLY1305 algorithm to secure restricted node communication
through MQTT/MQTT-SN. The security scheme assumes the presence of a gateway
between the publisher and the broker. The topic data are encrypted and authenticated

successfully using a pre-shared secret key and ChaCha20-Poly1305 AEAD. Although this
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security framework uses a lightweight and e cient algorithm for message exchange and
data encryption between client and server, this security framework is less secure than
other frameworks, such as TLS, and is not widely available. Furthermore, the ChaCha20-
Poly1305 AEAD algorithm must provide a relatively new and adequate proof of security
veri cation. Moreover, they did not evaluate the suitability of other symmetric encryp-
tion algorithms for MQTT communication. However, the ChaCha20-Poly1305 AEAD
fails to ensure strong security against various attacks and introduces high complexity due
to the critical key management structure. Although Sabri et al. [266] demonstrated that
ChaCha20 is well suited for real-time applications in medical 10T devices, it remains chal-
lenging for battery-powered healthcare devices in low-power environments due to energy
e ciency and key management issues.

Bogdanov et al. [267] introduced a PRESENT algorithm, a lightweight structured cryp-
tography protocol adapted to resource-limited network environments. It is a lightweight
symmetric block cypher that o ers better I0oT performance and security trade-o s. How-
ever, the linear functions of the PRESENT key scheduling algorithm are employed to iden-
tify the relationship among round keys, leading to a slow and predictable bit transition.
However, the limited block size and short key lengths of the PRESENT algorithm hinder
its performance in providing security against novel and multiple attacks. Therefore, Im-
dad et al. [268] introduced a PRESENT algorithm based on the Key Schedule Algorithm-
PRESENT (KSA-PRESENT) scheme to solve these issues. The KSA-PRESENT scheme
enhances the randomness and unpredictability of the round key for cryptographic security
by combining the PRESENT-128 packet cypher with a more complex non-linear function

to generate the round key.

Sahmi et al. [269] used the Augmented Password-Authenticated Key Exchange (Aug-
PAKE) and PRESENT algorithms to secure MQTT communications. PRESENT ex-
plores small S-boxes and executes them individually. It needs to balance the confusion
property of secret keys and computational complexity. Moreover, AugPAKE intends to
create a secure key exchange session. However, the long-term session keys exploited by
AugPAKE increase the vulnerability against di erent attacks. Furthermore, it lacks an

evaluation of the suitability of other symmetric encryption algorithms for MQTT com-
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munication in hostile environments, leaving unaddressed security concerns.

The work in [270] presents a Low memORy symmeEtric-key geNerAtion (LORENA)
method incorporating a secret key agreement group protocol for environments in the
Internet of Healthcare Things (loHTs). This protocol e ectively addresses the resource
constraints of healthcare devices and achieves better performance. However, achieving
better security and trade-o s is a critical issue in LORENA.

A secure patient authentication scheme in [271] leveraging symmetric encryption to
protect patient records. While their approach enhanced security, it lacks a detailed per-
formance evaluation against real-time attack scenarios and does not address the scalabil-
ity issue of the proposed authentication mechanism. Symmetrical searchable encryption
in [272] e ciently shares personal health record data with high security. Although this
method improves data con dentiality, it fails to fully address the computational overhead
of resource-constrained 0T devices, raising concerns about its practicality for low-power
medical devices. The work in [273] presents an anonymous patient monitoring system
exploiting wireless medical sensor networks, emphasising security and anonymity. How-
ever, it does not consider real-time threat detection mechanisms and proactive intrusion
prevention strategies, leaving gaps in attack resilience. A lightweight collaborative au-
thentication scheme [274] with key protection for electronic health records. Although this
method reduces computational overhead, it thoroughly fails to explore scalability issues
in large-scale 10T networks, potentially limiting its e ectiveness in broader deployments.

In summary, due to their e ciency, symmetric encryption algorithms such as AES,
PRESENT, and ChaCha20 are well-suited for resource-constrained IoT environments.
However, they pose challenges in secure key management, especially in distributed systems
like lIoMT. To address these concerns, hybrid frameworks and enhanced AES variants (e.g.
dynamic S-box AES) have been explored to provide better security and performance
balance.

Based on previous analysis of di erent security schemes, we can determine that using
symmetrical encryption algorithms to encrypt transmitted information improves secu-
rity in the security framework and completes user authentication. However, traditional

symmetric algorithms applied to security systems have limitations, such as key manage-
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ment [275]. Second, conventional symmetric encryption algorithms may not be suitable for
resource-constrained IoT devices due to higher computational costs [276]. In lightweight
security schemes, symmetric keys cannot be safely stored in resource-constrained devices
because of their limited memory and processing power. Therefore, combining symmetric
encryption algorithms and other security schemes in a security system can improve its

e ciency and security.

3.1.2 Asymmetric Key Cryptography based Solutions

In addition to the symmetric encryption algorithms mentioned above, asymmetric en-
cryption algorithms are also a good choice for security schemes. In security frameworks,
asymmetric encryption algorithms can encrypt messages and establish a secure channel
between MQTT clients and brokers. In addition, asymmetric algorithms can be used for
client authentication. The asymmetric encryption algorithms used in MQTT security sys-
tems include RSA, Elliptic Curve Cryptography (ECC) [277], Di e{Hellman Algorithm
(DHA) [278], and Elliptic-Curve Di e{Hellman (ECDH) [279]. Mektoubi et al. [280]
proposed a new communication method to protect communication through the MQTT

protocol. This method uses ECC for key negotiation and authentication.

In addition, they also compared the RSA cryptographic algorithm and the ECC al-
gorithm in MQTT and analysed the performance of both algorithms in encrypting and
decrypting the communication process. ECC key sizes are much smaller in nite elds
regarding cryptological algorithms, such as RSA. Therefore, ECC is better suited for
resource-constrained devices than RSA. Second, the security of ECC is closely related
to the di culty of Elliptical Curve Di erential Logarithm (ECDLP). If ECDLP is chal-
lenging to solve, then ECC is secure. Furthermore, ECC is much lighter in devices with
resource constraints [281{283]. The work in [284] presents an elliptic curve-based signa-
ture encryption scheme that e ectively combines the functionality of digital signatures
and encryption, reducing computational costs and communication overhead compared to

traditional signature encryption schemes.

To address the issues associated with SSL/TLS in MQTT in traditional approaches,



84 Literature Survey

such as high complexity, Diro et al. [285] proposed a fog computing-based security scheme
that relies on ECC algorithms to provide secure communication for MQTT without com-
promising security. The proposed scheme exchanges secret keys securely using a reduced
number of handshake messages. The ECC algorithm uses short private keys, which re-
duces message sizes compared to other asymmetric cryptographic algorithms. However,
the high computation intensity and complexity in key management in a resource-limited
environment make it perform poorly in terms of delay and energy consumption. However,

it is unclear whether this scheme suits resource-constrained devices with limited resources.
In their paper, Diro et al. analysed the performance of MQTT with the AES scheme fol-
lowing a DoS attack, considering communication and storage overhead and delays. AES

provided a fast response, but it has high memory consumption.

Lohachab et al. [286] also advocated using ECC to provide authentication and com-
munication security for MQTT messages. The proposed authentication mechanism im-
plements security and key management in a secure, e cient, and scalable manner. Using
ECC provides a high level of security, and the key-negotiation protocol protects the shared
keys. The approach is also e cient, as it does not incur more signi cant performance over-
heads. The key negotiation protocol is relatively complex, adding to the overall complexity
of the method. The complexity of key negotiation protocols can increase security, but se-
curity levels can be limited during implementation and deployment. Second, this method
uses Public Key Infrastructure (PKI), meaning the device's public key is stored in a public
directory. This approach allows attackers to obtain public keys from the device and use
them to intercept messages or to imitate legitimate devices. Elgenaidi and Newe [287]
used a hybrid secure key management scheme to achieve security and reliability in Marine

Wireless Sensor Networks (MWSNS).

Elgenaidi et al. used RSA to encrypt and decrypt the newly generated keys. How-
ever, RSA can take longer to run in applications, which can be a limitation in resource-
constrained MWSNSs. Furthermore, the bandwidth of the MWSN network may be lim-
ited, which can seriously a ect its performance if the RSA operation time is shorter.
The authentication scheme in this scenario is based on public-key encryption, which can

be more computationally intensive and vulnerable to replay attacks. Simpli ed security
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mechanisms combined with more e cient encryption algorithms can reduce the required
communication and achieve high performance without sacri cing security, making it more
suitable for resource-constrained MWSNSs.

Sanaa et al. [288] proposed a security scheme for 10T networks based on MQTT and
COAP. This scheme uses ECC to encrypt exchanged messages.ECC is preferred to opti-
mise complexity. The ECC implementation used in this scheme is based on Curve25519.
Curve25519 is a slight elliptical curve that is ideal for lightweight 10T devices. The
Curve25519 implementation in the paper is only 1,280 bytes, which makes it very e cient
to implement on lightweight IoT devices. Second, the sender needs to generate a random
number and encrypt the random number using the receiver's public key in the encryp-
tion process. Using a random number to authenticate the sender prevents replay attacks.
Encrypting the message using the random number and the sender's private key provides
con dentiality. ECC algorithms are lighter than traditional asymmetric algorithms such
as RSA, but more processing power is needed than Improved Ciphertext-Policy Attribute-
Based Encryption (ICP-ABE) [29] algorithms. However, this scheme proposed by Sanaa
et al. is still suitable for resource-constrained loT devices. In terms of security, it cannot
deal with all security threats, such as MitM and DoS attacks.

Yuso et al. [289] used ECC to protect MQTT messages in smart home applications.
ECC is more e cient than traditional public-key encryption algorithms such as RSA and
is suitable for resource-constrained 10T devices such as smart home applications. Yuso
et al. used the RBAC system to authorise access. This method gives each device a role
in determining which operations the device can perform. Then, the scheme encrypts the
message payload using a shared key. The encrypted message load is sent to other devices.
Payload encryption and access authorisation play a key role in the security of MQTT
communications.

Ahmed and Kannan [290] used DHA and ECDH to propose an improved ECDH sys-
tem, enhanced EC-DH (E-ECDH). This system provides lightweight and secure commu-
nication for real-time loT applications. They also used case studies from the medical
industry as research analyses to demonstrate that E-ECDH o ers better performance and

security. Since ECDH uses the X.509 certi cate to authenticate devices, it is vulnerable
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to MitM attacks. As a result, Ahmad et al. used the Hash function to authenticate
exchanged public keys. This approach makes E-ECDH more resistant to MitM attacks.
However, E-ECDH is computationally expensive for devices with resource constraints be-
cause E-ECDH uses elliptical curves as key-exchange protocols. Second, E-ECDH must
use secure channels to exchange public keys, ensuring that public keys are not intercepted
and that safe channels are su ciently secure.

Sowjanya et al. [291] o ered a new lightweight security scheme for IoMT using an
ECC-based security scheme proposed by Li et al. [292], simplifying secret key manage-
ment processes. An introduced disinfectant concept helps sterilise health data blocks and
convert the data blocks into valid data for the disinfection le. Helps to maintain pri-
vate information secrets while remotely performing data integrity audits. However, the
attribute set for access control policies in MQTT frequently varies, leading to recurrent
revocation of keys and increasing control overhead. Furthermore, private channel-based
key transmission is often impractical in MQTT-enabled IOMT environments, resulting in
signi cant security communication challenges.

Zhao et al. [293] developed authentication systems with lightweight security schemes
such as ECC and PRESENT between medical devices and MQTT brokers to address
these security concerns. Due to resource restrictions, greater security with an optimal
key length is required. Minor keys tend to be insecure, while being too long could cause
high-delay communication. Doctors in the healthcare industry use IoMT technology to
investigate patients with COVID-19. This innovative approach enables remote monitoring
and control of medical equipment and data, and allows physicians to monitor patients
and isolate them when necessary. However, ensuring security while satisfying the privacy
of patient data becomes increasingly challenging, especially during pandemics such as
COVID-19 and inuenza A, due to the increased data exchange and frequent access
demands in emerging IoOMT systems [294].

Asymmetric encryption also has authentication functions compared to symmetric
encryption algorithms. In addition, symmetric encryption algorithms provide better
key management security [295, 296]. The work in [297] optimises security for resource-

constrained 0T devices using asymmetric cryptography and blockchain. Despite en-
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hanced security, it fails to evaluate diverse loT platforms, particularly in heterogeneous
network environments with varying resource and security constraints. An IoMT image
cryptosystem based on spatial watermarking and asymmetric encryption in [298] improves
data integrity. However, it did not consider the trade-o between security and processing
latency, which is crucial for time-sensitive healthcare applications.

However, asymmetric encryption algorithms that require high bandwidth and memory
are not always suitable for resource-constrained 10T devices. Thus, choosing the appro-
priate encryption algorithm also requires balancing the relationship between performance
and security, as well as the basic requirements and features of the security scheme.

In contrast, asymmetric encryption methods like ECC and RSA provide robust mech-
anisms for key exchange and authentication. These methods are particularly bene cial
for securing MQTT communication in loT systems. However, their computational over-
head and memory requirements may hinder their applicability in highly constrained en-
vironments. Lightweight adaptations such as Curve25519 and E-ECDH o er promising
alternatives.

While symmetric encryption o ers computational e ciency ideal for real-time health-
care applications, its key distribution challenges remain a signi cant limitation. In con-
trast, asymmetric cryptography improves security and exibility at the cost of greater
resource consumption. Consequently, hybrid models that combine symmetric or asym-
metric and lightweight techniques are increasingly proposed to balance these trade-o s in

[OMT systems.

3.2 Review of Lightweight Cryptography Algorithms

Lightweight cryptographic schemes have recently been adopted to enhance security in
medical 10T environments, where device processing power, memory, and energy are in-
herently limited. However, several studies have reported that these lightweight algorithms
remain vulnerable to various security attacks [299{304]. Numerous reviews have system-
atically compared these lightweight cryptographic algorithms across diverse platforms
and conditions [305{307]. Based on their encryption strategies and the speci c secu-

rity requirements they ful |, these cryptographic solutions can be classi ed as shown in
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Figure 3.2.

Figure 3.2: Classi cation of Lightweight Cryptography Solutions

3.2.1 SSL/TLS Encryption based Solutions

Several studies have implemented TLS to secure MQTT communications [308]. The
strength of this approach lies in its ability to ensure robust security, ease of implemen-
tation, and compatibility with a wide range of systems. Secure Sockets Layer/Transport
Layer Security (SSL/TLS) o ers a comprehensive security framework that supports en-
cryption, authentication, con dentiality, and integrity, thus mitigating various MQTT-
related attacks.

Kannojia et al. [309] proposed a benchmark comparing di erent TLS cypher suites,
including Elliptic Curve Di e-Hellman Ephemeral (ECDHE)-Elliptic Curve Digital Sig-
nature Algorithm (ECDSA) and RSA. Their results indicated that the ECDHE-ECDSA
cypher suite signi cantly outperformed RSA in Ubuntu environments.

Li et al. [310] introduced a lightweight secure transport protocol known as Lightweight
Transport-Layer Security Protocol (iTLS), extending the work in [311]. iTLS enables se-
cure data transmission from the client during the rst communication round by dynami-
cally generating early keys associated with di erent identities. This mechanism maintains
a high level of secrecy and facilitates implicit mutual authentication without relying on

certi cates. By eliminating additional round trips, ITLS signi cantly reduces communi-
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cation latency and overhead. It also utilises ephemeral secret tickets obtained from prior
connections to generate ephemeral server keys, thereby supporting complete forward se-
crecy. iTLS is fully compatible with TLS 1.3 and can be easily converted to a DTLS
version.

The study in [30] implements SSL/TLS security in MQTT-enabled loT applications,
evaluating its performance on a typical 0T testbed comprising Raspberry Pi 4 and ESP32
nodes. The research primarily analyses the impact of SSL/TLS on energy consumption,
computational overhead, complexity, and storage requirements. The results reveal that
TLS-enabled nodes consume approximately 25% more battery than their non-TLS coun-
terparts.

Kumar et al. [312] investigated using SSL/TLS certi cates to protect systems from
common web vulnerabilities. SSL/TLS certi cates were shown to protect sensitive infor-
mation, prevent unauthorised access, and mitigate accidental and malicious attacks. The
study outlines procedures for obtaining, installing, and con guring SSL/TLS certi cates
on web servers, emphasising HTTPS deployment to protect sensitive data. Additional
security strategies were also incorporated, such as strong password policies and defence
mechanisms against attacks like Structured Query Language (SQL) injection and cross-
site scripting (XSS). Furthermore, they found that integrating SSL/TLS with HTTP
Strict Transport Security (HSTS) improves overall system security. Perugini et al. [313]
proposed extensions to the TLS 1.3 handshake to support two new Self-Sovereign ldentity
(SSI) authentication modes tailored for loT systems.

Kumar [314] highlighted the need for lightweight cryptographic implementations that
balance security with performance in resource-constrained devices. The study identi es
challenges in e cient key management and scalability, particularly for large-scale 10T de-
ployments. A comprehensive survey by Al-Turjman [315] underscored the absence of stan-
dardised frameworks for integrating post-quantum cryptography into current TLS/SSL
protocols, an important consideration for future-proo ng the healthcare 10T against quan-
tum computing threats. Sharma et al. [316] compared TLS 1.3 and TLS 1.2, highlighting
the bene ts of the former in terms of reduced handshake time and improved energy e -

ciency. However, the study also notes limited research into the compatibility of TLS 1.3
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with legacy healthcare 10T devices. Importantly, these studies do not adequately explore
the trade-o s between security overhead and real-time data transmission requirements in
healthcare applications.

Although traditional security approaches such as TLS [228, 317, 318] o er adequate
protection for MQTT communication, ease of implementation and system interconnec-
tivity remain essential. Nevertheless, SSL/TLS-based security solutions often impose
substantial resource demands. The overhead associated with handshake operations and
the complexity of certi cate management make TLS suboptimal for resource-limited I0T
devices using MQTT [28]. Although iTLS bene ts from previous key establishment strate-
gies, conventional TLS implementations involve multiple handshake stages and frequent
cryptographic computations, leading to increased latency and communication overhead,
particularly concerning for time-sensitive healthcare applications. Furthermore, message
size increases due to encryption, potentially impacting network bandwidth usage and

e ciency.

3.2.2 Authentication-based Solutions

Implementing lightweight encryption authentication schemes within MQTT has emerged
as a viable approach to mitigate the performance constraints of traditional security frame-
works in 0T environments.

Seker et al. [319] developed a role-based Mutual Authentication and Authorisation
Scheme (MARAS) for lightweight loT applications. MARAS provides access to topics
and client publish or subscribe permissions through the Open Authorisation 2.0 (OAuth
2.0) protocol. However, MARAS uses multiple security schemes to protect data con den-
tiality, integrity, and availability in lightweight 0T applications. However, since MARAS
uses a central key management system, it can lead to the possibility that all keys are
compromised when the central key management system is attacked. Second, using a
trusted third party to manage keys also carries the risk of compromising keys. Heartbeat

recognition with authentication is emerging due to the reliable modality [320].

A promising biometric trait is the recognition of heartbeats that precisely capture
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cardiac gestures using non-invasive measurement strategies, such as Electrocardiogram
(ECG), Seismocardiogram (SCG), Photoplethysmogram (PPG), and Phonocardiogram
(PCG). These signals are measured from the body surface of the individuals. These
signals re ect factors of sympathetic and parasympathetic interaction within the body of
humans [321]. It is very complex and challenging to control or modify ngerprints and
faces, the heart waveform in conventional biometric traits, which is highly possible in
heartbeat recognition. Conventional certi cate-based authentication strategies are heavy

in resource-limited 10T. An identity-based authentication scheme allows devices to exploit

the identity of users as a public key and generates a private key [322].

A group-based authentication scheme in [323] involves access requests generated from
multiple devices with limited resources on the Internet of Things. Group authentication
schemes allow multiple users or devices to establish a shared key, resulting in minimal
overhead [323{325]. Users or devices within a group can encrypt and decrypt the infor-
mation using a shared key while ensuring security [326]. The group shared key has two
steps: generating and distributing the pre-shared and nal key [327]. Dynamic joining
and exit processes in this group authentication can minimise the cost by enabling users

to switch among various [328].

Alshahrani and Traore [329] developed a lightweight and reliable mutual authentica-
tion scheme for smart home IoT environments through cumulative keyed hash chains.
It helps authenticate the sender's identity using an incremental key hash chain. This
work validates the suggested security scheme using the Burrows-Abadi-Needham logic.
However, it fails to secure the MQTT communication as the MQTT broker does not im-
plement the TLS mechanism, leaving loMT-related critical vulnerabilities. Haripriya et
al. [330] demonstrated this problem in their research: they proposed a lightweight Intru-
sion Detection System (IDS) to analyse the scheme proposed in [329], which is vulnerable
to a spoo ng attack. Haripriya et al. also demonstrated the security shortcomings of
MQTT brokers that do not implement TLS, particularly in lIoMT environments. MQTT
with a cumulative key hash fails to di erentiate standard message packets from spoof
messages. Therefore, an attacker can access the MQTT client information. In addition,

the vulnerability of the TCP layer, such as SYN ooding, motivates the attackers to inter-
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cept communications between publishers and subscribers, constructing several half-open
TCP sessions. This open session exposes serious IoOMT security risks by compromising
data integrity and network stability. It has unnecessarily depleted broker resources [331].
Thus, developing a robust security framework with less complexity is essential and highly
suitable for tiny IoMT devices. This approach is crucial to accomplishing the essentials
of balanced security with the operational constraints of small-scale devices.

In addition, group-based authentication is highly suitable for distributed and scalable
healthcare 10T. Technological breakthroughs bring an emergency in biometric determi-
nation [332]. This technique uses biometric sensors, such as ngerprint scanners, voice
recognition, facial recognition cameras, and microphones, to collect biometric informa-
tion [333]. Biometric-based authentication strategies are highly e ective when conven-
tional password-based authentication is impractical or less secure [334,335]. An improved
lightweight user authentication scheme [336] has been proposed to ensure security in the
Internet of Medical Things. However, biometric authentication poses privacy concerns
and requires high initial costs for deployment [337]. It is more vulnerable to spoo ng
attacks that damage the entire system.

Haleh et al. [338] proposed a small scheme for loMT, a lightweight authentication and
key management model to balance secure communication and resource utilisation. How-
ever, challenges to handling security without overburdening the capabilities of constrained
IoOMT devices continue to be overcome. Slight has improved the LACO model [339] by
incorporating measures that notably reduce computational overhead and strengthen coun-
termeasures against loMT security attacks that are malicious sensor and server emulation.
However, a greater degree of optimisation is crucial to adopting these measures completely
for resource-limited IoMT scenarios.

A multi-factor authentication scheme [340] for loT-based healthcare services, improv-
ing security against impersonation and replay attacks. However, their approach lacked an
in-depth evaluation of computational overhead and its impact on resource-limited medical
devices. The work in [341] proposes an improved ECC-based authentication and encryp-
tion framework for medical sensor data from IoT. It demonstrates enhanced security and

e ciency. However, it lacks scalability for large-scale healthcare 10T environments com-
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prising emerging threats. A secure three-factor authentication scheme [342] leveraging
loT-enabled devices for healthcare applications. While their solution strengthened secu-
rity by integrating biometric authentication, the energy consumption of IoT devices under

this scheme remained unexplored.

A lightweight and anonymity-preserving user authentication scheme was developed in
[343] for H-IoT. Their method e ectively reduced authentication delays, but the system's
robustness against emerging cyber threats was not extensively analysed. A secure and
e cient authentication and authorisation architecture using smart gateways in the H-

IoT has been proposed in [344]. Their model enhanced secure data access and reduced
latency, yet it lacked a comparative analysis with contemporary SSL/TLS encryption-

based security frameworks.

3.2.3 Con dentiality-based Solutions

Data con dentiality-based solutions ensure that authorised users can only access the data,
protecting against unauthorised access and information disclosure. Attribute-Based En-
cryption (ABE) are widely used to ensure data con dentiality [345].

Mendoza-Cardenas et al. [346] proposed a security framework that uses CP-ABE en-
cryption to protect MQTT-based loT applications. The framework uses CP-ABE to
encrypt data sent over the MQTT network. The encryption key is associated with at-
tributes; only a user with the correct attributes can decrypt the data. Although this
scheme ensures data authorisation and con dentiality, the CP-ABE encryption scheme
requires multiple cryptographic operations. This approach leads to high computational
costs, especially on resource-constrained devices like the Raspberry Pi. Using smaller key
hierarchies or more e cient key-exchange protocols can reduce the load and performance
overhead of the system application.

Xiao et al. [347] proposed an loT security architecture based on the Triple Data
encryption standard-Rivest Cipher 4 (3DES-RC4) hybrid secure encryption algorithm
while communicating instantly based on the MQTT protocol. The main objective of this

security framework is to protect sensitive information about students from unauthorised
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access. This solution uses encryption techniques such as 3DES-RC4 to ensure data is in
transit and at rest. The authorisation framework improves the exibility and security of

the security framework by using the combination of RBAC and ABAC. In the university
mental health education system, system administrators de ne user and authorisation roles
based on di erent attributes. However, since the system uses RC4 encryption, the RC4
algorithm is vulnerable to security attacks [348]. Second, the system should be equipped

with an audit mechanism to detect any vulnerabilities in the system.

A Privacy Protector [349] is a privacy-preserving data collection framework for 1oT-
based healthcare systems. It exploits encryption and di erential privacy techniques to
safeguard patient data. However, the study did not assess computational overhead and
scalability in real-time healthcare settings. An optimised security strategy [350] for 10T
devices focusing on con dential healthcare data exchange. Incorporate advanced cryp-
tographic techniques to ensure secure communication. Despite its e ectiveness, it lacks
an in-depth analysis of energy e ciency and latency, critical factors in real-time patient
monitoring systems. The work in [351] is an loT-based anonymous function to enhance
security and privacy in healthcare sensor networks. Speci cally, it focuses on anonymis-
ing patient identities while ensuring secure data transmission. However, it lacks strong

security against emerging threats.

3.2.4 Hybrid Solutions

MQTT uses many other approaches to secure communication, except the three encryp-
tion algorithms mentioned above; for example, blockchain technology is often used to
implement a secure MQTT framework. Refaey et al. [352] proposed a security frame-
work based on the MQTT protocol, based on the Symmetric Key Distribution Protocol
(SDP) [353], which provided many security features such as privacy, data encryption, and
message authentication. Password login methods prevent attackers from attempting to
access the end device by changing the login credentials. However, the framework has
some limitations. For example, the authentication credentials depend on the SDP con-

troller, which acts as a trusted third party and a ects the whole framework when the
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controller is compromised. Compared to our proposed ICP-ABE framework, which is
proposed in Chapter 7, the SDP scheme lacks a user privacy protection mechanism. The
SDP framework requires a shared key to be shared between publishers and subscribers
so that subscribers can receive the publisher's authentication information. It means that

publishers cannot anonymise themselves to protect their privacy.

Hamad et al. [354] proposed a security framework for I0T applications based on the
Pub/Sub communication model. Secure End-to-End MQTT (SEEMQTT) is e cient,
lightweight and suitable for resource-constrained IoT devices. SEEMQTT is designed to
split keys into multiple parts and store them in di erent key stores. The key management
of SEEMQTT is based on secret sharing and delegation of trust. Identity-Based Encryp-
tion (IBE) can be implemented in SEEMQTT by generating password keys using Trusted
Third-Party (TTP) encryption technology [355], creating public keys for each subscriber
and keeping private keys corresponding to those keys. The publisher encrypts the mes-
sage with the subscriber's public key, and the subscriber decrypts the message using the
private key. Although IBE provides a higher level of security, TTP must be trusted. Fur-
thermore, the security of SEEMQTT is not as exible as other security frameworks. For
example, shares cannot be withdrawn once issued. If the KeyStore is updated, it will be

compromised if the shares are compromised.

Fan et al. [356] proposed an MQTT encryption scheme based on hierarchical identity
encryption called MQHIBE. Hierarchical ID-Based Encryption (HIBE) is an Identity-
Based Encryption (IBE) that allows the assignment of encryption keys. In MQHIBE, the
hierarchy of encryption keys is represented by a unique public key and several private
keys for each user that can be used to decrypt encrypted messages using the public keys
of the ancestors of the hierarchy. The main drawback of this scheme is the signi cant
issues of escrow and forward secrecy. The trusted third party that generates the HIBE
encryption keys holds the master key. Trusted third parties can decrypt all encrypted
messages using HIBE. If a trusted third party is compromised, HIBE can be vulnerable
to attacks. Second, if a master key is compromised, all messages encrypted in the past
can be decrypted. Buccafurri and Romolo [357] proposed a blockchain-based security

framework for resource-constrained devices. This framework uses blockchain and One-
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Time Password (OTP)s to authenticate clients who want to connect to the broker.

Speci cally, when a client wants to connect to the broker, it should rst send a con-
nection request to the broker. Then, the broker uses blockchain technology to verify the
client's OTP, and if the OTP is valid, the broker con rms that the client can connect.
There are many advantages to using blockchain technology for authentication. For ex-
ample, the OTP is a one-time code from a trusted third party that cannot be tampered
with. Second, the distributed structure of the blockchain makes it less prone to single
points of failure. However, we must consider factors such as the size of the blockchain, the
number of communications, and the bandwidth of the device before designing a security
framework because all of these factors will a ect the performance and communication

conditions of the device.

Noguchi et al. [358] proposed a lightweight and secure key sharing system based on a
secret sharing scheme for resource-constrained loT devices. The system uses a threshold
secret sharing scheme (k, n) to share secret keys among loT devices. The (k, n) threshold
secret sharing scheme allows one to share a secret among n participants so that any k
of the n participants can reconstruct the secret, but fewer than k participants cannot.
Since secret sharing is small, the scheme is well-suited for resource-constrained devices.
However, the key-sharing system is vulnerable to internal attacks because it requires a
central server to store and manage secret sharing, which can lead to a single point of

failure.

The work in [359] proposes a novel hybrid encryption method for securing healthcare
data in loT-enabled infrastructures. It integrates lightweight cryptographic techniques
to balance security and e ciency. However, it fails to analyse its impact on resource-
constrained loT devices and real-time performance evaluations. An optimised hybrid
encryption framework in [360] tailored for smart home healthcare applications. Improve
data con dentiality and security while ensuring optimised computational e ciency. How-
ever, it extensively addresses key management complexities and scalability in large-scale

loT healthcare networks.
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3.3 Comparative Analysis of MQTT Security Solu-

tions

The review, particularly the comparative analysis of security solutions discussed in Table

3.1, has advantages and limitations in both cryptography and security requirements.

Table 3.1: Comparison Table of Related Works.
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3.4 Current Lightweight Security Solutions

The constantly evolving lIoT system increases the demand for lightweight and robust secu-
rity solutions compatible with devices that are limited in resources. MQTT is the widely
exploited lIoT protocol, and conventional, standard and robust cryptographic solutions are
unsuitable for 10T environments due to resource-intensive operations [361]. Hence, there
is a crucial need for lightweight security solutions, as they can rectify MQTT security
problems with a minimum level of resource consumption [362].

This lightweight encryption strategy o ers the device or user a secure way to estab-
lish communication among MQTT clients and the server. This lightweight algorithm
protects 10T devices from eavesdropping and interception in an MQTT session. Several
lightweight cryptography solutions are available [363], broadly classi ed as asymmetric
and symmetric [364]. Asymmetric key cryptography strategies utilise di erent keys for
the encryption and decryption of messages, whereas symmetric algorithms exploit simi-
lar keys. Symmetric key cryptography algorithms have a higher operating speed and a
lower cost, which is more bene cial in resource-limited real-time loT applications than
asymmetric key cryptography strategies.

However, they incur complexity regarding key management due to providing di erent
key pairs to 10T users. The performance of a symmetric key algorithm only depends

on the particular types and requirements of the applications, such as the mandatory
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level of security, the availability of resources from loT devices, and the compatibility
with the exploited MQTT implementation. It is crucial to carefully evaluate the available
options to select an algorithm that o ers the required security level with minimum resource
consumption. Selecting lightweight symmetric key solutions based on application type and
requirements is an excellent choice to improve security and e ciency.

In a study by Vaccari et al. [365], the performance of MQTT was analysed during
a DoS attack communication model. The authors propose a slow-DoS attack known as
SlowTT, which exploits vulnerabilities in MQTT con guration parameters and packet
vulnerabilities. SlowTT can stay connected to the client for a long time and perform
attacks on the 10T environment. The execution of SlowTT is related to the fact that
MQTT lacks a built-in security authentication mechanism and the security speci cation
of the MQTT proxy, indicating the need for more advanced security mechanisms to main-
tain secure communication in MQTT. Ahamed et al. [366] analysed the performance of
MQTT in the presence of DoS attacks on the network and used AES for security con g-
uration. Their scheme, which employs the Advanced Encryption Standard with 256-bit
Key Size (AES-256) and SHA-256 Secure Hash Algorithm 256-bit (SHA-256) algorithms,
demonstrated fast response times and fewer computational operations. However, it also
consumed more memory than schemes based on Rivest{Shamir{Adleman (RSA) and DES
algorithms. Although the study evaluated AES with various key sizes, it did not consider
loT-speci ¢ information, such as network nodes and tra c levels. Therefore, evaluating
di erent cryptographic algorithms in various I0oT scenarios is crucial to determining the
most suitable scheme for MQTT.

Salim et al. [367] proposed a Lightweight Key Agreement (LKA) scheme to perform
secure and e cient authentication with low power consumption and communication over-
head in resource-constrained e-health systems. The scheme uses an edge network key
manager to generate keys for authentication certi cates, thereby reducing communication
cost and latency between wearable medical devices. However, although the LKA scheme
evaluates and analyses some performance indicators, it lacks a comprehensive security
analysis of various attack vectors (such as replay attacks and/or MitM attacks). Sec-

ondly, there is no discussion of scalability in large-scale deployments, which is critical for
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widespread adoption in healthcare systems.

Besides, many existing models lack a compelling comparative analysis of the lightweight
protocols in MQTT in theory and simulation. Therefore, our work aims to evaluate the se-
curity performance of MQTT against DoS and MitM attacks on resource-constrained 10T
devices using various lightweight symmetric key security protocols. Table 3.2 compares

various lightweight security schemes with their advantages and limitations.

Table 3.2: Existing MQTT Security Algorithms with Advantages and Limitations.

Scheme Description Advantages Limitations
Aims to evaluate
[250] Assists in  proving|lt analyses symmet-
cryptographic  algo-
Lightweight the suitability of |ric key cryptography
rithms to analyse
cryptogra- symmetric key al-|on loT platforms, but
their suitability
phy proto- gorithms over 10T |the protocols are not
for dierent loT
cols survey scenarios. speci ed.
platforms.
Analyses the MQTT
Reduces the packetBandwidth util-
[251] |with  quick UDP
processing cost andisation problems
QUIC based |internet connec-
delay with improved|and high energy|
MQTT tions and improves
performance. consumption.
security.
Lightweight encryp-
[262] SI- Low bat- [ No S-box, costly
tion algorithms evalu-
MON and tery/memory usage,|plaintext/ciphertext
ated under MitM at-
SPECK decent security. operations.
tack.
Proposed a

[265] | lightweight secu-| It is high-performing

ChaCha20- |rity scheme based onand provides dual Less secure and com

Poly1305 ChaCha20-Poly1305| authentication and |plex to implement.
AEAD AEAD Algorithm for |encryption.

MQTT/MQTT-SN.

Continued on next page
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Table 3.2 { continued from previous page
Scheme Description Advantages Limitations
Designed a
[267] Minimum level of se-|Lack of  security
lightweight struc-
PRESENT- curity and high per- |against the latest
tured cryptography
MQTT formance. attacks.
protocol.
Scheduling-based Enhanced secur
[268] KSA- High complexity and
PRESENT algo-|rity reduces the
PRESENT overhead.
rithm. avalanche e ect.
Vulnerable long-term
[269] Aug- |Attribute-based ac-
Small S-box, securekeys, lacks evalua
PAKE and |cess control with
session creation. tion in hostile envi-
PRESENT multiple authorities.
ronments.
Poor  performance,

[280] | Presented ECC-

high delay and
MQTT- based security with-| Medium security.

increased energy
RSA-ECC out key revocation.

consumption.

[291] |Lightweight ECC |Simplied key man- | Frequent key revoca-
ECC-Based |Scheme with disinfeciagement,  privacy-|tion, impractical key
Scheme tion concept. preserving. transmission.

[293] Balanced  security| Key length trade-o s,

Authentication  sys-

ECC  with with lightweight |privacy challenges in
tem for IoMT.

PRESENT design. pandemics.

[307] |Aims to evaluate the|Energy and memory-|Lacking to analyse
MQTT per- |performance of di er- |based analysis assisthe algorithm perfor-
formance ent lightweight algo- |in the selection offmance against DoS
evaluation rithms. suitable algorithms. |and MitM.

High security, easy|Increases complexity
Implements TLS-
[308] to implement, and |high energy consump;
based MQTT pro-
TLS-based easily integrated| tion, and high over-
tocols for security
MQTT with existing infras- |head due to TLS
enhancement.
tructures. handshaking.
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Table 3.2 { continue

d from previous page

Scheme Description Advantages Limitations
Mutual authenti- | Sender authenti-
[329] Keyed No TLS, vulnerable
cation using hash|cation, BAN logic
Hash Chains to spoo ng [330].
chains. validation.
Lightweight authenti- |Reduced overhead,Needs further optimi-
[338] LACO
Model cation and key man-|defence againstsation for constrained
ode
agement. attacks. devices.
To analyse AES-
[366] Fast response andConsumes high band
based MQTT perfor-
AES-based fewer computational| width resources and
mance under the DoS
MQTT | operations. energy.
attack scenario.
Aims to attain se-
[366] AES- Secure MQTT
cure MQTT data
256-based data  transmission|High overhead and
transmission by us-
MQTT through a three-layer| computational cost.
ing AES-256 and
security security model.
SHA-256.
Improves the
[317] Not t for provid-
Intends to utilise the |authentication-
TLS-based ing security in the
TLS authentication |related security
MQTT au- client-server commu-

for MQTT security.

issues for hardware

thentication nication.
applications.
[285] | Proposed a
High computational
Lightweight lightweight  scheme
High security. cost of encryption al-
ECC-based |with authentication
gorithms.
MQTT and key management
LKA-based authenti-
cation scheme usesReduced operation
the network key man-|time for key gen-|Lack of scalabil-
[367] LKA
ager on the edge tgeration and lower|ity and  security
Scheme
build keys for each|communication evaluation.

device for device vali-

dation.

costs.
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3.4.1 Advantages of Lightweight Cryptography

Signi cant advantages of the lightweight cryptography strategies currently available lie
in their ability to o er adequate security levels without consuming large amounts of
resources, maintaining low latency and ensuring high-performance e ciency [368]. This
capability makes lightweight solutions particularly well-suited for the growing MQTT-
enabled IoT landscape. The increasing demand for secure, e ective, and cost-reduced
solutions has heightened the need for lightweight symmetric key cryptography, which is
increasingly critical to ensuring modern 10T security.

E cient Resource Utilisation [302]: The design of lightweight cryptographic so-
lutions enables them to operate with less computational resources, memory, and energy
consumption. This property makes them ideal for resource-constrained IoT Sensor, Radio-
Frequency Identi cation Tags (RFID), Implants, and Wearable.

Low Latency [369]: Optimised lightweight design ensures low latency in security
provisioning. This lightweight security is essential in time-critical applications, such as
real-time data exchange and diagnosis in Healthcare 4.0.

Strengthen Adequate Security Level [302]: Lightweight cryptography solutions
can provide an adequate level of security su cient to protect messages and information
in resource-limited loT-enabled application environments.

Performance Enhancement for Small Data Sizes [370]: Several lightweight
cryptography algorithms are optimised for small data sizes in general 10T applications.
The lightweight key designs of these algorithms boost the speed of encryption and de-
cryption, making them more e ective for healthcare 10T scenarios, especially in critical
patient monitoring.

Cost-E ectiveness [371]: By minimising the need for powerful hardware and exten-
sive computational resources, lightweight cryptographic strategies can minimise the cost
of IoT system deployment. This approach bene ts the healthcare industry, which seeks
to implement security with existing infrastructure at low costs.

Ease of Integration [370]: The simplicity property of lightweight cryptography

strategies allows easier integration into existing infrastructure without requiring high cost.
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Their modular design means that they can be easily integrated into various available

hardware and software platforms without extensive modi cation.

3.4.2 Shortcomings of the Lightweight cryptography

Although current lightweight cryptography solutions o er numerous bene ts, their per-
formance is limited in di erent aspects discussed below [372].

Limited Scalability [373]: Innumerable interconnected I0T devices evolve day by
day. Here, it is vital for scalable and lightweight security solutions. Many lightweight
cryptographic solutions are not scalable, particularly in MQTT-enabled Healthcare 4.0.
The growing number of devices demands high computational power and energy, poten-
tially overwhelming the entire 10T system.

Balancing Security and Performance [370]: Conventional lightweight solutions
fail to balance security strength and performance e ciency, an ongoing challenge. Gen-
erally, the design of lightweight cryptographic solutions sacri ces the security level to
a minimum to achieve high speed and less resource consumption, making the system
vulnerable to emerging threats.

The Trade-o between Computation Cost and E ciency [370]: In lightweight
cryptography-based solutions, the primary intention is to reduce the computation cost to
t devices with restricted resources. However, shrinking computation costs frequently
means using more straightforward solutions or algorithms, which can potentially weaken
the security and performance of MQTT communication.

Integration with Existing Systems [374]: Although the design of lightweight
cryptography is simple, integrating these solutions with traditional infrastructure poses
di erent compatibility challenges. However, this integration is pivotal to ensure backwards
compatibility and make deployment easy.

Adaptive Security Solutions [375]: Current lightweight security strategies often
pose adaptability issues, and it is essential to respond quickly to evolving threats in
dynamic healthcare 10T environments. The capability of adjusting security safeguards in

real-time, according to the context of threats, is an active area for further exploration.
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Comprehensive Evaluation Metrics [376]: The lightweight cryptography solu-
tions lack standardised evaluation metrics, including security and e ciency, resource con-
sumption, delay, and scalability. This process makes it tedious to evaluate and compare
the e ectiveness of various algorithms.

Privacy Preservation [376, 377]: It is overlooked to ensure privacy in lightweight
cryptographic solutions, especially in healthcare IoT environments where sensitive infor-
mation is frequently transmitted. Privacy-preserving strategies are crucial for lightweight

security solutions without extra overhead.

3.5 General Research Gaps in MQTT Security and

Discussion

In Sections 3.1 to 3.4, we discuss existing security schemes from several aspects, including
the trade-o s between symmetric and asymmetric encryption schemes, TLS overhead and
limitations, general issues in lightweight encryption schemes, and implementation limita-
tions in the I0T/IoMT. Based on the previous review, this section outlines the general
research gaps in the security of MQTT-enabled 10T and Healthcare 4.0 environments. We

nd several common issues below.

" Symmetric encryption limitations: In MQTT-driven healthcare 10T systems,
most of the existing security solutions exploit symmetric key cryptography or lightweight
encryption owing to resource constraints of tiny devices. At the same time, only
a few include asymmetric solutions due to their high computational demands de-
spite o ering strong security [368,378]. Although lightweight encryption guarantees
adequate e ciency, it remains vulnerable to attacks such as MitM. This escalates
concerns about the limitations of current solutions in protecting sensitive healthcare
data and underlines the critical gap in ensuring end-to-end data con dentiality and
integrity. Hence, it is necessary to examine the performance and resilience of current
lightweight cryptographic algorithms under di erent attack scenarios to develop the
most suitable security solutions for Healthcare IoT.

" TLS and hybrid encryption challenges: Many solutions use TLS to provide
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strong encryption to consider transmission security, but are too resource-intensive
for low-power devices, failing to balance e ciency with con dentiality, especially

in time-sensitive applications such as Healthcare [299]. In addition, the high com-
putational complexity or energy consumption of these conventional solutions does
not comply with the lightweight nature of the MQTT protocol. Providing end-to-
end security in MQTT-based data transmissions through lightweight cryptography
solutions is crucial to seamlessly enhancing IoT performance.

Insu cient key management: Key exchange and key management mechanisms
are also essential components of MQTT security systems and allow communica-
tion devices to establish shared keys that can be used to encrypt and decrypt mes-
sages [379,380]. However, conventional solutions like CP-ABE-based authentication
schemes are highly resource-intensive and struggle with scalability problems when
the number of attributes grows. They are also absent to facilitate e cient key
management and self-key revocation strategies, leaving MQTT-enabled healthcare
loT systems vulnerable to key compromise. In addition, the exploitation of digi-
tal certi cates or biometric data increases privacy concerns, and most conventional
solutions overlook authentication on the publisher side. These gaps highlight the
demand for a lightweight, scalable, and CP-ABE-enabled authentication solution
with dynamic key management tailored for healthcare 10T systems.

High computational complexity in CP-ABE: While CP-ABE provides ne-
grained access control by enforcing encryption policies over user attributes, its per-
formance degrades signi cantly as the number and complexity of attributes increase.
CP-ABE is challenging to implement in resource-constrained loT devices standard
in Healthcare 4.0.

Authorisation and access control mechanisms: Authorisation and access con-
trol mechanisms allow users to authenticate before using a device for communication
connections to verify that the user has the right permissions. Traditional access con-
trol models such as RBAC are also unsuitable for resource-constrained 10T devices
common in Healthcare 4.0 [381], as they require a central authority to manage

role hierarchies and permissions, adding communication and processing overhead.
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In lightweight schemes, the central authority that manages roles and authorisa-
tion cannot allocate too many resources to network tracking devices. For example,
granting publish permissions for speci ¢ MQTT topics becomes ine cient when re-
lying on role-based structures that do not scale well in lightweight or decentralised
systems [382]. Therefore, resource-e cient and scalable authorisation solutions are

necessary to support secure data exchange in loT-enabled medical applications.

" Limited scalability and adaptability: Many solutions consider transmission se-
curity, but ignore the consideration of multiple requirements regarding con dential-
ity, integrity, and authentication. Most solutions do not scale well or adapt well to
varying device capabilities and network conditions, which are common in Healthcare
4.0 [299]. In addition, the high computational complexity or energy consumption
of these conventional solutions does not comply with the lightweight nature of the
MQTT protocol. Providing end-to-end security in MQTT-based data transmissions
through lightweight cryptography solutions is crucial to seamlessly enhancing IoT

performance.

3.5.1 Summary

Although researchers have proposed numerous general cryptographic strategies, many
fall short in constrained environments like Healthcare 4.0 due to performance overhead,
in exible key management, and lack of simulation validation. These issues highlight the
need for more lightweight and adaptive security schemes, especially those supporting real-
time control, e cient encryption, and ne-grained access control, while feasible in real-
world MQTT deployments. In addition, a detailed analysis of the performance of various
MQTT lightweight cryptography algorithms under various scenarios is crucial to choosing

a more e cient security algorithm to meet the application's speci ¢ requirements, network
conditions, and the security needs of the IoT environment. Therefore, a comprehensive
analysis of the performance of di erent symmetric key cryptography algorithms for MQTT

is essential for di erent networks and attack scenarios.
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3.6 Related Work on Lightweight and Attribute-Based
Encryption Schemes for MQTT and IoMT

The proliferation of the IoMT has revolutionised healthcare systems, enabling real-time
monitoring, remote diagnostics, and the management of Electronic Health Records (EHRS).
However, the sensitive nature of medical data demands rigorous security and access con-
trol mechanisms. Traditional access control models such as RBAC and ABAC often fail
in dynamic, decentralised, and resource-constrained environments typical of IoMT. To
address these limitations, ABE has emerged as a powerful cryptographic tool that sup-
ports ne-grained, scalable, and secure data access. This section explores lightweight
and ABE's MQTT frameworks applications within healthcare and 10MT, evaluates per-
formance trade-o s and implementation challenges in constrained devices, and contrasts

ABE with traditional access control frameworks.

3.6.1 Applications of lightweight and ABE in Healthcare and

loMT Environments

Many conventional solutions like [383] rely on ABE algorithms instead of complex security
schemes. For example, Mendoza-Cardenas et al. [346] intended to evaluate the perfor-
mance of MQTT with CP-ABE and its adoption in an IoT environment. Wang et al. [384]
developed a Dual Policy Attribute-Based Encryption model (DP-ABE) that allows two
access control strategies and ensures high security in cloud scenarios. Hence, enabling
more nuanced permissions in cloud-integrated IoT architectures. However, it increases
the computational cost and overhead in the network.

While DP-ABE provides a promising direction for improving granular control and
adaptability in data-sharing scenarios, its integration into resource-constrained IoMT en-
vironments reveals substantial limitations. For example, using multiple policies inherently
increases computational complexity, particularly during the encryption, decryption, and
key generation phases. This limitation poses a signi cant challenge for low-power medical

devices, such as wearable sensors, implants, and mobile health monitors, where energy ef-
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ciency and response time are critical to system viability. Additionally, DP-ABE schemes

typically rely on more intensive cryptographic operations, often requiring pairing-based
cryptography and complex key structures, increasing latency in data transactions. For
critical loMT operations, such as patient monitoring in real time, such delays could be
detrimental to the e ectiveness and safety of the system.

Elbanna [385] developed a secure MQTT scheme based on attribute access control
supporting CP-ABE using improved ABE and chaotic synchronisation. It allows Trusted
Authority (TA) to handle user credentials e ciently. However, it meets single-point failure
iIssues in many scenarios. However, additional schemes in ABE-based MQTT may need
to be better suited for devices with limited resources. Existing security schemes focus
on either communication security or computational overhead. Finally, CP-ABE-based
security schemes could be more e cient for large-scale 10T applications. However, the
number of attributes increases the key size and resource consumption, which are unsuitable
for resource-constrained IoT devices. Therefore, a lightweight authentication scheme for
MQTT should be designed without sacri cing privacy and scalability while minimising
computational overhead and cost.

Compared to high-complexity security schemes, the CP-ABE scheme is widely used
among lightweight 10T devices [386]. However, it generally requires longer secret keys that
increase the key length proportionally according to the number of involved attributes.
This approach incurs higher computational overhead and demands large storage, posing
vital implementation challenges in resource-constrained IoMT devices. Ling et al. [386]
introduced a multi-authority CP-ABE framework to improve key management and policy
enforcement. Implemented multiple authorities in place of a single attribute authority to
enhance the security of MQTT. Although it improves the security of MQTT communica-
tions, this approach is unsuitable for devices with limited resources. In the multi-authority
environment, limited randomness permits malicious users with similar attributes to com-
promise and trace the secret keys of others. Thus, it leads to signi cant security risks for
IoMT, often requiring attribute-based access control.

It is essential to highlight that although there are numerous security measures for

MQTT over IoT, more research is needed, exclusively dedicated to MQTT security for
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IoMT applications. In IoMT, intelligent healthcare devices interact with each other

through a communication protocol such as MQTT to share patient data.

Also, the integration of ABE into healthcare and IoMT systems is increasingly recog-
nised for enhancing data con dentiality and access control. One of the key applications is
the secure sharing of patient-centric health data across decentralised platforms. For ex-
ample, Xiang et al. [387] proposed a Patient-Centric and Trusted Data Access (PCT-DA)
model that utilises ABE within a blockchain-enabled 1o0MT framework to ensure secure
and e cient data sharing among patients and healthcare providers. Their system com-
bines cryptographic strength with decentralised veri cation, enabling privacy-preserving

and tamper-proof data exchange.

Similarly, Guo et al. [388] developed a hybrid blockchain-edge architecture to manage
EHRs, integrating multi-authority ABE and homomorphic encryption to enhance data
con dentiality and patient anonymity. The architecture supports decentralised access
control policies while leveraging edge computing for scalability and responsiveness. Zhou
et al. [389] introduced a privacy-preserving, searchable ABE framework tailored for loMT
environments, wherein authorised users with appropriate attribute sets can search and re-
trieve encrypted data from distributed nodes. This system improves e ciency and usabil-
ity by enabling keyword-based encrypted searches without compromising data integrity.
Yang et al. [390] addressed the issue of centralised trust in ABE systems by proposing a
revocable CP-ABE scheme with multiple authorities implemented via blockchain. This
approach distributes trust, minimises single-point failure risks, and allows dynamic revo-

cation and reissuance of user credentials.

These advancements demonstrate that ABE is technically feasible in IoMT settings
and adaptable to real-world requirements such as patient-controlled data sharing, multi-

tenant hospital environments, and decentralised trust models.
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3.6.2 Performance Evaluations and Limitations of ABE Schemes

in Constrained Environments

IoMT provides many conveniences to patients and medical professionals. For example,
medical professionals can receive data whenever needed, and IoMT enables physicians to
o er correct telemedicine to patients anywhere based on their history. Several security
schemes for data sharing have previously been developed. However, only some [391] per-
formed well in the IoMT environment due to bilinear pairings, which need more e ciency.
These high-complexity operations with high resource constraints must be more lightweight
and su cient. Provisioning of data integrity while ensuring user privacy is lacking in most

of the existing loMT schemes. To overcome this problem, Shen et al. [392] have developed
an e cient security scheme for healthcare to address critical vulnerabilities e ectively.
Meanwhile, Zhang et al. [393] present an identity-based encryption strategy for securing
healthcare information with MQTT servers, which may incur additional complexities in

a resource-constrained IoMT environment.

In terms of performance, CP-ABE-based solutions face considerable challenges when
deployed in resource-constrained devices standard in loMT. The primary bottlenecks stem
from the exponential growth in key length and encryption/decryption time as the number
of attributes increases. For example, the RSA-based CP-ABE scheme is implemented
in [394] with secret keys of constant size and without using bilinear maps to reduce the
complexity of RSA. However, this solution needs to address the key revocation issue. Singh
et al. [395] developed SMQTT by implementing Key Policy Attribute Based Encryption
(KP-ABE) and CP-ABE separately using lightweight ECC. However, it does not focus
on key revocation and group Pub/Sub. The ECC scheme uses a secret key for a long
lifetime, which could weaken its security in a hostile environment.

Additionally, as the number of attributes increases, the length of the private key and
the communication delay increase signi cantly. The SMQTT incurs high overhead and
costs because of the incorporation of many attributes. In addition, SMQTT fails to
meet challenges such as limited processing power, memory and energy resources and in-

evitably encounters compatibility issues whenever implemented with the MQTT-enabled
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resource-limited environment. Liao et al. [396] have developed an improved ABE and
chaos synchronisation scheme for MQTT. Incorporating additional heuristic and enhance-
ment schemes in ABE-based MQTT results in a heavy security strategy unsuitable for
[oMT. In addition, the increasing number of attributes increases both key size and re-
source consumption, further straining the capabilities of the loMT device.

A comprehensive evaluation by Perazzo et al. [397] assessed the computational over-
head of various ABE schemes deployed on I0oT devices and concluded that encryption and
decryption latencies, as well as memory usage, signi cantly impact device usability. The
evaluation highlights that conventional ABE schemes are often unsuitable for low-memory
or battery-operated devices. While ABE o ers expressive access control, its performance
on constrained devices such as sensors, wearables, and embedded medical hardware is a
critical consideration.

To mitigate such constraints, Jebrane et al. [398] developed an enhanced and veri able
lightweight authentication protocol based on CP-ABE speci cally tailored for lIoMT. This
protocol incorporates precomputation and modular operations to o oad cryptographic
overhead while maintaining core security guarantees. Their simulation results con rm re-
duced latency and energy consumption, making the scheme viable for real-time healthcare
scenarios.

Bezerra et al. [399] modelled the availability and performance of loMT systems using
stochastic Petri nets, incorporating redundancy and fault tolerance strategies. Although
not an encryption scheme per se, the modelling provided insight into how ABE can be
systematically integrated with redundant loOMT architectures to ensure service continuity
despite partial failures. These underscore the need to optimise ABE mechanisms for the

IoOMT domain.

3.6.3 Comparisons Between ABE-Based Lightweight Schemes

and Traditional Access Control Mechanisms

Conventional access control frameworks like RBAC and ABAC have been widely used

across various sectors, including healthcare. However, these models are often static and
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hierarchical, making them in exible for IoOMT environments where users, roles, and per-

missions may change frequently. A comprehensive survey by Ahsan and Pathan [400]
con rmed that traditional models lack support for scalability, attribute delegation, and
decentralised enforcement|all essential in medical applications involving numerous stake-
holders.

On the contrary, ABE provides cryptographic enforcement of policies, eliminating
the need for continuous communication with centralised policy decision points. In their
systematic review, Imam et al. [401] outlined how ABE schemes outperform RBAC/ABAC
in terms of ne-grained access, dynamic user revocation, and reduced reliance on trusted
third parties. Especially in multiinstitutional healthcare networks, ABE allows secure
sharing of encrypted data across boundaries without revealing identity or access policies
to intermediaries.

Guo et al. [402] addressed some of the ine ciencies in ABE by introducing o ine/online
ciphertext separation and chameleon hashing to reduce the computational burden during
attribute/user revocation. Although e ective in reducing online costs, it uses the advan-
tages of the chameleon hash function to avoid causing a network collision. Most complex
processes are performed o ine using third-party servers, which may not be practical in
latency-sensitive IoMT or some IoMT devices with resource and cost restrictions. Sim-
ilarly, Sammy and Vigila [403] used a distributed blockchain-based cryptographic text
policy attribute-based encryption scheme to avoid multiple authorities in their research.
By decentralising authority management in the CP-ABE system, scalability is improved.
However, it is a ected by the length of the ciphertext, especially when the number of
attributes increases, which means that the scheme will face the challenges of expanding
the ciphertext and the complexity of the policy.

Hwang et al. [404] proposed a medical data sharing system based on the CP-ABE
scheme in an IoMT cloud environment to address the key misuse problem based on ac-
cess control techniques. However, a key escrow problem can escalate, indicating a lack of
selection of key decryption for encrypted data held in escrow, especially due to the com-
plexities of multiauthority-based IoMT communication. Most existing projects in 0T

and IoMT face issues such as ciphertext length, short- and long-key issues, the need for
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third-party support, and ine ective utilisation of randomness in the key generation, key
renewal, and revocation scheme.

In summary, while ABE schemes o er important advantages for secure and exible
data sharing in healthcare and the Medical 10T, they usually incur signi cant computa-
tional and storage overheads. Therefore, our study aims to balance the expressive power
of ABE with the operational constraints of constrained IoMT devices. In Chapters 7 and
8, we design two new schemes: ICP-ABE and OCP-ABE. These frameworks meet the
dual needs of privacy and performance through lightweight encryption schemes and a hy-
brid model that combines traditional and attribute-based mechanisms to address latency,

energy e ciency, and security issues in MQTT communications.

3.7 Research Gaps in Existing ABE-Based MQTT

Security Schemes in IoMT

Combining the research and analysis of lightweight symmetric encryption schemes and
existing ABE schemes in the previous chapters, although lightweight symmetric encryp-
tion has been proven to be useful for MQTT security, many ABE-based methods are still

too resource-intensive for practical lIoMT applications. We found the following gaps:

" Computational Overhead and Resource Constraints: ABE schemes such
as CP-ABE often involve computationally expensive operations, including bilinear
pairings, complex key derivation, and policy tree evaluations. In MQTT-enabled
IoMT systems, including energy-constrained sensors and wearables, these overheads
result in poor latency, increased energy consumption, and longer response times.
Studies have shown that key sizes and encryption/decryption times increase signif-
icantly with the number of attributes, posing practical limitations on scalability in
real-time healthcare applications.

Lack of attribute revocation mechanism: Most existing ABE schemes lack

e cient user and attribute revocation mechanisms. Revocation processes are often
centralised, and rekeying entire networks can incur signi cant delays. In dynamic

IoMT environments, where user roles, device states, and access policies frequently
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change, revocation delays propagate unauthorised data access risks. Although some

schemes introduce multi-authority models or chameleon hashes, they often increase
system complexity and communication overhead, undermining their suitability for

constrained medical devices.

Lack of Topic-Level Access Control for MQTT: Fine-grained topic control

is essential in Healthcare 4.0, where di erent data streams (e.g., ECG, tempera-
ture, medication) should be selectively accessible based on user roles or patient
context. Most CP-ABE models operate on payloads or metadata without integrat-
ing topic-based encryption or publisher veri cation, reducing the e ectiveness of

access enforcement.

Limited Validation Under Realistic loMT Conditions: Many proposed schemes,
including SMQTT-ABE, DP-ABE, and others, focus on theoretical security proofs

or basic simulation environments. There is a notable lack of evaluation under realis-
tic attack conditions, such as DoS and MitM attacks speci c to MQTT and TCP/IP
stack vulnerabilities. Furthermore, few frameworks provide simulation-based vali-
dation using loMT-speci ¢ tools (e.g., Cooja, Contiki-NG) or consider practical

metrics such as CPU energy consumption, message throughput, and delay.

Security Gaps in Publisher Authentication: ABE solutions often authenticate
subscribers but neglect publishers, allowing spoofed or malicious publishing if the
broker's trust assumptions are compromised. In the context of loMT, where sensitive
medical data is transmitted in real-time, the absence of publisher-side veri cation

can lead to severe data manipulation and misinformation.

Balancing Security and Lightweight Performance: While many hybrid schemes
propose enhanced security features, like chaos synchronisation or multi-authority
ABE, these additions often result in heavy computation, key bloat, or ciphertext
expansion. For instance, multi-authority schemes increase randomness but allow
key tracing by adversaries with overlapping attributes. Hence, a trade-o between
strong encryption and resource e ciency remains unresolved in most ABE-based

models for loMT.
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In summary, the analysis of prior ABE-based MQTT security schemes reveals that high
computational complexity, ine ective revocation, inadequate topic control, limited sim-
ulation validation, weak publisher authentication, and imbalanced security-performance
trade-o s all hinder their practical application in loMT environments. These challenges
motivate the introduction of novel frameworks such as ICP-ABE and OCP-ABE, which
aim to combine lightweight symmetric algorithms (e.g., PRESENT, Fast-PRESENT) with
ne-grained, scalable attribute-based policies. These are introduced and evaluated in

Chapters 7 and 8 under realistic network scenarios and medical application constraints.

3.8 Chapter Summary

Lightweight cryptography for MQTT signi cantly protects devices and internet-enabled
communication protocols from various security attacks. Several MQTT works exploit the
advantage of lightweight cryptography in MQTT [250, 285]. However, they face several
limitations, including high overhead, security trade-o0 s, and ine cient key management

in various loT scenarios and applications [285, 308,405]. Firstly, existing work adds more
overhead due to complex encryption and decryption strategies [308]. Secondly, conven-
tional lightweight cryptography does not provide e ective security against evolving attacks

e ectively [366, 405, 406]. Finally, existing works cannot manage cryptographic keys in
resource-limited environments, which can be very challenging [308, 405].

This literature review on MQTT security in 0T and IoMT classi ed various security
schemes with potential strengths and weaknesses. It discusses the comparative evaluation
of lightweight MQTT security solutions and ABE schemes in lIoMT environments in detail.
Finally, the research gaps are summarised by highlighting the limitations of the existing

security schemes.
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The proposed methodology is outlined in this chapter. The research gaps in lightweight
cryptographic algorithms identi ed in Chapter 3 are addressed to protect the MQTT pro-
tocol in Healthcare 4.0 scenarios based on IoT from attacks. Robust security solutions
are proposed using lightweight cryptography algorithms suitable for resource-constrained
loT environments by o ering potential contributions to address the identi ed shortcom-
ings. The design of the research methodology focuses on lightweight security solutions to
meet the security requirements of the MQTT protocol in Healthcare 4.0. The lightweight
symmetric key algorithms are initially analysed and validated for robustness against at-
tacks using the MQTT protocol for various performance metrics. After identifying the
robust, lightweight algorithm, it proposes attribute-based encryption to preserve medical
0T users' privacy and ensure authentication with precise access control policies. Tool-
based and simulation-based validation and performance evaluation strategies are analysed

in detail with performance evaluation metrics and scenarios.

4.1 Need for Novel Lightweight Security Solutions
for MQTT

Technological breakthroughs in IoT and smart mobile devices have outpaced adequate se-
curity solutions, which demand lightweight and robust solutions. Most current lightweight
cryptographic solutions occasionally compromise the security level for better performance
e ciency, struggling with integration into conventional networks [407]. Furthermore, there

Is a pressing need for lightweight, scalable, attack-resilient, and privacy-preserving cryp-
tographic techniques to protect resource-constrained environments from widely emerging

attacks.
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4.1.1 Signi cance of Lightweight Cryptography Analysis

Real-time data collection and technological breakthroughs have increased the demand
for 10T in Healthcare 4.0. MQTT is a simple, e cient, lightweight messaging protocol
supporting many loT applications. Notable advantages of MQTT include low power con-
sumption, low bandwidth usage, and highly scalable and e cient communication among
low-power 0T devices that need to conserve energy. However, they pose many secu-
rity vulnerabilities, including con dentiality, authentication, and access control-related
attacks.

Lightweight security algorithms are the most powerful methods for ensuring data con -
dentiality in 10T networks, as they have minimal costs, simple rounds, and robust security
features [408]. Several lighter versions of cryptography methods are available, and it is
crucial to analyse which lightweight security algorithm is suited to protect MQTT-enabled
communication in Healthcare 4.0 [409]. Table 4.1 analyses the lightweight cryptography

solutions widely used for 10T networks.

Table 4.1: Analysis of Di erent Lightweight Cryptography Solutions.
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4.1.2 Bridging Gaps with Novel Cryptography Solutions

Many lightweight solutions accomplish various performance levels with adequate security
in MQTT-enabled healthcare I0T. E cient analysis against di erent types of attacks is
crucial to enhance the e ciency of speci c environments. Conventional lightweight au-
thentication exploits the self-key update and authentication scheme [410]. ABE [411] is
commonly used in 0T solutions. However, traditional access control solutions require
the encryption of IoT data using the CP-ABE scheme, and only users who comply with

the access control policy can decrypt the encrypted information received [346]. Never-
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theless, ABE schemes usually involve high computational complexity and are challenging
to implement in resource-limited wireless sensors with limited power and computational
capacity. Therefore, a lightweight MQTT authentication and privacy-preserving scheme

for Pub/Sub communication models must be proposed.

Most secure MQTT applications specify symmetric/asymmetric encryption and a
hashing algorithm to ensure data con dentiality and integrity. However, resource-constrained
devices need more processing power to perform complex authentication tasks with asym-
metric encryption algorithms. CP-ABE o ers ne-grained topic-related tree creation and
easy data access. It is one of the most commonly used security schemes in MQTT. CP-
ABE encrypts the topic and its content based on its attributes. Decrypting the message
is possible if the ciphertext contains the attributes. Most conventional CP-ABE systems
su er from two main issues: ine ciency with many attributes [412,413] and lack of at-
tribute revocation mechanisms [414,415]. Additionally, while lightweight, the PRESENT
algorithm [416] has limitations due to the high complexity of its S-box and key scheduling
algorithms compared to other lightweight block cypher schemes. The MQTT broker gen-
erally serves as an intermediary between publishers and subscribers, facilitating commu-
nication between the two. Moreover, establishing secure and e cient lightweight security

solutions is crucial to ensure safe communication with MQTT-enabled Healthcare 4.0.

4.1.3 Trade-o Between Security and Computation Cost

Computation cost represents the resources needed to perform cryptographic solution oper-
ations, including processing power, energy consumption, and memory usage. The primary
intention of lightweight cryptography is to reduce computational cost and resource e -
ciency while ensuring an adequate level of security and higher performance [369]. The
purpose is to ensure that the cryptographic strategy is strong enough to protect infor-
mation and communications from unauthorised access and tampering, even though the
network is subject to advanced attacks. Although the smaller key sizes of these lightweight
solutions decrease computational complexity, they also minimise security. The nature of

shorter keys makes them more accessible to brute-force attacks, which can seriously lower
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the resistance level of lightweight algorithms to attacks. Notably, accomplishing security
and computation cost trade-o s is dicult as the smaller key design saves device re-
sources. They may not o er a signi cant level of security in high-risk environments [417].
This trade-o is crucial in lightweight cryptography but is a key challenge due to the
careful consideration of requirements. Although the fundamental goal is to decrease the
computational burden of resource-limited 10T devices, this should be balanced against
the need to maintain a su cient security level. In several cases, achieving this security
and computation cost trade-o involves compromises, where future solutions scale back
some security features to assure performance e ciency or where extensive resources are

allocated to perform critical security functions.

4.2 Use Case for Healthcare and Medical 1oT

In healthcare and medical 10T, lightweight cryptography solutions play a crucial role in
providing security while minimising computation costs and maintaining the e ciency of
communication performance between medical devices and systems [370]. In this context,
the use case for lightweight cryptography secures communications, ensuring the integrity
of information and preserving patient privacy while operating within the limited resources

of medical devices.

4.2.1 Healthcare 4.0 Overview

A modern hospital uses an 10T network that allows intelligent medical devices, wearables,
and implants to monitor patients in real-time. These devices range from wearable health
monitors, smart insulin pumps, implants, connected heart rate monitors, smartwatches,
and remote patient monitoring systems [418]. The information collected by these devices
is essential for timely patient care. In addition, the data is securely transferred to the

central health systems for analysis, disease diagnosis, and treatment decisions.
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Figure 4.1: Lightweight Security and MQTT-Enabled Healthcare Monitoring System

4.2.2 Key Components of MQTT Enabled Healthcare 4.0

loT Devices on Patient Side or MQTT Clients: Monitoring patients consists of
the following smart healthcare devices: wearables, medical sensors and implants. The
primary function of these healthcare devices is to continuously monitor critical signs such
as heart rate, blood pressure, and physical activity of the patient and frequently send

reports to healthcare providers who are physicians through the MQTT broker.

MQTT Broker:  This is the core component of the MQTT communication setup
that facilitates communication between healthcare devices and service providers. Data
collected from MQTT clients is routed to appropriate subscribers, such as healthcare

providers and cloud platforms.

Healthcare Providers or Subscribers: They use websites, mobile applications, and
dashboards that assist healthcare professionals or doctors with a user-friendly interface
to monitor patient data in real-time. Subscribers can receive the intended information

through MQTT topics.
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4.2.3 Communication Flow of Healthcare 4.0

The Healthcare 4.0 industry leverages the advantages of lightweight and e cient MQTT
algorithms to ensure seamless real-time data exchange between di erent remote patient

monitoring system components. The communication ow consists of the following steps.

Step 1. Data Collection: Healthcare 10T devices frequently monitor patient conditions and
collect information to transfer to the healthcare provider through a gateway.

Step 2: Data Transmission: According to the MQTT steps, the publisher's healthcare de-
vices or gateway transmit the data to the MQTT broker.

Step 3: Data Processing: The MQTT broker forwards patient information to the remote
monitoring server or cloud, where it is stored, analysed, and integrated into elec-
tronic healthcare record systems.

Step 4: Real-Time Monitoring: Healthcare providers, such as doctors, can monitor the in-
formation through a dashboard or applications, receiving timing alerts when infor-
mation crosses critical thresholds. They receive critical information based on topic
subscriptions.

Step 5: Patient Interaction: Patients receive feedback and alerts from healthcare providers

through a mobile application that helps them manage their health proactively.

4.2.4 Security for Healthcare Data

The MQTT secures the information transferred across its clients, who are publishers
and subscribers, by utilising lightweight cryptography strategies. However, an ingenious
attacker can break the security of MQTT communication, as shown in Figure 4.2. The
attacker intends to intercept and alter the healthcare information transmitted from the
loT devices attached to the patient's side to the healthcare provider, potentially leading to
wrong diagnoses or treatment decisions. The health care system makes decisions based on
the information transferred. Therefore, healthcare data security is paramount due to the
sensitive nature of the data involved, including personal health data, treatment histories,
and other con dential patient information. Ensuring security for healthcare data should

address many key challenges, and it is crucial to implement lightweight, robust security
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Figure 4.2: Healthcare I0T Security with Attack Scenario

countermeasures at di erent levels.

4.2.5 Security Challenges in Healthcare 4.0

Implementing lightweight cryptography in MQTT-enabled Healthcare 4.0 meets the fol-
lowing challenges.

Resource Constraints [370]:  Healthcare I0T devices are small and limited in pro-
cessing power, battery life, and storage. These limitations make current lightweight cryp-
tographic strategies unsuitable in many situations.

Data Sensitivity [371]:  Information transmitted by medical I0oT devices is suscepti-
ble, as it incorporates personal health information and biometric information in real-time.
It is crucial to ensure the con dentiality, integrity, and availability of this data to achieve
seamless performance.

Real-Time Requirements [370]:  Healthcare providers rely on real-time information
from medical 10T devices to make decisions. Delays or incorrect readings caused by
complex cryptographic operations should signi cantly impact timely patient care.

Capacity to Scale [419]: Smart medical 0T devices evolve daily due to technological
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advances, which require secure communication. Therefore, the lightweight design must
be scaled e ciently without overwhelming the security and performance of the healthcare

environment.

4.3 Methodology of Lightweight Security Solutions
for MQTT

This work aims to introduce three objectives to enhance security in terms of con dential-
ity, authentication, access control, and privacy preservation in a Healthcare 4.0-enabled
environment. Proposed methodology 1 intends to protect message con dentiality against
two signi cant attacks: DoS and MitM. Methodologies 2 and 3 propose attribute-based
encryption and lightweight symmetric key cryptography-based solutions to preserve med-
ical 10T users' privacy and ensure authentication with precise access control policies.

Figure 4.3 illustrates an overview of the proposed methodology.

4.3.1 Analysis of Lightweight Symmetric Cryptographic Algo-

rithms for MQTT against Con dentiality-related Attacks

The primary objective of methodology 1 is to analyse various symmetric key cryptogra-
phy algorithms under di erent attack scenarios to ensure con dentiality in MQTT-enabled
0T systems. This work analyses the security performance of these algorithms using three
di erent methods: formal security, tool-based security, and simulation-based security.
Each evaluation model plays a crucial role in the comprehensive evaluation of various
symmetric key cryptography algorithms. First, formal analysis veri es the encryption
and decryption functions of the algorithm by formulating mathematical functions. Sec-
ondly, tool-based security analysis enables practical, real-world implementation testing,
ensuring the security solution is robust against known vulnerabilities. Third, simulation-
based analysis provides insight into how MQTT security measures perform in real-world
scenarios by focusing on the impact and resilience of the performance. In addition, it al-

lows one to evaluate how lightweight cryptographic algorithms a ect the performance of
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Figure 4.3: Proposed Methodology
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MQTT, such as latency, throughput, and energy consumption, which is crucial in resource-
constrained 10T devices. These evaluations are critical in healthcare 10T, where devices
are resource-limited and more vulnerable to con dentiality-related attacks. Through this
comprehensive performance evaluation, healthcare use cases can select highly adoptable

security strategies to improve performance.

4.3.2 Lightweight Security Scheme for Topic Encryption and

Attribute-based Authentication

Proposed methodology 2 proposes a novel lightweight security scheme to protect user pri-
vacy and ensure authentication over MQTT-enabled Healthcare 4.0. Although conven-
tional ciphertext policy attribute-based encryption could be more e ective for large-scale
loT applications, the number of attributes increases the key size and resource consump-
tion. It makes it vulnerable to privacy attacks and is unsuitable for resource-constrained
IoT devices. Therefore, methodology 2 presents a lightweight security scheme with topic
encryption and attribute-based authentication that can signi cantly enhance the security
and privacy of MQTT-based loT environments. Topic-based encryption ensures that all
messages published under a particular topic are encrypted, making the data inaccessible
to unauthorised entities, including the MQTT broker. Attribute-based authentication
ensures that only authorised users can access patient information by e ectively de ning

the attributes for authentication.

4.3.3 Optimisation of Attribute-Based Lightweight Authentica-

tion Scheme

The primary objective of the proposed methodology 3 is to optimise the lightweight
attribute-based authentication scheme to suit resource-constrained medical 10T environ-
ments. The MQTT broker generally serves as an intermediary between publishers and
subscribers, facilitating communication between the two. Establishing a secure and e -
cient security method is crucial to ensure safe communication between all parties involved.

To address these concerns, a proposed solution combines the optimised CP-ABE and Fast-
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PRESENT schemes to improve security. Although existing methods often showcase their
lightweight properties through simulations, focusing on execution time and energy con-

sumption, they usually lack a thorough analysis of their security strength.

4.4 Validation and Evaluation Methods and Tools

To ensure lightweight security in MQTT-enabled healthcare 10T systems, various ap-
proaches are used to analyse the security strength and performance of the algorithms

implemented.

4.4.1 Validation and Evaluation Methods for MQTT Security

MQTT security solutions use di erent methods to validate their security strength and
impact on performance, and these approaches can be broadly classi ed into formal secu-
rity analysis, tool-based security analysis, and simulation-based security analysis. Each
approach has its bene ts and limitations, and conventional works jointly consider these
approaches for a comprehensive security assessment. Formal security analysis uses unique
mathematical models and formal strategies to demonstrate the security properties of a
lightweight security solution rigorously. This method is highly bene cial for proving
the accuracy of the security strength of lightweight cryptographic protocols under de-
ned assumptions. The tool-based security analysis approach uses automated tools to
assess the security level of lightweight MQTT security solutions such as Scyther [420]
and JcrypTool [421]. They can be used to determine general security problems such as
miscon gurations, weak encryption, and vulnerable ability to known attacks. Simulation-
based security analysis takes advantage of any network simulator, such as the Cooja
simulator [422], to test and validate the performance of the lightweight security protocol
in simulated healthcare 10T environments. Among the three methods, simulation-based
analysis is instrumental as it produces results nearly equal to the real-time performance
of MQTT-enabled IoT networks.

The computational complexity of cryptography algorithms depends on several factors:

message length, key type, number of rounds, key management, and key length exploited
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for data encryption and decryption. This work exploits the symbolO for the represen-
tation of computational complexity. The other notations used to estimate computational

complexity in the proposed work are de ned in Table 4.2.

Table 4.2: Notations Used for Computational Complexity Estimation.

Notations De nition
O(N) Key Generation or Sharing
N Message Length
O(N:t) Signing/Veri cation
O(U:N) Key Revocation
o(1) Encryptio_n Cost or Decryption Co_st
or XOR Operation Cost or Key Scheduling Cost
H Key Size
1R One-bit Rotation Operation Cost
1L S-box Table Lookup Cost in One Byte
1M Two-byte Multiplication Cost
0(31) Total Shifting Operation Cost of PRESENT with 31 Rounds
O(6) Total Permutation Operation Cost
0(12) 4 Total Cost for 12 XOR Operations Performed

on a4 4 Matrix, Resulting in 480

16 Number of Transformations Executed during the Key Scheduling Process

Extensive Cost Produced by Confusion owing to
Two-Byte Multiplications of Key Schedule

64M

4.4.2 Tools-based Validation and Evaluation

Lightweight MQTT security solutions widely use Scyther [420] and JcrypTool [421], which
are more powerful in assessing security performance in resource-limited environments.
Scyther provides formal veri cation steps to prove the MQTT security properties, while
JcrypTool allows practical implementation by testing lightweight cryptographic functions.
This combination ensures that the lightweight MQTT solution is analysed theoretically
and practically, e ectively meeting the needs of healthcare 10T, where resource limitations
and security are critical considerations.

Scyther [423]: It exploits, proves, or disproves the security properties of lightweight

MQTT through formal strategies. For this purpose, it precisely models the algorithm and
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exhaustively veri es all possible execution paths to determine vulnerabilities, MitM, DoS,
replay, and key compromise [424]. Instead of requiring actual implementation, it works
with an abstract model of the lightweight algorithm. This approach allows rigorous proofs
of security properties, ensuring the proposed MQTT protocol design is secure. Scyther
is a powerful tool for checking properties such as secrecy, ensuring sensitive information
remains con dential, and authentication veri es the identities of communicating entities.
By exhaustively searching the scenario possibilities, it can determine di erent types of
attacks, including MitM, replay, and impersonation.

JCrypTool [425]: It allows lightweight MQTT cryptographic protocols to be im-
plemented and tested within actual software environments. This approach incorporates
testing to verify the correctness of key generation, encryption, decryption, and signature
veri cation of cryptographic operations [426]. Evaluates the security and performance of
lightweight cryptographic operations in a practical context, which is essential for systems
such as resource-constrained IoT in healthcare. JcrypTool ensures that lightweight MQTT
cryptography implements its functions correctly, validating that encryption, decryption,
and key exchange work properly in actual software. Moreover, JcrypTool allows the im-
plementation of the lightweight MQTT protocol to be tested against practical attack
vectors, such as MitM and cryptographic aws in its code.

Finally, it is determined that the togetherness of Scyther and JCrypTool tools can
provide a comprehensive model to develop and access secure, lightweight MQTT crypto-

graphic protocols from both theoretical design and practical implementation.

4.4.3 Need for Simulation-based Validation and Evaluation for

MQTT

The critical analysis and validation of the proposed lightweight MQTT security solution

are paramount, and a systematic and valid approach is needed to assess its e ciency and
e ectiveness. The analysis mainly evaluates lightweight security solutions based on per-
formance, such as throughput, latency, memory usage, and energy consumption. Another

dimension of validation is related to security risk and threat analysis. This analysis tests
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the ability to assess security solutions against possible MQTT security risks. It validates
the robustness of the approach under known vulnerabilities and its resilience against these
conditions during encrypted communication and message authentication. Cryptographic
e ciency is a critical analysis that validates computational cost and e ectiveness based
on key strength and size, algorithm e ciency, and encryption operating speed. The po-
tential approaches to validating the security solutions vary signi cantly depending on the

in uencing factors such as realism, maturity, and level of control. Based on these factors,
validation and analysis can be performed using real-world and practical deployments,
prototypes, and simulation environments.

Validating the practical environment in a fully operational scenario makes the vali-
dation process more reliable but highly complex. This validation o ers testing against
working systems in real-world settings, potentially capturing the underlying complexi-
ties of network conditions, uctuating network parameters, unpredictable device failure
and behaviour, and unexpected network dynamics. This approach leads to the risk of
downtime in a live operating environment. Testing under real-world vulnerabilities with
potential attackers o ers valuable testing for security e ectiveness. However, it is challeng-
ing due to ethical concerns and the potential risk of compromising operational integrity.
Practically managing large-scale real-world deployments for testing is resource-intensive
and operationally expensive. In particular, comprehensively validating security solutions
requires a high cost, which is not feasible with limited budgets.

The prototype environments are small systems with limited features. It makes compre-
hensively validating security solutions more challenging because the simpli ed features do
not satisfy the practical considerations and complexity. Attack modelling with the secu-
rity features in a prototype environment, with possible attack vectors, limits the testing
capability against various attacks. Prototypes are typically limited to speci ¢ network
con gurations that potentially restrict the diversity of devices, brokers, and their inter-
operability.

Validating lightweight security solutions in sensitive environments imposes privacy
and con dentiality requirements. For example, sensitive healthcare records or industrial

control systems are paramount, where strict regulatory compliance such as General Data
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Protection Regulation (GDPR) and Health Insurance Portability and Accountability Act
(HIPAA) ensures the non-disclosure of patient records. Practical validation methods that
meet this legal regulation are challenging, especially validating cryptographic mechanisms

against stringent legal regulations.

Simulation-based validation allows for early testing scenarios of security concepts with-
out practical systems, signi cantly reducing testing and validation costs. Security vali-
dation can be performed safely using a simulator in various attack scenarios without
a ecting real systems or data. This approach is practical when strict regulatory com-
pliance is mandatory, such as in healthcare. Another advantage is that extending the
simulation model for large-scale environments is possible with limited cost and time. The
simulator enables abstract devices and resources; this kind of modelling leads to easier
validation. Despite limitations, simulation models are typically more a ordable for study
environments because of their accessibility than real-world deployments. It also allows
for a rapid and iterative testing cycle without extensive hardware support. Considering

these advantages, a simulation environment is preferred for this study.

Simulation-based security analysis can provide comprehensive scenario-based testing
in simulated healthcare 10T environments, enabling critical insights into the behaviour of
lightweight MQTT security solutions under various conditions, including di erent security
attacks. Among the available simulators for the MQTT protocol, Contiki/Cooja [422] is
the widely employed open-source network simulator, and the critical characteristics of the

Cooja-based MQTT simulations are described below.

1. Real-world Performance Mimic [427]: Cooja allows the simulation of the
healthcare 10T network considering all features, enabling MQTT performance test-
ing in a controlled environment that closely mimics real-world network conditions

and performance results.

2. Controlled Environment [428]: This property o ers a controlled testing environ-
ment for various security solutions where simulations undergo repeated validations
systematically under the same network conditions. The controlled environment can

easily reproduce repeated results to identify the impact of MQTT security solutions,
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such as authentication, message integrity checks, network overhead, and the energy
consumption of lightweight algorithms. This environment potentially reduces the
validation time of the simulation events.

3. Extended Scalability [428]: Cooja can simulate a large-scale healthcare loT
environment, making it possible to validate how MQTT security stands up to various
attacks and network scenarios with some limitations.

4. Customizability [429]: Cooja allows a customised simulation environment in
which it is possible to integrate particular network con gurations, devices, and
various security algorithms.

5. Scenario-based Security Testing [430]: Cooja can be exploited to simulate
di erent attack scenarios, such as DoS or MitM, and to assess how the MQTT
design handles these attacks in a simulated I0T environment. Permits extensive
MQTT testing under diverse network scenarios, including network vulnerabilities.
It is highly bene cial to analyse the performance in addition to security, assisting
in assessing the trade-o s between security and network performance.

6. Cost E ectiveness [429]: Cooja o ers a low-cost simulation environment, an
attractive option for the early-stage development of 10T systems. This low cost
makes the simulation model a ordable for validating various security solutions be-
fore practical use. This approach allows the developer to iterate, validate, and assess
the performance cost-e ectively.

7. Early Identi cation of Issues [431, 432]: This approach helps identify design
issues in the early stages by quickly testing security properties before entering prac-
tical environments. Early stage validation signi cantly reduces the potential risk of

larger changes during practical deployment.

Network Settings and Con gurations

The latest version of the MQTT protocol is MQTT Version 5.0 (MQTT v5) [93], designed
to improve the previous versions of MQTT Version 3.1 (MQTT v3.1) and 3.1.1 (MQTT
v3.1.1) [95] by adding new features and enhancements. Thus, MQTT v5 is more exible,

scalable, and e cient for innovative Healthcare 4.0 applications and their use cases. The
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Eclipse Paho project provides the characteristics of MQTT clients and libraries of di erent
programming languages, and the Paho C Client is mainly designed for 10T applications
written in C. Integrating Paho C libraries with Contiki is vital to simulate the lightweight
MQTT v5 security solution in Cooja-based simulations.

Mosquitto Really Small Message Broker (RSMB) [433] is extremely useful for quick
proof-of-concept prototypes with simple 10T scenarios for evaluation and experimental
testing. Simpli ed and fast setup, resource e ciency, low-cost deployment, low-cost ex-
perimentation, and less time consumption are the advantages of using the RSMB bro-
ker [434]. RSMB is a lightweight, minimalistic broker that is tightly integrated with
Cooja. This broker is primarily used when simulating MQTT-SN communication in con-
strained 10T environments [433]. Its simplicity and low resource requirements make it
suitable for small-scale simulations in Cooja. Mosquitto is capable of handling a large
number of clients and managing message loads larger than RSMB. Using Mosquitto is
mandatory only if a full-featured broker with advanced MQTT features is required. This
is ideal for production-grade deployments. However, it is unsuitable for the Cooja simu-
lator due to external integration outside the Cooja environment, whereas RSMB can be
tightly integrated with Cooja.

When used with the MQTT v5 algorithm and a Mosquitto broker, Cooja plays a crucial
role in simulating and assessing performance in resource-limited healthcare environments.
The main reason is that Cooja is consolidated with Contiki OS, which supports MQTT v5
data transmission, making it highly suitable to simulate MQTT v5-enabled applications.

Realistically simulates MQTT v5 by evaluating it with various features that improve
the properties of the protocol, improve error handling, and make it highly adaptable
to MQTT application-speci ¢ environments. Furthermore, the Contiki OS o0 ers precise
MQTT v5 implementations by creating a controlled communication environment through
advanced features. In addition, Cooja provides a platform for tuning di erent protocol
parameters for MQTT v5 and allows one to evaluate their impact on the performance
of the entire system. Moreover, Cooja allows various simulations from the data to the
application layer. It is highly exible in implementing the MQTT v5-based loT-assisted

healthcare scenario with greater e ectiveness and less memory usage.
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The simulation on 10T nodes is conducted using the Paho C Client Library Mod-
ule, Ubuntu 18.04 LTS 64-bit, Instant Contiki-3.0, and VMware Player 17. The Paho
C Client is a C language implementation of MQTT that supports MQTT v5 and its
preceding versions. It can support di erent QoS levels like 0, 1, and 2 in message deliv-
ery. Moreover, Cooja-based simulations show the performance of the protocol in terms of

various performance metrics.

Performance Metrics

The Cooja simulation-based analysis employs the following metrics to evaluate the lightweight
MQTT security algorithm.

Throughput: It is the rate of data delivery measured in terms of bits/second.

Packet Delivery Ratio (PDR): The percentage of packets successfully delivered to
the total number of packets generated.

Delay: The extra time is taken to deliver a packet from a source to a destination.

Execution Time: The amount of time taken to execute the operations of the lightweight
MQTT algorithms.

Energy Consumption:  The average energy consumed for data transmission and
security operations.

CPU Energy Consumption: It is the energy consumed by the CPU. CPU Energy
Consumption: This measures the average amount of energy consumed by the CPU in the

MQTT client during the execution of authentication and communication processes.

Computation Overhead: It is the time taken to perform the algorithm computa-
tions.
Strength Evaluation Criteria: This is de ned as the relationship between the

length of the ciphertext and the plaintext, which is used to evaluate the strength of the
security scheme.

Communication Overhead:  This is de ned as the length of the ciphertext, which
includes all additional information added to the original plaintext to secure it.

Packet Loss: Packet loss is measured as the total number of lost packets over the

total number of sent packets.
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4.5 Chapter Summary

This chapter proposed a novel research methodology to secure the MQTT protocol using
lightweight cryptography against attacks in intelligent Healthcare 4.0 to solve the state-
of-the-art research gaps. The proposed method overcomes the shortcomings by analysing
the challenges in the loT-based MQTT protocol environment to accomplish the security
requirements. To this end, the research presents signi cant contributions and proposes a
methodology to overcome the challenges. Robust and lightweight algorithms are identi ed
to develop attribute-based authentication and access control policies to protect Health-
care 4.0 against security vulnerabilities. In addition, this chapter outlines the validation
methods and software requirements for implementing the proposed model and speci es

performance metrics to evaluate its e ectiveness.



Performance Validation for MQTT in Healthcare 4.0

Lightweight security algorithms are the most powerful methods for ensuring data con den-
tiality in 10T networks. This chapter validates the security of ve lightweight symmetric
key algorithms for the MQTT protocol. In this context, analysing the security features
and robustness of lightweight security algorithms appropriate for the data con dentiality
of MQTT-enabled communication in Healthcare 4.0 under MitM and DoS attack scenarios
is crucial. Therefore, this chapter exploits two ways to validate and analyse MQTT secu-
rity issues: formal security analysis and tool-based security analysis, that is, Scyther [420]
and JcrypTool [421]. The initial method exploits mathematical strategies to prove the
security issues of MQTT under MitM and DoS attacks. The remaining techniques use
the tool to show the performance of ve lightweight symmetric cryptography algorithms

in the MQTT-enabled loT environment for Healthcare 4.0.

5.1 Introduction for MQTT Lightweight Symmetric
Key Cryptography

Integrating advanced technologies creates notable breakthroughs in 10T, enabling intelli-
gent healthcare systems to improve hospitalisation quality. In this context, Healthcare 4.0
has contributed signi cantly to the advancement of next-generation healthcare services
using emerging technologies that can create superior healthcare solutions. It enables pa-
tient monitoring using advanced wearable healthcare devices that collect data to improve
quality exponentially. As an extension of 10T, IoMT simpli es healthcare applications
and improves the overall system [435]. Wireless Body Area Network (WBAN) comprises

intelligent sensor technology capable of capturing the information detected from medical
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sensor devices embedded in the patient's body to form a network [436]. This WBAN net-
work exchanges information on the wireless communication system, collects healthcare
data on the network edge, and stores it on the server side for further analysis. WBAN
enables the continuous monitoring and diagnosis of patients a ected by chronic diseases in
real time. It allows healthcare professionals to monitor better, diagnose patients, generate
reports, and improve the quality of healthcare. Despite advances, security and privacy
are the main aspects, while the focus is on e cient, cost-e ective, and reliable real-time
healthcare systems [437].

loT technology allows seamless internet connectivity among patients and physicians
using di erent communication technologies, such as RFID, Zigbee, Bluetooth, 6LoW-
PAN, and Wi-Fi. Pushing and polling protocols are employed by the 0T to enable such
communications. Due to high productivity and lightweight sensors, push protocols like
Extensible Messaging and Presence Protocol (XMPP) [438], Advanced Message Queuing
Protocol (AMQP) [439], and Message Queuing Telemetry Transport (MQTT) [440] are
highly adaptable for IoT environments [441]. The MQTT-assisted Healthcare 4.0 opens
up new ideas due to the accurate and frequent updating of monitored healthcare informa-
tion to the central server. Despite the advantages, security is a critical constraint in the
MQTT-enabled Healthcare 4.0 scenario, leading to security breaches, inaccurate diagno-
sis, and inopportune hospitalisation. Lightweight cryptography ensures the con dentiality
of the data on the MQTT protocol in 0T applications.

Con dentiality protects sensitive data from unauthorised access, tampering, and dis-
closure. In MQTT-based data transmission, con dentiality ensures that only authorised
individuals or systems can access the particular data. Thus, it prevents unauthorised par-
ties from gaining knowledge of sensitive information. Lightweight cryptography helps mit-
igate security risks and ensure low-power loT network settings by providing a lightweight
and e cient way to encrypt and authenticate data. However, MQTT performance is lim-
ited in the presence of Man-in-the-Middle (MitM) [442] and Denial-of-Service (DoS) [443]
attacks. The DoS attacker intends to deny MQTT services to genuine users by ood-
ing unwanted control tra c into the network. Thus, it temporarily disturbs the MQTT

server's service.
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Consequently, the MitM attacker secretly modi es the MQTT packets transmitted
between clients, while the clients believe that communicating through the MQTT server is
secure. Hence, accurate analysis is essential to select a suitable security algorithm that can
provide strong con dentiality and improve communication e ciency, resulting in precise
and timely hospitalisation services. Therefore, an e cient security algorithm is needed to
provide strong security against such attacks. Many lightweight cryptography algorithms
are available, and it is essential to carefully evaluate available options to decide on an

algorithm that provides the necessary level of security within the resource requirements.

Several familiar symmetric key cryptography algorithms can be used to secure MQTT,
including Advanced Encryption Standard (AES) [444], Data Encryption Standard (DES)
[445], Triple DES [445], PRESENT [267], Two sh [446], Blow sh [447], Rectangle [448],
SIMON [263], Light Encryption Device (LED) [449], and Fast Bitslice Cipher (FBC) [450].
Therefore, this chapter performs an adequate analysis of security and performance, which
is crucial among algorithms to determine which type of lightweight algorithm is more e -
cient and secure for resource-limited, MQTT-enabled Healthcare 4.0. Thus, it motivates
an in-depth analysis of the performance of various lightweight cryptography models in
MQTT-enabled Healthcare 4.0, speci cally against MitM and DoS attacks. Symmetric
key algorithms can address the constraints in resource-limited MQTT environments by
enabling suitable encryption and decryption strategies with appropriate keys. The in-
trinsic motivation of the proposed model is to analyse and validate the security of ve
lightweight cryptography algorithms, such as LED, PRESENT, AES, DES, and FBC,
in both theoretical and tools simulation, such as Scyther [420], and JCrypTool [421] as-
pects under the presence of data con dentiality-related DoS and MitM attack scenarios

in MQTT-loT enabled innovative Healthcare 4.0.

This chapter investigates the performance validation of lightweight symmetric en-
cryption algorithms within MQTT-based Healthcare 4.0 environments. It incorporates
domain-speci c requirements of Healthcare 4.0 to ensure that selected algorithms provide

robust security and are viable under the stringent constraints of medical 0T systems.
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5.2 Research Gaps and Motivation

Healthcare 4.0 demands security schemes that are optimised for real-time responsiveness
and low overhead. Traditional cryptographic techniques often fail in constrained environ-
ments. This motivates the exploration of lightweight encryption algorithms tailored for
medical 10T devices.

The performance evaluation in this chapter builds upon the literature review of sym-
metric cryptographic algorithms provided earlier in Chapter 3. These lightweight al-
gorithms|AES, DES, PRESENT, LED, and FBC|are speci cally revisited in secure
communication for MQTT-enabled Healthcare 4.0 environments. This section highlights
the limitations of these schemes when applied under real-world healthcare constraints and
motivates the validation approaches used.

Lightweight cryptography for MQTT signi cantly protects devices and Internet-enabled
communication protocols from various security attacks. Several MQTT works exploit the
advantage of lightweight cryptography in MQTT [250, 285]. However, they face several
limitations, including high overhead, security trade-o0 s, and ine cient key management
in various loT scenarios and applications [285, 308, 405]. Firstly, existing work adds more
overhead due to complex encryption and decryption strategies [308]. Secondly, conven-
tional lightweight cryptography does not provide adequate security against evolving at-
tacks e ectively [366,405,406]. Finally, existing works lack the ability to manage crypto-
graphic keys in resource-limited environments, which can be very challenging [308, 405].

Research gaps in Chapters 3 and 4 identi ed broad de ciencies in MQTT security
frameworks which highlighting gaps in access control, key management, and end-to-end
security and the lack of methodological rigour in validating lightweight algorithms, re-
spectively. The research gaps in this chapter are uniquely domain-speci ¢, which is the
evaluation of symmetric key cryptographic protocols in Healthcare 4.0 scenarios. This
chapter focuses on the performance shortcomings of lightweight symmetric key algorithms,
speci cally under Healthcare 4.0 constraints, such as real-time data processing, low la-
tency requirements, and resilience against DoS and MitM attacks. Unlike the previous

chapters, it emphasises the need for integrated formal, tool-based, and simulation-based
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validation to assess the feasibility of these algorithms in loMT environments.

Although di erent work evaluates the performance of lightweight symmetric encryp-
tion algorithms in MQTT-enabled healthcare 10T, there is still a lack of adaptive vali-
dation that can autonomously adjust encryption strength according to varying medical
data rates, patient-criticality levels, and resource pro les of healthcare devices. Most
existing approaches exploit static con gurations for validation that overwhelm resource-
limited devices or fail to protect sensitive data su ciently. In addition, these solutions
lack comprehensive validations against evolving dynamic security threat scenarios, partic-
ularly MitM and DoS, which are highly relevant in real-time healthcare l1oT applications.
Hence, evaluating the performance e ciency and security resilience of di erent symmetric
key cryptography algorithms in dynamic healthcare 10T scenarios is crucial.

Therefore, the proposed work aims to comprehensively analyse the performance of dif-
ferent symmetric key cryptography algorithms for MQTT through Cooja-based simulation
with di erent networks and attack scenario creations. This comprehensive performance
analysis of ve algorithms using Contiki/Cooja simulation helps inform informed decision
making regarding security, performance, and resource constraints across I0T applications,
ultimately leading to more secure, robust, e cient and scalable MQTT-enabled IoT sys-

tems.

5.3 Preliminaries of MQTT and Security Vulnerabil-

ities
MQTT brokers and MQTT clients are two fundamental components of MQTT commu-
nication. The MQTT broker plays a crucial role in the MQTT architecture, acting as a
mediator between MQTT clients. It receives all the messages published by the clients and
distributes them to the relevant subscribers. In addition, the broker manages the clients'
connections, ensuring that they remain active and messages are delivered correctly and on
time. The broker may perform tasks such as message ltering, access control, and Quality

of Service (QoS) management. MQTT clients can send messages and receive messages

from the broker. It refers to sending a message to a client as \publishing” a message.
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This work incorporates MQTT v5 to introduce numerous enhancements and addi-
tional features compared to the predecessor version 3.1.1. The importance of the topic
is a fundamental concept in MQTT v5. Introduces the concept of shared subscriptions,
in which multiple MQTT subscribers can share a similar subscription by employing a
subscription identi er. Thus, it is very bene cial for scenarios that comprise multiple
subscription instances. The topic's importance is explained using various added features
like hierarchical structure and topic lIter.

Hierarchical Structure: ~ The topics in MQTT v5 enable the users to maintain a hi-
erarchical structure which allows logical organisation and message categorisation. There-
fore, the hierarchical structure of MQTT v5 is highly valuable for e ectively organising
and managing data transmission between devices or systems.

Topic Filter: It plays a signi cant role in MQTT v5, enabling subscribers to integrate
their particular interests in receiving messages according to the topic patterns. This
Iter allows subscribers to select message subscriptions, reducing the amount of irrelevant
information obtained by an MQTT subscriber. Therefore, the topic lter is signi cant
for appending MQTT v5 in the speci ¢ application environment.

Moreover, the topic o ers a structured and organised way for managing communication
between resource-limited devices. The additional features introduced in MQTT v5, such
as shared subscriptions, hierarchical structure, and topic lter, contribute signi cantly
to the exibility, e ectiveness, and reliability of data transmission in MQTT-enabled

applications.

5.3.1 System Architecture of MQTT Enabled Smart Healthcare
4.0

The system architecture re ects a smart healthcare environment, incorporating wearable
medical sensors, body area networks, and real-time patient monitoring systems. MQTT
acts as the lightweight communication backbone for this architecture.

The innovative healthcare environment consists of many intelligent wearable and non-

wearable sensing devices to enable timely patient hospitalisation services. The smart
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healthcare scenario exploits intelligent objects and devices to continuously collect data
such as temperature level, sugar level, blood pressure, pulse rate, and movements in
the body to know about patients' health conditions. In addition, the collected informa-
tion will be uploaded to the remote server so that healthcare professionals can assist in
timely hospitalisation services to patients through e cient monitoring and communica-
tion strategies. In a smart hospital scenario, it is crucial to reduce the negative impact
of hospitalisation to improve patient life quality and allow patients to walk around hos-
pital rooms or environments with e ective sensor-based monitoring strategies. Thus, it
provides high-quality and stress-free medical services to patients.

Figure 5.1 demonstrates an MQTT communication-based smart healthcare scenario
constructed using loT with sensors and the MQTT protocol. The architecture comprises
three layers: hospitalisation, MQTT communication, and sensing. The doctors or nurses
in hospitalisation are called caretakers, and the patients in the sensing layer are called
subscribers. Initially, it divides the hospital area into various monitoring areas or rooms
and allows for a separate MQTT broker for each area or room, resulting in continuous
monitoring of patients. For example, the temperature sensor is used to measure the
temperature level, and the accelerometer sensor is used to measure the movement of a
patient's body. These sensors monitor patient-related information and use the MQTT
protocol to communicate with the server.

Remote Patient Monitoring System: In this work, secure MQTT-based commu-
nication is used to monitor patient health data remotely. This system comprises di erent
wearable sensor devices to construct the 10T data layer. It transmits the monitored infor-
mation to the remote or server location using a secure MQTT protocol. Therefore, MQTT
uses a lightweight cryptography algorithm for security. Thus, medical sensors attached
to the bodies or rooms of patients act as publishers and are limited in resources such
as memory, bandwidth, and energy. The MQTT broker is stationary and equipped with
adequate memory, communication bandwidth, and energy resources. Then, the MQTT
server connects to the MQTT broker to transfer the information to the corresponding
subscribers through the Internet.

Generally, the MQTT broker exploits lightweight cryptographic protocols to enhance
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