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Abstract

The widespread accessibility of multimedia content through social platforms has signifi-
cantly increased the risk of image manipulation, thereby amplifying the dissemination and
influence of fabricated visual information. Addressing this critical challenge necessitates
the development of robust, efficient, and explainable methods to verify the authenticity
of visual content. This thesis investigates novel Al-based approaches for image manip-
ulation detection, with a particular emphasis on achieving strong generalization across
challenging datasets and enhancing model interpretability.

Specifically, three deep learning architectures are proposed to address different tasks
within image manipulation detection and localization: 1) WCBnet introduces an adap-
tive cross-block weighting mechanism at the convolutional block level, allowing the net-
work to dynamically fuse low-level and high-level features based on their relevance to ma-
nipulation cues. This hierarchical feature weighting strategy enables WCBnet to achieve
fast and accurate fact-checking with minimal additional computational overhead (only
a 2.3% increase in trainable parameters), making it particularly suitable for large-scale
scenarios involving newly generated manipulated images. 2) DenseWCBnet extends
WCBnet by integrating multi-scale receptive fields across multiple convolutional blocks.
Through adaptive fusion across different spatial dimensions, DenseWCBnet generates
densely weighted feature representations that further enhance manipulation detection ac-
curacy and significantly improve robustness against diverse and challenging manipulation
types. 3) WSWCBnet proposes a novel weakly supervised localization framework, com-
bining image-level manipulation heatmaps and semantically irrelevant segmented maps to
localize manipulated regions without the need for pixel-level annotations. By leveraging
only image-level supervision, WSWCBnet achieves pixel-level localization performance
comparable to fully supervised methods, substantially reducing the annotation burden
while maintaining high localization precision.

Extensive experiments demonstrate that WCBnet and DenseWCBnet consistently
outperform state-of-the-art methods across six widely-used datasets in terms of classifica-
tion accuracy and F1-score. Furthermore, when evaluated on the particularly challenging
DeepfakeArt generative dataset, WCBnet and DenseWCBnet achieve classification accu-
racies of 94% and 97%, respectively. Additionally, WSWCBnet demonstrates its effective-
ness in manipulation localization, achieving comparable performance to fully supervised
models despite relying solely on weak supervision. Overall, this thesis advances the field
of image forensics by providing robust, explainable, and annotation-efficient deep learning
solutions for image manipulation detection and localization, with strong applicability to
real-world forensic scenarios.

ii



List of Abbreviations

Al
AUC
Au
CAM
CBWM
CM
CNN
DFWF
EL
F1l-score
FLOPS
FN

FP
GAN
Grad-CAM
GT

IoU
SAM
SEL
SNR
SOT

Sp

TN

TP
WEL

Artificial Intelligence

Area Under Curves

Authentic Image Class

Class Activation Map

Cross Convolutional-blocks Weighting Module
Copy-move Image Class

Convolutional Neural Network

Dense Feature Weighting and Fusing
Error Level

Harmonic Mean of Precision and Recall
Floating Point Operations Per Second
False Negative

False Positive

Generative Adversarial Network
Gradient-weighted Class Activation Map
Ground Truth

Intersection over Union

Segment Anything Model

Signed-value Error Level
Signal-to-noise Ratio

State-of-the-Art

Splicing Image Class

True Negative

True Positive

Wavelet-based Error Level

iii



List of Symbols

B(+) Heatmap Enhancement Function based on Bayesian Inference
c() CNN-Based Feature Extractor

E() Error Level Extraction

EZ) Enhanced Error Level Extraction

E; Feature Class Activation Map between Yj’ and Class Predictions
fi Feature Class Activation Map between y; and Class Predictions
H Final Manipulation Heatmap combining F) to Fj

S(v) Signed-Value Error Level Extraction

S E) Enhanced Signed-Value Error Level Extraction

Sim(-,-)  Similarity Function based on Distance Transform

x Input Manipulated Image

x’ JPEG-Compressed Image

Tm Pristine Background Region

Zp Manipulated Region

Yi Features Extracted from the i-th Convolutional Block

v, Feature y; reshaped to a Fixed Shape

Yij Feature y; reshaped to the Shape of the j-th Convolutional Block
Y Feature Obtained by Concatenating All Five y;

Y! Feature Obtained by Concatenating All Five y;;

J
RefNet-i Reference Network using the i-th Partial Structure of CBWM (i = 1,2, 3)

v



Acknowledgement

First and foremost, I would like to express my deepest gratitude to my supervisor, Dr.

Charith Abhayaratne, for his invaluable guidance and academic inspiration throughout

my PhD journey. His profound insights and dedication have greatly shaped my research
and personal growth.

I am deeply indebted to my parents, who have supported me emotionally and financially
over the years, allowing me to focus wholeheartedly on my studies. Their unwavering
belief in me has been a constant source of strength.

To my colleagues, thank you for fostering an engaging and collaborative research
environment, and for the friendships we’ve built along the way. Your support has made
the challenging moments more bearable and the successes more meaningful.
Finally, my heartfelt thanks go to my fiancée, Siyang Jia, whose unwavering love and
companionship have been my greatest source of comfort during this demanding journey.
Her patience, understanding, and encouragement have carried me through every
challenge, and for that, I am forever grateful. As I once wrote for you:

Just like two streams diverging, winding their way through twists and turns,
carrying silt and pebbles along the journey, they will eventually converge and

flow together endlessly.

Thank you for being my endless flow of support and love.



Contents

List of Abbreviations iii
List of Symbols iv

1 Introduction 1
1.1 Overview . . . . . . . e e 1
1.2 Background and Motivation . . . . .. .. ..o oL 1
1.3 Aims and Objectives of the Research . . . . . . ... .. ... ... .... 2
1.4 Main Contributions . . . . . . . . . . . . 3
1.5 Thesis Structure . . . . . . . . .. e 4
1.6 Publications Associated with This Thesis . . . .. ... ... ... .... 5

2 Literature Review 6
2.1 Image Manipulation . . . .. .. .. ... .. .. o 6
2.2 Image Manipulation . . . . . . . ... ... L o 7

2.2.1 Conventional Image Manipulation Methods . . . . ... ... ... 7
2.2.2 Non-intentional Image Forensics . . . . . .. ... ... ... ... 12
2.2.3 Learning-based Image Manipulation Methods . . . . . . . . .. .. 12
2.3 Image Manipulation Detection Methods . . . . . . ... .. ... ... .. 15
2.3.1 Hand-crafted Feature-based Manipulation Detection . . . . . . .. 15
2.3.2 Learning-based Methods for Conventional Manipulations . . . . . 17
2.3.3  Generative Al (Gen-AI) Detection . . . .. ... ... ... ... 19
2.4 Challenges of Current Methods . . . . . ... ... ... .. .. ...... 20
2.5 Research Questions Addressing the Challenges . . . . ... ... ... .. 21
2.6 Summary . . ... .o e e 21

3 Image-wise Manipulation Detection Using CNN-based Method Mod-
elling Error Levels (WCBnet) 23
3.1 Introduction. . . . . . . . . . . . e 23
3.2 Related Work . . . . . . . . . . e 25
3.3 Proposed Method . . . . . . . . . ... 26

3.3.1 Signed-value Error Level . . . . . . .. ... oo 27
3.3.2 Learned Feature Extractor . . . ... ... ... ... ....... 29
3.3.3 Peak-shaped feature reshaping . . . .. ... .. ... ... ... 30
3.3.4 Cross Convolutional-blocks Weighting Module . . . . . . . ... .. 31
3.3.5 Binary Classification Module . . . . ... ... ... .. .. ..., 32
3.4 Experimental Results and Discussions . . . . . . ... ... ... ..... 32
3.4.1 Experimental Setup . . . . ... ... ... o 32
3.4.2 Performance Comparison with State-of-the-art Methods . . . . . . 36

vi



CONTENTS vii

3.4.3 Comparing image-level performance with other error-modelling meth-

ods . . . e 36
3.4.4 Evaluation of WCBnet for Identifying Manipulation Types . ... 39
3.4.5 Ablation Studies . . . . . ... L 40
3.4.6 Robustness Test Against Perturbations . . . ... ... ... ... 45
3.4.7 Extended Experiment for Generative Al Detection . . . . . . . .. 46
3.4.8 JPEG-AI and Its Impact on Error Level . . . . . . . . .. .. ... 47
3.5 Conclusions . . . . . . . . L 49
4 Explainability of Image-wise Manipulation Detection methods and gen-
erating dense-view manipulation heatmaps (DenseWCBnet) 51
4.1 Introduction . . . . . . . . .. L 51
4.2 Methodology . . . . . . . .. 54
421 Overview . . . . . ..o 54
4.2.2 The SEL Processing and Multi-level Feature Extraction . . . . . . 54
4.2.3 Single-view CBWM . . . . .. ... ... 56
4.2.4 Dense Feature Integration . . . . . .. ... ... .. ... ... .. 56
4.2.5 Binary Classification Module . . . . . ... ... ... ....... 57
4.2.6 Explainability: Feature Maps and Dense-view Heatmap . . . . . . 57
4.3 Experimental Results and Discussions . . . . . ... ... ... ...... 59
4.3.1 Experimental Setup . . . .. ... ..o oo 59
4.3.2 Comparison with State-of-art Methods Regarding Image-level Per-
formance . . . .. .. L 60
4.3.3 Effectiveness of Signed-value Error Level . . . . . . . . .. ... .. 61
4.3.4 Effectiveness of CBWM . . . . . ... ... ... 64
4.3.5 Effectiveness of Dense Feature Weighting and Fusion . . . . . . . . 66
4.3.6 Robustness Test Against Perturbations . . . ... ... ... ... 68
4.3.7 FExtended Experiments for Generative Al Detection . . . ... .. 69
4.4 Conclusions . . . . . . . . . L 70

5 Weakly-supervised Pixel-wise Image Manipulation Localization Using

Multi-resolution Learned Features (WSWCBnet) 71
5.1 Imtroduction . . . . . . . . . . .. 71
5.2 Related Work . . . . . . . oL o 73
5.2.1 Gradient-weighted Class Activation Mapping (Grad-CAM) . ... 73
5.2.2 Non-semantic Image Segmentation . . . . . . ... ... ... ... 74
5.3 Methodology . . . . . . . .. 74
5.3.1  Overview . . . . . .. e 74
5.3.2 Image-wise Manipulation Classification . . . . ... ... ... .. 75
5.3.3 Feature Map Generation . . . . . . . . ... ... ... ... .... 76
5.3.4 Generating Segmentation Maps Using Pre-trained Models . . . . . 78
5.3.5 Combining Manipulation Heatmap and Segmentation Maps . . . . 79
5.4 Experimental Results and Discussions . . . . . .. ... .. ... ... .. 80
5.4.1 Dataset . . . . . . L 80
5.4.2 Experimental Setup . . . .. ... ... oL 80
5.4.3 Evaluation of Heatmaps Generated by DenseCAM . . . . . .. .. 81

5.4.4 Intuitive Comparison of Segmentation Networks on Manipulated
Images . . . . . . . 83



CONTENTS viii

5.4.5 Evaluating the Combination of Multi-view Heatmaps and Segmented

Masks . . . . . . e 83

5.5 Conclusions . . . . . . .. L 85

6 Conclusions 87
6.1 Research Summary and Objectives . . . . . . . .. ... ... ... ..., 87
6.2 Addressing the Five Research Questions: Contributions and Insights . . . 87
6.2.1 Key Contributions Addressing Five Research Questions . . . . . . 87

6.2.2 Summary of Findings . . . . . .. .. ... . . 91

6.3 Future Work . . . . . . . . . ... 92
6.3.1 Multi-Branch Hybrid Feature Representation . . . . . .. ... .. 92

6.3.2 Advancing Explainability and Localization . . . ... .. ... .. 93

6.3.3 Toward Practical, Adaptive, and Scalable Manipulation Detection 94
Appendices 111
A Enhanced heatmaps of WSWCBnet 112
A.1 Heatmaps with Effective Combination . . . . . .. .. ... ... ..... 112

A.2 Heatmaps With Ineffective Combination . . . . . . . ... ... ... ... 114



List of Figures

2.1
2.2
2.3
2.4
2.5
2.6

2.7
2.8

3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

The categories of common image manipulation methods . . . ... .. ..
Example of three most conventional image manipulation methods . . . . .
Several samples of different conventional image manipulation datasets. . .
More samples of different conventional image manipulation datasets. . . .
The basic Generator and Discriminator of GAN. . . . . . ... ... ...
Fake zebra images using trained Cycle-GAN, and the upper row shows the
original horse images while the bottom row shows the transferred zebra
IMAGES. . o v v v v e e e e e e e e e e e e
General framework of conventional splicing detection . . . . . . . . .. ..
General framework of conventional copy-move detection. . . . . . . .. ..

Error levels are considered as manipulated traces that distinguish between
manipulated regions and pristine background; The red annotations illus-
trate the two common conventional image manipulation techniques: copy-
move and splicing. . . . . .. ..o oL
Three examples of pristine, splicing and copy-move images, and their cor-
responding ground truth, EL maps and SEL maps; Forged areas in similar
positions are marked with red boxes and zoomedin. . . . ... ... ...
The five stages of proposed WCBnet, and different colors of features in the
figure represent different weights. . . . . . . . .. ... ... oL
The comparison of manipulated images that have different relative com-
pression factors, and their normal Error-level maps (ELA) and proposed
Signed-value Error-level (SEL); Top raw shows the normal condition that
forged regions has lower image quality while the bottom raw is the opposite
condition; The error-level maps are enhanced for visualization. . . . . . .
The histograms of normal EL and proposed SEL, extracted from the same
IMAZE. . .« v e e e e e e e e e e e e e
The comparison between normal U-shaped (which refers to Peakl peaked-
shaped reshaping) and proposed peak-shaped feature reshaping . . . . . .
Self-defined pixel-level Distance Score for evaluating the similarity between
ground truth masks and error level maps. . . . .. .. ... ... ... ..
Comparisons between different error levels or noises, extracted from ma-
nipulated images. . . . . . . ... oL
Three-class manipulation detection results of WCBnet on subsets of De-
facto for identifying different manipulation types, represented as confusion
MatTixX. . . . . . L e e e e e e
The performance of WCBnet on three subsets of CASIA2.0, regarding 100
compression factors . . . . . ... L

X

29



LIST OF FIGURES

3.11

3.12

4.1

4.2

4.3

44

4.5

4.6

4.7

4.8

5.1

5.2

5.3

X
Different perturbation methods are applied on the CASTA2.0 image manip-
ulation dataset, which are (a) Gaussian noise, (b) Salt&Pepper noise, (c)
blurring, (d) contrast, (e) scaling and (f) JPEG compression. The detailed
parameters are illustrated in the TABLE 3.11. . . . . ... ... ... .. 45
Inpainting subset of DeepfakeArt challenge, which contains leaning-based
splicing fake contents. . . . . . . .. .. L Lo oo 48

Overview of proposed DenseWCBnet, which models manipulation-related

error level by densely weighting and fusing multi-level features of hierar-
chical convolutional blocks. . . . . ... .. ... 0oL 52
Workflow of proposed image-level manipulation detection method DenseWCB-
net which consist of five core components; The blue lines and orange lines in
Dense Feature Fusion represent down-scaling and up-scaling; In the figure,
ConvBlock; is the convolutional block i of backbone networks, CBWM

is the Cross Convolutional-block Weighting Module (as shown in the Fig-

ure 4.3), GAP is Global Average Pooling layer. . . . . . . ... ... ... 55
Single-view CBWM at the dimension of one convolutional block, which is
similar to the one illustrated in Chapter 3 while such CBWM of different
scales is included for multiple times. . . . . . . .. .. ... 56
The generation of feature maps for explainability; The dotted lines repre-

sent the grad-CAMs, while different colors mean the feature maps in two

stages. . .. 58
Comparison between the foreground and background of pristine and ma-
nipulated image, regarding RGB, EL and SEL maps. . . . . . .. .. ... 62
Comparison of Foreground (FG) and Background (BG) Histograms in
RGB, ELA, and SEL Formats, with Pristine Foreground in , Shared
Background (BG) in Blue, and Splicing Foreground in Red. . . . . . . .. 63

Various-stage feature maps generated from image-level WCBnet using grad-
CAM; The feature maps in middle columns show the attention of five con-
volutional blocks (shown as f; in Figure 4.2), while the last column shows
the single-view heatmaps of weighted block (Fy in Figure 4.2) which is gen-
erated using single-stage CBWM with fixed feature shape; The first three
rows show the results of splicing images, and the last three are copy-move
INAPS.  « o« o e e e e e e e e e e e e e e e e e e 66
Dense-view heatmaps generated from image-level Dense WCBnet using grad-
CAM; Heatmaps in the middle columns show the attention of densely
weighted features (Fj to F5 in Figure. 4.2), which are processed by different
CBWDMs at the level of 5 weighted blocks; The last column shows manip-
ulation heatmap H which fuses the dense-view heatmaps with weights,
obtained from the activation values of the dense layer; The first three rows
show the results of splicing images, and the last three are copy-move. . . . 68

Several examples of heatmaps from image-level WCBnet and segmented
maps from non-semantic segmentation models, which show the challenges

combining them. . . . . . . ... L L L Lo 72
The work-flow of proposed weakly-supervised manipulation localization
model; Different colors represent four steps of proposed WSWCBnet. . . . 75

The workflow of applying Bayesian inference to enhance heatmap H gen-
erated from DenseWCBnet. . . . . .. .. . oo 79



LIST OF FIGURES

5.4

5.5

5.6

5.7

5.8

6.1

6.2

Al

A2

A3

A4

A5

A6

The features maps of the backbone ResNet50, WCBnets and DenseWCB-
net; The WCBnet; means the CBWM with block i’s receptive field, while
WCBnet,, is their geometric mean; D-CAM is the proposed DenseCAM;
Ref label is the pixel-wise labels just for reference. . . . . ... ... ...
Comparison between Grad-CAM, Layer-CAM, Grad-CAM++ on manipu-
lated images, regarding different views of WCBnet. . . . . . . .. ... ..
Another example of comparison between Grad-CAM, Layer-CAM, Grad-
CAM++ on manipulated images, regarding different views of WCBnet.

Comparison of Segmentation Networks on Manipulated Images, generated
by three state-of-art pre-trained image segmentation methods. . . . . . . .
Refined manipulation localization results using combinations of different
classification models and segmentation models. ResNet, WCBnet and
DenseCAM denote different classification models for generating Grad-
CAM-based heatmaps. D, S, and P represent segmentation masks from
DeepLab, SAM (Segment Anything Model), and PSPNet, respectively.

Conceptual design of a future multi-branch hybrid feature network for chal-
lenging image manipulation detection. . . . . . . ... ... ... ... ..
Conceptual design of advanced semi-supervised image manipulation local-
ization framework, which also includes multi-branch manipulation detec-
tion model and gradient-guided fused heatmap. . . . . . .. ... ... ..

Enhanced heatmaps generated by effective combinations of WSWCBnet
(part 1); The first column shows the reference labels, second and third
columns are the selected models, and the last column is the enhanced

Invalid manipulation heatmap that the image-level models focus on wrong
regions in the manipulation heatmap. . . . ... ... ... ... .....
Invalid segmented maps that the target regions are not clearly extracted
by the non-semantic segmentation models. . . . . . . ... ... ... ...
Invalid combination metric that both heatmaps and segmap are valid while
the method to combine them is ineffective. . . . . . . . .. .. .. .. ...

xi



List of Tables

2.1

2.2

2.3

2.4

3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

The parameters of common conventional image manipulation datasets, and
the best performance of current methods over them. The number in this
chart means the number of pristine and forged images respectively. . . . .
The common available image/video manipulation dataset that are gener-
ated by deep-learning methods for different purposes. . . . . . . . ... ..
The classification accuracy of conventional splicing detection methods on
three common splicing datasets. . . . . . . . . . .. .. ... ... ...
The performance of different conventional copy-move detection methods
on three common copy-move dataset. . . . . . . . ... ... ... ... ..

This thesis reports results regarding six commonly used image manipula-
tion datasets. . . . . . ..o
Performance of the proposed method and the state-of-art models (The best
and the second-best methods for each dataset are shown in red and blue,
respectively). . . . ...
The image-level performance of proposed method and backbone on different
error levels or noise levels of manipulated images. . . . . . . ... ... ..
The similarity score between ground truth masks and error levels of ma-
nipulated images, of which the compression quality factor ranging from
10 to 90; where Cos is the Cosine Distance between two masks while Dis
is the self-defined Distance Score; The optimal performance is marked as
red and the sub-optimal performance is blue. . . . . . . .. ... ... ..
The Distance Score between GT and error levels of pristine images; The
optimal performance is marked as red and the sub-optimal performance is

Performance of WCBnet on three subsets of CASIA2.0, regarding three
different input types . . . . . . . ...
Ablation study of peak-shaped feature reshaping, where the data in the
table represents Fl-score; The top performance is marked as red. . . . . .
Ablation study of peak-shaped feature reshaping, where the data represents
AUCQC; The top performance is marked asred. . . . . . . ... .. ... ..
Comparison of RefNet with Partial and Full CBWM on CASIA2.0 subsets;
RefNet-i models are equipped with partial CBWM structures. . . . . . . .
Ablation study of CBWM on SEL results across multiple testing datasets;
RefNet-i models are equipped with partial CBWM structures; The top
performance is marked inred. . . . . . .. ... ...
The image-wise performance of the backbone and WCBnet on the CA-
SIA2.0 dataset with different perturbations; Signal-to-noise ratio (SNR) of
the examples in Figure 3.11 is also included. . . . . . . . .. ... ... ..

xil

14

16

17

33

36

38

41

41

42

43

43

44

44



LIST OF TABLES

3.12 The image-level performance of WCBnet on Deepfake datasets regarding

4.1

4.2

4.3

4.4

4.5

4.6

5.1

different reshaping peaks; The best performance is marked as red.

Image-level performance of the proposed method and the state-of-art mod-
els; The best and the second-best methods for each dataset are shown in red

xiii

47

and blue, respectively); This table is extended from Table 3.2 of Chapter 3 61

The comparison of histogram similarity, Distanceg represents the distance
between background and manipulated foreground while Distancep is be-
tween background and authentic foreground. . . . . .. ... ... ..
The image-level F1-score of backbone network, WCBnet and DenseWCB-
net, on three CASIA2.0 subsets regarding RGB, ELA and SEL respectively;
The best performance is marked asred . . . . . . . ... ... ... ....
The image-level performance of proposed method and backbone on different
error levels or noise levels of manipulated images; The best performance is
marked as red; This table is extended from Table 3.3 of Chapter 3. . . . .
The image-wise performance of the backbone, WCBnet and Dense WCBnet
on the CASTA2.0 with different perturbations; The best performance for
each perturbation method is marked as red; This table is extended from
Table 3.11 of Chapter 3. . . . . . . . .. .. . . L o
The image-level performance of DenseWCBnet on Deepfake datasets, com-
pared with the best model in DeepfakeArt challenge and optimal WCBnet
(shown in the Table 3.12 of Chapter 3); The best performance is marked

The pixel-wise performance comparison between the backbone network,
proposed method and a fully-supervised ManTraNet; In which the weakly

supervised method combines image-wise models and segmentation models.

84



Chapter 1

Introduction

1.1 Overview

The primary aim of my PhD research is to investigate the potential of Artificial Intelli-
gence (AI), specifically deep-learning models in advancing the field of image manipulation
detection. This chapter begins by outlining the fundamental theories and methodologies
underlying current image manipulation detection approaches, followed by an in-depth dis-
cussion of the key challenges and limitations of existing models. These challenges serve
as the foundation for the research motivation, which leads to specific research aims and
objectives designed to address these limitations.

1.2 Background and Motivation

In modern society, social media has become an integral platform for individuals to share
thoughts, acquire information, and communicate. While this mode of interaction is faster
and more efficient than traditional face-to-face communication, the private images and
videos shared online are increasingly vulnerable to multi-media visual content manipu-
lation by malicious attackers [1, 2]. Such manipulation can lead to the dissemination of
misleading or even harmful information through the addition, alteration, or removal of
objects within the image. With the proliferation of available tools, users without back-
ground in image processing can easily alter multimedia content. This growing threat
underscores the urgent need for robust manipulation detection techniques to ensure the
authenticity and security of digital media [3, 4, 1].

Image manipulations could generally be divided into two categories based on the
techniques that attackers use, which are conventional and learning-based. The former
means that attackers manually change the visual contents in the image using Photoshop,
Adobe After Effects and so on [5]. The commonly used types of conventional image
manipulation are Splicing that inserts objects or regions from a source image into another
background, Copy-move that duplicates partial region within the same image, Removal
that covers the objects by copied background [6]. Fake multimedia contents generated
from such manipulation type remain the biggest trouble, because of its convenience and
dissemination. The later learning-based type, based on Artificial Intelligence techniques
such as OpenAl, MidJourney and Stable Diffusion, has brought a revolution to image
manipulations and greatly increased the difficulty of manipulation detection [7]. Such AI
tools could learn from massive real-world images and generate totally new contents that
have the similar characteristics as real ones. The learning-based manipulation, also called
Deepfake, with the increase in popularity and the development of learning models, has
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gradually become the most difficult challenge for image manipulation detection methods
[5].

To address both image manipulation types, various methods have been developed to
reveal the imperfect manual operation traces or defeat the learning-based manipulations
using more powerful learning-based models. The conventional manual manipulations un-
avoidably leave specific clues that could be tracked to recognize manipulated images.
Consequently, several hand-crafted features, such as frequency-domain distributions, tex-
tures, JPEG compression errors, ..., are extracted from images to detect the anomaly or
inconsistency existing in conventional manipulated regions [8, 9, 10]. Moreover, majority
of image manipulation detection methods are built upon learning-based models because of
its ability to automatically learn and extract specific features that distinguish between ma-
nipulated and pristine images. What makes learning-based manipulation detection unique
from other image processing problems is that the detailed information that contains the
fragile manipulation traces plays vital roles as abstract global information extracted by
deep-learning models [11]. The local information from manipulated images is re-involved
by 1) combining the hand-crafted features as supplements; 2) applying attention module
to enhance the spatial or channel representation of features; 3) fusing the global or local
features extracted by shallow or deep layers of learning-based models [12, 13, 14].

However, there still exist several challenges or shortcomings regarding the existing
either hand-crafted or learning-based image manipulation detection methods. The hand-
crafted features are mostly extracted to expose traces of specific image characteristics,
which are hardly adaptive to various manipulation datasets. The variety of image ma-
nipulation datasets also have negative influence on learning-based methods. The low-
or high- level features extracted from different layers of learning models play different
roles when dealing with these datasets of different image resolutions, sizes or operations,
while they are equally fused or not even considered in existing methods [15, 16]. More-
over, most image-level learning-based models that achieves high classification accuracy
lacks explainability to show the reason behind decisions [17]. Pixel-level fully-supervised
models that could localize the manipulation regions are limited to the conditions that,
pixel-level manually annotations are necessary for their training but are rare for most of
manipulation datasets.

1.3 Aims and Objectives of the Research

To tackle the mentioned challenges of existing image manipulation methods, this study
divides the PhD research into three objectives from building a fast fact-checking image
manipulation detection model to the aim of achieving explainability behind it. The main
objectives of the research are defined as:

e Image-level manipulation detection method for fast fact-checking;:

The first aim is to design an image-level manipulation detection model as a fast fact-
checking tool. It is achieved by deep-learning model which could learn the proper
features that differentiate between manipulated and pristine images, along with
proper hand-crafted feature extraction methods containing delicate conventional
manipulation traces;

e Explainability of image-level method:

The next aim is to reveal the reasons behind image-level models when detecting
manipulations, via different Class Activation Map (CAMs) methods [17]. The ex-



CHAPTER 1. INTRODUCTION 3

plainability of specific model component, such as feature fusion, is also visualized
in order to demonstrate the validity of the proposed method and increase the per-
suasiveness of the image-level predictions;

o Weakly-supervised image manipulation localization without manual annotations:

The final aim is to achieve pixel-level manipulation localization, only based on
the image-level models’ results rather than applying pixel-level annotations. Since
CAMs show models’ focus when making decisions, it is applicable as coarse manip-
ulation heatmaps as long as image-level models capture the relevant manipulation
traces. The coarse maps are refined by other non-semantic technique for the final
purpose of image manipulation localization.

1.4 Main Contributions

This thesis introduces a series of deep learning-based models for tackling both image-
level manipulation detection and pixel-level manipulation localization, with a focus on
improving detection accuracy, computational efficiency, and interpretability. The key
contributions are summarized as follows:

e Image-level manipulation detection model: WCBnet

A novel convolutional neural network, WCBnet, is introduced, representing the first
architecture to explicitly model the differing receptive fields and semantic roles of
convolutional blocks. This is achieved through a proposed Cross-Block Weight-
ing Module (CBWM), which adaptively fuses multi-level features by assigning
distinct weights to each convolutional block output. Despite introducing only 2.3%
additional trainable parameters relative to the backbone, the model demonstrates
substantial improvements in manipulation classification accuracy across a variety of
datasets. These improvements are also robust under several common perturbations
and promising against a challenging learning-based manipulations by generative Al.

e Enhanced model DenseWCBnet and explainability via multi-view feature
fusion

To further enhance performance, the Dense WCBnet model is proposed by densely
connecting multiple CBWMs, capturing a more comprehensive and diversified fea-
ture representation through multi-view fusion. This enhancement yields improved
accuracy and robustness across multiple benchmark datasets. Moreover, the model
introduces a novel explainablity pathway by densely fusing class attention maps
across views, effectively bridging image-level classification with pixel-level localiza-
tion. This enables the generation of coarse manipulation heatmaps without the need
for precise pixel-level annotations.

e Weakly-supervised localization framework: WSWCBnet

Building on the reliable heatmaps generated by DenseWCBnet, the WSWCBnet
model introduces a weakly-supervised localization mechanism that leverages these
heatmaps as priors. Under the assumption that image-level classifiers have learned
to capture manipulation traces accurately, the method treats the class activation
maps as probabilistic evidence. Using principles from Bayesian Inference, these
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coarse maps are refined by incorporating object region masks from pre-trained, non-
semantic segmentation models. This fusion results in boundary-enhanced manipu-
lation localization, achieving performance comparable to fully-supervised methods,
despite operating in a weakly-supervised setting.

1.5 Thesis Structure

The thesis is structured into seven chapters, each addressing a core aspect of image
manipulation detection and localization through proposed deep-learning models.

Chapter 2 introduces the background of image manipulation, including both conven-
tional and learning-based manipulation techniques. Definitions, categories, and widely-
used benchmark datasets are discussed, with a particular focus on intentional content-
changing manipulations, which form the primary scope of this research. The chapter fur-
ther categorizes detection approaches based on the manipulation types, including methods
leveraging hand-crafted features and recent deep neural network architectures. The chap-
ter concludes by highlighting open challenges and formulating key research questions that
motivate the proposed work.

Chapter 3 presents the first proposed model, WCBnet, a CNN-based image-level ma-
nipulation detection method. By introducing a novel Cross-Block Weighting Module
(CBWM) at the convolution block level, WCBnet effectively captures the differences in
receptive fields and semantic roles across hierarchical feature layers. Despite introducing
only a 2.3% increase in trainable parameters compared to the backbone, WCBnet demon-
strates significant improvements in classification accuracy and robustness under various
perturbations and generative Al-generated content.

Chapter 4 introduces DenseWCBnet, which further enhances WCBnet by fusing mul-
tiple CBWM-generated feature views for more comprehensive feature representation. This
structure not only improves classification performance across multiple datasets but also
bridges image-level classification and pixel-level localization by generating coarse manipu-
lation heatmaps through the dense fusion of class attention maps, even without pixel-level
ground truth annotations.

Chapter 5 focuses on weakly-supervised image manipulation localization via WSWCB-
net. This model assumes that reliable manipulation traces can be learned at the image
level. It uses DenseWCBnet-generated heatmaps as prior knowledge and refines them
through Bayesian inference by integrating object-level segmentation maps. This fusion
of image-level priors with non-semantic segmentation boundaries enables WSWCBnet to
achieve localization accuracy comparable to fully supervised methods, without requiring
pixel-wise labels.

Chapter 6 summarizes the findings of the research. Each research question is revisited
and addressed based on experimental evidence, validating the proposed models’ effec-
tiveness and their ability to overcome previously identified challenges. The chapter also
discusses limitations and future research directions.

The final chapter contains the bibliography and supplemental materials. These include
additional segmentation maps, enhanced manipulation heatmaps, and negative fusion
examples from the WSWCBnet pipeline, supporting a more complete interpretation of
the models and results.
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1.6 Publications Associated with This Thesis

This thesis is partially based on the following three research articles, which have been
published or submitted during the course of this phD work:

¢ WCBnet: Weighted Convolutional Block Modelling of Signed-Value Er-
ror Levels for Image-Wise Copy-Move and Splicing Detection
In Proceedings of the IEEE 25th International Workshop on Multimedia Signal Pro-
cessing (MMSP 2023).
Related Content: Chapter 3.
Reference: [18]

e DenseWCBnet: Densely Weighting Convolutional Blocks for Modelling
Error Levels of Manipulated Images
Status: Submitted to IEEE Transactions on Information Forensics and Security.
Related Content: Chapter 4.

¢ WSWCBnet: Weakly-supervised Localization of Manipulated Image Re-
gions Using Multi-resolution Learned Features
In Proceedings of the Workshop on Media Authenticity in the Age of Artificial In-
telligence, The 35" British Machine Vision Conference (BMVC 2024).
Related Content: Chapter 5.



Chapter 2

Literature Review

Image manipulation has evolved significantly in various applications such as photography,
media, and digital forensics in modern society. From a technical and functional perspec-
tive, image manipulations can be broadly categorized into non-intentional image-polishing
edits (e.g., contrast enhancement, resizing, blurring) and intentional content-changing
manipulations (e.g., splicing, copy-move, object removal, and generative Al-based alter-
ations) [19]. This thesis specifically focuses on the latter, which refers to image manip-
ulation that intentionally change the visual content of an image, often with the intent
to deceive or misrepresent factual content. These manipulations pose a growing threat to
the authenticity and trustworthiness of digital multi-media content, especially given the
increasing ease with which such alterations can be made using advanced tools.

Within the scope of this research, image manipulation refers specifically to op-
erations that are either conventional or learning-based which intentionally alter the se-
mantics, structure, or spatial consistency of images. With the development of modern
software and mobile applications, it has become highly convenient for users to edit image
information manually. In parallel, the rise of deep learning-based tools such as Generative
Adversarial Networks (GANs) has enabled the creation of synthetic or modified content
that is often indistinguishable from genuine images [20]. These advanced techniques have
transformed the manipulation landscape, leading to sophisticated alterations that chal-
lenge human perception and digital forensic methods alike. As illustrated in Figure 2.1,
manipulations can be classified first by generation method such as conventional or deep-
learning-based, which are further categorized by specific manipulation goals or tools. For
instance, splicing introduces foreign objects into a scene to generate misleading infor-
mation, whereas StyleGAN performs artistic or identity-based transformations through
generative modeling [21]. This chapter provides an in-depth review of both categories of
manipulation techniques and their corresponding detection strategies, highlighting exist-
ing challenges and gaps that motivate the research.

2.1 Image Manipulation

In the context of this research, image manipulation refers to intentional alterations of
visual content that affect the semantics, spatial structure, or contextual integrity of an im-
age. Such manipulations are facilitated by both conventional editing tools (e.g., splicing,
copy-move, object removal) and modern deep learning techniques (e.g., GAN-based gen-
eration), making it increasingly difficult to distinguish authentic images from tampered
ones. With the widespread availability of editing software and Al-powered applications,
manipulated images can be created or modified with minimal expertise, posing serious
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threats to media authenticity and digital trust [5]. As illustrated in Figure 2.1, image
manipulation techniques can be broadly classified into conventional and learning-based
categories, each encompassing various manipulation types and use cases [19]. These ma-
nipulations not only challenge human perception but also raise the demand for robust
and explainable detection frameworks, which are explored in the following sections.

2.2 Image Manipulation

In the context of this research, image manipulation specifically refers to manual op-
erations that intentionally alter the original characteristics of visual content, such as its
semantics, structure, or spatial consistency. It is very convenient in modern society for
consumers or attackers to modify the image information by well-developed software or
applications in mobile phone. Furthermore, the application of deep-learning manipulation
tools (such as Generative Adversarial Network) makes it available to modify or even cre-
ate false image content that cannot be perceived by the human eyes [20]. This has become
a threat to personal data on social platform, authenticity of multi-media visual contents,
and security of cyber society. As shown in the Figure 2.1, these image manipulations
could be generally divided into two categories according to the manipulation operators
which are deep-learning and conventional methods, and further divided according to spe-
cific purposes or tools. For example, image Splicing inserts an object into a background
generating additional fake information while StyleGAN transfers the art style of the whole
image through generative learning-based model [21].

‘ Image manipulation ‘
|
|
Conventional ’ Learning-based ‘

Image content | | Post-processing Generative Commercial
manipulation forensics models tools

% Splicing ‘ <{ JPEG-compression ‘ { StarGAN ‘ { DALL-E ‘

=
~ StyleGAN | -{ RunwayML |

<{ Colour balance ‘ { DCGAN ‘ 4 DeepDream ‘

% Copy-move

Figure 2.1: The categories of common image manipulation methods

2.2.1 Conventional Image Manipulation Methods

Conventional image manipulation methods encompass a range of techniques from simple
geometric transformations to complex compositing processes [11]. Any users without any
background knowledge can easily tamper with multimedia information through ready-
made conventional tools (such as Photoshop®, Adobe After Affects) or mobile phone
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software. Since it is easy to operate and could cause massive fake information, the conven-
tional content-changing image manipulations and following post-processing that retouches
operation traces are the core problems in image manipulation detection. Among them, the
most common and harmful image manipulations that produce fake, distorted, misleading,
and fabricated visual content are splicing, copy-move and object removal [22].

(a) A pristine image
as image manipula-
tion target

Source Target

(b) Splicing

Cover
5]
117
Copy
Source/target Source/target
(c¢) Copy-move (d) Removal

Figure 2.2: Example of three most conventional image manipulation methods

Image splicing involves combines elements from different image sources like inserting
an area or object from one image to another background. This technique can introduce
inconsistencies in lighting, shadows, and textures, leaving traceable manipulation traces
between regions from different sources. Image copy-move , another common manipulation
method, involves copying a region from an image and pasting it elsewhere within the
same image. This technique is typically used to conceal or duplicate objects, leveraging
the existing content to avoid discrepancies in color and noise patterns, thus complicating
the detection process. Object removal, or in-painting, is the process of erasing an object
from an image and filling the void with plausible background information. An example
shown in the Figure 2.2 intuitively compares these three manipulation types. For splicing
manipulation, an area or object is cropped and inserted in another background while the
tampered object in the image is copied and pasted to different areas on the same picture
by copy-move manipulation. Contrary to the copy-move operation, object removal is
copying the background area and moving it on target object for covering. Some other
conventional manipulations do not directly modify the image contents but have negative
effect on the manipulation traces afterwards, which are called post-processing operations.
For example, compression during image uploading or saving vanishes the detailed edge
information while rotating and resizing changes the original coordinate system that affects
the ability of manipulation detection methods.

A list of commonly-used conventional image manipulation datasets and their basic
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information, including image number, size, current best performance and so on are shown
in the Table 2.1 while several samples from different conventional image manipulation
datasets are illustrated in Figure 2.3 and 2.4. These reveal clear differences in image size,
resolution, the complexity of manipulation operations, as well as the size and type of
manipulated objects. These variations introduce significant challenges in designing and
building robust image manipulation detection networks. In summary, traditional image
manipulation methods remain the most widespread and accessible techniques for creating
falsified visual content, as they directly alter meaningful elements within images to gen-
erate deceptive information. At the same time, the post-processing operations, such as
sharpening, whitening, shadow removal, and de-noising, which can affect the quality and
characteristics of manipulations, should also be considered when evaluating the robust-
ness of image manipulation detection methods. To accommodate the diverse attributes
of these datasets, convolutional neural networks must possess the ability to adapt their
receptive fields, allowing them to effectively capture and learn image information across
different levels of detail.

Table 2.1: The parameters of common conventional image manipulation
datasets, and the best performance of current methods over them. The number
in this chart means the number of pristine and forged images respectively.

Dataset Category | Number Size Best accuracy | Post-processing Detection method
T5TFE68 to Camera CRF features
Columbia[23] | Splicing 182&180 90.04% None and RBF kernel SVM

E9%k
1152*768 classification [24]

Image chroma component,
800&921 374*256 85.60% Pre-processing statistical features

and SVM classification [24]
Image chroma component,

Splicing&
Copy-move

CASIA1.0[25]

- «
CASTA2.0[25] 22 hm_‘;ﬁiie 720085123 zgg*gég 1 96.00% P rrjczzinp_o“ statistical features
Py processiig and SVM classification [24]
Fused input of illuminant,
. Color and SASI features HOG edges,
_ * ;
DSO-1[26] Splicing 100&100 2048*1536 | 86.30% brightness and RBF kernel SVM
classification [27]
F1l-scores Shadows or Use random grid CRF to
1S i1 £3 &
Korus[28] Splicing 2208220 192071080 =0.69 reflections maximize F1 score [29]
) Splicing& - 500*500 to o ) o ,
NC2016[30] Copy-move 560&564 5616%3744 79.80% Post-processing CNN+SVM |[31]
Arbitrary small Zernike features and
' . . o . )
CMFDdb[32] | Copy-move | 80&80 1024*768 | 98.16% size forgerics kd-tree matching [33]
Resizing, rotation, DCT features extraction,
, 512*512 to | Fl-score compression lexicographical sorting
CoMoFoD[34] | Copy-move | 2604260 3000%2000 | =0.9726 translation, and Euclidean distance
distortion comparison [35]

Dense field features,
fast approximate
nearest-neighbour
and PatchMatch [35]

Translation, scaling,
Coverage[36] | Copy-move | 100&100 400*486 93.8% rotation,
distortion.




CHAPTER 2. LITERATURE REVIEW 10

Colu}rnli;iamu(t‘op: pristine, bottom: manipulated)
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(d) NC2016 (top: pristine, bottom: manipulated)

Figure 2.3: Several samples of different conventional image manipulation
datasets.
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Figure 2.4: More samples of different conventional image manipulation
datasets.
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2.2.2 Non-intentional Image Forensics

Although image manipulation detection in this study aims to identify intentionally altered
content, numerous studies have shown that unintentional operations which commonly
introduced during image acquisition, transmission, or storage, can destroy manipula-
tion traces and affect detection performance. These operations, often referred as post-
processing perturbations, include JPEG compression, Gaussian blurring, image rescaling,
and so on [37].

Several prior works have adopted such perturbations to evaluate the robustness of
manipulation detection models. For example, JPEG re-compression and Gaussian noise
was used to test a CNN-based tampering detector, revealing significant performance
drops [38]. Another two post-processing techniques, namely blurring and resizing was
applied as perturbations and showed that manipulation cues were less detectable, espe-
cially for copy-move and splicing attacks under such perturbations [39]. The need for
robustness evaluation regarding various post-processing operations was emphasized when
deploying detectors in uncontrolled environments [40].

In this thesis, such post-processing operations are explicitly treated as realistic pertur-
bations to test the robustness of proposed models against non-manipulative degradations.
This evaluation helps validate the practical viability of manipulation detectors, especially
when deployed in real-world scenarios where non-intentional forensics are commonplace.

2.2.3 Learning-based Image Manipulation Methods

Learning-based image manipulation refers to the use of deep neural networks to au-
tonomously learn from large datasets and generate new visual content or modify existing
images. This process involves training models to understand and replicate the underlying
patterns and structures of input data, enabling the creation of realistic and contextually
relevant imagery [41]. Generative Al refers to a class of artificial intelligence techniques,
such as Generative Adversarial Networks (GANs) [42] and Diffusion Models [7] have intro-
duced unprecedented capabilities in automation, precision, and the generation of highly
realistic manipulated images.

Generative Adversarial Networks (GANs) Generative Adversarial Networks (GANSs),
for example, can transform Gaussian-distributed noise into data that closely resembles
the input data, producing a continuous stream of realistic 'synthetic data’. As shown in
the Figure 2.5, the core concept of GANs involves two components: a Generator, which
creates forged images, and a Discriminator, which classifies these generated images [43].
In essence, the Generator strives to produce images as realistic as possible, while the Dis-
criminator aims to accurately distinguish between fake and genuine images. Through this
adversarial process, highly convincing fake visual content that is nearly indistinguishable
to the human eye is generated.

Significant research has been devoted to generating fake human faces, which inherently
contain sensitive personal identity information. By learning the distribution of features
from real human faces, GANs can produce highly realistic synthetic faces indistinguish-
able from genuine ones [6], alter specific facial attributes (such as skin tone, hair color, or
gender) [44], and even transfer the facial identity of one individual onto another (known
as DeepFake[45]. Various GAN architectures have been developed to enhance training
stability and improve the quality of the generated images. For instance, DCGAN [20]
replaces the pooling layers in traditional GANs with convolutional layers of longer stride,
while WGAN [46] introduces a new loss function to measure the distance between real and



CHAPTER 2. LITERATURE REVIEW 13

/ Loss

Noise Generator Fake images

Binary

Discriminator . .
classification

Real images

Figure 2.5: The basic Generator and Discriminator of GAN.

Figure 2.6: Fake zebra images using trained Cycle-GAN, and the upper row
shows the original horse images while the bottom row shows the transferred
zebra images.

fake images, as opposed to relying on cross-entropy. BigGAN utilizes larger batch sizes
and class-conditional training to produce highly detailed images at large scales, making
it a leading method in high-quality image synthesis [47]. StyleGAN3 improves on the
temporal consistency issues observed in previous models by incorporating alias-free de-
signs, ensuring smoother transitions and better geometric alignment across frames [21].
Different GAN architectures have also been designed for specific manipulation tasks. For
example, style transfer methods typically require pairs of pristine and forged images, but
CycleGAN [48] eliminates this requirement by using two generators and two discrimina-
tors. In the CycleGAN framework, images generated by Generator A are processed by
Generator B before being evaluated by the corresponding discriminators. Figure 2.6 illus-
trates a typical CycleGAN application where horses are transformed into zebras. Another
example is StarGAN [49], which accepts both target domain labels and input images to de-
termine not only whether an image is real or fake, but also to identify the domain or style
of the input image. This allows StarGAN to achieve multi-domain image translation with
a single generator, enabling bidirectional conversion between multiple domains. SinGAN
takes a novel approach by being trainable on a single image, enabling diverse image ma-
nipulation tasks such as image editing, harmonization, and super-resolution without the
need for extensive datasets [50]. Furthermore, TransGAN, which replaces convolutional
layers with transformers, captures long-range dependencies more effectively, generating
images with globally coherent structures [51]. Collectively, these innovations have signifi-
cantly broadened the scope of GAN-based image manipulation and deepfake generation,
offering enhanced versatility and performance across a wide range of tasks.

In summary, GAN-based image manipulation generates new, false visual content
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through deep-learning networks. These methods progressively create synthetic content
that closely mimics natural images, making them increasingly difficult to distinguish from
authentic visuals. This continual refinement is achieved through iterative training and
learning processes. Table 2.2 provides an overview of the most prominent datasets used
for training and evaluating learning-based image manipulation techniques.

Table 2.2: The common available image/video manipulation dataset that are
generated by deep-learning methods for different purposes.

Dataset Manipulations Number | Best accuracy Detection Methods
DFFD[52] Various 300000 | 100% Xception and attention
Imae mechanism [52]
8¢ FakeFaceDB[53] StylecGAN&PGGAN | 320000 | 92.25% on average | Xception
PGGAN[54] PGGAN 80000 99.97% Xception
Mesoscopic Features,Steganalysis
FaceForensics++[55] Dcopfakc,CGI, 4000 100% Features and Deep
faceswap .
Learning Features [55]
Video . . S X warped facial features and
DF-TIMIT[56] Faceswap 620 99.90% VGGI6 [57]
Celeb-DF[58] Deepfake 5639 83.60% Xception focusing entire facial
regions [59)
DFDC-preview[60] DeepFake,CGI 4113 93.00% Xception face detection [60]
Xception and capsule network
UADFVI[61] Fakeapp 49 100% focusing entire facial features
59

Commercial AT Tools These Al models are packaged as commercial Al tools which
simplify the application complexity, providing an intuitive experience that can be har-
nessed for various commercial applications. Packaged commercial AI tools, such as
DALL-E, MidJourney, RunwayML, and DeepDream, are typically offered as products
or services with accessible interfaces that make advanced Al capabilities available to a
broad audience, including artists, designers, and content creators.

DALL-E, developed by OpenAl, is a transformer-based model capable of generating
detailed images from textual descriptions. It combines deep learning techniques with
natural language processing to create a wide variety of images, often incorporating imagi-
native and abstract concepts. Its greatest innovation lies in the ability for users to generate
detailed images simply by inputting a vague textual description. Its ability to blend text
and image generation has broadened the possibilities for creative tasks like art and design.
MidJourney is another text-to-image tool that generates visually rich and highly artistic
images from textual descriptions, developed on variations of GANs and diffusion models.
Similar to DALL-E, it allows users to enter prompts and receive corresponding artwork.
MidJourney distinguishes itself by its remarkable ability to create images with a painterly
or surreal quality, making it particularly valuable for creative endeavors such as concept
art, design, and storytelling. This tool empowers both artists and non-artists to ex-
plore visual storytelling through Al fostering creativity and innovation in their projects.
DeepDream is an Al tool that utilizes convolutional neural networks (CNNs) to create
mesmerizing, dream-like visuals by enhancing patterns within images. It amplifies spe-
cific features or patterns that already exist, resulting in surreal and psychedelic effects.
Although DeepDream is not designed for realistic image generation like GANs, it has
played a crucial role in understanding how Al perceives images and patterns. This tool
has gained popularity for its creative and artistic applications. RunwayML is a platform
that makes advanced machine learning models accessible to artists, designers, and cre-
ators. One of its features includes text-to-image generation, allowing users to produce
synthetic visuals using Al. RunwayML integrates various pre-trained models, including
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those based on StyleGAN and BigGAN, providing users with the flexibility to create
realistic and stylized images for design, art, and marketing.

The proliferation of these user-friendly AI tools has emerged as a significant threat
to the authenticity of multimedia visual content, since these tools enable non-experts to
easily create highly realistic fake images and videos that can evade human detection. The
democratization of such powerful technologies raises critical concerns regarding misinfor-
mation and the potential for malicious use in various contexts, including social media
and journalism. As a result, the challenges posed by these advancements necessitate
the development of robust detection methods and ethical guidelines to mitigate the risks
associated with Al-generated content.

2.3 Image Manipulation Detection Methods

Both conventional and Al-based image manipulation detection techniques are inherently
imperfect, with manipulated regions often exhibiting subtle inconsistencies or artifacts
that deviate from the visual properties of the original image. Image manipulation detec-
tion, therefore, seeks to identify and extract these anomalies to reliably differentiate be-
tween altered and authentic images, ensuring the preservation of visual content integrity.
Generally, these detection methods can be classified into two categories: hand-crafted
feature-based approaches and learning-based techniques, depending on the methodology
employed to uncover the imperceptible traces of tampering embedded within the im-
age [62].

2.3.1 Hand-crafted Feature-based Manipulation Detection

For hand-crafted feature-based methods, the manipulated images are manually processed
to extract the manipulation traces or artifacts that are hardly detectable by human eyes
but are distinguishable in other domains [8, 9, 10]. These conventional methods are
primarily based on the researchers’ prior knowledge in the field of image processing,
allowing them to infer image features that are less likely to be falsified. For example, sev-
eral signal processing methods such as discrete cosine transform (DCT) [63] and Wavelet
transform [64] have been applied to expose the tractable traces in frequency domain for
image manipulation detection. As illustrated in Section 2.2.1, the detection principles for
the two primary types of traditional image manipulation, splicing and copy-move, differ
significantly. The former aims to identify discrepancies between the foreground and the
background, while the latter seeks to locate the source region identical to the manipulated
area. Different hand-crafted features are employed accordingly in splicing and copy-move
detection.

Splicing detection Splicing is an operation that extracts objects or regions and insert
such targets into another background image in order to falsify non-existent information.
Its detection aims to identify discrepancies between the feature distributions of the manip-
ulated regions and the background to uncover the most mismatched areas. As shown in
the figure 2.7, splicing detection methods vary depending on the specific features they tar-
get. Pun extracts noise features by calculating the noise-level function, which reflects the
relationship between noise level and brightness across multiple segmentation scales [74],
while Zhang focuses on coefficient features through block-based discrete cosine transform
(DCT) over different frequency ranges [75]. Similarly, Zhang uses block-wise DCT to ob-
tain model magnitude components, with additional dimensionality reduction applied via
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Input Hand-crafted feature extraction Classifier Output
Bicoherence spectrum,
Hilbert-Huang Transform,
Manipulated | | BDCT Markov,
images JPEG-compression Error
levels,
DWT, DCT, PCA, LBP, SIFT
Support Vector
. P
Machine (SVM) redictions
Pristine The same feature
images extraction process

Figure 2.7: General framework of conventional splicing detection

Table 2.3: The classification accuracy of conventional splicing detection

methods on three common splicing datasets.

Method | Dataset Features Classification Accuracy

model

65 BDCT Markov & Spatial Markov SVM+PCA 97.33%
66 BDCT Markov & DWT Markov SVM+RFE 93.55%
67 Columbia | BDCT Markov & 1D, 2D moments | SVM 91.87%
68 HHT & DWT SVM 85.87%
69 RLRN & PCA SVM 88.28%
70 BDCT Markov & Rake transform SVM+BFS 98.00%
71 CAISA1.0 | LBP & DCT SVM 97.00%
72 SPT & LBP in Cb channel SVM 94.89%
73 Markov in Cr channel 95.60%
66 CASIA2.0 | BDCT Markov & DW'T Markov SVM+RFE 89.76%
71 LBP & DCT SVM 97.50%

principal component analysis (PCA) [76]. Xu Zhang leverages SIFT features for pixel-level
feature extraction, followed by coarse quantization through k-means clustering and fine
quantization using optimized product quantization (OPQ) for indexing [77]. Additionally,
O. Mayer transforms the similarity between image patches into forensic similarity graphs
and utilizes community detection for splicing localization after feature extraction [78].
The Table 2.3 summarizes several state-of-the-art splicing detection methods, highlighting
their distinct feature extraction techniques. These approaches have demonstrated strong
performance across three commonly used splicing datasets [79]. The table includes the
following abbreviations: BDCT (Block Discrete Cosine Transform), RLRN (Run Length
and Run Number), LBP (Low Binary Pattern), SPT (Steerable Pyramid Transform),
RFE (Recursive Feature Elimination), and BFS (Boosting Feature Selection).

Copy-move Detection Copy-move manipulation involves duplicating a region or ob-
ject within an image and pasting it elsewhere in the same image. The purpose of this
manipulation is similar to splicing: both aim to insert fake information or cover existing
content. However, because the copied region comes from the same image, it shares nearly
identical attributes with the source area, making it harder to detect using conventional
features that rely on differences from device-specific characteristics. Despite this, even if
the copied regions are modified through resizing, rotation, or blurring, copy-move detec-
tion can still be achieved by comparing features across all regions of the image. The two
regions with the highest similarity are identified as the manipulated area and its corre-
sponding source region. As shown in the Figure 2.8, the core component of the copy-move
detection process is the selection and extraction of hand-crafted features. A variety of
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Input Hand-crafted feature extraction Feature matching Output
SIFT, Blur, LBP (spatial
domain); Lexicographical
. Input PCA, SVD (Q|m§n3|on sortmg;.
images reduction); KD-tree;
DCT, DWT, FT (transformed Radix sorting.
domain).

Figure 2.8: General framework of conventional copy-move detection.

Table 2.4: The performance of different conventional copy-move detection
methods on three common copy-move dataset.

Method | Dataset Features Classification Accuracy
[80] Variant DWT %/Ie”“.l matrix sorting & 98.29%
uclidean distance
81 MICC-F220 | FFT & DCT SVM 88.62%
32 DCT kd-tree 79.33%
83 SIFT & KAZE feature 2NN and Euclidean distance | 78.33%
84 Blur moments & PCA kd-tree F1=59.4%
85 MICC-F600 Block SIFT features Correlation coefficient F1=54.4%
[86] SIFT Agglorr.lerative hierarchical F1—42.3%
clustering
[87] 1D colour-dependent features lexicographic sorting F1=89.3%
(28] FAU Iéow fr.equency fgatures by N E'uclidear.l distance of F1-90.92%
aussian pyramid decomposition circle regions
89 SIFT Best-bin-first algorithm F1=63.1%
90 SURF(Speed Up Robust Features) | Euclidian distance F1=69.5%

traditional features are typically employed, including block-wise descriptors such as Scale
Invariant Feature Transform (SIFT), blur moments, Local Binary Patterns (LBP), Prin-
cipal Component Analysis (PCA), Singular Value Decomposition (SVD), Discrete Cosine
Transform (DCT), Discrete Wavelet Transform (DWT), and Fourier Transform (FT).
Subsequently, these extracted features from different regions of the image are sequentially
compared, in order to identify the region pairs of manipulated and source sequentially
comparing the extracted features from different regions of the image [80, 81, 82, 85, 83, 86].
In contrast to splicing detection, copy-move manipulation employs various classification
models to identify and sort image block pairs exhibiting the highest similarity. Jen im-
plements a lexicographically sorted matrix to organize statistical features derived from
the histogram of oriented gradients [91]. Similarly, Liu applies the same lexicographic
sorting model following the extraction of geometric inherent features using the discrete
Fourier—Mellin transform [92]. Classification is further enhanced by exploiting the corre-
spondence between the superpixels in both the original and duplicated regions, based on
the SIFT features of key points [93]. Additionally, the kd-tree structure enables efficient
searching of block pairs and the computation of Euclidean distance for similarity compar-
isons of the extracted blur invariants [94]. The performance on three common copy-move
datasets, namely MICC-F220, MICC-F600, FAU[85, 95] of several hand-crafted feature-
based copy-move detection methods with different features and classification models are
illustrated in the Table 2.4.

2.3.2 Learning-based Methods for Conventional Manipulations

Convolutional Neural Networks (CNNs) serve as a robust tool for the automatic learning
and extraction of features, and they are extensively utilized for classifying manipulated
images and identifying tampered regions. Specifically, CNNs are designed to extract op-
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timal high-level features that effectively differentiate between manipulated and authentic
inputs through a training process [96, 97]. To incorporate deep learning methodologies
into image manipulation detection, numerous CNN-based approaches have been tailored
to address specific manipulation-related contexts.

Direct Application Initially, CNN models that have demonstrated strong performance
in traditional image classification and segmentation tasks are directly adapted as feature
extractors for distinguishing between authentic and manipulated images. These CNNs
are often trained on image manipulation datasets without any architectural modifications.
For instance, the Xception model has been employed as a block-wise feature extractor,
followed by two fully connected layers for classification [98]. Similarly, two deep CNN
architectures, with 27 and 54 layers respectively, have been utilized to extract discrim-
inative features [99]. In the context of copy-move detection, a 10-layer CNN has been
specifically designed for feature extraction, with a subsequent Support Vector Machine
(SVM) classifier used to complete the classification process [100].

Classifier for Hand-crafted Features Moreover, CNNs are leveraged as classifiers
for pre-extracted hand-crafted features. For example, VGG-16 is trained on features
extracted from three categories (copy-move, splicing, and video forgery) to detect and
localize pixel-level image manipulations [99]. Another CNN-based classifier is trained on
discrete cosine transform (DCT) coefficients to identify manipulated regions [101]. Some
CNNs are specifically designed to detect double-JPEG compression traces. In one study,
three CNN architectures were compared: LeNet for pixel-domain classification, a 10-layer
CNN trained on noise-domain features after DWT transformation, and a third CNN
trained on DCT coefficients [102]. Similarly, a CNN architecture with 4 convolutional
layers, 4 pooling layers, and 2 fully-connected layers was tested to detect single, double,
and triple JPEG compressions [103].

Customized Structures Toenhance CNN-based manipulation detection, several struc-
tural changes have been introduced to better capture the subtle traces left by image ma-
nipulations. Unlike traditional image processing tasks, the low-level features extracted by
the shallow layers of CNNs are critical for detecting fine details of manipulation, and thus
need to be carefully incorporated alongside higher-level features [11]. One key advance-
ment is the integration of multi-level information, allowing CNNs to handle the diversity
and complexity of manipulations. This has led to the development of architectures ca-
pable of fusing multi-scale features from various depths of the network. CNN-based
detection models achieve this by fusing both global and local features through methods
like Feature Pyramid Networks (FPNs). In FPNs, feature maps from different layers
are up-sampled and merged, enabling the network to simultaneously capture coarse and
fine-grained manipulation traces [12]; Additionally, recent approaches have incorporated
self-attention mechanisms, which enhance the spatial representation of feature maps at
each level before combining them. This ensures that both positional and semantic in-
formation is retained during the fusion process, making manipulation localization more
precise [13, 14]; Fully-convolutional neural networks (FCNNs) are also widely used in
manipulation detection due to their ability to perform both image-level and pixel-level
detection. A prominent example is an advanced multi-task FCNN architecture that in-
cludes a VGG-16 branch for learning surface labels and a fully-connected (FC) branch for
capturing the edges of spliced regions, improving both detection and localization [104].
Another variation of FCNNs focuses on using residual images—generated by high-pass
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filters—along with the original images as input, thereby enhancing the network’s sensitiv-
ity to manipulation traces [105]; These structural innovations in CNNs demonstrate how
the field has evolved from standard architectures to more specialized models, designed to
handle the specific challenges posed by image manipulation detection.

2.3.3 Generative Al (Gen-Al) Detection

However, the detectable traces in the aforementioned image manipulations become inef-
fective dealing with images generated by learning-based methods, as these methods are
trained to create manipulated content that seamlessly matches the characteristics of the
background. With the rapid advancement of GANs, deepfake technology, also called Gen-
erative Al, has enabled the creation of highly realistic synthetic images and videos that
are visually indistinguishable from authentic content. However, despite the visual sim-
ilarities, GAN-generated images exhibit subtle differences from real images at the pixel
level and in high-dimensional feature spaces [6]. The solution lies in utilizing more pow-
erful CNNs, which are trained to acquire the ability to distinguish Al-generated images
from pristine ones through learning and training. As a result, deep learning-based image
classification techniques have been increasingly employed for Gen-Al detection.

Fingerprint-based Methods Specifically, just as images captured by the same mobile
device contain unique Photo-Response Non-Uniformity (PRNU) patterns due to specific
hardware, sensors, lenses, and processing parameters, Generative Adversarial Networks
(GANSs) exhibit distinct 'fingerprints’ based on their architectures and filters, which can
be extracted for manipulation detection. To validate the hypothesis that GANs possess
distinct noise "fingerprints’, high-pass filters are applied to extract noise residuals from im-
ages generated by Cycle-GAN and Progressive GAN. As more residuals are gathered, they
converge into stable patterns that act as unique fingerprints for each GAN. Correlation
analysis between these residuals shows that the fingerprints are distinct enough to classify
images generated by different GANs. Further testing across 22 sets of noise residuals from
various GANs (Cycle-GAN, Pro-GAN, and Star-GAN) and real cameras demonstrates
that the residuals are most correlated with fingerprints from the same dataset. Even
though some similarities exist between GANs with similar architectures, GAN-generated
manipulations can be effectively distinguished from real images. Classification is achieved
by minimizing the distance between residuals and GAN fingerprints, yielding near-perfect
attribution. Comprint is another fingerprint-based method which extracts the noise pat-
terns from GAN-generated datasets as unique fingerprints for each model [106].

CNN-based Classifier One prominent approach involves utilizing more powerful Con-
volutional Neural Networks (CNNs) as classifiers, trained to automatically extract and dis-
tinguish the features of GAN-generated images from those of authentic images [107]. Com-
pared to traditional shallow classifiers, CNNs can capture more complex, high-dimensional
features through successive convolutional operations, thereby improving the model’s sensi-
tivity to fine-grained image details. Specifically, CNN models are trained on large datasets
consisting of both real and GAN-generated images, enabling them to learn how to identify
common artifacts in deepfake images, such as texture inconsistencies, visual artifacts, and
lighting discrepancies [108]. Meso-4 consists of four convolutional layers with ReLu acti-
vation, batch normalization, pooling layers, and two fully-connected layers with dropout,
while its variant, Mesolnception-4, replaces the first two layers with Inception modules
to enhance spatial feature extraction [16]. Xception is also applied to initially extract
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facial regions from input images, which are then passed into a bidirectional Long Short-
Term Memory (LSTM) module. This module captures temporal dependencies and learns
a latent representation to effectively differentiate between facial manipulations and gen-
uine images [15]. These models demonstrate strong performance not only in detecting
images generated by popular GANs but also in exhibiting some generalizability across
different datasets and generative models [109]. For deepfake video detection tasks, CNNs
can be combined with temporal modeling techniques, such as Recurrent Neural Networks
(RNNs) or Long Short-Term Memory (LSTM) networks, to capture temporal inconsis-
tencies, such as unnatural facial expressions or irregular head movements, in forged video
content. This hybrid approach significantly enhances detection accuracy and has become
a key area of research in deepfake detection [110, 111]. The incremental classifier is
designed to adapt to new classes without retraining on the entire dataset by extracting
and averaging feature vectors from images for classification. This structure has also been
applied to the detection of GAN-generated images[112]. In GAN-related applications, dif-
ferent GANs are treated as distinct classes, allowing the incremental classifier to perform
multi-classification on both current and emerging GAN-generated data. The architecture
is tested using various GANSs, such as Cycle GAN and ProGAN, and incorporates mul-
tiple strategies, including iCaRL and GS-classifier, while retraining models like Xception
and DCGAN discriminators with each new dataset addition [113]. By employing more
powerful CNN architectures as classifiers, researchers have been able to design robust and
sophisticated deepfake detection systems, which are essential for combating increasingly
complex forgery techniques and advancing the field of automated deepfake detection [55].

2.4 Challenges of Current Methods

Despite the significant progress made, there are still notable gaps and challenges in the
current image manipulation detection fields.

1. Although a variety of manipulation traces have been extracted as hand-crafted fea-
tures, their effectiveness declines on other datasets with different properties or ma-
nipulation types; For example, the methods extracting texture features could not
distinguish between the forged region and source region in copy-move images since
they own exactly the same texture features;

2. Most backbones of deep-learning methods are pre-trained on ImageNet or built for
specific object detection purposes. However, the high-dimensional global semantic
information that is important to these networks is not equally important in image
manipulation detection tasks or even has side effects to the results to some extent.
Both global and local information extracted by these pre-trained networks should be
taken into account, however, how to individually and jointly apply these hierarchical
features is an ongoing challenge;

3. Deep-learning image manipulation detection methods have demonstrated high im-
age-level classification accuracy, but such black-box methods lack of explainability.
It is unknown whether or not image-level decisions are driven by manipulation-
related clues. For instance, a model might achieve excellent accuracy by focusing
on irrelevant features such as the absence of animals, rather than detecting the
actual manipulation artifacts. The explainability of these models is crucial and
challenging to evaluate their effectiveness in identifying manipulated images;
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4. Pixel-wise deep-learning image manipulation methods could also achieve high ma-

nipulation localization accuracy after training, but this often requires a large amount
of manually annotated pixel-level labels as training data. In real-world scenarios
where such detailed annotations are typically unavailable, achieving effective ma-
nipulation localization through weakly-supervised methods remains a significant
challenge.

2.5 Research Questions Addressing the Challenges

To address the four challenges illustrated in Section 2.4, a list of research questions pro-
gressing learning-based model’s structures and exploring wider application are proposed
in this section:

1.

To address 1st challenge regarding the variety of manipulated traces, how to ex-
tract one type of hand-crafted features which universally exist in all (or most of)
manipulated images distinguishing manipulated regions from background is the first
research question. The selection of optimal hand-crafted features enables the image
manipulation detection models to be generally applicable to various manipulation
types, which is addressed in Chapters 3 and 4;

. For the 2nd challenge about the importance of multi-dimensional features in image

manipulation detection, it is required to individually consider the roles of hierarchi-
cal features extracted by ImageNet-trained CNN backbones, and jointly combine
them to adapt to various properties of image manipulation datasets. How to design
and develop a CNN-based structure that makes full use of high- or low- dimensional
features is the second research question, which is addressed in Chapters 3 and 4;

. The 3rd challenge is about the explainability of learning-based methods which work

like black-box, which leads to the next research question: how to explain the reasons
behind decisions? For manipulation detection tasks, explainability includes visual-
izing models’ region of interest in the manipulated images when classifying them
as manipulated class. Moreover, the reasons behind any proposed components are
required to be explained, such as visualizing the role of mentioned hierarchical fea-
tures. This expalinability-related question is addressed in Chapter 4;

. For the last challenge of the absence in pixel-level image manipulation annotations,

the research question is proposed as: how to build an image manipulation local-
ization model in the absence of pixel-wise annotation labels, while fully-supervised
manipulation localization models cannot be trained in this scenario? Methodology
introduced in Chapter 5 addresses this question;

. As discussed in Section 2.3.3, another significant challenge arises from advanced

learning-based image manipulation methods, particularly generative models. En-
suring that the proposed image detection methods remain effective on challenging
learning-based datasets became our 5th research question, which is addressed as
extension context in both Chapters 3 and 4.

2.6 Summary

Image manipulation techniques, both conventional and learning-based, are posing signifi-
cant challenges to the authenticity of multimedia content and the security of transmitted
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information. Among them, techniques like image splicing and copy-move manipulations
that are widely accessible and easy-to-produce, and Deepfake methods with increasing
sophistication and detection difficulty, are becoming a rising concern. Although deep
learning-based methods have shown effectiveness in distinguishing manipulated images
from authentic ones, key challenges remain. These include the variety of manipulation
datasets, the intensive need for pixel-level annotations, and the black-box mechanism of
learning models that lack explainability, which collectively limit the capabilities of existing
methods for accurate detection and precise localization.



Chapter 3

Image-wise Manipulation
Detection Using CNN-based
Method Modelling Error Levels
(WCBnet)

In this chapter, an image-wise manipulation detection CNN-based model named WCBnet
will be introduced to address the 1st and 2nd research question proposed in Section 2.5.
It is used as a fast fact-checking tool in order to classify pristine images and manipulated
(specifically, copy-move and splicing) images. To achieve this goal, WCBnet models JPEG
compression-based error levels to reveal the disparities between the manipulated regions
and the background areas, using the weighted fusion of the multi-level hierarchical features
extracted by the backbone CNN.

3.1 Introduction

Combating the spread of visual mis/disinformation remains a challenge in current social
media fact checking services and applications due to the fast growth of the presence of
manipulated social media images in the contexts of current geopolitical affairs [1, 5, 2].
These images are vulnerable to the rapid advancement of both conventional and learning-
based manipulation techniques. The former involves manually altering image contents or
properties using image editing tools, while the latter entails generating new visual content
using deep learning models [114, 115]. The most common operations in conventional
image manipulation include inserting objects from one image into the background of
another (splicing) or copying regions within an image and pasting them elsewhere in the
same image (copy-move) [116]. These easy-to-perform and hard-to-detect manipulation
methods pose a significant threat to image authenticity in the current era of information
explosion. A substantial body of work has been proposed and refined for image-level
manipulation detection [117] and pixel-level manipulation localization [118, 119]. In this
chapter, our focus is on image-level classification of manipulated versus authentic images,
specifically within the application domain of fact-checking large sets of images without
pixel-level labels. This context necessitates the rapid verification of the authenticity of
individual images.

This chapter presents an efficient CNN-based approach, WCBnet, starts with ex-
tracting learned features from the signed-value error levels (SEL) of JPEG-compressed

23
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Figure 3.1: Error levels are considered as manipulated traces that distinguish
between manipulated regions and pristine background; The red annotations il-
lustrate the two common conventional image manipulation techniques: copy-
move and splicing.

images on hierarchical convolution blocks. This is followed by adaptively concatenating,
weighting and fusing these multi-level features by considering self-attention over all blocks
according to different error levels corresponding to different manipulation types. The per-
formance of the proposed approach is evaluated on common manipulation datasets and
compared with the state-of-the-art. WCBnet trained using around 2500 images of CASTA
2.0 dataset, resulted in the best F1l-score for CASTA 1.0, Defacto, Coverage and Columbia
datasets after fine-tuning by a small portion of those datasets. On average WCBnet im-
proves the F1 score with respect to the second-best performing methods by 27.5%, 34.3%,
16.2% and 6.1% for these four datasets, respectively. There are three main works that
have been done to achieve image-wise manipulation detection:

e Proposal of a CNN-based model called WCBnet that can adjust the use of the
multi-level features from hierarchical convolution blocks, which is achieved by a
cross convolutional-blocks weighting module; This self-adaptive model performs the
best on multiple image forgery datasets containing two manipulation types;

e Design of a flexible feature reshaping module, named peak-shaped reshaping, to
customize the uniform shape of the multi-level features according to the needs of
different image manipulation detection tasks;

e Involving a pre-processing method to extract compression-based artifacts of manip-
ulated images, by normalizing and retaining the signed values of compression error
levels to enhance the representation of small error values, which is called signed-
value error levels (SEL).
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3.2 Related Work

JPEG Manipulation Detection and the Role of Error Level Analysis (ELA)

JPEG compression is the most prevalent lossy image format used across digital photogra-
phy, social media, and content distribution platforms. Its widespread adoption makes it
a critical focus in multimedia forensics, as manipulated images are often saved or trans-
mitted in JPEG format. JPEG compression introduces characteristic artifacts, such as
block discontinuities and quantization patterns, which can serve as valuable forensic cues
for detecting inconsistencies introduced by post-processing or malicious manipulation.
Numerous JPEG-based manipulation detection techniques have been developed over the
years, including analysis of double compression artifacts [120], quantization noise inconsis-
tencies [121], and block boundary anomalies [122]. These methods often rely on statistical
modeling, transform-domain features, or learning-based approaches to localize or classify
image manipulations.

Among these, Error Level Analysis (ELA) stands out as a straightforward inter-
pretable approach. ELA estimates the error residuals between an original JPEG im-
age and its re-compressed version under the same quality factor, producing a map that
highlights areas with inconsistent compression characteristics [41]. Compared to other
methods that rely on complex statistical priors or compression history estimation, Error
level maps have several practical advantages such as easy-to-compute, model-free, and
providing direct visual cues for detecting manipulation regions. These properties make it
especially suitable for integration with deep-learning models as a sufficient input.

Error-level learning-based methods

The risk of the existing data-driven learning-based approaches is that they suffer greatly
from datasets with different properties or manipulation types. To address it, Error level
is universally present in all inevitable image compression and re-saving operations, so it
has been applied as hand-crafted features to track the JPEG compression-based artifacts
during the lossy re-saving process of manipulated images [123, 124, 125]. Specifically,
the discernible patterns between areas subjected to different JPEG compression processes
and unaffected background regions exhibit varying error levels, thereby revealing traces
of manipulation in the error-level domain [126]. During each instance of image manipu-
lation or subsequent lossy compression, data undergoes distortion following a distinctive
pattern dictated by specific quantization tables. The error-level inconsistency in com-
pression factors or compression times of manipulated regions and background regions is
learned by different deep-learning methods for image manipulation detection. AlexNet 16
is applied to learn the Error-level of CASIA2.0 image manipulation dataset and achieve
90% accuracy after 10-epoch training [127]. The Error-level is augmented using various
methods and learned by an auto-encoder in [128], whose performance reaches 95.79% on
a copy-move dataset named MICC F220. The application of Error-level is also proven
to be effective in image spam classification (spam text is inserted in the images), which
achieves best performance over several image spam datasets [129]. As depicted in Fig 3.2,
error-level maps vividly illustrate the abundance of JPEG artifacts, effectively pinpointing
manipulated regions resulting from both splicing and copy-move operations, while errors
of lower magnitude are evenly dispersed across the background areas.

However, existing EL-based learning methods do not adapt the architecture of conven-
tional CNNs to the specific demands of image manipulation detection, as these networks
are typically pre-trained and optimized for object classification tasks such as those in Im-
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Figure 3.2: Three examples of pristine, splicing and copy-move images, and
their corresponding ground truth, EL maps and SEL maps; Forged areas in
stmilar positions are marked with red boxes and zoomed in

ageNet. Therefore, both the network architecture and the nature of the extracted features
must be carefully reconsidered and tailored for the task of detecting image manipulations.

Multi-level feature fusion for image manipulation detection

Rather than directly using the high-dimensional global features extracted by the final
layers of deep-learning networks, researchers have increasingly focused on the multi-level
features extracted by different convolutional layers in CNNs. In the field of image manip-
ulation detection, the local information of subtle manipulation traces present in shallow-
layer features are particularly crucial. Most multi-level feature fusion structures follow a
U-shaped structure. Beginning with the high-dimensional features from the final layer,
the process of 'up-sampling and addition’ is iteratively applied to combine the multi-scale
output by each convolutional block in the CNNs. In an image manipulation localization
method called EMT-Net, the multi-level features from RGB branch are first enhanced
by noise-branch features and fused using the U-shaped structure [130]. Similar structure
is used in TANet, but the up-sampling process is achieved by Reverse Attention Mining
Block [131]. Another feature fusion structure is dense-connection, following the struc-
ture of DenseNet. The outputs of all convolutional blocks are rescaled, either through
up-sampling or down-sampling, to match the size of each feature map, and are then com-
bined across all spatial dimensions. This structure is applied in HiFi-Net, to fuse the
multi-level features densely and be evaluated on a self-made dataset including 13 manip-
ulation methods [132]. In an image forensic detection model SDCN2 [133], the local and
global extracted image contents are densely integrated to enhance the residual feature
representation.

Although attention modules have been introduced to enhance the output of each
convolutional block, existing feature fusion architectures fail to account for the relative
relationships between convolutional blocks, specifically the varying importance of multi-
level features in image manipulation detection.

3.3 Proposed Method

As shown in Figure 3.3, the proposed model consists of five stages for image-wise manip-
ulation detection. They include 1) Signed-value Error Level (SEL) image pre-processing;
2) Leaned Feature Extractor (a learning-based CNN); 3) adjustable Peak-shaped Feature
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Figure 3.3: The five stages of proposed WCBnet, and different colors of
features in the figure represent different weights.

Reshaping process; 4) Cross Convolutional-blocks Weighting Module (CBWM); 5) Binary
Classification Module. It shows the whole process of modelling error-level image manip-
ulation traces into binary image classes, and the details of each stage will be introduced
in this section.

3.3.1 Signed-value Error Level

Rather than using raw RGB images as input for feature extraction, the present work
utilizes error-level (EL) analysis to emphasize artifacts resulting from inconsistent com-
pression processes between forged and background areas. This approach minimizes the
excessive image features and distractions typically present in RGB inputs, allowing the
network to focus specifically on compression inconsistencies. In JPEG-compressed images,
one of the most widely used formats, data loss primarily occurs during the quantization
phase, where a uniform quantization table is applied across all segmented image blocks
[134, 135]. Applying EL as the pre-processing step enhances the network’s ability to detect
subtle JPEG-compression artifacts. In the case of a manipulated image x € R384x384x3
disparities exist in data discarding patterns between the pristine background region x
and the manipulated region x,,, which typically undergoes additional image processing
(e.g., resizing, rotating, enhancing) before being re-compressed with JPEG. Conventional
approaches involve re-compressing the image x as x’ and computing the absolute differ-
ence between x and x’ to determine the error level of data discarding [136, 137]. EL
maps highlight areas of an image with significant compression discrepancies, revealing
potential manipulations by comparing the original and compressed versions of the image.
The fundamental EL maps F (x) is computed by the absolute difference between image
x and compressed result x’:

E(x)=|x—x|. (3.1)

Subsequently, image enhancement is performed by computing a scaling factor based on
the maximum pixel difference and applying brightness adjustment to E (x) to amplify
potential-manipulated regions in the image. After enhancement, the resulting image
E (x) is normalized by dividing by its maximum value, ensuring the values are scaled to
the range [0, 255]: 255

EBlw) = B x e (B, 1)

(3.2)

~

where E (x) is the enhanced version of E (x).
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(a) Image (b) Manipulation (c) EL (d) SEL

Figure 3.4: The comparison of manipulated images that have different rela-
tive compression factors, and their normal Error-level maps (ELA) and pro-
posed Signed-value Error-level (SEL); Top raw shows the normal condition that
forged regions has lower image quality while the bottom raw is the opposite con-
dition; The error-level maps are enhanced for visualization.

Image manipulation detection based on traditional Error Level secks to maximize
the discrepancy between the manipulated region (xy,) and the pristine background re-
gion (xp). Typically, manipulated regions undergo additional image editing and lossy
JPEG compression, which results in a higher overall level of subtracted errors in the
manipulated region E (Xm) compared to the background region E (Xp) This assump-
tion, however, fails in specific cases where the error level artifacts are concentrated more
prominently in the pristine background than in the manipulated region. Such situations
lead to contradictory feedback for binary classification models, complicating the accurate
detection of manipulation. For instance, as illustrated in Figure 3.4, it manually con-
structs a manipulated image example where the same region is copied-and-pasted, and
the background undergoes JPEG compression with varying compression factors. In two
distinct scenarios, the absolute error levels between manipulated region x,, and com-
pressed manipulated region z/, highlight opposite regions. In one case, higher error levels
are observed in the pristine background, contrary to the expectation that the tampered
region should have higher error levels. This discrepancy demonstrates that traditional EL
methods, which assume larger error levels in the manipulated region, do not account for
scenarios where the background experiences significant compression artifacts, leading to
misleading or inverse feedback in manipulation detection.

To address these limitations, this study proposes the Signed-value Error Level
Analysis (SEL) method. Unlike conventional EL, SEL retains the polarity of error
by computing and preserving the signed difference between the original image x and the
compressed version x’. This preserves relative error discrepancies across regions, allowing
the method to effectively differentiate between manipulated and background areas even
in complex compression scenarios. The signed error difference between the original image
x and its compressed version x’ is calculated as:

S(x)=x—-x. (3.3)

This operation preserves both positive and negative error polarities (from -255 to
255), ensuring that discrepancies between manipulated and pristine regions are correctly
identified, even in situations where the background might exhibit greater errors than
the tampered region. Unlike traditional EL, which operates on the absolute value of
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Figure 3.5: The histograms of normal EL and proposed SEL, extracted from
the same image.

error differences, SEL retains the error polarity, enabling better handling of cases where
background regions show higher error levels than manipulated areas due to compression
artifacts. The signed error differences are then normalized to the range of 0 to 255, making
them suitable for pixel-level representation, as expressed by the following equation:

s S(x) %255 )
509 = (a5 +7°) 2 (3.4

This normalization process ensures that the polarity of error levels is preserved and
facilitates the distinction between tampered and untouched areas by enhancing error
contrast. Notably, this method resolves scenarios where the background exhibits higher
error levels, preventing the misclassification of the background as manipulated.

The SEL method effectively addresses the limitations of traditional ELA by retaining
the polarity of error levels, allowing for the accurate detection of manipulated regions
even when the background experiences greater compression artifacts. SEL maps S (x)
preserves both positive and negative error values and normalizes them, ensuring better
differentiation between manipulated and unaltered regions. As shown in Figure 3.4, SEL
offers robust performance, even under challenging conditions where the background com-
pression artifacts are more prominent than in the manipulated regions. Furthermore, the
pixel value distribution of SEL, as illustrated in Figure 3.5, reveals an asymmetry that
highlights the importance of preserving the polarity of error levels. Unlike traditional EL,
which leads to a symmetric distribution of error values, the SEL representation maintains
both positive and negative polarities, indicating that these values carry significant ana-
lytical information. This asymmetry is particularly valuable in identifying inconsistencies
and distinguishing between manipulated and pristine regions. Additionally, SEL exhibits
a broader range of pixel values compared to conventional error level methods, enhancing
the separability between tampered regions with higher error levels and unaltered areas
with lower levels. This extended error value range facilitates more precise differentiation,
thereby improving the overall effectiveness of forgery detection.

3.3.2 Learned Feature Extractor

The pre-processed SEL result, denoted as S (x), is then fed into a learned feature extractor
to capture multi-dimensional information from the SEL maps. Traditional Convolutional
Neural Networks typically organize their convolutional layers into five blocks, each de-
signed to process different kernel sizes and receptive fields (such as ResNet50 [138]). In
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the proposed model, ResNetb0, with its five convolutional blocks, is used as the feature
extractor. The output from each block, denoted as y1,y2,y3,¥y4,¥5, corresponds to fea-
ture maps of various shapes: 256 x 256 x 64, 128 x 128 x 256, 64 x 64 x 512, 32 x 32 x 1024,
and 16 x 16 x 2048. These outputs represent different levels of detailed and global in-
formation extracted from the image. Specifically, the feature map y; from convolutional
block i of the CNN feature extractor is computed as shown in Equation (3.5), where C(-)
represents the feature extractor function:

yi=C (S (x),z') , (3.5)

This approach enables the extraction of a rich set of features from varying spatial
resolutions, allowing the model to leverage both detailed and global information in the
manipulated images.

3.3.3 Peak-shaped feature reshaping

Next, the height and weight of convolutional block features yi1,y2,¥3,¥y4,y5 need to
be unified in order to be acceptable by concatenation layer of any self-attention algo-
rithm. The common reshaping process in most learning methods like UNet and FCN
is achieved by a U-shaped workflow, which decreases the feature shape by convolutional
blocks and increases it by block-by-block interpolation or transposed convolution 7". The
size-increasing process of U-shaped structure is operated as:

vl = {;(Yj-&-l) +¥i, lfl i 4, (3.6)

(Yigr) tyi, ifi=1,2,3.

The advantages of this repeated reshaping process, as used in traditional U-shaped struc-
tures, are that: 1) it generates the feature map y} with the same size as the original image,
which suits the next-step pixel-level classification, and 2) it avoids the pooling operation
from destroying the image tampering traces. However, for different image manipulation
types or datasets, the importance of each information level varies, resulting in the re-
quirement for different perceptual domains. This highlights a limitation of the U-shaped
structure, which applies a uniform reshaping operation across all layers and considers only
a single situation. To address it, this study proposes an adaptive structure that different
reshaping algorithms, instead of repeated transposed-convolution and addition, are per-
formed on each convolution block individually (like a ’peak’) to construct the feature at
the target size. The comparison between two structures are shown in Figure 3.6.

To achieve this, one of the convolution blocks is selected as 'peak’ block yp, while the
rest of features are reshaped to the its size by dense layers or transposed convolution 7',
where r represent the ratio of reshaped feature size to the target feature size, which
defines the neuron number of dense layer and kernel size of transposed convolution. The
peak-shaped reshaping process is described as:

Dense(yj, ), ifi<p,
Vi, if i = p.
The selection of peak block number peak is adjustable due to different manipulation types

or image characteristics and decides whether to increase feature size without loss of detail
information or decrease feature size with more delicate receptive field. Moreover, in order
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Figure 3.6: The comparison between normal U-shaped (which refers to Peakl
peaked-shaped reshaping) and proposed peak-shaped feature reshaping

to avoid the large gaps in the number of channels of different block output features, the
channels are respectively adjusted to the same order of magnitude through the dense
layers. Then the combined feature Y is obtained by concatenating the independently
reshaped features:

Y = Concat(y],y5,¥5: ¥4 ¥5)- (3.8)

The proposed peak-shaped feature reshaping structure provides a more flexible alternative
to the traditional U-shaped structure by addressing its limitation of relying on a single
perceptual domain. One limitation of the proposed method is that the choice of peak
requires manual selection through ablation studies. A detailed discussion on how different
peak configurations affect model performance (including the case where the U-shaped
structure corresponds to Peakl) is presented in Section 3.4.5.

3.3.4 Cross Convolutional-blocks Weighting Module

The concatenated feature Y is processed by a Cross Convolutional-Blocks Weighting
Module (CBWM), which enables the model to adjust the weights of convolutional blocks
according to various manipulation types and digital characteristics of input images. As
shown in Figure 3.3, CBWM consists of two core components: (1) a self-attention mecha-
nism along channels to generate channel-wise weights for each convolutional block, and (2)
two fully-connected layers to capture inter-relationships between the blocks. The detailed
workflow of CBWM is as follows:

e The feature map Y of size W; x H; x Cy, which is concatenated from reshaped block
features of size W; x H; (i-th convolutional block), is globally pooled along the height
and width to produce a vector A of length equal to the number of channels in Y;

e The vector A, of size 1 x 1 x (Y, is passed through a ReLU activation function to
generate trainable weights for all convolutional block channels;

e Two consecutive dense layers with different numbers of neurons are applied to com-
pute the channel-wise inter-relationship, thus enabling the combination of multi-
level weighted information across all convolutional blocks. The use of two dense
layers allows for the creation of non-linear connections among channels, as opposed
to a single linear dense layer;
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e Finally, the element-wise multiplication of the inter-related block weights A and the
input feature Y produces the output feature map Y’, where the vector weights are
assigned to the corresponding block output features across channels. The param-
eters in CBWM are updated during training to adapt the model’s use of different
convolutional block outputs based on the properties and manipulation types within
the training dataset.

In summary, CBWM effectively allows the model to dynamically adjust the contri-
bution of each convolutional block, enhancing the model’s adaptability to various image
manipulation types.

3.3.5 Binary Classification Module

After the Cross Convolutional-Blocks Weighting Module, the weighted feature Y’ ob-
tained from multi-view convolutional blocks requires to be mapped into the binary classes
‘pristine’ or ‘'manipulated.’ First, a global average layer is applied to flatten the positional
dimensions of the high-level feature Y, which has a shape of W; x H; x Cy, down to
1 x 1 x Cp. This is followed by a dense layer that fully connects all Cy channels across the
convolutional blocks into a single neuron. The output is processed by a Sigmoid activation
layer, resulting in a value that ranges from 0 to 1. This value represents the likelihood that
the predicted image belongs to the positive class (manipulated, in this case). Based on
the most probable predicted class and the corresponding ground-truth image-level label,
the binary cross-entropy loss is calculated batch by batch and backpropagated to update
the model parameters’ weights in the direction of loss minimization.

3.4 Experimental Results and Discussions

In this section, the experimental setup and the applied image manipulation datasets are
introduced first, followed by the ablation study and performance evaluation of proposed
WCBnet.

3.4.1 Experimental Setup

Hardware The model is built and implemented by TensorFlow2.5, on a PC with
NVIDIA GeForce RTX 3090 Ti, 12th Gen Intel(R) Core(TM) i9-12900K 3.20 GHz pro-
cessor and 32.0 GB RAM.

Datasets Six commonly-used image forgery datasets are applied for training and eval-
uating proposed WCBnet. The details of their manipulation types, image size and image
number are summarized in Table 3.1.

Training details The SEL of each dataset is extracted first and manually split into
training set, validation set and test set as the ratio of 7:2:1. The training and ablation
experiments of proposed WCBnet are based on a large-scale dataset CASIA2.0, and the
other image manipulation datasets are used for comprehensive performance evaluation.
The model is trained on the split training set of copy-move or splicing subsets and pris-
tine subsets for 200 epochs and evaluated on the unseen split testing images. For the
experiments, ResNetb0 with five convolutional blocks, is selected to be the learned fea-
ture extractor. The JPEG compression factor of EL and SEL is set to 90 as an empirical
choice.
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Table 3.1: This thesis reports results regarding siz commonly used image
manipulation datasets.

Manipulation Dataset Image size (flé;lgegs /1;1;22 fli))
Copy-move CASIA1.0 [25] 400x400 to 300x400 921/800
splicing » | CASIA2.0 [25] 900x600 to 160x240 5063/7491
Defactos [139] 640x426 to 240x320 124000/
Splicing Columbia [23] 1152x 768 to 757x568 183,/180
Copy-move Coverage [36] 752x472 to 253%x340 100/100
NC2016 [30] 4329%3240 to 640x480 1124/847

Evaluation metrics In the pristine-or-manipulated binary classification tasks, the per-
formance of WCBnet is evaluated using several key metrics that offer complementary
insights into its predictive capabilities. In the context of this binary classification model,
this study defines the positive class as manipulated images and the negative class as
pristine images. Consequently, the performance of proposed manipulation detection
model is evaluated using commonly-adopted metrics such as accuracy, precision, recall,
F1 score, and AUC based on how well the model distinguishes between these two cate-
gories [140]. Specifically, these metrics are calculated based on true positive (TP), true
negative (TN), false positive (FP), and false negative (FN) values which are defined as
follows:

e TP: Correctly classifying manipulated images;

e TN: Correctly classifying pristine images;

e FP: Incorrectly classifying pristine images as manipulated;
e FN: Incorrectly classifying manipulated images as pristine.

Accuracy is one of the most straightforward metrics, measuring the proportion of correctly
classified instances (both manipulated and pristine images) out of the total number of

predictions:
TP+TN

TP+TN+FP+FN'

While accuracy provides an overall success rate, it can be misleading in the presence of
class imbalance, as it does not differentiate between the types of errors made. To address
this limitation, the F1 score, a harmonic mean of precision and recall, is often employed.
Precision measures the proportion of images classified as manipulated that are actually
manipulated:

Accuracy = (3.9)

TP
Precision = ——— 1
recision = - T FP (3.10)

While Recall reflects the model’s ability to correctly identify manipulated images:
TP
Recall = —————. 3.11
T TPYFN (3:11)
The F1 score balances these two aspects, offering a robust measure when both false
positives and false negatives are critical to consider:

Precision x Recall
Fl=2 : 12
% Precision + Recall (3.12)
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Figure 3.7: Self-defined pizel-level Distance Score for evaluating the similar-
ity between ground truth masks and error level maps.

Another important metric in binary classification is the Area Under the Curve (AUC)
of the Receiver Operating Characteristic (ROC) curve. AUC, in my case, provides a
summary of the model’s ability to distinguish between manipulated and pristine images
across different decision thresholds. The ROC curve draws the relationship between TP
rate and FP rate regarding all possible thresholds, and the AUC measures the region under
the ROC curve representing the possibility of making positive decisions. As ROC curve
approaches the boundaries of TP=1 or FP=0, AUC becomes higher and closer to the
maximum value 1 which indicates perfect model classification performance. AUC serves
as a better metric than accuracy in imbalanced datasets, in this thesis, represents the
model’s ability to distinguish between manipulated (positive class) and pristine (negative
class) images across different threshold levels. AUC, of ROC curve is defined as:

1
AUC = / TPR(FPR) dFPR. (3.13)
0

Where the True Positive Rate (TPR) and False Positive Rate (FPR) are given by:

TP
TPR= ——— 3.14
TP+ FN’ ( )

FP
FPR= ———. 1
R FP+TN (3.15)

By using these metrics, including accuracy for overall performance, F1 score for
precision-recall trade-offs, and AUC for threshold-independent evaluation, a comprehen-
sive assessment of our binary classification model’s effectiveness can be achieved.

In addition to standard evaluation metrics, a customized metric called the Distance
Score is defined to measure the pixel-level discrepancy between the error levels and the
ground truth (GT) mask. This score provides a preliminary quantitative assessment of
how well the error levels correspond to the actual manipulated regions. The calculation
of the Distance Score is based on a weighted sum of the pixel values in the error levels,
with the ground truth serving as the weight matrix. Specifically, the ground truth mask
assigns a weight of +1 to pixels in the positive (manipulated) region and —1 to pixels in
the negative (pristine) region. This enables the Distance Score to capture the alignment
between the detected artifacts (from error levels) and the true manipulation regions, while
penalizing false positives (FP). Mathematically, the Distance Score is computed in three
steps:

1. Weighted Sum: Each pixel in the error level map E(x,y) is multiplied by the
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corresponding pixel weight from the ground truth G(z,y), where:

+1 if pixel (z,y) belongs to the manipulated region (Positive),

G(.I',y) = {

—1 if pixel (z,y) belongs to the pristine region (Negative).

(3.16)
The weighted sum across all pixels is then calculated as:
S=> E(zy) Gx,y). (3.17)
T,y

2. Normalization: To normalize S, the theoretical maximum and minimum values
that correspond to perfect and completely incorrect predictions are computed:

e Maximum value (perfect prediction): This is obtained by simulating the
case where the error level map perfectly matches the ground truth. It is com-
puted as:

Smax = Z G(.%', y) : G(.%', y) (318)

which is equivalent to G - G, representing the dot product of the ground truth
with itself.

e Minimum value (completely incorrect prediction): This is obtained
by simulating the case where the predictions are entirely wrong, meaning the
predicted manipulated regions are pristine and vice versa. It is computed as:

Smin = ZG($7y) : (—G(l‘,y)) (319)

which is equivalent to G - (—G), representing the dot product of the ground
truth with the negation of itself.

3. Final Normalized Distance Score: Using these maximum and minimum values,
this study applies a max-min normalization to the weighted sum .S:

- Smin

_ 2
Smax - Smin <3 O)

Distance Score =

This ensures that the Distance Score is normalized between 0 and 1, where a value
of 1 indicates a perfect match between the error levels and ground truth, and a
value of 0 indicates a completely incorrect prediction.

This scoring mechanism effectively reduces the contribution of false positives by assign-
ing a negative weight to the background regions, thus providing a more accurate measure
of how well the error level map identifies manipulated areas. By penalizing errors in pris-
tine regions, the Distance Score offers a more nuanced evaluation of the detection model’s
performance, particularly in terms of its ability to distinguish between manipulated and
unmanipulated areas.
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Table 3.2: Performance of the proposed method and the state-of-art models
(The best and the second-best methods for each dataset are shown in red and
blue, respectively).

Testing set

Model CASIA1.0 Defactos Columbia NC2016 Coverage
F1 AUC F1 AUC F1 AUC F1 AUC F1 AUC
ManTra-Net[141] | 0.297 | 0.141 | 0.000 | 0.543 | 0.621 | 0.681 - - 0.484 | 0.491
CR-CNNJ142] 0.361 | 0.766 | 0.397 | 0.567 | 0.392 | 0.783 | 0.939 - 0.131 | 0.566
FCN-16[143] 0.775 | 0.796 | 0.458 | 0.551 | 0.481 | 0.762 - - 0.180 | 0.541
MVSS-Net[13] 0.752 | 0.839 | 0.404 | 0.573 | 0.802 | 0.980 - - 0.244 | 0.731

umUNET[144] | 0565 | - - -~ o761 | - - - 0423 -

U2-Net[62] 0.557 - - - 0.756 - 0.911 - 0.400 -
WCBnet 1.000 | 1.000 | 0.801 | 0.818 | 0.863 | 0.950 | 0.751 | 0.560 | 0.646 | 0.503

3.4.2 Performance Comparison with State-of-the-art Methods

The performance of the proposed WCBnet is compared to several state-of-the-art meth-
ods, including MantraNet [141], CR-CNN [142], FCN-16 [143], MvssNet [13], Modified-
CNN [144], and U2-Net [62], using two evaluation metrics: AUC and Fl-score. The
result is shown in Table 3.2. The proposed WCBnet achieves the best performance on
CASIAL.0, with both the highest AUC and F1-score of 1.000, and on Defactos, with the
highest AUC of 0.818 and F1-score of 0.801. It also achieves the highest F1-score of 0.646
on the Coverage dataset, though its AUC ranks fourth. For the Columbia dataset, WCB-
net obtains the highest Fl-score of 0.863 and the second-best AUC of 0.950 among all
state-of-the-art models. On the NC2016 dataset, it ranks second-best with an F1l-score
of 0.751. These results indicate that, when facing multiple datasets with different charac-
teristics and manipulation types, the proposed model can effectively adapt its structure
to distinguish forged images from pristine ones.

These results indicate that WCBnet can effectively adapt to datasets with diverse
characteristics and manipulation strategies. For example, CASIA1.0 and Defactos contain
relatively large and clearly manipulated regions, which allow the model to fully leverage
image-level classification and low-level trace preservation through its adaptive reshaping
strategy. Columbia and NC2016 include more subtle splicing manipulations, where the
proposed model still performs competitively due to its ability to balance semantic and
fine-grained features. Although Coverage has more complex and varied manipulation
boundaries, WCBnet still outperforms others in F1-score, showing robustness in classify-
ing more challenging manipulations. Overall, the results suggest that the proposed model
can dynamically adjust to different feature domains, leading to consistent and strong
performance across various manipulation scenarios.

3.4.3 Comparing image-level performance with other error-modelling
methods

In addition to JPEG compression, various other methods have also been utilized to model
the error levels of manipulation traces. The proposed JPEG compression-based SEL is
compared with conventional Wavelet-based methods and learning-based Comprint [106].

e Wavelet-based error levels: The wavelet transform efficiently converts an im-
age from the spatial domain to the wavelet domain, separating it into distinct fre-
quency components for enhanced data representation [145]. It could be applied for
image manipulation detection, namely, extracting energy features of images manip-
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Figure 3.8: Comparisons between different error levels or noises, extracted
from manipulated images.
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Table 3.3: The image-level performance of proposed method and backbone on
different error levels or noise levels of manipulated images.

Error type ResNet50 WCBnet
Accuracy F1 AUC | Accuracy F1 AUC
WEL 89.8% 0.862 | 0.958 91.8% 0.884 | 0.980
Comprint 80.5% 0.701 | 0.898 89.3% 0.834 | 0.959
ELA 91.7% 0.887 | 0.968 92.8% 0.925 | 0.988
SEL 91.8% 0.915 | 0.987 95.1% 0.933 | 0.994

ulated by contrast enhancement [146]. However in this chapter, this study utilizes
wavelet-based image compression to extract wavelet-based error levels (WEL) as it
plays a crucial role in image compression techniques like JPEG2000. The wavelet-
based image compression leverages the process of wavelet transform, decomposition,
quantization, and encoding to discard least significant high-frequency image compo-
nents. The discrepancy in the compression processes between tampered regions and
the original background likely leads to inconsistencies. Therefore, by subtracting
wavelet-compressed results from the original image, wavelet-based error levels are
obtained to highlight the differences between tampered and authentic regions. Fol-
lowing the general framework in [147], wavelet compression with a quantization fac-
tor @ = 2% was employed to control compression strength, where the specific value of
N = 6 was empirically determined based on preliminary experiments. Subsequently,
differences between the original images and their wavelet-compressed counterparts
were computed using the same approach as SEL, aiming to extract wavelet-based
error levels (WEL) for comparison with SEL results.

e Learning-based Comprint: Comprint-method applies a Siamese Network to
learn the difference between image patches with different compression processes,
in order to detect the compression-related manipulations. The pre-trained Siamese
Network is applied to generate Comprints of CASIA2.0 datasets which is compared
with other non-learning error levels.

The CASIA 2.0 dataset was processed using different noise extraction methods, and
several error-level examples of manipulated images regarding WEL, Comprint, EL. and
SEL are visually compared and statistically evaluated with both the backbone and pro-
posed model. Figure 3.8 presents a visual comparison of various error level maps. In the
case of WEL, there is no visually significant distinction in error levels between the tam-
pered regions and the background, as the error levels appear to be uniformly distributed
across the entire image. Comprint demonstrates the ability to localize tampered areas
when they are small and semantically distinct, such as the painting on the wall in 1st
sample or the moose in 5th sample, but fails to effectively identify large-scale tampering
in other examples. In contrast, both EL and SEL maps exhibit a clear distinction in error
levels between manipulated and non-manipulated regions, regardless of whether the tam-
pered areas are semantically meaningful objects or extensive regions like mountains and
lakes. The impact of using these different error level maps as inputs to the manipulation
detection network is further evaluated in Table 3.3.

The image-level manipulation detection performance regarding these error levels is
shown in the Table 3.3. It reveals that SEL is the most effective error-level extraction
method for detecting image manipulations, achieving the highest metrics across all scenar-
ios, including an outstanding AUC of 0.994 and an Accuracy of 95.1% when combined with
WCBnet. This indicates SEL’s exceptional ability to highlight manipulated traces. Ad-
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Figure 3.9: Three-class manipulation detection results of WCBnet on subsets

of Defacto for identifying different manipulation types, represented as confu-
ston matriz.

ditionally, WCBnet consistently demonstrates robust performance across all error types,
significantly surpassing the baseline ResNet50 in Accuracy, F1, and AUC. These findings
underline WCBnet’s superior capability in extracting and modelling error-level features.

3.4.4 Evaluation of WCBnet for Identifying Manipulation Types

Having shown the adaptability of proposed WCBnet on classifying pristine or forged
images of different datasets, the WCBnet was modified for three-class manipulation de-
tection to distinguish between splicing, copy-move and pristine images. The performance
of binary-class and three-class WCBnet with optimal peak block and customized channels
was evaluated on the 250 manipulated and pristine images that are randomly selected from
Defactos dataset. Three-class WCBnet was trained on SEL maps of splicing, copy-move
and pristine images of those two datasets, then the results were compared with binary-
class WCBnet which was separately trained on splicing, copy-move and mixed subsets.
The confusion matrix of three-class WCBnet is compared to binary-class confusion matrix
in Figure 3.9. Three-class WCBnet still achieved a good performance that only 7 out of
364 forged images were mis-classified as authentic images, and more than 92% authentic
images were correctly identified. Except for real-authentic rate, the WCBnet achieved
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slightly better result when considering splicing and copy-move separately in three-class
task or single forgery detection, compared to the scenario that copy-move and splicing are
all considered as forged. For the performance of WCBnet on Defactos, it is obvious that
authentic images are more likely to be classified as copy-move according to Figure 3.9(b)
and Figure 3.9(d). However, when splicing images could be separately considered in the
three-class task or splicing-only binary-class task, the classification accuracy was increased
to 95.93% and 95.30% respectively. From those two initial experiments, copy-move and
splicing manipulations need to be leaned individually by the model, in order to extract
features that are more suitable for a certain manipulation detection.

Overall, the result demonstrates WCBnet’s capability to detect manipulation across
various scenarios, including single-type, mixed-type, and multi-type manipulation. How-
ever, several limitations in its performance remain: 1) In the copy-move only detection
task, WCBnet misclassified around 49% of authentic images as copy-move. A potential
reason for this is that WCBnet, when trained solely on copy-move subset, is optimized
to identify highly similar regions within the same image. In complex authentic scenes,
such as those containing repeated patterns like clusters of similar trees, naturally occur-
ring self-similarity can mislead the model; 2) This limitation still exists in the mixed
manipulation result but the true negative (authentic) rate improves notably by 12%.
This improvement can be attributed to WCBnet learning proper error-level features that
are common to both splicing and copy-move manipulations but distinct from authentic
images, thereby enhancing its ability to differentiate between actual manipulations and
naturally occurring similarities in authentic content.

3.4.5 Ablation Studies

Extensive ablation studies are conducted to optimize each component of the proposed
method. The initial phase involves determining the optimal JPEG compression quality
factor, which is closely associated with the error levels extracted from manipulated images.
This process starts with computing the similarity between the ground truth masks of the
CASTIA2.0 image manipulation dataset and their corresponding error-level results across
various compression factors. The similarity evaluation metrics employed include cosine
similarity, pixel-level area under the curve (AUC) scores and a self-defined similarity score.
Subsequently, different error levels (ELs) and signed error levels (SELSs) corresponding to
various compression factors are fed into multiple image-level backbone networks to assess
their performance in image manipulation detection tasks and to establish the optimal
compression factor.

Additionally, another aspect of the ablation experiments focused on validating the
effectiveness of each component of the proposed WCBnet architecture. This involved
evaluating the impact of different convolutional blocks on image manipulation tasks, fol-
lowed by an assessment of the pre-processed model input signed-value error levels, peak-
shaped feature reshaping, and the structural variations within the cross convolutional
blocks module. Since all these ablation experiments are image-level, the common image-
level evaluation metrics such as Accuracy, Fl-score and AUC are applied to evaluate the
model performance on binary classification tasks.

Ablation experiments of error-level compression factors In the process of cal-
culating the error levels, a key parameter called the compression factor plays a critical
role in determining the quality of the re-compressed image. This factor directly influences
the overall quantity of extracted errors, as it controls the level of compression applied. A
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Table 3.4: The similarity score between ground truth masks and error levels
of manipulated images, of which the compression quality factor ranging from
10 to 90; where Cos is the Cosine Distance between two masks while Dis is the
self-defined Distance Score; The optimal performance is marked as red and the
sub-optimal performance is blue.

EL ‘SEL EL ‘SEL EL ‘SEL EL ‘SEL EL ‘SEL EL ‘SEL EL ‘SEL EL ‘SEL EL ‘SEL

RGB 10 20 30 40 50 60 70 80 90
10U | 0.017 | 0.008 | 0.003 | 0.004 | 0.007 | 0.018 | 0.016 | 0.003 | 0.006 | 0.019 | 0.002 | 0.003 | 0.009 | 0.004 | 0.003 | 0.001 | 0.002 | 0.009 | 0.000
Cos | 0.530 | 0.379 | 0.181 | 0.321 | 0.250 | 0.540 | 0.122 | 0.098 | 0.197 | 0.502 | 0.234 | 0.188 | 0.377 | 0.272 | 0.352 | 0.212 | 0.171 | 0.436 | 0.075
Dis | 0.530 | 0.733 | 0.884 | 0.841 | 0.885 | 0.466 | 0.914 | 0.906 | 0.831 | 0.518 | 0.931 | 0.871 | 0.654 | 0.861 | 0.604 | 0.810 | 0.894 | 0.812 | 0.941

Table 3.5: The Distance Score between GT and error levels of pristine
images; The optimal performance is marked as red and the sub-optimal per-
formance is blue.

rep | EL [ SEL [ EL [ SEL [ EL [ SEL [ BL | SEL | EL [ SEL [ EL [ SEL | BL | SBL | EL [ SEL [ EL [ SEL
10 20 30 40 50 60 70 80 90
Dis [ 0.929 | 0.897 [ 0.932 | 0.904 [ 0.924 | 0.927 [ 0.903 | 0.957 | 0.917 [ 0.902 | 0.946 | 0.938 | 0.928 | 0.930 [ 0.957 | 0.942 [ 0.901 | 0.966 [ 0.921

lower compression factor leads to higher image quality and fewer detectable errors, while
a higher compression factor results in greater degradation and an increased number of
errors, which can be crucial for identifying manipulation traces. Most EL-based image
manipulation detection methods typically set the compression factor to a default value of
90. However, for datasets of varying sizes, resolutions, and tampering operations, the op-
timal compression factor for error-level analysis can differ significantly. To determine the
most suitable compression factor, a direct evaluation method is to compare the similarity
between EL and SEL with the corresponding ground truth masks. There are three metrics
to check the similarity between error levels and ground truth masks (GT), including IoU,
Cosine similarity and self-defined Distance Score. All the images were loaded as gray-
scale images with one channel and converted to numpy array with int32 format. The first
two methods are widely applied to compute the similarity of two arrays, but the applied
GT with only 1s and Os cannot well reflect the wrongly-classified background decisions.
So a self-defined evaluation metric (as introduced in the section 3.4.1) is applied, which
considers the negative effect of wrongly-classified background pixels. The result of simi-
larity calculation between GT and inputs (RGB, EL and SEL), regarding three evaluation
metrics is shown in Table 3.4 and Table 3.5, which demonstrate the superiority of the
EL and SEL compared to the standard RGB inputs. In both manipulated and pristine
image scenarios, EL. and SEL consistently outperform RGB across various compression
factors. This is particularly evident at a compression factor of 90, where EL achieves a
Distance Score of 0.941 for manipulated images and 0.966 for pristine images, indicat-
ing a remarkable capability to identify and differentiate image characteristics accurately.
Similarly, SEL also benefits from this configuration, achieving a commendable score that
emphasizes its effectiveness. However, the results of this preliminary experiment exhibit
significant variability and do not demonstrate an absolute advantage for any particular
compression factor, nor do they lead to a conclusion about the optimal compression factor
suitable for WCBnet.

Another experiment on compression factors is feeding error levels computed with all
possible JPEG compression factors (ranging from 0 to 100) into the proposed WCBnet
architecture. The extent to which EL-based manipulation traces are exposed varies de-
pending on the compression factor applied. Ablation experiments were conducted on the
CASTA2.0 dataset to identify the optimal compression factor for this specific dataset, en-
suring the highest detection accuracy by maximizing the visibility of tampering artifacts.
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Figure 3.10: The performance of WCBnet on three subsets of CASIA2.0,
regarding 100 compression factors

Table 3.6: Performance of WCBnet on three subsets of CASIA2.0, regarding
three different input types

Subset RGB EL SEL
Type Acc F1 AUC Acc F1 AUC Acc Fl-score | AUC
Splicing 64.84% | 0.702 | 0.811 | 92.58% | 0.891 | 0.982 | 95.33% 0.928 0.991
Copymove | 71.15% | 0.616 | 0.794 | 92.31% | 0.867 | 0.983 | 95.33% 0.913 0.989
Mixed 82.69% | 0.695 | 0.913 | 94.51% | 0.912 | 0.987 | 95.88% 0.935 0.992

From the Figure 3.10, compression factor 95 is optimal for copy-move and mixed subsets,
which could achieve accuracy of 97.5% and 96.7%, fl-score of 0.967 and 0.963, AUC of
0.997 and 0.990 respectively. For splicing subset, the optimal compression factor is 97
which achieves accuracy 95.9% accuracy, 0.962 fl-score and 0.994 AUC, while compression
factor 95 is the 2nd best choice.

Effectiveness of signed-value error levels The effectiveness of SEL is evaluated by
comparing the performance of WCBnet on RGB, EL and SEL inputs of three forged
subsets of CASIA2.0. As shown in Table 3.6, the most obvious difference is that all error-
level-based inputs are superior to RGB input. More precisely, the classification accuracy
of model with EL input on splicing, copy-move, and mixed subsets is increased by around
28%, 21%, and 12% respectively, and the Fl-score is also increased by 0.21, 0.25 and
0.22, compared to the performance of same models with RGB input. The model with
SEL input achieves even better results, compared to the number regarding EL input,
which increased the accuracy of the three subsets by 3% on average, and reached an
average accuracy of about 95.5%, average fl-score of 0.925 and average AUC score of
0.990, on all three subsets.

Effectiveness of peak-shaped feature reshaping Since the shape and channel-
number of target feature in peak-shaped reshaping module are flexible, several ablation
experiments are conducted on three subsets of CASIA2.0, regarding SEL inputs only.
Each convolutional block is selected as peak-block in turns (from Peakl to Peakb), in
which Peakl is equivalent to classic U-shaped reshaping structure. The channel number
of these features is also be unified into one of 15, 21, 30, and 45 in turn. As shown in Ta-
ble 3.7 and 3.8, the performance of networks combining different peak blocks and channel
numbers varies. Considering AUC, the network based on Peakl, Peak2 or Peak3 can
achieve a value of about 0.990 under all conditions, and the average difference between
the three is only 0.006. When considering F1-score, the network based on Peak3 and
customized channel numbers achieves the most stable and high performance on the three
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Table 3.7: Ablation study of peak-shaped feature reshaping, where the data in
the table represents F1-score; The top performance is marked as red.

Channel 15 Channel 21 Channel 30
Sp CM | Mixed Sp CM | Mixed Sp CM | Mixed
Peakl | 0.941 | 0.922 | 0.893 | 0.931 | 0.890 | 0.929 | 0.931 | 0.924 | 0.939
Peak2 | 0.943 | 0.930 | 0.936 | 0.946 | 0.929 | 0.909 | 0.948 | 0.926 | 0.939
Peak3 | 0.968 | 0.934 | 0.771 | 0.952 | 0.945 | 0.941 | 0.953 | 0.918 | 0.905
Peak4 | 0.951 | 0.933 0.941 0.951 | 0.879 0.912 0.955 | 0.910 | 0.947
Peak5 | 0.959 | 0.938 | 0.936 | 0.972 | 0.916 | 0.952 | 0.955 | 0.957 | 0.936

Channel 45 Customized Channel
Sp CM | Mixed Sp CM | Mixed
Peakl | 0.926 | 0.914 | 0.933 | 0.929 | 0.920 | 0.940
Peak2 | 0.938 | 0.926 | 0.928 | 0.940 | 0.920 | 0.910
Peak3 | 0.924 | 0.930 | 0.937 | 0.961 | 0.960 | 0.949
Peak4 | 0.940 | 0.926 | 0.951 | 0.953 | 0.939 | 0.908
Peak5 | 0.956 | 0.944 | 0.941 | 0.962 | 0.946 | 0.912

Table 3.8: Ablation study of peak-shaped feature reshaping, where the data
represents AUC; The top performance is marked as red.

Channel 15 Channel 21 Channel 30
Sp CM | Mixed Sp CM | Mixed Sp CM | Mixed
Peakl | 0.991 | 0.989 | 0.982 | 0.993 | 0.987 | 0.989 | 0.989 | 0.989 | 0.992
Peak2 | 0.995 | 0.993 | 0.994 | 0.995 | 0.991 | 0.991 | 0.993 | 0.988 | 0.994
Peak3 | 0.990 | 0.993 | 0.920 | 0.991 | 0.986 | 0.993 | 0.990 | 0.985 | 0.989
Peak4 | 0.983 | 0.985 | 0.980 | 0.988 | 0.971 | 0.978 | 0.984 | 0.982 | 0.981
Peak5 | 0.981 | 0.986 | 0.985 | 0.987 | 0.980 | 0.983 | 0.989 | 0.982 | 0.970

Channel 45 Customized Channel
Sp CM | Mixed Sp CM | Mixed
Peakl | 0.990 | 0.987 | 0.991 | 0.991 | 0.989 | 0.990
Peak2 | 0.991 | 0.991 0.992 | 0.989 | 0.992 | 0.985
Peak3 | 0.989 | 0.990 | 0.993 | 0.983 | 0.991 | 0.989
Peak4 | 0.980 | 0.989 | 0.981 | 0.983 | 0.985 | 0.986
Peak5 | 0.984 | 0.987 | 0.977 | 0.989 | 0.994 | 0.981

subsets which are 0.961, 0.960, 0.949. The customized channels {21, 15,15,30,21} are
defined according to the optimal channel selection of different peak-blocks.

Effectiveness of CBWM 1In order to evaluate the effectiveness of the proposed CBWM,
which incorporates self-generated weights and two different dense layers, three reference
networks, referred to as RefNet-1, RefNet-2, and RefNet-3, were defined. As shown in
Table 3.9, these reference networks utilize different partial structures from CBWM to fuse
the concatenated features of convolution blocks, while keeping the remaining components
of the model unchanged. Specifically, RefNet-1 employs an element-wise multiplication
of the concatenated features followed by an activation function (ReLU) for its feature
fusion module. In RefNet-2, the self-generated weight is computed by applying global
pooling to the input feature and multiplying it by an activation layer. RefNet-3 extends
RefNet-2 by adding a dense layer to fully connect the channels and establish a linear
channel-wise relationship. The proposed CBWM improves upon RefNet-3 by replacing
the single dense layer with two consecutive dense layers, each with a different number of
neurons, thereby enabling a more complex and adaptive block-wise attention mechanism.
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Table 3.9: Comparison of RefNet with Partial and Full CBWM on CASIA2.0
subsets; RefNet-i models are equipped with partial CBWM structures.

Model CBWM Structure Key Components Accuracy | F1-Score | AUC
RefNet-1 Partial CBWM Single dense layer, ReLU 94.51% 0.894 0.981
RefNet-2 Partial CBWM Global pooling, activation layer 90.38% 0.845 0.969
RefNet-3 Partial CBWM Dense layer + feature fusion 90.11% 0.848 0.976
WCBnet Full CBWM Dual dense layers, weighted features 95.05% 0.912 0.987

Table 3.10: Ablation study of CBWM on SEL results across multiple testing
datasets; RefNet-i models are equipped with partial CBWM structures; The top
performance is marked in red.

CASIA1.0 Defactos CMFDdb
Mixed Mixed Copymove
Acc F1 AUC Acc F1 AUC Acc F1 AUC
RefNet-1 | 100% | 1.000 | 1.000 | 73.80% | 0.745 | 0.807 | 12.50% | 0.125 | 0.156
RefNet-2 | 100% | 1.000 | 1.000 | 74.91% | 0.681 | 0.797 | 25.00% | 0.333 | 0.281
RefNet-3 | 100% | 0.976 | 1.000 | 74.54% | 0.726 | 0.802 | 31.25% | 0.478 | 0.344
WCBnet | 100% | 1.000 | 1.000 | 75.65% | 0.750 | 0.819 | 43.75% | 0.490 | 0.391

Coverage Columbia Korus
Copymove Splicing Splicing
Acc F1 AUC Acc F1 AUC Acc F1 AUC
RefNet-1 | 25.00% | 0.286 | 0.160 | 89.19% | 0.895 | 0.921 | 39.53% | 0.435 | 0.366
RefNet-2 | 35.00% | 0.435 | 0.270 | 83.78% | 0.842 | 0.904 | 51.16% | 0.488 | 0.498
RefNet-3 | 50.00% | 0.482 | 0.300 | 83.78% | 0.842 | 0.892 | 55.81% | 0.596 | 0.500
WCBnet | 35.00% | 0.381 | 0.320 | 86.49% | 0.857 | 0.892 | 60.47% | 0.514 | 0.645

Since the performance of these models fluctuated greatly on different subsets of CA-
SIA2.0, the effectiveness of CBWM is evaluated by counting the average classification
accuracy and F1-score on all nine subsets of CASIA2.0, and compared to the average per-
formance of other RefNets. The Table 3.9 illustrates that RefNet-1, RefNet-2, RefNet-3,
and WCBnet respectively achieved an accuracy of 94.51%, 90.38%, 90.11%, and 95.05%,
and F1-scores of 0.894, 0.845, 0.848, and 0.912 on CASIA2.0 SEL dataset. While the pro-
posed WCBnet achieved the best performance in both accuracy and Fl-score, it demon-
strated a slightly higher Fl-score than RefNet-1, showing that it is more effective at
distinguishing between pristine and forged images. In contrast, RefNet-1, which achieves
the best accuracy, performs better at recognizing pristine images.

The results of further experiments on six more testing datasets are shown in Table 3.10.
On these testing datasets, WCBnet consistently outperforms other models, particularly
in terms of Fl-score. On CASIA1.0, it achieved a perfect F1l-score of 1.000, outperform-
ing RefNet-1, RefNet-2, and RefNet-3 in most subsets. In the Defactos dataset, WCB-
net achieved the highest accuracy (75.65%) and Fl-score (0.750), surpassing the other
RefNets. On the more challenging CMFDdb dataset, WCBnet achieved a significantly
higher performance with an Fl-score of 0.490 and accuracy of 43.75%, while RefNet-1
struggled with very low performance. In the Coverage and Columbia datasets, WCBnet
showed stronger performance in distinguishing between forged and pristine images com-
pared to RefNet-1, particularly excelling in F1l-score. These results indicate that the full
CBWM structure in WCBnet enhances its ability to differentiate between subtle image
forgeries, contributing to its superior performance across diverse datasets.
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Figure 3.11: Different perturbation methods are applied on the CASIA2.0
image manipulation dataset, which are (a) Gaussian noise, (b) SaltéPepper
noise, (c) blurring, (d) contrast, (e) scaling and (f) JPEG compression. The
detailed parameters are illustrated in the TABLE 3.11.

3.4.6 Robustness Test Against Perturbations

In real-world scenarios, images often undergo various post-processing operations (such
as compression, resizing, or enhancement) either intentionally to refine manipulations or
unintentionally during data transmission and storage. These perturbations may destroy
subtle manipulation traces, thereby negatively affect the task of image manipulation de-
tection [13, 148]. To assess the robustness of our proposed WCBnet against such common
perturbations, this study applied a series of post-processing techniques to the manipulated
images in the CASIA2.0 dataset. A sample image with different perturbation methods is
shown in Figure 3.11. These perturbations include Gaussian noise (with standard devi-
ation o = 3), Gaussian blur (with kernel size 5 x 5), contrast adjustment (scaling factor
1.5), image scaling (resizing to 0.5x and then back to original dimensions), and JPEG
compression (quality factor ¢ = 0.5). Salt& pepper noise is also introduced during eval-
uation, as it effectively simulates bit errors and sudden signal drop-outs, and represents
a sparse and discrete form of impulsive noise[149] (2% of pixels are randomly set to 0
or 255). Each of these operations simulates typical distortions encountered during image
acquisition, editing, or transmission [22, 11].

The manipulated images of CASIA2.0 are post-processed using these perturbations
respectively, and the backbone ResNetb0 and WCBnet is evaluated on seven different
post-processed versions of CASIA2.0. As shown in Table 3.11, WCBnet consistently
outperformed the baseline ResNet50 across all perturbation scenarios. For example, un-
der Gaussian noise, WCBnet achieves a significant improvement in accuracy (79.9% and
50.0%), F1 score (0.766 and 0.654), and AUC (0.877 and 0.648) compared to the back-
bone ResNet. Similar trends are observed under scaling (81.3% and 76.1% accuracy)
and JPEG compression (79.4% and 77.5% accuracy). Although the results show a slight
decline compared to perturbation-free scenario, it is evident that WCBnet consistently
improves robustness against perturbations compared to the backbone ResNet50. Overall,
the results underscore WCBnet’s superior ability to handle image manipulations, partic-
ularly in the presence of various distortions, which makes it more reliable in real-world
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Table 3.11: The image-wise performance of the backbone and WCBnet on the
CASIA2.0 dataset with different perturbations; Signal-to-noise ratio (SNR) of
the examples in Figure 3.11 is also included.

. ResNet50 WCBnet

Perturbations SNR (dB) Aec 1 ATC Acc i ATC

Gaussian noise (o = 3) 32.14 50.0% | 0.654 | 0.648 | 79.9% | 0.766 | 0.877
Salt&pepper noise (0.02) 15.80 71.4% | 0.702 | 0.797 | 68.7% | 0.681 | 0.763
Blurring (ksize = (3,3)) 2554 | 79.4% | 0.757 | 0.862 | 80.2% | 0.747 | 0.879
Contrast adjustment (« = 1.0) 141.66 83.8% | 0.805 | 0.886 | 81.3% | 0.776 | 0.877
Scaling (0.8) 26.32 76.1% | 0.728 | 0.845 | 81.3% | 0.788 | 0.889

JPEG compression (0.9) 42.44 75.3% | 0.748 | 0.844 | 78.6% | 0.734 | 0.853

JPEG compression (0.5) 25.23 77.5% | 0.733 | 0.830 | 79.4% | 0.764 | 0.862

applications.

To better characterize the effect of each perturbation, the corresponding signal-to-
noise ratio (SNR) was estimated, as shown in Table 3.11. While SNR alone does not fully
explain detection performance, it provides meaningful context when considered alongside
the nature of the distortion. Salt$pepper noise, with the lowest SNR (15.80dB), intro-
duces localized pixel disruptions that significantly degrade detection accuracy. Gaussian
noise (32.14dB), blurring (25.54dB), scaling (26.32dB), and JPEG compression (25.23dB
at Q=50; 42.44dB at Q=90) cause moderate structural degradation and varying levels of
impact. In contrast, contrast adjustment yields a high SNR (141.66dB) and minimal influ-
ence on detection. These results indicate that both the intensity and spatial distribution
of perturbations are critical factors influencing model robustness.

3.4.7 Extended Experiment for Generative AI Detection

As illustrated in the Section 2.2.3, Generative AI (Gen-Al) tools could automatically learn
the characteristics of real-world images and generate fake visual contents as realistic as
possible. With the iterations of learning-based image manipulation technology, Gen-Al
images have become not only difficult for the human eye to distinguish but can even
confuse powerful learning-based detection models. To address the last research question
from Section 2.5, the performance of WCBnet is evaluated over such challenging Gen-Al
images.

Generative image dataset DeepfakeArt

Despite the considerable challenges in accurately detecting Gen-Al (also called deepfake
images) images, this study has selected several state-of-the-art deepfake datasets to rig-
orously evaluate the performance of the proposed image manipulation detection network,
WCBnet. Given that WCBnet’s detection principle relies on extracting multi-dimensional
information to distinguish between manipulated and original regions, evaluating it on
entirely Al-generated images would lack relevance. Therefore, the DeepfakeArt [150]
dataset is selected, as it contains various types of image manipulations created with
different Gen-Al tools, including inpainting, style transfer, and adversarial data poison-
ing. Among these, the inpainting subset, as shown in the Figure 3.12, leverages Stable
Diffusion 2 [151] to generate manipulated content in specific regions of the image with
characteristics closely matching the surrounding areas. For instance, in the first figure,
the bottom region has been replaced with an image of a dog playing on grass, seamlessly
blending with the surrounding background. The DeepfakeArt dataset exhibits significant
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Table 3.12: The image-level performance of WCBnet on Deepfake datasets
regarding different reshaping peaks; The best performance is marked as red.

DeepfakeArt
Accuracy | Fl-score | AUC

82.75 % 0.800 -

Best mentioned
in the paper(DINOv2 [152])

WCBnet_peakl 50.1% 0.651 0.742
WCBnet_peak2 66.1% 0.710 0.851
WCBnet_peak3 88.2% 0.844 0.963
WCBnet_peak4 92.2% 0.882 0.971
WCBnet_peakb 93.9% 0.912 0.981

variations in image size, shape, and resolution. The image dimensions range from a mini-
mum of 533x47 pixels to a maximum of 6215x3445 pixels, with file sizes spanning from 27
KB to 13,908 KB. The Inpainting subset, specifically, contains 5,063 manipulated images
along with their corresponding pristine (original) images.

DeepfakeArt detection results

To evaluate the proposed WCBnet for Deepfake detection, this study adopt the same
experimental setup as in previous experiments. The 5,063 Deepfake splicing images and
corresponding 5,063 pristine images are divided into training, validation, and testing
subsets with a ratio of 8:1:1. Additionally, the manipulation traces (error levels) previ-
ously applied become meaningless in this case, as there is no image compression involved
during the direct generation of Deepfake images. The input to WCBnet is the original
three-channel RGB images, with the focus on evaluating the model’s ability to weight
features at different levels of information extracted from Deepfake images. Furthermore,
WCBnet’s receptive field is constrained by the reshaping process. WC Bnet_peaki with
different reshaping peak i from 1 to 5 is evaluated to account for the varying image sizes
in the Deepfake dataset. The image-level performance of WC Bnet_peaki is presented in
Table 3.12, where it is compared to the best-performing model mentioned in DeepfakeArt
paper.

The experimental results in Table 3.12 show that WCBnet performs increasingly well
in detecting Deepfake manipulations as reshaping peaks increase. WCBnet_peakl starts
with a modest accuracy of 50.1%, an Fl-score of 0.651, and an AUC of 0.742. Each
subsequent peak improves on these metrics: WCBnet_peak2 reaches 66.1% accuracy with
an Fl-score of 0.710 and AUC of 0.851, while WCBnet_peak3 outperforms the baseline
model, DINOv2 [152], achieving 88.2% accuracy, an F1-score of 0.844, and AUC of 0.963.
WCBnet_peak4d and WCBnet_peak5 show further improvements, with WCBnet_peak)
reaching the highest performance at 93.9% accuracy, an Fl-score of 0.912, and an AUC of
0.981. These results highlight the model’s enhanced manipulation detection capacity as
peak increases, suggesting that broader receptive fields allow WCBnet to better capture
manipulation features in Deepfake images for more precise classification.

3.4.8 JPEG-AI and Its Impact on Error Level

JPEG-AI is an advanced image compression technique that utilizes Al tools to enhance
the quality of images while maintaining a smaller file size. Unlike traditional JPEG
compression, which relies on discrete cosine transforms (DCT) and quantization, JPEG-
AT uses machine learning algorithms to learn optimal compression strategies. This enables
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b) Leaning-based splicing

) Error levels

(d) Ground-truth mask

Figure 3.12: Inpainting subset of DeepfakeArt challenge, which contains
leaning-based splicing fake contents.
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JPEG-AI to produce images with fewer compression artifacts, such as blocking, color
banding, and ringing. As a result, JPEG-AI generally outperforms traditional JPEG
compression in terms of visual quality and compression efficiency, making it an attractive
option for modern image storage and transmission applications [153, 154].

JPEG-AT’s Effect on Error Level

EL is a widely used technique for detecting image manipulations. It works by comparing
an original image with its recompressed version to identify discrepancies. These discrep-
ancies, typically manifested as error levels, are used to detect manipulated areas, as the
recompressed regions often exhibit more errors due to the manipulation process. How-
ever, the effectiveness of ELA depends heavily on the visible compression artifacts, which
are utilized to distinguish between manipulated and unmodified areas. When a manip-
ulated image is compressed using JPEG-AI, the resulting error level map will show less
pronounced differences compared to traditional JPEG compression. This occurs because
JPEG-ATI’s superior compression capabilities reduce the error levels across both manipu-
lated and non-manipulated regions of the image. As a result, error levels in manipulated
regions may not differ significantly from the background, making it harder for EL to
detect manipulations.

¢ Diminished Error Level Discrepancies: Since JPEG-AI reduces visible arti-
facts, error level maps will show smaller discrepancies between manipulated and
unmodified regions. This reduction in visible discrepancies could weaken the effec-
tiveness of ELA in detecting tampered areas [155].

e Loss of Diagnostic Artifacts: Traditional JPEG compression produces visible
artifacts that ELA relies on to identify tampered areas. With JPEG-AI’s smoother
compression, the absence of these artifacts makes it harder to discern alterations.

e Challenges in Detecting Covert Manipulations: When heavily compressed,
JPEG-AI may smooth out any discrepancies, making it difficult to detect covert
manipulations. The reduced error levels in manipulated regions may prevent clear
identification of alterations.

In contrast, traditional JPEG compression produces more noticeable discrepancies be-
tween manipulated and original regions, resulting in error level maps with higher contrast.
This contrast makes it easier for forensic tools to identify manipulated areas.

JPEG-AI, with its reduced compression artifacts and improved image quality, presents
a significant challenge for traditional Error Level Analysis (ELA). While JPEG-ATI offers
notable advantages in terms of image quality and compression efficiency, its ability to
smooth compression artifacts weakens the capacity of ELA to detect manipulated re-
gions. This makes JPEG-AT less suitable for forensic analysis relying on error level maps,
particularly when the compression artifacts play a critical role in identifying image ma-
nipulation.

3.5 Conclusions

In this chapter, this study introduces WCBnet, a novel architecture designed for de-
tecting manipulated images with high precision and robustness. The model integrates
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several innovative components: the Signed- Value Error Level (SEL) map as input, multi-
level learned feature extraction, peak-shaped feature reshaping, and a Cross Convolutional-
Blocks Weighting Module (CBWM). These components respectively address the limita-
tions of conventional RGB/EL inputs, fixed feature reshaping strategies, and standard
feature fusion mechanisms.

Comprehensive evaluations on the CASTA2.0 dataset demonstrate that WCBnet con-
sistently outperforms state-of-the-art manipulation detection models. Specifically, the
proposed CBWM enables the model to adaptively fuse features extracted at various net-
work depths, offering a dynamic weighting mechanism that reflects the significance of
detailed and global information. Compared to baselines, WCBnet yields significant im-
provements in Fl-score (ranging from 6.1% to 34.3%), with SEL alone contributing a
performance increase of 23% over RGB inputs and 4% over conventional EL maps. On
CASIA2.0, WCBnet achieves an average accuracy of 87.07% and an Fl-score of 0.879
across all subsets. Additionally, when applied to the learning-based DeepfakeArt inpaint-
ing dataset, WCBnet with a larger receptive field (reshaping to peak 5) attains exceptional
results (93.9% accuracy, 0.912 Fl-score, and 0.981 AUC), demonstrating its robustness to
complex generative manipulations and its ability to leverage multi-level features in more
abstract or diverse manipulation contexts.

Despite these advancements, WCBnet encounters limitations when applied to small-
scale or finely post-processed image manipulation datasets such as CMFDdb and Cov-
erage, where limited sample diversity constrains effective feature learning. While these
datasets pose challenges for many state-of-the-art models, WCBnet still achieves the
highest reported performance (F1-score of 0.646 on Coverage, surpassing ManTra-Net by
0.162), though results remain below ideal expectations. Nevertheless, the results highlight
a broader challenge faced by deep learning-based manipulation detectors: generalizing
across data-sparse and real-world noisy conditions. Moreover, while the CBWM offers
a compelling mechanism for feature fusion, its explainability remains limited as a black-
box classification model. The lack of explicit visualization or attention maps hinders
our understanding of how information from manipulated images is being prioritized or
suppressed across scales. Similarly, while peak-shaped feature reshaping enhances perfor-
mance on datasets like CASTA2.0, its fixed design constrains the model’s receptive field
to a specific configuration, potentially limiting adaptability across diverse image manipu-
lations with varying spatial distributions. Looking forward, several promising directions
can be pursued. First, applying attention-based explainability tools (e.g., Grad-CAM)
could help visualize the decision-making process and working principles of proposed mod-
ules. Second, a more flexible reshaping strategy that dynamically adjusts receptive fields
to accommodate multi-scale manipulations could enhance manipulation detection ability
across various datasets.

In summary, WCBnet represents a novel advancement in image manipulation detec-
tion models, offering a well-rounded solution with improved robustness, accuracy, and
adaptability as a fast fact-checking tool. With additional refinement in explainability and
scalability, it holds strong potential for deployment in real-world forensics, journalism and
visual content authenticity verification.



Chapter 4

Explainability of Image-wise
Manipulation Detection methods
and generating dense-view

manipulation heatmaps
(DenseWCBnet)

Although the WCBnet introduced in Chapter 3 has been shown to accurately distinguish
between manipulated and non-manipulated images, it lacks the ability to provide insight
into the reasoning behind its decisions. Furthermore, it is constrained by the manually
selected peak-shaped structure, offering only a limited receptive field. To address such
limitation and 1st to 3rd research questions proposed in Section 2.5, an enhanced model
named DenseWCBnet (Densely Weighting Convolutional Blocks for Modelling Error Lev-
els of Manipulated images) will be introduced in this chapter, which expands the receptive
field by fully considering all convolutional blocks’ and fusing the multi-level features at
each of their receptive fields. Besides by leveraging Grad-CAM to visualize the feature
maps at different stages, this study provides an intuitive explanation of the proposed
structures’ functionality, thus achieving explainability.

4.1 Introduction

In an era of explosive information, where image manipulation tools can easily create im-
perceptible fake visual content, the rapid spread of visual dis/misinformation on social
media makes it crucial to develop Al-based tools for the verification of image authenticity.
Deep-learning models, capable of extracting abstract high-level features through succes-
sive convolution layers, have demonstrated remarkable accuracy in classifying manipulated
image. For instance, the WCBnet model proposed in Chapter 3 achieves superior perfor-
mance across various image manipulation datasets, consistently with F1l-score reaching
0.9. However, despite the high accuracy achieved by these image-level approaches, they
often struggle to provide a clear explanation for their classification decisions, which can
undermine their interpretability and reliability. A network that accurately identifies a
vehicle, for example, only has the ability of recognizing specific, unrelated features such
as the license plate number, rather than the overall structure of the vehicle itself, so that
it cannot be technically introduced as a vehicle recognizing model [156, 157]. This lack

o1
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Figure 4.1: Overview of proposed DenseWCBnet, which models
manipulation-related error level by densely weighting and fusing multi-level
features of hierarchical convolutional blocks.

|

of transparency in decision-making limits the model’s persuasiveness, especially in appli-
cations where understanding the reasons behind identifying the manipulations is critical.
Additionally, these deep-learning methods address the challenges of image manipulation
detection by fusing high-level features with detailed features from shallow convolutional
layers, thereby reusing the delicate manipulation traces from them. However, such feature
fusion methods with a fixed reshaping process ignore the different roles played by each level
of information. This necessitates an adaptive architecture that can tailor any CNNs for
different image manipulations regarding various sizes, resolutions or other image proper-
ties. In our previous work WCBnet, a cross-block weighting module CBWM was proposed
to adaptively fuse multi-level features extracted by five convolutional blocks. This module
computes channel-wise attention across these blocks and optimizes the reshaping process
through ablation experiments. While the single-stage feature fusion structure of WCBnet
achieve extremely high accuracy over other state-of-art methods, they lack consideration
for feature fusion across different receptive fields and perform poorly on small-target ma-
nipulations. In a word, how to improve the performance of these image manipulation
detection methods in adapting to the complexity of image manipulation datasets, and
proving the feasibility of learning-based models, remains a challenge.

Building upon the image-level WCBnet introduced earlier, this chapter presents an
advanced model named DenseWCBnet. As shown in the Figure 4.1, the key innovation in
DenseWCBnet is the comprehensive consideration of the receptive fields of all extracted
features. Rather than relying on the single-view peak-shaped reshaping module used
in the original framework, DenseWCBnet fuses the features from all five convolutional
blocks at different levels, effectively integrating multi-view information to enhance the
manipulation-related feature representation. In addition to this structural enhancement,
Grad-CAMs are incorporated to visualize the attention feature maps across various re-
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ceptive fields of the original backbone, the feature fusion process across different levels,
and the final output in the form of manipulation heatmaps. This combination not only
improves feature extraction and fusion but also enhances the interpretability of the model
by offering visual insights into how different levels of features contribute to the detection of
manipulated regions. DenseWCBnet serves as an advanced image-level manipulation de-
tection method for fact-checking, sharing a similar structure with WCBnet. Both models
begin by extracting hierarchical features from Signed-value Error Level (SEL) maps of ma-
nipulated images through a series of convolutional blocks. This process is followed by the
Cross Convolutional-blocks Weighting Module (CBWM) and a Dense Feature Weighting
and Fusing (DFWF). These modules apply trainable weights to convolutional blocks based
on their interactions and densely fuse multi-level features across each block’s dimensions.
The performance of DenseWCBnet is evaluated on multiple benchmark image manipu-
lation datasets and compared with state-of-the-art methods. Moreover, by visualizing
attention heatmaps generated from various convolutional layers, DenseWCBnet enhances
interpretability, offering insights into the processes of feature weighting and fusion within
key components such as CBWM and DFWEF. There are several differences from previous
work: 1) densely involving multi-stage feature weighting over all levels of convolutional
blocks instead of single-stage peak-shaped reshaping with restricted view; 2) including
explainability by generating various-stage feature maps using grad CAM which visualizes
the hypothesis dense multi-level fusion and shows the rough manipulation regions; 3) im-
proving the image-level performance of WCBnet over various image manipulation datasets
and generating more accurate heatmaps; 4) thoroughly evaluating the effectiveness of SEL
using more metrics (like distance between background and foreground histograms) .

To sum up, the main contributions of proposed DenseWCBnet include the following;:

e A CNN-based model called DenseWCBnet is designed and proposed for fast fact-
checking of image manipulations. This model, compared to previous WCBnet, ef-
fectively utilizes multi-level features from hierarchical convolution blocks at dense
views of these blocks. It further improves model’s capabilities of modelling JPEG
compression-based error levels and achieves superior image-level classification accu-
racy across multiple datasets;

e An advanced feature fusion module called DFWF is devised which consists of reshap-
ing the convolutional block outputs to each size of them and individual weighted
fusion (CBWMs) at each level. Subsequently, these densely-weighed features are
fused across multiple receptive domains, resulting in richly dimensioned weighted
features;

e The working principle of Dense WCBnet’s components, such as CBWM and DFWF
is interpolated by producing CAM-based feature maps of features at different stages,
which visualizes the model’s attention on manipulated images, the distinct roles of
convolutional blocks, and the feasibility of the proposed feature fusion module.

This chapter about explain-ability and multi-view feature fusion is structured as fol-
lows: Section 4.1 begins with a concise overview of related work and then a brief intro-
duction of the proposed work. The details of the proposed methodology are illustrated in
Section 4.2, followed by a thorough evaluation of performance in Section 4.3 and conclu-
sions in Section 4.4.
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4.2 Methodology

4.2.1 Overview

This work is based on our previous work WCBnet [18] (Chapter 3) , and improved by
involving the feature fusion over various receptive field and involves the interpretability of
each component of the proposed DenseWCBnet. Following the same goal of image-level
fast fact-checking to detect manipulated images without ground-truth masks as WCB-
net’s, DenseWCBnet shares the similar model structure. As shown in the Figure 4.2, the
former structure of DenseWCBnet is the same as WCBnet, namely SEL and CNN-based
feature extractor, which extract basic local or global information from error-level manip-
ulation traces. For next feature weighting and fusing stage, the single-view CBWM is
replaced by a three-step dense-view feature fusion structure. Considering the varying re-
ceptive fields of different convolutional blocks, the proposed model 1) rescales the features
to each feature’s dimension as a unified size, 2) applies CBWMs individually at different
views for feature weighting and 3) concatenates the five weighted features as final dense-
view output. Through this approach, densely weighted-and-fused features are obtained,
containing rich information of manipulation traces across multiple levels. The proposed
model is evaluated on two common image manipulation types with shared and indepen-
dent traceable manipulation traces, namely copy-move and splicing, in order to verify its
adaptation ability. Furthermore, by computing attention heatmaps via grad-CAM [17]
between different convolutional layers of DenseWCBnet, the process of multi-level feature
weighting and dense feature fusion is visualized for explainability. The details of each
component are illustrated in the following sections.

4.2.2 The SEL Processing and Multi-level Feature Extraction

The proposed DenseWCBnet first computes signed-value error levels (SEL) to expose the
compression-related error-level inconsistency between manipulated and pristine regions.
SEL involves both positive and negative values of error-level differences considering the
abnormal situation mentioned in Section 3.3.1, and enhances those minimal error-level
values by proper normalization. The input of DenseWCBnet is still RGB image x €
R384x384x3 " from which signed-value error level S (x) is extracted to reveal the JPEG
compression-based manipulation traces. To differentiate between the signed-value error
levels of the manipulated region S (;(m) and the pristine region S (;(p), the result of the
signed-value error level computation S (x) is inputted into a learned feature extractor,
such as ResNet50. Both detailed information regarding manipulation traces and abstract
information among regions, extracted by shallow-to-deep layers, are essential for image
manipulation detection. Incorporating all possible dimensions from the five convolutional
blocks of ResNet50, each with specific and consistent dimensions, ensures comprehensive
feature extraction across various levels of abstraction. The outputs of all five shallow-to-
deep convolutional blocks of ResNet50, denoted as y1,y2,¥3,¥y4, and y5, with dimensions
192x192, 96 x 96, 48 x48, 24 x 24, and 12 x 12, respectively, are utilized. C(x, ) represents
the feature extraction operation from layer i of the Convolutional Neural Network given

the input SEL S (x) results:
yi=C($(x),1). (4.1)

where y; denotes the output feature map of convolutional block i of the backbone network.
It contains the various levels of features from extracted signed-value error levels.
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Figure 4.3: Single-view CBWM at the dimension of one convolutional block,
which is similar to the one illustrated in Chapter 8 while such CBWM of
different scales is included for multiple times.

4.2.3 Single-view CBWM

The next step is to fuse these feature maps y; extracted from the convolutional blocks i.
The conventional method of multi-dimensional feature fusion involves repetitively up-
sampling and concatenating/adding the outputs of adjacent convolutional blocks [144, 62].
However, as discussed earlier, features extracted by shallow or deep layers of CNNs play
distinct roles for various image manipulation detection tasks. Accordingly, single-view
CBWM, as illustrated in Section 3.3.4, is applied to assign weights for these multi-level
features y; at the feature scale of convolutional blocks. The advancement in the Chapter
is that five CBWMs with each feature’s scale is involved, which means that the inner-
relationship among convolutional blocks is individually computed at their own scales (each
scale is the shape of y; while j is selected from 1 to 5) . As shown in Figure 4.3, the
single-view CBWM has the same workflow as WCBnet’s and one of five CBWMs which
fuses the five feature maps y; at the level of feature y;’s view is described as follows:

Initially, each feature yi is reshaped to a unified size y’ij, where ¢ denotes the con-
volutional block and j represents the selected block with the target shape. In the Cross
Convolutional-blocks Weight Module (CBWM), the channel number of all reshaped fea-
tures is standardized to C’ using 1 x 1 convolutional layers, ensuring consistent weight
ranges across blocks. An attention mechanism is then applied uniformly across all re-
shaped blocks Y’; to compute feature interactions, with global pooling producing a vec-
tor W from Y’;. This vector passes through a ReLU activation layer, creating trainable
channel weights. Dense layers connect all channels of W, establishing cross-block chan-
nel relationships and resulting in the weight W';. Finally, element-wise multiplication of
W', with the concatenated feature Y’; assigns channel-specific weights to block outputs,
thus weighting the convolutional block outputs y; accordingly.

4.2.4 Dense Feature Integration

When employing CBWM or other feature fusion methods, it is inevitably to standardize
features of varying sizes by upscaling or downscaling, which results in loss or inaccura-
cies in information related to manipulation traces. Additionally, such feature reshaping
process with unified sizes restricts the CNNs’ perspective to a singular view, limiting its
ability to capture the comprehensive information. In previous work, the rescaled feature
shape is optimized by massive ablation experiments, but it still cannot avoid the prob-
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lems caused by the single-view CBWM. To address these limitations, this study proposes
a Dense Feature Integration approach by thoroughly considering all possible rescaling
procedures. As shown in the Figure 4.2, each feature extracted from convolutional blocks
are individually standardized to match the dimensions of these blocks, facilitating fea-
ture integration across multiple views. Subsequently, employing independent CBWM on
each view facilitates the weighting and fusion of features at different levels. This dense
integration process ensures that the resulting features encapsulate a rich and diverse rep-
resentation of information from all blocks.

The outputs of the Convolution blocks, denoted as y;, undergo individual resizing
to different shapes y';; with dimensions W’ x H’, which correspond to the shape of
each y;. These resized outputs are then concatenated to form five all-block features
Y'1,Y'5, Y3, Yy, Y's. By computing CBWM individually over all five feature levels, the
input features Y’; are weighted based on the inter-relationship among all convolutional
blocks, resulting in Y;. With the objective of image-wise fact-checking , each weighted
cross-block feature Y; is globally pooled into an image-wise vector of shape 1 x 1 x 5C”
and concatenated along channels as the final multi-view features Y of shape 1 x 1 x 25C".

4.2.5 Binary Classification Module

The all-block feature Y from the last step that has densely weighted and fused features of
convolutional blocks is downscaled into a scalar representing the probability of belonging
to either forged or pristine (1 x 1 x 1) using a dense layer with Sigmoid activation.
Subsequently, based on the predicted class with the highest probability and the given
image-level label, the loss is calculated batch by batch and back-propagated to update the
model parameters’ weights through gradient descent. During training, the parameters in
dense-view CBWM are updated to adjust the model’s utilization of different convolutional
blocks based on the properties and manipulation types present in the training dataset.

4.2.6 Explainability: Feature Maps and Dense-view Heatmap

In addition to achieving high classification accuracy, image-level deep-learning methods
often lack explainability, offering limited insight into decision-making processes and the
reasons behind performance improvements. To address such limitation, this study in-
corporates gradient-weighted class activation mappings (grad-CAMs) at various stages
of the proposed workflow, enabling visualization of the feature maps that indicate the
model’s focus areas when classifying manipulated images. Then by integrating activation
levels from the dense layer with multi-view feature maps from the weighted convolutional
blocks Yj, this research defines Dense-CAM, a novel explainability solution generating
detailed heatmaps that highlight regions of image manipulation.

Feature maps fj of original convolutional blocks y; To obtain the regions where the
deep-learning model focuses, Grad-CAM calculates the gradient of the target class score
with respect to the feature maps from any convolutional layer, producing ’importance’
weights for each feature map. Since Grad-CAM is applicable between any two convolu-
tional layers, this study computes several Grad-CAMs between the features before& after
CBWNMs to show how DenseWCBnet’s focus changes during classifying manipulations.
As shown in the Figure 4.4, Grad-CAMs are computed in the two stages of the proposed
workflow. The features y; to ys extracted from 5 convolutional blocks and the manipu-
lated class score extracted from the final Dense layer are first used to compute first-stage
feature maps f = {f1, f2, ..., f5} which visualize where these convolutional blocks focus
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Figure 4.4: The generation of feature maps for explainability; The dotted
lines represent the grad-CAMs, while different colors mean the feature maps
1 two stages.

(the process is marked as red in the Figure 4.4). These basic feature maps are consid-
ered as the backbone and are then used for comparison with weighted features and final
dense-view heatmaps.

Feature maps F; of CBWM-weighted features Y; The feature maps in the next
stage are obtained by Grad-CAM between the convolutional layer Y; after each CBWM
and the last neuron of the model output layer (as shown in the blue dotted lines of the
Figure 4.4). As introduced in the last Chapter, CBWM sets weights for each convolutional
block output and fuses them to jointly involve all levels of information. Moreover, the
novelty of DenseWCBnet is that CBWMs at all five feature scales are involved which
individually achieves weighted feature fusion processes thoroughly. The feature maps
(defined as F' = {F1, Fy,...,F5}) of Y; are visualized to show how CBWMs affect the
model’s focus during image manipulation detection regarding different receptive fields.

Dense-view manipulation heatmap H The final step is to combine multi-view fea-
ture maps F', in order to obtain a comprehensive region of interests of DenseWCBnet
when classifying input images as manipulated. The first and most straightforward com-
bination method is to compute the average of the n feature maps (n = 5 in this study),
which is defined as follows:

H= an (4.2)

This approach enhances manipulated regions by accumulating strong activations from all
views, enabling fine details from high-resolution maps to complement broader context
from lower-resolution ones. However, it also has a key drawback that errors or noise from
each feature map are equally aggregated, which can result in false activations in the final
heatmap.

To address this issue, an alternative method is to compute their geometric mean,
which involves normalizing the values of the feature maps to a range of 0 to 1 and then
combining them by taking the cumulative square root. The geometric mean of F; to F,



CHAPTER 4. EXPLAINABILITY OF IMAGE MANIPULATION DETECTION 59

is defined as (n = 5 in this study):

The geometric mean suppresses low-confidence or noisy activations more effectively, since
any low value in the product tends to decrease the final result, leading to more discrimi-
native heatmaps. This noise-suppressing property has been successfully applied in other
areas such as image fusion [158], and more recently, in multi-scale manipulation detection
frameworks [159, 160]. Given its advantages in reducing noise accumulation while main-
taining the spatial consistency of manipulated features, this study selects the geometric
mean to generate the final heatmap H. This choice improves the localization precision of
the manipulation class and leads to clearer and more reliable predictions.

The proposed DenseCAM enhances the explainability of DenseWCBnet by map-
ping dense-layer activations directly to manipulation-sensitive regions, thereby provid-
ing a comprehensive multi-dimensional view of image manipulation across various feature
scales. The effectiveness of DenseWCBnet will be evaluated by its image-level performance
over multiple datasets and pixel-wise multi-view feature maps and dense-view heatmap.

4.3 Experimental Results and Discussions

This section begins by presenting the experimental setups and the datasets used for image
manipulation detection. Subsequently, the experimental results demonstrate the image-
wise performance of DenseWCBnet on commonly used image manipulation datasets, com-
paring it with other state-of-the-art methods. Furthermore, the effectiveness of each
component of DenseWCBnet is discussed based on additional image-wise classification
experimental results and dense-view heatmaps generated by explainability method (Grad-
CAM [161)).

4.3.1 Experimental Setup

Most of the experimental setup is the same as descriptions in the Section 3.4.

Hardware The model is built in the environment as WCBnet’s depending on Tensor-
Flow version 2.7 and Python version 3.7. Specific functionalities are only executable under
TensorFlow’s graph mode within this environment. The experiments are run on a PC
with NVIDIA GeForce RTX 3090 Ti, 12th Gen Intel(R) Core(TM) i9-12900K 3.20 GHz
processor and 32.0 GB RAM.

Datasets To make the experimental results comparable with WCBnet, the DenseWCB-
net is trained and evaluated on the same image manipulation datasets. These images are
manipulated by splicing (which splices objects from sources into a new background) , or
copy-move (which copies the region and pasting it on the same image). The details of
their manipulation types, image size and image number are summarized in Table 3.1.

Model complexity The training parameters of backbone (ResNet50), WCBnet, and
DenseWCBent are 23.6 million, 24.1 million (with 2.3% increase) and 24.8 million respec-
tively. The Floating Point Operations Per Second (FLOPS) is also applied to evaluate
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the complexity of the models. The total FLOPs of three models are 22.78 GFLOPs, 23.06
GFLOPs and 25.77 GFLOPs respectively.

Training details In order to study the impact of different manipulation methods on
the proposed method, each dataset is divided into splicing and copy-move subsets to
separately evaluate the performance of the model. Then, these subsets are split into
training sets, validation sets and test sets as the ratio of 7:2:1 and they will not change
in subsequent experiments once split, in order to ensure training and testing on the
same data. The large-scale CASIA2.0 dataset is used for optimizing the model, in which
approximately 2000 images are selected from each subset, namely, splicing, copy-move
and authentic. When evaluating on other datasets, transfer-learning is applied to transfer
the features learned from CASIA2.0 into other image manipulation datasets. For each
subset, normal ELA and proposed SEL are extracted from images and saved as PNG files
as preprocessing. In case one of manipulated or pristine classes has imbalanced number
of images, this study applies binary-class F1-loss as the image-level loss function.

Evaluation metrics For the purpose of fast fact-check, the model is trained and evalu-
ated using image-level metrics for manipulated-or-pristine binary classification tasks, such
as accuracy, Fl-score, and AUC (area under curve).

Moreover, there is a pixel-wise evaluation metric to directly measure the similarity
between error levels and ground truth, which is called Bhattacharyya distance. This
metric is well-suited for binary image manipulation detection, as it effectively quantifies
the similarity between two distributions by comparing their feature histograms. In the
context of image manipulation detection, where manipulated regions are contrasted with
ground truth masks, a smaller Bhattacharyya distance indicates greater similarity between
the predicted manipulation map and the actual manipulated areas. Given the normalized
histograms of error levels S and ground-truth masks G, the Bhattacharyya coefficient
BC(S,G) is calculated as:

BC(S,G) = Z VS()G(i). (4.4)

The Bhattacharyya distance D is then defined by:
D(P,Q) = —In(BC(S,Q)). (4.5)

This metric is widely used in image processing tasks, such as object tracking and edge
detection [162, 163], and is particularly effective in assessing the spatial alignment between
the manipulated and original regions in binary classification problems [164, 165]. Its
application provides an efficient method for evaluating the similarity between manipulated
and ground-truth images, particularly in the context of detecting image manipulation
localization tasks.

4.3.2 Comparison with State-of-art Methods Regarding Image-level Per-
formance

The image-wise performance of proposed DenseWCBnet is compared to several state-
of-the-art methods, including MantraNet [141], CR-CNN [142], FCN-16 [143], MVSS-
Net [13], MVSS-Net++ [13], Modified-CNN [144], U2-Net [62] and our previous work
WCBnet, via two evaluation metrics that are AUC and Fl-scores. The results in TABLE
4.1 highlight the superior performance of DenseWCBnet and WCBnet compared to other
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Table 4.1: Image-level performance of the proposed method and the state-of-
art models; The best and the second-best methods for each dataset are shown in
red and blue, respectively); This table is extended from Table 3.2 of Chapter 8

Testing set

Model CASIA1.0 Defactos Columbia NC2016 Coverage
F1 AUC F1 AUC F1 AUC F1 AUC F1 AUC
ManTra-Net[141] 0.297 | 0.141 | 0.000 | 0.543 | 0.621 | 0.681 - - 0.484 | 0.491
CR-CNN|142] 0.361 | 0.766 | 0.397 | 0.567 | 0.392 | 0.783 | 0.939 - 0.131 | 0.566
FCN-16[143] 0.775 | 0.796 | 0.458 | 0.551 | 0.481 | 0.762 - - 0.180 | 0.541
MVSS-Net[13] 0.752 | 0.839 | 0.404 | 0.573 | 0.802 | 0.980 - - 0.244 | 0.731
MVSS-Net++[13] 0.694 | 0.862 | 0.478 | 0.531 | 0.930 | 0.984 - - 0.895 | 0.726

UmUNET[144] 0.565 N - - 0.761 . . . 0.423 -

U2-Net|62] 0.557 - - - 0.756 - 0.911 - 0.400 -
WCBnet [18] (Chapter 3) | 1.000 | 1.000 | 0.801 | 0.818 | 0.863 | 0.950 | 0.751 | 0.560 | 0.646 | 0.503
DenseWCBnet 1.000 | 0.994 | 0.914 | 0.977 | 0.816 | 0.923 | 0.639 | 0.653 | 0.594 | 0.790

competing models in detecting image manipulations. DenseWCBnet achieves perfect F1-
scores and AUCs of 1.000 and 0.994 on the CASIA1.0 dataset, and outstanding scores
of 0.914 and 0.977 on the Defactos dataset, significantly outperforming MVSS-Net and
other models. Similarly, on the Columbia dataset, DenseWCBnet maintains high F1 and
AUC scores of 0.816 and 0.923, respectively, showcasing its robust detection capabilities
across diverse datasets. WCBnet, while slightly less performant than DenseWCBnet, still
demonstrates substantial improvements over traditional models. It achieves perfect scores
on CASIA1.0 and competitive results on Defactos with an F1l-score of 0.801 and an AUC
of 0.818. Additionally, WCBnet’s consistent performance on the Columbia and NC2016
datasets further underscores its reliability. Overall, DenseWCBnet and WCBnet exhibit
clear advantages in detecting image manipulations, with DenseWCBnet’s dense connec-
tivity architecture providing a marked improvement in capturing intricate manipulation
artifacts.

4.3.3 Effectiveness of Signed-value Error Level

Signed-value error-level is the first core component of the proposed method, which distin-
guishes forged and pristine regions by the inconsistent levels of JPEG compression-based
errors. Several experiments are conducted to evaluate the effectiveness of SEL appli-
cation compared to other types of inputs, regarding histogram difference, image-wise
performance and SEL ablation study.

Comparing Foreground and Background in RGB, EL and SEL maps

Since error levels could distinguish the data discard patterns between manipulated region
and authentic region, this research examines the separability of manipulated regions from
pristine background, histograms were computed over the manipulated foreground, pristine
foreground, and shared background areas, using the RGB image, its corresponding ELA,
and the proposed SEL map. An example is shown in the Figure 4.5 which extracts
the manipulated foreground and intact region from the pristine images with the same
background.

From the histograms of manipulated pristine regions in Figure 4.6, the distribution
or separability of the same image regarding RGB, EL and SEL maps varies. In the RGB
domain, pixel distributions of all regions heavily overlap, with manipulated foreground
showing slightly broader intensity range but limited distinction from background and pris-
tine regions. ELA histograms, by contrast, reveal clearer separation: manipulated regions
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Figure 4.5: Comparison between the foreground and background of pristine
and manipulated image, regarding RGB, EL and SEL maps.

Table 4.2: The comparison of histogram similarity, Distanceg represents the
distance between background and manipulated foreground while Distancep is
between background and authentic foreground.

RGB ELA SEL
Distancea | 0.841+£0.012 | 1.138 £0.078 | 0.251 £ 0.065
Distances | 0.697£0.024 | 0.718 +0.097 | 0.536 £ 0.181

exhibit concentrated error patterns in mid-low intensity bins (5-20), while pristine and
background pixels remain largely near zero. SEL further enhances this separability by
centering all pixel values around 125 and expanding manipulated region variance sym-
metrically across a wider range, forming a near-Gaussian distribution. This structured
divergence in SEL histograms effectively shows differences between manipulated and non-
manipulated regions, which means that the pixels belonging to those two image classes
are easier to distinguish.

In order to further analyse these differences numerically, Bhattacharyya distance is
used to measure the similarity between two histograms belong to manipulatedpritine
regions(probability distributions). Bhattacharyya distance between manipulated fore-
ground and background in manipulated images Distanceg and the distance between
authentic foreground in the corresponding region and pristine background in pristine im-
age Distancep are calculated. As shown in the TABLE 4.2, the average Distancea
and average Distanceg in SEL have the largest difference which are 0.251 and 0.536
respectively, which means that manipulated region and pristine region are comparatively
distinguishable in SELs.

Comparing Image-level Performance Regarding RGB, ELA and SEL

The effectiveness of SEL is evaluated by comparing the performance of DenseWCBnet
on RGB, ELA and SEL inputs of three forged subsets of CASIA2.0. The difference
between WCBnet and DenseWCBnet is also shown in the TABLE 4.3. Regarding those
three input types, error-based results have a significant improvement compared to RGB,
increasing the Fl-score of ResNet, WCBnet and DenseWCBnet by 14%, 21.9% and 7.2%
respectively. On the basis of normal ELA, the application of SEL increases F1-scores by
1.7 to 3.5 percentage points. It can be observed that DenseWCBnet except for modelling
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tograms in RGB, ELA, and SEL Formats, with Pristine Foreground in Green,
Shared Background (BG) in Blue, and Splicing Foreground in Red.
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Table 4.3: The image-level F1-score of backbone network, WCBnet and
DenseWCBnet, on three CASIA2.0 subsets regarding RGB, ELA and SEL
respectively; The best performance is marked as red

RGB ELA SEL
Sp CM | Mixed Sp CM | Mixed Sp CM | Mixed
ResNet50 0.634 | 0.803 | 0.798 | 0.905 | 0.856 | 0.894 | 0.911 | 0.909 | 0.925
WCBnet 0.702 | 0.616 | 0.695 | 0.891 | 0.867 | 0.912 | 0.928 | 0.913 | 0.935
DenseWCBnet | 0.875 | 0.845 0.815 0.931 | 0.912 0.908 0.934 | 0.926 | 0.943

Table 4.4: The image-level performance of proposed method and backbone on
different error levels or noise levels of manipulated images; The best perfor-
mance is marked as red; This table is extended from Table 3.3 of Chapter 3.

Error type ResNet50 WCBnet DenseWCBnet
Accuracy F1 AUC | Accuracy F1 AUC | Accuracy F1 AUC
WEL 89.8% 0.862 | 0.958 91.8% 0.884 | 0.980 92.0% 0.893 | 0.959
Comprint 80.5% 0.701 | 0.898 89.3% 0.834 | 0.959 88.5% 0.859 | 0.948
ELA 91.7% 0.887 | 0.968 92.8% 0.925 | 0.988 94.8% 0.931 | 0.975
SEL 91.8% 0.915 | 0.987 95.1% 0.933 | 0.994 95.0% 0.943 | 0.978

errors, also performs well on RGB inputs, reaching an average F1-score of 0.85.

Comparing Image-level Performance Regarding Other Error-modelling Meth-
ods

Similar to previous experiments in Section 3.4.3, there are some other methods to extract
the error levels exposing image manipulation traces, such as Wavelet-based error levels
(WEL) and Learning-based Comprint. Some error-level samples have been shown in the
Figure 3.8. The image-wise performance of DenseWCBnet is included as additional re-
sults to Table 3.3, so the comparison between backbone, WCBnet and DenseWCBnet
regarding these different types of error levels is presented in Table 4.4. The results reveal
distinct advantages of proposed DenseWCBnet over the conventional ResNet50. Specifi-
cally, DenseWCBnet consistently achieves the highest accuracy and F1 scores, underscor-
ing its superior capability in handling various manipulated image noise and error levels.
For instance, DenseWCBnet attains an accuracy of 92.0% and an F1 score of 0.893 for
wavelet-based error levels (WEL), outperforming both ResNet50 and WCBnet. Similarly,
in Error Level Analysis (ELA), DenseWCBnet’s accuracy of 94.8% and F1 score of 0.931
markedly exceed those of ResNet50. Moreover, while WCBnet often trails Dense WCBnet
in accuracy and F1 scores, it consistently achieves the highest AUC values across all error
types, with a notable AUC of 0.994 in SEL. To sum up, WCBnet excels in distinguishing
between classes with a higher degree of certainty, as indicated by its superior AUC scores
while DenseWCBnet provides the most robust overall performance. Consequently, the
integration of these advanced network architectures into image manipulation detection
frameworks can substantially enhance detection accuracy and reliability, particularly in
complex scenarios with varying error characteristics.

4.3.4 Effectiveness of CBWM

The next core component of DenseWCBnet is Cross Convolutional-blocks Weighting Mod-
ule, which sets trainable weights for each convolutional block make adaptive use of ex-
tracted multi-level features. To evaluate the effectiveness of CBWM on those features, this
study compares the performance of backbone network and single-stage CBWM (which is
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proposed in WCBnet paper) on different image manipulation detection tasks. The ex-
perimental results regarding image-wise performance, explainability of feature weighting
and CBWM structure ablation are shown as follows.

Image-wise performance using single-stage CBWM

To evaluate the effectiveness of CBWM, the classification performances of backbone net-
work (ResNet50) and WCBnet with single-stage CBWM are compared, regarding different
image types, manipulation types and manipulation datasets. As shown in the TABLE 4.3,
image-wise F1-scores of ResNet50 and WCBnet (with single stage CBWM) on CASIA2.0
subsets are compared. ResNet50, that has been pre-trained by ImageNet object detec-
tion datasets, is better at distinguish between objects from RGB images. So F1-score of
ResNet50 on RGB CASIA2.0 subsets is larger than WCBnet by around 7% on average.
Since WCBnet is designed to model the error levels, its performance on ELA or SEL
subsets is improved from 0.88 and 0.91 to 0.92 on average respectively. More comparison
experimental results are shown in the TABLE 3.3, CBWM from WCBnet achieves better
modelling on error levels or noise-level for detecting manipulated images which improves
the overall performance on noise-inputs by 3.8% accuracy, 5.3% fl-score and 3.3% AUC.

Explainability of CBWM

As described in Section 4.2, the objective of the Convolutional Block Weighting Mod-
ule (CBWM) is to assign weights to features extracted by five convolutional blocks yj.
Initially, feature maps are computed for each block output layer y; in relation to the image-
level output of the trained WCBnet using Gradient-weighted Class Activation Mapping
(gradCAMs). This step highlights the differences in the model’s attention across vari-
ous convolutional layers. Subsequently, the manipulation heatmap is derived from the
weighted block that is generated by single-stage CBWM and the model output of WCB-
net. This heatmap is single-view, as the convolutional blocks are weighted and fused in
CBWM with a fixed shape (Yy). Figure 4.7 presents the multi-level feature maps and
the single-view heatmap of WCBnet. The heatmaps reveal that shallow convolutional
blocks focus on detailed information, capturing rich manipulation details, as seen in block
2 of the first two examples. However, these blocks also introduce considerable redun-
dant background information. In contrast, the attention of deeper convolutional blocks
is more diffused, concentrating on global abstract information. For instance, in block 5
of the third example, the maximum heat points appear in the manipulated region, in-
dicating focused attention, yet some valid information within the manipulated area is
lost. The final column demonstrates that CBWM effectively integrates multi-level infor-
mation from different convolutional blocks, thereby enhancing the detection of suspicious
manipulations within the image.
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Figure 4.7: Various-stage feature maps generated from image-level WCBnet
using gradCAM; The feature maps in middle columns show the attention of
five convolutional blocks (shown as f; in Figure 4.2), while the last column
shows the single-view heatmaps of weighted block (Fy in Figure 4.2) which is
generated using single-stage CBWM with fixed feature shape; The first three
rows show the results of splicing images, and the last three are copy-move maps.

4.3.5 Effectiveness of Dense Feature Weighting and Fusion

Although CBWM could weight and fuse the features, the single-stage CBWM in WCB-
net only considers the interaction of the convolution blocks in single dimension. The
largest difference between WCBnet and DenseWCBnet is that CBWMs are individually
computed on features of all scales that densely weight and fuse multi-level features. The
effectiveness of Dense feature weighting and fusion is evaluated by image-wise classifica-
tion performance and visualized by grad-CAM maps of densely-weighted features.

Image-wise performance using Dense Feature Weighting and Fusing (DFWF)

The comparison between WCBnet with single-stage CBWM, and DenseWCBnet with
dense CBWM is shown in Table 4.1, Table 4.3 and Table 4.4. DenseWCBnet achieves
best or second-best performance over most of the testing sets, among which it significantly
improves the Defactos-based performance to 0.914 and 0.977 regarding F1-score and AUC.
For the ability of modelling error levels, the Fl-score performance of DenseWCBnet is
higher than WCBnet by 2.3% and 2.9% regarding splicing and copy-move subsets of
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CASTIA2.0. As shown in the Table 4.4, DenseWCBnet performs better than WCBnet on
modelling different noise-level inputs, which improves the Fl-score by 0.9% and 2.5% on
Wavelet-based errors and Comprint compared to WCBnet.

Explainability of DFWF

As illustrated in experimental results 4.3.4, the single-view heatmap of WCBnet roughly
highlights regions in multi-level feature maps that respond intensely to manipulated im-
age classification. However, these single-view heatmaps are constrained by the limited
receptive field of reshaped features. To generate dense-view heatmaps and visualize the
effectiveness of Dense Feature Weighting and Fusing (DFWF), different heatmaps are
computed between each weighted feature Y; of DenseWCBnet and its image-level out-
put. As depicted in the Figure 4.8, the heatmaps in the initial dimensions clearly delineate
the shape of the manipulated objects while reducing redundant interference points in the
background, as compared to the results in Figure 4.7. In the deeper convolutional block
dimensions, the weighted blocks capture more pertinent information in manipulated re-
gions, generating higher intensity points in the maps. This indicates stronger responses in
these regions when classifying manipulated images. Because the five convolution blocks
are weighted and fused across each receptive field, the densely-weighted blocks 1-5 re-
tain the global attention heat points and detailed features of the manipulated areas. By
computing the geometric mean of these dense-view heatmaps, the manipulation heatmap
focuses on the manipulation regions and adjacent edge pixels. Thus, DenseWCBnet effec-
tively extracts features from manipulated images by densely weighting and fusing convo-
lutional blocks, integrating global information from deep features and local information
from shallow features.
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Figure 4.8: Dense-view heatmaps generated from image-level Dense W(CBnet
using gradCAM; Heatmaps in the middle columns show the attention of densely
weighted features (Fy to Fys in Figure. 4.2), which are processed by different
CBWDMs at the level of 5 weighted blocks; The last column shows manipulation
heatmap H which fuses the dense-view heatmaps with weights, obtained from
the activation values of the dense layer; The first three rows show the results
of splicing images, and the last three are copy-move.

4.3.6 Robustness Test Against Perturbations

As previously mentioned in Section 3.4.6, the manipulated images are vulnerable to vari-
ous types of post-processing in order to refine the manipulation traces. The performance
of DenseWCBnet is evaluated on the CASIA2.0 with 7 types of common perturbations,
and compared with the results of backbone and WCBnet (the details of perturbations
could be found in Figure 3.11 and Table 3.11). The robustness tests presented in the
Table 4.5 clearly illustrate the superior performance of DenseWCBnet across multiple
perturbation scenarios. Notably, DenseWCBnet achieves the highest or near-highest Ac-
curacy, Fl-score, and AUC metrics in most cases. For instance, under Gaussian noise
perturbation, DenseWCBnet outperforms both ResNet50 and WCBnet with an AUC
of 0.887 and an Fl-score of 0.779. Similarly, for blurring perturbation, DenseWCBnet
achieves an Accuracy of 83.0%, an Fl-score of 0.803, and an AUC of 0.892, all of which
are the highest among the tested models. DenseWCBnet also demonstrates robust per-
formance under Salt & Pepper noise and JPEG compression, particularly excelling in the
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Table 4.5: The image-wise performance of the backbone, WCBnet and
DenseWCBnet on the CASIAZ2.0 with different perturbations; The best perfor-
mance for each perturbation method is marked as red; This table is extended
from Table 3.11 of Chapter 3.

Perturbations ResNet50 WCBnet DenseWCBnet
Acc F1 AUC Acc F1 AUC Acc F1 AUC
Gaussian noise (o = 3) 50.0% | 0.654 | 0.648 | 79.9% | 0.766 | 0.877 | 79.4% | 0.779 | 0.887
Salt&pepper noise (0.02) 71.4% | 0.702 | 0.797 | 68.7% | 0.681 | 0.763 | 72.5% | 0.723 | 0.793
Blurring (ksize = (3,3)) 79.4% | 0.757 | 0.862 | 80.2% | 0.747 | 0.879 | 83.0% | 0.803 | 0.892
Contrast adjustment (o = 1.0) | 83.8% | 0.805 | 0.886 | 81.3% | 0.776 | 0.877 | 79.9% | 0.777 | 0.857
Scaling (0.8) 76.1% | 0.728 | 0.845 | 81.3% | 0.788 | 0.889 | 79.1% | 0.785 | 0.877
JPEG compression (0.9) 75.3% | 0.748 | 0.844 | 78.6% | 0.734 | 0.853 | 79.7% | 0.768 | 0.877
JPEG compression (0.5) 77.5% | 0.733 | 0.830 | 79.4% | 0.764 | 0.862 | 79.4% | 0.775 | 0.872

Table 4.6: The image-level performance of DenseWCBnet on Deepfake
datasets, compared with the best model in DeepfakeArt challenge and opti-
mal WCBnet (shown in the Table 3.12 of Chapter 8); The best performance is
marked as red.

DeepfakeArt
Accuracy | Fl-score | AUC
Best mentioned

in the paper (DINOv2 [152]) 82.75 % 0-800 )
WCBnet 93.9% 0.912 0.981
DenseWCBnet 97.0% 0.951 0.993

F1-score and AUC metrics. This indicates its ability to maintain high-quality predictions
even when images are subjected to substantial distortions. Although ResNet50 performs
well under contrast adjustment, Dense WCBnet generally surpasses or matches its perfor-
mance in other perturbation tests. These findings underscore the enhanced robustness
and generalization capabilities of DenseWCBnet, making it a more reliable choice for
handling manipulated images in real-world scenarios where images are often subject to
various types of noise and distortions.

4.3.7 Extended Experiments for Generative AI Detection

To address the 5th research question from Section 2.5 as WCBnet’s, this study also
evaluates the performance of DenseWCBnet over Gen-Al images and compare it with
WCBnet’s results.

Deepfake dataset The DenseWCBnet is evaluated the same Gen-Al dataset named
DeepfakeArt which applies multiple learning-based models to achieve various manipula-
tion types. As the same experimental setup in Section 3.4.7, the in-paining subset of
DeepfakeArt which replaces part of images with fake contents via learning from the back-
ground, is applied for the image-level performance evaluation and pixel-level explainability
visualization.

Image-level Deepfake detection result The image-level performance of Dense WCB-
net is evaluated via three common evaluation metrics, namely, accuracy, F1l-score and
AUC. DenseWCBnet is compared to the best model mentioned in DeepfakeArt challenge,
and WCBnet with the optimal reshaping peak. As shown in the Table 4.6, DenseWCB-
net outperforms single-view WCBnet, achieving an additional 3.1% increase in accuracy,
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a 3.9% boost in Fl-score, and a 1.2% improvement in AUC. Specifically, on the Deep-
fakeArt in-painting dataset, DenseWCBnet attains an exceptionally high accuracy of 97%,
an Fl-score of 0.951, and an AUC of 0.993. These results highlight the effectiveness of
DenseWCBnet’s dense-scale feature weighting and fusion capability in identifying chal-
lenging deepfake images.

4.4 Conclusions

In this chapter, DenseWCBnet, a novel approach designed to address conventional im-
age manipulations, is proposed by modelling compression-based error levels and densely
fusing multi-level features. Initially, the Signed-value Error Level (SEL) technique is ap-
plied, which preserves relative image differences to expose manipulation artifacts resulting
from inconsistent JPEG compression processes between foreground and background re-
gions. Subsequently, SEL maps are fed into a CNN-based backbone to extract multi-level
features. Throughout this process, this study employs the Cross Convolutonal-blocks
Weighting Module (CBWM) and Dense Feature Integration structure which enable the
setting of trainable weights for convolutional blocks that play distinct roles in image
manipulation tasks, and facilitate the fusion of these weighted features across various
scales of feature dimensions. Through comprehensive experiments evaluating image-level
performance and visualizing explainability by heatmaps of different convolutional layers,
DenseWCBnet demonstrates its adaptiveness in manipulation detection accuracy across
multiple image manipulation datasets, as well as its ability to combine global and local in-
formation extracted by convolutional blocks. DenseWCBnet proves to be a valuable tool
for applications requiring high accuracy and robustness to image perturbations, such as
digital forensics and media authentication. Moreover, the extended experiments on Deep-
fakeArt dataset show that DenseWCBnet is capable of distinguishing deepfake images in
a superb accuracy over state-of-art methods.

Although DenseWCBnet shows superior image-level performance and provides ex-
plainability for reasons behind image manipulation classification, the generated manipula-
tion heatmaps with relatively unclear boundaries is not accurate enough for manipulation
localization tasks. It is required to further refine these coarse manipulation heatmaps in
order to precisely locate manipulated regions.



Chapter 5

Weakly-supervised Pixel-wise
Image Manipulation Localization

Using Multi-resolution Learned
Features (WSWCBnet)

The proposed image-level manipulation detection models, namely WCBnet of Chapter 3
and DenseWCBnet of Chapter 4 have been proven as effective fast fact-checking tools
and DenseWCBnet has provided manipulation heatmaps to explain the model’s region of
interest when classifying manipulated images. However, the effectiveness of the heatmaps
generated by DenseWCBnet depends heavily on the accuracy of the Grad-CAM feature
maps, which provide only a coarse representation of the model’s attention. To address such
limiation and 4th research question proposed in Section 2.5, this chapter extends previous
approach (DenseCAM) by proposing a weakly supervised image manipulation localization
network, WSWCBnet (Weakly-supervised WCBnet), designed to produce more precise
manipulation heatmaps without the need for manually labeled ground-truth masks. This
is achieved by combining non-semantic image edges, generated by segmentation networks,
with heatmaps from previous WCBnets. This integration helps clarify manipulated re-
gion boundaries and eliminates false-positive areas distant from the manipulated regions,
thereby enhancing the performance of pixel-level image detection.

5.1 Introduction

With the rapid growth of digital images and the widespread availability of powerful image
editing tools, detecting manipulated content has become increasingly critical. Manipu-
lated images are now produced at an alarming rate, posing significant risks to cyber-
security and the integrity of visual information across domains like journalism, legal
evidence, and social media [11, 3, 4, 1]. Current deep learning-based manipulation de-
tection methods excel at achieving high image-level classification accuracy [156, 166],
yet they often fall short in terms of interpretability and precise localization of manipu-
lated regions [167, 168]. Additionally, the absence of pixel-wise annotations in real-world
scenarios limits the effectiveness of existing fully-supervised manipulation localization
techniques [169, 170, 171].

To overcome these challenges, several weakly-supervised image manipulation local-
ization methods have been proposed in recent years. The feature maps of image-wise

71
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(c) Heatmap (d) Segmap

Figure 5.1: Several examples of heatmaps from image-level WCBnet and seg-
mented maps from non-semantic segmentation models, which show the chal-
lenges combining them.

manipulation model, extracted by grad-CAM, are directly applied as pixel-wise predic-
tions and compared with semi- or fully-supervised models [172]. Object edges extracted
by clustering super-pixels are applied to enhance the grad-CAM result in order to localize
the manipulated regions [173], while another method applies a three-source stream (RGB,
SRM and Bayar) to generate pseudo pixel-wise labels leveraging the image-wise model for
manipulation localization [174]. However, enhancement through image segmentation is
more closely aligned with the nature of image manipulation itself, as it involves the inser-
tion of meaningful objects or regions to create misinformation [175]. Segmentation-based
approaches [176, 177, 178] can provide pixel-level details but typically require extensive
labelled data, which is often unavailable. Consequently, the segmentation models require
collaboration with image manipulation detection methods for distinguishing the manipu-
lated class. Several challenging conditions when combining image manipulation heatmaps
and segmented maps are shown in the Figure 5.1. In the examples shown in the figure,
the non-semantic segmentation maps fail to accurately segment the target manipulated
regions. For instance, these segmented maps only include a portion of the manipulated
area, ignore small manipulated regions while focusing on larger ones, or treat different
regions as the same category. Therefore, in the problem of image manipulation detec-
tion where target regions are diverse, the effective combination method is required to
keep the heatmap as the primary reference while effectively refining the heatmap using
segmentation maps.

This chapter tackles the challenge of localizing image manipulations without relying
on pixel-level annotations by proposing a novel method that combines multi-view fea-
ture maps from a classification network and fine-grained object regions from pre-trained
segmentation models. Our method builds upon our image-level manipulation detection
model WCBnet and DenseWCBnet (introduced in Chapter 3 and Chapter 4), applying
different Cross Convolutional-blocks Weighting Module (CBWM) structures to produce
multi-view feature maps for initial, coarse localization. These feature maps, generated by
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Grad-CAMs [17] on the differently fused features, visualize the image-level models’ atten-
tion when classifying manipulated regions with multiple resolutions and comprehensive
receptive fields. The feature maps, served as coarse localization maps, are further refined
by pre-trained non-semantic segmentation models such as DeepLab [179], SAM [180],
and PSPNet [181] in order to identify potentially manipulated regions. Ultimately, this
study integrates these heatmaps with the segmentation maps using Bayesian inference to
achieve more accurate manipulation localization results.
The primary contributions of this work are summarized as follow:

e Multi-view attention map generation by leveraging CBWMs within DenseWCBnet
to generate diverse Grad-CAM-based feature maps that capture manipulation clues
from multiple receptive fields.

e Annotation-free region refinement by employing pre-trained non-semantic segmen-
tation models to extract candidate regions without the need for pixel-level labels.

e Proposing a principled Bayesian inference method to integrate feature maps and
segmentation masks for improved image manipulation localization accuracy.

e Annotation-efficient localization framework which demonstrates the feasibility of
high-quality manipulation localization through the combination of classification
heatmap and generic segmentation, eliminating the need for pixel-level annotations.

The rest of this chapter introducing the proposed weakly-supervised WSWCBnet is
structured as follows: Section 5.2 introduces work that is related to the proposed model,
such as class activation maps and non-semantic image segmentation. After that, the sev-
eral steps of the proposed methodology are described in Section 5.3, followed by experi-
mental results of weakly-supervised manipulation localization performance in Section 5.4
and summarized conclusions in Section 5.4.

5.2 Related Work

The main contribution of the proposed WSWCBnet is the combination between manipula-
tion heatmap generated from image-level manipulation detection model and non-semantic
object boundaries from segmentation models. These two core components during such
combination that achieves weakly-supervised image manipulation localization, has been
individually applied on other researching field.

5.2.1 Gradient-weighted Class Activation Mapping (Grad-CAM)

Gradient-weighted Class Activation Mapping (Grad-CAM) is a bridge that connects
image-level Convolutional Neural Networks (CNNs) to pixel-level heatmaps that high-
light important regions in an image relevant to CNNs’ prediction. Specifically, Grad-CAM
computes the gradients of the predicted image class to the any convolutional layers which
reveals the extracted feature regions that react the most during making this decision.
By aggregating these gradients, Grad-CAM generates a coarse localization heatmap indi-
cating regions of models’ attention, thus providing explainability of image-level models’
decision-making process for specific classes [17].

Gradients can be computed at any intermediate layer within CNNs, allowing Grad-
CAM to have broader applicability compared to other CAM methods constrained by
specific network output structures. Building on Grad-CAM, advanced gradient-based



CHAPTER 5. WSWCBNET: PIXEL-WISE MANIPULATION LOCALIZATION 74

techniques have been developed to further enhance localization accuracy and explainabil-
ity. Guided Grad-CAM combines Grad-CAM with guided back-propagation, providing
more details for heatmap generation by involving the local features from shallow con-
volutional layers. This approach has been particularly useful in applications requiring
pixel-level precision, such as medical imaging [17]. Grad-CAM++ is another extended
version of Grad-CAM by incorporating the influence of each pixel’s contribution across
multiple classes, enabling more accurate localization for complex scenes with multiple ob-
jects [182]. Layer-CAM (Layer-wise Class Activation Mapping) considers spatially varying
weights for feature maps, which obtains more detailed spatial location and fine-grained
object details for the feature maps [183].

These advancements in the Grad-CAM framework have enhanced the ability to analyze
and interpret CNNs, making them valuable tools regarding explainable AI (XAI), medical
diagnosis, and image manipulation detection. Although the role of shallow convolutional
layers has been considered in several Grad-CAM methods such as Layer-CAM and Guided
Grad-CAM, the importance of different dimensional information in the field of image
manipulation detection varies and requires advanced weighting and fusion. Moreover, the
heatmaps generated by Grad-CAM techniques are normally applied for explainability but
need to be further refined for accurate localization purposes.

5.2.2 Non-semantic Image Segmentation

Non-semantic segmentation models are designed to divide images into regions based on
perceptual characteristics, such as edges, textures and color gradients, without assigning
specific semantic labels to each segment. Unlike traditional semantic segmentation, where
regions are labelled by classes, non-semantic segmentation aims to distinguish distinct
structures within an image to facilitate further analysis or processing.

There are several state-of-art learning-based segmentation models excelling in cap-
turing structural and regional details without requiring class-specific labels. DeepLab
leverages Atrous convolution and Atrous Spatial Pyramid Pooling (ASPP) to capture
multi-scale visual contents for boundary-focused tasks [179]. Segment Anything Model
(SAM), developed by Meta Al, introduces prompt-based segmentation, enabling flexible,
generalizable segmentation across diverse image domains [180]. PSPNet incorporates a
pyramid pooling module that captures both global and local information from images,
enhancing boundary delineation and spatial awareness [181]. These models collectively
support non-semantic segmentation tasks which give emphasized object boundaries and
differentiated region.

Even with highly precise object boundary extraction, segmentation models alone can-
not differentiate between manipulated objects and other suspicious segments, rendering
segmented maps ineffective for image manipulation detection. Distinction between manip-
ulated and non-manipulated regions requires a reliable manipulation classification network
that focuses on manipulation-related image features, thus assigning meaningful labels to
the segmented regions.

5.3 Methodology

5.3.1 Overview

In this section, the study describes the methodology employed to detect image manip-
ulation and enhance the localization of manipulated regions without using pixel-wise
ground-truth labels. As shown in the Figure 5.2, our approach consists of four main
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Figure 5.2: The work-flow of proposed weakly-supervised manipulation local-
ization model; Different colors represent four steps of proposed WSWCBnet.
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steps: 1) image-wise manipulation classification, 2) manipulation heatmap generation, 3)
segmentation map extraction using a pre-trained network, and 4) combination to produce
enhanced heatmaps.

5.3.2 Image-wise Manipulation Classification

The first step in our method involves classifying whether an image has been manipu-
lated or pristine. According to our previous chapters (Chapter 3 and 4), WCBnet and
DenseWCBnet which have shown the prior image-level performance on multiple datasets
are applied as the backbone. The workflow of these two models is first applying a CNN-
based feature extractor to extract the hierarchical features from input images which con-
tain global and local information of manipulation traces. Since both types of information
are equally important in image manipulation detection, single-view or dense-view Cross
Convolutional-blocks Weighting Module (CBWM) are applied to assign adaptive weights
for these high-level and low-level features and fuse them. Specifically, the input image
x € R3¥DB8X3 g first processed by a CNN-based feature extractor (ResNet50) to pro-
duce multi-scale feature maps {yi}?zl, where each y; represents features extracted by 5
convolutional blocks at different scales. y; € R¥ixWixCi that represents the feature map
at scale ¢ is defined as:

y; = CNN(z). (5.1)

These feature maps are then fed into the CBWM structure, which rescales the features
to a consistent dimensionality R7*"W*C and applies self-attention mechanisms to model
the relationships between different convolutional blocks. This process assigns trainable
weights according to the inner relationships between features, enhancing the model’s
ability to capture and utilize complex feature dependencies. For single-view CBWM of
WCBnet, the features are weighted and concatenated as:

Y = CBWM(y1,¥2,- -, Yn), (5.2)

and both single-view CBWM and dense-view CBWM are considered and compared for
the weighted feature fusion (the details of these two structures are introduced in the
Section 3.3.4 and Section 4.2.6). As for dense-view CBWM of DenseWCBnet, it fuses
various levels of features extracted from different convolutional blocks by assigning dif-
ferent weights to those block outputs and computing their channel-wise co-relationship.
Considering the multiple conceptional fields of convolutional blocks and the effect of up-
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or down-sampling operations in image manipulation detection, this model densely in-
volves all conceptional fields by integrating those features at each level of view. These
densely weighted multi-level features are concatenated and pooled for binary classification
pristine-or-manipulated tasks.

The processed features Y are then passed through a global average pooling (GAP)
layer to obtain a fixed-size feature vector v € RP. This vector is subsequently input
to a dense layer, producing single logit z € R. Finally, a sigmoid activation function
o(z) is applied to the logits to yield binary classification probabilities p € [0, 1] belonging
the manipulated class. The first stage of image manipulation detection is the fundamen-
tal base of the following steps, which determines the quality of manipulation heatmaps.
Consequently the selection of WCBnet and DenseWCBnet, achieving superior image-level
performance, is necessary for the whole weakly-supervised image manipulation localiza-
tion workflow.

5.3.3 Feature Map Generation

Upon classifying the image as manipulated, Gradient-weighted Class Activation Mapping
(Grad-CAM [17]) and several advanced versions are applied to identify and visualize the
model’s region of interest that responds actively when classifying manipulated images.

Grad-CAM Grad-CAM applied in this chapter generates a heatmap highlighting the
most suspicious regions in an input image for manipulation class. The transferring from
image-level prediction to pixel-level localization is achieved by computing the gradients
of the prediction class score with respect to feature maps from a chosen convolutional
layer, and using these gradients as weights for each feature map. The feature map gen-
eration between weighted features Y of image-level WCBnet (or DenseWCBnet) and the
prediction score for manipulation class p is computed in the following steps:

1) Computing gradients of the prediction score to features: The gradients 88—{1 are
computed with respect to the weighted features Y in the single-view CBWM layer. These
gradients indicate how much the selected features influence the prediction score p.

2) Global average pooling to get importance weights: After calculating the gradients,
this algorithm performs a global average pooling operation across the spatial dimensions
to obtain the average values for each feature channel, as the weight for the feature Y.
The weight «y, for feature at channel k is defined as:

1 op

=5 23 (5.3)
i k

where N is the total number of pixels in the feature, while 7 and j are the spatial axis.

3) Weighting the features by the importance: The feature Y is then weighted by its
respective importance weight «, and combined to form the class activation map.

H=> o Y’ (5.4)
k

4) Normalizing the feature map: Moreover only the positive values of the results are
reserved, and normalized between 0 and 1 for clearer visualization:
max (0, H)

H=" (5.5)
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This process is based on Grad-CAM, which could generate a manipulation heatmap
from any convolutional layer that highlights the most relevant regions in the input image
for manipulation classification. It is the basic method used to obtain heatmap of WCBnet
which has only one weighted feature output.

LayerCAM Layer-CAM method is an extension of the Grad-CAM that improves the
accuracy of localization by directly using the gradients of the prediction class to each
spatial location in the features, rather than globally averaging them (as the second step
in Grad-CAM). The pixel-level weight a®/ for the feature Y changes to:

ij Op
T v
k

(5.6)

where the shape of azj is the same as feature’s, instead of single-value global weight for
the whole feature. Then the feature weighting is computed by the dot multiplication
between two matrixes with the same shape, followed by aggregation along channel-wise:

H=> a V7 (5.7)
k

Layer-CAM computes the pixel-wise activation at the spatial location for the features
Y, which are computed as gradient-based weights, improving the accuracy of identifying
regions of interest for the image manipulation detection.

Grad-CAM+4+ Grad-CAM++ is another advanced version of Grad-CAM, which uses
a more fine-grained weighting approach including more complicated gradient computa-
tion. The biggest difference is that Grad-CAM++ involves second-order and third order
gradients of prediction score with respective to features, to measure the more sensitive
level of the score to the change of features. The first and second step in Grad-CAM are
replaced by the following equation:
9%p

(Y42

o o
2avie + 2an Y P arviy

ol =

, (5.8)

where a7 is the pixel-level weights at each location in the features (similar to Layer-CAM),
rather than the single weight per feature. ab Y“b% aggregates the contributions
across all spatial locations in the feature, weighted by the third-order partial derivatives.
Then Grad-CAM++ follows the same combination step between features Y and impor-
tance weights o to generate the manipulation heatmap H.

Grad-CAM++ is more sensitive to multiple occurrences or small objects since it in-

cludes pixel-level weights, which often result in sharper and more localized heatmaps.

Proposed DenseCAM In order to involve the DenseWCBnet’s multi-view attention
at different feature scales when classifying manipulated images, this study proposes a
DenseCAM that combines the feature maps from five convolutional blocks using their
convolutional block-wise activation values from final dense layer. As illustrated in Sec-
tion 4.2, Dense Feature Integration of DenseWCBnet combines features weighted by differ-
ent CBWMS IN three steps which are pooling across geometric dimensions, concatenating
features and connecting through a dense layer. Each neuron within this dense layer ex-
hibits varied activation levels during image manipulation detection, reflecting the degree
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of each feature channel’s contribution to the detection process. To construct DenseCAM,
this study utilizes the activation values of neurons within this dense layer to perform
weighted combinations of corresponding Y; feature maps. This weighting approach lever-
ages the unique activation levels as indicators of each feature map’s importance, enabling
the generation of multi-view heatmaps that effectively localize and highlight manipulated
regions within the detected images. This process involves transforming the activation
vector, computing weights, and combining weighted feature maps as follows:

1) Input setup: Grad-CAMs are first computed as previously mentioned to generate
a set of feature maps F' = {F1, Fs,..., F5}, generated from the weighted features ¥ =
{Y1,Ya2,...,Y5} of DenseWCBnet. The dense layer activation vector A with a length of
5C' is also extracted, where C' corresponds to the dimensionality of each feature map.

2) Splitting the activation vector: To assign specific weights to each feature map, the
activation vector A is divided into five sub-vectors Ay, As, ..., As, each of length C. Each
sub-vector A; corresponds directly to one of the feature maps F;, allowing for individual
weighting of each map.

3) Averaging for weight calculation: For each sub-vector A;, this study computes its
average value, denoted as «;. These averages represent the overall contribution or impor-
tance of each feature map F; to the manipulated region detection task. By using these
averages as weights, the influence of each map is captured and applied in the heatmap
generation.

4) Applying weights and accumulating the heatmap: For each feature map Fj, this
study applies the corresponding weight «; to create a weighted feature map W; = «; - F;.
Each weighted feature map W; is then added to the heatmap H, effectively layering the
weighted contributions from all feature maps, the process is defined as:

H=> o;-F (5.9)

This module effectively weights and fuses feature maps F; across multiple scales, enhancing
the feature representation of manipulation-related traces. Moreover, some other map
combination methods are included, for example, the mean of these fused feature maps is
computed:

H= %ZN(Fi), (5.10)

where N () is the normalization function to prevent pixel values from becoming too large
or too small during accumulation or summation, ensuring they remain within the range
of 0 to 1. Similarly, multi-scale feature maps could be aggregated by geometric mean as:

n

H = I ~#] . (5.11)

i€{1,2,3,4,5}

where n = 5 is the number of scales used for the geometric mean computation. These three
approaches effectively combine the detailed feature maps with global context, enhancing
the detection and visualization of manipulated regions.

5.3.4 Generating Segmentation Maps Using Pre-trained Models

To further enhance the precision of the heatmaps H generated by the image-wise manip-
ulation classification model, this study applies several pre-trained segmentation models
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Figure 5.3: The workflow of applying Bayesian inference to enhance heatmap
H generated from Dense WCBnet.

to divide the image into distinct regions that potentially contain manipulated areas. The
learning-based instance segmentation models employed, namely DeepLab, the Segmenta-
tion Anything Model (SAM) and PSPnet, have been pre-trained on large-scale datasets to
detect and segment normal objects. These models offer pixel-level accuracy in identifying
potential manipulation regions with higher precision. The resulting segmentation maps
M, which consist of various masks M; corresponding to each detected object i, are defined
as follows:

M = Lnj M;. (5.12)
=1

However, the presence of numerous detectable objects within an image makes it difficult
for segmentation networks to distinguish manipulated regions from the array of detected
objects.

5.3.5 Combining Manipulation Heatmap and Segmentation Maps

In the final step, the manipulation heatmaps H, which indicate coarse regions of interest
for image-wise manipulation classification, are refined using segmentation maps M that
delineate fine-grained object regions without semantic labels. These segmentation maps
function as structure-aware masks providing detailed spatial cues to improve localization
accuracy.

As shown in Figure 5.3, a similarity score between the multi-scale feature map H and
each binary object mask M; € M is computed using a distance-based weighting strategy.
Specifically, this study applies a distance transform D(M;) to quantify the distance of
each pixel to the nearest boundary of M;. The resulting similarity function, denoted as
Sim(M;, H), is defined as:

s 3 (D) - H). (5.13)

where normalization by the region size » . M; ensures fair contribution from regions of
varying scales. This metric captures the degree of spatial alignment between the coarse
manipulation response and potential object boundaries.

The segmentation mask M, with the highest similarity score is selected, and the
heatmap is subsequently refined as:

H* = B(H, M;+), where i" = arg max Sim(M;, H). (5.14)
7
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The enhancement function B(-) is guided by a Bayesian-inspired formulation, in which
the coarse heatmap H serves as a prior indicating semantic confidence in manipulation,
while the selected segmentation mask M;- provides structural evidence. This concept is
motivated by Bayes’ rule:

P(M;. | H) - P(H)
P(My)

Although no explicit probabilistic modeling is performed, this framework informs the
design of E(H, M;+), enabling integration of high-level classification signals with low-
level spatial structure. This strategy facilitates coarse-to-fine manipulation localization
by combining activation maps from manipulation classification networks with object-
level shape information derived from pre-trained segmentation models, without relying
on semantic or pixel-wise annotations.

The methodology presented combines image manipulation classification, weakly-supervised
localization, and segmentation techniques to achieve the detection and localization of
manipulated regions in the absence of pixel-wise labels. The integration of multi-view
activation maps and pre-trained segmentation networks via Bayesian interference, com-
bining the semantic information from the manipulation classification network and the
fine-grained regional information from segmentation networks into enhanced manipula-
tion localization results.

P(H | M) = (5.15)

5.4 Experimental Results and Discussions

In this section, this study presents a series of experiments designed to evaluate the ef-
fectiveness of our proposed multi-view heatmap approach, assess different segmentation
networks, and examine the performance of enhanced heatmaps generated by combining
heatmaps with segmentation masks. Before that, the experimental setup of evaluating
our proposed model on the task of generating enhanced heatmap of image manipulation
at the absence pixel-wise labels is illustrated.

5.4.1 Dataset

The experiments are conducted mainly on CASIA2.0 image manipulation dataset [25],
and select approximately 1800 splicing, 1800 copy-move and 1800 authentic images to
train the image-wise feature extractor (WCBnet, DenseWCBnet) and generate multi-
view heatmaps. Each image is resized to 384x384 pixels for consistency. All images are
pre-processed using signed-value error levels [184] following the experimental setup of
WCBnet, to extract JPEG compression-based artifacts of manipulation traces.

5.4.2 Experimental Setup

The experiments were conducted on a server with NVIDIA GeForce RTX 3090 Ti, 12th
Gen Intel (R) Core (TM) 19-12900K 3.20 GHz processor and 32.0 GB RAM, and the
model is constructed based on Python 3.7 and TensorFlow 2.7. For the image-wise clas-
sification step, our model is based on the ResNet-50 architecture, with additional Cross
Convolutional-blocks Weighting module for feature weighting and fusion on the image
manipulation tasks. The image-wise model was trained using the SGD optimizer with an
initial learning rate of 0.001, a batch size of 12, and for 200 epochs. For the segmentation
models, several state-of-art image segmentation models, namely DeepLab2, Segmentation
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Anything Model (SAM) and PSPnet, that have been trained on object detection datasets
are used to generate pixel-wise masks for each region. To claim, only the non-semantic
segmentation masks from DeepLab were used in the study although it could be a seman-
tic segmentation model. The image-wise performance is evaluated using accuracy and
Fl-score to account for the class imbalance in the dataset, while the pixel-wise perfor-
mance is evaluated using AUC and F1-score with fixed threshold. This research conducts
experiments to visually and statistically prove the effectiveness of multi-view heatmaps
and the combination with segmentation masks.

5.4.3 Evaluation of Heatmaps Generated by DenseCAM
Intuitive Comparison of single- and dense- view heatmaps

Initially, the manipulation heatmaps of different image-level manipulation models (in-
cluding the backbone network, WCBnet with different CBWM scale) were computed, by
applying the same Grad-CAM. Specifically, for the image-wise manipulation detection
model WCBnet, it employed single-view CBWM structure to weight and fuse convolu-
tional blocks within a fixed receptive field, achieving outstanding image-level manipulation
classification accuracy across multiple datasets. Building upon this, WSWCBnet inves-
tigates the impact of multiple CBWM structures regarding massive receptive fields and
the resulting heatmaps on manipulation localization.

This study trains several structures of WCBnet, namely, WCBneto, WCBnets, and
WCBnety, each incorporating different CBWM configurations. These models achieve
commendable F1-scores of 0.912, 0.933, and 0.935, respectively, for image-level manipula-
tion classification tasks on CASIA2.0 dataset. Additionally, by computing class heatmaps
between the weighted feature layers of these WCBnet; models and their output layers,
feature maps are extracted that highlight the most active pixels during classification. As
illustrated in Figure 5.4, the backbone ResNet50 exhibits limited focus on the manipulated
regions, despite correctly classifying the image type. In contrast, the feature maps from
WCBnet clearly delineate the boundaries between manipulated and background regions.
However, the feature maps produced by shallow CBWM exhibit excessive highlighting
of background regions, while those from deeper CBWM lack detailed information nearby
region edges. The geometric mean of these feature maps provides a more accurate rep-
resentation of the manipulation regions, which combines the detailed information of the
former and the regional information of the latter. DenseCAM further improves the accu-
racy in localizing the manipulated regions, as it combines feature maps at different scales
with weights.

Intuitive Comparison Between Different Versions of Grad-CAMs

To further improve the accuracy of manipulation heatmaps, the Grad-CAM of weighted
feature from WCBnet is compared with some other advanced versions, namely Grad-
CAM++ and Layer-CAM. The manipulation heatmaps of different scales from five weighted
feature maps WC Bnet; to WC Bnets, generated by Grad-CAM, Layer-CAM and Grad-
CAM++ are compared. As shown in the two examples in the Figure 5.5 and Figure 5.6,
three versions of Grad-CAMs perform approximately the same at different heatmap scales.
In heatmaps of five sizes, Layer-CAM and Grad-CAM++ do not have obvious improve-
ments on localizing the manipulated regions. Considering the computational cost, Grad-
CAM with easiest computation and approximately accurate heatmap is selected as the
basic for the following experiments.
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Figure 5.4: The features maps of the backbone ResNet50, WCBnets and
DenseWCBnet; The WCBnet; means the CBWM with block i’s receptive field,
while WCBnet,, is their geometric mean; D-CAM is the proposed Dense CAM;
Ref label is the pizel-wise labels just for reference.
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(c) Three Grad-CAMs of WCBnets ) Three Grad-CAMs of WCBnets
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Figure 5.5: Comparison between Grad-CAM, Layer-CAM, Grad-CAM++ on
manipulated images, regarding different views of WCBnet.
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a) Input and Ground Truth(reference) ) Three Grad-CAMs of WCBnet
) Three Grad-CAMs of WCBnets ) Three Grad-CAMs of WCBnets

) Three Grad-CAMs of WCBnety ) Three Grad-CAMs of WCBnets

Figure 5.6: Another example of comparison between Grad-CAM, Layer-
CAM, Grad-CAM++ on manipulated images, regarding different views of
WCBnet.

5.4.4 Intuitive Comparison of Segmentation Networks on Manipulated
Images

As previously discussed, three state-of-the-art image segmentation models with pre-trained
weights (DeepLab, SAM, and PSPNet) were utilized to detect and localize potentially ma-
nipulated regions within the images. Several samples of manipulated images along with
their corresponding segmentation maps produced by these models are visualized for com-
parison. As shown in the Figure 5.7, DeepLab is effective for segmenting large areas
and images with a limited number of categories. In contrast, PSPNet and SAM excel
at segmenting a broader range of smaller regions within the image. However, DeepLab
may struggle to distinguish between manipulated and adjacent regions, while PSPNet
and SAM may detect overly small areas, potentially missing parts of the manipulated
object. These segmentation maps require to be combined with class activation maps to
distinguish the manipulated regions.

5.4.5 Evaluating the Combination of Multi-view Heatmaps and Seg-
mented Masks

This study integrates the multi-view feature map H with the single-class mask M;« de-
rived from segmentation maps using Bayesian interference. Several samples of resulting
enhanced heatmaps H are presented in Figure 5.8 for intuitive comparison, and more
heatmaps are illustrated in Appendix A. Visually, the segmented regions produced by
DeepLab more accurately approximate the size of the manipulations in the testing images
of the dataset, making the enhanced heatmap WCBnet more aligned with the reference
label compared to the other heatmaps. In contrast, the finer segmented regions from
PSPNet and SAM lead to excessive detail, causing parts of the manipulated region to
be excluded by the heatmap. Notably, while ResNet50 achieves high image-wise clas-
sification accuracy, its pixel-wise localization results misclassify manipulated regions or
produce inaccurate maps. For the small portion of such ineffective heatmap enhance-
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(a) Input  (b) DeepLab (c) SAM (d) PSPnet

Figure 5.7: Comparison of Segmentation Networks on Manipulated Images,
generated by three state-of-art pre-trained image segmentation methods.

ment results, there are three scenarios that negatively affect the combination that: 1)
image manipulation heatmaps generated from image-level classification models highlight
wrong regions, 2) segmented maps from non-semantic segmentation models fail to seg-
ment complete boundaries of target manipulated regions for the following combination, 3)
the applied combination metric, Bayesian interference, becomes invalid when dealing with
complicated visual contents. More results of ineffective combination between heatmaps
and segmaps are shown in Appendix A.2.

Table 5.1: The pizel-wise performance comparison between the backbone net-
work, proposed method and a fully-supervised ManTraNet; In which the weakly
supervised method combines image-wise models and segmentation models.

ResNet(backbone) WCBnet DenseCAM ManTraNet
DeepLab | SAM | PSPnet | DeepLab | SAM | PSPnet DeepLab (fully-supervised)
AUC 0.535 0.545 0.524 0.704 0.608 0.703 0.656 0.653
F1 0.296 0.257 0.259 0.682 0.310 0.365 0.694 0.238

To further analyse pixel-wise manipulation localization statistically, the enhanced
heatmaps are evaluated using several pixel-wise metrics. The AUC and F1-score are com-
puted to measure the similarity between the generated manipulation localization maps
and the ground-truth labels. For this evaluation, 40 images were manually selected that



CHAPTER 5. WSWCBNET: PIXEL-WISE MANIPULATION LOCALIZATION 85

Reference  ResNet + D/S/P WCBnet + D/S/P DenseCAM + D

o ld

Figure 5.8: Refined manipulation localization results using combinations of
different classification models and segmentation models. ResNet, WCB-
net and DenseCAM denote different classification models for generating
Grad-CAM-based heatmaps. D, S, and P represent segmentation masks from
DeepLab, SAM (Segment Anything Model), and PSPNet, respectively.

are correctly identified as manipulated and for which the heatmaps approximately high-
light the target region. The performance of weakly-supervised WCBnet and DenseWCB-
net with different pre-trained segmentation models is also compared to a fully-supervised
model name ManTraNet [185].

Table 5.1 compares the pixel-level localization performance of several weakly-supervised
methods such as ResNet, WCBnet, and DenseCAM, each of which is combined with differ-
ent segmentation models (DeepLab, SAM, and PSPNet). Among them, WCBnet shows a
clear advantage over the ResNet backbone across all segmentation models. For example,
with DeepLab, WCBnet improves AUC from 0.535 to 0.704 (a gain of 0.169) and F1-score
from 0.296 to 0.682 (a gain of 0.386). Similarly, SAM yields a gain of 0.063 in AUC and
0.053 in F1l-score. The best overall performance is achieved by DenseCAM which is built
upon DenseWCBnet and Grad-CAM, with an AUC of 0.656 and F1-score of 0.694.

Finally, these weakly-supervised approaches are compared with a fully-supervised
model, ManTraNet [185]. Notably, both WCBnet and DenseCAM outperform ManTraNet
in terms of Fl-score (0.682 and 0.694 against 0.238), while achieving comparable or su-
perior AUC scores (0.704 and 0.656 against 0.653). These results demonstrate the ef-
fectiveness of the proposed pipeline, showing that pixel-level annotations are not strictly
necessary for high-quality manipulation localization when combining multi-view classifi-
cation feature maps with pre-trained segmentation priors.

5.5 Conclusions

This chapter has introduced a novel weakly-supervised framework for localizing image
manipulations without relying on pixel-level annotations. The proposed approach lever-
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ages heatmaps generated from image-level manipulation detection models (e.g., WCBnet
and DenseCAM) and refines them using pre-trained segmentation models (e.g., DeepLab,
SAM, and PSPNet). First, multi-view class activation maps are generated, by incorpo-
rating different feature fusion structures named CBWM across various receptive fields
and computing weighted mean of these multi-view activation to obtain heatmaps. These
heatmaps are subsequently integrated with the segmentation maps using Bayesian in-
ference to yield enhanced manipulation localization maps. This framework presents an
effective solution to the long-standing challenge of obtaining precise localization without
pixel-level annotations.

The evaluation demonstrates both qualitative and quantitative effectiveness of the
proposed method. Qualitatively, it can be observed that heatmaps generated by WCBnet
and DenseCAM exhibit improved spatial focus on manipulated regions compared to the
ResNet backbone, achieving a better balance between precision and recall. Furthermore,
the incorporation of segmentation masks significantly improves localization accuracy with
clearer boundaries, and the Bayesian inference which relies on prior (multi-view heatmap)
helps avoid errors from inaccurate segmentation by falling back on these reliable prior.

Quantitatively, the proposed framework achieves significant improvements in both
AUC and F1-score metrics. For example, when combined with DeepLab, WCBnet achieves
an AUC of 0.704 and an Fl-score of 0.682, marking an absolute increase of 16.9% and
38.6% respectively over the ResNet backbone. DenseCAM performs similarly well, reach-
ing an F'l-score of 0.694. Compared to the fully-supervised ManTraNet, which achieves an
Fl-score of only 0.238, the proposed weakly-supervised methods maintain a substantial
advantage in precision-recall performance. The significance of these results lies in demon-
strating the feasibility of localizing image manipulations without relying on pixel-level
labels, which is a departure from existing manipulation localization models.

While the method performs well in most cases, a few instances still show subopti-
mal outcomes due to weak heatmap responses, segmentation inaccuracies, or challenging
scene compositions. Examples of such failure cases are discussed in Appendix A. Future
work will explore more robust segmentation-guided fusion strategies, investigate perfor-
mance under more complex manipulations, and extend the system to multi-object and
small-scale forgery detection. These efforts aim to further enhance the applicability and
generalizability of weakly-supervised manipulation localization in real-world settings.

While this chapter demonstrates numerous successful examples of combining heatmaps
and segmentation maps for manipulation localization, a minority of cases still exhibit
suboptimal results due to issues such as invalid heatmap generation, region segmentation
errors, or unsuitable combinations. Additional examples illustrating these challenges can
be found in the Appendix A. Future work in the domain of explainable manipulation
detection will focus on enhancing the model’s performance in more challenging scenar-
ios, including detecting small-scale manipulations, handling complex backgrounds, and
improving multi-target detection capabilities. These advancements aim to further refine
the robustness and applicability of the proposed approaches against various manipulation
scenarios in real-world contexts
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Conclusions

6.1 Research Summary and Objectives

In conclusion, this PhD research has systematically explored the application of deep
learning-based models to address the complex challenges in image manipulation detection.
The work was motivated by the increasing fineness and accessibility of image manipula-
tion techniques, including traditional splicingcopy-move and recent generative Al-based
modifications. To tackle this, five key research questions were formulated as outlined in
Section 2.5, each addressing a specific aspect of detection performance, explainability, and
supervision constraints.
To address these challenges, three learning-based models were proposed:

e WCBnet which enhances image-level manipulation detection by modelling error
levels with hierarchical feature weighting and fusing(Chapter 3);

e DenseWCBnet which progresses WCBnet by improving multi-level feature integra-
tion and achieving explainability during classification process(Chapter 4);

e WSWCBnet which enables precise manipulation localization without pixel-level la-
bels, by refining attention maps from proposed classification models(Chapter 5).

These models collectively aimed to deliver fast image-level fact-checking, improve
interpretability, and enable weakly supervised localization capabilities.

6.2 Addressing the Five Research Questions: Contributions
and Insights
The proposed models were designed with the specific aim of addressing the distinct chal-

lenges posed by each research question in Section 2.5. In the following, each research
question is revisited, detailing the corresponding approach and key findings.

6.2.1 Key Contributions Addressing Five Research Questions

1. Research Question 1: How can this study identify a type of hand-crafted fea-
tures that are widely present across all manipulation traces, thereby enhancing the
adaptiveness of detection methods for diverse image manipulation tasks?

Proposed Method:

87
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To address this question, this research focused on identifying and leverageing JPEG
compression-based error levels that generally exist in any image compression and
re-saving process during manipulation operations. These error-level features ex-
posed disparity between manipulated and authentic regions, consequently served
as a robust foundation for improving the applicability of detection methods across
various manipulation scenarios. By designing Signed-value Error Levels (SEL) re-
taining the sign information of the pixel values in the image subtraction result and
applying as the inputs to the proposed WCBnet, DenseWCBnet and WSWCBnet,
it has achieved significant improvement over conventional RGB or other error levels
inputs.

The effectiveness of proposed SEL has been evaluated using multiple metrics in the
Section 3.4.3 and Section 3.4.5 regarding WCBnet’s performance, and Section 4.3.3
regarding DenseWCBnet. In Table 3.4, this study compared the custom Distance
Score of RGB, normal error level (EL), and the proposed SEL with the provided
pixel-level ground truth. The SEL value for manipulated images was 0.941, higher
than EL’s 0.906 and RGB’s 0.530 which shows better precision in manipulated
regions. After which in Table 4.2, this research compared the Bhattacharyya dis-
tance between manipulated foreground and pristine background (Distanceg) and
pristine foreground and pristine background (Distance,). SEL showed the largest
differences of Distanceg - Distance 4 with values of 0.285, indicating that the ma-
nipulated regions and pristine regions in SEL are most distinct and easiest to differ-
entiate compared to RGB and EL. Furthermore, Tables 4.3 and 4.4 demonstrate the
superiority of SEL as an input to learning-based networks over other input types,
such as RGB, normal EL, Wavelet-based EL, and learning-based Comprint. SEL
improved the accuracy, Fl-score, and AUC of ResNet, WCBnet, and DenseWCB-
net to their highest values. For example, in terms of F1, SEL outperformed the
second-best input method by 3.2%, 0.8%, and 1.2% across the three models. These
experimental evaluations collectively demonstrate the consistent advantages of using
SEL across multiple models and datasets. SEL significantly improves manipulation
region precision compared to traditional RGB and EL inputs, showing advancement
in applying SEL which highlights the importance of such universal feature represen-
tations in enhancing the scope and reliability of manipulation detection methods.

2. Research Question 2: How to make full use of both high- and low- level informa-
tion from hierarchical features that play different roles in diverse image manipulation
detection tasks?

Proposed Method:

In response to this research question about modelling multi-level information from
SEL manipulation traces, this study has proposed Cross Convolutional-block Weight-
ing Module (CBWM) which sets weights for multi-level features extracted by all con-
volutional blocks of the backbone CNN model. The single-view CBWM of WCBnet
is introduced in Section 3.3.4, which assigns weights for five convolutional blocks
according to their interrelationship by unifying the shape of their multi-level hier-
archical features and computing channel-wise self-attention module. Moreover, the
dense-view CBWM of DenseWCBnet, as illustrated in Section 3.3.4, advancing the
process of unifying features in single-view CBWM by involving more target reshap-
ing sizes to weight and fuse features at dense receptive fields of all convolutional
blocks. The effectiveness of these CBWM structures on utilizing high- and low-
level information and modelling SEL results for image manipulation detection has
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been evaluated in Section 3.4.5 and Section 4.3.6 individually. The evaluation of
CBWM shows its clear benefit in modelling hierarchical features for manipulation
detection. Specifically, Table 3.9 and Table 3.10 show the image-level performance
of WCBnet with or without CBWM (referred as RefNet-1) that single-view CBWM
improves the backbone’s performance in 4 out of 6 image manipulation datasets
regarding accuracy, Fl-score and AUC while achieves second-best performance in
the rest results. The biggest improvement appears in the CMFDdb copy-move de-
tection, which increases by about 31% accuracy, 0.37 Fl-score and 0.24 AUC. As
for the experimental results of the dense-view DenseWCBnet, as shown in Tables
4.1, 4.5, and 4.6, it outperforms the single-view WCBnet by improving the majority
of image-level Fl-scores across most commonly-used manipulation datasets, under
various perturbations introduced during typical image transmission processes, and
even in the presence of generative image manipulations. Furthermore, Dense-view
CBWM enables DenseWCBnet better modelling different error levels compared to
the models with single-view CBWM or without CBWM. It achieves F1l-scores of
0.893, 0.859 and 0.943 regarding WEL, Comprint and SEL respectively, which im-
proves the second-best data of single-view CBWM by around 0.01, 0.025 and 0.008.

WCBnet and DenseWCBnet were proposed to address Research Question 1 by lever-
aging SEL-based manipulation traces, and Research Question 2 by introducing a
dense-view Cross Block Weighting Module (CBWM) to effectively integrate hierar-
chical features. Having addressed these two questions and achieved superb image-
level manipulation detection performance across diverse scenarios, the focus then
shifted to enhancing the explainability of such image-level decisions, aiming to re-
veal how these black-box methods distinguish manipulated regions from pristine
content.

3. Research Question 3: How to explain the reasons behind decisions made by
learning-based manipulation detection method that operates like black box?

Proposed Method:

To address this research question, this study bridged the gap between image-level
manipulation detection and pixel-level manipulation localization by applying Grad-
CAMs at different layers of the proposed network. By further developing a novel
explainability method named DenseCAM (Section 5.3.3), which leverages the dense
receptive fields in the DenseWCBnet architecture, it generated superior manipula-
tion heatmaps that balance precision and recall regarding manipulated regions. As
visualized in Section 4.3.4, the process of multi-dimensional feature weighting and
fusion in single-view CBWM highlights the complementary roles of shallow and deep
backbone features: shallow layers capture fine-grained details from error levels but
lack global context, while deep layers excel at distinguishing manipulated and pris-
tine regions based on abstract information but miss finer details. Examples in Figure
4.7 demonstrate how single-view CBWM effectively weights and fuses these diverse
features, elucidating how WCBnet identifies manipulated regions by focusing on
the target objects. Additionally, Figure 4.8 illustrates the enhanced feature fusion
capabilities of DenseWCBnet. This model performs feature weighting across recep-
tive fields of five convolutional blocks and consolidates these initial heatmaps using
activation values from dense layers. By visualizing the heatmap generation process
within DenseCAM, it could be explained about how DenseWCBnet’s broader re-
ceptive fields enable it to better localize manipulated regions with higher precision.
This enhanced focus on manipulated areas translates into improved performance of
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DenseWCBnet in image-level manipulation classification compared to WCBnet.

These findings demonstrate that the proposed networks with layer-wise Grad-CAM
visualizations and the design of single-view and dense-view heatmaps, successfully
enhance model’s explainability, thereby addressing Research Question 3. The use of
multi-level feature representations allows the networks not only to provide accurate
image-level decisions but also to localize manipulation evidence, enabling a tran-
sition from image-level classification to weakly-supervised pixel-level localization.
This justifies the reliability of the generated heatmaps, as they are based on seman-
tically meaningful manipulative traces rather than spurious correlations, making
them suitable as proxies for ground truth in the absence of pixel-level annotations.
However, these manipulation heatmaps are insufficient for precise pixel-level ma-
nipulation localization. Therefore a novel weakly supervised network, WSWCBnet,
was proposed to address the next research question.

4. Research Question 4: How to achieve pixel-level image manipulation localization
without pixel-level manual annotations?

Proposed Method:

To address the question of localization without pixel-level labels and refine the
manipulation heatmaps generated from previous models, WSWCBnet, a weakly-
supervised model that leverages DenseWCBnet’s focus heatmap with object seg-
mentation maps from non-semantic networks was proposed. The coarse localization
is achieved by the proposed DenseCAM that integrates multi-scale feature maps
from DenseWCBnet with weights obtained from the final dense layer, which is then
refined by instance segmentation maps. From the visualization results in Figures
5.4, 5.5, and 5.6, this study compared different Grad-CAM methods and selected
DenseCAM, based on Grad-CAM, as the optimal choice in terms of accuracy and
computational cost. Additionally, Figure 5.7 illustrates the performance of three
different semantic-free image segmentation models on manipulated images, showing
that each model is suited for specific manipulation scenarios. Finally, Figure 5.8 and
Table 5.1 validate the best combination of manipulation heatmap and segmentation
5.3.4 for integrating heatmaps and segmentation maps. These results demonstrate
that WSWCBnet can accurately localize manipulation regions while providing clear
region boundaries. Furthermore, in comparison to fully supervised image manipula-
tion detection methods, WSWCBnet achieves superior Fl-scores without requiring
pixel-level annotations, with a maximum Fl-score of 0.417 compared to 0.238 for
fully supervised methods.

In summary, the fourth research question is addressed by developing a weakly-
supervised manipulation localization system that bridges image-level detection and
pixel-level explainability. Crucially, WSWCBnet is built upon the two previously
proposed image-level manipulation detection models (WCBnet and DenseWCBnet)
whose decisions are made interpretable through explainability techniques such as
Grad-CAM and the proposed DenseCAM. These visualization techniques extract
class-discriminative attention maps that reflect how the networks distinguish be-
tween pristine and manipulated regions. The resulting heatmaps serve as the foun-
dational input for subsequent refinement through segmentation masks. This integra-
tion not only enables localization without pixel-level labels, but also confirms that
the detection models are grounded in manipulation-relevant features, allowing the
transition from classification to reliable region-level localization. The overall frame-



CHAPTER 6. CONCLUSIONS 91

work thus provides an end-to-end interpretable solution for manipulation detection
and localization.

5. Research Question 5: How to tackle the challenging learning-based image ma-
nipulations, called Generative images or Deepfake images?

Proposed Method:

To address the final research question concerning learning-based manipulations such
as Generative-Al images, the DeepfakeArt challenge was adopted as a representative
benchmark to evaluate the proposed WCBnet and DenseWCBnet. This dataset dif-
fers from conventional splicing datasets in that the manipulated content is generated
entirely by learning-based models trained to mimic the visual context of the image,
often leaving negligible artifact traces detectable by traditional detection methods.
To evaluate the robustness of the proposed models, WCBnet and DenseWCBnet
were trained and tested on the learning-based splicing subset of DeepfakeArt. Ex-
perimental results demonstrated that both models retained high discriminative ca-
pability even under these challenging conditions. As shown in Tables 3.12 and 4.6,
WCBnet achieved a classification accuracy of 93.9% and an Fl-score of 0.912, while
DenseWCBnet achieved 97.0% accuracy and an Fl-score of 0.951, both surpass-
ing the best-reported results in the challenge benchmark. This performance can
be attributed to the models’ design, particularly their use of SEL-based error-level
manipulation cues and multi-view convolutional block weighting, which facilitate
the extraction of subtle manipulation patterns even in generative contexts. These
findings validate the effectiveness of the proposed framework in handling modern
Al-based image manipulations and extend its applicability to a broader range of
real-world scenarios.

The ability to detect and localize such highly realistic fake images highlights the
strength of the developed methods in advancing multimedia security and authentic-
ity, especially considering the popularity of generative content across digital plat-
forms.

6.2.2 Summary of Findings

This thesis investigated five critical research questions in the domain of image manip-
ulation detection and localization, and proposed three deep learning-based frameworks
(WCBnet, DenseWCBnet, and WSWCBnet) to address challenges in classification per-
formance, model explainability, and weakly-supervised pixel-level localization. Key con-
tributions of this research is summarized:

Robust image-level manipulation classification: The proposed WCBnet and
DenseWCBnet achieved state-of-the-art image-level classification performance across six
widely used manipulation datasets. Additionally, both models demonstrated strong ro-
bustness under various image perturbation scenarios and surpassed existing methods on
the DeepfakeArt challenge’s learning-based splicing subset, with DenseWCBnet achieving
an Fl-score of 0.951.

Image manipulation detection network explainability: To address the black-
box nature of deep learning models, the DenseCAM method was introduced. By lever-
aging multi-scale receptive fields within DenseWCBnet, DenseCAM produced reliable
manipulation heatmaps, enabling interpretation of the model’s decision-making process
and addressing the third research question regarding model explainability.
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Weakly-supervised pixel-level localization: To enable manipulation localization
without the need for pixel-level annotations, the WSWCBnet framework was developed.
This model refines the DenseCAM-generated heatmaps by integrating them with non-
semantic segmentation maps. The resulting localization maps not only provided intuitive
and accurate boundaries but also outperformed a fully supervised method (ManTraNet)
on a 40-image test set by 17.9 percentage points in F1-score.

Potentiality to generative manipulations: The proposed models were also eval-
uated on challenging generative-Al manipulations. On the DeepfakeArt dataset, both
WCBnet and DenseWCBnet maintained high detection performance, achieving classifi-
cation accuracies of 93.9% and 97.0%, respectively. These results highlight their strong
potential capabilities to unseen and complex manipulation techniques.

In summary, the contributions presented in this thesis demonstrate the capability of
the proposed frameworks to achieve reliable, explainable, and robust image manipulation
detection and localization across diverse real-world scenarios, offering practical tools for
enhancing multimedia integrity and trustworthiness.

6.3 Future Work

While the methods proposed in this thesis have made significant strides in image manip-
ulation detection and localization, they still exhibit certain limitations, and there remain
several challenges to be addressed in the future. Building on the foundations of the
proposed WCBnet, Dense WCBnet, and WSWCBnet models, future work will aim to ex-
pand the generalization capabilities and real-world applicability of image manipulation
detection systems.

6.3.1 Multi-Branch Hybrid Feature Representation

In particular, one promising direction is the development of a multi-branch hybrid feature
network, capable of simultaneously addressing various manipulation scenarios, compres-
sion formats, and image domains. As illustrated in Figure 6.1, a future architecture could
consist of three parallel sub-branches, each tailored to extract features from different
image representations: 1) RGB branch: responsible for extracting sufficient and orig-
inal information, such as color features or texture features from the raw image; 2) SEL
branch: designed to detect error-level manipulation artifacts, as used in the proposed
models which have shown superb performance regarding various manipulation datatsets;
3) Edge branch: focuses on high-frequency boundary artifacts, helpful for identifying
clear boundaries of manipulated regions.

Each branch can employ custom feature extractors suited for their input domain,
potentially with varying receptive fields. For example, RGB branch could be equipped
with a high-dimensional feature extractor and corresponding CBWM for semantic fea-
ture extraction. The outputs of multiple branches are then fused using a cross-feature
CBWM, forming a rich hybrid feature representation. This enables the network to lever-
age multi-perspective features, improving robustness in highly post-processed, generative,
and format-diverse image manipulation tasks. Specifically, this architecture shows great
potential in:

e Post-processed datasets: by capturing more diverse visual clues from different
image context, the model could improve performance on highly polished datasets
such as Coverage and NC2016.
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Figure 6.1: Conceptual design of a future multi-branch hybrid feature network
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Figure 6.2: Conceptual design of advanced semi-supervised image manipu-
lation localization framework, which also includes multi-branch manipulation
detection model and gradient-guided fused heatmap.

e Non-JPEG formats: SEL features are format-sensitive as it focuses on the error-
level inconsistency in JPEG compression processes; combining them with edge-based
and semantic features enables detection in PNG, JPEG-AI, or raw image formats
where error-level artifacts are not available.

e Generative manipulations: hybrid feature fusion may help detect subtle gener-
ation inconsistencies, even when global structure appears coherent, offering a way
to counter advanced generative image manipulation tools.

6.3.2 Advancing Explainability and Localization

Even WSWCBnet has shown potential capacity of localizing manipulated regions without
annotations, the weakly-supervised results are still less competitive to fully-supervised
models. To further enhance manipulation localization and model explainability, three
key directions are proposed for extending the DenseCAM framework (as shown in Figure
6.2):

e First, future efforts will aim to further progress image-level manipulation classifi-
cation networks (as illustrated in the last future work of progressing WCBnet and
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DenseWCBnet) to improve the reliability and consistency of generated atten-
tion maps. By enhancing classification accuracy across a broader range of manipu-
lation datasets, these models can yield more trustworthy class attention responses,
providing a stronger foundation for further image manipulation localization.

e Second, the DenseCAM method, while capable of generating multi-view heatmaps
from diverse receptive fields, currently fuses them using fixed weights derived from
global activation magnitudes. This approach assigns a uniform weight across all
pixels for each heatmap, which limits its ability to capture localized differences.
A more advanced weighting mechanism is proposed, whereby the gradient of the
predicted class with respect to each CBWM output before feature fusion is utilized
to derive spatially varying pixel-level weights. This gradient-guided heatmap
fusion would allow the model to emphasize manipulation regions more adaptively,
especially in images with small-scale modifications or complex backgrounds.

e Third, the initial attention maps generated by DenseCAM could serve as pseudo
ground-truth masks for training a fully-supervised manipulation localization net-
work. By leveraging these automatically derived pseudo masks, it becomes feasible
to train high-capacity segmentation models without requiring pixel-level annota-
tions. This semi-supervised learning framework bridges the gap between weakly-
supervised explainability-driven localization and fully-supervised segmentation ac-
curacy, further extending the competitiveness to state-of-the-art fully-supervised
image manipulation localization methods.

Together, these directions offer a path toward more accurate, interpretable, and
annotation-efficient manipulation localization frameworks capable of operating in real-
world scenarios with limited supervision.

6.3.3 Toward Practical, Adaptive, and Scalable Manipulation Detection

As the demand for trustworthy visual content increases in digital media, journalism, and
daily communication, image manipulation detection must evolve from academic models
into deployable, adaptive systems. Future work should prioritize three interlinked goals:
real-time performance, consumer accessibility, and continuous learning in dynamic envi-
ronments.

e First, real-time detection is essential for practical use in social platforms and fact-
checking pipelines. The model’s accessibility to the users necessitates the devel-
opment of lightweight architectures through techniques such as model distillation
[186, 187], enabling deployment on mobile or embedded devices.

e Second, with manipulated images constantly being created, models must acquire
incremental learning capabilities, allowing them to adapt to unseen manipulation
types without full retraining. It could be achieved by three main directions in the
incremental learning, namely regulation, replay and parameter isolation [188, 186,
189].

e Third, to bridge the gap between research and public accessibility, manipulation
detection systems should integrate with cloud-based infrastructures to be applica-
ble in users’ daily life. For example, it could be achieved by Model as a Service
(MaaS) which enables that pre-trained models can be uploaded to cloud platforms
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and offered as APIs for efficient online inference [190]. This approach allows for com-
plicated learning-based model structure and real-time processing of large datasets,
making the proposed image manipulation detection model adaptable to evolving
requirements.

In summary, advancing toward practical deployment requires models that are not
only accurate and interpretable but also lightweight, adaptive, and accessible which closes
the loop between deep learning research and real-world multimedia authentication.
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Appendix A

Enhanced heatmaps of
WSWCBnet

This chapter is the supplemental materials to the experimental results of Section 5.4.5,
which show the enhanced heatmaps combined by manipulation heatmaps and segmented
maps.

A.1 Heatmaps with Effective Combination

More enhanced heatmaps with effective combination are shown as follows:

Ref label denseWCBnet Deeplab

Ref label denseWCBnet
Ref label denseWCBnet

Ref label

Figure A.1: FEnhanced heatmaps generated by effective combinations of
WSWCBnet (part 1); The first column shows the reference labels, second and
third columns are the selected models, and the last column is the enhanced
heatmaps.
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Ref label WCBnet DeepLab

Ref label WCBnet

Ref label denseWCBnet

Ref label WCBnet

Ref label denseWCBnet

Ref label denseWCBnet Deeplab

Ref label denseWCBnet PSPnet

Figure A.2: FEnhanced heatmaps generated by effective combinations of
WSWCBnet (part 2).
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Ref label denseWCBnet Deeplab
Ref label denseWCBnet Deeplab
Ref label denseWCBnet DeepLab

Ref label denseWCBnet DeeplLab
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Figure A.3: FEnhanced heatmaps generated by effective combinations of
WSWCBnet (part 3).

A.2 Heatmaps With Ineffective Combination

There are three main conditions that cause the ineffective combination between manipu-
lation heatmap and segmented map. Several examples that either heatmaps or segmaps
were ineffective during combination are shown as follows:

Ref label denseWCBnet

Ref label denseWCBnet

Figure A.4: Invalid manipulation heatmap that the image-level models focus
on wrong regions in the manipulation heatmap.



APPENDIX A. ENHANCED HEATMAPS OF WSWCBNET 115

Ref label

denseWCBnet

Ref label denseWCBnet

Ref label denseWCBnet

Figure A.5: Invalid segmented maps that the target regions are not clearly
extracted by the non-semantic segmentation models.

Ref label denseWCBnet DeeplLab

Ref label denseWCBnet

Ref label denseWCBnet
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Figure A.6: Invalid combination metric that both heatmaps and segmap are
valid while the method to combine them is ineffective.
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