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Abstract

The evolution of mobile communication has facilitated technological advancements that en-
able seamless global connectivity. With the advent of 5G technology, wireless communication
has taken a significant leap forward, promising unparalleled speed, capacity, and connectivity.
As we enter this era of advanced communication, we also need to consider its implications
for security and privacy. The integration of 5G technology brings new opportunities and
challenges, making it essential to thoroughly examine the security and privacy frameworks
that support this advanced network. Compared to the previous mobile communication gen-
erations, 5G offers a more robust security infrastructure by strengthening two key protocols:
Authentication and Key Agreement (AKA) and Handover (HO). Although 5G-AKA signifi-
cantly improves security measures, it is worth noting that the current protocols lack support
for several essential security and privacy properties, such as forward secrecy, forward privacy,
and unlinkability. Thus, a critical need remains to address these gaps to ensure comprehensive
protection in 5G networks.

In response to the issues in respect of security and privacy, this thesis proposes three
novel AKA and HO schemes. The three proposed schemes have different security and privacy
goals that support improved security and privacy features compared to the conventional 5G-
AKA and HO protocols currently utilized and other existing solutions. In particular, we
examine challenges associated with integrating ultra-dense small cell networks (SCNs) into
the 5G infrastructure. This exploration led us to investigate the concept of region-based
handovers and to propose, to the best of our knowledge, the first scheme that provides
privacy-preserving, secure inter-region-based AKA and HO scheme. This scheme provides
secure authentication for roaming users with an efficient and seamless handover process. To
enhance security and privacy measures further, we undertake an additional investigation into
fortifying resilience against key compromise impersonation attacks. This involves proposing
a novel, secure, privacy-preserving Universal Handover scheme (UniHand) tailored for SCNs
within the 5G mobile communication framework. Finally, in pursuit of seamless compatibility
with 5G networks, we introduce an improved iteration of the 5G-AKA and HO protocols.
Referred to as Pretty Good User Privacy (PGUP), this novel symmetry-based scheme aims
to mitigate security and privacy vulnerabilities inherent in the existing 5G-AKA and HO
protocols while maintaining high compatibility with the 5G infrastructure.
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Chapter 1

Introduction

The proliferation of connected devices is on a continuous upward trajectory, with forecasts
predicting a staggering 50 billion connected devices worldwide by 2030 [43]. In response to
this exponential growth, mobile networks have evolved significantly, progressing from the
first generation (1G) to the early stages of the development of the sixth generation (6G).
Each subsequent network generation has provided an evolved security landscape, with the
fifth generation (5G) representing a notable improvement, with substantial infrastructural
changes, compared to its predecessors. Unlike the incremental changes seen in the first
four generations, 5G introduces stringent requirements and enhancements to the security
architecture alongside novel network services. The International Telecommunication Union
Radiocommunication Sector (ITU-R) has outlined key performance requirements for 5G,
which include seamless mobility, high data rates, availability, connectivity, and spectrum
efficiency [2].

The 5G mobile communication networks present a heterogeneous architecture, accom-
modating existing and emerging access technologies. These include advancements in Wire-
less Local Area Network (WLAN) technologies, Long-Term Evolution (LTE), and the New
Radio (NR) interface [51]. Moreover, 5G integrates diverse network technologies, such as
cloud computing, Software-Defined Networking (SDN) [68], Network Function Virtualiza-
tion (NFV) [41], and ultra-dense Small Cell Networks (SCN), into a unified, programmable
software-centric infrastructure.

Ultra-dense small cell technology is critical in fulfilling various 5G requirements, includ-
ing high network density, capacity, and spectrum efficiency [9]. Small cells, encompassing a
variety of types such as macro, micro, pico, and femtocells, refer to low-powered cellular radio
access nodes. The distinctions among these cells lie in their supported coverage area, signal
strength, service capacity, and transmission power. The primary goal of SCNs is to increase
the density of wireless cells/nodes and reduce the coverage area to approximately 10 to 100
metres. This approach enhances network capacity, brings the network closer to connected
users, and provides better throughput service with low-powered transmission, thereby boost-
ing spectrum efficiency. However, to leverage the benefits of SCNs, users frequently have
to switch between cells, a process known as Handover (HO). The HO procedure seamlessly
transfers a mobile user’s wireless responsibility from one cell operated by a base station (BS)
to another cell/BS.

Although leveraging enabling technologies within the 5G environment offers undeniable

1
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advantages, they are also vulnerable to various security and privacy challenges. The interplay
among the technologies within a 5G framework can significantly impact overall security and
privacy. This is also the case with the deployment of SCNs, which has introduced additional
security and privacy considerations due to the increased frequency of HO procedures result-
ing from the dense arrangement of small cells [40]. As the number of small cells proliferates,
so does the frequency of HO procedures, consequently increasing network latency. To ad-
dress this, new mechanisms are introduced to mitigate latency and improve security in HO
procedures.

The first and most crucial step when users want to connect to the network and receive
services is to secure the communication link between customers and the network while pri-
oritizing a strong degree of privacy for the users. Authenticating communication between
network participants and their service providers is paramount for network security. Each
party involved must verify the legitimacy of the other end throughout the communication
process. An authenticated communication network is typically established through an Au-
thentication and Key Agreement (AKA) protocol. However, designing a secure AKA for
5G presents unique challenges, particularly with integrating SCNs, which involve frequent
handovers and stringent latency requirements. For 5G security, the 3rd Generation Partner-
ship Project (3GPP) defines two primary AKA protocols: 5G-AKA as specified in Technical
Specification (TS) [4], and the Extensible Authentication Protocol (EAP-AKA’) detailed in
TS [10]. Although both protocols share similarities, they differ in their message flow. Thus,
in this work, we focus solely on 5G-AKA for our analysis and evaluation.

The 5G-AKA protocol represents a notable advancement compared to its predecessors
but nonetheless fails to achieve some crucial security features. Consequently, a significant
amount of research effort has been directed towards enhancing and analysing 5G-AKA, such
as [33, 26, 15]. These investigations have identified numerous weaknesses in the current
5G-AKA protocol. For instance, an identity replay attack, as outlined by Fouque et al.
[39], which targets several AKA protocols, also poses a threat to the 5G-AKA protocol
[26]. Moreover, [24] identified a logical vulnerability that compromises the confidentiality
of the sequence number due to the use of exclusive or (XOR) and the absence of random-
ness. Another attack, known as the confusion attack, was documented by Cremers and Wild
[33], and leads to identity misbinding and enables impersonation attacks. One of the most
significant vulnerabilities identified is that the current 5G-AKA protocol does not support
perfect forward security (PFS) or perfect forward privacy (PFP). PFS ensures past session
keys remain secure if long-term secrets are compromised, while PFP aims to maintain user
anonymity even under such compromises. This deficiency exposes both data confidentiality
and user privacy to potential compromise. Furthermore, the existence of linkability vulnera-
bilities within 5G-AKA raises additional privacy concerns [67], particularly those relating to
active attackers seeking to undermine user anonymity. These vulnerabilities open the door
to linkability attacks, which are serious privacy breaches whereby an adversary can correlate
different actions or pieces of information to the same user or entity, even in systems designed
anonymously. In the context of 5G networks, an attacker could exploit these vulnerabilities
to track user movements or usage patterns.

Despite all the previous works conducted in this domain, none of the existing protocols
in the literature fulfils the comprehensive security requirements outlined for 5G networks
(see Sections 3.4.1 and 3.5 in Chapter 3). Thus, a notable gap exists in the research land-
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scape, particularly about developing a protocol that effectively achieves the necessary security
properties for 5G networks. These properties include mutual authentication, user anonymity,
user unlinkability, PFS, and PFP. Furthermore, such a protocol should also consider SCN
environmental issues and ensure seamless adaptability to 5G infrastructure.

The remainder of this chapter is organized as follows: Section 1.1 outlines the aims and
objectives of this thesis, Section 1.2 presents the thesis contributions, Section 1.3 provides
an overview of the thesis structure, and Section 1.4 lists the key publications resulting from
this research. Finally, Section 1.5 outlines related collaborative works completed during this
PhD research.

1.1 Aims and Objectives

In this thesis, our primary objective is to enhance the security and privacy aspects of 5G
networks, explicitly focusing on AKA and HO schemes. Through developing and analysing
novel protocols, we aim to address existing vulnerabilities and improve the security and
privacy of these protocols and the network overall. In order to accomplish this objective, we
have identified current open questions, which include:

RQ1 Is it possible to design an authenticated key exchange and handover scheme that ensures
security and preserves user privacy, all while supporting a region-based handover with
seamless connectivity for roaming users?

RQ2 Is it possible to design an authenticated key exchange and handover scheme to safeguard
user privacy, ensure security, and incorporate a Universal handover mechanism with
Key Compromise Impersonation resilience and Key-Escrow-Free properties?

RQ3 Is it possible to design a symmetric-key-based authenticated key exchange and handover
scheme that aligns with existing 5G infrastructure while providing perfect forward
secrecy, forward privacy, and unlinkability, and maintaining computational effi-
ciency for resource-constrained user equipment?

1.2 Thesis Contributions

Following the research conducted to address our research questions, this thesis provides the
following key contributions:

1. A novel privacy-preserving inter-region authentication and handover scheme for roam-
ing users in 5G network. This scheme leverages asymmetric-key-based authenticated
key exchange and handover protocols that preserve user privacy and network security
while providing a seamless region-based handover mechanism and effective membership
revocation management.

2. A novel privacy-preserving Universal Handover scheme (UniHand) that achieves seam-
less user mobility and required security and privacy properties, including KCI resilience
and KEF properties for roaming users in 5G.
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3. A new variant of puncturable key wrapping, denoted as PKW+, aimed at achieving
PFS, PFP, and unlinkability within a symmetric base setting. This cryptographic
primitive is explicitly tailored to align with the specific requirements and nature of the
5G infrastructure.

4. A novel symmetric-key-based authenticated key exchange and handover scheme (PGUP)
for 5G networks. This scheme aligns with existing 5G infrastructure while achieving
PFS, PFP, and unlinkability. PGUP incorporates the new variant of puncturable key
wrapping (PKW+), enhancing security within the constraints of symmetric cryptogra-
phy.

1.3 Thesis Overview

The overall thesis is arranged according to the framework illustrated in Figure 1.1, and aim
to address the following:

• In Chapter 2, entitled “Preliminaries”, we introduce the fundamental concepts, nota-
tions, and cryptographic primitives essential for understanding the subsequent chapters.
The chapter establishes the theoretical foundation upon which the thesis builds.

• In Chapter 3, entitled “Background and Related Work”, we present a comprehensive
analysis of the existing literature related to the secure AKA and HO protocols in 5G
networks.

• In Chapter 4, entitled “Privacy-Aware Secure Region-based Handover for 5G”, we
introduce our first major contribution: a novel privacy-aware secure region-based han-
dover protocol. We detail the protocol design, security analysis, and performance eval-
uation, demonstrating its advantages over existing solutions.

• In Chapter 5, entitled “UniHand: Privacy-Preserving Universal Handover for 5G”, we
build on the previous chapter in presenting an enhanced protocol that extends privacy
preservation to universal handover scenarios. This chapter elaborates on the design
principles, security proofs, and efficiency considerations of the protocol.

• In Chapter 6, entitled “PGUP: Pretty Good User Privacy for 5G”, we present our
third significant contribution: We present a forward-secure user privacy authentication
and handover protocol, providing a detailed description and rigorous security proofs
and discussing its practical implications.

• In Chapter 7, entitled ”Conclusion and Future Work,” we summarize the key find-
ings and contributions of the thesis. We discuss the implications of our work and its
limitations and propose directions for future research in the field of secure and privacy-
preserving handover protocols for 5G networks.
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Figure 1.1: Thesis structure overview
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1.4 Key Publications

The research findings discussed in the key chapters, which directly tackle the thesis research
questions, have been published in the following peer-reviewed conferences and journals:

• R. Alnashwan, P. Gope and B. Dowling, “Privacy-Aware Secure Region-Based Han-
dover for Small Cell Networks in 5G-Enabled Mobile Communication,” in IEEE Trans-
actions on Information Forensics and Security, vol. 18, pp. 1898-1913, 2023, doi:
10.1109/TIFS.2023.3256703. This work is presented in Chapter 4.

• R. Alnashwan, P. Gope, and B. Dowling, “UniHand: Privacy-preserving Universal
Handover for Small-Cell Networks in 5G-enabled Mobile Communication with KCI Re-
silience,” presented at the 2024 IEEE 37th Computer Security Foundations Symposium
(CSF), IEEE Computer Society, Apr. 2024, pp. 96–111. doi: 10.1109/CSF61375.2024.00007.
This work is presented in Chapter 5.

• R. Alnashwan, P. Gope, and B. Dowling, “PGUP: Pretty Good User Privacy for 5G-
enabled Secure Mobile Communication Protocols,” This work has been accepted in
Privacy Enhancing Technologies Symposium (PETS 2025). This work is presented in
Chapter 6.

1.5 Additional Collaborative Works

The following publications represent collaborative works completed during the course of this
PhD research, but are not directly included in the main body of this thesis:

• R. Alnashwan, P. Gope, et al., “Strong Privacy-Preserving Universally Composable
AKA Protocol with Seamless Handover Support for Mobile Virtual Network Opera-
tor,” This work was accepted in ACM Conference on Computer and Communications
Security (CCS’24).

• R. Alnashwan, B. Dowling, and Bhagya Wimalasiri, “Path Privacy and Handovers:
Preventing Insider Traceability Attacks During Secure Handovers.” This work has been
accepted in IEEE Computer Security Foundations Symposium (CSF’25)



Chapter 2

Preliminaries

This chapter presents the fundamental concepts and security frameworks essential for under-
standing the cryptographic methods and security analyses employed throughout this thesis.
We begin by introducing the notation and terminology that will be consistently employed in
our discussions. The chapter then provides an overview of essential cryptographic primitives
and advanced schemes that form the building blocks of our proposed security solutions for
5G networks. We also present the security framework that will be used to analyse and prove
the security of our protocols.

2.1 Further Notation

This thesis uses specific notation throughout. Different typefaces distinguish various ele-
ments: participants in security games (like adversary A and challenger C) are represented
one way, while adversarial queries (such as Corrupt and Reveal) have their own style.
Protocol algorithms are formatted distinctly (e.g. AE,KDF).

In our notation, we denote the set of all λ-bit long integers as {0, 1}λ, while {0, 1}∗ rep-
resents the set of all bit strings of arbitrary length. We define a set X as empty if and
only if X = ∅. The operation of uniformly sampling an element x from a set X, without

replacement, is denoted by (x
$← X). For a probabilistic algorithm A, we express the output

b resulting from A’s execution on input x and random coins as b
$← A(x). Throughout our

work, we employ ⊥ as a generic symbol to indicate failure or invalid output from probabilistic
algorithms. Additionally, we adopt the convention of using 1λ to denote the security parame-
ter. This parameter dictates the security level of cryptographic schemes and is used as input
for key generation and other probabilistic algorithms.

2.2 Cryptographic Primitives

This section introduces and formalises the security of the underlying cryptographic primitives
that constitute the building blocks for this thesis. We begin with fundamental concepts and
progress to more specific schemes, each playing a crucial role in our proposed schemes for
secure and efficient network authentication in 5G networks.

7
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2.2.1 Key Derivation Function

Key Derivation Functions (KDFs) are cryptographic primitives designed to derive one or
more secret keys from a master secret (such as a password, passphrase, or shared secret
key) and other optional inputs [8]. KDFs are crucial in various cryptographic protocols and
applications, including password-based encryption, key exchange protocols, and secure key
storage. They serve to transform potentially weak or non-uniform input-keying material into
cryptographically strong and uniformly distributed output keys. Common KDF construc-
tions include HKDF, PBKDF2, and scrypt, each offering different security properties and
performance characteristics. In our proposed schemes in Chapters 4, 5 and 6 of this thesis,
we employ KDFs to securely derive keys for various cryptographic operations, ensuring that
even if the master secret is weak, the derived keys maintain high entropy and security.

Definition 1 (Key Derivation Function) A key derivation function (KDF) is a deter-
ministic algorithm, taking four inputs: a random seed r, a length l, salt s and context c
(where s and c are optional), and returning a key k of L bits k = KDF(r, l, s, c).

The security of a KDF is captured through a game between an adversary and a challenger.
First, the challenger generates a random value and salt, which are shared with the adversary.
The adversary is allowed to make queries to obtain derived keys for chosen inputs. Next,
the adversary is given a challenge key, which is either a real derived key or a random value.
The adversary can then continue making queries, but not on the challenge input. Finally,
the adversary outputs a guess to determine whether the challenge key was real or random.
The KDF is considered secure if no efficient adversary can distinguish between the real and
random key with a probability significantly better than chance.

Definition 2 (KDF Security) Let KDF be a key derivation function. For an adversary
A, we capture the KDF security of KDF via the game played between challenger C, and PPT
A as follows:

1. C generates (r, α), where r is a random value sampled from distribution α. Next, C
generates a uniformly random salt s, and returns (α, s) to A.

2. A queries arbitrary (ci, li) (where c /∈ (c1.....ci)) to C, who returns ki = KDF(r, li, s, ci).

3. Next, A chooses l and c /∈ (c1.....ct). C samples a bit b
$← {0, 1}, and computes k0 =

KDF(r, l, s, c) and k1
$← {0, 1}l. C returns kb to A.

4. A outputs a guess bit b′.

We say that KDF is secure if for all PPT A, AdvKDF
KDF (A) is negligible, where:

AdvKDF
KDF (A) = 2 · |Pr[(b = b′)]− 1

2
|

2.2.2 Message Authentication Codes

Message Authentication Codes (MAC) is a cryptographic primitive that provides data in-
tegrity and authentication [16]. MACs allow the verification of a message’s authenticity and
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integrity using a shared secret key, ensuring that the message has not been tampered with
and comes from the claimed sender. Common MAC algorithms include HMAC, CMAC,
and GMAC, each with distinct security properties and use cases. MACs are widely used in
network protocols, secure communication systems, and data storage solutions to detect unau-
thorized modifications and verify the source of messages. We employ MACs to ensure data
integrity and authenticity in our proposed scheme in Chapter 6, leveraging their efficiency
and strong security guarantees in symmetric key settings.

Definition 3 (Message Authentication Code) A Message Authentication Code (MAC)
consists of three algorithms MAC : {KGen,Tag,Verify} associated with three sets: the secret-
key space K, the message spaceM, and the tag space T .

• k
$← KGen(1λ): a probabilistic key generation algorithm that takes as input a security

parameter 1λ and outputs a secret key k ∈ K, where K is the key space.

• τ ← Tag(k,m): a tagging algorithm that takes as input a secret key k ∈ K and a
message m ∈M, and outputs a tag τ ∈ T .

• {0, 1} ← Verify(k,m, τ): a verification algorithm that takes as input a secret key k ∈ K,
a message m ∈ M, and a tag τ ∈ T , and outputs 1 if the tag is valid for the message
under the given key, and 0 otherwise.

MACs Correctness requires that for all k
$← KGen(1λ), all m ∈M, and τ ← Tag(k,m),

we have Verify(k,m, τ) = 1.
The security of a MAC is captured through the existential unforgeability under chosen

message attacks (EUFCMA). The security game involves an adversary interacting with a
tagging oracle, which provides valid tags for messages chosen by the adversary. The adversary
wins the game if they can produce a valid (message, tag) pair that was not previously queried.
This ensures that even if an attacker has access to many valid MAC tags, they cannot generate
a valid tag for a new message.

Definition 4 (MAC Security) Let MAC = (KGen,Tag,Verify) be a message authentication
code scheme. For an adversary A, we define the advantage of A in breaking the unforgeability
of MAC as follows:

AdvEUFCMA
MAC (A) = Pr[k

$← KGen : ATagk(·) forges]

Where:

• Tagk(·) is the tagging oracle that takes a message M as input and returns a tag τ =
Tag(k,M).

• The adversary is allowed to adaptively query the tagging oracle with messages of their
choice.

• The adversary eventually outputs a candidate forgery (M∗, τ∗).

• The adversary wins if:
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– Verifyk(M∗, τ∗) = 1 (i.e., valid forgery).

– M∗ was never queried to the tagging oracle before.

We say that MAC is secure if for all PPT adversaries A, AdvEUFCMA
MAC (A) is negligible in

the security parameter.

2.2.3 Authenticated Encryption

Authenticated Encryption (AE) is a cryptographic scheme that simultaneously ensures data
confidentiality, integrity, and authenticity [17]. It combines encryption for secrecy with au-
thentication to verify the message source and detect tampering. This dual functionality gives
AE more security for many applications, protecting against various attacks. AE employs
various composition methods, each with distinct security and performance characteristics.
Encrypt-then-MAC (EtM) encrypts the plaintext before computing a MAC on the cipher-
text, offering strong security by detecting tampering before decryption. Encrypt-and-MAC
(E&M) performs these operations independently, providing weaker security due to potential
information leakage from the MAC of the plaintext and the lack of binding between the
ciphertext and the MAC. MAC-then-Encrypt (MtE) computes a MAC on the plaintext be-
fore encrypting both, but can be complex to implement securely. Integrated AE schemes,
such as GCM, CCM, and OCB [58], combine encryption and authentication in a single step,
balancing robust security with computational efficiency. Therefore, we adopt the integrated
AE to secure communications in Chapters 4, 5 due to the provided security guarantees, and
widespread acceptance in modern cryptographic protocols.

Definition 5 (Authenticated Encryption) The AE consists of three algorithms AE : {KGen,
Enc,Dec} associated with two sets: the secret-key space K, and the message spaceM.

• k
$← KGen(1λ): a probabilistic key generation algorithm that takes as input a security

parameter 1λ and outputs a secret key k ∈ K, where K is the key space.

• c
$← Enc(k,m): a probabilistic encryption algorithm takes an input of a secret key

k ∈ K, and a message m ∈M and outputs a ciphertext c ∈ {0, 1}∗.

• m/⊥ ← Dec(k, c): a decryption algorithm takes an input of a secret key k ∈ K and a
ciphertext c ∈ {0, 1}∗, and outputs either a message m ∈M or ⊥ for failure.

AE Correctness: The correctness of an AE scheme requires that for all keys k ∈ K and
all messages m ∈M, we have Dec(k,Enc(k,m)) = m.

For the security of AE we follow standard cryptographic frameworks established in the
literature, particularly those formalized by Bellare and Rogaway in their foundational work
on authenticated encryption and security notions for symmetric encryption schemes [17].
These definitions capture both confidentiality and authenticity, which are the two primary
security properties of authenticated encryption. The confidentiality notion is modeled using
IND-CPA security, ensuring that an adversary cannot distinguish between encryptions of
different messages. The authenticity notion is captured using INT-CTXT security, preventing
adversaries from forging valid ciphertexts.
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Definition 6 (Authenticated Encryption Security) Let AE = (KGen,Enc,Dec) be an
authenticated encryption scheme. Let ℓ(·) be a length function of AE, which takes the length
of a message and returns the ciphertext length. The security of AE is captured through the
following two games, where an adversary A interacts with a challenger:

1. Confidentiality (IND-CPA): The advantage of A in breaking the indistinguishability
under chosen plaintext attack (IND-CPA) is defined as:

AdvIND-CPA
AE (A) = |Pr[k

$← KGen(1λ), b
$← {0, 1} : AEnck(·)(M0,M1) = b]− 1

2
|

where:

• Enck(M) is the encryption oracle that takes message M as input and returns a

ciphertext C
$← Enc(k,M).

• A submits two messages M0,M1 ∈M of equal length to the challenger.

• The challenger samples a bit b
$← {0, 1} and returns the ciphertext C∗ = Enck(Mb).

• A continues making encryption queries and eventually outputs a guess bit b′. A
succeeds if b = b′ .

2. Authenticity (INT-CTXT): The advantage of A in breaking the integrity of cipher-
texts (INT-CTXT) is defined as:

AdvINT-CTXT
AE (A) = Pr[k

$← KGen(1λ) : AEnck(·) forges]

where:

• Enck(·) is the encryption oracle that, given a message M , returns a ciphertext

C
$← Enc(k,M).

• $(·) is an oracle that, on input M , returns a random string of length ℓ(|M |).
• A queries the encryption oracle adaptively with messages of their choice.

• Eventually, A outputs a candidate forgery C∗.

• A succeeds (i.e. forges) if Dec(k,C∗) ̸= ⊥ and C∗ was not previously output by
the encryption oracle.

We say that AE is secure if for all PPT adversaries A, both AdvIND-CPA
AE (A) and

AdvINT-CTXT
AE (A) are negligible in the security parameter.

While AE provides a robust solution for ensuring both confidentiality and integrity of
data, modern cryptographic applications often require additional flexibility. This need led to
the development of Authenticated Encryption with Associated Data (AEAD), an extension
of the AE concept. AEAD builds upon the foundations of AE but introduces a key feature
that addresses a common requirement in real-world scenarios: the ability to include addi-
tional, non-confidential data in the authentication process. This evolution in authenticated
encryption schemes offers enhanced versatility without compromising the security guarantees
provided by traditional AE.
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2.2.4 Authenticated Encryption with Associated Data

Authenticated Encryption with Associated Data (AEAD) is a cryptographic scheme that
ensures a message’s confidentiality, integrity, and authenticity while also authenticating addi-
tional, non-confidential associated data. It extends traditional Authenticated Encryption by
allowing context-specific information to be bound to the ciphertext without being encrypted.
Precisely, we follow Rogaway’s nonce-based AEAD scheme [57]. Nonce-based AEAD is a de-
terministic authentication encryption scheme that takes as input a secret key, a unique nonce,
plaintext to be encrypted, and associated data to be authenticated but not encrypted. It pro-
duces a ciphertext and an authentication tag as output. Using a nonce makes each encryption
unique, even for identical plaintexts. It is particularly useful in message encryption scenarios
with message authentication, such as in network protocols or encrypted file systems. AEAD’s
robust security properties make it a cornerstone of modern cryptographic protocols, and its
applications are central to secure communication within the proposed scheme in Chapter 6.

Definition 7 (Authenticated Encryption with Associated Data) The AEAD consists
of three algorithms AEAD : {KGen,Enc,Dec} associated with four sets: the secret-key space
SK, the nonce space N , the associated data space AD and the message spaceM.

• sk
$← KGen(1λ): a probabilistic key generation algorithm that takes as input a security

parameter 1λ and outputs a secret key sk ∈ SK, where SK is the key space.

• c ← Enc(sk, n, ad,m): a deterministic encryption algorithm takes an input of a secret
key sk ∈ SK , a nonce n ∈ N , an associated data ad ∈ AD, and a message m ∈ M
and outputs a ciphertext c.

• m/⊥ ← Dec(sk, n, ad, c): a deterministic decryption algorithm takes an input of a
secret key sk ∈ SK , a nonce n ∈ N , an associated data ad ∈ AD, and a ciphertext
c ∈ {0, 1}∗, and outputs either a message m ∈M or ⊥ for failure.

AEAD Correctness: The correctness of an AEAD scheme requires that for all secret
keys sk ∈ SK, all nonces n ∈ N , all associated data ad ∈ AD, and all messages m ∈ M, we
have Dec(sk, n, ad,Enc(sk, n, ad,m)) = m

Definition 8 (AEAD Security) Let AEAD = (KGen,Enc,Dec) be an authenticated en-
cryption with associated data scheme. Let ℓ(·) be a length function of AEAD. The security of
AEAD is captured through the following two security games, where an adversary A interacts
with a challenger:

1. Confidentiality (IND-CPA): The advantage of A in breaking the indistinguishability
under chosen plaintext attack (IND-CPA) is defined as:

AdvIND-CPA
AEAD (A) =

∣∣∣∣Pr[sk
$← KGen, b

$← {0, 1} : AEncsk(·,·,·)(n, ad,M0,M1) = b]− 1

2

∣∣∣∣
where:

• A is given access to an encryption oracle Encsk(·, ·, ·).
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• A submits a nonce n, associated data ad, and two messages M0,M1 ∈M of equal
length to the challenger.

• The challenger samples a secret bit b
$← {0, 1} and returns the ciphertext C∗ =

Encsk(n, ab,Mb).

• A continues making encryption queries and eventually outputs a guess bit b′. A
succeeds if b = b′.

2. Authenticity (INT-CTXT): The advantage of A in breaking the integrity of cipher-
texts (INT-CTXT) is defined as:

AdvINT-CTXT
AEAD (A) = Pr[sk

$← KGen : AEncsk(·,·,·),Decsk(·,·,·) forges]

where:

• Encsk(n, ad,M) is the encryption oracle that takes nonce n, associated data ad,
and message M as input.

• Decsk(n, ad, C) is the decryption oracle that takes n, ad, and ciphertext C as input.

• A succeeds if it outputs a tuple (n, ad, C) such that:

– Decsk(n, ad, C) ̸= ⊥ (i.e., the forgery is accepted as valid).

– (n, ad, C) was not previously output by the encryption oracle (i.e., Encsk(n∗, ad∗,
M)→ C∗ was never queried for n = n∗, ad = ad∗, and C = C∗).

We say that AEAD is secure if for all PPT adversaries A, both AdvIND-CPA
AEAD (A) and

AdvINT-CTXT
AEAD (A) are negligible in the security parameter.

2.2.5 Diffie-Hellman Key Exchange

The Diffie-Hellman key exchange is a cryptographic primitive that allows two parties to
securely share a common secret key over an insecure communication channel [23]. This key
can then be used for secure communication using symmetric encryption algorithms.

This process involves a cyclic group G of order q with generator g, where two communi-
cating parties selects a private key, computes a corresponding public key using the generator,
and exchanges these public keys. The shared secret is then computed by each party using
their private key and the other party’s public key, resulting in a secure symmetric encryp-
tion. The security of this primitive fundamentally relies on the Computational Diffie-Hellman
(CDH) assumption, which states that given ga and gb, it’s computationally infeasible to cal-
culate gab, based on the difficulty of the discrete logarithm problem. Building upon this,
the Decisional Diffie-Hellman (DDH) assumption provides a stronger security notion. DDH
assumes that distinguishing the shared secret gab from a random group element is computa-
tionally infeasible, offering a more robust foundation for advanced cryptographic protocols.
While CDH forms the basic security premise of Diffie-Hellman, DDH extends this to enable
stronger security proofs and more sophisticated cryptographic constructions, thus providing
greater assurance for complex protocols built on top of the Diffie-Hellman key exchange. We
utilised the DDH assumption in our thesis, specifically in Chapters 4 and 5, as it serves
as a stronger notion compared to CDH and provides key indistinguishability, which is crucial
for ensuring the security of our proposed protocols.
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2.2.5.1 Computational Diffie-Hellman Assumption

The Computational Diffie-Hellman (CDH) problem is a fundamental concept in modern cryp-
tography. It centers on the computational difficulty of deriving a specific group element from
partial information. The CDH assumption states that given a cyclic group G of order q with
generator g, and given ga and gb for unknown random integers a and b, it is computationally
infeasible to compute gab without knowing either a or b.

Definition 9 Let G ∈ Z be a cyclic group family, with a generator g and a prime order q.
We say that the CDH assumption holds if no PPT A can compute gab, with non-negligible

advantage AdvG,g,q
CDH , where a, b

$← Zq:

AdvG,g,q
CDH (A) = Pr[A(g, ga, gb) = gab]

2.2.5.2 Decisional Diffie-Hellman Assumption

The Decisional Diffie-Hellman (DDH) problem [22] is a key concept in modern cryptography.
It focuses on the computational challenge of distinguishing between certain distributions
in a cyclic group. The DDH assumption states that it is computationally challenging to
determine if given group elements are related in a specific way or are randomly generated.
This assumption is crucial for many security protocols, especially in public-key cryptography
and key exchange, enabling secure communication and data protection.

Definition 10 (Decisional Diffie-Hellman) Let G ∈ Z be a cyclic group family, with a
generator g and a prime order q. We say that the DDH assumption holds if no PPT A
can distinguish (ga, gb, gab) from (ga, gb, gc), with non-negligible advantage AdvG,g,q

DDH , where

a, b, c
$← Zq:

AdvG,g,q
DDH (A) = |Pr[A(ga, gb, gab = 1]− Pr[A(ga, gb, gc = 1]|

2.2.6 Key Encapsulation Mechanism

A Key Encapsulation Mechanism (KEM) is a public-key cryptographic primitive designed
to securely transmit symmetric keys. KEM play a crucial role in 5G security protocols,
particularly within the Elliptic Curve Integrated Encryption Scheme (ECIES) employed in
5G specifications (TS 33.501). In the context of the 5G Authentication and Key Agreement
(5G-AKA) protocol, which is a central focus of this thesis, the KEM component of ECIES is
especially relevant for concealing users’ identities.

Definition 11 (Key Encapsulation Mechanism) A Key encapsulation mechanism con-
sists of three algorithms KEM : {KGen,Encaps,Decaps} associated with a key space K.

• (sk, pk)
$← KGen(1λ): a probabilistic key generation algorithm that takes as input a

security parameter 1λ and outputs public and secret keys pk, sk ∈ K.

• (ks, C)
$← Encaps(pk): a probabilistic encapsulation algorithm that takes as input a

public key pk ∈ K and outputs a symmetric key ks,∈ K and an encapsulation (key or
ciphertext) C.
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• (ks) ← Decaps(sk, C): a deterministic decapsulation algorithm that takes as input a
secret key sk ∈ K and an encapsulation C, and outputs either a symmetric key ks ∈ K
or ⊥ to indicate failure.

KEM Correctness requires that for all (sk, pk)
$← KGen(1λ) and all (ks, C)

$← Encaps(pk),
we have Decaps(sk, C) = ks.

Definition 12 (KEM Security) The security of a KEM under the IND-CPA is defined as
follows. For an adversary A, we define the advantage of A in breaking the IND-CPA security
of KEM as:

AdvIND-CPA
KEM (A) = |2 · Pr[ExpIND-CPA

KEM (A) = 1]− 1|

ExpIND-CPA
KEM (A)

1: (sk, pk)
$← KGen(1λ)

2: (ks, C
∗)

$← Encaps(pk)

3: k′s
$← K

4: b
$← {0, 1}

5: b′ ← A(pk, C∗, kb)
6: return (b′ = b)

We say that KEM is IND-CPA secure if for all PPT adversaries A, AdvIND-CPA
KEM (A) is

negligible in the security parameter λ.

2.2.7 Puncturable Pseudorandom Functions

Puncturable Pseudorandom Functions (PPRFs), introduced by Sahai and Waters [61], extend
standard Pseudorandom Functions (PRFs) by allowing selective restriction of the function’s
capability. While a PRF, given a secret key, generates outputs indistinguishable from random
values, a PPRF permits the key holder to “puncture” the function at specific inputs. After
puncturing, the function remains operational for all inputs except the punctured ones, without
revealing information about the function’s output on those points. This selective restriction
property enables PPRFs to serve as fundamental building blocks in various cryptographic
constructions, including obfuscation techniques, and forward-secure encryption protocols. In
the context of this thesis, PPRFs play a crucial role in the development of Puncturable Key
Wrapping schemes (Section 2.2.10) and in PKW+ introduced Chapter 6.

Definition 13 (Puncturable Pseudorandom Function) A puncturable pseudorandom func-
tion PPRF consists of three algorithms PPRF : Setup,Eval,Punc associated with three sets: the
key space K, the input space X , and the output space Y.

• k
$← Setup(1λ): a probabilistic algorithm that takes as input a security parameter 1λ

and outputs a key k ∈ K.
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• y/⊥ ← Eval(k, x): an algorithm that takes as input a key k ∈ K and an input x ∈ X ,
and outputs a value y ∈ Y.or ⊥ to indicate failure

• ks ← Punc(k, x): a deterministic algorithm that takes as input a key k ∈ K and an
element x ∈ X , and outputs a punctured key ks ∈ K.

PPRF correctness requires that for all k ∈ K and every x, y ∈ Y:

1. Pr[Eval(k0, x)] ̸= ⊥∥Setup(1λ)
$→ k0] = 1

2. If ks ← Punc(k, x) and y ̸= x, then Eval(k, y) = Eval(ks, y).

3. If ks ← Punc(k, x), then Eval(ks;x) = ⊥

Definition 14 (PPRF Security) A Puncturable Pseudorandom Functions PPRF = (Setup,
Eval,Punc) satisfies forward pseudorandomness if for all PPT adversaries A, the advantage
of A in the fpr experiment is negligible:

Advfpr
PPRF(A) = |Pr[ExpfprPPRF(A) = 1]− 1

2
|

Expfpr
PPRF(A)

1: b
$← {0, 1}; u← 0; T[·, ·]← ⊥

2: b∗ ← ANew,Corr,Ro$-Eval,Punc()
3: return b∗ = b

New()

1: u + +; ku
$← Setup(1λ)

2: Cu, Eu,Pu ← ∅; corru ← false

Punc(i, x)

1: ki ← Punc(ki, x)
2: Pi ← Pi ∪ x

Corrupt(i)

1: if Ci ⊈ Pi then
2: return ⊥
3: end if
4: corri ← true
5: return ki

Ro−Eval$(i, x)

1: if x ∈ Ei or corri = true then
2: return ⊥
3: end if
4: y1 ← Eval(ki, x)
5: if y1 = ⊥ then return ⊥
6: end if
7: if T[i, x] = ⊥ then

8: T[i, x]
$← Y

9: end if
10: y0 ← T[i, x]
11: Ci ← Ci ∪ x
12: return yb

Figure 2.1: PPRF security

where the FPR game Gfpr
PPRF(A), shown in Figure 2.1 Ro− Eval, allows the adversary to

have oracle access (Ro$ − Eval) to either the real function evaluated with a hidden key or a
randomly sampled function. Forward security is ensured by allowing access to a puncturing
oracle (Punc) and a corruption oracle (Corrupt), through which the adversary can obtain
secret keys that have been modified (punctured) at all challenge points.

To ensure consistency in the puncturing operation, regardless of the order in which inputs
are punctured, we define invariant puncturing as follows:

Definition 15 (Invariant PPRF) A PPRF is invariant to puncturing if for all keys k ∈ K
and all elements x0, x1 ∈ X , x0 ̸= x1 it holds that

Punc(Punc(k, x0), x1) = Punc(Punc(k, x1), x0)
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2.2.8 Sanitizable Signatures

Sanitizable Signatures (SanSig) [12] are a signature scheme where signing capabilities can be
delegated to another party: the so-called sanitizer. The sanitizer can modify parts of a signed
message (i.e., perform admissible modifications), generating another valid signature over the
modified message without the original signer’s assistance. SanSig requires a pair of efficient
deterministic algorithms ADM and MOD. MOD maps any message m to a modified message
m′ = MOD(m), while ADM(MOD)→ {0, 1} indicates whether the modification is admissible
and matches ADM, with ADM(MOD) = 1 if the modification is admissible.

Definition 16 (Sanitizable Signatures) The SanSig consists of six algorithms SanSig =
{KGen,Sign,Sanit,Verify,Proof, Judge}:

• Key Generation: is a pair of key generation algorithms for the signer and the sanitizer
respectively:

(sksig, pksig)
$← KGensig(1λ),

(sksan, pksan)
$← KGensan(1λ).

• Signing: takes as input a message m ∈ {0, 1}∗, a signer private key sksig, sanitizer
public key pksan and the modifiable message segments (ADM). Sign either outputs a
signature σ, or ⊥ if failed:

σ ← Sign(m, sksig, pksan,ADM).

• Sanitizing: takes as input an original message m, a modification of the original mes-
sage MOD, a signature σ, signer public key pksig and sanitizer private key sksan. Sanit
outputs either a modified message m∗ and a signature σ∗, or ⊥ if failed:

(m∗, σ∗)← Sanit(m,MOD, σ, sksan, pksig).

• Verification: takes as input a message m, a signature σ and the public keys of the
signer pksig and sanitizer pk san. Verify outputs a bit b ∈ {0, 1}, where b = 1 if σ verifies
message m under pksan and pksig, and b = 0 otherwise:

b← Verify(m,σ, pksig, pksan)

• Proof: takes as input a message m, signer private key sk sig, sanitizer public key pk san
and a set of signature-message pairs (mi, σi) where i = 1, . . . , q. Proof outputs a string
π ∈ {0, 1}∗

π ← Proof(m,σ, (M1, σ1), ..., (mq, σq), sksig, pk san)

• Judge: takes as input a message m, a signature σ, a proof π and public keys of both
signer pk sig and sanitizer pk sig. Judge outputs a flag ∈ Sign, San indicating which
party generated the signature:

flag ← Judge(m,σ, pksan, pksig, π)
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Correctness of Sanitizable Signatures In SanSig, the correctness of the signing,
sanitizing, and proof algorithms must be maintained. This implies that all messages signed
or sanitized by honest parties are accepted, and honest parties can generate a valid proof
to assist the judge algorithm in accurately identifying the correct signer. For a security

parameter n ∈ N, where (sksig, pksig)
$← KGensig(1n), (sksan, pksan)

$← KGensan(1n) and
m ∈ {0, 1}∗:

• Signing Correctness: for any ADM ∈ N× 2N , and σ ← Sign(m, sksig, pksan,ADM),
then it follows that:

Verify(m,σ, pksig, pksan) = 1.

• Sanitization Correctness: for any σ with Verify(m,σ, pksig, pksan) = 1, MOD ⊆ N ×
{0, 1}l matching ADM from σ and any pair (m∗, σ∗)← Sanit(m,MOD, σ, pksig, sksan),
then it follows that:

Verify(m∗, σ∗, pksig, pksan) = 1.

• Proof Correctness: for any signature σ, MOD matching ADM from σ, and any
(m∗, σ∗) ← Sanit(m,MOD, σ, sksan, pksig) with Verify(m∗, σ∗, pksig, pksan) = 1, and
any m1, · · · ,mq and ADM1, · · · ,ADMq with σi ← Sign(mi, sksig, pksan,ADMi) and
(mi, σi) = (m,σ) for some i any π ← Proof (m∗, σ∗, (m1, σ1), ..., (mq, σq), sksig, pksan),
then it follows that:

Judge(m∗, σ∗, pksan, pk sig, π) = flag.

Sanitizable Signatures security: According to [12], SanSig must satisfy signature
unforgeability along with several additional security properties: immutability, privacy, trans-
parency, and accountability. Each of these properties plays a crucial role in maintaining the
integrity and security of the SanSig scheme. While here we provide an overview of these key
properties, it’s important to note that comprehensive security proofs for each are extensively
discussed by Brzuska et al. [27]. Among these properties, unforgeability is particularly im-
portant for many of the security proofs developed later in this thesis. Therefore, we present
the formal unforgeability experiment (Experiment UnforgeabilitySanSig

Π (n) - (Algorithm 1)) in
this section, as it forms the foundation for subsequent security analyses.

1. Unforgeability: The unforgeability of SanSig was initially defined by [12] and [27],
based on the conventional notion of unforgeability in regular signature schemes. In
SanSig, only the signer and sanitizers are capable of generating valid signatures. Con-
sequently, no one can generate a valid pair (σ∗,m∗) without the secret keys of either
the signer or the sanitizer, such that Verify(σ∗,m∗, pksan, pksig) = 1.

Definition 17 (Sanitizable Signature Unforgeability) A Sanitizable signature scheme
is unforgeable, if no PPT algorithm A can forge a signature with probability greater than
ε, such that the advantage of A winning the following experiment is negligible:

AdvEUFCMA
SanSig (A) = Pr[ExpEUFCMA

SanSig,A (n) = 1] ≤ ε
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Algorithm 1 ExpEUFCMA
SanSig (n)

(sksig, pksig)
$← KGensig(1n)

(sksan, pksan)
$← KGensan(1n)

(m∗, σ∗)
$← ASign(·,·,sksig ,·),Sanit(·,·,·,sksan,pksig ,·)(pksig, pksan)

Let (mi,ADMi, pksan,i) and σi for i = 1, 2, . . . , q
denote the queries and answers to and from algorithm Sign,
and (m′

j ,MODj , σ
′
j) and (m′′

j , σ
′′
j ) for j = q + 1, . . . , r

denote the queries and answers to and from algorithm Sanit.
if Verify(m∗, σ∗, pksig, pk san) = 1 and then

for all i = 1, 2, . . . , q we have (pk san,m
∗) ̸= (pksan,i,mi) and

for all j = q + 1, . . . , r we have (pksig,m
∗) ̸= (pksig,j ,m

′′
j )

return 1
else

return 0
end if

2. Immutability: Sanitizers are restricted to modifying only the parts of the message
that have been explicitly permitted by the signer. If a sanitizer attempts to modify
other parts of the message, they will be unable to generate a valid signature for the
altered message.

3. Accountability: This ensures a non-repudiation property, where neither the signer
nor the sanitizer can deny authorship of the signatures. In the event of a dispute, the
Judge algorithm is employed to resolve it. There are two types of accountability:

(a) Sanitizer Accountability: This ensures that a malicious sanitizer cannot manipu-
late the Judge algorithm to falsely accuse the signer of signing a message.

(b) Signer Accountability: This ensures that a malicious signer cannot manipulate the
Judge algorithm to falsely accuse the sanitizer of signing a message.

4. Privacy: The full original message cannot be recovered from sanitized messages. Thus,
an adversary cannot retrieve the original information of the modifiable parts from the
sanitized message. For example, if the user’s Identity (UID) is updated, the older
version should not be recoverable.

5. Transparency: Signatures created by the signer or the sanitizer should be indistin-
guishable to others. This ensures that it is difficult to determine whether a message
has been signed or sanitized, thereby enhancing privacy and security.

2.2.8.1 Construction and Relevance to This Thesis

Sanitizable signatures can be constructed using conventional/standard cryptographic prim-
itives, with various approaches sharing a common fundamental structure. This structure
typically consists of an inner part covering the fixed (non-sanitizable) elements and an outer
part encompassing the entire message, including the sanitizable portions. The seminal work
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by Ateniese et al.[12] introduced this concept, using chameleon hashes combined with a stan-
dard digital signature scheme. Subsequent research has explored different implementations of
this inner-outer structure. For instance, Brzuska et al. [28] investigated unlinkability proper-
ties while maintaining this basic framework. Fleischhacker et al. [38] presented constructions
using RSA-based signatures, and Lai et al. [48] developed efficient sanitizable signatures
without random oracles. Despite their varying approaches, all these constructions adhere to
the principle of an immutable inner signature and a flexible outer signature.

In this thesis, we employ sanitizable signatures as a conceptual framework, focusing on
their general properties and applications rather than a specific construction. This approach
allows for a broader exploration of their potential in network security and authentication while
aligning with methods presented in the literature [12, 28, 38, 48]. Our theoretical discussions
and analyses are applicable to the broader concept of sanitizable signatures, independent
of the underlying cryptographic primitives used. However, we adopt a two-layer structure
based on conventional digital signature schemes for implementation purposes, specifically us-
ing RSA signatures. This structure maintains the consistent framework of an inner signature
for immutable parts and an outer signature encompassing the entire message, including sani-
tizable components. This approach balances security, efficiency, and flexibility in our specific
use case while utilizing well-established cryptographic primitives to achieve the desired san-
itizable properties. A comprehensive explanation of our implementation, including specific
algorithms and processes, is provided in Appendix A.1.

The use of SanSig is integral to this thesis, with their significance demonstrated in Chap-
ters 4 and 5. SanSig addresses crucial requirements in our proposed secure and flexible net-
work authentication schemes. By providing a customizable signature mechanism, it enables
the core network to delegate authentication responsibility to distributed entities, such as the
gNodeB (gNB). This decentralization reduces computational and communication overhead
on the core network while maintaining robust end-to-end security. In contrast to conventional
signatures, the flexibility offered by SanSig is essential for the proposed scheme’s distributed
authentication processes. This characteristic is particularly valuable in the context of 5G
networks, where it enhances the efficiency of authentication and key agreement protocols
and facilitates seamless and secure handover processes between heterogeneous network com-
ponents, all while preserving the stringent security requirements of next-generation mobile
networks.

2.2.9 Accumulators

Accumulators, introduced by Benaloh and de Mare in 1993 [21], are cryptographic schemes
that compress multiple inputs into a single, compact string while preserving proofs for each
input. The key property of an accumulator is its ability to generate short membership proofs,
enabling efficient verification of whether an element belongs to the represented set without
revealing the entire set contents.

The original accumulators proposed by Benaloh and de Mare, referred to as static accu-
mulators, were based on the strong RSA assumption. These accumulators allowed for the
addition of new elements and the regeneration of the accumulator with every addition. A
significant advancement came in 2002 when Camenisch and Lysyanskaya [30] introduced dy-
namic accumulators. These accumulators addressed the limitation of static accumulators by
allowing for efficient addition and deletion of elements without needing to regenerate the en-
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tire accumulator. The key innovation lay in the computational efficiency of these operations,
which remained independent of the accumulator’s size.

In 2007, Li, Li, and Xue [50] proposed universal accumulators, further extending the capa-
bilities of dynamic accumulators. Universal accumulators introduced the ability to generate
efficient non-membership proofs in addition to membership proofs. This innovation signifi-
cantly broadened the applicability of accumulators in cryptographic protocols, allowing for
more complex set operations and queries. This thesis uses the universal accumulator for our
proposed schemes to manage user revocation lists. Performing non-membership queries is
especially beneficial in our context, as it allows us to manage and verify network access rights
efficiently.

Definition 18 (Universal Accumulators) The Universal Accumulators (ACC), consists
of a family of algorithms, ACC = {KGen,Gen,Update,NonWitCreate,Verify}. These algo-
rithms form the foundation of the accumulator’s functionality. However, for the purposes of
this thesis, we focus primarily on non-membership within the revocation list. Consequently,
we will not delve into the details of membership witness creation and verification steps, as
they are not central to our proposed schemes.

• Key Generation: A probabilistic key generation algorithm that takes as input a secu-
rity parameter 1λ and outputs a secret key (sk).

(sk)
$← KGen(1λ)

• Accumulator Generation: This algorithm takes a secret key sk, and a set X of
values to accumulate (the Revocation list), which is initially empty (X = ∅).

(C̈)
$← Gen(sk , X)

• Accumulator Update: This algorithm takes a secret key (sk), the original accumu-
lator C̈ and the new value to be accumulated x∗. It returns the updated accumulator
C̈
∗
.

(C̈
∗
)← Update(sk , C̈, x∗)

• Non-membership Witness Generation: For any element x∗ that is not in X.
There is an algorithm that takes a secret key (sk), the original accumulator C̈, X and
x∗. to generate a non-membership witness cx for x∗.

(cx)
$← NonWitCreate(sk , C̈, X, x∗)

• Non-membership Witness Verification: To verify that x /∈ X the verification, the
algorithm takes the original accumulator C̈, cx and x. It outputs a bit b ∈ {0, 1}, where
b = 1 if witness cx hold, hence the value x /∈ X and not in the accumulator C̈, and
b = 0 otherwise.

b← Verify(C̈, cx, X)
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• Non-membership Witness Update if a new element x∗ has been added to the accu-
mulator C̈

∗
, this algorithm is responsible for updating the non-membership witness. It

takes the original accumulator C̈, the updated accumulator C̈
∗
, x∗, x and the original

non-membership witness cx. It outputs the new non-membership witness c∗x.

(c∗x)
$← NonWitUpdate(C̈, C̈

∗
, x∗, x, cx)

ACC Correctness: The correctness of an ACC scheme requires that for all non-membership

cx
$← NonWitCreate(sk , C̈, X, x∗) where sk

$← KGen(1λ), C̈
$← Gen(sk , X) and X ̸= ϕ, we have

Verify(C̈, cx, x) = 1

2.2.9.1 Construction and Relevance to This Thesis

Accumulator-based approaches offer advantages over conventional revocation lists, providing
constant-size proofs and enabling efficient updates, independent of the number of revoked
users. This facilitates rapid and scalable verification processes in large-scale distributed sys-
tems like 5G networks. Three main approaches can be considered when managing revocation.
The first involves using membership proofs for revoked users, maintaining a list of revoked
credentials. However, this method could potentially allow revoked users to manipulate their
membership proof unless complex security measures are implemented. The second approach
uses membership proofs for non-revoked users, but this introduces challenges in managing
and updating the list of valid users, especially when new joins outnumber revocations. The
third and most efficient approach employs non-membership proofs via a universal dynamic
accumulator. This method represents revoked users through an accumulator, with users pro-
viding non-membership proofs to demonstrate their non-revoked status. This approach offers
enhanced scalability, remaining efficient even as the revocation list grows. As 5G networks
scale to billions of devices, the ability to quickly prove a device is not on the revocation list
becomes essential for seamless, secure authentication. This approach not only enhances secu-
rity but also supports the ultra-reliable low-latency communication (URLLC) requirements
of 5G.

Therefore, this thesis employs the universal accumulator proposed by Li, Li, and Xue
[50], leveraging its specific properties for applications in network security and authentication.
Our focus is primarily on the non-membership proofs, a feature crucial for the efficient man-
agement of revocation lists in 5G networks. We present a simplified implementation of this
accumulator in Appendix A.2. This adaptation of the universal accumulator forms an integral
component of our research, particularly in Chapters 4 and 5. It addresses key requirements
for secure and efficient network authentication, especially in the context of revocation list
management in 5G.

2.2.10 Puncturable Key Wrapping

Puncturable Key-Wrapping (PKW ) is a cryptographic scheme that combines the function-
alities of key wrapping with the concept of puncturable pseudorandom functions (PRFs),
introduced by Backenda et al. [13]. In a PKW scheme, a master key can be used to securely
wrap (encrypt) other keys. The provided ’puncturing’ process enables fine-grained control
over key usage, enhancing security in scenarios where key exposure is a concern. PKW’s
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unique properties make it particularly useful in forward-secure encryption schemes, secure
messaging systems, and other applications requiring dynamic key management in a symmetric
key setting.

Definition 19 (Puncturable Key Wrapping) The PKW consists of a tuple of four algo-
rithms PKW:{KGen,Wrap,Unwrap,Punc} associated with four sets: the secret-key space SK,
the tag space T , the header space H and the wrap-key space K.

• sk
$← KGen(): a probabilistic algorithm that takes no inputs and outputs a secret key

sk ∈ SK.

• C/⊥ ← Wrap(sk, T,H,K): a deterministic wrapping algorithm takes an input of a
secret key sk ∈ SK , a tag T ∈ T , a header H ∈ H, and a key K ∈ K and outputs
either a ciphertext C ∈ {0, 1}∗ or ⊥ for failure.

• K/⊥ ← Unwrap(sk, T,H,C): a deterministic unwrapping algorithm takes an input of
a secret key sk ∈ SK , a tag T ∈ T , a header H ∈ H, and a ciphertext C ∈ {0, 1}∗ and
outputs either a key K ∈ K or ⊥ for failure.

• sk′ ← Punc(sk, T ): a deterministic puncturing algorithm takes an input of a secret key
sk ∈ SK and a tag T ∈ T and returns an updated secret key sk′ ∈ SK.

Correctness of PKW scheme requires that a wrapped key can be retrieved from its
wrapping ciphertext, except in one specific situation. This exception occurs when the secret
key has been “punctured” (modified in a specific way) using the same tag that was employed
during the wrapping process. It is important to note that the wrapped key should still be
recoverable even if the secret key has been punctured using different tags. To express this
idea in formal terms, we state that for all T ∈ T , H ∈ H,K ∈ K, where T 1, T 2 ∈ T ∗ and
T /∈ T 1andT /∈ T 1,

Pr[Unwrap(sk\T 1
, T,H,Wrap(sk\T 2

, T,H,K)) = K|sk $← KGen()] = 1

The notation sk\(T1,T2,...,Tn) = Punc(...(Punc(Punc(sk, T1), T2), ...), Tn) is a compact way
to represent a secret key that results from sequentially puncturing sk on T1, ..., Tn ∈ T .

Definition 20 (PKW puncture invariance) A puncturable key-wrapping scheme PKW =
(KGen,Wrap,Unwrap,Punc) is puncture invariant if for all keys sk ∈ SK and all tags T0, T1 ∈
T it holds that:

Punc(Punc(sk, T0), T1) = Punc(Punc(sk, T1), T0)

Additionally, the authors [13] have provided a consistent definition for the PKW scheme,
inspired by the definition of consistent puncturable signature schemes provided by Bellare et
al. [20]. In a consistent PKW scheme, the output of the Wrap algorithm depends solely on
the tag, header, and wrap-key input. The (puncturing) state of the secret key does not affect
the output, except in cases where the output is ⊥ due to puncturing. This property ensures a
predictable behaviour of the wrapping process, regardless of the secret key’s puncture history,
unless the key has been punctured for the specific tag being used.
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Definition 21 (PKW consistency) A puncturable key wrapping scheme PKW = (KGen,
Wrap,Unwrap,Punc) is consistent if for all keys K ∈ K, all headers H ∈ H, all tags
(T1, . . . , Tn) ∈ T ∗ and all T ∈ T \ T1, . . . , Tn it holds that:

Pr
[
Wrap(sk, T,H,K) = Wrap(sk\(T1,...,Tn), T,H,K) | sk $← KGen()

]
= 1

Puncture invariance and consistency collectively ensure that a PKW scheme exhibits a
form of indifference to the order of puncturing operations. These properties allow for flexible
puncture and wrapping sequences reordering without impacting the scheme’s subsequent
behaviour.

2.2.10.1 Construction and Relevance to This Thesis

PKW scheme, introduced by Günther et al., can be constructed using standard cryptographic
primitives, including a Puncturable Pseudorandom Function (PPRF) and AEAD. This ap-
proach allows for efficient key management and forward security in symmetric-key settings.

However, the direct implementation of PKW in mobile network protocols, particularly in
5G environments, presents challenges. The primary issue lies in the potential for key-reuse
across different cryptographic operations within the same protocol. This reuse can lead to
security vulnerabilities, as the compromise of one key could potentially affect multiple parts
of the protocol [55].

To address these limitations, this thesis introduces a new variant called Puncturable Key
Wrapping+ (PKW+). PKW+ is designed specifically to overcome the challenges of applying
PKW in 5G protocols. It introduces additional key separation mechanisms and a dedicated
key derivation function, which help mitigate the risks associated with key-reuse. The details
of PKW+ and its specific applications in 5G security are discussed in depth in Chapter 6.

2.3 Security Framework

This section introduces formal definitions of the security objectives that robust authentication
and key agreement (AKA) and Handover (HO) protocols aim to accomplish. To formalise
the security properties of the proposed schemes in this thesis, we follow Bellare-Rogaway
[19] key exchange models. These models essentially capture the security of a key exchange
protocol as a game played between a probabilistic polynomial-time (PPT) adversary A and a
challenger C. The adversary wins the game if it either causes a winning event (i.e. breaking
authentication (MA) or anonymity) or terminates and guesses a challenge bit b (i.e. breaking
key indistinguishability). We utilise the Khan et al. framework [45] to capture notions of user
unlinkability (Unlink), and eCK framework [49] to capture key indistinguishability (KIND).

The security experiment includes a Clean predicate (clean), which defines specific lim-
itations on the adversary’s actions. This predicate is protocol-specific and plays a crucial
role in determining the adversary’s capabilities and restrictions. The exact definition and
implications of the Clean predicate will be elaborated in the relevant chapters where specific
protocols are analysed.
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2.3.1 Execution Environment

Here, we describe the shared execution environment of all security games. Our analysis uses
three distinct games that assess different properties of a key exchange protocol: MA,KIND and
Unlink. In our games, the challenger C maintains a single Core Network (CN), running a num-
ber of instances of the key exchange protocol Π, and a set of (up to) nP users UE1, . . . ,UEnP

(representing users communicating with the CN), and systems gNB1, . . . , gNBnP
(represent-

ing base station (gNBs/HgNBs) communicating with the CN), each potentially running up
to nS executions of protocol Π. We abuse notation and use πs

i to refer to the s-th session
owned by party i, and also as the state maintained by that session. We introduce the state
maintained by each session:

• id ∈ {1, ..., nP }: Index of the session owner.

• ρ ∈ {UE, gNB,CN}: Role of the session.

• s ∈ {1, ..., nS}: Index of the session.

• sid ∈ {{0, 1}∗,⊥}: Session identifier, initialised as ⊥.

• pid ∈ {1, ..., nP ,⊥}: Partner UE identifier (⊥ if ρ = UE).

• gid ∈ {1, ..., nP ,⊥}: Partner gNB’s identifier.

• msgs ∈ {{0, 1}∗,⊥}: Messages sent by the session.

• msgr ∈ {{0, 1}∗,⊥}: Messages received by the session.

• ki ∈ {{0, 1}λ,⊥}: Long-term CN/UE symmetric key.

• k ∈ {{0, 1}λ,⊥}: Established session key.

• α ∈ {in-progress, accepted,⊥}: Session status.

• it ∈ {{0, 1}∗,⊥}: Secret internal state of the session.

After initialisation, A can interact with C via adversary queries. We capture a network
adversary capable of injecting, modifying, dropping, delaying or deleting messages at will via
Send queries. Our models allow A to initialise UE and gNB sessions owned by particular
parties. Finally, A can leak the long-term secrets of sessions via Corrupt queries, session
keys via Reveal and the internal state of sessions via StateReveal queries, as described
below.

Adversary Queries. Here, we define queries that represent the behaviours of the ad-
versary A during the execution of the experiments. Note that not all queries are available to
the adversary in the same game:

• Create(i, s, ρ): allows A to initialize new UE and gNB sessions πs
i such that πs

i .id = i,
πs
i .ρ = ρ.

• Send(m, i, s, ρ)← m′: allows A to send message m to a session πs
i where πs

i .ρ = ρ. πs
i

processes the message and potentially outputs a message m′.
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• CorruptLTK(i)→ ki: allows A to leak the shared long-term key ki of UEi.

• CorruptASK(i, ρ)→ (sk): allows A to leak the long-term asymmetric keys of a party,
where ρ ∈ {CN, gNB,UE} (for instance, CorruptASK(CN, 0) or CorruptASK(gNB, i)).
C checks if A previously corrupted these secrets, returning ⊥ if so, otherwise the C re-
turns skρi .

• StateReveal(i, s, ρ)→ πs
i : allows A to reveal the internal state of πs

i where πs
i .ρ = ρ.

• Reveal(i, s, ρ)→ k: allows A to reveal the secret session key k computed during session
πs
i where πs

i .ρ = ρ.

• Test(i, s, ρ)→ kb (Only used in the KIND security experiment): allows A to play
the KIND security game. When C receives a Test(i, s, ρ) query, if Test has already
been issued, πs

i .α = accepted, or πs
i is not clean, then C returns ⊥. Otherwise, C sets

k0 ← πs
i .k, and k1

$← {0, 1}λ, and returns kb to A (where b was sampled by C at the
beginning of the experiment).

• Test(s, i, s′, i′) → m (Only used in the Unlink security experiment): allows A to
play the Unlink security game. When C receives a Test(s, i, s′, i′) query, initialises a new
session πb, where (π0 = πs

i ) or (π1 = πs′
i′ ), b was sampled by C, and both πs

i and πs′
i′ are

clean. Test query is only allowed to be issued by A if no session π.α ̸= in-progress
such that π.id = i. C will respond to any Send(m, i, s,UE) or Send(m, i′, s′,UE)
queries with ⊥ until πb.α ̸= in-progress.

• SendTest(m) → (m′) (Only used in the Unlink security experiment): allows A
to send a message m to πb after issuing Test. C returns a ⊥ if πb.α ̸= in-progress.

2.3.1.1 Matching Conversations

To capture what secrets the adversary is allowed to compromise without trivially breaking
the security of our scheme, we need to define how sessions are partnered, and whether those
sessions are clean. Partnering ensures that we can trace important sessions to other cor-
ruptions A has made, and cleanness predicates determine which secrets A were not allowed
to compromise. Matching conversations are typically used in the BR model [18], and the
eCK-PFS model relaxes this notion to origin sessions. However, these partnering methods
inadequately address our setting, where the gNB essentially acts as a proxy, re-encrypting
messages between the UE and the CN. Thus, two problems occur: we need to capture the
messages that UE authenticates to the CN, and we also need to capture the fact that the
gNB sends messages to two parties, neither of which exactly match gNB’s transcript. Our
solution is two-fold: we use matching sessions (identifiers) to capture the messages authenti-
cated between the UE and the CN, and we introduce matching subsets to capture the subset
of messages authenticated between the gNB and the CN and UE respectively.

Definition 22 (Matching Subset) Let S ⊆ T denote that all strings s in the set S are
substrings of T . A session πs

i has a matching subset with another session πt
j, if π

t
j .msgr ̸= ⊥,

πs
i .ρ ̸= πt

j .ρ, and if πt
j .ρ = gNB πs

i .msgr ⊆ πt
j .msgs and πs

i .msgs ⊆ πt
j .msgr, and if πs

i .ρ =
gNB, πt

j .msgr ⊆ πs
i .msgs and πt

j .msgs ⊆ πs
i .msgr.
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Next, we introduce the notion of matching sessions, where the session identifier sid of
both sessions are either equal (or where one is a prefix string of the other).

Definition 23 (Matching Sessions) Let S ⊂ T denote that a string S is a (potentially
equal) prefix of a string T . A session πs

i is a matching session of πt
j, if π

t
j .sid ̸= ⊥ ≠ πs

i .sid,
πs
i .ρ ̸= πt

j .ρ and πt
j .sid ⊂ πs

i .sid or πs
i .sid ⊂ πt

j .sid.

2.3.2 Mutual Authentication

Mutual Authentication (MA) in cryptographic protocols ensures both parties can verify each
other’s identity. The MA security model is a game where an adversary attempts to make a
clean session accept without a genuine matching partner. Here we describe the overall goal of
A in the MA security game. The experiment ExpMA,clean

Π,nP ,nS ,A(λ) is played between a challenger C
and an adversary A. At the beginning of the experiment, C generates long-term asymmetric
keys for the CN and each user UEi and each gNB gNBi (where i ∈ [nP ]) and long-term
symmetric keys for each user UEi, and then interacts with A via protocol-specific queries.
These queries are to be specified during the security analysis of the proposed schemes. A wins
(and ExpMA

Π,nP ,nS ,A(λ) outputs 1), if the adversary has caused a clean session to accept (and
set πs

i .α← accepted) and there either exists no matching subset session πt
j , or no matching

session π.
In the mutual authentication game, A’s goal is to cause a session πs

i to accept without a
matching session (i.e. no CN session that outputs the messages received by πs

i ) or matching
subset (i.e. no gNB session has output those messages). We say that a protocol Π is MA-
secure, if there exist no PPT algorithms A that can win the MA security game against a
clean session with a non-negligible advantage. We formalise this notion below.

Definition 24 (Mutual Authentication Security) Let Π be a key exchange protocol, and
nP , nS ∈ N. For a given cleanness predicate clean, and a PPT algorithm A, we define the
advantage of A in the mutual authentication MA game to be:

AdvMA,clean
Π,nP ,nS ,A(λ) = |Pr[ExpMA,clean

Π,nP ,nS ,A(λ) = 1]− 1

2
|.

We say that Π is MA-secure if, for all PPT A, AdvMA,clean
Π,nP ,nS ,A(λ) is negligible in security

parameter λ.

2.3.3 Key Indistinguishability

Key Indistinguishability (KIND) in cryptographic protocols ensures that session keys are
computationally indistinguishable from random keys. In this security game, an adversary
interacts with the system and tries to distinguish between a real session key and a random
key. The protocol is considered secure if no PPT adversary can make this distinction better
than random guessing. Here, we describe the overall goal of A in the key indistinguishability
KIND security game. The experiment ExpKIND,clean

Π,nP ,nS ,A (λ) is played between a challenger C and
an adversary A. At the beginning of the experiment, C generates long-term symmetric keys
for the CN and each user UEi and each gNB gNBi (where i ∈ [nP ]), samples a random bit

b
$← {0, 1} and then interacts with A via protocol-specific queries. These queries are to be
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specified during the security analysis of the proposed schemes. At some point, A issues a
Test(i, s, ρ) query and either receives πs

i .k or a random key from the same distribution (based

on b). A eventually terminates, outputs a guess b′ and wins (and ExpKIND,clean
Π,nP ,nS ,A (λ) outputs

1), if b′ = b.
We say that a protocol Π is KIND-secure, if there exist no PPT algorithms A that can

win the KIND security game with non-negligible advantage, formalising this notion below.

Definition 25 (Key Indistinguishability) Let Π be a key exchange protocol, and nP , nS ∈
N. For a given cleanness predicate clean, and a PPT algorithm A, we define the advantage
of A in the key indistinguishability KIND game to be:

AdvKIND,clean
Π,nP ,nS ,A (λ) = |Pr[ExpKIND,clean

Π,nP ,nS ,A (λ) = 1]− 1

2
|.

We say that Π is KIND-secure if, for all PPT A, AdvKIND,clean
Π,nP ,nS ,A (λ) is negligible in the pa-

rameter λ.

2.3.4 Unlinkability

User Unlinkability (Unlink) in cryptographic protocols ensures that an attacker cannot de-
termine whether different communication sessions belong to the same user. In this security
game, an adversary interacts with the system and tries to link user sessions. The system is
considered secure if no PPT adversary can distinguish between randomly chosen user sessions
better than guessing. Here we describe the overall goal of A in the Unlink security game.
The experiment ExpUnlink,clean

Π,nP ,nS ,A (λ) is played between a challenger C and an adversary A. At
the beginning of the experiment, C generates long-term symmetric keys for the CN and each

user UEi (where i ∈ [nP ]), samples a random bit b
$← {0, 1} and then interacts with A via

protocol-specific queries. These queries are to be specified during the security analysis of the
proposed schemes. A wins (and ExpUnlink,clean

Π,nP ,nS ,A (λ) outputs 1), if A terminates and outputs a
guess bit b′ such that b′ = b.

We say that a protocol Π is Unlink-secure if there exist no PPT algorithms A that can
win the Unlink security game with a non-negligible advantage, which we formalise below.

Definition 26 (Unlinkability) Let Π be a key exchange protocol, and nP , nS ∈ N. For a
given cleanness predicate clean, and a PPT algorithm A, we define the advantage of A in
the unlinkability Unlink game to be:

AdvUnlink,clean
Π,nP ,nS ,A (λ) = |Pr[ExpUnlink,clean

Π,nP ,nS ,A (λ) = 1]− 1

2
|.

We say that Π is Unlink-secure if, for all PPT A, AdvUnlink,clean
Π,nP ,nS ,A (λ) is negligible in the

parameter λ.



Chapter 3

Background and Related Work

5G represents the latest generation of mobile networks, marking a significant leap forward
compared to its predecessors. Unlike the incremental advancements seen in the first four
generations, 5G cannot be viewed as a simple evolution of 4G. The requirements for 5G
are significantly more stringent, featuring extensive enhancements in security and overall
network architecture. As a heterogeneous network, 5G integrates a mix of existing and
new access technologies, which include advancements in WLAN technologies, LTE, and the
new 5G NR interface. In addition, 5G introduces a unified, programmable, software-centric
infrastructure by incorporating cutting-edge network technologies, such as cloud computing,
ultra-dense Small Cell Network (SCN), Software-Defined Networking (SDN), and Network
Function Virtualization (NFV). This integration creates a cohesive, software-driven system
and infrastructure. Although all enabling technologies used in 5G are crucial for meeting its
stringent requirements, numerous security and privacy issues must be resolved before these
technologies can be fully leveraged to maximize their benefits to the 5G mobile network.

This thesis focuses specifically on the security and privacy issues related to SCN tech-
nologies within 5G networks. 5G employs SCNs to optimize radio spectrum utilization by
increasing the number of base stations (BS) and reducing their coverage areas. However,
this approach introduces challenges. The proliferation of BSs in 5G significantly raises the
frequency of the handover processes necessary to maintain user mobility between cells. This
increased frequency can lead to higher latency, as secure links must be established for each
transmission, which impacts the overall speed of the 5G network. While efforts to reduce
latency in handovers are essential for 5G performance, they must be balanced with the need
to maintain stringent security properties and avoid potential vulnerabilities. However, the
perceived conflict between these goals is often underestimated. This oversight is especially
problematic in specific scenarios, such as SCNs or when dealing with resource-constrained
devices, such as smartphones. This requires careful consideration of factors that include
computational efficiency, key management strategies, and privacy-preserving techniques. By
addressing these aspects, it is possible to develop solutions that provide robust security
guarantees without compromising the low latency requirements that are crucial for 5G per-
formance.

Substantial research has been conducted in developing Authentication and Key Agreement
(AKA) and Handover (HO) protocols for 5G, in order to analyse and identify security and
privacy weaknesses. Peltonen, Sasse, and Basin [56] offer a comprehensive formal security

29
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analysis of the conventional 5G-HO protocol. Similarly, Basin et al. [15] and Cremers and
Dehnel-Wild [33] contribute thorough formal security analyses for the standard 5G-AKA
protocol. These efforts reveal underspecified security requirements and unveil vulnerabilities
in the current versions of 5G-AKA and HO protocols, such as linkability attacks, identity
confusion attacks, and issues related to PFS and confidentiality attacks on sequence numbers
[4].

The remainder of this chapter is organized as follows: Section 3.1 provides an overview
of the evolution of cellular network generations from lG to 5G. Details about the 5G net-
work architecture, security, and service requirements can be found in Section 3.2. Section
3.3 describes the conventional 5G-AKA and HO protocols standardized by the 3GPP group.
Section 3.4 delves into the security and privacy vulnerabilities of the current 5G-AKA and
HO protocols and proposes desirable security and privacy properties to address these vul-
nerabilities. Section 3.5 concludes by highlighting key security and privacy challenges, which
identify research gaps in the domain of 5G security.

3.1 Evolution of Mobile Networks

In recent decades, mobile networks have undergone significant advancements, evolving from
1G to the initial stages of 6G. Corresponding developments in the security landscape have
accompanied each progression in network generation.

The first generation (lG) of mobile networks, introduced in the 1980s, enabled voice calls
over analogue signals within a single country but not internationally. According to [44], the
primary systems were the Advanced Mobile Phone Service in the USA, the Total Access
Communication System in Europe, and Nordic Mobile Telephone in Eastern Europe, Nordic
countries, and Russia. Despite its functionality, lG was vulnerable to interception due to the
lack of encryption, allowing easy eavesdropping and credential theft using simple frequency
scanners.

Following the first generation of analogue communication signals, the second generation
(2G) of mobile networks, introduced around 1991, brought digital communication, enabling
data transmission such as SMS alongside voice services. The Global System for Mobile
Communications (GSM) became the main standard for 2G networks, mainly using the 900
MHz and 1800 MHz frequency bands, although other bands were used in some areas. GSM
was widely adopted because it used the radio spectrum efficiently and allowed for interna-
tional roaming. Despite improvements, 2G faced security issues such as spamming and fake
BS attacks. To address these issues, 2G implemented security measures such as one-way
authentication, user credential protection, and SIM cards for user verification. To further
enhance 2G capabilities, bridging technologies such as 2.5G (General Packet Radio Service)
and 2.75G (Enhanced Data rates for GSM Evolution) were developed, providing improved
data transmission speeds and better overall performance [53].

Building on previous generations, 3G, launched by NTT DoCoMo in 2001, enhanced ser-
vices with data-driven applications over the Internet [53]. Initially offering low bandwidth
(144 Kbps mobile, up to 2 Mbps fixed), 3G improved over time to support video calls, mobile
internet, TV, and MMS. It addressed vulnerabilities like fake base stations and short keys
by implementing mutual authentication (EAP-AKA), increasing key lengths, and using mul-
tiple encryption techniques [6]. Despite advancements, 3G still faced issues such as viruses,
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Table 3.1: Evolution of security landscapes [46]

Network Application Security Mechanism Security Challenges

1G Voice No explicit security and privacy measures
Physical, eavesdropping
and call interception

2G Voice and Text
One-way authentication, anonymity and
encryption-based protection

Fake base stations, radio
link security and spamming

3G Voice and Internet
Adopted the 2G security, secure network
access, introduced AKA protocol
and two-way authentication

Virus, spyware, malicious
applications, IP traffic security
vulnerabilities, encryption keys
and roaming security.

4G
Voice, video,
and Internet

Trust mechanisms, encryption keys, access
security, integrity protection and new
encryption (EPS-AKA).

Increased IP traffic threats
(DoS attacks), APT (Advanced
Persistent Threats), data integrity.

5G
Voice, video,
Internet, and
massive IoT

5G-AKA, EAP-AKA’, SUPI concealment,
RAN security, improved key hierarchy.

User linkability attacks, sequence
number deconcealment, fake
base station attacks.

malicious apps, IP traffic security vulnerabilities, and encryption key management.
After 3G networks, there was a demand for more advanced and secure systems with

higher data rates, leading to the introduction of 4G. This generation was characterized by an
all-IP end-to-end architecture, using the IP higher-layer protocol as a transmission medium.
The development of 4G not only focused on service enhancements but also on increasing
security. To achieve superior security compared to previous generations, 4G implemented new
cryptographic algorithms, such as the EPS Integrity Algorithm (EIA) and EPS Encryption
Algorithm (EEA), and increased key lengths to 256 bits, up from the 128-bit keys used in
3G [42]. According to the 4G technical specification (TS 33.401), 3GPP is mandated using
the EPS-AKA mechanism [6]. Table 3.1 summarizes the evolution of security across the five
generations. The next sections will present a comprehensive discussion of the fifth generation.

3.2 5G Architecture

The fifth generation (5G) network has been designed to meet stringent requirements and
support enabling technologies while also ensuring backward compatibility with previous gen-
erations. The key components of the 5G system include the User Equipment (UE), Next
Generation Radio Access Network (NG-RAN), and 5G Core Network (5GC), as shown in
Figure 3.1.

• User Equipment (UE) The UE comprises the Mobile Equipment (ME) and the Uni-
versal Subscriber Identity Module (USIM). This includes devices such as smartphones,
tablets, Internet of Things (IoT) devices. These devices connect to the 5G network,
facilitating various applications, from basic communication to advanced data services.

• Next Generation Access Network (NG-RAN) The NG-RAN represents the ad-
vanced radio access technology specific to 5G. Key components include :

– gNodeB (gNB): The gNodeB, or next-generation Node B, is the base station that
establishes the radio link between the UE and the 5GC. It is responsible for trans-
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Figure 3.1: Overview of the 5G system

mitting and receiving signals to and from the UE and performing essential radio
resource management tasks. The gNB can be further segmented into:

– Central Unit (CU): Manages non-real-time operations such as mobility manage-
ment and higher-layer protocol processing.

– Distributed Unit (DU): Handles real-time operations such as media access control
and radio link control.

– Radio Unit (RU): Performs the physical layer processing and radio signals’ actual
transmission and reception.

• 5G Core Network (5GC) The 5GC is the backbone of the 5G architecture and is
designed around a service-based architecture (SBA). This architecture allows network
functions (NFs) to interact with each other through standardized, web-based protocols
(such as HTTP/2 and REST APIs), enhancing flexibility, scalability, and efficiency.
Key elements of the 5GC include:

– Access and Mobility Management Function (AMF): Manages user authentication,
registration, connection, and mobility.

– Session Management Function (SMF): Oversees session establishment, modifica-
tion, and termination, as well as IP address allocation and Quality of Service (QoS)
enforcement.

– User Plane Function (UPF): Routes and forwards user data packets between the
UE and external data networks, ensuring efficient data transmission and traffic
management.

– Authentication Server Function (AUSF): Ensures secure access by authenticating
users.

– Unified Data Management (UDM): Manages subscriber data and profiles as a
centralized database.
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– Network Slice Selection Function (NSSF): Helps select the appropriate network
slice to meet specific service requirements.

– Policy Control Function (PCF): Implements policies related to QoS, access control,
and charging rules.

– Network Exposure Function (NEF): Provides APIs to expose network capabilities
to third-party applications, fostering innovation and integration.

– Application Function (AF): Supports application-specific requirements and inter-
acts with the core network to provide enhanced services.

– Security Anchor Function (SEAF): Acts as an intermediary for authentication pro-
cesses between UEs and the core network, enhancing security during user access.

– Authentication credential Repository and Processing Function (ARPF): Stores
authentication credentials and performs cryptographic computations for authen-
tication procedures.

– Subscription Identifier De-concealing Function (SIDF): Decrypts concealed user
identities to retrieve permanent identifiers, supporting user privacy and security.

By integrating these advanced components and adhering to a flexible architectural frame-
work, the 5G network delivers unparalleled performance. It enables various innovative appli-
cations and services while maintaining seamless compatibility with legacy systems.

3.2.1 Security Architecture

The 5G security architecture, as delineated in 3GPP’s Technical Specification version 16.3
published in August 2020 [4], presents a multi-layered approach to network security. As
illustrated in Figure 3.2, this architecture is structured into three distinct and securely iso-
lated strata. The Application stratum primarily involves service providers and encompasses
services requiring robust security measures, such as mobile payments, often independent of
network providers. The Home stratum demands stringent security protocols due to its crit-
ical role in managing the UDM, AUSF, and USIM, which store sensitive user information,
including the SUPI and long-term cryptographic keys. The Serving stratum provides security
services comparable to the Home stratum but focuses on core network functions, including
the Network Repository Function (NRF), AMF, and NEF. The Transport stratum, while
requiring lower security sensitivity compared to the aforementioned strata, is responsible for
gNodeB functions, certain user functions, and select core functionalities. This layered se-
curity paradigm in 5G networks facilitates a granular implementation of security measures,
tailoring protection levels to each layer’s specific requirements and sensitivities within the
5G network architecture. The security architecture shown in Figure 3.2 also illustrates the
security domains, which include:

• Network access security (I) consists of a set of security mechanisms that protect users
accessing the network, regardless of the access type (3GPP or non-3GPP). This do-
main includes two key components: the Non-Access Stratum (NAS) and Access Stra-
tum (AS). NAS, operating in the Home/Serving Stratum, secures mobility and session
management between ME and SN. AS, functioning in the Transport Stratum within
the 5G NR, ensures security at the radio interface level.
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Figure 3.2: Overview of 5G security architecture [4]

• Network domain security (II) consists of security mechanisms providing secure commu-
nication between network nodes.

• User domain security (III) consists of a set of security mechanisms that provide secure
access between users and their equipment.

• Application domain security (IV) consists of a set of security mechanisms providing
secure communication between the user and provider domains.

• SBA domain security (V) consists of a set of security mechanisms that provide a secure
communication channel between SBA functionalities within other domain networks,
such as a serving domain network.

• Visibility and configurability of security (VI) consists of a set of mechanisms that inform
users about the state of the security feature (i.e., whether it is running or not).

3.2.2 5G Service Requirements

To meet the growing demand for enhanced services, 5G aims to fulfil a set of stringent
requirements identified by various companies and organizations. For instance, the ITU-R has
outlined key performance metrics for 5G, including seamless mobility, high data rates, high
availability, massive connectivity, and strong spectrum efficiency. Figure 3.3 illustrates these
proposed 5G requirements, which can be viewed from both user and system/management
perspectives. 5G targets a performance improvement of at least 10 times compared to 4G.
For example, 4G specifies that latency should be under 10 ms, and 5G aims to reduce this to
less than 1 ms. In addition, 5G networks are expected to support up to 1 million connected
devices per km2, a substantial increase from the 1,000 devices per km2 supported by 4G.
Figure 3.4 highlights some of the key differences between 4G and 5G requirements.
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Figure 3.3: 5G requirements [51]

Figure 3.4: Comparison of 4G and 5G requirements [1]
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3.3 5G Authentication and Handover Protocols

This section provides an overview of two fundamental security protocols of the 5G network:
the 5G Authentication and Key Agreement (5G-AKA) protocol and the Handover (5G-HO)
protocol. These protocols ensure secure, private, and seamless communication in 5G systems,
balancing robust security with high-performance requirements.

The 5G protocols involve three major entities. The User Equipment (UE) is equipped
with a USIM, SUPI, a long-term key (k), and a sequence number (SQN). The Core Network
(CN) consists of various network services (SMF, AMF, AUSF, and UPF) and is responsible
for maintaining UE information and handling the authentication process. The base station
(gNB) provides network services for users through the assistance of the CN. When a UE joins
the network and enters the coverage area of a gNB, mutual authentication occurs between
the UE and gNB with the help of the CN. Communication between the UE and the gNB
or CN occurs via insecure air channels during this process. In contrast, the CN and gNB
communicate over authenticated channels, specifically the N2 interface, as outlined in TS
33.501 [4]. For abstraction, our description of the 5G protocols combines all core network
functions into a single abstract entity, assuming secure internal communications within the
5GC. This approach allows us to focus on critical security aspects while eliminating the
internal 5GC messages.

3.3.1 5G Authentication and Key Agreement

The 3GPP defines two main AKA protocols for 5G authentication: 5G-AKA [4] and the
Extensible Authentication Protocol (EAP-AKA’) [10]. Both protocols utilize the most re-
cent version of the 3GPP for secure authentication and key agreement, sharing the same
underlying 3GPP-AKA infrastructure and specifications with almost identical cryptographic
constructions. Given these substantial similarities, this work focuses primarily on 5G-AKA
for consistency.

The 5G-AKA utilises seven different symmetric key algorithms, denoted (f1, ..., f5, f
∗
1 , f

∗
5 ),

and each with specific functionality. For example, 5G-AKA uses f1, f2 and f∗
1 for message

authentication, while f3, f4 and f5 is used for key derivation. Table 3.2 presents how these
cryptographic algorithms are used and the notations employed in 5G-AKA.

In 5G-AKA, the challenge’s freshness combines an optional resynchronization phase,
which is performed if the SQN gets out of sync between the UE and CN. The 5G-AKA
protocol is illustrated in Figure 3.5.

3.3.1.1 Challenge-Response Phase

Step 1: This phase starts when a UE sends an authentication request using the SUCI, generated
using ECIES, or the Globally Unique Temporary User Equipment Identity (GUTI) to
CN.

Step 2: Upon receiving the authentication request, the CN de-conceals the SUCI and retrieves
the SUPI. Then, the CN computes the expected response xRES* and the authentication
challenge using the following: a random nonce R, authentication token (AUTN), chal-
lenge expected response (HxRES), and KSEAF , and sends it to the gNB. The AUTN
verifies the freshness of the challenge, where it combines the Message Authentication
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Table 3.2: 5G-AKA notations.

Notation Description

R Random Challenge (128 bit)

SQN Sequence Number (48 bit)

gNBname gNB Name

K Long-term key

MAC f1(K,SQN∥R)

AK f5(K,R)

RES f2(K,R∥gNBname)

AUTN (CONC, MAC)

HxRES*/HRES* SHA256(R∥xRES ∗ /RES∗)
KSEAF KDF(K,R∥gNBname∥SQN)

Code (MAC), the nonce R, with the corresponding sequence number SQN of the UE.
The HxRES* is only sent to the gNB, which is the hashed value of the actual RES*.

Step 3: Upon receiving the authentication challenge, the gNB stores the HxRES*, as well the
KSEAF , then forwards the challenge to the UE.

Step 4: Next, the UE verifies the authenticity and freshness of the challenge by:

1. Extracting the xSQN (the incremented value of SQN) and the MAC from AUTN.

2. Verifying the correctness of the MAC and responding with “Mac-failure” if errors
occur.

3. Verifying the freshness of the SQN (i.e. ensuring SQN ≤ xSQN.)

If all verifications hold, the UE computes a challenge-response RES* and derives KSEAF

to secure the channel used with the gNB, then sends RES* to the gNB.

Step 5: Upon receiving the RES*, the gNB computes the hash value of RES* (HRES*) and
compares it with the HxRES* received from the CN. If the HRES* equals HxRES*, the
authentication will succeed. Subsequently, the gNB forwards RES to the CN containing
the SUCI or SUPI and the gNB name.

Step 6: Upon receiving the RES* from the gNB, the CN checks if the RES equals xRES*, hence
confirming the success of the authentication procedure, then notifying the gNB of the
decision.

3.3.1.2 Resynchronization Phase

When a synchronization failure occurs (Sync. failure), the UE responds with a “Sync-failure,
AUTS” message. This message enables the CN to re-synchronize with the UE by updating
its SQNCN to match the UE’s SQNUE , as described in [TS 33.102, Sec. 6.3.5,6.3.3]. To
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UE

K, SUPI, SQNUE

, gNBname

gNB

gNBname

Core Network

K, SUPI,
SQNCN

C0, ck ← Encaps(pkCN)
SUCI ← [Enc(SUPI)ck, C0, idCN ] SUCI, gNBname

Get SUPI from SUCI
Generate: R

$← {0, 1}n
AK ← f5(K,R)

MAC ← f1(K,SQNCN∥R)
CONC ← SQNCN ⊕ AK
AUTN ← (CONC,MAC)

xRES∗ ← KDF (K,R∥gNBname)
HxRES∗ ← SHA256(R∥xRES∗)

KSEAF ← KDF (K;R∥gNBname∥SQNCN)
SQNCN ← xSQNCN + 1

R,AUTN,HxRES∗, KSEAFR,AUTN

xCONC, xMAC ← AUTN
AK ← f5(K,R)
xSQNCN ← xCONC ⊕ AK
MAC ← f1(K,SQNCN∥R)
Check: xMAC = MAC

SQNUE ≤ xSQNCN

Checks succeeded

SQNUE ← xSQNCN + 1
RES∗ ← KDF (K,R∥gNBname)
KSEAF ← KDF (K;R∥gNBname∥SQNCN)

RES∗

abort if SHA256(R∥RES∗) ̸= HxRES∗

RES∗, SUCI

abort if xRES∗ ̸= RES∗

SUPI

successful authentication

Sync. failure

MAC∗ ← f ∗
1 (K,SQNUE∥R)

AK∗ ← f ∗
5 (K,R)

CONC∗ ← SQNUE ⊕ AK∗

AUTS ← (CONC∗,MAC∗)

Sync-Failure, AUTS
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(AK∗,MAC∗, SQNUE)

(checkMAC∗ ← f ∗
1 (K,SQNUE∥R))

SQNCN ← SQNUE + 1

Mac failure

Mac-Failure

Figure 3.5: 5G-AKA protocol
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protect SQNUE from eavesdropping, SQNUE is concealed by XORing it with a private value:
CONC∗ = SQNUE ⊕ AK∗, where AK∗ = f5∗(K,R). The AUTS message is structured as
AUTS = CONC∗,MAC∗, where MAC∗ = f1∗(K,SQNUE∥R).

3.3.2 5G Handover

In cellular networks, handovers are crucial for maintaining seamless connectivity during on-
going calls and data sessions as users move between different network areas. This procedure
involves transferring a mobile user’s connection from one base station to another. This section
focuses on intra-system HO within the 5G ecosystem, specifically examining the process of a
device transitioning from a source gNB (SgNB) to a target gNB (TgNB), both of which adhere
to the 5G standard. Intra-system handovers typically occur when a user moves between the
coverage areas of two 5G-compliant gNBs. While inter-system handovers (transitions between
gNBs where only one implements the 5G standard) also exist, our discussion will concentrate
exclusively on intra-system handovers to align with our focus on 5G infrastructure.

During an intra-5G HO, the SgNB can initiate one of two protocol variations: the Xn-
based HO or the N2-based HO. In an Xn-based HO, communication between the two gNBs
occurs directly over the Xn interface, reducing the number of messages routed through the
core network. Conversely, an N2-based HO lacks direct connectivity between the two gNBs.
Instead, messages are relayed through the 5GC using the N2 interface, which connects the
gNBs to the CN [56]. Although these protocols differ, they are both considered viable options
in the 5G specification, with no preference indicated. We focus on the Xn-based HO, which
optimizes the process by enabling direct communication between the SgNB and TgNB. This
method minimizes the number of messages that need to be routed through the core network.

In the 5G handover process, four key network components play vital roles: the UE, the
SgNB, the TgNB, and the CN. This procedure starts with using pre-established keying
parameters obtained during the 5G-AKA protocol. These parameters encompass:

1. kSEAF , a shared key between the UE, gNB and the CN, generated during 5G-AKA (see
Figure 3.5);

2. kAMF , derived from kSEAF , where kAMF = KDF(kSEAF , SUPI);

3. kgNB, a session key generated jointly by the UE and SgNB, where kgNB = (kAMF ,
NAS COUNT), with NASCOUNT) being a 32-bit security counter that increments with
each NAS message to ensure freshness and prevent replay attacks; and

4. Next Hop (NH), an intermediary key, and its associated counter Next Hop Chaining
Counter (NCC), derived collaboratively by the UE and SgNB.

As outlined in Figure 3.6, the 5G-HO protocol operates as described. (for a comprehensive
understanding, please refer to [TS 23.502] and [TS 38.300].):

Step 1 (m1) : The handover process begins when the SgNB initiates a handover based on UE
measurement reports. The SgNB sends a Handover Request message “HO Req” directly
to the TgNB over the Xn interface, including the current NCC, kgNB, TgNBID, CRNTI
and PDUSessionID.
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Step 2 (m2) : Upon receiving this request, the TgNB performs admission control to check resource
availability. If resources are available, the TgNB prepares to receive the UE and sends
a Handover response message “HO Resp” back to the SgNB.

Step 3 (m3) : Next, the SgNB sends an RRC Reconfiguration message encrypted using session key
(kgNB) to the UE, instructing it to connect to the TgNB.

Step 4 (m4) : Upon reception of the message, the UE synchronizes with the TgNB and sends an
RRC Reconfiguration Complete message encrypted using newly generated (k∗gNB) to
confirm the connection.

Step 5 (m5) : Following this, the TgNB initiates the path switch procedure by sending a Handover
configuration message to the CN. This request includes the NCC received from the
SgNB.

Step 6 (m6) : Upon receiving the message, the CN plays a crucial role in updating the security
context. It computes the new NH = KDF (KAMF , NH) and increments the NCC by
1. The CN then sends a configuration response back to the TgNB, including the new
NH key and the incremented NCC.

Step 7 (m7) : The TgNB sends a UE Context Release message to the SgNB over the Xn interface,
signalling the completion of the handover process. The SgNB then releases the resources
associated with the UE.

Step 8 (m8) : Finally, the CN informs the UE of a successful handover and registration.

UE

SUPI,kSEAF, kAMF,
kgNB,NH,NCC,

SgNBID

SgNB

SgNBID,CRNTI,
kgNB,NH,NCC,
PDUSessionID

TgNB

TgNBID

CN

NH,NCC, SgNBID,
kSEAF, kAMF,
PDUSessionID

k∗
gNB ← KDF(NH,TgNBID)

m1 :HO Req

m2 :HO Resp

m3 : RRCReconfiguration

NH← KDF(kAMF,NH)
k∗
gNB ← KDF(NH,TgNBID)

NCC← NCC+ 1
m4 :RRCReconfigurationComplete

m5 :HO Conf

NH← KDF(kAMF,NH)
NCC← NCC+ 1

m6 :Conf Resp

m7 :ReleaseResources

m8 :HO Fin

Figure 3.6: 5G-HO protocol.
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3.4 Security and Privacy Vulnerabilities in 5G-AKA and HO
Protocols

Substantial research has been done on 5G authentication and handover protocols to analyse
and identify security and privacy weaknesses in the conventional 5G protocols (i.e. 5G-AKA
and 5G-HO). Notably, Basin et al. [15] and Cremers et al. [33] conducted comprehensive se-
curity evaluations of the 5G AKA protocol using the Tamarin verifier tool, identifying several
critical vulnerabilities. Their analysis uncovered several critical vulnerabilities. For example,
a key finding revealed that certain essential authentication properties are compromised before
the key confirmation phase, a step not explicitly mandated by the 5G standard. This over-
sight results in insufficient authentication guarantees, particularly in scenarios lacking key
confirmation. These studies also highlighted that several security objectives are only achiev-
able under additional assumptions not explicitly specified in the standard. This reliance on
implicit, undocumented assumptions crucial for maintaining security exposes the protocol to
potential vulnerabilities. Furthermore, the researchers uncovered a significant privacy attack
enabling active attackers to trace subscribers by eavesdropping on the radio access link. This
attack facilitates the identification of whether different services are being accessed by the
same subscriber, thereby breaching subscriber privacy. This discovery underscores several
known security and privacy issues within the 5G-AKA protocol, such as the lack of Perfect
Forward Secrecy (PFS) and vulnerability to linkability attacks, where an attacker can cor-
relate multiple sessions to a single subscriber. Moreover, Singla et al. [62] have identified
a critical security vulnerability in current 5G authentication processes, leading to fake base
station attacks. Their research highlights the significant threat posed by fake base stations,
which deceive UE into connecting, resulting in severe security issues such as eavesdropping,
man-in-the-middle (MITM), and denial-of-service (DoS) attacks. These fake base stations ex-
ploit weaknesses in the network’s authentication and bootstrapping mechanisms, tricking UEs
into establishing connections and enabling attackers to intercept and potentially alter com-
munications. To counter these threats, the authors propose enhanced mutual authentication
based on a hierarchical identity-based signature scheme (Schnorr-HIBS). This approach aims
to enhance verification of network credentials and secure bootstrapping procedures, aiming
to improve the security and resilience of 5G networks against fake base station attacks.

Moreover, Peltonen et al. [56] conducted a thorough formal security analysis of the
conventional 5G-HO scheme utilizing the Tamarin prover. Their analysis reveals that PFS
is not consistently maintained, posing a significant risk to overall security and user privacy.
The increased frequency of handovers compounds this issue due to the smaller cell sizes and
coverage areas inherent to the SCN technology in 5G. Furthermore, they identify that 5G-HO
key management is susceptible to desynchronization attacks. Suppose an attacker manages
to compromise a legitimate gNB, which is plausible given current 5G network vulnerabilities.
In that case, they can manipulate the NCC value, causing desynchronization of the gNB and
disrupting the key agreement process, thereby further undermining network security.

3.4.1 Desirable Security and Privacy Requirements

Critical security and privacy vulnerabilities have been identified in 5G-AKA and HO pro-
tocols. These include compromised authentication guarantees, susceptibility to fake base
station attacks, and the lack of PFS. It is essential to establish robust and comprehensive
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security requirements to overcome these vulnerabilities. To address these risks and enhance
the resilience of 5G protocols, we have identified a set of key security and privacy properties.
These properties are designed to address weaknesses identified in the current 5G protocols,
ensuring stronger authentication, privacy protection, and overall network security. By adher-
ing to these requirements, we aim to offer solutions that align with the stringent requirements
of 5G while overcoming the limitations of existing protocols.

• Mutual Authentication (MA): MA is the process by which both the network compo-
nents and the UE verify each other identities before establishing a secure communication
channel. This bidirectional verification process is essential for preventing unauthorized
access, guarding against impersonation attacks, and mitigating MitM threats.

• User Anonymity (UA): Privacy is a critical security requirement in 5G networks,
necessitating user identities never being transmitted in plaintext. However, encryption
alone is insufficient for preserving user privacy, as honest but curious network compo-
nents can still expose user identities. To address this, schemes should replace users’
long-term identities with encrypted temporary identifiers, ensuring user anonymity is
maintained throughout communication.

• Perfect Forward Secrecy (PFS): PFS plays a critical role in 5G by safeguarding
the integrity of session keys previously generated, even in the event of long-term secret
compromises. This security feature is especially significant in 5G networks, given the
frequent handovers resulting from the increased deployment of cells. With numerous
session keys generated during each handover, it becomes imperative for 5G protocols
to ensure that any compromise does not jeopardize the security of past session keys.

• User Unlinkability (Unlink): Unlink is a crucial privacy feature in 5G networks that
extends the concept of basic user anonymity. It ensures that a user’s actions or trans-
actions within the network cannot be traced back to the same user across different
interactions or sessions. In other words, even if an adversary observes multiple trans-
actions or activities conducted by a user, he/she cannot establish a connection or link
between these activities to identify the user behind them.

• Perfect Forward Privacy (PFP): PFP extends the concept of PFS to the realm of
user privacy. While PFS focuses on protecting past session keys, PFP aims to maintain
user anonymity and unlinkability even if long-term secret keys are compromised in the
future. By doing so, even when the adversary compromises the long-term secret key,
he/she will be unable to break the anonymity or link users’ temporary identities, which
the current 5G-AKA protocol is vulnerable to.

• Key Escrow-Free (KEF): The key escrow problem, whereby a trusted entity main-
tains copies of all users’ secret keys, has been widely debated among researchers. Al-
though key escrow can be essential in some domains, it raises significant concerns re-
garding the trustworthiness of the third party controlling the escrow. In today’s in-
formation security landscape, it is challenging to trust a single entity fully, as it may
exploit this trust to reveal encrypted information within the network. In addition, if
the escrow entity is compromised, it creates a single point of failure, jeopardizing the
entire network. Furthermore, the concept of key escrow contradicts the principles of
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end-to-end encryption and the stringent security requirements of 5G networks. There-
fore, entrusting a single party with the authority to generate or maintain users’ secret
keys is not recommended. Providing a KEF property enhances security and protects
users in the event of a compromised third party.

• Key Compromise Impersonation resilience (KCI): KCI resilience refers to a se-
curity property that prevents attackers from using a compromised key to impersonate
other entities within the network to the compromised party. In a KCI attack, the adver-
sary exploits the compromised key to deceive the user into believing they are securely
communicating with a legitimate party, thereby enabling the attacker to manipulate fu-
ture communications. Ensuring KCI resistance in 5G networks prevents attackers from
leveraging compromised keys to undermine network integrity. This protection ensures
that the security and authenticity of the communicating parties remain intact, even if a
long-term secret key is compromised, thereby safeguarding against impersonation and
maintaining trust within the network.

• Secure Revocation Management (SRM): Given the rapidly growing number of
users in the 5G network, implementing an effective subscription/revocation manage-
ment mechanism is essential. SRM is a critical process that efficiently revokes ac-
cess privileges for compromised or unauthorized users, enhancing security by isolating
threats. Additionally, SRM optimizes network performance by allocating resources
exclusively to valid users. This capability is crucial for addressing evolving security
challenges while maintaining the scalability and reliability of 5G services as the user
base expands.

3.4.2 Proposed Enhancements for 5G AKA and HO Protocols

In response to the previously identified security and privacy vulnerabilities and the underspec-
ified requirements in the current 5G-AKA and HO protocols [4], many researchers have pro-
posed solutions to address these vulnerabilities. Among the proposed solutions are ReHand
[37], RUSH [71], LSHA [69], CPPHA [31], [26] and more. These solutions aim to enhance
the security and privacy of AKA and HO protocols and can be categorized into two groups
based on their underlying cryptographic foundations: symmetric-based and asymmetric-based
schemes. Table 3.3 provides a comprehensive comparison of these proposed solutions accord-
ing to the security and privacy requirements discussed earlier in Section 3.4.1.

Symmetric-based solutions The endeavour to improve the 5G-AKA protocol has led to
developing several symmetric-key-based solutions, aiming to address privacy concerns while
maintaining compatibility and efficiency with the existing infrastructure. A notable contri-
bution in this domain is the AKA’ protocol proposed by Wang et al. [67]. This solution
stands out for addressing the linkability attack while requiring only minor modifications to
the current 5G-AKA protocol. This minimal alteration ensures high compatibility with exist-
ing 5G systems, making AKA’ an attractive option for practical implementation. However,
despite its compatibility, AKA’ falls short in achieving all security requirements discussed in
3.4.1, such as PFP, PFS and KCI. Similarly, Braeken [26] introduced a symmetric-based AKA
protocol designed to enhance the existing 5G-AKA framework and overcome identity replay
attacks discovered in 5G-AKA. However, similar to AKA’, Braeken’s protocol also fails to
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meet PFP and PFS and is vulnerable to linkability attacks. While it supports in-session un-
linkability in case of successful authentication, user identities can be linked if authentication
fails due to the reused GUTI [4].

In the realm of 5G-HO protocols, Fan et al. [37] introduced ReHand (Region-based Han-
dover), a novel scheme designed to address security and privacy concerns in SCNs. ReHand
aims to provide user anonymity and fast revocation while maintaining secure handover pro-
cedures. A key feature of this protocol is its support for expedited authentication. However,
this feature applies only to users roaming within a single region (denoted by ‡ in Table 3.3).
Specifically, it facilitates authentication between Home gNodeBs (HgNBs) that are under
the same gNodeB (gNB). This process utilizes a shared secret group key. ReHand requires
re-executing the initial authentication phase for inter-region handovers, whereby users trans-
mit pseudo-IDs to the Authentication Center (AuC), which then updates and returns these
identifiers. However, a significant weakness lies in its susceptibility to undetected desyn-
chronization in the pseudo-ID update process, potentially compromising user privacy and
authentication integrity. Moreover, although ReHand incorporates a membership revocation
mechanism based on Nyberg’s one-way accumulator [54], this choice introduces its own set of
limitations. While functional, Nyberg’s accumulator exhibits lower efficiency than alternative
accumulator designs. Furthermore, its static nature necessitates that the AuC regenerate and
redistribute the entire revocation list to all regions whenever a user is added or removed, a
process that significantly impacts the overall efficiency and scalability of the protocol.

Yan and Ma [69] propose LSHA, a symmetric-based handover and authentication pro-
tocol that exploits neighbouring base handover (denoted by ‡) in the 5G network. LSHA’s
security framework revolves around each gNB possessing a unique secret key and establishing
session keys with its neighbouring gNB, all orchestrated by the AMF. This key infrastructure
forms the foundation for securing handover procedures. Although LSHA demonstrates robust
defences against DoS and desynchronization attacks, it falls short in providing PFP, unlink-
ability and PFS. The protocol only supports partial (denoted by ⊚) PFS during handovers,
a limitation stemming from its reliance on the 5G-AKA protocol specified in the 3GPP stan-
dard. It also lacks a comprehensive discussion or formal proof of how user anonymity is
achieved and maintained throughout the protocol’s operations (denoted by N/P).

Asymmetric-based solutions In contrast to symmetric-key approaches, researchers

Table 3.3: Comparison of features in state-of-the-art protocols

Type Scheme MA UA PFS PFP Unlink KCI KEF SRM UHO PM

Symmetric
5G - [4] ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ CF

AKA’ - [67] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✗ Tamarin
ReHand - [37] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ‡ CF
LSHA - [69] ✓ N/P ⊚ ✗ ✗ ✗ ✗ ✗ ‡ BAN+Scyther

Protocol of - [26] ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ RUBIN

Asymmetric
AKA+ - [47] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✗ Bana-Comon
AAKA - [70] ✓ ✓ ✗ ✗ ✓ ✗ ✓ ✗ ✗ CF
RUSH - [71] ✓ ✓ ⊚ ✗ ✗ ✗ ✓ ✗ ✓ BAN+AVISPA
CPPHA - [31] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✓ BAN+Scyther

MA:Mutual Authentication, UA:User Anonymity, PFS: Perfect Forward Secrecy, PFP: Perfect Forward
Privacy, Unlink: Unlinkability, KCI: Key compromise impersonation resilience, KEF: Key-escrow Free ,
SRM: Secure Revocation Management, UHO: Universal HO, ⊚: Partial, N/P: no information provided

‡: Neighbour/Region-based HO, PM: Proof method, CF: Computational Formal security analysis
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have also explored asymmetric-key solutions, leveraging public-key cryptography to address
5G-AKA and handover security challenges. Acknowledging the paramount importance of se-
curity and user privacy within the 5G landscape, research has focused on tracking users’ digi-
tal footprints within cellular networks. Notable contributions in this field include the AAKA
protocol proposed by Yu et al. [70], which employs advanced cryptographic primitives such
as the DDH, zero-knowledge proofs, Boneh-Boyen signatures, Keyed-Verification Anonymous
Credentials, and ElGamal encryption. Similarly, Koutsos [47] proposes the AKA+ solution,
which enhances the privacy features of 5G-AKA while adhering to its design and efficiency
constraints, effectively mitigating IMSI catcher attacks and achieving user unlinkability. De-
spite the advancements in authentication privacy, both AAKA and AKA+ fail to provide
PFS or PFP, and their scope remains limited to authentication, leaving security and privacy
during handover operations unaddressed.

Recognizing this gap, several researchers have focused on enhancing privacy and security
during handover processes in 5G networks. For instance, Zhang et al. [71] propose RUSH, a
universal handover authentication protocol that preserves user anonymity and ensures KEF.
However, it is important to note that RUSH achieves only partial PFS (denoted by ⊚) due
to its dependency on the conventional 5G-AKA protocol, which is known to fail in providing
PFS. The RUSH protocol provides universal handover in 5G HetNets through blockchains
and utilises chameleon hashes to achieve user anonymity. However, their analysis omits the
implications of blockchain use, potentially overlooking related security and privacy issues.
Additionally, RUSH does not address the linkability issue inherent in chameleon hashes,
which, despite allowing collision computation, retain a consistent structure that could be
exploited to link transactions or communications. Consequently, we argue that RUSH falls
short of achieving unlinkability.

Similarly, Cao et al. [31] propose CPPHA, an asymmetric-based scheme utilizing SDN
in 5G. CPPHA’s authentication handover module (AHM) predicts user movements and pre-
distributes user information to anticipated gNBs. Although this approach aims for efficient
handovers, it raises significant privacy concerns. Despite claims of anonymity and unlink-
ability, CPPHA’s privacy protections are weakened by the widespread distribution of user
identities across network entities. This method only offers weak anonymity against external
eavesdroppers and introduces a critical vulnerability: if a single base station is compromised,
the privacy of all users could be jeopardized.

Security analysis method While comparing the security and privacy properties of re-
lated works is crucial, examining the methods these works employ to substantiate their claims
is equally important. Table 3.3 illustrate security analysis techniques utilized in the related
works. The diversity of methods observed, ranging from computational formal proofs to
symbolic automated tools, reflects the multifaceted nature of cryptographic protocol analy-
sis. By discussing these approaches, we can gain insight into the strengths and limitations
of each method in demonstrating specific security properties, setting the stage for our own
methodological choices in subsequent chapters.

Computational Formal Security Analysis, which is used in the conventional 5G protocol,
ReHand, and AAKA, offers unparalleled strength in security assurances. This method pro-
vides guarantees rooted in well-established computational hardness assumptions, effectively
mirroring real-world attack scenarios. Its power lies in its ability to uncover subtle vulner-
abilities that other methods might overlook while delivering the concrete security bounds
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essential for practical implementation decisions. Importantly, computational analysis can
capture complex attack scenarios such as side-channel attacks, timing attacks, and differen-
tial cryptanalysis, often beyond the scope of simpler models.

In contrast, Symbolic Automated Analysis Tools (Tamarin [52], Scyther [34], AVISPA
[11]), used by AKA’ [67], LSHA [69], RUSH [71], and CPPHA [31], offer advantages in au-
tomation and efficiency. However, their reliance on abstract models can lead to oversimplifica-
tion, potentially missing critical attacks. For instance, symbolic models often assume perfect
cryptography, which may overlook vulnerabilities arising from specific implementations of
cryptographic primitives. They may also fail to capture attacks that exploit the algebraic
properties of certain operations, such as XOR, modular exponentiation or key/ciphertext
length hiding, which are crucial in securing many cryptographic protocols. In addition, sym-
bolic models struggle to represent the probabilistic aspects of security, potentially missing
probabilistic attacks or failing to provide accurate security bounds.

Similarly, BAN-logic [64] and its derivatives, such as the RUBIN logic used in Braeken’s
protocol [26], although useful for reasoning about authentication, fall short in comprehen-
sively capturing the full spectrum of security properties crucial in modern cryptographic
protocols. Many critiques of BAN logic highlight its incompleteness and poor semantics,
making it inadequate for detecting certain obvious security issues [5]. These limitations
are particularly problematic when addressing advanced security properties such as PFS and
resistance to KCI, which are crucial in the 5G environment.

The Bana-Comon indistinguishability [14] used in AKA+ [47], although innovative in
bridging symbolic and computational approaches, lacks the established track record and
comprehensive coverage of traditional computational methods. While promising, it may not
yet fully capture the nuanced security requirements of complex 5G protocols, particularly in
scenarios involving advanced threat models or novel cryptographic constructions.

Given the critical nature of 5G security and the paramount importance of robust, real-
world applicable security guarantees, this thesis employs computational formal pen-and-paper
security analysis throughout. This approach provides the most fine-grained, rigorous, and
practically relevant security assessments, ensuring that our protocols can withstand the so-
phisticated threats faced by modern network infrastructures.

3.5 Discussion

This chapter provided an overview of the 5G architecture, focusing on vulnerabilities in two
key protocols: AKA and HO. Research by Peltonen et al. [56] and Basin et al. [15] has
highlighted critical security gaps such as linkability attacks and the absence of PFS. Building
on this, we identified key security and privacy properties necessary to meet 5G’s requirements
and overcome some of the vulnerabilities in the current 5G protocols.

Our review of related research led to a comparative analysis, presented in Table 3.3, which
evaluates state-of-the-art protocols alongside current 5G protocols based on the security and
privacy properties discussed in Section 3.4.1. This comparison reveals that current protocols
face challenges in addressing all properties comprehensively, particularly in ensuring secure
inter-region handovers in SCNs. Notable gaps exist in PFS, PFP, KCI resilience, and support
for universal handover. These identified gaps and challenges motivate the following research
questions:
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RQ1 5G currently supports only intra-region handovers and lacks secure inter-region sce-
narios. This limitation necessitates a new authentication and handover scheme. The
ideal solution would achieve desired security properties while supporting seamless user
mobility both within and between regions. Such a scheme is crucial for the effective de-
ployment of SCNs in 5G environments. This leads us to our primary research question:
Is it possible to design an authenticated key exchange and handover scheme that ensures
security and preserves user privacy, all while supporting a region-based handover with
seamless connectivity for roaming users? This research question will be addressed in
Chapter 4.

RQ2 Another significant challenge facing 5G-AKA and HO protocols is the lack of KCI
resilience and KEF properties. This deficiency presents a critical security vulnerability
within the 5G network, particularly in scenarios involving active attackers who can
impersonate an honest party to a compromised entity. Incorporating KCI resilience and
KEF properties is crucial for enhancing security, ensuring fairness in key generation, and
mitigating the risk of protocol failure due to a single key compromise. This brings us to
our second research question: Is it possible to design an authenticated key exchange and
handover scheme to safeguard user privacy, ensure security, and incorporate a Universal
handover mechanism with KCI resilience and KEF properties? This question will
be thoroughly examined in Chapter 5.

RQ3 Finally, while securing and preserving privacy in AKA and HO protocols within 5G and
mobile communication systems is essential, it is crucial that any advancements over the
current protocols supported by the 3GPP group align with the primitives used within
the existing infrastructure. Given that 5G predominantly operates in a symmetric-based
environment, solutions based on symmetric cryptography are preferred over asymmet-
ric ones. This preference facilitates a smoother transition to the enhanced proposed
version without disrupting the user experience. This consideration leads us to our
third research question: Is it possible to design a symmetric-key-based authenticated
key exchange and handover scheme that aligns with existing 5G infrastructure while
providing PFS, PFP, and unlinkability, and maintaining computational efficiency
for resource-constrained user equipment? This question will be addressed in Chapter
6.



Chapter 4

Privacy-Aware Secure
Region-based Handover for 5G

The 5G mobile communication network provides seamless connectivity between users and
service providers, aiming to meet several stringent requirements, such as seamless mobility
and massive connectivity. Despite the numerous benefits 5G offers, it also brings about sig-
nificant security and privacy concerns. For instance, integrating small cell networks (SCN)
into 5G enhances the quality of services (QoS) by bringing the network closer to connected
users. However, this also significantly increases the number of handover procedures (HO),
which can impact the security, latency, and efficiency of the network. Therefore, it is crucial
to design a scheme that supports seamless handovers through a secure authentication process.
In the realm of 5G networks, region-based handover schemes have emerged as a promising
solution to address these challenges. However, research in this area remains limited, with only
one existing study proposing a region-based handover scheme [37], which focuses solely on
intra-region handovers. This gap in the literature underscores the need for more comprehen-
sive approaches that address both intra and inter-region scenarios. Region-based Handovers
play a crucial role in maintaining session continuity, ensuring uninterrupted service for users
as they move within and between regions. Additionally, region-based handovers substan-
tially reduce the burden on the core network by eliminating the need for new authentication
procedures for the same customer during movements, thereby optimizing resource utiliza-
tion. These benefits contribute significantly to the overall efficiency and performance of 5G
networks, particularly in densely deployed small-cell environments.

In this chapter, we propose a secure region-based handover scheme that ensures seamless
connectivity for SCNs in 5G. Our scheme uniquely leverages asymmetric-key-based authen-
ticated key exchange and handover protocols to maintain user privacy and network security
while providing an effective region-based handover mechanism and efficient membership re-
vocation management. We introduce three privacy-preserving protocols to address different
communication scenarios: an initial authentication protocol, an intra-region handover pro-
tocol, and an inter-region handover protocol. This comprehensive approach sets our work
apart by addressing both intra and inter-region handovers securely and efficiently.

Our proposed scheme employs two primary cryptographic schemes: sanitizable signatures
(SanSig) [12] and universal dynamic accumulators [50]. Both schemes are detailed in Chapter
2, in Sections 2.2.8 and 2.2.9, respectively. SanSig enables partial message modification with-

48
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out invalidating the signature, contributing significantly to user privacy during handovers.
Universal dynamic accumulators, on the other hand, facilitate efficient user revocation man-
agement and scalable membership verification. These primitives play crucial roles in our
protocol’s design, supporting our objectives of enhanced privacy and efficient user manage-
ment in 5G SCNs. Section 4.2 elaborates on the specific application of these primitives within
our protocol and how they contribute to our comprehensive security and privacy framework.

Motivation and Contributions

Despite extensive research in this domain, existing protocols have not fully achieved all 5G
requirements for a fast, secure, privacy-preserving, and reliable HO authentication scheme.
A significant gap in the literature is the lack of secure inter-region HO scenarios in 5G
networks. Inter-region handover in 5G is essential for maintaining seamless connectivity as
users move between different cells. It ensures uninterrupted service for applications such
as video calls, online gaming, and real-time data streaming, where continuity is critical. In
addition, inter-region handover plays a role in optimizing network resource utilization and
supporting seamless roaming between different geographic areas, contributing to the overall
quality of experience for 5G users.

Therefore, there is a need for an authentication and HO scheme that achieves the desired
security properties in 5G networks, as explained in Section 3.4.1, and achieves seamless user
mobility in and between regions to facilitate SCNs in 5G. Additionally, managing users in
the network is an essential feature for any handover scheme due to the continuous change in
the number of users. While user revocation is crucial, only Rehand [37] provided revocation
management using Nyberg’s static accumulator. However, dynamic accumulators offer im-
proved scalability and flexibility compared to static accumulators, particularly in the rapidly
changing environment of 5G networks.

This chapter proposes a region-based HO scheme for SCN. This is the first to achieve
secure, privacy-preserving inter-region HO for roaming users with effective revocation man-
agement in 5G without any additional infrastructural support such as blockchain. The major
contributions of this chapter can be summarized as follows:

• A concrete solution for SCN roaming environments in 5G that provides a secure HO
scheme supporting seamless user mobility in and between regions. To the best of our
knowledge, this is the first solution to achieve secure, privacy-preserving inter-region
5G HO for roaming users;

• An effective user membership revocation scheme for many users in 5G using dynamic
universal accumulators [50]. We specifically use a dynamic non-membership accumu-
lator, dynamic to accommodate for joining/revoking users, and non-membership to
leverage the number of legitimate joining users exceeding the number of revoked users;

• A rigorous formal security analysis of our proposed scheme shows that our scheme
achieves mutual authentication, user unlinkability and secure key exchange.

• A comparative study of the proposed scheme with closely related existing schemes shows
that our scheme is secure and computationally efficient.
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These contributions aim to address important security and efficiency concerns in 5G
handovers, with a particular focus on inter-region scenarios. The proposed approach offers
potential improvements in user management, security and privacy in 5G environment.

Chapter Organisation

The remainder of the chapter is organised as follows:

• Section 4.1 introduces the system and threat models, providing the foundation for
understanding the security context of our work.

• Section 4.2 presents the proposed secure inter-region HO authentication scheme, with
a detailed description of the proposed protocols, including registration, initial authen-
tication, and intra-region and inter-region HO protocols. This section forms the core
of our contribution.

• Section 4.3 provides a formal security analysis of our proposed protocols, demonstrating
the robustness of our approach.

• Section 4.4 presents security and performance evaluation and comparison of the pro-
posed scheme with other related schemes, highlighting the security and efficiency of our
solution.

• Finally, Section 4.5 concludes the chapter, summarizing key findings and suggesting
future research directions.

We provide the notation used in this chapter in Table 4.1.

4.1 System and Threat Model

This section provides the foundational framework of our proposed scheme. We begin by
detailing the system model, which outlines the key components, their interactions, and the
overall architecture of our proposed solution. Subsequently, we present the threat model,
which delineates the potential threats and attack vectors that our scheme is designed to
counter.

4.1.1 System Model

The proposed system model aligns with the architecture of SCNs in 5G [3], comprising four
principal components: the core network (CN), the 5G radio base station (gNB), Home gNB
(HgNB), and User Equipment (UE). In standard SCN implementations, the HgNB Man-
agement System (HeMS) is responsible for gNB/HgNB configuration according to operator
policies. However, this model integrates HeMS functionality into the CN, centralizing the
configuration responsibilities for all system entities, including HgNB, gNB, and UE. Conse-
quently, the CN generates the necessary certificates, secret keys, and public keys for these
components.

The architecture positions gNB and HgNB as intermediaries facilitating user connectivity
to the core network. Each gNB administers a cluster of HgNBs, establishing a Region under
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Table 4.1: Notation and cryptographic functions

Symbol Description

Notation :
CN Core network

gNB & HgNB Base station and home base station
UE User equipment
EID gNB ID

ZUID Zone user ID
HID HgNB ID

RUID Region user ID
RID Region ID
ωU non-membership witness

pid ,TID User pseudo IDs
TU User subscription validity period

RLv RLnew Revocation list
ki Long-term key
ks Session key

AE.Enc{ki,m} Authenticated encryption
AE.Dec{ki,m} Authenticated decryption

CH HgNB certificate
CU UE certificate

pkCN
sig , sk

CN
sig CN public and secret signing keys

pkgNB
san , skgNB

san gNB public and secret sanitising keys

pkHgNB
san , skHgNB

san HgNB public and secret sanitising keys
ACK Acknowledgement
σ SanSig Signature

CryptographicFunctions :
AE.Enc/AE.Dec Authenticated encryption/decryption

KDF Key derivation function
SanSig.Sign Sanitizable signature (sign)
SanSig.Sanit Sanitizable signature (sanitise)

DDH Directional Diffie-Hellman
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Figure 4.1: System model [hexagon shape → a region managed by one gNB, oval
shape → small cell emulating SCN.]

gNB jurisdiction, as depicted in Figure 4.1. This hierarchical structure assigns inter-region
HO management to gNBs, while HgNBs oversee intra-region HOs and key exchange processes.
In accordance with the 5G specification defined in 3GPP TS 33.501, this model follows the
standardised security framework, where we assume secure communication channels between
network entities (CN, gNB, and HgNB). These channels provide confidentiality, integrity, and
replay protection, preventing unauthorised access and data manipulation.

Notably, the standard 5G handover protocol [56] necessitates CN (encompassing all 5G
core entities) involvement in each handover protocol. This requirement increases transmis-
sion overhead and handover latency, potentially impacting network performance and user
experience. The integration of SCNs into 5G networks further exacerbates these challenges,
as the increased number of handovers in dense small cell deployments amplifies the impact
of these challenges.

To address these limitations, the proposed scheme introduces a regionalized structure.
Each region consists of a gNB and its associated HgNBs. For intra-region roaming, user ver-
ification is conducted by a designated HgNB utilizing the public key of the region’s gNB. In
inter-region scenarios, where users roam between regions, the target region’s gNB is responsi-
ble for user verification and certificate modification, functioning as a sanitiser to preserve user
anonymity. This approach eliminates the need for active CN participation during handover
procedures, thereby reducing CN transmission overhead, minimizing handover latency, and
enhancing security and user privacy.
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4.1.2 Threat Model

Our security model is designed to capture security notions recommended by the 3GPP group
[4] and [56, 15, 33] for 5G authentication and handover protocols. It also addresses the
desirable security and privacy properties identified in Section 3.4.1. In this model, users
communicate with other network entities, specifically HgNBs and gNBs, via public and po-
tentially insecure channels. This model, based on the Dolev-Yao framework [35], grants an
adversary (A) complete control over these public channels. Consequently, A can intercept,
delete, insert, and modify any transmitted message. Moreover, A can compromise long-term
and per-session secrets, simulating device-compromising attackers.

User privacy is considered an essential property in 5G-based mobile communication, so
A may also try to break user anonymity by linking distinct ”challenge” protocol executions
of the same user, capturing linkability attacks. We allow A to schedule session initialisation
to strengthen our adversary model. Thus, all sessions are initialised with owners chosen by
the adversary, except the ”challenge” sessions, which are instead initialised with a pair of
potential owners, i.e., A must distinguish which party owns the ”challenge” session.

Furthermore, we aim to ensure that an adversary cannot break authentication or learn
session keys established during the proposed handover schemes. In Section 4.3, we present
security experiments capturing these notions.

4.2 Secure Region-based Handover Scheme

Here we introduce our proposed handover scheme consisting of four principal phases/pro-
tocols: Registration Phase, Initial Authentication, Intra-region HO, and Inter-region HO
protocols.

The Registration phase is responsible for the enrolment of gNBs, HgNBs, and new users
into the network, as well as configuring the initialization parameters for network components
(CN, gNB, and HgNB). During this phase, the CN generates SanSig key pairs for gNBs and
issues certificates for HgNBs. Furthermore, the CN establishes and shares a long-term secret
key with each user, along with pseudo-identities (pid and TID) to ensure user anonymity.
The CN also initializes the user membership revocation list (RL), which is initially empty.

The Initial Authentication protocol is the first step that any registered user must
execute to gain access to network services. This protocol verifies the user’s identity and
establishes their initial secure connection to the network. Figure 4.1(a) illustrates the
message flow of this protocol, involving all network components: CN, gNB,HgNB, and UE.
Initially, a UE employs its pseudo-identity, which was assigned in the preceding registration
phase. The UE then requests a certificate from the CN to connect to the network. This
request is routed through the responsible HgNB and gNB for that region. Upon receipt of
the UE request, the CN issues a certificate (via SanSig) for the user using new temporary
identities and transmits it to the UE. Section 4.2.2 provides a detailed explanation of this
protocol.

The Intra-Region Handover protocol handles user mobility within a region. Any
roaming user moving between two cells belonging to the same region needs to execute this
protocol. This process occurs between two HgNBs controlled by a single gNB. It enables
mutual authentication with the target HgNB using certificates that were issued to the user
after a successful execution of the initial authentication protocol. These certificates are then
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used to establish shared secret keys. Figure 4.1(b) delineates the message flow of this
protocol, involving only the target HgNB and UE. The HgNB authenticates and verifies
the user utilizing their certificates during this protocol. The verification process employs the
SanSig.Verify() algorithm, which requires the public keys of the CN and gNB that manage
the region. Section 4.2.3 comprehensively explains this protocol.

The Inter-Region Handover protocol manages user mobility between regions. Any
roaming user moving between two cells belonging to different regions needs to execute this
protocol. This process occurs between two HgNBs controlled by different gNBs, enabling
mutual authentication with the target gNB using users’ certificates obtained from the initial
authentication. These certificates are then used to establish shared secret keys. Figure
4.1(c) illustrates the message flow of this protocol, involving only the target HgNB, gNB,
and UE. During this protocol, the gNB authenticates the user using the received certificate
obtained previously and updates it for the new region. The verification process is executed
using the SanSig.Verify() algorithm, while the SanSig.Sanit() algorithm is employed to update
the user certificate. Section 4.2.4 provides a detailed exposition of this protocol.

4.2.1 Registration Phase

In the registration phase, we assume secure communication channels between all participat-
ing entities (CN, gNB, HgNB, UE). A secure channel is a communication link that ensures
confidentiality, integrity, and replay protection, preventing unauthorised access and data ma-
nipulation. During this phase, the CN generates and distributes the required credentials
for all participants. These credentials encompass HgNB certificates, HgNB sanitising keys,
gNB sanitising keys, UE pseudo-identities (TID , pid), UE long-term keys (ki), and the re-
vocation list (RL). The registration phase is structured into three distinct components: UE
registration, gNB/HgNB registration, and accumulator initialisation. These components are
delineated as follows:

1. UE Registration: In order to register into the network, each UEi needs to share their
essential information with the CN via a secure channel. Upon receiving the registration
request, the CN then generates a long-term secret key ki, a pseudo-identity (pid i) and a

temporary ID (TID i) for each user, where pid i,TID i
$← {0, 1}λ, and λ is the bit-length

of ki.

2. gNB/HgNB Registration: Each gNB and HgNB needs to register to the network
and share the essential registration information with the CN. Upon receiving the
registration request, the CN then generates a signing key pair for itself and HgNBs,

i.e., (hpkCN
sig , hsk

CN
sig )

$← SanSig.KGensig(1λ), (pkHgNB
san , skHgNB

san )
$← SanSig.KGensan(1λ).

These pairs of keys are used to enable HgNBs to sanitise their certificates and prove
their legitimacy to the UEs. Next, CN signs the HgNBi certificate (CH = CH

fix||CH
MOD)

for each HgNB in the network: σH
$← SanSig.Sign(CH , hskCN

sig , pk
HgNB
san ,ADM(CH

MOD)).

Hereafter, CN generates signing and sanitising keys for itself and gNBs: (gpkCN
sig , gsk

CN
sig )

$←
SanSig.KGensig(1λ),(pkgNB

san , skgNB
san )

$← SanSig.KGensan(1λ). These pairs of keys will be
used to sign users’ certificates (CU ) in the initial authentication protocol and sanitise
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users’ certificates in the inter-region protocol. To expedite the registration process, CN
can execute this step offline.

3. Accumulator Initialisation: To initialise the accumulator/RL, first the CN generates

a secret accumulator key (sk)
$← KGen(1λ) and also creates the revocation list RL

$←
Gen(sk , X), where X is initially empty.

4.2.2 Initial Authentication

Each registered user who wants to join the network must execute this protocol. As part of
this process, the CN generates credentials for new users, which will be used in subsequent HO
protocols. In this context, gNBs function as passive intermediaries, which are only responsible
for forwarding messages between HgNBs and CNs. Consequently, we consider the HgNB and
gNB as a single entity for this protocol. Figure 4.2 illustrates the protocol’s steps, which are
as follows:

Step A1: HgNB→ UE: M1: [C∗
H , σ∗

H , gh].
When a new UE enters the coverage area of HgNB, HgNB samples h and computes gh.
Next, HgNB updates their certificate (the modifiable part) , i.e. C∗H

mod = HID∥gh (pre-
venting replay attacks). Then HgNB sanitises the updated certificate CH = CH

fix∥C∗H
mod,

using the sanitising algorithm SanSig.Sanit, and composes a message M1, sending M1

to UE.

Step A2: UE→ HgNB/gNB: M2:[AE.Enc{ks,MA0 ||TID}, gru ].

Upon receiving M1, UE verifies the HgNB sanitised certificate CH using the SanSig
verification algorithm SanSig.Verify, containing gh (preventing MITM attacks). If suc-
cessful, UE samples (rid, ru), and computes the session keys (ski, ks). Next, UE encrypts
(pid ||rid) using the long-term key ki shared with CN, to generate the message MA0 .
Afterwards, UE encrypts (MA0 ||TID) with ks (preventing linkability), and sends the
message M2 to HgNB.

Step A3: HgNB/gNB→ CN: M3 : [MA0 ,TID ,HID,EID,RID].
Upon receiving the response message M2, HgNB computes (ski, ks) to decrypt M2.
Next, HgNB forwards the decrypted message along with the user’s pseudo-identities
and region identities to CN.

Note: In this step, we use the notation Dec(M2) to refer specifically to the decryption
of the encrypted portion (MA0∥TID), while other parts (gru) remain in plaintext. This
is a slight abuse of notation avoids introducing extra symbols.

Step A4: CN→ HgNB/gNB: M4 : [AE.Enc{ki, σU∥CU∥ωU∥v)}].
CN retrieves the long term key ki of UE using TID , and decrypts MA0 , to recover
(pid , rid). Next, CN computes a new temporary user identifier TID

∗, and generates a
user ID (ZUIDi), which will be the user’s identifier in the revocation list RL. CN creates
and signs CU by generating the “fixed” part of the UE certificate CU

fix = ZUIDi∥TU

(where TU is a user subscription validity period), and the “modifiable” region-specific
part of the UE certificate CU

mod = RUID∥RID (where RUID a region-user ID and RID
is the region ID). Then CN signs both parts of the UE certificate generating CU ←
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SanSig.Sign. Next, CN generates a non-membership witness (ωU ) ← NonWitCreate,
and specifies the version v of RL, corresponding to the version of RL from which ωU

was generated. CN then stores ZUIDi, TID i and TID
∗
i (to prevent de-synchronisation),

and encrypts ωU , UE certificate and its signature using ki, to generate the message M4

sending M4 to the HgNB/gNB.

Step A5: HgNB/gNB→ UE: M5 : [AE.Enc{ks,M4}]
The HgNB/gNB encrypts M4 using the session key ks, thereby ensuring unlinkability,
to produce the message M5, which is subsequently transmitted to the UE.

Step A6: UE→ HgNB/gNB: ACK :[AE.Enc(ks, (AE.Enc(ki, f lag),TID))]

Upon receiving M5, UE recovers (σU ,CU , ωU , v), and verifies their certificate, using
SanSig.Verify(CU , σU , · · · ). If verification fails, UE terminates the execution of the pro-
tocol. Otherwise, the user then updates TID

∗, and sends an acknowledgement ACK,
encryption of an acknowledgement flag flag and the user’s TID , which is encrypted us-
ing the user long-term key ki and TID , and then encrypted again using the ephemeral
key ks to HgNB.

Step A7: HgNB/gNB→ CN: ACK ′ : [ACK ′,TID ]

The HgNB/gNB decrypts ACK using the session key ks, to produce the message ACK ′,
which is then transmitted along with TID to the CN.

Step A8: Upon receiving ACK, CN recovers ki (using the old TID), and uses it to
decrypt ACK, then CN updates the TID

∗. If ACK was not received within the pre-
specified time window, CN deletes TID

∗. CN will continue to maintain both TID and
TID

∗. Details of this protocol is depicted in Figure 4.2.

Remark 1 The primary purpose of sending the ACK message during the initial au-
thentication process is for the CN to ensure that M5 has been successfully delivered to
the UE. Only after the successful delivery of message M5 will both the User and the
CN update the TID . If the message is not successfully delivered, the CN might update
its TID while the User does not, or vice versa, leading to a desynchronization between
the UE and the CN. To prevent such desynchronization, the CN maintains both (TID ,
TID

∗) values until it receives the ACK message. While this approach is effective, an-
other research work has proposed an alternative method. Gope et al. [40] have suggested
a solution to prevent desynchronization attacks without compromising the privacy of the
UE. In this approach, the UE does not send an ACK. Instead, both the UE and CN
maintain a set of single-use pseudo-identities, which are discarded from their memory
after use. This method ensures that both parties remain synchronized while preserving
the UE’s privacy.

4.2.3 Intra-region Handover

The intra-region HO protocol is executed when a user remains within the same region but
moves to a different small cell under the control of a different HgNB, i.e., between HgNBs
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UE HgNB/gNB CN

h
$← Zq

C∗H
mod = HID∥gh

(C∗
H , σ

∗
H)← SanSig.Sanit(CH ,C∗H

mod, σH , sk
HgNB
san , hpkCN

sig )

M1 : [C∗
H , σ

∗
H , g

h]

abort if 1 ̸= SanSig.Verify(C∗
H , σ

∗
H , hpk

CN
sig , pk

HgNB
san )

rid
$← {0, 1}n, ru

$← Zq, ski, ks = KDF((gh)ru)
MA0 ← AE.Enc{ki, pid∥rid}

M2 : [AE.Enc{ks,MA0∥TID}, gru ]

ski, ks = KDF((gh)ru)

MA0∥TID ← AE.Dec(ks,M2)

M3 : [MA0 ,TID ,HID,EID,RID]

pid∥rid ← AE.Dec(KEY [TID ],MA0)

TID
∗ ← TID ⊕ rid,ZUIDi

$← P,RUID $← R
CERTU ← RUID∥RID∥ZUIDi∥TU

σU ← SanSig.Sign(CERTU , gsk
CN
sig , pk

gNB
san ,ADM (RUID∥RID)

ω∗
U

$← NonWitCreate(sk ,RL, X,ZUIDi)

M4 ← AE.Enc{ki, σU∥CU∥ω∗
U∥v}

M5 ← AE.Enc{ks,M4}

σU∥CU∥ω∗
U∥v ← AE.Dec(ki,AE.Dec(ks,M5))

abort if SanSig.Verify(CU , σU , gpk
CN
sig , pk

gNB
san ) ̸= 1

Update TID∗ = TID ⊕ rid

ACK ← AE.Enc(ks,AE.Enc(ki, f lag)∥TID)

ACK ′ ← AE.Dec(ks,ACK )

ACK ′,TID

flag ← AE.Dec(ki,ACK
′)

Update TID

Figure 4.2: Initial authentication protocol of the proposed region-based HO
scheme. Detailed algorithm descriptions are provided in Chapter 2.

within the same region. This protocol ensures seamless connectivity as the user transitions
from one small cell to another under a different HgNB’s supervision. The detailed steps of
the intra-region HO protocol are outlined below and depicted in Figure 4.3.

Step B1: HgNB → UE: M1: [C∗
H , σ∗

H , gh].
This step proceeds identically to Step A1 of the initial authentication protocol. In
this regard, when a new user enters into the coverage area of new HgNB, the HgNB
sanitises their certificate and composes a message M1, then sending M1 to UE.

Step B2: UE → HgNB: M2:[AE.Enc{ks,CU ||σU ||ωU ||v}, gru ] .
Upon receiving the message M1, UE verifies the HgNB sanitised certificate CH and the
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UE HgNB

h
$← Zq

C∗H
mod = HID∥gh

(C∗
H , σ

∗
H)← SanSig.Sanit(CH ,C∗H

mod, σH , sk
HgNB
san , hpkCN

sig )

M1 : [C∗
H , σ

∗
H , g

h]

abort if 1 ̸= SanSig.Verify(C∗
H , σ

∗
H , hpk

CN
sig , pk

HgNB
san )

ru
$← Zq, ski, ks = KDF((gh)ru)

M2 : [AE.Enc{ks,CU∥σU∥ωU∥v}, gru ]

ski, ks = KDF((gh)ru)

(CU∥σU∥ωU∥v)← AE.Dec{ks,M2}
abort if 1 ̸= SanSig.Verify(CU , σU , gpk

CN
sig , pk

gNB
san )

abort if 1 ̸= Verify(RLv, ωU , ZUID)

Update [(ω∗
U)

$← NonWitUpdate(RL,RL∗, x∗, ZUID, ωU)]

M3 ← AE.Enc{ks, ω∗
U∥v∗}

ω∗
U∥v∗ ← AE.Dec(ks,M3)

Store (ω∗
U∥v∗)

Figure 4.3: Intra-region handover protocol of the proposed region-based HO
scheme. Detailed algorithm descriptions are provided in Chapter 2.

DH public keyshare gh, using SanSig.Verify(C∗
H , σ∗

H , · · · ). If successful, UE samples ru
and computes session keys ski, ks. Next, UE composes a message M2 and encrypts it
using ks. The encrypted part of M2 consist of CU , σU , ωU and v, which is the user’s
certificate, certificate signature, non-membership witness and the accumulator version
of which ωU was created from, respectively. Finally, UE sends M2 to HgNB.

Step B3: HgNB → UE: M3: [AE.Enc{ks, ω∗
U ||v∗}].

Upon receiving the response message M2, HgNB generates the session keys ski, ks, to
decrypt M2. Subsequently, HgNB verifies UE’s certificate using SanSig.Verify(CU , σUE , · · · ).
If successful, HgNB recovers the accumulator version v and checks if vi = vRL, to check
if RL has been updated. If not, HgNB checks if the UE has been revoked by calling
Verify(ZUIDi, ..). Otherwise, if the revocation list has been updated, where vi ̸= vRL,
HgNB checks if ZUIDi has been accumulated in the updated RL. If not, HgNB updates
the non-membership witness ω∗

U (where x∗ is the new unrevoked UE). Finally, HgNB
encrypts and sends M3 to UE, which they will maintain for future communications.
Details of this protocol is depicted in Figure 4.3.

Note: In this step, we use the notation Dec(M2) to refer specifically to the decryption
of the encrypted portion (CU∥σU∥ωU∥v), while other parts (gru) remain in plaintext.
This is a slight abuse of notation to avoid introducing extra symbols .

4.2.4 Inter-region Handover

The inter-region HO protocol is executed when a user moves between cells belonging to
different regions, which involves a transition between HgNBs controlled by different gNBs.
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This protocol ensures secure authentication and seamless connectivity as users roam across
regions. The detailed steps of the inter-region HO protocol are outlined below and depicted
in Figure 4.4.

UE HgNB gNB

h
$← Zq

C∗H
mod = HID∥gh

(C∗
H , σ

∗
H)← SanSig.Sanit(CH ,C∗H

mod, σH , hpk
CN
sig , sk

HgNB
san )

M1 : [C∗
H , σ

∗
H , g

h]

abort if 1 ̸= SanSig.Verify(C∗
H , σ

∗
H , hpk

CN
sig , pk

HgNB
san )

ru
$← Zq, ski, ks = KDF((gh)ru)

M2 : [AE.Enc{ks,CU∥σU∥ωU∥v}, gru ]

ski, ks = KDF((gh)ru)

CU∥σU∥ωU∥v ← AE.Dec(ks,M2)

M3 : [CU∥σU∥ωU∥v]

abort if 1 ̸= SanSig.Verify(CU , σU, gpk
CN
sig , pk

gNB
san )

abort if 1 ̸= Verify(RLv, ωU , ZUID)

Update [(ω∗
U)

$← NonWitUpdate(RL,RL∗, x∗, ZUID, ωU)]

RUID
$← R

CU∗

mod = RUID∗∥RID∗

(C∗
U , σ

∗
U)← SanSig.Sanit(C∗U ,CU∗

mod, σU , gpk
CN
sig , sk

gNB
san )

M4 : [σU∗∥CU∗∥ω∗
U∥v∗]

M5 ← AE.Enc{ks,M4}

σ∗
U∥C∗

U∥ω∗
U∥v∗]← AE.Dec(ke,M5))

abort if SanSig.Verify(σ∗
U ,C∗

U , gpk
CN
sig , pk

gNB
san ) ̸= 1

Store (ω∗
U∥v∗)

Figure 4.4: Inter-region handover protocol of the proposed region-based HO
scheme. Detailed algorithm descriptions are provided in Chapter 2.

Step C1: HgNB → UE: M1: [C∗
H , σ∗

H , gh].
This step proceeds as in Step A1 of the initial authentication protocol. In this regard,
for the new users entering the coverage area of HgNB, the HgNB sanitises his/her
certificate and composes a message M1, then sending M1 to UE.

Step C2: UE → HgNB: M2:[AE.Enc{ks,CU ||σU ||ωU∥|v}, gru ].
This step proceeds identically to Step B2 of the intra-region HO protocol. In this
regard, UE verifies M1, compute a session key. UE then composes M2, encrypt it
using the session key then send it to HgNB.

Step C3: HgNB → gNB: M3: [CU ||σU ||ωU ||v].
Upon the arrival of M2, HgNB generates the keys ski, ks to decrypt M2, then forwards
the decrypted message to gNB.
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Note: In this step, we use the notation Dec(M2) to refer specifically to the decryption
of the encrypted portion (CU∥σU∥ωU∥v), while other parts (gru) remain in plaintext.
This is a slight abuse of notation to avoid introducing extra symbols .

Step C4: gNB → HgNB: M4: [σ∗
U∥C∗

U∥ω∗
U∥v∗].

After receiving the response message M3, gNB verifies the user’s certificate using the
SanSig verification algorithm, i.e. SanSig.Verify(CU , σU , · · · ). If successful, gNB re-
trieves the accumulator version v and checks if vi = vRL, to see if RL has been updated.
If not, gNB checks if the UE has been revoked by using Verify(ZUIDi). Otherwise, if
the revocation list has been updated (and vi ̸= vRL) gNB checks whether ZUIDi is
added in the later version of the RL. If not, gNB updates the non-membership wit-
ness ω∗

U ← NonWitUpdate(.) (where x∗ is the new non-revoked UE). Subsequently
gNB updates the region-user identifier RUID∗

i , updates the “modifiable” region-specific
part of the UE certificate cert∗Umod, and updates the user certificate accordingly, where
C∗
U = C∗U

mod||CU
fix. After, gNB sanitises UE CU ← SanSig.Sanit(.). Finally, gNB com-

poses M4, sending M4 to HgNB.

Step C5: HgNB → UE: M5: [AE.Enc{ks,M4}].
Upon receiving the message M4, the HgNB encrypts it using the session key ks to
generate M5, which is then transmitted to the UE.

Step C6: Upon receiving the encrypted message M5, the UE recovers (σ∗
U ,C∗

U , ω
∗
U , v

∗),
and verifies the sanitised certificate signature, using SanSig verification algorithm i.e.
SanSig.Verify(C∗

U , σ
∗
U , · · · ). If verification fails, UE terminates the execution of the pro-

tocol. Otherwise, the user updates their certificate and RUID. Details of this protocol
is depicted in Figure 4.

4.3 Security Analysis

This section presents formal proof demonstrating that our protocols achieve mutual authenti-
cation, key indistinguishability, and unlinkability, following the security framework provided
in Section 2.3. Each proof is structured as a series of game-hops, where we incrementally
modify the experiment and ultimately show that the adversary cannot succeed (or detect
the changes) with non-negligible probability. We start by analysing the MA-security of each
protocol individually.

4.3.1 Mutual Authentication Security

In this section, we analyse the mutual authentication (MA) security of our proposed scheme,
demonstrating that it achieves MA security. We build upon the general MA-security model
introduced in Chapter 2, Section 2.3.2. In the MA-security game, defined in Def.24, A wins
(and ExpMA

Π,nP ,nS ,A(λ) outputs 1), if the adversary has caused a clean session to accept (and
set πs

i .α ← accepted) and there either exists no matching subset session πt
j (i.e. no CN

session that outputs the messages received by πs
i - Def.22), or no matching session π (i.e. no

CN session that outputs the messages received by πs
i - Def.23).

Here, we specify the adversary queries and cleanness predicate for our particular protocols.
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Adversary Queries. Here, we define queries that represent the behaviours of the ad-
versary A during the execution of the MA experiment:

• Create(i,s): allows A to initialize new UE sessions πs
i .

• Send(m, i, s): allows A to send messages m to a session πs
i . It produces a message m′,

which might be empty.

• CorruptLTK(i)→ ki: allows A to leak the long-term key of UEi.

• StateReveal(i,s)→ πs
i : allows A to reveal the internal state of πs

i .

Cleanness Predicate. It is important to note that forging messages to the πs
i is trivial if

the A has compromised the long-term key shared between CN and UE. To mitigate this type
of attack, we introduce a cleanness predicate, which ensures that the adversary is prevented
from issuing a CorruptLTK or StateReveal queries before the test session acceptance.

Definition 27 (Cleanness predicate) A session πs
i in the MA experiment, described in

Section 2.3.2, is clean if CorruptLTK(i) was not issued before πs
i .α = accepted, and

StateReveal(i, s) was not issued and for all j, s′ such that πs′
j .msgr = πs

i .msgs, StateReveal(j, s′)
was not issued.

4.3.1.1 MA-security of Initial Authentication protocol

Here we present our formal analysis and results for the MA-security of the initial authenti-
cation (IA) protocol.

Theorem 1 MA-security of Initial Authentication. The initial authentication protocol
depicted in Figure 4.2 is MA-secure under the cleanness predicate defined in Def.27. For any
PPT algorithm A against the MA experiment, AdvMA,clean

Π,nP ,nS ,A(λ) is negligible assuming the
EUFCMA security of SanSig, INT-CTXT security of AE, the KDF security of KDF and the
DDH assumption.

Proof : First, we recall that in order to win the MA-security experiment, that A cannot
issue a CorruptLTK(i) query before a session πs

i accepts such that C terminates the game
and outputs 1, nor can it issue a StateReveal(i, s), nor a StateReveal(CN, s) query (where
πs′
CN received messages from πs

i ).
We divide the proof into two cases: the first where the UE accepts messages M1 and

M4 without an honest matching CN partner. We denote A’s advantage in Case 1 as
AdvMA,clean,C1

Π,nP ,nS ,A (λ). The second case is when the CN accepts messages M3 and ACK without

an honest matching UE partner. We denote A’s advantage in Case 2 as AdvMA,clean,C2
Π,nP ,nS ,A (λ),

where λ is the bit-length of ki. It is clear that:

AdvMA,clean,IA
Π,nP ,nS ,A (λ) ≤ AdvMA,clean,C1

Π,nP ,nS ,A (λ) + AdvMA,clean,C2
Π,nP ,nS ,A (λ).

Case 1: UE accepts messages M1 and M4 without an honest matching CN partner.
Here we provide the security analysis through a series of game-based reductions:
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Game A1.0: This is the original mutual authentication experiment defined in Def.24
of Chapter 2: AdvMA,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvGA1.0

Game A1.1: Here we introduce an abort event, where the challenger aborts if A pro-
duces a valid signature σ that verifies under pkCN

sig and pkHgNB
san . At the beginning of

the experiment, we initialise a SanSig challenger C, that outputs pkCsig and pkCsan, which
we embed into the CN and HgNB respectively. Then any time CN or HgNB needs to
generate a signature, we query SanSig.Sign to sign a message m. Now, we trigger the
abort event that occurs whenever A produces a valid signature. Thus, the probability
that A triggers the abort event is bounded by the EUFCMA security of SanSig, as
formalised in Def.17: AdvGA1.0

≤ AdvGA1.1
+ AdvEUFCMA

SanSig (A).

Game A1.2: In this game we guess the first session πs
i to accept without a matching

partner, such that πi.role = UE. Since there are at most nP parties running nS sessions,
the probability of session πs

i accepts without a matching partner is: AdvGA1.1
≤ nP ·

nS ·AdvGA1.2
.

Game A1.3: Here we introduce another abort event. That is triggered if A sends a
Diffie-Hellman public keyshare gh to the session πs

i , i.e. session πs
i receives gh that

is not from an honest HgNB. Since this requires a signature over gh, and by Game
A1.1 we abort if A generates a valid signature over any message m, it follows that:
AdvGA1.2

≤ AdvGA1.3
.

Game A1.4: In this game, we replace gh, gru and ghru computed honestly in the proto-
col execution with ga, gb, gc respectively, from a DDH challenger. By the definition of
Decisional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and inde-
pendent of the protocol execution. Thus any A that can distinguish Game A1.3 from
Game A1.4 can break the DDH assumption, as formalised in Def.10. Thus it follows
that: AdvGA1.3

≤ AdvGA1.4
+ AdvG,g,q

DDH (A).

Game A1.5: In this game we replace the session and encryption keys ski, ks with
uniformly random values ˆski, k̂s by interacting with a KDF challenger. Since ski, ks ←
KDF(gc) and by Game A1.4 gc is already uniformly random and independent, this
change is sound. Any A that can distinguish Game A1.4 from Game A1.5 can be
used to break KDF security, as formalised in Def.2. Thus: AdvGA1.4

≤ AdvGA1.5
+

AdvKDF
KDF (A).

Game A1.6: In this game, we introduce an abort event that occurs if πs
i decrypts

a valid ciphertext keyed by ˆski, but the ciphertext was not produced by an honest
CN session. Specifically, we initialise an AE challenger that is queried whenever the
challenger needs to encrypt or decrypt with ˆski. The abort event only triggers if A can
produce a valid ciphertext, and we can submit the valid ciphertext to the AE challenger
to break the security of the AE scheme. By Game A1.5

ˆski is already uniformly
random and independent and this replacement is sound. Any A that can trigger the
abort event can break the INT-CTXT security of the AE scheme, as formalised in Def.6.
This implies: AdvGA1.5

≤ AdvGA1.6
+ AdvINT−CTXT

AE (A).
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Game A1.7: In this game, the session πi will only accept M1 from HgNB and M4 from
CN if they are honest partners. A cannot produce a valid ciphertext by Game A1.6,
and A cannot produce a valid signature by Game A1.1. Thus the advantage of A in
winning the MA-security experiment is negligible. AdvGA1.7

= 0.

Case 2: CN accepts messages M3 and ACK without an honest matching UE partner.
In this case, we assume that the first session to accept without a matching partner is owned
by CN. Here we provide the security analysis through a series of game-based reductions:

Game A2.0: This is the original mutual authentication game described in Def.24 of
Chapter 2: AdvMA,clean,C2

Π,nP ,nS ,A (λ) ≤ AdvGA2.0
.

Game A2.1 : In this game, we guess the index i of the first CN session that accepts
without a matching partner such that their partner is owned by UEi, i.e. πs

CN.pid =
UEi, introducing a factor of nP in A’s advantage: AdvGA2.0

≤ nP ·AdvGA2.1
.

Game A2.2: As per the definition of cleanness predicate (27), A cannot issue a
CorruptLTK(i) query before the CN session accepts without a matching partner.
In this game, we introduce an abort event that triggers if the first πt

CN to accept with-
out a matching partner accepts a ciphertext M3 that was not output from a matching
partner session πs

i . Specifically, we initialise an INT-CTXT challenger that is queried
whenever C needs to encrypt or decrypt with ki. The abort event only triggers if A can
produce a valid ciphertext, and we can submit the valid ciphertext to the AEchallenger
to break the INT-CTXT security of the AE scheme. Since ki is uniformly random and
cannot be leaked to A, this replacement is sound. Thus, any A that triggers this abort
event can be used to break the INT-CTXT security of AE, as formalised in Def.6. Thus:
AdvGA2.1

≤ AdvGA2.2
+ AdvINT−CTXT

AE (A).

Game A2.3: Here we introduce a similar abort event that triggers if πt
CN accepts

a ciphertext ACK that was not output from a matching partner session πs
i . The

changes introduced to Game A2.3 follow from Game A2.2, and thus introduces no new
advantage for A. Thus: AdvGA2.2

≤ AdvGA2.3
.

Game A2.4: In this game, the πt
CN only accepts M3 and ACK from an honest matching

partner. Thus, summing the probabilities we find that the A has a negligible advantage
in winning the MA-security experiment.: AdvGA2.4

= 0

4.3.1.2 MA-security of Intra-region Handover

Here we present our formal analysis and results for the MA-security of the intra-region han-
dover (IRH) protocol.

Theorem 2 MA-security of Intra-region Handover. The intra-region handover protocol
depicted in Figure 4.3 is MA-secure under the cleanness predicate defined in Def.27. For any
PPT algorithm A against the MA experiment, AdvMA,clean

Π,nP ,nS ,A(λ) is negligible assuming the
EUFCMA security of SanSig, INT-CTXT security of AE, the KDF security of KDF and the
DDH assumption.
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Proof : First, we recall that in order to win the MA security experiment, that A cannot
issue a CorruptLTK(i) query before a session πs

i accepts such that C terminate the game
and outputs 1, nor can it issue a StateReveal(i, s), nor a StateReveal(HgNB, s) query
(where πs′

HgNB received messages from πs
i ).

Here we divide the games into two cases: the first where the UE accepts messages mB1

and mB3 without an honest matching HgNB partner. The second case is when the HgNB
accepts a message (mB2) without an honest matching UE partner. It is clear that:

AdvMA,clean,IRH
Π,nP ,nS ,A (λ) ≤ AdvMA,clean,C1

Π,nP ,nS ,A (λ) + AdvMA,clean,C2
Π,nP ,nS ,A (λ).

Case 1: In this case, we assume that there exists the first session to accept without
a matching partner is a UE. We choose the first session because if we can prove that an
adversary A has a negligible opportunity of making some first session to accept without
a matching partner, it must follow that A cannot cause any session to accept without a
matching partner. Here we provide the security analysis through a series of game-based
reductions:

Game B1.0: This mutual authentication experiment is adapted from the original defi-
nition presented in Def.24 of Chapter 2: AdvMA,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvGB1.0
.

Game B1.1: Here we introduce an abort event, where the challenger aborts if A pro-
duces a valid signature σ that verifies under pkCN

sig &pkHgNB
san . At the beginning of this

game, we initialize a SanSig challenger that outputs pkCsig&pkCsan, which we embed
into CN and HgNB. Then every time CN or HgNB needs to generate a signature,
we query SanSig.Sign to sign a message m. Next, we define the abort event that oc-
curs whenever A produces a valid signature. Thus, the probability that A wins is
bounded by the EUFCMA security of SanSig, as formalised in Def.17: AdvGB1.0

≤
AdvGB1.1

+ AdvEUFCMA
SanSig (A).

Game B1.2: In this game, we guess the first session πs
i to accept without a matching

partner, such that πi.role = UE. Since there are nP parties running at most nS sessions,
the probability of session πs

i accepts without a matching partner is: AdvGB1.1
≤ nP ·

nS ·AdvGB1.2
.

Game B1.3: Here we introduce another abort event. That is triggered if A sends a
Diffie-Hellman public keyshare gh to the session πs

i , i.e. session πs
i receives gh that

is not from an honest HgNB. Since this requires a signature over gh, and by Game
B1.2 we abort if A generates a valid signature over any message m, it follows that:
AdvGB1.2

≤ AdvGB1.3
.

Game B1.4: In this game, we replace gh, gru and ghru computed honestly in the pro-
tocol execution with ga, gb, gc respectively, from DDH challenger. By the definition of
Decisional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and inde-
pendent of the protocol execution. Thus the adversary cannot distinguish Game B1.3

from Game B1.4 without breaking DDH, which adds additional advantage bound by
the DDH assumption, as formalised in Def.10: AdvGB1.3

≤ AdvBA1.4
+ AdvDDH

DDH (A).
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Game B1.5: In this game the challenger replaces the encryption and session keys
ski, sk

′
i with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger.

Since ski, sk
′
i ← KDF(gc) and by Game B1.4 gc is already uniformly random and

independent, this change is sound and introduces additional advantage bound by the
KDF security, as formalised in Def.2. Thus: AdvGB1.4

≤ AdvGB1.5
+ AdvKDF

KDF (A).

Game B1.6: In this game, we introduce an abort event that occurs if πs
i decrypts a

valid ciphertext keyed by ˆski. Specifically, we initialise an AE challenger that is queried
whenever the challenger needs to encrypt or decrypt with ski. The abort event only
triggers if A can produce a valid ciphertext, and we can submit the valid ciphertext
to the AE challenger to break the security of the security of the AE scheme. By
Game B1.5, this replacement is sound and adds advantage bound by the AE security
of the symmetric encryption scheme, as formalised in Def.6. This implies: AdvGB1.5

≤
AdvGB1.6

+ AdvINT−CTXT
AE (A).

Game B1.7: In this game, the session πs
i will only accepts mB1 and mB3 from an

honest HgNB. Knowing that A cannot produce a valid ciphertext from Game B1.6,
and A cannot produce a valid signature from Game B1.1. Thus the advantage of A in
winning the MA security experiment is negligible.: AdvGB1.7

= 0.

Case 2: In this case, we assume that there is a session where HgNB accepts a message
(mB2) without a matching partner. Here we provide the security analysis through a series of
game-based reductions:

Game B2.0: This mutual authentication experiment is adapted from the original defi-
nition presented in Def.24 of Chapter 2: AdvMA,clean,C2

Π,nP ,nS ,A (λ) ≤ AdvGB2.0
.

Game B2.1: Here we introduce an abort event, where the challenger aborts if A pro-
duces a valid signature σ that verifies under pkUsig&pkUsan. At the beginning of this

game, we initialize a SanSig challenger that outputs pkCsig&pkCsan, which we embed into
UE. Then every time UE needs to generate a signature, we query SanSig.Sign to sign a
message m. Next, we define the abort event that occurs whenever A produces a valid
signature. Thus, the probability that A wins is bounded by the EUFCMA security of
SanSig, as formalised in Def.17. Thus: AdvGB1.0

≤ AdvGB1.1
+ AdvEUFCMA

SanSig (A).

Game B2.2 : In this game, we guess i such that the first HgNB session that accepts
without a matching partner sets πs

HgNB.pid = UEi, introducing a factor of nP and nS

in A’s advantage: AdvGB2.0
≤ nP · nS ·AdvGB2.1

.

Game B2.3: Here we introduce another abort event. That is triggers if A sends a public
key shared gru to the session πs

i , i.e. session πs
i receives gru that is not from an honest

UE. Since this requires a signature over gru , and by Game B2.1 we abort if A generates
a valid signature over any message m, it follows that: Thus: AdvGB2.2

≤ AdvGB2.3
.

Game B2.4: In this game, we replace gh, gru and ghru computed honestly in the protocol
execution with ga, gb, gc respectively, from DDH challenger. By the definition of Deci-
sional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and independent
of the protocol execution. Thus the adversary cannot distinguish Game B2.3 from Game
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B2.4 without breaking DDH, which adds additional advantage bound by the DDH as-
sumption, as formalised in Def.10. Thus: AdvGB2.3

≤ AdvGB2.4
+ AdvDDH

DDH (A).

Game B2.5: In this game the challenger replaces the encryption and session keys
ski, sk

′
i with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger.

Since ski, sk
′
i ← KDF(gc) and by Game B2.4 gc is already uniformly random and

independent, this change is sound and introduces additional advantage bound by the
KDF security, as formalised in Def.2. Thus: AdvGB2.4

≤ AdvGB2.5
+ AdvKDF

KDF (A).

Game B2.6: In this game, we introduce an abort event that occurs if πs
i decrypts a

valid ciphertext keyed by ˆski. Specifically, we initialise an AE challenger that is queried
whenever the challenger needs to encrypt or decrypt with sk′i. The abort event only
triggers if A can produce a valid ciphertext, and we can submit the valid ciphertext
to the AE challenger to break the security of the security of the AE scheme. By
Game B2.5 this replacement is sound and adds advantage bound by the AE security
of the symmetric encryption scheme, as formalised in Def.6. This implies: AdvGB2.5

≤
AdvGB2.6

+ AdvINT−CTXT
AE (A).

Game B2.7: In this game, the session πs
i will only accepts mB2 from an honest UE.

Knowing that A cannot produce a valid ciphertext from Game B2.6, and A cannot
produce a valid signature from Game B2.1. Thus the advantage of A in winning the
MA security experiment is negligible: AdvGB2.7

= 0.

4.3.1.3 MA-security of Inter-region Handover

Here, we present our formal analysis and results for the MA-security of the inter-region
handover (ERH) protocol.

Theorem 3 MA-security of Inter-region Handover. The inter-region handover protocol
depicted in Figure 4.4 is MA-secure under the cleanness predicate defined in Def.27. For any
PPT algorithm A against the MA experiment, AdvMA,clean

Π,nP ,nS ,A(λ) is negligible assuming the
EUFCMA security of SanSig, INT-CTXT security of AE, the KDF security of KDF and the
DDH assumption.

Proof : First, we recall that in order to win the MA security experiment, that A cannot
issue a CorruptLTK(i) query before a session πs

i accepts such that C terminate the game
and outputs 1, nor can it issue a StateReveal(i, s), nor a StateReveal(HgNB, s) query
(where πs′

HgNB received messages from πs
i ).

Here we divide the games into two cases: the first where the UE accepts messages mC1

and mC4 without an honest matching gNB partner. The second case is when the HgNB
accepts a message mC2 without an honest matching UE partner.It is clear that:

AdvMA,clean,ERH
Π,nP ,nS ,A (λ) ≤ AdvMA,clean,C1

Π,nP ,nS ,A (λ) + AdvMA,clean,C2
Π,nP ,nS ,A (λ).

Case 1: In this case, we assume that there exists the first session to accept without
a matching partner is a UE. We choose the first session because if we can prove that an
adversary A has a negligible opportunity of making some first session to accept without
a matching partner, it must follow that A cannot cause any session to accept without a
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matching partner. Here we provide the security analysis through a series of game-based
reductions:

Game C1.0: This is the original mutual authentication experiment defined in Def.24
of Chapter 2: AdvMA,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvGC1.0
.

Game C1.1: Here we introduce an abort event, where the challenger aborts if A pro-
duces a valid signature σ that verifies under pkCN

sig &pkHgNB
san or pkCN

sig &pkgNB
san . At the be-

ginning of this game, we initialize a pair of SanSig challengers that output pkCsig&pkCsan,
which we embed into CN, HgNB and gNB. Then every time CN, HgNB or gNB needs
to generate a signature, we query SanSig.Sign to sign a message m. Next, we define the
abort event that occurs whenever A produces a valid signature. Thus, the probability
that A wins is bounded by the EUFCMA security of SanSig, as formalised in Def.17.
Thus: AdvGC1.0

≤ AdvGC1.1
+ 2 ·AdvEUFCMA

SanSig (A).

Game C1.2: In this game, we guess the first session πs
i to accept without a matching

partner, such that πi.role = UE. Since there are nP parties running at most nS sessions,
the probability of session πs

i accepts without a matching partner is: AdvGC1.1
≤ nP ·

nS ·AdvGC1.2
.

Game C1.3: Here we introduce another abort event. That is triggers if A sends a
Diffie-Hellman public key share gh to the session πs

i , i.e. session πs
i receives gh that

is not from an honest HgNB. Since this requires a signature over gh, and by Game
C1.2 we abort if A generates a valid signature over any message m, it follows that:
AdvGC1.2

≤ AdvGC1.3
.

Game C1.4: In this game, we replace gh, gru and ghru computed honestly in the
protocol execution with ga, gb, gc respectively, from DDH challenger. By the def-
inition of Decisional Diffie-Hellman, a, b, c are sampled uniformly at random from
Zq, and independent of the protocol execution. Thus the adversary cannot distin-
guish Game C1.3 from Game C1.4 without breaking DDH, which adds additional ad-
vantage bound by the DDH assumption, as formalised in Def.10. it follows that:
AdvGC1.3

≤ AdvGC1.4
+ AdvDDH

DDH (A).

Game C1.5: In this game the challenger replaces the encryption and session keys
ski, sk

′
i with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger.

Since ski, sk
′
i ← KDF(gc) and by Game C1.4 gc is already uniformly random and

independent, this change is sound and introduces additional advantage bound by the
KDF security, as formalised in Def.2. Thus: AdvGC1.4

≤ AdvGC1.5
+ AdvKDF

KDF (A).

Game C1.6: In this game, we introduce an abort event that occurs if πs
i decrypts a

valid ciphertext keyed by ˆski. Specifically, we initialise an AE challenger that is queried
whenever the challenger needs to encrypt or decrypt with ski. The abort event only
triggers if A can produce a valid ciphertext, and we can submit the valid ciphertext
to the AE challenger to break the security of the security of the AE scheme. By
Game C1.5 this replacement is sound and adds advantage bound by the AE security
of the symmetric encryption scheme, as formalised in Def.6. This implies: AdvGC1.5

≤
AdvGC1.6

+ AdvINT−CTXT
AE (A).
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Game C1.7: In this game, the session πi will only accepts mC1 and mC4 from an
honest HgNB. Knowing that A cannot produce a valid ciphertext from Game C1.6,
and A cannot produce a valid signature from Game C1.1. Thus the advantage of A in
winning the MA security experiment is negligible: AdvGC1.7

= 0.

Case 2: In this case, we assume that there is a session where gNB accepts the message
mC2 without a matching partner. Here we provide the security analysis through a series of
game-based reductions:

Game C2.0: This is the original mutual authentication defined in Def.24 of Chapter 2:
AdvMA,clean,C2

Π,nP ,nS ,A (λ) ≤ AdvGC2.0
.

Game C2.1: Here we introduce an abort event, where the challenger aborts if A pro-
duces a valid signature σ that verifies under pkCN

sig &pkHgNB
san . At the beginning of this

game, we initialize a SanSig challenger that outputs pkCsig&pkCsan, which we embed
into CN and HgNB. Then every time CN or HgNB needs to generate a signature,
we query SanSig.Sign to sign a message m. Next, we define the abort event that oc-
curs whenever A produces a valid signature. Thus, the probability that A wins is
bounded by the EUFCMA security of SanSig, as formalised in Def.17. This implies::
AdvGC1.0

≤ AdvGC1.1
+ AdvEUFCMA

SanSig (A).

Game C2.2 : In this game, we guess i such that the first gNB session that accepts
without a matching partner sets πs

gNB.pid = UEi, introducing a factor of nP and nS in
A’s advantage: AdvGC2.0

≤ nP · nS ·AdvGC2.1
.

Game C2.3: Here we introduce another abort event. That is triggers if A sends a Diffie-
Hellman public keyshare gru to the session πs

i , i.e. session πs
i receives gru that is not from

an honest UE. Since this requires a signature over gru , and by Game C2.1 we abort if A
generates a valid signature over any message m, it follows that:AdvGC2.2

≤ AdvGC2.3
.

Game C2.4: In this game, we replace gh, gru and ghru computed honestly in the protocol
execution with ga, gb, gc respectively, from DDH challenger. By the definition of Deci-
sional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and independent
of the protocol execution. Thus the adversary cannot distinguish Game C1.3 from Game
C1.4 without breaking DDH, which adds additional advantage bound by the DDH as-
sumption, as formalised in Def.10. This implies: AdvGC2.3

≤ AdvGC2.4
+AdvDDH

DDH (A).

Game C2.5: In this game the challenger replaces the encryption and session keys
ski, sk

′
i with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger.

Since ski, sk
′
i ← KDF(gc) and by Game C2.4 gc is already uniformly random and

independent, this change is sound and introduces additional advantage bound by the
KDF security, as formalised in Def.2. Thus: AdvGC2.4

≤ AdvGC2.5
+ AdvKDF

KDF (A).

Game C2.6: In this game, we introduce an abort event that occurs if πs
i decrypts a

valid ciphertext keyed by ˆski. Specifically, we initialise an AE challenger that is queried
whenever the challenger needs to encrypt or decrypt with ski. The abort event only
triggers if A can produce a valid ciphertext, and we can submit the valid ciphertext
to the AE challenger to break the security of the security of the AE scheme. By
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Game C2.5 this replacement is sound and adds advantage bound by the AE security
of the symmetric encryption scheme, as formalised in Def.6. This implies: AdvGC2.5

≤
AdvGC2.6

+ AdvINT−CTXT
AE (A).

Game C2.7: In this game, the session πi will only accepts mC2 from an honest UE.
Knowing that A cannot produce a valid ciphertext from Game C2.6, and A cannot
produce a valid signature from Game C2.1. Thus the advantage of A in winning the
MA security experiment is negligible: AdvGC2.7

= 0

4.3.2 Unlinkability Security

In this section, we analyse the unlinkability (Unlink) security of our proposed scheme, demon-
strating that they achieve unlinkability security. We build upon the general Unlink-security
model introduced in Chapter 2, Section 2.3.4. A protocol Π is Unlink-secure, if there exist
no PPT algorithms A that can win the Unlink security game with non-negligible advan-
tage. Here, we specify the adversary capabilities and cleanness predicate for our particular
protocols.

Adversary Queries In addition to the Create, CorruptLTK, Send and StateReveal
queries listed in Section 4.3.1, we define two additional queries: Test, which allows the
adversary to initialise one of two sessions (depending on a bit b sampled by the challenger),
and SendTest, which allows the adversary to interact with that session without revealing
which party owns it.

• Test(s,i,s’,i’) → m: allows A to begin a new session πb, where (π0 = πs
i ) or (π1 = πs′

i′ ),
where b is sampled by C, and both πs

i and πs′
i′ are clean. Test query is only allowed to

be issued by A if πb.α ̸= in− progress and Send queries to sessions owned by UEi or
UEi′ are only allowed to be issued by A until πb has rejected or accepted the experiment
execution.

• SendTest(m)→ (m′): allows A to send a message m to πb after issuing Test. The C
returns a ⊥ if πb.α ̸= in− progress.

Cleanness Predicate. It is important to note that it is trivial for A to determine
which of UEi or UEi′ owns session πb if the A has compromised the long-term key. To
mitigate this type of attack, we introduce a cleanness predicate, which ensures that the
adversary is prohibited from issuing a CorruptLTK or StateReveal queries before the
session’s acceptance.

Definition 28 (Cleanness predicate) A session πs
i in the Unlink experiment, described

in Section 2.3.4, is clean if CorruptLTK(i) or CorruptLTK(i′) was not issued before
πb.α = accepted, and StateReveal(i, s), StateReveal(i′, s′) was not issued and for all s′

such that πs′
CN.msgr = πb.msgs, StateReveal(CN, s′) was not issued.

4.3.2.1 Unlink-security of Initial Authentication protocol

Here we present our formal analysis and results for the Unlink-security of the initial authen-
tication protocol.
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Theorem 4 Unlink-security of Initial Authentication. The initial authentication pro-
tocol depicted in Figure 4.2 is unlinkable under the cleanness predicate defined in Def.28. For
any PPT algorithm A against the Unlink experiment, AdvUnlink,clean

Π,nP ,nS ,A (λ) is negligible assum-
ing the EUFCMA security of SanSig, IND-CPA security of AE, the KDF security of KDF and
the DDH assumption.

Proof : First, we recall that in order to win the MA security experiment, that A cannot
issue a CorruptLTK(i) query before a session πs

i accepts such that C terminate the game
and outputs 1, nor can it issue a StateReveal(i, s), nor a StateReveal(CN, s) query (where
πs′
CN received messages from πs

i ). Below we proceed via a sequence of games. We bound the
adversary advantage difference of winning these games with the underlying cryptographic
assumptions till the adversary reaches a game where the advantage of that game equals 0,
which shows that adversary A cannot win. Here we provide the security analysis through a
series of game-based reductions:

Game A0: This is the original unlinkability experiment defined in Def.26 of Chapter
2: AdvUnlink,clean

Π,nP ,nS ,A (λ) ≤ AdvGA0
.

Game A1: Here we introduce an abort event, where the challenger aborts if A pro-
duces a valid signature σ that verifies under pkCN

sig &pkHgNB
san . At the beginning of this

game, we initialize a SanSig challenger which outputs pkCsig&pkCsan, which we embed
into CN and HgNB. Then every time CN or HgNB needs to generate a signature,
we query SanSig.Sign to sign a message m. Next, we define the abort event that oc-
curs whenever A produces a valid signature. Thus, the probability that A wins is
bounded by the EUFCMA security of SanSig, as formalised in Def.17. This implies:
AdvGA0

≤ AdvGA1
+ AdvEUFCMA

SanSig (A).

Game A2: In this game, we guess the first session πs
i to accept without a matching

partner, such that πi.role = UE. We also introduce another abort event that triggers
if A sends a Diffie-Hellman public keyshare gh to the session πs

i , i.e. session πs
i receives

gh that is not from an honest HgNB. Since this requires a signature over gh, and by
Game A1 we abort if A generates a valid signature over any message m, this introduces
no additional bound. Since there are nP parties running at most nS sessions, the
probability of session πs

i accepts without a matching partner is: AdvGA1
≤ nP · nS ·

AdvGA2
.

Game A3: In this game, we replace gh, gru and ghru computed honestly in the protocol
execution with ga, gb, gc respectively, from DDH challenger. By the definition of Deci-
sional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and independent
of the protocol execution. Thus the adversary cannot distinguish Game A3 from Game
A2 without breaking DDH, which adds additional advantage bound by the DDH as-
sumption, as formalised in Def.10. This implies: AdvGA2

≤ AdvGA3
+ AdvDDH

DDH (A).

Game A4: In this game, the challenger replaces the encryption and session keys ski, sk
′
i

with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger. Since
ski, sk

′
i ← KDF(gc) and by Game A3 g

c is already uniformly random and independent,
this change is sound and introduces additional advantage bound by the KDF security,
as formalised in Def.2. Thus: AdvGA3

≤ AdvGA4
+ AdvKDF

KDF (A).
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Game A5: In this game, we replace the computation of the ciphertext c = Enc(ski,MA0

∥TID) with ĉ = Enc( ˆski, rand), where rand
$← {0, 1}L and L = |MA0∥TID |, and the

computation of the ciphertext c∗ = Enc(ski,M
∗
A0
∥TID

∗) with ĉ∗ = Enc( ˆski, rand
∗)

where rand∗
$← {0, 1}L∗

and L∗ = |M∗
A0
∥TID

∗|. We do so by interacting with an AE

challenger whenever ˆski is used by the challenger to encrypt a message, and issuing
either an Enc oracle call (MA0∥TID , rand) or (M∗

A0
∥TID

∗, rand∗). Note that if the bit b
sampled by AE is 0, then we are in Game A4, and otherwise we are in Game A5. Since
ˆski is uniformly random and independent, this change is sound, and adds advantage

bound by the AE security of the symmetric encryption scheme, as formalised in Def.6.
This implies: AdvGA4

≤ AdvGA5
+ AdvIND−CPA

AE (A).

Game A6: In this game we highlight that the channel between the HgNB and the
gNB is assumed to be secure, thus A cannot compromise any underlying plaintext sent
between HgNB and gNB, and all messages sent to and from πb are random strings that
are independent of the bit b sampled by the challenger. Thus it follows that A has no
advantage in guessing the bit b : AdvGA6

= 0.

4.3.2.2 Unlink-security of Intra-region Handover

Here, we present our formal analysis and results for the Unlink-security of the intra-region
handover protocol.

Theorem 5 Unlink-security of Intra-region Handover. The intra-region handover pro-
tocol depicted in Figure 4.3 is unlinkable under the cleanness predicate defined in Def.28. For
any PPT algorithm A against the Unlink experiment, AdvUnlink,clean

Π,nP ,nS ,A (λ) is negligible assum-
ing the EUFCMA security of SanSig, IND-CPA security of AE, the KDF security of KDF
and the DDH assumption.

Proof : First, we recall that in order to win the MA security experiment, that A cannot
issue a CorruptLTK(i) query before a session πs

i accepts such that C terminate the game and
outputs 1, nor can it issue a StateReveal(i, s), nor a StateReveal(HgNB, s) query (where
πs′
HgNB received messages from πs

i ). Next, we proceed via a sequence of games. We bound
the adversary advantage difference of winning these games with the underlying cryptographic
assumptions till the adversary reaches a game where the advantage of that game equals 0,
which shows that adversary A cannot win.

Game B0: This is the original unlinkability experiment defined in Def.26 of Chapter
2: AdvUnlink,clean

Π,nP ,nS ,A (λ) ≤ AdvGB0
.

Game B1: Here we introduce an abort event, where the challenger aborts if A pro-
duces a valid signature σ that verifies under pkCN

sig &pkHgNB
san . At the beginning of this

game, we initialize a SanSig challenger which outputs pkCsig&pkCsan, which we embed
into CN and HgNB. Then every time CN or HgNB needs to generate a signature,
we query SanSig.Sign to sign a message m. Next, we define the abort event that oc-
curs whenever A produces a valid signature. Thus, the probability that A wins is
bounded by the EUFCMA security of SanSig, as formalised in Def.17. This implies:
AdvGB0

≤ AdvGB1
+ AdvEUFCMA

SanSig (A).
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Game B2: In this game, we guess the first session πs
i to accept without a matching

partner, such that πi.role = UE. We also introduce another abort event that triggers
if A sends a Diffie-Hellman public keyshare gh to the session πs

i , i.e. session πs
i receives

gh that is not from an honest HgNB. Since this requires a signature over gh, and by
Game B1 we abort if A generates a valid signature over any message m, this introduces
no additional bound. Since there are nP parties running at most nS sessions, the
probability of session πs

i accepts without a matching partner is: AdvGB1
≤ nP · nS ·

AdvGB2
.

Game B3: In this game, we replace gh, gru and ghru computed honestly in the protocol
execution with ga, gb, gc respectively, from DDH challenger. By the definition of Deci-
sional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and independent
of the protocol execution. Thus the adversary cannot distinguish Game B3 from Game
B2 without breaking DDH, which adds additional advantage bound by the DDH as-
sumption, as formalised in Def.10. This implies: AdvGB2

≤ AdvGB3
+ AdvDDH

DDH (A).

Game B4: In this game the challenger replaces the encryption and session keys ski, sk
′
i

with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger. Since
ski, sk

′
i ← KDF(gc) and by Game B3 g

c is already uniformly random and independent,
this change is sound and introduces additional advantage bound by the KDF security,
as formalised in Def.2. Thus: AdvGB3

≤ AdvGB4
+ AdvKDF

KDF (A).

Game B5: In this game, we replace the computation of the ciphertext c = Enc(ski,

CU∥σU∥ωU∥v) with ĉ = Enc( ˆski, rand), where rand
$← {0, 1}L and L = |CU∥σU∥ωU∥v|,

and the computation of the ciphertext c∗ = Enc(ski,C∗
U∥σ∗

U∥ω∗
U∥v∗) with ĉ∗ = Enc( ˆski, rand

∗)

where rand∗
$← {0, 1}L∗

and L∗ = |C∗
U∥σ∗

U∥ω∗
U∥v∗|. We do so by interacting with an

AE challenger whenever ˆski is used by the challenger to encrypt a message, and issuing
either an Enc oracle call (CU∥σU∥ωU∥v, rand) or (C∗

U∥σ∗
U∥ω∗

U∥v∗, rand∗). Note that if
the bit b sampled by AE is 0, then we are in Game B4, and otherwise we are in Game
B5. Since ˆski is uniformly random and independent, this change is sound, and adds
advantage bound by the AE security of the symmetric encryption scheme, as formalised
in Def.6. This implies: AdvGB4

≤ AdvGB5
+ AdvIND−CPA

AE (A).

Game B6: In this game we highlight that the channel between the HgNB and the
gNB is assumed to be secure, thus A cannot compromise any underlying plaintext sent
between HgNB and gNB, and all messages sent to and from πb are uniformly random
and independent of the bit b sampled by the challenger. Thus it follows that A has no
advantage in guessing the bit b : AdvGB6

= 0.

4.3.2.3 Unlink-security of Inter-region Handover

Here, we present our formal analysis and results for the Unlink-security of the inter-region
handover protocol.

Theorem 6 Unlink-security of Inter-region Handover. The inter-region handover pro-
tocol depicted in Figure 4.4 is unlinkable under the cleanness predicate defined in Def.28. For
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any PPT algorithm A against the Unlink experiment, AdvUnlink,clean
Π,nP ,nS ,A (λ) is negligible assum-

ing the EUFCMA security of SanSig, IND-CPA security of AE, the KDF security of KDF
and the DDH assumption.

Proof : First, we recall that in order to win the Unlink-security experiment, that A cannot
issue a CorruptLTK(i) query before a session πs

i accepts such that C terminate the game
and outputs 1, nor can it issue a StateReveal(i, s), nor a StateReveal(HgNB, s) query
(where πs′

HgNB received messages from πs
i ). As before, we proceed via a sequence of games.

Game C0: This is the original unlinkability experiment defined in Def.26 of Chapter
2: AdvUnlink,clean

Π,nP ,nS ,A (λ) ≤ AdvGC0
.

Game C1: In this game, we introduce an abort event, where the challenger aborts
if A produces a valid signature σ that verifies under hpkCN

sig and pkHgNB
san or gpkCN

sig

and pkgNB
san . At the beginning of this game, we initialise a pair of SanSig challengers

which output pkCsig and pkCsan, which we embed into CN, HgNB and gNB. Then every
time CN, HgNB or gNB needs to generate a signature, we query SanSig.Sign to sign
a message m. Now, we trigger the abort event that occurs whenever A produces a
valid signature. Thus, the probability that A triggers the abort event is bounded by
the EUFCMA security of SanSig, as formalised in Def.17. This implies: AdvGC0

≤
AdvGC1

+ 2 ·AdvEUFCMA
SanSig (A).

Game C2: In this game, we guess the first session πs
i to accept without a matching

partner, such that πs
i .role = UE. We also introduce another abort event that triggers

if A sends a Diffie-Hellman public key share gh to the session πs
i , i.e. session πs

i receives
gh that is not from an honest HgNB. Since this requires a signature over gh, and by
Game C1 we abort if A generates a valid signature over any message m, this introduces
no additional bound. Since there are nP parties running at most nS sessions, this
introduces the following bound: AdvGC1

≤ nP · nS ·AdvGC2
.

Game C3: In this game, we replace gh, gru and ghru computed honestly in the proto-
col execution with ga, gb, gc respectively, from a DDH challenger. By the definition of
Decisional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and inde-
pendent of the protocol execution. Thus any A that can distinguish Game C2 from
Game C3 can break the DDH assumption, as formalised in Def.10. Thus it follows
that: AdvGC2

≤ AdvGC3
+ AdvDDH

DDH (A).

Game C4: In this game, the challenger replaces the session and encryption keys ski, ks
with uniformly random values ˆski, k̂s by interacting with a KDF challenger. Since
ski, ks ← KDF(gc) and by Game C3 gc is already uniformly random and independent,
this change is sound. Any A that can distinguish Game C3 from Game C4 can be
used to break KDF security, as formalised in Def.2. Thus: AdvGC3

≤ AdvGC4
+

AdvKDF
KDF (A).

Game C5: In this game, we replace the computation of the ciphertext c = Enc(ski,CU

∥σU∥ωU∥v) with ĉ = Enc( ˆski, rand), where rand
$← {0, 1}L and L = |CU∥σU∥ωU∥v|,

and the computation of the ciphertext c∗ = Enc(ski,C∗
U∥σ∗

U∥ω∗
U∥v∗) with ĉ∗ = Enc( ˆski, rand

∗)
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where rand∗
$← {0, 1}L∗

and L∗ = |C∗
U∥σ∗

U∥ω∗
U∥v∗|. We do so by interacting with an

encryption challenger whenever ˆski is used by the challenger to encrypt a message, and
issuing either an Enc oracle call (CU∥σU∥ωU∥v, rand) or (C∗

U∥σ∗
U∥ω∗

U∥v∗, rand∗). Note
that if the bit b sampled by the challenger is 0, then we are in Game C4, and otherwise
we are in Game C5. Since ˆski is (by Game C5) uniformly random and independent,
this change is sound. Any adversary A that can distinguish between Game C4 and
Game C5 can be used to break the security of AE, as formalised in Def.6. This implies:
AdvGC4

≤ AdvGC5
+ AdvIND−CPA

AE (A).

GameC6: In this game, we highlight that the channel between the HgNB and the
gNB is assumed to be secure, thus A cannot compromise any underlying plaintext
sent between HgNB&gNB, and all messages sent to and from πb are uniformly random
and independent of the bit b sampled by the challenger. Thus it follows that A has
no advantage in guessing the bit b, and summing the probabilities A has a negligible
advantage in winning the Unlink game. Thus:AdvGC6

= 0

4.3.3 Key Indistinguishability Security

In this section, we analyse the key indistinguishability (KIND) security of our proposed
scheme, demonstrating that they achieve KIND-security. We build upon the general KIND-
security model introduced in Chapter 2, Section 2.3.3. Recall that in the KIND-security
game, an adversary A attempts to distinguish between a real session key and a random key
with a non-negligible advantage. Here, we define the following specific adversary query and
cleanness predicate:

Adversary Queries. In addition to the Create, Send, CorruptLTK and StateReveal
queries listed in Section 4.3.1, we define one additional query Test that allows the adversary
A to either the real key derived by a clean session during the execution of the KIND experi-
ment, or a random key sampled from the same distribution (depending on the challenge bit
b).

• Test(i, s) → m: When C receives a Test query, if Test has already been issued,
πs
i .α = accepted, or πs

i is not clean, then C returns ⊥. Otherwise, C sets k0 ← πs
i .k,

and k1
$← {0, 1}λ, and returns kb to A (where b was sampled by C at the beginning of

the experiment).

Cleanness Predicate. Here, it is important to note that distinguishing a real session
key becomes trivial for the A if they have compromised the long-term key, as the adversary
can generate valid session keys using the compromised key. To mitigate this type of attack, we
introduce a cleanness predicate, which ensures that the adversary is prevented from issuing
a CorruptLTK or StateReveal query before the session’s acceptance.

Definition 29 (Cleanness predicate) A session πs
i in the KIND experiment, described in

Section 2.3.3, is clean if CorruptLTK(i) was not issued before πs
i .α = accepted, and

StateReveal(i, s) was not issued and for all j, s′ such that πs′
j .msgr = πs

i .msgs, StateReveal(j, s′)
was not issued.
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4.3.3.1 KIND-security of Initial Authentication protocol

Here, we present our formal analysis and results for the KIND-security of the initial authen-
tication protocol.

Theorem 7 KIND-security of Initial Authentication. The initial authentication pro-
tocol depicted in Figure 4.2 achieves KIND-security under the cleanness predicate defined in
Def.29. For any PPT algorithm A against the KIND experiment, AdvKIND,clean

Π,nP ,nS ,A (λ) is neg-
ligible assuming the EUFCMA security of SanSig, the KDF security of KDF and the DDH
assumption.

Proof : We proceed via a sequence of games. We bound the adversary advantage dif-
ference of winning these games with the underlying cryptographic assumptions until the
adversary reaches a game where the advantage of that game equals 0, which shows that
adversary A cannot win.

Game A0: This is the original Key Indistinguishability experiment defined in Def.25
of Chapter 2: ExpKIND,clean

Π,nP ,nS ,A (λ) ≤ AdvGA0
.

Game A1: In this game, we introduce an abort event that triggers if C guesses a session
πs∗
i∗ and A issues a Test query to a session πs

i where i ̸= i∗ and s ̸= s∗. This gives us
at most (nS · nP ) UEs sessions, with probability at least:AdvGA0

≤ nS · nP ·AdvGA1
.

Game A2: Here, we introduce a new abort event, if the test session πs
i accepts any

message from a non-honest CN / UE. This exactly matches the MA-experiment, where
the A attempts to inject messages from CN or UE. Thus, this game is bounded by the
probability of A breaking the MA-security of the Initial authentication protocol, and
thus: AdvGA1

≤ AdvMA,clean
Π,nP ,nS ,A(λ) + AdvGA2

Game A3: In this game, we replace gh, gru and ghru computed honestly in the protocol
execution with ga, gb, gc respectively, from DDH challenger. By the definition of Deci-
sional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and independent
of the protocol execution. Thus the adversary cannot distinguish Game A3 from Game
A2 without breaking DDH, which adds additional advantage bound by the DDH as-
sumption, as formalised in Def.10. This implies: AdvGA2

≤ AdvGA3
+ AdvDDH

DDH (A).

Game A4: In this game the challenger replaces the encryption and session keys ski, sk
′
i

with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger. Since
ski, sk

′
i ← KDF(gc) and by Game A3 g

c is already uniformly random and independent,
this change is sound and introduces additional advantage bound by the KDF security,
as formalised in Def.2. Thus: AdvGA3

≤ AdvGA4
+ AdvKDF

KDF (A).

Game A5: Here we emphasise that as a result of these changes, the session key ˆsk′i is
now uniformly random and independent of the protocol execution regardless of the bit
b sampled by C, thus A has no advantage in guessing the bit b: AdvGA5

= 0.
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4.3.3.2 KIND-security of Intra-region Handover

Here, we present our formal analysis and results for the KIND-security of the intra-region
handover protocol.

Theorem 8 KIND-security of Intra-region Handover. The intra-region handover pro-
tocol described in Figure 4.3 is KIND-secure under the cleanness predicate defined in Def.32.
For any PPT algorithm A against the KIND experiment, AdvKIND,clean

Π,nP ,nS ,A (λ) is negligible as-
suming the EUFCMA security of SanSig, the KDF security of KDF and the DDH assumption.

Proof : We proceed via a sequence of games. We bound the adversary advantage dif-
ference of winning these games with the underlying cryptographic assumptions until the
adversary reaches a game where the advantage of that game equals 0, which shows that
adversary A cannot win.

Game B0: This is the original KIND experiment defined in Def.25 of Chapter 2:
ExpKIND,clean

Π,nP ,nS ,A (λ) ≤ AdvGB0
.

Game B1: In this game, we introduce an abort event that triggers if C guesses a session
πs∗
i∗ and A issues a Test query to a session πs

i where i ̸= i∗ and s ̸= s∗. Since there are
at most (nS ·nP ) such sessions, this introduces the bound: AdvGB0

≤ nS ·nP ·AdvGB1
.

Game B2: Here, we introduce a new abort event if the test session πs
i accepts any

message from a non-honest HgNB / UE. This exactly matches the MA-experiment,
where the A attempts to inject messages from HgNB or UE. Thus, this game is bounded
by the probability of A breaking the MA-security of the Intra-region HO protocol, and
thus: AdvGB1

≤ AdvMA,clean
Π,nP ,nS ,A(λ) + AdvGB2

Game B3: In this game, we replace gh, gru and ghru computed honestly in the pro-
tocol execution with ga, gb, gc respectively, from DDH challenger. By the definition
of Decisional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and
independent of the protocol execution. Thus any A that can distinguish Game B2

from Game B3 can break the DDH assumption, as formalised in Def.10. This implies:
AdvGB2

≤ AdvGB3
+ AdvDDH

DDH (A).

Game B4: In this game, the challenger replaces the encryption and session keys ski, ks
with uniformly random values ˆski, k̂s by interacting with a KDF challenger. Since
ski, ks ← KDF(gc) and by Game B3 gc is already uniformly random and independent,
this change is sound. Any A that can distinguish Game B3 from Game B4 can be
used to break KDF security, as formalised in Def.2. Thus: AdvGB3

≤ AdvGB4
+

AdvKDF
KDF (A).

Game B5: We highlight that as a result of these changes, the session key ˆski is now
uniformly random and independent of the protocol execution regardless of the bit b
sampled by C, thus A has no advantage in guessing the bit b: AdvGB5

= 0.
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4.3.3.3 KIND-security of Inter-region Handover

Here we present our formal analysis and results for the KIND-security of the inter-region
handover protocol.

Theorem 9 KIND-security of Inter-region Handover. The inter-region handover pro-
tocol depicted in Figure 4.4 achieves KIND-security under the cleanness predicate defined in
Def.29. For any PPT algorithm A against the KIND experiment, AdvKIND,clean

Π,nP ,nS ,A (λ) is neg-
ligible assuming the EUFCMA security of SanSig the KDF security of KDF and the DDH
assumption.

Proof : Next, we proceed via a sequence of games. We bound the adversary advantage
difference of winning these games with the underlying cryptographic assumptions till the
adversary reaches a game where the advantage of that game equals 0, which shows that
adversary A cannot win.

Game C0: This is the original Key Indistinguishability experiment defined in Def.25
of Chapter 2: ExpKIND,clean

Π,nP ,nS ,A (λ) ≤ AdvGC0
.

Game C1: In this game, we introduce an abort event that triggers if C guesses a session
πs∗
i∗ and A issues a Test query to a session πs

i where i ̸= i∗ and s ̸= s∗. This gives us
at most (nS ·nP ) UEs sessions, with probability at least: AdvGC0

≤ nS ·nP ·AdvGC1
.

Game C2: Here we introduce a new abort event, if the test session πs
i accepts any

message from a non-honest HgNB / UE. This exactly matches the MA-experiment,
where the A attempts to inject messages from HgNB or UE. Thus, this game is bounded
by the probability of A breaking the MA-security of the Inter-region HO protocol, and
thus: AdvGC1

≤ AdvMA,clean
Π,nP ,nS ,A(λ) + AdvGC2

Game C3: In this game, we replace gh, gru and ghru computed honestly in the protocol
execution with ga, gb, gc respectively, from DDH challenger. By the definition of Deci-
sional Diffie-Hellman, a, b, c are sampled uniformly at random from Zq, and independent
of the protocol execution. Thus the adversary cannot distinguish Game C3 from Game
C2 without breaking DDH, which adds additional advantage bound by the DDH as-
sumption, as formalised in Def.10. This implies: AdvGC2

≤ AdvGC3
+ AdvDDH

DDH (A).

Game C4: In this game the challenger replaces the encryption and session keys ski, sk
′
i

with uniformly random values ˆski, ˆsk′i by interacting with a KDF challenger. Since
ski, sk

′
i ← KDF(gc) and by Game C3 gc is already uniformly random and independent,

this change is sound and introduces additional advantage bound by the KDF security,
as formalised in Def.2. Thus: AdvGC3

≤ AdvGC4
+ AdvKDF

KDF (A).

Game C5: Here we emphasise that as a result of these changes, the session key ˆsk′i is
now uniformly random and independent of the protocol execution regardless of the bit
b sampled by C, thus A has no advantage in guessing the bit b: AdvGC5

= 0.
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4.4 Performance Evaluation and Comparison

In this section, we conduct a comprehensive evaluation of the proposed scheme in compari-
son to existing state-of-the-art protocols [4, 37, 71, 69]. Our analysis encompasses three key
aspects: feature set comparison, computational overhead, and communication cost. This mul-
tifaceted approach assesses the scheme’s efficacy and efficiency relative to current standards
in the field.

4.4.1 Security Features Comparison

Our analysis compares the proposed scheme with existing protocols based on the desired se-
curity and privacy features discussed in Chapter 3, Section 3.4.1. These features are crucial
for overcoming several security and privacy issues found in the current version of 5G protocols
and are essential for any AKA and HO protocols in cellular networks. Table 4.2 provides a
comparative analysis of the achieved security and privacy properties in the proposed scheme
against state-of-the-art protocols [4, 37, 71, 69]. This comparison reveals that existing pro-
tocols fail to simultaneously guarantee all required security features, particularly Unlink and
Perfect Forward Secrecy (PFS).

While most previous works achieve mutual authentication and anonymity, some present
challenges in subscriber identification. For instance, LSHA protocol [69] lacks a clear mech-
anism for the system to identify registered subscribers during HO. During the execution of
the HO scheme, the UE does not send any identifier to the system (gNB), and there are no
parameters that can help the system identify the user. Consequently, the system must resort
to trial decryption with all maintained keys to recover the plaintext of the UE, an impractical
and time-consuming process when a gNB may interact with thousands of UE requests.

Among the analysed protocols, only ReHand [37] and our proposed scheme achieve Unlink.
However, ReHand exhibits limitations in other critical areas, notably the absence of secure
inter-region HO support and failure to achieve PFS. Indeed, full PFS achievement is absent in
all previous works examined, including the conventional 5G-AKA protocol, which also lacks
Unlink.

This deficiency in the 5G-AKA protocol has significant implications for schemes utilizing
it for initial authentication. Specifically, RUSH [71] and LSHA [69], both employing the
conventional 5G-AKA protocol in their initial protocol, can only attain partial PFS, which
is denoted by ⊚ in Table 4.2. While these schemes ensure PFS in their HO protocols, their
reliance on the standard 5G-AKA for initial authentication precludes full PFS and Unlink
guarantees in the overall system.

Concerning secure inter-region HO, a key contribution of this study, RUSH [71] stands
as the sole existing protocol among those analysed to support this functionality. However,
RUSH’s implementation necessitates blockchain infrastructure, introducing additional com-
plexity. In contrast, this study presents a method for achieving secure privacy-preserving
inter-region HO without blockchain dependency. Furthermore, RUSH exhibits deficiencies
in Unlink. Its HO preparation phase requires users to broadcast a Chameleon hash value
(CHUE) to neighbouring Access Points (APs). The CHUE value in RUSH remains constant
across sessions for each user. This invariability allows adversaries to track user movements
by correlating this persistent identifier across different access points and times, thus compro-
mising unlinkability and user privacy.
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Table 4.2: Features comparison.

Features MA UA Unlink PFS SRM ERH PM

5G [4] ✓ ✓ ✗ ✗ ✗ ✗ CF

ReHand[37] ✓ ✓ ✓ ✗ ✓ ✗ CF

RUSH [71] ✓ ✓ ✗ ⊚ ✗ ✓ BAN+AVISPA

LSHA [69] ✓ N/P ✗ ⊚ ✗ ✗ BAN+Scyther

Ours ✓ ✓ ✓ ✓ ✓ ✓ CF

MA:Mutual Authentication, UA:User Anonymity,
Unlink:Unlinkability, PFS:Perfect Forward Secrecy, SRM:Secure
Revocation Management, ERH:Secure Inter-region HO supports,
PM: Proof Method, N/P: no information provided, ⊚: Partial

CF: Computational Formal security analysis

Our scheme also incorporates an efficient user revocation mechanism, which is lacking
in some previous works like [71]. While ReHand [37] uses Nyberg’s accumulator based on
symmetric hash functions, our proposed scheme employs an efficient asymmetric-key-based
accumulator, offering better scalability for managing a significant number of users. We pro-
vide comprehensive formal security proof to validate our claims, demonstrating that our
proposed scheme achieves all desirable features. This approach offers more robust validation
compared to the BAN logic, used in RUSH [71] and LSHA [69], which has known weaknesses
in protocol idealization [25] and limitations in proving privacy-related features [60]. Lastly,
our scheme avoids relying on timestamps to prevent replay attacks, eliminating the need for
continuous synchronization of distributed clocks across cells, a challenge in some previous
works like RUSH.

4.4.2 Computational Cost

This section evaluates and compares the performance of the proposed scheme with existing
related works in terms of computational cost. It is assumed that all aggregated network
entities (CN, HgNB, gNB) possess higher computational capabilities than the UE. For a fair
comparison between related existing work and our proposed scheme, we conducted a the-
oretical computation analysis by implementing each cryptographic primitive. Simulations
of these cryptographic operations employed by various schemes (including our proposals)
were conducted on a Dell Inspiron machine with an i7 core, 2.30GHz CPU and 16.0 GB
RAM (operating as the aggregated network entities per the scheme). To measure the com-
putational cost at UE, we employ a smartphone running the Android-10 mobile operating
system, equipped with octa-core 1.8GHz Quad-Core ARM Cortex-A55, 2.7GHz Quad-Core
Mongoose M3 processors and 6GB RAM. Implementing the required cryptographic opera-
tions for our proposed scheme and the related works utilises the Java Cryptography Extension
(JCE) [66] libraries.

Table 4.3 presents the computation cost of the underlying cryptographic primitives, which
serves as the basis for measuring the overall computational cost of the protocols. In imple-
menting sanitizable signatures, we adopted the methodology proposed by [29], employing a
nested RSA signature scheme comprising both outer and inner signature components. This
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Table 4.3: Time costs of cryptography operations.

Notation TUE(ms) TSys(ms) Notation TUE(ms) TSys(ms)

TDH 0.18 0.09 TMAC 0.195 0.071

TSM 1.148 0.235 TH 0.402 0.089

TELG 1.176 0.648 TPRG 0.467 0.1273

TE 0.859 0.340 TAES 0.559 0.385

TS.ver 0.084 0.046 TMod 0.0021 0.001

TS.sign 1.43 0.87 TS.san .705 0.384

TNwit.gen 2.29 1.12 TNwit.ver 4.01 2.23

TKDF 0.063 0.022

TUE : Computational time on user device, TSys: Computational time on system,
TDH : Elliptic Curve Diffie-Hellman operation, TSM : scalar multiplication,

TE : exponentiation operation, TMAC : Massage authentication
operations(Hmac-SHA256), TH : Hash operations(SHA-256), TPRG: Random

number generators, TAES :Symmetric encryption/decryption operations,
TELG: Elgamal Asymmetric encryption/decryption operations, TMod: Modular

operations, TS.sign, TS.san, TS.ver: sanitizable signature, sanitisation and verification
operations, TNwit.gen, TNwit.ver: Non-witness generation and verification

TKDF : Key Derivation Function

framework defines TS.sign as the cumulative time required to generate the inner and outer
signatures. Conversely, TS.san represents the time allocated solely to the outer signature gen-
eration, which aligns with the conceptual sanitisation process. The verification procedure,
denoted by TS.ver, encompasses validating both signature layers. Concerning the accumulator
implementation, we have adopted a simplified variant of the dynamic universal accumulator
scheme proposed by Li, Li, and Xue [50], which is based on RSA cryptographic assumptions.
Appendix A contains the complete code implementation and a snapshot of the output.

The initial authentication computation costs, as presented in Table 4.4, demonstrate
our proposed protocol’s efficiency compared to existing solutions. Our approach exhibits
TUE costs of ≈ 4.72 ms and TSys costs of ≈ 4.832 ms for initial authentication. Whilst
these numbers are slightly higher than some conventional methods, such as the 5G-AKA [4]
protocol (≈ 2.03ms for TUE and ≈ 1.09ms for TSys), they remain competitive within the
broader landscape. Notably, our protocol outperforms RUSH [71] in TUE costs (≈ 8.95ms)
and shows comparable efficiency to ReHand [37] in TUE costs (≈ 3.190ms). This suggests that
our protocol achieves a balanced approach to initial authentication, maintaining competitive
computational costs whilst incorporating enhanced security features.

Regarding handover computation costs, Table 4.5 illustrates the efficiency of our proto-
col across various scenarios. For intra-region handovers, our solution demonstrates notable
performance, with TUE costs of ≈ 1.926ms, surpassing the efficiency of all existing solutions
including conventional methods (≈ 2.366ms). In inter-region scenarios, our protocol exhibits
costs of ≈ 2.010ms for TUE and ≈ 4.53ms for TSys, showing marked improvement over RUSH
[58] (≈ 5.42ms for TUE). Whilst our TSys costs for intra-region handovers (≈ 4.802ms) are
marginally higher than some alternatives, they remain within an acceptable range defined
by ETSI [3] of 1 ms to 100 ms. These figures collectively underscore the computational effi-
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Table 4.4: Performance comparison based on computational cost (Initial authen-
tication).

Protocol Entity Initial authentication
Total time

(ms)

Conventional
5G-AKA[4]

TUE TPRG + TMAC + 3TKDF + TELG ≈ 2.03
TSys TPRG + 1TMAC + 2TH + TELG + 3TKDF ≈ 1.09

ReHand[37]
TUE 2TAES + 4TH + TPRG ≈ 3.190
TSys 3TAES + 5TH + TPRG ≈ 1.75

RUSH[71]
TUE

4TPRG + TMAC + 3TKDF + 3TH + TE

+5TMod + 3TSM + TELG
≈ 8.95

TSys
2TPRG + TMAC + 3TH + TELG

+3TKDF + 2TSM + 3TMod
≈ 1.78

LSHA[69]
TUE TPRG + TMAC + 3TKDF + TELG ≈ 2.03
TSys TPRG + 1TMAC + 2TH + TELG + 3TKDF ≈ 1.09

OURs
TUE 2TS.ver + +2TPRG + TKDF + 6TAES + TDH ≈ 4.72

TSys
3TPRG + TKDF + TS.san + TS.sign

+TNwit.gen + 5TAES + TDH
≈ 4.832

ciency of our protocol in handover scenarios, particularly when considering the comprehensive
security features it offers.

In conclusion, our proposed scheme balances computational efficiency and enhanced secu-
rity competitively. For initial authentication, it shows comparable costs to existing solutions,
while in handover scenarios, it demonstrates superior efficiency, particularly for intra-region
and inter-region UE costs. Although system costs for intra-region handovers are marginally
higher, the overall performance remains competitive. Notably, our scheme introduces a novel
secure inter-region handover solution without relying on a central party or blockchain tech-
nology. This approach offers an efficient, scalable solution, marking a significant advancement
in secure mobile communications by effectively balancing efficiency and security.

4.4.3 Communication Cost

This section presents analysis and comparison of our proposed scheme with existing han-
dover protocols, including the conventional 5G [4], ReHand [37], RUSH [71], and LSHA [69],
in terms of communication cost. To ensure an accurate evaluation, we consider both the
propagation and transmission time of the message size, as well as the network’s data rate, to
measure the transmission delay across all protocols. In accordance with the 3GPP specifica-
tion [4], we assume a wide-area scenario with an uplink data rate of 25 Mbps and a downlink
rate of 50 Mbps. The transmission delay for all protocols is measured using the platforms
as mentioned earlier and the relevant message sizes of the proposed protocol, as listed in
Table 4.6. The table enumerates the sizes of various cryptographic components the proposed
protocol, which are instrumental in computing transmission delays within the 5G network.
The certificate, comprising a region-user ID, region ID, zone user ID, and user subscription
validity period—each occupying 8 bytes—totals 32 bytes. The sanitizable signature is com-
posed of two nested RSA signatures, each determined by the key size of 256-byte, resulting
in a 256-byte signature. For the Elliptic Curve Diffie-Hellman (ECDH), the secp256r1 (NIST
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Table 4.5: Performance comparison based on computational cost (Handover).

Protocol Type Entity Handover Cost
Total time

(ms)

Conventional
5G-HO[4]

Intra
region

TUE 4TAES + 2TKDF ≈ 2.366
TSys 4TAES + 2TKDF ≈ 1.60

ReHand [37]
Intra
region

TUE TPGR + 3TH + TAES ≈ 2.23
TSys TPRG + 5TH + 2TAES ≈ 1.359

RUSH [71]
Inter

region
TUE 3TPRG + TSM + 5TH + TE + TMod ≈ 5.42
TSys 2TPRG + TSM + 6TH + TE + TMod ≈ 1.376

LSHA [69]
Intra
region

TUE TPRG + TMAC + TH + 5TAES + TKDF ≈ 3.92

TSys
6TPRG + TMAC + TH + 6TAES+
TELG + TKDF

≈ 3.95

OURs

Intra
region

TUE TS.ver + TPRG + TKDF + TDH + 2TAES ≈ 1.926

TSys
TPRG + TDH + TS.san + 2TAES + TKDF+
TS.ver + TNwit.ver + TNwit.gen

≈ 4.802

Inter
region

TUE 2TS.ver + TPRG + TKDF + TDH + 2TAES ≈ 2.010

TSys
2TPRG + TDH + TKDF + 2TS.san+
TS.ver + TNwit.ver + TNwit.gen

≈ 4.53

P-256) curve is utilised [65]. The public key shared between participants is 68 bytes, en-
compassing x and y coordinates plus metadata, whilst the resulting shared secret (session
key- ks) is 32 bytes, derived from the x-coordinate of the computed point. This size dis-
crepancy is because the public key represents a full curve point. Lastly, the non-membership
witness occupies 32 bytes. These parameter lengths collectively inform the communication
and transmission requirements of the protocol. To calculate the propagation delay, we utilise
the spectrum wave speed and the distance between the user and the nearest connected gNB.
The 3GPP specification [4] indicates that in wireless communication, the propagation wave
speed is 3 × 108 m/s, with an approximate maximum cell size of 200 m in 5G networks.
Consequently, we derive a propagation delay of a single message, which is ≈ 0.67µs.

Table 4.7 presents a comparative analysis of the communication cost between the related
works. It is evident that our proposed scheme introduces additional communication overhead
compared to the existing state-of-the-art protocols [4],[37],[71],[69]. This increased overhead
is attributable to the transmission of a user certificate, along with its signature, to the
communicating partner for mutual authentication purposes. Each certificate and signature
occupy approximately 288 bytes. Notwithstanding this additional overhead, the combination
of signatures and certificates enables our scheme to achieve inter-region handover without
requiring assistance from the CN. This approach effectively reduces the overall communication
and computation burden on the CN. Furthermore, the utilization of the SanSig algorithm
for signing certificates allows our scheme to maintain user privacy throughout the roaming
process, eliminating the need for re-authentication.

In conclusion, while our proposed scheme introduces some additional communication over-
head, the benefits in terms of enhanced security, reduced CN dependency, and improved user
privacy offer a compelling trade-off in the context of next-generation mobile networks.
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Table 4.6: Length of parameters.

Parameters Size (in bytes)

CU : [RUID∥RID∥ZUIDi∥TU ] 8× 4 = 32

SanSig Signature(σ) 256

ECDH public key size 68

Non-membership witness size 32

Table 4.7: Performance comparison based on communication cost.

Protocol Link
Total message
size (bits)

Transmission
time (ms)

Propagation
time (ms)

Total
time (ms)

Conventional
5G-HO[4]

UP 640 0.0256 0.00201 0.02764
Down 256 0.00512 0.00133 0.00646

ReHand[37]
UP 832 0.03328 0.00134 0.03462
Down 768 0.01536 0.00067 0.0398

RUSH[71]
UP 896 0.03584 0.00133 0.03717
Down 896 0.01792 0.00067 0.01859

LSHA[69]
UP 256 0.01024 0.00067 0.01091
Down 387 0.00774 0.00133 0.00907

OURs
(Intra-Region HO)

UP 3,104 0.12416 0.00067 0.12483
Down 3,104 0.06208 0.00134 0.06342

OURs
(Inter-Region HO)

UP 3,104 0.12416 0.00067 0.12483
Down 5,408 0.10816 0.00134 0.1095

4.5 Summary

This chapter has made significant contributions to secure authentication and handover pro-
tocols in 5G SCN roaming environments, successfully addressing the first research question
(RQ1) of this thesis. In response to this question, we have developed the first solution for se-
cure, privacy-preserving inter-region 5G handover for roaming users, addressing a critical gap
in the existing literature. Our approach ensures seamless user mobility within and between
regions and employs an efficient user membership revocation scheme.

The efficacy of our proposed solution has been validated through rigorous formal secu-
rity analysis and comparative studies. These evaluations have demonstrated the scheme’s
effectiveness in achieving MA, UA,Unlink, PFS, SRM and ERH. Furthermore, the analysis
has shown our approach’s computational and communicational efficiency relative to existing
methods while highlighting the comprehensive security features achieved.∗

While these contributions improve the authentication and handover protocols, they also
reveal opportunities for further enhancement. The next chapter will build upon this founda-
tion and introduce a more robust security framework. Specifically, we will address two critical
aspects: Key Compromise Impersonation (KCI) resilience [32] and a Key Escrow-Free (KEF)

∗This work has undergone peer review and has been accepted for publication in the IEEE
Transactions on Information Forensics and Security in 2023.
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approach [7]. These additions will further strengthen the system against potential vulnerabil-
ities, enhancing its overall security posture. Moreover, our research will evolve from focusing
on intra- and inter-region handovers to proposing a universal handover approach. The uni-
versal approach enables seamless, secure transitions across any network domain, regardless
of geographical boundaries. By addressing these critical aspects of security, privacy, and uni-
versality, the subsequent chapter seeks to elevate our solution to new heights of efficacy and
reliability in the realm of 5G security. We will explore how this universal approach enhances
user experience through truly borderless connectivity, simplifies network management, and
bolsters overall network security and privacy. This progression from a region-based to a
universal model represents a natural evolution in our research, promising to deliver a more
comprehensive and secure solution for the 5G environment.



Chapter 5

UniHand: Privacy-Preserving
Universal Handover for 5G

The previous chapter introduced a region-based handover protocol that addressed signifi-
cant security and privacy challenges in 5G Small Cell Networks (SCNs). Building upon that
foundation, this chapter presents a more comprehensive solution that enhances security and
privacy features and introduces a universal handover approach. Supporting universal han-
dover eliminates regional boundaries, expands the coverage area, and allows users to move
seamlessly across wider geographical zones.

This chapter introduces the UniHand scheme, a new approach to authenticated key ex-
change and handover protocols in 5G environments. UniHand is designed to achieve a set
of security and privacy objectives, including Mutual Authentication (MA), User Anonymity
(UA), unlinkability (Unlink), Perfect Forward Security (PFS), and Key Escrow-Free (KEF).
Most importantly, UniHand is also resilient against Key Compromise Impersonation (KCI)
attacks, a significant advancement in 5G security that has not been adequately addressed in
existing protocols.

Ensuring protection against KCI attacks is paramount in 5G environments. In a KCI
attack, an adversary who has compromised the private key of an entity can impersonate
other entities to the compromised one [32]. This vulnerability is particularly dangerous in
the context of 5G SCNs, where the proliferation of connected devices increases the attack
surface and the potential impact of a successful compromise. A KCI attack on user equipment
(UE), for instance, could allow an adversary to impersonate legitimate network entities in the
compromised UE, potentially leading to man-in-the-middle attacks, data interception, and
privacy breaches for that user. By providing KCI resilience, UniHand significantly enhances
the overall security 5G networks, ensuring that even if an entity is compromised, the integrity
of that entity’s communications and the broader network interactions remain protected.

Another crucial feature of UniHand is its KEF [7]. In traditional key escrow systems,
a third party (often the core network) holds copies of encryption keys, possibly for lawful
interception purposes. However, this approach introduces significant privacy and security
risks, as the escrowed keys become a prime target for attackers and can be subject to misuse.
UniHand’s KEF design ensures that secret keys are jointly computed between users and Core
Network (CN), without being fully controlled by any single party. This approach not only
enhances user privacy but also reduces the risk of large-scale key compromises. By designing

85
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a KEF scheme, it addresses critical security concerns in modern telecommunications, aligning
with recent advancements in cryptographic key management that protect against potential
misuse by key generation authorities [36].

Similar to the previous chapter, UniHand scheme leverages innovative cryptographic schemes,
including Sanitisable Signatures (SanSig) [12] and universal accumulators [50], to achieve ad-
vanced security features. Both schemes are detailed in Chapter 2, in Sections 2.2.8 and
2.2.9, respectively. These schemes enable the UniHand to maintain high levels of security and
privacy while supporting efficient user revocation management.

Motivation and Contributions

The Authentication and Key Agreement (AKA) process forms the cornerstone of security in
5G networks, serving as the critical first step in validating users before granting access to
network services. Equally important is the Handover (HO) procedure, which re-authenticates
roaming users and ensures service continuity. Therefore, maintaining robust security and
privacy measures in both AKA and HO protocols are paramount for the integrity of 5G
networks.

However, current 5G-AKA and HO protocols exhibit vulnerabilities to various security
and privacy threats. Although numerous studies have attempted to address these issues,
a comprehensive solution that tackles all security and privacy concerns in 5G AKA and
HO protocols remains lacking. These concerns include susceptibility to linkability attacks,
identity confusion attacks, lack of PFS, and confidentiality breaches of sequence numbers. A
significant limitation of many previous solutions is their reliance on the existing 5G-AKA as a
foundation for HO protocols, thereby inheriting its weaknesses. Moreover, to the best of our
knowledge, no existing protocols have achieved both KCI resilience and KEF properties in 5G
networks. This oversight creates a critical security vulnerability in 5G networks, particularly
when considering active attackers capable of impersonating honest parties to compromised
entities. Both KCI resilience and KEF are essential for enhancing security, ensuring fairness
in key generation, and mitigating the risk of protocol failure due to a single key compromise.

To address these challenges, we propose UniHand, a Universal Handover scheme that
achieves seamless user mobility while fulfilling all requisite security and privacy properties,
as detailed in Section 3.4.1. Our primary contributions are as follows:

• Development of the first standalone solution achieving KCI resilience with KEF for
roaming users in 5G SCNs, providing privacy-preserving and secure authentication and
universal HO protocols.

• Propose a novel secure privacy-preserving user membership revocation scheme for effi-
ciently managing a large number of users in 5G, leveraging dynamic universal accumu-
lators [50].

• Conduct of a rigorous formal security analysis of the proposed UniHand scheme, demon-
strating its achievement of all desired security and privacy properties.

• Conduct of a comprehensive comparative analysis between UniHand and existing liter-
ature, illustrating that UniHand achieves all required security properties.
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Chapter Organisation

The rest of the chapter is organised as follows:

• Section 5.1 outlines the system and threat models that form the foundation of UniHand,
detailing the network architecture and potential threats.

• Section 5.2 presents the core UniHand scheme, elucidating the initial authentication and
universal handover protocols.

• Section 5.3 offers a rigorous security analysis, providing formal proofs of UniHand’s
security properties and demonstrating its security and privacy strength.

• Section 5.4 evaluates UniHand’s performance and security, comparing it with other
existing protocols in terms of security, computational and communication costs.

• Finally, Section 5.5 concludes the chapter, summarizing key contributions and dis-
cussing future research directions.

We provide the notation used in this chapter in Table 5.1.

5.1 System and Threat Model

This section provides the foundational framework of our proposed UniHand scheme, encom-
passing both the system architecture and security considerations. We begin by detailing the
system model, which outlines the key components, their interactions, and the overall architec-
ture of our proposed solution. Following this, a comprehensive threat model that delineates
potential threats and attack vectors our scheme is designed to counter.

5.1.1 System Model

This subsection delineates the System Model of our proposed UniHand scheme. The archi-
tecture comprises three principal components: the Core Network (CN), the 5G radio base
station (Next Generation NodeB, gNB), and the User Equipment (UE), as illustrated in
Figure 5.1. These components are the key participants in two fundamental protocols: initial
authentication and universal handover.

The CN encapsulates the core entities of the 5G infrastructure, including the AMF, UPF,
SMF, and AUSF. The CN is responsible for configuring all network participants, encom-
passing both the gNB and UE, as well as generating certificates essential for authentication
processes. This central role is particularly crucial in the initial authentication protocol, where
the CN authenticates UEs, generates certificates for future HOs, and establishes session keys
for subsequent communications. The gNB serves as the intermediary, facilitating seamless
interaction between the UE and the CN. The gNB plays a pivotal role in the network’s
communication infrastructure, particularly during the universal handover protocol. A key
innovation of the UniHand scheme is that during handover, the gNB can authenticate users
without assistance from the CN. This autonomous authentication is achieved through the
utilization of sanitizable signatures, which allow the gNB to verify certificates and authenti-
cate users independently. This capability significantly reduces network overhead and latency
during HOs, enhancing the overall efficiency and scalability of the 5G network.
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Table 5.1: Notation and cryptographic functions

Symbol Description

Notation :
CN Core network
gNB Base station
UE User equipment
UIDi Universal user ID
RUID Random user ID
ωU non-membership witness
pid ,TID User pseudo IDs
TU User subscription validity period
RLv RLnew Revocation list
ki Long-term key
ks Session key
AE.Enc{ki,m} Authenticated encryption
AE.Dec{ki,m} Authenticated decryption
CG gNB certificate
CU UE certificate

pkCN
sig , sk

CN
sig CN public and secret signing keys

pkgNB
san , skgNB

san gNB public and secret sanitising keys
ACK Acknowledgement
σ SanSig Signature

CryptographicFunctions :
AE.Enc/AE.Dec Authenticated encryption/decryption
KDF Key derivation function
SanSig.Sign Sanitizable signature (sign)
SanSig.Sanit Sanitizable signature (sanitise)
DDH Directional Diffie-Hellman
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Figure 5.1: System Model

5.1.2 Threat Model

The threat model is designed to capture security notions recommended by the 3GPP group [4]
and [56, 15, 33] for 5G authentication and handover protocols. It also addresses the desirable
security and privacy properties identified in Section 3.4.1. During the execution of UniHand,
all communication channels are public, i.e. the adversary can control the public channels
fully. Our analysis combines three types of adversaries: Type 1 adversary A1 controls the
network and can intercept, insert, modify and delete any message. Type 2 adversary A2 tries
to break the linkability and key-indistinguishability proprieties of communicating parties.
Type 3 adversary A3 captures KCI attacks and is capable of compromising at most one of
the following secret keys:

1. Long-term keys (LTK) shared between UE and CN.

2. Asymmetric secret keys (ASK), signing and sanitising keys of the protocol participants,
i.e. UE, gNB and CN

3. Session keys established between protocol participants.

5.2 Proposed UniHand Scheme

The UniHand scheme consists of three principal phases/protocols: system initialisation phase,
an initial authentication protocol and universal HO protocol. The system initialisation
phase is responsible for registering gNBs and new users into the network, as well as generating
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the initialisation parameters for UE and gNB. During this phase, CN generates certificates
for all gNBs in the network. Additionally, the CN generates a long-term secret key and shares
it with the user, along with pseudo-identities (pid and TID) to preserve users’ anonymity.
The CN also initialise the accumulator to manage user revocation efficiently. In the initial
authentication protocol, the CN generates certificates for joining users, which are created
using SanSig algorithm using their pid and users’ sanitising public keys. Finally, the uni-
versal HO protocol facilitates network access for roaming users while upholding network
security and user privacy.

5.2.1 System Initialisation

In this phase, we assume all communication channels are secure, ensuring confidentiality,
integrity, and replay protection to prevent unauthorised access and data manipulation. The
system initialisation phase is responsible for generating all requisite parameters for UniHand,
including the registration of UEs and gNBs in the network and the initialisation of the
accumulator. This phase can be divided into three main parts:

1. gNB Registration: Each gNB in the network must undergo registration and authen-
tication with the CN. Initially, the gNB generates an asymmetric sanitising key pair

(pkgNB
san , skgNB

san )
$← SanSig.KGensan(1n). Subsequently, the gNB transmits a registration

message to the CN, encompassing its sanitising public key (pkgNB
san ). Upon receipt of

this message, the CN authenticates the gNB and generates a certificate (CG, σG) via

the SanSig algorithm: σG
$← SanSig.Sign(CG, sk

CN
sig , pk

gNB
san ,ADM(CG

mod)). To optimise
efficiency, the CN may execute this step offline.

2. UE Registration: Analogously, each user in the network must register to access the
provided network services. A UE initiates this phase by generating an asymmetric

sanitising key pair (pkUE
san, sk

UE
san)

$← SanSig.KGensan(1n). The UE then transmits a
registration request to the CN via a secure channel, including all UE credentials and
their sanitising public key pkUE

san. Upon receiving this registration message, the CN
generates two independent pseudo identities, pid and TID (with no direct relationship
between these aliases), in addition to a symmetric long-term key (ki) for the intended

user. These are subsequently shared with the UE, where pid i,TID i
$← {0, 1}n.

3. Accumulator Initialisation: To establish the revocation list (RL) using an accumu-

lator (C̈), the CN first generates a secret key for the accumulator via KGen(1n)
$→ (sk).

Subsequently, it generates the accumulator using Gen(sk , X)
$→ RL, where X is initially

an empty set.

5.2.2 Initial Authentication

Each registered user is required to execute this protocol to securely join the network. This
protocol begins by facilitating a mutual authentication between communicating parties, lead-
ing to the generation of a new certificate for the intended UE by the CN. This process is
illustrated in Figure 5.2 and comprises the following key steps:
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UE gNB CN

h
$← Zq

(C∗
G, σ

∗
G)← SanSig.Sanit(CG, σG,MOD(gh), sk gNB

san , pkCN
sig )

M1 : [C∗
G, σ

∗
G, g

h]

abort if 1 ̸= SanSig.Verify(C∗
G, σ

∗
G, pk

CN
sig , pk

gNB
san )

rid
$← {0, 1}n, u $← Zq, ski, ks = KDF((gh)u)

MA0 ← AE.Enc{ki, pid∥rid∥TID}
σ ← Sign(skUE

san,TID∥MA0∥gu)
M2 : [AE.Enc{ks,MA0∥TID}, σ, gu]

ski, ks = KDF((gu)h)
MA0∥TID ← AE.Dec(ks,M2)

abort if 1 ̸= Verify(σ,MA0∥TID∥gu, pkUE
san)

a
$← Zq

(C∗
G, σ

∗
G)← SanSig.Sanit(CG, σG,MOD(ga), skgNB

san , pkCN
sig ))

M3 : [C∗
G, σ

∗
G, g

a]

abort if SanSig.Verify(C∗
G, σ

∗
G, pk

CN
sig , pk

gNB
san ) ̸= 1

b
$← Zq

k′
s = KDF((ga)b)

(C∗
G, σ

∗
G)← SanSig.Sign(CG, σG,MOD(gb), skCN

sig , pk
gNB
san )

M4 : [C∗
G, σ

∗
G, g

b]

abort if SanSig.Verify(C∗
G, σ

∗
G, pk

CN
sig , pk

gNB
san ) ̸= 1

k′
s = KDF((gb)a)

M5 : AE.Enc{k′
s,MA0∥TID}

AE.Dec{ks,M5}
pid∥rid ← AE.Dec(KEY [TID ],MA0)

TID
∗ ← TID ⊕ rid,UIDi

$← P,RUID $← R
ωU ← NonWitCreate(sk ,RL, X,UIDi)

CU
fix ← UIDi∥TU

σU ← SanSig.Sign(CU , sk
CN
sig , pk

UE
san,ADM (RUID∥TID

∗∥ωU∥v)
MA1 :AE.Enc{ki, σU∥CU∥TID

∗}
M6 : AE.Enc{k′

s,MA1}

MA1 ← AE.Dec{k′
s,M6}

M7 : AE.Enc{ks,MA1}

σU∥CU∥TID
∗ ← AE.Dec(ki,AE.Dec(ks,M7))

abort if SanSig.Verify(CU , σU , pk
CN
sig , pk

UE
san) ̸= 1

Check&Update TID∗ = TID ⊕ rid
ACK ← AE.Enc(ki, f lag∥TID)

ACK ′ ← AE.Enc(ks,ACK∥TID)

ACK∥TID ← AE.Dec(ks,ACK
′)

ACK”← AE.Enc{k′
s,ACK ,TID}

ACK∥TID ← AE.Dec(k′
s,ACK”)

flag∥TID ← AE.Dec(ki,ACK )
Check&Update TID = TID

Figure 5.2: Initial authentication protocol of UniHand scheme. Detailed descrip-
tions of each algorithm are provided in Chapter 2.
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Step 1: gNB→ UE. M1:[C∗
G, σ

∗
G, g

h].
The first step is establishing a secure session key between UE and gNB via exchang-
ing signed Diffie–Hellman (DH) values. In this step, the gNB randomly samples an
ephemeral key (h) and computes (gh). Then the gNB utilises the SanSig.Sanit(.) algo-
rithm to sanitise their certificate to include the generated DH ephemeral (MOD(gh))
for key integrity and to prevent the known MITM attack on DH [63]. The updat-
ed/sanitised certificate with (gh) are sent to the UE via M1.

Step 2: UE→ gNB. M2:[AE.Enc{ks,MA0∥TID}, σ, gu]
Upon receiving M1, UE first verifies the sanitised signature using (SanSig.Verify()) and

checks the message integrity (i.e. gh
?
= gh). If both verification hold then UE samples

(rid and u) randomly and computes session keys (ski, ks). Next UE encrypts rid, pid
and TID using ki, where pid and TID is user pseudo identities and ki is the symmetric
long-term key shared between the UE and CN to construct message MA0(to preserve
message confidentiality/privacy in case of honest but curious gNB).Then the UE signs
MA0 , along with TID and gu using user’s secret sanitising key (skUE

san). Finally, the UE
composes a message M2 which consists of the signature, ephemeral DH (gu) along with
the encryption of MA0∥TID (using the session key (ks)), then sends it to gNB.

Step 3: gNB→ CN. M3 : [C∗
G, σ∗

G, ga]
After receiving the message M2, gNB first computes session keys (ski, ks) and decrypt
M2. Subsequently, the gNB verifies the signature σ and checks the message integrity

(i.e. gu
?
= gu). If both verifications hold, then gNB randomly samples a temporary key

(a) and computes (ga). Then the gNB utilises the SanSig.Sanit(.) algorithm to sanitise
his/her certificate to include the generated DH ephemeral (MOD(ga)) for key integrity
and to prevent the known MITM attack on DH. The updated/sanitised certificate with
(ga) are sent to the CN via M3.

Note: In this step, we use the notation Dec(M2) to refer specifically to the decryption
of the encrypted portion (MA0∥TID), while other parts (σ, gu) remain in plaintext. This
is a slight abuse of notation to avoid introducing extra symbols.

Step 4: CN→ gNB. M4 : [C∗
G, σ∗

G, gb]
Upon receiving M3, CN first verifies the sanitised signature using (SanSig.Verify) and

checks the message integrity (i.e. ga
?
= ga). If both verification hold, then CN sam-

ples randomly (b) and computes the session key (k′s). Next the CN re-sign C∗
G using

SanSig.Sign and includes the generated DH ephemeral. Then the CN constructs a
message M4 and sends it to gNB.

Step 5: gNB→ CN. M5 : AE.Enc{k′s,MA0∥TID}
After receiving the message M4, gNB first verifies the certificate C∗

G and checks the

message integrity (i.e. gb
?
= gb). If both verification hold then gNB computes session

key (k′s) to encrypt UEs information (MA0∥TID) and send the ciphertext to the CN.

Step 6: CN→ gNB. M6 : AE.Enc{k′s,MA1}
Upon receiving M5, the CN decrypts message M5 using the session key (k′s) and recovers
the long term key ki via TID to decrypts MA0 , and obtain (pid , rid). The CN then
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computes a new temporary user identifier TID
∗, and generates a universal user ID

(UIDi), which will be the user’s identifier during HOs and in RL. Next, CN generates
a non-membership witness (ωU ← NonWitCreate(.), and specifies the version number
(v) of RL. CN creates and signs the (CU ) by generating “fixed” part (CU

fix) and

“modifiable” part CU
mod, where CU

fix = UIDi∥TU (TU is a user subscription validity

period) and CU
mod = RUID∥TID

∗∥ωU∥v (RUID a random-user ID). Then CN signs the
entire certificate using SanSig.Sign(.) algorithm. CN then stores UIDi, TID i and TID

∗
i

(to prevent de-synchronisation) and encrypts user certificate CU and σU using (ki), to
compose message MA1 . Finally, the CN encrypts M6 using the session key and sends
it to the gNB.

Step 7: gNB→ UE. M7 : AE.Enc{ks,MA1}
Upon the receipt of the message from CN, the gNB decrypt M6 and re-encrypt it using
(ks), then forwards it to the UE via M7.

Step 8: UE
ACK′
−−−−→ gNB

ACK”−−−−→ CN.
Upon the reception of M7, first, the UE decrypts the message using the session key
(ks), then using the long-term key (ki). Next, the UE verifies his/her certificate using

SanSig.Verify(.) and checks the integrity of TID (i.e. TID
∗ ?

= TID ⊕ rid). If both
verifications hold, then UE sends an acknowledgement message to the CN to confirm
the new temporary identity and delete the old one.

5.2.3 Universal Handover

This protocol must be executed by each roaming user and facilitates mutual authentication
between communicating parties, thereby ensuring secure transitions for roaming users be-
tween 5G small cells. The process, illustrated in Figure 5.3, encompasses the following key
steps:

Step 1: gNB→ UE. M1: [C∗
G, σ

∗
G, g

h].
Analogous to the initial authentication protocol’s first step. gNB generates ephemeral
key h, computes gh, and sanitises its certificate to include MOD(gh). This establishes
a secure session key and mitigates MITM attacks. gNB sends the sanitised certificate
and gh to UE.

Step 2: UE→ gNB. M2:[AE.Enc{ks,CU∥σU∥ωU∥v}, gu]
Upon receiving the message M1, UE verifies gNB sanitised certificate (C∗

G) using the
SanSig verification algorithm SanSig.Verify(C∗

G, σ
∗
G). Then the UE checks the message

integrity (i.e. gh
?
= gh). If both verification hold, UE samples u and RUID randomly,

then computes session keys (ski, ks). Next, UE updates their certificate (the modifiable
part), i.e. MOD(RUID∥ω∥v∥gu) (preventing replay attacks), where the modifiable part
consists of random-user id, non-membership witness, the accumulator version number
and Ephemeral DH, respectively. Then UE sanitises the updated certificate using the
sanitising algorithm SanSig.Sanit(.), and encrypt it using ks to compose a message M2.
Finally, UE sends M2 along with gu (Ephemeral DH) to the gNB.
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UE gNB

h
$← Zq

CG
mod = EID∥gh

(C∗
G, σ

∗
G)← SanSig.Sanit(CG

fix∥CG
mod, σG, sk

gNB
san , pkCN

sig )

M1 : [C∗
G, σ

∗
G, g

h]

abort if 1 ̸= SanSig.Verify(C∗
G, σ

∗
G, pk

CN
sig , pk

gNB
san )

u
$← Zq, RUID

$← R
ski, ks = KDF((gh)u)

CU
mod = RUID∥ωU∥v∥gu

(C∗
U , σ

∗
U)← SanSig.Sanit(CU

fix∥CU
mod, σU , sk

UE
san, pk

CN
sig )

M2 : [AE.Enc{ks,C∗
U , σ

∗
U}, gu]

ski, ks = KDF((gu)h)

C∗
U , σ

∗
U ← AE.Dec(ks,M2)

abort if 1 ̸= SanSig.Verify(C∗
U , σ

∗
U , pk

CN
sig , pk

UE
san)

abort if 1 ̸= Verify(RLv, ωU ,UIDi)

Update [(ω∗
U)

$← NonWitUpdate(RL,RL∗, x∗,UIDi, ωU)]

M3 ← AE.Enc{ks, ω∗
U∥v∗}

ω∗
U∥v∗ ← AE.Dec(ks,M3)

Store (ω∗
U∥v∗)

Figure 5.3: Universal Handover protocol of UniHand scheme. Detailed descrip-
tions of each algorithm are provided in Chapter 2.

Step 3: gNB→ UE M3:← AE.Enc{ks, ω∗
U∥v∗}

Upon receiving the response message M2, gNB generates the session keys (ski, ks), to
decrypt M2. Subsequently, gNB verifies UE’s certificate using the verification algorithm
SanSig.Verify(CU , σU ). If SanSig verification holds, gNB retrieves the accumulator ver-
sion v and checks if vi = vRL, to see if RL has been updated. If RL has not been updated,
gNB checks whether the UE is in the revocation list by Verify(UIDi, vi, ..). Otherwise,
if the revocation list has been updated, where vi ̸= vRL, gNB checks whether UID
is added in the later version of the RL or not, by (Verify(UIDi, vRL, ..)). If not, gNB
updates the non-membership witness (ω∗

U ) (where x∗ is the new revoked UE). Finally,
gNB encrypts and sends M3 to UE, which he will maintain for future communications.

Note: In this step, we use the notation Dec(M2) to refer specifically to the decryption
of the encrypted portion (C∗

U∥σ∗
U ), while other parts (gu) remain in plaintext. This is

a slight abuse of notation to avoid introducing extra symbols .

5.3 Security Analysis

In this section, we formally prove the security of our protocols. We begin by showing that
our protocols achieve mutual authentication. Then, we demonstrate that the session keys
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produced by the proposed UniHand scheme cannot be distinguished from random keys. Lastly,
we prove that outside attackers cannot link different sessions belonging to the same party,
which protects user privacy.

5.3.1 Mutual Authentication Security

In this section, we analyse the mutual authentication (MA) security of UniHand scheme,
demonstrating that it achieves MA-security. We build upon the general MA-security model
introduced in Chapter 2, Section 2.3.2. Recall that in the MA security game, defined in
Def.24, A wins (and ExpMA

Π,nP ,nS ,A(λ) outputs 1), if the adversary has caused a clean session
to accept (and set πs

i .α ← accepted) and there either exists no matching subset session πt
j

(i.e. no CN session that outputs the messages received by πs
i - Def.22), or no matching

session π (i.e. no CN session that outputs the messages received by πs
i - Def.23).

Here, we specify our particular protocols’ adversary capabilities and cleanness predicate.
Adversary Queries. Here, we define queries that represent the behaviours of the ad-

versary A during the execution of the MA experiment:

• Create(i,s): allows A to initialize new UE sessions πs
i .

• Send(m, i, s): allows A to send messages m to a session πs
i . It produces a message m′,

which might be empty.

• CorruptLTK(i)→ ki: allows A to leak the long-term key of UEi.

• CorruptASK(i, ρ)→ (sk): allows A to leak the long-term asymmetric keys of a party.

• StateReveal(i,s)→ πs
i : allows A to reveal the internal state of πs

i .

• Reveal(i, s, ρ)→ k: allows A to reveal the secret session key k computed during session
πs
i where πs

i .ρ = ρ.

Cleanness Predicate. We now turn to describe our cleanness predicates. It is important
to note that forging messages to the πs

i becomes trivial if the A has compromised both the
long-term key shared between CN and UE, as well as the long-term asymmetric key of
the partner session, or if the A compromised the long-term asymmetric key of gNB when
πt
j .ρ = gNB. To mitigate this type of attack, we introduce a cleanness predicate that ensures

the A is prevented from issuing CorruptLTK, CorruptASK, or StateReveal queries
before the test session’s acceptance.

Definition 30 (Initial authentication cleanness) A session πs
i in the MA experiment,

described in Section 2.3.2, is cleanIA if the following conditions hold:

1. StateReveal(i, s, πs
i .ρ) has not been issued and for all sessions πt

j such that πt
j is a

matching subset of πs
i StateReveal(j, t, πt

j .ρ) has not been issued and for all sessions
πt
j such that πt

j is a matching session of πs
i StateReveal(j, t, πt

j .ρ) has not been issued.

2. If πs
i .ρ ̸= gNB, and there exists no (j, t) ∈ nP × nS such that πt

j is a matching session
of πs

i , CorruptLTK(i) or CorruptASK(πs
i .pid , (CN,UE)\πs

i .ρ) have not both been
issued before πs

i .α = accepted.
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3. If there exists no (j, t) ∈ nP × nS such that πt
j is a matching subset for πs

i , and πs
i .ρ ̸=

gNB, CorruptASK(πs
i .pid , gNB) has not been issued before πs

i .α = accepted. Else,
if there exists no (j, t) ∈ nP × nS such that πt

j is a matching subset for πs
i , and πs

i .ρ =
gNB, CorruptASK(πs

i .pid ,UE) and CorruptASK(,CN) have not been issued before
πs
i .α = accepted.

Definition 31 (Universal Handover cleanness) A session πs
i in the MA experiment, de-

scribed in Section 2.3.2, is cleanUH if the following conditions hold:

1. StateReveal(i, s, πs
i .ρ) has not been issued and for all sessions πt

j such that πt
j is a

matching subset of πs
i StateReveal(j, t, πt

j .ρ) has not been issued.

2. If there exists no (j, t) ∈ nP × nS such that πt
j is a matching subset for πs

i ,
CorruptASK(πs

i .pid , (gNB,UE)\(πs
i .ρ)) has not been issued before πs

i .α = accepted.

5.3.1.1 MA-security of Initial Authentication protocol

Here we present our formal analysis and results for the MA-security of the initial authenti-
cation (IA) protocol.

Theorem 10 MA-security of Initial Authentication. Initial Authentication depicted in
Figure 5.2 is MA-secure under the cleanness predicate cleanIA defined in Def.30. For any
PPT algorithm A, AdvMA,cleanIA

Π,nP ,nS ,A (λ) is negligible assuming that the SanSig, Enc and KDF
schemes achieve EUFCMA, AE and KDF security and under the DDH assumption.

Proof : Our proof is divided into three cases, denoted by

AdvMA,clean,c1
Π,nP ,nS ,A (λ),AdvMA,clean,c2

Π,nP ,nS ,A (λ) and AdvMA,clean,c3
Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvMA,cleanIA
Π,nP ,nS ,A (λ) ≤ (AdvMA,clean,c1

Π,nP ,nS ,A (λ) + AdvMA,clean,c2
Π,nP ,nS ,A (λ) + AdvMA,clean,c3

Π,nP ,nS ,A (λ))

.
Case 1: We assume the first clean session πs

i to accept without a matching session or
subset sets πs

i .ρ = UE. Now we begin by bounding the advantage of A in Case 1.1.
Case 1.1: According to the definition of this case, UE either accepts messages M1

and M7 without a matching subset (i.e. without honest gNB partner), or MA1 without
a matching session identifier (i.e. without honest CN). In this subcase A cannot corrupt
the long-term UE symmetric secret or the πs

i .pidgNB asymmetric key. Here we provide the
security analysis through a series of game-based reductions:

Game 0: This is the original mutual authentication experiment defined in 24 of Chapter
2: AdvMA,clean,C1.1

Π,nP ,nS ,A (λ) ≤ AdvG0

Game 1 : In this game, we guess the index (i, s) ∈ nP × nS of the first UE session
that accepts without a matching session or subset, introducing a factor of nP × nS in
A’s advantage: AdvG0

≤ nP · nSAdvG1
.
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Game 2 : In this game, we guess the index j ∈ nP of the gNB party such that πs
i .pid ,

introducing a factor of nP in A’s advantage: AdvG1
≤ nPAdvG2

.

Game 3: Here we introduce an abort event, where C aborts if πs
i receives a message

M1 without setting πs
i .α ← rejected but M1 was not output by a session owned by

πs
i .pid . We do so by defining a reduction B1 that initialises a SanSig challenger CSanSig,

that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN
sig and gNB’s pkgNB

san

respectively. Anytime CN or gNB needs to generate a signature over a message m, B1
instead queries C with m. Now, if πs

i receives a message M1 without setting πs
i .α ←

rejected but M1 was not output by a session owned by πs
i .pid , then A must have

produced a message M1 = C∗
G, σ

∗
G, g

h such that SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1,

which is a valid signature forgery. B1 responds to CSanSig with C∗
G, σ

∗
G and triggers the

abort event. Thus, the probability that B1 triggers the abort event is bounded by
the EUFCMA security of SanSig, as formalised in Def.17. This implies: AdvG2

≤
AdvG3

+ AdvEUFCMA
B1,SanSig(A).

Game 4 : In this game, we guess the index t ∈ nS of the gNB session πt
j that output M1

received by πs
i , introducing a factor of nS in A’s advantage. AdvG3

≤ nP · nSAdvG4
.

Game 5: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare gh to the session πs

i , i.e. session πs
i receives gh that was not

output from a gNB session, but instead from A. Since this trigger event requires the
signature σ∗

G in M1 to verify over gh, and by Game 3 we already abort if σ∗
G comes

from A, it follows that AdvG4
≤ AdvG5

.

Game 6: In this game, we replace ghu computed honestly in πs
i with a uniformly

random and independent value ˆghu. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces gu, gh and ghu computed by πs

i and πt
j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then c = ab

and we are in Game 5; otherwise, c
$← Zq and we are in Game 6. Any A that can

distinguish Game 5 from Game 6 can break the DDH assumption, as formalised in
Def.10. Thus: AdvG5

≤ AdvG6
+ AdvDDH

B2,DDH(A).

Game 7: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s. We do so by defining a reduction B3 that interacts with a KDF

challenger CKDF, querying CKDF with ˆguh and replacing the computation of ski, ks in

πs
i and πt

j with the outputs from the CKDF
ˆski, k̂s. Since ski, ks ← KDF( ˆguh) and by

Game 6 ˆguh is already uniformly random and independent, this change is sound. Any
A that can distinguish Game 6 from Game 7 can be used to break KDF security, as
formalised in Def.2. Thus: AdvG6

≤ AdvG7
+ AdvKDF

B3,KDF(A).

Game 8: In this game, we introduce an abort event that triggers if πs
i decrypts M7

(keyed by k̂s), but M7 was not output by πt
j . We do so by defining a reduction B4

that initialises an AE challenger CAE, which B4 queries when πs
i needs to encrypt or

decrypt with k̂s. The abort event only triggers if A can produce a valid ciphertext
that decrypts under k̂s, and we can submit M7 to CAE, breaking the AE security of the
Enc scheme. By Game 7 k̂s is already uniformly random and independent, and this
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replacement is sound. Any A that can trigger the abort event can be used by B4 to
break the AE security of the symmetric encryption scheme, as formalised in Def.6. This
implies: AdvG7

≤ AdvG8
+ AdvINT−CTXT

B4,AE
(A).

Game 9: In this game, we introduce an abort event that triggers if πs
i decrypts MA1

(keyed by ki), but MA1 was not output by a session owned by CN. We do so by
defining a reduction B5 that initialises an AE challenger CAE, which B5 queries whenever
C needs to encrypt or decrypt with ki. The abort event only triggers if A can produce
a valid ciphertext that decrypts under ki, and we can submit MA1 to CAE, breaking
the AE security of the Enc scheme. By the definition of the MA security game, ki is
uniformly randomly sampled at the beginning of the experiment, and this replacement
is sound. Any A that can trigger the abort event can be used by B5 to break the
AE security of the symmetric encryption scheme, as formalised in Def.6. This implies:
AdvG8

≤ AdvG9
+ AdvINT−CTXT

B5,AE
(A).

Game 10: In this game, the session πs
i will only accept M1 and M7 from gNB and

MA1 from CN if they were generated honestly by gNB and CN sessions, and thus πs
i

has both matching sessions and matching subsets. Thus the advantage of A in winning
the MA-security experiment is negligible. AdvG10

= 0.

We turn to bound the advantage of A in Case 1.2.
Case 1.2: According to the definition of this case, UE either accepts messages M1

and M7 without a matching subset (i.e. without honest gNB partner), or MA1 without a
matching session identifier (i.e. without honest CN). In this subcase, A cannot corrupt the
long-term CN asymmetric key or the πs

i .pidgNB asymmetric key. Here we provide the security
analysis through a series of game-based reductions:

Game 0: This is the original mutual authentication experiment defined in 24 of Chapter
2: AdvMA,clean,C1.2

Π,nP ,nS ,A (λ) ≤ AdvG0

Game 1 : In this game, we guess the index (i, s) ∈ nP × nS of the first UE session
that accepts without a matching session or subset, introducing a factor of nP × nS in
A’s advantage: AdvG0

≤ nP · nSAdvG1
.

Game 2: Here we introduce an abort event, where C aborts if πs
i receives a message

M1 without setting πs
i .α ← rejected but M1 was not output by a session owned by

πs
i .pid . We do so by defining a reduction B6 that initialises a SanSig challenger CSanSig,

that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN
sig and gNB’s pkgNB

san

respectively. Anytime CN or gNB needs to generate a signature over a message m, B1
instead queries C with m. Now, if πs

i receives a message M1 without setting πs
i .α ←

rejected but M1 was not output by a session owned by πs
i .pid , then A must have

produced a message M1 = C∗
G, σ

∗
G, g

h such that SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1,

which is a valid signature forgery. B6 responds to CSanSig with C∗
G, σ

∗
G and triggers the

abort event. Thus, the probability that B6 triggers the abort event is bounded by
the EUFCMA security of SanSig, as formalised in Def.17. This implies: AdvG1

≤
AdvG2

+ AdvEUFCMA
B6,SanSig(A).
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Game 3 : In this game, we guess the index (j, t) ∈ nP × nS of the gNB session πt
j

that output M1 received by πs
i , introducing a factor of nP × nS in A’s advantage.

AdvG2
≤ nP · nSAdvG3

.

Game 4: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare gh to the session πs

i , i.e. session πs
i receives gh that was not

output from a gNB session, but instead from A. Since this trigger event requires the
signature σ∗

G in M1 to verify over gh, and by Game 2 we already abort if σ∗
G comes

from A, it follows that: AdvG3
≤ AdvG4

.

Game 5: In this game, we replace ghu computed honestly in πs
i with a uniformly

random and independent value ˆghu. We do so by defining a reduction B7 that initialises
a DDH challenger CDDH, and replaces gu, gh and ghu computed by πs

i and πt
j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then c = ab,

and we are in Game 4. Otherwise, c
$← Zq, and we are in Game 5. Any A that can

distinguish Game 4 from Game 5 can break the DDH assumption, as formalised in
Def.10. This implies: AdvG4

≤ AdvG5
+ AdvDDH

B7DDH(A).

Game 6: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s. We do so by defining a reduction B8 that interacts with a KDF

challenger CKDF, querying CKDF with ˆguh and replacing the computation of ski, ks in

πs
i and πt

j with the outputs from the CKDF
ˆski, k̂s. Since ski, ks ← KDF( ˆguh) and by

Game 5 ˆguh is already uniformly random and independent, this change is sound. Any
A that can distinguish Game 5 from Game 6 can be used to break KDF security of
the KDF scheme, as formalised in Def.2. Thus: AdvG5

≤ AdvG6
+ AdvKDF

B8,KDF(A).

Game 7: In this game, we introduce an abort event that triggers if πs
i decrypts M7

(keyed by k̂s), but M7 was not output by πt
j . We do so by defining a reduction B9

that initialises an AE challenger CAE, which B9 queries when πs
i needs to encrypt or

decrypt with k̂s. The abort event only triggers if A can produce a valid ciphertext
that decrypts under k̂s, and we can submit M7 to CAE, breaking the AE security of the
Enc scheme. By Game 6 k̂s is already uniformly random and independent, and this
replacement is sound. Any A that can trigger the abort event can be used by B9 to
break the AE security of the symmetric encryption scheme, as formalised in Def.6. This
implies: AdvG6

≤ AdvG7
+ AdvINT−CTXT

B9,AE
(A).

Game 8: Here we introduce an abort event, where C aborts if πs
i receives a mes-

sage MA1 without setting πs
i .α ← rejected but MA1 was not output by a session

owned by CN. We do so by defining a reduction B10 that initialises a SanSig chal-
lenger CSanSig, that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN

sig and

UEi’s pkUE
san respectively. Anytime CN or UE needs to generate a signature over a

message m, B10 instead queries C with m. Now, if πs
i receives a message MA1 with-

out setting πs
i .α ← rejected but MA1 was not output by a session owned by CN,

then A must have produced a message MA1 = AE.Enc(ki, σU∥CU∥T ∗
ID∥ω∥v) such that

SanSig.Verify(CU , σU , pk
C
sig, pk

C
san) = 1, which is a valid signature forgery. B10 responds

to CSanSig with CU , σU and triggers the abort event. Thus, the probability that B10
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triggers the abort event is bounded by the EUFCMA security of SanSig, as formalised
in Def.17. This implies: AdvG7

≤ AdvG8
+ AdvEUFCMA

B10,SanSig(A).

Game 9: In this game, the session πs
i will only accept M1 and M7 from gNB and

MA1 from CN if they have matching subsets and sessions. Thus the advantage of A in
winning the MA-security experiment is negligible. AdvG9

= 0.

We turn to bound the advantage of A in Case 2, where We assume the first clean session
πs
i to accept without a matching session or subset sets πs

i .ρ = CN.
Case 2.1: According to the definition of this case, CN either accepts messages M3, M5

or ACK′′ without a matching subset (i.e. without honest gNB partner), or MA0 , ACK
without a matching session identifier (i.e. without honest UE). In this subcase A cannot
corrupt the long-term UE symmetric key or the πs

i .pidgNB asymmetric key. Here we provide
the security analysis through a series of game-based reductions:

Game 0: This is the original mutual authentication experiment defined in 24 of Chapter
2: AdvMA,clean,C2.1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we guess the index s ∈ nS of the first CN session that accepts
without a matching session or subset, introducing a factor of nS in A’s advantage:
AdvG0

≤ nSAdvG1
.

Game 2: Here we introduce an abort event, where C aborts if πs
i receives a message

M3 without setting πs
i .α ← rejected but M3 was not output by a session owned

by πs
i .pidgNB. We do so by defining a reduction B1 that initialises a SanSig chal-

lenger CSanSig, that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN
sig and

gNB’s pkgNB
san respectively. Anytime gNB needs to generate a signature over a mes-

sage m, B1 instead queries C with m. Now, if πs
i receives a message M3 without

setting πs
i .α ← rejected but M3 (resp. M5 was not output by a session owned

by πs
i .pidgNB, then A must have produced a message M3 = C∗

G, σ
∗
G, g

h such that

SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1, which is a valid signature forgery. B1 responds

to CSanSig with C∗
G, σ

∗
G and triggers the abort event. Thus, the probability that B1

triggers the abort event is bounded by the EUFCMA security of SanSig, as formalised
in Def.17. This implies: AdvG1

≤ AdvG2
+ AdvEUFCMA

B1,SanSig(A).

Game 3 : In this game, we guess the index (j, t) ∈ nP × nS of the gNB session πt
j

that output M3 received by πs
i , introducing a factor of nP × nS in A’s advantage.

AdvG2
≤ nP · nSAdvG3

.

Game 4: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare ga to the session πs

i , i.e. session πs
i receives ga that was not

output from a gNB session, but instead from A. Since this trigger event requires the
signature σ∗

G in M3 to verify over ga, and by Game 2 we already abort if σ∗
G comes

from A, it follows that AdvG3
≤ AdvG4

.

Game 5: In this game, we replace gab computed honestly in πs
i with a uniformly

random and independent value ĝab. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces ga, gb and gab computed by πs

i and πt
j with the
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outputs of CDDH. We note that if the bit b sampled by CDDH is 1, then ĝab = gab and we

are in Game 4, otherwise âb
$← Zq and we are in Game 5. Any A that can distinguish

Game 4 from Game 5 can break the DDH assumption, as formalised in Def.10. Thus:
AdvG4

≤ AdvG5
+ AdvDDH

B2,DDH(A).

Game 6: In this game we replace the session and encryption keys k′s with uniformly
random values k̂s

′. We do so by defining a reduction B3 that interacts with a KDF

challenger CKDF, querying CKDF with ĝab and replacing the computation of k′s in πs
i and

πt
j with the outputs from the CKDF k̂s

′. Since ks ← KDF(ĝab) and by Game 5 ĝab

is already uniformly random and independent, this change is sound. Any A that can
distinguish Game 5 from Game 6 can be used to break KDF security of the KDF
scheme, as formalised in Def.2. Thus: AdvG5

≤ AdvG6
+ AdvKDF

B3,KDF(A).

Game 7: In this game, we introduce an abort event that triggers if πs
i decrypts M5

(keyed by k̂s
′), but M5

′ was not output by πt
j . We do so by defining a reduction B4

that initialises an AE challenger CAE, which B4 queries when πs
i needs to encrypt or

decrypt with k̂s
′. The abort event only triggers if A can produce a valid ciphertext

that decrypts under k̂s
′, and we can submit M5 to CAE, breaking the AE security of

the Enc scheme. By Game 6 k̂s
′ is already uniformly random and independent, and

this replacement is sound. Any A that can trigger the abort event can be used by B4
to break the AE security of the symmetric encryption scheme, as formalised in Def.6.
This implies: AdvG6

≤ AdvG7
+ AdvINT−CTXT

B4,AE
(A).

Game 8 : In this game, we guess the index i ∈ nP of the UEi key ki π
s
i uses to decrypt

MA0 , introducing a factor of nP in A’s advantage: AdvG7
≤ nPAdvG8

.

Game 9: In this game, we introduce an abort event that triggers if πs
i decrypts MA0 ,

ACK (all keyed by ki), but MA0 or ACK was not output by an honest UE session. We
do so by defining a reduction B5 that initialises an AE challenger CAE, which B5 queries
when B5 needs to encrypt or decrypt with ki. The abort event only triggers if A can
produce a valid ciphertext that decrypts under ki, and we can submit MA0 or ACK
to CAE, breaking the AE security of the Enc scheme. By the definition of the execution
environment, ki is generated uniformly random and independent,o and by the definition
of Case 2.1 A cannot issue CorruptLTK(i, UE) and this replacement is sound. Any
A that can trigger the abort event can be used by B5 to break the AE security of Enc,
as formalised in Def.6. This implies: AdvG8

≤ AdvG9
+ AdvINT−CTXT

B5,AE
(A).

Game 10: In this game, the πs
i only accepts M3, M5 and ACK′′ from an match-

ing subset gNB and MA0 , ACK from an matching session UE. Thus, summing the
probabilities, we find that the A has a negligible advantage in winning the MA-security
experiment.: AdvG9

= 0

We turn to bound the advantage of A in Case 2.2.
Case 2.2: According to the definition of this case, CN either accepts messages M3, M5

or ACK′′ without a matching subset (i.e. without honest gNB partner), or MA0 , ACK
without a matching session identifier (i.e. without honest UE). In this subcase, A cannot
corrupt the long-term asymmetric keys of UE or the πs

i .pidgNB asymmetric key. Here we
provide the security analysis through a series of game-based reductions:
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Game 0: This is the original mutual authentication experiment defined in 24 of Chapter
2: AdvMA,clean,C2.2

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index s ∈ nS of the first CN session that accepts
without a matching session or subset, introducing a factor of nS in A’s advantage:
AdvG0

≤ nSAdvG1
.

Game 2: Here we introduce an abort event, where C aborts if πs
i receives a message

M3 without setting πs
i .α ← rejected but M3 was not output by a session owned

by πs
i .pidgNB. We do so by defining a reduction B1 that initialises a SanSig chal-

lenger CSanSig, that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN
sig and

gNB’s pkgNB
san respectively. Anytime gNB needs to generate a signature over a mes-

sage m, B1 instead queries C with m. Now, if πs
i receives a message M3 without

setting πs
i .α ← rejected but M3 (resp. M5 was not output by a session owned

by πs
i .pidgNB, then A must have produced a message M3 = C∗

G, σ
∗
G, g

h such that

SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1, which is a valid signature forgery. B1 re-

sponds to CSanSig with C∗
G, σ

∗
G and triggers the abort event. Thus, the probabil-

ity that B1 triggers the abort event is bounded by the EUFCMA security of SanSig:
AdvG1

≤ AdvG2
+ AdvEUFCMA

B1,SanSig(A).

Game 3 : In this game, we guess the index (j, t) ∈ nP × nS of the gNB session πt
j

that output M3 received by πs
i , introducing a factor of nP × nS in A’s advantage.

AdvG2
≤ nP · nSAdvG3

.

Game 4: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare ga to the session πs

i , i.e. session πs
i receives ga that was not

output from a gNB session, but instead from A. Since this trigger event requires the
signature σ∗

G in M3 to verify over ga, and by Game 2 we already abort if σ∗
G comes

from A, it follows that: AdvG3
≤ AdvG4

.

Game 5: In this game, we replace gab computed honestly in πs
i with a uniformly

random and independent value ĝab. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces ga, gb and gab computed by πs

i and πt
j with the

outputs of CDDH. We note that if the bit b sampled by CDDH is 1, then ĝab = gab and we

are in Game 4, otherwise âb
$← Zq and we are in Game 5. Any A that can distinguish

Game 4 from Game 5 can break the DDH assumption, as formalised in Def.10. This
implies: AdvG4

≤ AdvG5
+ AdvDDH

B2,DDH(A).

Game 6: In this game we replace the encryption keys k′s with uniformly random
values k̂s

′. We do so by defining a reduction B3 that interacts with a KDF challenger

CKDF, querying CKDF with ĝab and replacing the computation of k′s in πs
i and πt

j with

the outputs from the CKDF k̂s
′. Since ks ← KDF(ĝab) and by Game 5 ĝab is already

uniformly random and independent, this change is sound. Any A that can distinguish
Game 5 from Game 6 can be used to break KDF security of the KDF scheme, as
formalised in Def.2. Thus: AdvG5

≤ AdvG6
+ AdvKDF

B3,KDF(A).
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Game 7: In this game, we introduce an abort event that triggers if πs
i decrypts M5

(keyed by k̂s
′), but M5

′ was not output by πt
j . We do so by defining a reduction B4

that initialises an AE challenger CAE, which B4 queries when πs
i needs to encrypt or

decrypt with k̂s
′. The abort event only triggers if A can produce a valid ciphertext

that decrypts under k̂s
′, and we can submit M5 to CAE, breaking the AE security of

the Enc scheme. By Game 6 k̂s
′ is already uniformly random and independent, and

this replacement is sound. Any A that can trigger the abort event can be used by B4
to break the AE security of Enc. This implies: AdvG6

≤ AdvG7
+AdvINT−CTXT

B4,AE
(A).

Game 8 : In this game, we guess the index l ∈ nP of the UEl party πs
i communicates

with, such that πs
i .pidUE = l, introducing a factor of nP in A’s advantage: AdvG7

≤
nPAdvG8

.

Game 9: Here we introduce an abort event, where C aborts if πt
j receives a message

M2, but M2 was not output by a session owned by πs
i .pidUE. We do so by defining

a reduction B5 that initialises a Signature challenger CSign, that outputs pkCsig, which

we embed into the UEl’s pkUE
sig . Anytime UE needs to generate a signature over a

message m, B5 instead queries C with m. Now, if πt
j receives a message M2 where

M2 was not output by a session owned by πs
i .pidUE, then A must have produced

a message TID∥MA0∥gu such that Sign.Verify(TID∥MA0∥gu, σ, pkCsig) = 1, which is a
valid signature forgery. B5 responds to CSign with TID∥MA0∥gu, σ and triggers the
abort event. Thus, the probability that B5 triggers the abort event is bounded by the
EUFCMA security of Sign: AdvG8

≤ AdvG9
+ AdvEUFCMA

B5,Sign (A).

Game 10 : In this game, we guess the index v ∈ nP of the UEl session that πt
j receives

M2 from, introducing a factor of nS in A’s advantage: AdvG9
≤ nPAdvG10

.

Game 11: In this game, we replace guh computed honestly in πt
j and πl

v with a

uniformly random and independent value ˆguh. We do so by defining a reduction B6
that initialises a DDH challenger CDDH, and replaces gu, gh and guh computed by πs

i

and πt
j with the outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by

CDDH is 1, then ˆguh = gab and we are in Game 10, otherwise c
$← Zq and we are in

Game 11. Any A that can distinguish Game 10 from Game 11 can break the DDH
assumption. Thus: AdvG10

≤ AdvG11
+ AdvDDH

B6,DDH(A).

Game 12: In this game we replace the session and encryption keys ski, ks with uni-
formly random values ˆski, k̂s in πt

j and πl
v. We do so by defining a reduction B7

that interacts with a KDF challenger CKDF, querying CKDF with ˆguh and replacing the
computation of ski, ks in πl

v and πt
j with the outputs from the CKDF

ˆski, k̂s. Since

ski, ks ← KDF( ˆguh) and by Game 11 ˆguh is already uniformly random and indepen-
dent, this change is sound. Any A that can distinguish Game 11 from Game 12
can be used to break KDF security of the KDF scheme, as formalised in Def.2. Thus:
AdvG11

≤ AdvG12
+ AdvKDF

B7,KDF(A).

Game 13: In this game, we introduce an abort event that triggers if πt
j decrypts

ACK′ (keyed by k̂s), but ACK′ was not output by πl
v. We do so by defining a
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reduction B8 that initialises an AE challenger CAE, which B8 queries when πs
i needs to

encrypt or decrypt with k̂s. The abort event only triggers if A can produce a valid
ciphertext that decrypts under k̂s, and we can submit ACK′ to CAE, breaking the
AE security of the Enc scheme. By Game 12 k̂s is already uniformly random and
independent and this replacement is sound. Any A that can trigger the abort event
can be used by B8 to break the AE security of Enc, as formalised in Def.6. This implies:
AdvG12

≤ AdvG13
+ AdvINT−CTXT

B8,AE
(A).

Game 14: In this game, all messages sent to πt
j come from an UE session without

modification. Similarly, πs
i only accepts M3,M5,ACK′′ from an matching subset

session πt
j . Thus, it follows that all messages added to the session identifier by πs

i come

from some matching UE session πl
v. Thus we find that the A has a negligible advantage

in winning the MA-security experiment.: AdvG14 = 0

We turn to bound the advantage of A in Case 3:
Case 3: In this case, gNB either accepts messages M2, M4, M6, or ACK′′, without a

matching subset (i.e. without honest UE or CN partners). Note that in this case, A cannot
corrupt the asymmetric long-term keys of either the CN or the πs

i .pid . Here we provide the
security analysis through a series of game-based reductions:

Game 0: This is the original mutual authentication experiment defined in 24 of Chapter
2: AdvMA,clean,C3

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP ×nS of the first gNB session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nSAdvG1
.

Game 2: Here we introduce an abort event, where C aborts if πs
i receives a message

M4 without setting πs
i .α ← rejected but M4 was not output by a session owned

by πs
i .pidCN. We do so by defining a reduction B1 that initialises a SanSig challenger

CSanSig, that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN
sig and gNB’s

pkgNB
san respectively. Anytime CN needs to generate a signature over a message m, B1

instead queries C with m. Now, if πs
i receives a message M4 without setting πs

i .α ←
rejected but M4 was not output by a session owned by πs

i .pidCN, then A must have
produced a message M4 = C∗

G, σ
∗
G, g

b such that SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1,

which is a valid signature forgery. B1 responds to CSanSig with C∗
G, σ

∗
G and triggers

the abort event. Thus, the probability that B1 triggers the abort event is bounded
by the EUFCMA security of SanSig, as formalised in Def.17. This implies: AdvG1

≤
AdvG2

+ AdvEUFCMA
B1,SanSig(A).

Game 3 : In this game, we guess the index j ∈ nS of the CN session πt
j that output

M6 received by πs
i , introducing a factor of nS in A’s advantage. AdvG2

≤ nSAdvG3
.

Game 4: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare gb to the session πs

i , i.e. session πs
i receives gb that was not

output from a CN session, but instead from A. Since this trigger event requires the
signature σ∗

G in M4 to verify over gb, and by Game 2 we already abort if σ∗
G comes

from A, it follows that AdvG3
≤ AdvG4

.
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Game 5: In this game, we replace gab computed honestly in πs
i with a uniformly

random and independent value ĝab. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces ga, gb and gab computed by πs

i and πt
j with the

outputs of CDDH. We note that if the bit b sampled by CDDH is 1, then ĝab = gab and we

are in Game 4, otherwise âb
$← Zq and we are in Game 5. Any A that can distinguish

Game 4 from Game 5 can break the DDH assumption, as formalised in Def.10. This
implies: AdvG4

≤ AdvG5
+ AdvDDH

B2,DDH(A).

Game 6: In this game we replace the encryption keys k′s with uniformly random
values k̂s

′. We do so by defining a reduction B3 that interacts with a KDF challenger

CKDF, querying CKDF with ĝab and replacing the computation of k′s in πs
i and πt

j with

the outputs from the CKDF k̂s
′. Since ks ← KDF(ĝab) and by Game 5 ĝab is already

uniformly random and independent, this change is sound. Any A that can distinguish
Game 5 from Game 6 can be used to break KDF security of the KDF scheme. Thus:
AdvG5

≤ AdvG6
+ AdvKDF

B3,KDF(A).

Game 7: In this game, we introduce an abort event that triggers if πs
i decrypts M6

(keyed by k̂s
′), but M6

′ was not output by πt
j . We do so by defining a reduction B4

that initialises an AE challenger CAE, which B4 queries when πs
i needs to encrypt or

decrypt with k̂s
′. The abort event only triggers if A can produce a valid ciphertext

that decrypts under k̂s
′, and we can submit M6 to CAE, breaking the AE security of

the Enc scheme. By Game 6 k̂s
′ is already uniformly random and independent, and

this replacement is sound. Any A that can trigger the abort event can be used by B4
to break the AE security of Enc. This implies: AdvG6

≤ AdvG7
+AdvINT−CTXT

B4,AE
(A).

Game 8 : In this game, we guess the index l ∈ nP of the UEl party πs
i communicates

with, such that πs
i .pidUE = l, introducing a factor of nP in A’s advantage: AdvG7

≤
nPAdvG8

.

Game 9: Here we introduce an abort event, where C aborts if πt
j receives a message

M2, but M2 was not output by a session owned by πs
i .pidUE. We do so by defining

a reduction B5 that initialises a Signature challenger CSign, that outputs pkCsig, which

we embed into the UEl’s pkUE
sig . Anytime UE needs to generate a signature over a

message m, B5 instead queries C with m. Now, if πt
j receives a message M2 where

M2 was not output by a session owned by πs
i .pidUE, then A must have produced

a message TID∥MA0∥gu such that Sign.Verify(TID∥MA0∥gu, σ, pkCsig) = 1, which is a
valid signature forgery. B5 responds to CSign with TID∥MA0∥gu, σ and triggers the
abort event. Thus, the probability that B5 triggers the abort event is bounded by the
EUFCMA security of Sign: AdvG8

≤ AdvG9
+ AdvEUFCMA

B5,Sign (A).

Game 10 : In this game, we guess the index v ∈ nP of the UEl session that πt
j receives

M2 from, introducing a factor of nS in A’s advantage: AdvG9
≤ nPAdvG10

.

Game 11: In this game, we replace guh computed honestly in πs
i and πl

v with a

uniformly random and independent value ˆguh. We do so by defining a reduction B6
that initialises a DDH challenger CDDH, and replaces gu, gh and guh computed by πs

i
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and πl
v with the outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH

is 1, then ˆguh = gab and we are in Game 10, otherwise c
$← Zq and we are in Game 11.

Any A that can distinguish Game 10 from Game 11 can break the DDH assumption,
as formalised in Def.10. This implies: AdvG10

≤ AdvG11
+ AdvDDH

B6,DDH(A).

Game 12: In this game we replace the session and encryption keys ski, ks with uni-
formly random values ˆski, k̂s in πs

i and πl
v. We do so by defining a reduction B7

that interacts with a KDF challenger CKDF, querying CKDF with ˆguh and replacing the
computation of ski, ks in πl

v and πt
j with the outputs from the CKDF

ˆski, k̂s. Since

ski, ks ← KDF( ˆguh) and by Game 11 ˆguh is already uniformly random and indepen-
dent, this change is sound. Any A that can distinguish Game 11 from Game 12
can be used to break KDF security of the KDF scheme, as formalised in Def.2. Thus:
AdvG11

≤ AdvG12
+ AdvKDF

B7,KDF(A).

Game 13: In this game, we introduce an abort event that triggers if πs
i decrypts ACK′

(keyed by k̂s), but ACK′ was not output by πl
v. We do so by defining a reduction B8

that initialises an AE challenger CAE, which B8 queries when πs
i needs to encrypt or

decrypt with k̂s. The abort event only triggers if A can produce a valid ciphertext that
decrypts under k̂s, and we can submit ACK′ to CAE, breaking the AE security of the
Enc scheme. By Game 12 k̂s is already uniformly random and independent, and this
replacement is sound. Any A that can trigger the abort event can be used by B8 to
break the AE security of Enc. This implies: AdvG12

≤ AdvG13
+ AdvINT−CTXT

B8,AE
(A).

Game 14: In this game, all messages sent to πs
i come from an UE or CN session without

modification. Thus, it follows that all messages sent to πs
i come from some matching

subset UE session πl
v or a matching subset CN session πt

j , and thus we find that the A
has negligible advantage in winning the MA-security experiment:AdvG14

= 0

5.3.1.2 MA-security of Universal Handover

Here we present our formal analysis and results for the MA-security of the Universal Handover
(UH) protocol.

Theorem 11 MA-security of the Universal Handover. Universal Handover depicted
in Figure 5.3 is MA-secure under the cleanness predicate defined in Def.31. For any PPT
algorithm A against the MA experiment, AdvMA,cleanUH

Π,nP ,nS ,A (λ) is negligible assuming the EU-
FCMA security of SanSig, INT-CTXT security of AE, the KDF security of KDF and the DDH
assumption.

Proof : Our proof is divided into two cases

AdvMA,clean,c1
Π,nP ,nS ,A (λ) and AdvMA,clean,c2

Π,nP ,nS ,A (λ).

We then bound the advantage of A winning the game under certain assumptions to

AdvMA,cleanUH
Π,nP ,nS ,A (λ) ≤ (AdvMA,clean,C1

Π,nP ,nS ,A (λ) + AdvMA,clean,C2

Π,nP ,nS ,A (λ))

.
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Case 1: In this case, UE accepts messages M1 and M3 without an honest matching part-
ner (gNB) (no matching subset). In this case, the A cannot corrupt the πs

i .pidgNB asymmetric
key. Here we provide the security analysis through a series of game-based reductions:

Game 0: This is the original mutual authentication experiment defined in 24 of Chapter
2: AdvMA,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP ×nS of the first UE session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nS ·AdvG1
.

Game 2 : In this game, we guess the index j ∈ nP of the gNB party such that
πs
i .pid = j, introducing a factor of nP in A’s advantage. AdvG1

≤ nPAdvG2
.

Game 3: Here we introduce an abort event, where C aborts if πs
i receives a message

M1 without setting πs
i .α ← rejected but M1 was not output by a session owned

by πs
i .pid . We do so by defining a reduction B1 that initialises a SanSig challenger

CSanSig, that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN
sig and gNB’s

pkgNB
san respectively. Anytime gNB needs to generate a signature over a message m, B1

instead queries C with m. Now, if πs
i receives a message M1 without setting πs

i .α ←
rejected but M1 was not output by a session owned by πs

i .pid , then A must have
produced a message M1 = C∗

G, σ
∗
G, g

h such that SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1,

which is a valid signature forgery. B1 responds to CSanSig with C∗
G, σ

∗
G and triggers the

abort event. Thus, the probability that B1 triggers the abort event is bounded by
the EUFCMA security of SanSig, as formalised in Def.17. This implies: AdvG2

≤
AdvG3

+ AdvEUFCMA
B1,SanSig(A).

Game 4 : In this game, we guess the index t ∈ nS of the gNB session πt
j that output

M1 received by πs
i , introducing a factor of nS in A’s advantage. AdvG3

≤ nSAdvG4
.

Game 5: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare gh to the session πs

i , i.e. session πs
i receives gh that was not

output from a gNB session, but instead from A. Since this trigger event requires the
signature σ∗

G in M1 to verify over gh, and by Game 3 we already abort if σ∗
G comes

from A, it follows that AdvG4
≤ AdvG5

.

Game 6: In this game, we replace ghu computed honestly in πs
i with a uniformly

random and independent value ˆghu. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces gu, gh and ghu computed by πs

i and πt
j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then c = ab

and we are in Game 5, otherwise, c
$← Zq and we are in Game 6. Any A that can

distinguish Game 5 from Game 6 can break the DDH assumption, as formalised in
Def.10. This implies: AdvG5

≤ AdvG6
+ AdvDDH

B2,DDH(A).

Game 7: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s. We do so by defining a reduction B3 that interacts with a KDF
challenger CKDF, querying CKDF with ϵ and replacing the computation of ski, ks in πs

i

and πt
j with the outputs from the CKDF

ˆski, k̂s. Since ski, ks ← KDF( ˆguh) and by Game
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6 ˆguh is already uniformly random and independent, this change is sound. Any A that
can distinguish Game 6 from Game 7 can be used to break KDF security of the KDF
scheme, as formalised in Def.2. Thus: AdvG6

≤ AdvG7
+ AdvKDF

B3,KDF(A).

Game 8: In this game, we introduce an abort event that triggers if πs
i decrypts M3

(keyed by k̂s), but M3 was not output by πt
j . We do so by defining a reduction B4

that initialises an AE challenger CAE, which B4 queries when πs
i needs to encrypt or

decrypt with k̂s. The abort event only triggers if A can produce a valid ciphertext
that decrypts under k̂s, and we can submit M3 to CAE, breaking the AE security of the
Enc scheme. By Game 7 k̂s is already uniformly random and independent and this
replacement is sound. Any A that can trigger the abort event can be used by B4 to
break the AE security of the symmetric encryption scheme, as formalised in Def.6. This
implies: AdvG7

≤ AdvG8
+ AdvINT−CTXT

B4,AE
(A).

Game 9: In this game, the πs
i only accepts M1, M3 from an honest matching partner.

Thus, summing the probabilities we find that the A has negligible advantage in winning
the MA-security experiment: AdvG9

= 0

We turn to bound the advantage of A in Case 2:
Case 2: In this case, gNB accepts messages M2 without an honest matching partner

(UE) (no matching subset). Note that in this case, A cannot corrupt the asymmetric long-
term keys of the πs

i .pid . Here we provide the security analysis through a series of game-based
reductions:

Game 0: This is the original mutual authentication experiment defined in 24 of Chapter
2: AdvMA,clean,C2

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP ×nS of the first gNB session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nSAdvG1
.

Game 2 : In this game, we guess the index j ∈ nP of the UE party such that πs
i .pid = j,

introducing a factor of nP in A’s advantage. AdvG1
≤ nPAdvG2

.

Game 3: Here we introduce an abort event, where C aborts if πs
i receives a message

M2 without setting πs
i .α ← rejected but M2 was not output by a session owned by

πs
i .pidUE. We do so by defining a reduction B1 that initialises a SanSig challenger CSanSig,

that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN
sig and UE’s pkUE

san

respectively. Anytime UE needs to generate a signature over a message m, B1 instead
queries C with m. Now, if πs

i receives a message M2 without setting πs
i .α← rejected

but M2 was not output by a session owned by πs
i .pidUE, then A must have produced a

message M2 such that SanSig.Verify(C∗
U , σ

∗
U , pk

C
sig, pk

C
san) = 1, which is a valid signature

forgery. B1 responds to CSanSig with C∗
U , σ

∗
U and triggers the abort event. Thus, the

probability that B1 triggers the abort event is bounded by the EUFCMA security of
SanSig, as formalised in Def.17. This implies: AdvG2

≤ AdvG3
+ AdvEUFCMA

B1,SanSig(A).

Game 4 : In this game, we guess the index j ∈ nS of the UE session that πs
i receives

M2 from, introducing a factor of nS in A’s advantage: AdvG3
≤ nSAdvG4

.
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Game 5: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare gu to the session πs

i , i.e. session πs
i receives gu that was not

output from a UE session, but instead from A. Since this trigger event requires the
signature σ∗

U in M2 to verify over gu, and by Game 2 we already abort if σ∗
U comes

from A, it follows that AdvG4
≤ AdvG5

.

Game 6: In this game, we replace guh computed honestly in πs
i and πt

j with a uniformly

random and independent value ˆguh. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces gu, gh and guh computed by πs

i and πt
j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then
ˆguh = gab and we are in Game 5, otherwise c

$← Zq and we are in Game 6. Any
A that can distinguish Game 5 from Game 6 can break the DDH assumption, as
formalised in Def.10. This implies: AdvG5

≤ AdvG6
+ AdvDDH

B2,DDH(A).

Game 7: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s in πs

i and πt
j . We do so by defining a reduction B3 that interacts

with a KDF challenger CKDF, querying CKDF with ˆguh and replacing the computation of

ski, ks in πt
j and πs

i with the outputs from the CKDF
ˆski, k̂s. Since ski, ks ← KDF( ˆguh)

and by Game 6 ˆguh is already uniformly random and independent, this change is sound.
Any A that can distinguish Game 6 from Game 7 can be used to break KDF security
of the KDF scheme., as formalised in Def.2. Thus: AdvG6

≤ AdvG7
+ AdvKDF

B3,KDF(A).

Game 8: In this game, we introduce an abort event that triggers if πs
i decrypts M2

(keyed by k̂s), but M2 was not output by πt
j . We do so by defining a reduction B4 that

initialises an AE challenger CAE, which B4 queries when πs
i needs to encrypt or decrypt

with k̂s. The abort event only triggers if A can produce a valid ciphertext that decrypts
under k̂s, and we can submit M2 to CAE, breaking the AE security of the Enc scheme. By
Game 7 k̂s is already uniformly random and independent and this replacement is sound.
Any A that can trigger the abort event can be used by B4 to break the AE security of
Enc, as formalised in Def.6. This implies: AdvG7

≤ AdvG8
+ AdvINT−CTXT

B4,AE
(A).

Game 9: In this game, the πs
i only accepts M2 from an honest matching partner. Thus,

summing the probabilities we find that the A has negligible advantage in winning the
MA-security experiment: AdvG9

= 0

5.3.2 Key Indistinguishability Security

In this section, we analyse the key indistinguishability (KIND) security of UniHand scheme,
demonstrating that it achieves KIND-security. We build upon the general KIND-security
model introduced in Chapter 2, Section 2.3.3. A protocol Π is considered KIND-secure if no
PPT adversary can win the game with non-negligible advantage under the conditions specified
below. Here we define the following specific adversary query and cleanness predicate:

Adversary Queries. In addition to the Create, Send, CorruptLTK, CorruptASK,
Reveal, and StateReveal queries listed above, we define one additional query Test that
allows the adversary A to either the real key derived by a clean session during the execution
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of the KIND experiment, or a random key sampled from the same distribution (depending on
the challenge bit b).

• Test(i, s) → m: When C receives a Test query, if Test has already been issued,
πs
i .α = accepted, or πs

i is not clean, then C returns ⊥. Otherwise, C sets k0 ← πs
i .k,

and k1
$← {0, 1}λ, and returns kb to A (where b was sampled by C at the beginning of

the experiment.

Cleanness Predicate. We now turn to describe our cleanness predicates. It is impor-
tant to note that distinguishing a real session key becomes trivial for the A if they have
compromised both the long-term key shared between CN and UE, as well as the long-term
asymmetric key of the partner session. To mitigate this type of attack, we introduce a clean-
ness predicate that ensures the A is prevented from issuing CorruptLTK, CorruptASK,
Reveal or StateReveal queries before the test session’s acceptance.

Definition 32 (Cleanness Predicate) A session πs
i in the KIND experiment described

above is cleanIA& cleanUH if the following conditions hold:

1. Reveal(i, s, ρ) has not been issued, and if a matching session πt
j exists, Reveal(j, t, πt

j .ρ)
has not been issued.

2. The query StateReveal(i, s, ρ) has not been issued and for all j, t such that πt
j has a

matching subset with πs
i , StateReveal(j, t, πt

j .ρ) has not been issued.

3. If there is no (j, t) ∈ nP ×nS such that πt
j is a matching subset for πs

i , CorruptLTK(i)
and CorruptASK(πs

i .pid) have not been both issued before πs
i .α = accepted.

5.3.2.1 KIND-security of Initial Authentication protocol

Here we present our formal analysis and results for the key indistinguishability (KIND) secu-
rity of the initial authentication (IA) phase.

Theorem 12 KIND-security of UniHand. UniHand scheme depicted in Figure 5.2 is KIND-
secure under the cleanness predicate defined in Def.32. For any PPT algorithm A against the
KIND experiment, AdvKIND,clean

Π,nP ,nS ,A (λ) is negligible assuming the EUFCMA security of SanSig,
the KDF security of KDF and the DDH assumption.

Proof : Our proof is divided into two cases, donated by

AdvKIND,clean,C1

Π,nP ,nS ,A (λ) and AdvKIND,clean,C2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvKIND,clean
Π,nP ,nS ,A (λ) ≤ (AdvKIND,clean,C1

Π,nP ,nS ,A (λ) + AdvKIND,clean,C2

Π,nP ,nS ,A (λ)

.
Case 1: πs

i accepts without a matching session (or subset). Here we provide the security
analysis of Case 1 through a series of game-based reductions:
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Game 0: This is the original key indistinguishability experiment defined in Def.25 of
Chapter 2: AdvKIND,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we introduce an abort event that triggers if A issues a query
Test(i, s, ρ) such that πs

i accepts without a matching session or subset. This is ex-
actly equal to the MA security experiment, and thus we have :AdvG0

≤ AdvG1
+

AdvMA,clean
Π,nP ,nS ,A(λ).

Since, by Case 1, πs
i has no matching session (or subset), and by Game 1, we abort if πs

i

accepts without matching session, it follows that A can never query Test(i, sρ) and thus the
KIND game proceeds identically regardless of the bit b sampled by C. Thus AdvG1

= 0.
We turn to bound the advantage of A in Case 2:
Case 2 : πs

i accepts with a matching session and subset. First, we recall that cleanness
predicate(32) prevents the A from issuing a Reveal(i, s, πs

i .ρ) query πs
i (and to any session πt

j

such that πt
j is a matching session or subset with πs

i ), nor can it issue a StateReveal(i, s, πs
i .ρ),

nor to any session πt
j such that πt

j is a matching session or subset with πs
i . We proceed via

the following sequence of games.

Game 0: This is the original key indistinguishability experiment defined in Def.25 of
Chapter 2: AdvKIND,cleanIA,C2

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we guess the index (i, s) ∈ nP × nS , and abort if A issues
a Test(i∗, s∗, πs∗

i∗ ) query such that i ̸= i∗ and s ̸= s∗. This introduces the following
bound: AdvG0

≤ nS · nP ·AdvG1
.

Game 2: In this game, we guess the index (j, t) ∈ nP × nS , and abort if πt
j is not

the matching subset of πs
i , which must exist by Case 2. This introduces the following

bound: AdvG1
≤ nS · nP ·AdvG2

.

Game 3: In this game, we replace guh computed honestly in πs
i and πt

j with a uniformly

random and independent value ˆguh. We do so by defining a reduction B1 that initialises
a DDH challenger CDDH, and replaces gu, gh and guh computed by πs

i and πt
j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then
ˆguh = gab and we are in Game 2, otherwise c

$← Zq and we are in Game 3. Any
A that can distinguish Game 2 from Game 3 can break the DDH assumption, as
formalised in Def.10. This implies: AdvG3

≤ AdvG4
+ AdvDDH

B1,DDH(A).

Game 4: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s in πs

i and πt
j . We do so by defining a reduction B2 that interacts

with a KDF challenger CKDF, querying CKDF with ˆguh and replacing the computation of

ski, ks in πt
j and πs

i with the outputs from the CKDF
ˆski, k̂s. Since ski, ks ← KDF( ˆguh)

and by Game 3 ˆguh is already uniformly random and independent, this change is sound.
Any A that can distinguish Game 3 from Game 4 can be used to break KDF security
of the KDF scheme, as formalised in Def.2. Thus: AdvG3

≤ AdvG4
+ AdvKDF

B1,KDF(A).

Here we emphasise that as a result of these changes, the session key ˆski is now uniformly
random and independent of the protocol execution regardless of the bit b sampled by C. Thus
A has no advantage in guessing the bit b: AdvG4

= 0.
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5.3.2.2 KIND-security of Universal Handover

Here we present our formal analysis and results for the key indistinguishability (KIND) secu-
rity of the Universal Handover.

Theorem 13 KIND-security of UniHand. UniHand scheme depicted in Figure 5.3 is KIND-
secure under the cleanness predicate defined in Def.32. For any PPT algorithm A against the
KIND experiment, AdvKIND,clean

Π,nP ,nS ,A (λ) is negligible assuming the EUFCMA security of SanSig,
the KDF security of KDF and the DDH assumption.

Proof : Our proof is divided into two cases, denoted by

AdvKIND,clean,C1

Π,nP ,nS ,A (λ) and AdvKIND,clean,C2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to:

AdvKIND,clean
Π,nP ,nS ,A (λ) ≤ (AdvKIND,clean,C1

Π,nP ,nS ,A (λ) + AdvKIND,clean,C2

Π,nP ,nS ,A (λ).

Case 1: πs
i accepts without a matching subset. Here we provide the security analysis

through a series of game-based reductions:

Game 0: This is the original key indistinguishability experiment defined in Def.25 of
Chapter 2: AdvKIND,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we introduce an abort event that triggers if A issues a query
Test(i, s, ρ) such that πs

i accepts without a matching session or subset. This is ex-
actly equal to the MA security experiment, and thus we have :AdvG0

≤ AdvG1
+

AdvMA,clean
Π,nP ,nS ,A(λ).

Since, by Case 1, πs
i has no matching session (or subset), and by Game 1, we abort if πs

i

accepts without matching session, it follows that A can never query Test(i, sρ) and thus the
KIND game proceeds identically regardless of the bit b sampled by C. Thus AdvG1

= 0.
We turn to bound the advantage of A in Case 2.
Case 2: πs

i accepts with a matching subset. First, we recall that cleanness predicate 32
prevents the A from issuing a Reveal(i, s, πs

i .ρ) query πs
i (and to any session πt

j such that
πt
j is a matching session or subset with πs

i ), nor can it issue a StateReveal(i, s, πs
i .ρ), nor

to any session πt
j such that πt

j is a matching session or subset with πs
i . We proceed via the

following sequence of games.

Game 0: This is the original key indistinguishability experiment defined in Def.25 of
Chapter 2: AdvKIND,clean,C2

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we guess the index (i, s) ∈ nP × nS , and abort if A issues
a Test(i∗, s∗, πs∗

i∗ ) query such that i ̸= i∗ and s ̸= s∗. This introduces the following
bound: AdvG0

≤ nS · nP ·AdvG1
.

Game 2: In this game, we guess the index (j, t) ∈ nP × nS , and abort if πt
j is not

the matching subset of πs
i , which must exist by Case 2. This introduces the following

bound: AdvG1
≤ nS · nP ·AdvG2

.
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Game 3: In this game, we replace guh computed honestly in πs
i and πt

j with a uniformly

random and independent value ˆguh. We do so by defining a reduction B1 that initialises
a DDH challenger CDDH, and replaces gu, gh and guh computed by πs

i and πt
j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then
ˆguh = gab and we are in Game 2, otherwise c

$← Zq and we are in Game 3. Any
A that can distinguish Game 2 from Game 3 can break the DDH assumption, as
formalised in Def.10. This implies: AdvG3

≤ AdvG4
+ AdvDDH

B1,DDH(A).

Game 4: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s in πs

i and πt
j . We do so by defining a reduction B2 that interacts

with a KDF challenger CKDF, querying CKDF with ˆguh and replacing the computation of

ski, ks in πt
j and πs

i with the outputs from the CKDF
ˆski, k̂s. Since ski, ks ← KDF( ˆguh)

and by Game 3 ˆguh is already uniformly random and independent, this change is sound.
Any A that can distinguish Game 3 from Game 4 can be used to break KDF security
of the KDF scheme, as formalised in Def.2. Thus: AdvG3

≤ AdvG4
+ AdvKDF

B1,KDF(A).

Here we emphasise that as a result of these changes, the session key ˆski is now uniformly
random and independent of the protocol execution regardless of the bit b sampled by C, thus
A has no advantage in guessing the bit b: AdvG4

= 0.

5.3.3 Unlinkability Security

In this section, we analyse the unlinkability (Unlink) security of our proposed scheme, demon-
strating that they achieve Unlink-security. We build upon the general Unlink-security model
introduced in Chapter 2, Section 2.3.4. A protocol Π is Unlink-secure, if there exist no PPT
algorithms A that can win the Unlink security game with non-negligible advantage. Here, we
specify the adversary capabilities and cleanness predicate for our particular protocols.

Adversary Queries. In the Unlink game, A has access Create, Send, CorruptLTK,
CorruptASK, Reveal, StateReveal, Test and SendTest queries described above. Unlike
in the KIND game, Test in Unlink allows the adversary to initialise one of two sessions
(depending on a bit b sampled by the challenger), and SendTest, which allows the adversary
to interact with that session without revealing which party owns it.

• Test(s, i, s′, i′)→ m: allows A to begin a new session πb, where (π0 = πs
i ) or (π1 = πs′

i′ ),
where b is sampled by C, and both πs

i and πs′
i′ are clean. Test query is only allowed to

be issued by A if πb.α ̸= in− progress and Send queries to sessions owned by UEi or
UEi′ are only allowed to be issued by A until πb has rejected or accepted the experiment
execution.

• SendTest(m)→ (m′): allows A to send a message m to πb after issuing Test. The C
returns a ⊥ if πb.α ̸= in− progress.

Cleanness Predicate. We now turn to define our cleanness predicate for the unlinka-
bility game. It is important to note that it is trivial for A to determine which of UEi or UEi′

owns session πb if theA has compromised the long-term asymmetric key. To mitigate this type
of attack, we introduce a cleanness predicate, which ensures that the adversary is prohibited
from issuing a CorruptASK or StateReveal queries before the session’s acceptance.
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Definition 33 (Cleanness predicate) A session πs
i in the Unlink experiment is clean if

the following conditions hold:

1. The query StateReveal(i, s, ρ) has not been issued and for all j, t such that πt
j is a

matching session (or has a matching subset) with πs
i , StateReveal(j, t, πt

j .ρ) has not
been issued.

2. If there is no (j, t) ∈ nP × nS such that πt
j is a matching subset for πs

i ,
CorruptASK(πs

i .pid , (gNB,UE)\πs
i .ρ) has not been issued before πs

i .α = accepted.

5.3.3.1 Unlink-security of Initial Authentication protocol

Here we present our formal analysis and results for the unlinkability (Unlink) security of the
initial authentication phase.

Theorem 14 Unlink-security of Initial Authentication. The Initial Authentication de-
picted in Figure 5.2 is unlinkable under the cleanness predicate defined in Def.33. For any
PPT algorithm A against the Unlink experiment, AdvUnlink,clean

Π,nP ,nS ,A (λ) is negligible assuming the
EUFCMA security of SanSig, Confidentiality (IND-CPA) security of AE, the KDF security
of KDF and the DDH assumption.

Our proof is divided into two cases, denoted by

AdvUnlink,clean,C1

Π,nP ,nS ,A (λ) and AdvUnlink,clean,C2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvUnlink,clean
Π,nP ,nS ,A (λ) ≤ (AdvUnlink,clean,C1

Π,nP ,nS ,A (λ) + AdvUnlink,clean,C2

Π,nP ,nS ,A (λ).

Case 1: The test session πb (such thatA issues Test(i, s, i∗, s∗)) accepts messages without
a matching subset. Here we provide the security analysis of Case 1 through a series of game-
based reductions:

Game 0: This is the original unlinkability experiment defined in Def.26 of Chapter 2:
AdvUnlink,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we introduce an abort event that triggers if A issues a query
Test(i, s, i∗, s∗) and πb accepts without a matching session or subset. This is ex-
actly equal to the MA security experiment, and thus we have :AdvG0

≤ AdvG1
+

AdvMA,clean
Π,nP ,nS ,A(λ).

Since, by Case 1, π has no matching session (or subset). By Game 1, we abort if πb accepts
without matching session, it follows that A can never terminate and output a guess bit b′

and thus the Unlink game proceeds identically regardless of the bit b sampled by C. Thus
AdvG1

= 0.
We turn to bound the advantage of A in Case 2.
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Case 2: The test session πb (such that A issues Test(i, s, i∗, s∗)) accepts messages with a
matching subset. First, we recall that the cleanness predicate defined in Def.33 prevents the
A from issuing a StateReveal(i, s, πs

i .ρ), nor to any session πt
j such that πt

j is a matching
session or subset with πs

i . Here we provide the security analysis of Case 2 through a series
of game-based reductions:

Game 0: This is the original unlinkability experiment defined in Def.26 of Chapter 2:
AdvUnlink,clean

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP×nS of the πb session, introducing
a factor of nP × nS in A’s advantage: AdvG0

≤ nP · nSAdvG1
.

Game 2: Here we introduce an abort event, where C aborts if πb receives a message
M1 without setting πb.α ← rejected but M1 was not output by a session owned by
πb.pid . We do so by defining a reduction B1 that initialises a SanSig challenger CSanSig,
that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN

sig and gNB’s pkgNB
san

respectively. Anytime CN or gNB needs to generate a signature over a message m, B1
instead queries C with m. Now, if πb receives a message M1 without setting πb.α ←
rejected but M1 was not output by a session owned by πb.pid , then A must have
produced a message M1 = C∗

G, σ
∗
G, g

h such that SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1,

which is a valid signature forgery. B1 responds to CSanSig with C∗
G, σ

∗
G and triggers the

abort event. Thus, the probability that B1 triggers the abort event is bounded by
the EUFCMA security of SanSig, as formalised in Def.17. This implies: AdvG1

≤
AdvG2

+ AdvEUFCMA
B1,SanSig(A).

Game 3: In this game, we guess the index (j, t) ∈ nP × nS of the gNB session πt
j

that output M1 received by πb, introducing a factor of nP × nS in A’s advantage.
AdvG2

≤ nP · nSAdvG3
.

Game 4: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare gh to the session πb, i.e. session πb receives gh that was not
output from a gNB session, but instead from A. Since this trigger event requires the
signature σ∗

G in M1 to verify over gh, and by Game 2 we already abort if σ∗
G comes

from A, it follows that AdvG3
≤ AdvG4

.

Game 5: In this game, we replace ghu computed honestly in πb with a uniformly

random and independent value ˆghu. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces gu, gh and ghu computed by πb and πt

j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then c = ab

and we are in Game 4. Otherwise, c
$← Zq and we are in Game 5. Any A that can

distinguish Game 4 from Game 5 can break the DDH assumption, as formalised in
Def.10. This implies: AdvG4

≤ AdvG5
+ AdvDDH

B2,DDH(A).

Game 6: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s. We do so by defining a reduction B3 that interacts with a KDF

challenger CKDF, querying CKDF with ˆguh and replacing the computation of ski, ks in

πb and πt
j with the outputs from the CKDF

ˆski, k̂s. Since ski, ks ← KDF( ˆguh) and by
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Game 5 ˆguh is already uniformly random and independent, this change is sound. Any
A that can distinguish Game 5 from Game 6 can be used to break KDF security of
the KDF scheme, as formalised in Def.2. Thus: AdvG5

≤ AdvG6
+ AdvKDF

B3,KDF(A).

Game 7: In this game, we replace the plaintexts in messages M2, M7 and M8 with
uniformly random values of the same length. We do so by defining a reduction B4
that initialises an AE challenger CConf , which B4 queries (p, p∗) (where p is the original

plaintext message and p∗
$← {0, 1}|p|) when it needs to encrypt with k̂s. By Game

6 k̂s is already uniformly random and independent, and this replacement is sound. If
the bit b sampled by CConf is 0, then we are in Game 6, otherwise, we are in Game
7. Any A that can distinguish between Game 6 and Game 7 can be used by B4
to break the Conf security of Enc, as formalised in Def.6. This implies: AdvG6

≤
AdvG7

+ AdvIND−CPA
B4,AE

(A).

Game 8: In this game, we guess the index s ∈ nS of the CN session (which we denote
πCN that is a matching session of πb, introducing a factor of nS in A’s advantage:
AdvG7

≤ nSAdvG8
.

Game 9: Here we introduce an abort event, where C aborts if πt
j receives a message M4

without setting πt
j .α ← rejected but M4 was not output by a session owned by CN.

We do so by defining a reduction B5 that initialises a SanSig challenger CSanSig, that out-
puts pkCsig and pkCsan, which we embed into the CN’s pkCN

sig and gNB’s pkgNB
san respectively.

Anytime CN or gNB needs to generate a signature over a message m, B5 instead queries
C with m. Now, if πt

j receives a message M4 without setting πt
j .α ← rejected but

M4 was not output by a session owned by CN, then A must have produced a message
M4 = C∗

G, σ
∗
G, g

b such that SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1, which is a valid sig-

nature forgery. B5 responds to CSanSig with C∗
G, σ

∗
G and triggers the abort event. Thus,

the probability that B5 triggers the abort event is bounded by the EUFCMA security of
SanSig, as formalised in Def.17. This implies: AdvG8

≤ AdvG9
+ AdvEUFCMA

B5,SanSig(A).

Game 10: In this game, we replace gab computed honestly in πt
j and πCN with a

uniformly random and independent value ĝab. We do so by defining a reduction B6
that initialises a DDH challenger CDDH, and replaces ga, gb and gab computed by πt

j and
πs
i CN with the outputs of CDDH. We note that if the bit b sampled by CDDH is 1, then

ĝab = gab and we are in Game 9, otherwise âb
$← Zq and we are in Game 10. Any A

that can distinguish Game 9 from Game 10 can break the DDH assumption. Thus:
AdvG9

≤ AdvG10
+ AdvDDH

B6,DDH(A).

Game 11: In this game we replace the session and encryption keys k′s with uniformly
random values k̂s

′. We do so by defining a reduction B7 that interacts with a KDF

challenger CKDF, querying CKDF with ĝab and replacing the computation of k′s in πt
j and

πCN with the outputs from the CKDF k̂s
′. Since ks ← KDF(ĝab) and by Game 10 ĝab

is already uniformly random and independent, this change is sound. Any A that can
distinguish Game 9 from Game 10 can be used to break KDF security of the KDF
scheme. Thus: AdvG9

≤ AdvG10
+ AdvKDF

B7,KDF(A).
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Game 12: In this game, we replace the plaintexts in messages M5, M6 and ACK′′ with
uniformly random values of the same length. We do so by defining a reduction B8 that
initialises an AE challenger CConf , which B8 queries with (p, p∗) (where p is the original

plaintext message and p∗
$← {0, 1}|p|) when it needs to encrypt with k̂s

′. By Game 11
k̂s

′ is already uniformly random and independent, and this replacement is sound. If the
bit b sampled by CConf is 0, then we are in Game 11, otherwise, we are in Game 12.
Any A that can distinguish between Game 11 and Game 12 can be used by B8 to
break the Conf security of Enc. This implies: AdvG11

≤ AdvG12
+ AdvConf

B8,AE(A).

Now we highlight that all messages sent across the network to and from πb and its matching
session and subsets are uniformly random and independent of the bit b sampled by the
challenger. Thus it follows that A has no advantage in guessing the bit b, and summing the
probabilities A has a negligible advantage in winning the Unlink game. Thus: AdvG12

= 0

5.3.3.2 Unlink-security of Universal Handover

Here we present our formal analysis and results for the Unlink-security of the Universal Han-
dover protocol.

Theorem 15 Unlink-security of Universal Handover. The Universal Handover depicted
in Figure 5.3 is unlinkable under the cleanness predicate defined in Def.33. For any PPT
algorithm A against the Unlink experiment, AdvUnlink,clean

Π,nP ,nS ,A (λ) is negligible assuming the EU-
FCMA security of SanSig, Confidentiality (IND-CPA) security of AE, the KDF security of
KDF and the DDH assumption.

Proof :
Our proof is divided into two cases, denoted by

AdvUnlink,cleanUH ,C1

Π,nP ,nS ,A (λ) and AdvUnlink,cleanUH ,C2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvUnlink,clean
Π,nP ,nS ,A (λ) ≤ (AdvUnlink,clean,C1

Π,nP ,nS ,A (λ) + AdvUnlink,clean,C2

Π,nP ,nS ,A (λ)

.
Case 1: The test session πb (such thatA issues Test(i, s, i∗, s∗)) accepts messages without

a matching subset. Here we provide the security analysis of Case 1 through a series of game-
based reductions:

Game 0: This is the original unlinkability experiment defined in Def.26 of Chapter 2:
AdvUnlink,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we introduce an abort event that triggers if A issues a query
Test(i, s, i∗, s∗) and πb accepts without a matching session or subset. This is ex-
actly equal to the MA security experiment, and thus we have : AdvG0

≤ AdvG1
+

AdvMA,cleanIA
Π,nP ,nS ,A (λ).
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Since, by Case 1, π has no matching session (or subset), and by Game 1, we abort if πb
accepts without matching session, it follows that A can never terminate and output a guess
bit b′ and thus the Unlink game proceeds identically regardless of the bit b sampled by C.
Thus AdvG1

= 0.
We turn to bound the advantage of A in Case 2:
Case 2: The test session πb (such that A issues Test(i, s, i∗, s∗)) accepts messages with a

matching subset. First, we recall that the cleanness predicate defined in Def.26 prevents the
A from issuing a StateReveal(i, s, πs

i .ρ), nor to any session πt
j such that πt

j is a matching
subset with πs

i . Here we provide the security analysis of Case 2 through a series of game-
based reductions:

Game 0: This is the original unlinkability experiment defined in Def.26 of Chapter 2:
AdvUnlink,clean

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP×nS of the πb session, introducing
a factor of nP × nS in A’s advantage: AdvG0

≤ nP · nSAdvG1
.

Game 2: Here we introduce an abort event, where C aborts if πb receives a message
M1 without setting πb.α ← rejected but M1 was not output by a session owned
by πb.pid . We do so by defining a reduction B1 that initialises a SanSig challenger
CSanSig, that outputs pkCsig and pkCsan, which we embed into the CN’s pkCN

sig and gNB’s

pkgNB
san respectively. Anytime gNB needs to generate a signature over a message m, B1

instead queries C with m. Now, if πb receives a message M1 without setting πb.α ←
rejected but M1 was not output by a session owned by πb.pid , then A must have
produced a message M1 = C∗

G, σ
∗
G, g

h such that SanSig.Verify(C∗
G, σ

∗
G, pk

C
sig, pk

C
san) = 1,

which is a valid signature forgery. B1 responds to CSanSig with C∗
G, σ

∗
G and triggers the

abort event. Thus, the probability that B1 triggers the abort event is bounded by
the EUFCMA security of SanSig, as formalised in Def.17. This implies: AdvG1

≤
AdvG2

+ AdvEUFCMA
B1,SanSig(A).

Game 3: In this game, we guess the index (j, t) ∈ nP × nS of the gNB session πt
j

that output M1 received by πb, introducing a factor of nP × nS in A’s advantage.
AdvG2

≤ nP · nSAdvG3
.

Game 4: Here we introduce another abort event that triggers if A sends a Diffie-
Hellman public keyshare gh to the session πb, i.e. session πb receives gh that was not
output from a gNB session, but instead from A. Since this trigger event requires the
signature σ∗

G in M1 to verify over gh, and by Game 2 we already abort if σ∗
G comes

from A, it follows that AdvG3
≤ AdvG4

.

Game 5: In this game, we replace ghu computed honestly in πb with a uniformly

random and independent value ˆghu. We do so by defining a reduction B2 that initialises
a DDH challenger CDDH, and replaces gu, gh and ghu computed by πb and πt

j with the

outputs of CDDH, ga, gb, gc. We note that if the bit b sampled by CDDH is 1, then c = ab

and we are in Game 4. Otherwise, c
$← Zq and we are in Game 5. Any A that can

distinguish Game 4 from Game 5 can break the DDH assumption, as formalised in
Def.10. This implies: AdvG4

≤ AdvG5
+ AdvDDH

B2,DDH(A).
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Game 6: In this game we replace the session and encryption keys ski, ks with uniformly
random values ˆski, k̂s. We do so by defining a reduction B3 that interacts with a KDF

challenger CKDF, querying CKDF with ˆguh and replacing the computation of ski, ks in

πb and πt
j with the outputs from the CKDF

ˆski, k̂s. Since ski, ks ← KDF( ˆguh) and by

Game 5 ˆguh is already uniformly random and independent, this change is sound. Any
A that can distinguish Game 5 from Game 6 can be used to break KDF security of
the KDF scheme, as formalised in Def.2. Thus: AdvG5

≤ AdvG6
+ AdvKDF

B3,KDF(A).

Game 7: In this game, we replace the plaintexts in messages M2, M7 and M8 with
uniformly random values of the same length. We do so by defining a reduction B4
that initialises an AE challenger CConf , which B4 queries (p, p∗) (where p is the original

plaintext message and p∗
$← {0, 1}|p|) when it needs to encrypt with k̂s. By Game

6 k̂s is already uniformly random and independent, and this replacement is sound. If
the bit b sampled by CConf is 0, then we are in Game 6, otherwise, we are in Game
7. Any A that can distinguish between Game 6 and Game 7 can be used by B4
to break the Conf security of Enc, as formalised in Def.6. This implies: AdvG6

≤
AdvG7

+ AdvIND−CPA
B4,AE

(A).

Now we highlight that all plaintext messages sent across the network to and from πb
and its matching subset are uniformly random and independent of the bit b sampled by the
challenger. Thus it follows that A has no advantage in guessing the bit b, and summing the
probabilities A has a negligible advantage in winning the Unlink game. Thus: AdvG7

= 0.

5.4 Performance Evaluation and Comparison

In this section, we conduct a comprehensive evaluation of the proposed scheme in comparison
to existing state-of-the-art protocols [4, 31, 37, 47, 71]. Our analysis encompasses three key
aspects: feature set comparison, computational overhead, and communication cost. This
multifaceted approach allows for a thorough assessment of the scheme’s security and efficiency
relative to current works in the field.

5.4.1 Security Features Comparison

Our analysis compares the proposed scheme with existing protocols based on the desired
security and privacy features discussed in Chapter 3, Section 3.4.1. These features are crucial
for overcoming several security and privacy issues found in the current version of 5G protocols
and are essential for any AKA and HO protocols in cellular networks. Table 5.2 provides
a comparative analysis of the achieved security and privacy properties in UniHand against
state-of-the-art protocols [4, 31, 37, 47, 71]. This comparison reveals that existing protocols
fail to simultaneously guarantee all required security features, particularly Unlink and Perfect
Forward Secrecy (PFS), Key Compromise Impersonation resilience (KCI) and Key Escrow-
Free (KEF).

Although all compared schemes provide MA and user anonymity (UA), Unlink is not
universally supported, with the 5G protocol [4] and RUSH [71] lacking this feature. Moreover,
Table 5.2 further reveal that previous schemes have not fully considered protecting prior
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Table 5.2: Features comparison.

Features MA UA Unlink PFS KEF KCI SRM UHO

5G [4] ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗

CPPHA [31] ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✓

ReHand[37] ✓ ✓ ✓ ✗ ✗ ✗ ✓ ✗

RUSH[71] ✓ ✓ ✗ ⊚ ✓ ✗ ✗ ✓

AKA+ [47] ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗

UniHand ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

MA:Mutual Authentication, UA:User Anonymity,
Unlink: Unlinkability, PFS: Perfect Forward Secrecy,

KEF: Key Escrow-Free, KCI: Key Compromise Impersonation,
SRM: Secure Revocation Management, UHO: Universal HO

communications against adversaries with compromised long-term keys (PFS), with RUSH
offering only partial support due to its reliance on the 5G-AKA protocol, which does not
support PFS. KEF feature is limited to RUSH and UniHand. Notably, UniHand stands alone
in its resilience against KCI attacks, addressing a critical vulnerability in current systems.
KCI resilience is crucial as it prevents impersonation attacks even if an adversary obtains
long-term keys, thereby maintaining system security in worst-case scenarios.

Secure Revocation Management (SRM) is supported solely by ReHand [37] and UniHand,
a crucial capability for efficient subscriber management in 5G networks. However, the revo-
cation mechanism in ReHand, based on Nyberg’s one-way accumulator [54], employs a static
base accumulator, necessitating regeneration for each addition/deletion to the revocation list,
thus introducing computational overhead and adversely affecting network efficiency. Univer-
sal Handover (UHO) support varies among the protocols. CPPHA [31], RUSH [71], and
UniHand offer this feature to enhance seamless connectivity across cells. However, it’s worth
noting that CPPHA relies on software-defined networks, while RUSH utilises blockchain
technology. These approaches may be considered additional technologies or third-party solu-
tions. While they offer certain advantages, it seems that the potential security and privacy
implications of these technologies have not been fully addressed in the respective protocols.
This reliance on external systems could potentially introduce new vulnerabilities or privacy
concerns that may need further investigation. In contrast, UniHand appears to offer UHO
support without depending on such additional technologies, which might provide a more
self-contained and potentially more secure approach to universal handover.

UniHand provides comprehensive support for all eight security features appears to set it
apart from existing protocols. It seemingly combines strong privacy protections (UA, Unlink)
with robust key management mechanisms (PFS, KEF, KCI resilience), while also addressing
efficient subscriber management (SRM) and seamless connectivity (UHO).

5.4.2 Computational Cost

This section evaluates and compares the performance of the proposed scheme with existing
related works in terms of computational cost. It is assumed that all aggregated network
entities (CN, gNB) possess higher computational capabilities than the UE. For a fair com-
parison between related existing work and our proposed scheme, we conducted a theoretical
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Table 5.3: Time costs of cryptography operations.

Notation TUE(ms) TSys(ms) Notation TUE(ms) TSys(ms)

TDH 0.18 0.09 TMAC 0.195 0.071

TSM 1.148 0.235 TH 0.402 0.089

TELG 1.176 0.648 TPRG 0.467 0.1273

TE 0.859 0.340 TAES 0.559 0.385

TS.ver 0.084 0.046 TMod 0.0021 0.001

TS.sign 1.43 0.87 TS.san 0.705 0.384

TNwit.gen 2.29 1.12 TNwit.ver 4.01 2.23

TKDF 0.063 0.022 TDS.sign 0.7 0.4

TDS.ver 0.04 0.024

TUE : Computational time on user device, TSys: Computational time on system,
TDH : Elliptic Curve Diffie-Hellman operation, TSM : scalar multiplication,

TE : exponentiation operation, TMAC : Massage authentication
operations(Hmac-SHA256), TH : Hash operations(SHA-256), TPRG: Random

number generators, TAES :Symmetric encryption/decryption operations,
TELG: Elgamal Asymmetric encryption/decryption operations, TMod: Modular

operations, TS.sign, TS.san, TS.ver: sanitizable signature, sanitisation and verification
operations, TNwit.gen, TNwit.ver: Non-witness generation and verification

TKDF : Key Derivation Function, TDS.sign, TDS.ver: RSA digital signature and verification

computation analysis by implementing each cryptographic primitive. Simulations of these
cryptographic operations employed by various schemes (including UniHand) were conducted
on a Dell Inspiron machine with an i7 core, 2.30GHz CPU and 16.0 GB RAM (operating as
the aggregated network entities per the scheme). To measure the computational cost at UE,
we employ a smartphone running the Android-10 mobile operating system, equipped with
octa-core 1.8GHz Quad-Core ARM Cortex-A55, 2.7GHz Quad-Core Mongoose M3 proces-
sors and 6GB RAM. The implementation of the required cryptographic operations for our
proposed scheme and the related works utilises the Java Cryptography Extension (JCE) [66]
libraries.

Table 5.3 presents the computation cost of the underlying cryptographic primitives, which
serves as the basis for measuring the overall computational cost of the protocols. In our im-
plementation of sanitizable signatures and accumulators, we adopted the same methodology
discussed in Section 4.4.2. For SanSig we employ a nested RSA signature scheme comprising
both outer and inner signature components. As for the accumulator, we have adopted a sim-
plified variant of the dynamic universal accumulator, which is based on RSA cryptographic
assumptions. Appendix A contains the complete code implementation and a snapshot of the
output.

The computational costs for UniHand scheme demonstrate a balance between security and
efficiency. For initial authentication, UniHand shows a moderate computational cost for the
UE at approximately 5.42 ms, positioning it between the less demanding conventional 5G [4]
protocol and the more computationally intensive RUSH [71]. However, UniHand exhibits the
highest system-side (TSys) computational cost at 8.943 ms, which may be attributed to its
comprehensive security features. In terms of universal handover, UniHand shows competitive
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Table 5.4: Performance comparison based on computational cost

Protocol Entity Initial Authentication
Total
(ms)

Entity Universal HO
Total
(ms)

Conventional
5G[4]

TUE TPRG + TMAC + 3TKDF + TELG ≈ 2.03 TUE 4TAES + 2TKDF ≈ 2.366

TSys
TPRG + 1TMAC + 2TH + TELG

+3TKDF
≈ 1.09 TSys 4TAES + 2TKDF ≈ 1.60

CPPHA[31]
TUE 5TPRG + 2TMAC + TAES + TH ≈ 3.687 TUE 2TAES + TPRG + 4TH ≈ 3.19

TSys
4TPRG + 1TMAC + 3TH + 2TELG

+TAES
≈ 2.536 TSys TAES + TPGR + 6TH + 3TELG ≈ 3.04

ReHand[37]
TUE 2TAES + 4TH + TPRG ≈ 3.19 TUE TPGR + 3TH + TAES ≈ 2.23
TSys 3TAES + 5TH + TPRG ≈ 1.75 TSys TPRG + 5TH + 2TAES ≈ 1.359

RUSH[71]
TUE

4TPRG + TMAC + 3TKDF + 3TH+
TE + 5TMod + 3TSM + TELG

≈ 8.95 TUE 3TPRG + TSM + 5TH + TE + TMod ≈ 5.42

TSys
2TPRG + TMAC + 3TH + TELG

+3TKDF + 2TSM + 3TMod
≈ 1.78 TSys 2TPRG + TSM + 6TH + TE + TMod ≈ 1.376

UniHand
TUE

2TS.ver + 2TPRG + TKDF + TDH+
6TAES + TDS.sign

≈ 5.42 TUE
TS.ver + 2TPRG + TKDF + TDH+
TS.sign + 2TAES

≈ 3.10

TSys

5TPRG + 2TDH + 2TS.san + 11TAES

+3TKDF + 2TS.ver + 2TS.sign

+TNwit.gen + TDS.ver

≈ 8.943 TSys
TS.san + TPRG + TDH + TKDF+
TS.ver + TNwit.ver + TNwit.gen + 2TAES

≈ 4.80

performance with UE-side computation at 3.10 ms, comparable to other protocols and slightly
more efficient than CPPHA and RUSH. The system-side of UHO computation for UniHand
(4.80 ms) is higher than other protocols, potentially reflecting the trade-off for enhanced
security features.

Although these figures suggest some increased computational costs, particularly on the
system side, UniHand demonstrates significant improvements in overall network efficiency,
especially concerning the CN involvement. UniHand substantially reduces the computational
burden on the CN during handovers compared to the conventional 5G-HO protocol [4]. This
reduction is crucial given the CN’s critical role in mobile networks, managing functions such
as connectivity, mobility, authentication, authorization, subscriber data, and policy manage-
ment. The importance of this reduction becomes apparent when considering the increased
handover frequency in 5G networks due to the higher density of small cells. UniHand addresses
this challenge by eliminating the need for CN involvement during handover execution. This
is achieved because UniHand requires only gNB involvement during handovers, not the Core
Network (CN), thus significantly reducing the overall overhead on the CN.

5.4.3 Communication Cost

This section presents analysis and comparison of our proposed scheme with existing handover
protocols, including the conventional 5G [4], ReHand [37], RUSH [71] and CPPHA [31],
in terms of communication cost. To ensure an accurate evaluation, we consider both the
propagation and transmission time of the message size, as well as the network’s data rate, to
measure the transmission delay across all protocols.

Following the specifications and message sizes introduced in Chapter 4, Section 4.4.3, the
analysis adheres to the 3GPP specification [4], assuming a wide-area scenario with an uplink
data rate of 25 Mbps and a downlink rate of 50 Mbps. Transmission delays for all protocols
are measured using the previously mentioned platforms and the relevant message sizes of
the proposed protocol, as detailed in Table 5.5. This table details the sizes of cryptographic
components used in transmission delay calculations. Key elements include a 32-byte certifi-
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Table 5.5: Length of parameters.

Parameters Size (in bytes)

CU : [RUID∥UID∥TID∥TU ] 8× 4 = 32

SanSig Signature(σ) 256

ECDH public key size 68

non-membership witness size 32

Table 5.6: Performance comparison based on communication cost.

Protocol Link
Total message size
(bits)

Transmission
time (ms)

Propagation
time (ms)

Total
time (ms)

Conventional
5G[4]

UP 640 0.0256 0.00201 0.02764
Down 256 0.00512 0.00133 0.00646

CPPHA[31]
UP 1728 0.06912 0.00268 0.0718
Down 1056 0.02112 0.00133 0.02245

ReHand[37]
UP 832 0.03328 0.00134 0.03462
Down 768 0.01536 0.00067 0.0398

RUSH[71]
UP 896 0.03584 0.00133 0.03717
Down 896 0.01792 0.00067 0.01859

UniHand
UP 2848 0.11391 0.00067 0.11458
Down 3104 0.06208 0.00133 0.06341

cate, a 256-byte sanitizable signature, and a 68-byte ECDH public key using the secp256r1
curve [65]. The resulting 32-byte shared secret (ks) is derived from the x-coordinate of the
computed point. The non-membership witness is 32 bytes. For propagation delay, we use
the 3GPP specification [4]: given a wave speed of 3 × 108 m/s and a maximum 5G cell size
of 200 m, we calculate a delay of 0.67µs.

Table 5.6 presents a comparative analysis of communication costs across existing handover
protocols, including the conventional 5G [4], ReHand [37], RUSH [71] and CPPHA [31]. The
conventional 5G approach exhibits the lowest communication cost, with total times of 0.02764
ms for uplink (UP) and 0.00646 ms for downlink (Down). Conversely, UniHand demonstrates
the highest communication cost, at 0.11458 ms for UP and 0.06341 ms for Down, primarily
due to its larger message sizes. However, this increased cost is mitigated by several signifi-
cant advantages. UniHand incorporates advanced security and privacy features, enhancing
the overall handover process. Moreover, it implements a universal handover mechanism, a
characteristic shared by only a few advanced protocols in the field. The distinguishing fea-
ture of UniHand lies in its complete elimination of CN communication during the universal
handover protocol. This approach enables gNBs to authenticate users autonomously without
CN assistance. This elimination of CN assistance results in a substantial reduction of CN
overhead. These features collectively contribute to improved overall network architecture
efficiency, offsetting the higher communication cost.
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5.5 Summary

This chapter has successfully addressed the second research question (RQ2) of this thesis by
introducing UniHand, a universal handover scheme for 5G SCN with KEF and KCI resilience.
This solution tackles critical security and privacy challenges in 5G roaming environments.
UniHand utilises innovative cryptographic techniques, including sanitizable signatures and
universal accumulators, to achieve a comprehensive set of security properties, such as MA,
UA, Unlink and PFS. Notably, UniHand is the first scheme to provide resilience against KCI
attacks with KEF in this context.

The chapter provided a detailed description of the UniHand protocols for initial authenti-
cation and universal handover. Rigorous security proofs were presented to demonstrate the
scheme’s fulfilment of the desired security and privacy properties. Performance evaluations
showed that while UniHand has slightly higher computational/communicational costs in some
areas, it significantly improves overall network efficiency by reducing CN involvement during
handovers. This makes UniHand particularly well-suited for dense 5G small cell deployments
with frequent handovers∗.

While UniHand offers significant advancements, it relies on asymmetric cryptography. The
next chapter explores an alternative approach more aligned with the symmetric cryptography
primitives predominant in the current 5G infrastructure. It introduces PGUP, an innovative
symmetric-based scheme designed to enhance security and privacy in 5G Authentication and
handover protocols. Notably, PGUP achieves both PFS and perfect forward privacy within
a symmetric cryptography framework, which is considered a notable challenge in the field.
These properties enhance the security and privacy of the current 5G-AKA, ensuring past
communications and user privacy remains protected even if long-term keys are compromised.
The following chapter will detail PGUP’s design, security analysis, and performance evalua-
tion, demonstrating its advancements in 5G network security using infrastructure-compatible
techniques.

∗This work has undergone peer review and has been accepted for publication in the IEEE
Computer Security Foundations Symposium (IEEE CSF) in 2024.



Chapter 6

PGUP: Pretty Good User Privacy
for 5G Security

The rapid evolution of cellular network standards has led to the development of 5G technol-
ogy, which promises unprecedented improvements in network capacity, speed, and latency.
However, this advancement brings with it new challenges in security and privacy, particularly
in the realms of user authentication and handover procedures. As we continue to explore so-
lutions to these challenges, it becomes crucial to consider approaches that not only enhance
security but also align with the existing infrastructure and capabilities of User Equipment
(UE). In our ongoing research into secure and private 5G communications, we have explored
various approaches. The previous chapter introduced UniHand, a comprehensive univer-
sal handover scheme for 5G small cell networks that addressed critical security and privacy
challenges through innovative asymmetric cryptographic techniques. While UniHand offers
significant advancements, its reliance on asymmetric cryptography necessitates substantial
changes to the existing 5G infrastructure.

Building upon these insights, this chapter explores an alternative approach more closely
aligned with the symmetric cryptography primitives predominant in current 5G systems. We
introduce PGUP (Pretty Good User Privacy), a symmetric-based scheme designed to enhance
security and privacy in 5G Authentication and Key Agreement (AKA) and Handover (HO)
protocols. PGUP addresses key weaknesses in current 5G security by proposing a symmetric-
based primitive called Puncturable Key Wrapping (PKW+), tailored specifically for the 5G
environment. This approach allows PGUP to achieve both Perfect Forward Secrecy (PFS)
and Perfect Forward Privacy (PFP) within a symmetric cryptography framework, which
is considered a notable challenge in the field. In addition, PGUP tackles the significant
linkability vulnerability posed by active adversaries, which allows an adversary to track a
user’s activities throughout their network connection.

By utilizing symmetric cryptography, PGUP aims to strengthen security and privacy
aspects without imposing significant overhead on communication parties. This design choice
facilitates a smoother transition to enhanced protocols without disrupting the user experience
or requiring significant hardware upgrades, addressing the need for solutions compatible with
existing infrastructure and UE capabilities.

125
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Motivation and Contributions

The security and privacy of AKA and HO protocols are critical in 5G and mobile com-
munication systems. These protocols ensure confidentiality, user anonymity, and seamless
transitions between base stations. However, current solutions fall short in addressing all
security and privacy challenges simultaneously, particularly when considering the limited
computational capabilities of UE. UEs often operate under significant constraints in terms
of processing power, memory, and energy consumption. This limitation makes it crucial
to develop security solutions that are not only robust but also computationally efficient.
Symmetric cryptography, which forms the basis of existing 5G security protocols, requires
significantly less computational resources compared to asymmetric alternatives, making it
particularly suitable for resource-constrained UEs.

Our research identifies a critical gap: the need for a comprehensive solution that enhances
security and privacy while considering the computational limitations of UEs. Current ap-
proaches either fail to address all security challenges or impose substantial computational
overhead, potentially compromising the user experience and device performance. To address
this gap, we propose PGUP, an innovative symmetric-based scheme designed to enhance
5G-AKA and HO protocols. PGUP utilises a novel Puncturable Key Wrapping (PKW+)
primitive, specifically tailored for the 5G environment. This approach enables PGUP to
achieve critical security properties, including PFS, PFP, and user unlinkability, all within a
symmetric cryptography framework suitable for UE resource constraints. By leveraging sym-
metric cryptography, our solution seeks to provide advanced security features while remaining
computationally efficient for resource-limited devices.

Our key contributions include:

• The first standalone symmetric-based solution achieves PFS, PFP, user unlinkability,
secure revocation, and seamless universal handover;

• Design a new variant of puncturable key wrapping (i.e., PKW+), tailored specifically
for 5G, to achieve PFS, PFP and unlinkability in a symmetric base setting;

• The proposed solution aims to maintain conceptual alignment with 5G protocol struc-
tures, potentially facilitating integration with minimal modifications to existing infras-
tructure;

• A comprehensive formal security analysis of our proposed scheme;

• A comparative performance evaluation of PGUP with the conventional 5G-AKA and
HO protocols demonstrating the cost-effectiveness of the proposed PGUP scheme.

Chapter Organisation

The rest of the chapter is organised as follows:

• Section 6.1 introduces the proposed Puncturable Key Wrapping+ (PKW+) scheme,
detailing its design, security considerations, and formal definitions.

• Section 6.2 outlines the threat model considered for PGUP, describing the capabilities
of potential adversaries and the security assumptions.
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• Section 6.3 presents the core PGUP scheme, elucidating the authentication and the
universal handover protocols.

• Section 6.4 offers a comprehensive security analysis of PGUP, providing formal proofs
for mutual authentication, key indistinguishability, and unlinkability properties.

• Section 6.5 evaluates the performance of PGUP, comparing it with existing protocols
in terms of security features, computational overhead, and communication costs.

• Finally, the chapter concludes with a summary of the key contributions and findings of
the PGUP scheme.

6.1 Proposed Puncturable Key Wrapping

The original Puncturable Key Wrapping (PKW) scheme, as described in Section 2.2.10, offers
PFS in symmetric-key environments. However, its direct application to 5G-enabled mobile
communication presents substantial challenges, primarily arising from potential security re-
ductions associated with key-reuse [55]. This section outlines these challenges and introduces
our proposed solution: the PKW+ scheme.

6.1.1 Security Considerations and Potential Vulnerabilities

Cryptographic algorithms are designed with specific security properties and underlying as-
sumptions. Applying a key designed for one algorithm in a different context may introduce
vulnerabilities, potentially compromising the overall security of the system. To illustrate
this concern, consider the following use case in the 5G-AKA protocol, as depicted in Figure
Chapter 3- Figure 3.5. In the 5G-AKA protocol, a single key K serves multiple purposes.
If the PKW scheme were applied directly within the 5G-AKA protocol, this same key K
would be employed across various cryptographic operations, potentially leading to security
vulnerabilities. Specifically, K would be used for:

1. PKW : Wrapping/encrypting the user’s identity (SUPI);

2. KDF: Deriving secondary keys (AK, HK, KSEAF);

3. MAC and Hash: Generating the Message Authentication Code (MAC) and the expected
response (xRES∗), respectively.

This multifunctional use of K across various cryptographic schemes may introduce potential
vulnerabilities. An attacker who successfully compromises the derived keys (e.g., AK, HK,
KSEAF) might gain partial information about K, potentially weakening the security of the
Subscription Concealed Identifier (SUCI). Conversely, if K were to be compromised, it could
lead to the exposure of the derived keys, undermining the security of multiple protocol com-
ponents simultaneously. This interdependence of security properties, stemming from the use
of a single key, could significantly impact the overall strength and resilience of the protocol.
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6.1.2 The PKW+ Solution

To address the security concerns associated with key-reuse in the original PKW scheme, we
propose PKW+, a new variant of PKW specifically tailored for the 5G environment. PKW+

retains the essential functionalities and PFS properties of PKW while incorporating key
derivation capabilities, effectively mitigating the risks associated with key-reuse.

The key modifications in PKW+ include:

• Integration of a Key Derivation Function (KDF) into the existing Wrap and Unwrap
algorithms.

• Introduction of a new algorithm (Drv) for deriving keys for use in other contexts.

These enhancements, illustrated in Figure 6.1, strengthen the overall security of the
scheme. The PKW+ scheme incorporates a separate key derivation function, which effec-
tively separates the key used for wrapping from the keys used in other parts of the protocol:

• The long-term key K is used exclusively for PKW+ scheme algorithms (Wrap, Unwrap,
Drv, and Punc).

• Separate derived keys are employed for other cryptographic algorithms within the pro-
tocol.

This separation ensures mutual protection: compromise of the derived keys reveals no
information about the long-term key K, and compromise of K reveals nothing about the
derived keys. By introducing PKW+, we maintain the PFS guarantees of the original PKW
while mitigating the risks associated with key-reuse. This approach aligns with the principle
of key separation in cryptographic protocol design [55], enhancing the overall security of the
5G-AKA protocol.

Definition 34 (Puncturable Key Wrapping+) The PKW+consists of a tuple of five al-
gorithms, denoted as PKW+:{KGen,Wrap,Unwrap,Punc,Drv}, associated with five sets: the
secret-key space SK, the tag space T , the additional data space AD, message space M, and
the wrap-key space K.

• KGen() → sk: a probabilistic algorithm that takes no inputs and outputs a secret key
sk ∈ SK.

• Wrap(sk, T,AD,m) → C/⊥: a probabilistic wrapping algorithm takes an input of a
secret key sk ∈ SK , a tag T ∈ T , an additional data AD ∈ AD, and a message
m ∈M and outputs either a ciphertext C ∈ {0, 1}∗ or ⊥ for failure.

• Unwrap(sk, T,AD,C)→ m/⊥: a deterministic unwrapping algorithm takes an input of
a secret key sk ∈ SK , a tag T ∈ T , an additional data AD ∈ AD, and a ciphertext
C ∈ {0, 1}∗ and outputs either a message m ∈M or ⊥ for failure.

• Punc(sk, T )→ sk′: a deterministic puncturing algorithm takes an input of a secret key
sk ∈ SK and a tag T ∈ T and returns an updated secret key sk′ ∈ SK.

• Drv(sk, T,AD) → k: a deterministic key derivation function algorithm takes an input
of a secret key sk ∈ SK, a tag T ∈ T and additional data AD ∈ AD and returns a
derived secret key k.
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Correctness: The PKW+requires that the wrapped message can be successfully unwrapped
from the wrapping ciphertext, even if the secret key has been punctured on various tags, ex-
cept for the specific tag utilized in the wrapping of that particular message. Formally, we
require that for all T ∈ T , AD ∈ AD,m ∈M, where T 1, T 2 ∈ T ∗ and T ̸= (T 1 ∪ T 2),

Pr[Unwrap(sk\T 1
, T, AD,Wrap(sk\T 2

, T, AD,m)) = m|sk $← KGen()] = 1 (6.1)

Similarly, PKW+requires that the derivation algorithm drives the same key regardless of
the punctured state of the secret key sk, as shown in Def. 36. sk is the secret key generated
by puncturing on (T1, ..., Tn ∈ T ), where puncturing on sk is not affected by the order of T
(PPRF puncture invariance Def. 15). We also redefine this concept for the PKW+,

Definition 35 (PKW+puncture invariance) The PKW+is puncture invariance for all se-
cret keys sk ∈ SK and all tags Ti ∈ T , where i ∈ {1, . . . , n}, and the sk is solely influenced
by the tags on which punctures have occurred, with no regard for the sequence in which these
punctures were executed.

Punc(Punc(sk, T0), T1) = Punc(Punc(sk, T1), T0) (6.2)

Similarly, the key derivation and wrapping remain consistent regardless of the punctured
state of the key,

Definition 36 (PKW+consistency) The PKW+is consistent if the output of the derivation
and wrapping algorithms solely depends on the tag, additional data and the wrapped message
but not the punctured state of the secret key unless the output is ⊥ due to puncturing. Thus,
if all messages m ∈ M, additional data AD ∈ AD and all tags (T1, .., Tn) ∈ T ∗ and T ∈ T ,
where T ̸= (T1, .., Tn), it holds that,

Pr[Drv(sk, T,AD) = Drv(sk\(T1,...,Tn), T, AD)|sk $← KGen()] = 1 (6.3)

Pr[Wrap(sk, T,AD,m) = Wrap(sk\(T1,...,Tn), T, AD,m)|sk $← KGen()] = 1 (6.4)

6.1.3 PKW+ Security

In accordance with the work of Rogaway and Shrimpton [59], we adopt the concept of
“DAE security” (Deterministic Authenticated Encryption), which combines confidentiality
and integrity notions. They demonstrate that this combined notion is equivalent to two
separate notions in their context, as well as in authenticated encryption overall. Here,
we extend this finding to the PKW+ context and formally validate that a similar equiva-
lence exists for our forward security notions. This combined confidentiality and integrity
framework, outlined in Figure 6.2, captures ind$-cca and KIND. It also ensures forward
security, meaning that confidentiality assurances persist even after compromising the se-
cret key, provided it has been appropriately punctured before corruption to prevent triv-
ial wins. Our combined security notion (confidentiality and integrity) is tailored to the
PKW+ setting. In-game Gind$−cca

PKW+ (A), the adversary AQ has access to a set of algorithms
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Figure 6.1: PKW+algorithms. Blue boxes represents the modifications
PKW+introduces to PKW .

Q = {New, Wrap, Wrap$, Unwrap, Punc, Drv, Corrupt}, Wrap$, which, given a key in-
dex i, a tag T , additional data AD, and a message m chosen by the adversary, responds
with either a legitimate wrapping of m under the secret key ski or a random bit-string
of length |m|. Similarly, the adversary can use real wrappings and key derivation, i.e.
Wrap,Unwrap and Drv, without the need for puncturing through an additional oracle Wrap.
However, in the case of key indistinguishability (GKIND

PKW+ (A)), the adversary has access to
Q = {New,Wrap,Punc,Drv,Drv$}, where (Drv$) is challenge key deriving oracle, which, given
a key index i, a tag T and additional data AD, responds with either a legitimate wrapping
of k under the secret key ski or a random bit-string of length |k|.

The idea behind this approach is to ensure forward security for all messages wrapped
using keys that have been punctured at the time of compromise. It also aims to prevent
any potential information leakage from unpunctured ciphertexts that the adversary gains
insight into during corruption. In other words, we aim to guarantee a degree of indepen-
dence among key wrappings produced with distinct tags. The concept of forward security is
implemented through a corruption oracle Corrupt, allowing the adversary to compromise
the current version of a secret key ski, provided that all tags used in challenge queries under
ski must be punctured at the time of corruption, as dictated by the puncturing oracle Punc.
Furthermore, in this context, we explicitly treat ciphertexts under punctured tags as valid
forgery attempts, even if they were previously produced by Wrap. This ensures that once a
tag is punctured, no ciphertext with that tag will be accepted, providing a form of replay
protection. The adversary wins if he is able to create a ciphertext (along with a T and AD)
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New()

1: u + +;sku ← KGen()
2: SPT,u,S$T,u,ST,u,SDT,u,
S$DT,u,S$T,AD,C,u ← ϕ

3: corruptu ← false

Wrap(i, T, AD,m)

1: if T ∈ ST,i then return ⊥
2: end if
3: C ←Wrap(ski, T, AD,m)
4: if (C = ⊥) then return ⊥
5: ST,i

u←− T ;ST,AD,C,i
u←− T,AD,C

6: end if
7: return C

Unwrap(i, T, AD,C)

1: m← Unwrap(ski, T, AD,C)
2: if (m ̸= ⊥)∧ (T ∈ SPT,i ∧ (corrupt = false)∨

T,AD,C /∈ ST,AD,C,i) then
3: win← true
4: end if
5: return m

Drv(i, T, AD)

1: if (T ∈ SDT,i) then
2: return ⊥
3: end if
4: k ← Drv(ski, T, AD)
5: if (k = ⊥) then
6: return ⊥
7: SDT,i

u←− T
8: end if
9: return k

Punc(i, T )

1: ski ← Punc(ski, T )
2: SPT,i

u←− T

Game Gind$−cca,KIND
PKW+ (A)

1: win← false
2: b

$← {0, 1}
3: u← 0
4: b′

$← AQ()
5: return (b′ = b) ∨ (win)

Wrap$(i, T, AD,m)

1: if (T ∈ ST,i) ∨ (corrupti = true) then
2: return ⊥
3: end if
4: C1 ←Wrap(ski, T, AD,m)
5: if (C1 = ⊥) then
6: return ⊥
7: end if
8: C0

$← {0, 1}C
9: S$T,i,ST,i

u←− T
10: return Cb

Corrupt(i)

1: if (S$T,i ⊈ SPT,i)∧(S$DT,i ⊆ SPT,i) then
2: return ⊥
3: end if
4: corrupti ← true
5: return ski

Drv$(i, T, AD)

1: if (T ∈ SDT,i) ∨ (corrupti = true) then
2: return ⊥
3: end if
4: k1 ← Drv(ski, T, AD)
5: if (k1 = ⊥) then
6: return ⊥
7: end if
8: k0

$← {0, 1}k
9: S$DT,i,SDT,i

u←− T,AD
10: return kb

Figure 6.2: PKW+ security
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that was not generated by Wrap or for which the tag was punctured through Punc, and that,
upon unwrapping, does not result in ⊥.

Definition 37 (PKW+confidentiality and integrity) Assuming PKW+ is a puncturable
key-wrapping scheme, we specify the advantage for a PPT algorithm A has in terms of forward
indistinguishability as:

Advind$−cca,KIND
PKW+ (A) = 2|Pr[Gind$−cca,KIND

PKW+ (A)⇒ true]− 1

2
| (6.5)

, where Gind$−cca,KIND
PKW+ , is defined in Figure 6.2. We say that PKW+is (ind$-cca,KIND)

secure if, for all A, the advantage is negligible in the security parameter λ.

6.1.4 Instantiation of PKW+

Here, we present the construction framework for a PKW+ scheme, illustrated in Figure 6.1.
This framework utilizes an Authenticated Encryption scheme with Associated Data (AEAD)
to ensure a secure encryption of messages. Each wrapping algorithm involves a secret key,
additional data (AD), a tag (T), and the message to be wrapped. The AEAD secret key is
generated by a KDF, which takes as input a key produced by PPRF and AD. The PPRF key
is, in turn, generated using the secret key and tag. Additionally, the introduced derivation
algorithm in PKW+ (Drv()) utilizes the key generated by the PPRF, combined with the wrap
tag, as input to the KDF, producing a new key for future use. This design approach facilitates
the forward security of secret keys by puncturing the PPRF key, ensuring the unrecoverability
of ciphertexts.

Next, we demonstrate that, under specific attributes of the foundational PPRF,AEAD
and KDF schemes, our design PKW+[PPRF,KDF,AEAD] attains both puncture invariance
and consistency (as per Theorem 16). Additionally, it achieves forward indistinguishability
contingent upon the inherent strength of the PPRF (Theorem 18) and ensures the confiden-
tiality of ciphertexts (Theorem 17).

Theorem 16 (PKW+ is consistent and puncture invariant) The new key-wrapping scheme
PKW+[PPRF,KDF,AEAD], illustrated in Figure 6.1, is consistent, as specified in Def. 36.
Furthermore, assuming the puncture invariance property of the PPRF, defined in Def. 15,
it follows that PKW+[PPRF,KDF,AEAD] also holds the property of puncture invariance, in
accordance with Def. 35.

Proof : The puncture invariance of PKW+[PPRF,KDF,AEAD] is a direct consequence of the
puncture invariance inherent in PPRF. The consistency of PKW+[PPRF,KDF,AEAD] is based
on several crucial components: Firstly, the correctness of PPRF guarantees that its evaluation
at a specific point remains unchanged even when other points are punctured, ensuring that the
KDF keys derived from a tag T remain unaffected by the puncturing of other tags. Secondly,
the security of KDF guarantee the robustness of the keys generated for both AEAD encryption
and future processes, none of which are influenced by the puncturing of other tags. Lastly,
the encryption algorithm in the AEAD scheme ensures that the ciphertext relies solely on the
inputs to AEAD encryption. Collectively, these factors conclusively establish the consistency
and puncture invariance of PKW+[PPRF,KDF,AEAD].
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To accomplish this, we refer to the correctness definition of PPRF in Def. 13, where

skn is derived by executing ski
$← PPRF.Punc(ski−1, Ti) for i ∈ {1, . . . , n}. Now, to ensure

consistency, the requirement precisely states that for all AD ∈ AD and all m ∈M,

Pr[Wrap(sk0, T, AD,m) = Wrap(skn, T, AD,m)|sk0
$← KGen()] = 1 (6.6)

Thanks to PPRF correctness this condition is satisfied for PKW+[PPRF, KDF, AEAD], as
per the definition of the construction, where:

1. PKW+.KGen() := PPRF.KGen()

2. PKW+.Punc(sk, T ) := PPRF.Punc(sk, T )

3. PKW+.Drv(sk, T,AD) := KDF(PPRF.Eval(sk, T ), AD)

4. PKW+.Wrap(sk0, T, AD,m) :=
AEAD.Enc(KDF(PPRF.Eval(sk0, T ), AD), T, AD,m) =
AEAD.Enc(KDF(PPRF.Eval(skn, T ), AD), T, AD,m)
:= PKW+.Wrap(skn, T, AD,m)

Theorem 17 (PKW+ is ind$−cca secure) Consider the new key-wrapping scheme PKW+[PPRF,
KDF,AEAD] illustrated in Figure 6.1. For any adversary A attempting to compromise the
ind$ − cca security of PKW+[PPRF,KDF,AEAD], defined in Def. 37, by querying oracles
New,Wrap$,Wrap,Unwrap,Punc,Corrupt and Drv there exist corresponding adversaries
(Bpprf ,Bkdf , and Baead) that operate approximately at the same time as A, such that:

Advind−cca
PKW+ (A) ≤ AdvPPRF(Bpprf ) + AdvKDF(Bkdf ) + AdvAEAD(Baead) (6.7)

Proof : To prove theorem 17, we divide it into two cases, denoted by Advc1
PKW+(λ) and

Advc2
PKW+(λ). In c1, we demonstrate that PKW+ ensures the integrity of ciphertexts by

proving that the probability of the adversary A winning in game G(ind$− cca) is negligible.
Similarly, in c2, we establish that PKW+ provides confidentiality, ensuring that ciphertexts
are indistinguishable from random strings. As a result, the probability of the adversary A
correctly guessing the bit b in game G(ind$ − cca) is also negligible. We then bound the
advantage of A winning the game to:

Advind$−cca
PKW+ (A) ≤ AdvC1

PKW+(A) + AdvC2

PKW+(A)

.
Case 1: Let game G0 be equivalent to G(ind$−cca), with the algorithms of PKW+[PPRF;

KDF;AEAD] implemented directly using the underlying PPRF,KDF and AEAD schemes. We
begin by exploiting the fpr security property of PPRF and substitute the output of PPRF
keys with random keys. Subsequently, in the following Game, we utilize the randomized
PPRF keys generated previously to derive keys using PKW+.Drv(), arguing that the resulting
keys are indistinguishable from random keys. Next, we exploit the unforgeability/ integrity
security of AEAD ciphertexts and substitute the output of ciphertext with random, and we
argue that the A has a negligible advantage of forging a valid ciphertext. The reduction
works as follows:
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Game 0: This the original game ind$− cca described in Figure 6.2: Advind$−cca
PKW+ (A) ≤

AdvG0

Game 1: In this game, we introduce an abort event that triggers if A sends Unwrap(j, ..)
query under index j, where j ∈ {0, . . . , n} and setting win to true. We begin this game by
guessing the key index (i) and (i ̸= j) of the first successful forgery (i.e. win = true). Thus,
A’s advantage: AdvG0

≤ n ·AdvG1
.

Game 2: In this security game, we exploit the fpr security property of PPRF by replacing
the output of PPRF key (i.e. ska in PKW+ construction) with a random key. To accomplish
this, we introduce a reduction B1 which operates as follows: at the beginning of the game,
B1 initiates a PPRF challenger CPPRF. B1 simulates (Gfpr−ro$

PPRF ). For all key indices j ̸= i,
CPPRF generates skj and responds to queries using real oracles. For key index i B1 uses
Ro$− Eval to generate keys for Wrap,Unwrap and Drv queries. Specifically: Upon receiving
wrap/unwrap queries Wrap/Unwrap(i, T, AD,m/c) from A, B1 queries CPPRF to obtain a real
or random ki using Ro$− Eval(i, T ). Subsequently, B1 utilises the output key from CPPRF to
generate another key using KDF. This generated key is then employed to encrypt/decrypt the
message/ciphertext using AEAD algorithms. Finally, B1 replies to the A with the resulting
message/ciphertext. However, when A calls derive query (Drv), we obtain the random key
similarly and use the KDF to output a distinct key that has been used in the AEAD. Note
that, the A cannot distinguish between multiple calls to RO$−Eval as it is handled internally
in the PPRF game. The A simulation in Game 1 is essentially the same as Game 2, with the
exception of replacing PPRF keys with random keys. Therefore, if A manages to distinguish
between Game 1 and Game 2, then A has effectively breaks the fpr security of PPRF, as
formalised in Def. 14. Thus: AdvG1

≤ AdvG2
+ Advfpr

B1,PPRF
(A)

Game 3: In this game, we replace the output of the KDF (i.e. skb, skc in PKW+ construc-
tion) with uniformly random value. We do so by interacting with a B2 that interacts with
CKDF challenger. Similar to Game 2, for key index i B2 uses the output of KDF to generate
keys for Wrap,Unwrap and Drv queries. Whenever ska is used in Wrap,Unwrap or Drv to gen-
erate skb, skc, B2 first we check if Wrap,Unwrap and Drv were called since the last puncture
(Punc(i, ..)) query. If this condition holds, B2 then calls CKDF to obtain random keys ˆskb, ˆskc
and add the output to the lookup table. Otherwise we do a lookup for T[ska, AD] if it returns
⊥, then B2 calls CKDF to obtain random keys ˆskb, ˆskc and add the output to the lookup table.
Alternatively, B2 uses out as output values. since by Game 2 the ska is already uniformly
random, this change is sound. Therefore, if A manages to distinguish between Game 2 and
Game 3, then A has effectively breaks the security of KDF, as formalised in Def. 2. Thus:
AdvG2

≤ AdvG3
+ AdvKDF

B2,KDF(A)
Game 4: Here, we introduce an abort event that triggers if A generates a ciphertext C

that decrypts/unwraps correctly and was not generated by Wrap, breaking the unforgability/
integrity security of AEAD ciphertexts. We do so by defining a reduction B3 that initialises an
AEAD challenger CAEAD. Upon receiving wrap/unwrap queries Wrap/Unwrap(sk, T,AD,m/c)
from A, B3 first check if Wrap,Unwrap were called since the last puncture (Punc(i, ..)) query,
if not we retrieve the previously computed output. Otherwise, B3 queries CAEAD to obtain
a real or random ciphertext C using Ro$(skb, n,AD,m). Finally, B3 replies to the A with
the resulting ciphertext. This way A wins if it submits a valid forgery (C) to Unwrap, where
correctly output m (i.e., Unwrap(i, T, AD,C) → m : m ̸= ⊥), and if either C has never
been output from Wrap (i.e T,AD,C /∈ ST,AD,C,i) or if tag T was previously punctured
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via Punc (i.e., T ∈ SPT,i). since by Game 3 the skb is already uniformly random, this
change is sound. Therefore, if A manages to distinguish between Game 3 and Game 4,
then A has effectively broken the security of AEAD, as formalised in Def. 8. This implies:
AdvG3

≤ AdvG4
+ AdvINT−CTXT

B3,AEAD
(A)

Since as per Case 1 the A has a negligible advantage of breaking AEAD security, where
we abort if the A can forge a valid ciphertext, Thus

Advc1
PKW+(A) = 0

We now bound the advantage of A in Case 2.
Case 2: Let game G0 be equivalent to G(ind$−cca), with the algorithms of PKW+[PPRF;

KDF; AEAD] implemented directly using the underlying PPRF,KDFand AEAD schemes. we
begin by exploiting the forward pseudorandomness (fpr) security property of PPRF and
substitute the output of PPRF keys with random keys. Subsequently, in the following Game,
we utilize the randomized PPRF keys generated previously to derive keys using PKW+.Drv(),
arguing that the resulting keys are indistinguishable from random keys. Following this, we
employ the derived KDF keys to encrypt messages using PKW+.Wrap$(), and we argue that
the resulting ciphertext is indistinguishable from random. The reduction works as follows:

Game 0: This the original game ind$− cca described in Figure 6.2: Advind$−cca
PKW+ (A) ≤

AdvG0

Game 1: In this game, we introduce an abort event that triggers if A sends Unwrap(j, ..)
query under index j, where j ∈ {0, . . . , n} and setting win to true. We begin this game by
guessing the key index (i) and (i ̸= j) of the first successful forgery (i.e. win = true). Thus,
A’s advantage: AdvG0

≤ n ·AdvG1
.

Game 2: In this security game, we exploit the fpr security property of PPRF by replacing
the output of PPRF key (i.e. ska in PKW+ construction) with a random key. To accomplish
this, we introduce a reduction B1 which operates as follows: at the beginning of the game,
B1 initiates a PPRF challenger CPPRF. B1 simulates (Gfpr−ro$

PPRF ). For all key indices j ̸= i,
CPPRF generates skj and responds to queries using real oracles. For key index i B1 uses
Ro$− Eval to generate keys for Wrap,Unwrap and Drv queries. Specifically: Upon receiving
wrap/unwrap queries Wrap/Unwrap(i, T, AD,m/c) from A, B1 queries CPPRF to obtain a real
or random ki using Ro$− Eval(i, T ). Subsequently, B1 utilises the output key from CPPRF to
generate another key using KDF. This generated key is then employed to encrypt/decrypt the
message/ciphertext using AEAD algorithms. Finally, B1 replies to the A with the resulting
message/ciphertext. However, when A calls derive query (Drv), we obtain the random key
similarly and use the KDF to output a distinct key that has been used in the AEAD. Note
that, the A cannot distinguish between multiple calls to RO$−Eval as it is handled internally
in the PPRF game. The A simulation in Game 1 is essentially the same as Game 2, with the
exception of replacing PPRF keys with random keys. Therefore, if A manages to distinguish
between Game 1 and Game 2, then A has effectively breaks the fpr security of PPRF, as
formalised in Def. 14. Thus: AdvG1

≤ AdvG2
+ Advfpr

B1,PPRF
(A).

Game 3: In this game, we replace the output of the KDF (i.e. skb, skc in PKW+ construc-
tion) with uniformly random value. We do so by interacting with a B2 that interacts with
CKDF challenger. Similar to Game 2, for key index i B2 uses the output of KDF to generate
keys for Wrap,Unwrap and Drv queries. Whenever ska is used in Wrap,Unwrap or Drv to gen-
erate skb, skc, B2 first we check if Wrap,Unwrap and Drv were called since the last puncture
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(Punc(i, ..)) query. If this condition holds, B2 then calls CKDF to obtain random keys ˆskb, ˆskc
and add the output to the lookup table. Otherwise we do a lookup for T[ska, AD] if it returns
⊥, then B2 calls CKDF to obtain random keys ˆskb, ˆskc and add the output to the lookup table.
Alternatively, B2 uses out as output values. since by Game 2 the ska is already uniformly
random, this change is sound. Therefore, if A manages to distinguish between Game 2 and
Game 3, then A has effectively breaks the security of KDF, as formalised in Def. 2. Thus:
AdvG2

≤ AdvG3
+ AdvKDF

B2,KDF(A)
Game 4: In this game, we introduce an abort event that triggers if A distinguishes a real

ciphertext from a random ciphertext C, breaking the confidentiality security of AEAD. We
do so by defining a reduction B3 that initialises an AEAD challenger CAEAD. Upon receiving
wrap/unwrap queries Wrap/Unwrap(sk, T,AD,m/c) from A, B3 first check if Wrap,Unwrap
were called since the last puncture (Punc(i, ..)) query, if not we retrieve the previously com-
puted output. Otherwise, B3 queries CAEAD to obtain a real or random ciphertext C using
Ro$(skb, n,AD,m). Finally, B3 replies to the A with the resulting ciphertext. This way A
wins if he manages to distinguish the result from real or random. since by Game 3 the skb
is already uniformly random, this change is sound. Therefore, if A manages to distinguish
between Game 3 and Game 4, then A has effectively breaks the security of AEAD, as
formalised in Def. 8. This implies: AdvG3

≤ Advunf
G4

+ AdvB3,AEAD

Here, we emphasise that as a result of these changes, the generated ciphertext is indis-
tinguishable from a random ciphertext, thus A has a negligible advantage in winning the
game:

Advc2
PKW+(A) = 0

Theorem 18 (PKW+is KIND secure) Consider the new key-wrapping scheme PKW+[PPRF,
KDF,AEAD] illustrated in Figure 6.1. For any adversary A attempting to compromise the
KIND security of PKW+[PPRF,KDF,AEAD], defined in 37, by querying oracles New,Wrap,Punc,Drv$
and Drv, there exist corresponding adversaries (Bpprf and Bkdf ) that operate approximately
at the same time as A, such that:

AdvKIND
PKW+(A) ≤ AdvPPRF(Bpprf ) + AdvKDF(Bkdf ) (6.8)

Proof : To prove theorem 18, we demonstrate that PKW+ ensures key indistinguishability
by proving that the probability of the adversary A winning in game G(KIND) is negligible.

Game 0: This the original game KIND described in Figure 6.2: AdvKIND
A (A) ≤ AdvG0

Game 1: In this game, we introduce an abort event that triggers if A sends Unwrap(j, ..)
query under index j, where j ∈ {0, . . . , n} and setting win to true. We begin this game by
guessing the key index (i) and (i ̸= j) of the first successful forgery (i.e. win = true). Thus,
A’s advantage:AdvG0

≤ n ·AdvG1
.

Game 2: In this security game, we exploit the fpr security property of PPRF by replacing
the output of PPRF key (i.e. ska in PKW+ construction) with a random key. To accomplish
this, we introduce a reduction B1 which operates as follows: at the beginning of the game,
B1 initiates a PPRF challenger CPPRF. B1 simulates (Gfpr−ro$

PPRF ). For all key indices j ̸= i,
CPPRF generates skj and responds to queries using real oracles. For key index i B1 uses
Ro$− Eval to generate keys for Wrap,Unwrap and Drv queries. Specifically: Upon receiving
wrap/unwrap queries Wrap/Unwrap(i, T, AD,m/c) from A, B1 queries CPPRF to obtain a real
or random ki using Ro$− Eval(i, T ). Subsequently, B1 utilises the output key from CPPRF to
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generate another key using KDF. This generated key is then employed to encrypt/decrypt the
message/ciphertext using AEAD algorithms. Finally, B1 replies to the A with the resulting
message/ciphertext. However, when A calls derive query (Drv), we obtain the random key
similarly and use the KDF to output a distinct key that has been used in the AEAD. Note
that, the A cannot distinguish between multiple calls to RO$−Eval as it is handled internally
in the PPRF game. The A simulation in Game 1 is essentially the same as Game 2, with the
exception of replacing PPRF keys with random keys. Therefore, if A manages to distinguish
between Game 1 and Game 2, then A has effectively breaks the fpr security of PPRF.
Thus: AdvG1

≤ AdvG2
+ Advfpr

B1,PPRF
(A).

Game 3: In this game, we replace the output of the KDF (i.e. skb, skc in PKW+ con-
struction) with uniformly random value. We do so by interacting with a B2 that interacts
with CKDF challenger. Similar to Game 2, for key index i B2 uses the output of KDF to
generate keys for Wrap,Unwrap and Drv queries. Whenever ska is used in Wrap,Unwrap or
Drv to generate skb, skc, B2 first we check if Wrap,Unwrap and Drv were called since the last
puncture (Punc(i, ..)) query. If this condition holds, B2 then calls CKDF to obtain random keys
ˆskb, ˆskc and add the output to the lookup table. Otherwise we do a lookup for T[ska, AD]

if it returns ⊥, then B2 calls CKDF to obtain random keys ˆskb, ˆskc and add the output to
the lookup table. Alternatively, B2 uses out as output values. since by Game 2 the ska
is already uniformly random, this change is sound. Therefore, if A manages to distinguish
between Game 2 and Game 3, then A has effectively breaks the security of KDF, thus:
AdvG2

≤ AdvG3
+ AdvKDF

B2,KDF(A)
Here we emphasise that as a result of these changes, the generated key in Game 3 is

now uniformly random and independent regardless of the bit b sampled by C, thus A has no
advantage in guessing the bit b:

AdvKIND
PKW+(A) = 0.

6.1.5 PKW+ Performance

We also evaluated the performance of our new PKW+ scheme against the original PKW∗.
Table 6.1 shows the execution times for key operations in both schemes.

Table 6.1: Performance comparison of PKW and PKW+

Function PKW (ms) PKW+ (ms) Difference

Wrap(·) 1.1895 1.21468 +2.12%

Unwrap(·) 1.14117 1.23913 +8.58%

Punc(·) 2.75626 2.7733 +0.62%

Drv(·) - 0.00537 N/A

Total 5.08693 5.23248 +2.86%

As shown in Table 6.1, PKW+ introduces a slight overhead compared to the original PKW,
with a total increase in execution time of 2.86%. This minor performance cost is primarily due
to the addition of the Drv function and small increases in Wrap and Unwrap times. However,
the enhanced security features provided by PKW+, including improved key separation and
reduced risks associated with key-reuse, justify this modest performance trade-off. Notably,

∗The source code for PKW+ implementation can be found here.

https://drive.google.com/drive/folders/1G_C7vdiR9GYiA4wjhjaKCJ8ciH6YfHAx?usp=drive_link
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the Punc algorithm has not been modified in PKW+, and its slight increase is not directly
related to the new features implemented in PKW+. Thus, PKW+ achieves enhanced security
with no impact on this critical algorithm.

6.2 Threat Model

Our security model incorporates concepts from both the 3GPP group [4] and recent literature
[56, 15, 33] for 5G authentication and handover protocols. It also addresses the desirable
security and privacy properties identified in Section 3.4.1. Throughout the execution of
the proposed scheme, all communication channels between the user and the network are
public, signifying that the adversary has complete control over these public channels. For
the channels connecting the gNBs and the CN (specifically the N2 interface), TS 33.501 [4]
explicitly defines security requirements including confidentiality and integrity protection of
signaling and user data, as well as authentication between the gNBs and the CN.

Our threat model encompasses three distinct types:

1. A1: A Dolev-Yao adversary that possesses control over the network, allowing for the
interception, insertion, modification, and deletion of any message.

2. A2: Seeks to compromise the key-indistinguishability and linkability properties of the
communicating parties. It is important to consider this adversary to protect user pri-
vacy, prevent tracking, and ensure robust key management.

3. A3: Focuses on compromising forward Secrecy and forward privacy. This adversary
has the ability to compromise various secret keys, including:

(a) Long-term keys (LTK) shared between UE and CN

(b) Asymmetric secret keys (ASK) of the CN

(c) Session keys established between protocol participants

Protecting against A3 adversary ensures that protocols can safeguard past communica-
tions even if future key compromises occur, maintaining long-term security of the system.

6.3 Proposed PGUP Scheme

In this section, we introduce PGUP scheme that consists of an authentication and key agree-
ment protocol and handover protocol. We provide the notation used in PGUP scheme in
Table 6.2.

6.3.1 Authentication and Key Agreement

All registered users in the network seeking secure access are required to execute this protocol.
While we adhere to a similar registration procedure as the current 5G-AKA, our approach
differs in the method of SUPI (Subscription Permanent Identifier) protection. In 5G-AKA,
this protection is achieved through encrypting the SUPI. In our protocol, we introduce SUTI
(Subscription Temporary Identifier), an independent value from SUPI, which provides an
extra layer of user identity protection. SUTI is a temporary random identifier generated
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Table 6.2: Notation

Parameter Content/Description

R 128 bit Random Number

SQN 48 bit Sequence Number

AK,MK f5(rk,R)

RK,SK f3(AK,SUTI)

MAC f1(MK,SQNCN∥R∥SUCI)

SUTI Subscription Temporary Identifier

CONC SQNCN ⊕AK

AUTN < CONC,MAC >

xRES∗ KDF (RK,R∥gNBname)

HxRES∗ SHA256(R∥xRES∗)

HK,KSEAF KDF (SK;R∥gNBname∥SQNCN)

ek, tk f5(HK, θ)

HK∗ f3(tk, r)

hk, ĤK f5(HK∗, t)

ck, C0 KEM public and private keys

T a tag T ∈ T

by the CN and maintained by both the CN and the UE. This approach enhances privacy
by further obfuscating the user’s permanent identity, going beyond the protection offered
in standard 5G-AKA. Following the 5G specifications (TS 33.501) [4], we assume that the
public key of the CN is preserved in the USIM. This assumption is crucial for the security
of the authentication process. Below, we present a detailed description of the sequence of
messages essential for the PGUP-AKA protocol, as illustrated in Figures 6.3 and 6.4.

Step 1: UE→ CN : [SUCI, IDCN]
The proposed AKA follows a similar pattern to the conventional 5G-AKA in its initial
steps. It begins by using the same ECIES key encapsulation algorithm (KEM.Encaps)
used in 5G-AKA to generate keys (ck, C0). Subsequently, the UE introduces a random
salt (∆) to update its temporary identity (SUTI) by computing SUTI∗ = Hash(SUTI∥∆).
Subsequently, the UE encrypts the original SUTI using ck, producing ciphertext de-

noted as C1. Next, the UE generates a tag (T
$← T ) and wrap the new temporary

identity (SUTI∗) using (PKW+.Wrap) algorithm with the long-term key K, a tag T ,
and additional data (AD ← C0∥C1)) to form C2. Next, we derive a key (rk) using the
(PKW+.Drv) algorithm and update the long-term key by puncturing it on the tag T .
Finally, compose a SUCI which consists of (C2) and send them along with the ID of
the supported CN to the gNB, which he will forward to the specified CN.

Step 2: CN→ gNB : [R
′
, AUTN,HxRES∗,KSEAF , HK]

In this step, the process closely resembles the conventional 5G-AKA, wherein the CN
employs the ECIES key decapsulation algorithm (KEM.Decaps) to generate ck, mirror-
ing the UE’s action. This key is then utilised to decrypt C1, facilitating the retrieval
of (SUTI). The SUTI serves as an index, allowing the CN to identify and access the
corresponding long-term key K. The CN derives rk using PKW+.Drv(K,T,C0∥C1)
and unwraps C2 to obtain SUTI∗∥∆. Then, the CN performs a key update (K∗) by
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puncturing on K using the tag T . The CN checks if SHA256(SUTI) equals SUTI∗ and
updates SUTI to SUTI∗. Following this, the CN randomly selects R and encrypts it us-
ing ck (to prevent linkability attacks). The subsequent steps closely mirror those of the
conventional 5G-AKA, incorporating minor adjustments for the generation of secure
values. By utilising the f5 function, the CN derives the authentication key (AK) and
MAC key (MK). Subsequently, employing f3, the CN generates the session key (SK)
and response key (RK). Further, the MK is utilised in f1 to generate the Message
Authentication Code (MAC). The CN then obfuscates the sequence number through
an XOR operation with AK. Subsequently, the CN employs the KDF to generate the
expected response (xRES) and hashes it using SHA256. Crucially, the CN generates
both the session key and handover key, denoted as kSEAF and HK, respectively, facil-
itating communication between the gNB and the user. Next, the CN increments the
sequence number (SQN). Finally, the CN sends (R

′
, AUTN,HxRES∗,KSEAF , HK)

to the gNB, which he/she forwards (R
′
, AUTN) only to the UE.

Step 3: UE→ gNB : [RES∗]
Upon message reception, the UE decrypts R

′
and generates authentication and MAC

keys (AK, MK) using the received R and rk. Extracting (xCONS,XMAC) from
the Authentication Token (AUTN). UE deconceals (xCONC) to retrieve (SQNCN)
through XOR operations. Next, UE uses MK to generate a MAC for the xSQNCN, R
and SUCI using (f1) function. Then UE compares the generated MAC with XMAC
and SQNCN with SQNUE , if both verifications hold UE computes the response key RK
and session key SK using the authentication key (f3(AK,SUTI)). Then UE generate
another set of keys, KSEAF and HK keys to be used during future communications
and in handover protocol.

Step 4: gNB→ CN : [RES∗, SUCI]
Upon receiving RES∗, the gNB compares HxRES with the hash value of RES∗. If
both hash values are equal, the gNB sends RES∗ together with the corresponding
SUCI to the CN. The rest of the protocol then proceeds according to 5G-AKA.

Remark 2 We consistently update the long-term key (K) shared between the UE and
the CN during each execution. These updates are achieved through the Punc() algorithm,
which serves two critical purposes. Firstly, it ensures PFS, guaranteeing that the confi-
dentiality of past communications is maintained even if the current key is compromised.
Secondly, it significantly mitigates risks associated with key-desynchronization issues be-
tween the UE and CN. This mitigation is effective due to the puncture invariance of
PKW+.Punc(), defined in Def. 35. This property guarantees that the order of punctures
does not affect the outcome, resulting in consistent key derivation regardless of potential
message reordering or loss. Consequently, this characteristic strengthens the robustness
of the key update mechanism.

6.3.1.1 Integration of PGUP-AKA Protocol with 5G-AKA

It’s important to highlight that the PGUP-AKA protocol follows exactly the same message
call flow as the current 5G-AKA protocol: identical messages are delivered in the same se-
quence. The only difference is the content of these messages. This alignment demonstrates
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the seamless and straightforward integration of the PGUP-AKA protocol into the 5G envi-
ronment.

UE

K, SUPI, SQNUE

SUTI, gNBname

gNB

gNBname

Core Network

K, SUPI, SUTI

SQNCN, skCN

C0, ck ← Encaps(pkCN)
Generate: ∆

$← {0, 1}n
SUTI∗ ← SHA256(SUTI,∆)

T
$← PKW+.T

C1 ← Enc(SUTI)ck
C2 ← PKW+.Wrap(K,T,C0∥C1, SUTI

∗∥∆)
rk ← PKW+.Drv(K,T,C0∥C1)
K∗ ← PKW+.Punc(K,T ) ck ← Decaps(skCN, C0)
SUCI ← [C2]

SUTI← Dec(C1)ck
SUCI, IDCN

m0

SUCI, IDgNB

m1rk ← PKW+.Drv(K,T,C0∥C1)
SUTI∗∥∆← PKW+.Unwrap(K,T,C0∥C1, C2)

K∗ ← PKW+.Punc(K,T )
Check:SUTI∗

?
= SHA256(SUTI,∆)

Update:SUTI← SUTI∗

Generate: R
$← {0, 1}n

AK,MK ← f5(rk,R)
RK,SK ← f3(AK, SUTI)

MAC ← f1(MK,SQNCN∥R∥SUCI)
CONC ← SQNCN ⊕ AK

AUTN ← (CONC,MAC)
R
′ ← AEAD.Enc(ck, AUTN,R,Φ)

xRES∗ ← KDF (RK,R∥gNBname)
HxRES∗ ← SHA256(R

′∥xRES∗)
HK,KSEAF ← KDF (SK;R∥gNBname∥SQNCN)

SQNCN ← xSQNCN + 1
R
′
, AUTN,HxRES∗, KSEAF , HK

m2
R
′
, AUTN

m3

R← AEAD.Dec(ck, AUTN,R
′
,Φ)

xCONC, xMAC ← AUTN
AK,MK ← f5(rk,R)
SQNCN ← xCONC ⊕ AK
MAC ← f1(MK,SQNCN∥R∥SUCI)
Check: xMAC = MAC

SQNUE ≤ xSQNCN

Continued in Part 2

Figure 6.3: PGUP-AKA protocol (part 1)
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UE

K, SUPI, SQNUE

SUTI, gNBname

gNB

gNBname

Core Network

K, SUPI, SUTI

SQNCN, skCN

Checks succeeded
SQNCN ← xSQNCN + 1
RK,SK ← f3(AK, SUTI)
RES∗ ← KDF (RK,R∥gNBname)

RES∗

m4

HK,KSEAF ← KDF (SK;R∥gNBname∥SQNCN)
abort if SHA256(R

′∥xRES∗) ̸= HxRES∗

RES∗, SUCI

m5 abort if xRES∗ ̸= RES∗

SUPI
m6

successful authentication

Sync. failure
AK∗,MK∗ ← f ∗5 (rk, SQNUE∥R)
MAC∗ ← f ∗1 (MK∗, SQNUE∥R)

Sync-Failure, AUTS

m7CONC∗ ← SQNUE ⊕ AK∗

AUTS ← (CONC∗,MAC∗)
Sync-Failure, AUTS,R, SUCI

m8
Parse AUTS as

(AK∗,MAC∗, SQNUE)
(checkMAC∗ ← f ∗1 (K,SQNUE∥R))

SQNCN ← SQNUE + 1

Mac failure Mac-Failure
m9

Figure 6.4: PGUP-AKA protocol (part 2)
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6.3.2 Universal Handover

This protocol is triggered when a UE’s current base station (SgNB) is no longer capable of
serving it, or when a more suitable base station (TgNB) is discovered. In such cases, the
SgNB executes the process of handing over the UE. Below, we present a detailed description
of the sequence of messages essential for the HO protocol, as illustrated in Figure 6.5.

Step 1: SgNB→ TgNB/UE : [CBS , C]/[CUE]
This step begins when SgNB sends a HO request and notification to TgNB and UE, re-
spectively. First, SgNB generates encryption and temporary keys (ek & tk) from a nonce
θ and HK (generated during the AKA protocol) using f5(·). Next, SgNB randomly
samples (r, a) and then uses the temporary key tk and r to update the HK using f3(·).
Additionally, SgNB generates a session key sk using KGen() algorithm. These keys en-
crypt all user information maintained by the SgNB and are used to send the ciphertext
to the UE and TgNB. The encryption process involves two distinct operations: first,
the encryption key (ek) is used with AEAD.Enc(·) to encrypt (SUCI|SQNHO|r|H),
where H is a header, resulting in ciphertext CUE ; concurrently, the session key (sk) en-
crypts (SUCI|SQNHO|HK∗|a|H), producing CBS . Following these encryptions, SgNB
uses the Base Key (BK), shared between base stations beforehand, to wrap the session
key with PKW+.Wrap(BK,T, a, sk), generating C, and then punctures BK on tag T .
Finally, SgNB initiates the HO request by sending the HO request (CBS , C) to TgNB
and simultaneously transmitting the HO notification (CUE) to UE.

Step 2: TgNB→ UE : [HORes]
Upon receiving the HO request (CBS , C) from the SgNB, TgNB retrieves sk by un-
wrapping C using BK. TgNB then uses sk to decrypt CBS and retrieve the UE’s
information with the updated handover key (SUCI∥SQNHO∥HK∗∥a). Next, TgNB
punctures BK on tag T and checks if SQNHO is less than the threshold n. If the
condition holds, TgNB increments SQNHO by one and then randomly samples t to
update the handover key HK, generating hk and ĤK. The hk is then used to encrypt
the UE’s information using the AEAD encryption algorithm (AEAD.Enc(hk, SUCI
∥SQNHO∥t∥H)).

Step 3: Upon receiving the HO notification (CUE) from the SgNB, UE generates
encryption and temporary keys (ek&tk) from a fixed nonce θ and HK (generated
during the AKA protocol) using f5(·). Then UE uses the temporary key tk and r
to update the HK using f3(·). Next, UE decrypts CUE using ek and checks if his
information matches and the SQNHO is less than the threshold n.

Step 4: Upon receiving the HO response from TgNB, the UE updates the handover
key HK∗, generating hk and ĤK. The hk is then used to decrypt HORes using the
AEAD decryption algorithm. The UE then checks if the decrypted information matches
its own records.

Step 5: Threshold [SQNHO ≥ n] In case the roaming user exceeds the handover
threshold (i.e., a user has executed the HO protocol y times, where SQNHO = y and
y ≥ n), the UE resets the handover sequence to zero, setting SQNHO = 0. Similarly,
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TgNB also resets SQNHO, but first checks with the CN if the user is revoked. If the
user is revoked, Steps 2 and 4 will not be executed, and the session will be aborted.

UE

K, SUPI, SQNHO

, gNBname, HK

SgNB

SgNBname, HK,BK

TgNB

TgNBname, BK

Core Network

K, SUPI,

SQNHO

Generate: ek, tk ← f5(HK, θ)
r, a

$← {0, 1}n
HK∗ ← f3(tk, r)
sk

$← KGen()
CUE ← AEAD.Enc(ek, SUCI∥SQNHO, r,H)

CBS ← AEAD.Enc(sk, SUCI∥SQNHO∥HK∗, a,H)
T ← HT (CBS)

C ← PKW+.Wrap(BK, T, a, sk)
BK ′ ← PKW+.Punc(BK, T )

CUE CBS, C

T ← HT (CBS)
sk ← PKW+.Unwrap(BK, T, a, C)Generate:

ek, tk ← f5(HK, θ) [SUCI∥SQNHO∥HK∗, a]← AEAD.Dec(sk, CBS)
HK∗ ← f3(tk, r) BK ′ ← PKW+.Punc(BK, T )

Check:Decrypt:
SQNHO < n?SUCI, SQNHO ← AEAD.Dec(CUE, N,H, r)

Check:
SQNHO < n?

if SQNHO ≥ n if SQNHO ≥ n

SUCI, TgNBname

Get SUPI from SUCI
Check SUPI /∈ RL

ACK

SQNHO ← 0SQNHO ← 0

SQNHO ← SQNHO + 1SQNHO ← SQNHO + 1
Generate: t

$← {0, 1}n
hk, ĤK ← f5(HK∗, t)

HORes:[AEAD.Enc(hk, SUCI∥SQNHO, t, H)]

HORes

hk, ĤK ← f5(HK∗, t)
Decrypt:HORes

Check: SQNHO =?SQNHO

SUCI = SUCI?

Figure 6.5: PGUP-HO protocol
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6.3.2.1 Integration of PGUP-HO Protocol with 5G-HO

Here, we demonstrate the seamless integration of the PGUP-HO protocol into the existing
5G-HO protocol, as illustrated in Figure 6.6. The call flow depicted in blue font in Figure 6.6
outlines precisely where PGUP-HO messages can be incorporated without necessitating any
infrastructural adjustments. It’s worth noting that the figure does not include revocation
messages from the PGUP-HO protocol, as 5G currently lacks efficient handover support.
Unless there’s a deliberate effort from the 5G group to incorporate revocation checks, our
revocation mechanism cannot be seamlessly deployed. However, aside from this consideration,
the PGUP-HO protocol can be integrated into the current 5G-HO protocol without requiring
any additional infrastructure or modifications.

UE SgNB TgNB CN

Measurement Report

HO required

HO request

HO ACK

HO command

HO command ACK
CBS, CRCC configuration

CUE uplink RAN status

downlink RAN status

RACH on Target

HOReq
RCC configuration complete

HO notify

Figure 6.6: PGUP 5G-HO compatibility

6.4 Security Analysis

In this section, we formally prove the security of our protocols. We begin by showing that
our protocols achieve mutual authentication. Then, we demonstrate that the session keys
produced by the proposed PGUP scheme cannot be distinguished from random keys. Lastly,
we prove that outside attackers cannot link different sessions belonging to the same party,
which protects user privacy.

6.4.1 Mutual Authentication Security

In this section, we analyse the mutual authentication (MA) security of PGUP scheme, demon-
strating that it achieves mutual authentication security. We maintain the definition of MA-
security as presented in Def. 24 of Chapter 2. Recall that in the MA security game, defined
in 24, A wins (and ExpMA

Π,nP ,nS ,A(λ) outputs 1), if the adversary has caused a clean session
to accept (and set πs

i .α ← accepted) and there either exists no matching subset session πt
j
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(i.e. no CN session that outputs the messages received by πs
i - Def. 22), or no matching

session π (i.e. no CN session that outputs the messages received by πs
i - Def. 23). Here, we

specify the adversary capabilities and cleanness predicate for our particular protocols.
Adversary Queries. Here, we define queries that represent the behaviours of the ad-

versary A during the execution of the MA experiment:

• Create(i,s): allows A to initialize new UE sessions πs
i .

• Send(m, i, s): allows A to send messages m to a session πs
i . It produces a message m′,

which might be empty.

• CorruptLTK(i)→ ki: allows A to leak the long-term key of UEi.

• CorruptASK(i,ρ)→ (sk): allows A to leak the long-term asymmetric keys of a party.

• StateReveal(i,s)→ πs
i : allows A to reveal the internal state of πs

i .

• Reveal(i, s, ρ)→ k: allows A to reveal the secret session key k computed during session
πs
i where πs

i .ρ = ρ.

Cleanness Predicate. We now turn to describe our cleanness predicates. It is important
to note that the A can easily forge messages to πs

i if he has compromised both the long-term
key shared between CN and UE, as well as the long-term asymmetric key of the CN , or if the
A compromised the long-term key of the partner session, whereπt

j .ρ = UE. To mitigate this
type of attack, we introduce a cleanness predicate that ensures the A is prevented from issuing
CorruptLTK, CorruptASK, or StateReveal queries before the test session’s acceptance.

Definition 38 (PGUP-AKA cleanness) A session πs
i in the MA experiment described

above is cleanAKA if the following conditions hold:

1. StateReveal(i, s, πs
i .ρ) has not been issued and for all sessions πt

j such that πt
j is a

matching subset of πs
i StateReveal(j, t, πt

j .ρ) has not been issued.

2. If (πs
i .ρ = gNB) or (πs

i .ρ = CN), and there exists no (j, t) ∈ nP × nS such that πt
j is

a matching session of πs
i , CorruptLTK(πs

i .pid) have not been issued before πs
i .α =

accepted.

3. If πs
i .ρ = UE, and there exists no (j, t) ∈ nP × nS such that πt

j is a matching session
of πs

i , CorruptLTK(i) or CorruptASK(CN) have not both been issued before πs
i .α =

accepted.

Definition 39 (PGUP-HO cleanness) A session πs
i in the MA experiment described above

is cleanH if the following conditions hold:

1. StateReveal(i, s, πs
i .ρ) has not been issued and for all sessions πt

j such that πt
j is a

matching subset of πs
i StateReveal(j, t, πt

j .ρ) has not been issued.

A protocol Π is considered MA-secure if no probabilistic polynomial-time (PPT) algo-
rithms A capable of winning the MA security game against a clean session with a non-
negligible advantage. We formalise this notion below.
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6.4.1.1 MA-security of PGUP-AKA protocol

Here we present our formal analysis and results for the MA-security of the AKA protocol.

Theorem 19 MA-security of PGUP-AKA. PGUP-AKA protocol depicted in Figures 6.3
and 6.4 is MA-secure under the cleanness predicate cleanAKA defined in Def. 38. For any
PPT algorithm A, AdvMA,cleanAKA

Π,nP ,nS ,A (λ) is negligible assuming the security of PKW+, AEAD,
MAC, KEM and KDF schemes.

Proof : Our proof is divided into three cases, denoted by

AdvMA,clean,c1
Π,nP ,nS ,A (λ),AdvMA,clean,c2

Π,nP ,nS ,A (λ)andAdvMA,clean,c3
Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvMA,cleanAKA
Π,nP ,nS ,A (λ) ≤ (AdvMA,clean,c1

Π,nP ,nS ,A (λ) + AdvMA,clean,c2
Π,nP ,nS ,A (λ) + AdvMA,clean,c3

Π,nP ,nS ,A (λ)).

Case 1: In this case assume that the first clean session πs
i to accept without a matching

session (i.e. πs
i .ρ = gNB). Accordingly, gNB either accepts messages m0, m4 or m7, without

a matching subset (i.e. without honest UE partner). Note that in this case, A cannot corrupt
the long-term UE symmetric-key.

Game 0: This is the original mutual authentication game described in Def. 24 of
Chapter 2: AdvMA,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP ×nS of the first gNB session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nSAdvG1
.

Game 2 : In this game, we guess the index t of the CN session πCN
t and we abort if

there exists πCN
t∗ that matches the πs

i and (t ̸= t∗), introducing a factor of nS in A’s
advantage: AdvG1

≤ nSAdvG2
.

Game 3 : In this game, we guess UE party index j such that πCN
t .pid = j, introducing

a factor of nP in A’s advantage: AdvG2
≤ nPAdvG3

.

Game 4 : In this game, we guess session index r ∈ nS and aborts if πj
r registers

a ciphertext in Ctxt ← (C, T,AD,m, j) and πCN
t computes rk ← Drv(ki, T

′, C0) and
(., T ′, ., .) ∈ Ctxt but T ′ ̸= T , introducing a factor of nS in A’s advantage: AdvG3

≤
nSAdvG4

.

Game 5 : In this game, we replace the computation of rk in πj
r and πCN

t sessions with
uniformly random value (r̂k). We do so by introducing a reduction B1, which operates
as follows: at the beginning of the game, B1 initiates a PKW+ challenger CPKW+ . Every
time A calls New(), B1 calls to PKW+.New(), then we assign i to each SUTI and a table
(SUTI, i) is maintained. Additionally, B1 maintains the following registers Ctxt, Rk and
Tp. Ctxt will be updated whenever we call Wrap(T,AD,m, i)→ C on a new entry, such
that (·, T, AD,m, i) /∈ Ctxt. Similarly, the Rk register will be updated whenever we call
Drv(T,AD, i) → rk on new entries, such that (·, T, AD, i) /∈ Rk. Finally, Tp will be
updated whenever we call Punc(T, i, ρ). Whenever Send(i, s,m, ρ) is called, we need
first to check the Tp register and follow these conditions:
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– IF (T, i, ρ) ∈ Tp: We forward the query to CPKW+ . In case Wrap was queried,
the computation of C2 ← Wrap(K,T,C0∥C1, SUTI||∆) is replaced with a call to
Wrap(i, T, C0∥C1, SUTI||∆) by B1. and if Unwrap was queried, the computation of
m ← Unwrap(K,T,C0∥C1, C2) is replaced with a call to Unwrap(i, T, C0∥C1, C2)
by B1. Similarly, whenever Drv(K,T,C0∥C1) → rk is called, B1 replaces the
computation with Drv(i, T, C0∥C1).

– IF (T, i, ρ) ∈ Tp: Depending on the algorithm that was called, we check its registry
for an output. If Unwrap or Drv were queried, we recover the output from the
register (Ctxt, Rk), respectively. However, if Wrap was queried, then the adversary
has either issued a Corrupt, hence B1 can simulate Wrap, or the adversary has
forged a message between UE and CN, hence breaking the PKW+ security.

– IF (T, i, ·) /∈ Tp: We forward the query to CPKW+ . In case Wrap was queried,
the computation of C2 ← Wrap(K,T,C0∥C1, SUTI||∆) is replaced with a call to
Wrap(i, T, C0∥C1, SUTI||∆) by B1. Then, the output is added to the register as
(C, i, T, C0∥C1, SUTI||∆) → Ctxt. Similarly, whenever Drv(K,T,C0∥C1) → rk
is called, B1 replaces the computation with Drv(i, T, C0∥C1). and adds it to the
register as Drv(i, T, C0∥C1)→ RK .

We note that this process is precisely how all parties interact with their collective PKW+

state, making this replacement sound. If A can distinguish between these two games,
then A breaks the PKW+ key indistinguishability game, as formalised in Theorem 18.
Thus: AdvG4

≤ AdvG5
+ AdvKIND

B1,PKW+(A).

Game 6: In this game, we introduce an abort event that triggers if A generates a
ciphertext C2 that decrypts correctly and is accepted by πCN

t , but was not generated by
πj
r , breaking the INT-CTXT security of AEAD in PKW+. In this game, no replacement

is required because if the A could forge a cipher text, then they would win Game 5.
Note that (C0∥C1) is securely authenticated by PKW+.Wrap() as additional data, and
by the definition of Case 1 A cannot issue CorruptLTK(UE). Any A that can trigger
this abort event can be used to break the security of AEAD, as formalised in Def. 8.
This implies: AdvG5

≤ AdvG6
+ AdvINT−CTXT.AEAD

PKW+ (A).

Game 7: In this game we replace the authentication and mac keys AK,MK with
uniformly random values ˆAK, M̂K. We do so by defining a reduction a B2, that ini-
tialises an KDF challenger CKDF, querying CKDF with r̂k and replacing the computation
of AK,MK in any session that computes AK,MK, with the outputs from the CKDF

ˆAK, M̂K. Since AK,MK ← KDF(rk,R) and by Game 5 r̂k is already uniformly
random and independent, this change is sound. Any A that can trigger the abort
event can be used by B3 to break the security of KDF, as formalised in Def. 2. Thus:
AdvG6

≤ AdvG7
+ AdvKDF

B2,KDF(A).

Game 8: In this game, we introduce an abort event that triggers if the same hash value
exists for different inputs, thereby introducing hash collisions during the challenger
execution with an honest session. We do so by defining a reduction B3 that initialises
an Hash challenger CHash and maintains a lookup table. Whenever B3 needs to hash
a value, he queries the lookup table on x and recovers (out). The abort event only
triggers if A can get the same output hash values from two distinct input values, thus
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finding a collision and breaking the security of the Hash scheme. Any A that can
trigger the abort event can be used by B3 to break the security of Hash. This implies:
AdvG7

≤ AdvG8
+ Advcollision

B3,Hash (A).

Game 9: In this game, we replace the response and session keys RK,SK with uni-
formly random values ˆRK, ˆSK. We do so by defining a reduction a B4, that ini-
tialises an KDF challenger CKDF, querying CKDF with ˆAK and replacing the com-
putation of RK,SK in any session that computes RK,SK, with the outputs from
the CKDF

ˆRK, ˆSK. Since RK,SK ← KDF( ˆAK,SUTI) and by Game 7, ˆAK is al-
ready uniformly random, this change is sound. Any A that can distinguish Game
8 from Game 9 can be used to break KDF security of the KDF scheme. Thus:
AdvG8

≤ AdvG9
+ AdvKDF

B4,KDF(A).

Game 10: In this game, we introduce an abort event that triggers if A generates a valid
tag (MAC), but (MAC) was not output by πt

j . We do so by defining a reduction B5 that
initialises an MAC challenger CMAC, which B5 queries when πt

j needs to MAC (SQN,R)

with (M̂K) and from Game 7 M̂K is already uniformly random and independent.
This abort event occurs if MAC is verified correctly under M̂K, but MAC was never
produced by the CMAC, breaking the security of the MAC scheme. Any A that can
trigger the abort event can be used by B5 to break the existential unforgeability security
of the MAC scheme, as formalised in Def. 4. This implies: AdvG9

≤ AdvG19
+

AdvEUFCMA
B5,MAC (A).

Game 11: In this game, we replace the response (RES∗) and (KSEAF , HK) with
uniformly random value ( ˆRES∗) and ( ˆKSEAF

ˆHK), respectively. We do so by defin-
ing a reduction B6 that interacts with a KDF challenger CKDF, querying CKDF with

ˆSK, ˆRK and replacing the computation of (RES∗) and (KSEAF , HK) in any session
that computes RES∗,KSEAF , HK, with the outputs from the (CKDF

ˆRK) and (CKDF
ˆKSEAF

ˆHK). Since (RES∗ ← KDF( ˆRK,R∥gNBname)) and (CKDF
ˆKSEAF

ˆHK) and by
Game 9 ˆRK and ˆSK are already uniformly random, so these changes are sound. Any
A that can distinguish Game 10 from Game 11 can be used to break KDF security of
the KDF scheme, as formalised in Def. 2. Thus: AdvG10

≤ AdvG11
+ AdvKDF

B6,KDF(A).

By now, it becomes evident that the A is unable to tamper with messages exchanged be-
tween the πs

i and πt
j . Specifically, πs

i exclusively accepts message m0 from an honest matching
partner, and A cannot modify the content of C2 without compromising the security of PKW+.
Additionally, C0∥C1 remains unaltered since it is authenticated using C2. Especially since
the A cannot corrupt the long-term UE symmetric-key, according to the definition of this
case. Similarly, the adversary cannot modify m4,m7 without compromising the security of
KDF&MAC. Thus, summing the probabilities we find that the A has negligible advantage in
winning the MA-security experiment: AdvG11

= 0
We now bound the advantage of A in Case 2.
Case 2.1:In this case assume that the first clean session πs

i to accept without a matching
session(i.e. πs

i .ρ = UE). Accordingly, UE accepts message m3 without a matching subset (i.e.
without honest CN partner). In this subcase, A cannot corrupt the long-term asymmetric
secret key of CN.
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Game 0: This is the original mutual authentication game described in Def. 24 of
Chapter 2: AdvMA,clean,C2

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1: In this game, we guess the index (i, s) ∈ nP ×nS of the first UE session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nSAdvG1
.

Game 2: In this game, we guess the index (j) ∈ nS of the first CN session that accepts
without a matching subset, introducing a factor of nS in A’s advantage: AdvG1

≤
nSAdvG2

.

Game 3: In this game, we replace the key ck with uniformly random and independent
value ĉk.We do so by interacting with a B1 challenger Cind−cpa

KEM , and replacing pkCN

with a public key pk recieved from B1. By the definition of the execution environment,
pkCN is generated uniformly random and independent, and by the definition of Case
2.1 A cannot issue CorruptASK(CN) and this replacement is sound. Any A that
can detect the replacement can be used to break ind − cpa security of KEM. Thus:
AdvG2

≤ AdvG3
+ Advind−cpa

B1,KEM
(A).

Game 4: In this game, we introduce an abort event that triggers if A generates a
ciphertext R

′
(keyed by ĉk) that decrypts correctly and was not generated by CN,

breaking the authentication security of AEAD. We do so by defining a reduction B2
that initialises an AEAD challenger CAEAD, which B2 queries when he needs to encryp-
t/decrypt with ĉk. By Game 3 ĉk is already uniformly random and independent, and
this replacement is undetectable. Note that AUTN is securely authenticated by AEAD
security since it is included in the AEAD functions as additional data. Any A that can
trigger the abort event can be used by B2 to break the security of AEAD. This implies:
AdvG3

≤ AdvG4
+ AdvINT−CTXT

B2,AEAD
(A).

In this stage, it becomes evident that the A is unable to tamper with messages exchanged
between the πs

i and πt
j . Specifically, πs

i exclusively accepts message m3 from an honest
matching partner, and A cannot modify the content of m3 without compromising the security
of AEAD and KEM. Additionally, AUTN remains unaltered since it is authenticated using
R

′
. Thus, summing the probabilities we find that the A has negligible advantage in winning

the MA-security experiment: AdvG4
= 0

We turn to bound the advantage of A in Case 2.2.
Case 2.2: According to the definition of this case, UE accepts message m3 without a

matching subset (i.e. without honest CN partner). In this subcase, A cannot corrupt the UE
symmetric secret key (K).

Game 0: This is the original mutual authentication game described in Def. 24 of
Chapter 2: AdvMA,clean,C2

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP ×nS of the first UE session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nSAdvG1
.
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Game 2 : In this game, we guess the index (j) ∈ nS of the first CN session that accepts
without a matching subset, introducing a factor of nS in A’s advantage: AdvG1

≤
nSAdvG2

.

Game 3 : In this game, we replace the computation of rk in πj
r and πCN

t sessions with
uniformly random value (r̂k). We do so by introducing a reduction B1, which operates
as follows: at the beginning of the game, B1 initiates a PKW+ challenger CPKW+ . Every
time A calls New(), B1 calls to PKW+.New(), then we assign i to each SUTI and a table
(SUTI, i) is maintained. Additionally, B1 maintains the following registers Ctxt, Rk and
Tp. Ctxt will be updated whenever we call Wrap(T,AD,m, i)→ C on a new entry, such
that (·, T, AD,m, i) /∈ Ctxt. Similarly, the Rk register will be updated whenever we call
Drv(T,AD, i) → rk on new entries, such that (·, T, AD, i) /∈ Rk. Finally, Tp will be
updated whenever we call Punc(T, i, ρ). Whenever Send(i, s,m, ρ) is called, we need
first to check the Tp register and follow these conditions:

– IF (T, i, ρ) ∈ Tp: We forward the query to CPKW+ . In case Wrap was queried, the
computation of C2 ←Wrap(K,T,C0∥C1,
SUTI||∆) is replaced with a call to Wrap(i, T, C0∥C1, SUTI||∆) by B1. and if
Unwrap was queried, the computation of m← Unwrap(K,T,C0∥C1, C2) is replaced
with a call to Unwrap(i, T, C0∥C1, C2) by B1. Similarly, whenever Drv(K,T,C0∥C1)→
rk is called, B1 replaces the computation with Drv(i, T, C0∥C1).

– IF (T, i, ρ ∈ Tp:Depending on the algorithm that was called, we check its registry
for an output. If Unwrap or Drv were queried, we recover the output from the
register (Ctxt, Rk), respectively. However, if Wrap was queried, then the adversary
has either issued a Corrupt, hence B1 can simulate Wrap, or the adversary has
forged a message between UE and CN, hence breaking the PKW+ security.

– IF (T, i, ·) /∈ Tp: We forward the query to CPKW+ . In case Wrap was queried,
the computation of C2 ← Wrap(K,T,C0∥C1, SUTI||∆) is replaced with a call to
Wrap(i, T, C0∥C1, SUTI||∆) by B1. Then, the output is added to the register as
(C, i, T, C0∥C1, SUTI||∆) → Ctxt. Similarly, whenever Drv(K,T,C0∥C1) → rk
is called, B1 replaces the computation with Drv(i, T, C0∥C1). and adds it to the
register as Drv(i, T, C0∥C1)→ RK .

We note that this process is precisely how all parties interact with their collective PKW+

state, making this replacement sound. If A can distinguish between these two games,
then A breaks the PKW+ key indistinguishability security, as formalised in Theorem
18. Thus: AdvG2

≤ AdvG3
+ AdvKIND

B1,PKW+(A).

Game 4: In this game, we introduce an abort event that triggers if A generates a
ciphertext C2 that decrypts correctly and is accepted by πCN

t , but was not generated
by πj

r , breaking the authentication security of AEAD in PKW+. In this game, no
replacement is required because if the A could forge a cipher text, then they would win
Game 5. Note that (C0∥C1) is securely authenticated by PKW+.Wrap() as additional
data, and by the definition of Case 1 A cannot issue CorruptLTK(UE). Any A that
can trigger this abort event can be used to break the security of AEAD, as formalised
in Def. 8. This implies: AdvG3

≤ AdvG4
+ AdvINT−CTXT.AEAD

PKW+ (A).
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Game 5: In this game we replace the authentication and mac keys AK,MK with
uniformly random values ˆAK, M̂K. We do so by defining a reduction a B2, that ini-
tialises an KDF challenger CKDF, querying CKDF with r̂k and replacing the computation
of AK,MK in any session that computes AK,MK, with the outputs from the CKDF

ˆAK, M̂K. Since AK,MK ← KDF(rk,R) and by Game 3 r̂k is already uniformly
random and independent, this change is sound. Any A that can trigger the abort
event can be used by B3 to break the security of KDF, as formalised in Def. 2. Thus:
AdvG4

≤ AdvG5
+ AdvKDF

B2,KDF(A).

Game 6: In this game, we introduce an abort event that triggers if the same hash value
exists for different inputs, thereby introducing hash collisions during the challenger
execution with an honest session. We do so by defining a reduction B3 that initialises
an Hash challenger CHash and maintains a lookup table. Whenever B3 needs to hash
a value, he queries the lookup table on x and recovers (out). The abort event only
triggers if A can get the same output hash values from two distinct input values, thus
finding a collision and breaking the collision security of the Hash scheme. Any A that
can trigger the abort event can be used by B3 to break the security of Hash. This
implies: AdvG5

≤ AdvG6
+ Advcollision

B3,Hash (A).

Game 7: In this game, we replace the response and session keys RK,SK with uni-
formly random values ˆRK, ˆSK. We do so by defining a reduction a B4, that ini-
tialises an KDF challenger CKDF, querying CKDF with ˆAK and replacing the com-
putation of RK,SK in any session that computes RK,SK, with the outputs from
the CKDF

ˆRK, ˆSK. Since RK,SK ← KDF( ˆAK,SUTI) and by Game 5, ˆAK is al-
ready uniformly random, this change is sound. Any A that can distinguish Game
6 from Game 7 can be used to break KDF security of the KDF scheme. Thus:
AdvG6

≤ AdvG7
+ AdvKDF

B4,KDF(A).

Game 8: In this game, we introduce an abort event that triggers if A generates a valid
tag (MAC), but (MAC) was not output by πt

j . We do so by defining a reduction B5 that
initialises an MAC challenger CMAC, which B5 queries when πt

j needs to MAC (SQN,R)

with (M̂K) and from Game 5 M̂K is already uniformly random and independent.
This abort event occurs if MAC is verified correctly under M̂K, but MAC was never
produced by the CMAC, breaking the security of the MAC scheme. Any A that can
trigger the abort event can be used by B5 to break the existential unforgeability security
of the MAC scheme, as formalised in Def. 4. This implies: AdvG7

≤ AdvG8
+

AdvEUFCMA
B5,MAC (A).

Game 9: In this game, we replace the response (RES∗) with uniformly random value
( ˆRES∗). We do so by defining a reduction B6 that interacts with a KDF challenger
CKDF, querying CKDF with ˆSK, ˆRK and replacing the computation of (RES∗) in any
session that computes RES∗, with the outputs from the (CKDF

ˆRK). Since (RES∗ ←
KDF( ˆRK,R∥gNBname)) and by Game 7 ˆRK is already uniformly random, so these
changes are sound. Any A that can distinguish Game 8 from Game 9 can be used to
break KDF security of the KDF scheme. Thus: AdvG8

≤ AdvG9
+ AdvKDF

B6,KDF(A).

Game 10: In this game, we replace the (KSEAF , HK) with uniformly random value
( ˆKSEAF , ˆHK). We do so by defining a reduction B7 that interacts with a KDF challenger
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CKDF, querying CKDF with ˆSK and replacing the computation of (KSEAF , HK) in any
session that computes KSEAF , HK, with the outputs from the (CKDF

ˆKSEAF
ˆHK).

Since (CKDF
ˆKSEAF

ˆHK) and by Game 7 ˆSK is already uniformly random, so these
changes are sound. Any A that can distinguish Game 9 from Game 10 can be used
to break KDF security of the KDF scheme. Thus: AdvG9

≤ AdvG10
+ AdvKDF

B7,KDF(A).

By this stage, it is evident that the adversary cannot tamper with the messages exchanged
between πs

i and πt
j sessions. In particular, the test session only accepts message m3 from

an honest matching partner because the A cannot modify the content of AUTN without
compromising the security of AEAD,KDF,MAC,and PKW+. Furthermore, if the A attempts
to alter R

′
, the πs

i will reject it since the decryption of R
′

is authenticated using MAC. This
holds true since the adversary cannot corrupt the long-term UE symmetric key, as per the
definition of this case. Thus, summing the probabilities we find that the A has negligible
advantage in winning the MA-security experiment: AdvG10

= 0
Case 3: In this case, we assume that the first clean session πs

i to accept without a
matching session(i.e. πs

i .ρ = CN). Accordingly, CN accepts messages m1 or m5 , without a
matching subset (i.e. without honest UE partner).

Game 0: This is the original mutual authentication game described in Def. 24 of
Chapter 2: AdvMA,clean,C3

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (s) ∈ nS of the first CN session that accepts
without a matching subset, introducing a factor of nS in A’s advantage: AdvG0

≤
nSAdvG1

.

Game 2 : In this game, we guess the index (t, j) ∈ nP ×nS of the first UE session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG1

≤ nP · nSAdvG2
.

Game 3 : In this game, we replace the computation of rk in πj
r and πCN

t sessions with
uniformly random value (r̂k). We do so by introducing a reduction B1, which operates
as follows: at the beginning of the game, B1 initiates a PKW+ challenger CPKW+ . Every
time A calls New(), B1 calls to PKW+.New(), then we assign i to each SUTI and a table
(SUTI, i) is maintained. Additionally, B1 maintains the following registers Ctxt, Rk and
Tp. Ctxt will be updated whenever we call Wrap(T,AD,m, i)→ C on a new entry, such
that (·, T, AD,m, i) /∈ Ctxt. Similarly, the Rk register will be updated whenever we call
Drv(T,AD, i) → rk on new entries, such that (·, T, AD, i) /∈ Rk. Finally, Tp will be
updated whenever we call Punc(T, i, ρ). Whenever Send(i, s,m, ρ) is called, we need
first to check the Tp register and follow these conditions:

– IF (T, i, ρ) ∈ Tp: We forward the query to CPKW+ . In case Wrap was queried,
the computation of C2 ← Wrap(K,T,C0∥C1, SUTI||∆) is replaced with a call to
Wrap(i, T, C0∥C1, SUTI||∆) by B1. and if Unwrap was queried, the computation of
m ← Unwrap(K,T,C0∥C1, C2) is replaced with a call to Unwrap(i, T, C0∥C1, C2)
by B1. Similarly, whenever Drv(K,T,C0∥C1) → rk is called, B1 replaces the
computation with Drv(i, T, C0∥C1).
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– IF (T, i, ρ ∈ Tp:Depending on the algorithm that was called, we check its registry
for an output. If Unwrap or Drv were queried, we recover the output from the
register (Ctxt, Rk), respectively. However, if Wrap was queried, then the adversary
has either issued a Corrupt, hence B1 can simulate Wrap, or the adversary has
forged a message between UE and CN, hence breaking the PKW+ security.

– IF (T, i, ·) /∈ Tp: We forward the query to CPKW+ . In case Wrap was queried,
the computation of C2 ← Wrap(K,T,C0∥C1, SUTI||∆) is replaced with a call to
Wrap(i, T, C0∥C1, SUTI||∆) by B1. Then, the output is added to the register as
(C, i, T, C0∥C1, SUTI||∆) → Ctxt. Similarly, whenever Drv(K,T,C0∥C1) → rk
is called, B1 replaces the computation with Drv(i, T, C0∥C1). and adds it to the
register as Drv(i, T, C0∥C1)→ RK .

We note that this process is precisely how all parties interact with their collective PKW+

state, making this replacement sound. If A can distinguish between these two games,
then A breaks the PKW+ key indistinguishability security, as formalised in Theorem
18. Thus: AdvG2

≤ AdvG3
+ AdvKIND

B1,PKW+(A).

Game 4: In this game, we introduce an abort event that triggers if A generates a
ciphertext C2 that decrypts correctly and is accepted by πCN

t , but was not generated
by πj

r , breaking the authentication security of AEAD in PKW+. In this game, no
replacement is required because if the A could forge a cipher text, then they would win
Game 5. Note that (C0∥C1) is securely authenticated by PKW+.Wrap() as additional
data, and by the definition of Case 1 A cannot issue CorruptLTK(UE). Any A that
can trigger this abort event can be used to break the security of AEAD, as formalised
in Def. 8. This implies: AdvG3

≤ AdvG4
+ AdvINT−CTXT.AEAD

PKW+ (A).

Game 5: In this game we replace the authentication and mac keys AK,MK with
uniformly random values ˆAK, M̂K. We do so by defining a reduction a B2, that ini-
tialises an KDF challenger CKDF, querying CKDF with r̂k and replacing the computation
of AK,MK in any session that computes AK,MK, with the outputs from the CKDF

ˆAK, M̂K. Since AK,MK ← KDF(r̂k) and by Game 5 r̂k is already uniformly random
and independent, this change is sound. Any A that can trigger the abort event can be
used by B3 to break the security of KDF. Thus: AdvG4

≤ AdvG5
+ AdvKDF

B2,KDF(A).

Game 6: In this game, we introduce an abort event that triggers if the same hash value
exists for different inputs, thereby introducing hash collisions during the challenger
execution with an honest session. We do so by defining a reduction B3 that initialises
an Hash challenger CHash and maintains a lookup table. Whenever B3 needs to hash
a value, he queries the lookup table on x and recovers (out). The abort event only
triggers if A can get the same output hash values from two distinct input values, thus
finding a collision and breaking the collision security of the Hash scheme. Any A that
can trigger the abort event can be used by B3 to break the security of Hash. This
implies: AdvG6

≤ AdvG7
+ Advcollision

B3,Hash (A).

Game 8: In this game, we replace the response and session keys RK,SK with uni-
formly random values ˆRK, ˆSK. We do so by defining a reduction a B4, that ini-
tialises an KDF challenger CKDF, querying CKDF with ˆAK and replacing the compu-
tation of RK,SK in any session that computes RK,SK, with the outputs from the
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CKDF
ˆRK, ˆSK. Since RK,SK ← KDF( ˆAK) and by Game 5, ˆAK is already uni-

formly random, this change is sound. Any A that can distinguish Game 7 from
Game 8 can be used to break KDF security of the KDF scheme. Thus: AdvG7

≤
AdvG8

+ AdvKDF
B4,KDF(A).

Game 9: In this game, we introduce an abort event that triggers if A generates a valid
tag (MAC), but (MAC) was not output by πt

j . We do so by defining a reduction B5 that
initialises an MAC challenger CMAC, which B5 queries when πt

j needs to MAC (SQN,R)

with (M̂K) and from Game 5 M̂K is already uniformly random and independent.
This abort event occurs if MAC is verified correctly under M̂K, but MAC was never
produced by the CMAC, breaking the security of the MAC scheme. Any A that can
trigger the abort event can be used by B5 to break the existential unforgeability security
of the MAC scheme, as formalised in Def. 4. This implies: AdvG8

≤ AdvG9
+

AdvEUFCMA
B5,MAC (A).

Game 10: In this game, we replace the response (RES∗) and (KSEAF , HK) with
uniformly random value ( ˆRES∗) and ( ˆKSEAF

ˆHK), respectively. We do so by defin-
ing a reduction B6 that interacts with a KDF challenger CKDF, querying CKDF with

ˆSK, ˆRK and replacing the computation of (RES∗) and (KSEAF , HK) in any session
that computes RES∗,KSEAF , HK, with the outputs from the (CKDF

ˆRK) and (CKDF
ˆKSEAF

ˆHK). Since (RES∗ ← KDF( ˆRK)) and (CKDF
ˆKSEAF

ˆHK) and by Game 8 ˆRK
and ˆSK are already uniformly random, so these changes are sound. Any A that can
distinguish Game 9 from Game 10 can be used to break KDF security of the KDF
scheme. Thus: AdvG9

≤ AdvG10
+ AdvKDF

B6,KDF(A).

By this stage, it is evident that the adversary is incapable of tampering with the messages
exchanged between πs

i and πt
j sessions. In particular, the test session only accepts message

m3 from an honest matching partner because the A cannot modify the content of AUTN
without compromising the security of AEAD,KDF,MAC,and PKW+. Furthermore, if the A
attempts to alter R

′
, the πs

i will reject it since the decryption of R
′

is authenticated using
MAC. This holds true since the adversary cannot corrupt the long-term UE symmetric-key,
as per the definition of this case. Thus, summing the probabilities we find that the A has
negligible advantage in winning the MA-security experiment: AdvG10

= 0

6.4.1.2 MA-security of Handover Protocol

Here we present our formal analysis and results for the MA-security of the PGUP-HO protocol.

Theorem 20 MA-security of PGUP Handover. The PUGP Handover protocol depicted
in Figure 6.5, is MA-secure under the cleanness predicate in Def. 39. For any PPT algorithm
A against the MA experiment, AdvMA,clean

Π,nP ,nS ,A(λ) is negligible assuming the security of PKW+,
AEAD, MAC, KEM and KDF schemes.

Proof : Our proof is divided into three cases, denoted by

AdvMA,clean,c1
Π,nP ,nS ,A (λ),AdvMA,clean,c2

Π,nP ,nS ,A (λ)andAdvMA,clean,c3
Π,nP ,nS ,A (λ)



CHAPTER 6. PGUP: PRETTY GOOD USER PRIVACY FOR 5G SECURITY 156

We then bound the advantage of A winning the game under certain assumptions to

AdvMA,cleanHO
Π,nP ,nS ,A (λ) ≤ (AdvMA,clean,c1

Π,nP ,nS ,A (λ) + AdvMA,clean,c2
Π,nP ,nS ,A (λ) + AdvMA,clean,c3

Π,nP ,nS ,A (λ))

.
Case 1: In this case, we assume that the first clean session πs

i to accept without a
matching session(i.e. πs

i .ρ = TgNB). Accordingly, TgNB accepts messageC,CBS without an
honest matching partner (SgNB) (no matching subset). In this case, the A cannot corrupt
the Bootstrap-key (BK) between SgNB&TgNB.

Here we provide the security analysis:

Game 0: This is the original mutual authentication game described in Def. 24 of
Chapter 2: AdvMA,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP×nS of the first TgNB session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nS ·AdvG1
.

Game 2 : In this game, we guess the index j ∈ nP of the SgNB party such that
πs
i .pid = j, introducing a factor of nP in A’s advantage. AdvG1

≤ nPAdvG2
.

Game 3 : In this game, we replace the computation of C with uniformly random
value (Ĉ). We do so by introducing a reduction B1, which operates as follows: at the
beginning of the game, B1 initiates a PKW+ challenger CPKW+ . Every time A calls
New(), B1 calls to PKW+.New(), then we assign i to each SUTI and a table (SUTI, i)
is maintained. Additionally, B1 maintains the following registers Ctxt, Rk and Tp. Ctxt

will be updated whenever we call Wrap(T,AD,m, i) → C on a new entry, such that
(·, T, AD,m, i) /∈ Ctxt. Similarly, Tp will be updated whenever we call Punc(T, i, ρ).
Whenever Send(i, s,m, ρ) is called, we need first to check the Tp register and follow
these conditions:

– IF (T, i, ρ) ∈ Tp: We forward the query to CPKW+ . In case Wrap was queried, the
computation of C ←Wrap(BK,T, a, sk) is replaced with a call to Wrap(i, T, a, sk)
by B1. and if Unwrap was queried, the computation of m← Unwrap(BK,T, a, C) is
replaced with a call to Unwrap(i, T, a, C) by B1. Similarly, whenever Drv(BK,T,C0∥
C1)→ rk is called, B1 replaces the computation with Drv(i, T, C0∥C1).

– IF (T, i, ρ ∈ Tp:Depending on the algorithm that was called, we check its registry
for an output. If Unwrap was queried, we recover the output from the register
(Ctxt). However, if Wrap was queried, then the adversary has either issued a
Corrupt, hence B1 can simulate Wrap, or the adversary has forged a message
between UE and CN, hence breaking the PKW+ security.

– IF (T, i, ·) /∈ Tp: We forward the query to CPKW+ . In case Wrap was queried, the
computation of C2 ← Wrap(K,T, a, sk) is replaced with a call to Wrap(i, T, a, sk)
by B1. Then, the output is added to the register as (C, i, T, a, sk)→ Ctxt.

We note that this process is precisely how all parties interact with their collective PKW+

state, making this replacement sound. If A can distinguish between these two games,
then A breaks the PKW+ key indistinguishability security, as formalised in Theorem
18. Thus: AdvG2

≤ AdvG3
+ AdvKIND

B1,PKW+(A).
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Game 4: In this game, we introduce an abort event that triggers if A generates a
ciphertext CBS that decrypts correctly and is accepted by πs

i , but was not generated

by πj
t , breaking the authentication security of AEAD in PKW+. In this game, no

replacement is required because if the A could forge a cipher text, then they would
win the game. Note that sk is randomly generated at the beginning of the session
and CBS is securely authenticated by PKW+.Wrap. Any A that can trigger this abort
event can be used to break the security of AEAD, as formalised in Def. 8. This implies:
AdvG3

≤ AdvG4
+ AdvINT−CTXT.AEAD

PKW+ (A).

By this stage, it is evident that the adversary is incapable of tampering with the messages
exchanged between πs

i and πt
j sessions. In particular, the test session only accepts message

C,CBS from an honest matching partner because the A cannot modify the content of either
ciphertext without compromising the security of AEAD,and PKW+. Thus, summing the prob-
abilities we find that the A has negligible advantage in winning the MA-security experiment:
AdvG4

= 0
We now bound the advantage of A in Case 2.

Case 2: In this case, we assume that the first clean session πs
i to accept without a matching

session(i.e. πs
i .ρ = UE). Accordingly, UE accepts messageCUE without an honest matching

partner (UE) (no matching subset). Note here the A cannot corrupt the Handover-key (HK)
between SgNB&UE. Here we provide the security analysis:

Game 0: This is the original mutual authentication game described in Def. 24 of
Chapter 2: AdvMA,clean,C1

Π,nP ,nS ,A (λ) ≤ AdvG0
.

Game 1 : In this game, we guess the index (i, s) ∈ nP×nS of the first TgNB session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nS ·AdvG1
.

Game 2 : In this game, we guess the index j ∈ nP of the SgNB party such that
πs
i .pid = j, introducing a factor of nP in A’s advantage. AdvG1

≤ nPAdvG2
.

Game 3: In this game, we replace ek, tk with uniformly random values êk, t̂k. We do
so by defining a reduction a B1, that initialises an KDF challenger CKDF, querying CKDF

with ˆHK and replacing the computation of ek, tk in any session that computes ek, tk,
with the outputs from the CKDF êk, t̂k. Since ek, tk ← KDF( ˆHK) and by the definition
of the execution environment, HK is generated uniformly random and independent,
and by the definition of Case 2 A cannot corrupt HK so this replacement is sound.
Any A that can distinguish Game 2 from Game 3 can be used to break KDF security
of the KDF scheme, as formalised in Def. 2. Thus: AdvG2

≤ AdvG3
+AdvKDF

B1,KDF(A).

Game 4: In this game, we introduce an abort event that triggers if A generates a
ciphertext CUE (keyed by êk) that decrypts correctly and was not generated by SgNB,
breaking the authentication security of AEAD. We do so by defining a reduction B2
that initialises an AEAD challenger CAEAD, which B2 queries when he needs to encryp-
t/decrypt with êk. By Game 3 êk is already uniformly random and independent,
and this replacement is undetectable. Any A that can trigger the abort event can
be used by B2 to break the security of AEAD, as formalised in Def. 8. This implies:
AdvG3

≤ AdvG4
+ AdvINT−CTXT

B2,AEAD
(A).
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Game 5: In this game, we replace handover keys HK∗ with uniformly random values
ˆHK∗. We do so by defining a reduction a B3, that initialises an KDF challenger CKDF,

querying CKDF with t̂k and replacing the computation of HK∗ in any session that
computes HK∗, with the outputs from the CKDF

ˆHK∗. Since HK∗ ← KDF(t̂k) and by
Game 3 t̂k is already uniformly random and independent, this change is sound. Any
A that can distinguish Game 4 from Game 5 can be used to break KDF security of
the KDF scheme. Thus: AdvG4

≤ AdvG5
+ AdvKDF

B3,KDF(A).

Game 6: In this game, we replace hk with uniformly random value ĥk. We do so by
defining a reduction a B4, that initialises an KDF challenger CKDF, querying CKDF with
ˆhk∗ and replacing the computation of hk in any session that computes hk, with the

outputs from the CKDF
ˆHK∗. Since hk ← KDF( ˆHK∗) and by Game 5 ˆHK∗ is already

uniformly random and independent, this change is sound. Any A that can distinguish
Game 5 from Game 6 can be used to break KDF security of the KDF scheme. Thus:
AdvG5

≤ AdvG6
+ AdvKDF

B4,KDF(A).

Game 7: In this game, we introduce an abort event that triggers if A generates a
ciphertext HOres (keyed by ĥk) that decrypts correctly and was not generated by
TgNB, breaking the authentication security of AEAD. We do so by defining a reduc-
tion B5 that initialises an AEAD challenger CAEAD, which B5 queries when he needs
to encrypt/decrypt with ĥk. By Game 6 ĥk is already uniformly random and in-
dependent, and this replacement is undetectable. Any A that can trigger the abort
event can be used by B5 to break the security of AEAD. This implies: AdvG6

≤
AdvG7

+ AdvINT−CTXT.AEAD
AEAD (A)

In this stage, it becomes evident that the A is unable to tamper with messages exchanged
between the πs

i and πt
j . Specifically, πs

i exclusively accepts message CUE,HOres from an
honest matching partner, and A cannot modify the content of either without compromising
the security of PKW+,AEAD&KDF. Thus, summing the probabilities we find that the A has
negligible advantage in winning the MA-security experiment: AdvG7

= 0

6.4.2 Key Indistinguishability Security

In this section, we analyse the key indistinguishability (KIND) security of UniHand scheme,
demonstrating that it achieves key indistinguishability security. We maintain the definition of
Key Indistinguishability (KIND) security as presented in Def. 25 of Chapter 2. A protocol Π is
considered KIND-secure if no PPT adversary can win the game with non-negligible advantage
under the conditions specified below. Here we define the following specific adversary query
and cleanness predicate:

Adversary Queries. In addition to the Create, Send, CorruptLTK, CorruptASK,
Reveal, and StateReveal queries listed above, we define one additional query Test that
allows the adversary A to either the real key derived by a clean session during the execution
of the KIND experiment, or a random key sampled from the same distribution (depending on
the challenge bit b).

• Test(i, s) → m: When C receives a Test query, if Test has already been issued,
πs
i .α = accepted, or πs

i is not clean, then C returns ⊥. Otherwise, C sets k0 ← πs
i .k,
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and k1
$← {0, 1}λ, and returns kb to A (where b was sampled by C at the beginning of

the experiment.

Cleanness Predicate. We now turn to describe our clean. It is important to note
that distinguishing a real session key becomes trivial for the A if they have compromised
both the long-term key shared between CN and UE, as well as the long-term asymmetric
key of the partner session. Additionally, in case of handover protocol, the adversary can also
forge messages between gNBs if they compromised the base key (BK). Therefore to prevent
this attack, we introduce a cleanness predicate that ensures the A is prevented from issuing
CorruptLTK, CorruptASK, CorruptASK, Reveal or StateReveal queries before the
test session’s acceptance.

Definition 40 (cleanness predicate) A session πs
i in the KIND experiment described above

is cleanAKA if conditions (1,2,3) hold, and is cleanH if conditions (1,2,4) hold:

1. Reveal(i, s, ρ) has not been issued, and if a matching session πt
j exists, Reveal(j, t, πt

j .ρ)
has not been issued.

2. The query StateReveal(i, s, ρ) has not been issued and for all j, t such that πt
j has a

matching conversation with πs
i , StateReveal(j, t, πt

j .ρ) has not been issued.

3. If there is no (j, t) ∈ nP ×nS such that πt
j is a matching subset for πs

i , CorruptLTK(i)
and CorruptASK(πs

i .pid) have not been both issued before πs
i .α = accepted.

4. CorruptBK(i, j) has not been issued before πs
i .α = accepted.

6.4.2.1 KIND-security of PGUP-AKA protocol

Here we present our formal analysis and results for the key indistinguishability (KIND) secu-
rity of the PGUP-AKA protocol.

Theorem 21 KIND-security of PGUP-AKA . The PGUP-AKA protocol depicted in Fig-
ures 6.3 and 6.4 is considered KIND-secure and supports PFS, provided that it satisfies the
cleanness predicate described in Def. 40. In other words, for any PPT algorithm A attempt-
ing to breach the KIND experiment, the probability of success is negligible. This holds true
under the assumption PKW+, AEAD, MAC, KEM and KDF .

Proof : Our proof is divided into two cases, denoted by

AdvKIND,clean,c1
Π,nP ,nS ,A (λ) and AdvKIND,clean,c2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game subject to certain assumptions to

AdvKIND,cleanAKA
Π,nP ,nS ,A (λ) ≤ (AdvKIND,cleanAKA,C1

Π,nP ,nS ,A (λ) + AdvKIND,cleanAKA,C2

Π,nP ,nS ,A (λ)

.
Case 1: Here we present the analysis of Case 1, where πs

i accepts without a matching
session.
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Game 0: This is the original key indistinguishability experiment described in Def. 25
of Chapter 2: AdvKIND,cleanAKA,C1

Π,nP ,nS ,A (λ) ≤ AdvG0 .

Game 1: In this game, we incorporate an abort event triggered by A issuing a
query Test(i, s, ρ) where πs

i accepts without a matching session. This scenario pre-
cisely mirrors the MA security experiment, and thus we have :AdvG0

≤ AdvG1
+

AdvMA,cleanAKA
Π,nP ,nS ,A (λ).

Since, as per Case 1, πs
i has no matching session, and following the logic of Game 1 where

we abort upon πs
i accepting without a matching session, it can be deduced that A is incapable

of querying Test(i, s, ρ). Consequently, the KIND game unfolds identically, regardless of the
bit b sampled by C. Thus AdvG1

= 0.
Case 2: Here we present the analysis of Case 2, where πs

i accepts with a matching
session.

First, we recall the cleanness predicate 32, which restrictsA from issuing a Reveal(i, s, πs
i .ρ)

query to πs
i (and to any session πt

j such that πt
j is a matching session with πs

i ). Additionally,
A is prevented from issuing a StateReveal(i, s, πs

i .ρ) query or any query to any session πt
j

such that πt
j is a matching session with πs

i . We proceed through a series of games to illustrate
the security property.

Game 0: This is the original key indistinguishability experiment described in Def. 25
of Chapter 2: AdvKIND,cleanAKA,C1

Π,nP ,nS ,A (λ) ≤ AdvG0 .

Game 1: In this game, we guess the index (i, s) ∈ nP × nS , and abort if A issues
a Test(i∗, s∗, πs∗

i∗ ) query such that i ̸= i∗ and s ̸= s∗. This introduces the following
bound: AdvG0

≤ nS · nP ·AdvG1
.

Game 2: In this game, we guess the index (j, t) ∈ nP × nS , and abort if πt
j is not

the matching subset of πs
i , which must exist by Case 2. This introduces the following

bound: AdvG1
≤ nS · nP ·AdvG2

.

Game 3 : In this game, we replace the computation of rk in any sessions computes it
with uniformly random value (r̂k). We do so by introducing a reduction B1, which op-
erates as follows: at the beginning of the game, B1 initiates a PKW+ challenger CPKW+ .
Every time A calls New(), B1 calls to PKW+.New(), then we assign i to each SUTI
and a table (SUTI, i) is maintained. Additionally, B1 maintains the following registers
Ctxt, Rk and Tp. Ctxt will be updated whenever we call Wrap(T,AD,m, i) → C on a
new entry, such that (·, T, AD,m, i) /∈ Ctxt. Similarly, the Rk register will be updated
whenever we call Drv(T,AD, i) → rk on new entries, such that (·, T, AD, i) /∈ Rk. Fi-
nally, Tp will be updated whenever we call Punc(T, i, ρ). Whenever Send(i, s,m, ρ) is
called, we need first to check the Tp register and follow these conditions:

– IF (T, i, ρ) ∈ Tp: We forward the query to CPKW+ . In case Drv was queried, the
computation of Drv(K,T,C0∥C1)→ rk is replaced with a call to Drv(i, T, C0∥C1)
by B1.

– IF (T, i, ρ ∈ Tp: If Drv were queried, we recover the output from the register (Rk).
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– IF (T, i, ·) /∈ Tp: We forward the query to CPKW+ . In case Drv was queried, the
computation of Drv(K,T,C0∥C1) → rk is replaced with Drv(i, T, C0∥C1),by B1
and adds it to the register as Drv(i, T, C0∥C1)→ RK .

This process is precisely how all parties interact with their collective PKW+ state,
making this replacement sound. If A can distinguish between these two games, then A
breaks the PKW+ key indistinguishability security, as formalised in Theorem 18. Thus:
AdvG2

≤ AdvG3
+ AdvKIND

B1,PKW+(A).

Game 4: In this game we replace the authentication and mac keys AK,MK with
uniformly random values ˆAK, M̂K. We do so by defining a reduction a B2, that ini-
tialises an KDF challenger CKDF, querying CKDF with r̂k and replacing the computation
of AK,MK in any session that computes AK,MK, with the outputs from the CKDF

ˆAK, M̂K. Since AK,MK ← KDF(r̂k) and by Game 3 r̂k is already uniformly ran-
dom and independent, this change is sound. Any A that can trigger the abort event
can be used by B2 to break the security of KDF, as formalised in Def. 2. Thus:
AdvG3

≤ AdvG4
+ AdvKDF

B2,KDF(A).

Game 5: In this game, we replace the response and session keys RK,SK with uni-
formly random values ˆRK, ˆSK. We do so by defining a reduction a B3, that ini-
tialises an KDF challenger CKDF, querying CKDF with ˆAK and replacing the compu-
tation of RK,SK in πs

i and πt
j with the outputs from the CKDF

ˆRK, ˆSK. Since

RK,SK ← KDF( ˆAK) and by Game 4, ˆAK is already uniformly random, this change
is sound. Any A that can distinguish Game 4 from Game 5 can be used to break
KDF security of the KDF scheme. Thus: AdvG4

≤ AdvG5
+ AdvKDF

B3,KDF(A).

Game 6: In this game, we replace the response (KSEAF , HK) with uniformly ran-
dom value ( ˆKSEAF

ˆHK). We do so by reusing the reduction B4 that interacts with a
KDF challenger CKDF, querying CKDF with ˆSK, ˆRK and replacing the computation
of (KSEAF , HK) in πs

i and πt
j with the outputs from the (CKDF

ˆRK) and (CKDF

ˆKSEAF
ˆHK). Since (KSEAF , HK ← KDF( ˆSK)) and by Game 5 ˆSK is already

uniformly random, so this change is sound. Any A that can distinguish Game 5
from Game 6 can break the KDF security of the KDF scheme. Thus: AdvG5

≤
AdvG6

+ AdvKDF
B4,KDF(A).

Here we emphasise that as a result of these changes, the session keys r̂k, ˆAK, M̂K, ˆRK, ˆSK,
ˆKSEAF , ˆHK are now uniformly random and independent of the protocol execution regardless

of the bit b sampled by C, thus A has no advantage in guessing the bit b: AdvG6
= 0.

6.4.2.2 KIND-security of Handover Protocol

Here we present our formal analysis and results for the key indistinguishability (KIND) secu-
rity of the Handover protocol.

Theorem 22 KIND-security of PGUP Handover . The Handover protocol depicted
in Figure 6.5, is considered KIND-secure and supports PFS, provided that it satisfies the
cleanness predicate described in Def. 40. In other words, for any PPT algorithm A attempting
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to breach the KIND experiment, the probability of success is negligible. This holds true under
the assumption PKW+, AEAD, MAC, KEM and KDF security.

Proof : Our proof is divided into two cases, denoted by

AdvKIND,clean,C1

Π,nP ,nS ,A (λ) and AdvKIND,clean,C2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvKIND,cleanHO
Π,nP ,nS ,A (λ) ≤ (AdvKIND,clean,C1

Π,nP ,nS ,A (λ) + AdvKIND,clean,C2

Π,nP ,nS ,A (λ))

.
We begin by treating Case 1.
Case 1: Here we present the analysis of Case 1, where πs

i accepts without a matching
session.

Game 0: This is the original key indistinguishability experiment described in Def. 25
of Chapter 2: AdvKIND,cleanHO,C1

Π,nP ,nS ,A (λ) ≤ AdvG0 .

Game 1: In this game, we incorporate an abort event triggered by A issuing a
query Test(i, s, ρ) where πs

i accepts without a matching session. This scenario pre-
cisely mirrors the MA security experiment, and thus we have :AdvG0

≤ AdvG1
+

AdvMA,cleanAKA
Π,nP ,nS ,A (λ).

Since, as per Case 1, πs
i has no matching session, and following the logic of Game 1 where

we abort upon πs
i accepting without a matching session, it can be deduced that A is incapable

of querying Test(i, s, ρ). Consequently, the KIND game unfolds identically, regardless of the
bit b sampled by C. Thus AdvG1

= 0.
Case 2: Here we present the analysis of Case 2, where πs

i accepts with a matching
session.

First, we recall the cleanness predicate 32, which restrictsA from issuing a Reveal(i, s, πs
i .ρ)

query to πs
i (and to any session πt

j such that πt
j is a matching session with πs

i ). Additionally,
A is prevented from issuing a StateReveal(i, s, πs

i .ρ) query or any query to any session πt
j

such that πt
j is a matching session with πs

i . We proceed through a series of games to illustrate
the security property.

Game 0: This is the original key indistinguishability experiment described in Def. 25
of Chapter 2: AdvKIND,cleanHO,C1

Π,nP ,nS ,A (λ) ≤ AdvG0 .

Game 1: In this game, we guess the index (i, s) ∈ nP × nS , and abort if A issues
a Test(i∗, s∗, πs∗

i∗ ) query such that i ̸= i∗ and s ̸= s∗. This introduces the following
bound: AdvG0

≤ nS · nP ·AdvG1
.

Game 2: In this game, we guess the index (j, t) ∈ nP × nS , and abort if πt
j is not

the matching subset of πs
i , which must exist by Case 2. This introduces the following

bound: AdvG1
≤ nS · nP ·AdvG2

.
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Game 3: In this game, we replace ek, tk with uniformly random values êk, t̂k. We do
so by defining a reduction a B1, that initialises an KDF challenger CKDF, querying CKDF

with ˆHK and replacing the computation of ek, tk in any session that computes ek, tk,
with the outputs from the CKDF êk, t̂k. Since ek, tk ← KDF( ˆHK) and by the definition
of the execution environment, HK is generated uniformly random and independent,
and by the definition of Case 2 A cannot corrupt HK so this replacement is sound.
Any A that can distinguish Game 2 from Game 3 can be used to break KDF security
of the KDF scheme, as formalised in Def. 2. Thus: AdvG2

≤ AdvG3
+AdvKDF

B1,KDF(A).

Game 4: In this game, we replace handover keys HK∗ with uniformly random values
ˆHK∗. We do so by defining a reduction a B2, that initialises an KDF challenger CKDF,

querying CKDF with t̂k and replacing the computation of HK∗ in any session that
computes HK∗, with the outputs from the CKDF

ˆHK∗. Since HK∗ ← KDF(t̂k) and by
Game 3 t̂k is already uniformly random and independent, this change is sound. Any
A that can distinguish Game 3 from Game 4 can be used to break KDF security of
the KDF scheme. Thus: AdvG3

≤ AdvG4
+ AdvKDF

B2,KDF(A).

Game 5: In this game, we replace hk, ĤK with uniformly random values ĥk,
ˆ̂

HK. We
do so by defining a reduction a B3, that initialises an KDF challenger CKDF, querying
CKDF with ˆHK∗ and replacing the computation of hk, ĤK in any session that computes
them, with the outputs from the CKDF

ˆHK∗. Since hk, ĤK ← KDF( ˆHK∗) and by
Game 4 ˆHK∗ is already uniformly random and independent, this change is sound.
Any A that can distinguish Game 4 from Game 5 can be used to break KDF security
of the KDF scheme. Thus: AdvG4

≤ AdvG5
+ AdvKDF

B3,KDF(A).

Here we emphasise that as a result of these changes, the session keys êk, t̂k, ˆHK∗, ĥk,
ˆ̂

HK
are now uniformly random and independent of the protocol execution regardless of the bit b
sampled by C; thus A has no advantage in guessing the bit b: AdvG5

= 0.

6.4.3 Unlinkability Security

In this section, we analyse our proposed scheme’s unlinkability (Unlink) security, demonstrat-
ing that they achieve unlinkability security. We maintain the definition of Unlink-security as
presented in Def. 26 of Chapter 2. A protocol Π is Unlink-secure, if no PPT algorithms A
exist that can win the Unlink security game with a non-negligible advantage. Here, we specify
our particular protocols’ adversary capabilities and cleanness predicate.

Adversary Queries In the Unlink game, A has access Create, Send, CorruptLTK,
CorruptASK, Reveal, StateReveal, Test and SendTest queries described above. Unlike
in the KIND game, Test in Unlink allows the adversary to initialise one of two sessions
(depending on a bit b sampled by the challenger), and SendTest, which allows the adversary
to interact with that session without revealing which party owns it.

• Test(s,i,s’,i’) → m: allows A to begin a new session πb, where (π0 = πs
i ) or (π1 = πs′

i′ ),
where b is sampled by C, and both πs

i and πs′
i′ are clean. Test query is only allowed to

be issued by A if πb.α ̸= in− progress and Send queries to sessions owned by UEi or
UEi′ are only allowed to be issued by A until πb has rejected or accepted the experiment
execution.
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• SendTest(m)→ (m′): allows A to send a message m to πb after issuing Test. The C
returns a ⊥ if πb.α ̸= in− progress.

Cleanness Predicate. We now turn to describe our cleanness predicates. It is important
to note that it is trivial for A to determine which of UEi or UEi′ owns session πb if the A has
compromised both the long-term key shared between CN and UE, as well as the long-term
asymmetric key of the CN , or if the A compromised the long-term key of the partner session,
whereπt

j .ρ = UE. To mitigate this type of attack, we introduce a cleanness predicate that
ensures the A is prevented from issuing CorruptLTK, CorruptASK, or StateReveal
queries before the test session’s acceptance.

Definition 41 (Cleanness predicate) A session πs
i in the Unlink experiment is clean if

the following conditions hold:

1. StateReveal(i, s, πs
i .ρ) has not been issued and for all sessions πt

j such that πt
j is a

matching subset of πs
i StateReveal(j, t, πt

j .ρ) has not been issued.

2. If (πs
i .ρ = gNB) or (πs

i .ρ = CN), and there exists no (j, t) ∈ nP × nS such that πt
j is

a matching session of πs
i , CorruptLTK(πs

i .pid) have not been issued before πs
i .α =

accepted.

3. If πs
i .ρ = UE, and there exists no (j, t) ∈ nP × nS such that πt

j is a matching session
of πs

i , CorruptLTK(i) or CorruptASK(CN) have not both been issued before πs
i .α =

accepted.

6.4.3.1 Unlink-security of PGUP-AKA protocol

Here we present our formal analysis and results for the unlinkability (Unlink) security of the
PGUP-AKA protocol.

Theorem 23 Unlink-security of the PGUP scheme . The proposed scheme, as shown in
Figures 6.3 and 6.4, is considered Unlink-secure and supports PFP, provided that it satisfies
the cleanness predicate described in Def. 41. In other words, for any PPT algorithm A
attempting to breach the Unlink experiment, the probability of success is negligible. This holds
true under the assumption PKW+, AEAD, MAC, KEM and KDF security are all maintained.

Our proof is divided into two cases, denoted by

AdvUnlink,cleanAKA,C1

Π,nP ,nS ,A (λ) and AdvUnlink,cleanAKA,C2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvUnlink,clean
Π,nP ,nS ,A (λ) ≤ (AdvUnlink,clean,C1

Π,nP ,nS ,A (λ) + AdvUnlink,clean,C2

Π,nP ,nS ,A (λ)

.
We begin by treating Case 1.
Case 1: In this case, we assume that πb (such that A issues Test(i, s, i∗, s∗)) accepts

without a matching subset.
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Game 0: This is the original unlinkability experiment defined in (26) of Chapter 2:

AdvUnlink,cleanAKA,C1

Π,nP ,nS ,A (λ) ≤ AdvG0 .

Game 1: In this game, we introduce an abort event that triggers if A issues a query
Test(i, s, i∗, s∗) and πb accepts without a matching session or subset. This is ex-
actly equal to the MA security experiment, and thus we have :AdvG0

≤ AdvG1
+

AdvMA,cleanAKA
Π,nP ,nS ,A (λ).

Considering Case 1, where π lacks a matching session, and according to Game 1, if πb
accepts without such a match, we abort. Consequently, A is unable to terminate and produce
a guess bit b′. Consequently, the Unlink game progresses uniformly irrespective of the bit b
sampled by C. Thus, AdvG1

= 0.
We now turn to Case 2.
Case 2: In this case, we assume that πs

i (such that A issues Test(i, s, i∗, s∗)) accepts
with a matching subset.

First, we recall that the cleanness predicate defined in Def. 41 prevents the A from issuing
a StateReveal(i, s, πs

i .ρ), nor to any session πt
j such that πt

j is a matching session or subset
with πs

i . We proceed via the following sequence of games.

Game 0: This is the original unlinkability experiment defined in (26) of Chapter 2:

AdvUnlink,cleanAKA
Π,nP ,nS ,A (λ) ≤ AdvG0

.

Game 1 : In this game, we guess the index (i, s) ∈ nP × nS of the first session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG0

≤ nP · nSAdvG1
.

Game 2 : In this game, we guess the index (t, j) ∈ nP ×nS of the first UE session that
accepts without a matching subset, introducing a factor of nP × nS in A’s advantage:
AdvG1

≤ nP · nSAdvG2
.

Game 3 : In this game, we guess session index r ∈ nS and aborts if πj
r registers

a ciphertext in Ctxt ← (C, T,AD,m, j) and πCN
t computes rk ← Drv(ki, T

′, C0) and
(., T ′, ., .) ∈ Ctxt but T ′ ̸= T , introducing a factor of nS in A’s advantage: AdvG2

≤
nSAdvG3

.

Game 4 : In this game, we replace the computation of rk in πj
r and πCN

t sessions with
uniformly random value (r̂k). We do so by introducing a reduction B1, which operates
as follows: at the beginning of the game, B1 initiates a PKW+ challenger CPKW+ . Every
time A calls New(), B1 calls to PKW+.New(), then we assign i to each SUTI and a table
(SUTI, i) is maintained. Additionally, B1 maintains the following registers Ctxt, Rk and
Tp. Ctxt will be updated whenever we call Wrap(T,AD,m, i)→ C on a new entry, such
that (·, T, AD,m, i) /∈ Ctxt. Similarly, the Rk register will be updated whenever we call
Drv(T,AD, i) → rk on new entries, such that (·, T, AD, i) /∈ Rk. Finally, Tp will be
updated whenever we call Punc(T, i, ρ). Whenever Send(i, s,m, ρ) is called, we need
first to check the Tp register and follow these conditions:

– IF (T, i, ρ) ∈ Tp: We forward the query to CPKW+ . In case Wrap was queried,
the computation of C2 ← Wrap(K,T,C0∥C1, SUTI||∆) is replaced with a call to
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Wrap(i, T, C0∥C1, SUTI||∆) by B1. and if Unwrap was queried, the computation of
m ← Unwrap(K,T,C0∥C1, C2) is replaced with a call to Unwrap(i, T, C0∥C1, C2)
by B1. Similarly, whenever Drv(K,T,C0∥C1) → rk is called, B1 replaces the
computation with Drv(i, T, C0∥C1).

– IF (T, i, ρ) ∈ Tp: Depending on the algorithm that was called, we check its registry
for an output. If Unwrap or Drv were queried, we recover the output from the
register (Ctxt, Rk), respectively. However, if Wrap was queried, then the adversary
has either issued a Corrupt, hence B1 can simulate Wrap, or the adversary has
forged a message between UE and CN, hence breaking the PKW+ security.

– IF (T, i, ·) /∈ Tp: We forward the query to CPKW+ . In case Wrap was queried,
the computation of C2 ← Wrap(K,T,C0∥C1, SUTI||∆) is replaced with a call to
Wrap(i, T, C0∥C1, SUTI||∆) by B1. Then, the output is added to the register as
(C, i, T, C0∥C1, SUTI||∆) → Ctxt. Similarly, whenever Drv(K,T,C0∥C1) → rk
is called, B1 replaces the computation with Drv(i, T, C0∥C1). and adds it to the
register as Drv(i, T, C0∥C1)→ RK .

This process is precisely how all parties interact with their collective PKW+ state,
making this replacement sound. If A can distinguish between these two games, then A
breaks the PKW+ key indistinguishability security, as formalised in Theorem 18. Thus:
AdvG3

≤ AdvG4
+ AdvKIND

B1,PKW+(A).

Game 5: In this game, we introduce an abort event that triggers if A generates a
ciphertext C2 that decrypts correctly and is accepted by πCN

t , but was not generated
by πj

r , breaking the authentication security of AEAD in PKW+. In this game, no
replacement is required because if the A could forge a cipher text, then they would win
Game 5. Note that (C0∥C1) is securely authenticated by PKW+.Wrap() as additional
data, and by the definition of Case 1 A cannot issue CorruptLTK(UE). Any A that
can trigger this abort event can be used to break the security of AEAD, as formalised
in Def. 8. This implies: AdvG4

≤ AdvG5
+ AdvINT−CTXT.AEAD

PKW+ (A).

Game 6: In this game we replace the authentication and mac keys AK,MK with
uniformly random values ˆAK, M̂K. We do so by defining a reduction a B2, that ini-
tialises an KDF challenger CKDF, querying CKDF with r̂k and replacing the computation
of AK,MK in any session that computes AK,MK, with the outputs from the CKDF

ˆAK, M̂K. Since AK,MK ← KDF(rk) and by Game 5 r̂k is already uniformly random
and independent, this change is sound. Any A that can trigger the abort event can be
used by B3 to break the security of KDF. Thus: AdvG5

≤ AdvG6
+ AdvKDF

B2,KDF(A).

Game 7: In this game, we introduce an abort event that triggers if the same hash value
exists for different inputs, thereby introducing hash collisions during the challenger
execution with an honest session. We do so by defining a reduction B3 that initialises
an Hash challenger CHash and maintains a lookup table. Whenever B3 needs to hash
a value, he queries the lookup table on x and recovers (out). The abort event only
triggers if A can get the same output hash values from two distinct input values, thus
finding a collision and breaking the security of the Hash scheme. Any A that can
trigger the abort event can be used by B3 to break the security of Hash. This implies:
AdvG6

≤ AdvG7
+ Advcollision

B3,Hash (A).
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Game 8: In this game, we replace the response and session keys RK,SK with uni-
formly random values ˆRK, ˆSK. We do so by defining a reduction a B4, that ini-
tialises an KDF challenger CKDF, querying CKDF with ˆAK and replacing the compu-
tation of RK,SK in any session that computes RK,SK, with the outputs from the
CKDF

ˆRK, ˆSK. Since RK,SK ← KDF( ˆAK) and by Game 7, ˆAK is already uni-
formly random, this change is sound. Any A that can distinguish Game 8 from
Game 9 can be used to break KDF security of the KDF scheme. Thus: AdvG7

≤
AdvG8

+ AdvKDF
B4,KDF(A).

Game 9: In this game, we introduce an abort event that triggers if A generates a valid
tag (MAC), but (MAC) was not output by πt

j . We do so by defining a reduction B5 that
initialises an MAC challenger CMAC, which B5 queries when πt

j needs to MAC (SQN,R)

with (M̂K) and from Game 7 M̂K is already uniformly random and independent.
This abort event occurs if MAC is verified correctly under M̂K, but MAC was never
produced by the CMAC, breaking the security of the MAC scheme. Any A that can
trigger the abort event can be used by B5 to break the existential unforgeability security
of the MAC scheme, as formalised in Def. 4. This implies: AdvG8

≤ AdvG9
+

AdvEUFCMA
B5,MAC (A).

Game 10: In this game, we replace the response (RES∗) and (KSEAF , HK) with
uniformly random value ( ˆRES∗) and ( ˆKSEAF

ˆHK), respectively. We do so by defin-
ing a reduction B6 that interacts with a KDF challenger CKDF, querying CKDF with

ˆSK, ˆRK and replacing the computation of (RES∗) and (KSEAF , HK) in any session
that computes RES∗,KSEAF , HK, with the outputs from the (CKDF

ˆRK) and (CKDF
ˆKSEAF

ˆHK). Since (RES∗ ← KDF( ˆRK)) and (CKDF
ˆKSEAF

ˆHK) and by Game 9 ˆRK
and ˆSK are already uniformly random, so these changes are sound. Any A that can
distinguish Game 9 from Game 10 can be used to break KDF security of the KDF
scheme. Thus: AdvG9

≤ AdvG10
+ AdvKDF

B6,KDF(A).

In this stage, it is important to highlight that all plaintext messages that are sent and received
across the network to and from πb and its corresponding session and subsets are uniformly
random and independent of the bit b that is selected by the challenger. As a result, A has
no advantage in predicting the bit b. Adding up the probabilities makes it evident that A
has a negligible advantage in winning the Unlink game. Thus: AdvG10

= 0

6.4.3.2 Unlink-security of Universal Handover

Here we present our formal analysis and results for the unlinkability (Unlink) security of the
proposed Handover protocol.

Theorem 24 Unlink-security of the PGUP scheme . The proposed scheme, as shown
in Figure 6.5, is considered Unlink-secure and supports PFP, provided that it satisfies the
cleanness predicate described in Def. 41. In other words, for any PPT algorithm A attempting
to breach the Unlink experiment, the probability of success is negligible. This holds true under
the assumption PKW+, AEAD, MAC, KEM and KDF security are all maintained.
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Our proof is divided into two cases, denoted by

AdvUnlink,cleanHO,C1

Π,nP ,nS ,A (λ) and AdvUnlink,cleanHO,C2

Π,nP ,nS ,A (λ)

We then bound the advantage of A winning the game under certain assumptions to

AdvUnlink,clean
Π,nP ,nS ,A (λ) ≤ (AdvUnlink,clean,C1

Π,nP ,nS ,A (λ) + AdvUnlink,clean,C2

Π,nP ,nS ,A (λ).

We begin by treating Case 1.
Case 1: In this case, we assume that πb (such that A issues Test(i, s, i∗, s∗)) accepts

without a matching subset.

Game 0: This is the original unlinkability experiment defined in (26) of Chapter 2:

AdvUnlink,cleanHO,C1

Π,nP ,nS ,A (λ) ≤ AdvG0 .

Game 1: In this game, we introduce an abort event that triggers if A issues a query
Test(i, s, i∗, s∗) and πb accepts without a matching session or subset. This is ex-
actly equal to the MA security experiment, and thus we have :AdvG0

≤ AdvG1
+

AdvMA,cleanHO
Π,nP ,nS ,A (λ).

Considering Case 1, where π lacks a matching session, and according to Game 1, if πb
accepts without such a match, we abort. Consequently, A is unable to terminate and produce
a guess bit b′. Consequently, the Unlink game progresses uniformly irrespective of the bit b
sampled by C. Thus, AdvG1

= 0.
We now turn to Case 2.
Case 2: In this case, we assume that πs

i (such that A issues Test(i, s, i∗, s∗)) accepts
with a matching subset.

First, we recall that cleanness predicate defined in Def. 41 prevents the A from issuing
a StateReveal(i, s, πs

i .ρ), nor to any session πt
j such that πt

j is a matching session or subset
with πs

i . We proceed via the following sequence of games.

Game 0: This is the original unlinkability experiment defined in (26) of Chapter 2:

AdvUnlink,cleanHO
Π,nP ,nS ,A (λ) ≤ AdvG0

.

Game 1 : In this game, we guess the index (i, s) ∈ nP × nS of the test session,
introducing a factor of nP × nS in A’s advantage: AdvG0

≤ nP · nSAdvG1
.

Game 2 : In this game, we guess the index (t, j) ∈ nP×nS of the test session’s matching
subset, introducing a factor of nP × nS in A’s advantage: AdvG1

≤ nP · nSAdvG2
.

Game 3: In this game, we replace ek, tk with uniformly random values êk, t̂k. We do
so by defining a reduction a B1, that initialises an KDF challenger CKDF, querying CKDF

with ˆHK and replacing the computation of ek, tk in any session that computes ek, tk,
with the outputs from the CKDF êk, t̂k. Since ek, tk ← KDF( ˆHK) and by the definition
of the execution environment, HK is generated uniformly random and independent,
and by the definition of Case 2 A cannot corrupt HK so this replacement is sound.
Any A that can distinguish Game 2 from Game 3 can be used to break KDF security
of the KDF scheme, as formalised in Def. 2. Thus: AdvG2

≤ AdvG3
+AdvKDF

B1,KDF(A).
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Game 4: In this game, we introduce an abort event that triggers if A generates a
ciphertext CUE (keyed by êk) that decrypts correctly and was not generated by SgNB,
breaking the authentication security of AEAD. We do so by defining a reduction B2
that initialises an AEAD challenger CAEAD, which B2 queries when he needs to encryp-
t/decrypt with êk. By Game 3 êk is already uniformly random and independent,
and this replacement is undetectable. Any A that can trigger the abort event can
be used by B2 to break the security of AEAD, as formalised in Def. 8. This implies:
AdvG3

≤ AdvG4
+ AdvINT−CTXT

B2,AEAD
(A).

Game 5: In this game, we replace handover keys HK∗ with uniformly random values
ˆHK∗. We do so by defining a reduction a B3, that initialises an KDF challenger CKDF,

querying CKDF with t̂k and replacing the computation of HK∗ in any session that
computes HK∗, with the outputs from the CKDF

ˆHK∗. Since HK∗ ← KDF(t̂k) and by
Game 3 t̂k is already uniformly random and independent, this change is sound. Any
A that can distinguish Game 4 from Game 5 can be used to break KDF security of
the KDF scheme. Thus: AdvG4

≤ AdvG5
+ AdvKDF

B3,KDF(A).

Game 6: In this game, we replace hk with uniformly random value ĥk. We do so by
defining a reduction a B4, that initialises an KDF challenger CKDF, querying CKDF with
ˆhk∗ and replacing the computation of hk in any session that computes hk, with the

outputs from the CKDF
ˆHK∗. Since hk ← KDF( ˆHK∗) and by Game 5 ˆHK∗ is already

uniformly random and independent, this change is sound. Any A that can distinguish
Game 5 from Game 6 can be used to break KDF security of the KDF scheme. Thus:
AdvG5

≤ AdvG6
+ AdvKDF

B4,KDF(A).

Game 7: In this game, we introduce an abort event that triggers if A generates a ci-
phertext HOres (keyed by ĥk) that decrypts correctly and was not generated by TgNB,
breaking the authentication security of AEAD. We do so by defining a reduction B5 that
initialises an AEAD challenger CAEAD, which B5 queries when he needs to encrypt/de-
crypt with ĥk. By Game 6 ĥk is already uniformly random and independent, and this
replacement is undetectable. Any A that can trigger the abort event can be used by B5
to break the security of AEAD. This implies: AdvG6

≤ AdvG7
+ AdvINT−CTXT

AEAD (A)

In this stage, it is important to highlight that all plaintext messages that are sent and received
across the network to and from πb and its corresponding session and subsets are uniformly
random and independent of the bit b that is selected by the challenger. As a result, A has
no advantage in predicting the bit b. By adding up the probabilities, it becomes evident that
A has a negligible advantage in winning the Unlink game. Thus: AdvG7

= 0

6.5 Performance Evaluation and Comparison

In this section, we conduct a comprehensive evaluation of the proposed PGUP in compari-
son to the conventional 5G-AKA and HO protocols. Our analysis encompasses feature set
comparison, computational overhead, and communication cost. This multifaceted approach
allows for a thorough assessment of the scheme’s security and privacy relative to current
works in the field.
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Table 6.3: Features comparison

Type Scheme MA PFS PFP Unlink SRM UHO

Symmetric-key-based
5G [4] ✓ ✗ ✗ ✗ ✗ ✗

AKA’[67] ✓ ✗ ✗ ✓ ✗ ✗

ReHand[37] ✓ ✗ ✗ ✓ ✓ ‡

Asymmetric(Public)-key-based
AAKA [70] ✓ ✗ ✗ ✓ ✗ ✗

AKA+ [47] ✓ ✗ ✗ ✓ ✗ ✗

Ours (Symmetric-key-based) PGUP ✓ ✓ ✓ ✓ ✓ ✓

MA:Mutual Authentication, PFS: Perfect Forward Secrecy, PFP: Perfect
Forward Privacy, Unlink: Unlinkability, SRM: Secure Revocation

Management, UHO: Universal HO, ‡: Region-based HO

6.5.1 Security Features Comparison

Our analysis compares the PGUP scheme with existing protocols based on the desired security
and privacy features discussed in Chapter 3, Section 3.4.1. These features are crucial for
overcoming several security and privacy issues found in the current version of 5G protocols
and are essential for any AKA and HO protocols in cellular networks.

Table 6.3 presents a comparison of the proposed PGUP scheme with several existing
authentication schemes in 5G and mobile communication systems [4, 67, 37, 70, 47]. As
illustrated, PGUP aims to address various security and privacy challenges by utilizing a
symmetric-key cryptography, which is particularly well-suited for UE with limited compu-
tational resources and aligns with the existing 5G infrastructure. Although symmetric-key
protocols like conventional 5G [4] and AKA’ [67] provide MA, they fail to offer essential
features such as PFS and PFP. Specifically, conventional 5G only supports MA, while AKA’
improves upon this by achieving Unlink, though it still falls short in providing both forward
secrecy and privacy. ReHand [37], another symmetric-key-based approach, supports Secure
Revocation Management (SRM) and region-based handover (denoted by ‡), addressing cer-
tain limitations of its predecessors. However, it similarly lacks PFS, PFP, and Universal HO
(UHO) capabilities.

Compared to asymmetric-key approaches such as AAKA [70] and AKA+ [47], PGUP aims
to achieve similar security goals while leveraging the efficiency of symmetric-key cryptography.
Although AAKA and AKA+ provide MA and Unlink, comparable to some symmetric-key
protocols, they lack key features such as PFS, PFP, SRM, and UHO.

PGUP addresses the missing features found in many existing protocols by incorporating
MA, Unlink, PFS, PFP, UHO and SRM, significantly enhancing the overall security and
privacy properties of the 5G environment.

6.5.2 Computational and Communication Cost

To evaluate our PGUP scheme against conventional 5G-AKA and HO protocols, we estab-
lished a testbed simulating network entities (CN, gNB) using a Dell Inspiron (i7 core, 2.30GHz
CPU, 16.0 GB RAM) and UE using an Android-10 smartphone (octa-core 1.8GHz Quad-Core
ARM Cortex-A55, 2.7GHz Quad-Core Mongoose M3, 6GB RAM). Cryptographic operations
were implemented using Java Cryptography Extension (JCE) [66]. We analyzed both compu-
tational and communication costs, considering factors such as propagation and transmission
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Table 6.4: Performance comparison.

Schemes Entity
Comp.cost(ms)

Link
Comm.cost(ms)

AKA HO AKA HO

Conventional-5G [4]
TUE 2.03 2.366 UP 0.02764 0.04358
TSys 1.09 1.6 Down 0.00646 0.04067
Total 3.12 3.97 Total 0.0341 0.08425

PGUP
TUE 7.01 0.342 UP 0.05862 0
TSys 3.23 4.81 Down 0.008349 0.0535
Total 10.24 5.152 Total 0.066969 0.0535

UE: User Equipment, Sys:System

time, message dimensions, and network data rates. Following 3GPP specifications [4], we
used 25 Mbps uplink and 50 Mbps downlink rates for a wide-area scenario. Propagation
delay was calculated using a wave speed of 3 × 108m/s and a maximum 5G cell size of 200
m, resulting in a 0.67 µs delay.

To measure the communication cost for the PGUP scheme, we aligned cryptographic
element sizes with 5G specifications where possible, balancing security and efficiency. The
SUTI is 8 bytes, while its hashed version, SUTI*, is 32 bytes, consistent with the SHA-
256 output. The ∆ parameter, occupying 4 bytes, provides anonymization for the SUTI.
The puncturable key wrapping tag is 16 bytes. For ECDH key exchange (used in ECIES-
KEM), C0 (public key) is 91 bytes, typical for a 256-bit ECDH key. The C1 parameter is 8
bytes, while C2 totals 163 bytes, comprising 64 bytes of ciphertext (12-byte nonce, 36-byte
encrypted message, 16-byte authentication tag) and 99 bytes of associated data. Adhering to
5G specifications, AUTN, RES , and R are each 16 bytes. R’, another ciphertext with AD, is
32 bytes. Both CUE and HOres mirror C2 at 163 bytes. These carefully chosen sizes balance
security requirements, 5G compatibility, and efficient communication in our PGUP scheme.

Table 6.4 shows a comparison of the performance based on communication and compu-
tation. It shows the time required for executing the AKA and HO protocols, capturing the
total time required for protocol execution at both the User Equipment level (TUE) and the
system level (TSys) (i.e., gNB and CN). In terms of computation, although PGUP’s AKA
protocol shows increased computational costs compared to the 5-AKAG, it offers significant
improvements in handover operations. Specifically, PGUP’s HO protocol demonstrates an
85.5% reduction in UE-level computational cost (0.342 ms vs 2.366 ms for 5G-HO). This
improvement particularly benefits UE with limited resources, such as processing power and
memory. In terms of communication costs, PGUP’s HO protocol achieves a 36.5% reduc-
tion in total communication cost (0.0535 ms vs 0.08425 ms for 5G-HO). A key advantage
of PGUP’s HO protocol is eliminating uplink communication costs, which can significantly
reduce network load during handover operations. These results suggest that PGUP offers
substantial improvements in handover efficiency, particularly beneficial for UE performance
and network load management during frequent handovers in 5G networks. The minor increase
in computational cost for PGUP-AKA may be justified by the enhanced security features,
making PGUP a viable option for scenarios requiring robust protection against emerging
threats in 5G networks.
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6.6 Summary

This chapter has successfully addressed the third research question (RQ3) of this thesis by
introducing PGUP, an innovative symmetric-based scheme designed to enhance security and
privacy in 5G-AKA and HO protocols. Building upon the foundations laid by UniHand in
the previous chapter, PGUP offers a complementary approach that aligns more closely with
the symmetric cryptography primitives predominant in the current 5G infrastructure.

The core innovation of PGUP lies in the development of PKW+, a new variant of punc-
turable key wrapping tailored for 5G environments. This novel technique enables the achieve-
ment of PFS and PFP within a symmetric framework, addressing a significant challenge in
the field. Furthermore, PGUP effectively mitigates the linkability vulnerability posed by
active adversaries, substantially improving user privacy.

This chapter provided a comprehensive description of the PGUP scheme, detailing both
AKA and HO protocols. The design maintains conceptual alignment with existing 5G struc-
tures, facilitating potential seamless integration into current networks. Rigorous formal secu-
rity analysis demonstrated PGUP’s achievement of critical security properties, including MA,
KIND, and Unlink. The proofs covered various scenarios and adversary capabilities, providing
thorough validation of the scheme’s security features.

Performance evaluations showed significant improvements over conventional 5G protocols,
with an 85.5% reduction in UE-level computational cost and a 36.5% reduction in total
communication cost for handover operations. These advancements, combined with enhanced
security features, position PGUP as a promising solution for addressing current and emerging
security challenges in 5G networks.

By leveraging symmetric cryptography, PGUP offers a unique balance between advanced
security features and computational efficiency, making it particularly suitable for resource-
constrained UEs in 5G environments. This work contributes to improving the security and
privacy of mobile communication systems while considering the practical constraints of ex-
isting infrastructure, paving the way for more secure and efficient 5G networks. †

†This work has been submitted to Privacy Enhancing Technologies Symposium (PETS 2025).



Chapter 7

Conclusion and Future Work

This thesis has investigated critical security and privacy challenges in 5G networks, focusing
on developing novel authentication and handover protocols. As established in the research
context in Chapter 1, the exponential growth of connected devices and the evolution of mobile
networks have created a continuous need for enhanced security measures, particularly in the
context of 5G’s heterogeneous architecture and the deployment of ultra-dense SCNs. This
thesis has aimed to address the vulnerabilities identified in existing 5G-AKA and HO proto-
cols while simultaneously considering the challenges posed by frequent handovers in SCNs.
Our research has been guided by the need to develop protocols that enhance security, preserve
user privacy, and ensure seamless connectivity for roaming users. The following discussion
revisits our research questions and summarises this study’s key findings and contributions.

In Chapter 4, we addressed our first research question (RQ1) by proposing a privacy-
preserving inter-region authentication and handover scheme for roaming users in 5G networks.
This scheme leverages asymmetric-key-based authenticated key exchange and handover pro-
tocols that preserve user privacy and network security while providing a seamless region-
based handover mechanism and effective membership revocation management. It balances
robust security features with efficient user revocation management (SRM) by utilizing sev-
eral cryptographic schemes, including sanitizable signatures and universal accumulators. The
formal security analysis demonstrated that the proposed protocol achieves mutual authen-
tication (MA), user unlinkability (Unlink), and key indistinguishability (KIND). Moreover,
our comparative study showed that the scheme offers enhanced security features, although it
introduces some computational and communication overhead compared to existing solutions.
This contribution advances the field by addressing critical security and efficiency concerns in
5G handovers, particularly in inter-region scenarios.

In Chapter 5, we tackled our second research question (RQ2) by introducing UniHand,
a Universal Handover scheme. UniHand aims to achieve both Key Compromise Imperson-
ation (KCI) resilience and Key-Escrow-Free (KEF) properties for roaming users in 5G SCN.
The proposed universal handover approach attempts to transcend the limitations of region-
based protocols, offering seamless transitions across geographical areas. The security analysis
demonstrates that UniHand fulfils several critical security and privacy properties, including
MA, KIND, and Unlink. The performance evaluation showed that while UniHand introduces
some computational overhead, it significantly improves overall network efficiency, mainly by
reducing Core Network involvement during handovers.

173
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In Chapter 6, we addressed the third research question (RQ3) through the development
of PGUP, a symmetric-key-based scheme designed to enhance security and privacy in 5G-
AKA and HO protocols. The key innovation in PGUP is the introduction of Puncturable
Key Wrapping+ (PKW+), a novel primitive tailored for 5G environments. This approach en-
abled PGUP to achieve Perfect Forward Secrecy (PFS) and Perfect Forward Privacy (PFP)
within a symmetric cryptography framework, representing a notable challenge in the field.
Our rigorous security analysis confirmed that PGUP achieves MA, KIND, and Unlink. Per-
formance evaluations showed significant improvements over conventional 5G protocols, with
an 85.5% reduction in UE-level computational cost and a 36.5% reduction in total communi-
cation cost for handover operations. These advancements, combined with enhanced security
features, position PGUP as a promising solution for addressing current and emerging security
challenges in 5G networks while aligning with existing infrastructure constraints.

After addressing these three research questions, it is valuable to revisit and expand upon
the comparative analysis initially presented in Chapter 3, Section 3.5. Table 7.1 builds
upon our earlier review of existing protocols, where we incorporate our proposed solutions to
provide a comprehensive overview of the advancements made in this thesis. This expanded
comparative analysis demonstrates the significance of our proposed schemes. Compared
to the existing state-of-the-art protocols discussed earlier in this thesis, our contributions,
the Privacy-Aware Secure Region-based Handover scheme, UniHand, and PGUP, offer more
comprehensive set of security and privacy features. Notably, our proposed schemes achieve
MA, UA, PFS, Unlink, and SRM. Additionally, UniHand further offers KCI resilience and KEF
properties. PGUP, meanwhile, provides PFP while maintaining the efficiency of symmetric-
key cryptography. Furthermore, both UniHand and PGUP support universal handover, a
feature only present in a few existing protocols. This comparison not only demonstrates the
significance of our research but also contextualizes our work within the broader landscape
of 5G security solutions, highlighting how we’ve addressed the gaps identified in our initial
analysis.

In conclusion, this thesis aims to contribute to the 5G security and privacy field by
developing three novel protocols, each building upon the insights and limitations of its pre-
decessors. The Privacy-Aware, Secure Region-based Handover scheme laid a foundation for

Table 7.1: Summary of features comparison with State-of-the-art protocols.

Type Scheme MA UA PFS PFP Unlink KCI KEF SRM UHO PM

Symmetric

5G - [4] ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ CF
AKA’ - [67] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✗ Tamarin

ReHand - [37] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ‡ CF
LSHA - [69] ✓ N/P ⊚ ✗ ✗ ✗ ✗ ✗ ‡ BAN+Scyther

Protocol of - [26] ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ RUBIN

Asymmetric

AKA+ - [47] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✗ Bana-Comon
AAKA - [70] ✓ ✓ ✗ ✗ ✓ ✗ ✓ ✗ ✗ CF
RUSH - [71] ✓ ✓ ⊚ ✗ ✗ ✗ ✓ ✗ ✓ BAN+AVISPA
CPPHA - [31] ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✓ BAN+Scyther

Proposed
Region-based Handover(Chapter 4) ✓ ✓ ✓ ✗ ✓ ✗ ✗ ✓ ‡ CF

UniHand (Chapter 5) ✓ ✓ ✓ ✗ ✓ ✓ ✓ ✓ ✓ CF
PGUP (Chapter 6) ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✓ CF

MA:Mutual Authentication, UA:User Anonymity, PFS: Perfect Forward Secrecy, PFP: Perfect Forward
Privacy, Unlink: Unlinkability, KCI: Key compromise impersonation resilience, KEF: Key-escrow Free ,
SRM: Secure Revocation Management, UHO: Universal HO, ⊚: Partial, N/P: no information provided

‡: Neighbour/Region-based HO, PM: Proof method, CF: Computational Formal security analysis
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secure inter-region handovers. UniHand expanded on this by introducing universal handover
capabilities and addressing critical vulnerabilities like KCI attacks. Finally, PGUP demon-
strated the potential of symmetric-key approaches in achieving advanced security properties
within the constraints of 5G systems.

Future Directions: The schemes proposed in this thesis address key security and
privacy challenges in 5G networks, contributing to the development of more secure, efficient,
and privacy-preserving mobile communication systems. As 5G networks continue to expand
and evolve, the techniques presented here may serve as a foundation for future security
frameworks. This work also opens up several promising directions for further research and
development, which could extend the approaches presented in this thesis. One potential
direction is the development of solutions that are fully backwards-compatible with existing 5G
infrastructure. Such approaches could potentially facilitate easier adoption, allowing network
operators to enhance their security measures without requiring extensive modifications to
their current systems.

Building on the concept of backward compatibility, future research directions could ex-
plore how 5G features, particularly network slicing, may address security and privacy chal-
lenges while ensuring interoperability with legacy systems. Instead of developing fully backwards-
compatible solutions that might compromise security, future work could investigate how
network slicing enables isolated environments for legacy protocols alongside more secure so-
lutions. This approach would allow for a gradual transition, balancing the need for compati-
bility with enhanced security while addressing vulnerabilities in 5G-AKA and HO protocols.

In parallel with addressing these compatibility challenges, the process of reading 5G tech-
nical specifications has highlighted potential areas for improvement in the documentation of
future network generations. The complex nature of these specifications, which often rely on
cross-referencing multiple documents, presents a significant challenge for researchers working
to secure these systems. Future work could explore strategies to develop more self-contained
technical specifications for 6G and beyond. This effort might address some of the difficulties
encountered in navigating 5G documentation, including instances where security and privacy
requirements were underspecified, leading to security and privacy vulnerabilities in the net-
work. By improving the documentation of security protocols and requirements, future spec-
ifications could address the vulnerabilities encountered due to underspecified requirements
in 5G standards. This approach aligns with ongoing research efforts, such as those in the
present thesis, which aim to overcome these vulnerabilities resulting from underspecification.

As cryptography evolves, exploring post-quantum security solutions is essential for future
research. The potential future threat of quantum computers to current cryptographic meth-
ods suggests a need for investigation into quantum-resistant algorithms and protocols that
could be tailored for mobile network environments. However, implementing post-quantum
cryptography (PQC) in resource-constrained devices such as user equipment (UE) might in-
troduce several challenges. With limited processing power, memory, and battery life, these
devices could potentially struggle with the computational demands and larger key sizes that
PQC algorithms may require. Addressing the possible impacts on latency, energy consump-
tion, and overall performance might be crucial. Future research could explore ways to op-
timize these algorithms for constrained environments, possibly by investigating lightweight
cryptographic schemes or considering using 5G technologies like network slicing to offload
complex cryptographic operations to more capable network segments. This aligns with the



CHAPTER 7. CONCLUSION AND FUTURE WORK 176

ongoing need for enhanced security measures in the face of evolving threats, as emphasized
throughout the thesis.
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Appendix A

Source Code

A.1 Sanitizable Signatures Implementation

This appendix presents a Java implementation of Sanitizable Signatures, a specialized form
of digital signatures that allow partial modification of signed data without the assistance
from the original signer. This implementation serves a dual purpose: it provides a concrete
example of how sanitizable signatures can be realized, and more importantly, it offers a foun-
dation for performance analysis. The code measures and reports average execution times, as
shown in Figure A.1, for critical operations such as signature generation (both first-level and
nested) and verification, providing valuable insights into the computational costs associated
with sanitizable signatures. By examining this implementation and its output, it offers a
practical understanding of the performance characteristics of sanitizable signature schemes
employed in the thesis.

� �
1 /**

2 * This is the SanSig code

3 */

4

5

6 import java.security .*;

7 import java.util.Arrays;

8

9 public class NestedSignatures2 {

10

11 private static final int ROUNDS = 100; // Number of rounds for

averaging

12

13 public static KeyPair generateKeyPair () throws

NoSuchAlgorithmException {

14 KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA")

;

15 keyGen.initialize (2048);

16 return keyGen.generateKeyPair ();

17 }

18
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19 public static byte[] sign(PrivateKey privateKey , byte[] message)

throws Exception {

20 Signature signature = Signature.getInstance("SHA256withRSA");

21 signature.initSign(privateKey);

22 signature.update(message);

23 return signature.sign();

24 }

25

26 public static boolean verify(PublicKey publicKey , byte[] message ,

byte[] signatureBytes) throws Exception {

27 Signature signature = Signature.getInstance("SHA256withRSA");

28 signature.initVerify(publicKey);

29 signature.update(message);

30 return signature.verify(signatureBytes);

31 }

32

33 public static long measureTime(Runnable operation) {

34 long startTime = System.nanoTime ();

35 operation.run();

36 long endTime = System.nanoTime ();

37 return endTime - startTime;

38 }

39

40 public static void main(String [] args) {

41 try {

42 KeyPair keyPair1 = generateKeyPair ();

43 KeyPair keyPair2 = generateKeyPair ();

44

45 // Create a 256-bit (32-byte) message

46 byte[] message256Bits = new byte [32];

47 Arrays.fill(message256Bits , (byte) ’A’);

48

49 // Arrays to store timing results

50 long[] firstSignatureTimes = new long[ROUNDS ];

51 long[] secondSignatureTimes = new long[ROUNDS ];

52 long[] firstVerificationTimes = new long[ROUNDS ];

53 long[] outerVerificationTimes = new long[ROUNDS ];

54 long[] innerVerificationTimes = new long[ROUNDS ];

55 long[] totalNestedVerificationTimes = new long[ROUNDS ];

56

57 for (int i = 0; i < ROUNDS; i++) {

58 // First signature

59 SignatureResult signResult1 = signAndMeasure(keyPair1

, message256Bits);

60 firstSignatureTimes[i] = signResult1.time;

61

62 // Create nested message

63 byte[] nestedMessage = new byte[message256Bits.length

+ 1 + signResult1.signature.length ];

64 System.arraycopy(message256Bits , 0, nestedMessage , 0,

message256Bits.length);
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65 nestedMessage[message256Bits.length] = ’|’;

66 System.arraycopy(signResult1.signature , 0,

nestedMessage , message256Bits.length + 1,

67 signResult1.signature.length);

68

69 // Second signature

70 SignatureResult signResult2 = signAndMeasure(keyPair2

, nestedMessage);

71 secondSignatureTimes[i] = signResult2.time;

72

73 // Verify first signature

74 VerificationResult verifyResult1 = verifyAndMeasure(

keyPair1 , message256Bits , signResult1.signature);

75 firstVerificationTimes[i] = verifyResult1.time;

76

77 // Verify nested signatures

78 NestedVerificationResult nestedVerifyResult =

verifyNestedSignatures(keyPair1 , keyPair2 ,

message256Bits ,

79 nestedMessage , signResult2.signature);

80 outerVerificationTimes[i] = nestedVerifyResult.

outerVerificationTime;

81 innerVerificationTimes[i] = nestedVerifyResult.

innerVerificationTime;

82 totalNestedVerificationTimes[i] = nestedVerifyResult.

totalTime;

83 }

84

85 // Calculate and print average times

86 printAverageTime("First signature", firstSignatureTimes);

87 printAverageTime("Second signature", secondSignatureTimes

);

88 printAverageTime("First verification",

firstVerificationTimes);

89 printAverageTime("Outer verification",

outerVerificationTimes);

90 printAverageTime("Inner verification",

innerVerificationTimes);

91 printAverageTime("Total nested verification",

totalNestedVerificationTimes);

92

93 // Print individual round times for comparison

94 System.out.println("\nIndividual round times (ms):");

95 System.out.println("Round\tFirst Sig\tSecond Sig\tFirst

Verify\tOuter Verify\tInner Verify\tTotal Nested");

96 for (int i = 0; i < ROUNDS; i++) {

97 System.out.printf("%d\t%.3f\t\t%.3f\t\t%.3f\t\t%.3f\t

\t%.3f\t\t%.3f%n",

98 i + 1,

99 firstSignatureTimes[i] / 1_000_000.0,

100 secondSignatureTimes[i] / 1_000_000.0,
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101 firstVerificationTimes[i] / 1_000_000.0,

102 outerVerificationTimes[i] / 1_000_000.0,

103 innerVerificationTimes[i] / 1_000_000.0,

104 totalNestedVerificationTimes[i] / 1_000_000

.0);

105 }

106

107 } catch (Exception e) {

108 e.printStackTrace ();

109 }

110 }

111

112 private static SignatureResult signAndMeasure(KeyPair keyPair ,

byte[] message) throws Exception {

113 long[] time = new long [1];

114 byte [][] signature = new byte [1][];

115 time [0] = measureTime (() -> {

116 try {

117 signature [0] = sign(keyPair.getPrivate (), message);

118 } catch (Exception e) {

119 e.printStackTrace ();

120 }

121 });

122 return new SignatureResult(signature [0], time [0]);

123 }

124

125 private static VerificationResult verifyAndMeasure(KeyPair

keyPair , byte[] message , byte[] signature)

126 throws Exception {

127 long[] time = new long [1];

128 boolean [] isValid = new boolean [1];

129 time [0] = measureTime (() -> {

130 try {

131 isValid [0] = verify(keyPair.getPublic (), message ,

signature);

132 } catch (Exception e) {

133 e.printStackTrace ();

134 }

135 });

136 return new VerificationResult(isValid [0], time [0]);

137 }

138

139 private static NestedVerificationResult verifyNestedSignatures(

KeyPair keyPair1 , KeyPair keyPair2 ,

140 byte[] originalMessage , byte[] nestedMessage ,

141 byte[] outerSignature) throws Exception {

142 long startTime = System.nanoTime ();

143

144 // Verify outer signature

145 long outerStartTime = System.nanoTime ();

146 boolean outerValid = verify(keyPair2.getPublic (),



APPENDIX A. SOURCE CODE 188

nestedMessage , outerSignature);

147 long outerEndTime = System.nanoTime ();

148 long outerVerificationTime = outerEndTime - outerStartTime;

149

150 boolean innerValid = false;

151 long innerVerificationTime = 0;

152

153 // If outer signature is valid , verify inner signature

154 if (outerValid) {

155 // Extract inner signature from nested message

156 byte[] innerSignature = Arrays.copyOfRange(nestedMessage ,

originalMessage.length + 1, nestedMessage.length);

157 long innerStartTime = System.nanoTime ();

158 innerValid = verify(keyPair1.getPublic (), originalMessage

, innerSignature);

159 long innerEndTime = System.nanoTime ();

160 innerVerificationTime = innerEndTime - innerStartTime;

161 }

162

163 long endTime = System.nanoTime ();

164 long totalTime = endTime - startTime;

165

166 return new NestedVerificationResult(outerValid , innerValid ,

outerVerificationTime , innerVerificationTime ,

167 totalTime);

168 }

169

170 private static void printAverageTime(String operation , long[]

times) {

171 double avgTime = Arrays.stream(times).average ().orElse (0) / 1

_000_000 .0;

172 System.out.printf("Average time for %s: %.3f ms%n", operation

, avgTime);

173 }

174

175 private static class SignatureResult {

176 byte[] signature;

177 long time;

178

179 SignatureResult(byte[] signature , long time) {

180 this.signature = signature;

181 this.time = time;

182 }

183 }

184

185 private static class VerificationResult {

186 boolean isValid;

187 long time;

188

189 VerificationResult(boolean isValid , long time) {

190 this.isValid = isValid;
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191 this.time = time;

192 }

193 }

194

195 private static class NestedVerificationResult {

196 boolean outerValid;

197 boolean innerValid;

198 long outerVerificationTime;

199 long innerVerificationTime;

200 long totalTime;

201

202 NestedVerificationResult(boolean outerValid , boolean

innerValid , long outerTime , long innerTime ,

203 long totalTime) {

204 this.outerValid = outerValid;

205 this.innerValid = innerValid;

206 this.outerVerificationTime = outerTime;

207 this.innerVerificationTime = innerTime;

208 this.totalTime = totalTime;

209 }

210 }

211 }� �
A.1: SanSig

Output:

Figure A.1: SanSig output
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A.2 Universal Accumulator Implementation

This appendix presents a Java implementation of a universal accumulator, a cryptographic
scheme that enables efficient membership and non-membership proofs without revealing the
entire set of elements. This implementation serves a dual purpose: it provides a simplified,
concrete example of how universal accumulators can be realised, and more importantly, it
offers a foundation for performance analysis critical to this thesis. The code measures and
reports average execution times, as shown in Figure A.2, for key operations such as element
addition, deletion, and witness generation, providing valuable insights into the computa-
tional efficiency of universal accumulators. By examining this simplified implementation and
its output, it offers a practical understanding of the performance characteristics of universal
accumulator schemes, particularly in the context of managing revocation lists.� �

1 /**

2 * This is the Accumulator code

3 */

4

5 import java.math.BigInteger;

6 import java.security.MessageDigest;

7 import java.security.NoSuchAlgorithmException;

8 import java.security.SecureRandom;

9 import java.util.HashSet;

10 import java.util.Set;

11 import java.util.ArrayList;

12 import java.util.List;

13 import java.util.function.Supplier;

14

15 public class DynamicUniversalAccumulator2 {

16 private BigInteger N; // RSA modulus

17 private BigInteger g; // generator

18 private BigInteger acc; // current accumulator value

19 private Set <BigInteger > elements;

20 private BigInteger product; // product of all elements

21 private BigInteger phi; // Euler’s totient function value for N

22

23 public DynamicUniversalAccumulator2(int bitLength) {

24 SecureRandom random = new SecureRandom ();

25 BigInteger p, q;

26 do {

27 p = BigInteger.probablePrime(bitLength / 2, random);

28 q = BigInteger.probablePrime(bitLength / 2, random);

29 N = p.multiply(q);

30 phi = p.subtract(BigInteger.ONE).multiply(q.subtract(

BigInteger.ONE));

31 } while (N.bitLength () != bitLength);

32 g = new BigInteger("2"); // Simple choice for generator

33 acc = g;

34 elements = new HashSet <>();

35 product = BigInteger.ONE;

36 }
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37

38 private BigInteger generateCoprimeElement () {

39 SecureRandom random = new SecureRandom ();

40 BigInteger element;

41 do {

42 element = new BigInteger(N.bitLength (), random);

43 } while (element.compareTo(BigInteger.ONE) <= 0 || element.

compareTo(N) >= 0

44 || !element.gcd(phi).equals(BigInteger.ONE));

45 return element;

46 }

47

48 public void add(BigInteger element) {

49 if (! element.gcd(phi).equals(BigInteger.ONE)) {

50 throw new IllegalArgumentException("Element must be

coprime with \phi(N)");

51 }

52 acc = acc.modPow(element , N);

53 elements.add(element);

54 product = product.multiply(element).mod(phi);

55 }

56

57 public boolean delete(BigInteger element) {

58 if (! elements.contains(element)) {

59 return false;

60 }

61 BigInteger inverse = element.modInverse(phi);

62 acc = acc.modPow(inverse , N);

63 elements.remove(element);

64 product = product.multiply(inverse).mod(phi);

65 return true;

66 }

67

68 public byte[] membershipWitness(BigInteger element) {

69 if (! elements.contains(element)) {

70 throw new IllegalArgumentException("Element is not in the

accumulator");

71 }

72 BigInteger witness = g.modPow(product.divide(element), N);

73 return hashBigInteger(witness);

74 }

75

76 public byte[] optimizedNonMembershipWitness(BigInteger element) {

77 if (elements.contains(element)) {

78 throw new IllegalArgumentException("Element is already in

the accumulator");

79 }

80 BigInteger d = product.gcd(element);

81 BigInteger a = product.divide(d);

82 BigInteger b = element.divide(d);

83 BigInteger x = a.modInverse(b);
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84 BigInteger y = acc.modPow(x, N);

85 return hashBigInteger(y);

86 }

87

88 public boolean verifyMembership(BigInteger element , byte[]

witnessHash) {

89 BigInteger computedWitness = g.modPow(product.divide(element)

, N);

90 return MessageDigest.isEqual(witnessHash , hashBigInteger(

computedWitness));

91 }

92

93 public boolean verifyOptimizedNonMembership(BigInteger element ,

byte[] witnessHash) {

94 BigInteger d = product.gcd(element);

95 BigInteger b = element.divide(d);

96 BigInteger computedWitness = acc.modPow(b, N);

97 return MessageDigest.isEqual(witnessHash , hashBigInteger(

computedWitness));

98 }

99

100 private byte[] hashBigInteger(BigInteger value) {

101 try {

102 MessageDigest md = MessageDigest.getInstance("SHA -256");

103 return md.digest(value.toByteArray ());

104 } catch (NoSuchAlgorithmException e) {

105 throw new RuntimeException("SHA -256 not available", e);

106 }

107 }

108

109 public static void main(String [] args) {

110 int numTrials = 100; // Number of trials for averaging

111 DynamicUniversalAccumulator2 acc = new

DynamicUniversalAccumulator2 (2048);

112

113 List <BigInteger > elements = new ArrayList <>();

114 for (int i = 0; i < 10; i++) {

115 elements.add(acc.generateCoprimeElement ());

116 }

117 BigInteger nonMember = acc.generateCoprimeElement ();

118

119 // Add elements to the accumulator

120 for (BigInteger elem : elements) {

121 acc.add(elem);

122 }

123

124 // Measure average times

125 double avgAddTime = measureAverageTime(numTrials , () -> {

126 acc.add(acc.generateCoprimeElement ());

127 return null;

128 });
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129 double avgDeleteTime = measureAverageTime(numTrials , () ->

acc.delete(elements.get(0)));

130 double avgMembershipWitnessTime = measureAverageTime(

numTrials , () -> acc.membershipWitness(elements.get (1)));

131 double avgNonMembershipWitnessTime = measureAverageTime(

numTrials ,

132 () -> acc.optimizedNonMembershipWitness(nonMember));

133 double avgVerifyMembershipTime = measureAverageTime(numTrials

, () -> {

134 byte[] witness = acc.membershipWitness(elements.get (1));

135 return acc.verifyMembership(elements.get (1), witness);

136 });

137 double avgVerifyNonMembershipTime = measureAverageTime(

numTrials , () -> {

138 byte[] witness = acc.optimizedNonMembershipWitness(

nonMember);

139 return acc.verifyOptimizedNonMembership(nonMember ,

witness);

140 });

141

142 // Print results

143 System.out.printf("Average add time: %.2f ms%n", avgAddTime);

144 System.out.printf("Average delete time: %.2f ms%n",

avgDeleteTime);

145 System.out.printf("Average membership witness generation time

: %.2f ms%n", avgMembershipWitnessTime);

146 System.out.printf("Average non -membership witness generation

time: %.2f ms%n", avgNonMembershipWitnessTime);

147 System.out.printf("Average membership verification time: %.2f

ms%n", avgVerifyMembershipTime);

148 System.out.printf("Average non -membership verification time:

%.2f ms%n", avgVerifyNonMembershipTime);

149

150 // Measure witness sizes

151 byte[] memberWitness = acc.membershipWitness(elements.get (1))

;

152 byte[] nonMemberWitness = acc.optimizedNonMembershipWitness(

nonMember);

153 System.out.println("Membership witness size: " +

memberWitness.length + " bytes");

154 System.out.println("Optimized non -membership witness size: "

+ nonMemberWitness.length + " bytes");

155 }

156

157 private static <T> double measureAverageTime(int numTrials ,

Supplier <T> operation) {

158 long totalTime = 0;

159 for (int i = 0; i < numTrials; i++) {

160 long startTime = System.nanoTime ();

161 operation.get();

162 long endTime = System.nanoTime ();
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163 totalTime += (endTime - startTime);

164 }

165 return (totalTime / (double) numTrials) / 1e6; // Convert to

milliseconds

166 }

167 }� �
A.2: Dynamic Accumulator

Output:

Figure A.2: Accumulator output
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