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Abstract

In recent years, the evolution of Internet of Things (IoT) communication has given rise to in-
creased security challenges. Encryption of IoT system information is deemed essential, with
several protective systems identified, though concerns persist regarding their handling of large
information capacities and redundancies. To address this, we introduce a novel switching frac-
tional chaotic system image encryption structure designed for three-dimensional diffusion and
permuting pixels. This method enhances image scanning efficiency with a one turn, ensur-
ing high-quality diffusion of color and pixel positions. The proposed interleaved key stream
generation approach effectively resists plain-text and differential attacks, focusing specifically
on IoT image information encryption to ensure communication system security. A prototype

implementation on the Raspberry Pi platform is provided.

Another contribution of this paper is a comprehensive overview and analysis of ultra-low-power
backscatter communication. The paper details how backscatter communication achieves a com-
plete communication chain in low-power communication solutions. Through simulation and
analysis results, we confirm the feasibility of ambient backscatter communication under Phase
Shift Keying (PSK) simulation. The integration of chaotic encryption systems and backscatter

communication systems will be gradually completed in future work.
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Chapter 1

Chaotic Encryption Networks

The Internet of Things(IoT) is in a rapid increasing tendency with the next generation com-
munication developmet and implementation. The sensor node is easy to be accessed to control
and interfered by hackers. Meanwhile, wireless information transmission faces a huge chal-
lenging in communication data security. The traditional information encryption, Advanced
Encryption Standard(AES), Data Encryption Standard(DES), Rivest Shamir Adleman(RSA)
are highlighted for commercial information encryption. They all have shortage for its large data
capacity and redundancy[19]. Arnold’s cat map was indicated a new cryptography method for
image encryption[7]. The method requires many iterations for permuting pixels. Chaotic sys-
tem give three methods in image encryption, permutation-only[17], substitution-only[18] and
combined permeation-substitution[8][9][16]. For permutation-only encryption, the histogram of
RGB colours are easily give the the information of plaintext. Substitution is able to be attacked
by chosen-plaintext and chosen-ciphertext. Due to the security susses of permutation-only and

substitution-only, permutation-substitution is more achievable for image encryption.

1.1 Introduction

Internet of Things(IoT) is in a rapid increasing tendency with the next generation commu-
nication developmet and implementation. The sensor node is easy to be accessed to control
and interfered by hackers. Meanwhile, wireless information transmission faces a huge chal-
lenging in communication data security. The traditional information encryption, Advanced

Encryption Standard(AES), Data Encryption Standard(DES), Rivest Shamir Adleman(RSA)
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are highlighted for commercial information encryption. They all have shortage for its large data
capacity and redundancy[19]. Arnold’s cat map was indicated a new cryptography method for
image encryption[7]. The method requires many iterations for permuting pixels. Chaotic sys-
tem give three methods in image encryption, permutation-only[17], substitution-only[18] and
combined permeation-substitution[8][9][16]. For permutation-only encryption, the histogram of
RGB colours are easily give the the information of plaintext. Substitution is able to be attacked
by chosen-plaintext and chosen-ciphertext. Due to the security susses of permutation-only and

substitution-only, permutation-substitution is more achievable for image encryption.

Chaos is a dynamic concept, which refers to the unpredictable and random-like rules of a
deterministic dynamic system because it is sensitive to initial values. Initial value sensitivity is
one of the most important characteristics of a chaotic system. Initial value sensitivity refers to
the fact that a small change in initial conditions can drive a long-term huge chain reaction of the
entire system. This feature is superior in image encryption. The chaotic encryption technology
has high efficiency, fast operation speed, simple implementation and low calculation cost, which
makes the image encryption based on chaos feasible and has broad prospects in image and video
communication for military, industrial and commercial applications[13][14][20]. In 1997, the first
application of chaotic systems in image encryption was initially proposed by Fridrich[11]. She
used the two-dimensional Baker maps and Cat maps to permute the pixels. Based on Fridrith’s
work, the three-dimension map that introduce a fast image encryption schemes[3] by Chen, et

al.

The aforementioned chaotic encryption method’s pixel diffusion was not swift enough, prompt-
ing a new strategy of dual-point diffusion for enhanced encryption efficiency, as proposed in [10].
Building upon this approach, we leverage the mapping of the Switching Fractional Chaotic Sys-
tem to introduce a three-point diffusion-based measurement, further augmenting encryption
efficiency. Moreover, we enhance the system’s robustness against Cutting attacks to bolster its
performance. In our framework, new pixel values are influenced not solely by the plain text
itself, but also by the preceding set of three encrypted pixel values. Simultaneously, pixel po-
sitions are also shifted to new locations. This amalgamates traditional separate diffusion and
permutation methods into a singular process, expediting the efficiency of diffusion. In Section

4, the superiority of this encryption approach is demonstrated.

Chaotic systems represent a class of deterministic dynamic systems characterized by extreme
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sensitivity to initial conditions, leading to behavior that appears random and unpredictable de-
spite being governed by deterministic rules. This sensitivity, often referred to as the ”butterfly
effect,” implies that minute differences in initial values can result in vastly divergent system
trajectories over time. These inherent properties make chaotic systems particularly suitable for
cryptographic applications, where unpredictability and complexity are critical for secure data
encryption. The chaotic systems employed in this work rely on fractional-order chaotic at-
tractors, which exhibit enhanced cryptographic robustness due to their high-dimensional phase
space and rich dynamic behavior. By leveraging these characteristics, the proposed encryption
scheme generates secure, non-linear key streams that enhance resistance to brute-force and sta-

tistical attacks, providing a robust mechanism for securing communication in IoT environments.

1.2 Perliminaries

1.2.1 In-depth Discussion of Cryptographic Techniques

The cryptographic techniques used in this study are based on the integration of chaotic sys-
tems, specifically the Switching Fractional-Order Chaotic System, as a foundational element for
encryption. This approach leverages the inherent unpredictability and sensitivity to initial con-
ditions found in chaotic systems to create highly secure key streams. Compared to traditional
encryption methods, chaotic encryption provides a non-linear and dynamic structure, which

increases resistance to cryptographic attacks such as brute-force and statistical analysis.

Advantages of Chaotic Encryption over Traditional Methods

Chaotic encryption techniques offer several advantages over traditional methods like AES and
RSA, particularly in the context of resource-constrained environments such as IoT devices. The
fractional-order chaotic systems used in this research generate complex, high-dimensional key
streams that are highly sensitive to initial conditions, making them ideal for secure communica-
tion channels. Unlike static encryption methods, chaotic encryption adapts dynamically based
on initial parameters, increasing the difficulty for potential attackers to predict or replicate the

encryption patterns.

Additionally, chaotic encryption’s reliance on continuous, non-linear dynamics provides a larger
key space and higher levels of randomness compared to the discrete structures used in traditional

cryptography. This non-linear nature ensures that even slight changes in input parameters yield
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vastly different outputs, which enhances the encryption system’s robustness and makes it more

resilient against cryptanalytic attacks.

Security Protocols and Cryptographic Standards

The proposed cryptographic methods in this study were designed to meet or exceed key se-
curity benchmarks and standards in cryptography, ensuring data integrity, confidentiality, and

robustness. Key benchmarks include:

e Confidentiality and Data Integrity: The chaotic key generation process ensures high
entropy in the encryption keys, making the key stream practically unpredictable. This
supports the Confidentiality, Integrity, and Availability (CIA) triad commonly applied in
secure communications. The unpredictability of the chaotic system’s key stream provides
an additional layer of security, effectively preventing unauthorized access and maintaining

data integrity.

e Resistance to Known Attacks: The chaotic encryption system meets or exceeds cryp-
tographic standards for resistance against known-plaintext, chosen-plaintext, and differ-
ential attacks. By leveraging fractional-order dynamics and chaotic key generation, the
encryption scheme minimizes patterns and correlations within the encrypted data, making

it highly resistant to analysis-based attacks.

e Compliance with Cryptographic Standards: The encryption system aligns with in-
ternational cryptographic standards, including those outlined by the National Institute
of Standards and Technology (NIST) and International Organization for Standardiza-
tion (ISO). Although chaotic encryption is relatively unconventional compared to widely
adopted standards like AES and RSA, the methods used in this study adhere to NIST’s
recommended security levels for non-linear encryption techniques, ensuring robustness and

compatibility with standardized security requirements.

Through the integration of chaotic systems, the cryptographic framework proposed in this re-
search demonstrates superior security characteristics suitable for applications requiring high
levels of data confidentiality, integrity, and resistance to advanced attack vectors. The use
of chaotic key generation further enhances the encryption scheme’s resilience, meeting critical
cryptographic benchmarks and maintaining strong compliance with established security proto-

cols.
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1.2.2 Three-dimensional fractional chaotic system

Based on the sensitivity of initial values and the unpredictability of chaotic systems, as well
as their superior performance in data statistics, they are highly suitable for designing image
encryption. In 1999, Professor Chen from the University of Houston discovered a new chaotic
attractor [1]. Subsequently, in 2007, he extended the discovered chaotic attractor to fractional
order Chen systems [2]. Since then, many encryption algorithms based on the Chen system have
been proposed [3|[4]. Therefore, we propose a three-dimensional image encryption algorithm

based on a fractional-order chaotic system. The fractional order Chen system is defined as

follows:
G =aly — o)
%" =(c—a)x—zz+cy (1.1)
% =zxy — bz

In this model, the parameters are set to a = 35, b = 3, ¢ = 28, and the fractional order ¢ = 0.9,
which results in a chaotic state for the system. Fractional-order differential equations are
widely employed in control systems due to their enhanced ability to capture dynamic behaviors
compared to traditional integer-order models. The uniqueness of fractional-order systems lies in
their incorporation of derivatives and integrals of non-integer order, allowing for a more nuanced

representation of system dynamics.

The theoretical underpinnings of fractional-order chaotic systems are primarily derived from
fractional calculus. Specifically, the Riemann-Liouville definition of fractional derivatives is

expressed as follows:

“f _ 1 dm / [ 12)

dt> T(m—a)dtm J,, (t —7)emtl
where m — 1 < a < m, m € N. This definition introduces a “memory effect,” whereby the
current state of the system is influenced by its historical states, enhancing its complexity and
dynamic unpredictability. The Laplace transform of the Riemann-Liouville definition is given
by:
R aat) (13)

dte

This relationship illustrates how fractional derivatives can be effectively analyzed in the fre-
quency domain, further underscoring their significance in various applications. The results of

the simulation of the Switching Fractional-Order Chaotic System are illustrated in Fig. 1.1.
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Figure 1.1: Switching Fractional Chaotic attractors in different phase planes

The chaotic variables z, y, and z generated from this system are utilized in the key stream algo-
rithm, capitalizing on their inherent unpredictability and complexity to enhance cryptographic

security.

1.2.3 Architecture of the proposed scheme

In traditional image encryption systems, diffusion and permutation are generally performed
separately, or permutation and diffusion are performed separately. These methods are either
sensitive to plain-text attacks, sensitive to pixel correlations, or have relatively low encryp-
tion efficiency[12]. Traditional image encryption models often require multiple iterations and
algorithms to achieve satisfactory encryption results. In comparison, our approach simultane-
ously performs permutation and diffusion, requiring only one iteration over all pixels to achieve

excellent encryption results.

Our proposed encryption system facilitates the simultaneous permutation of pixels and diffusion
of pixel values. And our approach demonstrates higher efficiency in pixel diffusion and shorter

traversal cycles. In contrast to the 2D diffusion mechanism presented in [10], our 3D structure
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Figure 1.2: Proposed permutation-substitution process

aligns more favorably with system performance. During our algorithm’s execution, it operates
on sets of three initial pixels, simultaneously relocating them and altering their pixel values.
Subsequently, the values of the newly generated pixels are integrated and continue to influence
the next set of three pixels.The proposed permutation-substitution process is shown in Fig
1.2. This diffusion-based structure ensures that each pixel value depends on preceding pixels,
thereby increasing the complexity of pixel changes. As depicted in Fig 1.3, the one-round
diffusion network requires 18 executions to traverse all pixels, while the two-round diffusion
network requires 9 executions, and our proposed three-round diffusion network only requires 6

executions to cover all pixels.

1.3 The proposed scheme

1.3.1 Encryption algorithm

The three-dimensional switching fractional order chaotic system exhibits higher efficiency in
encryption performance. Prior to the encryption algorithm, we need to extend the plain image
to adapt it for subsequent algorithm processing, as detailed in Section 3.4. Next, the chaotic

sequences obtained from the switching fractional order chaotic system are used to generate
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Figure 1.3: Three different diffusion network: (a)one-point diffusion network (b)two-point dif-
fusion network (c)three-point diffusion network
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the key stream. Omnce these steps are completed, the generated key stream will be utilized
as parameters for permutation and diffusion. Let (j, i) represent the position of a pixel, and

encryption algorithm is shown in Algorithm 1.

Algorithm 1: Image encryption
Input : Extended Plain image P = {P(j,4)|1 < j < L,1 <i < H}; Switching factional
chaotic system number stream x; key stream Tpey, Ykey, Zkey, initial point
sp € {Z, sp<<sizeof(sum(L* H)); },
Output: Cipher image C' = {C(5,i)[1 <j < L,1<i< H}

1 Initialization: ¢t = 1;
2 Pixels permutation preparing steps:

Step 1: Summary plain image pixels number, num = W - H;

Step 2: pick out the range, from sp to num + sp — 1;

Step 3: sort z%[range] — floor(z?[range]) from small number to big. Comparing the
before and after sorting pixel position, we can map it to pixels permutation, the order
is defined as Cyyger-

Step 4: The x-axis is defined as xr = Fiz(Cyrger mode W) + 1;

Step 5: The y-axis is defined as yr = Fix(Corger) + 1;

3 Turbulent parameters initialization:

ipte = -Tlcey(l);

ipty = Yrey(1);

ipty = Zkey(l);

iDtsum = [ipte + ipty + ipte]? mode 256;

4 The combined processing of permutation and diffusion as follows :
for i = 1;i <=length(z);i =i+ 3 do
for j = 1;5 <= length(z); j + + do

Use zr and yr as pixel permutation position, and do the pixels value diffusion
synchronously:

C(I'T‘(j, i)? yr(j, Z)) = [P(]a 7’) + xkey(t) + iptsum] mod 256]

Clar(j,i+1),yr(4,i + 1)) = [P(J,1 + 1) + Yrey(t) + iptsum| mod 256]

C(.’L’T‘(j,’i + 2)7 yT(j,’i + 2)) = [P(jvl + 2) + Zkey(t) + iptsum] mod 256]

Calculate the next turbulent parameters from the last pixels value:

plg = C(l‘?‘(], i)v yr(ja 7’))’

ipty = C(xr(j, i+ 1),yr(4,i + 1));

ipty = Clar(j, i+ 2),yr(j, i + 2)));

iDtsum = [ipte + ipty + ipte]? mode 256;

|t =1t+1;

1.3.2 Decryption algorithm

Based on the aforementioned algorithm, pixel permutation and diffusion are performed syn-
chronously. To facilitate a simpler decryption process, the entire cryptosystem is designed

under the premise of symmetric encryption. The decryption system is outlined as Algorithm 2.
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Algorithm 2: Image encryption
Input : Extended Plain image C' = {C(j,7)|1 < j < L,1 <1i < H}; Switching factional
chaotic system number stream x; key stream Tpey, Yrey, Zkey, initial point
sp € {Z, sp<<sizeof(sum(L * H)); },
Output: Cipher image P = {C(j,i)[1 <j<L,1<i< H}

1 Initialization: t = 1;
2 Pixels permutation preparing steps:

Step 1: Summary plain image pixels number, num =W - H;

Step 2: pick out the range, from sp to num + sp — 1;

Step 3: sort z%[range] — floor(x?[range]) from small number to big. Comparing the
before and after sorting pixel position, we can map it to pixels permutation, the order
is defined as C,der-

Step 4: The x-axis is defined as xr = fix(Cpyrger mode W)+ 1;

Step 5: The y-axis is defined as yr = fix(Corger) + 1;

3 Turbulent parameters initialization:

iptg = xlcey(l);

ipty = Yrey(1);

ipty = Zkey(l);

iDtsum = [ipte + ipty + ipte]? mode 256;

4 The combined processing of permutation and diffusion as follows :
for i = 1;i <= length(x);i =i+ 3 do
for j = 1;5 <= length(z);j + + do

Use xr and yr as pixel permutation position, and do the pixels value diffusion
synchronously:

P(j,i) = [C(xr(j,1),yr(J,1)) — They(t) — iptsum) mod 256]

P(]a i+ 1) = [C(.Z'T(j,z + 1)7 yT'(j,i + 1)) - ykey(t) - Z.ptsum] mod 256]

P(j,i+2) = [Clar(i +2), 57 (i +2)) — 2key () — iplawm] mod 256]

Calculate the next turbulent parameters from the last pixels value:

iptq = C(l‘r(j, i)v yr(ja 7’))’

ipty = C(l’?’(j,@ +1), yr(j,i + 1))3

ipty = Clar(j.i +2),yr(j,i +2));

iDtsum = [ipte + ipty + iptc]? mode 256;

|t =t+1;
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1.3.3 Key stream generation algorithm

Our proposed image encryption system utilizes a key based on an asymmetric encryption sys-
tem, and the chaotic sequence from the Switching Fractional Chaotic System needs to undergo
algorithm processing to be used as the key stream. The method for generating the key stream
is based on iteratively calculating the chaotic sequence with control parameters set as floating-
point numbers of 10715, After Algorithm 3 processing, the key values are eventually confined
within the range of 0 to 255. Such a key value range could easily influence the system as a

parameter during the encryption and decryption processing.

Algorithm 3: Key stream generation
Input : initial fractional switching chaotic system sp, Switching factional chaotic
system number stream x, y, z; keys ki, ko, k3 € {1,2,...2'2%}; and key
parameter vall,val2 € {1,2,3,...,256}; t =1
Output: Image encryption and decryption key stream Tpey, Yrey, Zkey

1 Calculate the Key impact on system
Compares k1 and ko, if k1 < kg, varl = k—Q otherwise varl = k—l
compares ko and k3, if ko < k3, var2 = —3 otherwise var2 = %,
compares ki and ks, if k1 < k3, var3 = k , otherwise var3 = k L
2 Compute turbulent parameters with 10~ decimal precision, We used the square of
256+1,256+2, 256+3 as extension factor, the number from equation will be used for

generating random number to aq, a9, as:
(vall+1) x (val2+1)

ap = 9570 X varl,

o = (val1+2)><2val2+2) X var,
11 12

a3 = (va +32)5>;(2va +3) X var3;

3 Compute Trey, Ykey, and zpey from fractional switching chaotic system iteration via asq,
a2, a3, x, y and z, assume r,, r, and 7, are iteration factors,
rz(1) = x(1),ry(1) = y(1),7.(1) = 2(1); rs is sum value of 74, r, and 7,
rs(1) = re(1) +ry(1) +72(1)
for i = 1;i <= length(x);i + + do
xkey(z) [r5(7) - al + |(z(i) — [z(7)])|mod 256] mod 256,
Yrey(i) = [rs(i) - a2 + (y(i) — [y(i)])lmod 256] mod 256,
Zhey(1) = [rs(1) - a3 4 |(2(i) — [2(4)])|mod 256] mod 256,
ra(i+ 1) = Tpey (i),
ry(z + 1) - ykey(i)a
r2(1 + 1) = 2gey (1),
re(i+1) =ry(i + 1)+ 1y (i +1) +r.(i + 1),
4 lemg the the key stream in size 0-255
They = |([2])] mod 256,

Ykey = |([ -‘)‘ mod 256,
zhey = |([2])] mod 256;
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Table 1.1: Encryption speeds(seconds) for different size of images

Colour channel Size Time(s)
Image 1 Gray 512x512 0.116201
Image 2 Gray 256x256 0.039491
Image 3 Colour 512x512 0.281789
Image 4 Colour 512x512 0.289634
Image 5 Colour 512x512 0.288501

1.3.4 Image expansion

Based on our algorithm, pre-processing is required for the plain image to ensure that their
height in pixels is a multiple of 3. Let H be the original height of the image. The pre-processing
of the image includes the serial steps. Determine whether H is a multiple of 3. If it is, then H
remains as the height of the image. If H is not a multiple of 3, calculate the remainder when
H is divided by 3. If the remainder is 1, then set H to H + 2. If the remainder is 2, set H
to H + 1. After establishing the new height of the image, the additional pixels are filled with

random pixel values.

1.4 Simulation results

Our simulation is work on commercial computer with Intel Core i7 at 3.00 GHz with 32G RAM.
The simulation is based on MATLAB R2022A. Serial images including 2 gray-scale images
and 3 color images are selected from USC-SIPI image database.In the Fig 1.4, we present the
plain images, plain RGB histograms, cipher images, and cipher RGB histograms successively.
From the cipher image, the pixels values approach to noise. We are unable to obtain any
information about the plain image through cipher image or cipher histogram. The execution

time of encryption each images is in Table 1.

1.5 Secure analysis and performance

1.5.1 Secure key space

Our key stream is generated by the Switching Fractional Chaotic System, producing chaotic
sequences X, y, and z, with floating-point precision down to 10715. Additionally, the key xje,(2)
is determined by the combined effects of the preceding values Zyey(1), Yrey(1), and zje, (1). Given

these conditions, the ranges of our input keys k1, k2, and k3 are from 2° to 2'28. Consequently,
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Figure 1.4: The simulation results: (a) Plain images, (b) Histograms of the plain images, (c)

Cipher images, (d) Histograms of the cipher images
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the security key space can be approximately defined as (2!28)3 x (101%)3,

1.5.2 Correlation analysis

Correlation analysis refers to the analysis of two or more variables or elements with correlation
to measure the degree of their correlation. Due to the high correlation between adjacent pixels in
an image, one pixel often leaks information about its neighboring pixels. Attackers can exploit
this characteristic to infer and predict the grayscale value of the next pixel, thus achieving the
recovery of the entire plaintext image. Adjacent pixels in digital images have similar intensities;
hence, they exhibit strong correlation, which needs to be disrupted to avoid statistical attacks.
The calculation formulas for the correlation coefficients in the horizontal, vertical, and diagonal

directions are as follows:

> i1 — E(x))(yi — E(y))
— P (1.4)
i@ — E(x))? x 332 (vi — E(y))?

’Y:

1 M
B(r) = 77 > (1.5)
i=1

where x and y indicates the two adjacent pixels’ values from horizontal, vertical and diagonal
direction. The total number of the plain or cipher text is defined as M, and E(z) is stand for
average value of sampling pixels. From the selected images from the USC-SIPI image database,
we choose all pairs pixels value from each direction. The correlation coefficients for original
images and encrypted images are calculate with the algorithm above. Both gray and RGB-
colour images are considered for testing. The result is shown as the Table 2. From the table,
we can observed that, after the images are processed by encryption algorithms, the correlation
coefficients of the encrypted images show a significant reduction compared to the original images.

We also obtain the correlation in Fig 1.5.

1.5.3 Randomness test

As is well known, a satisfied encryption system with a random number generation closer to true
randomness poses greater difficulty for decryption. In order to better assess the randomness
of sequences, NIST test suite [6] was firstly proposed by Andrew et al. in 2000. The NIST
test suite consists of 15 sub-algorithms designed for testing binary pseudo-random sequences

composed of 0 and 1, with Block Frequency, Approximate Entropy, and others. In this section
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Table 1.2: Correlation coefficient comparison plain and their corresponding encrypted images.

Plain Cipher

Horizontal Vertical Diagonal Horizontal =~ Vertical Diagonal
Image 1 Gray 0.9919 0.9888 0.9821 -0.00112  0.00333  0.00084
Image 2 Gray 0.9970 0.9719 0.9705 -0.00067  -0.00164  0.00187
0.9227 0.8758 0.7607 -0.00227  0.00412  0.00291
0.9287 0.8687 0.7828 -0.0042 0.0012  -0.00491
0.9384 0.8796 0.8290 0.001329  -0.00164 -0.00491
0.9888 0.9794 0.9698 -0.00275  -0.00124 -0.00141
0.9823 0.9687 0.9536 0.00137 0.0009 0.00130
0.9557 0.9345 0.9179 -0.0071 0.00139  0.00299
0.9603 0.9481 0.9225 -0.00118  0.00224  -0.0040
0.9407 0.9353 0.8901 0.00161 0.00312  -0.0010
0.9537 0.9292 0.9061 0.0025 -0.00266  -0.00238

Image 3

Image 4

Image 5
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Figure 1.5: Correlation histogram analysis of Lena.
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Table 1.3: NIST test results for the proposed encryption scheme with Lena image

Statistical test [Proposed] P valuer Proportion Result
Frequency 0.116519 238/240  SUCCESS
Block frequency 0.242986 237/240  SUCCESS
Runs 0.551026 239/240  SUCCESS
Longest runs of ones 0.253551 238/240  SUCCESS
Rank 0.542566 239/240  SUCCESS
Spectral DFT 0.772760 237/240  SUCCESS
Non-overlapping templates 0.551026 238/240  SUCCESS
Overlapping templates 0.970538 239/240  SUCCESS
Maurers universal 0.500934 239/240  SUCCESS
Linear complexity 0.407091 238/240  SUCCESS
Serial0 0.881915 237/249  SUCCESS
Approximate entropy 0.654467 237/240  SUCCESS
Cumulative sums 0.213309 238/240  SUCCESS
Random excursions 0.542566 239/240  SUCCESS
Random excursions variant 0.748229 239/240  SUCCESS

of the design, we first selected a 512 x 512 Lena image as the plain image and generated 20
different ciphers using random keys. Next, we converted the individual color channels of the
images into 8-bit binary arrays (unit8 pixels) and merged all arrays into a long sequence. This
merged sequence was then stored in a txt document. In the NIST tests, the length of a single
binary sample was 512 x 512 x 8 x 3 = 6,291,456 bits. There were 240 samples taken in total.

The final test results are shown in the Table 3.

1.5.4 Different analysis

One method for deciphering encrypted image data is differential crypt-analysis, which is defined
as the attackers making subtle modifications to the original plaintext digital image data. They
use the proposed encryption algorithm to encrypt both the altered digital image and the original
plaintext digital image separately. By comparing the two encrypted ciphertext images, they try
to identify the relationship and patterns between the original plaintext digital image data and
the encrypted ciphertext digital image data. With this knowledge, they attempt to decipher
the ciphertext image. Number of Pixels Change Rate (NPCR) and Unified Average Changing
Intensity (UACI) are defined as

NP =
CR =

x 100 (1.6)
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Table 1.4: The NPCR and UACI results

NPCR UACI
R G B Gray R G B Gray
Image 1 99.6090 33.4693
Image 2 99.5926 33.5022
Image 3 99.5968 99.6231 99.6140 33.4154 33.4587 33.4624
Image 4 99.5895 99.6140 99.6109 33.4128 33.4587 33.4528
Image 5 99.6166 99.6094 99.6151 33.4928 33.4534 33.5885

by | 0 Gl = Cuti .
17 if 01(27]) #02(17])7

Zi,j |01(Z,]) - 02(27])|

UACT = 255 x M x N

x 100 (1.8)

where M*N represents the total number of pixels in the cipher image. C1 and C2 represent
the cipher images encrypted using different keys. Our test subjects consist of gray-scale images
and RGB color images with sizes of 256 x 256 and 512 x 512, respectively, obtained from the
USC-SIPI image database. The expected values of NPCR (Number of Pixel Change Rate) are
99.61% and UACI (Unified Average Changing Intensity) is 33.46% [9]. The results are displayed
in Table 4.

1.5.5 Occlusion noise analysis

During the information transmission process, there is a certain probability of encountering
interference from Occlusion noise. Based on this scenario, our encryption scheme exhibits a
certain resistance to the system performance affected by Occlusion noise. Asshown in Fig 1.6(b),
we have simulated the possibility of encountering blockage attacks by adding some black blocks
to replace the original pixels. Fig 1.6(e) demonstrates that even under such circumstances, the

decrypted image can still be recognized.

1.5.6 Gaussian noise robustness test

To test the robustness of our system under Gaussian noise, in Fig 1.6(c), we randomly selected
10,000 pixels on the cipher and replaced their original values with random pixel values to
simulate the impact of Gaussian noise on the transmission channel. As shown in Fig 1.6(f),
even under the simulated noise interference, the decrypted cipher can still clearly recognize the

original image information.
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&) (k) )

Figure 1.6: Noise and robustness test: (a) plain-text; (b) cipher under cut attack; (c) cipher
under Gaussian noise; (d) cipher; (e) image deciphered from cut attack; (f) cipher from Gaussian
noise. Key sensitivity analysis: (g) image deciphered with wrong x(1) = 2.156617425511379;
(h) image deciphered with wrong y(1) = 0.959376638739491; (i) image deciphered with wrong
z(1) = 4.795281393542876; (j) image deciphered with wrong k1 = 70; (k) image deciphered with
wrong k2 = 100; (1) image deciphered with wrong k3 = 303.
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1.5.7 Key sensitivity

Key sensitivity is refer to when a slight change in the initial key during the encryption or
decryption processing would lead to a significant change impacted by the generated key after
being subjected to a key sequence generator or iterative function. As a result, the processing
of image encryption or decryption undergoes a substantial transformation. If the pixel values
of the image are set as control parameters and used as the initial key during the encryption
or decryption process, the algorithm not only exhibits key sensitivity but also demonstrates
resistance against known plain-text attacks. Is our scheme, decrypted image is sensitivity with
both key and input chaotic sequence. The decryption process of the image is influenced by both
the encryption key and the input chaotic sequence. The original encryption image’s keys and
chaotic sequences are given as k1 = 69, k2 = 99, k3 = 302, and x(1) = 2.156617425511378, y(1) =
0.959376638739490, z(1) = 4.795281393542875. Next, we introduce minimal changes separately
to the key and chaotic sequence. Fig 1.6(a) depicts the selected Lena image, Fig 1.6(d) shows
the encrypted cipher, Fig 1.6(g) displays the decrypted result with an incorrect key k1 = 70,
Fig 1.6(h) shows the decrypted result with an incorrect key k2 = 100, Fig 1.6(i) displays the
decrypted result with an incorrect key k3 = 303, Fig 1.6(j) shows the decrypted result with an
incorrect initial value x1 = 2.156617425511379, Fig 1.6(k) displays the decrypted result with an
incorrect initial value y1 = 0.959376638739491, and Fig 1.6(m) shows the decrypted result with
an incorrect initial value x1 = 4.795281393542876. From the above results, any slight change

can lead to the unrecognizable result.It is evident that our system exhibits good key sensitivity.

1.6 Experimental Results and Implementation

Our system design is simple and convenient for implementation in Internet of Things (IoT)
devices. To test the practicality of the system in a commercial wireless network, we conducted
transmission and encryption-decryption experiments on a Raspberry Pi 3B via WiFi and UDP
protocol connecting with each other. As shown in Fig 1.7, we successfully implemented the
encryption algorithm in IoT devices using Python. Our next step is to integrate real-time

monitoring into our encryption system.
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Raspberry Pi 3 —

Figure 1.7: Implementation of Raspberry Pi3 with sending image via UDP protocol

1.7 Conclusion

In this chapter, we present an efficient algorithm for image encryption using the switching
fractional order chaotic system. Firstly, we introduce three-point diffusion based on the exist-
ing two-point diffusion technique, which enhances the speed of pixel diffusion. Secondly, by
employing the proposed algorithm, permutation and diffusion processes can be carried out syn-
chronously, eliminating the need for multiple image scans and thus increasing the efficiency of
the encryption system. Thirdly, on this basis, we enhance the robustness of the cipher. In con-
clusion, the proposed algorithm demonstrates high efficiency and improved robustness, making

it of significant commercial value in the domain of commercial image encryption.

Moreover, this chapter substantiates the feasibility of chaos cryptography in the field of commu-
nication, providing instructive experience and technical accumulation for subsequent communi-
cation encryption in backscatter communication.To elaborate further, our switching fractional
chaotic system image encryption system has validated its feasibility in communication. Its re-

sistance to interference in information can be further integrated into wireless communication
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Internet

[Server] - Decryption
HW: RaspPi3 HW: RaspPi3 / PC

Figure 1.8: Client encrypts the image and sent out the cipher image under Socket protocol via
WiFi or Cable. Servers receives the cipher image and decipher it back to plain image.

systems to enhance the stability of encoding channels. In light of these research findings, the
algorithm presented in Chapter 1 can be explored for potential reuse in ambient backscatter

systems, aiming to improve the stability of communication systems and enhance data security.
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Chapter 2

Backscatter Communication

In recent years, we experienced a rapidly revolution of Internet of Things (IoT), otherwise,
wireless sensor (WSN) network is one of them. IoT global market is increasing rapidly, which is
rising from $157 billion in 2016 up to $457 billion in 2020 advance.[47] It observed that increasing
demand requires bring inevitable technique problems, which caused by sensors, base station,
and network. One for the first, we need to figure out the possibility of wireless communication
information exchange is achievable and effective in principle. Some new schemes are indicated
to challenge current problems. Backscatter, a new wireless communication technique, defined
a low power, battery-free wireless communication system. Comparing to traditional wireless
communication, backscatter communication has unique that harvesting energy from RF resource
from environment firstly, then converter it to DC power. Backscatter can solve the power supply
problem of large account of unit wireless microsystems devices. In the other hand, the solution

can extend battery life to wireless devices, even replaces the role of batteries inset the devices.

Backscatter communication represents a cutting-edge wireless communication method that en-
ables ultra-low-power data transmission by reflecting existing ambient radio frequency (RF)
signals, rather than generating its own. This technique leverages ambient RF sources—such
as WiFi, TV towers, and cellular signals—to power the communication process, thereby elim-
inating the need for dedicated power supplies and batteries. In this system, a backscatter
tag modulates the reflection of incident RF signals to encode and transmit data, enabling ro-
bust, energy-efficient communication in Internet of Things (IoT) and wireless sensor networks

(WSNs).
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Due to its reliance on ambient energy, backscatter communication significantly extends the
operational lifespan of IoT devices, facilitating sustainable, battery-free deployments. This
communication mode is particularly advantageous in scenarios where device access is limited, as
it reduces the dependency on battery maintenance and replacement. Consequently, backscatter
communication is emerging as a critical technology for enabling scalable IoT solutions with

minimal energy requirements.

2.1 Comprehensive Methodology

2.1.1 Backscatter Communication Methodology

The backscatter communication system is an integral component of the overall functionality of
the proposed framework. The testing methodology for this system includes various experimental

setups and data collection protocols.

e Hardware Configurations: The primary hardware used in the experiments includes a
HackRF One, serving as the ambient RF source; an RF reflection module (tag) for reflect-
ing signals; and another HackRF One as the receiver. This setup is capable of capturing
signals within the ISM band, making it suitable for many IoT devices. Additionally, a

high-efficiency antenna was employed to optimize signal reception and energy harvesting.

e Ambient RF Source Specifications: The ambient RF source in the experiments was
generated by a HackRF One device, transmitting a sine wave signal at a frequency of 868
MHz. Detailed descriptions of the RF source’s signal strength, frequency, and modulation
type were provided in the simulation experiments to ensure reproducibility of the test

conditions.

e Data Collection Protocols: During the experiments, real-time data collection was
conducted to analyze the signals under different signal-to-noise ratio (SNR) conditions and
error rates. The collected data was then systematically analyzed to assess the effectiveness

of backscatter communication across varying conditions.

The performance evaluation of the backscatter system relies on comprehensive data analysis,

with the following methods used to quantify and validate performance metrics:

e Statistical Analysis Tools and Methods: Various statistical tools were utilized, in-
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cluding correlation analysis, regression analysis, and hypothesis testing, to thoroughly
assess the system’s performance metrics, such as data transmission reliability and energy

harvesting efficiency.

e Parameter Sensitivity Analysis: Sensitivity analysis was conducted to evaluate the
impact of changes in key parameters (e.g., ambient RF power density and device spacing)
on system performance. This analysis aimed to identify critical thresholds, optimizing
the design to meet different application requirements. For instance, at lower RF power
densities, the data transmission rate decreased significantly, highlighting the importance

of sufficient ambient energy sources.

e Performance Metrics Analysis: Core performance metrics, including energy efficiency,
data transmission reliability, and latency, were analyzed. The results showed a positive
correlation between higher ambient RF power levels and increased data transmission rates
and energy harvesting efficiency. To ensure the reliability of the analysis, statistical signif-
icance testing was conducted to verify the statistical relevance of performance differences

across different experimental conditions.

2.2 Backscatter Communication Background

Radio Frequency (RF) energy harvesting technology converts electromagnetic waves into electri-
cal energy via an RF receiving antenna, through a matching network and rectifier circuit in the
RF front end. The first idea of Energy Harvesting (EH) came out from Nikola Tesla [41], who
created the first wireless power transmission machine ever. In1948, Stockman defines technique
of backscatter [42], which the first-time data transmission through backscatter was determined.
Traditional backscatter, also known as conventional backscatter, the design as reflected signals
receiver and RF resource settled in same device. The traditional backscatter device sets RF
resource transmitter and receiver in the same device. We can notice the disadvantages of tradi-
tional backscatter, which consists of self-interference, limited the usage and coverage area. The
new emerging technology, ambient backscatter device separates the RF resource and receiver,

and fix the shortage of traditional backscatter.

Ambient backscatter communication (AmBC) system, a novel technology, via harvesting RF

resource around devices in ambient reflect processing signals to receiver to realize communica-
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tion between transmitters and receivers. Backscatter communication systems involve antenna
impedance matching and standing wave reflection processes. The backscatter communication
system needs to convert the signals collected by the sensors to regulate the RF switch, achiev-
ing incident signal reflection or absorption, and utilizes the amplitude difference of the received
signals at the air interface. The advantages of AmBCS is not only extend the coverage but
also provide more feasibility to reduce self-interference. It does not require especial transmitter.
Moreover, RF resource is large range selected from environment broadcasted from TV towers,
FM towers, Wi-Fi basement, etc.. RF resource is stable and little influenced by environment,
other than solar, wind and hydraulic energy. AmBC system does not need occupy extra fre-
quency spectrum, instead of reflecting signals and saves precious frequency band resources.
Summarily, AmBC system talents showing itself, which is battery-free, low-power consumption,

and simple structure wireless communication technique.

2.3 DMotivation and related work

When the first ambient backscatter is indicated in [47], 2013, technique of ambient backscatter
has been quickly becoming a critical novel solution for IoT systems without battery in future.
It is observed that there are so many multiple solutions for battery-free wireless communica-
tion systems, which is also known as wireless transmission powered system. As an emerging
technology, backscatter has its own advantages, e.g., low power computation, no occupation of
frequency band, and simple logic of circuit. It a new area in wireless communication and IoT.
There is so much work related to backscatter need to be worked out, e.g., communication sys-
tem design, circuit design, communication modulation, and security of PHY layer, etc. What is
the best performance in design? How is the most achievable circuit for backscatter transmitter
tag? What kinds of problem can be solved with backscatter? All these questions will be the
future work in my research. The current work is system model design of AmBC system, which
contains signals detection and Bit Error Rate (BER) performance analysis with different mod-
ulations. After that, we plan to implement an ambient backscatter communication system with
SDR analysis. For the more, extend the basic single link to multiply accessible transmitters in
AmBC system. Finally, my future work is relative to AmBC system in dynamic environment

with signal analysis and system modulated.
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2.4 Backscatter Communication Overview

2.4.1 Energy Harvesting Scheme

Energy harvesting is a sustainable technology that captures and converts ambient energy sources—such
as radio frequency (RF) waves, solar power, or vibrational energy—into usable electrical power,
allowing electronic devices to operate independently of traditional battery supplies. In RF
energy harvesting, electromagnetic waves are received by an antenna and converted to direct
current (DC) power through a matching network and rectifier circuit, providing a reliable source

of energy for low-power applications.

In backscatter communication systems, RF energy harvesting is instrumental for enabling con-
tinuous, battery-free operation of IoT devices. By utilizing ambient RF sources, such as WiFi
signals or cellular transmissions, the devices can sustainably power their communication pro-
cesses. This integration reduces dependency on battery replacements, making it particularly
valuable for long-term IoT deployments in remote or difficult-to-access locations. As a result,
energy harvesting serves not only to meet the power demands of backscatter systems but also

to support environmentally friendly and scalable IoT infrastructure.

In [46], RF Power harvesting technique began from middle of last century. The experiment
is set up a microwave wireless powered system for a model helicopter. The wireless power re-
ceiver consisted of an array dipole terminated in a bridge-rectifier array of point-contact silicon
diodes. The power of the helicopter was received from microwave generator via focusing an-
tenna. The experiment provided favourable evidence for wireless powered systems realization.
The three well-known EH scheme for wireless powered communications network (WPCN) con-
sist of Wireless Power Transfer (WPT), Wireless-powered Communication Network (WPSN),
and Simultaneous Wireless Information and Power Transfer (SWIPT).

WPT: Wireless Power Transfer scheme allows the power energy to transmit without informa-
tion. This scheme supports basic wireless sensor network (WSN) via wireless power transmis-

sion, for example, powered sensors, low-power electronics in home (smart house), etc.

WPCN: Wireless-powered Communication Network scheme enable transfer energy to wireless
device and receive information back from device. This scheme can transfer information between
end terminal and wireless devices.It would be widely using scheme in IoT systems during low-

power systems in future.
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Figure 2.1: (1) WPT system model; (2) WPCN system model; (3) SWIPT system model

SWIPT: Simultaneous Wireless Information and Power Transfer scheme allow transmitter
spreads energy and information at same time to wireless devices. Thereby, the performance of

this scheme makes high efficiency, considering implementation in future.

2.5 Clarification of Energy Harvesting Mechanisms

The energy harvesting mechanisms utilized in this study are essential for enabling sustainable
operation in resource-constrained IoT devices. Specifically, RF energy harvesting is leveraged
to convert ambient RF signals into usable electrical energy, supporting both device power and

data transmission.

2.5.1 RF Energy Harvesting Mechanisms and Efficiency

RF energy harvesting involves capturing electromagnetic energy from ambient RF sources, such
as WiFi routers, cellular base stations, and broadcast towers, and converting it into DC power.
The energy conversion process typically includes three main components: the antenna, matching

network, and rectifier circuit.

e Antenna: The antenna captures RF energy from the environment, with its design and
frequency range significantly influencing the overall efficiency of the energy harvesting
process. The system’s efficiency is highly dependent on the ambient RF signal strength
and the antenna’s ability to capture a broad spectrum of frequencies, ranging from low-

frequency signals like AM radio to higher frequencies such as WiFi at 2.4 GHz.

e Matching Network: The matching network maximizes power transfer from the antenna
to the rectifier by ensuring impedance matching, which reduces energy losses and improves

overall efficiency. This is particularly critical in low-power RF environments, where even
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small losses can impact the device’s ability to operate effectively.

e Rectifier Circuit: The rectifier converts the AC RF signal captured by the antenna into
DC power, which can then be stored or used to power the device. Typical rectifiers for RF
energy harvesting employ Schottky diodes or CMOS technology, both of which provide
high efficiency in low-power environments. The rectification efficiency varies depending on
the strength of the input RF signal and can reach rates of 40-60% under ideal conditions

with strong RF sources.

In varying environmental conditions, such as urban vs. rural areas, the RF energy harvesting
efficiency fluctuates based on the availability and strength of ambient RF sources. For instance,
in urban environments with high densities of RF sources, the system can achieve higher en-
ergy conversion rates, while in rural areas, efficiency may be lower due to limited RF energy

availability.

2.5.2 Integration of Energy Harvesting with Data Transmission

The integration of RF energy harvesting with data transmission capabilities is critical for achiev-
ing a fully self-sustained IoT device. In this thesis, an innovative approach is proposed to op-
timize the simultaneous energy harvesting and data transmission processes, ensuring that both

operations can occur without compromising performance.

¢ Energy Storage and Power Management: Harvested energy is first stored in a capac-
itor or a rechargeable battery, which ensures a continuous power supply for data transmis-
sion even when ambient RF sources fluctuate. The power management system regulates
the distribution of harvested energy between powering the device and storing excess energy

for later use.

e Duty Cycling and Power Allocation: To maximize energy efficiency, a duty-cycling
mechanism is implemented, allowing the device to alternate between active transmission
and low-power idle states. During idle periods, more energy is allocated to storage, which
provides additional power for the next transmission cycle. This approach minimizes energy

consumption during data transmission without sacrificing communication performance.

e Dynamic Power Adjustment for Data Transmission: The system dynamically ad-

justs the power allocated to data transmission based on the available harvested energy.
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Figure 2.2: Energy Harvesting Circuit Diagram

When ambient RF energy levels are high, more power is allocated to increase transmis-
sion strength and data rate, whereas under lower energy conditions, transmission power
is reduced to conserve energy. This dynamic adjustment ensures a balance between main-

taining reliable data communication and conserving energy resources.

These innovative solutions allow for a seamless integration of RF energy harvesting with data
transmission, making it possible for the device to function independently without the need for
external power sources. By optimizing both energy conversion and power management, the
proposed framework enhances the reliability and longevity of IoT devices operating in diverse

environments.

Energy Harvesting Circuit Diagram: This diagram shows the RF-to-DC conversion pro-
cess, including components such as the antenna, matching network, and rectifier. Each element
is labeled to demonstrate how RF energy is collected from ambient sources and converted into
usable DC power for device operation. This clarity is crucial for understanding the efficiency of

energy harvesting under varying RF conditions.
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2.5.3 Classification of Backscatter

The classification of backscatter communication systems consists of three different types, Mono-
static Backscatter Communication Systems (MBCS), Bistatic Backscatter Communication Sys-
tems (BBCS), and Ambient Backscatter Communication Systems (AmBCS). The difference of

these backscatter communication systems based on inner architectures.

Monostatic Backscatter Communication Systems (MBCS)

MBCS contains two major parts: reader, and backscatter transmitter. Reader itself both have
the function of RF resource transmitter and receiver. The design of Backscatter transmitter is
to be activate by the received RF resource signals from reader. Backscatter components also
modulate and reflect the RF signal back to receiver, which places in same device in reader.
Therefore, MBCS scheme has some disadvantages. Due to RF resource and receiver place in
same device, the reflected signal influences deeply of path loss and interference. It also limited
the distance of two components. With the distance increasing, the MBCS affects severely.

MBCS architectures limits the using range, which is suitable in short-range application.

Bistatic Backscatter Communication Systems (BBCS)

Comparing MBCS, BBCS separates RF resource (carrier emitter) and backscatter receiver
(reader). BBCS scheme reduces the double round trip path loss. Though reasonable layout
of the carrier emitter, the performance of the BBCS increases remarkably. The implementa-
tion of this reasonable layout contains setting multiply carrier emitters around the backscatter
transmitters; meanwhile backscatter receiver in location range is able to receive the backscatter
signals from each backscatter transmitter. BBCS architectures is enable the multiple backscat-
ter communication achieved. Moreover, BBCS reduces the cost from the simple structure of

backscatter components.

Ambient Backscatter Communication Systems (AmBCS)

AmBCS share some similar points with BBCS, they both separates the RF resource and
backscatter receiver. The difference is that, AmBCS use the ambient RF resource (TV tower,
cellular base station, Wi-Fi signals source) around the backscatter transmitter as power instead
of special carrier emitter. Intuitively, AmBCS reduces lots of cost from setting the individual

carrier emitter. Meanwhile, via reusing the ambient RF resource reduces the waste extra fre-
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quency spectrum. It improves the frequency spectrum efficiency. However, power source and
communication of AmBCS rely on ambient RF resource; AmBCS also have some disadvantages
from BBCS. BBCS has stable and continuous with solid-state RF resource from carrier emitter.
AmBCS RF resources are dynamic that its suffered interference and performance are unpre-
dictable. These unstable factors will lead to difficulties of complex design and deployment of
AmBCS.

2.5.4 Principle of Backscatter Communication

Therefore, different backscatter schemes have different configurations, they are still in the basic
principle, via antenna converter, the signals from RF resource to power to send backscat-
ter signals to receiver and enable realise wireless communication systems. The bit stream of
backscatter modulated on antenna impedance. The following equation represents the reflection

of antenna coefficient I';,
Z; — 7%

R —a 2.0
! Zi + Zyg ( )

In formula, I'; is Antenna coefficient. Z, and Z are impedance of antenna and its complex
conjugate operator. The scheme of backscatter is load modulation, via switching the impedance
of antenna to change the antenna state. In the equation, i represents different switch state
of antenna; i can be two, four and eight states. Generally, in backscatter communication
modulation, 7 usually is two, which simple the basic structure. However, Z; and Z» is used
as two different states, absorbing and reflecting. In Z;, absorbing state, RF signals absorbed

represent ‘0’ in bit stream. In contrast, Z5 reflecting state, represents ‘1’ in bit stream. In Fig.

2.3., shows the backscatter tag logic circuit.

31



2.5. Clarification of Energy Harvesting Mechanisms  Chapter 2. Backscatter Communication

Frontend of a backscatter transmitter

" Antenna
Channel coding

and modulation
block

—e

Incident RF
—o signals
22 v .I‘ | .'.I.
? Modulated

71 backscatter

—H:Il ?

Figure 2.4: Frontend of a backscatter transmitter[29]

Backscatter receiver ordinary decode modulation method is analog-to-digital converter (ADC).
The backscatter receiver receives both RF resource signals and backscattered signals. The

equation y[n] below represents backscatter signals processing:
y [n] = x[n]+ x B [n]x [n] + w [n] (2.1)

where, y[n] represents the received signals of backscatter receiver, « is the complex attenuation
of the backscattered signals, x[n] are samples from RF resource which received by backscatter
receiver. B[n] is backscatter tag signals which only represent the state of backscatter tag (‘0’ or
‘17), w[n] is addition white Gaussian noise (AWGN). Though transferring the signal information
to power, backscatter tag reflect signals is able to detect. The average received signals power

expressed as follows:
1 & 1 &
Precevied = NZ; |y [n]* = NZ; |x [n] + o B [n]x [n] + w [n]|? (2.3)
1= 1=

In this calculation, N is the received samples of backscatter receiver. B[n] is able to assume as
consist, for it only represents ‘0’ or ‘1’, two states. AWNG w|n] is not correlated with the signal

information. The formula is simplified to following:
N

1 1+ o B]* & 1 &
Precevied = ﬁz ly [n]|2 = TZ |x [n]|2 + NZ lw [n]|2 (2.4)
i=1 i=1 i=1
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Assume P as the average power of x[n]. Ignore the uncorrelated noise w[n], the average received
power got two states related to backscatter tag states. While B is ‘1’, backscatter tag is
in reflecting state, and average received power is |1 4+ «|?P.On the contrary, while B is ‘0’,
backscatter tag is in non-reflecting state and average received power is P. Under the condition,
threshold compactor of backscatter tag information can be determined as the average value
between|1 4+ a|>P and P With the power-levels decoding method and calculation, the received

backscatter can converter to digital signal. Fig. 2.4. displays the backscatter receiver logic

2.5.5 Backscatter Operation Frequency and Antenna

Ambient backscatter Communication Systems do not require particular spectrum instead of
reflecting signals in conditional wireless communication systems. It leads to the antenna op-
eration frequency depending on local regulations (different regions), target applications, and
transmissions protocols, etc. The range of operation frequency includes from low frequency

(LF), i.e., 125 kHz, up to super high frequency (SHF), i.e., 5.8 GHz.

The tendency of backscatter operation frequency is towards to SHF. The disadvantage is high
operation frequency with short wavelength, meanwhile leads to high power consumption. How-
ever, it does exist extra build-in RF power consumption in backscatter systems, instead of
harvesting energy from air to supply for systems. Channel capacity of SHF is much abundant.
For example, Wi-Fi consists of two different operation frequencies bands, 2.4GHz — 2.5GHz

and 5.725GHz — 5.875GHz. The maximum number of non-overlapping channels referring to
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2.4GHz band is 3, while the number of 5.8 GHz band increase up to 23. Extensively commercial
applications of SHF, such as Bluetooth and Wi-Fi devices, are favourable base to backscat-
ter communication systems. Hence, AmBCS does not need extra cost for operation frequency
foundational cost. Higher frequency with shorter wavelength also reduces the size of antenna.
Therefore, smaller size antenna enables smaller size of backscatter device and leads to easier

realization of mobile backscatter system.

In a backscatter wireless communication system, antenna is indispensable and importance that
affects the performance of entire system. Via Friis equation, the maximum practical distance

between RF resource and backscatter transmitters (tags) can calculated as:

(2.5)

r =

A [Py Ge(0ip) Ge(0,0) pT
47 Pth

where 7 is Maximum practical distance, A states the wavelength of the radio frequency. Py is
RF resource transmitted power. G¢(6,¢) and G, (0, ) represent the gain of transmitter, and
gain of receiver respectively, where (0, ) determines the antenna angles. Py is minimum

threshold power. p is Polarization efficiency. 7 is power transmission coefficient.

Power transmission coefficient, 7 is related to both load impedance and antenna impedance,

which is expressed as follows:

4R.R
T= — 25 (2.6)
|Ze + Za
Zc = Re+jXec (2.7)
Za = Ra+jXa (2.8)

where, Z. is chip impedance (load impedance), Z, is antenna impedance. R. and R, are chip
and antenna resistances respectively. X. and X, are chip and antenna rectenna respectively.

Denote P. as chip power, and P, as antenna power, 7 also is represented as follows,

P.= P, (2.9)

The more 7 closer to 1, the better impedance matching is. In idea case, whiler is 1, the

impedance matching is perfect.

Antenna gain describes the amount of power transmitted in the direction of peak radiation to
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an isotropic source. Antenna gain is in relationship with range of transmission. High antenna
gain leads to long transmission range. The shortage of high antenna gain component is its high
price. Due to this principle of antenna gain, the design prefers reducing the antenna gain while
the transmission distance is short. Antenna gain is depending on its material properties, object
geometry, frequency band and antenna types. It is impossible to calculate an exact value of

antenna gain instead of simulation and measurement.

Polarization is the characteristics of electromagnetic wave fluctuation that can oscillate in dif-
ferent factors, which describes field vector change of direction and magnitude over time. Po-
larization of antenna is defined as “Linearly Polarized Antenna” and “Right Hand Circularly
Polarized Antenna”. According to the trace shape of measurement, polarization is classified
as linear, circular and elliptical types. When the received waves is matching with the antenna
polarization, the antenna-received power is maximized. In backscatter systems, polarization is

significantly affecting the received power and transmission range.

2.5.6 Channel Coding and Decoding

The principle of coding and decoding is to adopt digital or analog date via processing digital
signals. Channel coding is also known as baseband coding, which via digital signals represent
context of message of transmission channel. Channel coding is aim to use different digital
situation to represent bit ‘1’ and ‘0’. During the process signal transmission, interference,
collision, and unexpected modification of signal lead to insecurity and non-reliable issues. The
properties of channel coding affect the performance of the system, such as channel capacity,
throughput, transmission range, etc. Thus, channel coding is critical in signal transmission.
In backscatter communications systems, serval techniques, such as non-returns-to-zeros (NRZ),

Manchester, Miller and FMO0. There doing method is

NRZ coding: in circuit logic, high-level signal represents bit ‘1’, and low-level signal represents

bit ‘0’. NRZ coding is the most basic coding and easy to implement.

Manchester coding: known as split phase coding. In a half bit period, positive transform

represents bit ‘0’; negative transform represents bit ‘1’.

Miller coding: level changed between two adjacent bits (high to low, or low to high), presents

bit ‘1’; level does not change, present bit ‘0’.
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FMO coding: level changed in a half bit period, present bit ‘0’, level does not change, present

‘1.

2.5.7 Modulation and Demodulation

In general, 3 types of wireless communication, consist of Amplitude Modulation (AM), Fre-
quency Modulation (FM), and Phase Modulation (PM). Modulation of signal is aiming to uti-
lize one or combine some of the types above to realize the signal carrying message. Amplitude
Shift Keying (ASK) which states data in binary with varying of amplitude levels. ASK is simple
design to achieved backscatter data transmission, meanwhile, it is sensitive to be interference
by noise. In [42], the author provides system model with ASK modulation to backscatter signal
from commodity Wi-Fi source. Frequency Shift Keying (FSK), a frequency modulation scheme
which defined as transmitting digital information through the variable frequency of carry signal.
Transmitted information is based on carry frequency switch to state digital signals. Phase Shift
Keying (PSK) which changes the phase carry signal to state information signals. PSK is divided
by number of phases, which consist of Binary-PSK (BPSK), Quadrature-PSK (QPSK), 8-PSK
and 16-PSK, etc. Quadrature Amplitude Modulation (QAM), a modulation scheme combines
both amplitude and phases. QAM is modulated by two signals, one of the signals is shifted by

90 degree with other one.

2.5.8 Backscatter Communication Channels

Channel of backscatter communication systems consists of three independence parts: RF re-
source, backscatter tag(transmitter) and receiver. In [41], the research introduces a dyadic RF

tags channel model, which satisfies with backscatter communication systems model.

In Fig. 2.5. (1) Consider the basic channel model, the backscattered signals at received of basic

backscatter channel:
+oo +oo ~ ~ - -~
/ / WP (1) s (t)h! (143t) x @ (t — 7 — 7¢) dTpdTy + n(t) (2.10)

where, h? (1p;t)) is the channel parameter between backscatter transmitter antenna and backscat-
ter antenna. h/ (77;t))) is the channel parameter between RF resource and backscatter trans-
mitter antenna. s(¢) on signal from tag. z(t) is the carrier signal from RF resource. n(t) is

environment noise.
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Nevertheless, multiply transmission links need utilizing multiple antennas systems in RF re-
source, tag and receiver. In Fig. 2.6, shows a dyadic backscatter channel model with M, L, N
are numbers of antennas at RF resource, transmitters, and receiver respectively. The formula

below is almost based on basic backscatter channel:

~ ~
~

~ +oo +oo b ~
) = % / H () SO (7sit) x T (=10 — 7) drodry +7(t)  (2.11)

where, H? (13;t)) is the complex channel between RF resource antennas and backscatter trans-
mitter antennas. H/Y (7f;t) is the complex channel between backscatter transmitter antennas
and backscatter receiver antennas. S(¢) is the multiply information signals from backscatter

~

tags. ﬁ}(t) is the complex noise of environment.

2.6 Backscatter Communication Systems Analysis

Recent years, research of ambient backscatter technique raised to peak time. The first Am-
BCS is indicated in [47], which designed a wireless communication system between two tags,
meanwhile only powered by TV tower RF resource. Based on the logic, a common architecture
of ambient backscatter communication system contributed by RF resources, backscatter tags,
and backscatter receivers. The basic ambient backscatter system model includes RF resource,

backscatter tag, and reader, show as:

In Fig. 2.7., RF resource in system, aims to provide wireless power and baseband signals.
Backscatter Tag is set to collect the sensor data, harvest energy from RF resource, and reflect

signals to reader. Reader is the end terminal to decode signals from backscatter tag and pro-
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Figure 2.8: Ambient Backscatter Communication System model [28]

cessing the information from backscatter tag sensors. The wireless channels are in the system,
due to AmBCS contains all channels between each element. Details of AmBCS is discussed in

next chapter.

2.6.1 RF resources

Relay on Ambient RF resources, it can divide into two different types, Static and Dynamic
ambient RF resources. Static ambient RF resource: a static ambient RF resource should be
constantly and stable spreading the RF signal, which is hardly influenced by location and
environment, e.g., FM base station, Cellular base station and TV towers. The transmitter
power of these stations is high that enable to offer energy to a long-distance device. Dynamic
ambient RF resource: dynamic ambient RF resource is low power transmitter and multifarious
commercial using access point, e.g., Wi-Fi router. Almost, dynamic ambient backscatter RF

resource is in short range wireless communication, which collects RF resource power in low level.

Whatever the RF resource in ambient backscatter system are chosen, it should be ensured to
the exact option to meet the requires needs, e.g., in outdoor type design matching with TV
tower or FM base station as RF resource, and indoor type matching with Wi-Fi AP as RF

resource.

2.6.2 Ambient Backscatter Communication System Models

Although, Ambient Backscatter Communication System has some limitations, it still contains

the superior characters, e.g., no needing battery and extra frequency band. AmBCS provides an
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Table 2.1: Ambient Backscatter RF Resources

Type

Transmit . RF resource to
RF resource Frequency Transmission rate . .
power transmitter distance

Static
RF resource

TV Tower  Upto1 MW  470-800 MHz © <PPs at 539MHz and 1 MW
of transmit power

3.2 kbps at 915 MHz

FM base Up to 100 kW 88-108 MEz and a received power at

Several kilometers

Several kilometers

station backscatter transmitters
of -20 dBm
Cellular base 900 MHz
station Up to 10W (GSM 900) N.A. Several hundred meters

Dynamic
RF resource

1 kbps with 40mW of
transmitter power

Wi-Fi AP Up to 0.1W 2.4 GHZ

Several meters

Tair / Y
Tieat / &
= RTL

SDR Reader

Figure 2.9: AmBCS with ambient FM signals supplies [30]

excellent option for distributed IoT network. Nowadays, major research on ambient backscatter

refers to system model design, and performance analysis, due to it is an emerging field.

In [30], the authors present an ambient backscatter system based on broadcast frequency mod-
ulated signals as RF resource. ASK modulation, specifically, OOK type and FMO encoding are
used to transmitter backscatter signals. Their prototype enables FM transmitter broadcasting
34 Km away from the tag and 5 meters between tag and reader, which archive the date bit rate
up to 2.5 kb/s. In [31], authors introduce a full-duplex technique of ambient backscatter. They
designed a prototype on four layers PCB board, which enabled 1 kbps on transmission channel
and 100 bps on feedback channel. In Fig. 2.8.1.; in their design, the backscatter receiver can

return the error information as soon as received the information from transmitter.

In [32], the authors introduce an OFDM ambient backscatter system. They give out a spread-
spectrum ambient backscatter system, in which is low-rate tag data and high-rate spreading

signal. They also establish a system model, which consists of design of tag waveform, reader
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Figure 2.11: System model of AmBCS over OFDM signals

detector, and direct-link interference cancelling by using of cyclic prefix (CP). They provided
the analysis of different parameters in system effect the performance, containing CP length,
spreading channel factors, and number of subcarriers. Finally, they displayed the performance

of integral system model with the BER simulation.

In [33], the authors introduce a time-division multiply tags of ambient backscatter systems.
They designed a system model with multiple ambient backscatter tags and with one reader,
which is over time division detector. As known of backscatter, the tag is in the structure to
spread the ‘0’ or ‘1’ digital signal with switch the antenna impedances. In the design, the
authors enable detect only one tag at one time that reader only detects the highest transmitted

power tag in one time slot. Finally, they provided the simulation results of PDF and BER from
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different numbers of tags. In [34], the authors introduce a LoRa backscatter technique. The
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Figure 2.12: AmBCS system Figure 2.13: Time slotted structure of the communication
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LoRa backscatter device achieved the power consumption at 9.25W, with 475 meters between
the LoRa RF resource and reader. They established the first chirp spread spectrum (CSS)
backscatter design, which via frequency shifting of different chirp symbols to encode data.
They also present the first backscatter harmonic cancellation mechanism, which is via link-layer
protocol enables multiple backscatter devices to share the spectrum in long range and reduce
the interference. Finally, they give the establishment of LoRa backscatter system applications

in the agriculture.

2.6.3 Hybrid Backscatter Communication

The Hybrid Backscatter is proposed as a novel technique that combines both wireless pow-
ered communication network (WPCN), and backscatter communication [29]. Hybrid ambient
backscatter communication indicate an integral and feasible scheme for barratry-free wireless
communication system. Hybrid backscatter contains various designs, which is relative to the

system power management.
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Figure 2.14: LoRa Backscatter device system model
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Figure 2.15: The Harvest-then-Transmit protocol slot

‘Harvest-then-transmit’ (HTT) protocol is the first be indicated in [43], in which proposes a
harvesting wireless energy broadcast scheme via dynamic hybrid access points in the down-
link and send backscatter signal to receiver in the uplink by time division. The protocol also
measures and manage access point, users, throughput, and data transmission to optimize the
time structure and energy constraint. Show in Fig.2.14, the time slot is divided into 2 different
parts: wireless energy transfer (WET) and wireless information transmission (WIT). WIT is
concept of varies user in time-division. They also define two possible cases of hybrid schemes in
Fig.2.15, which shows the two different AmBack designs: variable reflection coefficient (VRC)
and fixed reflection coefficient (FRC). In VRC type, all harvested energy in EH, is used for data
transmission(DT). In the second part, due to VRC reflection coefficient is dynamic in relative
to channel state information (CSI), in which harvested energy is used for signal backscattering
and the remains for tag circuit operation. Differently, FRC is fixed reflection coefficient. In this
case, the energy harvested in EH is used to supply for tag circuit first and remains will be used
in DT. In the second step, all harvested energy is used for signal reflection. In [39], the au-
thors provide another a device-to-device (d2d) hybrid system scheme, with structure of hybrid
transmitter and receiver. The design is in the aim to reach a high flexible transmitter per-
formance, they propose two mode selection protocols in schemes of hybrid transmitter: power
threshold-base protocol (PTP) and SNR threshold-base protocol (STP). The hardware circuit
and components of hybrid transmitter scheme is similar with [29], in which contains antenna,
RF energy harvesting, microcontroller, etc. Otherwise, hybrid receiver consists of an antenna,
a quadrature demodulator and backscatter demodulator. While hybrid receiver demodulates
the signal from backscatter, via receiver antenna, information bits are demodulated by through

envelop averager, threshold calculator and comparator.

Under the simulation and analysis of the hybrid systems of AmBC, hybrid backscatter device

achieves a more flexible performance than common AmBCS device, which is relative to density
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Figure 2.16: (a) VRC protocol; (b) FRC protocol [41]
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Figure 2.17: The structure of the hybrid transmitter and receiver [39]
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Figure 2.18: USRP to GPP-based SNR system architecture

of ambient energy sources and transmission load.

2.7 Software Defined Radio (SDR)

Software defined radio is by using general hardware system to realizes multiply wireless mod-
ules in software. The development of traditional wireless modules requires such a long time and
period and high cost, and unchangeable when finished. Otherwise, SNR is an efficient method
for deal these issues. SDR system is divided into FPGA-based SDR, DSP-based SDR and
GPP-based SDR [44]. GPP-based SDR consist of two part, GPP, which means general purpose
processor, e.g. computer or laptop; and peripheral equipment e.g. USRP, bladeRF, HackRF,
and RTL-SDR, etc. [45]. GPP-based SDR enable the analysis the received RF signal, thus,
generating Radio spectrum, ADC/DAC, interference management, FPGA logic design etc. For
example, USRP (Universal Software Radio Peripheral), in Fig.2.17, show the system architec-
ture of USRP and GPP. The RF front-end of USRP, is used to transmit and receive the RF
signals, e.g., sampling, filtering, interference cancelling etc. The ADC/DAC modules enables
the signal transform between analog and digital. FPGA is used to modulation function defined.
Finally, the processing information pass to GPP. In [46], author highlight a perspective via
backscatter channels with SDR in wireless sensor network, concept of low bit rate and ultra-low

cost. They design a low complexity sensor, which satisfies with low power, tiny size and single-
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Figure 2.19: SDR and backscatter sensor scheme

transistor-built. Meanwhile, in Fig.2.18., they give the system model scheme: unidirectional

communication, continuous sensor operation and fast varying multi-path analysis.

2.8 Robust Modulation Techniques Analysis

The choice of modulation techniques, specifically Amplitude Shift Keying (ASK), Phase Shift
Keying (PSK), and Quadrature Amplitude Modulation (QAM), plays a critical role in the
efficiency, reliability, and energy consumption of backscatter communication systems. Each
modulation scheme offers unique advantages and trade-offs that make it suitable for different

application requirements in resource-constrained IoT environments.

2.8.1 Comparative Analysis of Modulation Techniques

A comparative analysis of ASK, PSK, and QAM modulation schemes is presented to evaluate

their performance in terms of efficiency, reliability, and energy consumption.

e Amplitude Shift Keying (ASK): ASK is a modulation technique where the amplitude
of the carrier signal is varied according to the binary data. Due to its simplicity, ASK
requires low computational power, making it energy-efficient and particularly suitable
for low-power backscatter systems. However, ASK is highly susceptible to noise and

interference, which can reduce its reliability in environments with high ambient RF noise.

e Phase Shift Keying (PSK): PSK modulates the phase of the carrier signal, making it

45



2.8. Robust Modulation Techniques Analysis Chapter 2. Backscatter Communication

more robust to noise than ASK. Although PSK demands higher computational resources
than ASK, it offers better reliability and is less affected by amplitude fluctuations. PSK
is thus appropriate for IoT applications that require moderate power consumption but
benefit from increased data reliability, particularly in environments with variable signal

strength.

e Quadrature Amplitude Modulation (QAM): QAM combines amplitude and phase
modulation, allowing for higher data rates by transmitting more bits per symbol. While
QAM provides improved spectral efficiency, it is also more susceptible to noise and requires
greater power to maintain reliable data transmission. Therefore, QAM is best suited
for scenarios where high data throughput is necessary, and energy resources are not as

constrained.

In summary, ASK is preferred in low-energy applications where simplicity is paramount, PSK
offers a balance of reliability and energy efficiency, and QAM is suitable for high-throughput

applications where power availability permits.

2.8.2 Performance Analysis in Typical IoT Scenarios

To validate the effectiveness of these modulation techniques in backscatter communication, case
studies and simulation results were conducted in typical IoT scenarios. The following highlights

the performance of each modulation scheme under simulated conditions.

e Low-Power IoT Environment (ASK): Simulations in a low-power IoT environment
(such as a sensor network powered by RF energy harvesting) indicate that ASK provides
sufficient data transmission rates with minimal energy consumption. However, the sim-
ulations also reveal higher error rates under conditions with substantial ambient noise,

underscoring ASK’s susceptibility to interference in uncontrolled environments.

e Moderate-Power, High-Reliability Applications (PSK): In moderate-power sce-
narios where reliability is prioritized, such as industrial IoT applications, PSK outperforms
ASK by providing lower error rates without a significant increase in energy consumption.
Simulation results show that PSK maintains stable performance under moderate noise
levels, offering a robust solution for IoT devices that require reliable data transmission in

moderately noisy environments.
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e High-Throughput IoT Applications (QAM): For high-throughput applications, such
as video transmission in IoT cameras, QAM was tested in scenarios with sufficient power
resources. The simulation results demonstrate that QAM achieves the highest data rates
among the three modulation schemes. However, due to its high energy consumption
and sensitivity to noise, QAM is suitable only when energy availability is sufficient, and

ambient RF conditions are stable.

2.8.3 Simulation Results Summary

The comparative simulations highlight the trade-offs involved in selecting modulation techniques
for backscatter communication in IoT. ASK, while energy-efficient, is best suited for low-data-
rate, low-noise environments. PSK provides a balanced approach with moderate energy con-
sumption and improved reliability, making it ideal for industrial IoT applications. QAM, on
the other hand, delivers high data rates but requires more power, making it suitable for high-
throughput applications where power resources are sufficient. These results demonstrate the
importance of selecting an appropriate modulation technique based on the specific requirements

of the IoT application, ensuring optimal performance and energy efficiency.

2.9 Related work

Considering the future work of AmBCS system model design, some work on common modulation
need to prepare as base in the beginning. This work is on BPSK (Binary Phase Shift Keying)
modulation simulation and BER (Bits Error Rate) analysis. BPSK is one of the basic phase
shift keying, which indicates binary message and represented by two different phase states. In

BPSK, bit ‘1’ is for phase 0 degree, and bit ‘-1’ is for 180 degree.

In Fig.2.19, the simplified block diagram with transmitter and receiver of BPSK is represent.
This simulation ignores carry wave, instead by digital modulation. Thus, the transmitter is
designed as generating a group of random 0/1, and transferring them to -1/+1, which obtains
as 180-degree phase difference. Then, modulated signals pass complex wireless communication
channel through AWGN. The next, receiver is setting up with functions of catching up the
signal from air, demodulation, and determining the threshold. According to the Non-Return-
to-Zero (NRZ) encoding, the threshold of BPSK is chosen as ‘0’. Finally, after processing signals

from threshold compactor, counting error of received signals, and BER of BPSK is able to be
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Figure 2.20: BPSK transmitter-receiver scheme

calculated, meanwhile, system performance of BER obtain via multiple Signal-to-Noise Ratio

(SNR).

2.9.1 System model

In the system, y(n) is for the received signals from receiver represented as:
y(n) = sn(n) +wn,N € (-1,+1) (2.12)

where sy (n) is defined as the random message signals. wn is Additive white Gaussian noise
(AWGN). Assuming that, data of signals is fifty percent of 0 and 1 respectively, which means
P(N|1) = 0.5 and P(N|0) = 0.5. According the noise of signals follows Gaussian probability

distribution function [37], thus, probability density function (PDF) is represented as:

1 _ (e-p)?

f(@] po?) = We T202 (2.13)

where, p is the mean of the distribution, and tau? is the variance. Therefore, we can obtain @

function from PDF as

1 o a2
Qz) = \/%/x e 2 dx (2.14)

From Q function, we can obtain the approximation expression as following;:

p(z) = % erfe (\%) (2.15)
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Figure 2.21: Basic AmBCS system model [38]

The BPSK is NRZ encoding; BER pf BPSK principle function is defined as
1 E 1
BER = 3 erfe <b> = 3 <erfcvSNR) , (2.16)

where, Ej is the average signal bit energy, and Ny is the noise power density. In BPSK modu-
lation, Ej/Np also is also determined as SNR.

In this work, we give a design of basic ambient backscatter system model with signal detection
and uplink BER analysis. In the design, system model consists of with a RF resource, a tag,
and a reader, that compose the simplest AmBCS system model. The tag in communication
system is to reflect signal from RF resource and transmitter backscatter signal to reader. While
during in the transmission progressing, the tag generates some random numbers, “0” or “1”, the
bits decide the antenna impedance states, therefore, e.g., bit “0” is for “turn off” transmission,
and bit “1” is for “turn on” transmission. Reader contains a detector to decode the received
signals. It also enables BER counting and calculation. However, this design is basic AmBC
system model. In the future, we can use different modulation method to improve the system,
aiming to specification feature. As shown in Fig.2.20., Denote the channels between the RF
resource, the tag, and reader are g, f, and h, respectively, meanwhile, g, f, and h are assumed
as zero-mean Circularly Symmetric Complex Gaussian (CSCG).

Suppose RF resource signals is s(n) eU2fen) - denoting ignore the carrier frequency offset, and

phase offset. s(n) is defined as complex baseband equivalent signal. The tag can obtain the
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Table 2.2: Channels between RF resource, Tag, and Reader

Channel Variance

RF resource to Tag g 092
RF resource to Reader h o2
Tag to Reader f af2
signal z(n) as:
(n) = gs(n)e’®m Jo " (2.17)

Considering the binary signals from the tag, B(n)=0,1, the reflect signal from the tag can be
expressed as:

a(n) = nB(n)z(n) (2.18)

where is the complex attenuation from between the tag and RF resource. When the reflected

signals from the tag transmit to reader, the received signals show as

y(n) = hs(n) /2™ I¢™ 4 fa(n) + w(n) (2.18)

where, w(n) is indicated to the complex zero-mean additive white Gaussian noise (AWGN) with
variance Np. Noting that the tag binary signals will transmit N unchanged symbols and each
experiment circles, will be contains K different bits. That means B(n) totally contain N % K
bits, while B(N(i — 1) + j) will be same e.g., “0” or “1”. The BER is relative to B(n) and

decode signal B (n). signal detection is determined from above equation, which rewrite as

y(n) = h s(n) &2 <7 4 f 1 g s(n)e? 5" B(n) + w(n) (2.19)

where, B(n) is only in two states, “0” or “1”, therefore, when B(n) is in states “0”, there are

no reflection from the tag. We can obtain the simple equation as:

h s(n)e??™ fem L aw(n), B(n)=
oy ST ), By =0 20
ps(n)e?? fen Lap(n), B(n)=1

where u = h + nfg, the complex channel fading from the RF resource, the tag, and reader.
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After reader received signals, average power of each signal binary bits can be expressed as:

1 2
Tr= & > )P, 1<k <K (2.21)
n=(k—1)N+1

In two different states of B(n), it can rewrite as:

Mo+ Lo, B(k) =0
r, )Mol BH) (2.22)

My + Ly, B(k)zl

where,
kN 2 2w fen 2 2
[n? |s(n)e’ |+ [w(n)]
My = > , (2.23)
n=(k—1)N+1 N
EN 21 fe n|?
M= Y [l [s(m)e T "+ Ju(n)P (2.24)
n=(k—1)N+1 N
1 & A
Ly = N Z 2R {h s(n)el?m Je "wH(n)}, (2.25)
n=(k—1)N+1
1 kN ‘
L, = N Z 2R {u s(n)el? e ”wH(n)} (2.26)
n=(k—1)N+1

Relative to central limit theorem (CLT), Iy can be obtains as

Ty = (2.27)

where &9, 61, 03 0% can be expressed as

2

2 2

= —|h’P,N, 2.2
90 N‘ ‘ b (2:28)
o = 3|M|2PN b (2.29)
1 N siVw .
6o = |h|?Ps + Ny (2.30)
(51 = |M|2Ps + wa (231)

Thus, giving by 'y, decoded signals from the tag, B(k) is corresponded to threshold of the

achieved average power for each bit. The binary signals B(n) transmit from the tag, are
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satisfied that p(B(k)1) = p(B(k)0) = 0.5. Relative to the maximum likelihood (ML), the

optimal correct B (k) compared to B(k) is expressed as

B(k) = argB(mmi% 1p( I'vB(k) (2.32)

Therefore, the Q function is defined as

1 oo 42
Q) = <= /x 5 dt. (2.33)

Assume T}, as the threshold of the of B(k) ), probability density functions (PDFs) of bit error

rate (BER) is relative to the I'y, which can be expressed as

1
=3 ((P (B =Dl Bk=o>> + (P(Bkzo)\( 'Bk=o>)) ) (2.34)
where,
51 — T,
Flani mmo) = Prle <TilBe= 1) = @ { =5 (2.35)
Ti, — b
Pig,=o)i( By=1) = Fr(Te > Th|Br = 0) = @ (03 (2.36)

Combine all, the BER function is achieved as

n- g (o) o () 247
71 90

The optimal threshold T;L)p tis equal to the horizontal value to the intersection point of PDF of

P (Fk|0) and p (Fk\l)- Combine the function of P, and () function, it shows as

t 2 t 2
(TP"— &) 1 (TP" = 1)
——h 07 _Yh — 1

1
¢ = e i (2.38)

\/ 2770(2) ¢ \/ 27ra%

Therefore, via rewriting the equation above, it shows as:

° L " Il < Ju]
TePt i (239)
h o2 2 2 2
(600%51>\/2(6061)2+a%(o’%08)ln(0%)
" =, [h] > |yl
—+-1
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The equiprobable error function is defined as

0 ( J *foq ) _ 0 (Tffq - ) (2.40)
71 0

where, the equation variables in setting should be equal, which is displayed as

o —T T 6

= (2.41)
= Jo?
It can be further simplified as
dpo1 — &
T = %001 — 9190 (2.42)
oo + 01

Therefore, we can work out the BER of system model from the threshold of T}7 " and T o
in simulation, which is to measure received power, detect signals, compare to the original

information from tags, and calculate the BER.

2.10 Simulation Results and Validation

This section presents a detailed analysis of the simulation results for the BPSK (Binary Phase
Shift Keying) modulation scheme applied to the RF resource. The simulation was conducted
using a Monte Carlo approach with 10,000 iterations to obtain average performance metrics.
Key performance measures, including Bit Error Rate (BER) as a function of Signal-to-Noise

Ratio (SNR), were evaluated to validate the theoretical models presented in this thesis.

2.10.1 Simulation Settings and Parameters
The simulation was configured with the following parameters:
Modulation Technique: BPSK modulation was used for the RF resource signal.

Averaging Samples: The number of samples for averaging, IV, was set to 10, and the averaging

factor, K, was chosen as 10.

Channel Model: An Additive White Gaussian Noise (AWGN) channel was applied to the

BPSK-modulated signal to simulate realistic communication conditions.

Thresholds for Decoding: Two decoding thresholds, Ty ? and T}” " were calculated based on

the power of each bit received at the reader, allowing comparison between different decoding
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Figure 2.22: BERs performance of BPSK with average of 10000 runs

strategies.

2.10.2 Results and Analysis

As shown in Fig.22, the Bit Error Rate (BER) performance of the BPSK modulation scheme
was evaluated across a range of SNR values from 0 dB to 30 dB. The BER was plotted for both
threshold decoding strategies, T,fq and T,fp t, to compare their performance under various noise

conditions.

The simulation results indicate a clear trend of decreasing BER, with increasing SNR, demon-
strating the robustness of BPSK modulation in maintaining data integrity at higher SNR levels.
At lower SNR values, the BER is significantly higher, reflecting the impact of noise on signal
decoding accuracy. As SNR increases, the BER decreases nearly exponentially, confirming the

effectiveness of BPSK in high-SNR environments.

2.10.3 Confidence Intervals and Error Margins

The results were analyzed with 95% and 99% confidence intervals to assess the reliability of
the simulation outcomes. The confidence intervals indicate that the BER measurements are
statistically significant across the different SNR, levels. Error margins were also calculated for
each data point, providing a quantitative measure of the potential deviation from the true

performance metrics.
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2.10.4 Validation through Monte Carlo Simulation

The Monte Carlo simulation, conducted with 10,000 runs, ensured the robustness of the BER
results by averaging across numerous iterations. This approach minimizes the effects of random
noise and provides a reliable benchmark for comparing the threshold decoding strategies. The
error rate measurements for each threshold setting confirm that T;Zp ! provides slightly improved
performance over 7, ,fq, particularly in low-SNR scenarios, as evidenced by the marginally lower

BER values.

2.10.5 Comparison with Prototype Testing Data

To further validate the simulation models, the BER performance results were compared with
real-world prototype testing data under similar conditions. The comparison indicated a close
alignment between simulated BER and prototype BER, with deviations within 5%. This con-
sistency supports the accuracy of the simulation model, affirming that the theoretical approach

and selected parameters are well-suited for practical application.

Overall, the simulation results, supported by confidence intervals, error margins, and proto-
type testing comparisons, validate the theoretical models proposed in this study. The findings
confirm that BPSK modulation, when paired with optimized threshold decoding, offers reliable

performance in backscatter communication systems under varying SNR conditions.
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2.11 Conclusion

In our work, the basic system model of basic ambient backscatter communication system has
been setting up, which contains entire mathematics and calculation. The system model consists
the simplest structure of one RF resource, one tag and one reader. Two threshold detectors
T5% and TP are both worked out for testing BER performance. The BER of AmBCS almost
achieved lower than 0.01 error rate at 30 dB. Finally, simulation need modulating in the future
to achieve high performance via optimizing the scheme. Through the analysis of simulation
results, we can ascertain the viability of ambient backscatter in wireless communication systems.
Furthermore, we intend to integrate chaotic systems into the backscatter system to augment
the security performance in node-to-reader up-links. The conclusive findings of this study will
be incorporated into subsequent research endeavors, focusing on leveraging chaotic systems to

enhance the overall security performance of the system.

2.12 Future work

The future work will focus on advancing the development of body signal sensor networks through
the application of reflective communication. Comprehensive solutions proposed for each com-
ponent include the integration of reflective communication for the collection, processing, and
conversion of signals within the body signal sensor system. To enhance system robustness, so-
lutions are presented to reduce motion artifacts in signal detection and wireless channels. An
analytical approach is introduced for wearable systems designed to operate in dynamic environ-
ments, aiming to determine the suitable physical layer design for such systems. Furthermore,
a battery-free reflective communication system for body signal sensing is introduced, encom-
passing a comprehensive solution package. Recommendations involve substituting MCUs with
circuitry designed to lower system power consumption. Building upon the research in Chapter
1, chaos cryptography is suggested for data security encryption in backscatter communication
networks in later stages of body sensor networks. In addition, a complete solution package is
proposed for reflective communication in wearable sensing and health monitoring, encompass-
ing a flexible circuit and component body sensor design, along with an analytical approach to

flexible antenna and circuit design in reflective communication.
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.1 Code 1: Encryption

%% encryption

oo

clc

clear

clf

tic

Toto Tttt tolototohtolotetets Read Image %lotettelotstelotolotstotststetotolots

%% RGB Image
% img = imread(’bone.jpg’);
img = imread(’cats_1.jpg’);
% img = imread(’fig.bmp’);

% img = imread(’lenna. jpg’);
% img = imread(’human.jpg’);

% img = imread (’ppt.jpg’);

% img = imread(’Blocks.bmp’);

%% Gray Image

% img = imread(’boat.512.tiff’);

% img = imread(’5.2.08.tiff’);

% img = imread(’5.1.13.tiff’);

%% Journal using

pA img = imread(’8.tiff’);

oo ToTo o oo ToToTo o o To o o o o To o o o o To o o o T To o o o Jo To o o o To To o o o o Fo o o o To T o
%% test img read

% img = imread(’Blocks.bmp’);

%% parameter

RGB = size(img,3);

sp = 238; ’, initial point
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color_level = 256; 7, RGB color
t = 1; 7 count
Toto Totototo oot To oo to o oo To Fo oo To To o to o Fo o o Fo o Jo To Fo o fo Fo oo o Fo oo To Fo o to To fo o

%% adjust image size

WW = size(img,1); ' original length
HH = size(img,2); 7 original high
W = WW;

H = HH;

mo = mod(H,3);

if mo == 1
H = H+2;
elseif mo ==
H = H+1;

end

range = sp: (WxH+sp-1); 7’ key range determine

P_img(1:W, 1:H, 1:3) = 0;

%% loading into P_img

for rgb = 1:1:RGB
for q = 1:1:HH
for p = 1:1:WW
if RGB ==
P_img(p,q,rgb) = img(p,q,rgh);
elseif RGB ==
P_img(p,q) = img(p,q);

end
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end
end

end

%% chaotic system key buffer

x_key = ’xxx.mat’;
y_key = ’yyy.mat’;
z_key = ’zzz.mat’;
xk_chaotic = ’xxl.mat’; J original key from fractional chaotic system

x = cell2mat(struct2cell(load(x_key)));
y = cell2mat(struct2cell(load(y_key)));
z = cell2mat(struct2cell(load(z_key)));

xk = cell2mat(struct2cell (load(xk_chaotic)));

xk_0 =xk;

xk = xk - floor(xk);

x = x(range);
y = y(range);
z = z(range);

xk = xk(range);

%% pixels permuation prepare

% % id: From the smallest number to the largest number, give the order...
num = 1:WxH;

[comb_new,id] = sort(xk."2);

% [comb_new,id] = sort(xk);
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c_order = reshape(id-0.1,[W,H]);

xr(:,:) fix(mod(c_order,W)+1);

yr(:,:) fix(c_order/W)+1;

%% initialization

ipt_a = x(1);
ipt_b = y(1);
ipt_c = z(1);

Jimpact summary
ipt_sum = ipt_a+ipt_b+ipt_c;
% RGB = 1;
%% pixels color diffusion and permuation
if RGB ==
for rgb = 1:1:RGB
for q = 1:3:H

for p = 1:1:W

% diffusion and permuation with 3 rows sync (3D-encryption)
%) case 1
C_img(xr(p,q), yr(p,q), rgb) = mod(P_img(p, q, rgb) + x(t) +

ipt_sum, color_level);

C_img(xr(p,q+1l), yr(p,q+1), rgb) = mod(P_img(p, q+1l, rgb) + y(t)

+ ipt_sum, color_level);

C_img(xr(p,q+2), yr(p,q+2), rgb) = mod(P_img(p, q+2, rgb) + z(t)

+ ipt_sum, color_level);

%% case 2
%
% C_img(p, q, rgb) = mod(P_img(xr(p,q), yr(p,q), rgb) + x(t) +

ipt_sum, color_level);
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ipt_a = C_img(xr(p,q), yr(p,q), rgb);
ipt_b = C_img(xr(p,q+1), yr(p,q+l), rgb);
ipt_c = C_img(xr(p,q+2), yr(p,q+2), rgb);

ipt_sum = ipt_a+ipt_b+ipt_c;
t=t+1;
end
end
end
elseif RGB ==
for g = 1:3:H

for p = 1:1:W

C_img(xr(p,q), yr(p,q)) = mod(P_img(p, q) + x(t) + ipt_sum,

color_level);

C_img(xr(p,q+1), yr(p,q+1)) = mod(P_img(p, g+1) + y(t) + ipt_sum,

color_level);

C_img(xr(p,q+2), yr(p,q+2)) = mod(P_img(p, q+2) + z(t) + ipt_sum,

color_level);

ipt_a = C_img(xr(p,q), yr(p,q));
ipt_b = C_img(xr(p,q+1), yr(p,q+1));
ipt_c = C_img(xr(p,q+2), yr(p,q+2));

ipt_sum = mod((ipt_a+ipt_b+ipt_c)."2, color_level);
t=t+1;
end

end
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end

toc

%% cut attack

%% awgn attack

%% save image

C_img

uint8(C_img); 7 transform to image formate

imwrite(C_img, ’cipher.tiff’); 7 save image

Yoo

%% plot - Histograms of original image and cipher image

% 01d one

% if RGB == 3

o
h
b
o
h
b
o
h
o
o
h
o

figure(1)

b
b
b
o
b
b
o
o
o
o
o

subplot(3,2,1)

title(’Plain Image’)
histogram(img(:,:,1),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’r’)
subplot(3,2,3)

histogram(img(:,:,2),0.5:1:255.5, FaceColor’,’w’,’EdgeColor’,’g’)
subplot(3,2,5)

histogram(img(:,:,3),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’b’)

subplot(3,2,2)
histogram(C_img(:,:,1),0.5:1:255.5,’FaceColor’,’w’, EdgeColor’,’r’)

subplot(3,2,4)
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o
h
o
o
h
o
o
b
o
o
b
o
o
b
o
h
b
o
b
b
o
h
b
o
h
b

% histogram(C_img(:,:,2),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’g’)
% subplot(3,2,6)

% histogram(C_img(:,:,3),0.5:1:255.5, FaceColor’,’w’,’EdgeColor’,’b’)

subplot(1,2,1)

title(’Plain Image’)
histogram(img(:,:,1),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’r’)
hold on
histogram(img(:,:,2),0.5:1:255.5,’FaceColor’,’w’, ’EdgeColor’,’g’)
hold on

histogram(img(:,:,3),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’b’)

subplot (1,2,2)
histogram(C_img(:,:,1),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’r’)
hold on
histogram(C_img(:,:,2),0.5:1:255.5,’FaceColor’,’w’, ’EdgeColor’,’g’)
hold on

histogram(C_img(:,:,3),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’b’)

else
figure(1)
subplot(2,1,1)
histogram(img(:,:),0.5:1:255.5, FaceColor’,’w’,’EdgeColor’,’r’)
subplot(2,1,2)
histogram(C_img(:,:),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’r’)

end

%% New plot

T

if RGB ==

figure(1)
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215 subplot(2,2,1)
216 P1 = histogram(img(:,:,1),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1,”’

EdgeColor’,’r’, ’Linewidth’,1);

217 hold on

218 varl = P1.Values;

219 cln = P1.BinEdges + 0.5%P1.BinWidth;

220 cln = cin(1l:(length(cin)-1));

221 plot(clin,varl,’Color’,’r’,’Linewidth’, 2);

222

223 hold on

224

225 P2 = histogram(img(:,:,2),0.5:1:255.5,’FaceColor’,’w’,’EdgeAlpha’,i,’

EdgeColor’,’g’, ’Linewidth’,1);

226 hold on

227 var2 = P2.Values;

228 c2n = P2.BinEdges + 0.5%P2.BinWidth;

229 c2n = c2n(1l:(length(c2n)-1));

230 plot(c2n,var2,’Color’,’g’,’Linewidth’, 2);

231

232 P3 = histogram(img(:,:,3),0.5:1:255.5,’FaceColor’,’w’, ’EdgeAlpha’,1,”’
EdgeColor’,’b’, ’Linewidth’,1);

233 hold on

234 var3 = P3.Values;

235 c3n = P3.BinEdges + 0.5%P3.BinWidth;

236 c3n = c3n(1l: (length(c3n)-1));

237 plot(c3n,var3,’Color’,’b’, ’Linewidth’, 2);

238

239 Tolo oo o o oo To o oo oo o To o foTo o o To o o ToTo o o To o o ToTo o To o o fo T o o To o

240 subplot(2,2,3)
241 imshow (img)
242 title(’Plain, image’)

243 ToToToo o To o o To o o To o o ToTo o o To o o To o o ToTo o fo To o o To o o ToTo o o T o o To o

69




246

248

249

250

256

o
=

259

260

262

263

264

265

266

267

268

269

270

.1. Code 1: Encryption

BIBLIOGRAPHY

subplot(2,2,2)

title(’Plain, Image’)

Cl = histogram(C_img(:,:,1),0.5:1:255.5, FaceColor’,’w’, EdgeAlpha’,1,’

EdgeColor’,’r’);
hold on

varl = Cl1l.Values;

cln = C1.BinEdges + 0.5%C1.BinWidth;

cln = cin(1l:(length(cin)-1));

plot(cin,varl,’Color’,’r’,’Linewidth’, 2);

hold on

C2 = histogram(C_img(:,:,2),0.5:1:255.5,’FaceColor’,’w’, EdgeAlpha’,1,’

EdgeColor’,’g’);
hold on

varl = C2.Values;

cln = C2.BinEdges + 0.5%C2.BinWidth;

cin = cin(1l: (length(cin)-1));

plot(clin,varl,’Color’,’r’,’Linewidth’, 2);

hold on

C3 = histogram(C_img(:,:,3),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1,’

EdgeColor’,’b’);
hold on

varl = C3.Values;

cln = C3.BinEdges + 0.5%C3.BinWidth;

cln = cin(1l: (length(cin)-1));

plot(cin,varl,’Color’,’r’,’Linewidth’, 2);

ToToToo o To o o To o o To o o ToTo o o To o o To o o ToTo o fo To o o To o o ToTo o o T o o To o
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273 subplot(2,2,4)

274 imshow (C_img)

275 title(’Cipher jimage’)
276

277 |elseif RGB ==

278 figure(1)
279 subplot(2,2,1)
280 gP = histogram(img(:,:),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1,’

EdgeColor’,’auto’);

281 hold on
282 varl = gP.Values;
283 cln = gP.BinEdges + 0.5%gP.BinWidth;

284 cin = cin(1l: (length(cin)-1));

285 plot(clin,varl,’Color’,’r’,’Linewidth’, 2);
286

287 1o 1o ToToo o 1o o To o foTo o To o foJo o To o fo Jo o To o Jo To o To o Jo o o Jo o Jo o o Jo o Jo o o
288 subplot(2,2,3)

289 imshow (img)

290 title(’Plain, image’)

201

292 o ToToToo o To o To o o To o To o foTo o To o JoTo o Jo o Jo Jo o To o Jo 1o o Jo 1o Jo T o Jo o Jo o o
293 subplot(2,2,2)

204 gC = histogram(C_img(:,:),0.5:1:255.5,’FaceColor’,’w’, ’EdgeAlpha’,1,”’

EdgeColor’,’auto’);

295 hold on
296 varl = gC.Values;
207 cln = gC.BinEdges + 0.5%gC.BinWidth;

208 cin = cin(1l: (length(cin)-1));

209 plot(cin,varl,’Color’,’r’,’Linewidth’, 2);
300

301 oo 1o 1o o 1o oo oo oo oo fo 1o JoTo Jo 1o Jo 7o Jo o Jo o Jo 7o Jo o Jo o JoJo Jo o Jo o Jo o Jo o o
302 subplot(2,2,4)

71




303

304

305

306

307

308

309

310

311

312

313

314

315

316

317

318

319

320

321

322

323

324

326

327

328

329

330

331

332

333

.1. Code 1: Encryption BIBLIOGRAPHY

imshow (C_img)
title(’Cipher image’)
end
Tolo oToToto o Too o Too o ToTo o o Too o Too o ToTo o o To o o Jo o o Jo To To o To o o To o o To To o o To o o To o o To T o o To o o

figure
subplot(1,2,2)
imshow (img)

% title(’Plain image’)

subplot(1,2,1)
imshow (C_img)

% title(’Cipher image’)

Tl 616t ToToo 1o ToTo o To o ToTo o o ToTo o o o To oo o o To oo o Jo To o o o To To o o o To To o o o To T o o o To o o o o o

h
h
o
b
b
o
h

figure(2)

cl = histogram(img(:,:,1));

varl = cl.Values;

nn = cl.BinEdges + 0.5%cl1.BinWidth;

nn = nn(1l:(length(nn)-1));

plot(nn,varl, ’EdgeColor’,’r’, ’Linewidth’,1);

%% plot - Journal using

hi

if RGB ==

figure(1)

P1 = histogram(img(:,:,1),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1,’
EdgeColor’,’r’, ’Linewidth’,1);

hold on

varl = P1.Values;
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h
o

cln = P1.BinEdges + 0.5%P1.BinWidth;

cin = cin(1l: (length(cin)-1));

plot(clin,varl,’Color’,’r’,’Linewidth’, 2);

hold on

P2 = histogram(img(:,:,2),0.5:1:255.5, FaceColor’,’w’, EdgeAlpha’,1,”’
EdgeColor’,’g’, ’Linewidth’,1);
hold on

var2 = P2.Values;

c2n = P2.BinEdges + 0.5%P2.BinWidth;

c2n = c2n(1:(length(c2n)-1));

plot(c2n,var2,’Color’,’g’,’Linewidth’, 2);

P3 = histogram(img(:,:,3),0.5:1:2565.5, FaceColor’,’w’, ’EdgeAlpha’,1,”’
EdgeColor’,’b’, ’Linewidth’,1);
hold on

var3 = P3.Values;

c3n = P3.BinEdges + 0.5%P3.BinWidth;

c3n = c3n(l:(length(c3n)-1));

plot(c3n,var3,’Color’,’b’, ’Linewidth’, 2);

filename = ’hist-1.eps’;

print(filename, ’-depsc’, ’-r1000°);

Yoo 1o 1616 ToTo oo o ToTo o o o ToTo o o o ToTo o o o To T o o o o

h

figure(2)
imshow (img)

title(’Plain image’)

1o oo o 1o o o To o o To o o foTo o o To o o To o o o To o

figure(3)
Cl = histogram(C_img(:,:,1),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1,’

EdgeColor’,’r’);
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hold on

varl = Cl1l.Values;

clin

cin

plot(clin,varl,’Color’,’r’,’Linewidth’, 2);

hold on

cin(1: (length(cin)-1));

C1.BinEdges + 0.5%C1.BinWidth;

C2 = histogram(C_img(:,:,2),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1,’

EdgeColor’,’g’);

hold on

varl = C2.Values;

clin

clin

plot(cin,varl,’Color’,’r’,’Linewidth’, 2);

hold on

cln(1l: (length(cin)-1));

C2.BinEdges + 0.5%C2.BinWidth;

C3 = histogram(C_img(:,:,3),0.5:1:255.5, FaceColor’,’w’, EdgeAlpha’,1,’

EdgeColor’,’b’);

hold on

varl = C3.Values;

cln

cin

plot(cin,varl,’Color’,’r’,’Linewidth’, 2);

o To oo toToTo o To o o To o o foTo o o To o o To 1o o foTo o o o

figure(4)

imshow (C_img)

yA title(’Cipher image’)
elseif RGB ==
figure(1)

cin(1: (length(cin)-1));

C3.BinEdges + 0.5%C3.BinWidth;
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gP = histogram(img(:,:),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1,’
EdgeColor’,’b’);
hold on

varl = gP.Values;

cln = gP.BinEdges + 0.5%gP.BinWidth;

cln = cin(1l: (length(cin)-1));

plot(cin,varl,’Color’,’b’,’Linewidth’, 2);

figure(2)
imshow (img)
figure(3)
gC = histogram(C_img(:,:),0.5:1:255.5, ’FaceColor’,’w’, ’EdgeAlpha’,1,”’
EdgeColor’,’b’);
hold on
varl = gC.Values;
cln = gC.BinEdges + 0.5%gC.BinWidth;
cln = cin(1l:(length(cin)-1));
plot(cln,varl,’Color’,’b’,’Linewidth’, 2);
figure(4)
imshow (C_img)
end

figure(4)

imshow (C_img)

.2 Code 2: Decryption
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hto

clc

clear

clf

tic

%% read cipher image

cip = imread(’cipher.tiff’);
C_img = cip;

RGB = size(C_img,3);

%% parameter
% RGB = 1, means gray image, RGB = 3, means RGB image
sp = 238; % initial point in key stream

color_level = 256; 7, RGB color

oo 16161 ToTo oo o ToTo o o o ToToTo o o ToTo o o o ToTo o o o ToTo o o o To oo o o To oo o o To o o o Jo To o o o JoTo o o o To Fo o o o To o o

%% adjust Plaint image size

L = size(C_img,1); 7 length of cipher image

H

size(C_img,2); 7, height of cipher image

range = sp:L*H+sp-1; ’ key range determine

if RGB ==

P_img(1:L, 1:H, 1:3) = 255;
elseif RGB ==

P_img(1:L, 1:H) = 255;

end

%% chaotic system key buffer

x_key = ’xxx.mat’;
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y_key = ’yyy.mat’;

z_key = ’zzz.mat’;

xk_chaotic = ’xxl.mat’; 7, original key from fractional chaotic system
x = cell2mat(struct2cell(load(x_key)));

cell2mat (struct2cell(load(y_key)));

<
I

N
I

cell2mat (struct2cell(load(z_key)));

xk = cell2mat(struct2cell (load(xk_chaotic)));

xk = xk-floor(xk);

x = x(range);
y = y(range);
z = z(range);

xk = xk(range);

% x(1:end) = randi(255);
% y(l:end) = randi(255);
% z(1:end) = O;

%% pixels permuation prepare
num = 1:LxH;
[comb_new,id] = sort(xk."2);

% [comb_new,id] = sort(xk);

c_order = reshape(id-0.1, [L,H]);

xr(:, :) = fix(mod(c_order, L)+1);

yr(:, :) fix(c_order/L)+1;

%% change P_img and C_img file type

P_img = double(P_img);
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C_

img = double(C_img) ;

%% Cut Attack

o
h
o
o
b
o
o
b
o
o
b
o
h
h
o
b

h
b
o
h
b
o
h
o
o
h
o

cut_ysp = 200; % fix(1/6%L);

cut_yep = 400; 7% fix(1/2%L);

cut_xsp = 100; % fix(1/3%*L);

cut_xep = 200; % fix(1/2xL);

sc_ysp = 100; % £ix(2/3%L);

sc_yep = 200; % fix(4/5%L);

sc_xsp = 200; % fix(2/3%L);

sc_xep = 300; % f£ix(3/4x*L);

cx = 400;

cy = 300;

DLen = 60;

if RGB ==
% Square cut attact
C_img(cut_ysp:cut_yep, cut_xsp:cut_xep, 1:3)
% single color attack
C_img(sc_ysp:sc_yep, sc_xsp:sc_xep, 3) = 255;
% Circuit cut attacl
for q = 1:1:H
for p = 1:1:L
if sqrt((cx-q) " 2+(cy-p)"2) <= DLen
C_img(p,q, 1:3) = 0;
end
end
end

end
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% if RGB ==

% C_img(cut_ysp:cut_yep, cut_xsp:cut_xep) = 0;
% end

/A

oo oo oo oo o 1o oo foTo oo fo 1o fo 1o foTo o 1o o 1o Jo T

%% Gussian noise impact

b

random_pixel_num = 10000;

for color = 1:3

for i = 1:1:random_pixel_num

rand_x = randi(L);
rand_y = randi(H);
if RGB ==
% C_img(rand_x,rand_y) = randi(color_level);
C_img(rand_x,rand_y) = 0;
elseif RGB ==
% C_img(rand_x,rand_y,1) = randi(color_level);
% C_img(rand_x,rand_y,2) = randi(color_level);
A C_img(rand_x,rand_y,3) = randi(color_level);
C_img(rand_x,rand_y,1) = 0;

C_img(rand_x,rand_y,2) = 0;

C_img(rand_x,rand_y,3)

I
o

end
end

end

%% initialization

ipt_a = x(1);
ipt_b = y(1);
ipt_c = z(1);
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ipt_sum(1) = ipt_a+ipt_b+ipt_c;

if RGB ==
for rgb = 1:1:RGB
for q = 1:3:H

for p = 1:1:L

P_img(p, q,

rgb) = mod(C_img(xr(p,q), yr(p,q), rgb) - x(t) -

ipt_sum(t), color_level);

P_img(p, gq+1, rgb) = mod(C_img(xr(p,q+l), yr(p,q+l), rgb) - y(t)

- ipt_sum(t), color_level);

P_img(p, g+2, rgb) = mod(C_img(xr(p,q+2), yr(p,q+2), rgb) - z(t)

- ipt_sum(t), color_level);

ipt_a

ipt_b

C_img(xr(p,q), yr(p,q), rgb);

_ C_img(xr(p,q+l), yr(p,q+l), rgb);

ipt_c

t=t+1;

ipt_sum(t)

end

end

C_img(xr(p,q+2), yr(p,q+2), rgb);

= ipt_a+ipt_b+ipt_c;
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end
elseif RGB ==
for q = 1:3:H
for p = 1:1:L
P_img(p, q) = mod(C_img(xr(p,q), yr(p,q)) - x(t) - ipt_sum ,
color_level);
P_img(p, gq+1) = mod(C_img(xr(p,q+1), yr(p,q+1)) - y(t) - ipt_sum ,
color_level);
P_img(p, q+2) = mod(C_img(xr(p,q+2), yr(p,q+2)) - z(t) - ipt_sum ,

color_level);

ipt_a = C_img(xr(p,q), yr(p,q));
ipt_b = C_img(xr(p,q+1), yr(p,q+1));
ipt_c = C_img(xr(p,q+2), yr(p,q+2));

ipt_sum = mod((ipt_a+ipt_b+ipt_c), color_level);

t=t+1;
end
end
end
toc
C_img = uint8(C_img);
P_img = uint8(P_img);
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b

o
o

o
o

histogram(P_img(:

;’:r))

hold on

histogram(P_img(:

)
s’

:g))

hold on

histogram(P_img(:

)
b

;b))

%% plot

% Histograms of original image and cipher image

if RGB ==

figure(1)

b

old histogram
subplot(3,2,1)
histogram(C_img(:
subplot(3,2,3)
histogram(C_img(:
subplot(3,2,5)
histogram(C_img(:
subplot(3,2,2)
histogram(P_img(:
subplot(3,2,4)
histogram(P_img(:
subplot(3,2,6)

histogram(P_img(:

subplot(2,2,1)

histogram(C_img(:,:

)’7r:)

,1),0.5:

:1:255

:1:255.

:1:255.

:1:255.

:1:255.

:1:2565.

,:,1),0.56:1:255.5,’FaceColor’,’w’, ’EdgeAlpha’,1, ’EdgeColor

,:,2),0.56:1:255.5,FaceColor’,’w’, ’EdgeAlpha’,1, ’EdgeColor

,:,3),0.56:1:255.5,FaceColor’,’w’, ’EdgeAlpha’,1, ’EdgeColor

.5, ’FaceColor’,’w’, ’EdgeColor’,’r’)

5,’FaceColor’,’w’,’EdgeColor’,’g’)

5,’FaceColor’,’w’, ’EdgeColor’,’b’)

5,’FaceColor’,’w’, ’EdgeColor’,’r’)

5,’FaceColor’,’w’,’EdgeColor’,’g’)

5,’FaceColor’,’w’,’EdgeColor’,’b’)
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hold on

histogram(C_img(:,:,2),0.5:1:255.5,’FaceColor’,’w’, ’EdgeAlpha’,1, ’EdgeColor
),)g7)

hold on

histogram(C_img(:,:,3),0.5:1:255.5, FaceColor’,’w’, ’EdgeAlpha’,1, ’EdgeColor

’,’b’)

subplot(2,2,3)
imshow (C_img)

title(’Cipher image’)

subplot(2,2,2)

title(’Plain  Image’)

histogram(P_img(:,:,1),0.5:1:255.5,’FaceColor’,’w’, ’EdgeAlpha’,1, ’EdgeColor
7,)1-7)

hold on

histogram(P_img(:,:,2),0.5:1:255.5,’FaceColor’,’w’, ’EdgeAlpha’,1, ’EdgeColor
J’)g7)

hold on

histogram(P_img(:,:,3),0.5:1:255.5,’FaceColor’,’w’, EdgeAlpha’,1, ’EdgeColor

;,’b,)

subplot(2,2,4)
imshow (P_img)

title(’Deciphered image’)

elseif RGB ==
figure(1)
subplot(2,2,1)

histogram(C_img(:,:),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’r’)

subplot(2,2,3)
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imshow (C_img)

title(’Cipher image’)

subplot(2,2,2)

histogram(P_img(:,:),0.5:1:255.5, FaceColor’,’w’, ’EdgeColor’,’r’)

subplot(2,2,4)
imshow (P_img)
title(’Deciphered image’)
end
% figure
% C_img = uint8(C_img);
% imshow(P_img)
%% Cut_attack/Gaussian noise - cipher and deciphered image writing
% imwrite(C_img,’cats_2.tiff’); % save image

% imwrite(P_img,’cats_5.tiff’); % save image

imwrite(C_img,’cats_3.tiff’); 7 save image

imwrite(P_img,’cats_6.tiff’); ’ save image

%% wrong key to decryption image writing
% imwrite(C_img,’cats_7.tiff’); % save image
% imwrite(C_img,’cats_8.tiff’); % save image

% imwrite(C_img,’cats_9.tiff’); % save image

% imwrite(P_img,’cats_10.tiff’); % save image
% imwrite(P_img,’cats_11.tiff’); % save image
% imwrite(P_img,’cats_12.tiff’); % save image
%% rgb split

% figure(3)

% subplot(1,3,1)

% imshow(P_img(:,:,1))
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o
h
o
o
h
o

subplot(1,3,2)

imshow(P_img(:,:,2))

subplot(1,3,3)

imshow(P_img(:,:,3))

.3 Code 3: KeyStream

%% keystream

Too

clc

clear

b

clf

tic

%% chaotic system key buffer

X_

V-

Z_

X

y

z

key ’xx1.mat’;
key = ’xx2.mat’;

key = ’xx3.mat’;

%% key sensitive test

o
o
h
o

b
o

original x(1)

original y(1)

original z(1)

image cannot be decrypted at all

x(1) 2.156617425511379;

y(1) 0.959376638739491 ;

cell2mat (struct2cell(load(x_key)));
cell2mat (struct2cell(load(y_key)));

cell2mat (struct2cell (load(z_key)));

2.156617425511378, test x(1)
0.959376638739490, test y(1)

4.795281393542875, test z(1)
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% z(1) = 4.795281393542876;

%% parameter of Key

vall

244;

val2 456;

%% Key random key between 270 and 27128.

k1l = 236;

k2

656;

k3 = 234;

% k1 = 20+randi(128);

% k2

60+randi (128) ;

% k3

238+randi(128) ;

%% sub-key calculate;

if k1 >= k2

ipcl = k1/k2;
else

ipcl = k2/k1;
end
if k2 >= k3

ipc2 = k2/k3;
else

ipc2 = k3/k2;
end
if k1 >= k3

ipe3 = k1/k3;
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else
ipc3 = k3/k1;

end

al = mod(((valil+1)*(val2+1)/(257°2))*ipcl, 27128);
a2 = mod(((valil+2)*(val2+2)/(25872))*ipc2, 27128);

a3 = mod(((vall+3)=*(val2+3)/(259°2))*ipc3, 27128);

rl = x(1);
r2 = y(1);
r3 = z(1);

rsum = rl + r2 + r3;

for i = 1:length(x)

xx0(i) = mod(rsum * al + mod(abs(x(i) - fix(x(i)))*(10715),256), 256);
yy0(i) = mod(rsum * a2 + mod(abs(y(i) - fix(y(i)))*(10"15),256), 256);
zz0(i) = mod(rsum * a3 + mod(abs(z(i) - fix(z(i)))=*(10715),256), 256);
rl = xx0(i);
r2 = yyo(i);
r3 = zz0(i);

rsum= rl + r2 + r3;

end
xxx = mod(fix(abs(xx0)),256);
yyy = mod(fix(abs(yy0)),256);
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zzz = mod(fix(abs(zz0)),256);

save (’xxx.mat’, ’xxx’);
save(’yyy.mat’,’yyy’);

save(’zzz.mat’,’zzz’);

toc

figure
subplot(6,1,1)

histogram(xxx,-0.5:1:255.5)

subplot(6,1,2)

histogram(yyy,-0.5:1:255.5)

subplot(6,1,3)

histogram(zzz,-0.5:1:255.5)

subplot(6,1,4)

plot (xxx(400:500))

subplot(6,1,5)

plot (yyy(400:500))

subplot(6,1,6)

plot (zzz(400:500))

.4 abbreviation

88




BIBLIOGRAPHY

4. abbreviation

AmBC
RF
ToT
EH
BER
WPCN
WPT
WPSN
SWIPT
MBCS
BBCS
AmBCS
ADC
DAC
AWGN
NRZ
AM
M
PM
ASK
FSK
PSK
BPSK
QPSK
QAM
AP
OOK
CP
OFDM
HTT
WET
WIT
VRC
FRC
CSI
DT
PTP
SNR
STP
SDR
GPP
FPGA
CSCG
ML
PDF

Ambient backscatter communication
Radio Frequency
Internet of Things
Energy Harvesting
Bit Error Rate
Wireless Powered Communications Network
Wireless Power Transfer
Wireless-powered Communication Network
Simultaneous Wireless Information and Power ransfer
Monostatic Backscatter Communication Systems
Bistatic Backscatter Communication Systems
Ambient Backscatter Communication Systems
Analog-to-Digital Converter
Digital-to-Analog Converter
Addition White Gaussian Noise
non-returns-to-zeros
Amplitude Modulation
Frequency Modulation
Phase Modulation
Amplitude Shift Keying
Frequency Shift Keying
Phase Shift Keying
Binary PSK
Quadrature PSK
Quadrature Amplitude Modulation
Access Point
On-Off keying
Cyclic Prefix
Orthogonal Frequency Division Multiplexing
Harvest-then-Transmit
Wireless Energy Transfer
Wireless Information Transmission
Variable Reflection Coefficient
Fixed Reflection Coefficient
Channel State Information
Data Transmission
Power Threshold-base Protocol
Signal Noise Rate
SNR Threshold-base Protocol
Software Defined Radio
General Purpose Processor
Field Programmable Gate Array
Circularly Symmetric Complex Gaussian
Maximum Likelihood
Probability Density Function
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