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Abstract

This thesis covers two separate fields of research, first focusing on quantum key

distribution before covering research on atomic clock synchronisation.

Initially, a method of performing thermal state key distribution was analysed.
A protocol for radio key distribution inspired by quantum methods which could be
performed using easily accessible equipment was known, with some evidence that it
could realistically be carried out, but this had yet to be confirmed in testing. In this
writing, we first simulate the protocol in Python, and verify that the results of sim-
ulation suggests that a practical setup would be reasonable. After confirming that
off-the-shelf broadcasting equipment may be used for the protocol, we performed
both wired and wireless tests of the protocol and was able to distribute bit strings
suitable for key distillation. This provides a method for performing quantum key
distribution using only common radio equipment and open-source software — a pro-
cedure which typically requires specialist equipment, is not compatible with current
communication setups, and does not currently exist in a widely accessible form for

public use.

For clock synchronisation, current accessible methods of wireless synchronisation
have poor precision, relying on GPS for timing information. Optical protocols for
synchronisation offer far more precise results, but require either line of sight or a
fibre connection, which is not always reasonable to implement. This can lead to
issues in which accessible methods of synchronisation are not sufficient for parties
which require higher precision, such as in market trading. Here, we devise and

test a radio-based method of clock synchronisation with commonly-used broadcast



protocols based on experimental results observed in the first section of the thesis.
From this testing, we find that the protocol is able to reach precision approximately
103 times smaller than the minimum advertised by the clocks used, which itself was
already more precise than can be reached using GPS synchronisation.

Overall, this represents new methods of solving known problems; producing the
security conferred by Quantum Key Distribution (QKD) and clock synchronisation,
without requiring specialised equipment which may prevent other potential solutions
from being viable in real-world applications. The ability to perform the experiments
set up here with off-the-shelf radio equipment and open-source software provides a
straightforward way to apply the protocols for any party interested in either of these
fields. This will be shown to be especially true in the case of clock synchronisation,
in which we find evidence that our protocol outperforms currently used methods by

a significant margin while using similar equipment.
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Chapter 1

Introduction

1.1 Structure

In this thesis, the aim is to first introduce a variety of relevant background material,
before progressing to discussion of the main topic of thermal state quantum key
distribution. During the course of this research, additional possible applications of
the methods in use were discovered. This led to consideration of the use of thermal
states for atomic clock synchronisation. While these two fields appear unrelated,
precision timekeeping is vital in order to properly interpret a received broadcast,
and we see results that compare favourably to existing methods of wireless clock
synchronisation. Here, very similar methods will be used to both distribute a key,
and allow the parties involved to synchronise the clocks which their receivers will be
using as a time reference.

A large portion of this writing is dedicated to explaining background informa-
tion, due to this work representing a crossover of different fields. It begins with an
introduction to classical cryptography, detailing the goals of the field, and a vari-
ety of methods through which they are accomplished, as well as the weaknesses
which Quantum Key Distribution aims to address. Chapter 2 discusses the ne-
cessary quantum optics background, beginning with an approach to creation and
annihilation operators, and progressing to discussion of quadratures, the measure-

ment of which is used in the experimental work to be performed. This continues to

16
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an explanation of the thermal sources which will be used in our broadcasts. This
includes an explanation of modulation of radio signals, covering Amplitude Modu-
lation, Frequency Modulation, and Quadrature Amplitude Modulation . We finish
the background material in Chapter 3, which explains the field of Quantum Key Dis-
tribution. The early protocols are described, progressing to commonly used recent

methods, before introducing thermal quantum key distribution.

We then progress to the original research, with Chapter 4 covering initial efforts
to simulate key distribution with a non-displaced thermal source. This is refined in
Chapter 5, which expands on the theory to accommodate displaced thermal states
that are used in real broadcasts. Also included is an analysis of loss in the system.
This leads into Chapter 6, in which the protocol is carried out experimentally, in

both wired and wireless systems.

Finally, Chapter 7 describes how the aforementioned experimental work led to
discovery of potential applications in atomic clock synchronisation, also using both
wired and wireless broadcasts. This came about due to analysis of errors caused
by clock frequency differences when trying to arrange key distribution. We devise
a protocol for clock synchronisation using off-the-shelf radio equipment and a com-
mon encoding method widely used in wireless communications. Testing over short
ranges showed considerable improvements in precision over what is attainable by
GPS synchronisation, which is currently used when optical transmissions are not

available.

In both of these cases, while the methods we are using will not outperform state-
of-the-art results that have been achieved through other methods, our experimental
setups give a unique advantage in ease of implementation. The use of common radio
equipment and known protocols throughout this work gives immediate opportunities
for practical use, demonstrating an approach which is straightforward to emulate

with accessible equipment for those with knowledge of communications.

A common thread combining both of these fields will be the involvement of noise.

While noise is typically seen as a detrimental side effect to be minimised in most
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scenarios, we will see that the randomness of Gaussian classical noise is what allows
us to perform cryptography through providing uncertainty in measurements which
no eavesdropper could accurately account for. When progressing to discussion of
clocks and frequency distribution, state reconstruction using measurements of such

broadcasts is what will allow careful tracking of time differences.

1.2 Cryptography

In communication, a consistent problem is securing channels such that multiple
legitimate parties, commonly referred to as Alice and Bob in the case of two person
communication, may exchange messages while excluding an unwanted eavesdropper
(Eve).

For communication to safely take place in the presence of an eavesdropper, a
method is required which can obfuscate the message before it is sent. Additionally,
this method somehow needs to be agreed upon by the communicating parties without
an eavesdropper knowing the method, or ideally having knowledge of the method
being insufficient information for an eavesdropper who wishes to recover the original
messages.

The idea of concealing a message through simple replacement of letters (A substi-
tution cipher) has been known for centuries. One such example, Rotatel3 (ROT13),
is shown in Figure 1.1, in which each letter is swapped with the letter 13 spaces after
it in the alphabet. One-to-one replacement of letters is of course a very insecure
method, and the original message is easily found through brute force given the
low number of possibilities for the original message, given any intercepted message.
Older methods of concealing the contents of messages by simple switching of letters
are commonly vulnerable to frequency analysis, in which the rate at which letters
appear in an intercepted message is considered. Given a long enough message, reas-
onable guesses can be made at which substitutions were used by assuming the most
common letters in the alphabet are also the most common letters in an intercepted

message, leading to the cipher gradually being uncovered and the original message
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being found.

AB|IC|..|X|Y|Z
[ I I R OO O B IR |
NIO|/P|..|K|L M

Figure 1.1: ROT13. In this simple cipher, each letter switches places with the
letter 13 places after it in the alphabet.

As simple substitution is clearly unreliable, modern cryptography relies on more
advanced versions of encryption. Encrypting a message ideally ensures that an
eavesdropper with access to the encrypted message cannot read the original contents
(plaintext) without knowledge of a key — a string of data. Through Alice combining
the message in some predetermined method with the key, another string of characters
(ciphertext) is produced which is sent to Bob. If the ciphertext and plaintext are
completely uncorrelated, an eavesdropper cannot recover the plaintext when only
provided with the ciphertext and no additional information. Bob is also in possession
of a key, which in the case of symmetric key cryptography, is identical to Alice’s.
Bob then uses their knowledge of the key and encryption method to retrieve the
original message.

Alternative, more common methods rely on having two separate keys — commonly
by publicly sharing one key which can be used to encrypt but not decrypt a message,
while keeping a second, private key which can be used for decryption. RSA, in which
modular arithmetic involving large prime numbers are used to produce public and
private keys, and Diffie-Hellman, in which both parties start with their own keys
in order to produce a symmetric key, are both common examples of asymmetric
methods.

For a symmetric key, the simple example is a one-time pad, in which a key
of greater or equal length to the intended message is used for encryption through
modular addition of the key values to the message bits. This is seen in equation 1.1
with the example message M and key K producing the ciphertext C; M + K;
(mod 2).



20

2 3 2 3 2 3

0 1 1
0 0 0

1 1 0

0Z +617Z2 D@1l (L.1)
1 1 0

1 M 0 K 1 C

This method is considered perfectly secure, as an eavesdropper given any cipher-
text C could derive any message M of equal or shorter length by guessing the
key K C M (mod 2). As the eavesdropper could produce any message from a
truly random ciphertext, there would be no way for them to learn the correct choice.
Given possession of the same key however, it is trivial for Bob to acquire the original

message through once again adding the key to the ciphertext.

This method quickly leads to a problem, in that it assumes Alice and Bob already
share a matching key of suitable length which Eve does not know, despite the fact
that they have yet to secure the channel between them. The obvious question arises
for symmetric key methods: how can both parties agree on a key privately, if they
require the key to make the private channel? For this to be possible, methods are
needed through which Alice and Bob can agree on a key while an eavesdropper is
monitoring communication between them. This is the issue we will be addressing

over the course of this writing.

An additional factor which needs to be taken into account is authentication, as
encryption will not help conceal information if a legitimate party was unintention-
ally securing a channel with an eavesdropper who was impersonating the intended
recipient. Many key distribution methods assume the existence of an authenticated
channel, and it is not the focus of this writing. However, of interest in that field
is Carter-Wegman authentication, which offers information-theoretic secure authen-

tication — security regardless of the amount of computing power or time available to
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an eavesdropper [6, 7]. This is a higher level of security than is provided by cryp-
tographic protocols when attempting to secure an already authenticated channel,
which intend to be safe from realistic attackers who do not have access to unlimited
time or computing power.

In classical asymmetric key distribution, this security is based off of mathematical
problems which are impractical to solve in a reasonable time frame using current

computer equipment, such as solving

a® ° a (modd) (1.2)

for ¢ in RSA, which is difficult even given values for the remaining variables.
However, by comparison it is straightforward to select large variables which satisfy
the equation. In this setup, a represents the message, with a® (mod d) as the cipher-
text. Here, b and d make up the public key, with the value of ¢ kept private. Finding
the value of a without knowledge of ¢ is currently not feasible given reasonably large
integers are used in encryption, but simple if ¢ is known along with the public key.

Public key encryption typically relies on such methods — “Trapdoor functions”
which are trivial to calculate in one direction, but unreasonably difficult to invert
unless a specific piece of extra information is provided, which in encryption is the
private key.

This leads to potential future-proofing problems, in that security depends on a
continued lack of methods to solve such functions, either through new algorithms
or through increased computing power. As there is no way to guarantee that this
will be the case indefinitely, it is of interest to research methods of security that
rely on something other than difficult mathematics. Quantum key distribution,
a protocol for which this writing will be analysing, instead aims to base security
on the laws of quantum mechanics, under the assumption that an eavesdropper
has unlimited computing power, and is limited by the laws of physics, and the
inability to interfere with the measurement equipment of the legitimate parties. In

order to properly describe this, some elements of quantum mechanics are required
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background knowledge, which will be explained in the following chapters.

Research into quantum information began several decades before cryptography
was proposed as an application, at which point the concept of storing information
with quantum states was already known [8]. This was combined with the no-cloning
theorem, which forbids perfect copying of quantum states [9] in order to create
the concept of Quantum Key Distribution — sharing information through quantum
states which an eavesdropper cannot accurately intercept and copy. Initially, this
was accomplished through Alice broadcasting single photon pulses with information
encoded on each pulse in one of two possible methods. Secrecy is introduced if Alice
conceals the choice of method, as eavesdroppers randomly selecting the incorrect
measurement method introduces errors, as well as complicating any attempt to

intercept and resend Alice’s pulses.

Protocols later adjusted to employ multiple-photon pulses, with a popular choice
of experimental setup involving fibre cables. While such protocols can be carried
out experimentally, the practical uses can be limited by the costs needed to install

such cabling over longer distances.

In order to address this, we will instead consider microwave broadcasts as the
channel through which keys will be distributed. Due to their common use in radio
broadcasting, the equipment and software required to set up such a protocol ex-
perimentally is both well-understood and easily accessible. Through this, we aim
to produce and demonstrate a simple QKD protocol which could be implemented
without requiring specialised equipment. Before further discussion of these methods,
the quantum optics underpinning such methods should be explored. This follows in

the next chapter.

Microwaves, or optical broadcasts approaching microwave frequencies, have seen
prior use in key distribution and quantum information. We see early demonstrations
of this in [10], in which random key bits are encoded in noise in a microwave broad-
cast before being sent to the receiving party, and demonstrating that an attempt to

interrupt the communication through intercepting and re-sending the original broad-
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cast leads to clearly visible differences in the receiving parties expected output. Later
tested was further experimental applications for microwave transmissions, including
single photon detection in the microwave region [11, 12, 13] and the production of
entangled states through mixing microwave light [14]. More recently, further effort
was made into key distribution using optical microwave methods, seeing keys feas-
ible across 200km of free space between satellites [15], as well as over 200m of free
space at room temperature [16].

It should also be noted that, while the no-cloning theorem is typically assumed
to prevent any perfect copying attempt involving single photons, imperfect cloning
has been demonstrated as possible [17] . This can allow a potential ”copying ma-
chine” which can produce potentially useful outputs when given a state to copy.
Additionally, this does not prohibit siphoning of part of a multi-photon broadcast,

a factor which the microwave protocol to be analysed will be tested against.
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Chapter 2

Introduction to quantum optics

Here, we will introduce some of the notation and concepts used throughout this writ-
ing, covering creation and annihilation operators, Fock states, quadratures, thermal

states and displacement operators.

2.1 Creation and Annihilation operators

To analyse the electromagnetic field in quantum mechanics, we begin with the time-
independent Schrodinger equation for the quantum harmonic oscillator, commonly

used to derive the possible energy levels of particles in realistic potential wells:

1
; P2 mi12X?2
HU, (Xx) = om + 5 Un (X) = EnUp (X): (2.1)

Here, the Hamiltonian H is the total energy of a system, depending on position

~

(X) and momentum (P) of the particle being analysed. Performing a change in

coordinates allows the Hamiltonian to be simplified:

S

. m1X
X1 = ;
2~

(2.2)

25
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S A
. P
P,= Pp—; (2.3)
2m-~1
H=~1 P24+X2 : (2.4)

Attempting to simplify further while being aware of possible issues with non-
commuting operators, we define the creation and annihilation operators, & and &

respectively, as:

~

& _ X, Py (2.5)

a=X; +iP;: (2.6)

By considering the values of 48 and &Ya, the Hamiltonian is written in a more
simple form:

U, (X) = Enln (X); (2.7)

with the creation and annihilation operators satisfying the commutation rela-

tions:

a8 =1; (2.8)

a8 =[aa =0 (2.9)
h 1

H;a = ~14; (2.10)
h [

H;& =~1a" (2.11)
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From this, the following relations can be derived:

Hav, (x) = (E, ~1)av, (x) (2.12)

Ha'W, (X) = (En +~1) &'V, (X) (2.13)

Here, & and a are ladder operators for I:I, operators that raise or lower the

eigenvalues of another function.

2.2 Fock States

For ease of analysis, we switch to Dirac notation, denoting ¥n (X) as jni. This
changes Equation 2.1 to:
H jni = Eqjni: (2.14)

If the states Uy 1 (X) and Wn4q (X) are given by jn  1i and jn + 11, with energies
En ~! and E, 4+ ~1 respectively, the effects of applying creation and annihilation

operators to Fock states can be described:

aIani:pn+1jn+1i; (2.15)

ajni = IDﬁjn Li: (2.16)

For an n-photon state, we can define a Fock state as an eigenstate for the photon
number operator N.

Ajni = &ajni = njni; (2.17)

an
jni = pﬁJOI (2.18)
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These form an orthonormal basis, with a general state jWU1 given by:

X
jTi= ajni (2.19)
n=0

We use these to define a coherent state j 1 as an eigenstate of the annihilation

operator:

aj i= ji: (2.20)
.. P
Using the completeness relation j i = jnihnj i, we can find that:

X n
ji=hoj i P (2.21)

n=0

Applying normalisation gives the final expression:

n X ngy
n=0 n=0 ’
with inner product:
.- 1(i i24j i2 KX ynm L
hji=e 2(1 7+ 1?) p%hnjml;
n=om=o N-M: (2.23)

hjize z(0PHF)xY.

using hnjmi = |, due to orthonormality.

2.3 Quadratures

In second quantization, we define the quadrature operators as:

.1

Xp=2 ata; (2.24)
B~ a & : (2.25)
DY ' '

With eigenstates:
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X jxi = xjxi; (2.26)

P jpi = pjpi: (2.27)

Where jXxi and jpi are the states with eigenvalues X and p respectively.

Together, these are two components of the amplitude of the electric field. These
operators are analogous to the position and momentum operators from Equation

2.1, and fulfill the relations:

h 1 i
X;P =3 (2.28)
hX]_szi = (Xl Xz) (229)
hpujpai = (pr p2) (2.30)

By checking expectation values of these quadratures when applied to the coherent

state J 1, we can verify that these values are real and imaginary components of

hXqi =h jXqj i— L jat+a i
) 2 (2.31)
Xagi=5( + )=<()
hPii=h jPij i=—=hja &j i
2 (2.32)

1 3
Pi=o( )==()

For measurement, we rely on homodyne detection, as shown in Figure 2.1. The
incoming signal to be measured is mixed with a coherent source j 1 at a beam
splitter and the difference in intensity of the outputs is measured. Beam intensity

is proportional to photon number, allowing it to be inferred from measurements:
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i3 i4 / hﬁg ﬁ4i . (233)
LO
2
¥ 2
——H N\ D
D:
3

Figure 2.1: Homodyne Detection. The method of measuring quadratures,
through mixing an input state JU1 with a local oscillator, here, a coherent state.

For a 50:50 beam splitter, with transmittance and reflectance T = F% and R = #3

respectively, we express the output number operators in terms of the input number

operators.

A, = &4, (2.34)
. . . |
a, =Ta, +Ra, = pi (&1 +i&y) (2.35)
. . . 1 ...
a3 =Ra, +Ta, = 193 (ia; + &,) (2.36)
s h,=i aja, a4 (2.37)

With the beam to be measured, and a coherent source, entering the first and

second ports respectively, we find the expectation values of the quadrature operators:

hj,h jhs  Agj i,j0i, /1 h\Ifjﬁ ae ' ae juig: (2.38)
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Setting = 5 or = 0; gives amplitude difference measurements proportional to
hUjXj¥i and hUjPjUi respectively. With the expectation values of the quadrature
operators found, we have our method of quadrature measurements, which will be
required for our analysis.

Continuing with relevant background information, we now proceed to discussion
of entropy, calculations of which allow for analysis of results in order to verify that

secrecy for a broadcast has been established.

2.4 Shannon information

Entropy is a measure of uncertainty in the outcome of a random event. For such an

event A with n possible outcomes, the Shannon entropy H (A) is given by:

X
H(A) = P (xi)log, P (Xi); (2.39)
i=1
where the outcome X; occurs with probability P (Xj). For a binary event with out-

comes 0 and 1, such as a coin flip, the outcome possibilities are given by po = p and

pp =1 p. The Shannon entropy reduces to:

H(A)= plog,p (1 p)log,(1 p): (2.40)

As expected, plotting such a function shows maximum uncertainty is reached when
both outcomes are equally likely, with zero uncertainty when one outcome occurs
with probability 1. This is shown in Figure 2.2.

This can be extended to multiple variables. If H (B) is defined in the same
manner as H (A), with m outcomes y; occurring with probability P (yj), the joint

Shannon entropy for both events, H (A; B), can be given by:

XX
H(AB) = p(X;y)logap(X;y); (2.41)

i=1 j=1

where p (X;y) is the joint probability distribution describing the pair of variables.
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Binary Entropy function
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Figure 2.2: Binary Entropy. Measurement of entropy for a system with two
possible outcomes, with one outcome having the probability p.

Also of note is the Shannon mutual information, H (A; B). This functions as a
way to quantify how much can be learned about a variable through observation of
a second variable on which it has dependence. For two discrete variables, we define
this as:

XX p(Xi;Y;)

H(A;B) = p (Xi;yj) log,

i=1 j=1 m' (2.42)

Here, the marginal distributions for each variable are given by pa (Xi) and pg (Yj).

Finally, we introduce a third variable, C, to define the conditional mutual in-

formation:

H(C)= P (zi)log, P (zi); (2.43)

H(A;BjC)=H(AC)+H(B:C) H(AB;C) H(C); (2.44)
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as the mutual information of two events when the value of a third is known.

2.5 Von Neumann information

The concepts of mutual information can be extended to describe quantum mech-
anical systems. For a quantum mechanical system described by the n-dimensional

density matrix , the von Neumann entropy S ( ) is given by:

S()= Tr log, (2.45)

As with the previous version, we can see that this reduces to zero when there is
no uncertainty. In this case, meaning that the is a pure state. This can be seen

through a choice in basis that diagonalises

= ijiihij; (2.46)
i=1
for eigenvalues . This reduces to the Shannon entropy of the ; values.
X
S()= ilog, i (2.47)
i=0
For a pure state, taking ; = ;j for some 0 ] n clearly shows S( ) =
0. Additionally, taking = 'F” for a maximally mixed state gives the expected
maximum entropy of log, n.
The other concepts from Shannon entropy can also be extended to quantum
states. For a three-part system (A ,B,C) with density matrix ag we can define the

joint von Neuman entropy and the mutual information between two parts, and the

conditional mutual information, S (A;B), S (A;B), and S (A; BjC):

S (A, B) = Tr( AB 10g2 AB) (248)

S(A;B)=S( aA)+S(8) S( aB) (2.49)
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S(A;BjC) =S (A;B) S(C) (2.50)

Where A and g describe the partial traces.

2.6 Covariance matrices

In this work, the mean and variance is enough information to fully define the states
we are employing. Beginning with quadrature operators for a single state, the mean

is simply defined as the expectation value of the quadrature operators X and p:

hi = Tr ( %) (2.51)
hpi = Tr ( ) (2.52)
Taking 2 3
X
-9 & (2.53)
p

gives the formula for the covariance matrix elements:

ij — Cov [fi; fj] = h(f. hf.l) (fj hfj I)I (254)

where the elements hf;i form the displacement vector.
For the thermal states we are interested in, the covariance matrix for a single

mode with average photon number N is given by

2 3

:9\/ O%; (2.55)
0V

where V. = 2n + 1 is the thermal state variance. This reduces to the identity

with zero photons, the covariance matrix for a vacuum state.
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2.7 N mode states

For the approaching work, we will need to extend this treatment to multiple modes.

For an n mode state with X; and p; as the quadrature operators for the i" mode,
we find:
2 3
Xo
Po
X1
fF=8p 2: (2.56)
Xn
Pn
We can also define the n-mode covariance matrix
2 3
o Co Con
Co 1 Ci
= o "7 (2.57)
an Cirn n

where ; is the covariance matrix for the i*" mode in the system, and C; j describes
covariance between different modes. This will allow us to consider entangled thermal

states in different locations, such as those observed in the outputs of a beam splitter.

For this work, we will use the beam splitter transformation along with covariance

matrices to make mutual information calculations. This transformation is given by:

2 3

B(T;R):ﬁT R% 2 2 (2.58)
R T
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2 3 2 3
%o %o
P2 _g TrR&MZ . (2.59)
Xl Xl
01 01
out in

Here, B (T; R) is the transformation for a beam splitter acting on a pair of input

modes with transmittance and reflectance T and R, defined such that T2 + R? = 1.

2.8 (Gaussian States

Thermal States

The majority of work concerning quantum information is performed using Gaussian
states, which includes coherent, thermal, and squeezed states, each of which are

easily accessible in a lab environment.

The specific type we will be employing, thermal sources, are currently widely
used in modern wireless communication including satellite transmissions, mobile
phones, Wi-Fi and Bluetooth. However, such states are not commonly considered
for applications in QKD, due to the addition of noise in broadcast and detection.
Instead, coherent states, accessible through lasers and fibre-optics, are commonly
used. Of particular note is one such example, the Gaussian modulated Coherent
State (GMCS) protocol, which relies on broadcasting coherent states with amp-
litudes randomly selected from a Gaussian distribution. This is relevant as the
output of the source in a GMCS protocol is statistically equivalent to that of a
thermal source, meaning from an eavesdropper’s point of view, the protocols are
equivalent. This allows security proofs from a known coherent state protocol to be

applied to the work we are about to present.
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2.9 Displacement

While it is interesting to test if thermal states could be used to create keys, such
unmodulated sources are not typically used in microwave communication. Phase-
shift keying (PSK) is a process usually used for such broadcasts. Here, multiple
displaced thermal states, commonly separated only by phase, are used to transmit
information.

The displacement operator is a unitary operator given by:

D()=e?® 7 (2.60)
DY()=D( ); (2.61)
DY()=D (): (2.62)

Where 2 Cis the displacement parameter. Intuitively, displacement operators
can be combined into a single displacement operator with the total displacement:
D()D()=e® "e®
(2.63)
A A 1
D()D()=ez D( + ):
The added scale factor does not end up impacting calculations, allowing combin-
ing of displacement operators to work as expected. Figure 2.3 shows the effects of
the displacement operator in phase space, with states and operators being displaced

by

DY()aD( )=a+ ; (2.64)

A

DY()aD( )=a+ (2.65)

We can use this operator to define a coherent state j 1 as a displaced vacuum
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state:

D()joi=j i: (2.66)

\%

Figure 2.3: Displacement. A vacuum state being displaced with displacement
parameter . This forms the coherent state j 1

2.10 Thermal Broadcasting

In broadcasting, information is commonly transmitted through modulation of a
carrier signal, typically a sinusoidal wave with constant amplitude and frequency
before modulation. There are many approaches to accomplishing this, with the
simple options being Frequency Modulation (FM) and Amplitude Modulation (AM),
in which information is encoded through different choices of frequency or amplitude
respectively. For AM broadcasts, this involves multiplying the carrier signal by the
baseband, as shown in Figure 2.4. Note that the baseband has been translated up
such that it is never negative. This avoids issues of ambiguity, as when the signal
is received, measuring amplitude would not reveal if the carrier signal had been

multiplied by a positive or negative value.
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Amplitude Modulation
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Figure 2.4: Amplitude Modulation. A carrier signal is multiplied by a non-
negative baseband signal to produce the final broadcast.

For FM broadcasts, the frequency of the carrier is adjusted as shown in Figure
2.5. Defining the frequency at any point in time as the rate of change of phase
allows adjustment of frequency by adding the integral of the baseband as a time-
dependent phase offset. Equations 2.67 and 2.68 show the forms that these waves
take for AM and FM broadcasts respectively, for a carrier with amplitude Ac and

angular frequency !¢, and a baseband of amplitude Agg (t).

(I)AM (t) = ABB (t) AC COSs ( 1 Ct) (267)

Z

(I)FM (t) = AC COSs !Ct + ABB ( )d (268)
0

More complex variants of these modulations are available, Quadrature Amplitude

Modulation (QAM) and Phase-Shift Keying (PSK).
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Frequency Modulation
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Figure 2.5: Frequency Modulation. The offset in frequency given to carrier wave
is proportional to the baseband amplitude.

These methods are commonly seen in modern communications systems, most
notably Wi-Fi. For both of these methods, the broadcast consists of a pair of
sinusoidal carrier waves which are 5 out of phase with each other, referred to as
the In Phase (I) and Quadrature (Q) components of the broadcast. A pair of such
carriers can be amplitude-modulated and summed together to create a variety of
different waves, as shown in Figure 2.6.

Using this pair of out-of-phase carrier waves, information can be encoded through
varying the amplitudes of the I and Q components between a set of predetermined
values. For QAM, this takes the form shown in Figure 2.7, with points arranged in
a grid pattern, while Phase-Shift Keying instead uses points evenly spaced around
a circle. An example of this performed for four points, referred to as Quadrature
Phase-Shift Keying (QPSK) is shown in Figure 2.8. In both of these cases, the
amplitudes of the I and QQ components of transmitted signals are plotted on the
axes.

In both of these cases, information is broadcast by encoding one of the four (16
for 16-QAM) possible binary entries in each of the 4 (16) states being broadcast. It is

clear that 4-QAM and QPSK show the same diagram, and are equivalent broadcasts.
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Signhal Addition
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Figure 2.6: Signal Addition. A pair of carrier waves summing to create a broad-
cast signal. Adjusting the amplitudes scaling the I and Q components changes the
broadcast signal.
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Figure 2.7: Quadrature Amplitude Modulation. A phase diagram for 16-QAM.
Constraining the diagram to the centre four states gives the phase diagram for 4-
QAM.

Also included in Figure 2.8 is a plot of the component signals that make up
a QPSK/4-QAM broadcast, being varied over time to produce the four possible
broadcasts. However, this is an idealised view. Perfect sinusoidal waves would
produce single points at the centre of the clusters in the I/Q plot, whereas in real
broadcasts, noise results in imperfect signals, leading to circular clusters of potential

signals as seen in the 1/Q plots.

In normal Amplitude Modulation, the baseband scaling the carrier amplitude
was non-negative. This is not true for these more complex methods which allow for

negative quadrature measurements, giving access to broadcasts in all four quadrants

of the 1/Q graph.

These 1/Q diagrams are of similar form to the X/P quadrature graph shown
earlier in Figure 2.3, a QPSK broadcast consists of a set of four displaced thermal

states, separated by phase.
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Figure 2.8: QPSK. Quadrature Phase-Shift Keying. Four states are equally spaced
around a circle, centred on the origin in phase space.
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Chapter 3

Introduction to Quantum Key

Distribution

While classical methods have so far been useful for security purposes, the assumption
that the functions used cannot be reversed in a reasonable time may not be a
reliable one. As computers become more powerful, and more algorithms are created,
methods of breaking such security may eventually be found. Therefore, it is desirable
to create methods of key distribution which do not make assumptions about the
level of computing power available to an eavesdropper. Using classical methods, the
only available option is to distribute keys through trusted couriers, which is not a

practical method of establishing secure channels.

Quantum key distribution enters as a solution to the problem of arbitrarily strong
attackers. Instead of basing security on the difficulty of certain mathematical prob-
lems, QKD relies on the rules of quantum mechanics, with the aim of allowing secure
communication regardless of the attacker’s computing power. For such protocols, we
assume an eavesdropper may perform any operations on intercepted states broadcast
using the quantum channel which are permitted by quantum mechanics. This allows
for minimal requirements to be placed on the quantum channel. We also require
an authenticated classical channel, through which Alice and Bob can communicate

publicly without the ability for the eavesdropper to modify messages. This may

45
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be implemented through an authentication protocol which provides the same level
of security as QKD, or through short keys distributed previously through methods
such as couriers. Due to smaller key lengths required for authentication, couriers
are more reasonable for this purpose compared to using couriers to deliver keys for
encryption.

There are two common groups for QKD protocols. Prepare-and-Measure proto-

cols, and Entanglement-Based protocols. These are shown in Figure 3.1:

" Prepare and Measure: Alice creates a quantum state which has been used to
encode classical information, and sends it to Bob for measurement in order for

communication to be established.

" Entanglement-Based: A central source, separate from Alice and Bob, broad-
casts entangled states, with each party receiving one part of the state, giving

Alice and Bob correlated measurements.

Figure 3.1: QKD Protocols. Two general groups of QKD protocols, Prepare-and-
Measure (Top), and Entanglement-Based (Bottom).

Regardless of method, the nal result is a set of correlated bit strings possessed

by Alice and Bob, and potentially an eavesdropper. This matches the outputs of
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classical key distribution, and at this point re ning the bit strings into a key is a

classical problem.

3.1 Rening

For public key distribution, the protocol begins with a publicly-shared key and a
second, private key, which is kept by the person receiving the message, both of these
keys are created by one of the parties involved and do not require the same further
processing that symmetric keys require. For symmetric keys, imperfections in the
distribution protocols will result in correlated, but not perfectly matching, keys for
the involved parties, necessitating additional steps.

This begins with advantage distillation if necessary, which is when Alice and
Bob initially share less information than either of them do with Eve. There are
multiple protocols to allow Alice and Bob to gain a superior position compared to
their eavesdropper, with a well-known example being the bit pair protocol. Alice
and Bob split a bit string into pairs and publicly compare the parity of each pair.
For pairs where they agree, they both decide on a bit to discard and keep the other,
otherwise, both bits are discarded. This produces a shorter bit string which can be
used for another attempt at the bit pair protocol.

If advantage distillation is carried out successfully. Alice and Bob will share
more information about each other's bit strings than either do with Eve, giving
them a superior position. At this point, Alice and Bob go through information
reconciliation, the process by which their errors are corrected while attempting to
provide minimal information to Eve. A well-studied protocol for attaining this is
the Cascade algorithm, which relies on a similar parity-check method to what was
described in advantage distillation. Alice and Bob divide their strings into blocks,
and compare the parities of each block. Should errors be detected, the block is split
in half and parities are checked again. This is repeated until an error is xed. After
this, Bob shu es the key, and splits the shu ed key into blocks to begin the process

again. Telling Alice how the key has been shu ed allows Alice and Bob to continue
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comparing parities of the correct bits. Correcting errors this way may change parities
of previously used blocks, allowing detection of errors that were missed in previous
passes. This process keeps repeating for a predetermined number of shu es or no
more errors are detected. Shuing after each iteration is necessary as comparing
block parities can only detect an odd number of errors within the blocks, resulting
in false positives in which blocks with any even numbers of errors are stated to have
Zero errors.

The nal step is then privacy ampli cation, in which Alice and Bob use their
now equal keys along with public discussion to minimise Eve's knowledge of the key.
This may be carried out through applying a randomly chosen hash function to the
key, agreed on by Alice and Bob. These are functions which ideally only produce
the same output when given identical inputs, and those outputs then become the
nal key. Any errors on Eve's part will then prevent discovery of the key, as even
applying the same hash function as Alice and Bob would result in Eve having a

completely uncorrelated key.

3.2 Discrete QKD

QKD begins with Bennett and Brassard's protocol in 1984 (BB84) [18]. Here, Alice
picks a pair of orthogonal bases, separated by &4 angle. Alice and Bob rst
agree to de ne horizontally and vertically aligned photong0Oi and jli as 0 and 1

respectively, and doing the same for the diagonal basis:

j wol = j0i; 3.1
Jowad =0 (3.2)

R S
J pol = P—E(JOI +j1i); (3.3)
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. ) 1 ... .
] pil = p—é(jO| ] 1i): (3.4)

These give four possible states for the four choicgsy o andj p.i describing a
0 or 1 in the horizontal/vertical basis, withj poi andj pii lling the same role for
the diagonal basis.

After Alice decides on a bit string to send, and which basis to encode each bit
in, all of which is done at random, they send photon pulses with the appropriate
states encoded to Bob who also randomly decides on which basis to measure each
received state in. Here, security arises from the random switching of basis, and Eve's

inability to copy the states being sent to Bob.

Bit 1 1 0 0 0 1 1
Alice's Basis ! % ! % .| % ! !
Broadcast State|| j w1l | ] pal | ] Hol | ] pol |« | ] pol |] w1l | ] Rl
Bob's Basis ! % % ! | % % !
Measurements 1 1 X X 0 X 1

Figure 3.2: BB84. Alice randomly selects bits and broadcast bases and sends the
resulting state to Bob, who measures in a random basis. Measurements where they
picked the same basis may be used to create a key.

As Bob and Eve are unaware of which basis Alice encoded each bit in, they will
make an incorrect choice for 50% of bits. This leads to errors where mismatched
choices of basis give two possible, equally likely measurement outcomes for Bob and
Eve. Should Eve attempt to intercept, perform measurements, then send results to
Bob, Eve risks introducing errors. Should Eve for example use the horizontal basis
and measurg oi, this could be correct, however the same measurement has a 50%
chance of being made should Alice have senty;i. Should Eve then send i to
Bob, Bob will not make the same measurement as Alice even with a correct choice
of basis. A comparison of Alice and Bob's measurements would reveal such errors,
and Alice and Bob would become aware that an eavesdropper was present. At this
point the protocol would be aborted. A sample of some bits and bases are shown

in Figure 3.2, with pulses where Alice and Bob picked the same basis producing a
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shorter, shared bit string for use in creating a key.

Should no issues be found in a comparison of Alice and Bob's measurements in
a select set of bits where they chose the same basis, they may proceed to re ning
the remaining bits into a key. This stage is performed in the same fashion as with
classical key distribution, through communication over the authenticated classical

channel.

3.3 Improvements to BB384

This does lead to an issue in that perfect single photon sources are di cult to create,
and multiple photons will have some probability of being unintentionally broadcast

by an imperfect source. This allows Eve to attack by blocking pulses which consist
of a single photon, and intercepting multi-photon pulses to keep one photon for

measurement, with the remainder continuing to Bob as intended [19].

This problem is averted through the decoy state method. As Eve intercepts
multi-photon pulses in order to send all but one photon, while blocking single photon
pulses, Bob will observe multi-photons pulses as having a higher chance of being
received for measurement. By intentionally broadcasting multi-photon pulses, Alice
and Bob can consider the yields of these pulses to verify if unusually high yields are

measured due to Eve's attempts to resend pulses.

In the decoy method, Alice uses multiple sources with di erent average photon
numbers, and switches between them at random during the broadcast. Afterwards,
Alice reveals which pulses came from which source. If sources which broadcast more
multi-photon pulses have a higher chance of being transmitted to Bob, then they
can conclude that an eavesdropper is blocking single photon pulses, and that the
protocol should be stopped. This method can be implemented with a pair of decoy
states, with early work showing little advantage observed in using more decoy states

[20].
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3.4 Continuous QKD

A diverging eld of interest instead focused on encoding data in continuous variables,
speci cally the quadratures of a coherent state [21, 22]. In this method, Alice creates
a series of pairs of random values, and encodes those values as X and P quadratures
of a coherent state to be sent to Bob. Bob randomly decides which quadrature
to measure when receiving the signal, and switches this choice at random points
during the broadcast. With Bob possessing a string of measurements, Alice and
Bob decide which quadrature the key will be encoded in. Measurements made
on the other quadrature can be publicly compared to check that Alice and Bob are
making correlated measurements. This does lead to a weakness in that with a strong
enough broadcast, a small proportion may be split o by an eavesdropper for analysis
of both quadratures. While measurement of both quadratures is not immediately
possible due to the quadrature operators not commuting, measurements of both can
be approximated by splitting the beam and measuring di erent quadratures of both
output beams. Employing squeezed states led to improved security, though this
initial continuous-variable method was outperformed by discrete-variable QKD.

This was later innovated on with the Gaussian Modulated Coherent State (GMCS)
protocol [23]. Here, Alice randomly takes number pairg, and p from a Gaussian dis-
tribution centred at the origin in phase space, and creates a coherent stgte+ ipi,
which is sent to Bob for measurement. For each bit, Bob measures a single quad-
rature and shares the choice with Alice. This produces a string of correlated meas-
urement values, which can then be converted into a bit string through prearranged

methods.

3.5 Practical QKD

Beyond experimental work, devices for QKD have been produced for use by govern-
ments, as well as in commercial environments. Construction of quantum networks

goes back 20 years, with the DARPA quantum network in 2003. Over 3 years of op-
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eration, the network was able to implement the BB84 protocol over 10km, between
BBN Technologies and Harvard University but not over their longer, 19km channel.
A key generation rate of 1000 bits/second was obtained over the shorter channel

[24].

Shortly afterwards (2004-2008), the Secure Communication based on Quantum
Cryptography (SECOQC) network was created, consisting of 8 QKD channels con-
necting 6 nodes over distances between 6-85 km [25]. This network used a variety
of protocols, including BB84 as well as SARGO04 { a similar protocol that does not
require Alice announce which basis was chosen for each pulse. This allowed key
distribution to be performed at distances of over 80 km at a rate of 0.6-0.8 kbps,
with key rates of 27 kbps possible over 10 km. This network also performed QKD
using the previously mentioned GMCS protocol, reaching rates of 8 kbps over a 6

km channel.

This was followed by the Tokyo QKD Network (2010), which showed commercial
applications of QKD technology [26]. Here, video conferencing was carried out,
which was secured by QKD at a 128 kbps rate over channels of length 24-90 km.
This network was also able to detect an photon number splitting attack carried
out during the demonstration. Similar e orts on widespread applications of QKD
technology in South Korea; headed by ID Quantique and SK Telecomms, aimed to

create a large network for use by public and private sectors.

While there have been many implementations of QKD, we see that work still
needs to be done to make QKD accessible. This is in part due to current commu-
nications infrastructure not being suitable for QKD protocols, requiring specialised
equipment. The following protocol, which is the subject of this research, attempts
to address this issue. We aim to construct a protocol which can be performed by
common communications equipment. In doing this, accessible QKD may become a
software problem, with existing hardware already being relevant in the experimental

setup.
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3.6 Composability and Finite Key E ects

In cryptography, the earlier methods of discussing the level of security a orded by
various protocols is not always considered su cient. When a protocol is used as
part of some larger system, it is reasonable to question if security is maintained. If
a protocol is said to provide composable security, then it is considered secure even
when combined with other protocols [27].

An additional factor to consider when moving away from ideal setups are nite
key e ects. In realistic scenarios, Alice and Bob are not capable of sending an in nite
amount of signals, and have a limited time to perform the protocol for reasonable
communication. This reduces the possible key rate and is not always accounted for
in older discussions of security.

For the protocol we will be analysing we nd that from an outside perspective,
most importantly from the view of an eavesdropper, the broadcast sent between Alice
and Bob is indistinguishable from those sent in the Gaussian Modulated Coherent
State QKD protocol, which has been analysed with each [28, 29] of these e ects taken
into account. This allows us to proceed under the assumption that the thermal state

protocol to be analysed a ords the same level of security.
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Chapter 4

Thermal State RF Key

Distribution

4.1 Thermal Sources

For our work, rather than focus on coherent states, we will instead consider a radio
key distribution protocol inspired by quantum methods which will rely on a thermal
source. While coherent sources are useful as they have well-known applications in-
volving lasers and bre optics, thermal sources likewise see regular use in wireless
communications, typically in the form of microwaves or radio waves. Mobile phones,
Bluetooth, some satellites, and Wi-Fi are all examples of such equipment. Therefore,
in order to devise QKD protocols which could be implemented on commonly-used
devices, it is useful to focus on microwave sources. While bre networks also see com-
mon use in communications, the cost of burying cables becomes expensive. Working
with thermal states potentially allows for transition to wireless, which circumvents

this issue.

While optical methods can similarly be implemented wirelessly, even over long
distances, such methods require line-of-sight between transmission and detection.
This restriction is not shared by thermal broadcasts, as is clearly seen from the

uncontrolled environments in which modern communication equipment is expected
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to operate.

Figure 4.1: The thermal state protocol. The central broadcast protocol which
will be analysed. This diagram was originally used in "Thermal state quantum key
distribution” [1], and is licensed under CC-BY 4.0. [5]

In the central broadcast thermal protocol, a thermal source is incident on a 50:50
beam splitter, the outputs of which are directed to Alice and Bob. If it is assumed
each person has control over their own measuring equipment, and the source is held
by Alice, this leaves an unsecured channel between the initial beam splitter and
Bob, through which interception can occur. Eve intercepts through the use of a
beam splitter of unknown re ectance, siphoning o part of the beam directed to

Bob before it can be measured. This is all shown in Figure 4.1.

Each person receives their beam and splits it through the use of a 50:50 beam
splitter, then employs Heterodyne detection (double homodyne) in order to perform
an approximation of simultaneous measurements of the and p quadratures as
shown in Figure 4.2. Additional splitting is needed as thex ‘and p operators do
not commute, and therefore cannot be measured on a single beam. This method of

measurement has been employed in other QKD protocols with success [30, 31].



57

Figure 4.2: Heterodyne Detection. The measurement method used in the
thermal protocol, in which the incoming beam is split at a 50:50 beam splitter
in order to measure thex and p quadratures separately.

After repeatedly measuring quadratures and nding a series of measurement
pairs Xi; p;, each person calculates the Amplitude; = P W for each pair.
The data is converted into bit strings through each person calculating their median
z; values, and recording a binary 0 or 1 for eaclh measurement above or below
the median, respectively. As the outputs of a beam splitter with a thermal input
are correlated, bit strings derived from measurements of these outputs are likewise
correlated. In order to verify this, Alice and Bob may compare results for a subset
of measurements. If the results are uncorrelated, Alice and Bob may stop and
restart key distribution. A sample of this is shown in Figure 4.3, where any time
delay between Alice and Bob's measurements removes all correlation between their
amplitude strings, con rming that the original source was thermal.

While these simulations do not account for extra noise added by detectors, this
still allows for a method of verifying that a noisy thermal source is responsible for the
received measurements rather than detector noise. Even using identical equipment,
noise introduced by each party's detectors would have no reason to be correlated.
Analysing o sets in real bit strings in a similar manner would also show that Alice

and Bob only receive highly correlated amplitudes when they measure the signal
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from their source at the same time, rather than their results being dominated by

the e ects of their receivers.

Monte Carlo simulations in Python were used to model the outputs of the pro-
tocol, with assistance from QuTiP [32, 33]. As expected, the simulated thermal state
gave rise to correlated amplitude measurements by Alice, Bob and Eve. Once each
bit string has been derived as described above, we can calculate mutual information

to test if the protocol has produced suitable bit strings for key distillation.

4.2 Key distillation

Once each person has their bit string, there are multiple methods of producing a key,
depending on the mutual information between each pair of people. Alice and Bob
can glean some information about the system through discussion and comparison of

parts of their bit strings, provided that any revealed information is discarded.

There are four main relevant concepts.

~ Direct reconciliation

~ Reverse reconciliation

" Advantage distillation

" Privacy ampli cation

In direct reconciliation, Alice provides additional information to Bob in order
to correct mistakes. As with the initial broadcast, it is assumed Eve has access
to communications used to x errors, allowing both Bob and Eve to act on any

information provided by Alice.
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Figure 4.3: Changes in correlation coe cients. The e ects of time delays on
the correlation coe cients of measurement strings using a simulated thermal state
(h =50). Any time delay produces uncorrelated results, which are clearly visible in
the accompanying scatter graphs. This was originally presented in [1].
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In order to successfully create a key despite Eve, the original bit strings shared
by each party will have varying restrictions. Methods for correcting such errors, such
as Cascade, are already known and applied in similar protocols [34]. In this, Alice
and Bob reorder their bit strings to an agreed-upon random permutation and divide
the new strings into groups with size depending on the estimated error rate. These
groups have their parities compared, and if discrepancies are noticed, the groups are
spilt further and the check repeated, until an error is found and corrected in Bob's
string. Fixing such an error leads to other errors being identi ed in other groups
containing the changed bit due to changes in parity values, allowing additional xes
to the bit string. This process is repeated with more random permutations of the

bit string until there is con dence that no errors remain.

In order for this to be successful, Alice and Bob require [36] (A;B) > H (A;E).
A clear problem presents itself here however. If Eve intercepts with a 50:50 beam
splitter, we would expectH (A;B) = H (A; E) due to the symmetry in the protocol
setup, with H (A;B) < H (A;E) if Eve siphons o more than half of the beam
intended for Bob. As Eve is in control of the intercepting beam splitter, this is not
an acceptable method of producing a key alone. This is an expected result and is a

regular problem with this method of reconciliation.

This process can be inverted, giving reverse reconciliation. Here, Alice instead
corrects errors within their bit string instead of Bob, though the reconciliation
protocol is otherwise unchanged. To create a key, this requires [33](A;B) >
H (B;E). We will see later that this requirement is attainable using the thermal

protocol.

If neither of these methods are available due to Alice and Bob both having
higher mutual information with Eve than with each other, advantage distillation
is used to give Alice and Bob the superior channel. Methods for this can involve
broadcasting code words created from Alice's string, or sharing parity of pairs of
bits, and discarding both bits in the case of errors or one element of the pairs

when they agree. This only require$i (A;BjE) > 0, and will result in Alice and
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Bob's bit strings becoming less correlated with Eve. Finally, privacy ampli cation

is employed. This step takes the key Alice and Bob have created and produces a
smaller key, which Eve does not have knowledge of. One possibility for this involves
the use of hash functions, which map Alice and Bob's bit strings to their nal string.

If implemented correctly, any errors between Eve and the legitimate parties at this

point will result in Eve having no knowledge of the nal key.

From this, we can restrict the boundaries for the key rate K to [36]:

H(A;BJE) K max[H (A;B) H(AE);H(A;B) (B;E)] (4.1)

4.3 Shannon entropy measurements

After the simulations are performed, we compare the produced bit strings in order
to calculate mutual information between each pair of people, as well as the condi-
tional mutual information. With this, we check if the bit strings are appropriate for

conversion into keys by testing if the inequalities in Subsection 4.2 are satis ed.

Additionally, to consider varying levels in interception strength, these initial
simulations compared the mutual information values as the transmittance of Eve's

beam splitter was adjusted, with the results presented in Figure 4.4.

As expected,H (A;B) > H (A;E) is not satis ed if Eve re ects over half of
the beam sent to Bob, with equality for a 50:50 beam splitter, therefore, direct
reconciliation is not a reliable method for producing a key. HoweveH (A;B) >
H (B; E) remains true as long as Bob receives any portion of the beam sent to them,

allowing reverse reconciliation as a key distillation method.
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Figure 4.4: Mutual informations with varying transmittance. The e ects of

changing the transmittance of Eve's beam splitter on the mutual information values.
This was originally presented in [1].

To conrm these results, we analyse the covariance matrices to calculate von
Neumann mutual informations. Ful lling the above inequalities with von Neumann

entropies allows for protection against a wider range of attacks than when only

Shannon entropy is considered.

4.4 Von Neumann entropy measurements

We begin with the covariance matrix for a thermal state, o, and a vacuum state,

1, as mentioned in Section 2.6:

vV 0
0:90 £. 4.2)

Vv

3

10
1:30 l%: (4.3)

At the initial beam splitter, we have the thermal source and a vacuum source as

the two inputs, which have no dependency on each other. This gives the two-mode
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covariance matrix:

01— (4.4)

o o o <

0
vV 00
0
0

To nd the nal covariance matrix, we apply the transformation for a beam

splitter with transmittance and re ectance T and R,

2 3

T R
B(T;R)= 2 g l2 2; (4.5)
R T

to the appropriate modes, introducing new vacuum modes at the beam splitters

as necessary. At the end of the protocol, this gives the nal covariance matrix:

2 3
A1A> CAB CAE
A1A2B1B ELE, = g Cis BB, Cee ? (4.6)
Cke Cie e
with sub-matrices given by:
2 3
1 (V +3) (Vv 1)
ArAs = Z? £ 4.7)
(V 1) (V+3
2 3
16 T?(V+1)+2(1+ R? T2(V+1)+2(1 R?
818, = Z? L 1. @8
T2(V+1)+2(1 R?») T3(V+1)+2(1+ R?
2 3
16 REZ(V+1)+2(1+ T? RZ(V+1)+2(1 T2
e = 44 £ 1 (49

RZ(V+1)+2(1 T2 R>(V+1)+2(1+ T?):
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2 3
Tg 1 V) (@O V)
Cag = Zg g l; (4.10)
@a v) @ v
2 3
R @av)y @ V)
Cae = Zg g l; (4.112)
@ vy (@ V)
2 3
vV 1 v 1
(Vv 1) (Vv 1)
Given a covariance matrix , the von Neumann entropy is given by [37]
X Co1
S()-= G 5 ; (4.13)
i=0
Where ; are the symplectic eigenvalues, and
G()=( +1log,( +1)  log,: (4.14)

From this, we can calculate the mutual information, and conditional mutual
information. Previously, we compared Shannon mutual information using results
from simulations in Figure 4.4. We replicate by using covariance matrix calculations
to compare von Neumann mutual information in a similar fashion, with the results

plotted in Figure 4.5.
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Figure 4.5: Von Neumann entropy  The e ects of varying transmittance of Eve's
intercepting beam splitter on von Neumann entropy. This was originally presented
in [1].

We see from Figures 4.4 and 4.5 that both methods produce curves with similar
behaviour. The von Neumann entropy is of greater magnitude than Shannon; how-
ever, this is expected due to discord in the system, which the Shannon entropy does
not take into account. As with the simulation, we see that direct reconciliation fails
when Eve siphons o 50% or more of Bob's beam, however reverse reconciliation is
always available as a possibility.

From this, we have shown that an unmodulated thermal state can be used to
produce a usable key for distribution between Alice and Bob. Though as this is only
initial theoretical work, further considerations will be needed before we can con rm
that this is a viable method. First, we cannot assume that these results transfer
over to the modulated signals used in actual thermal broadcasts, and then we will
need to con rm that the theory applies in practice with practical testing. The rst

of these will be explored in the following chapter.
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Chapter 5

Introducing Displacement and loss

5.1 Displaced Thermal States

While we have shown that unmodulated thermal states can produce a key, thermal
states are typically modulated as described in Section 2.10. In order to mimic the
broadcasts typically performed by common microwave communication devices, we
move towards analysing displaced thermal states in order to show that the theory
analysis in the previous chapter still applies to realistic modulated states that are

used in modern communication.

Figure 5.1: A displaced thermal state.  The stateDY( ) 1D ( ), with dy and
d, as the quadrature expectation values.

Adjusting the previous covariance matrix analysis to account for displacement,
the vector describing the displaced thermal state and the vacuum state entering the

initial beam splitter is given by

67
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2
i = E %7 (5.1)

Figure 5.2: Lossy protocol. The thermal state protocol with beam splitters la-
belled for clarity. This was originally presented in [2].

Here, d, = hXi and d, = hPi describe the quadrature expectation values for

the displaced thermal state, as shown in Figure 5.1, whila, and vy, describe the

input noise. Applying the beam splitters to relevant modes, as in Section 4.4, allows

the nal vector to be found. We model Alice's detector as a beam splitter with

transmittance and re ectancet, and r,, and do the same for Bob and Eve. Taking

Vo through vs, as the vacuum noise at the remaining beam splitters, as shown in

Figure 5.2, gives:

2
mxg

tja (dx + le) + %VZX * lava,
%a (dx + le) + |5a_§V2x + raVAz
Tt t
e (e Vi) + BLva + Vg + Ive,

; (5.2)
% (dy Vi) Eﬁ%vm + %V4x + I'pe,

LR (dx le) + E_§V3x + %VSX + reVEl

R
eT (dx le) Lt_gv3x + %VSX + reVEz
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with the P quadratures calculated in the same fashion. Taking the noise quad-
rature expectation values to have mean 0 and variance 1, and the thermal state

having variancev, we nd the nal covariance matrix:

2 3

A1A> CAB CAE
A1A2B1B2E1E> =§ C;.I:B 8,8, CsE %; (5.3)

T T
CAE CBE E1E>2

where the sub-matrices are given by:

2 3
t2 2 t2
2(v+3)+r 2(1 v
A1Az = g ) 2 : 5 ‘ g (5.4)
(1 v) G(v+3)+r2
2(¢2 2 2 3
2 ﬁ(v+1)+ —tb(r;l) +r2 ﬁ(v+1)+ t—b(lzR ) g
BiB2 — T2¢2 t2(1 Rz) T2¢2 tz(R2+1) I (55)
Tb(V+1)+ . 2 TD(V+1)+ : 2 +rg
2 2 2 2 3
_g Ty S0z Ry 50T z
EiE2 — R2(2 2(1 T2) 2R2 12(T2+1) I (5.6)
ey B0 s A0
2 3
16 Ttatp(1  v) Ttatp(v 1
Cag = Zg alb ( ) alb ( )g (5.7)
T tatp (V 1) T tatp (1 V)
2 3
16 Rtate(v 1) Rtate(1 v
CAE:zlg el ) atel )g (5.8)
Rtate (1 V) Rtate(v 1)
2 3
16 TRipte (I V) TRtpte(v 1)
Cge = —9 ) © !Z) (5.9)

4 TRtte(v 1) TRbte(l V)

From Section 4.4, it was noted that von Neumann mutual information can be
calculated using elements of the covariance matrix. As the nal matrix depends only

on the variance, rather than displacement, we deduce from this that displacement
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also does not a ect mutual information. Therefore displaced thermal states, such
as those already commonly used in current communication devices, may be usable
in QKD through this protocol. While this result may appear unsurprising, verifying
this with a more focused analysis was needed to avoid assuming that results for

unmodulated states could apply to realistic broadcast states.

5.2 Loss

One of the factors inhibiting the use of thermal states in QKD is the loss at the
detectors, or during broadcast. With the covariance matrix from Section 5.1, beam
splitters were added to account for detector loss. We use these to calculate the

e ects of loss on the mutual information. We factor in loss for three cases:

" Loss on Alice's channel. Due to Alice having control over the source, their
detector, and the channel between them, it is possible to limit this through a

wired connection.
" Loss on Bob's channel, after Eve intercepts.

" Loss on Bob's channel, before Eve can intercept. This is the most relevant
scenario for wireless scenarios as Alice's broadcasts may be omnidirectional,
in which case most of a broadcast would be lost before any interception takes

place.

In each of these scenarios, we maintain the assumption that the channel between
Eve's beam splitter and their detectors has no loss. Despite this, Eve is still impacted
by loss on Bob's channel before the interception. This assumption is in place to
give Eve the most favourable circumstances for interception, to avoid overstating
the capabilities of the protocol by unnecessarily reducing an attacker's e ciency
without justi cation.

We use the covariance matrices from Section 5.1 to plot the e ects of loss. Be-

ginning with Figure 5.3, we see that loss in Alice's channel quickly results in Eve's
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Figure 5.3: Loss by Alice. Changes in mutual information as loss is introduced on
Alice's channel. This was originally presented in [2].

channel being superior. Due to this, e ort should be made to reduce loss before Alice
can perform measurement. Alice's access to the source can be used to accomplish
this. Ideally, even for wireless communications between Alice and Bob, this segment
of the protocol could still be carried out with a wired setup to avoid this becoming a
problem. This reduction in key rate with increased loss by Alice is therefore unlikely

to cause issues in an appropriately set up protocol.

Next, loss is simulated on Bob's channel, after Eve intercepts. This is shown in
Figure 5.4 Unlike in the previous test, Alice and Bob maintain the superior channel
provided Bob receives any of the signal sent to them. This is a similar result to the
no-loss version, with the main distinction being that loss before Bob can measure
was previously attributed to Eve intercepting, rather than channel loss.

While with Alice, loss could be minimised through their full control of the source,
their detector, and the channel between them, Bob has no such ability, especially
should there be a free space channel between Alice and Bob. Given Bob's inability to

restrict loss in the same way as Alice, it is important that the protocol still functions



72

with a perfect Eve despite loss in this segment of the protocol.

Figure 5.4: Loss by Bob. Changes in mutual information as loss is introduced on
Bob's channel, after interception. This was originally presented in [2].

Finally, we consider loss on Bob's channel before Eve can intercept. Up until this
point, the protocol has been biased unfairly in favour of Eve to avoid potentially
understating their capabilities. However, in a realistic wireless scenario, Eve has no

way of detecting all of the signal which is not detected by Alice and Bob.

For an omnidirectional broadcast from the initial splitter, such a setup would
require Eve to have a detector covering all directions except for where Alice and
Bob's detectors are located, which is not a feasible setup. Therefore, large amounts
of loss before Eve can intercept is a realistic scenario. In this variant, we likewise
see that Alice and Bob continue to have the superior channel as shown in Figure

5.5.
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Figure 5.5: Loss before interception.  Loss on Bob's channel, before Eve is able
to intercept. This was originally presented in [2].

To verify this behaviour, we repeat the same scenarios using the Monte Carlo
simulations from Section 4.3, calculating Shannon entropy from bit strings. In all
cases, Shannon entropy follows the same trend as von Neumann entropies calculated
through covariance, as shown in Figure 5.6. Again, von Neumann entropy exceeds
Shannon due to presence of discord in the system, which is not accounted for in a

classical analysis.

At this point, the thermal state protocol proves able to distribute appropriate bit
strings for displaced states in theory, including with realistic loss scenarios. Knowing
this, we now proceed to experimental tests of the protocol for both wired, and short

range wireless setups.
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Figure 5.6: Loss simulations. The results of Monte Carlo simulations. This was
originally presented in [2].
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Chapter 6

Performing Key Distribution with

Microwave Sources

6.1 Wired Key Distribution

In order to carry out the protocol experimentally we use GNURadio for signal pro-
cessing, building the owchart shown in Figure 6.1. A pair of USRP-2901's are
used as the radio transceivers, while Costas loops and Polyphase block sync blocks
synchronise the timing and phase of the signals. These are commonly used elements
in radio broadcasting protocols designed to ensure that di erent parties involved in
communication measure at the appropriate times to recover the intended informa-
tion from the broadcast, and help radio communications function in uncontrolled
environments. Costas loops recover the initial carrier wave from a broadcast, while
polyphase blocks ensure that the measurements of the received signals are performed

at the correct time.
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Figure 6.1: GNURadio. The protocol as performed on GNURadio.
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A constellation modulator divides a random thermal source into four clusters,
giving a distribution matching those shown in the descriptions of QAM and QPSK
in Section 2.10. A snapshot of measurements forming the clusters is shown in Figure
6.2. For a wired broadcast, a pair of power splitters direct the signal rst between
Alice and the broadcast channel, and then from the broadcast channel to Bob and
Eve, producing a series of quadrature pair measurements for each person. This allows

for calculation of amplitudes as previously described during the theory analysis.

Figure 6.2: Thermal state clusters. Four thermal states produced through
GNURadio, mirroring the broadcasts used in QPSK. This was originally displayed
in [3].

As with the simulations, the amplitude measurements are used to produce correl-
ated bit strings, which will be tested to verify their utility for key distillation. From
Figure 6.3, we can see while there is additional noise, correlated measurements are
produced, giving similarly correlated bit strings. Meanwhile, we see almost perfect
correlation between Bob and Eve in Figure 6.4. This initial testing led to the con-
clusion that key rates produced through this method are commonly low enough that
advantage distillation is required for key production. Repeated testing con rmed
that, with the speci c experimental setup, we were not able to consistently pro-
duce appropriate strings due to Eve's high correlation with Bob. Before performing
a more detailed analysis, we rst consider the methods available to reduce Eve's
performance without impacting the assumptions of the experiment.

While it is still possible to produce keys through this method, the simulations

of loss in the previous section suggested that the key rate can be improved by the
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addition of loss before Bob and Eve can measure. A straightforward way of achieving
this is to switch to wireless broadcasting. As the majority of the broadcast signal
will not be detected by both Bob and Eve combined, especially if omnidirectional

antennae are used, we have a simple way to perform the protocol with loss.

Figure 6.3: Alice and Bob's wired results. A scatter graph plotting a set

(n  3000000) of Alice and Bob's measurement pairs, clearly showing the expec-
ted correlations. As we are only concerned with relative measurements, these are
presented unitless. This was originally displayed in [3].

Figure 6.4: Bob and Eve's wired results. A scatter graph plotting a set
(n  3000000) of Bob and Eve's measurement pairs, clearly showing the expec-
ted correlations. This was originally displayed in [3].
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6.2 Wireless Thermal Key Distribution

Having shown that wired thermal key distribution is possible, we adjust the protocol
so that Bob and Eve will receive signals wirelessly, as shown in Figure 6.5. The
thermal source retains its wired connection to the initial power splitter, which also
is still connected by a wire to Alice. However, the wired channel leading to Bob
has been replaced with wireless antennae. This requires Eve alter the method of
interception, and causes loss before Eve can measure. This gives a wireless protocol
that still maintains our assumptions of Alice having control over the source and the
channel up until their own detector.

With a large amount of loss introduced that lies outside of Eve's control, Eve's
performance is substantially reduced compared to the wired setup, in which all
loss before Bob's measurement was attributed to Eve's interception. As previously
mentioned in Section 5.2, this loss is due to the lack of any realistic way for Eve to
set up a detector capable of detecting all of the broadcast from an omnidirectional

antenna that is not detected by Alice or Bob.

Figure 6.5: Wireless Key Distribution. A modi ed version of the thermal key
distribution protocol in which Bob and Eve use wireless receivers. This was originally
displayed in [3].

To test this version of the protocol, Bob and Eve were separated from the wire-
less source by a distance of one metre. From Figures 6.6 - 6.8, it can be seen that

Bob and Eve's near-perfect correlation in the wired setup has been severely reduced
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by the increased loss introduced by the change to a wireless protocol. Despite the
lack of error correction code beyond synchronising Alice and Bob's measurement
strings, correlated strings suitable for key generation were able to be created over
free space in a majority of tests. Given that this is performed using microwave equip-
ment with open-source software, this would suggest that this setup could provide a
reasonable, accessible method of performing key distribution inspired by quantum

methods without requiring specialist equipment.

While repeated testing did show that the protocol was now more likely than not
to produce keys which met the necessary condition bf{A;B) | (B;E) > 0, with
the di erences between mutual informations given byx = 0:08157, = 0:06062,
further improvements are still necessary for greater consistency. As in the theory, we
do not considerl (A;B) 1 (A;E) due to the symmetry in the protocol still being
maintained. In order to continue developing this protocol, two immediate areas for

improvement are clear.

Figure 6.6: Thermal state amplitude measurements. A histogram displaying
the results of a series of wireless measurements performed over a distance of one
meter. This was originally displayed in [3].
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Figure 6.7: Alice and Bob's wireless results. A sample set of amplitude meas-
urements produced in one of the wireless tests. What appear to be faint copies of
the distribution showing in di erent locations in the plot are caused by multipath
propagation { re ected signals taking di erent routes to the detector. This was
originally displayed in [3]

First, general upgrades to the radios and antennae used in the experiment will
allow the broadcast distance to be increased, and reduce the number of attempts
needed for successful key exchange. In many cases, errors interrupting key exchange
were caused by either a loss of the broadcast or a mistake in timing causing parties
to perform measurements at the wrong time, losing correlation and stopping the
key exchange. Secondly, the current method does not involve any instance of error

correction.

While these problems were not able to be addressed with the equipment and radio
knowledge we had access to, these are both issues that need to be dealt with for any
form of radio broadcast to function correctly, and we therefore do not foresee any
challenges in addressing them which those knowledgeable in communications won't

have already dealt with in other radio protocols.
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Figure 6.8: Bob and Eve's wireless results. A comparison of Bob and Eve's
results from the same broadcast. This shows greatly reduced correlation compared
to the near-perfect line shown in the wired test in Figure 6.4. This was originally
displayed in [3].

With evidence gathered showing the protocol working over short ranges with
basic equipment, we conclude this portion of the research. Further work ideally
requires support from a group more familiar with radio broadcasting in order to test
with superior equipment and error correction that would be available in realistic
broadcast scenarios. Given the simplicity of the setup, however, if an appropriate
array of equipment were provided then a larger-scale implementation of the protocol
could be assembled using the same software. Even with only the basic equipment
currently in use however, we have demonstrated an avenue for providing security
associated with QKD, without the requirement for specialist equipment.

At this point, we instead consider additional applications of the observations we
have made throughout this testing, while still only relying on equipment we currently
have access to. In the second part of this writing, we will analyse an e ect which was

previously considered a broadcast problem to be xed. Errors in timing caused by
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using separate imperfect clocks as time references for di erent radios are typically
corrected by software during processing in order to maintain an accurate broadcast.
Without such corrections, timing errors will gradually accumulate and result in the
broadcast failing due to incorrect measurements by the parties involved.

Instead of xing this error as is typically required in broadcasting, we will instead
consider if the accumulating broadcast errors can be measured. Given that these
errors are caused by frequency di erences between the clocks being used as time
references, it becomes reasonable to believe that measurements of such errors could
allow for calculation of frequency di erences between the clocks.

In the following section, we will see that analysis of the broadcasts we have
been performing will not only allow for calculation of frequency di erences between
clocks, but will also allow for the correction of such dierences to a surprisingly
precise degree. This will provide a protocol for wireless frequency distribution using

common radio equipment.
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Chapter 7

Atomic Clock Phase

Synchronisation

7.1 Introduction

In the practical demonstrations up to this point in the writing, a set of four clusters

as seen in QPSK broadcasts are transmitted to Alice and Bob from a source separate
from each of them. One of the steps required to perform this is to ensure that Alice
and Bob rst agree on the phase and frequency of the signals they were receiving.
To do this, either both parties shared a 10 MHz reference signal from a single atomic
clock, or a Costas loop was added to stabilise the phase when Alice and Bob used

di erence clocks as a reference.

When the experiment is set up this way, the measurements performed by Alice
and Bob both form the four clusters that are expected in a QPSK protocol. With the
stable frequency and phase ensured by either a shared clock or a Costas loop, these
clusters remain centred at the same points in phase space over time. This allows
the consistent performance of measurements without phase errors for the duration

of a broadcast.
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Figure 7.1: Frequency Distribution. A frequency comparison setup, in which
Alice and a source share a primary clock, while Bob uses a secondary clock. Much
like with the key distribution protocol, a signal from a source is split and sent to
Alice and Bob for measurement.

Electronic signal processing compensates for di erences in timing after a broad-
cast, though signal processing to recover an original broadcast does not interact with
the original source for the timing, and therefore is not a method of clock synchron-
isation. However, by disabling the elements of signal processing designed to x such
timing errors, we found a new possibility for monitoring and correcting frequency

errors.

By disabling these parts of the signal processing chain, the clusters received will
not stay in place. If Alice and Bob use separate atomic clocks, as seen in Figure
7.1, any discrepancies in their reference frequencies causes the clusters to rotate,
due to a mismatch in frequency manifesting as a change in phase over time. This
is displayed in Figure 7.2, and is an unwanted source of error when attempting to
analyse a broadcast. This error was observed when using separate clocks for Alice
and Bob during initial testing of the key distribution protocol. However, a possible

use of it was identi ed.

If a di erence in frequency between reference signals from atomic clocks causes
a phase error, leading to cluster rotation, then measurements of this rotation speed
allow a di erence in frequency to be measured. This would mean that microwave
QPSK broadcasts can be used to synchronise two atomic clocks by adjusting the

frequency of one clock in response to the errors until the rotation stops.
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Figure 7.2: Frequency errors. A dierence in reference frequencies between two
clocks leads to Bob's phase changing over time.

During a broadcast, as frequency measures a change in phase over time, we
expect an error of 1 Hz in the broadcast frequency to translate to one full rotation

of a cluster per second.

This e ect has many applications, as frequency distribution is used in a wide
variety of areas, such as geodesy [38, 39] and physics beyond the Standard Model
[40]. The ability to compare clock frequencies at increasingly higher precision allows
for a greater variety of uses, depending on what degree of precision is available

through this method.

Currently, time and frequency distribution in the UK is provided by the National
Physical Laboratory. This is typically done over bre when reasonable, or through
GPS, radio and the internet when wired frequency distribution is not feasible. Here
we devise an alternative method of frequency distribution through phase tracking,

attempting to match the frequency of receiving clocks to a primary source through
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the analysis of observed phase errors. This aims to support the current methods of
frequency distribution by covering those scenarios in which optical methods are not
feasible. This method employs only one-way communication from a primary clock
such that secondary clock can perform frequency adjustments. This is distinct from
timing synchronisation protocols which employ two-way communication in order to
agree on a de nite time [41, 42, 43, 44, 45, 46, 47].

Currently, it is possible to synchronise clock frequency with very high precision
in short times through optical methods [48], potentially reaching the region of 16?
to 10 2° relative error through optical methods [49, 50]. We will not be attempt-
ing to compete with such results, instead comparing to what can be achieved with
commonly available equipment currently. The simple setup required to perform
our experiment gives clear applications in wireless radio synchronisation, which cur-
rently utilises GPS. The target for our experiments is therefore proving the ability to
synchronise frequency between a pair of clocks with precision in the region of %0
10 19 seconds, at which point we could con rm an improvement over the current
GPS methods without requiring the use of specialist equipment. With additional
improvements to the initial experimental setup, we will see precision of many orders
of magnitude smaller than this through a wireless network, with measured Allan
Variances in the region of 10 with averaging times under 10 seconds. At ex-
tremes, we will see precision in the region of 1¥ seconds with averaging times
over 1¢ seconds, though broadcasts were not performed long enough for this to be

reached in an Allan Variance plot.

7.2 Phase Drift

We perform the protocol by tracking the average phase measurement performed by
Bob over time. We broadcast a QPSK signal to Alice and Bob, and split the string
of Bob's measurements into blocks in order to track the average of each block.

We employ Alice's measurements to assist in measuring the rate of change of

phase. We initially consider the amplitudes of a string of Alice and Bob's meas-
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urements, and o set Bob's measurements until we nd an area of high correlation
(r> 0:8). This allows the detection of time delays between Alice and Bob, which are
then removed. Given time-synchronised measurements between Alice and Bob, we
check which cluster Alice's measurements fall into. These correspond to measure-
ments in each of Bob's clusters, and is a simple method of tracking which of Bob's
measurements belong to which cluster. For ease of analysis, as we know which of
Bob's measurements belongs to each cluster through the entire measurement period,
we apply a rotation of =2, ,or =2, to each of Bob's measurements as necessary

to condense the four clusters down into a single cluster.

As seen in Figure 7.3, there is a change in average phase over time. Comparing
the gradient of this plot to an expected gradient of 2 per 1 Hz di erence in clock

references gives the di erence in frequency.

In plotting this, we see unexpected additional behaviour in the gradient in the
form of an oscillation. As the behaviour is very consistent across this broadcast, we

add a series in cdsto the best t curve formula, attempting to t the curve of:

(t) = at+ b+ ccog (dt+ €) + f cog (2dt + @)

for some choice of constants (a, ..., 9).

While this tis not perfect, we are only interested in the straight line component
of the gradient, and this estimate is su cient to account for most of the oscillations.
Additionally, we will see that this additional behaviour does not remain consistent
as the frequency is increased. These additional oscillations my be caused by the
inherent instability of the clocks, as well as potentially impressing the circular ro-
tation of clusters on a square range of average values. Along with measurement
time, these are the limiting factors on uncertainty in these calculations. As clock
instability is a hardware problem and inconsistent as frequency changes, we do not

try to characterise it.
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Figure 7.3: Phase drift. The average phase of Bob's measurements is observed to
increase over time, the rate of change of which will be used to calculate the frequency
error. A zoomed view of the rst 30 seconds of data makes visible oscillations not
clear in the full view. This is caused by the instability of the clocks used for this

experiment.
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7.3 Uncertainty

To evaluate the usefulness of this protocol, we consider the relative frequency sta-
bility, this is the uncertainty in the estimate of the frequency di erence as a pro-
portion of the broadcast frequency. For common GPS devices, this relative stability
is approximately in the region of 10! to 10 3 relative error after 10 minutes of
measurement [51].

For our analysis, we take the covariance matrix of best t parameters, convert
the uncertainty in gradient to hertz, and compare to the broadcast frequency. For
the 70 MHz broadcast, this uncertainty was calculated to be less than one part in
104, showing an improvement over typical GPS-based equipment.

There are several ways to improve on this uncertainty:

~ Increase the measurement time
" Increase the broadcast frequency

" Use more stable clocks

For measurement times, there are limits to the improvement possible. Very
long measurement times become impractical to carry out in practice, and averaging
data over long periods is susceptible to errors caused by gradual changes. Data
which appears consistent across a small time frame may have a large variance when
measured across its lifetime.

Increasing the broadcast frequency reduces the error as a proportion of the total
frequency, reducing our uncertainty. This is limited by the broadcast range of avail-
able equipment, with these speci c tests using broadcasts limited to a maximum of
4 GHz. Of note is that this covers the 2-2.4 GHz region, which commonly sees use
in current broadcasting equipment. For the purposes of testing the limits of this
method, it would be useful to test with equipment capable of broadcasting higher

frequencies, such as in the region of tens of gigahertz.
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Figure 7.4: Single Clock. The frequency distribution protocol performed with a
single clock.

Clock stability is a clear avenue for improvement. More stable clocks give more
consistent measurements, which leads to reduced uncertainty. We check the stability
of the primary clock by splitting the 10 MHz signal from it, and using it as a reference
for both Alice and Bob. This is equivalent to setting Clock A and Clock B as identical
in Figure 7.1. We see the output of this in Figure 7.4 for a 3 GHz broadcast. While
the phase is mostly stable, we do see small shifts over the running time, potentially
due to e ects introduced in the cables. We also plot the Allan deviation of the
same phase measurements in Figure 7.5, a common method of evaluating frequency

stability.
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Figure 7.5: Allan Deviation.  An Allan deviation plot of the raw data used in
Figure 7.4.

7.4 \Wireless transmissions

As with the experiments on key distribution, a clear next step is to remove the wired
channel leading to Bob, allowing for analysis of wireless frequency distribution. Alice
remains with a wired connection to the source, allowing for stable phase averages

which can again be used to synchronise measurements.

We replace the wired channel to Bob with a pair of antennae 30cm apart on
an adjustable platform, and raise the frequency to 3 GHz. Before recording any
data, we can already reduce the frequency error between the clocks by watching the
clusters rotating in the GNURadio interface, and adjusting the secondary clock's
frequency until Bob's clusters appear approximately stationary. We do this as the
clusters rotate faster at higher frequencies due to proportionally larger errors, which

makes the data more di cult to process.






