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Abstract

Drastic reduction in the manufacturing cost of sensors and actuators has resulted in con-
siderable growth in the number of smart objects. The so-called Internet of Things (IoT)
blends the real and virtual environments and removes time and distance barriers. It is widely
perceived as a major enabler for the e cient and e ective provision of services across a
range of sectors. Low power and lossy networks have grown in importance in recent years.
A good deal of work has been carried out to provide routing with desirable characteristics
over such networks. Of particular note is the Routing Protocol for Low Power and Lossy
Networks, generally referred to as RPL. This is a exible protocol that can provide routing
for the needs of various applications (such as smart agricultural systems, smart-city, and
smart-home environments). However, the protocol itself is subject to attack with severe con-
sequences. Researchers have proposed di erent security infrastructures to mitigate harm to
IoT networks. One of these is the Intrusion Detection System (IDS). An IDS is an essential
component for network security and is widely adopted to reinforce the security of the Low
Power and Lossy Network. IDSs for detecting RPL attacks must also cope with the often
signi cant resource constraints that apply in such networks. Furthermore, due to the evolv-
ing nature of 6LOWPAN data streams, the performance of batch-trained/o ine IDSs based
on machine learning may degrade dramatically when computer network tra ¢ changes.

In this thesis, we empirically investigated several machine learning (ML) algorithms (e.qg.
0OZABagging, KNNADWIN, and One-Class Support Vector Machine), concept-drift detection
algorithms (e.g. ADWIN, DDM, and EDDM), and reinforcement learning algorithms (Deep
Q-Network and Double Deep Q-Network) to develop e cient, robust, and generalised IDSs
for 6LOWPAN. For the rst time, we propose an adaptive hybrid ML-based IDS to e ciently
identify a wide range of RPL attacks in an evolving network environment. We propose an
adversarial reinforcement learning framework to generate e cient and generalised incremental
ML-based IDS agents for 6LoWPAN.

We apply our frameworks to networks under various numbers of nodes with varying levels
of mobility and node maliciousness. To emulate dierent RPL attacks and measure the
performance of the proposed schemes, we use the Tetcos Netsim simulator. The proposed
schemes can detect various RPL attacks, including several intrusions unaddressed by current
research. The outcomes of our experiments show that the proposed schemes are well suited
to the resource-constrained environments of our target networks.
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Chapter 1

Introduction

The Internet of Things (IoT) is a promising technology that is rapidly gaining ground in
the scenario of modern wireless telecommunications. The IoT empowers ubiquitous connec-
tions amongst numerous Things (temperature, humidity, and turbidity sensors, controllers,
storage, motors, valves etc) to sense, analyse, control and record information on aspects of
a wide range of environments. Since the number of 10T devices increases each day and they
are often deployed in hostile, unattended, and unfavourable conditions, securing them be-
comes a colossal challenge. In order to expand the connectivity of nodes in the Low-power
and Lossy Network (LLN) and make them accessible through the Internet, the IETF has
standardised the Routing Protocol for LLNs (RPL) [1]. The RPL is developed for IPv6 over
Low-powered Wireless Personal Area Networks (6LoWPAN). The 6LoWPAN is a low cost and
low-power communication network that connects resource-constrained actuators and wireless
sensors by utilising a compressed IPv6 protocol for networking and IEEE 802.15.4 as a data-
link and physical layer protocol. Conceivably every physical item can be connected to the
6LOWPAN. Furthermore, the inexpensive manufacturing processes and the communicating-
actuating capabilities of the LLN nodes have made the 6LoWPAN both economically and
technically desirable for various applications (e.g. industrial automation, shipment tracking,
surveillance, and environmental controls [2]). Because of the global connectivity, resource
constraints and RPL vulnerabilities, the 6LOWPAN is exposed to various routing threats
internally (within the 6LOWPAN) and externally (through the Internet). The existing rout-

ing attacks (e.g. blackhole, grayhole, wormhole, DIS ooding) [3] cause the RPL to adopt a
sub-optimal routing topology, isolate legitimate nodes, and cause signi cant overheads over
the target network and nodes to endanger con dentiality, integrity and availability (CIA) of

the 6LOWPAN streaming data.

In this regard, an e cient and e ective Intrusion Detection System (IDS) is of utmost
importance in identifying anomalous activities in the IoT networks. A Network-based In-
trusion Detection System (NIDS) [3] analyses collected observations in the given network
to identify abnormal behaviours. The IDS will generate false positives (classifying a legit-
imate activity as abnormal) and false negatives (classifying a malicious activity as safe).
The IDS can be classi ed based on various axes, e.g. monitoring technique, source of data,
and detection strategy [3]. The detection strategy of IDS can be classi ed as signature-based,
anomaly-based, speci cation-based, and hybrid [3]. A signature-based IDS compares the net-
work observation against prede ned attack pro les (referred to as signatures). In contrast,
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anomaly-based IDS pro les the network's legitimate activities and classi es observations as
anomalous if they deviate from the expected pro le. Signature-based IDS is known for caus-
ing low false positives; however, it cannot detect unforeseen intrusions, requires considerable
storage space and may cause high false negatives. On the other hand, anomaly-based IDS
is capable of identifying unforeseen intrusions but may cause high false-positives. To incor-
porate the strengths of each detection strategy researchers have developed hybrid IDSs for
6LOWPAN [3]. According to [3], existing IDSs mainly focus on detecting sinkhole (21%),
grayhole (14%), blackhole (10%) and DIS ooding (10%) attacks while increase rank, DIO
suppression, replay and worst parent attacks have received little or no attention.

Although the RPL was initially developed as a routing protocol for stationary LLN's, a
broader usage of LLN nodes motivated researchers to develop mobility for RPL [3]. Only 13%
of research has considered mobility in detecting RPL attacks [3]. It is vital to develop an IDS
that can identify RPL attacks in the network environment with mobile nodes. Furthermore,
because of the evolving nature of LLN environment (e.g. node mobility and application
variation), the data distribution is non-stationary and shifting. Unpredictable and abnormal
incidents evolve the network environment and induce shifts in the statistical distributions of
data, known as concept drifts. The concept drift occurrences can degrade the performance
of IDSs in LLNs and prevent them from accomplishing their primary tasks.

On the other hand, the streaming data in 6LoOWPAN is imbalanced, i.e. the distribution
of instances over the known classes is not equal. The class with abundant instances (legit-
imate activities) is called the majority class, whereas the class with a much fewer instances
(malicious activities) is termed the minority class. In computer networks, the imbalance is a
property of the problem domain, where the natural occurrence of one class dominates other
classes. This is because the process that draws observations from the minority class has lower
frequency. Imbalanced training data results in the development of biased models, speci cally
generating models that perform poorly on the minority class. This is a problem since the
minority class is often more critical, with mis-classi cation of malicious activities as normal,
indicating the IDS is simply failing at its primary tasks.

To the best of our knowledge, existing supervised and unsupervised IDS for 6LOWPAN in
the literature are o ine/batch-trained and mostly limited to stationary data environments
[3]. Hence, the existing IDSs cannot identify or adjust to the changes in the network, such
as the breakout of unforeseen intrusions or concept drifts. When implementing learning
algorithms, one often faces the di cult problem of dealing with non-stationary environments
whose dynamics evolve due to some unknown or not directly perceivable cause. In the
evolving environment of 6LOWPAN, an IDS must analyse extensive, noisy, and imbalanced
data. Therefore, a robust and generalised IDS is required to adapt to shifts in the streaming
data and identify RPL attacks accurately.

1.1 Aims and Objectives

The Routing Protocol for LLNs (RPL) is vulnerable to various threats (such as sinkhole,
blackhole, wormhole etc). Furthermore, the evolving data in LLN require a dynamic/robust
means of updating the detection model in real-time. The 6LOWPAN has a non-stationary
/dynamic data environment, where the network data distribution evolves on an unpredictable
basis. To maintain detection performance, it is expected that the IDS modify its detection
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model on a regular basis and incrementally adapt to unforeseen activities. Dierent IDSs
have been proposed in the literature to detect existing RPL attacks in 6LOWPAN (will be
discussed in Chapter 2). However, the existing IDSs for 6LoWPAN can address only station-
ary network environments and are unable to adapt to any changes in network con gurations.
Moreover, because of resource constraints in the LLNs, an IDS cannot explicitly store all the
past tra c in a streaming environment to identify anomalous activities in low power and
lossy nodes. In this regard, an incremental machine-learning-based IDS should be able to
secure 6LOWPAN from any internal and external routing intrusions. Hence, our rst formal
hypothesis is:

Hypothesis 1 : An adaptive heterogeneous hybrid IDS can identify various internal and
external RPL attacks in 6LoWPAN. The adoption of concept-drift detection approaches can
enable an incremental ML-based IDS to maintain and enhance its intrusion detection perfor-
mance over time by adapting to unforeseen intrusions and data distributions.

Since 6LOWPAN can have a large scale network topology, it is unclear whether a cen-
tralised IDS on the border router can detect RPL attacks when a malicious nodé targets
nodes at the lower level of the network hierarchy. In this regard, a passive decentralised
reinforcement-learning-based (RL-based) IDS can be able to facilitate intrusion detection in
6LOWPAN. As a result, our second hypothesis is:

Hypothesis 2 : An RL-based IDS framework can enhance the strength of distributed ML-
based IDS in detecting RPL intrusions. An RL-based IDS will be able to accurately identify
suspicious activities with the help of ML-based IDS agents.

The streaming data in LLN require a dynamic means of updating the detection model on
the y. Moreover, since the IDS agents cannot accommodate the sheer amount of streaming
data, the IDS needs to train on the succinct (more informative) data only. In this regard, the
application of adversarial reinforcement learning can facilitate the generation of robust and
generalised incremental ML-IDS. The developed IDS agents can make reasonable trade-o s
between the variance and bias for detecting RPL attacks in evolving and imbalanced data
environments of 6LOWPAN. Hence, ourthird hypothesis is:

Hypothesis 3 : An adversarial RL-based IDS framework can generate e cient detectors
using imbalanced training data. The integration of an adversarial RL environment and in-
cremental machine-learning can facilitate the formation of resource-e cient, generalised and
robust IDS detectors.

1.2 Thesis Contributions
The major contributions of this thesis are as follows:

~ Proposal and evaluation of an adaptive heterogeneous hybrid ML-IDS, maintaining its

Yin this dissertation, we use malicious node and intruder interchangeably.
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e ectiveness against environmental change in di erent scaled 6LoWPANS.

Proposal and evaluation of an RL-IDS framework to enhance the strength of distributed
ML-IDSs in detecting internal and external RPL intrusions.

Demonstration of a robust adversarial RL-based IDS framework that can generate
resource-e cient adjustable detectors using imbalanced training data.

Demonstration of an e ective IDS that is capable of identifying and distinguishing

a wide range of RPL attacks, including less researched ones; in this dissertation, we
develop an IDS capable of detecting Increase Rank and DIO Suppression attacks for
the rst time.

Construction of a set of features in a principled way that can facilitate the identi cation
of RPL attacks.

Demonstration of an IDS which is resilient against known and previously unseen RPL
intrusions.

Demonstration of an IDS which is capable of detecting intelligentML-based combina-
tional intrusions against 6LoWPAN.

Presentation of the rst application of reinforcement learning and incremental machine
learning for IDS in 6LoOWPAN.

1.2.1 Desirable properties

Below we identify various desirable properties (DPs) that could be expected of a high per-
forming IDS in our target domain. These are based on our own views and those of other
researchers [3; 4; 5]. In this context, this dissertation aims to achieve the following DPs.

~

DP1: the IDS must be adaptive and generalised to enhance its model performance in
the evolving data environment of 6LoWPAN.

DP2: in case of a concept-drift, the IDS needs to adjust its detection model and tackle
the joint issue of concept drift and class imbalances.

DP3: due to the resource-constraint nature of the LLN's nodes, the IDS should not
need excessive memory and computational resources whilst being able to identify rout-
ing attacks precisely.

" DP4: the IDS should be able to detect a wide range of RPL attacks. Published IDS
schemes address only subsets of known RPL attacks and do not evaluate outside the
chosen subsets.

DP5: the IDS should be able to detect known and previously unseen intrusions.

" DP6: the IDS must be able to identify an ML-based adversary using combinational
attack strategies.

" DP7: the IDS should be capable of identifying routing attacks in 6LoWPAN in the
presence of varying numbers of mobile nodes.
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1.3

Structure of the Thesis

The thesis is structured as follows:

A~

1.4

Chapter 2: \Systematic Literature Review" outlines the existing IDS architec-
tures for 6LOWPAN and provides an IDS taxonomy. It explores the Routing Protocol
for Low Power and Lossy Networks (RPL) and its existing threats, classi es relevant
IDS techniques and identi es areas requiring further investigation. The literature re-
view examines 103 papers.

Chapter 3: \Adaptive Hybrid Heterogeneous IDS" presents an adaptive hybrid
IDS to e ciently detect and identify a wide range of RPL attacks in non-stationary
environments. We apply our proposed framework to networks under various levels
of node mobility and node maliciousness. We empirically explore the use of several
incremental machine learning (ML) and “concept-drift detection' (e.g. ADWIN, DDM,
and EDDM) algorithms to achieve our goals.

Chapter 4: \Reinforcement-Learning-based IDS" proposes a Reinforcement
Learning (RL) based IDS to detect various attacks on RPL in 6LoWPANS, includ-
ing those which have been overlooked by the existing literature. The proposed scheme
can detect previously unseen attacks and identify mobile intruders accurately. The
scheme is well suited to the resource constrained environments of 6LoWPAN.

Chapter 5: \Adversarial Reinforcement-Learning-based IDS" proposes the
use of adversarial reinforcement learning, concept-drift detection, and incremental ML
algorithms for the development of a robust and generalised IDS, and propose a novel
approach to incorporate the salient information of imbalanced attack pro les into the
resource-constrained intrusion detectors. The developed IDS can make reasonable
trade-o s between variance and bias for detecting RPL attacks in the evolving and
imbalanced data environment of 6LOWPAN. Since the 6LoWPAN is subjected to var-
ious known and unknown routing intrusions and has an evolving data environment,
adaptivity and concept-drift detection play vital roles in developing a robust IDS. In
this chapter for the rst time, we propose an IDS to detect black-box and grey-box
ML-based adversaries aiming to destabilise the 6LoWPAN.

Chapter 6: \Conclusion and future work" rst presents a summary of the disser-
tation. Subsequently, the contributions of this dissertation are discussed and potential
future work identi ed.

Publications

Works in this thesis have appeared in the following publications:

1.

Intrusion Detection Systems in RPL-Based 6LoWPAN: A Systematic Lit-
erature Review

A. M. Pasikhani, J. A. Clark, P. Gope, and A. Alshahrani

IEEE Sensors Journal, 2021
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A. M. Pasikhani, J. A. Clark, and P. Gope
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4. Adversarial RL-based IDS for Evolving Data Environment in 6LoOWPAN
A. M. Pasikhani, J. A. Clark, and P. Gope
Submitted to IEEE Transactions on Information Forensics and Security.



Chapter 2

Literature Survey

2.1 Introduction

The Internet of Things (IoT) provides a framework where vast numbers of devices can com-
municate with each other and so collaborate to provide services across many domains with
increased e ciency and e ectiveness. Such enhanced operation is underpinned by increased
sophistication of information processing. It has become common to describe various nodes
as ‘smart' but in practice, the degree of smartness encapsulated in individual nodes varies
hugely. However, the ease with which nodes may now communicate means that highly so-
phisticated system operation is possible, with responsibilities for di erent aspects of service
provision being distributed across the network. Quite basic nodes now play a critical role in
the provision of such sophisticated services. However, many of these ‘things' in loT based
systems su er from limited computational and energy resources.

According to Cisco [6], over 75 billion devices are expected to connect to the Internet
by the year 2025. Due to the increased number of 10T devices, IPv4 does not apply in this
domain and use of IPv6 is essential. Sensors collect and actuate a massive amount of data
that requires precise analysis. However, because of resource limitations, Low Power and
Lossy Networks (LLNs) have to transfer generated data to a device/server with su cient
computational resources for storing it and for conducting computation tasks, such as data
analysis. Information can then be sent to the actuators to take identi ed actions. The IPv6
over Low-Power Wireless Personal Area Networks (6LOWPAN) was developed to provide a
compact IPv6 to LLN nodes in Personal Area Networks (PANs) and enable nodes to interact
over the Internet.

Making actuators, sensors, and devices connected to outside wired networks is a prof-
itable business. However, the resource limitations of LLN nodes makes them vulnerable to
internal and external malice and raises many security concerns. Most nodes in LLNs are
battery-powered, lack heavy-computation capabilities, and inherit inadequate computation
capabilities and limited storage capacity as a consequence of the need for low manufacturing
costs. Although loT devices have slightly better computational resources than Wireless Sen-
sor Network (WSN) nodes and are heterogeneous in design [7; 8], the devices usually need to
work in an unstable environment, where the neighbouring nodes may go on and o to con-
serve energy. Parent nodes may move outside their children's range and become unreachable;
therefore, children need to nd new parents in a timely manner. These require a scalable,
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energy- and resource-e cient routing protocol. The Routing Protocol for LLNs (RPL) is
designed to address these needs.

A substantial amount of research has addressed security concerns in LLNs through cryp-
tography, intrusion detection systems (IDSs), intrusion prevention systems (IPSs), authen-
tication and trust-based mitigation approaches, etc. I0T devices and traditional computers
use some similar protocols in the application, transport, network, and physical layers, as
discussed in Section 2.2. The constrained computational and energy resources of a LLN's
devices are the primary barrier to adopting existing security mechanisms at IoT interfaces
[9]. LLN devices generate huge volumes of data but lack the resources to store and process
it further.

RPL plays a critical and widespread role in service provision in loT systems. As a
consequence, it is an obvious target for attack and a critical candidate for defence. One
aspect of defence that must now be considered is how intrusions on RPL systems can be
detected. Here we present a systematic review of the most in uential approaches and methods
providing IDS for RPL networks. We examine existing routing threats and their negative
impacts. The strengths and weaknesses of IDS strategies and mitigation techniques are also
addressed, as are evaluation methods. Our review classi es and provides a taxonomy of these
IDS methods.

Several surveys and reviews, such as [10], [11], and [12], study RPL functionality, 10T
threats, and some proposed mitigation methods. However, the existing studies provide only
a light introduction to IDSs for RPL and do not cover the state-of-the-art attacks. They
are not comparative and do not evaluate the pros and cons of each proposed method from
di erent perspectives. Our survey provides a more rigorous characterisation of IDS strategies
together with ner grained evaluation than is currently available in the literature. The
increased evaluation detail will facilitate further research and help those considering IDS
implementation.

We comment on a wide range of aspects: objectives of each proposed approach, the
e ectiveness of each proposed detection strategies, monitoring techniques, and to what degree
each research achieved its goals. We also consider evaluation methods, con guration setups,
and testbeds used by researchers. Our study focuses on the most high pro le RPL mitigation
techniques, concentrating on IDSs.

The rest of this chapter is organized as follows. In Section 2.1.1 we de ne a set of research
guestions to provide increased rigour and focus to our review. Section 2.2 describes the
functioning and the potential vulnerabilities of RPL. Section 2.3 details discovered intrusions
and vulnerabilities of RPL. Next, IDS in terms of the source of monitored data, detection
strategies, response types, monitoring techniques, and evaluation methods are classi ed and
described in Sections 2.4.1, 2.4.2, 2.4.3, 2.5, respectively. After providing a taxonomy for
IDSs for RPL, Section 2.7 addresses the identi ed research questions and provides statistical
evidence for the ndings based on our investigation of 103 papers. Finally, Section 2.8
determines the existing research gaps.

2.1.1 Scope of this survey

Our survey is concerned with IDSs that target RPL networks. Salient features and methods
of papers in this context are extracted and the characteristics are detailed. We primarily aim
to address the following research questions:
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Q 1. What types of routing threats exist in this domain and how have they been addressed
so far?

Q 2. What is the impact of each attack in an LLN and to what extent do they damage
6LOWPAN?

Q 3. What are the technical performance objectives of the research in this eld?

Q 4. How do the proposed approaches monitor the network to detect anomalies and to
what extent are particular monitoring methods used by researchers?

Q 5. What IDS strategies exist to protect RPL networks and how widely is each used?

Q 6. What are the advantages and disadvantages of each proposed approach?

Q 7. What datasets or simulators are available for RPL networks, and to what extent are
they employed by researchers? What con guration and setup of simulated and test networks
(e.g. number of intruders, the distances between nodes, runtime duration) have researchers
used to conduct their experiments?

Q 8. What evaluation methods are used to measure the performance of the proposed
methods and to what extent have the researchers improved performance?

Q 9. What are open questions in this domain, and what vulnerabilities remained unad-
dressed?

2.1.2 Selection of studies

In this chapter the publications, literature, and methods are chosen with regards to their
research scope, expert opinions, and the quality of the publication and its impact on the
research published afterward. Web of Knowledge, Google Scholar, and IEEE Xplore search
engines were used to discover and obtain the proposed papers between the years 2008 and
2021.

2.1.3 Relevant reviews

In [19], the authors review the security issues and mitigation techniques of the edge layer
in 10T. The paper does not cover RPL attacks and mitigation techniques. A comprehensive
review of trust-based IDS for RPL is given by [12]. In [14], the authors study the impacts of a
few RPL attacks on 6LoWPAN and to what degree the built-in security mechanisms of RPL
can resolve the negative impacts of such attacks. [15] and [11] review several RPL attacks
and a few mitigation techniques. However, they study only a few proposed method and do so
in limited detail. In [10], the authors concentrate on classifying IDS approaches. They do not
provide an overview of RPL attacks and their adverse impact on the 6LoWPAN nor discuss
the computational cost of each IDS approach on the LLN. In [16], the authors provide a
review on the use of Machine Learning (ML) based security infrastructures to detect security
vulnerabilities of 10T, but do not include RPL attacks. Table 2.1 shows the contribution,
scope, and shortcomings of each related review and indicates how our work complements it.

2.2 Preliminaries

Several network protocols have been introduced that form connections between 0T devices
and the various computers on the Internet, as shown in Fig. 2.1 [20]. Such protocols can be
classi ed based on network coverage, energy overhead, and transmission rate. The 6LoWPAN
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Table 2.1: Related reviews

Ref | Contributions Scope Areas needing to be fur- Improvements made by

ther addressed our review

[13] | Provides a detailed review| Introduces several mitiga- | Provides an interesting de-| The core of their review is
of the RPL protocol, its re- | tion approaches for RPL at- | scription of RPL-based at- | similar to Q1, Q2, Q6, Q7
lated attacks, and some pro-| tacks. including some IDS| tacks, but omits in-depth | and Q9. However, we in-
posed mitigation strategies. | proposals enhancing the set analysis of IDS-specic de-| vestigate and extract more

curity of RPL. signs and proposals. relevant research questions
such as Q3, Q4, Q5 and Q8,

[12] | Introduces RPL vulnerabil- | 1oT routing methods and | The reviewed methods were| A greater range of high-
ities and trust-based secu-| existing vulnerabilities of | designed mostly for WSNs.| lighted vulnerabilities are
rity mechanisms such routing mechanisms. | Their study does not cover| given in this chapter. QS3,

any IDS approach. Q4, Q5, Q6, Q7 and Q8
of our study provide addi-
tional analysis.

[14] | Discusses the negative im{ De nes negative impacts | Introduces some RPL attacks.| RPL attacks and IDS meth-
pacts of some RPL attacks| of some RPL attacks on| IDS is described brie y with- | ods are classied and ex-
on the 10T network and | 6LOWPAN. Indicates to | out detailed classi cation panded in our review. Q3,
to what degree the heal-| what degree built-in RPL Q4, Q5, Q6, Q7 and Q8 ad-
ing mechanism of RPL can| mechanisms can enhance dress this.
counter them. security. Identies the

importance of developing
RPL security mechanisms.

[15] | Provides a comprehensive Introduces majority of RPL | Limited number of earlier | The attacks are expanded
review of RPL attacks. The | attacks and brie y describes | RPL attacks. Very brief re- | on and discussed in more
attacks are classi ed based| their adverse impact. view over proposed mitigation | detail. Mitigation tech-
on the damage they cause in methods. niques are classi ed and in-
the network troduced based on the cost

they cause to the LLN.
Q3, Q5, Q6, Q7, Q8 and
Q9 augment the presented
work.

[11] | Gives a brief survey of RPL | RPL specic attacks. In- | There is a need to thoroughly | Major RPL attacks and IDS
attacks and their mitigation | trusions on the 6LoWPAN | review RPL targeted attacks | proposals are covered. Re
mechanisms. Includes some adoption layer. IDS classi- | and mitigation methods and | search questions: Q3, Q4
IDS research proposals. cation. to present a detailed descrip-| Q6, Q7 and Q8 are not ad-

tion of the IDSs. dressed.

[10] | Provides a classication of | Classi es IDS detec- | A limited number of RPL at- | Study provides a more
IDSs in loT. tion methods, placement| tacks and loT security issues| comprehensive  classi ca-

strategy, and evaluation | are addressed. Also, moniq tion and taxonomy of IDS.
techniques toring methods are not stud- | The answers of Q1, Q2
ied comprehensively. Aects | and Q4. enhance their
on LLN networks are not ad- | shortcomings.
dressed

[16] | Reviews ML-based ap-| loT vulnerabilities, mitiga- | Reviews loT security in gen-| Proposed ML-based IDSs
proaches for mitigating 10T | tion using ML approaches, | eral and not RPL security | are reviewed and their
attacks. Identies limita- | and computational costs of | specically. Only a few IDS | strengths and shortcomings
tions of ML in securing loT | ML approaches. methods are reviewed briey. | identied. Q1, Q2, Q3 and
infrastructures. RPL-based attacks not in- | Q5 of our study augment

cluded. their work.

[17] | Surveys RPL and its ex-| RPL vunerability and miti- | Some proposed IDS are not Q4 to Q7 address the indi-
isting vunerabilities. Re- | gation techniques. adequately classi ed in their | cated shortcomings.
view some proposed IDS context. A comparison of pro-
and mitigation methods. posed techniques is not made

[18] | Reviews 97 studies related RPL in general. Briey describes a few se-| we provide dierent statis-
to RPL, in various direc- curity methods of RPL and | tics for the proposed IDS for
tions and domains. Pro- existing threats. Does not| lIoT. The unanswered ques-
vide some statstics on the cover any IDS. The study is | tions, Q1, Q2, Q3, Q4, Q5,
reviewed papers. not security-focused and pro-| Q6 and Q8, would comple-

vides a very general overview| ment their work.
of RPL security concerns and
existing mitigation methods.
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is the combination of IPv6 and Low-Power Wireless Personal Network (LoWPAN) protocols
and is the adaption layer of IPv6 for 802.15.4 LLNs. It is a version of IPv6 optimised for
LLNs and was mainly designed to provide Internet connections to resource-constrained nodes
in PANs (Personal Area Networks). However, 6LOWPAN can be implemented over di erent
platforms and is not restricted to radio links. The 6LoWPAN follows the IEEE802.15.4
standard and covers connection ranges of 10s of meters with250Kb/s transmission rate.
Implementing the original IPv6 is computationally expensive for LLNs. This adaption aims
to provide mechanisms to reduce computational expense, such as address header compression,
packet fragmentation, IPv6 neighbor discovery requirements. There is no default 10T stack
layer in this domain; however, we can see the standards and protocols introduced for loT
from di erent perspectives. Fig. 2.1 illustrates the TCP/IP protocol layer and the most
common stack layer described by researchers [20].

2.2.1 Routing Protocol for Low-power and Lossy Networks (RPL)

The Routing Protocol for low-Power and Lossy Networks (RPL) is designed to provide IPv6
communication among LLNSs, i.e., 10T devices. LLNs include constrained devices with limited
memory, processing power, and sometimes battery operated energy resources. Such devices
have a lossy connection, typically supporting only low data rates that are usually unstable
with relatively low packet delivery rates (PDRs). RPL was initially designed to work in an
environment with static nodes in xed locations; however, some mobility methods [21] were
introduced that enable the participation of mobile nodes in the RPL network. In general,
LLNs that use RPL are known for a meagre data rate; usually something below 250kbps
[10], and also very high collision and dropped packet rates, which negatively impact the
application throughput. RPL supports three kinds of communication: P2P (peer to peer
also called point to point); P2MP (a central node to multiple points on network); and MP2P
(from multiple nodes to a central server). It uses a distance vector routing protocol based
on its Destination Oriented Directed Acyclic Graph (DODAG). Multiple RPL instances,
each with a unique RPLinstanceid, can operate concurrently in the LLN. RPL is capable of
constructing multiple paths back to the same destination and switches to alternative routes
whenever default routes become corrupted (either intentionally or unintentionally). The
protocol generates a directed acyclic graph (DAG) based on associated policies imposed by
Low power and lossy Border Router (LBR). The LBR is the root of the DAG and usually has
rank 1. This border router and the rest of the nodes interconnect in a hierarchical structure,
which combines mesh and tree topologies referred to as a DODAG. The ranking system
was designed to prevent and detect any probable routing loop in RPL. The rank enables
LLN nodes to identify their parents and children. The RPL requires the nodes to store a
list of parents, allowing a child node to switch to another parent easily should a current one
become unavailable. The Rank in RPL is computed based on the distance from the 6BR with
di erent metrics, such as Link Quality (LQ), Delay, Hop Counts, Connectivity etc, de ned

in the Objective Function (OF).

Although RPL is the most popular and standerdised routing protocol in 10T networks
[22], several other protocols have also been developed to enhance routing in LLNs, namely
CORPL (Cognitive RPL) [23], and CARP (Channel Aware Routing Protocol) [24]. The
CORPL is an extended version of RPL and designed for cognitive networks. However, unlike
RPL, it does not support storage management, and all nodes need to track forwarding records.
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Figure 2.1: loT stack layer.

(The parents are not the only ones responsible for this task.) The CORPL is designed for
underwater communication scenarios, and unlike RPL, it does not support security and server
technologies. Initially, no mobility was considered in the RPL network and all nodes were
considered to be static. However, several researchers [22] have con rmed the possibility of
placing mobile nodes in RPL.

2.2.2 DODAG

The RPL is capable of building several DODAG graphs [25], with identical roots in each
graph characterised with di erent DODAG Id's. Each node is only permitted to join a single
DODAG graph and be a child of a parent node at the same time; however, nodes with
di erent roots and DODAGs can communicate with each other. A DODAG builds its graph

in several steps, as represented in Fig. 2.2. The formation of the topology starts with the
6BR/Root, also referred to as the sink node. The root multicasts a DODAG Information
Object (DIO) to all nodes in its neighbourhood to initiate the formation of a DODAG. A
DIO packet carries essential information required by nodes to discover an RPL instance, learn
con guration parameters, select a parent set, and maintain the DODAG graph.

Neighbouring nodes receiving the DIOs from the root choose the sender as the parent by
replying with DAO (Destination Advertisement Object) messages. Next, the parent node may
accept their request by sending DAO-ACK to each individual. The neighbouring nodes then
calculate their ranks concerning the parents' rank value and other parameters and multicast
a new DIO to the nodes in their neighbourhood for attracting potential children. Calculating
the rank depends on several factors, such as the distance from the root, energy resource of
the node etc. The node's rank identi es its position in the network topology, which is a
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Figure 2.2: DODAG graphing and RPL storing modes.

top-down hierarchy. A child always has a higher, less valuable rank than its parents. 0T
devices consider neighbours with a lower rank value as a parent. Optimal routes (parents,
hops) in the DAG are obtained from metrics and constraints. In order to update the DAG, a
DIO message is multicasted periodically according to the timer set by the border router (as
part of the trickle algorithm).

Meanwhile, if any new node wants to join the DODAG, it will multicast DODAG Infor-
mation Solicitation (DIS) requests to discover a DODAG network and listen for a DIO reply
from a node in its neighbourhood. The DAO is intended to be used for creating a downward
hierarchy. If a node loses connection with its parent, either it can wait for an incoming DIO
message (taking 1-60 minutes) or send a DIS message [26].

If the parent node becomes unreachable or disappears, a couple of repair procedures are
designed to avoid reconstructing the entire topology. The primary technique lets nodes send
their packets through their neighbouring node with the same rank, and the second mechanism
guides them to select another parent from the preferred parent set. IETF [1] also introduces
a global repair mechanism to reconstruct the DODAG topology. Although such a mechanism
can play an essential role in reviving an loT network, it increases the vulnerability and enables
malicious nodes to sabotage the network. Such attacks can exhaust battery-powered nodes,
leading to shutdown.

The RPL IPv6 header option with the special ag "O' indicates the intended packet
direction, and "R’ noti es a rank error occurrence during packet forwarding between sender
and receiver nodes. There are two downward routing modes, namely storing and non-storing
mode, illustrated in Fig. 2.2. Each routing node is stateful in storing mode, and creates
a downward routing table for its sub-DODAG to route incoming and outgoing trac. In
non-storing mode all nodes transfer their packets towards the border router/root, then the
root node transfers the packet to the destination address.

2.2.3 Routing metrics

In the DODAG, the duty of con guring routing metrics, optimization objectives, rank cal-
culation, and parent selection policy is de ned by the OF (Objective Function) policy. The
IETF proposed several OFs, using a variety of link attributes, for di erent applications and
environmental conditions [27][28][29][30][31]. The OFs follow diverse policies with di erent
goals. An OF may aim to enhance the packet end to end delay or preserve LLN nodes' energy
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Table 2.2: Objective functions

Objective Func- Routl_ng Status | How does it work?

. Metric

tions

Objective  Func- Hop Fully It uses only the hop count as a routing metric. The preferred
count de ned

tion Zero (OFO0) parent in OFO0 is selected to be the neighbouring node with min-
imum rank. It adds the pre-determined value to the prior rank.
The rank increases strictly from the node towards the sink mono-
tonically. [36] The OFO is the default OF of RPL

Minimum  Rank ETX d';url:Zd The aim of this OF is to obtain the route that causes the least
With  Hysteresis path cost. In this regard, either a path that sati es this need will
Objective  Func- be selected as the route, or hysteresis takes place as the secand
tion (MRHOF) mechanism. The potential parent is nominated as a parent if its

path cost - the threshold < the current parent path cost [37].
The Expected Transmission Count (ETX) is the default routing
metric of MRHOF. The ETX pursues the discovery of routes that
provide optimal end-to-end throughput.

ETX Objec- C';SE,[ Draft This OF aims to discover the path providing a packet delivery
tive Function with the minimum number of packet transmissions. The ETXOF
(ETXOF) [38] is extensively implemented in a large number of IoT experiments,

although it is an expired Internet draft.
Load Balancing | Childset Draft In order to balance the number of children of each potential par-

Objective  Func- ent, and as a result, moderate the trac in the network, the
tion (LBOF) number of children is considered as a metric in this OF. This im-
proves the packet delivery rate (PDR) and energy consumption
in nodes.
ETX + . L
Trac Aware Ob- Draft TAOF combines Packet Transmission Rate (PTR) and ETX to
. ) PTR . . . L
jective  Function discover and nominate the path with minimum tra c toward the
(TAOF) root.
LLQ OF RSSI Draft This link quality depends on the distance between the nodes; it

is based on the Received Signal Strength Indicator (RSSI) [39]

resources by avoiding routing through battery-powered nodes. Table 2.2 introduces existing,
fully de ned, or drafted OFs.

Energy calculation is not considered as an element in the routing path drawing of MRHOF
and OF0. Several OFs have been proposed to address this limitation, namely Residual Energy
OF, Energy E cient and path Reliability Aware OF (ERAOF), Energy-Oriented Routing
OF (OF-EOR), and Expected Lifetime OF (ELT). For brevity, this review paper does not
review each OF. The reader is referred to [32] and [33] which provide comprehensive reviews
of OFs and to [34] and [35] which study and analyse MRHOF and OFO0 performance over
several measures and LLN scenarios. Based on their ndings, both OF0 and MRHOF cause
long hops in a dense network with a large number of nodes, introducing an OF is essential.

2.2.4 Routing protocol vulnerabilities

The 6LoWPAN is vulnerable to various routing threats (such as Sinkhole, Version Number,

Wormhole, etc) and does not have any concrete mechanism to ensure security in its routing
protocol (RPL). [40] provides a comprehensive study and analysis of RPL performance in
an extensive scale network. Studying RPL performance in a multi-hop network reveals the
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Figure 2.3: lllustration of attacks in a RPL network .

existence of link quality, energy exhaustion, information leakage, maintenance of routing
information, integrity, and availability issues.

2.3 RPL Attacks

There are three types of RPL attacks, distinguishable by the harm they cause to the LLN [15],
as illustrated in Fig. 2.3. If the attack is against the victim nodes' resources, then it falls into
the resource attack category. This category consists of two subcategories, namely direct and
indirect attacks. In a direct attack, the malicious node by itself establishes the attack while
in the indirect category the intruder initiates the attack with the help of legitimate nodes.
Both approaches aim to drain neighboring nodes' resources. However, detection of indirect
attacks is more challenging because usually there is more than one attacker node present in
the network and detection of their master, the primary intruder node, is harder since it does
not target the LLN nodes directly. If the intruder aims to generate an unoptimised network
topology, it is called a topology attack. Topology attacks divide into sub-optimisation and
isolation subcategories. In the sub-optimisation attacks, the network diverges from optimal
performance. In isolation attacks, targeted nodes become isolated from the network and
cannot receive or transfer packets. The third category is against RPL network tra c, so it is
called a tra c attack. This category divides into Eavesdropping (if the intruder node sni s
and analyses the network stream) and misappropriation (where the identity of other nodes
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is stolen and used to advantage). In the following, we describe the prevalent RPL attacks in
the framework mentioned above.

Intruders can obtain a malicious rank either by observing its neighbourhood and then
advertising lower, more powerful, malicious rank values or by deceiving neighbouring nodes
by manipulating the OF and persuading other nodes to assign a better rank to it. The
OF manipulation enables the intruder to adapt to the changes in the network and work
dynamically. This makes the detection of intruder nodes harder for the IDS [41]. Usually,
the intruders combine attacks such as sinkhole and blackhole with selective forwarding in
order to achieve their goals by making detection harder. Because such malicious activities
aim to disturb the repair and routing mechanism of RPL, they are termed RPL attacks.
Several researches [14], [42], [43], [44], [45], [41] analysed the adverse e ect of di erent RPL
attacks on the LLN. Watching each attack's symptoms over the LLNs can help researchers
design a countermeasure by monitoring the a ected parameters. Table 2.3 demonstrates the
di erent negative impacts each RPL attack has on the network [14], [42], [43], [44], [45], [41].

Sinkhole (SH). A sinkhole attack is a sort of eavesdropping attack that sni s the vic-
tims' data by persuading them to select the attacker node as the parent. This causes the
construction of an unoptimised topology among the LLN nodes in the network. In Fig.
2.3, node 3 is the intruder and starts a sinkhole attack by multicasting DIO messages with a
lower malicious rank of 2 while its legitimate rank is 7. As a result of this false advertisement,
the neighbouring nodes express their interest in being children of the intruder by unicasting
DAOs. Next, the victim node sends their packets to their parent, now the intruder node, to
transfer the information to 6BR and other nodes. In the illustrated scenario, nodes 1 and 2
refuse the DIOs from node 3 because they already have rank 2, and node 8 is not a ected by
the malicious DIO message because it does not receive it. As a result of this falsi ed adver-
tisement, the malicious node will more frequently be nominated as a preferred parent by its
neighbours, while it does not provide a better performance based on the network Objective
Function (OF). Algorithm 1 provides a pseducode of such an attack.

Blackhole (BH). The blackhole attack divides the LLN into isolated subnetworks, which
cause an adverse e ect on the network throughput. Similar to the SH attack, the intruder
node attracts the neighbouring nodes by advertising a better malicious rank with DIOs, but
instead of forwarding application packets, it drops all received information. A BH attack
launched from a strategically chosen node can cause a massive loss in network trac. A
Selective-forwarding (SF) attack, also called a Grayhole attack, is a variant of this. Here the
intruder selectively or randomly drops some of the packets and forwards the rest. Detecting
this form of attack is more challenging.

Increase Rank (IR). This attack is against LLN nodes' resources and indirectly dis-
rupts victim nodes to exhaust their computational and energy resources. It also causes a
communication disruption in the LLN. The intruder initiates the attack by increasing its
rank and multicasting DIO messages with the modi ed malicious higher (less valuable) rank
value to its neighbouring nodes. By doing this, it forces the children to search and nd a new
parent to approach the border router. After causing signi cant network overhead, and when
nally the children nd a new parent, the intruder node reverts back to the previous rank or
alternatively advertises a lower (better) rank to attract neighbouring nodes to reselect it as a
parent. The process is illustrated in Algorithm 2; it repeats continuously until it exhausts the
power resources of the victim nodes and forces them to shut down. In Fig. 2.3, the attacker
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Algorithm 1: : Sinkhole, Black-hole, Selectiveforwarding attacks
1 Initialisation

2 A: Attacker node

3 N: Neighbour list  legitimate LLN nodes

4 B: a neighboring node2 N

s P: Current packet

s R: a lower more powerful rank, usually assigned as the sink node rank
7 Attack_type = f Sinkhole, Black-hole, Selectivdorwardingg

Input:  \A" receivesDIOs from A.N and calculatesMin (advertised_ranks)

Output: \A" obtains a lower, malicious rank and multi-casts it with DIO to all nodes, 8
node2 A.N

if (Pis DIO) ™ (P:sender.id 2 A.N) then

if P:senderid 2 A:N " P:sender.id 6 root_id then

if DIO:rank A:malicious _rank then
L A:malicious _rank R

J—

(A.received(DIS from B)) _ (A trickle _timer activated) then

A.multicast((DIO with malicious _rank) to node 8nodes2 A.N)

B.receive(DIO from A)

if DIO.rank < B.rank then
| B nominate A as preferred parent

B unicast application packets to its preferredparent, which is \A" now, in order to
transfer it to the destination

if Attack_type is Sinkholethen
| A collect packets from B and transfer it to next hop

else if Attack_type is Blackholethen
| A collect packets from B then drop all of them

else if Attack_type is Selectiveforwarding then
L A collect packets from B and selectively or randomly drop some and transfer others to

next hop

node 5, initiates an IR attack by increasing its rank to 6. As a result, its children nodes 7,
8, and 9 lose their connection to the border router and set about nding a new parent by
multicasting DIS messages. Node 4 receives DISs from 7 and 8 and replies to their request by
unicasting a DIO to them. Node 9 is not in the range of node 4 and sends DIOs periodically
until nodes 7 and 8 join the DODAG and respond to its DIS with a DIO. When the intruder
realizes that the victim has found a new route to the border router, it tries to re-attract them
by advertising the original or better rank. This loop continues until all targets run out of
power.

Wormhole (WH). This attack aims to disturb and obstruct the RPL topology by
causing victim nodes to create unoptimised routes with regards to a falsi ed OF. This happens
when two or more widely spaced attacker nodes, connected through a private channel or
tunnel, over a wired or wireless connection established with the help of a powerful antenna
mounted on the intruder nodes, dominate two parts of the network with their broad radio
coverage. Algorithm 3 demonistrates the implementation of the Wormhole attack. Consider
Fig. 2.3. Here the attack is initiated by the intruder node 9, transferring the collected control
packets from its neighbourhood to its accessory, the intruder node 10, placed on another part
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Algorithm 2:  : Increase rank attack

1 Initialisation

2 A: Attacker node
3 N: Neighbour list
4 P: Current packet
5
6

R1: is the initial, legitimate rank
R»: is a high, less valuable rank
Input: A" increases its rank to much higher rank and multi-casts it with DIO
Output: \A" receives aDIO containing a lower rank from a neighbouring node, then
decreases its rank and multi-casts it withDIO
if (P =DIO) ~ (P:senderid = A.id) then
if A.rank = R; then
| Arank ( = Ry
else if A.rank 6 R; then
| Arank ( = Ry
| A.Multicast(DIO to A.N)

(P is DIO) ~ (P:sender.id 2 A:N) then
if (P.Rank < A.Rank) * (P:sender.id 6 rootnode_id) then
Arank ( = Ry
L A.Multicast(DIO, 8 nodes2 A.N)

=

of the RPL network; the node 10 multicasts the received control packets and confuses the
nearby nodes by making them believe that the generators of control packets (i.e. node 4, 8, 13
and 14) are in their neighbourhood. This action encourages the victims to add the initiators to
their neighbour lists. The WH attack causes unoptimised route construction in the network
topology and greatly increases network overheads. Several studies [44], [45] analyse the
negative impact of the WH attack on LLNs. The WH attack can also be considered as an
external intrusion if the attacker creates a tunnel between a node inside the RPL network and
a device outside the LLN. The manipulated or malicious node inside the RPL network can
be equipped with a more powerful antenna to transfer collected data to an external device
outside the network. Due to the fact that in such attack, attackers use a private channel for
transferring data, and the border router is not involved in transferring data, detection of an
external wormhole attack is more sophisticated. As far as we are aware, there are no IDS
proposals to detect external WH attack.

DIS Flooding (DF).  This attack aims to exhaust target nodes' resources by generating
a large amount of tra c in the victim network. This also disrupts communication among
the LLN nodes. The DF attack signi cantly increases control packet overheads and energy
consumption, and causes routing disruption. In the ooding attack, the intruder node can
be placed inside or outside the network, and in the most extreme scenario, it succeeds in
exhausting all targets' resources. As explained earlier in Section 2.2.2, a new node or the
node that has lost its connection with its preferred parent and nodes in its parent list, uses a
DIS message to discover a DODAG network in the RPL routing protocol. As in Algorithm
4, the intruder abuses the vulnerability of this method and multicasts a DIS message to
the neighbouring node then listens for a DIO reply; this action repeats in order to drain
resources and cause a considerable number of collisions in the network. Fig. 2.3 illustrates
a DIS ooding attack scenario. In the scenario (A), node 7 is assigned as the intruder
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Algorithm 3: : Wormhole attack

Initialisation
Aq; A, :Attacker 1 and 2
N: Neighbour list
B: a neighboring node2 N
P: Current packet
Control _Packet = fDIO, DAO, DIS, DAO-Ack g
Input: B Multi-casts Control _Packet to nodes,8 node 2 B.N
Output: AjorA, transfer the received ControlPacket from B to its counterpart
if (P is Control _Packet) then
if P:sourceid 2 A;:N then
A .transfer(P to A»)
L A,.multicast(P, 8 node2 A;,.N)

else if P:sourceid 2 A,:N then
As.transfer(P to A1)
A;.multicast(P, 8 node2 A;.N)

o g M W N P

and establishes the ooding attack by multicasting DISs to its neighbor list. As a result,
its neighbours reply to its request by multicasting DIOs not only to node 7 but to their
neighbourlist (B). This RPL attack causes network congestion and the saturation of the LLN
nodes. It increases control packet overheads considerably. In the multicast DIS Flooding
attack, the victim node (the receiver node here) will reset its trickle timer and multicast its
DIO message when its receives a multicasted DIS message from the intruder. In a unicast DIS
ooding attack, the receiver node of unicasted DIS message unicasts a DIO to the intruder
without resetting its trickle timer. Since it is not required to be part of the DODAG to send
DIS control packets, an intruder can initiate the DIS ooding attack outside of the network
[15].

Clone Id (Cl) & Sybil Attacks. Both of these attacks are inherited from WSNSs.
In the Clone ID attack, the intruder node clones or takes the identity (MAC address, IP
address, rank, etc.) of a victim node, then multicasts or unicasts packets to its neighbors
to disrupt the network and threaten con dentiality and integrity of the targeted node data.
On the other hand, in the Sybil attack, the intruder aims to disturb a vast number of nodes
by stealing the identity of several nodes. The intruder then multicasts and unicasts the
control packets of targeted nodes simultaneously. The placement of intruder node(s) in a
Sybil attack a ects the degree of negative impact on the network; this has been studied
in [46], [47], [48]. The intruder node(s) can manipulate data by bonding to an area and
disturbing a smaller quantity of nodes by stealing their identity and collecting their data; the
process is presented in Algorithm 5. They are also capable of scaling the attack domain by
in uencing nodes in di erent locations to impact a larger proportion of network. The aim
in this kind of placement is to damage the routing mechanism and make the ranking system
or OF ine ective. Detection of distributed attack scenarios is harder if malicious nodes are
mobile. The study [48], describes various types of Sybil attacks.
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Algorithm 4:  DIS Flooding attack

1 Initialisation

2 A: Attacker node

3 N: Neighbour list

4 |: Current node id

s B: a neighboring node2 N
6

7

8

9

V: Victim list
P: Current _packet
Attack _type = f Unicast DIS Flooding, Multicast DIS Floodingg
Control _Packet = fDIO, DAO, DIS, DAO-Ack g
Input: VA" uni-casts or multi-casts DIS to node(s), 8 nodes2 A.N
Output: \B" uni-casts or multi-casts DIO message
if A.Attack _type is Unicast DIS Flooding then
A.unicast(DIS =) B, B 2 A.N)
B.unicast(DIO =) A)

Ise if A.Attack _type is Multicast DIS Flooding then
A.Multicast(DIS, 8B 2 A.N)
for 8B 2 A.N do
| B.Multicast(DIO, 8node?2 B.N)

1)

Algorithm 5:  Sybil Attack

1 Initialisation  A: Attacker node N: Neighbour list P: Current packet L: Target List S: sender
node Control_Packet = fDIO, DIS g Attack_Types = f Sybil, Clone.ldg

Input:  Control __packet initiated by victim node(s)
Output: \A" steals victim nodes credentials, then uni-casts or multi-casts control packets with
their identities
if (P 2 Control_Packet) ™ (P:sender.id 2 A.N) then
/lattacker can select the victim(s) selectively or target its children
if (S:nodeid 2 A.children _list) then
if (Attack _Type = Sybil) then
if (S:nodeid 2 A.L) then
| A.clone(S.credential)
A.Multicast(Control _Packet=) A.N) _ A.Unicast(Control _Packet =)
A.N[node._id])
Ise if (L.length =1 " Attack_Type = Clone_Id) then
A.clone(S.credential)
A.Multicast(Control _Packet=) A.N) _ A.Unicast(Control _Packet =)
A.N[node_id])

5

Worst Parent Attack (WP). As in Algorithm 6, the intruder selects the worst parent
to transfer data [41] while multicasting its actual rank with DIOs. The idea behind this
attack is to cause lengthy end-to-end delays and create an unoptimized path from children
nodes to the 6BR. Detection of this attack is more challenging than other attacks because the
intruder does not show any abnormal attitude through multicasting control packets; however,
if the intruder decides to impact larger nodes and attract more children by advertising lower
rank, detection becomes more feasible. No current study covers this attack.

DODAG Inconsistency. The intruder can either multicast malicious control packets
with enabled "O' and "R’ ags in the opposite direction or can alter the received packet from a
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Algorithm 6:  Worst Parent Attack

1 Initialisation  A: Attacker node N: Neighbour list P: Current packet Control_Packet = f DIO,

DIS, DAO, DAO-Ack g
Input: A" discovers the neighbouring node with the highest, least valuable rank, providing the

worst OF
Output: \A" selects the discovered worst parent as the preferred parent to reduce routing
performance
if (P=DIO) " (P:senderid 2 A.N) then
L if (A.preferred _parent[rank] < Node.Rank, 8 Nodes2 A.N) then
| A.preferred_parent = Node.id

Algorithm 7:  Version Number attack

Initialisation
A: Attacker node
N: Neighbour list
I: Current node id
B: a node
P: Current packet
M_VN: Malicious Version Number
Control _Packet fDIO, DAO, DIS, DAO-Ack ¢
Input: \A™ collects DIO from the root or a neighboring node and reads the current version
number
Output: \A" increases the current version number and puts it in(M _VN) and advertise it
through multi-casting DIO
if (P =DIO ~ P.destination_id = A.id) then
if (P.version_number = 1) _ (P.version_number M_VN) then
A.DIO[version _number] ( = M_VN
A.multicast(DIO, 8B 2 A.N)
M_VN ( = M_VN ++

Ise if (P.version_number> M_VN) then
A trigger repair mechanism of DODAG and recalculate its rank
M_VN ( =P.DIO|version _number] ++
A.DIOJversion _.number] ( = M_VN
A.multicast(DIO)

©® N o g A W N B

0]

neighboring node and enable its "O' and 'R' ags before forwarding it to the destination. This
causes signi cant control packet and energy overheads and increases packet delivery time. If
the intruder decides to manipulate the received packet before transferring it, the detection
becomes harder. It causes isolation in the network because the receiver node always drops
the packet and initiates the repair mechanism.

Version Number Attack (VN). Since there is no built-in security mechanism to ensure
that only the root node can modify the value of a DODAG version number in a LLN, the
intruder can abuse this vulnerability to cause an adverse impact on the functionality of
a DODAG. In a VN attack (Algorithm 7), the intruder node incrementally increases the
repair mechanism value and then advertises it through its DIO message. This encourages
LLN nodes to enable the global repair procedure and recalculate their routing paths more
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frequently. VN causes signi cant energy overheads in LLN nodes while exhausting their
computational resources. This attack can become much more sophisticated if the intruder
node is far from the 6BR, i.e., in the lower level of the DODAG hierarchy. In [42], [43], the
authors analyse the negative impact of the VN attack on LLNs.

Ranks Attack (RA). This attack is harder to be detected because the intruder node
does not initiate any malicious packet or manipulate any legitimate packet. It disregards
the rank error initiated by its neighbouring or child node [41]. The DODAG allows only an
increase of the rank in a downward direction and decreases in upward direction, as illustrated
in Fig. 2.2. The nodes have to check the rank condition when sending and receiving packets.
If LLN nodes nd any error in this procedure, they have to enable the rank-error bit de ned
in the RPL protocol and inform neighboring nodes about inconsistency in the network; this
prevents the formation of a loop in the network. In the rank attack, the intruder does not
enable the rank-error bit when it discovers a rank error. This attack is di cult to detect
because the intruder does not display any abnormal behavior (e.g., it satis es all protocol
conventions, except honesty). In the long run, this malicious behavior causes the formation of
a loop in the network, damaging the network topology. Moreover, it isolates the nodes with
a rank error in the network and results a massive number of error packets and inconsistencies
in the routing mechanism. It [41] analyses the impact of the rank attack on LLNs.

Local Repair Attack (LR). The intruder initiates this attack by sending a repair
packet to the node in its neighbourlist while there is no inconsistency or error in the network
[49]. This results in computational exhaustion of LLN nodes and an increase in control
packet overheads in the network, because victim nodes have to recalculate their routes to the
malicious node.

Replay Attack.  The intruder records legitimate control packets, such as DIO, DAO,
DIS, generated by its neighboring nodes, and then later it unicasts or multicasts the collected
packets. This causes inconsistency and creation of expired routing paths in the network
because some con gurations in advertised control packets are outdated and cause the network
to function erroneously. Algorithm 8 represents such an attack. Because the intruder forwards
the collected control packets from legitimate nodes, built-in security mechanisms of RPL and
the use of cryptography cannot prevent it [13].

Even RPL secure mode and cryptography cannot secure the LLN against such intrusions
because knowing the keys is not required for an intruder to replay collected packets. The
consequence of this attack is discussed in Table 2.3. The intruder replays the application
packet in the replay attack for the WSN platform, while in the RPL, the intruder replays
control messages only.

DIO Suppression attack (DS). The authors of [50] study the DIO suppression vul-
nerability of RPL and analyse its adverse impacts on LLNs. In the DS attack, the intruder
advertises a DIO frequently in order to slow down the DIO message process. Neighbouring
nodes of the attacker consider the received DIO consistent after collecting enough similar
DIO messages from the malicious node. This leads victim nodes to suppress their DIO mul-
ticasting process, which in turn leads to the isolation of some LLN nodes since they cannot
discover their neighbouring nodes, and some routes that are providing better OF will remain
undiscovered. A study and analysis of the consequences of a DIO suppression attack in LLN
can be found in [51]. It also proposes a mitigation method [51].

DAO Inconsistency attack (DI). In RPL, the forwarding-error ag is designed to
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Algorithm 8: Replay Attack

1 Initialisation  A: Attacker node N: Neighbour list P: Current packet L: Target List R: List of
recorded control packets ControlPacket = f DIO, DIS, DAO, DAO-Ack g

Input: \A" records Control _Packet initiated by \L™
Output: \A" multi-casts R
if (P 2 Control_Packet) ™ (P:sender.id 2 A.N) then
/lattacker can select the victim(s) selectively or target its children
if (P:sender.id 2 A.L) then
| Add(R ( = P)
if (Attack _triggertimer.status = Activated) then
| A.multicast(R, 8 nodes2 A.N)

indicate that the stored path in the routing table of the parent is no longer valid and needs
to be removed. This is done by enabling "F' ag in the option header of the received packet
and replaying it to the parent. In RPL storing-mode, the intruder exploits the vulnerability

of this mechanism to initiate a DAO inconsistency attack. Upon receiving a packet sourced
from an ancestor of the intruder node, the intruder enables the "F' ag of the received packet
and replays it to its parent to claim that the indicated downward route in the packet is
no longer available. This misleads the parent into removing the legitimate downward route
from its routing table. As a result, the parent node also has to inform its parents that the
destination node is no longer available when it receives a packet that wants to use the expired
route. The authors of [52] study the impact of this attack on LLNs.

2.4 Intrusion Detection Systems

Security infrastructures such as encryption may perform well in securing 6LoWPAN against
external intrusions but they are computationally expensive [52; 105; 100] for LLN nodes and
cannot make RPL resilient in the face of internal malicious activities [106; 60]. However,
Intrusion Detection Systems (IDSs) show outstanding performance with acceptable energy
overhead for detection of internal and external intrusions. The structure of IDS for 6LOWPAN
can be classi ed along several axes, namely the source of monitoring data, analysis type,
detection strategy, monitoring technique, the form of response, and detection time. Next,
each criterion is discussed in detail and the relevant proposed methods categorised. Fig. 2.6
gives a taxonomy of IDS for RPL and Table 2.6 shows the IDS approaches employed by
researchers.

Before classifying IDSs, we de ne what an IDS is. In recent years we have seen incon-
sistency in the de nitions of IDS in RPL. The IDS is the software or hardware designed
to monitor and analyze the events taking place inside the host machine, or packets sni ed
through the network tra c, in order to discover any suspicious activities and raise an alarm.
An IDS does not have any mitigation duty. On the other hand, an Intrusion Prevention
System (IPS) can work with an IDS to detect suspicious behavior.

Although IPS can autonomously prevent intrusions, security administrators sometimes
may prefer to implement IDS rather than IPS. Moreover, detecting suspicious activities (via
an IDS) or mitigating the e ects of an intrusion (using an IPS) it is often desired simply
to understand the situation better. For example, administrators like to discover the aim



CHAPTER 2. LITERATURE SURVEY

Table 2.3: RPL attacks and their impacts on LLNs

Attack Type Against Researches
name
D1 | D2 | D3 | D4 | D5| D6 | D7 | D8 D9
[49], [53], [54], [55],
[22], [56], [57], [58],
Sinkhole Insider N | L M LI M]Y |L/|N C/ [59], [60], [61], [62],
(63], [64], [65], [66],
[67], [68]
(69], [70], [59], [62],
Blackhole Insider N [ H M L{M]Y |H]|Y CNIA [71], [72], [73], [74],
[75]
[76], [54], [22], [58],
Selective for- | Insider N | M M LMY | M|N C/IIA [59], [60], [77], [62],
warding [63], [71], [78], [74]
. . [79], [56], [80], [81],
Wormhole Insider/Qutsider H H M C/l 82], [83]
Rank attack Insider H A [49], [25], [61]
Version num- | Insider H H | H C/lIIA [84], [85], 1571, [62],
ber [86], [87]
Increase rank | Insider Y | M H H| H|Y | H]|N A -
(88], [89], [90], [85],
DIS ooding | Insider/Outsider N | N M H|H|N/|H]|N A [56], [57], [59], [91],
(Unicast) [87], [92]
(88], [89], [90], [85],
DIS ooding | Insider/Outsider N | N H H|H|N|H]|N A [56], [57], [59], [91],
(Multicast) [87], [92]
DoS Outsider N [ N H H|{H|N|H]|N A [93], [94], [95]
Neighbour at- | Insider Y L M M L Y L N CNIIA [49], [90]
tack
Local Repair | Insider N | H H N|H|N|M|N C/ [25], [49], [59], [96]
OF Manipu- | Insider N | L N N|L|Y|L|N C/l [61]
lation
DIO suppres- | Insider N | L M M|IH|]Y | M]Y A -
sion
DAO Incon- | Insider N [ H M L|{H|Y | M|Y CNIA [97], [52], [98]
sistency
DODAG In- | Insider N [ N H H{H|Y | H]|Y I/A [70], [99], [100]
consistency
[46], [101], [102],
Sybil Insider N [ H H MIM|Y | MY C/ [103], [59], [62], [48],
(83]
Clone Id Insider/Outsider N | L L M| L|]Y]|L]J]Y C/l [59], [64], [82]
Replay attack | Insider N | H M M| M|H|HI|Y CIIA [51], [104]
Worst Parent | Insider Y | M N N|{N|Y | H|N (o] -
Attacks
Sni ng Insider/Outsider N | L M LiL|]Y ] |L|N C -

ROUTING LOOP (D1), NEGATIVE IMPACT ON PDR (D2), CONTROL PACKET OVERHEAD (D3), NET-
WORK CONGESTION (D4), DRAIN BATTERY (D5), UNOPTIMISED ROUTE (D6), DELAY(D7), NODE
ISOLATION (D8), CONFIDENTIALITY (C) INTERGRITY (I) AVAILIBILITY (A) (D9), LOW (L), MEDIUM

(M), HIGH (H), YES (Y) , NO (N)

24

and identity of intruders by tracing the path of attackers seeking information. This may be
achieved, for example, by using a honeypot or a variety of situational awareness tools.
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2.4.1 Source of monitoring data

The source of data for monitoring can be de ned with regards to the type of intrusion the
IDS aims to counter. It may aim to secure the I0T network against attacks manipulating the
content of the application layer, such as SQL injection, bruteforce, or side-channel attacks. In
this case, monitoring audit-logs, system events of the client machine, or in some scenarios, the
payload contents of network packets after decryption plays a vital role in detecting intrusions.
On the other hand, the attacks that alter the parameters of a legitimate network packet or
generate malicious packets require the appliance of network security infrastructure such as
an IDS to monitor and analyse network tra c. Therefore, the IDS obtains network-packets
and audit-logs of the host machine, or both, for monitoring purposes.

Network-based IDS (NIDS): Since RPL is in the network layer of the loT stack,
detecting RPL attacks requires analysing network packets. The NIDS analyses the ow of
network tra ¢ in the LLN. Researchers commonly use NIDS for detecting RPL based intru-
sions. However, NIDS cannot analyse the encrypted contents of packets' payloads without
possessing the encryption key. The NIDS monitors the network tra c either through several
monitoring agents placed among LLN nodes, or each LLN node is required to participate in
the monitoring task, as discussed in Section 2.5. The advantages and disadvantages of NIDS
in 6LOWPAN are given below. NIDS are widely used by researchers in this domain because
they can monitor 6LOWPAN on a large scale. NIDS operates in hidden mode, also called
ghost-mode, and is concealed from the eyes of intruders; therefore, attackers cannot probe
them in order to compromise them [59].

Additionally, NIDS can function in passive mode and cause less energy and computational
overhead for LLN nodes. This also leads to less disruption in network tra ¢ and less conges-
tion and dropped packets. A strategically placed probe can monitor an extensive network.
However, centralized NIDS are very likely to face di culties in dealing with volumes of in-
coming data from an extensive scale network, especially if the assigned monitoring node has
resource constrained LLN devices. They may miss incoming attacks during periods of high
trac. Secondly, NIDS cannot analyse the encrypted content in snied packets' payloads.
Finally, the network communication between the central IDS and the sensors in the active
decentralized, hybrid IDS generates a very signi cant control packet overhead, leading to
network congestion.

Table 2.4: Strengths of Monitoring techniques and detection strategies in IDS

Strength Monitoring Techniques Architecture

ACIDS ADIDS AHIDS PCIDS PDIDS NIDS HIDS Hybrid
Provide host machine information X X X - - - X X
Work in promiscuous mode - - - X X X -
Global analysis X - X X X X - X
Local analysis, lower level of hierar- - X X X X X - X
chy
Provide the participating IDS agents X - - X
with main power line and better com-
putational resources

ACIDS: Active Centralised IDS, ADIDS: Active Decentralised IDS, AHIDS: Active Hybrid IDS
PCIDS: Passive Centralised IDS, PDIDS: Passive Decentralised IDS

Host-based IDS (HIDS): The HIDS, in its traditional meaning, is designed to monitor
and analyse not only the network inputs and outputs of the host machine but also the
internal system events that are taking place inside the host machine. It monitors system
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Table 2.5: Weaknesses of Monitoring techniques and detection strategies in IDS

Weakness Monitoring Techniques Architecture
ACIDS ADIDS AHIDS PCIDS PDIDS NIDS HIDS Hybrid

Consume LLN's Computational re- X X X - - - X X

sources

Drain LLNs' Energy resources X X X - - - X X

Integrity problem X X X - - - X X

Require additional equipment and in- - - - - X X - X

crease nancial cost

Increase control packet overhead dra-| X X X - - - - X

matically

Vulnerable to external intrusions - X - - - - X

Cannot monitor nodes in lower level X - - X - N/C X

of hierarchy

Suer from Single Point of Failure X - - X - - X

(SPoF)

ACIDS: Active Centralised IDS, ADIDS: Active Decentralised IDS, AHIDS: Active Hybrid IDS
PCIDS: Passive Centralised IDS, PDIDS: Passive Decentralised IDS

logs and events to identify suspicious activities. Because HIDSs are hosted in LLN nodes,
they may place very signi cant demands on the computational and energy resources of the
host machine. As mentioned earlier, there is no use of HIDS in its traditional de nition for
detecting RPL attacks; all researchers employ NIDS to counter such attacks. However, the
use of HIDS is essential, especially for attacks manipulating IoT in the application layer and
when analysing encrypted content of packet's payload is required. In the RPL domain the
proposed IDS is sometimes called host-based by researchers if LLN nodes are required to send
their device information in terms of geographical location, RSSI (Received Signal Strength
Indication), routing table, neighboring node information etc, to an IDS or an internal IDS of
the node. Researchers typically categorize this IDS as being one of active monitoring.

Hybrid IDS: The IDS is called hybrid, in terms of the data source, if both HIDS and
NIDS security mechanisms are incorporated in a network, among LLN nodes, to monitor the
network events that are taking place from dierent perspectives. Although this technique
provides the IDS management system with a broader monitoring oversight of the 6LoWPAN
and secures the network against a more extensive range of malicious activities threatening
di erent stack layers of 10T, there is no research that covers this type of IDS yet.

2.4.2 Detection strategy

There are two main approaches to the analysis of events for detecting attacks [107]: detection
of malicious signatures and detection of anomalies. Signature detection is broadly employed
by most security software companies in the market. Anomaly-based IDS has attracted re-
searchers over many years. A third approach, speci cation-based IDS, compares behaviours
against reference behaviours de ned more formally, e.g. by protocol speci cations. Below we
describe each of the proposed methods.

Signature-based: The signature-based IDS, also known as misuse-based, compares the
collected data against the already stored signatures of malicious software to identify abnormal
activities. This type of IDS relies on stored patterns of known intrusions, collected by experts
through real-world experience, and empirical or simulation experiments. A low False Positive
Rate (FPR) is a major strength of misuse-based IDS, while this detection strategy is unable to
detect unknown intrusions. Intrusions are the ones not stored in the system pro le/database,
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because it is either a zero-day attack or one whose signature is otherwise not yet included. So
this category of IDS only performs well over known intrusions and shows poor performance
over unknown attacks. Continual updating of the database is needed. Also, signature-based
IDS demands signi cant storage space, which is scarce in 10T nodes; researchers usually place
such IDS in the 6BR or at the edge.

Anomaly-based: Unlike misuse-based IDS, an anomaly-based IDS adapts to normal
activities and highlights any deviation from the system's normal behavioural prole. This
enables anomaly IDS to detect unknown attacks. It does so through statistical, knowledge-
based, or machine-learning methods. However, such IDS is known for having a considerable
FPR; that is because lots of normal activities are not considered or have been missed in the
pro le-building/training phase. This form of IDS constructs a pro le of normal activities
across nodes in the LLN. The anomaly-based IDS requires less storage compared to the
misuse-based IDS, but consumes more processing power, especially in the training period
[22]. Additionally, determining what is normal requires a comprehensive dataset of legitimate
activities and also requires a long adaptation period.

Speci cation-based:  This IDS uses a de ned notion of normal behavior and highlights
any deviation from it. However, and unlike the anomaly-based approach, expert manual
assistance is typically required to de ne the speci cation of the normal pro le. (This may take
the form of a protocol speci cation for example.) This strategy is widely used by researchers
on account of its small storage requirement and reasonable FPR and FNR performance and
requiring no training period. Furthermore, according to [49], this approach is well-suited
to detecting topology or rank-based attacks in RPL networks. However, speci cation-based
IDS cannot update its normal pro le when the network topology changes or when there is
an increase or decrease in the number of nodes. Manual updates to the speci cation will be
needed.

Hybrid:  To circumvent the shortcomings of the detection strategies mentioned above,
researchers have sought to combine the detection strategies to produce hybrid IDSs to monitor
the network. A hybrid IDS typically provides a better detection rate and performance at
the expense of greater resource (computation and energy) consumption. Researchers seek
practical trade-o s between accuracy and LLN node resource exhaustion.

2.4.3 Response

An IDS generally seeks to detect intrusions. Once detected, a decision needs to be made as
to how to respond. We can categorize responses into two major groups:

Passive response: Here, the security administrator or the system users will be informed
about the occurrence of abnormal activities. No automated corrective action is taken as a
result. The ‘response’ must be manually invoked.

Active response: Here, the response is automatic and takes place when speci c cate-
gories of attacks are noticed. Active intrusion detection systems log and notify the security
administrator in the same way as passive ones do, but they can also take extra actions to
counter the intrusion. For instance, they may alter Access Control Lists (ACLs) on a rewall
in order to terminate malevolent tra c, block processes on the server subject to the intrusion,
or guide the intruder to a trap or \safe environment" created by security administrators.
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Table 2.6: State-of-the-art ids techniques

Paper | ACIDS | ADIDS | AHIDS | PCIDS | PDIDS NIDS HIDS Hybrid Misuse | Anomaly | Specication | Hybrid Response
[92] - - - - X X - - X - - - P
[25] - X - - - X - - - - X - P

[108] - - - X - X - - - - X - AC
[49] - X - - - X - - - - X - P
[84] - - - - X X - - - - X - AC
53 - - X - - X - - - X - AC
79 - - X - - - - - - X - - P
76 - - X - - X - - - X - - AC
93 - X - - X - - - - - X P
69 - X - - - X - - - - X - AC
[101] - - X - - X - - - - threshold - AC (N/A)
[102] - - - - - - - - - - - - -
[70] - X - - - X - - - - threshold - AP
89 - X - - - X - - - - threshold - AP
97 - X - - - X - - - - threshold - AP
90 - X - - - X - - - threshold - - P
54 - X - - X - - - - - X P
55 - X - - - X - - - - threshold - AC
[22] - - X - - X - - - - - X AC
[8] - - - X - X - - - - - X P
85 - - - - X X - - X - - - AC
56 - - - X - X - - - - - X P
57 N/A N/A N/A N/A N/A X - - - X - - P
94 - - - - X X - - X - - - P
99 - - - - X X - - - - X - P
[80] - - X - - X - - - - threshold - P
[58] - X - - - X - - - - X - AC
[109] - - X - - - X - - - - X -
103 X - - - - X - - - - Trust-based - AC
110 X - - - - X - - - - Trust-based - P
100 - X - - - X - - - - threshold - AC
[52] - X - - - X - - - - threshold - AC
[59] - - - X - X - - X - - - P
[60] - X - - X - - - - threshold [} AC
[61] - - X - - X - - - - X - AC
77 X b - - : X B : - : Trust-based - P
87 - - - X - X - - - - Rule-based - P
81 X - - - - X - - - - - X AC
88 - - - X - - X - - X - - P
[111] - - - X - X - - - X - - AC
[112] - X - - - X - - - - - X P
[105] X - - - - - X - - X - - AC
[113] - - X - X - - X - - - P
62 X - - - X - - - - X P
71 - - X - - X - - - - Trust-based - AC
63 X - - - - X - - - - - X P
64 X - - - - X - - - - threshold - P
[114] - - X - - - - X - - - X P
[115] - - - - X X - - - - - X AP
[48] - - X - - X - - - - threshold - AC
[96] - X - - - X - - - - X - P
[116] - X - - - X - - - X - - AP
72 - - X - - X - - - - X - AC
73 - - - X - X - - - - - X P
91 - - - - X X - - - - threshold - AC
65 X - - - X - - - - X - AC
[66] X - - - - X - - - - X - AC
[82] X - - - - X - - - threshold - - AP
[117] - - X - - X - - - - - X AC
67 - - - - X X - - - - X - AC
68 X - - - - X - - - - X - P
78 X - - - - X - - - - X - AC
[118] - - X - - X - - - - X - P
[98] - - X - - X - - - X - AC
[95] - - X - - X - - - X - - P
[86] X - - - - X - - - - X - AC
74 X - - - - X - - - - threshold - P
75 - - X - - X - - - - X - AC
51 - X - - - X - - - X - AC
83 - - X - - X - - - - X - P
[104] - X - - - X - - - - X - AC

RESPOND TYPES: ACTIVE PROACTIVE (AP), ACTIVE CORRECTIVE (AC), PASSIVE (P)
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