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Abstract

Quantum networks allow for the transmission of quantum information
between physically separated quantum processors and can be used for
both quantum communications and quantum computation applica-
tions. An enabling technology for future quantum networks is that of
quantum repeaters (QRs). In this thesis, we study the performance of
a quantum key distribution (QKD) system that is run over QRs with
encoding. In such repeaters, quantum error correction techniques are
used for entanglement distillation. We develop reliable and efficient
tools, based on the linearity and transversality properties of the sys-
tem, to obtain and study the shared states between two end users via
such a repeater chain. We propose a post-selection technique which
relies on the error-detection, rather than the error-correction, capab-
ility of the underlying code to sift out cases where an error has been
detected. This simple but effective approach not only considerably
improves the secret key rate and increases the resilience of the system
to errors, but also simplifies the demonstration of such protocols in

the near future.

In this thesis, we mainly implement our techniques for three- and five-
qubit repetition codes by modeling different resources of error in cru-
cial components of the system. By developing several scalable numer-
ical and analytical techniques, we investigate in detail the resilience
of the setup to those imperfections in gates, measurement modules,
and the initialization of the setup, at any nesting levels we are inter-
ested in. Furthermore, we propose two alternative decoder structures
for encoded repeaters that not only boost system performance but
also make the implementation aspects easier by removing two-qubit
gates from the QKD decoder. We compare this class of QRs against
alternative fully probabilistic settings and benchmark the regimes of
operation, where one class of repeater outperforms the other. We find
that there are feasible regimes where encoded repeaters—based on

simple three-qubit repetition codes—could offer practical advantages.
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In order to get a view of how this type of QRs may behave in real
life, among various promising candidates nowadays which enable de-
terministic entanglement swapping and distillation operations, here,
we particularly investigate the suitability of platforms using nitrogen-
vacancy (NV) centers in diamond as quantum memories. NV centers
offer a two-qubit register, corresponding to their electron and nuclear
spins, which makes it possible to perform deterministic two-qubit op-
erations within one NV center. For QR applications, we however need
to do joint operations on two separate NV centers. In this thesis, we
study two NV-based repeater structures that enable such determin-
istic joint operations. One structure offers less consumption of clas-
sical communication, hence is more resilient to decoherence effects,
whereas the other one relies on fewer numbers of physical resources
and operations. We assess and compare their performance for the task
of secret key generation under the influence of noise and decoherence
with current and near-term experimental parameters. We quantify
the regimes of operation, where one structure outperforms the other,
and find the regions where encoded QRs offer practical advantages

over their non-encoded counterparts.
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BS Beam Splitter
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Chapter 1

Introduction

1.1 Quantum networks

The development of the quantum internet Kimble [2008], Wehneat al. [2018], will
constitute a breakthrough in the backbone of future communications systems. |If
we can claim the Internet as the greatest invention of the 20th century, which has
revolutionized our daily life, the stage of the 21st century will most likely belong
to quantum devices, which will also intensively change our way of understanding
the world.

Quantum networks, generally speaking, would allow the transmission of quantum
information between any two separated quantum processors at any distances.
They work in a fundamentally di erent way from classical network by exploiting
the principles of quantum mechanics, and could eventually achieve results that
are provably impossible on today's networks. Central to their power is the ability
of encoding information on a superposition state. Instead of classical bits, which
can only take values o0 or 1, quantum bits, known as qubits, are able to rep-
resent the valuesD and 1 at the same time. It is this superposition ability that
opens up the diversity of quantum world and facilitates functionalities that are
out of reach by solely relying on classical physics.

Generally speaking, the applications of a quantum network can be broadly di-
vided into two directions: quantum communication and quantum computation.
At the current stage, they focus on di erent aspects of development of quantum
technologies. Quantum communication is mainly focused on secure transmission
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of information over long distances. This poses high requirements of the system
on countering the transmission loss through the channels but is more tolerant re-
garding the processing ability of individual units. Simple quantum nodes capable
of manipulating just a few qubits should be su cient (at least for now). Whereas
for quantum computation, it demands highly e cient and reliable operations of
a large number of qubits, focusing more on dealing with the operational errors at
local stations. Nonetheless, they both have to conquer the fragility of quantum
systems since any disturbance may cause the collapse of a superposition state.
As promising as the theoretical works might be, the experimental challenges
and technological requirements in making a quantum network a reality are very
daunting. Thankfully, through the tremendous e orts being put in this eld
Awschalomet al. [2018], Northup & Blatt [2014], Pirandolaet al. [2015], Reiserer
& Rempe [2015], we may possibly see the realization of a small-scale quantum
network, which just contains a few nodes within very short distances, in the next
few years Wehneret al. [2018]. In this thesis, | focus around an enabling tech-
nology for future quantum networks known as quantum repeaters (QRs). | will
study how they perform regarding quantum key distribution (QKD) application.
In the following, | will present an overview of QRs and QKD rstly, which will
o er an overall impression before getting into more details in the next chapter.
At the end of this chapter, | will introduce research objectives and the scope of
this thesis.

1.1.1 Quantum repeaters: Overview

QRs are important stepping stones for the establishment of quantum networks.
The proposition of QRs aims at transmitting quantum data over very long dis-
tances. At rst glimpse, it is mainly used for quantum communication purposes.
Nevertheless, at the early stage of quantum computer age, it is very likely that
we merely have a few available quantum computer devices that can be accessed
via cloud services. A QR would be necessary then to enable connecting to such
quantum servers.

However, the quality of quantum information degrades during transmission.
In classical telecommunications, we often use relay nodes to receive, amplify,
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and retransmit a signal. However, this approach introduces unavoidable noise
in quantum world due to the rules of quantum mechanics. In order to solve this
problem, the concept of QRs is proposed. The basic ideas behind and the building
blocks that form it will be introduced and discussed in detail in the following
chapter. Roughly speaking, QRs also root on the basis of dividing a whole long
range link into shorter segments, managing the transmission regionally rst and
then extending it node-by-node to cover longer distances, while in a quantum
fashion.

Since the rst idea of QRs has been presented Brieget al. [1998], various
protocols have been formulated Azumat al. [2015], Duanet al. [2001], Jiang
et al. [2009], Muralidharanet al. [2014], Sangouarcet al. [2011], while none of
them has been established in the real world. There are di erent ways to categorize
QR protocols Borregaardet al. [2019], Muralidharanet al. [2016], Razavi [2018]
(I will look into a speci c one in the next chapter), while in essence, it can be
considered as if the entanglement has to be established or not. For protocols that
require the establishment of entanglement, two-way classical signalling is always
involved, partially or entirely, which would reduce the data exchange rate to a
certain extent, but this kind of protocol is relatively easier to be achieved with
the current and near-future technological progress. For protocols which do not
rely on entanglement, redundancy encoding is indispensable Ewettal. [2016],
Munro et al. [2012], Muralidharanet al. [2014]. Such protocols only require one-
way classical signaling and can therefore potentially be much faster, but would
demand quantum processors with a large number of qubits, which may approach
the hardness of building a quantum computer and is thus not within reach in the
short term.

1.2 Quantum key distribution: Overview

Cryptography is a study and practice of techniques that facilitates the secure
transmission of information in the presence of malicious adversaries. It is an in-
dispensable tool that deeply rooted in our daily life, corresponds to the activities
such as online transactions, digital signatures, email and instant messages. A
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widely used class of cryptography schemes today, known as public-key crypto-
graphy or asymmetric cryptography, relies on the computational complexity to
guarantee the security of the corresponding protocols Merkle [1980], Rivestal.
[1978]. It assumes that the eavesdropper only has access to limited computational
powers, which would take a very long time in order to nd the possible key to
decipher our secrets. However, with the future development of quantum com-
puters, such an assumption may no longer hold. What takes a few hundred years
to be solved on a classical computer may only take a few minutes on a quantum
one. Though reaching to that stage in quantum era may still sound like a far-o
vision, tech giants such as Google are very optimistic about it, and aim at con-
structing the world rst commercial quantum computer by 2030. Actually, with
the so called quantum supremacy being claimed recently Arutest al. [2019],
Boixo et al. [2018], we may not be that far away from such a reality.

In order to well prepare ourselves for such a coming day, the deployment
of quantum cryptography Gisin et al. [2002], should not delay. Unlike classical
cryptography, quantum cryptography relies on the law of quantum mechanics,
which has been through the test of time. Its advantages lie in the fact that it
is inherently impossible to copy any unknown information in quantum domain,
known as the no-cloning theorem Dieks [1982], Wootters & Zurek [1982].

Quantum cryptography has many applications, among which the most known
and mature technology is QKD. QKD enables information-theoretical security
for key exchange problems. Combined with the one-time pad technique Bellovin
[2011], it will o er unconditional security for information exchange even on a clas-
sical network (conditioned on that the two communicators, Alice and Bob, can
authenticate each other). If any eavesdropper is trying to intercept the informa-
tion of the key being established, they cannot avoid creating errors and leaving
discrepancies that Alice and Bob can detect.

There are several ways to categorize the existing QKD protocols. For example,
based on the encoding and detection techniques, most existing QKD protocols
can be classi ed into two categories: discrete-variable (DV) QKD and continuous-
variable (CV) QKD. The former one typically encodes data on the polarization,
phase or time-bin degrees of freedom of the photon, and relies on single-photon
detection to retrieve the information; whereas the latter one typically encodes
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information in the quadratures of electromagnetic elds and relies on homodyne or
heterodyne detection techniques Grosshans & Grangier [2002]. This classi caion
is not within the discussion of this thesis, but we mention that we only focus on
the DV one hereafter. Alternatively, based on the implementation techniques of
the protocols, they can also be divided into prepare-and-measure QKD Bennett &
Brassard [1984] or entanglement-based QKD Ekert [1991], which will be discussed
in more detail in the next chapter. Briey speaking, the former one works in
the sense that the transmitter sends information to the receiver, who would then
decode the data as required; whereas for the later one, both users will receive parts
of the entangled states and perform corresponding measurements as required.
These two protocols are essentially interlinked, while it might be easier sometimes
to perform security analyses on the entanglement-based version.

While QKD is seemingly secure, its application faces the challenges of practic-
ality Diamanti et al. [2016], Loet al. [2014], Scarangt al. [2009]. This is mainly
due to the inevitable transmission loss through the channel as well as imperfect
sources and devices utilized for implementations. Any adversary can take advant-
age of those imperfections to intercept the data communicated, leading to a series
of attacks and thus compromising the security of the protocol. Luckily, sustained
e orts are being put in this eld so that every time a possible attack arises, a new
e cient QKD protocol would follow up to tackle it Diamanti et al. [2016], Scarani
et al. [2009]. For instance, decoy-state protocol Let al. [2005b] was proposed
in order to address the photon-number-splitting (PNS) attack arising from the
imperfection of single-photon resources; measurement device independent (MDI)
QKD Lo et al. [2012] and twin-eld (TF) QKD Lucamarini et al. [2018] were
proposed to cope with the detector side-channel attack (the latter one can even
overcome the repeaterless bound).

1.3 Scope of this study and main contributions
of the thesis

Within the above context, in this thesis, we focus on one specic type of QRs
that applies redundancy encoding while is still entanglement-based. Such QRs
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use quantum error correction techniques to compensate for noises in quantum
operations. We look into the quality of the long-distance entanglement established
by performing a simple QKD application on it. We are aiming at providing a
complete and rigorous analysis of such a system and will explore its compatibility
and performance on speci ¢ experimental platforms. We will model the system
by considering various sources of error from its crucial components and will also
take decoherence e ect of quantum memories into account. Previous work on this
subject often relies on various approximations, while in this thesis, we will try to
remain as close as possible to the exact cases. We investigate the performance
of such a system in the context of QKD and compare it with the case for some
other types of QRs.

Main contributions of the thesis:

In Chapter 3, we develop our analytical approach based on the the linearity and
transversality properties of the quantum circuits and employed codes to study
the performance of the system for lower nesting level cases. We implement our
technique for three-qubit repetition codes and investigate in detail the impact
of di erent imperfections on the secret key generation rate of the QKD system.
We study how one can use the information obtained during entanglement swap-
ping and decoding stages to maximize the rate, which leads to an e cient post-
selection technique based on quantum error detection, rather than quantum error
correction features of the code to simplify its implementation. For benchmarking
purpose, we also specify the maximum allowed error rates in di erent compon-
ents of the setup below which positive key rates can be obtained. The results
presented in Chapter 3 has been published on [PhysRevApplied.14.064037]; and
made available on the arXiv [arXiv:2007.06376].

In Chapter 4, we extend our analysis for higher nesting level cases by devel-
oping several scalable numerical and analytical approximation techniques. We
particularly consider QRs with encoding and compare them with probabilistic
QRs. To that end, we propose two decoder structures for encoded repeaters that
not only improve system performance but also make the implementation aspects
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easier by removing two-qubit gates from the QKD decoder. We apply our tech-
niques to three- and ve-qubit repetition codes and obtain the normalized secret
key generation rate per memory per second for encoded and probabilistic QRs.
We gquantify the regimes of operation, where one class of repeater outperforms
the other, and nd that there are feasible regimes of operation where encoded
repeaters based on simple three-qubit repetition codes could o er practical
advantages. The results presented in Chapter 4 has been published on [Phys-
RevApplied.15.044027]; and made available on the arXiv [arXiv:2012.13011].

In Chapter 5, we investigate the explicit implementation of such encoded
QRs using nitrogen-vacancy (NV) centers in diamond as quantum memories. In
particular, we study two NV-based repeater structures that enable deterministic
joint operations between two NV centers. One structure o ers less consumption
of classical communication, hence is more resilient to decoherence e ects, whereas
the other one relies on fewer numbers of physical resources and operations. We
assess and compare their performance for the task of secret key generation under
the in uence of noise and decoherence with current and near-term experimental
parameters. We quantify the regimes of operation, where one structure outper-
forms the other, and nd the regions where encoded QRs o er practical advant-
ages over their non-encoded counterparts. The results drafted in Chapter 5 has
been submitted to Physical Review Applied and made available on the arXiv
[arXiv:2105,14122].

1.4 Thesis outline

Chapter 2 of this thesis gives a background of the basic idea behind QR structures
and introduces one of their most important applications, i.e., QKD. This chapter
brie y introduces the building blocks that constitute the system and discusses
one of its classi cations based on the implementation method utilized. One g-
ure of merit used for QKD the secret key rate is also explained. In Chapter

3, we look into one specic type of QRs which uses quantum error correction
for entanglement distillation. We propose a post-selection approach which relies
on the error detection features of the code to boost the system performance. In
Chapter 4, we extend our research in Chapter 3 to higher nesting level cases and
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propose two alternative decoder structures which not only simpli es its demon-
stration, but also improves the secret key generation rate. In Chapter 5, we apply
encoded QRs on NV center platform with decoherence e ect being considered,
and compare the system performance with their non-encoded counterparts. The
thesis is summarized and looked forward in Chapter 6.



Chapter 2

Background

This chapter introduces the concept of a QR network and discusses the main
building blocks and techniques used to implement it: entanglement distribu-
tion over elementary links, entanglement swapping, entanglement distillation and
guantum error correction. | then discuss the classi cation of di erent QR proto-
cols based on their implementation methods. In this thesis, | focus on a particular
type of QR, in which entanglement distillation can be performed in a determin-
istic way using quantum error correction techniques. Finally, | review the main
application considered in this thesis, i.e., QKD, and its gure-of-merit, the secret
key generation rate.

2.1 Quantum repeaters

Quantum networks have the promise of enabling long-distance secure communic-
ation, large-scale quantum computation, and enhanced metrology through the
distribution of entanglement across nodes Kimble [2008], Wehnet al. [2018].
Despite the continuous progress being made, the realization of such a network
composed of many nodes and channels is still a far-o vision due to the inherent
fragility of quantum systems; and this places challenging requirements on any
possible practical platform. A key requirement for such networks is the ability to
transfer quantum states in a reliable and e cient way among their nodes. This is
where QRs become an instrumental platform for implementing future quantum
networks.



2.1 Quantum repeaters

The direct distribution of quantum states is limited by the transmission losses
of the channel used'. For instance, the success probability of transmission a
photon through a bre-optic channel decays exponentially with distance. Even
under certain optimistic assumptions for the technology evolution, the achievable
distances are limited to a few hundred kilometers Boarogt al. [2018], Cheret al.
[2020], Yinet al. [2016]. Unlike in classical communications, where ampli ers can
be deployed to boost or regenerate the signals, here, this idea fails due to the
fact that quantum states cannot be copied or ampli ed without any disturbance,
known as the no-cloning theorem Dieks [1982], Park [1970], Wootters & Zurek
[1982]. To tackle this problem, it has been proposed to use QR protocols.

QRs were initially proposed to enable entanglement distribution, in an e cient
way, at long distances Briegeét al. [1998]. Using teleportation techniques Ben-
nett et al. [1993], Boschet al. [1998], Bouwmeesteet al. [1997], Furusaweet al.
[1998], one can then send quantum information across a quantum network once
entangled states are shared between remote users. In its original form, the main
idea behind such repeaters is to split the link into shorteelementary segments
and rst distribute and store entanglement over such links. One can then use
entanglement swapping (ES) Zukowsket al. [1993] and, possibly, entanglement
distillation (ED) at middle nodes Bennett et al. [1996], Deutschet al. [1996] to
establish high delity entanglement over long distances. The schematic of this
basic idea is shown in Fig. 2.1. In principle, the key goal of a QR protocol is
to try to change the scaling of entanglement distribution rate from exponential
with distance to polynomial. For an optical bre channel with a total distance
Li«t, the chance that an entangled state is directly distributed is proportional
to exp( L ), with  being a constant channel loss parameter. However, by
dividing the overall link into 2" segments, as shown in Fig. 2.1, and by adding
guantum memories (QMs) in the middle nodes, we allow for the entanglement
distribution over elementary links to succeed at di erent times, which e ectively
results in a rate scaling withexp( L o) now. For a xed Lo, one can increase
the entanglement distribution distance through increasing the nesting level It

1Similar to classical communications, the transmission channels typically considered in
quantum communications are optical bers and free-space. Throughout this thesis, | only
discuss the transmission through optical bers.
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Figure 2.1: Schematic of generic QR protocols. The whole link with a total
distancely is divided into 2" segments. Entanglement is rst distributed and
stored within those elementary links and is then extended over the entire link by
performing ES operations at all middle nodes.

would then become important how e ciently we can perform ES operations, and
how we can handle the errors that may result from them.

Note that an alternative way to use teleportation for quantum state transfer is
to directly send quantum states across the channel by using strong error correction
codes. | will discuss this advanced class of QRs, which do not rely on long
quantum storage, later in Sec. 2.3.2. Before that, | discuss the key ingredients of
conventional QRs in the following section.

2.2 Building blocks of quantum repeaters

Having provided the basic idea with regard to the framework of QRs, we now zoom
into the corresponding building blocks and techniques for their implementation.

2.2.1 Entanglement distribution over elementary links

Entanglement is a form of correlation in quantum world, which does not have any
classical counterpart. It is a phenomena in which the quantum states of composite
systems cannot be described as a product of states of individual subsystems
Horodeckiet al. [2009]. The simplest example of entanglement is represented by
the four maximally entangled two-qubit states, or Bell states Braunsteiret al.
[1992] :fj *i;j i;j Ti;] ig, where

. T
1= 1%5(100 i 1%); (2.1)
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. 1,
] 0= {EF?(jOlI ] 100): (2.2)
Before getting down to QR business, we rst discuss how to distribute entangle-
ment over shorter segments.
Entanglement can be created through various types of particles Chext al.
[2006], Haldet al. [1999], Meekhott al. [1996], Raimondet al. [2001]. However,

the vast majority of quantum entanglement experiments to date use photons as
entangled particles due to their easy manipulation and relatively sophisticated

optical technologies. One of the most popular and e cient techniques for the
generation of photonic entanglement is based on spontaneous parametric down-
conversion (SPDC) Boyd [2020]. SPDC is a non-linear optical process, which
splits one photon (the pump beam) into a pair of photons (the signal and idler
beams), obeying the law of conservation of energy and momentum. Its type Il
down conversion results in entanglement of two photons whose polarizations are
orthogonal.

Fig. 2.2(a) shows a possible structure for a QR using SPDC sources. Here,
entangled photons are generated by SPDC sources located in the middle of each
elementary link. Note that the position of the sources is not restricted to the
exact middle position. One can of course create an entangled photon pair locally
and then send one of the photons to the other node of elementary links. In order
to perform ES between two neighbouring links, one must make sure that these en-
tangled photons have reached their destinations. However, as mentioned before,
photons may get lost in the channel. Such a probabilistic feature would require
that the initially distributed entangled pair to be stored, until other elementary
links are also entangled. Thus, QM modules are required in order to get a better
rate scaling. The created photon pairs have to match the absorption pro le of
QMs Bussiereset al. [2013], Liuet al. [2021], Lvovskyet al. [2009], or frequency
conversion among other things may be needed Fernandez-Gonzatal. [2013],
Fisher et al. [2016], Ran£icet al. [2018], so that the moment they reach the QM
sites, the state of the photon can be transferred to the QM. In addition, we also
need a mechanism by which we can verify whether each loading attempt succeeds
or not, that is, our entanglement distribution method must beheralding Barz

12
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Figure 2.2: Entanglement distribution over elementary links by (a) direct distri-
bution of entangled photons generated by SPDC, and (b) photon-interference at
the middle position.

et al. [2010], Wagenknechet al. [2010]. Implementing such a veri cation tech-
nique is, nonetheless, not always possible or at least not an easy job in practice.

Another way to distribute entanglement at a distance is based on establish-
ment of memory-photon entanglement at each node rst and a subsequent joint
measurement of the photons transmitted to the middle of each link, as shown
in Fig. 2.2(b). Such a joint measurement is known as a Bell-state measurement
(BSM), which projects the input state into the entangled two-qubit bases formed
by Egs. (2.1-2.2). In this step, BSM typically employs linear optic elements,
such as polarizing beam splitter, wave plates and photon detectors, to erase the
which-pathinformation of the photons and thus creates an entanglement between
the two corresponding memory systems$. A successful BSM means that they
have survived the path loss and thus can be seen as a heralding event of the
successful distribution of entanglement over elementary links. This scheme was
rst proposed by Duan, Lukin, Cirac and Zoller, known as the DLCZ protocol
Duan et al. [2001]. | will return to this protocol in Sec. 2.3.1.

There are other entanglement distribution techniques Ciraet al. [1997], Mat-
sukevichet al. [2006], Munroet al. [2005], but, similar to the above mentioned
schemes, they often require back-and-forth classical communication between senders

1We will introduce another implementation method of BSM in the following section.
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and receivers in order to acknowledge the success of each attempt. For experi-
mental platforms that enable fast local operations, the entanglement generation
rate of a QR protocol is mainly limited by the time consumed for such signal-
ing 1. With a low successful probability for each attempt, the time it takes for a
successful distribution of entangled states over all elementary links would be very
considerable, which poses a high requirement on the coherence time of memory
modules. One possible way to mitigate this problem is by applying multiplexed
QMs Collins et al. [2007], Munroet al. [2010], Razaviet al. [2009]. The basic idea
behind this is to compensate for low success rates by increasing the number of
trials at each time, replacing single memory elements with memory banks. The
memory banks can be constituted of many physical memory modules or they may
deploy several degrees of freedom for a single memory module. However, even
though such a technique is already feasible for certain platforms Et al. [2020],

Pu et al. [2017], Saglamyurelet al. [2011], Sinclairet al. [2014], Tanget al. [2015],
Usmani et al. [2010], constructing it in a large scale while still keeping the ne
control over individual accessibility, remains a challenge. In this thesis, | only
consider applying it under certain cases just in order to have a clue that, to what
extent, this technique can boost the system performance, without delving into
much detalils.

2.2.2 Entanglement swapping

Once entanglement is heralded within each elementary link, one can think of
connecting them in order to extend entanglement over longer distances. This
process is implemented by using ES techniques Zukowskal. [1993]. ES, enabled
by a BSM, allows two formerly independent parties to be entangled without
direct interaction between them. Consider two independently entangled links
AB and CD, as shown in Fig. 2.3(a), A and D are far apart, while B and C
are co-located. By performing the BSM on qubits B and C, we can generate

L1t is worth pointing out that the classical and quantum communications are both subject
to the same speed limit of light, either in optical ber or free space. The failure of any attempt
would lead to the repeat of both quantum distribution and classical con rmation, which takes
time.
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Figure 2.3: (a) Schematic of entanglement swapping. (b) Quantum circuit
for gate-based Bell-state measurement, which is implemented through an en-
tangling/disentangling operation on the pair of qubits followed by single qubit
measurements.

entanglement between farther nodes A and D without them directly interacting
with each other.

Besides what is mentioned in the above subsection where BSM can be per-
formed through linear optics and photon detection, which is a probabilistic pro-
cess subject to the successful arrival of photons, BSM can also be achieved
through deterministic gate-based operations, which is a nonlinear process. Such
a quantum circuit of ES uses controlled-NOT CNOT ) gates, Hadamard gates
and measurement apparatus, as shown in Fig. 2.3(b). Solid-state based platforms
such as trapped-ions Ballancet al. [2016], Gaebleet al. [2016] or color centers
in diamond Taminiau et al. [2014], Zhanget al. [2014] allow for such deterministic
operations, while some other platforms, such as atomic ensembles, would ask for
ES to be performed optically in an inherently probabilistic manner Sangouard
et al. [2011]. Based on how this step is operated, QRs can be classied into
di erent types, to which I will return in Sec. 2.3.

The linear-optical realization of ES, without the help of ancillary photons,
has a maximum success rate df=2 (when imperfections are considered, it is
even less) Braunstein & Mann [1995], Calsamiglia & Lutkenhaus [2001]. Though
deterministic gate-based Bell-state analyzers do not su er from this limitation,
they have their own drawback to address, particularly, the operational errors
that may be added because of gate and measurement operations. Throughout
this thesis, | mainly consider two types of such errors: bit-ip errorg0i $ j 1i
and phase- ip errorsj0i $j 0i, j1i$ j 1i, which correspond to Pauli X and Z
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operators:
"O 1#
Pauli X 1 0 :
"1 O#
Pauli Z 0 1 (2.3)

respectively. Even if perfect gates and measurements are considered, ES oper-
ations would still reduce the delity of the entangled state distributed. Each
connection leads to an exponential decrease of the resulting delity, unless the
two input states are also maximally entangled Duet al. [1999]. Therefore, in
practice, after multiple ES connections, the nal long-distance entangled state
distributed could be of very low quality that cannot be used for any applications.
Luckily, there are two solutions to tackle this issue: entanglement distillation
(ED) and quantum error correction (QEC), which both rely on using ancilla sys-
tems to compensate for the errors and noises in the channel. These two techniques
will now be discussed more explicitly in the next subsections.

2.2.3 Entanglement distillation

ED is a procedure by whichM pairs of non-ideal entangled states can be distilled
or concentrated intoN < M entangled states of higher delity Bennettet al.
[1996], Deutschet al. [1996]. Before explain this scheme, we rst clarify what
delity is. In quantum mechanics, delity is a measure of the closeness of two
guantum states. Consider two quantum states; and ,, the delity is de ned
as Jozsa [1994]

q
F(s = Ti( P75 P5) (2.4)

If .= ih jis a pure state, the delity is then reduced to
F(;ji)=hjji: (2.5)

Throughout this thesis, unless speci ed, the delity is typically referred to the
state we care about to the maximal two-qubit entangled states given by Egs. (2.1-
2.2). ED can be applied before and/or after ES operations. Roughly speaking, it
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is implemented by constructing more than one entangled pairs in parallel fashion,
applying local operations and measurements in both sides, followed by exchange
of measurement outcomes using classical communication to decide whether it
succeeds or not. Depending on di erent algorithms used, we may end up with
di erent rate behaviours. Moreover, the input states for the distillation can be of
the same quality or not, but generally, we would require the delity of the input
states to be larger thanl=2 in order for distillation technique coming into force.

As described, conventional ED protocols always depend on two-way classical
communication between the nodes to acknowledge the success or failure of any
attempt. Even though all operations can be performed in a deterministicly gate-
based way, it does not change their probabilistic and heralding features. One way
to mitigate this is by applying QEC techniques, as | am about to discuss next.

2.2.4 Quantum error correction

Another solution utilized to cope with the loss and operational errors involved
in the implementation of QR protocols is QEC. Similar to what classical error
correction does, QEC is also based on the idea of redundant encoding. However,
unlike what can be done in the classical world, there are two main hurdles that
complicate this process in the quantum domain Devitet al. [2013]: rst, due
to the no-cloning theorem of quantum mechanics, it is impossible to protect
guantum data from errors by simply making enough copies of it Dieks [1982],
Wootters & Zurek [1982]; second, direct measurement of the qubits to extract the
error syndromes is not allowed since this will collapse or destroy any quantum
superposition or entangled states Dirac [1981]. With that being the case, what
QEC does is, typically, using a sequence of two-qubit gates to rstly couple ancilla
qubits to the data block and then measuring those ancilla qubits in order to
extract the error syndromes, based on which applying error-correction operations
(typically bit- ip and/or phase- ip gates as given by Eq. (2.3)) on the original
qgubits accordingly. Thus the information can be possibly recovered or puri ed
without any contamination of the data block.

QEC is a very wide eld and is not limit to the domain of quantum commu-
nications. Many new codes, methodologies, techniques are being developed to
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facilitate large-scale quantum algorithms ( Aruteet al. [2019], Wiebeet al. [2012]

) and fault-tolerant quantum computation ( Fowler et al. [2012], Shor [1996] ). In
this thesis, | only focus on one speci c class, known as Calderbank-Shor-Steane
(CSS) codes, named after their inventors. The main contributions of this thesis,
however, is made from QRs based on an even simpler type, the repetition codes,
which share the speci c features owned by CSS codes but are much easier to be
analyzed and implemented.

CSS codes are a special type of the more general class of stabilizer codes,
which can be constructed from classical linear codes Nielsen & Chuang [2002].
The details of the code construction and error correction mechanisms are beyond
the scope of this thesis. We emphasize that it is thetransversality and linearity
features that facilitate their use in the application of quantum communication.

To be more specic, in order to process the encoded quantum information, all
operations and measurements are also expected to be performed at the encoded
level, which typically involves the mutual control over a large number of qubits.
Luckily, the transversality property of CSS codes enables those processes to be
done by directly applying the individual physical operators to each qubit in the
code block, greatly reducing the complexity of operating on multi-qubit systems.
Moreover, the encoding and decoding steps of CSS codes only require the applic-
ation of Hadamard gates andCNOT gates, in each case with a number scaling
linearly with the size of the code. Those advantages make their implementation
aspects straightforward.

An important example of CSS codes is the 7-qubit Steane code Steane [1996],
named after its inventor. The Steane code is de ned as [fn; k;d]] = [[7;1; 3]]
guantum code, wheren = 7 physical qubits are used to encod& = 1 logical
qubit with a distance d = 3 that can correct up tot = (d 1)=2 = 1 quantum
error (for one quantum error we mean both a bit- ip error and a phase- ip error
at the same time).

Larger codes are capable of correcting more errors, at the expense of requiring
much more complicated and advanced multi-qubit quantum processors, which,
despite the tremendous e orts being made, is still far o hands in practice. In
this thesis, for most practical purpose, | will just focus on the simplest encoding
structures, the repetition codes. The typical number of qubits used in our work
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Figure 2.4: Quantum circuit for the 3-qubit repetition code.

is 3 or 5. We give a description of 3-qubit repetition code next and mention that
the mechanism works similarly for the 5-qubit one.

The 3-qubit repetition code encodes a single logical qubit into three physical
qubits, which can correct one bit- ip error! Braunstein [1996], Peres [1985]. The
two logical qubits are given by

jOoi_. = jood;jli, = j11%; (2.6)
such that an arbitrary single qubit statej i = jOi + jli is mapped to,
( jOi + j1)joijoir  jood + j11d = ip: (2.7)

This process is achieved by the quantum circuit depicted in Fig. 2.4. If the
probability of a single physical qubit being ipped isp, = p, that of a logical
qubit would be p = 3p?  2p3, which corresponds to the situation where at least
two physical qubits are ipped, with the majority rule being applied. So long as
p < 1=2, the error probability after encoding is suppressed. Note that, strictly
speaking, 3-qubit repetition code is not a full quantum code, since it cannot
correct both bit- and phase- ip errors at the same time. However, the thorough
analysis of its functionality regarding the implementation of QRs would still o er
us a generic idea of how QRs with encoding would perform in the near future,
which is at the heart of this thesis. Moreover, through our contribution that
will be introduced in Chapter 4, we nd that, for most practical purposes, the

INote that 3-qubit repetition code can also correct rst-order errors on all three qubits
code, which in some error scenarios is a more realistic event. Please refer to Dewt al. [2013]
for detailed explanation.
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simple 3-qubit repetition code might be the optimal choice for near-term QKD
applications. Moreover, in any case, the full implementation of the simplest 3-
gubit repetition code would certainly be the rst attempt at building a QR with
encoding.

It is also worth mentioning that 3-qubit repetition codes can be applied in the
phase domain, where two logical qubits are given by

JOiL =j+++ i5jlip =] i ; (2.8)

with ji = (jOi + j1i):Io 2. Such an encoding can correct up to one phase- ip
error. It has the same characteristics as the code in Eqg. (2.6). All operations
required for error detection and correction are performed similarly just with ad-

ditional Hadamard gates at appropriate points.

2.3 Categories of quantum repeaters

With the knowledge of essential building blocks being introduced in the last
section, we are now more prepared to get on with the QR business. After being
introduced in 1998, the development of QRs has theoretically gone through several
stages, sometimes referred to as di erent QR generations Muralidharaet al.
[2016]. Based on various implementation or error-suppression methods, there are
di erent ways to classify them. In this section, we look at one way to categorize
them based on the implementation techniques applied at ES modules.

2.3.1 Probabilistic quantum repeaters

Probabilistic QRs use photonic systems for both distribution and swapping of
entanglement. In early implementations of QRs, it is expected that the initial
entanglement distribution over elementary links Ytet al. [2020], as well as ES and
ED operations to be achieved in this way. This can make the whole system too
slow as many steps may need to be repeated upon a failure Razetval. [2009].
Such probabilistic QRs often require QMs with long coherence times, comparable
to the transmission delay between the two end users Lo Piparo & Razavi [2013].
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The pioneering work of this type is developed by Duan, Lukin, Cirac and
Zoller in 2001 Duanet al. [2001], known as DLCZ, where they proposed atomic
ensembles and linear optics to achieve the goal. More speci cally, at entangle-
ment generation step, the DLCZ protocol uses laser pulses to shine on atomic
ensembles, to potentially drive a single Stokes photon correlated with atomic ex-
cited state. The photonic states from both ensembles are then transmitted to
and combined at a middle 50/50 beam splitter (BS). The entanglement is gen-
erated between the two ensembles conditional on that a single photon detector
clicks. If more than one photon or no photon is detected, the process fails and
has to be repeated. Regarding the entanglement connection step, the atomic ex-
citation stored in the two co-located ensembles should rstly be converted into
anti-Stokes photons, followed by the same process and veri cation mechanism
as in the entanglement generation step. It is due to the collective e ects of the
atomic ensemble, which enhances the coupling e ciency between the memory
and the photons, that guarantees the feasibility of the scheme Liet al. [2001],
Lukin et al. [2000], Phillipset al. [2001], Yuet al. [2020]. After being introduced,
various improvements over the DLCZ protocol have been proposed over years,
with further details can be found in Sangouarcet al. [2011].

One thing that is worth mentioning and also relevant to this thesis is the
comparison between single-photon and two-photon detections for the implement-
ation of entanglement generation. We mention that the speci ¢ implementation
steps and the detailed working mechanisms behind those two methods depend on
di erent experimental platforms and techniques utilized, which are beyond the
scope of this thesis. Here, we only point out the generic contrasts between them.
Each method has its own strength and weakness. The best choice of scheme
depends on the speci ¢ physical situation and the application in mind.

Typically speaking, entanglement generation based on single-photon detection
would ask for only one photon, which could have come from either of two distant
nodes, to survive through the path loss and reach the middle interferometer. Such
an interference leads to a success probabilipg,. of each attempt as

Psucc  Pc  ds (2.9)
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2.3 Categories of quantum repeaters

where p; is the coupling e ciency of a photon with the memory, is the trans-
mitivity of the channel over half of the elementary linkL,=2 and 4 is the photon
detector e ciency. Single-photon detection typically corresponds to the so-called
photon-number encoding technique, where the state is represented by the Fock
statesjOi andjli, denoting the absence and presence of the photon, respectively.
Such an encoding is of limited use on its own though this scheme may o er a lar-
ger success probability and thus better scaling rate, compared to the two-photon
detection cases. Firstly, it poses challenging requirement on the stabilization of
the channel. Any phase uctuation is disruptive, but inevitable in practice, espe-
cially for long distances. Secondly, by using such an encoding, it is literally not
possible to get a perfect maximally entangled state if no post-selection technique
is applied, even though perfect operations are assumed.

In contrast, for entanglement generation based on two-photon detection, where
two photons, one coming from each node, are interfered at the middle stations,
the established entangled state can be theoretically perfect. Such a scheme usu-
ally corresponds to encoding on polarisation or time-bin, and is of more practical
use. However, this comes at a price of lower success probabilities, proportional
to p2,.. Now and thus a worse rate scaling.

Here, to conclude this subsection, we mention that, in the original DLCZ
protocol, both entanglement generation and swapping are based on single-photon
detection. But later, the created single-excitation entanglement is more used as
a building block for more directly useful two-photon entanglement; details can be
found in Sangouardet al. [2011]. | will return to this point in Chapter 5, where |
discuss these two schemes on a solid-state platform, i.e., NV-center in diamond.

2.3.2 Deterministic quantum repeaters

Deterministic QRs is a type of QR where their ES operations are performed in
a gate-based deterministic way Razavi [2018]. Some solid-state platforms such
as trapped-ions or vacancy centers in diamond are promising candidates for such
implementations. In fact, when QRs were rst introduced in 1998, by Briegel,
Dir, Cirac and Zoller, known as the BDCZ protocol Briegekt al. [1998], the
BSMs were implemented through deterministic but erroneous gates. In their
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2.4 Quantum repeaters with encoding

work, the authors assumed that the initial entanglement distribution and storage
had already taken place, and the goal was to connect a string of those imperfect
EPR pairs into a single distant pair of high delity.

The deterministic ES operation is achieved through the circuit depicted in
Fig. 2.3(b). Unlike probabilistic BSMs, deterministic BSMs are not possible with
only linear optics Lutkenhauset al. [1999]. It is typically achieved through a
strongly coupled spin system with optical resonators, which does not require two-
way classical communication to con rm its success. The immediate advantage
is that the waiting time can be now reduced and the rate is thus increased.
However, the quality of the resulting pair decreases exponentially with the number
of connections, even though perfect operations are assumed. In order to solve this,
in the BDCZ paper, the authors proposed a nested puri cation protocol, where
unlike the distillation proposals given in Bennettet al. [1996], Deutschet al.
[1996], only used one auxiliary pair with constant delity at each puri cation
step to distill the entanglement. This technique could be iterated and applied at
higher nesting levels, thereby connecting and purifying correlations between more
and more distant nodes whereas the resources grow only logarithmically with the
distance. However, similar to Bennettet al. [1996], Deutschet al. [1996], it
also relied on local operations and classical communication (LOCC), which, in
e ect, had turned a deterministic repeater protocol to a probabilistic one. A
remedy to this problem was proposed in Jiangt al. [2009], in which ED is
e ectively done by using QEC techniques. This operation can, in principle, be
done deterministically, and, combined with deterministic ES operations, it can
give a boost to the entanglement generation rate in a QR. | now discuss it with
more detail in the following section.

2.4 Quantum repeaters with encoding

In this thesis, in the spirit of having an eye on near-future implementations,
our focus will be on the transition from probabilistic QRs to deterministic QRs
that use QEC techniques for their ED operations Jianget al. [2009], Munro
et al. [2010], Zwergeet al. [2014]. The detailed structure which we are working
on will be described explicitly in the following chapters when we look at each
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2.4 Quantum repeaters with encoding

speci c case. Here, briey speaking, in such QRs, using a number of bipartite
entangled states, we create a multi-qubit entangled codeword across elementary
links. As we apply the ES operations, this codeword structure will then allow us
to correct some of the operational errors that happen because of imperfections
in the employed gates, and/or the noisy transmission channél The usage of
deterministic ES and ED can greatly reduce the waiting time of the system, since
one does not need to wait until the success of the previous step before moving
to the next one. All deterministic operations can be performed simultaneously.
However, this advantage, which lowers required coherence times of QMs, may
come at the price of more demanding quantum processing requirements.

Memory-less quantum repeaters

By further improving the QEC and quantum processing capabilities, one can
design QR systems that totally remove the necessities of entanglement distribu-
tion or the usage of QMs. In those advanced QR protocols Azune al. [2015],
Fowler et al. [2010], Glaudelket al. [2016], Munroet al. [2012], Muralidharanet al.
[2014, 2018], also known as the third generation of QRs, one can directly encode
the message into a codeword state and send it hop-by-hop across the whole link.
The schematic of such QRs is depicted in Fig. 2.5. The message qubit is en-
coded into a logical state which is resilient to loss and/or operational errors at
the sender side, and then transmitted to the intermediate node, at which, the
encoded state will rstly be decoded and retrieved if there are errors and losses
(note that this process is mainly operated on ancilla systems without disrupting
or revealing any encoded information, thus those nodes can be untrusted), fol-
lowed by another encoding process and transmission to the next middle nodes,
until it reaches the receiver side. Such a protocol saves lots of times since it does
not need any two-way classical signaling to con rm the success or failure, but
comes at the price of highly demanding quantum information processing abilities
and asks for high-precision control over a larger number of qubits in practice. In

LIn this thesis, | only focus on the combat of operational errors. For tackling of loss errors
or both loss and operation errors, please refer to Gingrictet al. [2003], Zwergeret al. [2014]
and the cited reference in the following subsection for more detail.
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Figure 2.5: Schematic of the memory-less QR

fact, compared to the long-lived QM requirement for probabilistic QRs, this QR
is even more challenging in terms of demonstration.

2.5 Quantum key distribution

With long-distance entanglement being established using QR protocols, one is
able to perform many tasks such as secure communication Yahal. [2020], clock
synchronization Jozsaet al. [2000], quantum teleportation Pirandoleet al. [2015],
or simply use it as a building element for large-scale quantum internet Kimble
[2008]. In this thesis, we limit ourselves to application of entanglement to QKD,
which is perhaps the most mature quantum technology today.

QKD, the best-known application of quantum cryptography, provides a way
of distributing and sharing secret keys based on quantum mechanics. Note that
QKD does not necessarily rely on the establishment of entanglement. The ba-
sic principle behind QKD is the usage of non-orthogonal quantum states, which,
due to the Heisenberg uncertainty principle, makes them impossible to be dis-
tinguished perfectly between each other without disturbing the system in a de-
tectable way. The security of QKD does not rely on that the key never being
intercepted, rather it relies upon detection of the eavesdropper, should they exist.

There are many di erent QKD protocols proposed over the past few decades:
from BB84 Bennett & Brassard [1984, 2014], the rst QKD protocol ever intro-
duced in 1984, to memory-assisted QKD Bhaskaat al. [2020], Lo Piparoet al.
[2017a,b], Panayiet al. [2014] and twin- eld (TF) QKD Curty et al. [2019], Lu-
camarini et al. [2018], Zhonget al. [2019], the latest one being developed in 2018.
Most of them fall into two categories: the prepare-and-measure protocols and the
entanglement-based protocols. In this section, | will rst brie y review the BB84
protocol, which is the rst prepare-and-measure protocol and then describe its
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2.5 Quantum key distribution

entanglement-based counterpart, which is pertinent to this thesis. Finally | will
discuss the main gure of merit used to quantify the performance of any QKD
system.

2.5.1 Prepare-and-measure protocols

The concept of QKD was rst introduced in the early 1970s, attributes to the
work of Wiesner and Brassard Brassard & Crépeau [1996], but it was not until
1980s that it really began to shine, when Bennett and Brassard proposed the
rst ever QKD protocol, known as BB84 Bennett & Brassard [1984]. Its se-
curity is guaranteed by the impossibility of perfectly distinguishing between two
non-orthogonal states, based on the Heisenberg uncertainty principle. The two
complementary bases used for BB84 are typically the rectilinear basis (horizontal
and vertical) and the diagonal basis45 and 135), where the key is encoded in
the polarization photons. This protocol works in the following steps:

Raw key exchange:

(1) The sender, Alice, generates a long enoughrandom key string, and
encodes each of them onto a polarised single photon with one of the two
bases mentioned above.

(2) She then sends the photons to the receiver, Bob, through the optical
channel.

(3) Bob randomly chooses one of the two bases for each photon he receives
and then measures it.

Sifting:  Once there are a su cient number of detections, Alice and Bob
use a public but authenticated channel to communicate the measurement
bases they choose. They keep the bits in which they have chosen the same
basis and discard the others, after which, they end up with a sifted key.

Post-processing: Alice and Bob apply error correction and privacy amp-
li cation techniques to reduce the discrepancy between their sifted keys and

LLong enough so that it can copy with the discarding of qubits for the following sifting and
post-processing processes.

26



2.5 Quantum key distribution

Alice's bits 0 0 1 1 0 1 0
Alice's sending
basis
Photon polarization
sent by Alice
Bob's measuring
basis
Photon polarization
measured by Bob
Public discussion
Shared secret key | 0 1 0 0

! Random | - Random | ! Random | %

Table 2.1: An example of BB84 protocol.

the amount of information that might have leaked to the eavesdropper, Eve.
This results in the nal key shared between Alice and Bob.

An example of how BB84 works is sketched in Table 2.1. In order to check the
presence of Eve, Alice and Bob have to estimate the discrepancy rate where they
get discordant outcomes given the same choice of measurement basis, known as
quantum bit error rate (QBER). This procedure may require making a part of the
sifted key publicly available, which is then discarded and not used to create the
key. This process o ers the main parameters which will be used for secret key rate
calculation. We mention that only photons that have successfully arrived will be
measured. Photons that are lost or absorbed never arrive so are never considered
for key generation. If the QBER is greater than a certain threshold (this threshold
is typically  11% Lutkenhaus [1999], but can be improved with more advanced
post-processing techniques Pirandolat al. [2020]), the whole protocol will be
aborted *.

lln QBER estimation, we always consider the worst case scenario by assuming that all
measured errors are down to eavesdroppers, even if some of them are not.
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2.5.2 Entanglement-based protocols

Another main category of QKD protocols is based on entanglement, which is the
focus of this thesis. The rst entanglement-based protocol was proposed by Ekert
in 1991, known as Ekert91 Ekert [1991]. This protocol consists of a source located
between Alice and Bob, which emits pairs of entangled photons in the Bell state
j Tias, as given by Eq. (2.2). The photons then y apart towards the two users
where Alice and Bob randomly choose di erent measurement bases in their sets

Alice = f0;45;90g;, Bob=145;90;135g; (2.10)

respectively, for each photon they receive and measure it. They then publicly
announce the bases they have chosen for each particular measurement and divide
them into two groups: the rst group for which they chose the same orientation
and the second group for which they chose dierent ones. They discard the
cases in which either or both of them failed to register a photon. Next, they
use the outcomes of the second group, which need to be publicly announced, to
test Bell inequality Bell [1964]. If Eve intercepts the entangled state, she would
unavoidably demolish the quantum correlation and leave a footprint. Otherwise,

if the absence of Eve can be proved, Alice and Bob are then able to extract
the secret key based on the outcomes in their rst group. The bit values 0 and
1 are assigned to di erent orientations following the rules shown in Table 2.1.
Note that in this protocol, Alice and Bob do not need to trust the entanglement
source and it can even be hold by Eve. Since the violation of the Bell inequality
guarantees the existence of entanglement. Based on its monogamy property which
states that two quantum systems that are maximally entangled cannot share
any entanglement with a third party Co man et al. [2000], Werner [1989a], the
security of the protocol can be ensured.

Another important entanglement-based protocol, which is also the one used
for this thesis in Chapters 3, 4 and 5, is BBM92, proposed by Bennett, Brassard
and Mermin in 1992 Bennettet al. [1992]. It can be seen as an entanglement
version of the original BB84 protocol in which they basically share the same
sifting and post-processing steps. More explicitly, this protocol works in the
following steps:
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Raw key exchange:

(1) An entangled photon pair is generated between Alice and Bob and then

ies apart towards them.

(2) Alice and Bob randomly choose one of the two bases: the rectilinear one
or the diagonal one, to measure the photon she/he received. The bit values
0 and 1 are assigned to corresponding polarizations following the rules as
shown in Table 2.1.

(3) This process is repeated many times until they have enough number of
bits.

Sifting and post-processing:  These are operated similarly to BB84.

If the EPR sources, instead of located in between, is directly held by Alice. She
can rst measure one photon through the randomly chosen basis and then send
the other, now with a known random polarization, to Bob. This would be equival-
ent to BB84 protocol. Since BBM92 does not require the test of Bell inequality,
it should be more feasible than Ekert91 in terms of implementation. However,
it is worth mentioning that Ekert91 is now expanded to the domain of device-
independent QKD which is a type of protocol that is supposed to o er ultimate
security, since it removes the characterisation requirements on the devices em-
ployed for implementation Vazirani & Vidick [2019]. This topic is beyond the
scope of this thesis, and will not be expanded here.

Although BBM92 is entanglement-based, it does not rely on the violation
of Bell inequality to guarantee the security of the scheme. In fact, its security
analysis is similar to that of BB84, in which the existence of Eve can be detected
by the calculation of the discrepancy rate.

2.5.3 Secret key rate

One important gure of merit for the performance of QKD is the secret key gen-
eration rate. In the entanglement-based QKD domain, this rate is given as a
product of the amount of key, i.e., the quantity of bits, that can be extracted per
entangled state, known as the secret fraction Scaraei al. [2009], and the entan-
glement generation rate. The secret fraction, which we denote aghroughout
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this thesis, quanti es the quality of the entangled state distributed. The entan-
glement generation rate, as the name suggests, quanti es the rate of generating
long-distance entanglement or more precisely, re ects the time required and the
success probability for the implementation of repeater protocols.

The secret fraction is at the core of QKD as it is the quantity to which security
analysis should give a bound. One of the earliest rate bounds for entanglement-
based QKD system was proposed by Shor and Preskill in 2000 Shor & Preskill
[2000]. In their security analysis, the secret fraction is lower bounded by

r=1 h(e) h(e): (2.11)

whereh(p) = plog,p (1 p)log,(1 p) is the binary Shannon entropy, and
e, and e, are the QBER in, respectively, Z and X measurement bases. Briey
speaking, the termh(e,) quanti es the amount of bit- ip errors out of the sifted
key, which is estimated at the error correction step of post-processing, and the
term h(ec) quanti es the amount of information that is leaked to Eve, which is
characterized at the privacy ampli cation step of post-processing Razavi [2018].
It should be pointed out that Eq. (2.11) only holds in the asymptotic limit of
in nitely long sifted keys. A nite size case would a ect the accuracy of parameter
estimation, and a reduction in the secret fraction is expected Scaragtial. [2009].
However, in this thesis, we only stick to the ideal situation in order to avoid the
complexity of nite-key analysis. Note that this bound is highly dependent on
the specic QKD protocol in mind. In principle, one can always consider more
advanced protocols in order to improve it.

The entanglement generation rate (or the raw key rate for prepare-and-measure
protocols) depends on the specic QR protocol and is certainly limited by the
details of the setup, such as transmitivity of the channel, e ciency of the detect-
ors and coupling e ciency of photons to QMs. | will discuss this in more detail
when we come to speci ¢ protocols in Chapters 3, 4 and 5.
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Chapter 3

Quantum key distribution over
guantum repeaters with
encoding: Using error detection
as an e ective post-selection tool

3.1 Introduction

In this chapter, as specied in Sec. 2.4, we look at an interesting class of QRs,
which rely on QEC for their ED Jiang et al. [2009], and examine how best such
systems can be used for QKD applications. In principle, one can choose di erent
code structures to implement such systems. Here, we choose the repetition codes
to study and develop our methodology. They o er a simple structure, which
can make their implementation easier, and still have relevance in systems where
one type of error is more dominant than the other. For instance, if the memory
decoherence is a ected mainly by a dephasing process, the corresponding errors
are modelled by the Pauli operatoZ Panayi et al. [2014], hence a code structure
resilient to this type of error could be useful. The repetition codes would also

o er a good learning platform, for theoretical studies, to better understand how

di erent components of the system can a ect the nal result, and to come up
with relevant techniques for analysing more complicated code structures.
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Our main contributions in this chapter:

In this chapter, we devise an analytical method to study the above QR setups.
We, however, realise that, even for the seemingly simple case of repetition codes,
the analysis can become cumbersome quite quickly. Previous work on this subject
Bratzik et al. [2014], Jianget al. [2009] often relied upon various approximations
to analyse the system. In our work, we try to remain as close as we can to
the exact results and only use approximations that are analytically justi ed and
numerically veri ed. Our approach relies on thdinearity of the quantum circuits,
and the transversality of the code employed to manage the complexity of the
analysis. This will enable us to obtain an accurate picture of the requirements of
such systems in practice.

Using our methodology, we study the performance of QKD systems run over
QRs with three-qubit repetition codes by accounting for various sources of error
in the setup. We identify the terms that signi cantly impact the secret key
generation rate, and then assess its dependence on relevant error parameters. In
previous work on this subject Bratziket al. [2014], the repeater chain is used
to create a bipartite entangled state, which the two users will then employ to
exchange a secret key. In our work, we allow the users to exploit the information
obtained during the ES and decoding stages to divide the states that they obtain,
and keys generated from them, into di erent groups. This not only improves the
key rate and the resilience of the system to errors, but also allows us to identify
states that contribute the most to the secret key rate. It turns out that in most
cases the key contribution is from what we refer to as thgoldenstates for which
no error has been detected at either swapping or decoding stage. This will enable
us to use an e cient post-selection technique that not only simpli es the analysis
of the system, but also can reduce the complexity in any practical demonstration
of the setup. We believe that our work can pave the way for similarly detailed
analysis of other repeater protocols with more complex encoding. This will enable
guantitative rate-versus-resource analysis for various protocols.

This chapter is organized as follows. In Sec. 3.2, we begin with a description
of the repeater protocol in Ref. Jianget al. [2009] and the error models we use to
formulate the problem in hand. In Sec. 3.3, we discuss the linearization method
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employed for our study and go over the exact analysis for nesting level one. We
fully study the e ect of di erent terms, components, and system imperfections
before generalizing our results, in Sec. 3.4, to higher nesting levels. We present
the dependence of the secret key generation rate for such QRs on di erent error
parameters and nd the corresponding thresholds for extracting a nonzero secret
key rate at di erent nesting levels. Finally, we conclude this chapter in Sec. 3.5.

3.2 System Description

In this section, we rst start with a detailed review of the QR scheme with
encoding proposed by Jiangt al. Jiang et al. [2009] and the respective quantum
circuits designed to implement it. Then, we introduce the error models considered
in our analysis, followed by the problem statement and the key objectives of our
study.

In this work, we mainly use the 3-qubit repetition code as an example to
illustrate and develop our key ideas and techniques, where the logical qubits are
encoded as

j6i = j00d and jti = j11%; (3.1)

wherej0i and jli represent the standard basis for a single qubit. This code can
correct up to one bit- ip error (or may be small amplitude errors on all three
qubits). Although it is not a strong error correction code, the thorough analysis
of its performance with possible errors considered in its implementation will still
o er us an indication of how this type of QRs performs.

3.2.1 Quantum repeater with 3-qubit repetition code

Here, we describe the ideal setting of the protocol proposed in Jiaagal. [2009]

in the special case of 3-qubit repetition codes. In this protocol, depicted schemat-
ically in Fig. 3.1, we rst generate encoded entangled states acras$ elementary
links, which is a probabilistic process due to the heralding distribution of original
Bell pairs; and then apply deterministic ES operations at intermediate nodes to
both distill and swap entanglement across the chain.
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Figure 3.1: Schematic representation of quantum repeaters with encoding. (a)
The codeword states are locally prepared at each memory bank (large blue circles)
and original Bell pairs are distributed between neighboring nodes (small yellow
circles connected by yellow lines); (b) Encoded Bell pairs are generated between
neighbouring stations by performing remoteCNOT gates; (c) The encoded ES
operations are performed at each intermediate station simultaneously. This cre-
ates an encoded Bell pair between the two end users. Based on the measurement
results at each middle node, the Pauli frame Knill [2005] of the nal entangled
state, which determines the establishment of a target encoded Bell state, can be
adjusted.

The encoded entangled state of interest across an example elementary link
A-B in Fig. 3.1 is in the form

- 1
] 7 A = %(JOMJO'B + jTiajtis); (3.2)

wherejiix J iig,jiig,jiik,, fori =0;1and K = A;B. In Fig. 3.1, the memory
bank K = fKy;K,; Ksg is shown by large (blue) circles. This multipartite en-
tangled state is distributed between memory bank#® and B in the following
way:

Step 1 Initialize memory banks A and B in the codeword statesp%(jOiA +
jIin) and jOig, respectively. The codeword state for nodé& can be achieved
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by applying two (CNOT ) gates, CNOT a,1 a, and CNOT 4, a,, On the state
p%(jOiAl + j1lia,)j0i a,)0i o5, Where, in the notationCNOT g, ;, K is the control
gubit and J is the target qubit. We use the same notation for pairwis€NOT
gates between qubits in two memory bankK and J. This ideally leads to the
desired codeword state

1 . e 1 s
FF?(JOOOA +j11%ia) = FF?(J@A + [Tia): (3.3)

The above state can, in principle, be obtained probabilistically as well, by repeat-
ing a preparation procedure until success. Given that the preparation is a local
process, it can possibly be repeated at a su ciently fast rate to ensure success in
a reasonable time.

Step 2In order to generate) ~" i .5 , We share 3 bipartite maximally entangled
states between the corresponding memories in memory barksnd b, shown by
small yellow circles in Fig. 3.1(a), co-located, respectively, with memory banks
and B. These Bell states, shown by yellow lines in Fig. 3.1(a), can be distributed
in advance, or in parallel with step 1. The implementation of this process and the
guality of the generated entangled states depend on the speci cs of the employed
experimental platform. Normally, this step is mediated with photons, hence is
often probabilistic and needs to be heralding.

Step 3 We use the distributed bipartite entangled states to implement three
remote CNOT gates, see Fig. 3.2 and its caption for further detail, which are
applied transversally, leading to the desired state for the elementary link:

NQT Ao~ g (3.4)

P(i0ia + i11A) | Oic
Once the encoded entangled states are distributed across all elementary links,
the next step is to perform ES operations at all intermediate stations to extend
the entanglement to the entire link. For instance, in Fig. 3.1(b), in order to
establish multipartite entanglement between memory bank& and D, we per-
form an encoded Bell measurement on memory banBs and C. This, due to
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Figure 3.2: Circuit for remoteCNOT gate Jianget al. [2007] between a qubit
at node A;, as control qubit, and a qubitt at node B;, as the target qubit. Using
the maximally entangled state shared betweea and b nodes, and by applying
two local CNOT gates onA;-a; and b-B; pairs, we can e ectively implement a
remote CNOT gate onA;-B;. Note that this requires single-qubit measurements
on a and b, classical communication, and local single-qubit rotation oA; and
Bi.

the transversality * of the employed code, is simply done by performing three
individual BSMs on the corresponding pairs of physical qubits iB and C Jiang
et al. [2009]. More speci cally, such BSMs can be realized deterministically by
applying CNOT g, ¢,, followed by a projective X-measurement on qubiB; and
Z-measurement on qubitC;, for i = 1;2;3. In the ideal case, right before the
single-qubit measurements, the initial state of the two links would then undergo

LRoughly speaking, transversality is a property which ensures that a single error occurred
anywhere in the encoded block causes at most one error per other block of the code. In essence,
this property enables encoded gates to be constructed in a bitwise fashion and o ers a general
design principle for nding fault-tolerant circuits. For detailed explanation, please refer to
Nielsen & Chuang [2002].
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the following transformation Jianget al. [2009]

e Do
] laB ] Ic.o

= 26 iao | isc +iT iap | 7 isc
+ ] iap ] TTigc + T iap ] T isc)
ML inn | Fisilic+ T iao | T sific
+ ] iap J Figjlic+ T iap | T jlic); (3.5

Whel’ej'“ iA;D = P%(]OlAJOHD J IlAjIlD), j~ iA;D = %(JOlA]IID J IlAJO|D)
and

. 1 . .
JT B = 9?00'8 j Tig)
= 1'(' i +ij i
= 2] B+ B
+] 1 st+j i B); (3.6)

with ji = (jOi | 1i):p 2 for a single qubit.

By measuring the states ofB; and C;, i = 1;2;3, in, respectively, X and
Z basis, we project the state oA and D in Eq. (3.5) into one of the encoded
Bell states. This becomes possible because all termsj (jT ) have an odd
(even) number ofj+i states, and measuring0i (j1i) ideally results in threejOi
(jli) states. In the non-ideal case, it is possible that, instead of three identical
outputs, we get, for instance, twojOis and onejli. But, then, because of the
employed error correction scheme, we can still identify which Bell state is the
most likely outcome of the ES process. Note that, by accounting for the erroneous
cases, there will bé4 di erent combinations of measurement outcomes, and each
of them will uniquely lead to one type of encoded Bell pair. Even though the
measurement outcomes at each middle station should be announced to Alice and
Bob to determine the Pauli frame for the encoded Bell pair shared by them in the
end, this scheme would not rely on any communication among middle stations,
which reduces the time scaling from polynomial to polylogrithmic Muralidharan
et al. [2016]. For applications, such as QKD, that can deal with Pauli frame
adjustments at the post-measurement stage, this scheme also lowers the waiting
time, and correspondingly the required coherence time for the memories.
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3.2 System Description

After all ES operations, an encoded entanglement is ideally distributed between
the two end users. In order to do QKD, or other possible applications, the nal
encoded entangled states can be decoded into a bipartite state. The decoding cir-
cuit employed in this work is simply the reverse process of the encoding procedure
for three-qubit repetition codes Bratziket al. [2014], as depicted in Fig. 3.3. Alice
and Bob each apply this circuit to their three qubits in hand, and measure two of
them. They ip the rst qubit only if they measure jl1i in the other two qubits.

The above repeater protocol implements an implicit entanglement distillation
by using error correction techniques. This is partly done at the ES stage and is
supplemented by the nal error correction that happens at the decoding stage.
But, for protocols such as QKD, which can cope with discarding data if needed,
the other possibility is to use the information available at the ES stations to
discount the end-to-end distributed state if an error has been detected at any
intermediate stage. By doing so, we only keep the cases for which we are more
con dent that we have got the desired Bell state, and, e ectively, distill the
entanglement generated by the repeater chain. So long as the chance of error is
low, this still o ers a nearly deterministic solution for quantum repeaters.

In this work, we will examine how the above idea can improve the performance
of QKD systems that run over such repeaters. It turns out that the secret key rate
of such QKD systems is dominated by the post-measurement state corresponding
to when no error has been detected at ES and decoding stages. Nevertheless, we
still need to calculate the e ect of errors on system performance. Detecting no
errors by our error correction scheme does not guarantee the absence of errors.
The decoded state is still a ected by errors not detectable by our error correction
scheme, some of which would correspond to higher order error terms that may
not be properly accounted for if our analysis is not su ciently accurate. In the
following, we rst summarise the error models used in our analysis. We then
describe the problem in the context of previous research on this subject.

3.2.2 Error models

Three major imperfections are considered in our analysis:
(1) Imperfections in initial Bell states: The originally distributed Bell states,
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Figure 3.3: Quantum circuit for decoding 3-qubit repetition codes Bratzilet al.

[2014]. Alice and Bob will both use the same circuit for decoding, in which they
ip their rst qubit if they measure jli in all other qubits.

i.e., yellow links in Fig. 3.1(a), are not necessarily perfect. We model them as
Werner states Werner [1989b] with delity Fo:

F e 4
5 (s § Tih 7)) (3.7)
wherej *i is given by Eq. (2.1) andl, is a4 4 identity matrix.

(2) Gate imperfections: We employ the generic model for imperfect two-qubit
operations introduced in Ref. Briegekt al. [1998]. The unitary operationU;; ,
acting on qubitsi and j, is modelled by

W:Foj +Ih +j+

out = (1 WUy MUY+ ZTri;j( o I P (3.8)

where " ( °1) is the input (output) before (after) the two-qubit gate U;;, s
the gate error probability and l;; is the identity matrix for qubits i;j . The rst
term in Eq. (3.8) models the error-free component, whereas the identity operator
in the second term, corresponding to the case of an error, fully and uniformly
decoheres the state of qubits and j. The main two-qubit gate used in this
chapter isCNOT , ;.

(3) Measurement imperfections:  The projective measurements with errors to
statesj0i andjli are, respectively, represented by

Po=(1 )j0ihoj + jlihl and
P.=(1 )jlihy+ joihOj; (3.9)

where is the measurement error probability. Similar measurement operators,
P , are used for projective measurement ini  basis.
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In our analysis, we neglect other types of errors that may be present in a real
setup. For instance, we assume all single-qubit unitary operations, i.e., bit-ip
(X gate) or phase-ip (Z gate) rotations, are perfect. In the case of QKD as
an application, this is justi ed as these operations can typically be implemented
in the classical post-processing stage. In order to simplify the analysis, we also
assume that quantum memories with su ciently long coherence times are avail-
able. Considering that the waiting time for encoded QRs is comparatively low,
we neglect the memory decoherence e ects in this chapter. However, this e ect
will be discussed in more detail in Chapter 5, when we apply this QR structure
to NV center platforms.

3.2.3 Problem Description

In this work, we study the performance of a QKD system that is run over an
encoded QR setup with three-qubit repetition codes by accounting for errors in
the setup as presented above. We consider an entanglement-based QKD setup
that relies on BBM92 protocol Bennettet al. [1992]. We use an asymmetric im-
plementation of the protocol where the two end users, Alice and Bob, choose the
two measurement bases, i.e., Z and X bases, unevenly, in order to increase the
basis-sift factor Loet al. [2005a]. Our objective is to assess the dependence of
the secret key generation rate in our QKD system on relevant error parameters.
To this end, we rst need to calculate the secret key generation rate per decoded
state, ¢, shared between Alice and Bob. In the asymptotic regime, this para-
meter, known as secret fraction Bratzilket al. [2014], is given by Shor & Preskill
[2000]

ri (*9=maxfto;1 h(e,) h(e)g; (3.10)
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whereh(p) = plog,p (1 p)log,(1 p) is the binary Shannon entropy, and

e = Tl’( PéAIice PlBOb deC) +TI’( Pf\lice P(I)Bob deC)
=(2+@ ))(h Tjeg tith g i)
+2 (1 )h'j®g tith g o)
e = Tr( PAIice PBob deC) +-|-r( PAIice PBob deC)
=(2+@ ) G i+h jo i)
+2 (1 )(h*j®G Ti+h ) i) (3.11)

are, respectively, the observed error rates in Z and X basgs. i andj i are the
corresponding Bell states in the joint space of Alice and Bob, given by Eq. (2.1)
and Eqg. (2.2), respectively. Measurement operators are de ned according to
Eq. (3.9) with additional superscripts to specify the a ected qubit.

In order to understand the e ect of various system parameters on the nal
secret key rate, we simulate the above setting in the nominal mode of operation
where no eavesdropper is present. In this case€’®® will then be given by the
shared state between Alice and Bob after decoding, from which we can calculate
the error parameterse, and e, in the asymptotic regime, where an in nite number
of entangled states are shared among users. Our problem would then reduce to
specifying what ¢ is in a typical error-prone QR setting with encoding.

While at rst glance this may look like a quite straightforward problem, in
practice, we face some computational challenges. The obvious way to calculate
the nal entangled state is to obtain the encoded entangled state at each element-
ary link and then apply ES in a nested way. For a 3-qubit repetition code, the ES
operation involves 12 qubits, so our operation is on a space with dimensiais.
This may sound manageable, but certainly not scalable. The next simplest code,
i.e., 5-qubit repetition code, requires operation on 20 qubits, or a space of dimen-
sion 2?0, It is easy to see how problem can get out of hand quite quickly. Proper
analytical and numerical techniques are then needed to handle this problem.

Previous work on this subject Bratziket al. [2014], Jianget al. [2009] often
rely on various approximations to solve the problem. The original work in Jiang
et al. [2009] makes some assumptions on how the initial states are prepared,
based on which they estimate how much error, to the rst order, is expected in
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each qubit. They then use their method to approximate the delity of the nal
state. While a good approach to prove the scaling improvement o ered by their
proposed scheme, it falls short of the accurate scheme that we need for key rate
calculations. A follow-up paper by Bratziket al. Bratzik et al. [2014] attempted

to Il this gap by approximating the actual state that one would obtain for the
decoded state of a 3-qubit repetition code by accounting for imperfections in the
CNOT gates as well as the initial Bell states. They use several approximations
to achieve this goal:

They model the error in a cascade of operations by separating the ideal
and the rst-order error term in the output from the rest, where the rest

is modelled by a generic identity operator at the output. The rst-order
error term is modelled by the identity operator for the involved qubits in
the operation.

They nd a set of operations that will be corrected by the BSM operation,

in addition to what may be corrected by the employed code. Based on this,
they nd a set of correctable states that will be mapped to the desired en-
coded Bell states. They use these states to crudely calculate the probability
of obtaining the desired state after a number of ES operations, and assume
that, in all other cases, the identity operator is obtained.

Based on the above assumptions, they would then conclude that the considered
encoded QR cannot beat the original QR protocol in Briegeit al. [1998] in terms
of the achievable key rate or the required gate error parameters.

In this work, we improve upon the approach taken in Bratziket al. [2014] in
several respects. First, we improve the accuracy of the calculations by accounting
for errors in each gate individually rather than modelling the overall e ect, for
a cascade of gates, in a crude way. Our approach enables us to show that the
encoded QRs are resilient to larger margins of error than previously thought.
It is also easier to apply our method to other codes than the 3-qubit repetition
code considered in Bratzilet al. [2014], as some of their steps are speci ¢ to this
employed code. As such, extending their approach to other code structures is not
necessarily straightforward. Here, we employ an analytical approach that relies on
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3.3 Methodology and Performance: Nesting level one

the linearity of the quantum circuits and thetransversality of the employed code.

In principle, our approach can be applied to other code structures as long as they
pose thetransversality property. Finally, an important element of our key rate
analysis is to use the information reported by the middle nodes of the repeater
chain at its end nodes. This allows us to classify the decoded states, based on the
measurement results at the ES and decoding stages, resulting in a considerable
improvement of system performance. This also reduces the complexity of the
corresponding key rate analysis. Overall, this work enables us to obtain a more
accurate picture of the requirements of such systems in practice, and whether,
any simpli ed version of them, can realistically be built with current technologies.

In the following sections, we will rst use the simplest repeater setup, where
only one swap operation is performed, to describe our methodology, and to justify
certain simplifying assumptions that we make in neglecting the less dominant
terms. Then, we will extend our results to higher nesting levels and obtain the
secret key rate in our setup as a function of various system parameters. We will
also compare our calculation results to the one show in Bratzid al. [2014].

3.3 Methodology and Performance: Nesting level
one

In this section, we look at the simplest repeater setup with only one middle
node corresponding to nesting level one. The initial objective here is to nd a
scalable methodology by which the nal entangled state shared by Alice and Bob
can be calculated. We then nd the secret fraction corresponding to di erent
decoded states conditioned on the measurement results at the ES and decoding
stages. This allows us to better understand how each term and each imperfection
a ect system performance. This guides us toward nding simple, but still tight,
approximations that reduce the complexity of the problem in hand.

3.3.1 Linearization

Our rst objective is to develop a methodology to calculate the joint state between
memory banksA and D, ,p, in Fig. 3.1(b), after one round of entanglement
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3.3 Methodology and Performance: Nesting level one

swapping. We rst explain this procedure when the initial codeword states in
memory banksA D are perfectly encoded as follows

: 1. o :
A= E(JOOOA +j1174)(aH00Q + AN1173)
1., . . .
= 5G0iah0) ®+ (jOiahL) °
+(jliah0j) °+(jliahg) )

B = j000H00Q = (jOigH0j) *; (3.12)
where (jiix hij) 2 j iix,hHj j iik,hj j iik,hj, fori;j =0;1. The initial state
for Cand D, " and 1, are, respectively, similar to that ofA and B. In this
case, we can rst nd the joint state ag ( cp) of memory banksA and B (C

and D) after the remote CNOT operation, and then apply the ES operation. In
this case, we have

¢ Uag TraoMgcErc( "Uks .
AB Tr[M & Erc( ™) ’

(3.13)

where Tryy, is the partial trace over memory banks and b, Erc is the combination

of all remote CNOT gate operations onAa and bB memory banks, M. is
the collective projective measurement operator at this step corresponding to the
pattern of measurement results given by, and U,g is the corresponding Pauli
frame correction in Fig. 3.2. In Eq. (3.13), the input state is given by

"= R B W (3.14)

where = ¥, W, ¥, asgiven by Eq. (3.7) for the subsystems speci ed
by the subscripts. The quantum operatiorEgc is also given by

Erce = B2 B Eg; (3.15)

with, for i =1;2;3,
Ei = EAiai Eh B (316)
whereEx; is given by the transformation in Eq. (3.8) for the gateCNOT g, ;.

As mentioned earlier the direct approach of calculatin§rc( ™) requires deal-
ing with a space of dimensior2'? even for the simple 3-qubit repetition code
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3.3 Methodology and Performance: Nesting level one

considered here. In order to simplify the process and reduce the time required for
running the code, we use the linearity and transversality of operatdtzc and its
tensor product form in Eq. (3.15). To be more precise, using Eq. (3.12), we have

: 1 x & _
Erc( ") = > - E(ijia bk j Oig;0j ab): (3.17)
j;)k=0;1i=1

By the above trick, we reduce the computational complexity of the problem to
e ectively that of a 4 qubit system in each row comprising of qubitA;, &, h,
and Bj, fori = 1;2;3. For each component of the input state, we just need to
calculate the output for one row, extend it to all rows by a simple tensor product,
and then sum over all possible input components.

In order to calculate 5z in Eqg. (3.13), we also need to apply measurement
operators. It turns out, however, that similar to a teleportation scheme, once
unitary corrections, which are assumed error free here, are applied, the output
state will not be a function of the measurement outcome. In fact, one can see
in Fig. 3.2 that for any Bell state at ajb input, the chance of havingjOi and
jli, at each input is identical. This probability does not change by the unitary
operation of CNOT gates, or the identity operator in case of an error, hence right
before Z and X-basis measurements @, all four possible outcomes are equally
likely. Without loss of generality, we then drop the superscript and calculate the
output state for the particular r corresponding tojO+i 1y, | = 1;2; 3, for which
no Pauli frame correction is needed. We can then apply relevant normalisation
factors to Eq. (3.17) to nd the joint state g of memory banksA and B, and
similarly C and D, after remote CNOT operation as follows:

1 X G .
ne = = Ko (3.18)
2j;k=0;li=1
where
K = ATr 45 [PEPPE (i a, kjjOis, IO W, )] (3.19)

The next step is to model the ES stage, which can also be thought of certain
gate operations, represented collectively bfes, followed by some single-qubit
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3.3 Methodology and Performance: Nesting level one

measurements. In this case, the joint state of memory banks and D, upon
observing a measurement outcomm on B and C, is given by

m _ UL Trac M8t Ees( PV
AD — pm ’

(3.20)

where p, = Tr[MILE( )], Mt is the collective projective measurement op-
erator on memory banksB, in X basis, andC, in Z basis, corresponding to the
measurement resulm, Uz}, is the corresponding Pauli frame correction, and the
input state is given by
£s= aB CD; (3.21)
with
G
Ees = EBiCi . (322)
i=1
Using the linear form of the input states as in Eg. (3.18), we then obtain

X

=

Ees( £s) = Esci( s, &b (3.23)

4 jk=0;1n;1=0;1i=1

in which, again, the BSM operation is identical and separable in all rows, and
only needs to be calculated once per row in our simulation code. Basically, by
breaking the codeword in Eq. (3.12) into its individual terms, we have broken the

entanglement that exists across di erent rows of Fig. 3.1(b) and can now deal
with the state evolution in each row separately. The entanglement will be put

together where in the end we add all corresponding terms before applying the
decoding operation.

This whole process, including the imperfect measurement and decoding ones,
has analytically been implemented in Mathematica to provide us with an exact
description of 3, and its corresponding decoded states, for the rst nesting
level. The measurement part is straightforward as it also can be implemented
horizontally along each row according to Eq. (3.9), by whicB registers are meas-
ured in X basis andC memories are measured in Z basis. That is, in Eq. (3.20),
we have

1 X X & .
4 D, (Mi); (3.24)

jk=0;1n;1=0;1i=1

Trec Mac Ees( £s)] =
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where

{Alf'nIID,(ml) = Tr B Ci [MgniiCi EBici( J;L(iBi gliDi)]; (325)

: N . : .
with M3t = %, Mg, and m; representing the measurement outcome in row

i. The decoding process has been implemented by modelling tBROT gates in
the decoding circuit of Fig. 3.3 according to Eqg. (3.8). By referring to the whole
decoding procedure by operatoEge., We can obtain the nal decoded state as
follows

ﬁ'ﬁg _ UglolTrAzAgDzDg[M.gecEdec( AD )]Ungl; (3.26)
Pdjm

wherepgm = Tr[M $cBaec( b )], M & is the corresponding measurement operator

to outcome d at the decoder ends, andJ§ ,, is the corresponding correction

operator.

Computationally speaking, in our method, we are mostly dealing with only
4-qubit systems. This considerably simpli es analytical calculations. There are,
however, some exceptions to this. For the 3-qubit repetition code, the last step
in Eq. (3.26) would involve dealing with a 6-qubit system, which is manageable.
As the code grows in size, full implementation of the decoding circuit, which
requires handling a multipartite entangled state in its input, would become more
challenging. In that case, our scheme would still be helpful if we ignore the errors
in the decoding circuit. Alternatively, one can think of simpler decoder structures
that only rely on single-qubit measurements, which we will discuss in more detail
in the next chapter. Imperfect encoding could also cause additional complexity
in our technique. In the next subsections, we assess the importance of both
encoding and decoding modelling in our analysis. But, before that, let us rst
explore which measurement outcomes would impact our secret key generation
rate the most.

3.3.2 Good, bad, and golden states

The procedure described above can be used to nd the decoded statgs, for
any possible outcomen of the ES stage andl of the decoding stage. There are,
however, 64 possible values fon and 16 ford, each of which could result in a
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di erent decoded state, hence di erent secret key fraction for all those instances
that we have got the same measurement outcomes.

To calculate the total secret fraction, we need to average over all possible
outcomes as follows

X
P = paar ™Y (3.27)

m;d
where
Pm;d = PmPdjm (3.28)

is the probability of getting the measurement outcomesn and d and r™d =
ry Ene;g) is the secret fraction obtained from Eqg. (3.10) and Eqg. (3.11).

Note that in Eq. (3.27) we make full usage of the available measurement
information, m and d, from earlier steps. This is expected to give us a higher
key rate than the key rate that can be calculated from the state averaged over
di erent ES and/or decoder outcomes. This is because of the convexity of the
secret fraction formula in Eq. (3.10) as a function of, ande,. Figure 3.4 con rms
this assertion by comparing the secret fraction for the following four cases at

=0 and Fp = 0:98 versus *: (i) when we use the full information inm and
d as proposed in this work (solid line); (i) when we assume the users have no
knowledge ofm, but know d, which can be locally obtained by each user (dash-
dotted line). In this case, we rst nd the average ES state over all possible
values ofm, and then pass it to our decoder circuits; (iii) when the users have
the information from the ES stage, but the decoder outputl will only be used
internally in the decoder to correct the shared state (dashed line). In this case,
the total secret fraction is given byP mPmf1 ( m), Where i d Pdjm ﬁﬁg; and
(iv) when the users do not know of eithem or d before doing QKD measurements
(dotted line), i.e., when the decoded state is given by., = P m:d Pm:d ﬂﬁg. In
this case, the whole repeater chain and decoders are seen as a black-box channel
by the users. As can be seen, by accounting for all di erent outcomes separately,
we can tolerate, respectively, roughly three and two times larger values of as
compared to the cases where we usgy or n, for secret key extraction. Even
if we only use the information at the decoder units, which is at the same place

LFor the de nition of these three parameters, please refer to Egs. (3.7-3.9), respectively.
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Figure 3.4: Secret fraction atF; = 0:98and = 0 for (i) when we fully use the
knowledge ofm and d, as given by Eq. (3.27) (solid blue curve), versus (ii) when
only d is known to the users, but notm (dash-dotted green curve), or (iii) when
only m is known to the users, but notd (dashed amber curve), or (iv) when none
of m and d is used for key extraction (dotted red curve).

as the users' locations, we can obtain higher key rates than cases (iii) and (iv).
This shows the importance of the internal information across the repeater chain
and the user boxes in our QKD system. Note that a similar observation has been
made for third generation quantum repeaters, and how accounting for syndrome
information can boost system performance Namilet al. [2016].

The key rate calculation in Eq. (3.27) can be cumbersome as many terms need
to be considered. There are several ways by which we can group di erent terms
in Eq. (3.27) together to reduce the required computation. First, note that, for
QKD applications, the secret key analysis is independent of which Bell state is
the target state as they are all the same up to local Pauli rotations. Furthermore,
the Pauli frame adjustments needed after the BSMs consists of a series of single-
qubit operations, which, in our analysis, are assumed perfect. Thus, in this work,
we calculate the secret fraction for only~iap as the ES measurement outcome,
and use the same result for other encoded Bell states in Eq. (3.5). This reduces
the number of relevant ES outcomes td.6 corresponding to the measurement
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results fj + ++ ig;j+ 1 g;j] +1i g;j +igg, at memory bank B, and

fi 000 ¢;j001i ¢;j010 ¢;j100 c g, at memory bankC. Further investigation shows
that the four di erent outcomes at memory bankB do not a ect the generated
secret fraction as long as the measurement results at memory bablare the same.
We can then only limit ourselves to the speci c measurement resujt+ ++ ig,

which further reduces the number of relevant ES outcomes

Based on the above discussion, we recognise two generic groups of output
states, after the ES stage, which we refer to agood versus bad states. For
]Tiap as the ES measurement outcome, the good ES states correspond to the
measurement outcom@d00d ¢ where no bit ip has been detected at the ES stage,
whereas the bad ES states correspond to the measurement outcorj@lic,
j01d ¢, or j100 ¢ in which we have detected a bit- ip error at the ES stage.

For both good and bad states, we still have 16 cases to consider for the decoder
output. We refer to a decoded good state as golden state if the two users
detect no error at their decoder circuits. This corresponds to the measurement
outcomedy = jO0 A,4,j00p,p,. The probability of getting a golden state, and
its corresponding total secret fraction is then given by

Pg = 16pm,q, and r§ = pgrieds; (3.29)

wheremgy = j+++ i5j000 ¢, and the factor 16 accounts for the four possible Bell
states at the ES stage, and the four outcomes of tli register. Similarly, we have

a group of good, but not golden, states, whose corresponding total probability of
occurrence and secret fraction are given by

X X .
Pgng = 16 Pmg:a and ri"? = 16 Pl 107 (3.30)
d6 dg d6 dg

Finally the corresponding probability and secret fraction to bad states are given

by X X
Pb=48 PpPm,aandr? =48  py,qari; (3.31)
d d
wheremy, = j+++ i5j100 ¢, and the factor 48 covers three di erent locations of

a single error in registerC, each at 16 di erent cases of Bell state an& register
outcomes as in golden states. The total secret fraction is then given by

r?Lotal - r% + r%ng + r:tl’ : (332)
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One of the key results of this work is to show that, in most practical cases,

the golden states are the main positive contributor to the key rate formula in
Eqg. (3.32), that is, ri®@ ' ¢ . This result allows us to considerably reduce the
complexity of the problem in that, instead of accounting for all possible outcomes
at di erent parts of the repeater chain, we only focus on a single class of states.

Here, we demonstrate how dierent kinds of states contribute to the key
Figure 3.5 shows the total secret fraction and its three main compon-

ents in Eq. (3.32) for di erent parameter regimes, for the initial codeword states
as in Eqg. (3.12). We make several interesting observations from this gure, as
summarized below:

Observation 1: At = 0, only golden states can generate positive key
rates. This has been shown in Figs. 3.5(a)-(b). In Fig. 3.5(a), we have
assumed that the initial Bell states are ideal and that there is no measure-
ment error. We have then plotted the secret fraction versus theNOT gate
error parameter, . It can be seen that, in this case, the golden state is the
only contributor to the total secret fraction. It turns out that for all other
states the phase error rate is at its worst possible value of 0.5 at which no
secret key can be generated. We have a similar observation in Fig. 3.5(b),
where, now, =0, andFg is a variable. In this case, our analysis indicates
that most decoder outcomes simply never happen. But, even if they do,
except for golden states, for all other termsg, = 0:5. To see why this hap-
pens we can look back at the ideal state obtained after the ES operation in
Eq. (3.5). In order to detect an error state such ag+ ++ igj100 ¢ at the
ES stage, we can either have an error corresponding Xa:,, which results
in j *i after decoding, or something likeZg, X c,, which results inj i. If
we trace back these errors, using known circuits that convert an error after
a CNOT gate to errors before it Bratziket al. [2014], we can see that such
errors, respectively, originate fromj *i andj i somewhere earlier in the
circuit. In the case of imperfect Bell states, this is caused by the terms in
the input Werner state in Eq. (3.7). The identity operator in the imperfect
CNOT gate can similarly introduce such states in the circuit resulting in
a similar behavior. In both cases, the weight gf *i andj i is the same
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at the input mixture, resulting in an equal mixture ofj i andj i after
decoding. At =0, according to Eq. (3.11), this results ine; = 0:5.

Observation 2: At 6 0, non-golden states can contribute to the total
secret fraction but at comparatively much lower values. This can be seen
from Figs. 3.5(c)-(d). In Fig. 3.5(c), we have xed and F, to their ideal
values and have plotted the secret fraction for di erent values of. This
is the rst case in whichr$" (dotted line) and r® (dash-dotted line) take
nonzero values for some values of The reason for this is that if we detect
an error at the ES stage, for instance, by observinglOQc, because of
measurement errors, the actual state in hand, according to Eq. (3.5), is
most likely still the ideal state. Most cases for the decoder output are
also similarly benign. The errors that may happen at the remot€NOT
stage could equally result in bit or phase- ip errors, both with a probability
scaling with . This allows us to have positive key rates for bad, as well as,
good, but not golden, states. At low values of, however, the overall chance
of obtaining such states is much lower than that of the golden states, which
makes the total secret fraction still approximately the same as! . Finally,
in Fig. 3.5(d), we have veri ed this nding when and are nonzero. We
have chosen = 0:01as it gives a high rate for bad states in Fig. 3.5(c). We
observe that the key rate for bad and good-but-not-golden states is nonzero
for small value of . This suggests that so long as the phase error rate
is dominated by the measurement error we can get a positive key rate for
non-golden states. But, once increases to the level that the dominant
source of phase error is what we discussed in Observation 1, then no secret
keys can be extracted from such terms. At = 0:01the onset of dominance
of CNOT errors is just before = 0:0L At = 0:001 we have veried
that the golden state is the only contributor to the key rate for > 0:0046
Given that in practice it is easier to have a low value for as compared to

, this observation suggests that for su ciently small , the errors in the
two-qubit gates would be the dominant factor in determining the nal key
rate. The latter can reliably be calculated from golden states in such cases.
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Observation 3: At cut-o point, the golden states are the main contributor
to the key rate. Even though the non-golden states can contribute to a small
extent to the key rate within some range of parameters, their contribution
e ectively ceases to zero by the time that we get to the cut-o point for
our QKD system. This suggests that to nd such maximum allowed error
rates, one can reliably only calculate the key rate for the golden states.

Observation 4: The measurement error has the lowest cut-o point
ahead of and1l Fq. According to Fig. 3.5(c), at 0:023 the key rate
drops to zero. This happens at 0:07, in Fig. 3.5(a), andF, 0:76

in Fig. 3.5(b). This could simply be because of the number of measure-
ment operations in the whole setup exceeding the number GNOT gates.
But, this also suggests that unless is su ciently small, its e ect cannot
necessarily be neglected in a reliable analysis of the system.

Based on the above observations, in the remainder of this chapter, we only
calculate r¢ . This is a tight lower bound onr®  in line with the common
practice in calculating the key rate in QKD. More importantly, this suggests
a practical distillation technique in such encoded repeaters, in which one can
simply ignore the output if any error has been detected at the ES or decoding
stage. This could substantially simplify the implementation of such systems in
their early demonstrations. Under the assumption thaty closely followsr @
this distillation technique is more e ective than relying on the error correction
capabilities of the code. That is, in practical QKD settings, we may only need to
use the error detection features of a code rather than its error correction power.

3.3.3 The e ect of the encoding and decoding circuits on
the secret fraction

In this section, we study how errors in encoding and decoding circuits would a ect
the achievable secret fraction. Thus far, we have only considered the perfectly
encoded states as given by Eg. (3.12), which can be a reasonable assumption if
one uses probabilistic techniques to initialize the memories. If, however, one uses
CNOT gates to create such states deterministically, we should also account for
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3.3 Methodology and Performance: Nesting level one

Figure 3.5: Secret fraction as a function of di erent error parameters at (a)
Fo=1and =0;(b) =0and =0;(c)Fp=1and =0;and(d)Fy=1 and

= 0:01 In all graphs, the top solid blue curve is for the total secret fraction,
rie@ | followed by the dashed golden curve , for golden states, the dotted green
curve r§" for good, but not golden, states, and the dash-dotted red curve? ,
for bad states. In (a) and (b), the latter two terms are zero, so the dashed golden
curve overlaps with the solid blue one.

errors in such gates. In this case, the initial codeword states for memory baAk
as an example, is given by Bratzilet al. [2014]

in = code other, (3.33)

where
code ;[1 + (=2 5=4)](j000AN00G + j11%i AML13)

+2(L )2(000M1§ + 115 4H00Q) (3.34)
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and
zther - Z(3:2 )(j101i AN10]j + j010 Ah01Q)
+ 51001 4007 + 1004 hL0Q)
+ S(110,M010 + 015 5FO1T): (3.35)

The terms in Eq. (3.34) are e ectively the encoded state in Eq. (3.12) although
with modi ed weights to account for CNOT errors. Our linearization technique
is easily applicable to these terms as they are still in the desired tensor product
form of having the same input qubit in all rows. To apply our technique to the
other terms in Eq. (3.35), we need to consider many more combinations of input
states, which will increase the complexity of the simulation especially at higher
nesting levels. Here, through the comparison of the secret fraction for di erent
input states, we show that the coded part in Eq. (3.34) plays the major role in
determining the secret fraction, based on which we can neglect the other terms.
This will crucially simplify the code for further simulation. Note that the above
states have been obtained by rst applyingEa,», and then Ea,a,, as the two
operators do not commute for nonzero values of.

Figure 3.6 shows the secret fraction versusat Fo = 0:98and =0 in several
di erent cases. The top three curves (solid lines) give the secret fraction if we
neglect all sources of error at the decoder stage, whereas the next batch of three
curves (dashed lines) account for errors in the decoder circuit. In each batch, we
consider three cases: (i) the encoding circuits are all perfect (top blue curves),
that is, we assume =0 in these modules; (ii) The encoding process is modelled
by the imperfect encoded state given in Eq. (3.33) (the bottom orange curves);
and (iii) The encoding process is modelled by the stat&°® in Eq. (3.34) (green
curves in the middle of the circled batches). Two important observations can be
made from this graph. First, it is clear that the imperfections in the decoder
module is far more important than the encoder one. This is mainly because
we have more chances to detect errors originated from the encoder than that of
decoder. An error caused by encoding imperfections may be picked up at the
entanglement swapping or decoding stage, and removed by our post-selection
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3.3 Methodology and Performance: Nesting level one

Figure 3.6: Secret fraction versus at Fo = 0:98and = 0. The solid lines
correspond to error-free decoding circuits, and the dashed lines correspond to
imperfect decoding circuits. The top blue curve in each batch corresponds to ideal
encoding; the lower orange lines correspond to imperfect encoders as modelled by
Eqg. (3.33), and the middle green lines correspond to the coded part of the encoded
state given by Eq. (3.34). In all cases the secret fraction is lower bounded by that
of the golden states. The black dotted curve is the corresponding graph obtained
in Bratzik et al. [2014] for the same parameter values for their model of imperfect
encoders and decoders.

technique, whereas errors caused by decoder, if undetected, can directly a ect
the error rate. For a realistic analysis of the system, it will then be crucial to
account for decoder errors, as we do in this chapter. The second point is that,
especially in the case of imperfect decoders, which is of practical interest, the
e ectof ¢ on the secret fraction is e ectively negligible, as the curve obtained
from $°% very closely follows that of the imperfect encoder modelled by the full
state in Eq. (3.33). In the rest of this work, we will then only account for §°%
when we model imperfections in the encoders. As mentioned earlier, this will
substantially simplify our analysis as we only need to replacé'jiBi in Eq. (3.19)
with (Cj)¥™® X5, whereCoo= Ciy =1+ (=2 54)andCy = Cio=(1 )2

In Fig. 3.6, we have also compared our results with Fig. 6 in Bratzikt al.
[2014], which, for the same parameters, obtains the secret fraction for the same
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system but without using the post-selection that we make on the basis of good/bad
states, or decoder outputs. The corresponding curve in Bratzit al. [2014] is
shown by the dotted black line. The results clearly demonstrate how substan-
tially one can improve the performance of QKD over encoded repeater setups by
relying mainly on the error detection, rather than correction, features of the code.
This could also change the main conclusion drawn in Bratzigt al. [2014] in that
such repeaters can hardly outperform other classes of deterministic repeaters as
the cut-o point for has nearly improved by six folds from nearly 0.01 to about
0.06 when imperfections in both encoders and decoders are considered. Another
distinction, between our work and that of Bratzik et al. [2014] is in the way er-
rors have been modelled in each case. In Bratzék al. [2014], errors are modelled
collectively by an identity operator even if there is a cascade of operations. This
is expected to overestimate the error in the system. In our work, we account for
errors per individual gates, which gives us a more accurate picture of how errors
propagate to the nal state, and eventually a ect the secret fraction. Based on
the ndings in Fig. 3.4 and Fig. 3.6, there is a two-fold improvement in the cut-o
value of because of such more accurate modelling and calculations.

In the following section, we use the results of this section to analyse the
repeater chain at higher nesting levels. Based on the performance analysis for
nesting level one, we will only consider the golden state contribution to the secret
fraction. Unless otherwise mentioned, we fully account for imperfections in the
decoder, but only use the coded components in Eq. (3.34) to model the encoder.

3.4 Extension to higher-nesting levels

The methodology developed in Section 3.3.1 can be extended to higher nesting
levels in a recursive way. For instance, at nesting level = 2, we can think of
8 memory banks namedA to H, where we rst apply our ES technique toBC
and FG pairs and thenDE . In this case, the output state of the ES stage, for
measurement outputmy = j + Oi at all corresponding ES measurements, can be
written as follows:

a = 2=ml & (3.36)
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where ®
1 o
BT ae Ant(mg); (3.37)

with

Here, 11574(mg) and £778(mg) have already been calculated in Eq. (3.25). One
can generalize this technique to higher nesting levels in a similar way to obtain
the corresponding matrix (E”S) for nesting leveln. The corresponding golden state
for the two end nodesA and A%is then given by

o= d=T Gl (3.39)
where A0 AQ
(n) _ TrAzAgAgAg[PoAZPoASPo Py ®Edec( (Erls))] 3.40
dec — (n) . ( ' )
T Esl

The corresponding secret fraction can then be lower bounded by
(n) = 162” 7 (n) T (n) (n) y. 3.41
ri M esITr geddra ( ano); (3.41)

where the prefactors are, respectively, the number of golden states at nesting level
n and the corresponding probability for each.

As an application of the analytical method we developed above, we look into
the dependence of the secret fraction on various sources of errors in the setup.
Figure 3.7 shows the secret fraction, for the rst three nesting levels, as a function
of , ,and1 Fgq, while, in each case, the other two parameters are assumed
ideal. As expected, the secret fraction drops as we go to higher nesting levels
as the number of gates and measurement operations exponentially grows with
the nesting level. The resilience to error parameters would correspondingly go
down, but, instead, we are covering exponentially longer distances, at higher
nesting levels, if we assume the elementary link is of the same length in all cases.
Given that by increasing the nesting level by one, we have over twice as many
operations as before, a simple rule of thumb may suggest that the cut-o point

58
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Figure 3.7: The secret fraction as a function of (a) gate error probability ,
(b) measurement error probability , and (c) the error in the initial Bell states

1 Fy, at dierent nesting levels. In each case, the other two parameters have
taken their ideal values.

for each source of error must be halved. Our more precise calculations suggest
that the new cut-o points are slightly better than what is predicted by this

rule of thumb, which could be because some errors cancel each other when one
considers all possibilities, as we do in our analysis. For instance,rat= 1;2; 3,

the maximum allowed is, respectively, 0.062, 0.041, and 0.026. As it was the
case forn = 1, the secret fraction is most sensitive to and least sensitive to

Fo. It is therefore crucial to have accurate single-qubit measurement operations
in such QRs to make them useful for QKD purposes.

3.5 Conclusions and Discussion

In this chapter, we studied the performance of QKD systems run over a repeater
setup that used three-qubit repetition codes for entanglement distillation. By

modeling the error in all two-qubit gates and single-qubit measurements, we ob-
tained an accurate picture of the requirements of such systems. It turned out
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that such systems could considerably be more resilient to errors than previously
thought. The system was most sensitive to measurement errors, but, provided
that they were kept su ciently low in the experimental setup, we showed that
CNOT errors on the order of a few percents could be tolerated, which is feasible
in practice already Ballanceet al. [2016], Gaebleret al. [2016]. The QKD sys-
tem could also handle imperfections in the initial Bell states aligned with what
experimentally is achievable today Casaboret al. [2013], Doldeet al. [2014]. To
handle the computational complexity associated with this many-qubit repeater
setup, we devised an analytical technique for modelling the repeater chain, where,
at the core of it, we only needed to deal with four qubits at a time. This enabled
us to obtain the analytical form of the nal entangled states shared between the
two end users after several nesting levels. Moreover, our analysis enabled us to
fully account for the information available to the end users, from entanglement
swapping and decoding circuits, in their secret key distillation. By using this
information, we showed three-fold increase in resilience to errors@NOT gates

as compared to when the repeater chain and decoders are treated as a black box.
By looking at di erent sets of measurement outcomes, we then identi ed the
key goldenstates that contributed the most to the nal key rate. These golden
states corresponded to the cases where no error had been detected at entangle-
ment swapping and decoding stages. This observation resulted in a simple, but
e ective, post-selection tool for our QKD system that entirely relied on the error
detection features of the code, rather than its error correction as when we treat
the repeater chain as a black box. We also studied the impact of errors in the
encoder and decoder circuits and showed that the latter is much more detrimental
to the QKD system.

The analytical framework derived in this chapter can be improved and exten-
ded to consider more complex code structures and alternative decoders. One of
the computational challenges that we have to deal with is the number of terms
that needs to be calculated in the nal state. In its exact form, we need to
consider all combinations of input states to the elementary links, whose number
grows exponentially with the nesting level. To manage the complexity, we need
then to identify which input combinations have a major impact on the nal key
rate, and which ones could perhaps be neglected for a tight approximation. The
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decoder setup could also pose computational challenges as in its current form,
it takes a multi-qubit entangled state at its input and gives a bipartite state at

its output. For large codes, it may be hard to computationally handle the large
input. Alternative decoders may need to be designed to o er competitive per-
formance especially if larger codes su er more from errors in the system. Finally,
this work mainly relied on nding the key rate once the repeater chain had gen-
erated an entangled state. In order to calculate the total key rate one should look
at the timing of the protocol with respect to the initial entanglement distribution
and how multiplexing is used in the system. All the above will be addressed in
the next chapter.
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Chapter 4

Simple e cient decoders for
gquantum key distribution over
guantum repeaters with encoding

4.1 Introduction

In this chapter, we expand on the repeater-based QKD system studied in Chapter
3. The approach proposed previously, while accurate and e ective for the rst few
nesting levels, will face computational problems at arbitrarily high nesting levels.
The key reason for this is that the number of terms that need to be calculated will
grow exponentially with the nesting level. At some point, as an approximation
method, we need to drop the least signi cant terms and only keep those that
majorly contribute to the key rate. In this chapter, we try to obtain a better
understanding of such terms and devise analytical and numerical techniques that
help us with reliable key rate calculations. This will then enable us to consider
and analyze larger codes, e.g., ve-qubit repetition codes, and compare them with
simpler codes such as three-qubit repetition codes.

Another source of complexity in the analysis presented in Chapter 3 is the de-
coder module. The default decoder used in such settings is the one that reverses
the entangling operation applied at the encoding stage Bratziét al. [2014]. The
decoder module is then often composed of a nhumber of untangliogot gates
between di erent pairs of input qubits, followed by syndrome measurement and
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correction operations. Depending on the size of the employed code, the error
analysis of the decoder part can become computationally complex. More import-
antly, the use of many erroneougnot gates has an adverse impact on the key
rate as shown in 3.3.3. This is particularly the case because the decoder modules
are the last components in the setup, therefore, errors occurred in this last stage
may be harder to pick up.

Our main contributions in this chapter:

In this chapter, we o er a remedy for the above problems by introducing alternat-
ive decoder structures that only rely on single-qubit measurements. This not only
simpli es the QKD setup but also, by removing the major source of error from
the decoding circuits, results in better performance in many practical scenarios.
Then, by developing several numerical and analytical methodologies, we allow for
the key rate analysis being extend to larger codes ( ve-qubit repetition codes)
and higher nesting levels (up to the 7th nesitng level). We account for various
sources of error in the setup for each of the proposed decoders. We identify the
terms that signi cantly impact the secret key generation rate, and then assess
its dependence on relevant error parameters. Finally, we obtain the optimum
structure for the QR setup at xed distances, and the minimum requirements
for the system to o er a positive key rate, or a rate, in bit per second per QM,
larger than that of a probabilistic QR. We show that, in many practical regimes
of operation, the simple three-qubit repetition code is our best choice.

This chapter is organized as follows. In Sec. 4.2, we describe the QKD setups
of interest based on the repeater protocol of Ref. Jiangt al. [2009] with four
di erent decoder structures. By considering relevant error models for di erent
components of the system, in Sec. 4.3, we compare the secret key rate for di erent
QKD decoders in the case of nesting level one for the QR setup. We then extend
our results, in Sec. 4.4, to higher nesting levels by proposing several di erent
approximation techniques. We study the dependence of the secret key genera-
tion rate on di erent error parameters and nd the corresponding thresholds for
extracting a nonzero secret key rate at di erent nesting levels. In Sec. 4.5, we
consider the entanglement generation rate of the elementary links for probabilistic
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and deterministic QRs, with and without multiplexing, and combine those results
with the results of the previous section to obtain the total normalized secret key
rates in bits per second. We also illustrate the parameter regions where one type
of QR performs more e ciently than the other. Finally, we conclude this chapter

in Sec. 4.6.

4.2 System Description

Figure 4.1: The schematic of the QKD setup on a repeater chain based on the
three-qubit repetition code. The small circle pairs represent bipartite entangled
state prepared in advance. Using remotenot gates, an encoded entangled state

is generated across elementary links, and stored in memories represented by large
circles. The encoded entanglement is then extended across the entire link by
performing ES operations on the middle nodes. The two users will then apply
decoding operation on this state to generate their raw key.

Figure 4.1 shows the schematic of the QKD system considered in this work.
Here, we use a quantum repeater with encoding Jiargg al. [2009], Jinget al.
[2020] to distribute entangled states in an encoded form across the two ends of
the link. We then decode such states to share a raw key between the users, Alice
and Bob, from which a secret key can be extracted using postprocessing tech-
niques. Our objective is to assess the performance of the above QKD system in
the nominal mode of operation where no eavesdropper is present. In such a case,
it is crucial to consider errors that stem from imperfections in the system, three
major sources of which we consider in this work as follows
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4.2 System Description

(1) Imperfections in initial Bell states: The originally distributed Bell states
in the QR setup are modeled as Werner states with delityF:

Fo

W:FOj +Ih +j+ 3

(la J Tih 7)) (4.1)

wherej *i is the target Bell state given by Eq. (2.1), and, is a4 4 identity
matrix.

(2) Two-qubit gate imperfections: The cnot gate for a control qubiti and
a target qubit j is modeled as Briegett al. [1998]

out — (1 )Ui;j inUi);G + ZTI’i;j ( in) Ii;j ; (42)

where ™ ( °) is the input (output) before (after) the cnot gate, and Uj;

represents the unitary operator corresponding to an ideahot gate. The error
in this two-qubit operation is modeled by a uniform depolarization of qubits
and j, represented by identity operatorl;; , with probability

(3) Measurement imperfections:  The projective measurements to statefi

and jli are, respectively, represented by

Po=(1L )j0ihGj+ jlihiy and
P.=(1 )jlihij+ jOihoj; (4.3)

where is the measurement error probability. Similar measurement operators,
P , are used for projective measurement ifi =1= 2(j0i j 1i) basis.

As in Chapter 3, here, we still assume all single-qubit operations are perfect
and quantum memories with in nitely long coherence times are available.

In this chapter, we still mainly use the three-qubit repetition code as an
example to illustrate our proposed techniques, where the logical qubits are given
by Eq. (3.1). Some of our proposed techniques are, nevertheless, applicable to
larger codes as well. Here, as an additional example, we also apply our analysis to
the ve-qubit repetition code, where the logical qubits are encoded as Braunstein
[1996]

j6i = j00000 and 4 = j11111: (4.4)
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This code can ideally correct up to two bit- ip errors, as compared to one in the
three-qubit case. The comparison between the two codes allows us to learn how
the interplay between noisy gates and stronger error-correction features a ects
the performance of the QKD system.

In the following, we brie y explain the repeater model and describe di erent
decoding modules, used in Fig. 4.1, that we analyze and compare in this work.

4.2.1 Quantum repeater with repetition codes

Here, we brie y review the protocol proposed in Jiangt al. [2009] in the case of
the three-qubit repetition code. The protocol with ve-qubit repetition code is
constructed in a similar way. For detailed description, please refer to the previous
chapter.

The QR protocol operates in the following way. First, the codeword states,
p%(j@i + jIi) and j0i, are locally prepared, respectively, at the left and right
memory banks (large circles in Fig. 4.1), and Bell pairs are distributed between
auxiliary memories (represented by small circles in Fig. 4.1) of all elementary
links. Using these distributed Bell states, one can then implement remotaot
gates, transversally, on main and auxiliary memories, after which, the encoded
entangled statesp%(jOij 0i + j1ij 1i) are ideally created acrosall elementary links.
Next, we perform ES operations at all intermediate stations to extend the entan-
glement over the entire link. This, due to the transversality of the employed code,
is simply done by performing three individual BSMs on the corresponding pairs
of physical qubits. Finally, after all ES operations, an encoded entanglement is
ideally distributed between the two end users. Depending on the application in
mind, the nal encoded entangled state can be decoded into a bipartite state as
done in the previous chapter, or be used directly as we will introduce next. In all
cases, some measurement information needs to be passed to the users to identify
the relevant Pauli-frame rotation on the nal state.
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4.2.2 Decoder structures

Figure 4.2: The schematic of di erent decoder structures considered in this
paper: (a) the original decoder proposed in Chapter 3, where a decoding circuit
is used to generate a qubit, on which a QKD measurement, eitherzhor X basis,

is performed. The decoding circuit would generate syndrome datawhich is used
for state classi cation. (b) A modi ed version of the decoder proposed in Bratzik
et al. [2014], which is very similar to (a) except that the decoder measurement
outcome d is not used for classi cation. They still use the information inm

in their key rate extraction. Note that, in both (a) and (b), Eve can control
the decoder module, but has to pass some measurement data to users. (c) First
alternative decoder, proposed in this work, where users directly measure the three
qubits either all in Z basis or inX basis. They use majority (parity) rules, in

Z (X) basis, to decode the key bit. (d) Our second alternative decoder, which
is very similar to (c), except that in the Z basis a perfect match 111 (000) is
mapped to bit 1 (0). In (c) and (d), we assume Alice and Bob have control over
the nal set of memories in their secure box.

Here, we consider four di erent decoder modules for the QR-QKD setup con-

sidered in this work. Figure 4.2 shows the schematic of these decoders. In the
rst two decoders, Alice and Bob use the biased version of the entanglement-

based BBM92 protocol Bennettet al. [1992], Loet al. [2005a] by applying QKD
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measurements on a bipartite state obtained via a decoding circuit. This circuit
can in principle belong to a third, untrusted, party, hence Alice and Bob do not
need to characterize this device in decoders 1 and 2. Its operation is based on
reversing the entangling operation applied at the encoding stage. This type of de-
coder may also nd applications in non-QKD scenarios. Figure 4.2(a) shows the
decoder setup used in Chapter 3, hereafter we refer to as decoder 1, in which, us-
ing cnot gates, we rst untangle the encoded entangled state, and then perform
QKD measurements on the resulting bipartite state. In the previous chapter, it is
shown that the measurement information obtained at the ESn, and decoding,
d, stages can be used to separate the type of entangled states shared by the users,
and consequently obtain higher key rates overall. In decoder 1, we assume that
the information in m and d is fully used to take advantage of this classi cation.
The second decoder, decoder 2, is shown in Fig. 4.2(b), where, as in decoder 1,
we also apply error-correction operation to the resulting bipartite state. This
decoder does not, however, pass the information obtained at the decoder stage to
the user ends, and, in that sense, treats the decoder setup as a black box. Both
these decoders are studied in Chapter 3, where we show that, the particular case
where no error is detected at decoding and ES stages is the major contributor to
the key rate.

In this chapter, we try to account for speci ¢ requirements of the QKD system
to possibly come up with simpler, and as turns out more e cient, decoders. There
are several observations that lead us to these alternative structures. First, we
note that, so long as QKD is concerned, the purpose of the decoder module is
to perform measurements in two mutually unbiased bases. Secondly, physically
speaking, the three quantum memories in the two end nodes of the repeater chain
are practically held in the secure boxes of Alice and Bob. The corresponding error
correction/detection operations can then be performed by the two legitimate
users, and not necessarily a third party. Finally, at least in the case of repetition
codes, error correction/detection, or part of it, can potentially be done as part of
post-processing rather than quantum mechanically.

Putting together the above points, in this work, we propose two alternative
decoders and compare their performance with that of decoders 1 and 2. In both
decoders, Alice and Bob, instead of manipulating their three qubits by quantum
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gates, directly measure them all in eitheiX or Z basis. The two users choose
their own basis independently, but randomly, according to the asymmetric QKD
protocols Lo et al. [2005a]. They then use classical postprocessing to assign a
certain bit to their raw key bit. In decoder 3, shown in Fig. 4.2(c), we use the
majority rule, in Z basis, to replicate the error correction feature of the code
against bit- ip errors. For instance, a measurement corresponding tf01 is
mapped to bit 1. In that sense, decoder 3 can be thought of as a simplied
version of decoder 2. InX basis, we map the measurement outcomes that have
an odd number ofj+i states to bit O, and all other measurement outcomes to
bit 1. The former (latter) corresponds to input states that result inj+i (ji )
states in the output of an ideal decoder 2. In decoder 4, shown in Fig. 4.2(d), we
additionally apply the postselection rule proposed in the previous chapter, where,
in Z basis, only measurement outcomes corresponding to no errors, i{@Qd or
j111i, is kept, and all other cases are discarded. I basis, we use the same
parity rule as in decoder 3. In both decoders 3 and 4, we useto postselect only
cases where no error has been detected at the ES stage.

As compared to decoders 1 and 2, our alternative decoders 3 and 4 do not
need to deal with the errors in the decodecnot gates. This certainly reduces
some sources of error in the decoder, which is a sensitive part in the whole setup.
Our classical postprocessing is not, however, an exact replica of that of decoder
1 as we do not use the information available i for classi cation. It will be
interesting to see how the interplay between these two factors spans out, as we
investigate in the next section.

4.3 Secret key analysis for nesting level one

In this section, we discuss the performance of the QKD system in Fig. 4.1 for
di erent decoding structures of Fig. 4.2. As the rst step, we investigate the

dependence of the secret key generation rate in our QKD system on relevant error
parameters in the case of one repeater node, i.e., the rst nesting level. To this
end, we rst calculate the secret key generation rate per entangled state shared
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between Alice and Bob. In the asymptotic regime for an e cient entanglement-
based QKD protocol, this parameter, known as the secret fraction Bratziét al.
[2014], is lower bounded by Shor & Preskill [2000]

rv (en €)= maxt0;1  h(e) h(ey)g; (4.5)

whereh(p) = plog,p (1 p)log,(1 p) isthe Shannon binary entropy function,
and e, and e, are, respectively, the bit- ip and phase- ip error probability, or an
upper bound of which, in theZ basis.

To calculate the secret fraction, in previous chapter, we develop a technique by
which we analytically calculate the relevant density matrices with the above error
parameters being included. Here, we use the same methodology to obtain the
joint state, ~,, of the two memory banks held by Alice and Bob, upon observing
the measurement outcomen at the ES stage, and the joint state .4, after the
decoding circuit in decoder 1, upon observing, in addition tm, the measurement
outcomed at the decoding stage. The statesy,, and .4 can, respectively, be
obtained using Egs. (3.20) and (3.26) in previous chapter, with the corresponding
probability of occurrence denoted by, and pm.¢. In our calculations, we consider
a partially imperfect encoder, as modelled by Eq. (3.34), where less signi cant
cross terms are ignored. In the following, we obtain the secret fraction for each
of the proposed decoders in the asymptotic regime, where an in nite number of
entangled states have been shared. As mentioned before, we consider the normal
mode of operation, where no eavesdropper is present, but we account for the
device imperfections as modelled in Sec. 4.2.

4.3.1 Decoder 1

In this decoder, the users take full advantage oh and d to classify their entangled
states as a function of these two parameters, and extract a secret key separately
from each set. In this case, the total secret fraction is given by

X
r =" prara (e ;60); (4.6)

m;d
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where

ef)l) - Tr( P(,)Alice P:{Bob m;d) + Tr( PiAIice POBob m;d);
eé)l) — Tr( Pflice PBOb m;d) + TI’( PAIice P+BOb m;d): (47)

The measurement operators in Eq. (4.7) are de ned according to Eq. (4.3) with
additional superscripts to specify the user. Note that, in this case, the phase-error
rate is e ectively the same as the bit- ip error rate in the X basis.

4.3.2 Decoder 2

In the second decoder, the information il is not used for classi cation, but only,
internally, for error correction. For eachm, the state on which QKD measure-
ments are performed is then given by

X
@ =" Pm md (4.8)
d

wherepgm = Pm:d=Rn. The total secret fraction in this case is given by
X
r@="" purs (2;?); (4.9)
m

where

2 i i .
eE)) = Tr( PéAllce PlBob g)) +Tr( Pf\hce POBob (n%))’

eE)Z) — TI‘( Pflice PBOb Sﬁ)) + Tr( PAIice P+BOb (n21)) (410)

4.3.3 Decoder 3

Decoder 3 uses a direct measurement on the three qubits held by each user to
specify the raw key. Before calculating the corresponding error parameters, it is
then important to establish the security of this structure and how we can bound
the bit error rate and the phase error rate inZ basis. This has been done in
Appendix A, where we show that, in the ideal case, the measurement operators
modelling decoder 3 are identical to that of decoder 2. We can then use a similar
security proof to relate the phase error rate in theZ basis to the bit error rate

in the X basis. In the imperfect implementation of either decoders, we end up
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overestimating both parameters, which is still in line with the lower bound nature
of Eq. (4.5). With this in mind, the total secret fraction for decoder 3 is given by

(=" pry (ef; ey (4.11)
m
where
e533) = Tr( P—éb\lice plsob ~) + Tr( P-lAIice F,(l)aob )
ega) = Tr( p+A|ice pBob ~n) + Tr( pAlice P—Pob ~n) (4.12)
with

Po = Pooo + P1oo + Poio + Poos;

P1 = P11+ Piio+ Pro1 + Pouy;

Pi = Pye + P, +P 4 +P

P =P +P, +Py 4+ +Py (4.13)

being, respectively, the corresponding measurement operators to bit 0 and 1 in
Z basis andX basis, wherePy, = P;  P;  Py. Note that the majority rule is
used in theZ basis.

4.3.4 Decoder 4

Decoder 4 is very similar to decoder 3 with an additional post-processing step in
which, in the Z basis, we only accept the cases where either three 1s or three Os
have been obtained. This is inspired by the observation in the previous chapter
that the output with no error in the decoding stage is the main contributor to
the key rate. In this case, the bit error rate in theX basis is not necessarily an
upper bound on the phase error rate for the post-selected data in the basis.
But, we can consider the worst case scenario by assuming that all the errors that
we observe in theX basis correspond to the post-selected part of the data in the
Z basis. In this case, the total secret fraction for decoder 4 is lower bounded by

X
9 =" PouccPmrs (65 €87); (4.14)
m
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where
Psuce =Tr( Pgos® P, ) + Tr( P PEY ~m
+Tr( Pgos® PEY ~n) + Tr( PAT P& ~ (4.15)

is the success probability for the post-selection step, i.e., detecting no error in the
Z basis,

o = TOPRE°PEY =) + TH( PHE® P& ). (4.16)

pSUCC

and

el = min( ﬁ; 0:5): (4.17)

Succ

The nal equation gives an upper bound on the phase error rate in thé basis
as explained above.

4.3.5 Comparison between di erent decoders

Now that we have all the ingredients to analyze all decoder settings, we can
compare them in terms of their resilience to di erent error parameters. In Chapter

3, we have already established that, by properly using the information available
in d, decoder 1 outperforms decoder 2; please see Fig. 3.4. Decoder 3, in the
ideal case when there is no error in the decoder, should be identical to decoder
2, but, in the case of erroneousnot gates, it is expected that it outperforms
decoder 2. It would not be trivial, however, if decoder 3 can outperform decoder
1 as well. Decoder 4 also, by postselecting in tlZ basis, can reduce the bit- ip
error rate, as compared to decoder 3, but its phase-error rate bound in Eq. (4.17)
is not necessarily tight. We have to therefore investigate if decoder 4 can ever
surpass decoder 3 in terms of performance. In this section, we try to answer these
guestions.
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4.3 Secret key analysis for nesting level one

Figure 4.3: Secret fraction for di erent decoder (Dec) structures versus (a) gate
error probability at Fp =1 and = 0, and (b) measurement error probab-
ility atFo=1and = 0. Inthe curves corresponding to perfect decoders,
all error parameters assume their ideal values just in the decoder module; the
corresponding value in the rest of the system is as the graph shows.

Figures 4.3(a) and (b) show the performance of di erent decoders, respect-
ively, as a function of gate error probability , at Fp =1 and = 0, and meas-
urement error probability , at Fo =1 and = 0. In both cases, we have also
included several curves corresponding to perfect decoders as well. For instance,
the perfect decoder in Fig. 4.3(a) uses perfechot gates as well as ideal meas-
urement modules in its decoder circuit, whereas in the rest of the systemcan
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take nonzero values. We make several interesting observations from these gures,
which we summarize below:

Observation 1: Decoders 3 (orange curves) and 4 (green curves) show
better performance than decoders 1 (dashed black) and 2 (dashed blue),
when the imperfections in the decoder circuit are considered. In Fig. 4.3(a),
it is mainly the cnot errors that make the dierence. Without cnot

and measurement errors, even decoder 2 performs better than an imperfect
decoder 1. This is an interesting result, which shows that the e ect of
cnot errors in the decoder circuit can trump the bene ts we may get from
knowing the value ofd in decoder 1. It then follows that decoder 3 is
also better than imperfect decoder 1. At = 0, this is because decoder
3 is identical to a perfect decoder 2 (see Appendix A). But, interestingly,
this also holds even for nonzero values ofas shown in Fig. 4.3(b). As a
result, the maximum allowed value for roughly moves from 0.03-0.06, for
decoders 1 and 2, to 0.08, for decoders 3 and 4. A similar behavior is seen
in Fig. 4.3(b), where maximum allowed value for roughly increases from
0.02 to 0.035.

Observation 2: We notice that, the classi cation versusd could still play

a role if all sources of error in the decoder could diminish. For instance in
both gures, the curves corresponding to perfect decoder 1 o er the best
performance. Also, it can be seen that, when there are no error parameters
considered for decoders at all, decoders 2 and 3 perform similarly as ex-
pected by the results of Appendix A. That said, in practice, achieving this
level of perfection may not be possible, hence, so far as QKD is concerned
as an application, decoders 3 and 4 are the preferred option, which not only
improve the performance, but are also easier to implement.

Observation 3: In smaller error regions, decoder 3 performs slightly better
than decoder 4, but eventually decoder 4, because of its postselection rule,

75



4.3 Secret key analysis for nesting level one

is more tolerant to errors®. The good thing is that decoder 4, in terms of
hardware, is exactly the same as decoder 3, and the postselection rule can
be applied by software in the postprocessing steps. It is therefore feasible
that, for every regime of operation, we calculate both{® and r{¥, and
pick the higher rate. In this work, the secret fraction calculated for this
setup hereafter is the maximum of these two parameters denoted b§f' =
max(r;r?).

Observation 4: Itis interesting that, in Fig. 4.3(b), where =0, decoder

3 still outperforms decoder 2 in the case of imperfect measurement modules.
One may think that, given that both decoders rely on three single-qubit
measurement operations, the secret fraction should be the same in both
cases. Interestingly, this is not the case, and the reason for that is somehow
because of the dependence ef parameters on the location of the error
as we explain next. In decoder 2, to the rst order approximation,eﬁ,z) IS
proportional to , corresponding to an error in the measurement on the top
gubit. In decoder 3, however, we need to make at least two errors in order
to have a bit ip, which means that, to the rst-order approximation, eff) is
proportional to 2. This justi es why decoder 3 outperforms decoder 2 even
if = 0. More generally, in our calculations, we realize that the position
where the bit- ip occurs a ects the value ofeff) in an asymmetric way. It is
important then that we consider all terms in Eq. (4.12) in calculatinge.
Note that the terms contributing to e§)3) are mostly symmetric in terms of

their subscripts as well as over Alice and Bob.

We nish this section by extending one of the key results of the last chapter, in
using error detection as an e ective postselection tool, to setups that use decoders
3 and 4. In Fig. 4.4, we have plottedr{P* versus dierent error parameters,

!Decoder 4, in essence, slightly overestimates the errors in X basis. The crossing point
between the performance of decoders 3 and 4 can be understood as a tradeo between this
overestimation of errors and the postselection rule. In smaller error regions, the error detection
features have not come into e ect so that the performance of decoder 4 is worse; whereas in
larger error regions, by applying the postselection rule, most errors can be removed and thus
the performance gets improved.
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Figure 4.4: Secret fractionr{" versus (a) ,at =1 Fo=0;(b) 1 Fo at

= =0;() ,at =1 Fg=0;and(d) ,at =0:0land1l F,=0.
The curves labelled by good correspond to the output states where no error is
detected at the ES stage, whereas the bad curves are for the output states where
some errors are detected at the ES stage. The curves labeled by total are the
weighted sum of good and bad terms as given by Eq. (4.11) and Eq. (4.14).

alongside the contributions fromgood states, corresponding to no error at the ES
stage, andbad states, for which some error has been detected. We get very similar
results to the previous chapter, where the total secret fraction is either equal to
the contribution from good states, or almost equal to it. This observation allows
us in the next section to only focus on the good states, when we calculate the
rate at higher nesting levels.

4.4 Extension to higher-nesting levels

In order to estimate the secret key rate at higher nesting levels, we are going
to use the same approach as proposed in the previous chapter, but we modify
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it, using numerical and analytical approximations, so that we can manage its
computational complexity. The key ingredient needed to calculate the key rate in
the case of decoders 3 and 4 is the multipartite entangled statg. In this section,

as explained before, we only account for the contribution from good states, and,
as a representative, we only consider one particular good outcome among all that
correspond to no error at the ES stage. We denote the corresponding output
state to this outcome by ~004. ONCE ~004 IS Obtained, we can use Eq. (4.11) and
Eq. (4.14) to obtain a tight lower bound on the secret fraction by ignoring the
contribution from bad states. Our objective here is to get a realistic picture of
what our encoded setup can achieve, and to what degree it is resilient to system
errors. Exact lower bounds, which can securely be obtained in an experimental
setup, are not then necessarily needed, and instead, we use tight estimates on
such lower bounds to gain insight into system operation and its limitations.

In the previous chapter, we develop an analytical approach to nd the joint
multipartite state between Alice and Bob. In our proposed technique, we break
down the initial state of the system to its core components, and apply possibly
erroneous gate and measurement operations to each possible input combination
separately. By using the traversality of the employed code, we then obtaifj,eq,
while avoiding the computational complexity corresponding to large multi-qubit
systems. Instead, we just need to deal with a four-qubit system at a time. The
number of the input terms we need to consider, however, grows exponentially with
the nesting level, and practically it is very di cult to use our previous approach
in full for nesting levels greater than three. More precisely, the entangled state
between memory banks A and B, held, respectively, by Alice and Bob, for nesting
level n, is given by (ignoring normalization factors)

X O

L= s (4.18)
ik i=1

value. 45 is the joint state of the ith memory in banks A and B if the initial

. . . Non
state for the 2"** memories involved in the process is given by 2, ) where

f,'ﬁt = jjiihk;j j OihQj is the initial state of elementary linkl. In previous chapter,

we use a recursive technique to erte’A"i‘Bi, at nesting leveln, in terms of }, g,
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and X'g , at nesting leveln 1, with j%=[j1;::5;jn ;K010 ke 1] @and KO =
Don 24150075 ]ons Kon 1415700 Kan ], going back to the starting point, where
1 X G .
’{JOO)Od = é {AlfiBi (419)
jk=0;1i=1

can be calculated for each elementary link.

As can be seen in Eq. (4.18), the number of terms that need to be calculated for
nesting leveln is 22" . This is despite the fact that we already limit ourselves to
a particular measurement outcome. For instance, at = 3, the number of terms
is 216 = 65; 536 which means that our core 4-qubit calculations has to be run this
many times in order to get all possible outputs. This may still sound manageable,
but certainly not scalable especially if we are dealing with the analytical form of
each term.

In this chapter, we develop several approximation techniques to handle the
computational complexity in Eq. (4.18). By carefully analyzing each component,
we nd the terms that contribute negligibly to the secret fraction and can there-
fore be omitted. The principle behind our approximation techniques is to break
the exponential growth trend and cut o the number of terms that has to be
considered at each nesting level, thus improving the calculation speed dramatic-
ally. This has been achieved via analytical and numerical techniques as explained
below. Using such techniques, we can also analyse larger codes in our setting, an
example of which is given at the end of this section.

4.4.1 Analytical approximations

In this section, we investigate three approximation techniques. Figure 4.5 gives a
comparison between these three techniques and that of exact resultsrior 1;2; 3

as a function of . Our approximation method (i) is a crude one, in which, at each
nesting level, we only keep four combination terms in which the initial state of all
elementary links is assumed to be the same, i.¢;,(k)) is the same for all values
of | and takes one of the possible values of 0 and 1. In other worgls; 0;1 and

k = 0;1. The results, while not matching the exact curves, follows the trend very
closely, at each nesting level, for small to moderate values of It suggests that,
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Figure 4.5: Secret fractiorr P versus gate error probability for the rst three
nesting levels under three di erent approximation methods, with initial delity
Fo =1 and measurement error probability = 0.

in this region, the contribution from the four terms with identical input states

at each elementary link is the major contributor to the key rate, and all other
input combinations can somehow be neglected. Approximation (i), nevertheless,
cannot correctly predict the maximum value of at each nesting level, and only
provides an upper bound on that. Our approximation techniques (ii) and (iii),
respectively, correspond to the rst-order and second-order approximations of the
output state ~e0q, but with some nuances. The question is, as we deal, at lower
nesting levels, with matrices corresponding tojA;'i‘Bi, which of such matrices to
keep at higher nesting levels, and which elements within each matrix needs to be
accounted for. Note that each k'i‘Bi represents a two-qubit system, hence can be
represented by a4 4 matrix. In method (ii), starting from nesting level one,
we keep all componentsk'fBi for which their matrix representation has at least
one element of order , or lower. We also equate to zero all elements of such a
matrix that are of the order of 2 or higher. Please note that if an element has
terms on the order of or one, that element would be fully kept. We observe
strange instability in our calculations, when is moderately large, if we do not
keep the whole element, including all higher order terms, in such cases. As a
result of this purging, some combinations of; k do not contribute to either the

80



	1 Introduction
	1.1 Quantum networks
	1.1.1 Quantum repeaters: Overview

	1.2 Quantum key distribution: Overview
	1.3 Scope of this study and main contributions of the thesis
	1.4 Thesis outline

	2 Background
	2.1 Quantum repeaters
	2.2 Building blocks of quantum repeaters
	2.2.1 Entanglement distribution over elementary links
	2.2.2 Entanglement swapping
	2.2.3 Entanglement distillation
	2.2.4 Quantum error correction

	2.3 Categories of quantum repeaters
	2.3.1 Probabilistic quantum repeaters
	2.3.2 Deterministic quantum repeaters

	2.4 Quantum repeaters with encoding
	2.5 Quantum key distribution
	2.5.1 Prepare-and-measure protocols
	2.5.2 Entanglement-based protocols
	2.5.3 Secret key rate


	3 Quantum key distribution over quantum repeaters with encoding: Using error detection as an effective post-selection tool
	3.1 Introduction
	3.2 System Description
	3.2.1 Quantum repeater with 3-qubit repetition code
	3.2.2 Error models
	3.2.3 Problem Description

	3.3 Methodology and Performance: Nesting level one
	3.3.1 Linearization
	3.3.2 Good, bad, and golden states
	3.3.3 The effect of the encoding and decoding circuits on the secret fraction

	3.4 Extension to higher-nesting levels
	3.5 Conclusions and Discussion

	4 Simple efficient decoders for quantum key distribution over quantum repeaters with encoding
	4.1 Introduction
	4.2 System Description
	4.2.1 Quantum repeater with repetition codes
	4.2.2 Decoder structures

	4.3 Secret key analysis for nesting level one
	4.3.1 Decoder 1
	4.3.2 Decoder 2
	4.3.3 Decoder 3
	4.3.4 Decoder 4
	4.3.5 Comparison between different decoders

	4.4 Extension to higher-nesting levels
	4.4.1 Analytical approximations
	4.4.2 Numerical approximations

	4.5 Secret key rate for the repeater chain
	4.5.1 Encoded QR with no multiplexing
	4.5.2 Encoded QR with multiplexing
	4.5.3 Probabilistic quantum repeaters
	4.5.4 Optimal QRs in different parameter regions

	4.6 Conclusions

	5 Quantum repeaters with encoding on nitrogen-vacancy center platforms
	5.1 Introduction
	5.2 System description
	5.2.1 NV Center as a Toolbox
	5.2.2 Quantum repeater structures and protocols
	5.2.3 Error models

	5.3 Error Analysis
	5.3.1 Entanglement distribution
	5.3.2 Encoded entanglement distribution
	5.3.3 Entanglement swapping

	5.4 QKD Performance
	5.5 Conclusion

	6 Summary and Future Work
	6.1 Summary of results
	6.2 Future outlook

	A Equivalence of Decoders 2 and 3
	B Derivation of decoherence parameters
	References

