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Abstract

Quantum key distribution (QKD) is recognised as the main countermeasure against
attacks to current cryptography from a quantum adversary. Despite the fact that several
implementations have been already shown, the technology is still not at the stage of large-
scale deployment. This is due to several factors, such as entropy loss, the high cost and
space requirements for installing QKD systems. Integrated photonics is the natural solution
for this: it allows for compact devices at a much lower cost, which is a step forward towards
mass production. In this work I present the photonic integrated chips developed at Toshiba
Europe Ltd. to which I have contributed. These include QKD transmitters and receivers,
as well as integrated circuits implementing quantum random number generators (QRNG).

Firstly, after introducing the basic concepts of secure communications, I show and
demonstrate the interoperability of a QKD light source based on direct phase modulation and
optical injection locking with discrete optics. This will be the basis for the next experiment,
as this light source is the one implemented on all our QKD chips. I then proceed to
demonstrate how to perform QKD with these integrated devices, achieving record lengths
for a photonic integrated circuit. This is then further enhanced by demonstrating that a
chip-based transmitter can also encode decoy states. Finally, a key component of a QKD
system is the capability of generating random strings to ensure the security of the key. To
this end, I demonstrate a chip-based QRNG working with stand-alone electronics, achieving
high generation rates and therefore being suitable for usage in QKD systems.

This work represents a step towards large-scale implementation of QKD networks.
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Assumptions

The following assumptions are made throughout the thesis:

e quantum mechanical laws are valid;
o Alice and Bob are able to authenticate each other;

o transmitting and receiving devices are trusted, i.e. they are not under control

of an eavesdropper;

e Alice is able to transmit in only one mode: the assumption is that an optical

filter is enough to suppress all other modes;

e in the case that detectors do not have identical efficiencies, a fair sampling
assumption is made, i.e. all the detection events are a fair sample of all

signals sent by Alice.
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Chapter 1

Introduction

In a world where everything is connected in a large, worldwide network, information security
is one of the most compelling issues to address. The Internet of Things revolution is gaining
momentum [1], and the number of devices sharing information is ever increasing. Data
breaches in social networks have raised awareness on the subject of data security, and people
are starting to become conscious of the importance of personal data.

This security is especially important when transmitting information from one point
to another. Bank account information, medical records and trade-secret information are
transmitted through networks continuously, so it is important to keep these data secure.
Eavesdropping data in transit is sometimes easier than trying to attack a storage unit where
data is securely kept, as communication involves the transmission over public channels. The
need for secure communications is hence of paramount importance.

This thesis is aimed at taking steps towards large-scale deployment of secure quantum
communications, particularly quantum key distribution (QKD). Currently, network employ-
ing QKD systems employ space-consuming, expensive and power-hungry instrumentation to
efficiently work. Here, we show how transitioning to integrated photonics could benefit all
three of the aforementioned issues, while still being able to effectively perform QKD. The
work presented in this thesis was carried out by the author jointly with other researchers in

Toshiba Europe Ltd (TEUR). The author’s contributions are highlighted where necessary.

1.1 Thesis outline

This chapter will describe the techniques developed over time to transmit messages in a way
that prevents eavesdroppers from reading them. Classical cryptography will be addressed
first, outlining the current status of data security. Next, as a countermeasure to the advent
of quantum computers, QKD will be introduced, with its guarantee of unconditional security:
the main concepts of QKD are presented here.

Chapter 2 introduces the QKD protocols that will be used throughout this thesis.



1. INTRODUCTION

Chapter 3 introduces the idea of integrated photonics and how generic integration processes
will help speed-up the development of these technologies for both classical and quantum
communications. Examples of applications for photonic integrated circuits will be presented.
Chapter 5 presents a directly phase-modulated light source with multi-rate and multi-protocol
capabilities. The QKD transmitter presented in this chapter is able to communicate with
different hardware by simply changing the driving signals. Chapter 6 describes how such a
light source performs when integrated on a photonic circuit, and shows the record results
obtained by this integrated transmitter with QKD experiments. Chapter 7 expands on this,
demonstrating the ability of generating decoy states on a chip-based transmitter through an
electro-absorption modulator. Chapter 8 demonstrates a real-time QKD based on integrated
photonics, capable of Gb/s generation rates. Finally, the last two chapters conclude the

thesis with a perspective on future work in the field.

1.2 Classical Cryptography

Data travelling from one point to another is easily intercepted, regardless of the means
used to transmit the message: an eavesdropper, Eve, can tap the communication channel,
intercept the envelope containing the message, intercept the messengers and bribe them into
revealing the message.

The usual method two parties, Alice and Bob, employ to keep their communication
secure is cryptography. Alice scrambles her message (plaintext) by applying an operation
(encryption) to it using an algorithm (cipher) and a secret piece of information (key). She
then sends the result (ciphertext) across the communication channel. When Bob receives
it, he applies the inverse operation (decryption) to retrieve the plaintext. The particular
operation applied to the message depends on the protocol Alice and Bob choose to implement.

The goal is to make sure that Eve is not able to retrieve the plaintext without access
to the key. Encrypting messages to prevent them being read by unwanted eavesdroppers
is a challenge dating back centuries. Julius Caesar [2] used a simple encryption scheme for
his private correspondence. The scheme simply consisted of substituting each letter in a
message with the third letter after it, in the alphabet. This way, A becomes D, B becomes E,
and so on. The Ancient Greeks in Sparta relied on a different kind of encryption, based on
rearranging the letters composing the plaintext. Both of these schemes are easily breakable
and result in a poor security of the information.

In time, several encryption schemes were developed and used, each one more secure and
harder to break than the previous one. Each one, however, was eventually broken. The most
notable example is the Enigma machine [3], a very sophisticated encoding system developed
at the end of World War I by a German engineer and used by Germany during the Second
World War. Such a scheme was thought to be unbreakable, until the task force of Bletchley
Park, led by scientists like Alan Turing, found the flaws in the scheme and broke it, allowing

4
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Symmetric cryptography:
Alice and Bob share the same secret key

Alice Bob

e O [cwe | 7= [

Please use our weofghweg Please use our

hared key t vbnssbaff9 hared key t

s ageth‘ ey to fiwfg9gqwrh s ageth. ey to

read this. oahgfooidaf rea is.
hdgiswghbv

Best, q Best,

Alice 8392rsdvsjh Alice

Public-key cryptography:
Alice and Bob use different keys

Hi Bob, 389fy89eqfy Hi Bob,
Use your C [eeyiesis C Use your

ivate ki vh7w9ehvh3 ek
private key dsvo0bBxchox private key
o rea is. b8u90afsddf o rea is.
bvjfij990-34t
Best, _ Best,
Alice AENIERNHE Alice

Figure 1.1: Symmetric (top) and asymmetric (bottom) cryptography conceptualised. Sym-
metric encryption sees Alice (left) and Bob (right) sharing the same key to encrypt and
decrypt a message. Asymmetric encryption relies on Bob sharing a public key that Alice

can use to encrypt her message, which will then be decrypted by Bob using his private key.

the allied forces to intercept the plans of the Axis before their execution. Many historians
describe the breaking of the Enigma code as a turning point in WWII [4].

Later on, cryptography started to be approached in a mathematical and more rigorous
way. Plaintexts and keys started to be represented as streams of characters (which became
streams of bits with the advent of the computer era), ciphers as mathematical algorithms.
This allows for a more thorough study of the security of a protocol.

Encryption schemes nowadays can be mainly categorised into two main families: asym-

metric (public-key) schemes and symmetric schemes (Figure 1.1)

Asymmetric cryptography

Public-key, or asymmetric protocols [5], have been developed to perform encryption between
parties not sharing a secret. They can also be used for digital signatures, i.e. a method for
the recipient of a message to correctly identify the sender. In public key protocols, Bob
computes a public-private key pair and discloses the public key only, which is accessible to
Alice (and to eavesdroppers), for her to encrypt her message for Bob. When Bob receives
the ciphertext, he retrieves the plaintext using the private key, which only he knows. The
security relies on the difficulty for an attacker to infer the private key from the public key.

It is important to notice that such protocols present a high risk of being tampered
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with. Eve might replace the public key and intercept the communication with Alice. To
prevent this, several approaches have been proposed, the most widespread being public
key infrastructures [6], relying on certificate authorities to vouch for the authenticity of
public keys, and “web of trust” [7] network configurations, which authenticate public keys
by comparing endorsements from different nodes in the network.

All public-key protocols rely on one-way functions: a function is called one-way if it can
be computed by a polynomial-time algorithm but, for every probabilistic polynomial-time
algorithm, the probability of inverting the function is negligible [8] without knowing the
private key in advance. Keys obtained in this way are hence said to be computationally
secure. This means that a normal computer is expected to take a very large amount of time
to decrypt a message encrypted using public-key cryptography.

The first known public-key algorithm is the Diffie-Hellman (sometimes known as Diffie-
Hellman-Merkle) key exchange algorithm [9, 10]. Such a protocol allows two parties to share
a secret key over an insecure channel. The key can then be used by a symmetric-key protocol.

The Rivest-Shamir-Adleman cryptosystem (RSA) [11] is the most used public-key pro-
tocol in digital communications. It is based on the factoring problem, i.e. decomposing a
large integer number into its prime factors. Such a problem is easy to compute one way
(multiplying two prime numbers is easy), and it is (part of) the algorithm Bob performs to
generate the public key, while it is hard to compute the inverse operation. The protocol is
slower than symmetric encryption schemes, which will be explained later: for this reason,
nowadays it is more commonly used to distribute encrypted keys which will then be used in
faster symmetric protocols.

However, Peter Shor proved in 1994 [12] that a quantum computer can theoretically solve
the factorisation problem in polynomial time. The recent experimental demonstration of
quantum advantage by Google [13] may indicate the first sign of practical threats to RSA

cryptography. The need for new, secure ways of encrypting data is growing.

Symmetric cryptography

Symmetric cryptography relies on both Alice and Bob to share the same secret key. The
absence of a public key makes them more secure than public-key protocols, and they are
routinely used in classical communications. Like asymmetric protocols, however, the majority
of symmetric encryption schemes only offer computational security. The idea is to enlarge
the encoding space to bound the probability of breaking the code.

The main difficulty when implementing these protocols is the key distribution. Alice
and Bob have to share the same key, so there has to exist a way for them to obtain the
key in a secure way. Public-key schemes such as RSA or Diffie-Hellman are generally used
to distribute an encryption key between the two parties; they will then use these keys to
encrypt their data using symmetric protocols (Figure 1.2).

The standard symmetric scheme used in information technology is the advanced encryp-

6
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Key
Distribution

Figure 1.2: Public-key cryptography is used to distribute a key between two parties. The
key will then be used to communicate using symmetric protocols. The dashed lines represent
public communication between Alice and Bob, the solid lines represent the local operations
of encryption and decryption. The operator signs represent the application of the AES

encryption and decryption scheme.
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tion standard (AES). The protocol is based on a so-called substitution-permutation network,
where the plaintext gets manipulated by substituting or permuting the bits depending on the
key. This is done several times: for each round of substitutions and permutations, the secur-
ity of the ciphertext increases, as small changes in any of the rounds get diffused throughout
the key and generate very different results. AES is considered computationally secure when
the key has a sufficient length (192 or 256 bits, depending on the assumed computational
power of the adversary) and enough rounds of substitutions and permutations are performed,
however there have been reports of attacks that, while still not effective, could potentially
become dangerous with more computational power [14]. Moreover, quantum computing can
further decrease the complexity of decrypting AES by exploiting Grover’s algorithm [15],
although it would still remain a computationally hard problem to solve.

Claude Shannon, in 1949, proved that there is one and only one encryption protocol
which is information-theoretically secure [16], i.e. which results in a ciphertext giving no
information whatsoever about the original message. This one-time pad encoding, first
introduced by Frank Miller in 1882 [17], is a symmetric encryption scheme. It requires a key
satisfying three conditions: it has to be generated randomly, must be as long as (or longer
than) the message and can only be used once (ideally, it should be destroyed after use [18]).
Failing to meet any of these requirements would result in partial or total loss of security.
The key will be summed to the plaintext (modulo 2 sum when dealing with binary strings;
in Information Sciences, this is known as a XOR operation) and the resulting ciphertext will
look random to an eavesdropper. If the key is generated completely randomly, no algorithm
can reverse-engineer it: even performing a brute-force attack (i.e. trying every possible key),
it will not be possible to determine which is the right message. For example, the plaintext
“QKD?” encrypted with a random key will look like a random string of 3 characters. Unless the
eavesdropper has previous knowledge about the nature of the message, it will be impossible
for them to determine whether the original message is “QKD” or “RSA” or “AES”.

Quantum computing will change how we think of data security, by breaking public-key
protocols. The need for Alice and Bob to share the same key, combined with the need
to keep this key secret, will become a problem when RSA and AES are broken. It is
of paramount importance that new key distribution schemes fill in the security gap that

quantum computing could create.

1.3 Quantum cryptography

Shor proved that quantum mechanics can be used to break modern cryptographic systems.

However, quantum systems can also be exploited to counter such attacks, exploiting the

inherent unpredictability of the quantum realm to implement secure communications [19].
Some of the underlying principles of quantum cryptography are deeply rooted into the

fundamental principles of quantum mechanics. The no-signalling theorem [20] rules out

8



1.4 Quantum Key Distribution

the possibility of faster-than-light communication when measuring entangled states. The
no-cloning theorem [21] states that it is not possible to create an identical copy of an
unknown quantum system. The measurement problem [22] asserts that trying to measure
a superposition state makes its wavefunction collapse into one of the eigenstates, effectively
disrupting the quantum state. This makes it impossible for any eavesdropper to tamper
with the communication without being detected, and is the basis upon which quantum
cryptography relies.

While protocols for sending messages in a secure way have been proposed, such as
quantum coin flipping [23] or quantum commitment protocols [24], their unconditional
security is proven impossible to guarantee [25, 26]. Instead, an efficient way of encrypting
information is to distribute a secret key between two parties, which can then use classical
encryption protocols to communicate securely.

Quantum cryptography, especially quantum key distribution, has now been around for
almost three decades. However, the technology is still at a prototyping stage: while com-
mercial solutions are available, they are usually aimed at very niche applications. While

promising, further research is still needed to make this a viable solution for mass marketing.

1.4 Quantum Key Distribution

QKD is a technique which allows the two parties, Alice and Bob, to share an encryption
key with information-theoretical security, the highest level of protection, thanks to quantum
physics. They can then use their shared key to encrypt and decrypt a message using the
one-time pad or, if computational security is enough, AES [27]. Several protocols [19, 28-34]
have been proposed and developed, each one exploiting different properties of the quantum
nature of light.

Photons are the natural choice for such implementations, as they weakly interact with
matter, are easy to manipulate and their quantum properties have been thoroughly studied.
They can be sent through long distances using optical fibres with very little losses, and their
phase and polarization can be easily manipulated using common optical elements. Moreover,
classical communication networks nowadays already rely on optical fibre connections, so
there is also an existing infrastructure in which quantum communications can be performed.
Both phase and polarisation of photons are used in QKD, depending on the protocols to be
implemented; the same protocols can sometimes be implemented in a real-life experiment

using either one.

1.4.1 Categories of QKD protocols

The idea behind QKD is that measurements performed by an eavesdropper (Eve) will
perturb the quantum state prepared by the legitimate users, potentially introducing errors

in the transmission: if Eve performs a measurement on the system in the attempt to steal
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information, Alice and Bob will be able to detect her presence from the increased noise in
the communication. The noise can be used a measure of the amount of information Eve has
access to. A number of errors above a certain threshold means that the attacker has gained
enough information to compromise the security of the key.

The way the encoding into light is performed is used to classify QKD protocols into two

main categories:

o entanglement-based QKD, where information is shared by Alice and Bob as an en-
tangled photon pair. If Alice and Bob measure their photons individually, they can

infer what the other has measured;

 prepare-and-measure QKD, where one party (conventionally Alice) encodes information
into quantum properties of light and sends it to Bob who will measure it. Bob will
then communicate to Alice some pieces of information (depending on the protocol) so

that the two can share the same key.

For the purpose of this thesis, only prepare-and-measure protocols will be considered.

These can be further categorised into two categories:
o discrete variable QKD (DV-QKD), based on encoding information into single photons;

o continuous variable QKD (CV-QKD), where information is encoded in the quadratures
of the optical fields.

In this thesis, we will only focus on discrete variable QKD, as it represents a more mature

field with already established protocols and security analyses.

DV-QKD

This was the first class of protocols to be developed, and the one where the most efforts
are currently focussed. Indeed, the very first DV-QKD protocol, the Bennett-Brassard 1984
protocol (BB84) with its variations, is still the most used in experimental implementations of
QKD. Information can be encoded in the polarisation, time-bin, or phase of single photons.
Some of these protocols, which will be used in the experiments of this work, will be presented
in more detail later in this thesis.

At Bob’s end, fast and reliable detection of single photons is needed. This makes the
receiving end of QKD systems very expensive, as single photon detectors (SPDs) are very
sophisticated pieces of equipment. This also means that SPDs are more likely to present
vulnerabilities, due to their complexity. Indeed, several attacks have been proposed that
would allow Eve to obtain information about the key without being detected. [35, 36]
Countermeasures have also been proposed [37], but it is clear that the vulnerability of SPDs
constitutes a side channel that would severely hinder the security of QKD.

measurement-device independent QKD (MDI-QKD) [38-40] removes this weakness by

introducing a third, untrusted party (Charlie) who is in charge of the detectors, while Alice
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and Bob only have transmitting equipment. Charlie performs a Bell-state measurement on
the photons sent by Alice and Bob, which interfere with each other, and reveals the result.
Alice (Bob) knows what she (he) sent and what the result is, so she (he) is able to infer what
Bob (Alice) has sent. This gives Charlie no information at all about the key, so eavesdroppers
cannot attack the detectors to infer any information. However, since two-photon interference
detection is needed, the achievable key rates decay exponentially with distance, as photons
from both Alice and Bob need to be detected by Charlie in the same time bin.

In 2018, building on the concepts of MDI-QKD, a novel protocol was introduced by
researchers at TEUR, called Twin-field QKD (TF-QKD) [34]. This protocol relies on optical
field interference, rather than two-photon interference, and hence does not require coincidence
measurements at Charlie’s. This means that higher key rates are achievable, as the decay
with distance is now proportional to the loss in one leg of the line. TF-QKD, in fact, is able to
reach communication distances and key rates which are proven to be unreachable by standard,
point-to-point QKD [41]. This generated a lot of interest in the protocol. Several variations
have been proposed [42-44] and proof-of-principle experiments have indeed surpassed the

so-called repeaterless bound [45, 46].

DPR-QKD

Distributed phase reference (DPR) protocols can be seen as a variant of DV-QKD protocols.
However, rather than on the properties of single photons, these protocols encode information
in the phase difference between coherent pulses. Among the advantages provided by protocol
based on this concept, there are simple implementations, as they do not require phase
randomisation, and inherent security against photon number splitting (PNS) attacks [47], as
such an attack would change the photon statistics and can be detected. On the other hand,
security against coherent attacks has not been proven for DPR protocols, which means there

is no lower bound to the obtainable key rates.

1.4.2 QKD implementations

In prepare-and-measure QKD, Alice sends her encoded photons to Bob through a quantum
channel (Figure 1.3). In order to fully characterise a system, it is important to determine
the parameters that characterise Alice’s light source, Bob’s detection apparatus and the
quantum channel itself. The following paragraphs will give some information about these

elements of a QKD system.

Quantum Channels

The medium through which the information is transmitted (communication channel) plays
an important role in QKD. Free space does not require any equipment, however its use is

limited by the need for a clear line of sight between transmitter and receiver, as well as the
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Figure 1.3: A generic QKD system. Alice sends information to Bob through a quantum

channel. Communication is still needed through a classical channel for post-distribution

steps such as error correction and privacy amplification.

alignment between the parties [48]. Both are influenced by weather conditions [49] (sunny
weather introduces a lot of optical noise, rain introduces scattering losses) and the Earth’s
shape.

A lot of these issues, particularly Earth’s curvature and atmospheric conditions, can be
addressed by using satellite QKD. Outside of the atmosphere, photon dispersion and losses
are heavily reduced, so light has to travel in these conditions only for the few km where the
Earth’s atmosphere is concentrated [50].

An interesting aspect when dealing with satellite QKD is the difference between sat-to-
ground and ground-to-sat links. In particular, while both configurations are being investig-
ated, a downlink configuration (i.e. where the transmitter is on the satellite and the receiver
on the ground) seems to be easier to implement from an alignment point of view. This is
because light in the space vacuum travels in a straight line, while the atmosphere can cause
scattering, inducing losses; if the path through the atmosphere is at the beginning of the link,
the beam has a longer distance to travel at a misaligned angle with respect to the detector,
hence it is easier for it to be lost. However, if the transmission angle is changed at the end
of the path, the beam will not end far off the detector.

The downside to satellite-based QKD is that a link to a specific satellite is only established
for a few minutes a day, provided that the weather is clear. A satellite constellation might
overcome this issue, however it requires trusting every satellite in the constellation.

Another choice for a quantum channel are optical fibres. They have replaced copper wires
for long-distance classical communications, because of the higher bandwidths and distances
they can cover. There is, hence, a massive network already in place to be used for QKD,
whose signals can be multiplexed with classical information [51, 52].

A point-to-point QKD protocol usually requires two communication channels: a quantum

channel, where information is encoded in quantum states, used for private communication,
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and an authenticated classical channel, where public communication is performed. Both
channels are supposed to be accessible by an eavesdropper with unlimited computational
power. However, the key concept is that if Eve tries to attack the quantum channel, she will
be detected thanks to the laws of quantum mechanics. The quantum channel will be used
for the first step of QKD, i.e. the distribution of the raw keys, while communication on the
public channel will be used to perform classical error correction and privacy amplification

protocols to extract a secure key.

Light Sources

For DV-QKD experiments, it would be ideal to encode information into single photons. This
requires high rate, high fidelity single photon sources in the C-band of telecommunication
wavelengths (1530 nm—1565 nm, or 191.56 THz-195.94 THz) to be compatible with current
fibre infrastructure. Such wavelengths are chosen because they are the most transparent for
optical fibres, which minimises the propagation losses.

An ideal single photon source should emit one and only one photon every clock cycle.
Single photon sources are available, however no ideal source has been demonstrated so
far. Quantum dots [53, 54], nitrogen vacancy centres in diamonds [55] and many other
technologies [56, 57] have been proposed as single photon sources, because of their low
multi-photon components, however their emission wavelengths are not within the telecom
transmission band.

The best performing sources for QKD, so far, are pulsed lasers attenuated to contain less
than one photon per pulse [58-60]. They are cheap, easy to fabricate and can achieve mW
optical outputs with low electrical power consumption. The number of photons in each pulse
can be modelled by a Poissonian distribution. The probability P(n) of having n photons in

a pulse with a mean photon number u is

P(n) = B en, (1.1)

If the photon number is higher than one, Eve could obtain more information about the
key by performing a PNS attack [61]. Eve has access to the quantum channel; she can
perform non-destructive measurements on the states sent by Alice to determine the number
of photons in each pulse. She can then split the multi-photon pulses, keeping one photon
and sending the rest of the pulse to Bob, and block all the single-photon states. Once Alice
and Bob reconcile their preparation and measurement bases, Eve can perform the same
measurements as Bob to obtain the same result as the two legitimate parties, without being
detected.

In order to minimise the number of multi-photon events, which could potentially open
this side channel, the mean number of photons per pulse must be kept low (Figure 1.4).

This means, however, that the probability of emitting no photons at all is also higher, which
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Figure 1.4: Poissonian distribution of the probability P(n) of emitting n photons, for four
different mean photon numbers. Higher mean photon numbers have higher probability of

multi-photon events.

reduces the obtainable key rates. A solution to this issue is given by decoy states. More

details on this will be given later in this thesis (Section 2.1).

Detection

Discrete variable protocols require detectors capable of detecting light at the single photon
level. Compared to the ease of use of laser diodes in the transmitting node, SPDs are more
complex and expensive. This makes the receiving end of a QKD system a suitable target for
attacks that would go unnoticed without the appropriate countermeasures. While MDI-QKD
is a way to circumvent this issue, standard point-to-point links are more practical and likely
to be used first in real-life implementations. It is important to understand how the devices
work in order to spot and prevent potential vulnerabilities.

The most investigated attack to a detector is the blinding attack [62]. Sending bright
light into the detector switches its operating mode from the Geiger mode, the regime in
which detectors usually operate for QKD, to its linear mode. Eve has now full control of the
detector: she can easily control what the detector in linear mode will output. This attack
can be detected by monitoring the photocurrent of the detector [35], which is macroscopically
high when under blinding attacks. It is also possible to counter the attack by implementing
best practices when using the detectors [37]. This reduces the leaked information below the
threshold where privacy amplification is not possible.

Another proposed attack to a gated detector is the after-gate attack [63], where bright
pulses arrive at the detector outside its activation time. This is thought not to have a
dramatic effect on the information Eve can obtain; nevertheless, a countermeasure has been

proposed for this attack as well [64].
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Figure 1.5: Time-bin encoding for the X, Y, Z bases. On the right, the Bloch sphere mapping

the six states.

1.4.3 Time-bin and phase encoded QKD

The very first experimental demonstration of QKD was implemented in free space, over a
distance of 32 cm [65]. Encoding information in the photon polarisation is a straightforward
choice when dealing with free-space channels. Photons travelling through clear air interact
very weakly with the environment, hence their polarisation remains stable for long distances.
When employing satellites, such distances can be improved even more [66], as weather-

dependent losses only affect a small fraction of the path travelled by the photons.

However, most of the research in quantum communications is focussed on fibre-based
links. This is because fibre optics is already a well-established technology in classical com-
munications, providing a ready-to-use network for QKD. When travelling through a fibre,
polarisation of photons is unstable over time [67]. Even polarisation-maintaining fibres do
not guarantee a stable output, especially if connected to elements like phase modulators [68,
69] or even another, slightly different fibre. This would require an active stabilisation system

which is usually more complex to implement.

An alternative way of encoding information is time-bin encoding. Information is encoded
into two neighbouring time bins: a pulse arriving in the early time bin is assigned to bit 0,
while a pulse in the late bin will be mapped onto bit 1. Other bases will be represented as a
superposition state of the two bits, % (|O> + e |1>), where ¢ is the relative phase between
the early and late pulses Figure 1.5.

Another approach is to encode the information directly in the phase difference of con-
secutive pulses. This section will describe the most common way to encode and decode

information using phase.
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Figure 1.6: Self-interference of a pulse in a MZI. the pulse is divided in two at the first
beam splitter, one of the two halves is phase-modulated, and the pulses are recombined in
the second beam splitter. The phase difference between the two pulses determines which

detector will click.

Phase encoding

The most popular approach to phase encoding employs phase modulators, developed using
materials that change their refractive index when a voltage is applied. In particular, Lithium
Niobate (LiNbO3) modulators are a popular choice [70, 71]; they are easily fabricated and
work on a broad band of wavelengths, as well as having a high modulation bandwidth and

low half-wave voltages V., i.e. the voltage required to apply a m phase shift to light.

Phase decoding

Differences in phase between two pulses can be measured by having them interfere on a
beam splitter: the phase difference determines the probability of the interference pulse being
reflected or transmitted. A useful way to visualise this is with a pulse travelling through a
Mach-Zehnder interferometer (MZI) (Figure 1.6). When the pulse arrives at the first beam
splitter, it is divided into two pulses having the same phase. If one of the arms of the MZI
has a phase modulator, the phase of the pulse travelling through that arm can be changed so
that the interference with the non modulated pulse will be completely constructive on one
arm and completely destructive on the other. Changing the voltage of the phase modulator

by its V;, the opposite behaviour will be observed.

Now, consider the case of a pulse train with a repetition rate of T. Measuring the phase
difference between two consecutive pulses is achieved by delaying half of the pulse travelling
through one arm by 7', creating an asymmetric MZI (aMZI). The non-delayed half of the
second pulse will interfere with the delayed half of the first one. If the phase modulator is set
to not apply any change to the phase of the incoming pulses, the detectors will then effectively
measure the original phase difference between the two consecutive pulses (Figure 1.7). If
the phase modulator is applying a different phase on the pulse travelling through it, this is

equivalent to performing a measurement in a different basis.
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Figure 1.7: Adding a delay to one of the MZI arms allows to measure the interference of
two consecutive pulses, as the delayed half-pulse from the first pulse will interfere with the

non-delayed half-pulse from the second one.

1.4.4 Extracting a secure key

After the raw key distribution through the quantum channel, Alice and Bob will have to
make sure that the keys they use are the same. At the same time, they want to remove
all information that Eve might have acquired during the key distribution. This is possible
by exploiting well-known concepts in classical communications, such as error correction and
privacy amplification.

The first step after the distribution of raw keys is basis reconciliation. In QKD protocols
that employ more than one basis (e.g. the BB84 protocol), Alice and Bob discard the events
where Alice has prepared her state in one basis but Bob measured it in a different one. This
way, they obtain a sifted key.

At this point, the keys shared by Alice and Bob may not be exactly matching. This is due
to different causes such as imperfection in the encoding or decoding systems, stray photons
in the channel or eavesdropping. For unconditional security, all errors are attributed to Eve,
to assume a worst-case scenario. The usual error rates are in the order of a few percent, but
can be reduced to less than 1079, the standard allowed error rate in classical communications,
using classical error correction algorithms [72-74]. During the error correction process, Alice
and Bob first estimate the amount of errors by comparing portions of their sifted keys. If
the quantum bit error rate (QBER) is lower than a certain threshold (which depends on the
protocol), they perform error correction algorithms (such as the CASCADE algorithm [72])
and obtain identical copies of their sifted keys. Otherwise, they abort the protocol and start
a new key distribution, because the high QBER has prevented the generation of a secret key.

The last step concerns minimising the amount of information Eve has about the key. This
is done by performing privacy amplification algorithms [75, 76]. The goal of such algorithms
is to reduce Eve’s information to an arbitrary small value, starting from an estimated value
of Eve’s information given by the phase error rate.

Parameter estimation, error correction and privacy amplification are all performed over

the public, classical channel. This means that every bit used to perform them is disclosed
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Figure 1.8: The process of extracting a secure key. Each step makes the key shorter: basis
reconciliation discards all events where Alice and Bob measured in different bases; during
error correction, random bits of the sifted key are made public and hence are discarded;

finally, the privacy amplification algorithm further reduces the key length.

publicly, so it must be discarded. The final secure key, hence, will be much shorter than the
sifted key (Figure 1.8).

Key rates estimation

When characterising a QKD system, it is usually impractical to go through all the steps
described in the previous paragraph. The goal of the majority of experiments performed
in a laboratory is to assess the capabilities of a QKD system. This can be done without
actually extracting a key, but rather by estimating the key rates that the system is capable
of generating as a function of the communication distance [77]. In such QKD experiments,
the same raw key is exchanged repeatedly, and cumulative data is recorded by a SPD. The
QBER is then easily computed by the number of clicks in the time bins where no click was
expected, over the total number of counts.

The quantities that are usually considered when estimating key rates are the QBER, @,
which has been discussed, and the sifted key rate, R, which measures the amount of data
recorded by Bob in the correct basis per state sent by Alice. In the asymptotic case, i.e.
when considering infinite-length keys, the secure key rate (SKR) will be a simple function,

depending on the protocol, of these two parameters:
S = f(Q,R). (1.2)
In real scenarios, however, the key exchange will eventually stop: the key length will have a
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Figure 1.9: Sifted key rate, SKR and QBER as a function of the channel loss for the BB84
protocol. This simulation a clock rate of 1 GHz, a photon flux of 0.55 photons per pulse, a
detector efficiency of 75%, dark count rates of 50 Hz and losses in Bob of 12 dB.

finite size. This makes the extraction of a secure key more complicated, because there will
be an uncertainty in the values of @ and R [78-80]. The SKR for a raw key of size n can be

calculated as:
SFS:EfFS(Q+0Q7R70-R)7A(na€)7 (13)

where £ is a factor representing the uncertainty on error correction and privacy amplification,
frs is a different function than f, still depending on the protocol, and A(n,e€) contains
information about parameter estimation, error correction and probability that the protocol
fails. Note that the parameters of fpg also contain the standard deviations of @) and R.
This is because the calculation outputs a lower bound on the SKR. Hence, the parameters
used to compute it must be assumed to represent a worst-case scenario, where the error rate
is higher and the sifted key rate lower than the average value.

Figure 1.9 shows an example of how the sifted and secure key rates, as well as the QBER,
vary as a function of the channel loss. The QBER will start off at a base value at short
distances, due to encoding imperfections and potential attacks from Eve. As the distance
increases, more photons are lost in the channel. This means that detection by Bob become
more likely to be caused by dark counts, rather than actual photons sent by Alice. This
increases the error rate. The sifted key rate, expressed in bits per qubit, will depend on

factors such as the detection efficiency and the loss of the quantum channel.

1.4.5 State of the art

Record communication lengths and key rates

Toshiba holds the current record for the highest key rates achieved over a 10 km channel, with

13.7Mbit/s during a continuous 5-day experiment [81]. The experiment used fast detection
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equipment that allows for higher rates of post-processing for sifting, error correction and
privacy amplification.

The longest distance achieved in a point-to-point QKD link was achieved in 2018 by the
University of Geneva [82]. They used a very optimised system with ultra-low-loss fibres and
detectors with very low dark count rates, to achieve key distribution at a distance of 421 km.
The previous record was held by the same group, who reached 307 km in 2015 [83], however
using a protocol which is not secure against coherent attacks.

The newly introduced TF-QKD allowed to extend the maximum distance of key distri-
bution to more than 500 km, which has been done by Hefei University reaching 509 km in
2019 [84].

Satellite QKD can reach even longer distances [85]. An experiment from Hefei University
in 2017 [86] demonstrated kbit/s secure key rates over more than 1200 km using their Micius
satellite as a trusted node. This also allowed for the world-first QKD-secured teleconference
between the Chinese and the Austrian Academies of Sciences [87].

For CV-QKD, the record distance of 202.81km was achieved in 2020 in Beijing [88],
obtained by using an ultra-low-loss fibre link and carefully controlling the excess noise, as

well as using an optimised algorithm for reconciliation.

QKD Networks and miniaturisation

Scaling QKD to reach as many users as possible is a foreseeable goal in the mid-short term.
Indeed, multi-user QKD networks have already been demonstrated and some are actually
active. Network implementations have been shown in the United States of America [89],
Austria [90], South Africa [91], Switzerland [92], Japan [93], China [94] and England [95].

Reaching more users will require smaller and cheaper devices. In 2017, the University
of Bristol demonstrated an Indium Phosphide (InP) transmitter chip for QKD capable of
encoding information in different protocols [96]. The approach employed several Mach-
Zehnder modulators and electro-optical phase modulators (EOPMs) to carve pulses from a
continuous wave (CW), on-chip laser and modulate them to encode QKD states.

In that same year, they also demonstrated Silicon-based QKD encoders for different
polarisation and phase encoded protocols [97]. This is similar to the approach followed by
the Massachusetts Institute of Technology, which employed a similar encoder to perform a
metropolitan test between two of their laboratories, in 2018 [98].

Chip-based QKD, which is the scope of this work, has been demonstrated to match bulk
optics implementations [99]. Work has been carried out to also develop handheld devices [100—-
102]. These technologies will surely affect the development of secure communications in the

future.
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Chapter 2

Phase-encoded QKD protocols

The BB84 protocol introduced the concept of quantum cryptography and QKD. It is still
the most used protocol in QKD implementations, and by using decoy states can reach even
longer communication distances. After that, a plethora of new protocols were introduced,
all with their on advantages and drawbacks. In particular, two of the other protocols that
are often used in experiments are the differential phase shift (DPS) and the Coherent One
Way (COW) protocols.

This chapter will describe these three main QKD protocols that will be used in the

experiments of the thesis.

2.1 The BB84 protocol

The protocol introduced by Bennett and Brassard in 1984 [19] paved the way for the field
of quantum cryptography. The original protocol relied on encoding information in the
polarisation of photons, using the states {0,1} in the computational basis, or Z basis, and
{+, —} in the diagonal basis, or X basis (Figure 2.1). A variation of this protocol, instead
of using the photon polarisation, encodes the bits in the time bins of weak coherent pulses
in phase randomised pairs. The protocol relies on superposition states between time bins
encoded in two non-orthogonal measurement bases, X and Y. Some other variations include
a six-state encoding with the Z basis as well [103].

In the four-state scenario, the X basis {0, 1} bits will be encoded with phase shifts of
{0, w} respectively, while the Y basis will have phase shifts of {m/2,37/2}. The usual setup
for such an encoding consists of a gain-switched laser attenuated at the single photon level.
Gain-switching the laser generates pulses which have a random phase (Figure 2.2). Pulses
are generated at a rate 27, then sent through an aMZI with a delay of T. The short arm
has a phase modulator to encode the bit value onto the pulse pair. The output of the aMZI
is a train of pulses separated by T'. Pulse pairs generated by the same initial pulse will have

a coherent phase difference determined by the phase modulator. On the other hand, pulse
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Figure 2.1: Schematic of the polarisation-encoded BB84 protocol. Alice prepares her qubits
in two different bases, chosen at random, and Bob randomly chooses in which basis to
measure them. They then discard the events with a basis mismatch. Eavesdropping and

channel losses introduce errors when the bases are matching.
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Figure 2.2: Transmitter setup for time-bin encoded BB84. Gain switched pulses are prepared
and split into an early and late pulse. The pair of early-late pulses will have a coherent phase

difference. Pulses belonging to different time bins will have a random phase difference.

pairs where the pulses were generated by different gain-switching events will have a random
phase. This is crucial for phase randomisation, as mentioned in Section 1.4.3.

Such an approach is easily implemented, as it only requires a laser and fibre-based
interferometers are relatively easy to manufacture. However, the long arm of the aMZI is
more affected by phase drifts, making the alignment of the interferometer rather unstable:
active stabilisation systems are needed to compensate for the phase drifts. Another approach
is to use a carved CW laser beam to generate pulses, and a phase modulator to encode both
the bit phases and the random phases. This requires an intensity modulator to carve the
pulses, adding to the complexity of the system, and electronics working at double the speed.
An alternative approach based on injection locking and direct phase modulation is presented
in Chapter 5.
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From Alice i

Figure 2.3: Passive receiving two-interferometer setup for the BB84 protocol. The phase

modulators in the short arms determine which phase the interferometer is measuring.

At the receiving end, Bob will need to detect photons in two bases. This can be done
by high-speed phase modulators actively changing the measurement basis. However, this
requires high-speed electronics that would add to the complexity of the system. The usual
way to go around this limitation is to measure passively in both bases, by splitting the
line into two interferometers, one set to measure in the 7 basis, the other in the X basis
(Figure 2.3). Such a setup, however, can become hard to stabilise; moreover, SPDs are the
most expensive equipment in a QKD system, so doubling the number of needed detectors
can cause a large increase in costs. For proof of principle experiments, it is often sufficient

to use one interferometer only, and perform measurements in the Z and X bases separately.

Phase randomisation

Another important aspect of phase modulation for the BB84 is phase randomisation. Ran-
domness is crucial in QKD: the initial raw string sent by Alice must be random; the bases
in which Alice and Bob choose to prepare and measure the states must be random; finally,
the global phase of pulse pairs must be random [104], while pulses belonging to the same
pair will have a fixed phase difference representing the (randomly chosen) bit and basis.
This is important because it prevents Eve from obtaining information about the key [105,

106]. A laser emits a coherent state |«) that can be expressed as

o) = e-'a‘”; T (2.1)

where a = \/ﬁew; 4 is the mean photon number, 6 is the phase of the pulse and |n) is the
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Figure 2.4: Histogram distribution of the intensities from interferences of uniformly distrib-
uted phase differences, in scenarios with (top) and without (bottom) classical noise. In the

bottom plot, the blue, dashed line represents the noiseless case, to highlight the discrepancies.

Fock state with n photons. If the phase distribution is random, then the measurement result

is indistinguishable from a Poissonian distribution of Fock states:
2T dg i0 i0 —u = w

o)l = | G [V Xy = e 3 B (2.2)
n=0

One way of measuring randomness is to send a train of phase-randomised pulses through
an aMZI. If the phase difference between two consecutive pulses is random, the detectors will
measure different intensities of light at every clock cycle. This intensity is proportional to
14cos(Ayp), where Ay is the phase difference between two pulses. If the phases are uniformly
distributed in the interval [0, 27], the histogram of the intensities should be symmetrical and
peaked at the values corresponding to completely constructive and destructive interferences.
This U-shaped histogram (Figure 2.4, top) is one of the signatures that the system has some

noise of a quantum origin.

In real devices, other sources of noise occur, such as thermal and electronic noise. When
these alone are considered, they produce an intensity distribution which is gaussian. When
combined with the quantum emission, this produces a U-shaped histogram whose peaks are
wider and lower (Figure 2.4, bottom). The min-entropy of the generated numbers can be

measured to estimate how many truly random bits can be extracted from the raw string.
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Decoy states

The security of the BB84 protocol is based on the assumption that Alice is able to send Bob
perfect single photon states. Unfortunately, as discussed in Section 1.4.2 (Figure 1.4), this
is not the case for weak coherent pulses. The poissonian distribution of photons in pulses
implies that some of the generated pulses will have more than one photon. This will enable
Eve to perform a PNS attack, by blocking all the single-photon events and intercepting a
photon from multi-photon states [61]. Since lowering the mean photon number would lead
to a dramatic decrease in the SKR, it is necessary to find new alternatives.

Decoy states were introduced to overcome this vulnerability [107]. Alice will choose
multiple intensity levels (usually 3, one signal and two decoy states) for her pulses when
sending them through the quantum channel. The decoy signals are sent at a lower intensity
than the signal pulses: this means that they will have a lower number of multi-photon events,
hence Eve will block more decoy pulses than signal pulses. At the end of the transmission,
Alice announces which intensities she has used for each qubit. If the QBER for signal and
decoy states are different (net of the lower count rates for decoy states), then Alice and Bob
can conclude that an eavesdropper has attempted to intercept the transmission.

The security of decoy-state BB84 has been first proven for an infinite amount of decoy
states [31], allowing SKRs scaling in the same way as the ideal single-photon case [32, 108].
However, later research has shown that practical implementations only need two decoys [109—
111] to achieve a SKR not far from the infinite-decoy case. For the finite-key size scenario, one
decoy state has been proven to be better than two, allowing experimental implementations
to be even easier to implement [112]. The introduction of decoy states has allowed QKD

systems to reach record lengths [82] and key rates [81].

2.2 The DPS protocol

The DPS protocol [113] is a DPR protocol that builds on the idea of phase-encoded BB84
but eliminates the need for an aMZI at the transmitting end (Figure 2.5). The laser source
generates a sequence of weak coherent pulses, all sharing a phase reference frame. Each pulse
is then modulated with a phase of {0, 7} relative to the previous pulse, and sent to Bob.
The simpler setup allows for an easier implementation of the protocol. The need for
one basis only, rather than two, and the absence of phase randomisation, make all detected
photons count towards the raw key rate. This would provide a raw key 4 times longer,
assuming that every pulse now is coherent (instead of having a random interference every
other pulse) and that Bob and Alice do not have any basis mismatch (which causes an error
50% of the time for BB84). Measuring in one basis only also has the advantage of simplifying
the receiving system: Bob needs only one passive interferometer (as previously shown in
Figure 1.7) with two SPDs to measure the interference of consecutive pulses and obtain the

raw key. After the transmission, Bob reveals on the public channel the times at which his
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Figure 2.5: Transmitter setup for the DPS protocol. The light source is assumed to output
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Figure 2.6: Experimental setup for the COW protocol. The light source is assumed to output

coherent pulses.

detectors clicked. From that information, Alice knows which pulses have interfered and the
phase difference between them: from that, she infers which detector clicked at Bob. This
way both parties can agree on a raw key, as long as a click on either detector is assigned to
the same bit by Alice and Bob.

The security of this protocol has been proven in the asymptotic key scenario [114, 115].
However, coherent attacks in the finite key-size scenario are a big vulnerability that makes
it impossible to extract a secure key of finite length at long distances [116]. It is an open

question whether this protocol is secure against general and side-channel attacks [117].

2.3 The COW protocol

Another distributed phase reference QKD (DPR-QKD) protocol that does not require phase
modulation in the transmitter is the COW protocol [118]. The information is encoded in
the time of arrival of coherent pulses. This removes all errors related to imperfect phase
encoding.

A schematic of the protocol is shown in Figure 2.6. Alice sends coherent pulses of mean
photon number p and encodes information in the time bins of pulse pairs: a {u — 0} pair

represents bit 0, {0 — u} encodes bit 1. A decoy pair {u — u} is also sent for added security.
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Figure 2.7: Comparison between the asymptotic key rates of the decoy-state BB84, DPS

and COW protocols, with optimised parameters.

Bob measures the time of arrival on his detector D and, to check for eavesdropping,
splits his line and sends part of it through an aMZI. Since the pulses are coherent, when
consecutive pulses interfere only detector Dy should click. A loss of coherence will make Dy
click, increasing the error rate. When estimating the key rates, this can be measured from

cumulative measurements as a decrease in the contrast, V', between the two detectors:

_ |G =G

= |72, 2.3
‘01-1-02 (23)

where C7, Cs are the counts on detectors 1 and 2, respectively. In this case, D; and Dy are
considered to have the same efficiency.

During the public discussion stage, Bob announces the times when Dpg has clicked and
the times when his monitoring detector Do has clicked. This gives Alice information on what
Bob has measured and reveals the amount of information that Eve might have obtained by
monitoring the statistics of detection on Dy. She announces what pulse pairs were decoys
so that Bob can remove those, and Alice and Bob can proceed to extract the secure key.

A comparison between the asymptotic SKRs obtainable with the three protocols presented
is shown in Figure 2.7. The BB84 assumes a decoy-state experiment with coherent attacks.
For the DPS and COW protocols, collective attacks are considered instead.

The photon fluxes are optimised for each protocol to obtain the highest secure key
rates. In particular, the BB84 protocol has photon fluxes of 0.55 ph/symbol, 0.05 ph/symbol,
1 x 1079 ph/symbol for signal, decoy and vacuum states respectively; the DPS protocol
features a photon flux of 0.2ph/symbol and the COW protocol uses 0.4 ph/symbol. A
symbol is defined as a pulse pair for the BB84 and COW protocol, while the DPS protocol
encodes one symbol per pulse. For this reason, the same laser clock rates give a symbol rate
that is twice as high for the DPS protocol. This comparison assumes a receiving system

with no losses and a detector with 80% efficiency and dark count rates of 100 Hz.

27



2. PHASE-ENCODED QKD PROTOCOLS

For the BB84 protocol, security against coherent attacks does not cause a large decrease
in the SKR. However, this is not the case for DPR-based protocols. The COW protocol has
been proven to be secure against collective attacks, allowing to reach a distance of 307 km [83].
However, security proof against coherent attacks for both the DPS and the COW protocols
has been produced in 2012 [116]. It was found that requiring security against this kind of
attacks severely limits the maximum distance achievable by these protocols. The maximum
distance obtainable in this case is around 50 km. Additionally, an upper bound was found
for the COW protocol, further proving that such protocol is not suitable for long-distance

communications [119].
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Chapter 3

Photonic integrated circuits

Many fields, from science to telecommunications, employ lasers and all sorts of photonic
devices to modify the properties of light. However, such elements quickly become hard
to maintain when scaling to larger dimensions: dealing with hundreds, even thousands of
optical components is a struggle both for space management and for cost effectiveness. This
might prevent people from performing elaborate experiments or developing new products
due to constraints on resources.

Integrated photonic can overcome these issues by allowing the miniaturisation of a
plethora of components to be implemented on a small chip. A photonic integrated circuit
(PIC) is a device that embeds several optical components onto a substrate (chip). The main
advantages of PICs are miniaturisation and cost reduction: the same number of components
that can be embedded in a chip would require larger space resources and increased costs of
production, if assembled in bulk optics.

PICs are now used widely in classical communications, especially in fibre optic net-
works. Transmitters can be implemented that allow to generate Tbit/s data rates [120], and
interconnects between a multitude of nodes are possible in a small amount of space [121].

The basic concepts of integrated photonics are presented in this chapter, along with a

description of some of the main applications of this technology.

3.1 Integrated photonic platforms

The technology is now at a stage where photonic chips are developed on several different
substrates, each providing a platform with its own features and limitations. Similar to
electronic circuits, PICs provide a path (waveguide) to route light towards the components
which change its properties. The way waveguides and components are implemented on a
PIC depends on the specific platform.

Waveguides on borosilicate glass, for example, are fabricated by focussing a high-power

laser beam on a point inside the material [122, 123]: this locally changes the index of
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Figure 3.1: Femtosecond laser writing: a highly focussed, pulsed laser beam is used to write

waveguides on a glass substrate [124].

refraction, due to nonlinear absorption processes. Moving the substrate creates paths where
light will move at a different speed from the rest of the material: this allows to “write”
waveguides in the glass. Changing the laser parameters (power, pulsing time, wavelength,
beam profile) will give different shapes of the waveguides due to the heat diffusion from
the focussed beam. This way it is possible to carefully choose parameters in order to write
circular waveguides, which are polarisation insensitive. This fabrication technique also allows
for 3D structures to be written. In quantum simulation, a 2D quantum walk is used to
simulate a 1D system evolving over time, mapping time in one of the spatial dimensions. In
the same way,being able to write 3D structures is useful when implementing 2D quantum
walks (the dimension through which light propagates maps time) or to have directional
couplers with different splitting ratios without modifying the phase of the photons.

Other materials, such as semiconductor-based chips, are fabricated using lithography [125,
126]: the basic procedure to fabricate a photonic chip in this way (Figure 3.2) starts with
the application of a light-sensitive photoresist to the wafer; a mask of the device to be
written is applied on top and ultra-violet light is shone onto the wafer. The mask shields
the photoresist, while the exposed photoresist reacts to the light and gets removed using a
solvent, leaving the material exposed. Finally, the exposed oxide is etched and the remaining
photoresist is removed.

This process does not provide 3D capabilities, and the waveguides present high birefrin-
gence which makes polarisation independence hard to achieve, though there have been
demonstrations of polarisation-independent waveguide filters fabricated in InP [127]. On
the other hand, birefringence can be exploited for polarisation control techniques, such as

filtering [128]. Moreover, the possibility of growing active components such as lasers and
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Figure 3.2: Basic fabrication process of a PIC using lithography.

high-speed components such as phase modulators directly on chip makes up for the lack of
polarisation independence.

The exposing section of the process can be performed using several different techniques.
Contact lithography is the most common process; a mask is put in contact with the resist
and a uniform light is shone upon the wafer. Such a process is inexpensive and relatively
easy to develop, however it is susceptible to defects in the mask and substrate, so it has
been progressively phased out in favour of projection masks, which are smaller and projected
onto the wafer many times. Based on the type of exposure the wafer goes through, different
spatial resolutions can be achieved. Conventional UV or deep-UV techniques allow to reach
resolutions in the order of the pm. The limitation is mainly due to diffraction as light
propagates through the photoresist.

A major advantage in resolution can be achieved through electron-beam lithography. This
is a form a maskless lithography that employs focussing an electron beam on the resist. The
lack of a mask allows for direct writing of a pattern on the wafer. Moreover, the resolution
achievable with this technique is less than 10nm. On the other hand, e-beam systems
are usually very expensive, and the serial writing makes them relatively slow compared to
parallel, mask-based lithography. For this reason, e-beam lithography is generally only used

for low-volume production.

3.1.1 Silicon photonic circuits

The field of microelectronics made silicon chips extremely common. Technology is at a
very advanced stage, and silicon chips are now the main building block for microprocessors,
memories and other electronics. The ability to process optical signals with silicon chips, hence,

is very important for the industry. Integrating photonic components onto this platform will
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be extremely useful to create new ways of processing information, e.g. by providing ultra-fast
connection between the cores of a processor, where the bandwidth of electronic connections
currently acts as a bottleneck [129]. Silicon waveguides are relatively easy to fabricate [129,
130]. Phase modulators have also been demonstrated [131], allowing for modulations of up
to 40 Gbit/s [132]. Silicon Oxy-Nitride (SiOxNy) is a particularly good choice for photonic
circuits. The platform offers low losses, <1dB/cm, and a tight mode confinement that
reduces bend losses in the waveguide: this is especially useful when fabricating circuits with
long delay lines, as allowing for tighter bending radii makes the circuit more compact.
However, the indirect band gap of silicon means it is an impractical platform for the
implementation of lasers and detectors at telecom wavelengths. Research is ongoing to
overcome this issue, but the results so far are not encouraging. One possibility is hybrid
integration [133], where a laser fabricated in another platform (usually Indium Phosphide)
is bonded to a silicon chip. If having an external light source is not an issue, Raman
amplification can be performed on Silicon chips, thanks to the high Raman gain and the

tight waveguide confinement [134-136].

3.1.2 Silicon-on-insulator photonic circuits

An interesting platform which has gained a lot of interest in the field of integrated photonics
is Silicon-on-insulator (SOI). Differently from standard Silicon devices, in SOI devices the
Silicon junction is placed above an insulator: this largely reduces parasitic capacitance within
the device [137] in electronic chips. In integrated photonics, the presence of an insulator
enables a good light propagation in the Silicon waveguide, thanks to the high index contrast

between Silicon and insulator [125].

3.1.3 Indium Phosphide photonic circuits

In applications where light generation or detection is needed in the telecom band, InP is
more practical than Silicon-based platforms [138]. Active components are grown on the
chips through epitaxial processes; the active regions of lasers and electro-absorption modu-
lators (EAMSs) can be fabricated with a multi-quantum well structure, which exploit exciton
resonance to enhance the device performance. Already in the late 1980s, photonic chips
integrating distributed feedback (DFB) lasers and EAMs were introduced [139]. Nowadays,
the technology has evolved, reaching transmission data rates of >10 Gbit/s [140]. Higher bit
rates are achievable by multiplexing signals from different lasers [141], and chips with over
1700 components have been fabricated to reach Tbit/s rates [142]. Among the plethora of
other components InP allows to fabricate, there are wavelength-division multiplexing circuits
based on Bragg gratings [143], P-I-N photodiodes for light detection [144] and polarisation
mode splitters [145].

Compared to Silicon, InP is a lossier platform (~3dB/cm), but the high powers of

the lasers, as well as the small footprints of these chips, make this issue negligible when
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developing PICs. In applications where losses are a concern, hybrid integration with Silicon-

based waveguides appears to be the most promising way of minimising propagation losses.

3.2 (Generic integration processes

While it is easy to find similarities between electronic and photonic circuits development, it
is also important to highlight the differences. Being at such an early stage, photonic circuits
are now mostly built with specific applications in mind. This makes it not worth investing
into low-cost manufacturing processes, which in turn makes it harder to afford photonic
chips.

Such an issue is currently being addressed by the development of generic integration
processes [146]. Much like in electronic integrated circuits, some optical components (e.g.
lasers, phase modulators, photodiodes, waveguide splitters) are commonly used in almost
every application: foundries can work to standardise them as basic building blocks, and
provide users with a library of such elements (Figure 3.3). Users can then design their own
circuits using standard components, which allows the foundry to fabricate them at once using
multi-project wafers (MPWs): chips designed by different clients can be fabricated on the
same wafer because they all share the same components. This dramatically cuts the costs
and timescales of fabrication: foundries will not have to run dedicated fabrication process for
each user, and users will share the costs of MPW runs among each other. Moreover, since a
single run can manufacture a large amount of chips, production times are greatly reduced,

paving the way for mass production.

MMI-couplers
and filters

@ - ar:;t;;:: phase madulatar
-chi Fixed A
_E— re?lgci.;lrz laser m"m argglitude
maodulator

Tunabl

€ || EHEEE e -

demux
ring
fitters
[P
0 > ), L1
! ~mTH A}
polarisation m m
splitters & combiners m m “
E H ring laser ultrafast
“ optical switch
G vzl
. o
eon i pulse laser WDM
polarisation independent delay lines B S

a) Passive Waveguide Devices b) Lasers and amplifiers c) Switches and modulators

fast

m space

switch

multiwavelength
laser MMI m E m
=
m |E| polansation

independent

2x2 switch

Figure 3.3: Examples of basic building blocks available for photonic circuit design [146].

It is worth noticing how, despite the development of generic integration processes, there
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are still significant differences between electronic and optical integrated circuits. Notably, the
development of electronic circuits has already established a world-wide standard, whereas
the building blocks for optical circuits are developed individually by the foundries. Moreover,
while copper is the standard platform for electronics, PICs can be fabricated using several
different materials: this is important, as it highlights how the field is still at an early
stage of development. Hybrid integration is once more the best candidate to fill in this
gap: Silicon-based platforms can act as the equivalent of copper for waveguides and passive
components, while lasers, modulators and other active components can be integrated from
another platform like InP, in a similar way as components like transistors or amplifiers are

placed on an electronic circuit board.

3.3 Applications of integrated photonics

Developments in photonic integrated circuits have positively affected all branches of science.
Light is particularly useful for sensing purposes, a feature that has been known since the
early days of RADAR technology. The possibility of having smaller devices has opened a
plethora of possible applications. The automotive industry uses PIC-based radars to improve
ground monitoring of traffic and safety, but also to improve the performances of driverless
vehicles [147]. Different photonic-based sensors are also used for fields such as aerospace,
food quality control, chemistry [148]. In life sciences, several lab-on-a-chip systems have been
proposed, using optical and fluidic interfaces rather than electrical interconnects [149-151].

This section will focus on the advances in photonic circuits in the relevant fields to this

thesis, i.e. telecommunications and quantum information.

3.3.1 Photonic integrated circuits in telecommunications

Among the differences between electronic and photonic circuits, the particle statistics can
also be relevant depending on the application. Electronic circuits are based on interactions
between electrons, which follow fermionic statistics and can be charged positively or neg-
atively, unlike photons which are bosons. This makes it hard to efficiently store photons,
which hinders the capability of fabricating devices such as random access memories (RAM)
using light, although some promising early-stage results have been shown [152].

On the other hand, photons are ideal for the transmission of information: optical fibres
are now the standard channel for long-distance communications, as they allow to reach larger
distances and higher data rates than electric wires. The growth in number of devices that
employ optical components means that the amount of data that will have to be processed
will drastically increase. In particular, central nodes such as datacentres will be faced
with increasing volumes of traffic that will need to be handled. As the complexity of the
protocols and the traffic volumes increase, so does the need for space-saving, cost-effective

devices that are able to process that amount of information. Integrated photonics has
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a vast potential to replace most of the current photonic elements in telecommunications,
particularly transmitters and routers.

Integrated DFB lasers are the most popular choice for a telecom transmitter: they
can emit at the right wavelengths, can be more compact than other diode lasers, and are
easier to fabricate. Moreover, they can easily achieve mW powers, can be operated at high
speed, and have the capability of having narrow linewidths: the latter is a particularly
important requirement in telecommunication technology, as information is often multiplexed
into different wavelengths, and interference between channels should be avoided.

Optical transmitters encode information in different properties of light. ON-OFF keying
can easily be implemented using standard components, however it has a low yield of data
transmission and requires high-speed receiving hardware. On the other hand, more sophistic-
ated techniques like phase-shift keying (PSK) or Quadrature-Amplitude Modulation (QAM)
can achieve higher data rates with slower electronics, but require more elements in the
transmitter. This makes integrated devices fundamental when dealing with large amounts
of transmitters as it allows to drastically cut space, costs and power consumption [121].

Photonic routing is another challenge which can easily be overcome with photonic chips.
Chip-based optical interconnects are able to achieve operation rates of Gbit/s, while con-
suming powers in the order of £J/bit [153]. This is especially important in the Internet of
Things era, where a massive amount of devices are interconnected and datacentres have to
route extremely high volumes of data.

Development of new techniques for device fabrication has exponentially increased the
capacity of PICs: while tens of components could be implemented on a chip in the early
2000s, photonic chips now boast numbers in the order of one thousand components [142,
154], following a trend similar to that of Moore’s law for electronic devices [155].

InP chips are the natural choice for this kind of applications, as is to date the only
material that can emit light at telecom wavelengths. At the same time, this platform also
allows for the implementation of waveguides, high-speed modulators and photodiodes, which
are also indispensable for telecommunications. On the other hand, Silicon-based platform
would allow for easier integration with complementary metal-oxide-semiconductor (CMOS)
electronics, which is based on the same material. Their lack of light emitting and detecting
devices, however, makes it more complicated to integrate these chips with existing electronic

devices.

3.3.2 Integrated quantum photonics

The cost-effectiveness and little space requirements of PICs are an attractive opportunity
not only for communications, but for research in quantum optics and quantum information
as well [156]. Photons’ weak interactions with the environment make them ideal for tests of
fundamental properties of quantum mechanics. Scaling the dimensions of these experiments

is particularly useful in quantum information processing, where numbers of photons in the
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Figure 3.4: A 2mm X 4 mm photonic chip for QKD.

order of thousands will greatly increase the complexity of the systems: such systems will
most likely be impossible to implement using bulk optics, as the number of components
needed would be prohibitive in terms of space and cost resources. Integrating them on PICs
should make such experiments feasible. Chip-based devices have been demonstrated for
applications such as testing the validity of Shor’s algorithm [157].

Another area of interest for PICs is quantum simulation. Implementing quantum walks
for boson sampling [158-160] is a major challenge that aims to prove how quantum mechanics
is indeed more suitable for simulating physical systems than standard, classical computa-
tional models. Chip-based devices have been used to simulate processes such as Anderson
localisation [159, 161] and quantum transport networks [162], as well as in applications
such as quantum chemistry and molecular simulations [163]. PICs have also been present
in experimental applications such as photon generation [164, 165] and detection [166], and

many others.

3.3.3 Integrated quantum communications

Notably, quantum communications and QKD also have benefitted from the development
of integrated photonic technologies. Usual QKD systems, like those commercially sold by
IDQ or developed by Toshiba Europe Ltd, are relatively bulky: lasers, phase and intensity
modulators and optical fibres occupy roughly the same space as the control electronics in a
commercial QKD system, as well as being expensive, making such devices not suitable for
large-scale deployment.

Integrated photonics, on the other hand, may offer a solution to this problem. The optical
elements of a QKD system can be embedded on a chip which occupies a space 1 to 2 orders
of magnitude smaller than its bulk-optics counterpart (Figure 3.4), and the costs can also
be cut down by a significant amount thanks to MPW runs.

Implementations of chip-based QKD have been shown in recent years. The first QKD
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experiment using integrated photonics was demonstrated in 2017 by the University of Bris-
tol [96]: an InP chip is used as a transmitter, containing a laser and MZIs using EOPMs
to transmit phase-encoded information. Pulses were obtained by carving a CW laser: this
way all pulses are coherent with each other. Multi-protocol operation was achieved using
active phase randomisation for BB84. The detection was performed on a reconfigurable
Silicon-based chip to allow for low transmission losses. The rates obtained with an equivalent
channel length of 20 km were 345 kbit/s, 311 kbit/s and 565 kbit/s for the BB84, COW and
DPS protocols, respectively.

Polarisation and time-bin encoding have also been demonstrated by the same group
in 2017 on a Silicon chip [97]. The light source is an off-chip laser, coupled to the QKD
encoder. High speed operation is obtained by using carrier-depleting modulators (CDMs):
these usually introduce losses in the system due to saturation, but using a thermo-optical
phase shifter (TOPS) to shift the temperature allows to work in a low-loss regime for the
CDM. Different protocols are encoded in different silicon chips for this experiment. The
experiment reports key rates of 916 kbit/s for the time-bin encoded COW protocol, and
329 kbit/s for the polarisation-encoded BB84 protocol.

Silicon photonics is also the encoding platform chosen for a metropolitan experiment
performed in Cambridge, MA (USA) in 2018 [98]. Information was transmitted over 43 km,
with a channel loss of 16.4dB. The key rate achieved over this link was 157 kbit/s, using the

polarisation-encoded BB84 protocol.
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Part 11

Experiments and results
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Chapter 4

Methods

This chapter will describe the experimental apparatus and the measurement methods em-

ployed throughout this thesis.

4.1 Experimental apparatus

The experimental setup for all QKD experiments is shown in Figure 4.1. Each element will

be described in more detail in this section.

Alice and Bob nodes

The two communicating parties, Alice and Bob, are each allocated one desktop PC. Alice’s
computer is connected to the electronics and the temperature control of the transmitter
devices under test, and contains all the needed software (developed in LabVIEW, Matlab
and Python) to control them. The software sets the bias voltages for all devices in the QKD
system (lasers, heaters, EAMs, variable optical attenuators (VOAs)) and the radio frequency
(RF) waveforms which drive the lasers. A local LAN connection is set up to communicate
with Bob over a classical channel.

Bob’s computer is connected to the receiver apparatus. It contains software to set
the voltage on the receiver interferometers (hence setting the measurement bases) and to
monitor the single photon detectors. Software was also written to read data from single

photon counter modules.

Transmitter electronics

The QKD transmitters (QTxs) used throughout this thesis are all driven by direct current
(DC) and RF sources. The DC voltages and currents are provided by a high-precision source-
measure unit (SMU), which is capable of outputting voltages up to 24V with a precision

of ~1mV, or currents of up to 150mA with a precision of 1pA. The RF waveforms are
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AWG: Arbitrary Waveform Generator PSU: Power Supply Unit
SMU: Source-Meter Unit SPD: Single Photon Detector
TEC: Thermo-Electric Cooler SPCM: Single Photon Counter Module
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Figure 4.1: Experimental setup for a QKD experiment. Dashed, black lines represent
connections between computers and instrumentation. Solid black lines represent electrical
connections. Yellow lines represent fibre connections. The dashed red line represent the

LAN connection between Alice and Bob.

sent from Alice’s PC to an arbitrary waveform generator (AWG). This has a bandwidth of
24 GSamples/s, which translates into a resolution of ~41.7 ps per sample. The output from
the AWG must be amplified in order to reach the desired amplitude, which is about 3.5 Vpp
for the lasers and about 4 Vpp for the EAMs.

In order to connect the instrumentation to the optical devices, SMA-type coaxial cables
are used. These are specifically suited for high-speed operation, as standard BNC cables
suffer from very high electronic noise at RF frequencies. Where DC connections are needed,
they are routed to SMA cables to ensure compatibility with the probe station for chip testing.
It is important to notice that, since the AWG is capable of a resolution of 24 GSamples/s,
the SMA cables need to be suitable for operation at frequencies >12 GHz.

Receiving electronics

For the receiving hardware, the only electrical connections needing control from the user
are the connections to the decoding interferometer. These are provided by a benchtop DC
source, which is programmable and controllable remotely. The single photon detectors are
connected to a single photon counter module, which outputs timestamped data from the
SPDs with a resolution of 100 ps. This data can then be retrieved and used for the extraction

or estimation of a secure key.

DFB lasers

All lasers employed throughout the thesis, both on and off-chip, have a bandwidth of
>10 Gbit/s, which allows them to be driven correctly by the AWG. They are kept at a
constant temperature by using a thermo-electric cooler (TEC), which ensures stability of the

output. The output wavelength can be changed by locally heating the laser, hence changing
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the refractive index of the cavity: all lasers have a DC-controlled heater that can be adjusted
to shift the wavelength by a few nm. This is especially useful for the purpose of this thesis,
as the wavelengths of the lasers must be precisely matched to obtain the best results (more
detail about this in Chapter 5).

Chip testing

After receiving the chips from the foundry, they are tested into a custom-made probe
station (Figure 4.2). This is an enclosure where the chip is secured on top of a temperature
controlled metal plate. A set of different probes are used to connect the chip via its electrical
pads. Depending on the component, two-pin ground-signal (GS) or three-pin ground-signal-
ground (GSG) probes are used. The GS configuration is used for elements where high-speed
modulation is not needed, such as heaters and VOAs. On the other hand, in order to reduce
electrical reflections to a minimum, a GSG configuration guarantees a better shielding of
the signal track, minimising electronic noise. Alignment of the probe tips with the chip’s
electrical pads is done by manually moving the probe tips by means of micropositioners. The
probes are in turn connected to the driving instrumentation via SMA-type cables. Light out
of the chip is coupled to a single mode optical fibre, which is aligned to the chip’s spot-size

converter (SSC) using servo motors and piezoelectric positioners.

Temperature control of the chips

Sending electrical signals to a chip introduces a significant quantity of heat in the system.
Moreover, the condition of the room are variable: the outside temperature, the presence of
people in the room, and the air conditioning system all contribute to temperature fluctuations
over time. For this reason, it is important to introduce temperature control systems in place
to operate in a stable environment. The temperature control system employed throughout
this thesis is shown in Figure 4.3. QKD chips are mounted on a metallic interposer, which is
then placed on the cold plate of a TEC, also called Peltier cooler [167]: the Peltier effect [168]

refers to the phenomenon of heating or cooling of a p-n junction due to a flow of current.

A TEC is composed of two plates, one of which has a current flowing through it, connected
by alternating p-n semiconductors. Sending current through the device sends heat from one
plate to the other. The plate connected to the electrical circuit is in contact with a heatsink,
in order to keep it at room temperature, while the other plate will be the one that is
temperature controlled. By attaching a temperature sensor to the interposer, it is possible
to calibrate the TEC current via a feedback loop to keep the overall chip temperature stable.
This is done by means of a TEC controller, a device that is specifically built for this purpose.
Note that local temperature variations still happen, due to the presence of heaters on the

chips.
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Figure 4.2: Schematic of the probe station used to test chips. The probe tips are moved and
positioned on top of the electrical pads of the chip by means of micropositioners and, are
connected to the instrumentation via SMA-type cables. Micropositioners are also used to

align an optical fibre which collects the light out of the chip.

Metal
interposer

Thermistor

PIC

TEC
| Controller

Figure 4.3: Schematic of the temperature control system. The chip is mounted on a metal
interposer which, in turn, is mounted on a TEC and has a thermistor connected to it. The
temperature controller reads data from the thermistor and, based on that, regulates the
current sent to the TEC through a feedback loop, to maintain the overall chip temperature
stable.

44



4.2 Performing a QKD experiment

PM 1 PM 2

,,_--.D
"
’
Q
Q
i : Q
i : Q
E QKD "'
4 ] ’
; 3 I\l Lo
H R

Transmitter Attenuator To Bob

Figure 4.4: Setup for calibrating the photon flux sent by Alice to Bob. The optical path is
split into two, one going to Bob and the other monitoring the optical power. By knowing
the splitting ratio between the two arms (which is achievable by measuring PM2 instead of
sending light to Bob - the dashed line represents the alternative optical path) it is possible
to modify the attenuation according to the monitoring power to have the correct photon

flux in the quantum channel.

4.2 Performing a QKD experiment

Setting the photon flux

Photon fluxes at the single photon level can be very hard to measure directly. A way around
this is to measure light at a macroscopic level before attenuating it to the single photon
level; splitting the optical line before this attenuation it is possible to continuously measure
accurately an optical power (Figure 4.4). Then, it is possible to remove the attenuation and
measure the ratio between the two arms, at which point measuring light at the monitoring
arm will give an accurate indication of how much attenuation is needed to achieve the desired

photon flux.

QBER and key rates estimation

The goal of all experiments described in this thesis is not to distil, but rather estimate
secure key rates. For this reason, the raw key is composed by a repeating random pattern
of 1024 bits encoded in the AWG driving signal. Bob’s computer reads data from the single
photon counter module. A trigger signal is sent at the start of each pattern, and the single
photon counter module digitises the data in the form of a histogram. The histogram will
show a pulse train composing the pattern. High pulses will represent ’0’ bits, low pulses will
represent '1’ bits.

For the BB84 protocol, pulses interfering with a random phase difference will result in a
histogram pulse which is half of the height of a ’1’ bit. This is because the distribution of the
interference is centered in between the completely constructive and completely destructive
interference events. Similarly, pulses measured in the conjugate basis to the preparation
basis will result in a half-height histogram pulse. These events will be discarded as part of

the sifting and basis reconciliation.
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The QBER can then be measured by counting the number of counts that were recorded
in the low pulses, as in an ideal scenario there should be none, and comparing them to the

total number of counts:
2% erong

Ctotal
Once a QBER is calculated, it is possible to estimate a SKR as in Section 1.4.4.

QBER=1—
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Chapter 5

Multi-protocol, multi-rate QKD

transmitter

5.1 Introduction and personal contributions

QKD implementations have already achieved impressive results (Section 1.4.5). However,
these are all relying on application-specific systems: this has led to the situation where
different hardware is needed to implement separate protocols at different count rates. In real-
life scenarios, users would likely choose their device based on considerations on performance
and costs. At the same time, different vendors might sell devices operating with different
protocols or at different clock rates. A multi-protocol, multi-rate transmitter is highly
desirable in this scenario [169, 170].

Lack of interoperability is an issue for users and manufacturers alike. It is important
to agree on a set of standards, in order for consumers to be able to use different hardware
without loss of performance. At the same time, the presence of a standard in the early stages
of QKD development would help manufacturers focus their efforts in the same direction.
Some steps have been taken in this direction, and the development of standards for QKD is

currently ongoing [171].

This chapter will explore a bulk optics QTx that addresses this issue: its multi-protocol,
multi-rate capabilities are demonstrated by the reported experiment, as a first step towards

fully universal QKD transmitters.

The author of this thesis was responsible for designing and carrying out the experiment, as
well as analysing the experimental data. In particular, section Section 5.4 and the following

sections in this chapter are based on original work.
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Figure 5.1: Numerical simulation of direct phase modulation of a DFB laser. Modulating
the driving current for a short time induces a change in the frequency that in turn causes
a change in the phase evolution (the slope of the lavender curve). The phase change in the

light beam is shown in the bottom plot as the coloured plot filling.

5.2 Directly phase-modulated light source

Phase modulation is one of the most common ways of encoding information in light. By using
the interference between phase-modulates pulses, we can additionally modulate other prop-
erties of light such as amplitude [172] and polarisation [173]. The usual way of modulating
the phase is through external phase modulators, as discussed in Section 1.4.3. LiNbO3-based
modulators require amplification of the signal inputs due to the high voltages required, which
are not achievable by common CMOS technology. This leads to increased cost and space
requirements. Trying to reduce the required voltages by increasing the active length is not
feasible due to arising issues such as losses in the electrode, phase walk-off between optical
and electrical signal, travelling RF waves from the light wave or RF parasitic effects [174,
175].

Direct phase modulation [68, 176] is a simple method to change the phase of a DFB
laser diode output. When modulating the driving current of a DFB laser above its lasing
threshold, this directly changes its frequency, wavelength and phase evolution. A numerical
simulation of this, obtained by solving the rate equations below, is shown in Figure 5.1.

This is an issue in both classical and quantum communications, as it leads to unwanted
interferences due to different wavelengths travelling at different speeds in the fibre. Moreover,
in QKD this leads to situations where Eve might detect the change in wavelength during

the modulation to extract information about the key while remaining undetected [177].
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5.2 Directly phase-modulated light source

In 2016, a novel light source [178] was introduced that combines the advantages of the well-
known phenomena of direct phase modulation and optical injection locking (OIL) [179]. In
this scheme, two lasers are used to separate the pulse preparation from the phase modulation.

In OIL, a phase encoding laser sends light into the cavity of an injection locked (or seeded)
laser. Back reflections from the injection locked laser to the phase encoding laser are avoided
by using an optical circulator (Figure 5.2). Light travelling through the injection locked laser
from the phase encoding laser overcomes spontaneous emission, effectively forcing the seeded
laser to emit light with the same parameters (wavelength, phase) as the injected beam. This
is modelled by the rate equations for the photon number S(¢) and the carrier density N ()
of the seeded laser, and the phase difference between the two lasers ¢(t) [180]:

AN (1)

—= = J(t) = R(N) = DaN(t) = Ni/]S(t) + Fn (2), (5.1)
%it) = {Ta[N(t) — Nyy] — 4, }S(t) + BBN2(1) (5.2)

+ K\/Sian(t) COSs (¢M — d)(t)) + Fs(t>7

%Sf) = %FG[N(t) A n\/%sm (oar — &(t)) (5.3)

—2Av + Fy(t),

where T is the confinement factor, a is the gain coefficient of the injection locked laser, N,
is the carrier number at transparency, 7, is the photon decay rate, x is the coupling rate,
Sinj is the number of injected photons, J(t) is the injection current density for the injection
locked laser, R, B are carrier recombination rates, « is the linewidth enhancement factor of
the laser and Fi(t), Fs(t), Fy(t) are Langevin noise sources modeled as Gaussian random
variables, which are related to spontaneous emission [181]. These terms are negligible when
the injection power is strong enough. These equations, when evaluated numerically, describe
the behaviour of these quantities as shown in Figure 5.1.

The coupled elements in this equation reveal a strong link between the three quantities.
In particular, the output can be tuned experimentally by changing two parameters: the
injected power, hence the number of injected photons S;,;, and the frequency detuning Av
between the two lasers. If the injection locked laser is periodically driven above and below
its lasing threshold (gain-switching [182]), it generates pulses that are coherent thanks to
the injection from the phase encoding laser (Figure 5.3).

At this point, one can think of integrating OIL with direct phase modulation: modulating
the phase encoding laser in between two pulses from the seeded laser will cause the intensity
and wavelength to go back to their previous value when the modulation is done, however the
phase will have evolved: a pulse generated after the modulation will have a phase difference

to the previous pulse which depends on the modulation amplitude and duration, while
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Figure 5.2: Principle of operation of OIL. The phase encoding laser injects light into a second
laser which inherits the phase and frequency of the former. An optical circulator ensures

that light only travels in one direction, avoiding mutual seeding.

maintaining the same intensity and frequency, because the pulse is generated after these
quantities have gone back to their original levels in the cavity of the phase encoding laser.
This process does not require any external phase modulators and has very low half-wave
voltages compared to standard LiNbO3 modulators. The pulses can now effectively be used
for QKD experiments [183-186].

5.3 Experimental setup

A schematic of the experiment is shown in Figure 5.4. An AWG sends RF electrical signals
to the transmitter to encode a certain protocol at a given clock rate. The phase encoding
laser is driven by an AWG with high vertical resolution. The signal is sent to an amplifier
before reaching the laser, in order to achieve the desired driving voltages. The injection
locked laser is pulsed by using the amplified, digital marker channel of the AWG, since there

is only the need for two levels. DC biases are applied to the lasers using SMUs.

5.3.1 Protocols implementation

In this experiment, the transmitter is set to encode three protocols (BB84, DPS, COW).
The COW protocol is straightforward to implement (Figure 5.5): the phase encoding laser
is simply driven in CW mode without being modulated, inducing a zero phase difference
between consecutive pulses. A CW injection is easy to achieve, and yields a very good

coherence transfer as well as a reduction of jitter. This, combined with the absence of phase
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Figure 5.3: Injecting light into the seeded cavity generates coherent pulses.

Amplifiers AWG: Arbitrary Waveform Generator
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Figure 5.4: Experimental setup showing optical and electronic devices used for the QTx.
The transmitter allows to encode different protocols (represented with different colours) at
different clock rates, by simply changing the driving signal of the AWG. The full setup is

based on the one shown in Figure 4.1.
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Figure 5.5: Driving signals from phase encoding and injection locked lasers for the COW
protocol. The top plot represents the electrical driving signals, the bottom plot represents

the optical output. Consecutive pulses have a zero phase difference.

errors, is expected to have a positive impact on the QBER, which should stay very low for
this protocol. The bit encoding is implemented in pulse pairs: the pair {0, 1} is used for
bit 0, {1, 0} encodes bit 1, while two full bins {1, 1} are used for decoy bits. For the DPS
protocol, bits are encoded in the phase difference between consecutive pulses (Figure 5.6):
the phase encoding laser is driven above threshold and modulated for a short time in between
pulses to apply a m phase shift, or not modulated for a 0 shift. The BB84 protocol requires
a different driving signal for the phase encoding laser. The global phase of a pulse pair, as
shown in Section 1.4.3, has to be random for the protocol to be secure, while still maintaining
coherence within the pulse pair. This can be done with an aMZI, but it can also be achieved
by the directly-modulated transmitter (Figure 5.7): gain-switching the phase encoding laser
between every pulse pair, i.e. depleting the cavity then turning the laser back on, gives the
next pulse pair a global phase determined by the vacuum fluctuations in the cavity, while the
two pulses generated within this modulation will have a phase corresponding to the encoded
bit and basis.

For this experiment, SKRs for all three protocols will be evaluated in the asymptotic key

size scenario, as finite-key size effects are beyond the scope of the experiment.

5.3.2 Integrated decoding circuits

While the transmitter is implemented with bulk optics, a first step towards miniaturisation
is the integration of the receiving circuits. The QKD receiver (QRx) circuits, designed by
researchers at TEUR, are implemented on Silicon-based photonic chips. Each circuit decodes
a protocol at a certain clock rate (2GHz or 2.5 GHz). The clock rate is set by the delay
line in the aMZIs. The receiver chips contain multiple circuits. This is useful as it allows to

decode different protocols without the need for off-chip optical switching. TOPSs modulate
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Figure 5.6: Driving signals from phase encoding and injection locked lasers for the DPS

protocol. The top plot represents the electrical driving signals, the bottom plot represents
the optical output.
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Figure 5.7: Driving signals for the two lasers for the BB84 protocol. The top plot represents

the electrical driving signals, the bottom plot represents the optical output.
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Figure 5.8: Jittery output from a gain-switched laser (left). Output after CW injection
(right).

the light in the interferometers; the phase shift is proportional to the dissipated power, hence
to the square of the voltage. A 7 phase shift is achieved with a voltage of ~15V. These
phase shifts can be used to direct light towards an arm or the other of the interferometer.
This is particularly useful to balance the two arms of the aMZI, since the long arm is lossier
than the short one, hence it will cause a power imbalance at the output coupler. For this
experiments, the 2.5 GHz chip has a measured loss of 10.1dB, higher than the 6.7dB of the
2 GHz chip, despite having a shorter delay line. The main contribution to the losses is indeed
the propagation loss (0.2 dB/cm), however fibre coupling and imperfections in the fabrication
process also have an effect, which can explain the discrepancy in the losses. The output
waveguides are coupled to optical fibres, and the detection is performed by superconducting
nanowire SPDs (SNSPDs) [187] with an efficiency of 55% and dark count rates of ~10Hz.

5.4 Characterisation

Pulses from a gain-switched laser suffer from high chirp and jitter, as well as having a random
phase. High chirp and jitter prevent such pulses to be used for QKD, as pulses do not interfere
well in these conditions, resulting in higher error rates. Optical injection is a good way of
preventing this: as the emission process is triggered by injected light, spontaneous emission
becomes negligible and temporal or spectral noise is suppressed (Figure 5.8).

Phase locking is achieved by injecting CW light from the phase encoding laser into the
seeded laser. By changing the temperature of the phase encoding (or the seeded) laser, its
emission wavelength shifts. Figure 5.9 shows how the spectrum of a seeded laser looks like,
compared to the spectrum of a laser not being seeded. In seeded mode, the envelope width
is much narrower, and fringes at 2 GHz appear due to the modulation, which are not visible

on the unseeded spectrum due to the high jitter.
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Figure 5.9: Spectra of an unseeded (left) and seeded (right) gain-switched laser. The peaks
are spaced by 2 GHz.

In order to check whether the wavelengths of the two lasers are phase-locked, pulses are
sent through an aMZI and consecutive pulses interfere. If the pulses are all coherent, a fixed
phase shift on the aMZI should always give the same result, as the phase difference between
pulses won’t change. By changing the voltage applied to the phase modulator on the aMZI,
hence, the proportion between constructive and destructive interference changes depending
on the phase shift but is equal for all pulses. When the phase spans the whole [0, 27] range,
a good measure of coherence transfer is the visibility between the completely constructive
and completely destructive interference events, measured as
Praz — Prin
Praz + Prin’

where Py,qz, Pmin are the powers measured at the completely constructive and destructive

V =

interference events, respectively. This setup is able to obtain visibilities above 98%, which
indicates a good coherence transfer (Figure 5.10).

Another important feature of the transmitter, which is important for the security of the
BB84 protocol, is phase randomisation (Section 2.1). To achieve this, the phase encoding
laser is modulated like in Figure 5.7. Gain-switching the phase encoding laser ensures that
its phase is randomised between pulse pairs. Pulses belonging to the same pair will always
interfere constructively (or destructively) and result in an output with a stable intensity, while
every other pulse interference will be random. To check how well this phase randomisation
happens, the interference after the aMZI is monitored using an oscilloscope. The results show
that this is indeed the case: the inter-pair interference shows random output intensities due
to phase randomisation. An easy way to visualise this is to take all pulses derived from the
interference of phase-randomised pulses and superimpose them on the same time scale. Since
the phase difference is random, the intensity of each interference will be random as well. The
distribution of the intensities of these random interferences has the characteristic U-shape,

derived by the physical model of phase diffusion (Section 8.1), as shown in Figure 5.11. It
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Figure 5.10: Interference power output of seeded pulses from a directly phase modulated light
source. The phase modulator in the aMZI is set to continuously change the voltage, hence
the measurement basis. When light is coherent, the output power after the interferometer
should show events of totally constructive interference (high power) and totally destructive

interference (low power). Visibility is measured by comparing these two power values.

can be noted that the shape of the histogram is not perfectly symmetric and the peaks are
broader than the theoretical U-shaped histogram shown in Section 2.1. Deviations from the
ideal system can be explained by taking into account electrical noise from the oscilloscope
and the photodiode used to record the data, and by the fact that there is a contribution to
noise given by the time jitter of the pulses. Nevertheless, this is still a good signature that
the phases are uniformly distributed, which is the main factor to keep in mind when dealing
with BB8&4.

5.5 Results

The system described in Section 5.3 is set up to measure the performance of the QTx in
different conditions. Electrical driving signals are sent to the lasers according to the protocol
to be implemented.

The channel loss was emulated with a VOA and set to 14dB. For the DPS and COW, a
photon rate of 0.2 ph/pulse was used; this gives an encoding rate of 0.4 ph/symbol for the
COW protocol, as two pulses make up one symbol (Section 2.3).

Data acquisition returns a QBER value and a raw count rate, which are used to estimate
a SKR for that data point. The QBER is calculated by comparing the string received by
Bob during the acquisition time with the modulation pattern sent by Alice. A data point is
recorded every 5 seconds for 20 minutes, then a signal is sent to the electronics, triggering
the clock rate and/or protocol change. When this happens, a first point is recorded with a

high QBER, which results in no positive key rate. This is attributed to the settling time of
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Figure 5.11: Cumulative interferences of phase-randomised pulses (left). Histogram of the

interferences recorded at the centre of the pulse. (right).

the AWG, and is measured to be around 5 seconds. The stability of the system allows for a
reasonably constant SKR during a 20-minute window (Figure 5.12).

The QBER is stable around 2.7% for the BB8&4 and DPS protocols, and around 0.7%
for the COW protocol (due to the absence of phase errors). This yields secure key rates of
0.5 Mbit/s, 0.4 Mbit/s and 2.5 Mbit /s, respectively.

5.6 Conclusions and discussion

This experiment showed the feasibility of having a single transmitter communicating with
receivers employing different clock rates and protocols. The effective settling time of <5s
is limited by the driving electronics needing time to settle to the desired operation regime.
Reduced times can certainly be obtained by using dedicated, faster electronics, such as a
field programmable gate array (FPGA) board.

This transmitter greatly simplifies the optical circuit needed for the BB84 protocol, since
it only needs two laser diodes. Standard implementations of time-bin encoded BB84 require
an aMZI with a high-speed phase modulator on one of the arms. This is more power
consuming due to the high driving voltages of the phase modulators.

The versatility of the system and the capability of transmitter to address different hard-
ware pave the way for large-scale deployment of QKD systems. The next step is to proceed

to the miniaturisation of the optical components, which is the main goal of the next chapter.
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Figure 5.12: Results obtained using different clock rates and protocols. The first point after
a switch, with a high QBER, does not result in a positive SKR.
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Chapter 6

High bit-rate QKD with

integrated photonics

After demonstrating the versatility of a transmitter based on direct phase modulation, the
next step towards large-scale implementation of QKD systems is miniaturisation. Integrated
photonic-based QKD has already been shown (Section 3.3.3). However, demonstrations so
far heavily rely on high-speed intensity and phase modulators in order to carve pulses from
a CW laser and encode information. The approach followed in this work [99] removes the
need for such elements, which weigh on the power consumption of the system, by generating
phase-encoded pulses using the lasers’ driving electronics directly.

The author was responsible for acquiring and analysing data in this experiment, as well
as setting it up. The results obtained show the highest recorded SKR for a chip-based QKD

system, which is encouraging for future works.

6.1 Experimental setup

6.1.1 Integrated photonic transmitter

The QTx is an InP chip fabricated using a generic integrated process (Chapter 3). The
novelty of this transmitter is in the small number of elements needed. The pair of DFB
lasers and a thermally tuneable MZI are the only components that make up the transmitter.
The MZI acts as a VOA to calibrate the injection power.

Light is coupled out of the chip using an optical fibre. The mismatch between the fibre
mode and the waveguide mode is compensated by a SSC: the waveguide is tapered to reach
a mode size comparable to that of a single-mode fibre. This guarantees low coupling losses
and alignment-tolerant coupling [188].

The couplers used in the VOA are multi-mode interferometers (MMIs) [189]. These are

mainly waveguides designed to propagate several modes. When light enters the coupler, its
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Figure 6.1: Principle of operation of an MMI [191]. Light entering the MMI is decomposed

into its eigenmodes, which will interfere while propagating.

profile along the y direction is decomposed into its eigenmodes 1, (y) [190]:

m—1

U(y,0) = > cth(y), (6.1)

v=0
where ¢, are the field excitation coefficients m is the number of modes that can propagate
in the waveguide. Each mode travels at different velocities in the waveguide, resulting in an

interference pattern that depends on the length L of the coupler (Figure 6.1):

Wy, ) = mz_j oo |74 2L, (6:2)

where L is the beat length of the two lowest-order modes. Choosing L* = £(3L,),p = 1,3,5,. ..

will result in duplicate images of ¥(y,0):

1+ (=i)P
2

1— (i)

U(y, L") = 5

U(y,0) + U(—y,0). (6.3)

An MMI coupler with this length will then effectively act as a 1x2 beam splitter.

6.1.2 Layout of the experiment

The experimental setup is shown in Figure 6.2. The QTx is driven by an AWG and SMUs as
in Section 5.3, which provide the DC and RF signals needed to implement the BB84 and the
DPS protocols. A Peltier TEC keeps the chip at a constant temperature: this is important,
as the temperature affects the emission wavelength. For the TEC to work as efficiently as
possible, the temperature detection must be performed as close to the chip as possible. This
is done by placing the chip on a metal substrate and then fixing a thermistor very close to
the chip, using a thermally conductive adhesive to keep it in place. The thermistor and the
TEC are then connected to a controller that enables high precision temperature stability.
The quantum channel at different distances is simulated by a VOA, assuming a loss of

0.2dB/km for a standard optical fibre. Data points have also been obtained with 75km
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Figure 6.2: Experimental setup to perform QKD using an integrated transmitter. Optical
and electrical connections are shown here. The full setup is based on the one shown in

Figure 4.1.

of real fibre spool. When using real fibre links, it is important to consider not only the
stability of the link, but also the temporal broadening of the pulse due to the light travelling
at different, wavelength-dependent, velocities. This could cause unwanted interferences
between pulses in neighbouring time bins, which severely affects the quality of the results.

In order to prevent this, a special dispersion-compensating fibre was used.

After the quantum channel Bob has an integrated QRx (Section 5.3.2) based on Silicon,
with an interferometric length of 2 GHz. The QRx chip has a loss of ~6.8 dB. The circuit in
the receiver is a passive aMZI (Section 1.4.3, Figure 1.7), which is enough to measure data
encoded in the BB84 and DPS protocols for a proof-of-principle experiment, as discussed in
Chapter 2. The QRx is then out-coupled through optical fibres to SPDs.

For this experiment, both avalanche photodiodes (APDs) and SNSPDs were used for single
photon detection. The APDs are fast-gated, self-differencing APDs (SDAPDs) [192, 193],
which allow fast detection rates thanks to the lower afterpulsing probabilities. Their efficiency
is 18% with a dark count rate of 25.4kHz. Such detectors are especially useful in field trials
and real-life implementations of quantum links. Their low performance is compensated by
their compact dimensions and the ability to work at room temperature. The SNSPDs, on
the other hand, have much better performances: the detectors used for this experiment
have efficiencies of ~ 80% with dark count rates of 100 Hz. However, they require cryogenic
temperatures to work, whereas SDAPDs can work at room temperature. This makes them
suitable for laboratory and field experiments, but not for practical implementations at large

scales.
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Figure 6.3: P-I-V curves for two different DFB lasers. Different lasers will have different
IV characteristics due to the fabrication process while maintaining similar maximum output

powers.

6.2 Characterisation of the transmitter

6.2.1 Integrated lasers

The length of the cavity in a DFB laser determines the initial wavelength of the emitted
light, which can be tuned by means of a heating element. The change in temperature causes
a change in the refractive index of the cavity, which in turn affects the emission wavelength.
The DFB lasers chosen for this chip are designed to emit at a wavelength of ~1550 nm.

The electrical characteristics of these lasers are measured. Depending on the chip, different
voltages are required in order to begin lasing on the chip-based DFB. This is mostly dependant
on factors such as the fabrication process, the length of the cavity and the position of the
electrical contacts. As an example of these differences, Figure 6.3 shows a comparison
between the I-V curves of two different lasers. Note how the current drawn from each laser
is different at the same voltage, while the lasing power is similar.

The output power from a chip-based laser can be measured by simply coupling the SSC
at the output of the chip to an optical fibre, but the measurement would not be accurate
due to the coupling losses (~2dB) and scattering at the output facet of the chip. Instead,
the photodiode on chip can be used to have a more accurate measurement of the emitted
light. The photodiodes’ specs are used to convert from the measured photocurrent to the
actual light. The ratio for these particular photodiodes is 1 mW<« 0.8 mA.

The CW emission of the integrated lasers has a linewidth of <30pm, limited by the
resolution of the optical spectrum analyser (OSA) used in the measurement. A narrow
linewidth is especially useful when seeding with a CW-driven laser. When the injection
locked laser is pulsed, the short temporal width and the pulse chirping broaden the spectral

linewidth. Once the phase encoding laser is seeding the injection locked laser, the chirp is
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Figure 6.4: Spectra of the injection locked laser in pulsed mode when seeded by CW light.
The frequency comb presents peaks separated by 2 GHz, which corresponds to the temporal

frequency of the pulses.

removed and the broad spectrum now exhibits the characteristic comb structure with peaks
separated by 2 GHz.

It is important to check the signal coming out of the phase encoding laser for the BB84
protocol, as it involves repeatedly turning the laser on and off. To do this, light is sent
from the laser directly to the output waveguide. The waveform is then recorded by an
oscilloscope (Figure 6.5). The sharp peak at the beginning of each pulse is a signature
of the gain-switching phenomenon. In the absence of injection, this guarantees the phase
randomisation. The second peak is the modulation that has to happen in between two seeded
pulses. It is important that the signal from the injection locked falls inside the flat parts of

the phase encoding laser waveform.

6.2.2 Variable optical attenuator

The VOA between the two lasers is a simple MZI. By changing the relative phase of one of
the arms, constructive and destructive interferences can be tuned, effectively directing more
or less light from the phase encoding laser to the seeded laser. The extinction achievable
through this is measured by monitoring the photocurrent at the photodiode on the chip. The
MZI is able to generate 20dB of extinction ratio (Figure 6.6), which is more than enough

for the purpose of simply tuning the injection power.

6.2.3 Coherence transfer

A series of experiments are performed to show the versatility of the QTx. The first step
is to measure the coherence transfer from the phase encoding laser to the seeded laser. In

order to do this, the phase encoding laser is kept above threshold in CW mode while the
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Figure 6.5: Optical output from the phase encoding laser modulated to encode a BB84
pattern. After an initial overshoot due to rapid depletion of the cavity in the gain-switching
regime, the emission stabilises to a steady state. At this point, it is possible to add a

modulation to the pulse to introduce a phase modulation. The amplitude of the modulation
determines the phase difference.

0,
T _s] 20.0 dB
m
)
¢ _10;
(o)
[a
_15_
0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0

Applied voltage (V)

Figure 6.6: Photocurrent measured from the on-chip photodiode (converted to optical power)
versus voltage applied to the VOA. This setup is able to obtain ~20 dB of attenuation between
the phase encoding laser and the injection locked laser, which is useful to minimise the power

sent back to the phase encoding laser while still maintaining a good injection power in the
other direction.
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Figure 6.7: Interference fringes at the output of the receiving interferometer. A high power
corresponds to a completely constructive interference on one arm, which is mirrored by a
low power, destructive interference on the other arm, and vice versa. The fringes disappear
once the injection from the phase encoding laser is turned off, because the pulses generated

by gain switching are not coherent among each other.

injection locked laser is pulsed, and the wavelengths of the two lasers are matched. This
results in pulses with a zero relative phase difference at the interference coupler. Coherence
transfer is measured as in Section 5.4: pulses interfere in an aMZI, and the contrast between
constructive and destructive interference is measured. The experiment showed a visibility
value of 98.3% when the injection was on, while no fringes (hence no coherence) were recorded

while the injection was off (Figure 6.7).

6.2.4 Differential phase encoding

In classical communications, PSK encoding protocols are widely used to transmit information.
The advantage over simple ON-OFF keying is given by the ability to encode multiple bits per
clock cycle, largely increasing the amount of information that can be transmitted. However,
PSK encoding is subject to errors due to phase drifts in the channel that could offset
the phase reference between Alice and Bob. A way around it is to encode information in
the phase difference of pulses rather than its absolute value. This is the concept behind
differential phase-shift keying (DPSK): pulses will be affected in the same way by phase
drifts (which are much slower than the transmission speed), so their difference will remain
constant throughout the channel. This type of modulation is similar to the one used for the
DPS protocol. Information is stored in the phase difference between pulses, not the phase
itself.

The phase-encoding capabilities of the transmitter can then be tested by using the QTx
as a DPSK encoder. Modulating the phase encoding laser with different intensities will

implement different phase shifts. Representing the pulses in the optical phase space, the
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Figure 6.8: Left: Incrementing modulation on phase encoding laser generates pulses with

increasing phase difference. Right: expected constellation plot in the optical phase space.

results should draw a circle around the origin. For an 8-level modulation, the result should
look like Figure 6.8.

The results are compatible with the predicted outcome. This experiment shows that
eight very distinct levels of phase difference can be generated (Figure 6.9). This is useful in
classical communications, where DPSK is used to encode information, but also proves that

the QTx is performing well for phase-encoded QKD as well.

6.3 Experimental parameters and results

The final step is to perform QKD using the chip. Results show that the chip-based QTx
is able to efficiently encode QKD states. The bit sequences encoded in the pulse trains
generated by the QTx are generated by a quantum random number generator (QRNG). For
both BB84 and DPS protocols, using SNSPDs, the transmitter chip achieves record results
(Figure 6.10), compared to similar chip-based QKD experiments [96].

The DPS protocol is implemented by modulating the phase encoding laser for ~80 ps
in between two seeded pulses at 2 GHz. The photon flux was set to 0.194 ph/pulse. The
recorded QBER value is 2.5%; this results in an asymptotic key rate of 400kbit/s at 20 dB,
which is equivalent to 100 km of standard optical fibre.

The BB84 protocol encodes data into the phase difference between pulse pairs, while
different pulse pairs have random global phases. These phase differences can be set to four
different values, representing the Z and X bases. The phase encoding laser is gain-switched
at 1 GHz with a duty cycle of 85%, to ensure coherence within the pairs and randomisation
between different pairs, while an additional modulation encodes the bit values. The photon
flux for the signal pulses was set to 0.2 ph/pulse. An external intensity modulator is used

to encode decoy states. For this experiment, decoy states were not generated in real time.
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Figure 6.9: Eye diagram (left) and constellation plot in the phase space (right) of 8-level
DPSK. Eight very distinct phase encodings are generated, with the potential to generate

more.

Instead, the same experiment was repeated three times using three different photon fluxes
(0.2 ph/pulse for signal states, 0.1 ph/pulse for decoy states and 1 x 10~5 ph/pulse for vacuum
states). To estimate the key rates, the probability of sending a decoy state and the probability
of sending a vacuum state are assumed to be equal at 1/16.

The QBER is 2.2%, resulting in an asymptotic key rate of 270 kbit/s at 20 dB. Fitting the
experimental data with a simulated curve, it is possible to see that such a setup would yield
>2 Mbit/s at 10dB, which would be a record for integrated photonic chips. An experiment
performed with 75km of real fibre, with a measured loss of 16.7dB (~0.22 dB/km), shows
results in line with the simulated channel loss. The QBER is 2.04%, with a raw count rate
of 1.54Mc/s and an asymptotic SKR of 618 kbit/s, which are in excellent agreement with
the results of the emulated channel loss measurements.

The same experiments were then repeated using InGaAs SDAPDs. For the decoy state
BB84 (DPS) protocol, a QBER of 3.2% (3.5%) and an asymptotic SKR of 840kbit/s
(125kbit/s) at 10dB attenuation, corresponding to 50km of standard single-mode fibre,
were obtained, which are comparable to SKRs obtained with bulk optics QTxs [178]. Using
SDAPDs allowed to take measurements at a lower channel loss. This is because the count
rates at 10 dB are lower, due to the lower efficiencies of these detectors. In similar conditions,
the SNSPDs were not able to record data at low losses, because the high count rates saturate

the detectors, which in turn shut off to prevent damage.

6.4 Conclusions and discussion

This QTx chip shows that integrated photonics is a promising area of development for QKD

networks. The encoding based on direct phase modulation and OIL is able to remove the need
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Figure 6.10: QBER and asymptotic SKR obtained for the BB84 (left) and DPS (right)
protocols as a function of the channel loss. The markers represent experimental values, the

solid lines the simulation results. The yellow points represent data taken on real fibre.

for power-hungry phase modulators. Record results were obtained with this chip, proving
that the approach is worth exploring further for more applications.

At the same time, it is important to note that the absence of an optical circulator between
the phase encoding and injection locked lasers in our integrated device severely affects the
coherence transfer from the phase encoding laser. Reflections from the injection locked cavity,
albeit attenuated, interfere with the light coming from the phase encoding. In extreme cases,
this can make it impossible to obtain a signal that is stable and has high coherence.

One way around the lack of optical isolation in integrated chips is to carefully adjust
the attenuation between the two lasers. However, it is necessary to find a trade-off: a high
attenuation might give a power too low to seed efficiently the cavity; no coherence transfer
is observed in these cases, and the injection locked laser behaves as in the free-running,
gain-switched mode of operation. On the other hand, an attenuation too low will cause
high-power pulses to be reflected from the injection locked laser back into the phase encoding
cavity, affecting the coherence. In particular, the coherence transfer can be depleted to a
visibility of < 20% when the VOA is not attenuating enough. For this chip the VOA was
set to an attenuation of 10dB between phase encoding and injection locked lasers. It is

important to keep this in mind when designing circuits for this kind of applications.
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Chapter 7

On-chip generation of decoy
states for QKD

The next step for building a deployable QKD system is the use of decoy states to make the
BB84 protocol more robust. This chapter shows that it is possible to use integrated devices
to generate decoy states.

The author was responsible for the data acquisition and analysis. Results show that
high bit rates are achievable using electro-absorption modulators to generate decoy states

efficiently.

7.1 Decoy state generation

Section 2.1 gives information about how and why decoy states improve the performances
of QKD systems, specifically for the BB84 protocol. For proof-of-principle experiments,
generating decoy states is often simulated using a VOA. It is sufficient to perform the
experiment separately at a lower photon flux to obtain the decoy parameters. For real-life
applications, however, actual keys have to be extracted: efficiently generating decoy states

in real time becomes an essential requirement in this scenario.

Usual implementations of decoy-state QKD employ external intensity modulators to
attenuate selected pulses [192]. However, due to their high power consumption, scaling
to larger systems becomes less feasible. Integrated photonics might provide a solution to
this. There have been approaches that employ a MZI and high-speed EOPMs to attenuate
the pulses by destructive interference [96], however this approach requires high RF driving

voltages and does not reach high extinction ratios.

This chapter will investigate an alternative way of generating decoy states on chip, using

an EAM to attenuate the pulses emitted by the QTx.
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Figure 7.1: Quantum-Confined Stark Effect: applying an electric field shifts the energy
bands and reduces the bandgap. A photon with a higher energy is absorbed and creates an

electron-hole pair which is then swept by the electric field F.

7.2 Experimental setup

7.2.1 Integrated transmitter

The chip-based transmitter resembles the circuit used for the chip-based QTx in Chapter 6,
with the addition of an EAM at the output of the injection locked laser (Figure 7.2). An
EAM is a device that modulates the intensity of light travelling through it via tunable
absorption. The device is a P-I-N structure with multiple quantum wells; absorption is

performed via carrier generation in the quantum wells.

The rate of carrier generation depends on the bandgap, which can be shifted according to
the quantum-confined Stark effect (QCSE) (Figure 7.1) [194-196]. Applying an electric field
in reverse bias to the device causes a decrease in the bandgap energy, which in turn changes
the absorption spectrum. When light is injected, it gets absorbed and creates electron-hole
pairs. These are swept to opposite sides of the quantum well by the electric field, increasing
the tunnelling probability and decreasing the carrier density in the intrinsic region. In
forward bias, the carriers recombine radiatively in the intrinsic region and the EAM starts
behaving as a light emitting diode [197]. The emitted wavelength shifts as a function of the
bias current, due to the QCSE.

Such a device is able to achieve high extinction ratios (>20dB) at GHz speeds while
still requiring significantly less power than an electro-optic modulator (2 V-3V compared to

voltages above 10 V).
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Figure 7.3: Measured power at the output of the chip as a function of the CW voltage
applied to the EAM.

7.2.2 Layout of the experiment

The setup is similar to the one in Chapter 6. Two analog channels of the AWG drive the phase
encoding laser and the EAM, while the injection locked laser is driven by a digital channel.
A TEC is used to keep the temperature at a stable value. The receiving interferometer is

the same, chip-based one used for the previous experiment.

7.3 Characterisation

7.3.1 EAM

The EAM works by increasing its absorption when in reverse bias. Strong attenuations of
more than 10dB can be achieved with as little as 2V, as shown in Figure 7.3.
When driven with forward bias, the EAM is emitting light. It is possible to characterise

the Stark shift of the wavelength by measuring the emission spectrum as a function of the
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Figure 7.4: Left: Emission of the EAM in forward bias, shown in the I-V curve. Right:
Spectral shift of the light emitted by the injection locked laser when forward-biasing the
EAM.

applied voltage (Figure 7.4), when the injection locked laser is on as well.

This spectral shift means that the parameters of the EAM must be chosen with some
care: an RF amplitude which would bring the EAM above its light emitting threshold is not
desirable. This is easily adjustable by offsetting the RF amplitude with the DC bias.

To characterise the QTx performance and find the best parameters, light is not attenuated
to the single photon level and is sent to a fast sampling oscilloscope. This makes it faster
to acquire data and allows to see in real time what happens when parameters are adjusted.
Among the variables that can be tweaked are the phase encoding laser’s wavelength, which
can be shifted by changing the voltage on the laser heater; the injection power, adjustable with
the VOA between phase encoding and injection locked lasers; the temporal delay between
the two lasers, which makes sure that the seeded pulses in a pair are coherent; the phase
encoding laser’s RF amplitude and duty cycle. The results here are encouraging: the QBER
is below 4% (Figure 7.5). The spikes in QBER can be attributed to temperature fluctuations
due to external factors (i.e. air conditioning, doors opening, movement of people). However,
it is important to notice how the QBER levels for signal and decoy states are in agreement,
even though the signal and decoy patterns are chosen randomly and independently from one
another. This is a good sign that the EAM makes it viable to realise decoy-state intensity

modulation and does not produce any residual phase modulation.

7.4 Results

7.4.1 Decoy states generation

The experimental setup is the same as in Chapter 6, with an added RF track for the EAM. An
AWG and SMUs drive the components on the chip, including the EAM. The first experiment
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Figure 7.5: QBER over time for a QKD experiment with decoy states generated on chip.
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Figure 7.6: EAM attenuation of decoy states at four different levels.

measures the capabilities of the EAM to attenuate pulses. The AWG drives the EAM to
attenuate (or not) groups of four pulses. This is done at four different levels, as shown in
Figure 7.6.

The next step requires to calculate the visibility of interfering pulses. This is important
in order to check whether the introduction of decoy states adds noise to the system. This is
not the case: Figure 7.7 shows that the visibility is above 98%, which proves that there is

still a good coherence transfer and the EAM does not introduce any noticeable noise.

7.4.2 QKD with decoy states

Finally, a QKD experiment is performed with decoy states generated on chip. The experiment
is akin to the one described in Chapter 6, using the same photon fluxes for the decoy-state
BB8&4 protocol and the same probabilities of sending a decoy or vacuum state. Using SNSPDs;
the SKR at 10dB is estimated to be around 1 Mbit/s when the QBER is around 5%.
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Figure 7.7: Visibility of interfering pulses. Both signal and decoy states are interfering.
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Figure 7.8: 1 Mbit/s secure key rate achieved using decoy-state BB84. The red sections are
times when a positive SKR is not achievable due to high QBER.

Compared to the other experiment reported in the previous chapter, this system performs
significantly worse. The QBER values are higher (and consequently the SKR lower), and
the output is less stable over time. However, this is not due to the presence of an EAM in
the circuit: the main reason for this decrease in results comes from issues in the fabrication
process, affecting the performance of the chips. This has been verified by running tests on
chips from the same fabrication batch, which do not have an EAM but still perform worse

than their counterparts from previous batches.
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7.5 Conclusions and discussion

Generating decoy states efficiently is one of the major challenges for QKD. The PNS attack
is a big security flaw for the BB84 protocol, as it would allow Eve to obtain information
about the key by exploiting multi-photon pulses [61]. Lowering the mean photon number to
minimise multi-photon events would reduce drastically the count rates and the maximum
distance achievable. Decoy states overcome this issue, as using different intensities give a
way for Alice and Bob to detect eavesdropping by measuring detection statistics.

Decoy state generation has been performed using on-chip MZI modulators, however these
require high driving powers. A more power-efficient approach using EAM has proven to be
very effective at generating decoy states while still using extremely low power. The I-V curve
shown in Figure 7.3 prove that even at a bias of —4V the current stays low, around 15 pA,
which results in a power consumption of ~60 pW when operating in high-extinction regimes.

The performance of the integrated EAM has been tested. Generating decoy states does
not affect the coherence transfer, and key rates of >1Mbit/s at 10dB loss are achievable
with better stabilisation of the system. This is possible by mitigating the temperature drifts
affecting the chip: in turn, that would also make it easier to find good driving parameters
for the QTx. This would mean a decrease of the QBER which will increase dramatically the
SKR. Improving the fabrication process, which was the main contributing factor to the high

QBER values, will also contribute to the stability of the chip.
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Chapter 8

Real-time generation of

quantum random numbers

This chapter will describe a chip-based approach to QRNG [198], similar to already developed
systems [199]. The novelty of this QRNG is given by its real-time generation capabilities
and the ability to generate data at high rates, thanks to compact electronics.

The author was responsible for data acquisition. Results show random number generation
rates higher than similarly-designed QRNGs

8.1 Random Number Generation

The security of QKD discussed in this thesis holds if and only if the initial string sent from
Alice to Bob is chosen completely randomly and unpredictably [106]. Generating random
numbers has been a challenge to researchers for decades, and random number generators
(RNGs) are used in a wide range of applications: lotteries, scientific simulations, cryptography
are some of the most prominent users of random numbers.

For practical purposes, sometimes pseudo-random number generators (PRNGs) are used,
which output random numbers with a certain degree of predictability. These number gen-
erators are based on algorithms [200]: the next number in the sequence can be generated
by

Tny1 = f(@n,$), (8.1)

where s is the seed, a small number needed to initialise the algorithm, x,, is the previous
number in the sequence, and f should be complex enough that it is hard to compute the
next number in a sequence by only looking at the sequence itself. Such approach is useful in
applications where security is not a concern and repeatability is desirable, such as scientific
simulations. However, it is important to make sure that the chosen algorithm successfully

outputs uniformly distributed numbers, as non uniformity can lead to issues [201].
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Figure 8.1: Schematic representation of a QRNG.

If reproducibility of the results is a security issue [202, 203], true random number gen-
erators (TRNGs) might be used instead. TRNGs are more complex systems than PRNGs:
this is due to the difficulty in finding a truly random source [204], but also to the difficulty
of certifying the randomness of the generated numbers. TRNGs rely on physical processes,
such as thermal or atmospheric noise, to generate random numbers. Their chaotic behaviour
(i.e. their dependence on sensitive changes of initial conditions) ensures that the result is
unpredictable as it is impossible to know the position and momentum of every single particle
in the system.

Despite their unpredictability, however, they are still deterministic devices in principle, as
the laws governing their behaviours are chaotic but classical. This means that, despite being
random, they can still be obtained by an all-powerful attacker. A guarantee of security only
comes from quantum phenomena, which is the basis for QRNGs. Because of the inherent
randomness and unpredictability of quantum phenomena, such generators are often seen as
the best candidates for generating random numbers.

A simple example of a QRNG is a single photon travelling through a beam splitter with
one detector at each output arm [205, 206]. If the beam splitter has an exact 50:50 splitting
ratio, the photon will randomly travel to one detector or the other, without any chance to
predict which outcome will occur.

A more general description of a QRNG includes an entropy source, a digitisation system
and a post-processing element (Figure 8.1). The entropy source is represented by the
measurement of a quantum system (not the quantum system itself): the randomness comes
from the quantum process and the measurement collapses the wave function at each clock
cycle and outputs an analog signal that is recorded by the digitising system. The digitisation
process is needed for post-processing: the measurement results (e.g. the photocurrent readout
from a photodiode) are converted into a stream of bits that can be easily manipulated by
common electronics. Finally, the post-processing is used to remove any classical noise and
ensure that the unpredictability of the generated string only comes from quantum events.
The digitisation and post-processing steps are usually implemented on the same electronic

equipment.
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8.2 Phase noise in DFB lasers

For QKD, the usual light source is an attenuated pulsed laser. This makes it convenient
to use lasers to generate random numbers as well [207-209]. In particular, DFB lasers are
the most widespread choice, as they are easily fabricated and require relatively low driving
powers, as well as allowing high-speed modulation.

When a laser is kept below its lasing threshold, coherent emission is suppressed while
spontaneous emission is the dominant phenomenon. Spontaneously emitted photons have
a phase determined by vacuum fluctuations, which are inherently random [181, 182, 210].
The driving current is then increased above the lasing threshold: this guarantees emission
of light at a deterministic amplitude but a phase determined by the spontaneously emitted
photons.

In terms of the rate equations, the behaviour can be expressed with the same equations

discussed in Section 5.2 without the injection-related terms:

dj:;ft) = J(t) = R(N) —Ta[N(t) — Nz |S(t) + Fn(t) (8.2)
%it) = {Ta[N(t) = Ni] — 7, }S(t) + BBN?(t) + Fs(t) (8.3)
%it) = %FQ[N(t) — Ny | + Fo(t). (8.4)

The noise terms Fi(t), Fs(t), Fp(t) cannot be neglected in this case, and will contribute
to the random phase diffusion in the cavity. Pulsing the laser periodically above and below
threshold (making sure that the OFF time is enough to suppress any leftover coherence and
for enough noise to enter the cavity), consecutive pulses will have random phase differences
(Figure 8.2). Such a difference can then be recorded and used as a source for random
numbers.

Gain-switching a laser to generate short pulses, however, does not provide good quality
interference: this is due to the chirping and jitter effects happening at the beginning of
the pulses (as discussed in Section 5.4), caused by fast changes in the carrier density. This
can be overcome by increasing the electrical pulse’s duty cycle, as well as increasing the
laser’s DC bias. After the initial overshoot, light will stabilise to a steady state, where the
optical properties of the pulse are stable and interference will have negligible noise from
those phenomena. That steady-state section of the pulse interference will be sampled from

the pulse train and processed by the capturing electronics.

Calculating true randomness It is important to notice that, in real devices, other
noise factors will have a contribution to the recorded data. In particular, as mentioned
in Section 2.1, classical contributions to the data coming from thermal noise or timing
jitter will have a gaussian distribution which distorts the histogram’s U-shape. In the most
conservative scenario, similar to what happens with QKD, it is assumed that all classical

noise is controlled by Eve. It is then necessary to evaluate how much knowledge Eve has
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Figure 8.2: Sequence of gain-switched pulses from a DFB laser. The phase is represented by
the coloured filling in the bottom plot.

about the string, in order to extract only the quantum randomness from the generated raw
numbers.
The model considered here [211] assumes that the signal M recorded by the photodiode

can be described as a sum of the quantum and classical contributions, respectively @, N:
M=Q+N.

The probability density function (PDF) of this signal, fys(m) is given by the convolution
of the two individual PDFs, fo(g), fnv(n). The next step is calculating the conditional
probability distribution function of M, given the classical noise N, which can be proven to

be equal to the PDF of the quantum noise:

fun (m | n) = fo(m—n).

After discretising the PDF (which accounts for the action of the analog-to-digital converter
(ADC)), the min-entropy of the quantum randomness, i.e. the quantity that measures how
much randomness can be extracted from the system, can be obtained by calculating the

entropy of the maximum probability value:

Hmin(Mdis | N) = —10g2 max PMdis‘N(mi | n) 5
NE[NMmin,Nmax
m;E€Mais

where [n,,in, ny,ax] are the noise bounds and My;, is the discretised signal.

8.3 Experimental setup

Figure 8.3 shows a schematic of the device. The photonic chip contains the interfering

DFB lasers and is driven by an electronic board providing both DC and RF signals. The
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Figure 8.3: Experimental setup. The yellow section is the photonic circuit, the teal section
includes the electronics. The lasers output powers are calibrated using the VOAs. The ADC

and FPGA digitise and analyse data to generate random numbers.

on-chip photodiode records the interference, and the signal is transmitted to an ADC and
post-processed by a FPGA board.

Integrated transmitter

The InP chip presents a minimal circuit design: Two DFB lasers are driven by the built-in
electronics. VOAs calibrate the emitted powers to match at the MMI where the pulses
interfere. Half of the interfering light is collected by a P-I-N photodiode connected to the
data capturing electronics, while the other half is sent to a SSC and coupled out of the chip
for monitoring purposes: light can be sent to an oscilloscope to check the shape of the pulses,

or to an OSA to check the emission spectrum.

Real-time number generation capabilities

Electronic boards provide both the driving signals and the post-processing hardware. A
two-channel phase-locked loop oscillator, clocked by the processing FPGA, provides the RF
waveforms that, after amplification, drive the two lasers. The lasers are gain-switched at
a repetition rate of 1 GHz. The electrical signals are skewed so that the optical pulses are
generated at the same time.

After the interfering light is detected by the photodiode, its electrical signal is amplified
and sent to an ADC. The resulting string of raw numbers is then processed by an FPGA
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Figure 8.4: 1000 interference events, recorded by an oscilloscope, are overlapped and plotted
on the left hand side. On the right is the distribution of ~ 800000 interference intensities,
measured in the interval highlighted by the rectangle.

board. Such a setup allows for real-time processing of the data: the ADC and FPGA are

fast enough to process optical data streams at 1 GHz.

8.4 Characterisation

Temporal and spectral alignment are important to obtain good quality interference. Temporal
alignment can be obtained by delaying one of the pulses’ electrical signals. Spectral alignment
is achieved by using the DFB lasers’ heaters: these are resistive elements that heat up when
a voltage is applied to them. Each laser has its own heater on the chip, independently driven
by a DC voltage source. the temperature change shifts the cavity’s refractive index, which

in turn changes the emission wavelength.

The monitoring output is used for a first characterisation. Light is sent to an OSA to
calibrate wavelength matching, and to a fast-sampling oscilloscope to match the temporal
characteristics. Once the pulses are aligned, the oscilloscope can be used to tweak the
interference of the two lasers. Figure 8.4 shows how the interference looks like and exhibits

the characteristic U-shaped histogram, signature of randomness coming from phase noise.

This first step was crucial: characterising the system is useful not only for estimating the
performance of the QRNG, but especially to find the right driving parameters and ensure
that the generated numbers have a truly random source. The histogram in Figure 8.4 agrees
with the predicted behaviour discussed in Section 8.1, hence is a strong indicator that true
quantum noise is present in the system and can be extracted by post-processing. Note that
this is a qualitative measurement, aimed mainly at finding the correct operating parameters

of the two lasers. Data acquisition and analysis is discussed in the next section.
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Figure 8.5: Autocorrelation of consecutive pulses obtained by using the plug-and-play QRNG

system. Confidence interval is 99 %

8.5 Results

The next step is to generate random numbers using the capture electronics. The ADC has
a 10-bit range, which is downsized to 8 bits by the FPGA. A measurement of the pulses
autocorrelation (Figure 8.5) shows that pulses are not correlated (within statistical confidence
intervals). This is a good sign, as it means that an eavesdropper could not retrieve the whole
string if they have access to a subset of it.

The raw numbers read by the board are biased, as shown in the histogram of Figure 8.6,
and differ significantly from the expected distribution: an attacker would know that the
amplitudes corresponding to the peaks of the histogram appear more frequently. The raw
string does not span the whole 8-bit range [0, 255], due to the fact that the maximum power
that the board is able to record is higher than the powers used for the experiment: this
reduces the randomness of the string even further, as the attacker could discard a large region
of the range for their guesses. Another feature worth noticing is that the U-shape of the
histogram is not symmetric. This is mainly due to the electronic noise floor of the capture
board. Classical noise is also responsible for the peaks of the U-shape being significantly
broader and, consequently, lower than the expected distribution.

In order for the numbers to be uniformly distributed across the whole 8-bit range, several
approaches can be used. A simple method to uniformly distribute the numbers is to apply a
finite impulse response (FIR) filter (Figure 8.7) [212]. This is a polynomial function applied
to the raw data that allows to scramble the string in order for it to uniformly span the 8-bit

range:
y(n) = Z biz(n — 1), (8.5)
i=0

where z(n) is the input signal, y(n) is the output signal, N is the filter order and b; are the

filter coefficients. Since such an extractor simply scrambles the raw number distribution,
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Figure 8.6: Histogram obtained by recording data using the plug-and-play QRNG system.
The dashed, teal line represents the expected distribution in the ideal scenario of no classical
noise and spanning the whole ADC 8-bit range. In a real system, classical noise makes the
peaks of the U-shape histogram broader and lower, and the ADC range is higher than the

pulses amplitude, which makes the histogram not span the whole 8 bits.

the output rate of random numbers is simply given by multiplying the optical pulse rate
(1 GHz) by the number of raw bits recorded per pulse (8 bit from the ADC). This results in
a generation rate of 8 Gbit/s.

However, the FIR filter does not extract randomness from the raw string: classical noise
is still present and affects the security of the random numbers guaranteed by quantum
mechanics. Nevertheless, this filter is still useful if the numbers are used in applications

where security is not a concern, such as in scientific simulations.

Data obtained from a QRNG is generated from both quantum and classical noise. The

latter is usually introduced by imperfections in the components, such as the limited band-
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Figure 8.7: An FIR filter flattens and spreads the distribution across the 8-bit range.
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width of the detection apparatus or the electronic noise in the driving signals. Classical noise
is an issue because it comes from a deterministic source, hence can give an attacker informa-
tion about the raw string. If security of the generated numbers is required, the FPGA can
be programmed to implement randomness extractors (i.e. post-processing algorithms that
remove classical noise from the raw data) such as the Toeplitz [213] extractor. This is proven
to be secure against quantum adversaries; moreover, the random hashing matrices needed
for the algorithm can reuse the same seed multiple times without loss of security, which
makes it more efficient. For this QRNG, the amount of quantum randomness extractable
was estimated by calculating the min-entropy of the data, as shown at the beginning of
this chapter [211]. A min-entropy of 4.09 bits per 8-bit sample was calculated, which would

translate in a secure generation rate of ~4 Gbit/s.

8.6 Conclusions and discussion

This chapter has successfully demonstrated the real-time generation capabilities of a QRNG
system based on integrated photonics. Such a system is stable and does not require external
control once it is running. This QRNG does not require any additional equipment. The
whole system is contained in a 2U rack box and is ready to use, which makes this a very
practical device for QKD.

In order to assess how good the generated random numbers are, samples of the generated
string are passed to the NIST test suite [214]. This is a battery of tests that analyse the
distribution of a set of data by looking for patterns. The data generated with this QRNG is
able to pass all tests of randomness (Table 8.1). This is a good sign that the numbers are
distributed uniformly.

Since this is a proof of principle experiment, aimed at showing the plug-and-play capabil-
ities of the system, only one battery of tests was run. There are more comprehensive testing
suites, performing more tests, which can be used. It is worth noticing that the suites test
strings of already post-processed data. This is because what these tests do is checking that
the output of the QRNG is uniformly distributed. The reason post-processing of the raw
data is needed in the first place is because the raw string of numbers is biased by the arcsin
distribution of intensities. A string of pre-processed numbers, hence, would not (and is not
required to) pass these randomness tests: post-processing is an integral part of a QRNG
system.

It is important to consider the security of the device. The generated random numbers
can be considered secure as long as the device can be trusted. Assumptions on trust have
to be carefully considered: while device-independent approaches guarantee security without
having to trust the system, they are still at a very early development stage, and require
constant control over the system in order for it to work. In a realistic scenario, however, it

is not unfair to assume that it is possible to check a system and rule out tampering from
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Statistical test P value Proportion Result
Frequency 0.9061 0.989 Success
Block Frequency 0.0835 0.992 Success
Cumulative Sums 0.8817 0.986 Success
Cumulative Sums 0.3838 0.989 Success
Runs 0.8580 0.986 Success
Longest Run 0.2968 0.992 Success
Rank 0.6371 0.986 Success
FFT 0.2812 0.993 Success
Non Overlapping Template 0.5045 0.990 Success
Overlapping Template 0.8343 0.983 Success
Universal 0.1238 0.987 Success
Approximate Entropy 0.3330 0.990 Success
Random Excursions 0.4151 0.989 Success
Random Excursions Variant — 0.4882 0.992 Success
Serial 0.2012 0.990 Success
Serial 0.4101 0.995 Success
Linear Complexity 0.3361 0.992 Success

Table 8.1: Results of the NIST test battery applied on 10? strings, each having a length of
106 bits.
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external attackers. At that point, the main limitation comes from the sensitivity of the
system to certain parameters, e.g. temperature. If a system is well characterised, and the
parameters are kept under control, then trusting the device is a fair assumption and the

QRNG can be used to generate secure numbers.
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Chapter 9

Conclusions

With the advent of quantum computers, it is becoming more and more important to secure
existing data transit using technologies that are able to resist attacks from a computationally
all-powerful attacker. Current public-key protocols such as RSA are based on problems
that a quantum computer can solve easily, making the security of data in transit a big
concern. Quantum mechanics is a threat for security, but it can also become beneficial if
exploited to counter such attacks, “fighting fire with fire”. Indeed, quantum communications
have been quickly developing over the last two to three decades, demonstrating that it
is possible to communicate securely, using quantum mechanics to detect and eliminate
eavesdropping. QKD is the most promising technology to enable secure communications:
the laws of quantum physics guarantee a key distribution between Alice and Bob which is
safe from any eavesdropping. The security of the key is independent from any attacker’s
computational power, as it is not generated from an algorithm. After the key distribution,
classical symmetric key protocols such as the one-time pad or AES can be used to encrypt
the message and send it through the communication channel.

This thesis has demonstrated how photonic integrated circuits have the capabilities to
dramatically change the field of quantum communications. QKD in particular has benefitted
from the new technology, as the number of needed components currently make systems
expensive and space-consuming. Chip-based implementations have been shown to perform
in line with bulk optics systems, while occupying a fraction of the space and costing a fraction
of the price of a commercial QKD system.

The novel light source based on direct phase modulation and optical injection locking
guarantees a good quality encoding while removing the need for power hungry components
such as phase modulators, simplifying the experimental requirements as well as reducing the
cost of the system. Moreover, its major advantage is interoperability, which was demonstrated
in this work: in Chapter 5 we showed that such a transmitter is able to encode information in
different protocols and clock rates, which is desirable when users have a wide range of choice

in buying a new system. The experiment demonstrated the flexibility of such a transmitter,
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which is able to communicate with different receiver hardware with settling times of less

than 5 seconds.

Integrating this technology on chip proved that the laser seeding technique is efficient and
can out-perform existing chip-based QKD systems. In this work, we tested the capabilities of
our integrated QTx by performing QKD experiments over simulated and real fibre channels.
Both BB84 and DPS protocols were implemented on a simulated quantum link, achieving
record results for an integrated QTx. At 20dB, which is equivalent to 100 km of standard
optical fibre, the transmitter was able to obtain SKRs of 270kbit/s for the BB84 protocol,
and 400kbit/s for the DPS protocol, using SNSPDs. Key rates of 618 kbit/s were obtained
with the BB84 protocol in a 75 km real fibre link. Using SDAPDs instead of superconducting
detectors has the advantage of working at room temperature, instead of the cryogenic
temperatures required for SNSPDs. These detectors do not perform as well, as they have
higher dark count rates and lower efficiencies, but at the same time they are more practical
and suitable for real-life implementations. Using SDAPDs, the QKD link loss was limited
to less than 20dB; SKRs for both protocols are estimated at 10dB to be 814 kbit/s and
125kbit/s for the BB84 and DPS protocols, respectively.

For the BB84 protocol, the PNS attack poses a major threat, as weak coherent pulses
have a nonzero probability of having more than one photon. While reducing the mean
photon number per pulse decreases the probability of multi-photon events, it also decreases
the obtainable key rates. Decoy states offer a practical solution to this: sending pulses at
different intensities, they will be blocked with different probabilities by Eve. Measuring the
photon statistics for signal and decoy pulses gives a way to detect eavesdropping. In this
thesis we show that decoy states can be efficiently generated on chip by using an EAM,
which is able to modulate the intensity of the pulses at high speeds while using low driving
voltages thanks to the QCSE. This was demonstrated in another experiment with a different
transmitter. The QTx used in this experiment has lasers emitting at ~1570 nm, due to the
high losses the EAM would add at lower wavelengths. Nevertheless, decoy states could be
generated efficiently at different intensity levels, while the QBER of the system remains
unaffected. Key rates of 1Mbit/s were achieved by implementing the decoy-state BB84
protocol with real-time generated decoy states. Such a result can be further improved
by reducing the QBER. The relatively high values of QBER in this experiment could be
attributed to defects in fabrication, as different chips from the same batch all presented the

same issues.

Finally, a requirement for all QKD protocols is that the choice of the state preparations
and measurements has to be random. Failing to meet this requirement would open a
vulnerability in the system, as an attacker could infer information directly from the raw
string, without the need for eavesdropping. To this end, a QRNG based on integrated
photonics was also demonstrated in this thesis. The electronic post-processing based on an

FPGA is able to output random numbers in real time at high rates, while still maintaining
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a small form factor. The device is able to generate random numbers at the record rate of
8 Gbit/s using an FIR filter, or ~4 Gbit/s using a strong randomness extractor for secure

random number generation.
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Chapter 10

Future work

The field of integrated photonic quantum communications has a lot to offer in the near
future. QKD has benefitted from the development of PICs and is expected to move towards
integrated technologies in the future, in order to enable large scale deployment of secure
quantum networks.

The development of QKD is still at an early stage, however: much has to be done before
it can become a widespread technology. First of all, it is important to notice how the key
rates obtainable from QKD are orders of magnitude lower than the Tbit/s rates currently
exchanged worldwide in classical fibre links. This is mostly limited by the need to use single
photons and the amount of information they can encode. There are theoretical bounds
on how much information can be transmitted using point-to-point links [41]. While new
protocols can surpass this bound and reach distances of hundreds of kilometres, the actual
key rates are too low to be efficiently integrated into classical communications. Moreover,
these protocols are often very hard to stabilise and require a large number of components,
making them impractical for real-life applications. Research should be aimed at finding new
solutions to this problem.

Detectors have already been the target for several attacks to QKD protocols, and despite
the proposal of countermeasures to these attacks they still remain a vulnerable element in a
QKD system. Protocols like MDI-QKD and TF-QKD allow to relax some of the assumptions
on the measurement devices, but they remain constrained by large experimental setups
which hinder their deployability. Attacks on detectors and other QKD components must
be addressed, as the goal is to eventually bound Eve’s information from every possible
information leakage source to a minimum.

In the field of integrated photonics, the lack of optical isolation is surely a hindrance
in developing QKD chips based on laser seeding. While this could be worked around by
carefully adjusting the attenuation between the two lasers, an InP-based optical isolator or
circulator would surely improve the performances of QKD experiments. It is also important

to notice how back-reflections could potentially open side channels for attackers. While not
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investigated in this thesis, it might be of interest to further analyse how this affects the
obtainable key rates. The development of low-loss EAMs in the 1550 nm region is another
challenge that would increase the compatibility of integrated QTxs with existing technology.
On the receiver side, it will be important to minimise the coupling and propagation losses,
to ensure higher detection (hence secure key) rates.

Currently, single photon detection is mainly performed off-chip: development of chip-
based detectors is currently researched, and there have been interesting ideas and realisations
of integrated SPDs [215-217]. However, monolithic integration of these components is still
far from reality. This is arguably the most important challenge in the future for QKD, as
currently used detectors constitute a bottleneck in the miniaturisation of systems. SNSPDs
or fast-gated APDs [192] can be used to detect single photons. The latter are especially
convenient if practical solutions are preferred over performance in single photon detection,
which is better in SNSPDs. SDAPDs have lower efficiencies at telecom wavelengths, around
20 % and higher dark count rates, which results in a lower SKR when performing QKD
experiments. However, they have the convenient advantage of working at room temperature,
instead of the cryogenic temperatures needed for SNSPDs. SNSPDs, on the other hand, are
especially useful for applications where high efficiencies and very low dark count rates are
necessary.

The next step of QKD development is network applications. Point-to-point links are
effective and suitable for small-scale use cases, but a widespread QKD technology will
require the development of networks for secure communications. Such a development is
already in progress: several countries have performed or are performing field trials of QKD
systems in network configurations, with or without classical data alongside quantum keys.
Integrated photonic devices will surely pave the way for a more capillary diffusion of secure

communications worldwide.
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