-
-—

(o]

UNIVERSITY OF LEEDS

University of Leeds
Faculty of Engineering
School of Electronic and Electrical Engineering

Energy Ef f-hag eMdt W
Archi tectur e

Hatem A. Alharbi

Submitted in accordance with the requirements foddgree of
Doctor of Philosophy

September 2019



The candidate confirms that the work submitted is his own, except where work
which has formed part of jointlguthored publications h&aeen included. The
contribution of the candidate and the other authors to this work has been explicitly
indicated below. The candidate confirms that appropriate credit has been given

within the thesis where reference has been made to the work of others.

Chapter 3s based partlpn the work from:

H. A. Alharbi, T. E. H. ElGorashi, A. Q. Lawey and J. M. H. Elmirghani, "Energy
efficient virtual machines placement in IP over WDM networks," 2017 19th

International Conference on Transparent Optical NetwoBF@IN), Girona, 2017,
pp. 4.

Prof Elmirghani, the supervisor, suggested the study of Energy efficient virtual
machines placement in IP over WDM networks. Thesapervisor Dr ElGorashi,
worked with the student on the MILP model developmentrawniged the paper. Dr.
Lawey, helped in the initial model preparation. The PhD student developed the model,

obtained and analysed the results, and wrote paper.

Chapter 4s based partlpn the work from:

H. A. Alharbi, T. E. H. ElGorashi, A. Q. Lawey andl M. H. Elmirghani, "The Impact
of InterVirtual Machine Traffic on Energy Efficient Virtual Machines Placement,”
The 2019 IEEE Sustainability through ICT Summit (StICT), Montreal, 2019.

Prof Elmirghani, the supervisor, suggested the study of The Irapbuter-Virtual
Machine Traffic on Energy Efficient Virtual Machines Placement. Theugervisor
Dr El-Gorashi, worked with the student on the MILP model development and revised
the paper. Dr. Lawey, helped in the initial model preparation. The PhDnstude

developed the model, obtained and analysed the results, and wrote paper.

Chapter Ss based partlpn the work from:

H. A. Alharbi, T. E. H. ElGorashi and J. M. H. Elmirghani, "Energy Efficient Virtual
Machine Services Placement in Cleldg Architectire,” 2019 21th International
Conference on Transparent Optical Networks (ICTON), Angers, 2019.



Prof Elmirghani, the supervisor, suggested the study of Energy Efficient Virtual
Machine Services Placement in Clelidg Architecture. The esupervisor Dr El
Gorashi, worked with the student on the MILP model development and revised the
paper. The PhD student developed the model, obtained and analysed the results, and

wrote paper.

This copy has been supplied on the understanding that it is copyright material an
that no quotation from the thesis may be published without proper

acknowledgement.

© 2019 The University of Leeds and Hatem Alharbi



Acknowledgements

| would like to express my sincere gratitude to my supervisor Prof. Jaafar EImirghani
for the support during my PhD, for his constant support, patiemrementsand
sharing of his immense knowledge. His guidance athdceshelped me during the

time of research and writing of this thesis.

| would like to express my sincere gratitude Do Taisir Elgorashi,my second
supervisorfor the support, encouragement, comments, and useful discussions | had
with her during my PhD. Her insights and advices paved the road toward

accomplishing the goals of this thesis.

| would like to acknowledge the Government of Saudi Arabia for fundind®hiy
study and for their support.

| would like to express my love and gratitude to my beloved wife Abeer who has been
a constant source of support, patient and encouragement during the challenges of

PhDand life. I am truly thankful for having you in niije.

| would like to express my love to my daughter Miral who fills me with pleasure and
joy.

Finally, | would like to dedicate this thesis to my parents; to my father, Ayed and my
mother, Azizah. | have been extremely fortunate in my life to have pamdat have

shown me unconditional love and support. They have played an important role in the
development of my identity and shaping who | am today. | am very grateful for their
sacrifices, their dedication, for inspiring me with the desire for succedsfoan
supporting me spiritually throughout my life. Many thanks also to my beloved
brothers and sisters; Gehad, Ahmed, Nada, Suha and Raghad for their support and for

making my life enjoyable and full of fun.

Hatem



Abstract

The advancements of cloud conipg came as a radical transformation in the way
Information and Communication Technology (ICT) services are deployed,
maintained and paid for. Cloud computing provides ubiquitoudemnand access to
an Internetbased pool of processing, storage, and comcation resources offered
to a large set of geographically distributed users. As the cloud computing
infrastructure grows and demand increases, the need for a new breedevhamd
computing that can efficiently and profitably maintaQuality of Service(QoS
requirements has increased. Fog computing was proposed to address the limitations
of cloud computing in terms of delay and high bandwidth requirements by extending
the ondemand resources of clouds to the edge of the network bringing them closer to
the users. Cloud comting and fog computing employ Virtualadhines (VMs) for
efficient resource utilization. To achieve the most of the efficient environment, VMs
can be optimally placed over géastributed physical machines to follow variations
in thedemand, workload of the cloud/fog resources or network condition.

The massive growth and wide use of cldad services have created serious power
consumption concerns. In this thesis, we study the energy efficiency and profitability
of cloudfog architeaires taking into consideration different services and
applications. Mixed integer linear programming (MILP) optimisation models and
heuristic algorithms are developed to optimise the cfogdarchitecture. The thesis
starts by analysing the energy effiody of VMs placement over distributed clouds.
The analysis addresses the impact of different factors including VM popularity, the
traffic between the VM and its users, the VM workload, the workload versus number
of users profile and power usage effectiven¢PUES).The total power savings
achieved are up to 51% and 38%, compared to the power consumption of the
traditional cloud locations in AT&T and BT core network topologies, respectively.
Furthermore, the impact of int8fM traffic (synchronisation and coperation
between VMSs) on the energy efficiency is investigated in the context of optimal VM
placement.The existence ofinterr-VM traffic hasresultedon reducingthe energy
efficiency of replicating VMsOur results showetthat ignoringnter-VM traffic when
placing VMs canncreasehe total power consumption by a factor of 39 for VMs with



an interVM traffic data rate of 5 Gbp3.hen, the thesis shows how introducing fog
layers at the edge of the network in addition to the cloud layer in the core keamor
significantly decrease the total power consumption of VMs of certain popularity,
download rates and workloads. In addition, a pricing scheme is proposed for Internet
service providers (ISPs) to maximise their profit under net neutrality repealissenar
where ISPs are allowed to treat different traffic strands differefitlg.results shows

that the VMs of a linear workload profile with high data rate and minimum CPU
utilisation of 1% allows offloading VMs with 16% popularity to the access fogs. Other
VMs are optimally replicated to metro fog nodes. Significant power savings of 48%
compared to optimised placement in distributed clouds and 64% compared to a
placement considering traditional cloud locations, have resulted from this offloading.
A techneeconomic MILP model is used to find the optimum prices of different levels

of service and the resulting power consumption. The proposed pricing scheme proves
that, in addition to increasing ISPs profit, the repeal of net neutrality will positively
influence (limit) the eneu s er s 0 C 0 n s u-imtprisiveocontert fwhicld a t a
consequently decreases the power consumption of the communication neterks.
results show that the discriminatory pricing scheme can increase the ISPs profit by a
factor of 8. The redts also show that by influencing the way argkrs consume data
intensive content, the core network traffic and consequently power consumption are

reduced by up to 49% and 55%, respectively, compared to the net neutrality scenario.
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Chapter lintroduction

The significant impact of Information and Communications Technologies (ICT)
services in people daily lives led to an increasing perception that cloud computing is
the 5th utility after water, electricity, gas, and telephony. Cloud Computiag ha
dominated the ICT industry by providing efficient resource sharing solutions where
an Internetbased pool of network, storage and computational resources is made
available to simultaneously serve a large number of geographically distributed users.
Cloud computing provides the bandwidth, memory, and processing power needed to
serve Big Data, Internet of things (loBtificial Intelligence (Al) applications such
as image recognition, video analytics, augmented and virtual reality witkimeal
processingf streaming data.

According to Ciscdl], in 2017, the global cloud computing traffic was 5696
the Internet traffic. Further growth is projected within the approaching years as global
cloud computing traffic is expected to hit 72% of the Internet traffic in 208&
proliferation in data volume and processing requirements increases the reeadvor
breed of ordemand computing placement and administration. Fog computing is
proposed by academia and industry to bring cloud services closer to users. Fog
computing complements the clouds by extending processing, networking and storage
resources tahe edge of the network. Offloading tasks to fog nodes is proposed to
provide low operating cost, low latency, preserve network bandwidth, provide a real
time analytics and interactiongmprove security and improve Qualibf-Service
(QoS) and Qualityof-Experience (QoE) for different computing servi¢2js[3] .

Cloud and fog processing employgtual Machines (VMs) for efficient resource
utilisation. Virtualisation abstré& the server resources including tientral
ProcessindJnit (CPU), Random Access MemorRAM), hard disk andhput/output
(I/O) network to create an isolated virtual entity that can run its operating system and
applications. The existence of such a \attanvironment allows the scaling up and
down of server resources in a dynamic manner based on the variation in user demands
[4]. Further dynamism can be achieved by migrating or replicating VMs over geo

distributed servers tachieve different features such as load balan&hgnd energy
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efficiency[6]. The problem of migration and replication of VMs is referred to as VMs
placement. VMs placement needs to be optimised to follow vargatiothe VMs

demands, workload of the cloud/fog resources or network g@tus

As a result of the significant growth in demand for ICTvees, energy efficiency
has been recognised in the last few years as one of the core requirements needed to
develop a sustainable ICT infrastructure. By 2025, the ICT industry is projected to
consume 20% of the global electricity dem&8d Virtualisation has been proposed
in [6], [9]1[16] as an eabler for energy efficient cloud services through the
consolidation of cloud resources. In this thesis, we present a comprehensive study of
VMs placement over an ertd-end cloudfog architecture considering the three
network layers; access network and moeatetwork layer (each equipped with a fog
computing layer) and the core network layer (equipped with a cloud computing layer).

In addition to providing energy efficient clodidg services, delivering these
services needs to be profitable. Therefore, psoypa pricing scheme to maximise
the profit of Internet service providers (ISPs) is imperative. However, the
maximisation of profit is challenging for ISPs as it involves the concurrent
determination of equilibrium prices and the profit achieved. Intktg@sis, in addition
to energy efficiency improvement, a prefitiven framework is introduced to increase
the ISPs profit. Also, the impact of the pradiiven framework on the network power

consumption and network neutrality is investigated.

The thesis dlves into the energy consumption and the profitability of delivering
cloudfog services by raising headline questions related to; how significant the
problem itself is, how different conditions/scenarios affect the energy consumption
and the profitabilityof the architecture, and how to orchestrate the use of the

architecture in a profitable manner and in an eneffigient manner.

1.1 Research Objectives:

This thesis tackles challenges related to providing ereffggient and profitable

cloudfog architectues. It has the following objectives:



29

. To propose an energy efficient \dylacement approach over distributed clouds
in IP over WDM networks with datacentres to minimise the total power

consumption in the core network and in datacentres.

. Toinvestigate the impact of int®M traffic, in addition to users download traffic,

on the energy efficient VM placement considering different VM workloads.

. To propose an energy efficient \AVplacement approach over clotal
architectures to minimise the total power consumption considering the impact of

the proximity of fog nodes to users

. To investigate how the repeal of network (net) neutrality will affect the ICT
market (pricing, core netwk power consumption and core network traffic)
considering different Content Providers (CP) delivery scenarios in -¢tmud
architectures.

1.2 Original Contributions:

The key contributions of this thesis can be outlined as follows:

1 A framework for energy eifient VMs placement over distributed clouds in IP
over WDM networks has been developed. The framework considers numerous
core factors including the traffic between the VM and its users, the VM
workload, the workload versus number of users profile andlthed power
usage effectiveneg®UE) With the objective of minimisinghe total power
consumption of providing the VM serviges MILP model and a heuristic are
developed and are shown to minimittee total power consumption of
providing the VM servicesThe optimal VM placement and total power
consumptions savings are investigated considefingerican Telephone &
Telegraph (AT&T) and British Telecom (BT) core network topologies.

1 A MILP model and a heuristic are developed to study the impact of\fiksr
traffic on the energy efficient placement of VMs in géstributed datacentres.

The mo d e | and heuristic t ake i nto ¢

di fferent VMs and synchronisation tr a

addition to the downlah t rafyc from VM to wusers.
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Foundation Network (NSFNET) is used as a core network topology example

to investigateéhe energy efficient placement of VMs here

1 A comprehensive framework analysis based on MILP mathematical modelling
and herristics is developed to study the optimal ¥pacement over cloud
fog architectures taking into consideration the minimisation of the total power
consumption of the architecturéhe placement of VIglis optimised over an
endto-end cloudfog architecturethat traverses the core network, metro
network and access network. The optimal & Macement and total power
consumptions savings are investigated considering AT&T and BT network

topologies.

1 A techneeconomic MILP model is developed to optimise the pgcnheme
in the ISRCP relationship under the repeal of net neutrality to maximise the
ISP profit considering couldased and fofpased delivery schemes. The
impact of the optimised pricing scheme on reducing the network traffic and
total power consumptioof the AT&T core network is studied.

1.3 Related Publications:

The following journal and conference papers have been published / are to be

submitted for publications:

1. H. A. Alharbi, T. E. H. ElGorashi, A. Q. Lawey and J. M. H. Elmirghani,
"Energy EfficientVirtual Machines Placement in IP over WDM networks,"
2017 19" IEEE International Conference on Transparent Optical Networks
(ICTON), Girona, Spain 2017, pp-4l

2. H. A. Alharbi, T. E. H. ElGorashi, A. Q. Lawey and J. M. H. Elmirghani,
"The Impact of Intedirtual Machine Traffic on Energy Efficient Virtual
Machines Placement,” The 2019 IEEE Sustainability through ICT Summit
(StICT), Montreal, Canada, 2019.

3. H. A Alharbi, T. E. H. ElGorashi and J. M. H. Elmirghani, "Energy Efficient
Virtual Machine Service Placement in ClouBog Architecture,” 2019 241
IEEE International Conference on Transparent Optical Networks (ICTON),
Angers, France, 2019.
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4. Hatem A. Alharbi, T. E. H. EGorashi, and Jaafar M. H. Elmirghani "Energy
Efficient CloudFog Architectures”, submitted to IEEEommunication
Magazine 2020

5. Hatem A. Alharbi, T. E. H. EGorashi, and Jaafar M. H. EImirgharihergy
Efficient Virtual Madines Placement over Clodrtbg Network Architecture
submitted tdEEE Access202Q

6. H. A. Alharbi, T. E. H. Elgorashi and J. M. H. EImirghani, "Impact of the Net
Neutrality Repeal on Communication Networks," in IEEE Access.

7. Hatem A. AlharbiM. Musa,T. E. H. EFGorashi and Jaafar M. H. Elmirghani
IEEE P1928.1- Standard for a Mechanism for Energy Efficient Virtual
Machine Placement to be submitted to IEEE Standard Association; IEEE
P1928.1 Project Authorisation Request (PAR) accepted and published.

1.4 Organsation of the Thesis:

The remainder of this thesis is organised as follows:

Chapter 2 is a background chapter. It presents a review of the core network, metro
network, access network and their components. It also presents a review of cloud and
fog computng as well as the ongoing efforts to optimise the placement of VMs to
improve the energy efficiency. A brief review of the net neutrality concept and work

related to it in the literature are presented.

Chapter 3 presents the MILP optimisation model deesldpr energy efficient Vg
placement in distributed clouds, discusses its results, and proposestianeeal

heuristic.

Chapter 4 introduces the MILP optimisation model developed to study the impact of
inter-VM traffic on energy efficient VM placement in distributed clouds and

describes the associated rgale heuristic.

Chapter 5 studies the energy efficiency of ¥Mlacement over a cloufg

architecture using MILP modelling and a réiate heuristic.
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Chapter 6 studies the impact of the net neutrality repeal on communication networks
considering different CP delivery scenarios over cltaglarchitectures using a MILP

model.

Chapter 7 summarises the thesis main contributions and gives a set of

recommendation for future directions of work.
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Chapter 2Background and Related Work

2.1 Introduction

In this chapter, an overview of the topics related to the work in this thesis is
presented. We briefly review the layers of the communication networks considered
and their echitecture. We follow that by an overview of cloud and fog computing
architectures and the role of VMs in providing dynamicity to these architectures.
Related work from the literature on optimising VMs placement in cfogd
architectures is also reviewebhe concept of neutrality is introduced and the impact
of repealing net neutrality on the ICT market is discussed. Furthermore, MILP

optimisation is briefly introduced.

2.2 Communication Networks

The traditionalnternet protocollP) network structur¢l7], [18] as used by ISPs,
can logically be split into three main layers; the core network, the metro networks and
the access network. Fig:22illustrates the three layeaschitecture. The core network
represents the backbone infrastructure of any telecom network as it interconnects
major regions/cities. IP ovearavelength division multiplexinVDM) technology is
widely deployed in the core network due to its ability tovide high capacity,
scalability and transfer spefk®]. Based on communication networks hierarchy, each
core node is connected to a metro network, which covers a metropolitan area. Metro
Ethernet is te dominant technology used in enterprise metro network. It provides
direct connectivity between residential users in access networks and core network
node. The access network represents the last mile of the telecom network by
connecting telecom offices dendusers. Passive optical network (PON) is the main

technology deployed broadly in the access network.
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Figure 2-1: The telecom network architecture three layers: the core network, the

metropolitan network and the access network.



35

2.2.11P over WDM

The IP over WDM19] core network is composed of two layers: the IP layer and
the optical layer. In the IP layer, the main function, which is dynie IP router, is
to process the IP packet on its route from the access end to its destination nodes.
Meanwhile, on the optical layer, an optical switdndss connedOXC) connects the
IP and the optical layers. Moreover, there are the transpomdecs, provide optical
electronieoptical (OEO) processing and full wavelength conversion in every node.
Erbiumdoped fibre amplifiers (EDFAS) are used in WDM to amplify optical signals
in thefibre links. Sometimes, regenerators may be used if the lehégh exceeds a
certain distance dictated by the data rate and modulation format used, for example
2500 km for PSK at 10Gb/fd.9], [20]. Multiprotocol Lambda Switching protocol
(MPLS) over WDM is the routing protocol used in IP over WDM optical core
networks that route thdata packets from source to destination nodes through a
connectiororiented servicg21]. Using MPLS, the IP over WDM routed traffic is
implemented by either bypass or Aoypass light paths. In the case of bypass, the
intermediate nodes IP routers do not process the packets. The packets takes a cut
through path to the destination node. Meanwhile, on abypass path, the packets
are processed by every intermediate node injdheney from the source to the
destination. Implementing a bypass lightpath can significantly reduce the power
consumption of the network as it eliminates the need for intermediate IP router ports
(the major contributor to IP over WDM networks power congtion) between source
and destination nodes. However, a bypass light path allows for scanning,
inspecting, and monitoring of packets to check for any security threats and allows

traffic engineering to be implemented at intermediate nfids[22] and[23].

2.2.2Metro Ethernet Network

A metro network functions as a gateway for the access networks into the core
network. Metro Ethernet is the dominant technology used in eigerpnetro
networks. The basic components of metro Ethernet are Ethernet switch and edge
routers as shown in Fig.-2 The Ethernet switch interconnects several access
networks. It also connects the access networks to edge routers. The best practice in
ISP metro networks is to use two edge routers to provide reliability and redundancy
in the networ17] [18].
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2.2.3PON Network

The PON[24] has proven its performance in the access network in terms of high
bandwidth and reliability compared to Ethernet access networks. PON technology is
used to provide fibre to the engsers. A unique feature of a PON is that it implements
a pointto-multipoint architecture, where passive (unpowered) optical fibre splitters
are used to allow multiple ermbints to be served by a single lif®5]. In PON
architectures, there are two main active components deployed; the optical network
unit (ONU) and the optical line terminal (OLT). The ONU is the-asdr interface to
the PON network and the OLT serves as a central office (6€® to connect multiple
ONUs. At present, gigabit PON (GPON) is the architecture and technology widely
deployed among service provid¢e§]. GPON is capable of delivering data rates up
to 2.5 Gbps over a single link. As the demand for high Internet speed continues to
rise, a fager PON technology is spawned from the existing technolb@&PON
(also known as XGPONR7] provides extra link capability to telecomopiders,

which can deliver up to 10 Gbps per single fibre link.

2.3Cloud Computing

Cloud computing provides ubiguitous-demand access to an Interbesed pool
of computing, storage, and communication resources. These resources can be
provided to alarge set of geographically distributed users. Typically, the cloud
interface resides within a single window in the users' Internet browser. According to
American National Institute of Standards and Technology (N[38), the cloud
computing model is essentially composed of five featuresjemnand seifservice,
online availability through any platform (e.g. smartphones, laptops), a pool of
computing resources available to emkrs through a multitenancy architecture, and

elastic and measurable service.

Cloud computing service models can be classified into tha¢egaries[28];
software as a service (SaaS), platform as a service (PaaS) and infrastructure as a
service (laaS). SaaS is the process of delivering an application to thesensd
through ¢l oud datacentre, which can be

webstes, Health care systems, Geographic Information Systems (GIS), Microsoft



37

office). PaaS offers endsers the environment needed to create an application on
cloud infrastructure using a set of online tools (e.g. programming languages) to
provide facilitiesfor designing, developing, testing and deployment of applications.
Examples of this model include Google App Endi2@ and Microsoft Azurg30].
Further abstracted computing resources are available tasamd through the laaS
modd. In addition to the deployed application, the ars@r has control over the
operating system, middleware (for enabling communication between two applications
[31]), runtime and data, in addition, to directly using networking, storage and compute
resources, which are usually made available sabscription basis. Amazon Elastic
Compute Cloud (Amazon EC232] is a widely known soliion based on the laaS
service model. Fig. -2 illustrates the architecture of the three service models
compared with a traditional goremises model, where the user has full control over
datacentre. The virtualisation concept is employed in the three domputing
models to satisfy the rapid growth/shrinkage in the usage of datacentre physical
resources by cloud users. Virtualisatipt] simulates hardware functionality by
creating a virtual version of cloud hardware resesrsuch as CPU, RAM and hard
disks to increase flexibility and scalability. This allows Cloud organisations to run
multiple virtual entities on a single server. In Section 2.5, the virtualisation concept is

reviewed intensively.

Traditional Infrastructure Platform Software
on-premises asaservice asaserivce asaservice

Applications Applications Applications

Runtime Runtime Runtime

Applications

Data

Runtime

0/s

Middleware Middleware Middleware Middleware

O/s 0/s 0/s

Virtualization Virtualization Virtualization Virtualization
Servers Servers Servers
Storage Storage Storage
Networking Networking Networking

Managed by user Managed by cloud provider

Figure2-2: Cloud computing service models
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Cloud computing can be mainly deployed as; public cloud, community cloud,
private cloud, or hybrid cloud. In the public cloud, the cloud sources, which reside in
the cloud provider premisesre rented over the Internet for public use. In the
community cloud, the cloud infrastructure is provisioned for the use of organisations
or endusers that have shared resources and goals. In the private cloud, the cloud
infrastructure is operated exciusly for a single organisation, whether managed by
the organisation itself or by a third party. The combination of multiple clouds
deployment models (e.g. public, community, private) is called a hybrid cloud.

Cloud datacentrearetypically consist of wie range of servers arranged in multiple
racks and a Local Area Network (LAN) made of two switch layers used to connect
racks to each other (in order to enable inter rack communication), eagheggation
router to connect the datacentre to the outsidédwoe. users and other datacentres
(inter-datacentres communication). The architecture of cloud datacentre is illustrated
in Fig. 23.

S

_ ==
9 Aggregation Router ' Switch Rack of servers
Ly

Figure2-3: Typical cloud datacentre architecture.

2.4 Migrating to Fog

The concept of fog computing was introduced by Cisco in §83}4o bring cloud
services closer to the users. According to the OpenFog Cons¢8dijra group of
industry and academic organisations advocating the development and standardisation
of fog computing in various facets, fog computing is an architecture that complements

the clouds by extendinprocessing, networking and storage resources to the edge of
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the network. The advent of fog computing together with cloud computing has
introduced a promising paradigm shift. As illustrated in Fig, the fog computing
general framework consists of tleréayers organised in a hierarchical architecture
[35], [36]. In this architecture, the fog computilayer resides in the middle between

endusers and cloud computing layers.

M
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—»«—— Fog Computing ——»e— Cloud Computing —»

End-users
Devices

P E—

S0
)

Figure2-4: Fog computing hierarchical architecture.

The research efforts studying fog computing have mainly focused on filgtra
its potential advantages over cloud computing. Offloading tasks to fog nodes is
proposed?2], [3], [42]i[49], [33], [35]i [41] to provide:

1 Realtime analytics: moving procesgin capabi | i ties <cl oser
provide a real time data analytics.
1 Low operating expense: reduce core network bandwidth by processing data

locally in fog nodes instead of processing in the cloud.
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1 Low latency: processing users requests cléseaheir devices can significantly
reduce the latency compared to when the traffic travels longer distances between
the clouds and users.

1 Privacy: processing sensitive data locally instead of processing at distant clouds
which may be in a different orgaatson or country.

1 Improve Qos and QoE for different computing services. QoS is the total
compatibility of telecommunications service characteristics to the user needs,
whereas, QoE focuses on the entire use

service.

In term of QoS, the authors [#2] studied I0T service placement in fog node
resources, taking into consideration its QoS requirements. They found that such a fog
optimisation model maintains QoS and can achieve 35% less execution cost compared
to cloud computing placement. Also, a matheoah model of fog computing was
proposed in[47] to investigate the possibility of reducing the latency of loT
applications. The results showed that the overall latency associated with processing
applications m fog computing is 50% lower than the latency associated with
processing in cloud datacentres.[37], the authors considered improving websites
performance by connecting users to the Internet via fog servers. They found that the
performance of foghased websites is enhanced beyond what has been achieved by

cloud servers.

The energy consumph of the fog computing paradigm has been given limited
attention in the literature. Ifi35], the authors built a theoretical model of fog
computing architecture and compared it with the conventional cloud computing
model. In addition to the low latency, they found thatoaffling applications to the
fogs can significantly reduce power consumption by 41%. However, their
investigation did not consider a detailed model of the telecom network architecture.
The work in[46] found that the number of hops between the user and the content has
little impact on he total energy consumption compared to the type of application
running on servers and factors such as the number of downloads and the number of
updates. The authors [B0] studied the interplay and cooperation between the fog
and the cloud to achieve a traoli between power consumption and delay in a cloud
fog computing system by developing a mathematical model to formulate the workload
allocaion problem. They found that by allocating fog computing for processing a

workload, the total delay reduces while the power consumption rises.
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2.5Machine Virtualisation

Cloud and fog scalability is highly dependent on the efficient provisioning of the
datacatre physical resources. Virtualisation was introduced to enable efficient use of
resources in the clodidg architecture. The first implementation of the idea of
virtualisation was done by IBM in the mi®60s, where numerous users were able to
create, egcute, modify and terminate their tasks on a shared sysidnin the 1970s
and 1980svirtualisation was almost inexistent as the computing hardware purchasing
price became cheaper. Then, in the 1990s, due to the broad variability in computing
capabilities, the virtualisation concept was resuscit@®2ld At present, virtualisation
techniques are swelling due to the cloud computing revolution.

The principal architectural characteristic of virtualisation is the sokduree
allocation management approach where the datacentre physical resources are
abstracted into several logical entities called fMs[53]. Each VM is allocated its
resources of CPU, memory, network bandwidth and storage to run a logically isolated
application from other VMsUsing VMs, multiple applications can be consolidated
into a fewer number of sengeby allowingmultiple heterogeneous virtual entities,
each serving a different client, to coexist on a shared physical resource (servers)
owned and operated by an infrastructure/service provider. Each physical server can
host up to hundreds of VMs and each \dsted pplication allows multiple tenants
or users to share a single application as it runs on a dedicated envirfB#hertese
virtual entities are created and tore d
needs allowing for scalable growth and e#fid@ use of resources through
consolidating virtual entities in fewer physical resou{éé&$, [16]. Fig. 25 illustrates

the VM consolidation technique.
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Figure2-5: VMs consolidation.

Consider an example, where a CP wants to run an application on a cloud
archiecture. At time« , the application is unpopular and a single VM is enough
to serve all users. Attima , the application becomes popular, so, a single machine
is no longer enough to serve all users. Thus, an estimation can be made to find how
many W replicas are required to run the application by taking into consideration the
server resources and the number of concurrent users accessing the application at that
time. An elastic cloud and fog architecture should instantly react to the increased load
and serve all application users responsively.

Further dynamism in resource management can be achieved by placing or
relocating VMs within or across distributed datacentres through either replication or
migration. VMs placement is a central operation in dlaand fog computing
infrastructure where the most suitable server is found to host the VM based on
workload balancing, datacentre maintenance, failover recovery or energy efficiency.

In Section 2.5.2, the VBIplacement problem is discussed.
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In a virtualisation environment, VMs are orchestrated by the VM monitor (VMM)
or a hypervisor. The hypervisor is the virtualisation software in a system that aims to
create and run one or multiple VMs (guest machine) over physical hardware (host
machine)which is typically a server. The hypervisor has the authorisation to control

all the VM6s operating system and its hc

2.5.1VMs Categories

Based on computation and network bandwidth requirement, cloud applications ca
be classified into three categorigs6], [57]; 1) CPUintensive applicationsonly
require computation resources and produce a low data rate over the communication
network. e.g. higiperformance computing applications, 2) damt@nsive
applications; require fewer computation resources and produce high traffic between
the communiating nodes. e.g. video applications. 3) balanced applicatimik;
computation and communication network resources are required. e.g. GISs

applications.

From a CPU perspective, studies in the literature have shown that the workload of
VM versus the numbeof users served by VM mostfpllows one of two profiles;
constantor linear profiles as seen in Fig-& In [58], the authors presented a CPU
performance benchmark study for web application VMs serving a varying number of
users with constant CPWorkload as illustrated in Fig.-@ (a). Also, various
benchmarking studies in the literature have demonstrated linear workload profiles for
database application§59], webbased video conferencing systerf&0] and
multiplayer gameg[61] with different slope coefficients. To maintain the service level
agreement (SLA), each VM needs a minimum workload to run an application
regardless of the number of users served by the VM, resulting in the workload profile
shown in Fig2-6 (b). The minimum worklad required to serve a user in a VM varies
from as low as 1% to 60959] - [61].
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Figure2-6: Relationship between VM workload and the number of users; (a)
constant (b) linear relationship between Wdrkload and number of users.

From network bandwidth perspective, cloud service applications based on user
network bandwidth requirements are classified into three main cateqorigdaps
for light web browsing[62] (emails, Google doc§3] and websites with lower
definition video conteri64]), (i) 10 Mbps for applications processing hidéfinition
video quality [65] and online multiplayer gamef6], and (ii) 25 Mbps for
applications processing ultragh video quality[67].

This interVM traffic is a major contributor to the easest traffic erver to
servertraffic) which isexpected to be responsible for 85% of the global cloud traffic
by 2021 as opposed to nortbuth {raffic between server and clignivhich accounts
for the remaining traffid62]. In a cloud environment, different VMs may need to
communicate to complete their processing jobs as seen in-Fg)[53]. As well, in
case of replication, replicas of a VM need to communicate to eagachronisation

(see Fig. 2Z7(b))[68]. Co-located VMs in the same datacentre, can communicate with
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each other through LAN, kereas, if they are located in géistributed datacentres,

the communication traffic will pass through the core network backg®@je

VM-1
Replical o

VM-1
Replica 3

VM-1
Replica 2

(a) (b)

Figure2-7: lllustrative example of inte¥M traffic, (a) VM-VM cooperation traffic
(b) VM replicas synchronisation.

Inter-VM traffic has been intensively investigated in the literature. The authors
in [70] studied the traffic of communicating VMs hosted by a group of servers. The
trace aalysis shows that int&fM traffic varies significantly between different
VMs pairs. In[71], the authors developed a system thatsures the throughputs
between datintensive VM pairs inside Amazon EC2 and Rackspace clouds. They
found that the throughput varies from as low as 100 Mbps to almost 4.5 Gbps. Also,
they developed an integer linear programming (ILP) model and anthigoro
formulate the problem of intrdatacentre networkware VM placement.

Although virtualisation comes with plentiful advantages, resource sharing when
running multiple virtual entities over a single physical machine may reduce QoS
and cause unstabjgerformance. To reduce the impact of resource sharing and
achieve scalable cloud architecture, some techniques have been discussed in the
literature and are employed by cloud providers. For example, in order to ensure
QoS, cloud providers either implemérsdffic shaping techniques [34], to limit the
traffic bandwidth which is allocated to each VM or enforce a minimum
configuration of each resource [35] (e.g. bandwidth capacity or CPU usage) in order
to preserve SLAs established with the -@isgrs by provithg a satisfying

performance.
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2.5.2VMs Placement

The VMs placement is a vital process where the most suitable server is selected to
host a VM. Selecting an appropriate VM container is critical to improving QoS,
energy efficiency and optimal usage of physieslources. However, VM placement
in cloud computing was demonstrated to be a very complex task. The simultaneous
requests arrival patterns of the VM are usually unpredictable. Also, the datacentre size
is typically enormous and for a certain load, optingsithe VMs placement is
considered to be mondeterministic polynomiaNP)-hard problem. For example, if
o is the number o¥YMs and vis the number of servers, then the number of possible
VM placement in different servers is ¥In case of replicatinyMs into multiple

datacentresd(), exhaustive search of datacentre distributed locations require the
evaluation of BJ J—AA placement combinations in order to find the optimal
number and locations of VM copies needed.

The VM placement schemes atassified as static and dynamic schemes. In the
static scheme, the placement of the VM is fixed and is not adjusted for a long period
of time whereas in the dynamic scheme, the VM placement can change periodically
based on change in the status i.e. setwad, change in the network or cloud
components. Dynamic schemes can be categorised into reactive and proactive VM
placement. In the reactive scheme, the placement of the VM is only changed if the
system reaches undesired conditions, so, the placemem @fiNonly be changed
for example in case of emergency or when applying maintenance routines, restoring
QoS or to reduce power consumption. On the other hand, in the proactive scheme,
VM placement is changed before the system reaches undesired copitid®],

[53], [72]i [74].

In the literature, several papers discussed the plisicement considering various
factors. To reduce the server load, improve the QoS and meet the SLAs, the VMs can
be migrated or replicated to another server/servers within thedstawentr¢6], [7]
or in geographically distributed datacentfég]. Virtualised cloud architectures are
also able to provide efficient disaster resilience in case of physical machine failure by
migrating VMs into different host machin§s7] or by replicating VMs cont# to
distributed datacentres. From an energy efficiency perspective -utitkad servers
can significantly increase the energy consumption, and consequently increase the

carbon emissions and operating costs of cloud datacentres. VMs consolidation by bi
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packing them into a fewer number of servers can significantly improve the energy

efficiency. In general, VM placement algorithms should consider the following:

1 Cloud and fog computing resources (servers, datacentre netyitks)p2],
[84]i [86], [55], [72], [78] [83] .

1 VM-users traffic and VWM traffic [11], [14], [92]i [97], [55], [57], [71],
[87]i [91].

1 Communication network layers (core, metro and access net{@drid], [98]i
[101], [11], [14], [39], [46], [49], [55], [94], [97]
QoS and SLA§42], [79], [102] [106].
Cloud and fog computing resources (servers, datacentre netysks)52],
[55], [68].
VM -users traffic and VWM traffic [11], [14], [55], [57], [67]
Communication network layers (core, metro and access net{@drf], [11],
[14], [41], [44], [47], [55]

1 QoS and SLA$37], [78].

2.6 Energy Efficient VMs Placement

The powerconsumption of a server involves two parts; the idle and active power
consumptios. The idle power consumption of a server is consumed when it is
switched on but not processing any workload whereas the active power consumption
is the additional power conswed when the server is running a certain workload. The
total power consumption of the server is equal to the sum of idle and active power
consumptions. In this thesiss &he difference between idle power consumption and
full load power consumption is vegmall in a servef107], we consider an oaff
power profile for servers, i.e. if a server is activated, it will operate at maximum power

consumption.

The power consumption of VM is based on the hosting sérfierauthors ifil08]
found that the CPU utilisation and power consumption of a server are highly
correlated. Another work i{80] studied the relationship between the power

consumption of a server and the CPU utilisation and found that the power
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consumption and the CPU utilisation are related linearly. Thus, the work introduced
in this thesis follows the same approach and takes in consideration the CPU utilisation

only in modelling the power consumption of VMs placement.

The problem of energgfficient VMs placement has been investigated thoroughly
in the literature considering d@&rent parameters and pursuing various objectives by
using several optimisation methotis[6], the authors compared the energy efficiency
of three schemes that place VMs over distributed datacentres in the core network;
migration, replication and slicing. In migration, only one copy of each VM is allowed
in the network. In replication, more than one copy of each VM can be created and
located at different locations. In slicing, a single VM can be sliced to smaller copies
to servea smaller number of users over multiple clouds. The slicing scheme was found
to be the most energafficient scheme with savings up to 25% of the total power
consumption. However, the size of the slice in the work proposégl iwas not
proportional to the number of users served. The auth@@®@proposed a datacentre
network topologyaware VM migration algorithm aiming at migrating groups of VMs
to allow the switching off of physical servers and network resourcg408], the
authors designed algorithms to study the impact of datacentre architectures,
constraints of servers drapplication dependencies on eneagyare VM placement.
From an intefVM communication perspective, the author§li@9]i [113] studied the
energyefficient placement of VMs inside a datacentre taking into consideration intra
VM traffic.

The majority of studies of VBKIplacement in the fog have been limited to
evaluating the reduction of overall network overhf#g], optimising the placement
of physical resources in the edge netw/@3 and the scheduling of VMs to share the

limited fog resources to minimis&LA violations[43].

Despite the diverse factors affecting the power consumption afdébg
architecturs, the majority of VM placement research in the literature is limited to
considering few parameters. Tablel Zummarises the parameténsit have been
considered in the literature when studying energy efficient VM placement decisions.
The table classifies the factors into clefiod computing layers, cloud/fog datacentres
networks, the three network architecture layers, users traffic;\ietraffic, CPU
requirement and PUE value. It also identifies the type of model/algorithm used to

solve the problem.
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The problem of providing energgfficient VMs placement over entb-end cloud
fog architecture considering the abawentioned architecture has not received any
attention. Thus, the objective of this thesis is to develop a novel frarkévat covers

all these parameters in optimising the energy efficiency o$ yléicement.

Table2-1: Classification of Energy Efficient VMs placement research in the
literature
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Dong and Herbert Heuristic
o
[105]
Fang et al[110] Heuristic
Li et al.[83] Heuristic
& and
Simulation
Arroba et al[116] Heuristic
H and
Optimisation
Katsaros et a[102] Heuristic
o and
Simulation
Farahnakian et aJ13] Heuristic
o and
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Beloglazov and Buyya| Heuristic
o
[117]
Horri et al.[79] Heuristic
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o and
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Shen et al[85] " Heuristic
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2.7 Net neutrality in ICT

Network (net)neutrality regulations prohibit ISPs from applying different treatment
to IP packets based on their content e.g. prioritising, blocking or throttling certain
Internet content or allowing quality differentiation. Netutrality, which was
scrapped by the US Federal Communications Commission (FCC) in December 2017,
has been the subject of remarkable debate in recentig®asnd CPwith each side
trying to exploit their assets and expand their profit and influence.d€bate is
fuelled by the rapidly escalating demand for CPs services as a result of the
interconnection between Internet and broadcasting markets. Cisco fofg2aktisat
by 2021, annual globdhternet traffic will hit 2.2 Zettabytes per month and CPs
datacentres will be the source of 71% of this traffic. Online video services are the
primary cause of this accelerated growth in Internet traffic. Video streaming is poised
to consume 78% of the tad CPs bandwidth with 75% of Internet video traffic
originating from higher video services qualftyD and UHD.

Proponents of preferential treatment of Internet traffic complain that the increasing
demand for datintensive content creates a significhntden on the communication
network. They argue that removing net neutrality will give ISPs further control of
their infrastructure, which is crucial in order to impra@eS and reduce security
threats. Another argument is that a significant fraction @& ghofit of this
tremendously growing market is seized by CPs whereas ISPs act as a transit or
transport medium into CPs customers. In the US, the quarterly profit margin of AT&T
(an ISP) has been almost stable over the last six years whereas Netflix{eofdP
margin has risen up in rapid pace from 0.7% to 9.8% within the same pERid
[122]. In contrast, advocates warn that removing net neutrality will slow down the
innovation in the Internet and its content and will limit the content competition by

disadvantaging small businesses, and subsequently, diminish serunees.

Deploying traffic discrimination in video delivery services has many challenges,
e.g. detecting video packets and enforcing a policy on a certain video quality. Traffic
discrimination in IP communication networks has been surveyed intensively in the

literature. Several traffic management practices have been survey2a3 The
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authors highlighted that traffic discriminatiolaxonomy has four features: (i)
characteristics or condition of the traffic (e.g. based on content, protocol or
source/destination); (ii) traffic classification (e.g. based on flow rate, header
information or routing); (iii) mechanism of discriminationgemodify, delay, drop

or block); and (iv) perceived discrimination by emsers. Video traffic can be
analysed using two mechanism; deep packet inspection [D), [125] or traffic
profiling [126], [127]. DPI examines the data packets that is sent over the network and
traffic profiling detects abnormal network traffic by comparing new traffic against
previous traffic profile. For example, an alarm can be triggered if the data rate
transmitted ovethe network (measured in bps) spikes above the desired data rate,
which could indicate an increase in data rate. QoS for video services delivery can be
applied either by reserving network bandwidth for video packets (e.g. using IntServ)
or labelling video content as high priority e.g. by applying Differentiated Services
(e.g. using DiffServ)128].

The Internet ecosystem is complex with many stakeholders. As illusirateg.
2.8, the main stakeholders in the Internet ecosystem are; ISPs, CPs, content delivery
networks (CDNs) and endksers. Users pay ISPs a subscription fee to get Internet
access and subscribe to CPs (if required) to access their content. CPs subscrib
CDN to access storage and processing capacity and to deliver their content to
customers. CDNs are responsible for sending CPs content at large scale over ISPs
network infrastructure, e.g. the CP Netflix collaborates with the CDN Amazon Web
Servicegf AWS) to reach their customes29]. ISPs play as the key intermediary in
the delivery process as they provide the required connectivity between users and
content. Most ISPs such as AT&T30] and ComcastL31] are now providing CDN
services imdditional to networking services. To simplify our analysis, we consider a

direct relationship between ISP and CPs.
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Figure 2-8: Main stakeholders in Internet ecosystem. Arrows represent cuspoovider
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relationship.

Due to net neutrality regulations, current pricing policy of ISP networking services
applies a fixed charge which is not linked with bit rate usage. For example, in the US,
AT&T uses a fixed pricing model by charging CPs $3,282 per 10 @épsonth
[132] regardless of the content type transferred to users (either UHD video content or

a simple text message).

Many papers in the literature discussed and analysed various aspects of net
neutrality. From a legalisatiomd regulation perspective, net neutrality in the Internet
ecosystem has been surveyed by the authgt88} and[134]. They emphasised that
cloud computing has initiated the net neutrality battle betweend&PEPs. 11135]
the authors analysed the Internet video streaming contest, taking into account all of
| SPs and CPs assets (e.g. Cc o ntheynstatedr i g h't
that video distribution makes the dilemmas of net neutrality solid and perceptible.
Their analysis demonstrates that net neutrality correlates highly with video service
delivery at different points including competition between CPs and ISP pgetition
between standlone CP and CP owned by ISPs in providing video delivery services,

growth of video traffic éetc.

A number ofpapers in the literature focuses on providing mathematical models to
investigate the influence of the repeal of net neutrality on the communication
networks. Paid service differentiation where CPs voluntarily pay a monopoly ISP for
prioritising their trafic under shared network infrastructure was investigated by the
authors in136]. The differentiation occurs where ISPs offerveme classes for CPs
to choose from where traffic of a higheriority class will be processed before those
of a lowerpriority. They studied the optimal pricing based on either maximising the
CPsdé choices of service c| asegeently,they mi ni
highlighted that ISPs optimal pricing strategy can result in an efficient differentiation

among CPs maximising social welfare. Also, they found that applying paid
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prioritisation can lead to money flows (profit) from CPs to ISPs. The eihfi28]
model |l ed the competition of video servi
integrated CP and stafadone CP. They studied the impact of applying difie@oS
(marking video traffic as high priority) pricing strategies either by selling QoS to CPs,
selling QoS to users, or choosing to not provide QoS at all. They investigated the
impact of QoS pricing on the video service prices and CPs profit. The iarsdipsved

that ISPs can sell QoS to CPs at a higher price than when QoS is sold to users, and the
CPs are able to make more profit when QoS is directly sold to users than the case
when QoS is sold to CPs. Also, they found that ISP is more likely to use QoS
exclusively for its own video services when it provides a similar content of CPs. The
work in [137] considered the impact of maximising profit of CDN providers
considering users who access CPs content from either cloud or fog server. In the case
of competitive CPs, the CDN always places the content of the gro@R in fog
servers, even when a less popular CP pays more, as the CDN tries to reduce core

network transit cost.

2.8 Mixed Integer Linear Programming (MILP)

Mathematical representation is the most concise and accurate representation of a
problem and can helmderstand and solve the problem in hamgear Programming
(LP) is a mathematical optimisation technique where a maximum or a minimum of a
linear function is to be found subject to a set of linear constraints and boAind.

model consists of the faiing four elements;

1 The objective function, which is maximised or minimised to find the optimum
value of the variables.

1 Parameters, which are values that remain unchanged throughout the
optimisation process.

1 Variables, which are values that vary arbéddentified within upper or lower
constraints. An important subclass of variables are binary variables, where a
variable can take a value of either O or 1 to model a specific decision.

9 Constraints are a set of mathematical inequality equations, whiicte diee

solution feasibility region.



56

The variables of LP model are normally continuous, making the problem solvable
in polynomial time. However, if they are constrained to integer values, the problem
turns into an NP hard problem where the optimal satutannot be found in

polynomial time.

In MILP, the variables are a mix of integer and fateger values. The use of
MILP was shown to be efficient in optimisation problems in numerous applications
[138] including; economi@ndtransportationThe use MILP optimizatiomas been
used also used intensively in the literature to solve network desagteprsuch as
maximizing the profit achieved by infrastructure providé@9] and minimizing the

power consumption of dekering clouds servicg$].

To illustrate the MILP principle, the following standard form is presented;
Objective function;

Maximise or Minimisef] e« e E e,

Constraints;

Mm -
(.

D, j¢ JJ_FI

.+
and nornegativity constraints:

I« Ie B«

To solve any MILP problem, the mathematical model is represented in computer
systems in several ways. A Mathematical Programming Language (ANRQ)is
one of the most popular ways to make a connection between the MILP model and its
data file by providing a higkevel language for describing optiratgon programmes.
The AMPL formulation is solved by MILP solvers, for example CPLE38], and
Ipsolve[141]. The solver most widely usealhhdthe one used in this thesis, is the IBM
ILOG CPLEX optimisation software. CPLEX provides a hjggrformance, robust,

reliable, and flexible mathematical solver to findagtimal solution to the problem.
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In MILP, the optimal solution uses an MRrd discrete optimisation. MILP
optimisation problems are typically naovex. Nonconvex problems may have
several feasible regions, and within each region, various local ogioids can be
found. Therefore, a systematic approach is used to find a solution. The most common
approach used to find the optimum solution is the braamtFbound (B&B) approach.

As shown in Fig. 2, this approach divides the problem into a rooted dfe®des
(stages). Every node has its branches of variables. The complexity of the problem
equals 2, where= is the number of variables in the problem. B&B solves the problem
by eliminating the nonworthy nodes within its branches if proven that they moit

provide a feasible optimal solution.

0
L R o

O OO0 O O

OO0 0000

Figure2-9: Thebranch and bound (B&B) approach.

The branckhandcut (B&C) approach is also used to solve MILP problems. It works
by removing thenonfeasible branches, according to the information given by MILP.
It provides a fast solution but with a less reliable result. A genetic approach is also
used sometimes to find a solution by performing sequence iterations on randomly
created solutions. Epotential solutions are continuously optimised over generations
by performing a fitness test where only one solution can suft42]. However,
although thes approaches provide near optimal solutions, there is no guarantee that

the solution is optimal.

2.9 Summary

In this article, we have providedreviewof energy efficientloud-fog architecture

especially for. It provided an overview of communication netk® focusing on IP
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over WDM networks, metro Ethernet networks and PON networks. These are the
essential elements that represent the wired network of interest in this thesis. Attention
was then given to cloud computing and its recent introduction as gmahéement

of communication networks. The recent migration of processing and storage services
from the cloud to the fog was outlined. A key enabling technology for the efficient
utilisation of cloud resources is virtualisation and the creation of vinzahines.
These concepts were reviewed including VM categories, VM placement and energy
efficient VM placement. Net neutrality was then introduced as it impacts what
network operators and service providers can do and can impact the placement of VMs.
Finaly, mixed integer linear programming (MILP), the main optimisation tool used

in this thesis was introduced and discussed.
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Chapter 3Energy Efficient Virtual
Machines Placement over Distributed
Clouds

3.1 Introduction

In this chaptera framework for optimising the placement of VMs over distributed
clouds to minimise the networking and computing resources power consumption is
introduced. A MILP model is developed for tipgrpose The MILP model is used to
analyse the impact of diffent factors including VM popularity, the traffic between
the VM and its users, the VM workload, the workload versus number of users profile,
the impact of core network topology on VM placement and the power usage

effectiveness (PUE).

The results show th&igh traffic of highly popular VMs and VMs with high user
data rates make network power consumption more important and consequently
determine the placement. The results also indicate the tendency to distribute VMs with
linear workload profile compared ¥Ms with constant workload. Furthermore, the
results show that at high PUE, processing power consumption becomes more
dominant, which makes it play a bigger role in ¥pacement.

Based on the MILP model, a heuristic is developed to mimic the MILP model in

reaktime environment.

3.2MILP model

In this section, a MILP model is developed to optimise the placement of VMs over
distributed clouds in IP over WDM core networks so the total power consumption of
providing the VMs is minimisedThe architecture in Fig3-1 is considered. Unlike
[6] where certain placement schemes (migration, replication and slicing) are used to

place all types of VMs, in this work, the MILP model is developed to decide the



60

optimum placement scheme over theriisited cloud architecture based on the VM
popularity, the VM workload and users data rate. The model aims to achieve-a trade
off between network power saved by replicating VMs in multiple clouds and the
power consumed by these replicas. The creationvdfl aeplica will result in power
savings if the network power consumption exceeds the VM replication power

consumption.

A typical cloud datacentre, as illustrated in Fig. 3.1, consists of servers arranged in
multiple racks and a LAN network, made of rastand switches, to connect racks to

each other (inter rack communication) and to users outside the datacentre.

Before introducing the MILP model, the sets, parameters and variables related to
different network layers (core, metro and access)dwouls resources are defined.
Note that, the metro and the access networks are not part of the optimisation problem,
namely they do not host candidate VM sites. They are considered in the calculation
of the power consumption in this model to compare #alte to the cloudog model

in Chapter 5.

The sets, parameters and variables representing cloud computing resources are
defined in Table &, Table 32 and Table 3:

Table3-1: List of sets used in the MILFodel
Set Description

Al Set of IP over WDM network nodeSet of nodes represemsdes
distributed across different geographic regiamsthe selectedccore
network topology.

74 | Setof VMs.

Table3-2: List of cloud parameters used in the MILP model
Parameter ' Description

{7F!  Cloud switch bit rate.
{Ft | Cloud switch power consumption.
.|| fl Cloud switch redundancy.
4 rl Cloud router port bit rate.
4 rl Cloud router port power consumption.
it Power consumption of a server.
.|| O+ | Maximum workload of a server.
L

I Cloud power usage effectiveness.
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Figure3-1: Network layers supported lmyouds.
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Table3-3: List of cloud variables used in the MILP model

Variable | Description
Fy Fy  ifacloud is hosted in node otherwisefy
#ohy #ohy if the cloud hosted in nodehosts a copy dfM o, otherwise
Hfy 8

Number of router aggregation ports in the cloud hosted in mode

17
‘” Tv
17

The VMs to be hosted in the cloud and the traffic resulting from them are defined

Number of switches in the cloud hosted in naxe

Number of processing servers in the cloud hosted in ode

by the parameters and variables in TableghdTable 3-5:

Table3-4: List of VM parameters used in the MILP model
Parameter

Description

.

Indices of source and destination nodes of a trdféev in the
distributed cloud architecture.

Number of VMs.

T
1 Number of VMo users.
> User download rate of VM8
4 Large enough number.
° Maximum number of users served by a single kédlica
TFo Maximum workload of VMo (workload can be specified in GHz
as a ratio of the CPU capacity)
= Workload baseline of VM (the minimum CPU utilisation needed in
absence of loadYo maintain the service level agreement (SLA), e
VM needs aninimum workload to run an application regardless of
number of users served by the VM
J||O Traffic resulting from VM replica> serving the maximum number «
users.
1o om
— 1 Workload per traffic unit,
o o
_ 1 o
T o J|
Jlo
evaluated for VM replica.
Table3-5: List of VM variables used in the MILP model
Variable | Description
= oﬁj Workload ofVM replicao hosted in cloudn node v

— F

=|_l

v
o
4.

Total workload of cloud hosted in node

Traffic flow from VM replicao hosted in cloud of nod&to users in
node™,

Traffic from cloud nodevto users in nod®
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The clouds power consumption is composed of:

1 The power consumption of cloud servers:

A 8

wdl

Note thatas the difference between the server idle power and full load is very small
(as shown in Fig3-2) , weconsider an owff power profile for servers, i.e. if a server
is activated, it operates at maximum power consumpdigridle powerconsumption
of S814-828641A IBM server is 300 \&ttand power consumption at the full server
utilization is 333W[47] Moreover the parametefkrepresents thBUE of the cloud
datacentrePUE is a metric used to determine the energy efficiency of a cloud/fog
datacentreby dividing the total amount of energy consumed of cloud/fog catte
facility (including lighting and cooling) by the energy consumed by cloud/fog
computing and networking equipment. For examible averag@ower efficiencyor
PUE for Google data cées is 1.11143].

max. power
consumption

Power Consumption

idle power
consumption

0% 100%
CPU Utlilisation

Figure3-2: Power Consumption of a server versus CHIlgation.
1 The power consumption of cloud routers and switches:

oA et A :

wdl
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Note that, as the difference between the server idle power and full load is very

small[107], we consider an eaff power profile for servers, i.e. if a server is

activated, it will operate at maximum power consumption.

The parameters defined in Tablé 3epresent access networks:

Table3-6: List of access network input parameters used in the MILP model

Parameter

Description

I

‘.
F dn

T ohul®

F i
4
[T o fal®

1]
Fd Zm

Ed %P

Set of PON networks.

Average broadband data rate in P@N

ratio of traffic due to VMo to the total PON traffic.
Capacity of OLT serving POMconnected tmode™,

Number of users in PObconnected to core no@requesting/M
0.

F 4

Tohl® 4,
if typical national/regional values ef_, 4 , and F< Jju are used,
then=,m determines the number of users and their VM populari

Number of OLTs in PON netwokaconnected to nod®.

OLT power consumption.
Traffic flow from VM o to usersn PON networkesConnected to cor:
node® given as:

Tokd®  Tokd® P
Number of ONUs in PON netwouaconnected to nod.
Powerconsumption of an ONU.

Network power usage effectivene$3JE). PUE is a metric used t
determine the energy efficiency of a network by dividing the t
amount of energy consumedradtworkfacility (including lighting and
cooling) by the energy consed by networking equipment.

The PON networks power consumption is composed of:

1 Total power consumption of OLTs:

: F 4 8

s

1 Total power consumption of ONUSs:
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. I R 8

= s

The parameters and variables defined in TableahdTable 3-8 represent the

metro network.

Table3-7: List of metro networkparametersised in the MILP model
Parameters | Description

. 4 Metro router bit rate.

4k Metro router power consumption.
. 44 Metro router redundancy.

1" Metro Ethernet switch bit rag

It Metro Ethernet poweconsumption.

Table3-8: List of metro network variablessed in the MILP model
Parameters | Description

=| f Number of router ports in metro network connected to mode

.|| 1_; Number ofEthernet switches in metro network connected to rmoc

The metro network power consumption is composed of:

1 Total power consumption of metro router ports:
4 il il
AL 8
wd
i Total power consumption of metkihernet switches:

4 8

- Aw

=l
=

The parameters and variables defined in Tabl@sBd 310 represents the IP

over WDM core network:

Wherenumber of metro routers ports and ethernet switches in metro network:

4 1] BON-H-J-IBvlﬁ ”-OE*F
v =| Al "

| own dl 8
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-“ 1 BON."_JJBqu "_OFIF
A
Jown d 8

Equationq3.7) and (38) calculate the number of routers ports and switches,

respectively, in each metro network.

Table3-9: List of IP over WDM parameters used in the MILP model
Variable | Description
O =|= - ® | |ndices of the end nodes of a physical link.
‘&« B ndices of the end nodes of a virtual link.
4 0o Set of neighbouring nodes of nade

4k Core router port power consumption.

o Transponder power consumption.

m' EDFA power consumption.
] 'Trv“ Optical switch power consumption in noste
. Regenerator power consumption.

Number of wavelengths per fibre.
o Wavelength data rate.

1 Maximum span distance between two EDFAs in kilometres.
mo Distance in kilometres between node pairty .
—Oh Number of EDFAs between node pdirhr 8= = % where
{ is the reach of the EDFA.
Toh Number of regenerators between node pair 8Typically TohR=
”j—r‘ hwhered is the reach of the regenerator.

Table3-10: List of IP over WDM variables used in the MILP model
Variable | Description

Number of wavelengths in virtual lin

Oh Number of wavelengths in physical linki fr .

= F Number of router ports in nodethat aggregate the traffic from/
clouds.

Number of router ports in no®that aggregate the traffic from/i
metro routers.

Number of fibres on physical linkd b .

Amount of traffic flow between node pain® traversing virtual link

Number of wavelengths of virtual link
Oh 8

traversing physical link
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Under the nofbypass approach, the IP over WDM network power consumption is
composed of19]:

1 The power consumption of router ports:

. 4h47F 4 hdar 4k . 8

ovd andlggg O
Equation () calculates the power consumptioh router ports including the
power consumptionf router ports in each core node that aggregate the traffic from/to
the cloudgB y =| I =| v | ,thepower consumptioof router ports in each core node

that aggregate the traffic from/to metro routeEmH ”:{.: ™ and the power
consumption ofntermediataouter portghattransmitthe traffic betweeithe source

and destination nodeB (.1 B.\up g o4 I 5. 8

Where total number of aggregation ports in a core node:

170 — -
v N W
LY
bown dl 8
= 1
da T 471 —T J=I‘,,
wdl
| Hy ] 8

Equation(3.10) calculates the total number of router ports in each core node that
aggregate the traffic from/to the cloudsjuation(3.11) calculates the total number

of router ports in each core node that aggregate the traffic from/to metro routers.

The power consuption of transponders:

[ ] <||-v O 8
ovd «ndogg O

1 The power consumption of EDFAS:
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. ml 0. =. 8
ovd anvdlgng O

1 The power consumption of optical switches:
- 8
v

Equation (3.4) calculates the power consumptionogitical switches located in
each nodev Each node IP routers are connected to optical switches which are
connected by optical fibre link¥he optical layer (including optical switches difale
links) provides the large bandwidth required for commumcabetween IP routers.

1 The power consumption of regenerator:

" T I Toh i Oh 8
ovd andiggg O
The model is defined as follows:

Objective: Minimise the total power consumption given as:

OV 4 e At et qvq

wdl wd

. L4 4 |=4ﬁ- . L FJ%

= | s

R St LA b S
wdl

C4HTT b L

onvd «nvdlggg O

] 4”" O [ .”» =1D.=D.
DNﬁ.NJDDq O DNJ-NJDDQ O
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. I .
1 16 o
v ovd «ndgog O

8

Equation (3.6) gives the total power consumption as the sum of the power
consumption of the clouds, the access network, the metro network and IP over WDM
core networkThis Equation is the sum of equations.I3to (3.11) which described

above.
Subject to:

Serving VMsdemand:

T ol T ofvm
- vd B

| oN_”_J.l 8

Constraint (3.T) ensures that the users demand for aiWMIl nodesare served
by VM placed inthe distributingcloudsconnected to IP over WDM netwotks

Placing VMs in clouds constraint:

. ﬂ_ogﬂ ﬁOEV

LYl
1 vNﬂFpN_n_JJ 8
H—OEF Jﬁ@ﬁ'
Y|
| yNﬂﬁoN_n_JJ 8

Constraints (3.8) and (3.9) relate the binary variable that indicates whether a VM
is hosted in a cloud or not} {f), to the traffic between users of this VM and the cloud
(Bmu [.Lm) by setting #.fy if By fym and# by otherwise.The

constraints replicate VM to cloud vif cloud vis selected to serve requests Vv
o8

Clouds workload:



8 )

Constraint (R0) calculates the workload of a VM replica underconstant
workload profile. Constraint (31) calculates the workload of a VM replica under a
linear workload profile.It gives the workload of a VM as a linear function of the

traffic resulting from serving users of the replicg j Bmu .t plus the

B £ :
workload baselineer:’“‘"'l 1" Constraint (22) calculates the total workload of

a cloud by summing the workload of VMs hosted in it.

Number of servers in clouds:

iy Ty
v

T
Jown 4l 8

Constraint (3) calculates the number of servers in each cloud based on the CPU

utilisation.

Number of router ports and switches in cloud constraints:

4 F BON.H_JJB.uﬂ H-OE*F
v 4 Fl

| own dl 8
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{ 7l

Jown Al 8

‘” '|_er

Constraints (3.8 - (3.25) calculate the number of routers ports and switches in

eachcloud, respectively.

Traffic flow on IP over WDM core network constraint:

. W H_OEF
oN_l.l_J]

I vy 8

Constraint (3.8) calculates the demand between the IP over WDM nodes by

summing thedlemand due to VMs placed in the clouds.

Flow conservation constraint in the IP layer:

| ¥EfNd Dy ® 8

Constraint (3.2) represents the flow conservation for IP layer on the IP over WDM
network. It ensures that the total incoming traffic is equal to the total outgoing traffic

in all nodes; excludinghe source and destination nodes.

Virtual link capacity constraint:

wdl l«ﬂq,.
: d py ® 8

Constraint (3.8) ensures that the traffic transmitttlough a virtual link does not

exceed its maximum capacity.

Flow conservation constraint in the optical layer:
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Constraint (3.9) represents the flow conservation for the optical layer. It ensures
that the total number of incoming wavelengths in a virtual link is equal to the total
numberof outgoing wavelengths in all nodes excluding the source and destination
nodes of the virtual link.

Physical link capacity:

8

Constraints (R0) and (331) represent the physical link capacity limit. Constraint
(3.30) ensures that the number of wavelengths in virtual links traversing a physical
link does not exceed the maximum capacity of fibres in the physical link. Constraint
(3.31) calculates the number of wavelengths in a physical link as the sum of

wavelength chareis in virtual links traversing the physical link.

3.3 Results and Discussions:

In this section, the optimal VMs placement over distributed clouds in IP over
WDMs is investigated considering the AT&T network topology of the US and the BT
network topology of ta UK as use cases.

3.3.1AT&T Network Use Case:

In this section, the optimal VMs placement over AT&T distributed cloud

architecture is investigated. The AT&T core networks topology is illustrated in Fig.
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3-3 [144]. The AT&T core network consists of 25 nodes and 54 bidirectional links
[144]. We consider an architecture whexach core node is connected to two PON
networks through a metro network consisting of a single ethernet switch and two
metro routers (illustrated in Fig 3.1). The PON access network is considered to
connect 512 different locations. The total capacitgaafh OLT is 1280 Gb445].

We start by considering optimising a single VM as the simplest representative

problem. Then we consideptimisation in a realistic scenario with multiple VMs.

3.3.1.1Simple Representative Scenario:

We investigate how the energy efficient placement of a single VM over-&bgud
architecture varies based on three factors; the CPU requirements, download traffic and

PUE values.

Figure3-3: AT&T core network topology.

The impact of the VM workload profile on the VM placement is examined by
considering constant and linear workload profiles. For the linear workloadepefi
simple linear profile with no baseline is considered. The workload of VM of a constant
workload profile and the workload of serving the maximum number of users of VM
of a linear workload are considered to take one of three workloads: 10%, 50% and
100% of the server CPU capacity. The users are considered to access VM with one of
following download rates; 0.1 Mbps, 1 Mbps, 10 Mbps, 20 Mbps, 50 Mbps, 100 Mbps
or 200 Mbps. Each VM is considered to have 800 users. The PUE is a metric used to
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determine thetotal energy consumption required by clouds, fogs or networks

(including IT cooling, lighting, etc.) in relation to IT infrastructure components. Based

on a recent studyl46], PUE of cloud datacentres are 1.3 and 1.7 for best practice and
2014 values, respectively.

The MILP model is solved using the CPLEX solver, as discussed in Section 2.8,
over the University of Leeds higterformance computer (Polaris) using 16 nodes
(256 cores) with 16 GByte of RAM per core. Each node comprises two eight cores of
the Intel 2.6 GHz Sandgridge E52670 processofd47].

Table 311 to Table 314 show the IP over WDM core network, metro network,

access network and cloud input parameters.
Table3-11: IP Over WDM core network input parameters used in the model
40 Gbps router port power consumptidnk) 638W[148]
40 Gbps transponder power consumptieh J 129W[149]

40 Gbps rgenerator power consumptiop ¢ ) 114W, reach 2000 kif150]

EDFA power consumptiong( ) 11W[151]
Optical switch power consumptimﬂ &F ”) 85W[152]
Number of wavelengths in a fibre () 32[20]

Bit rate of each wavelength ( I ) 40 Gbpgq20]
Span distance between two EDFAH3 ( 80 km[151]
Network power usage effectivenesg ( 1.5[6]

Table3-12: Metro network input parameters used in the model
Metro aggregation router redundandy (1) 2
Metro aggregation router port bit rat{aJ( I ) 40 Gbps
Metro aggregatiomouter port poweconsumption 30W[153]
q"h
Metro ethernet switch bit ratd| = | ) 600 Gbps[154]

Metro ethernet switch powerconsumption 470W[154]

d+h
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Table3-13: Accessnetwork input parameters used in the model

Number of PON networks in a nodHa)( 2
Maximum number of single VM users)( 800 concurrent users
Number of ONUdevices in a PON networ 512
]
(k4 Zm)

Power consumption of ONU devicé @l )  5W[155]
Number of OLTs in a PON network-@ i) 1
OLT Capacity ¢4 4 ) 1280 Gbpg145]

Table3-14: Clouds input parameters used in the model

Number of VMs {r) 1

User download ratex)) {0.1, 1, 10, 20, 50, 100 c
200 Mbps}

Maximum workload of VM(5r ) 10%, 50% and 100%

Server poweconsumption-ﬂ ”) 333W[156]

Maximum server workload]|(” Te7 100%

Cloud switch bit rateq| ¢ F | 600 Gbpg154]

Cloud switch power consuniph (|| 7 F I 470W[154]

Cloud switch redundancyl| 577 ) 2

Cloud router port bit rate]( F Il 40 Gbps

Cloud router port power consumptiof ¢ Iy 30 WJ153]

Cloud power usage eﬁectivene#; ( 1.3 or 1.7146]

Fig. 34 (a), (b) and (c) represent the optimal placement of the VM in distributed
clouds under 10%, 50% and 100%WCRequirements, respectively, considering the
best practice PUE value. In each figure, thaxis represents the VM workload
profile, the yaxis represents the data rates which range from 0.1 Mbps to 200 Mbps
These download rates represents curf@rit Mbps, 1 Mbps10 Mbps and 20 Mbps)
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and futuristic (50 Mbps, 100 Mbps and 200 Mbpskenariosof VM-hosted
applications.The z-axis represents the number of cloud locations in the distributed
cloud architectureThe placement of VM of linear worklogmtofile is not affected by

the VM workload as serving users will consume the same power whether centralised
in a single VM or distributed among multiple replicas of smaller worldo&dr data
ratesO 10 Mbps, VMs are fully replicated considering differemorkloads. For
constant workload profile, replicas are less energy efficient, therefore, the number of
replicas decreases as the VM workload increases. While 10% workload VM under
200 Mbps is fully replicated, the number of replicas is limited to 6 amud&r 50%

and 100% workloads, respectively. The results also show that higher data rates justify
the creation of more VM replicas. For example, under the linear workload profile, 1
replica, 4 replicas and 25 replicas are created under 0.1 Mbps, 1 Mbp4@uivbps

users data rates, respectively.

Placing the VM in a cloud architecture with higher PUE (2014 PUE), as inFig. 3
5, increases the replicas power consumption and therefore limits their ndrhisas
clear for the constant workload profile, M of 10% workload and 20 Mbps data
rate is fully replicated considering clouds of best practice PUE, but is limited to 2
replicas with 2014 PUE. Under the linear workload profile, the impact of increasing
PUE value is very limited. The only decrease umber of VM replicas can be
observed at 1 Mbps users data rate (3 replicas instead of 4).
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Figure3-4: Optimal VM placement (a) constant profile at 10% of CPU and linear
profile with peak utilisation of 10%, (b) 50% case, (c) 100% case at different data

rates considering best practice PUE vaﬂhﬂ(B).
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Figure3-5: Optimal VM placement (a) constant profile at 10% of CPU and linear
profile with peak utilisation of 10%, (b) 50% case, (c) 100% case at different data

rates considering014 PUE valugg=1.7).

3.3.1.2Realistic Scenario

In this scenario, analysis based on stalinumber of users and VM popularity is
studied. According to Cisco Visual Network Index (VINIH7], in 2016, the average
broadbandlata raten US is 36 Mbps. Therefore, each OLT is assumed to be able to
serve ~35k connections (or users). Cisco VNI also reports that 76% of all tnterne
traffic had crossed clouds in 2016. SimilarW&b8], an online tool which provides
Internet traffic statisticand analytics, shows that the top 300 applications or websites
have a 50% share of all traffic. Accordingly, 13k users are considered in each PON
(~50% of clouds traffic, i.e. 38% of the total traffic) to access the VMs hosting the top

300 applications owebsites. The popularity of these VMs is considered to follow a

Zipf distribution [159]. To simplify the analysis, VM

groups as follows; 16%, 5%, 2%, 1%, %%nd 0.05% of the total users. The number

of VMs in each popularity group are 1, 3, 5, 16, 65 and 210, respectively.

Each VM is assumed to require 50% of tF

800 users. Based on literatd®] - [61], [160], [161], a VM can serve 800 users with

low error rate.
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VMs of a linear workload are considered to have a workload bas#lit#, 5%
or 40% of the total server CPU capacity based on the CPU requirements for state of
the art applicationd59], [61], [160] (e.g. 1% workload baseline for database
applications, 5% for website applications, and 40% for video games and web
conference applications). The users are considered to access the VMs with one of the
following data ra¢s; 1 Mbps (low), 10 Mbps (medium) or 25 Mbps (high). Such data
rates represent the recommended download speed to access the content of the state of
the art applications, e.g. 1 Mbps for light web browdi] (emails, Google docs
[63] and websites with lower definition video contév]), 10 Mbps for applications
processing higtaefinition video quality{65] and online multiplayer gam¢&6], and

25 Mbps for applications processing uingh video quality67].

The PUE value for the cloud is considered to be 1.5 based on the best practice PUE

value[146]. For network infrastructure, a typical telecom office PUE i 2155

The optimised VMs placement over the distributed clouds, referredptasised
clouds (OClapproach, is compared to tAd&T clouds (AT&T) where the VMs are
placedinnodes 1, 3,5, 6, 8,11, 13, 17, 19, 20, 22, and 25 according to AT&T topology
[144].

The MILP model is solved using the CPLEX solver over the University of Leeds
high-performance computer (Polaris) using 16 nodes (256 cores) with 16 GByte of
RAM per core. Each node comprises two eight cores of the Intel 2.6 GHz Sandy
Bridge E52670 proceswss[147].

The Cisco Carrier Routing Systein(CRS1) [148] is consideredas a core IP
router. CRSL1 provides 160 Gbps routing capacity in 4 ports while consuming 2551W.
Therefore, the power consumption of each 40 Gbpterqort is 638W. In metro
network and cloud aggregation routers, we considered the 1.92 Tbps Cisco NCS 5502
router[153], which is designed for global datacentres and service proiaky area
Network (WWAN) aggregatiometworks with 1450W power consumption (30W per 40
Gbps port). Furthermore, the Cisco Nexus 9318@E¥C[154] switch is considered
as metro, cloud LAN Ethernet switch with upload capacity of 600 Gbps and power
rating at 470W.

In addition to the parameters in Tabld B to Table 314, Table 315 shows the
additional/modified parameters considered for the following results.
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Table3-15: Inputparametersised inthe model

Number of VM users in each PON based 13,000 users in each PON, ¢

VMs popularity groups=.m) VM popularity groups;
16%, 5%, 2%, 1%, 0.5% ar
0.05%.

Number of VMs {r) 300

User download ratex) {1, 10 or 25 Mbps}

Maximum workload of VM5 o) 50%

Cloud power usageffectiveness{h 1.3[146]

a) Linear Workload Profile (1%Vorkload Baseling:

Fig. 3-6 shows the power consumption resulting from placing VMs of 1% workload
baseline under 1, 10 and 25 Mbps usata rates. The savings achieved by®@
approachcompared to théAT&T clouds (where clouds are fixed in the current

locations found in the AT&T network) are 2%, 9% and 16%, respectively.
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Figure 3-6: The power consumption of different VMs placement approaches
considering VMs of 1% workload baseline.

Fig. 37 shows the optimal Viglplacement under the OC approach. Note that the
different colours indicate the creationafeplica of the VM in the cloud, i.e. not the
number of replicas. The efficiency of VMs has allowed the creation of multiple
replicas as the workload is proportional to the number of users served by the VM with

a limited workload baseline. The efficienbrkload profile of the VMs has justified
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the replication of VMs of popularity of greater than 0.5% into 10 clouds for 1 Mbps
data rates and into 25 clouds (full replication) for 10 Mbps data rates. VMs of 0.05%
popularity are only replicated into 2 cloud#ie high traffic of VMs of 25 Mbps data
rate allows full replication for the different popularity groups across all clouds.
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Figure3-7: Optimal placement of different VMs popularity groups of 1% workload
baseline under the OC approach with (a) 1 Mbps data rate per user, (b) 10 Mbps data
rate per user and (c) 25 Mbps data rate per user.
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Fig. 3-8 (a), (b) and (c) show the number of servexguired to host VMs replicas
considering the OC approach. The number of servers is a function of the number of

VMs replicas hosted and their workload.
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Figure3-8: Number of servers i®C approach required to host VMs of 1% workload
baseline with (a) 1 Mbps data rate per user (b) 10 Mbps data rate per user (c) 25 Mbps
data rate per user.
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b) Linear WorkloadProfile (5% Workload Baseling:

Fig. 39 shows that the power consumption resulfiogn the optimum placement

of VMs of a linear workload profile with 5% workload baseline. It can be observed
that increasing the workload baseline to 5% reduces the efficiency of creating more
VMs replicas. The total savings achieved under the OC apprmmpared to the
AT&T cloud are 14%, 10% and 15% under the low, medium and high data rates,
respectively.
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Figure 3-9: The power consumption of different VMs placement approaches
considering VMs of 5%vorkload baseline.

Fig. 310(a) and (b) illustrate the placements of the VMs of 5% workload baseline
considering the OC approach, under the low and high data rates, respectively. Under
the low data rate, five cloud locations are created to host VM repiicpopularity

P whereas, VMs of 0.5% popularity are replicated to three locations. The
potential network power consumption savings obtained by replicating VMs to
multiple clouds do not compensate for creating any replica of VMs of 0.05%
popularity. ForVMs of 25 Mbps data rate, the high traffic allows full replication for
different popularity groups across all clouds, except VMs of 0.05% popularity which

are placed optimally in 4 cloud locations.

The number of activated servers in each node under@hepProach shown in Fig.

3-11reflects the number and workload of the VMs hosted in the nodes.
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Figure3-10: Optimal placement of different VMs popularity groups of 5% workload
baseline undethe OC approach with (a) 1 Mbps data rate per user (b) 25 Mbps data
rate per user.
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Figure3-11: Number of servers required to host VMs of 5% workload baseline under
the OC approach wittvith (a) 1 Mbps data rate per user (b) 25 Mbps data rate per
user.

c) Linear Workload profile (40%Vorkload Baseling:

Fig. 312 shows the power consumption achieved by optimally placing VMs of
40% workload baseline. It can be observed that increasing the workload baseline to
40% results in higher power consumption compared to the previous scenarios of 1%
and 5% workload baselis€The total power savings achieved under the OC approach
compared to the AT&T cloud are 51%, 38% &#d6 under the low, medium and

high user data rates, respectively.
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Figure 3-12 The power consumption oflifferent VMs placement approaches
considering VMs of 40% workload baseline.
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Fig. 313(a) and (b) show the placements of the VMs of 40% workload baseline
considering the OC approach under the low and high user data rates, respectively. It
can be observetthat increasing the workload baseline to 40% reduces the efficiency
of creating more VMs replicas compared to 1% and 5% workload baseline scenarios.
Under the low user data rate, VMs of P popularity are centralised in one cloud,
the node of the minimumvarage hop count to all the AT&T network nodes (node
11) given that VM users are uniformly distributed among 25 nodes. VMs d#
popularity are replicated into 2 nodes (node 3 to serve users of the west part of the
network and node 14 to serve users sehst part). For VMs of 25 Mbps, popularity
greater than b justifies full replication, whereas, VMs of 0.5% and 0.05% popularity

are replicated to four and one clouds, respectively.

The number of activated servers in each node under the OC approach shown in Fig.

3-14 reflects the number and workload of the VMstesal in the nodes.
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Figure3-13: Optimal placement of different VMs popularity groups of 40% workload
baseline under the OC approach with (a) 1 Mbps data rate per user (b) 25 Mbps data
rate per uer.
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Figure3-14: Number of servers required to host VMs of 40% workload baseline under
the OC approach witfa) 1 Mbps data rate per user (b) 25 Mbps data rate per user.

3.3.2BT Networks Use Case:

In this section, the impact of the core network topology on thes Jlsicement
ove the BT network topology36] (illustrated in Fig. 315) is studied. The BT core
network topology consists of 20 nodes and 68 bidirectional links. The networks and
cloud architecture are considered to follow the same architecture of the previous
subsection (lustrated in Fig 3.1).

According to Cisco VN[157], in 2017, the average broadbatata raten the UK
was 33.7 Mbps. Consequently, each OLT is assumed to be able to serve ~38k
connections (or users). Cisco VNI also reported that in 2017, 75% of all UK Internet
traffic had crossed clouds. SimilarWeb analytics t¢bis3] reports that the top 300
applications/websites have a share of 66% of all traffic. Accordingly, 18.8k users is
considered in each PON (~66%oclouds traffic, i.e. 49% of the total traffic) to access
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the VMs hosting the top 300 applications/websites. The popularity of these
applications / websites VMs is considered to follow a Zipf distribuid with the

same popularity groups discussed in the previous subsection. The same parameters
of network and cloud components in previous subsection are considered.

TheOptimised Qouds (OCpproach, is copared tahe single cloudéSC) where
all the VMs are placed in node 6 (City of London). Node 6 is selected to host the cloud
in SC approach as major cloud operators base their central cloud in the UK in London
(e.g. Microsoft Azurd45], Amazon AWS[46] and Google Cloug47]). Similar to

the previous section, linear VM workloads with 1%, 5% abibdbaseline are studied.

1 Manchester

2 Leeds

3 Milton Keynes
4 Docklands

5 South Bank

6 City of London
7 London North West
8 Birmingham

9 Glasgow

10 City Valley
11 Newcastle

13 Sheffield

14 Derby

15 Peterborough
16 Guildford

17 Slough

18 Bristol

19 Cardiff

20 Wolverhampton

Figure3-15: BT core network topology.

a) Linear Workload Profile (1% Workload&Beline):

Fig. 316 shows the power consumption resulting from placing VMs of 1%
workload baseline ewidering the OC and SC approaches under 1, 10 and 25 Mbps
users data rates. The power savings achieved by the OC approach compared to the SC
approach are 2%, 26% and 37% under the low, medium and high data rates,
respectively.
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Figure 3-16: The power consumption of different VMs placement approaches
considering VMs of 1% workload baseline.

Fig. 317 showsthe optimal placement of different VMs popularity groups
considering the OC apprdacThe efficient workload profile of VMs has justified the
creation of 7 cloud locations under 1 Mbps user data rate. However, in these locations,
VMs of 0.05% popularity have only justified the creation of replica copies only in a
single node. The mediurnd high traffic of VMs with 10 and 25 Mbps data rates

allow full replication for all VMs popularity groups across all cloud locations.
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Figure3-17: Optimal placement of different VMs popularity groups of 1% workload
baseline under the OC approach with (a) 1 Mbps data rate per user (b) 10 and 25
Mbps data rates per user.

b) Linear Workload profile (5% Workloaddeline):

Fig. 318 shows the power consumption resulting from placing VMs of 5%
workload baseline considering the two placement approaches under 1, 10 and 25
Mbps users data rates. The savings achieved by the OC approach compared to the SC
approach are 5%, 25% and 34% untlee low, medium and high data rates,

respectively.
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Figure3-18: The power consumption of different VMs placement approaches
considering VMs of 5% workload baseline.

Fig. 319 showsthe optimal placemerdf different VM popularity groups of 5%
workload baseline under the OC approadhls of 1 Mbps have justified the creation
of 4 cloud locations under 1 Mbps user data rate. However, in these locations, VMs

of 0.05% popularity have only justified the creatiofa copyin a single node. The
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medium and high traffic of VMs with 10 and 25 Mbps data rate allow full distribution
for different popularity groups across all cloud locations except VMs with 0.05%
popularity, which has been placed in 2 and 5 cloudilmes, respectively.
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Figure3-19: Optimal placement of different VMs popularity groups of 5% workload
baseline under the OC approach with (a) 1 Mbps (b) 10 Mbps and (c) 25 Mbps data

rate per user.
c) Linear Workload profile (40% workload baseline):
Fig. 320 shows the power consumption resulting from placing VMs of 40%

workload baseline considering the two placement approaches under 1, 10 and 25

Mbps users data rates. Increasing the workload baseline to 40% has resulted in
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increasing the total power consungpticompared to 1% and 5% workload baseline
scenarios. The savings achieved by the OC approach compared to the SC approach

are 2%, 16% and 26% under the low, medium and high data rates, respectively.
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Figure3-20: The power consumption of different VMs placement approaches
considering VMs of 40% workload baseline.

Fig. 321 showsthe optimal placement of different VM popularity groups of 40%
workload baseline under the OC approadhis of 1 Mbps have justifetthe creation
of 4 cloud locations under 1 Mbps user data rate. However, in these locations, VMs
of 0.05% popularity have only justified the creation of replica copies in a single node.
The medium and high data rate of VMs with 10 and 25 Mbps data lave fall
distribution for VMs with P and P, respectively, whereas, VMs of less
popularity have been replicated to few locations in distributed clouds over IP over
WDM networks.
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Figure3-21: Optimal placement of different VMs popularity groups of 40% workload
baseline under the OC approach with (a) 1 Mbps (b) 10 Mbps and (c) 25 Mbps data
rate per user.

The VMsplacement in the BT networks discussed above igilgtsithe same trends
observed in the AT&T network. The longer distance between AT&T nodes does not
result in high power consumption as regenerators and EDFAs consume relatively low

power.

3.4EEVM-C Heuristic

The VMs placement over distributed clouds is {NRard. Therefore, the MILP
model cannot be used to obtain solutions in real time. A real time heuristic referred to
as energpefficient VMs placement heuristic for the distributed clouds (EE@)is
developed tanimic the MILP model behaviour. The optimallgtions obtained from
the MILP model can offer a benchmark to evaluate the performance of the heuristics
developed.The reasons for adopting this implementation are to (i) establish a

classification criterion for different VMs based on their different camication and
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processing requirements and (ii) reduce thetiga implementation required to find

the optimal VM placement in a re@ine implementation.

A supervised learning algorithm is adopted in this heuristic. Supervised learning is
a branch of mehine learning where an input is matched with an output based on a
sample of inpubutput pairs. VMs are classified into different types based on user
download rates, VM workloads and VMs popularity. The optimum placement of
different VM types are found ian offline phase. VMs are matched to their type in

real time (online phase) and placed according to the placement obtained in the offline.

The flowchart of the offline phase is shown in FiggZ(@). The offline phase starts
by classifying VMs based dheir popularity, CPU usage and user data rate. The most
energy efficient placement for each possible numbers of replicas, i.e. the most energy
efficient pl acementNreplicasl i$the namberiofmadesin2z r e f
the network), are found through an exhaustive search over all the possible placements
for this number of replicas. These will create a search space, defiffetoand the
optimum placement for different VMs types. Note tthetsearchspace is a function
of the network topology not the VM type. For each VM type, each placement in P is
examined. The traffic between users and VMs resulting from this placement are routed
based on minimum hop routing and the workload of VMsluofear workload profile
is calculated based on the number of users each VM serves. The network power
consumption and the cloud power consumption are calculated and the optimum
placement of a VM type is the placement that results in the minimum total power

consumption.

In the online phase, each VM is matched to a type and placed according to the
placement obtained in the offline phase. Traffic demands resulting from this
placement are routed on the core network using fhalti routing[19] and workload
of clouds where the VM replicas are placed is updated. After placing all VMs, the

total power consumption of the distributed clouds is calculated.
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Figure3-22: Flow chart of (a) offline phase and (b) online phase of EEVM
heuristic algorithm.

Fig. 323 compares the total power consumption resulting from placing VMs using
the EEVM-C heuristic with the MILP model placement considg the AT&T core
network use case. Using 2.5 GHz Intel Core i7 PC with 16 GB Memory, the EEVM

C heuristic took 51 seconds to run the offline phase and 2 seconds to run the online
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phase. The heuristic is evaluated under 1%, 5% and 40% workload baseliek as
as 1 Mbps, 10 Mbps and 25 Mbps user data rates. In comparison, the MILR2ook
daysto run.

Clearly, the power consumption of the MILP and the EEEM are comparable
The gap between the EEVMM and the MILP model is less than 2% of the total power
consumption. This small gap is due to the multi hop-lograss in the EEVMC

heuristic which is |ess efycient than tF
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Figure 3-23: Total power consumption of MILP model compared with EE¢M
heuristic considering VMs linear workload profile with 1%, 5% and 40% CPU
workload baseline and 1, 10 and 25 Mbps users data rates.

3.5Summary

This chapter hasrpsented a framework to find the optimum placement of VMs
over distributed cloud datacentres hosted in IP over WDM networks. The optimisation
is performed using a Mixed Integer Linear Programming (MILP) model considering
AT&T and BT networks as use casesarios. The results showed VMs with linear
workload profile can be optimally replicated to distributed clouds as such VMs can
be sliced efficiently (CPU load is lined&nnction of number of users) to smaller
replicas based on the served number of usersortrast, replicating copies of a VM
of constant linear workload results in high power consumption and therefore limits
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the number of replicas. Also, it can be observed that at low users data rate, the VMs
are optimally placed in one or few clouds, wlaarat high data rates, multiple replicas

of each VM are distributed over the distributed clouds to serve users either locally or

within a single hop to reduce the network power consumption resulting from high user

data rates.

In general, the results shdtat high traffic of highly popular VMs and VMs with
high user data rates make network power consumption more important and
consequently determine the placement. The results also indicate the tendency to
distribute VMs with linear workload profile compardd VMs with constant
workload. Furthermore, the results show that at high PUE, processing power
consumption becomes more dominant, which makes it play a bigger role in VMs

placement.

The total power savings achieved are upX% and 38%, compared to thewer
consumption of the traditional cloud locations in AT&T and BT core network
topologies, respectively. Based on the model insights, an erffigent VM
placement heuristic for the distributed cloud (EENOY1 is developed with

comparable energy effency to the MILP results.
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Chapter 4The Impact of InteVirtual
Machines Traffic on Energy Efficient Virtual
Machines Placement

4.1 Introduction

The interVM traffic is a major contributor to the easest traffic gerver to
servertraffic) which is expected to be responsible for 85% of the global cloud traffic
by 2021 [62]. Designing energy efficient cloud datacentres requires the co
optimisationof both northsouth traffic (usedatacentre traffic) and easest traffic
(inter datacentre trafficf-or example, migrating an application VM, which has an
inter-traffic with a database VM, to another datacentre in order to satisfy the
increasing users demand may increase the burden on the networking infrastructure

connecting datacentres.

This chapter considers the problem of optimising the placement of VMs in geo
distributed claids in IP over WDM core networks, as seen in Fity, o that the total
power consumption is minimised. The investigation takes into consideration the
cooperation traffic between different VMs and synchronisation traffic between
replicas of the same VM iaddition to the download traffic from VMs to users. The

problem is formulised as a MILP model.

For cooperation traffic, in addition to sending traffic to users, each VM has another
VM to cooperate with (e.g. traffic between an application VM and a daalié.
The objective is to optimise the placement of VMs on distributed clouds and to create
an optimum number of replicas that result in minimum power consumption. For
synchronisation traffic, VM replicas can be created to serve distributed users,
however these replicas need to be synchronised to each other to keep the content at
each location up to date (e.g. social media where a user creates a post/webpage and

posts it in the nearest VM replica, then, all other replicas need to be synchronised).

A heurstic is also developewb validate the model results and provide real time

solutions.
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Figure4-1: Gecdistributed clouds over an IP over WDM network with an
illustration of VM-users traffic and inte¥M traffic

4.2MILP Model

In this section, we extend the model developed in the previous chapter. The model
in the previous chapter optimises the placement of VMs so the total power
consumption is minimised considering download traffic between users and VMs
only. In this chapter, the model is extended to study the impact oMiMdraffic
on the energy efficient placement of VMs considering two CPU workload profiles;

constant profile or linear profile.
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In addition to the parameters, variables and conssraitroduced in Chapter 3,
the parameters and variables in Tabledsahd Table € are introduced to model

the interVM traffic.

Table4-1: List of parameters used in the MILP model to model itk traffic
Parameter = Description
o+« M ' Indices of VMs.

F Th Fwn 1, if there is cooperating traffic between VMand VM «,
otherwisef r  O.

i Cooperation traffibetween VMo and VM«
{4 Synchronisation traffic between VMreplicas.

Table4-2: List of variables used in the MILP model to model if@ traffic
Parameter| Description

] Download traffic of cloud hosted in noM&

e s hf VM o located in nodevis a candidate to cooperate w
VM ¢ located in nod® otherwisé .;rmm 8

" ohm " ohm hif cooperation traffic exists from VM located at any nod
to VM « located in nod® otherwisé .,m 8

Fof i Fof i hif cooperation traffic exists from VM located in nodev
to VM « located in nod® otherwise-.;ym 8

ok i Binary variables set to 1 only if one or two of the following

conditions are satisfied; there is a cooperating traffic froma/td
VM «, VM o is located in nodevor VM « is located in nod®
otherwisesn,; ym and» . ym are set to 0.

2 of e

E & Cooperating traffic from VM to VM « located in nodeyand®

« ofy « oy hif VM o replicas are located in nodeand® respectively,
otherwise, .mym 8

AR v .ivm 1, if only one VMo replica is located in either noder node
B otherwisey .rym= 0.

E Jivm Synchronisation traffic between VM replicas located in node
v - B regpectively.

=| _'=1T Number of router ports in no®®that aggregate the traffic to clouds

Under the nofbypass approactil9], the IP over WDM network power
consumption is composed @felow we reintroducesome of theequations fronour
model developed i®ection 3.Zor completenegs
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1 The power consumption of router ports:

o A LR TR

ovd andlggg O
Equation 4.1) calculates the power consumptiorrofiter ports including the
power consumption of router ports in each core node that aggregate the traffic from
the cloudsB y 4 =| I =| vy |, the power consumption of router ports in each core

node that aggregate the traffic from/to metro routB$4(=| I =| m "), the power

consumption of router ports in each core node that aggregate the traf6ads

: , L .
due to intefVM traffic (Bm.u =| I =| m ") and the power consumption of
intermediate router ports that transmit the traffic between the sowtaieatnation

nOdESBDNJJ B.NJDDQ D=| ||>" O= 8

Where total number of aggregation ports in a core node due to cloud download

traffic calculated as:

1 The power consumption of transponders:
[ <"- 7 Os 8
ovd andlgng O
1 The power consumption of EDFAS:
. ml 0. =. 8
ovd «ndlgng O
1 The power consumption of optical switches:
c W 8
wdl

Equation 4.5) calculates the power consumption of of optical switches located in

each nodew Each node IP routers are connected to optical switches which are
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connected by optical fibre links. The optical layer (including optical switches and
fibre links) provides th large bandwidth required for communication between IP

routers.

1 The power consumption of regenerators:

" T I Toh Oh 8
ovd ondgod O

The clouds power consumption is composed of:

1) Power consumption of cloud servers:

AT 8
wd

2) Power consumption of cloud routers and switches:

L4k J
T T w -
1T vl By = J

]+ '“?F”_”Trﬂ' < . o

T vl B gy m =

1+ ‘”‘l_l":”_”_lTFﬂ' J il 8
wdl mﬂq’-oN."_JJ.N_"_JJ

Where the cloud traffic is calculated as:

Cloud upload traffic:

4 o L E Jwm

ON_n_JJ ON."_JJ.N."_JJ oN
. TR 8

Cloud download traffic:
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= E 5 o 4o
w oN.I.l_J.I‘N.n.J.l wdl oN."_JJ

| Hy Ry W

The model is defined as follows:

The objectiveMinimise total power consumption given as:

: J%HTF M=|'* {a " a7

e
wdl
" T I Toh i Oh
ovd .ndlgng O
T o
ar v
wd
J”|: =| F“:I_H-F =|" |
v B =
{ 7 ‘||?F|FW J 4 =
v«J-NJCLyI o
1+ 1|?F|F_”1ﬁ( J £ g o
wd .\Jj(iy-oN_“_JJ‘N_"_JJ
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Equation (411) calculates the total power consumption of IP over WDM networks

and clouds.
Subject to: (317) T (3-22), (3-22)71 (3-29), and the following:
Traffic flow between cooperating VMs:

D ohinm Jdohi oM Holy H.m  F R

le JFDF‘ N.I.I_J.IQO q

8

Constraints (4.2) to (4.18) represent thetraffic flow between different
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cooperating VMs ¢  «). Constraint (412) ensures that . pym if VM o is

located in nodev(i.e. #.fy , VM « is located in nod® (i.e. #_fm and there is
cooperation traffic between them (i.e= , otherwise ! jmm 8
Constraints (4.3) and (4.%) ensure that” ,;m if there is at least one

cooperation traffic between VMs located at any node andlocated at nod®

Byd ! ofpm . ohm otherwise. Constraint (45 ensures that only one

replica of VMo is selected to cooperate with VMat node®. Constraint (4.6)
ensures that the node selected to provide &/With cooperation traffic from VM
o contains a replica ob which is indicated by variablé . wm. The aim of

constraints (4.3) to (4.16) is to ensure that each replica of a VM receives
cooperation only from a single replica @fﬂ o. Constraint (4.7) calculates the
cooperation traffic between VMs and «, if they are located in different nodes,
whereas, Constraint (8B)Lcalculdes the cooperation traffic between VMs, if they

are located in the same node.

VM replicas synchronisation traffic:

(—OFN' VOH‘! :I’)I'OI’EW :")Fo};
oW Ay W 8

L crmd
| W gy B 8
Constraints (4.9) and (420) represent the synchronisatitnaffic among VMo
replicas Constraint (4.2) ensures that .;yw=1 if VM o replicas are located in node

v(i.e. #.5) and node™ (i.e. # m , respectively otherwise, orm 8Constraint

(4.120) calculates the synchronisation traffic sent by \WWeplica in nodevto

another replican node™,

4.3 Results and Discussions
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The NSFNET network, depicted in Fig:24 is considered as an example of a
core network topology to optimigke placement of 1500 VMs in clouds located in
its core nodes. VM users are uniformly distributed over the NSFNET 14 nodes.
Each VM is considered to have 800 users. The users are considered to access the
VMs with a download rate uniformly distributed betmetwo data rates; 5 and 25
Mbps. The workload of VMs of a constant workload profile and the workload of
serving the maximum number of users of VMs of a linear workload are uniformly
distributed among three workloads: 10%, 50% and 100% of the server CPU
cgpacity. VMs of a linear workload are considered to have a workload baseline of

1% or 5% of the server CPU capacity.

Each VM is considered to cooperate with 50% of the other VMs selected
randomly, whereas, for VM replicas synchronisation, all VM replicahange
traffic. The placement is studied undlereeinter-VM traffic scenarios: low traffic
of 100 Mbps mediumtraffic of 1 Gbpsand high traffic of 5 Gbp§/1]. VMs in
cloud datacentres are hosted®&M Power System S814 servdi65], which has
eight cores each with 3.72 GHz IBM power8 processor, 128 GB memory, and 1.55
TB storage while consuming 333Wote that, the placement of VMs in a server is
optimised so the /O traffic rate is not violatéd.IP over WDM networks, each
routerport operates at 40 Gbps while consuming 8288Y. In the cloud datacentre
network, the Juniper MX204 rout§t66] is considered as an aggregation router,
which consumes 0.9W/Gbps (36 watt for each 40 Gbps router port). The Juniper
EX4550 Ethernet switclil67] is considered as cloud LAN switch with power
rating of 9W for 10GbE interfac&able 43 shows the input data tife evaluation
scenariosln the following results, the VMs placement and the power consumption
associated with optimisation scenarios considering cooperation and
synchronisation inte¥M traffic are compared with those of optimisations

scenarios ignoring them.
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Figure4-2: NSFNET topology.

Table4-3: Modelinput parameters

40 Gbps router port power consumptignli)
40 Gbps transponder power consumptidﬁ |
40 Gbps regenerator power consumpti@r{f()

EDFA power consumptior‘” )

Optical switch power consumptimﬂ &F I )
Number of wavelengths in a fibre ()

Bit rate of each wavelength ( I)

Span distance between two EDFAH$ (
Network power usage effectivenesg (
Number of VM usersq

User Download ratex,)

Cooperation traffic from VMo to VM «  Fr Jgr,

Synchronisation traffic between VMreplicas 4 4

Cloud router port bit rate](  I)
Cloud router port power consumptich ¢ p
Cloud switch bit rateq| 5 |

Cloud switch power consumptiof] & F I

825W[75]

167W[75]

334W, reach 2500 ki
[75]

55W[75]

85W[75]

32[75]

40 Gbpq75]

80 km

1.5[6]

800 users per VM

{5 and 25 Mbps}

100 Mbps, 1 Gbps or
5 Gbps

100 Mbps, 1 Gbps or
5 Gbps

40 Gbpg166]
36W[166]

10 Gbpg167]

OW [167]
































































































































































































































































































