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Abstract

Web-based applications (or more concisely, Web applications) are a kind of information
system with a particular architecture. They have progressively evolved from Internet
browser-based, read-only information repositories to Web-based distributed systems.
Today, increasing numbers of businesses rely on their Web applications. At the same
time, Web applications are facing many security challenges and, as a result, are exposing

businesses to many risks.

Security is a system property. To build a secure system is a difficult task. It has been
suggested that a security development method should be integrated into more general 1n-
formation system development methods [1]. A suitable and promising class of methods
for building Web applications is agile software development methods. These methods
provide the ability to manage requirements change, which 1s desirable for the develop-
ment of Web applications. However their use introduces substantial tension between the
need to deliver a secure system and the desire to “embrace change”.

This thesis proposes a novel approach to building secure Web applications using ag-
ile software development methods. The approach provides early analysis of threats,
design for security, and subjects the design to thorough objective risk assessment, in
an iterative, incremental, agile style. This approach addresses the tension mentioned

previously.

The key contribution of this thesis is to provide a concrete example of agile security
software development based on existing development practices, rather than to invent a
brand new software development methodology or theory to address security problems.
This is the “right first” step in the direction of agile security engineering.
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1 Introduction

This chapter states the motivation and hypothesis of the research presented in this the-
sis. It also lists several statements of information security which are foundation of the
research. At the end of this chapter, an outline structure of this thesis is given.

1.1 Challenges of the Internet

Security has been a major concern in the development [16] and use of all types of in-
formation system for a long time. After decades of efforts, many contributions have
been made by the security engineering community. One key recommendation is that
security should be taken into account at every stage of the system development life cy-
cle [17, 18]. As well, concrete security practices have been produced [19,20,21], and
many security development engineering methods (i.e, systematic and with well defined
procedures) [1,22] have been introduced and applied.

Security i1s a system issue that takes into account both security mechanisms (such as
access control) and the engineering of security (such as a robust design that makes it
difficult for software attacks to succeed). Sometimes these overlap, but often they do
not. Security engineering is concerned with building secure software. It relies heavily
on the discipline of software engineering, liberally borrowing methods that work and
making use of critical engineering artifacts. A sound software engineering method is a
prerequisite to sound software security.

The Internet is driving a quiet revolution!: it is able to deliver information to anyone,
anywhere, quickly and inexpensively. A significant impact of this power will be increas-
ing the inter-connectivity of people, regardless of geography and time zone. In fact, this
impact has already been discernible with Internet paradigms of work, for example with
IBM’s Jazz project?.

The Internet brings many new security challenges, particular to businesses, mainly be-
cause the operational environment of Internet applications i1s wide open (and sometimes
unpredictable). For example, access control 1s normally designed and implemented in

ldetails at http//news.bbe.co.uk/1/hi/business/5235332.stm
2httpa:/fjr-:.{zz.net
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web applications but once applications are made available on the Internet, they are
sometimes difficult to manage correctly.

Another impact comes from the fact that changes during the life cycle of Web applica-
tions are unavoldable. These changes include modified business processes due to com-
petition pressure, adoption of new development techniques, etc. As a result, Web appli-
cations have the ability to change in response to the changes in business needs [23]. The
phrase ability to change refers to the definition of agility, “a comprehensive response
to the business challenges of profiting from rapidly changing, continually fragmenting,
global markets for high-quality, high-performance, customer-configured goods and ser-
vices” [24]. This definition of agility was introduced more than ten years ago initially
for manufacturing, but 1t remains valid today for software development. This, in partic-
ular, has led to the development of so-called agile software development.

1.2 Motivation and Proposition

The ideas of agile software development emerged in the early 1990s as part of a reaction
against plan-driven methods, as typified by a heavily regulated, regimented, microman-
aged use of the waterfall model of development. Agile methods are evolving, and are
becoming more mature after the proposal of the Agile Manifesto [25]. Today, Agile
methods have become a family of development processes seeing increased use. How-
ever, their application in building secure Web applications remains an underdeveloped

research area.

~ Agile methods grew out of the real experiences of leading software professionals, such
as Kent Beck (the founder of Extreme Programming), who had experienced the chal-
lenges and limitations of traditional waterfall development on project after project. The
approach promoted by agile development is in direct response to those challenges.

In its simplest form, agile software development offers a lightweight, iterative and incre-
mental framework for helping teams, given a constantly evolving functional and techni-
cal lJandscape, and maintains a focus on the rapid delivery of business value.

Particularly, agile software development can accelerate the delivery of initial business
value through a process of continuous planning and feedback. As a result of this iterative
loop of planning and feedback, teams are able to easily adapt to changing requirements
throughout the process. By measuring and evaluating status based on working soft-
ware, there is much greater visibility into the actual progress of projects. As a result of
adopting an agile development process, it is suggested that a software system is finally
produced that better addresses the business and customer needs.

In 2006, over 700 developers and managers responded to a survey conducted by Ver-
stonOne and sponsored by the Agile Alliance. According to this survey [6], most
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respondents said that they have been practising agile development methods for 2 or
3 years. When asked to estimate their successes and quantify the benefits they have
achieved, 40 percent claimed that they had significantly improved their ability to man-
age changing priorities and 24 percent observed enhanced software quality (see Table

1.1).

What value have you actually realised from implementing Agile practices?

S‘If;‘;’:;jggy Improved
Enhanced ;bility to managing changing priorities 40% 52%
" Enhanced software quality 24% 50%
- Alignment between IT and business goals 22% 449
_Elpr(;v-ed-team morale | 20% 54%
* Accelerated time-to-market 20% - 51%
Increased productivity - 17% 58%
Reduced project risk 17% 55%

Table 1.1: Benefits of Agile Processes (derived from [6])

As the survey [0] suggests, Agile methods can potentially bring much benefit. But
when considering development methods that focus on guaranteeing system-wide prop-
erties, such as security or safety, it is found that they are overwhelmingly plan-driven;
in particular, established security development methods are all plan-driven [1,22]. Thus
a general question of feasibility arises: can an Agile method successfully be used to
establish system-wide properties?

To attempt to answer this question, it is useful to first step back and compare plan-driven
and Agile methods. Such a comparison was given in [7]; the differences are summarised
in Table 1.2.

Agile Methods Plan-driven Methods
Low criticality High criticality
Senior developers Junior developers

Requirements change very often  Requirements do not change too often

Small number of developers Large number of developers

Culture that thrives on chaos Culture that demands order

Table 1.2: Agile vs. Pian-driven method (derived from [/7])

[7] concluded that Agile methods are a more appropriate choice when a small number
of senior developers are working on a project of low criticality. Most projects of Web
applications are the typical example of this. However, criticality concerns cannot easily
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be avoided, particularly for businesses that interact with, or run over, the Internet. In
such situations, security is a key concern; however, most businesses do not do enough
to ensure that their Web applications are acceptably secure [26].

Research on agile secure software development, such as [27,28,29,30], has already ad-
dressed the importance and key difficulties of rigorously and fully considering security
concerns when applying an Agile method. The two main challenges are as follows:

« Security 1S an emergent property, and cannot be fully considered simply by en-
suring the security of individual components. Plan-driven security engineering
processes deal with this by developing an understanding of the overall system ar-
chitecture, which allows components and security mechanisms to be modelled,
and their relationships understood. However, most Agile methods do not build,
nor do they encourage, a description of the software architecture.

e Arguing that a software system is secure relies on evidence; if the argument re-
quires evaluation against standard security criteria, evidence must be produced.
Evidence 1s normally in the form of documentation, for example fault tree anal-
ysis report, system models, test plans and results (see the next section). Agile
software development de-emphasises documentation and concentrates on the pro-
duction of working software quickly. Thus, the question is: how can we record
the evidence requirements for security in a development method that emphasises

the production of code?

Therefore, there is a gap between ambition and reality. The ambition of business is to
build software systems using Agile methods, so as to better manage different kinds of
change. The reality of software system development is that there are properties — such
~ as security — that are difficult to establish using Agile methods, particularly due to their
iterative and incremental nature, and because of their deprecation of documentation.
What could fill this specific gap is Agile security engineering methods.

The aim of the research presented in this thesis is to investigate the feasibility of devel-
oping an Agile security engineering method. This is done by producing such a method
and demonstrating its use on a concrete and relevant case study: a Web application.
Such applications have important security requirements. However, it is believed that the
results may be more generally applicable to any kind of application that has security re-
quirements. The fundamental requirement for assessing whether it is a suitable method
1s that it is adaptive to changing requirements and can deliver an acceptably secure
(or secure enough) software system (acceptably secure is defined in the sequel).

The hypothesis of this thesis is: it is possible to develop a secure enough Web appli-
cation by adopting an agile method.

There are several dimensions to this problem, in particular:

* What kind of systems are the focus of agile software development? Agile meth-
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ods generally are best suited to developing low criticality, small-to-medium size
systems, for example a Web application. The research in this thesis focuses on
the development of Web applications.

 How should security be considered in an agile development process, and what
are the limitations encountered when attempting to build a secure enough system
using an Agile method?

This thesis will contribute towards answering these questions.

In the hypothesis, the notion of “secure enough” refers to the fact that the predicted
security risks of the target application are mitigated to an acceptable level (1.e, the level
required by the customer at a specific point in time). It is used because there is no
absolute definition of security.

1.3 Assertions of Information Security

The scope of the research presented in this thesis will cover multiple aspects of soft-
ware engineering, including security engineering, agile software development, and Web
engineering. There are several questions to be answered:

1. What is the state-of-art in security development and agile software development?

2. What are the hurdles to adopting an Agile method to build a secure Web applica-
tion?

3. What will be the concrete deliverables of the research and how will they be eval-
uated?

The first question will be answered in Part 1 of this thesis. The second question will
be addressed throughout the thesis as a whole. The third question will be discussed in
the remainder of this chapter. As a prelude to doing so, several fundamental assertions
are made firstly about security development, in order to properly set the context for
answering, in particular, the second question and the overall research hypothesis.

1.3.1 Security development is an exercise in risk management

Security may mean different things to different people. Sometimes it even means dif-
ferent things to the same person, depending on the context. For example, security to
a college porter is whether the doors to the college are locked; but to a manager of a
company it is whether the sensitive assets of the company are protected. In order to
evaluate security in a standardised way, there are several published international secu-
rity standards; for example, there is the Trusted Computer System Evaluation Criteria
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(TCSEC, also known as the Orange Book) [8], Information Technology Security Evalu-
ation Criteria (ITSEC) [10], and Common Criteria for Information Technology Security
Evaluation (Common Criteria, or CC) [9]. These security evaluation criteria promote a
standard way of evaluating systems, and also provide sets of standard assessable secu-

rity requirements.

Sometimes, security requirements may be inconsistent with the functional requirements
of the system. The means to addressing this type of inconsistency is to understand
the trade-offs that must be made from a business perspective. In other words, when we
need to reconcile functional and security requirements, we must determine how to avoid
security problems in a way that is acceptable to the stakeholders. A technical means to
achieve this 1s through software risk management, which can help balance security and
functionality, and bridge the gap between security and development staff.

In mature engineering disciplines, more general risk management has been de rigeur
for a very long time [31]. It has been practised in many areas: in planning financial
strategy, 1n construction engineering, and even in life science. Software security risk
management is also a mature discipline (see [32, 33, 34, 35, 36]). Risk management
is widely regarded as the only viable method of providing a cost benefit justification
for security controls, or alternatively, of judging which controls provide most benefit.
As a consequence, security risk management is the basis of most national standards
for information security management, such as [32, 37, 38, 39], and best practice, for

example [32,40].

1.3.2 Applying agile development to build a secure system is
challenging

Agile development is, by definition, iterative and incremental; but building a secure
enough system requires knowledge of the whole system. The challenge is to reconcile

these two aspects.

This challenge is considered in more detail. Security concerns are applied to all layers
of a software system architecture: from the bottom (the infrastructure) to the top (the
data). Application security is only one layer in that architecture. Application security is
challenging because it is not easy to isolate security related concerns in the architecture
of a software system. The primary reason for this difficulty is that security is a pervasive
concept. For example, the security of a Web application depends not only on the absence
of vulnerabilities in the application logic, but also on the security of the network and the

Operating system.

Therefore, an overall architecture and plan (i.e., where and when to implement security
mechanisms) are essential. This will be feasible and, in some cases, straightforward in
a plan-driven development, because the method itself may require a thorough analysis
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at the beginning of the development. But with Agile methods, developing an overall
architecture is generally not mandatory. So the first hurdle in adopting an Agile method
to build secure software is the trade-off between understanding the overall architecture

against a loss of agility.

Another obvious 1ssue with developing a secure system using an Agile method 1s the
production of documentation. For the needs of security development and security eval-
uation, a large amount of documentation is useful, and sometimes required. For ex-
ample, the Common Criteria addresses a series of documents covering every phase of
the software development life cycle (SDLC), including requirement specification, de-
sign documents (i.e., functional specification, design, source code), testing documents,
and operation documents (i.e., user manuals, administrator manuals). Agile methods
in general attempt to minimise documentation. An extreme example is that of Extreme
Programming (XP), which claims that source code is the best documentation a soft-
ware needs. Thus, when using an Agile method for building a secure system, it must
somehow ensure that documentation needs are met without unduly sacrificing agility.
Providing the means for qualitatively assessing the value and importance of documen-
tation in an Agile method may prove to be a useful way forward.

1.3.3 A good process is a product too

The research in this thesis aims to deliver an Agile method that can help to produce
a secure Web application. It is necessary for us to be able to evaluate the quality of
the method that we produce. [41] explained the factors that determine the quality of a
software product. The method engineering community takes the view that a process,
one of the constituent parts of a development method, 1s a product too. The quality
requirements of a software development process are [42]:

» Effectiveness. An effective process must help produce the right product. It does
not matter how elegant and well-written the software, nor how quickly it has been
produced. If it is not what the customer wanted, or required, it is of no value.
The process should therefore help to determine what the customer needs, produce
what the customer needs, and, crucially, verify that what has been produced is
what the customer needs.

* Maintainability. However good the developers, things will still go wrong with
the software. One of the goals of a good process 1s to expose the developers’
thought processes in such a way that their intention is clear. This allows faults to

be discovered and remedied, and desired changes to be made more easily.

» Predictability. Any new product development needs to be planned, and those
plans are used as the basis for allocating resources including time and people. It
1s important to predict accurately how long it will take to develop the product. A
good process will help lay out the steps of development.
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» Repeatability. If a process is discovered to work, 1t should be replicated in future
projects.

» Quality. Quality is defined as the product’s fitness for its purpose. In this thesis,

-security is the major criterion of quality. The goal of the proposed process is to

enable software engineers to ensure a secure Web application. The process should
provide a clear link between a customer’s desires and a developer’s product.

* Improvement. A process must be able to identify and prototype possibilities for
improvement in the process itself.

* Tracking. A defined process should allow management, developers, and customer
to follow the status of a project. It continuously monitors how good the predic-
tions are, and hence how to improve them.

These requirements for a software process help to form the criteria used for evaluating
the research. Evaluation will consist of two parts: evaluation of the software deliverable
and evaluation of the process itself. The evaluation of the software deliverable 1s given
in Chapter 7. It discusses the quality requirements of the product (i.e. security in this
thesis). The evaluation of the process itself 1s in Chapter 9, which discusses the rest of

the requirements listed above.

1.3.4 Unaddressed but important issues

There are several identified issues that, while important, are outside of the scope of the
research presented in this thesis.

Management issues

Building software 1s usually not just a technical process; it also requires management,
including tasks such as constructing a development team, organising the members in the
team, managing the deadlines and the cost of the project, etc. All of these are mentioned
In the Agile Manifesto [25]. Hence, applying an agile method is a mixture of people
and technology under the umbrella of agile principles and practices. This thesis focuses
on technical i1ssues of building secure system; while aspects of management issues will
be touched on throughout the thesis, they will not be the main focus.

Size of team and project

S0 far, most methods in the class of agile software development claim they are lightweight

methodologies for small-to-medium-sized teams, and for developing software in the
face of vague or rapidly changing requirements. In a large team, it is not realistic, or
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at least very difficult, to achieve good communication and quick feedback between cus-
tomers and developers, which are key aspects of Agile methods. It is worth noting that a
few Agile practitioners have looked at the problems of agile methods for large projects
or organisations, for example [43,44,45]. But results so far are inconclusive.

The methods proposed in this thesis are targeted at small projects and focus on technical
aspects of development.

1.4 Framework of Research

The approach taken in the thesis to incorporating security into agile methods is based on
a comprehensive understanding of software security and security practices, particularly
Web application security. Moreover, the solutions developed and proposed in this the-
sis are also based on a good understanding of existing agile practices. Many project
managers and software engineers have already applied agile methods 1n various types
of projects and have noticed the importance of software security at the same time. Their
experience is accumulated and shared via many means, such as articles, personal blogs,
forums etc. Initial ideas and some background knowledge come from these sources,
which are discussed in Part I of the thesis.

This research has a simple and clear thread which has three stages:

1. Literature review, and determination of a suitable Agile method with which secu-
rity practices can be integrated;

2. Proposal of an integrated version of the Agile method that includes security prac-
tices; and

3. Demonstration that the process satisfies its requirements in a case study.

Consequently, the results of the research at each stage produce the following:

* Understanding Information Security and Security of Web Applications

After reviewing the literature of security of the Web and Web applications, key
security requirements for Web applications are categorised. This will help devel-
opers simplify their understanding of their security problems. This is presented in
Chapter 2 - Security and Security Practices, and Chapter 3 - Web Application.

« Exploring Agile Software Development Methods
Many Agile methods have been proposed and applied in different projects. This
is presented in Chapter 4 - Agile Software Development.

 Toward Agile Security Engineering
The Feature Driven Development (FDD) method is reviewed in Chapter 4 - Agile
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Software Development. Consideration is given to the theory of agile security, the
models and their relations involved in the development process are analysed. Each
Agile method has its own special characteristics; adding explicit consideration of
security should keep the agility of the process as much as possible. The author
proposes an integration of FDD and security practices to the combination of Agile
methods and security concerns. These are presented in Chapter 5 - Security in
Agile Development, and Chapter 6 - A Solution of Security Integration: secure

FDD.

e Evaluation of Proposed Process
Finally, the integrated method is demonstrated on a case study. The method and
the case study are evaluated. The most important lessons learned from the case
study are stepping-stones to future research. These are presented in Chapter 7 -
Case Study and Chapter 8 - Limitations of Case Study and Research.

1.5 Structural Overview

The structure of this thesis is shown below.

Part I Background Knowledge and Analysis provides a general background to the
research and discusses several i1ssues related to the research.

Chapter 2 - Security and Security Practices reviews the several commonly used se-
curity artifacts.

Chapter 3 - Web Application explains “what is a Web application?, and “what are
the security concerns of Web applications?” The answer to these questions provides a
general background of the research. At the end of this chapter, a list of common security
vulnerabilities of Web applications is summarised, which will provide security criteria
for the case study discussed in later chapters. The integrated method will therefore
target these security criteria using specially developed Agile security practices.

Chapter 4 - Agile Software Development introduces a suitable Agile method, and
discusses in depth several issues about feature driven development (FDD). These dis-
cussions explain why this Agile software development method is suitable.

Part I1 Integration of Agile and Security Development is the body of the research, in-
cluding chapters of presenting the arguments of the integration, the details of the exam-
ple of security integration, and the demonstration of how it works in a Web application
project.

Chapter 5 - Security in Agile Development gives an analysis of the problems encoun-
tered when attempting to integrate risk assessment and Agile software development.
Based on the analysis, a foundation for security integration is drawn in this chapter.
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Chapter 6 - A Solution of Security Integration: secure FDD demonstrates a concrete

example of Agile security integration. The principles of security integration are: 1) the
integration 1s an Agile software development method, and 2) the integration improves
the security of the target software system. In this chapter, the security artifacts in secure

FDD are described in detail.

Chapter 7 - Case Study demonstrates an example of the integration in a Web-based
application project. At the end, an analysis of the case study helps to evaluate the

proposed agile security engineering approach.

Chapter 8 - Limitations of Case Study and Research identifies and discusses the
limitations of the case study and the research presented in this thesis. It helps the readers
gain a better understanding of the research.

Part 111 Conclusion and Future Work summarises the conclusions in the thesis and
lists some interesting directions for possible future research.

Chapter 9 - Evaluation of Research summarises the contributions of the research and
evaluates the quality of the proposed process. This chapter also draws an overall conclu-
sion from the research, and indicates several possible directions for the future research

work.
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2 Security and Security Practices

Information security is a broad domain, and it is the first engineering field reviewed in
the research. The purpose of the review is to gather enough knowledge so that a set of
requirements for a security development process can be proposed which can be used as
criteria of Agile process selection. The concepts related to security development will
also be reviewed, including a general view of information security, and some security
development artefacts. At the end of this chapter, a set of requirements for a security
development process is proposed.

2.1 Information Security

Information security means protecting information and information systems from unau-
thorised access, use, disclosure, disruption, modification, or destruction in order to pro-
vide security goals, which are often summarised as confidentiality, integrity and avail-

ability [19,21,46,47]:

e confidentiality means preserving authorised restrictions on read access and disclo-
sure, including ways of protecting personal privacy and proprietary information;

* integrity means guarding against improper information creation, modification or
destruction, and includes ensuring information non-repudiation and authenticity.
Integrity always includes the following overlapping sub-goals [48]:

1. Preventing unauthorised users from making modifications.
2. Preventing authorised users from making improper modifications.

3. Maintaining internal data consistency (self-consistency of interdependent
data) and external data consistency (consistency of data with the real-world
environment that the data represents).

* availability means ensuring timely and reliable access to, and use of, information.
Goals of availability include timely response, fair allocation, utility or usability,
and controlled concurrency [49].

Information security must protect information throughout its life span, from initial cre-

ation to final disposal. Figure 2.1 is a simple illustration of the life span; the information
must be protected in storage, in transit, and in use. There are many different ways that

15
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information and information systems can be threatened, and their protection must take
a holistic approach.

O

Informati
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Data Data Information
Store ‘ 2 Systems
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Figure 2.1: Information Life Span

A thorough technical analysis of information security and security goals is presented in
[46]. The security of an information system can also be achieved through non-technical
means, such as organisational, personnel, physical, and administrative controls.

The rest of this section considers, firstly, broad issues in security; and secondly, security
as a process. This illustrates the interplay of factors involved in information systems
security.

2.1.1 Security is a broad issue

Security is a broad concern, not a pure technical problem. At a high level of abstraction,
information security contains three elements: policy, people, and technology, as shown
in figure 2.2. Each element depends, in some manner, on the others.

/\

People Technology

Figure 2.2: Three Elements of Security
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Policy

Policy 1s the definition of what it means for the information system to be secure. It
captures the security qualities required by an organisation, as well as wider issues such
as legal requirements. Typically, policy comprises a set of security statements, relevant
standards, and control documentation. This is basically the written security environment
- the bible that software developers and operators refer to for direction and guidance.

Security policy is “a wide ranging document which is about managing the business
as a whole, managing it securely and protecting a company’s key asset - its informa-
tion” [50]. It is a set of rules and practices that specify or regulate how a system or
organisation provides security services to protect sensitive and critical resources. In in-
formation systems development, security boils down to devising and enforcing policies
that describe rules for access resources.
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