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Abstract 

When we apply safety analysis techniques on a new design, our primary objective is to 

anticipate potential scenarios of failure in the system under examination. If we assume 
that the system has a complex hierarchical structure, this task can be interpreted as one of 
identifying how failures originate at the low-levels of the design and how combinations 
or sequences of such low-level failures propagate to higher levels and give rise to system 

malfunctions. The ultimate aim is to identify weak areas of the design and stimulate 
design iterations that improve the safety of the system under examination. Unfortunately, 

the current industrial practise shows that this aim is seriously hindered by the lack of 

appropriate techniques for the analysis of complex hierarchical designs. 

Classical safety analysis techniques, such as Functional Failure Analysis, Hazard 

and Operability Studies, Failure Mode and Effects Analysis and Fault Tree Analysis, are 

performed at different stages of the design lifecycle on the basis of models that reflect 
different levels of abstraction in the design. The selective and fragmented application of 
different methods, however, has a number of negative implications for the quality of the 

results gained from the assessment. Firstly, the results of the various safety studies are 

often inconsistent. Secondly, as hardware safety analysis and software hazard analysis 
typically form two separate parts of the assessment, the relationship between hardware 

and software failure often remains vague and unresolved. Finally there is an inherent 

difficulty in relating the results from low-level safety studies back to the high-level 

functional failure analysis. 
In the first part of this thesis we pro . pose a new method for safety analysis that 

enables integrated safety assessment of complex hierarchical designs. It helps analysts to 
identify potential functional failures at the application level and then to systematically 
determine the causes of those failures in progressively lower levels of the design 

decomposition. The result of the assessment is a collection of safety analyses that 

provides a consistent and meaningful picture of how low-failures are stopped at 
intermediate levels of the design, or propagate and give rise to hazardous malfunctions. 

In the second part of this thesis we show how features of the new method support 

also effective common cause failure analysis. That is both the qualitative identification of 

components vulnerable to common cause failures and the quantitative estimation of the 

contribution of these events to critical failures of the system. 
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Chapter One 

Introduction 

The success of many modern applications is highly dependent on the correct functioning 

of complex computer based systems. In some cases, failures in these systems may bring 

serious consequences in terms of loss of human life [Hecht and Hecht, 1986]. Systems in 

which failure could endanger human life are termed safety-critical. The application of 

these systems ranges from transport (aircraft, driverless and high speed trains, active 

safety in cars) through power production plant (nuclear power plants), medicine (life- 

support, patient monitoring, pacemaker) to industrial processes (chemical and petro - 
chemical industries). Significant effort is required to assess and certify these systems 

since software is extensively used. Software behaves different from hardware upon 

which safety critical systems of the past were based. Hence computer based safety 

critical systents, which are the topic of this thesis, have to be analysed with new analysis 

methods. At the moment a number of safety analysis methods (most of them extension 

of methods used for the analysis of pure hardware artefacts) are used throughout the 

lifecycle of computer based safety critical systems to ensure that they meet the necessary 

standards. 

1.1 Life-cycle 
To develop safety critical systems a number of stakeholders' requirements have to be 

considered, but safety is paramount. According to recent guidelines [SAE-ARP 4754- 

4761,1996; IEC 61508,1997] the safety analysis process should be conducted 

throughout the lifecycle of safety critical systems from the specification stage through 

implementation, integration, verification, operation, maintenance and decommissioning. 

This means also that safety engineers have to work together with system engineers to 

meet the safety requirements for the requested artefact. In this thesis we will concentrate 

on the safety analysis performed during the part of the lifecycle represented in Figure 

1-1. These are the safety analyses which support the "Decomposition and Design " and 

the "Inlegration and Verification" processes. The purpose of these analyses is to check 
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the developing system design against safety requirements, anticipate potential scenarios 

of failure and, eventually, provide feedback to system engineers on whether the system 

they are constructing will behave safely. This should avoid employing resources in 

developing systems that will not later be acceptable to regulatory authorities. 
The safety lifecycle is often represented with a" V' shape. The left branch 

represents the continuous assessment of the design as it progresses towards the 

development of more and more details (lower level components). During this process a 

number of recommendations and safety related requirements are produced. They add up 

to stakeholders safety requirements. All these constraints are to be met by the system. 
The verification of those constraints takes places in the right branch of the safety 
lifecycle, which represents the assessment of the integration process. The overall design 

of the system is accepted only if it is demonstrated that specifications, recommendations 

and safety related requirements issued during the decomposition and design stages are 

met i. e. the system is "not worse than" the one specified. The process of verification 

starts from the lowest decomposition levels (i. e. component level) and proceeds towards 

top functional levels (that is the opposite of the process that happens during the 

decomposition and design). If requirements and recommendations given for each peer 

decomposition level are not met, they can either be renegotiated with stakeholders or 

designs have to be changed, increasing the overall developing cost. 

From Concept Towards the 
Requirements Release 

Functional Level(s): 
........ ... . .......................................... .............. Hazard Identification JCI. 0 .0 0 

0 Feedback ra 0 .................. 
Architectural Level(s): 0 Verification and Consequence Analysis (P. ot worse 

........ ..... ------ -- oar ............... testing: 
and an Causal Analysis Predictive Causal Analysis 

Mr 

Component Level: 
Causal Analysis ..................... ........................... 

Figure 1-1: Safety life cycle 
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A safety critical system may also require a high level of reliability to be achieved. That is 

the case of systems that are requested to be fully (or partially) working to be safe, for 

example a flight control system in an aircraft or an emergency feed water system in a 

nuclear power plant. In these systems the high level of safety (as well as reliability) is 

traditionally achieved by usingfault tolerance. 

1.2 Fault tolerance 
Fault tolerance is a particular technique that allows building systems that preserve the 
delivery of their expected (or a minimum) service despite the presence of errors caused 
by faults within the system itself [Avizienis, 1985]. To achieve this behaviour they 

employ redundancy. Redundancies can be classified into four types: 1) hardware 

redundancy; 2) software redundancy; 3) time redundancy; and 4) information 

redundancy. In the case of hardware redundancy the system is provided with more 
hardware components (e. g. channels) than it would need if the hardware were perfect. 
Upon failure of a hardware component (or channel) a spare one is switched in. In the 

case of software redundancy the system may be provided wi th different versions of tasks. 

Different and independent teams of programmers write tasks so that when one fails under 

certain inputs another version can be used and there is a chance that the alternate will 
function safely. In the case of time redundancies the scheduler has some slack so that 

some tasks can be rerun and still meet deadlines. In the case of information redundancies 
data are coded in such a way that a certain number of bit errors can be detected and/or 

recovered. 
A fault tolerant system will only fail if multiple failure events happen. The smallest 

combination of failure events happening together (i. e. linked by an "AND" gate) which 

causes a system to fail is called Minimal Cut Set (MCS). A fault tolerant system usually 
has minimal cut sets that span various orders. The order of a minimal cut set is the 

number of failure events that occurring simultaneously will verify it. An order is defined 

also for a fault tolerant system. The order of a fault tolerant system is the order of the 

smallest minimal cut set that causes a critical failure. To be fault tolerant, a system 

cannot have minimal cut set of the first order. 

The introduction of redundancies makes the work of safety engineers more difficult, 

since redundancies bring with them a new class of events named cointnon cause events. 
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1.3 Common Cause Events 
Common cause events affect safety analysis so that the measurable likelihood of a 

minimal cut set is bigger than the product of the likelihood of each single event in the 

minimal cut set considered alone. Common cause events make useless increasing the 

number of redundant channels beyond a certain limit as shown in [Mauri, 1995] and 
[Cojazzi, et al, 1995]. If engineers were able to build redundant systems with 
independent redundant channels, there would not be the need of Common Cause Failure 

(CCF) analysis. In addition, engineers would be able to reach the aimed level of safety 
(and reliability) by increasing the level of redundancy. Unfortunately, it is practically 
impossible to build independent redundant channels and the contribution of common 

cause events have to be evaluated to assure that safety and reliability requirements are 

met in fault tolerant systems. 
The easiest way to consider common cause failures is to work on minimal cut sets. 

Events in a minimal cut set may represent the same failure mode in different components 
(i. e. common mode) or different failure modes. They can be generated by the same cause 
(i. e. common cause) or by different causes. However, the issue for the purpose of this 

thesis, is that, when all the events in a minimal cut set arise simultaneously by the same 

root cause, the fault tolerant system fails as if the events in the minimal cut set had arisen 

randomly. The likelihood of a minimal cut set occurring because of a common cause 

failure is usually extremely small, however, it is always greater than the likelihood of the 

minimal cut set to happen randomly. Purpose of common cause failure analysis is to 

evaluate this likelihood and to help improving the design. Without considering common 

cause events, the likelihood of critical minimal cut sets for fault tolerant systems would 

be underestimated. 
A lot of confusion exists on an unequivocal definition of common cause events 

especially between the nuclear and the aerospace industry. This thesis will be mostly 

based on the well founded definition given in [Mosleh, et al., 19881 which was based on 

the results of the benchmark exercise on common cause failure [Amendola, 1986; Poucet 

et al., 1987], organised by the European Commission. 

1.4 Motivation 
When we apply safety analysis techniques on a new design, the immediate objective is to 

anticipate potential scenarios of failure in the system under examination. If we assume 

that the system has a complex hierarchical structure, this task can be interpreted as one of 
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identifying how failures originate at the low-levels of the design and how combinations 

or sequences of such low-level failures propagate to higher levels and give rise to system 

malfunctions. The ultimate aim of this analysis is to identify weak areas of the design 

and stimulate design iterations, which eventually improve the failure detection and 

control mechanisms of the system under examination. Unfortunately, the current 
industrial practise shows that this aim is seriously hindered by the lack of appropriate 
techniques for the analysis of complex hierarchical designs. 

Classical safety analysis techniques (such as Functional Failure Analysis [SAE -ARP 
4754,1996], Hazard and Operability Studies [Kletz, 1992], Failure Mode and Effects 

Analysis [Palady, 1995] and Fault Tree Analysis [Vesely, 19811) are performed at 
different stages of the design lifecycle on the basis of models that reflect different levels 

of abstraction in the design. The selective and fragmented application of different 

methods, however, has a number of negative implications for the quality of the results 

gained from the assessment. Firstly, the results of the various safety studies are often 
inconsistent. Secondly, as hardware safety analysis and software hazard analysis 
typically form two separate parts of the assessment, the relationship between hardware 

and software failures often remains vague and unresolved. Finally there is an inherent 

difficulty in relating the results from low-level safety studies back to the high-level 

functional failure analysis. Although fault trees are built precisely for this purpose, the 

traditional process of constructing these fault trees relies exclusively on expert 
knowledge, and lacks a systematic or structured algorithm which the analyst can apply on 

a system model in order to derive the tree. In the context of a complex system this 

process becomes tedious, time consuming and error prone, and the resultant fault trees 

are large but, more importantly, difficult to interpret and verify. In consequence, safety 

analyses are in practice not only voluminous but also fragmented and inconsistent. Such 

analyses are also difficult to interpret and do not always provide a useful resource in the 

design of the system. 
Common cause failure analysis has always been matter of concern for system 

developers and regulatory authorities. This is mainly due to the difficulty and the 

uncertainty of the quantification of the likelihood of common cause events. Nuclear 

industries have been pushed since the sixties to address this problem. The reason was 
that regulatory authorities (in USA and Europe) were, already at that time, asking for 

nuclear power plants where the likelihood of any critical failure was well below 10-6 per 
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year'. Aerospace and automotive industries are not yet asked for such a low frequency 

for critical failures. At the moment it seems that they are pursuing frequencies for 

critical failure of 10-9 per hour [SAE-ARP 4761,1996], which is 10 times bigger 2 than 

the minimum allowed for nuclear power plants. However the achieved failure rate for 

civil aircraft is around 10-6 critical accidents per hour 3. This higher "accepted" frequency 

for critical failures (about 104 time bigger than for nuclear) is perbap s one of the reasonS4 
for which the aircraft industry is still allowed to "escape" the quantification of the 

likelihood of common cause failure events. They perform only qualitative analysis on 

potential root causes of common cause events and their effect on the system [SAE-ARP 

4761,19961. They achieve this by conducting careful design and verifying that 

components and sub-systems are sufficiently "strong" to resist environmental hazards 

specified in a checklist (that is what they call Zonal Hazard Analysis). Then, they 

produce evidence that the system, as a whole (e. g. the aircraft), will resist particular risks 

specified on another checklist, for example the impact of a bird, fire, tyre burst (by 

performing what they call Particular Risks Analysis). Finally, they verify that events in 

minimal cut sets are sufficiently uncoupled against possible causes of common failure 

specified into another checklist, this is achieved by performing what they call Common 

Mode Analysis [SAE-ARP 4761,1996]. Checklists are provided by regulatory 

authorities, as well as being maintained by developers, and the aim of these analyses is to 

This is partly achieved since in the nuclear history of about 2* 104 civil reactor per year 
(i. e. 500 reactors running per 40 years) we have had only one critical accident: 
Chernobyl. However Russian reactors were built with a critical failure rate of 10-3 per 
year. Hence Chernobyl should not be taken into account. Three Mile Island accident is 
not to be considered a critical accident, since the container worked properly and 
avoided the spreading of long life radioactivity into the environment. 

2 The frequency of 10-6 critical reactor faihires per year is equivalent to 1.1*10"0 
reactor failures per hour (i. e. 10-6 critical reactor faill, res per year divided 8.76 *1 03 
hours per year). This is almost 10 time smaller than the failure frequency of 1* 10'9 
aimed for critical failures in civil aircrafts. 

3 The actual failure rate perceived by common people for critical failures in civil aircraft 
can be quantified as follows. If we suppose that there are 104 aircraft flying every day 
around the world, each flying 5* 103 hours per year, losing 12 aircraft every year, this 
means that the actual critical failure rate is around 4*10 -6 per hour (i. e. 104 aircraft 
around the world times 5*103 hours flown per year divided 12 aircraft lost in one 
year). http: //wwNv. ntsb. gov/Aviation/Tiblel. htm reports "0.012 critical accidents per 
105flight hours" that is not far from our estimation. [Boeing, 1996] also reports similar 
values. 

4 Another reason is the difficulty of estimating failure rates for some software 
components. 
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produce evidence that minimum requirements are met. However, to the best of our 
knowledge, regulatory authorities do not ask for any quantitative evaluation of the impact 

of couplings that cannot be removed. 
One of the reasons that the quantitative estimation of common cause failure is 

"escaped when possible", is that in the way it is performed by the nuclear industries it is 

expensive and largely based on the estimation of some parameters which may often have 

a large uncertainty. In many cases values for these parameters are given by field experts 
(expert judgement), in other cases a conservative value is taken a priori. While the first 

option can be impractical (lack of experts for specific fields) and expensive (in some 

cases there are very few experts all over the world), the second option penalises good 

systems. 
Hence, if we could mechanise the process of common cause failure analysis by 

supporting and facilitating expert judgement, we would also improve the chance of 

quantitative common cause failure analysis being more frequently used. 

1.5 Central Proposition and Objectives 
The central proposition of this thesis is the following: 

"It is possible to produce an integrated safety analysis framework 

which can be used to produce a complete and consistent safety 

analysis, inchiding treatment of common cause jaihire and which can 
be used to drive "a design -for-safety " process. " 

The main objectives of this research work are: 

a) Study the current industrial practice for safety analysis of critical computer based 

systems and for common cause failure analysis; 

b) Provide a method and a notation usable throughout the lifecycle, that supports the 

design-for-safety of computer based safety critical systems; 

c) Provide a method that supports common cause failure analysis; 

d) Give specifications for a software tool that supports the proposed method. 
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1.6 Scope of Study and Methodology 
The foundation of this thesis is the techniques widely used by the automotive, 

aeronautical and nuclear industry for the analysis of critical computer based systems. 
Some of these techniques, i. e. FHA, HAZOP, FMEA, FTA have been used for almost 30 

years. 
This thesis addresses the part of the lifecycle that goes from the decomposition and 

design to integration and verification stages. It concentrates on linking existing 
techniques and in proposing a novel method for the qualitative and quantitative 

estimation of common cause failures. Case s tudies have been done on a Fuel System and 

a Computer Assisted Braking system. 

1.7 Organisation of the Thesis 
The thesis is divided into seven chapters: chapters one and seven providing an 
introduction and a conclusion to the thesis, respectively. The key contribution of the 

thesis is contained in chapters four and five. The literature survey and the work that 
brought to the formulation of the main method presented in the thesis are in chapters two 

and three, respectively. 

Chapter Two - Techniques for Safety Analysis 

In the second chapter we review the main safety analysis techniques used for the 

assessment of critical computer based systems by presenting principles that underlie 
individual techniques. Although those techniques are mostly used in the nuclear and 

aerospace industry, particular attention is reserved for what has been done for software in 

safety critical applications. Then we focus on techniques for the analysis of common 

cause failures. We explain the mechanisms of common cause failures and explore the 

various ways common cause failures are currently investigated. We close the chapter 

pointing out areas where further research is needed and setting out the questions that we 

aim to address in the thesis. 

Chapter Three - Preliminary Work 

The third chapter summarises the work that was done at the beginning of our research 

and that brought us (through many refinements) to the formulation of the method, known 

as Failure Logic Analysis for System Hierarchies (FLASH). It highlights the process 

underneath the development of the technique and explores some alternative approaches. 

20 



Chapter Four - Failure Logic Analysis for System Hierarchies 

This chapter presents the basic FLASH method, as it would be used in an idealised top 

down process. FLASH aims to support the lifecycle making possible Design-for-Safety. 

FLASH creates a framework, linking several continuous phases of the lifecycle, pointing 

out inconsistencies among designs representing different phases of the lifecycle, linking 

low level analyses to the FHA and supporting dependent failure analysis. FLASH is 

applied in two different stages of the lifecycle. In the first stage it checks the evolving 
design against higher-level safety requirements and supports the establishment of derived 

safety requirements for each sub-system. In the second stage it verifies whether the 

product as implemented and integrated meets its concept level and derived safety 

requirements. 

Chapter Five - Common Cause Failure 

This chapter extends the FLASH formalism presented in chapter four to treat common 

cause failures. We show how the hierarchy of FLASH tables can be used to identify 

those minimal cut sets that need to be analysed for common cause failures. Additionally, 

we provide a novel method for quantitative estimation of the likelihood of minimal cut 

sets with coupled events that uses some of the information collected during FLASH 

analysis. 

Chapter Six - Case Studies 

This chapter outlines the application of the proposed method on two case studies. We 

show different stages of the application of the method and highlight the most important 

features. Each case study is separately evaluated and compared with what could be 

achieved by using other analysis techniques. The pragmatics of dealing with complex 

evolving designs is presented here. 

Chapter Seven - Conclusion 

This chapter provides a surrunary of our research work, draws the conclusions of the 

thesis and highlights potential areas for further development. 
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Chapter two 

Techniques for Safety Analysis 

2.1 Introduction 
In this chapter we review the main safety analysis techniques (as well as recently 

proposed variations of those techniques) used in the assessment of critical computer 
based systems. In the first part of the chapter we present the principles that underlie 
individual techniques and we use four criteria to compare and highlight similarities and 
differences among those techniques. In the second part of the chapter we focus on 

techniques for the analysis of common cause failures. We identify the mechanisms of 

common cause failures and explore the various ways common cause failures are 
investigated in current practice. Finally we point out areas where further research is 

needed and set out the questions that we aim to address in this thesis. 

The four criteria against which we will examine and categorise the main safety 

analysis techniques are as follows: 

1) Aim; 

2) How they explore the relationship between causes and effects; 
3) Position in the lifecycle; 

4) Presentation of results. 

The first criterion explores the primary "Ahn" of the technique under examination. As 

Table 2-1 indicates there are techniques that primarily aim to produce a qualitative 

analysis, for example by generating a list of potential failures that affect a system, and 

techniques that produce a quantitative analysis for example predicting the frequency of 

some critical accidents. Besides those two classes of techniques, there is a third class 
formed by techniques that enable both qualitative and quantitative analysis. 
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Aims Example of possible outputs 
Qualitative Analysis Generating a list of potential failures that affect a system 

Quantitative Assessment Predicting the frequency of critical events 

Both Qualitative Analysis & 
Quantitative Assessment 

A graph resembling a tree with probabilities associated 
with each leaf, branch, ramification and root 

Table 2-1: Aims of Safety Analysis Techniques 

The second criterion in our categorisation considers the way safety analysis techniques 

proceed in their investigation i. e. "how they explore the relationship between causes and 

effects". There are at least four different ways to proceed. There are deductive techniques 

that start from known effects to seek unknown causes, inductive techniques that start from 

known causes to forecast unknown effects, exploratory techniques that link unknown 

causes to unknown effects and descriptive techniques [Fenelon et al., 1994] that link 

known causes to known effects. The above categorisation scheme is illustrated in Table 

2-2. 

Effects 
Known Unknown 

Known Descriptive techniques Inductive techniques 

Unknown Deductive techniques Exploratory techniques 

Table 2-2: Four ways to investigate the causes-effects relationship 

The third criterion in our categorisation is "Position in the lifecycle". Some techniques 

are used at different stages in the development process to provide feedback to the design 

and development process. The techniques that are used at the beginning of the design 

process focus on the analysis of the abstract concept of the system. They identify 

potential failure modes to give advice for the development of the architecture of the 

system. We refer to these techniques as being used early in the life cycle. The group of 

techniques that follows, concentrates on the analysis of the architecture of the system. At 

this stage, the allocation of functions to sub-systems and components is known and the 

purpose is to identify hazards that may arise due to (abnormal) deviations of flows 

between components of the architecture. We refer to these techniques as being used in 

the intermediate phases of the lifecycle. Finally, there are techniques which are used 

after the full design process is completed. They mainly perform confirmatory analyses to 

determine whether or not the full design meets specifications and requirements. We refer 
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to these techniques as being used in later phases in the lifecycle. Beside these three 

groups of techniques, a further group is formed by techniques used across the design 

lifecycle. These techniques can usually provide continuous feedback to designers. This 

categorisation scheme is illustrated in Table 2-3. 

Position in the lifecycle Description 
Early Analysis of the abstract concept of the system 

Intermediate Analysis of the architecture of the system 

Late Assessment that the full design meets specifications and 
require ents 

Across Provide continuous feedback to designers 
Table 2-3: Position in the lifecycle 

The fourth and last criterion in our categorisation is based on the "presentation of 

results ". There are some techniques for safety analysis that provide results in a graphical 
format and others that provide them in tabular forms. A graphical format provides a 

more intuitive and perbaps easier to understand representation of the results from the 

assessment. It is also generally easier to relate the failure and recovery logic depicted in a 

graph back to the system design. However, as the graph grows, fragmentation becomes 

inevitable and the intuitive capacity is jeopardised, since the graph becomes difficult to 

read. Conversely, the tabular format can provide a quantity of detailed information which 
is easy to be read but less intuitive. There are only a few safety analysis techniques that 

provide both results in a graphical and tabular output for the same information. Those are 

among the techniques surveyed in the next section. Details of this criterion are 

surnmarised in Table 2-4. 

Presentation of results Features 
Intuitive, understandable, relate to the system 

Graphical representation of the logic or sequences of failures and 
recovery measures 

Tabular A lot of detailed information easy to be read 
Both tabular and Intuitive and easy to read 

graphical 
Table 2-4: Presentation of results 
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2.2 Safety Analysis 
Having explained the four criteria that will help us examine, relate and contrast different 

safety analysis techniques, we can now proceed to the review. The presentation of each 
technique starts with a brief historical background and proceeds with a more detailed 

description of the technique which also identifies the position of the technique in the 

above classifications. 

2.2.1 Preliminary Hazard Analysis 

Preliminary Hazard Analysis (PHA) was introduced in the late sixties (1966) after the 

Department of Defense of the United States of America requested safety studies to be 

performed at all the stages of product development. They issued guidelines that were 

applied from 1969 onward [MIL-STD-882,19691 [MIL-STD-882d, 1999]. 

The Preliminary Hazard Analysis technique is used in the later stages of 

requirement analysis and in the early stages of the design process (early ill the lifecycle). 

The purpose of Preliminary Hazard Analysis is to identify safety critical areas, to provide 

an initial assessment of hazards, and to define requisite hazard controls and subsequent 

actions. The technique is not well formalised. It typically consists of brainstorming 

where the preliminary design is discussed on the basis of the experience of people 
involved in the brainstorming activity. Check lists are commonly used to help in 

identifying hazards. Results are presented in a tabular format. Table 2-5 displays a piece 

of a Preliminary Hazard Analysis table as an example. It has been made out for two of 

the hazards that may arise with a computerised braking system in a car. The first column 

of the table reports hazards that have. to be investigated, for instance the loss of the 

braking capabilities of a car and uneven braking. The second column describes the 

effects of the hazard, in our case the possible death and injury of people or directional 

instability. The third column reports the severity level for the hazard (e. g. catastrophic, 

critical, marginal or negligible). The fourth column sets out the conditions in which the 

hazard produces the most serious effects. The fifth column reports the exposure to 

danger, that is a measure of the time spent within the area of danger. The sixth and last 

column gives information about the ability of the system or the driver to avoid danger. 

Hazards listed in the first column are usually taken from a Preliminary Hazard List [MIL- 

STD-882c, 1993] that is compiled before the actual Preliminary Hazard Analysis. 

Often Preliminary Hazard Analysis tables bave a few additional columns. They are 

domain specific, defined by the company or even by the customer. In our table Effects, 
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Criticality, Co-effectors, Exposure to danger and Avoidance to Danger are the output of 

the analysis, while the Hazard is the input. 

Preliminary Hazard Analysis is a qualitative technique. It explores relationships 

among potential causes (i. e. the hazard) to give unknoivit effects the (accide nt) hence it is 

inductive. It is applied only during the early stages of the developing process and 

produces a tabular output. 

Hazard Effect 
(accident) Severity Co-effectors Exposure to 

dang r 
Avoidance 
ofdanger 

Death or serious High speed injury to travel and Unlikely to Loss of occupants of the Critical requirement to 
Frequent 

avoid Braking vehicle, other slow down or 
le-2 [1/hI danger 

vehicles or 
pedestrians Stop 

Directional 
instability. 
Death or serious Heavy traffic, Likely to Uneven injury to Critical Hazardous Frequent -- avoid Braking occupants of the 

road condition 
le-2 [1/hI danger 

vehicle, other 
vehicles or 
pedestrians 

Table 2-5: Preliminary Hazard Analysis table 

2.2.2 Functional Hazard Assessment 

Functional Hazard Assessment (FHA) approaches the analysis of the top-level design 

from the functional viewpoint [SAE-ARP 4754/4761,1996]. The aim of this technique is 

to identify which functions of the system contribute to hazards, and thus assigning them a 

criticality level. Functional Hazard Assessment was developed by the aerospace industry 

to bridge between hardware and software, since functions are generally identified 

without specific implementations. It requires domain specific knowledge to produce 

meaningful results from Functional Hazard Analysis. The output is a set of tables which 

give for each function, for each failure condition, and for each phase, a description of 

effects, mitigation procedures, and often the type of analysis that has to be performed to 

have the system accepted by regulatory authorities. Table 2-6 shows a standard 

Functional Hazard Assessment output table as reported by the Aerospace Recommended 

Practice [SAE-ARP 4761,1996]. The first column lists functions that have to be assessed 

(i. e. Decelerate Aircraft on the Ground). For that function, the second column lists the 
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failure conditions (i. e. Loss of Deceleration Capability, Partial Loss of Deceleration 

Capability) that may apply to each function. In our case each of the two failure 

conditions have four sub-cases (i. e. a-b-c-d). Identical failure conditions e. g. sub-cases a 

and c (or b and d) have different effects on the aircraft if they happen in different 

operational states e. g. taxying or landing of the aircraft. 
Failure Condition Effects of failure Reference to Verifica- Function (Hazard Phase Condition on Classification Supporting 
Description) Aircraft/Crew Model tion 

Decelerate 1. Loss of 
Landing 

Aircraft on Deceleration Mun to 
take ofJ7 

See Below 
the Ground Capability Taxi I 

La. Unannuciated Landing/ Crew is Unable to 

loss of deceleration Run to 
decelerate the aircraft, 

. Catastrophic Aircraft 

capability take off 
in a high speed resulting Fault Tree 

overrun 

Crew selects more suitable 
Emergency 

Lb. Annuciated airport, notifies emergency 
landing 

loss of deceleration Landing ground support, and Hazardous procedures in Aircraft 

capability prepares occupants for case of loss of Fault Tree 

landing overrun stopping 
capability 

Crew is unable to stop the 
l. c. Unannuciated aircraft on the taxiway or 
loss of deceleration Taxi gate resulting in low speed Major 
capability contact with terminal, 

aircraft, or vehicles 

Ld. Annunciated Crew steers the aircraft 
loss of deceleration Taxi clear form any obstacles No Safety 

capability and calls for a tug or Effects 
portable stairs 

I. e. Inadvertent Crew is unable to take off 
Deceleration after 

due to the application of 

the aircraft cannot Takeoff brakes at the same time as Catastrophic Aircraft 

be safely stopped in high thrust settings, FaultTree 

the ground resulting in a high speed 
overrun 

2. PartialLossof Landing 
Decelerating lRun to See Below 
Capability 

Crew is unable to 
2. a. Unannuciated Landing complet 

' 
ely decelerating Aircraft loss of deceleration /Run to the aircraft before the end Hazardous Fault Tree 

capability take off of the runway resulting in 
a potential overrun 
Crew selects more suitable 

2. b. Annuciated airport, notifies emergency 
loss of deceleration Landing ground support, and Major 
capability prepares occupants for 

landing overrun 
Crew may not be able to 

2. c. Unannuciated adequately stop the 
loss of deceleration Taxi aircraft before obstacle, Minor 
capability resulting in low speed 

collision. 

2 d Annunciated Crew steers the aircraft 
. . loss of deceleration Taxi clear from any obstacles No Safety 

capability 
and calls for a tug or Effects 

I portable stairs 

... .. ... 
I 

... 
Table 2-6: FHA table 
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The operational state is called Phase in our table and it is reported in the third column. 
During the landing phase the failure condition La is classified as catastrophic. In case of 

taxiing, the same failure condition is classified as major. The classification of failure 

conditions is reported in the fifth column. Mitigation measures that can be taken to limit 

effects are reported in the sixth column. Analyses that have to be undertaken to verify 

that the system meets safety requirements go into the seventh and last column. 
Several other techniques have been proposed to achieve a Functional Hazard 

Analysis. One of these, the Functional Failure Analysis (FFA), is recommended in 

[Papadopoulos and McDermid, 1999a]. This technique considers three misbehaviours 
for each function. They are 1) fiinction not provided when requested; 2) filliction 

provided when tiot required; and 3) inalfitlictimi. The Functional Failure Analysis table 

differs slightly from the table described above, but it pursues the same objective. 
The aim of the Functional Hazard Analysis is to perform a qualitalive analysis in the 

early stages of the design process to identify which functions of the system contribute to 

hazards, thus it is an deductive technique. The output is tabitlar. 

2.2.3 HAZOP and HAZOP based techniques 

HAZard and OPerability study (HAZOP) [CISHEC, 1977] [Kletz, 1992] [Adelard, 1994] 

was developed by Imperial Chemical Industries in the early 1970's [Lawley, 1974] 

[Lawley, 1976] and extended to software in the early 1990's [McDermid et al., 1995]. 

HAZOP is performed after an outline equipment design is proposed showing the main 

design components and the flows between them. The results of the HAZOP may be 

either to accept the proposed architecture, subject to some safety-related derived 

requirements, or to ask for the design to be modified. 
HAZOP is a team process, aimed at achieving an "imaginative anticipation of 

hazards". At a mechanistic level it consists of completing a table according to some 

"guide words" (e. g. None, More of, Less of, Part of, More thall, Other). A guideword 

describes a hypothetical deviation from the normally expected attributes of a flow. 

Driven by these guidewords, failure causes and their effects are listed. The acceptability 

of the effects of the deviations is considered and measures proposed to decrease the 

likelihood of the failure cause, or to mitigate the effects. Table 2-7 shows an example of 

a HAZOP table for a hydrocarbon flow feeding a chemical reactor. The first column 

reports two of the guidewords that drive the analysis, i. e. none and more. The team starts 
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from these guidewords to identify deviations to the expected behaviour of the flow that 

are placed in the second column (i. e. No Flow, More Flow, More Pressure, More 

Temperature, etc. ). In the third column the team records potential causes of deviation in 

the flow (in our case the flow feeding the chemical reactor). For instance, there may be 

no hydrocarbon available in the storage tank or a failure of the pump feeding the reactor. 
Consequences of each deviation are recorded into the fourth column. In our case this 

give rise to the formation of polymers in the heat exchanger. The last column reports 
actions that the team recommends for reducing the hazard. 

The aim of the HAZOP is to perform a qualitative analysis in the intermediate 

stages of the design process to anticipated hazards, thus it is an exploratory technique. 
The output is tabular. 

Guide 
Word Deiiation Possible Causes Consequences Action Required 

Loss of feed to reactor 
1) Ensure good communication 

NONE No flow No hydrocarbon available from . Polymer formed in with storage area 
storage heatexchanger 2) Install low level alarm on 

settling tank 
Transfer pump fails (motor 
fault, loss of power, impeller As above Covered by 2) 
corroded etc. ) 

3) Install high level alarm 
Level control valve fails to 4) Check size of overflow 

MORE More flow open, or Level Control Valve Settling tank overfills 5) Establish locking-off 
bypassed in error proceduf e for Level Control 

Valve bypass when not in use 
More Isolation valve or Level Control line subjected to full 

Pressure Valve closed when pump pump pressure 
6) Install kickback on pumps 

running 
More High intermediate storage 

Higher pressure in 7) Install warning of high 

Temperature temperature transfer line and temperature at intermediate 
I settling tank I storage 

Table 2-7: HAZOP table 

HAZOP has been traditionally used for hazard identification at plant level. More recently 
though we have seen categorisations of abstract failure classes for Software components 
[Ezhilchelvan and Shrivastava, 1986], [Bondavalli and Simoncini, 19901, and a number 

of HAZOP-inspired techniques for hazard analysis of software architectures [Burns and 
Pitblado, 1993]. The early extension of HAZOP to computers was called CHAZOP, for 

Computer HAZOP. However CHAZOP was really an extended checklist, and did not 

really build on ideas of flows and guidewords. Work in York produced the Software 

Hazard Analysis and Resolution in Design (SHARD) [McDermid and Purnfrey, 19941 

which is much more HAZOP-like, but applied new guidewords i. e. Early, Late, 

Omission, Commission, and Value, rather then the classical guidewords. Like HAZOP, 
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SHARD is used to analyse an outline design and can produce derived safety 

requirements. 
The aim of SHARD is to perform a qualitative analysis in the intermediate stages of 

the design process to anticipate hazards, thus it is an exploratory technique. When 

hazards are known, SHARD may also be used in a deductive mode (i. e. for the analysis 

of embedded systems). The output of SHARD is tabitlar. 

Another technique that originated from HAZOP is the Failure Propagation and 
Transformation Notation (FPTN) [Fenelon & McDern-dd, 1993] [Fenelon et al., 1994]. 

This is a hierarchical graphical notation that represents system failure behaviour. It is 

linked to a design notation and, like HAZOP and SHARD, is both an inductive and 
deductive analysis. FPTN makes consistency checks and is designed to be used at all 

stages of the life cycle. FPTN represents a system as a set of interconnected modules; 

these might represent anything from a complete system to a few lines of program code. 
The connections between these modules are failure modes, which propagate between 

them. Figure 2-1 displays a FPTN module. Each module has a set of input failures, to 

which it is susceptible (i. e. A: t, B: t, C: Vu, X: Vd at the left side of the module), and a set 

of output failures, which it propagates (i. e. D: o, E: c, F: o at the right side of the module). 
A module can also generate new failures (e. g. F: o) and handle existing ones (e. g. X: Vd). 

Equations inside the module show how the input and the internally generated failure 

modes contribute to the output failure modes (i. e. D: o = A: t & B: t; and E: c = B: t I C: v). 
Figure 2-1 displays also that an FPTN module may record the criticality of the module 
(in the right top corner), and whether the module is further decomposed into the other 

more simple modules (the shadow). 
FPTN is a qualitative technique that can be performed at any stages of the design 

process, thus across the lifecycle. Its role is to summarise analyses, thus it is a 
descriptive technique. The output is graphical. 
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Criticality 

MODULE NAME 

- At D: o = A: t & B: t D: o 
E: c = B: t I C: v BA E: c Output 

Input failures 
C-. Vu HANDLED F: o failures 

X: Vd by [mechanism] 
X: Vd 

INTERNAL 
GENERATED by processor failure Po 

Shadow indicates decomposabilityýý 

Figure 2-1: FPTN module 

2.2.4 FMEA 

Failure Modes and Effects Analysis (FMEA) has been developed since the sixties 

[Recht, 1966] for studying aircraft safety, then it was used for space applications 
[Bussolini, 1971], for chemical plants [King and Rudd, 1971] [Lees, 1980] and car 

manufacturing [Yamada, 1977]. FMEA was recommended for Nuclear installations after 

the accident at the Three Mile Island power station [NUREG 2300,1983]. Many 

standards deal with FMEA. Guides were published by the US Department of the Navy 

[MIL-STD-1629a, 1980] and the Institute of Electric and Electronic Engineers [IEEE, 

1975]. 

FMEA is an inductive analysis technique used to study the effects of component 
failure modes on a system. FMEA starts from knowledge of component failure modes 

and considers the effects of each failure on subsystems and the system. It involves the 

study of all the components in a system and is often applied also to higher level 

assemblies and systems. It checks whether proposed components, with their known 

failure modes, fulfil system-level safety requirements. The result of the FMEA may be 

to accept the proposed components or, perhaps, to issue recommendations for 

maintenance checks, or to ask for components to be substituted. In light of the FMEA, 

analysts are able to ensure that all the conceivable failure modes and their effects on the 

system operability are taken into account, although this is clearly a very costly process 

and, for a complex system might not be practical. It is also common to use FMEA to 

determine whether or not a design meets the general requirement that "no single point of 
failure" shall give rise to a hazard. 
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A classical FMEA output is shown in Table 2-8. The first column lists basic 

components of the system, the second column lists failure modes that apply to each 

component. The third and fourth columns respectively list effects on the subsystem and 

system. The fifth column classifies effects according to their severity, the sixth column 

gives the failure rate associated with the failure mode, and the last column is left for 

comments. Thus Table 2-8 tells us that the speed sensor (first column) in a car may fail 

in various modes, one of these is delivering No Signal (second column). This failure 

produces effects at subsystem level (third column). The subsystem believes that the 

vehicle is not moving. The system is indirectly affected by this failure since the speed 
indicator shows a null speed, the mileometer is not incremented and the electronic 

gearbox selects a wrong gear (fourth column). Obviously the hazard severity for the first 

and second failure modes is less severe than the third one which may cause loss of lives 

and the vehicle. 
FMEA is a qualitative and quantitative technique that proceeds from known causes 

to unknoiwt effect thus it is inductive. FMEA needs the knowledge of the full system 
design so it is performed later in the lifecycle. The output is tabular. 

Component Failure subsystem Vehicle Effects Haz 
Failure 

rate Comments Mode Effects [11h] 
1. No speed indication Min Effect 3) 
2. Milcometer not Min requires 

incremented simultaneous 
Vehicle Vehicle speed 3. Electronic gearbox Maj failure of 
Speed No signal will always be control may select too 513-5 engine load 

Sensor calculated as low gear, possibly calculation 
zero resulting in wheel lockup and 

or transmission damage mechanical 
interlocks on 
aearbox 

Calculated 4. Indicated speed greater Min 
vehicle speed than actual Effect 6) is 
will be too 5. Milcometer over-reads Min hard to detect 

Vehicle Noisy high. If edges 6. Electronic gearbox Min via engine 
Speed (too Many arrive at control may select too 3E-5 load 
Sensor edges) higher rate high gear, possible calculation, 

than specified, resulting in stall unless noise is 
they will be extreme 
lost 
Calculated 7. Specd indicated lower Min 

Vehicle 
Speed Intermit- vehicle speed than actual 412-5 See above 
Sensor tent will be too S. Milcometer under-reads Min 

low i 9. As 3) 1 Maj I I 
Table 2-8: Failure Mode and Effect Analysis table 
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A natural extension of FMEA is Failure Mode, Effects and Criticality Analysis 

(FMECA). It was introduced almost immediately after FMEA. It is based on FMEA but 

in addition to this, it performs a criticality analysis verifying that failure modes with 

severe effects have sufficiently low occurrence probability. An FMECA table has at 
least two more columns that record the probability-severity5 pair for each failure mode. 
If the likelihood is high or the consequences severe, the more critical is the failure mode 

and the need to take corrective measures. 

2.2.5 Fault tree and Event tree analyses 

Fault Tree 

Fault Tree Analysis has developed since the early sixties (1961) when Bell Laboratories 

introduced this concept as a method to assess the safety of the launch control system of 
the Minuteman missile [Henley and Kumamoto, 1981]. A few years later fault tree 

analysis was adopted and improved by engineers working for Boeing [Haasl, 1965] 

[Fussell, 19731. But it was not until the eighties that the fault tree construction process 

was formalised under pressure from the United States Nuclear Regulatory Commission 

and a handbook was written [Vesely, 19811. Since then various procedures and tools to 

support fault tree analysis have been proposed in [Taylor, 1982] [Poucet et al., 1993 b]. 

In 1995 there were more than a hundred different tools [Sardella, 1995]. However, only 

recently has fault tree analysis extended to software [Leveson, 1983 and 1991]. 

The aim of fault tree analysis is to determine the possible combinations of causes 

that may give rise to some undesired events called top events. A fault tree consists of 

several levels of event connected in such a way that each event, at a given level, is a 

consequence of events at the level just below, through various logical operators (gates). 

Events may be equipment failures, human errors, software errors, etc. that are likely to 

cause an undesired outcome. Figure 2-2 represents a simple fault tree. The Top Event D 

occurs when both the basic event A and the intermediate E get rise. However E occurs 

only when any of the basic events B or C get rise. 

5 If we know the mission time for the system considered in Table 2-8, then we can 
calculate the likelihood of each component failure mode. Hence we can say that Table 
2-8 contains sufficient information to be used also for an FMECA. 
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ve AE nt 

Basic Event Basic Event 
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Figure 2-2: Fault Tree 

In a fault tree, basic events must be independent of one another. Fault tree analysis is 

extensively used, as its simple graphical style is readily applied and well understood by 

practising engineers. In the many years since its introduction, the fault tree technique has 

gone through many extensions. One of these is the addition of new gates to represent the 
dynamic behaviour in advanced fault tolerant digital -systems. This extension also made 
fault trees fully compatible with Markov chains (explained later in this chapter). The 

fault tree handbook reports five gates AND, OR, XOR (exclusive OR), Priority-AND and 
INHIBIT [Vesely, 1981]. These gates capture the effects of failures that depend only 

upon the combination of causal events, but not those that depend on the sequence in 

which the events occur. There are three. sequences of events for which dedicated gates 

were introduced [Dugan et al., 1993]. Figure 2-3 displays these three new gates. The 

F, unctional dependency gate (a) represents the functional dependency of the events 
below the gate from the trigger event depicted on the left side of the gate. When the 

trigger event happens all the functionally dependent events (below the gate) will happen. 

The occurrence of any of the functional dependent events has no effect on the trigger 

event. The Cold spare gate (b) models components that are not powered up until they are 

needed for backup purpose. When the primary event arises (event 1 in Figure 2-3b), then 

a cold spare is powered up and operates until it fails (event 2 in Figure 2-3b) causing 

another cold spare to be powered up. The gate is "true" when all the basic events have 

arisen, and hence all the spare components used up. The basic hypothesis behind this 

gate is that spare components are as good as neiv until they are powered up for the first 
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time. The Sequence enforcing gate (c) represents events happening in a particular order. 

This gate fires "true" if and only if all the events listed below the gate happen from left 

to right. For any other sequence of events the gate does not fire. 

Non-dependent Output Gate-Output Gate Output 
ttt 

FDEP CSP SEQ 

Trigger event 

2n Primary active unitt 
AL 
I 

1 st alternate unit 
2nt alternate unit 

------ - --------- 
nth alternate unit 

a) Functional dependency gate. b) Cold spare gate. c) Sequence enforcing gate. 

Figure 2-3: Dynamic fault tree gates 

Like FMEA and FMEA derived techniques, fault tree analysis can provide quantitative 

output, for any state of the system. In fact any fault tree can be reduced to sequences of 

events connected by only "AND", "OR" gates and negation "NOT" [Contini, 1999b], 

and eventually be fully represented by a list of minimal cut sets that are the n-dnimum 

combination of events which, when they happen simultaneously, can cause the top event. 

The probability of the top event is then estimated by adding up the probability of all the 

minimal cut sets of the tree. It is not intended in this section to detail how the 

quantitative evaluation of fault trees proceeds. For that we refer to the fault tree 

handbook [Vesely, 1981]. 

Although fault tree analysis is extremely powerful in supporting both qualitative and 

quantitative analysis, the fault trees technique is very much dependent on the analyst: 

different teams draw different fault trees for the same system [Amendola, 1986]. To 

avoid this dependence, several tools which draw fault trees automatically, from Plant and 

Instrument (P&I) diagrams, have been developed e. g. in [Carpignano & Poucet, 1994]. 

At present, the weak points of those tools concern mainly the large size of generated fault 

tree diagrams when they are compared with hand-produced fault trees [Sardella, 1995]. 
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The fault tree technique aims both at a qualitative analysis and a quantitative 

assessment. However the quantitative assessment is not always possible. It needs 
knowledge of probabilities associated with basic events (leaf events). In the case of 

software fault trees it is not possible to associate probabilities with some failure modes, 
hence fault tree analysis is used only qualitatively. 

In addition, fault tree analysis proceeds from known effects to unknown causes thus 

it is a deductive technique. 

The fault tree technique can be used at any stage of the design and development 

process. Fault tree leaf events may represent functional failures, system failure modes or 

component failure modes. Thus fault tree analysis can be used at any stage of the design 

process i. e. functional, architectural and component level, that is across the lifecycle. 

Finally, the output of the fault tree is a graph (resembling a tree) and, when it is 

possible, it also provides the likelihood of the top event. However, since a fault tree can 
be represented by the list of its minimal cut sets, this list can also represent the ou tput of 

the fault tree analysis, hence we can say that fault trees also have a textua16 output. 

Event Tree 

The event tree technique is an inductive method that develops the possible consequences 

of a generic initiating event, e. g. a failure. The consequences of such an event can be 

mitigated, or made worse, by systems dealing with it immediately afterwards. Figure 2-4 

shows the event tree that may originate from the initiating event High Pressure in the 

vessel of a chemical reactor. Emergency systems are designed to deal with this event, 

however they may fail in various ways and, in some circumstances, the vessel may 

explode with severe consequence. The event tree in the figure shows that when the 

safety sensor detects high pressure in the vessel, emergency systems are triggered. If the 

system called into action works, the upper path of each branch (i. e. Y= Yes) is true, 

otherwise the lower path (N = No) is taken. In this example, following always the upper 

branch, we can see that the initiating event is completely handled and safety is 

maintained (although the plant is now unavailable). Following this path we see that the 

input flow is cut off (to avoid any further increase of reagent in the reactor), the output 

flow is increased to maximum (to facilitate the depressurisation) and the warning lamp lit 

(to communicate the abnormal state to the operator). If a system does not work we follow 

They can be represented also in a tabular form. 
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the lower path. The worst outcome happens when neither the input flow is cut off nor 
the output flow is increased to maximum and the safety valve does not open (there are 
two paths like this that are highlighted in the picture). Between these two extremes there 
is a "grey area" that represents the cases in which some of the safety systems work and 

some others fail. Remaining paths represent these outcomes. 

Front Line Responses 
Sensor 

detects the III 

Initiatin 
I 

pressure- 
'Input flow in I Output flow ig 

Event 
9: 

emergency 
", ýe 

vessel is ý increased to I Safety valvd Warning I 
I opens I lamp on I system is I cut Off I ma)dmum II 

I activated I 
I------T------T---------- -- r- -- -1, 

Y 

Y 

N 

Y1Y 

IN Failure in the II 
control loop 
--- ý; - 

i1.. Y 

pressurein 
the vessel 

Figure 2-4: Event tree 

Possible 
outcomes 

The system 
handles fault. 

Warning given. 
No accident risk 

The system does 
not handle the 

high pressure in 
the vessel. It may 
explode. Risk of 

accident 

When probabilities of mitigating events are known, it is possible to calculate the 

likelihood of each path. It is not intended in this review to detail the quantitative 

evaluation of event tree paths. For that we refer to the [NUREG 2300,1983]. Further, 

event tree mitigating events may represent functional failures, system failure modes or 

component failure modes. Thus event tree analysis can be used at any stage of the design 

process i. e. functional, architectural and component level, that is across the lifecycle. 

The event tree is a graph and, when it is possible, also the likelihood of each path can be 

given. An event tree can be represented by the list of its paths, hence we can say that it 

has also a te-wital (or tabular) output. 
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Drawing some conclusions, the aim of event tree technique is to provide both a 

qualitative analysis and a quantitative assessment. Event trees proceed from known 

causes to investigate unknown effects hence they are inductive. They can be used at any 

stage of the design development i. e. across the lifecycle. The output is both graphical and 

textual, although use of the graphical is more common. 

Large Fault Tree, Small Fault Tree 

Two different approaches can be used for a Probabilistic Safety Assessment of complex 

systems, i. e. Nuclear Power Plants, airliners, etc. First, the Large Event Tree - Small 

Fault Tree (LET/SFT) approach called also event tree with boundary conditions or, event 

tree linking or small fault tree. Second, the Small Event Tree - Large Fault Tree 

(SET/LF-F) approach called also fault tree linking or large fault tree. Both approaches use 
Event trees and Fault Trees to perform the Probabilistic Risk Analysis. The difference 

between those approaches lies in the fact that in the LET/SFT support systems (e. g. 

power supplies, water supplies etc. ), are modelled in event trees, whereas in SET/LFT 

support systems are modelled in fault trees. Although LET and SET analysis conducted 

with the same level of detail give the same numerical result [Rasmussen, 1992], so far, 

the SET approach has always been preferred to the LET. This is because fault tree 

construction and analysis (being a deductive process) can be extensively automated while 

event tree construction and analysis (being an inductive process) cannot be automated 

except by using techniques like Monte Carlo simulation. Hence it is preferable to deal 

with big fault trees rather than with big event trees. Software that deals with large fault 

trees can be found in [Carpignano & Poucet, 1994; Sar. della, 19951. 

2.2.6 Markov chains 

Markov methods are useful for evaluating components with multiple states i. e. several 

good, degraded, and critical states [Norris, 1998]. Let us consider the system in Figure 

2-5 with three possible states 0,1, and 2. In the Markovian model, each transition is 

characterised by a transition rate (i. e. failure rate = A2-1, A, 
-. O, repair rate = jil-2,110-1). If 

we define 

Pr, (t) = probability that the system is in state i at time t. 

pij (t) = the transition rate (either A or It) from state i to state 
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And if weassurne that Pri(t)is differentiable it can be shown that: 

d Pri (t) 
dt =-(ý Pii (t Prj(t)+ pji (t) 0 Pri (t 

If a differential equation is written for each state and the resulting set of differential 

equation is solved we obtain the time dependent probability of the system being in each 

state [Modarres, 1993]. Markov chains are mainly a quantitative technique though the 

state and transition diagram also gives qualitative information about the behaviour of the 

system. 

k2-1 
1%1-0 

State State State 
0 20 

ýU-2 

Figure 2-5: Markovian model for a system with three states 

2.2.7 Master Plant Logic Diagram 

The Master Plant Logic Diagram (MPLD) method was proposed in [Modarres, 1987] as 

an outgrowth of the Master Logic Diagram [NUREG 2300,1983] to represent all the 

physical interrelationships among various plant systems and subsystems in a simple logic 

diagram. It is used for probabilistic safety assessment to model and integrate the 

relationship between all plant functions and equipment, therefore it is suitable for several 

safety applications [Modarres, 1992] such as: 

11 Understanding and propagating effects of equipment failures; 

0 Generating and quantifying accident sequences; 
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" Determining important elements of plant safety and ranking of major contributors to 

unsafe situations; 

" Helping designers and analysts in the identification of risk-significant configurations; 

" Evaluating safety implications of an actual event occurrence. 

The aim of the MPLD method is to make the construction of a system safety model easy, 

and to make such a model easy to update. Although fault trees and event trees are well- 

established methods, as a matter of fact, they become inscrutable and resource -intensive 

when they extend to multiple pages. Their limitations are especially severe when they 

are updated following changes that have been made to the system i. e. operation, 

procedures, hardware, software, etc. Finally, fault trees and event trees are not easily 

traceable and their independent review and quality control is very time consuming. On 

the contrary, MPLD is a more intuitive representation of the system and it can be kept up 

to date more easily when there are changes in design or configuration of a plant. It can 

also be used to update risk estimates. 
In success space, MPLD shows the manner in which various functions, sub- 

functions, and hardware components interact to achieve the overall system task. 

Conversely, a MPLD in failure space displays events, i. e. functional failures and relevant 
hardware failures causing system failures, therefore MPLI)s can easily map the 

propagation of plant hardware failures to the system level [Modarres, 1992]. 

The hierarchy of an MPLD is shown by a dependency matrix (see Figure 2-6) in 

which the dependency is established and shown explicitly by a "o". The same picture 

shows that the failure of each of the functions F, and F2 causes the system failure. Each 

of those functions is supported by two sub-functions, each of which is enough to provide 

F, and F2. 

The MPLD shows a clear Single Point of Failure (SPF) of the support system S3 that 
directly causes the failure of sub-function F2-1 and indirectly (causing the failure of 

support system S2) causes the failure of sub-function F2-2- Moreover, the MPLD shows 
that support system S, is provided by two functions (SI., and SI-2) that must fail 

Simultaneously to cause S, to fail. Finally, the MPLD shows that the failure of the 

support System S2 is not critical because that failure can cause neither F, nor F2 to fail- 

Fault trees would not have allowed the same failure mechanisms to be shown in such an 
intuitive and compact way. 

40 



Like the fault tree and event tree techniques MPLD supports both qualitative 

analysis and quantitative assessment [Modarres, 1992]. It can be performed at any stage 

of the design process, thus across the lifecycle. The output is both graphical and textual 

or tabular. Table 2-9 summarises the graph in Figure 2-6. The likelihood of end state can 
be quantified. 

Figure 2-6: An example of MPLD in Failure space 
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Combinati- 
on number 

Failed 
support 

function (or 
equipment) 

Support Function (or 
Equip. ) Failed Because 

of dependencies 
Likelihood End State 

I SI-I 171.1, F2.1 

2 SI-2 FI-2, F2-2 

3 S2 F1.1, F2-2 

4 S3 S2 171-1, F2 

5 SI-1, SI-2 171, F2 

6 SI-1, S2 171.1, F2 

7 SI-1, S3 S2 171-1, F2 

8 SI-2, S2 171, F2-2 

9 SI-2ý S3 S2 F1, F2 

10 S2, S3 171.1, F2 

11 SI-1, SI-2. S2 Fl, F2 

12 S 1-1, S 1-2, S3 S2 F1, F2 

13 S 1-1, S 1-2, S3 171-1, F2 

14 SI-1, SI-2, S3 F1, F2 

15 SI-1, SI-2, S2, S3 171, F2 

16 No failure No failure 

Table 2-9: Combination of support function failure and end states 

2.2.8 Taxonomy of Techniques for safety analysis 

Techniques for safety analysis discussed so far provide feedback to the design process so 

that their output is used either to let the design proceed without modification or to 

recommend improvements. However, it is evident that the presented techniques for safety 

analysis achieve the feedback to the design in various ways, which the four criteria 

presented in the introduction of this chapter highlight to some extent. Table 2-10 

summarises the discussion that has been undertaken so far by ranking the presented 

techniques against the four criteria. 
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Classes Techniques 

Qualitative analysis 
Preliminary hazard analysis, Functional Hazard 
Analysis, Functional failure analysis, HAZOP 

Quantitative assessment Markov chains 
Both qualitative analysis 
& quantitative Fault tree, event trees and FMEA 
assessment 
Relationship among Descriptive technLques 

ý 
known causes and FPTN, Master Plant Logic Diagram 

; Z known effects 
From known effect to Inductive techniques 
unknown causes 

- 
Event tree 

Relationship among Exploratoa techniques 
unknown causes to FPTN, Preliminary Hazard Analysis, HAZOP, 
unknown effects SHARD 
Relationship among Deductive technL ues C4 known causes to known q 

SHARD, HAZOP, Fault tree 
effects 
Early Preliminary hazard analysis, Functional hazard 

analysis, Functional failure analysis 
Intermediate HAZOP, SHARD, FPTN 
Late FMEA 

Across Fault tree, Event tree, Master plant logic 
diagram, 
Preliminary hazard analysis, Functional hazard 

Tabular analysis, Functional failure analysis, HAZOP, 
FMEA 

Graphical FPTN 
Both tabular and Event tree, Fault tree, Master Plant Logic 
graphical Diagram 

Ta ble 2-10: Technioues for saf etv analvsis listed against thp fonr critprin 

2.3 Common Cause Failure Analysis 
Common cause failure analysis has its own section in this review since it considers 
failure events that cannot be dealt with (explicitly) by techniques presented in the 

previous section. These failure events are not usually considered as independent events 

occurring within a system, but as influences on the system from some source that are 

common to redundant components, resulting in some abnormal output states. 
The first problem in dealing with common cause failures is the definition of an 

unambiguous terminology. This was perceived in the many meetings that we were 
involved in during our research. Hence, we begin this section by presenting results of 

research into the terminology describing common cause failures by detailing the terms 

that we will be using in the development of the thesis. 
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The terminology on common cause failure has changed over the years. In the beginning 

only common mode faihires were considered [Edwards and Watson, 1979]. Later, the 

definition of common causefaihire was introduced referring to a slightly wider group of 

failures [Bourne et. al., 19811 superseding common mode failures. However, at that time 

the idea that common cause failure was sYnonymous with common mode failure was 

widespread. The issue regarding the difference between common cause and mode was 

clarified in 1985, when the term dependent faihires was introduced to supersede and 

encompass common cause, common mode failures and "cascade failures". Table 2-11 

gives the definitions of dependent, common cause, common mode and cascade failures 

as given by the safety and reliability directorate of the United Kingdom Atomic Energy 

Authority in an official document [Humphreyes and Johnston, 1987]. Cascade includes 

all dependent failures that are not common cause failures [EPRI, 1985; Johnston and 
Crackett, 1985]. Figure 2-7 summarises what we have said so far. Common mode 
failures are a subset of common cause failures, whilst dependent failures encompass both 

common cause and cascade failures. We agree with these definitions and we use them in 

the rest of the thesis. 

The likelihood of a set of events, the 

Dependent failure (DF) probability of which cannot be expressed as 
simple product of the unconditional failure 
probabilities of the individual events. 
This is a specific type of dependent failure 

Common cause failure that arises in redundant components where 

(CCF) simultaneous (or near simultaneous) multiple 
failures result in different channels from a 
single shared cause. 

ommon mode failure This term is reserved for common-cause 

(CIVIF) failures in which multiple items fail in the 
same mode. 
These are all those dependent failures that 

Cascade failure (CF) are not Common Cause, i. e. they do not 
affect redundant components. 

Further: 
The term "Dependent failure" as defined above is designed to cover all definitions of 
failures that are not independent. From this definition of dependent failure it is clear 
that an independent failure is one where the failure of a set of events is expressible as 
simple product of individual event unconditional failure probabilities. 

Table 2-11: Derinitions 
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Dependent 

imon Mode 
-ailures 

Figure 2-7: Dependent failures 

2.3.1 Dependent failure events 

The theoretical definition of dependent events can be found in statistics and probability 
books. In [McCord and Moroney, 1964; Peyton and Peebles, 1987] we can find that 

given two dependent events A and B, the probability that both events A and B happen, is 

not equal to the product of the two unconditional probabilities: 

P(AandB)=P(A)-P(BIA)=P(B)-P(AIB); eP(A)-P(B) (2-1) 

More specifically, in this thesis, we are concerned with the situation in which the 

likelihood of two (or more) events is greater than the product of the likelihood of each 

single event: 

P(A and B) > P(A) - P(B) 

2.3.2 Common cause failure events 

The reference document for studying common cause failures is NUREG 4780 [Mosl eh et 

al., 1993]. The author says that to understand the mechanisms leading to dependent 

events, and to model them, it is necessary to answer questions like: 
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" Why do components fail or why are they unavailable? 

" What is it that can lead to multiple failures? 

" Is there anything at a particular facility that could prevent such multiple failures 

occurring? 

The root cause, the coupling factor and the existence or lack of engineered or 

operational defences against unanticipated equipment failures are the answers to such 

questions. The root cause explains the mechanism underlying the transition from 

available to failed or functionally unavailable. For example, if two components are 
located in the same room and they are susceptible to high humidity, a common cause 
failure could occur as a result of an event outside the room but causing high humidity in 

the room. In this case high humidity is the root cause of failure for the two components. 
Given the existence of the root cause, the coupling factor explains why a particular 

cause affects several components. It creates linking conditions to cause multiple 

components to fail in a correlated fashion. For example, location in the same room is a 

coupling factor for those components susceptible to high humidity. Figure 2-8 shows the 

mechanism of failure of multiple components, that is whenever there is a coupling factor 

(e. g. same location) and a trigger event (e. g. failure of an air conditioning system) occurs, 

the root cause (e. g. high humidity) acts causing multiple components to fail. 

Component 
a 

Component 
b Root Coupling 

Cause Factor 
.................... 

Component 
n 

Figure 2-8: The root cause through the coupling factor affects several components 
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Engineered defences means all those mechanisms that could be adopted to prevent root 
causes and couplings from occurring. It is possible to act in two different ways: 
preventing root causes and/or reducing coupling factors. 

In the first case the susceptibility of components to particular root causes (e. g. 
humidity) has to be reduced. In the second case we need to increase diversity. This is 

possible with techniques of design control and quality control that help in segregating 
equipment and in ensuring high quality construction. 

2.3.3 Common mode failure events 

Systems using redundancies, and fault tolerant systems in general, are able to continue 
operating despite the failure of a limited number of their hardware or software 
components. This is so when the failures are of individual components independently, 

but these systems are vulnerable to common mode failures. These failures may sometime 

endanger safety critical systems, hence they are of interest for safety analysts. It is 

generally recognised that there are four different types of common mode failures 
[Edwards and Watson, 1979; Humphreyes and Johnston, 1987]: 

1) The coincidence of failures of two or more identical components in separate 

channels of a redundant system, due to a common cause (the failures will 

probably bave common failure mode also). 
2) The coincidence of failures of two or more different components in separate 

channels of a redundant system due to a common cause (the failures will probably 
have common failure mode also). 

3) The failures of one or more components which result in the coincidence of 
failures of one or more other components not necessarily of the same type, as the 

consequence of some single initial cause (the primary and secondary failures 

might also be coincident, and any coincidental failures mýight have different 

failure modes but all will be in the same category). 

N. B. In any of the above cases, the failure can occur at the same instant or at 
different times, but at some time the failed states will be coincident. 
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4) The failure of some single component or service which is common to all channels 
in an otherwise redundant system (e. g. common maintenance, test). This only 
includes component services which are an integral part of the system and on 

which system operation is dependent. 

On the basis of these types of failure, Edwards and Watson gave their definition of 

common mode failure: 

"A common-mode failure (CMF) is the result of an event(s) which 
because of dependencies, causes a coincidence of failure states of 

components in Avo or more separate channels of a redundancy system, 
leading to the deflized system failing to perform its intendedfiinction ". 

Causes of common mode failures 

Causes of common mode failures can be depicted as in Figure 2-9 [Edwards and Watson, 

19791. To study common mode failure the boundary of the system has to be explicitly 
defined, i. e. what is included and excluded in the system. Hence what is included in the 

system has to be dealt with by safety analysis techniques presented in the previous 

section and what is excluded by the boundary of the system is the domain of common- 

mode failure analysis. 

Common 
Influences 

(Failure cause) 

Redundant Abnormal 
Input P. system P. Output 

(Failed) (Failure mode) 

Figure 2-9: Causes of common-mode failure 
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The picture indicates the causes of common mode failure as Common Influences (i. e. 
Root Causes + Couplings). In a fault tolerant system they may occur either in the period 

prior to operation or during its operating life. In the first case the influences take place in 

activities such as specification, design, manufacture, installation and commissioning, in 

the second case they happen in maintenance or operation. These include deficiencies of 

the system that are due to common influences that happen in the period prior to operation 

and become apparent while the system is running. For example, the system might not be 

able to perform completely its task or in particular circumstances; or it may be vulnerable 
to common influences during operation due to inadequate design, quality control or 

commissioning. 
However, to define which causes of failure are common influences we have to start 

defining what is a system and what is its boundary. Edwards and Watson say that a 

system is an "interconnection of components that conibine to forin a specified fittictional 

relatioyzslzipbetiveeiiitipiitsatidoittpitts". Hence, we can understand that everything that 

is not needed by the system to provide the input-output relationship when it is 

functioning normally, is not part of the system and therefore it is a possible cause of 

common influences. These influences can be a failure cause like fire, explosion, missile 
impact, contamination interference etc. Remote sources that can have a significant 

common influence on the system are also the weather, earthquakes, floods etc. 
Difficulties arise when there is the direct involvement of humans in the system as 

for operation, maintenance and test. If the human influence is required for the system to 

fulfil the functional relationship between input and output then the human influence has 

to be considered inside the boundary otherwise it has to be considered as a common 
influence. Thus, test and maintenance are to be considered as conunon influences, while 

operation may or may not according to the system or the application. If operator action 
is required for the system to perform its functionality then the operator action has to be 

considered part of the system. For instance, in a manually controlled system like an 

aircraft, pilots are an essential part of the functionality of the system since they control 

the aircraft from the information presented to them. If pilots were only interacting now 

and then with the control system of the aircraft like making initial or occasional 

adjustments and then the aircraft was completely operated by the auto -pilot then pilots 

would not be part of the system. Actually pilots contribute to most of the aircraft 

accidents especially with regard to navigation, therefore they have to be considered part 

of the system. While in automatic protective systems like in nuclear reactors the operator 
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is only responsible for certain adjustment and supervision. Hence operators have to be 

considered as common influence and possible cause of common -mode failure. 

We said already that common cause failures supersede common mode failures. That 

is because common cause failures cause all the events in a minimal cut set to occur at the 

same time 7. Whilst common mode failures are a specific type of common cause failure 

in which events in the minimal cut set are failure modes of the same type. 

2.3.4 Defending against Root Cause 

Defending against root causes seems to be quite straightforward, but it is not always 

possible to do, and sometimes is not economically viable. There are two main steps to 

provide defences against root causes: 

The identification of all possible root causes; 

The definition of affordable improvements for reaching the required system 

robustness. 

Whereas the second point is purely a technological and economic matter, the first is quite 

a difficult issue, as the identification of all the possible root causes (that must be outside 

system boundaries to be considered by common cause failure analysis) may require 

expert judgement, and so depend on the expertise of the analyst. 
A number of different schemes for classifying root causes of dependent events have 

been proposed both in the Nuclear and Aerospace domain. They have been developed to 

help analysts in identifying root causes. Each classification scheme is expected to be, 

ideally, exhaustive and its categories to be mutually exclusive. 

2.3.5 Defending against couplings 

Defending against couplings is subtler than identifying root causes. It implies the 

assessment of a number of types of couplings deriving not only from the positioning of 

each item inside the system, but also from the item design and construction phases. 

Therefore all the development and maintenance life cycle of the components must be 

analysed. Looking at different types of couplings, the nuclear sector has defined three 

main categories of dependencies: functional, physical and human [NUREG 2815,1985]. 

Or in a short time interval. 
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They use the term fivictional dependencies when an item depends on shared 
functions that can be achieved either by shared hard)vare, or on a process coupling. In 

the first case, multiple devices depend on the same equipment (e. g. a support system); in 

the second one, the function of one device depends on the function of another device 

(e. g. temporal dependence). They use the term physical dependencies when two or more 
devices are coupled through the same environment, so that an event affecting the 

environment affects also all the components inside that particular area 8. They use the 

term hunian-interaction dependencies to address all those couplings caused by human 

actions. They analyse both the cognitive behaviour (e. g. failure of diagnosis) and the 

procedural behaviour (e. g. multiple maintenance errors). 
A checklist helping in the identification of couplings is reported in the NUREG 

5801 [Mosleh et al., 19931. According to this publication the analyst should focus 

mainly on the identification of those components of the system which share one or more 

of the followings: 

Same design 
Same hardware 
Same function 
Same installation, maintenance, or operation procedures staff 
Same system/component interface 
Same location 
Same environment 

Therefore it could be useful to develop checklists of key attributes such as design, 

location, operation etc., where the analyst can find most or all of the possible couplings. 
An example of such a checklist that help s in the identification of redundant components 
in a system and in the identification of the most commonly observed couplings for a 
Motor Operated Valve9 is reported in Table 2-12. 

8 With the word area we do not mean just the same zone (e. g. a room), but also multiple 
volumes linked by a common ventilation duct or inside the same electromagnetic field 
are considered as a single area. 

9A checklist to address software components, that we have developed during this work, 
is reported in Table: 5.1. 
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* Component size 
Component Type - Material 

- Special features 
- System isolation 

Component Use - Flow modulation 
- Parameter sensing 
- Motive force 

Component Manufacturer - Brand 
- Absolute or differential pressure range 

Component internal oTemperature range 

conditions - Normal flow rate 
- Chemistry parameter range 
* Power requirements 

Component boundaries and - Common discharge header 
system interfaces - Interlocks 
Component location name - Room 
and code - Area 

, -Temperature range 
Component external - Humidity range 

environment conditions - Barometric pressure range 
- Atmospheric particulate content and 

concentration 

Component initial conditions - Normally closed, open 

and characteristics - Energised 
Normally running, standby 

Component testing 
Test intervals 

procedure and characteristics 
Test configuration 
Effect of maintenance on system operation 

Component maintenance 
Planned 

procedures and 
Preventive maintenance frequency 

characteristics 
Maintenance configuration 
Effect of maintenance on system operation 

Table 2-12: Checklist for a Motor Operated Valve 

2.3.6 The aerospace industry 

Aerospace industries approach dependency analysis in a slightly different way. They do 

not talk explicitly about root causes and couplings, and they use the term common cause 

analysis to address what the nuclear industries call dependent failure analysis. In 

common cause analysis they identify three different issues which they address with zonal 

safety analysis, particular risks analysis and common mode analysis [SAE-ARP 4754 

and SAE-ARP 4761,1996]. 

Zonal Safety Analysis addresses all those concerns regarding equipment 
installations, interference between systems, the robustness of the system against possible 

maintenance errors and the claimed independence of events in a fault tree. They look for 

all the installation aspects of each system and the mutual influence between systems 
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installed in close proximity on the aircraft. The whole aircraft is divided into several 

zones and for each of these zones a zonal safety analysis is performed. The objective of 

the zonal safety analysis is to ensure that the system design meets the safety objective 

with respect to: 

" Basic installation; 

" Effect of failures on aircraft; 

" Implication of maintenance errors; 

" Verification that the design meets the FFA independence claims. 

Particular Risk Analysis addresses specific events listed by airworthiness regulations 

that potentially may cause a failure inside the system itself. For each risk the possible 

consequences for the whole aircraft should be evaluated; if one of the risks may affect 

safety, proper measures should be taken. Table 2-13 lists particular risks set out in 

[SAE-ARP 4761,1996]. 

Fire 
High energy devices (non-containment): 

- Engine 
- Auxiliary Power Unit 

- Fans 
High pressure bottles 
High pressure Air Duct Rupture 
High temperature Air Duct Leakage 
Leaking fluids: 

Fuel 
Hydraulic 
Battery acid 
Water 

Hail, Ice, Snow 
Birds strike 
Tyre burst, flailing tread 
Wheel rim release 
Lighting strike 
High Intensity Radiation Fields 
Flailing Shafts 
Bulkhead rupture 

Table 2-13: Subjects of Particular Risks Analysis 
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Common Mode Analysis addresses redundancies. According to ARP 4761, common 

mode analysis should be performed in the lifecycle after Functional Hazard Analysis and 
Preliminary System Safety Analysis. Its aim is to verify that all the inputs to all AND 

gates (both explicit and implicit) in the failure logic analysis (Fault Tree Analysis, 

Dependence Diagram, Markov Analysis etc. ) are independent. Basically, components 

with the same hardware and software could be susceptible to common mode failures due 

to couplings arising from particular risks, or other causes. Therefore the principal task of 
the analysis is to look for couplings and to evaluate to what extent 'root causes' could 

affect coupled components. Identifying coupling is the major task and is very much 
dependent on the expertise of the analyst; several check lists have been tailored to help in 

discovering couplings. Table 2-14 reports different common mode categories and Table 

2-15 reports a checklist useful for the qualitative assessment (so far no quantitative 

assessment of common mode failure has been done). Both tables are taken from [SAE- 

ARP 4761,1996]. 

Software design errors 
Hardware design errors 
Hardware failures 
Production repair/flaw 
Stress related events 
Installation errors 
Requirements errors 
Environmental factors 
Cascading faults 
Common external source faults 

Table 2-14: Common Mode Fault categories to be analysed 

It is important to point out that whereas common cause failure analysis in the nuclear 
industry is both a qualitative and quantitative procedures, common cause failure analysis 
in the aerospace industry is purely a qualitative analysis. 
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COMMON 
MODE TYPE 

COMMON MODE 
SUB-TYPE 

EXAMPLES OF COMMON 
MODE SOURCES 

EXAMPLES OF COMMON 
MODE FAJLURES/ERRORS 

Concept and 
Design 

DESIGN 
ARCHITECTURE Common discharge Header Common discharge failure 

Common external sources 
(ventilation, electrical, power... 

Failure of common sources 

Equipment Protections Designer failure to predict an 
event, 

Operating characteristics 
(normally running, standby... 
Others General design error, 

TECHNOLOGICAL New/Sensible technology Hardware error, 
MATERIALS Component type (size, material,.. ) 
EoUIPMENTTYPE Common Software Software error... 

Component Use ... 
Internal Conditions (Temperature, 
ranges,.. ) 

usage out of operating ranges (T, 
P) 

Initial conditions 
Others 

SPECIFICATIONS Specification Origin 
Origin error (human), lack of 
specific protection in equipment 
design, ... 

Same Specification Defective specification, 
Others ... 

Manufacturing MANUFACTURER Common Manufacturer 
Common error due to 
manufacturer, error due to 
inadequately trained personnel, 

Others ... 
PROCEDURES Same procedure Incorrectness procedure, 

Others 

PROCESS Same process 
Incorrect process, Inadequate 
manufacturing control, inadequate 
inspection, inadequate testing, 

Others ... 
Installation/ FITTER Common fitter Installation or error due to fitter, 
Integration Others 
and Test PROCEDURES Installation phase Common error due to phase, 

Others 
LOCATION Same zone Local failure or event, 

Others 
ROU'TING Same routing Local event, 

Others 

Operation STAFF Common Staff 
Error due to inadequately trained 
personnel, overstressed or 
disabled operator, 

Others 

PROCEDURES 

- 

Same procedure 

Faulty operation procedures, 
misdiagnosis (following wrong 
procedure), Omission of action, 
incorrect or inadequate 
commission of action, 

Others ... 
Maintenance STAFF Common Staff Error due to inadequately trained 

personnel, Incorrect action, 
Others ... 

PROCEDURES Same procedure 
Failure to follow repair procedures 
defective repair procedure. lack of 
repair procedure, 

Others ... 

Test STAFF Common Staff 
Error due to inadequately trained 
personnel, Incorrect human 
action, 

Others ... 
PROCEDURES Same procedure Faulty test p ocedure, 

Others 

The table continues on the next page. 
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COMMON COMMON MODE EXAMPLES OF COMMON EXAMPLES OF COMMON 
MODE TYPE SUB-TYPE MODE SOURCES MODE FAJLURES/ERRORS 
Calibration STAFF Common Staff Error due to inadequately traineT 

personnel, 
Calibration Tools 
Others ... PROCEDURES Same procedure Inadequate tools adjustment, 
Others 

... 
MECHANICALAND Fire, lightning, welding etc., 

Environmental THERMAL Temperature cooling system faults, electrical 
short circuits, ... Airborne dust, metal fragments 

Grit generated by moving parts with 
inade uate t lerances, ... 

Impact Pipe whip, water hammer, 
missiles, structural failure, 

Vibration Machinery in motion, 
earthquake, 
Explosion, out of tolerance 

Pressure system changes (pump 
oversoeed. flow, blockage), 

Humidity Steam pipe breaks, 
... 

Moisture Compensation, pipe rupture, 
rainwater, ... Thermal stress at welds of 

Stress dissimilar metals, thermal 
stresses, 

Others 
... 

ELECTRICALAND Welding equipment, rotating 
CORROSION Electromagnetic electrical machinery, lightning, 

interfaces power supplies, 
Radiation Gamma radiation, charged 

ion, 
Conducting Medium Moisture, conductive gases, 
Out-of-tolerance Power surge voltage, short 

circuit, ower surge, current, 
Others 

CHEMICALAND Leak of acid used in 

MISCELLANEOUS 
Corrosion (acid) maintenance for removing rust 

and cleaning, 
Failure leading to a water 

Corrosion (oxidation) medium or around high 
temperature metals (ex 
filaments), ... Galvanic corrosion, complex 

Other chemical reactions interactions of fuel cladding, 
water, oxide fuel, ... Poisonous gases, animate 

Biological causes (mussels in heat 
exchanger), 

Others ... 
Table 2-15: Checklist with Common Mode Types, Sources, and Failures/Errors 

2.3.7 Software domain 

So far we have surveyed common cause failure analysis in the nuclear and aerospace 
fields. Now we move to consider common cause failures in computer based systems. To 

our knowledge, no formalised methods exist to study dependencies amongst software 

components, even if there are efforts to build software "common mode failure free". The 

Airbus company built the first passenger aircraft with a computer-based flying control 
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system (A320) using several precautions to avoid any kind of coupling [Dorsett & 

Mellor, 1993]. They used: 

" Computer systems developed by separate companies using 80186 & M68000 
processors; 

" Separate teams (only the requirements specifications were available for 
communication); 

" For each computer: the control channel was written in Pascal, and the monitor in 
C; or the control channel in assembler and the monitor in Pascal; 

" Particular care has been taken to ensure independence in cormnand and monitoring 
development teams; 

" Each team used different compilers; 

" The voting logic was different in each computer. 

Even if this is indeed a starting point, we cannot say to what extent such efforts are 

appropriate for the task they are asked to deal with, whether designers have been "more" 

or "less" effective than might reasonably be expected in avoiding couplings. 
Additionally, this comment does not reflect on the A320 per se, it simply indicates a lack 

of understanding of root causes and couplings affecting software. 

2.3.8 Defences against common cause failures 

The policy to prevent common cause failures starts early in the lifecycle. It involves 

engineers being aware of sources of common cause failures and possible defences 

against them. It is by eliminating sources of common cause failures from early in the 

design phase that saves expensive remedies later. However when it is not feasible to 

reduce causes of common cause failures, ad hoc defences against them based on specific 
features of each plant can usually be set up. Defences against common cause failures are 

careful project administration, planning, functional diversity, equipment diversity, 

protection and segregation of equipment, barriers, equipment derating and simplicity, 

quality control, preventive maintenance, monitoring etc. To check whether plant 
defences have been considered for each potential cause of common cause failure, some 

techniques have been conceived. The development of one such technique that lists plant 
defences against potential causes of common cause failures has been sponsored by the 

US Nuclear Regulatory Commission and presented under the name of "Cause Defense 

Matr&" in [Paula and Parry, 1990; Mosleh et al., 19931. 
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Table 2-16 displays an example of a cause defence matrix focused on environmental 
factors. A cause-defence matrix is a formal way to make sure that in a plant some 
defences have been considered for each potential cause of common cause failure. The 

first column from the left of the table lists causes of common cause failures, i. e. groups 

of failure causes. The remaining columns list the measures that are taken in the plant 

against each failure cause mechanism, that is the root cause (i. e. trigger event + 

conditioning event) and the coupling factor. 

Failure Cause Defence Against 

Grou Root Cause Coupling 
p 

Conditioning Event Trigger Event Factor 

Internal Surveillance Functional diversity 

environmental effect 
Ensure internal 

" " testing/condition Equipment diversity 
(corrosion, environment is pure monitoring (slowly Barrier between inputs 
blofouling, etc. ) 

Preventative maintenance developing only) to redundant trains 
Staqqered maintenance 

External 
environmental 

Barriers at the component 
Barrier between source 
of shock and component 

External barriers 

effects Shock (fast (equipment hardening) Inspection of potential 
between redundant 

acting) 
Equipment qualification sources of shocks trains 

Slow acting 
Barriers at the component Barrier between source Functional diversity 
(equipment hardening) of shock and component Equipment diversity 

Surveillance testing/ External barriers 
Equipment qualification condition monitoring for 

cumulative effects of 
between redundant 

I environments trains 
II 

Table 2-16: Cause-Defence matrix for environmental -related causes 

2.3.9 Common cause failures quantitative assessment 

The contribution of common cause failures to the likelihood of critical events is 

estimated by using parametric models. These models were introduced in the late 1960's 

[Marshall, 1967] when the need to evaluate common cause failures arose. The most 

widely used parametric models are named from the parameters they use. The Beta factor 

model [Marshall and Olkin, 1967; Fleming, 1975] names the parameter it uses with the 

second letter of the Greek alphabet. While the Multiple Greek Letter model [Fleming and 
Kalinowski, 1983] uses many parameters (the order of redundancy minus one) called 

P, y, 8, etc. In the case of two redundant components the multiple Greek letter model 

reduces to the Beta Factor model. Parameters can be thought of as representing the 

strength of the coupling among redundant components, but also as conditional 

probabilities as will be shown later. They range between 0 and 1. The lower bound 

represents complete lack of coupling whereas the upper bound represents complete 

coupling. In many cases it is difficult to estimate common cause failure parameters due 
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to lack of statistical data, therefore analysts use conservative values. Experience has 

shown that a conservative value for beta is 0.1'0 [Mosleh, et al., 1988]. Additionally, if 

some care is taken to ward off common cause failure, the beta for a redundant system can 

easily be reduced by one or two orders. 
Parametric models take into account the contribution of common cause failures by 

modifying the value for the likelihood of events. They split this up into two or more 

contributions of which one is the likelihood of the independent occurrence of the event, 

the other(s) are probabilities of the common cause failures. Hence if we wish to 

represent common cause failures in a fault tree we have to add some events. To see how 

a fault tree is modified to consider common cause failures we produced a simple example 

based on a system the function of which is to arise oil from one tank to another. The 

system architecture consists of three redundant pumps. However only two of them are 

required to run at any one time to assure the system functionality. Figure 2-10 displays 

the architecture of the system. The system fails when any two pumps fail. The fault tree 

for the system is in Figure 2-11. If failures of the three pumps were completely 

independent, the fault tree would consist of only one level that is represented by the 

darker part. Since failures of pumps are not considered independent, the failure 

probability of each pump is divided into four contributions representing the random 

occurrence (i. e. & 131 and CI), the occurrence because of a shared cause with one other 

pump only (i. e. CAB, CAc and CBc) or because of a shared cause with both other pumps 

(CABC)- Parametric models assign probabilities to all the contributors to the pump failure 

probability both independent events (i. e. & 131, CI) and dependent events (i. e. CAB, CAC) 

CRCi CABC)- 

10 Up to 0.18 for diesel generator sets. 
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.................... ............ 
Sump 

Figure 2-10: Triple redundant system raising oil from the sump to the tank 

All the existing parametric models are based on the Symmetry Hypothesis [Mosleh, et al., 
1988]. This hypothesis relies on the common practice in safety and reli ability analysis to 

assume that the probabilities of similar events involving similar types of components are 

the same. Hence if there are three events, i. e. A, B, and C, the symmetry hypothesis 

assumes that the probability of any one of them occurring independently is the same and 
is equal to a value called "Qj ". Further it assumes that the probability of any two events 

occurring simultaneously is identical and equal to T2". Additionally it assumes that the 

probability that all the three events occurring simultaneously is equal to "Q3". This is 

represented by the following equation 2-2. 

P(Al) = P(BI) = P(CI) = Q, 
P(CAB)=P(CAC)=P(CBC)=02 (2-2) 

, 
P(CABC)=Q3 

The symmetry hypothesis certainly holds in the many cases in which identical 

components are used in redundancies, but that cannot be taken for granted when fault 

tolerance is achieved by any mixture of software, hardware, or information and timing 

redundancy, e. g. for computer based fault tolerant systems. However before discussing 

this issue, we continue presenting the different features of the Beta factor and the 

Multiple Greek letter parametric models. 
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The Beta-factor model is the simplest of the parametric models. It considers the 

independent likelihood of each event in the MCS and the likelihood of all the events 
happening simultaneously because of a common cause failure. This is achieved by 

assuming the likelihood of common cause failures not affecting all the components to be 

zero, see equation 2-3 and 2-4. 

P(Cab) -": P(Caj -: P(Cbc) ": Q2 ": 0 (2-3) 

P(Cabc) "" P* P(Al) -" 03 (2-4) 

The Beta factor model is normally used with low orders of redundancy (maximum three 

channels) since it becomes conservative as the order of the redundancy increases. In 

these situations the Multiple Greek Letter method comes into place. 

(S) system 
Faawe 

Basic Event Basic Event Basic Event Basic Event 
CAC 

II 

Cac 

II 

CAB 

II 

CABC 

SVshm A S"mm c 
Independerg lM=e, 

Oent 
kovefl&rd 

FaW" AII Fahre SII Faboe C 

Figure 2-11: Tree for the system in Figure 2-10 

The Multiple Greek Letter model [Fleming and Kalinowski, 1983] is an outgrowth of the 

Beta factor model that can consider systems with any degree of redundancy. Values for 

probabilities are assigned according to equations in 2-5. It is out of the scope of this 

thesis to explain how that equation is obtained, the explanation can be found in [Mosleh, 

et al., 1988]. We only say that in represents the number of redundant components in the 

system, k represents the order of the generic subset of components that can be created 

inside the common mode failure component group. It ranges between 1 and nz. Qk 
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represents the failure probability of a generic subset of events of the minimal cut set. 

Finally, A represents these generic parameters (i. e. pl=, 8; p2=y; p3=6; P4=0; etc. ). 

Qk ý ?Z11 

(U 
Pi) (1 

- Pk+I)Qt (2-5) 
(k 

- 1) 

If we consider the system in Figure 2-10, i ranges between 1 and 3. Thus: 

tit 3 

P, 

P2= 

P3=Y 

P4= 6 

Where: 

Conditional probability that the cause of a component failure will be shared by one 

or more additional components, given that a specific component has failed. 

y= Conditional probability that the cause of a component failure that is shared by one or 

more components will be shared by two or more additional components, given that 

two specific components have failed. 

8= Conditional probability that the cause of a component failure that is shared by two or 

more components will be shared by three or more additional components, given that 

three specific components have failed. 

For the system in Figure 2-10, equations (2-5) becomes: 

Q3 2 Pl(1-P2)Qtý (1-ß)QI 

Q3 2ý PIP2(1-P3)Qtý -ß('-Y)Qý 22 (1) 

3=1 PIP2P3(1-P4)QI ý ßY 91 Qj' 
(2 

2 2) 

(2-6) 
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After a Boolean simplification of the tree in Figure 2-11, MCS are obtained, and the 

system failure probability Q, is evaluated by using equation 2-7. 

33 
Qs =Qi +2Q23+Qi (2-7) 

Giving values to parameters 

Methods have been developed to estimate values for parameters used by parametric 

models. These methods are partly based on statistics on common cause failure events 

recorded in databases, and partly on empirical considerations [Mosleh, et al., 1988]. 

Most of the time they estimate boundaries, i. e. max. and min. for each parameter. For 

instance, if a set of parameters for a plant is known, and a similar plant is reckoned more 

robust to common cause failures (but for which no statistics are available as it is a new 

plant), it will be assigned a set of parameters of slightly smaller values. An example of 

such an empirical method is given in [Humphreys, 1987]. This method is very field 

specific and concerns programmable electronic systems. It basically allows the 

estimation of the parameter P used in the Beta factor model by giving a weight to eight 

sub-factors as Table 2-17 shows. 

FACTOR SUB-FACTOR WEIGHT 

DESIGN Separation 8 

Similarity 6 

Complexity 6 
Analysis 6 

OPERATION Procedures 10 

Training 5 

ENVIRONMENT Controls 6 

Tests 4 

Table 2-17: Factor, sub-factor and sub-factor weight 

Different sets of these sub-factor weights can also be assigned to account for different 

degrees of couplings in different plants. In Table 2-18, column 'a' and 'e' represent 

respectively the highest and the lowest possible sub-factor weight, thus the highest and 

the lowest possible coupling. One column need not be a multiple of another since the 
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sub-factor might not grow linearly with the strength of the coupling. Since the beta is a 

probability and it ranges between 0 and 1 it is obtained by a proper normalisation. 

SUB-FACTOR a b C d e 
Separation 2400 580 140 35 8 
Similarity 1750 425 100 25 6 
Complexity 1750 425 100 25 6 
Analysis 1750 425 100 25 6 
Procedures 3000 720 175 40 10 
Training 1500 360 90 20 5 
Controls 1750 425 100 25 6 
Tests 1200 290 70 15 4 

Table 2-18: Possible sub-factor weights 

2.4 Discussion 
In this chapter we saw that a number of different techniques are used for safety analysis 

as the design evolves in the course of the lifecycle. Furthermore we saw that those 

techniques are not formally linked to each other and as a consequence the consistency of 

the analysis cannot be assured throughout the design development process. In a complex 
design it is, therefore, often difficult to trace (using the results of the safety assessment) 

the causes of critical malfunctions of the system in the hierarchy of subsystems and 

components that compose the design. We have also noted the trade-off between 

techniques providing a graphical and tabular representation of results. 
The second part of the chapter focused on common cause failures. We discussed the 

mechanisms leading to common cause failures, and based on this discussion we showed 

that there are two possible ways to avoid common cause failures, either by eliminating 

root causes or removing coupling factors. We saw that there are methods that help to 

consider defences for each potential cause of common cause failure in a plant. However 

there are no methods that measure (or at least map) couplings among redundant 

components in a system. We also noticed problems related to the estimation of 

parameters for the quantitative evaluation of common cause failures. To address the 

limitations and shortcomings of classical techniques that we have highlighted here, this 

thesis will attempt to answer the following questions: 
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a) Is it possible to develop a technique that encompasses the diffeTent safety analyses 
typically performed across the lifecycle? 

b) Can the application of this technique result in a meaningful and easy way to perform 

a collection of safety analyses which can assist the design of the system? 

C) Can we ensure the consistency of the results within the assessment? 
d) Can those results be represented both graphically and in tables, so that we can 

combine the benefits of both representations? 

e) Finally, is it possible to use this technique to systernatise the identification of 

common cause failures? 
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Chapter three 

Preliminary work 
In Chapter 2 we surveyed techniques for safety analysis. We saw that there are many 
techniques for tackling specific needs, however little has been done to integrate those 

techniques that are typically used in cascade across the lifecycle. That causes several 

problems that were highlighted. In addition, we found a lack of formalised methods to 

consider common cause failures in computer based safety critical systems. Causes of 

common failures have to be sought across the lifecycle so if a method has to be built to 

relate techniques typically used across the lifecycle the issue of common cause failures 

must be considered. 
In this chapter we present the work that was doneat the beginning of our research 

and that brought about (through many refinements) the formulation of the technique, 
known as Failure Logic Analysis for System Hierarchies (FLASH), that is presented in 

chapters 4 and 5. We think this preliminary work is important because it explores some 

original approaches and shows the reasons for developing FLASH. 

3.1 Template based approach 
The research started looking for a notation capable of showing how hardware and 

software elements are dependent and support each other in safety critical computer 
based systems. It was thought that this notation was needed to support top -down study of 

a system: the functional level first, then the architectural level and finally the component 
level. Therefore the functional representation of the system was addressed first. 

Functional failures were studied independently from the implementation of the function 

(i. e. hardware, software components or both). Malfunctions were represented as top 

events in fault trees whose basic events were either software or hardware failures. We 

perceived the importance of having formalised trees so we tried to systernatise their 

construction by proposing inini-trees to represent failures of sub-systems and sub- 
functions. Figure 3-1 displays an example of a fault tree built using mini-trees for the 

system in Figure 3-2. These, which are very similar to the ones in [Leveson, 1983], 

represent the most common causes of failure. Additionally, they have undeveloped 
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events for considering faulty inputs and failures from other functions, sub-systems or 

components. The idea was that, once fault trees were built for system malfunctions, they 

could be assessed for repeated branches, which clearly are sources of dependent failures. 

These repeated branches were shared by both software and hardware components, hence 

they were identifying software-hardware dependencies. 
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Figure 3-1: Fault tree built using mini-trees 
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Figure 3-2: Fragment of a functional block diagram of a Computer Braking System 

However, this notation was only deductive and it was not suitable for representing 

recovery actions taking place in fault tolerant systems. So it was thought desirable to 

represent recovery by using some of the gates used in cause consequence analysis. An 

example of such a representation is shown in Figure 3-3. In this notation a function, a 

component or a task (e. g. the sub-function OUT in the graph) is represented as a box with 
inputs, entering from the bottom, and outputs departing from the top. The ones leaving 

from the top left corner of the box are intended outcomes, whilst outputs leaving from the 

top right half are fault outcontes. Whilst a component can have only one correct 
functional model', it can have many failure modes. Hence, it was thought useful to 

represent failure modes by using an event tree style graph placed near the top right 

11 It is recognised that, in principle, there can be many functional modes. However, for 
safety analysis, we can group them together. 
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corner of the gate and connected to its failure outcome. Then, each path through the 

"event tree" would represent a failure outcome of the function/component/task in the 

box. However, this notation posed additional problems: for instance it was not clear 

where to put the many fault trees representing failure modes of the component 

represented by the box. We decided to put them underneath the event tree so we ended 

up with the Event Tree Output notation that is presented next. 

7 
1 IN 

Figure 3-3: Cause and consequence analysis style notation 

3.2 Event Tree Output Notation 
Fault trees representing causes of system malfunctions were gathered below a sort of 

event tree providing a different path for each failure mode or combination of failures. 

Figure 3-4 shows an example of such a representation. The upper part of the graph 
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shows the outputs provided by the box, either good (i. e. YES) or faulty (i. e. NO). 

However, whilst at any time there can be only one good output (i. e. path on the top of the 

event tree), there can be many non-straight paths representing the presence of faults (i. e. 

when mitigation or recovery took place) or failures (i. e. where mitigation or recovery 
failed). Out of these outputs, some may comproniise the safety of the system, hence be 

critical, whereas others may produce less serious consequences. Fault trees showing 

causes of each functional failure are represented below the event tree. Repeated 

branches in fault-trees identified couplings among functions. 
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Figure 3-4: Fault trees are shown below an event tree 

This notation provides a graphical representation of dependencies between software and 

hardware components, however it has some limitations. First of all it provides a huge 

number of outputs for each component. Hence a sort of filtering mechanism on the 

output to avoid propagating non-critical outputs should have been developed, but that 

would have complicated further the method. Additionally shared fault tree branches and 

shared components are represented in different places in fault trees and, in some cases, it 

is not easy to identify repeated branches. At this point it was thought practical to try to 

improve the representation by exploiting a variant of another notation: the Master Plant 

Logic Diagram. 

70 



3.3 Master Plant Logic Diagram approach 
The next attempt to provide a notation able to merge the analysis of software and 
hardware components, considering common cause failures in complex computer based 

safety critical systems, was an extension of the Master Plant Logic Diagram notation in 

[Modarres, 1992]. As we said in the second chapter, the MPLD notation effectively 

represents the interrelationships amongst various components, and can model 

relationships between functions and systems, so it already has some of the characteristics 

that we were aiming for in our method. But MPLD as it is defined in [Modarres, 19921 

does not allow the mapping of couplings which originate common cause failures. 

Consequently we extended this notation to include this additional category of couplings. 
The extended notation was called MPLD*. 

MPLD* is a logic diagram that shows how functional, equipment and component 
failures combine to cause a system malfunction. An MPLD* diagram is constructed for 

each failure mode of the system that is represented as top event in the MPLD* graph. 
Combinations of function, sub-system and component failures, which cause the top 

event, are represented in a fault-tree-like structure. However, an MPLD* graph differs 

from a fault tree since basic events are not represented as leaf events in the tree, but they 

are listed in the lower left part of the graph and connected to gates through a sort of 

matrix. Lines that originate at basic events and those that end at each gate make this 

matrix. Small blobs mark active intersections of those lines. Therefore AND or OR 

gates can be connected to a number of primary events through a vertical line that 

intersects horizontal lines originating from events. Figure 3-5 shows the MPLD* for a 
functional failure (i. e. complete lack of braking) in the computerised braking system 
described in 6.2 and represented in Figures 6-9 and 6-10. It is possible to see that this 

failure (top event in the MPLD*) is caused by failures of both actuators (i. e. output 

modules 1 and 2). The failure of any of these components can be caused either by an 
internal failure (hardware failure) that is represented in the list at the bottom left, or by 

failures in both the redundant busses i. e. Bus 1 and Bus 2 (see the AND gate on the left 

immediately below the OR gate). Similarly, the failure of anyone of the busses is caused 

either by internal failures (i. e. hardware wear out or software implementation) or by the 

simultaneous failure of all of the three output tasks (i. e. output 1, output 2 and output 3). 

Failure of these tasks can be caused by other functional or hardware failures (e. g. 

Modifier addition, Bus Watcher, Modifier Selection, Basic, In, etc. ) and ultimately, by 

wrong inputs from sensors (i. e. fault data from sensors) or supports (e. g. processors). 
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However, what we have described so far is, actually, nothing other then the failure logic 

underneath a functional failure in a different format than a fault tree or an MPLD. We 

now show how, additionally, the MPLD* notation represents couplings among different 

sub-functions sub-systems and components that may give rise to common cause failures. 

For this purpose the MPLD* notation reserves the coninion cause events area 
immediately below the input and support area. This area lists common cause events 

affecting two or more sub-functions, sub-systems, tasks or components. As for basic 

events, common cause events are graphical linked to intermediate events that are arisen 
by them and represented into the upper part of the graph. The dependency matrix at the 

right side of the list of common cause events identifies couplings. 
It has to be noticed that in the MPLD* graph there is not a clear distinction between 

the functional, architectural, and component level, and there are sub-function failures as 

well as subsystem and component failures. This is because the analysis is not 
hierarchically represented, but flat. It is performed deductively moving backward from 

unwanted effects to causes. In addition, the MPLD* has two other limitations. It does 

not clearly represent the mapping of software to hardware (or vice versa) and does not 

allow recording of detailed information for basic components, for example component 

failure rates, mean time to failure, mission time, etc. Hence we had to define two other 

notations to apply at higher and lower levels of detail. 

At the higher level of detail, we proposed a sort of block diagram notation 

displaying the mapping of functions to hardware and software components. An example 

is in Figure 3-6a that shows a cascade of two functions (i. e. boxes A and B) that are 

mapped onto three processors (i. e. boxes P1, P2 and P3). Figure 3-7a displays the 

breakdown of function A and its redundant architecture. Function A is actually achieved 

by three sub-functions (Al, A2 and A3) each mapped to a different processor. A 

breakdown of sub-function Al is displayed in Figure 3-8a. It shows that this sub-function 

is achieved by three tasks called A1.1, A1.2 and A1.3 all running on processor PI. 

Master plant logic diagrams associated with these architectures are represented in Figure 

3-6b, Figure 3-7b and Figure 3-8b. 
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Figure 3-6: High functional level 

Figure 3-6b shows how functions A and B are supported by processors P1, P2 and P3 and 

that function B has one only input that is from function A. At this representation level 

nothing is shown about their failure modes. Figure 3-7b shows the relationship among 

the three tasks, Al, A2 and A3 constituting function A and similarly for function B. The 

two functions are apparently independent, since they run on different processors and 
have different failure modes (i. e. A1. x, A2. x and A3. x) but they all share the same 

software. The coupling matrix shows that the three tasks are not coupled except for the 

software that is common to all of them. 
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Figure 3-8: Detailed functional level 

At lower levels of detail we defined a table-based notation placed along side the 

graphical ones. The tables record the information needed for a probabilistic analysis. 
This notation requires association of a table with each component in the design, contour 
information describing internal and external failures influencing the component's output, 

whether correct or faulty. In these tables there are various areas describing, for example, 
locally generated failure modes and couplings, externally generated failure modes and 

couplings, and the mechanism underneath the transformation and propagation of failures. 

Figure 3-9 shows the table that is associated with component Al represented in Figure 

3-7. The table is divided into five areas (i. e. Laws, Handled Couplings, Internal 

Couplings, Locally Generated Failure Modes and External Couplings); the Laws area is 

further divided into sub-areas. Failures that arise inside the component may appear either 
in the internal coupling or in the locally geizeratedfaihire mode area. That depends on 

whether they are shared by one or more elements at the component level architecture. In 

a similar way, failures that happen outside the component boundary may appear either in 

the extenzal coupling area or in the input area. This depends on whether they come from 

support systems shared by one or more other components or they are actually the input of 

the component i. e. data (or analog variables) that have to be processed by the function. 

The Laivs area shows the failure logic describing how failure modes and couplings, 
listed in the previously mentioned areas, combine to provide either faulty or good 

outputs. This area is further divided into three headings that are Faihlre Conditions 

describing faulty outputs; Normal Output describing the (results of the) process that 

recovers recoverable failures and the ConservativelDefaidt outputs describing when the 
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