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Abstract

This thesis deals with a detailed study of the unconditional security of Continuous-
Variable (CV) Quantum Key Distribution (QKD). We consider general communi-
cation architectures based on both point-to-point and end-to-end principle. For the
first case we develop an extensive analysis of the unconditional security of both
one-way and two-way protocol under several eavesdropping conditions.

We describe an effective post-processing strategy, to apply to one-way commu-
nications, that allows to neutralise general coherent attacks. This result motivates
us to formulate the conjecture that the de Finettization of the classical data, typi-
cally adopted in the asymptotic limit of many signals exchanged in order to reduce
the attacks from a general coherent to a collective one, may not be necessary for
Gaussian one-way communication.

For what it concerns two-way protocols we show that after the reduction of the
general attack using the de Finetti symmetrization, two-mode coherent attacks are
the optimal eavesdropping. Our cryptanalysis shows that the parties can exploit
a strategy, inspired by the results obtained on the security of one-way protocols
against two-mode coherent attacks, which allows to prove explicitly that two-way
communications, with Gaussian continuous variables, are immune to general coher-
ent attacks. The core idea is that Alice and Bob exploit the random opening and
closing of the circuit at Alice station (ON/OFF switching). In the limit of many
uses of the channel we prove that collective attacks represent, strictly, the best strat-
egy available to Eve, and any correlation used by the eavesdropper to perform the
coherent attack can be turned into noise under the control of the parties, which can
exploit it to increase their secret-key rate.

We have then studied the general security of one-way protocol considering not
just lossy channel, but extending the cryptanalysis to all physically allowed canon-
ical forms attacks. Finally we extended the study of thermal CV-QKD to two-way
communication at different frequencies, in the framework of optimal collective at-
tacks.

In the last part of this thesis we focused on CV-QKD considering a modern
end-to-end configuration. We then extend CV quantum cryptography to a network
configuration. We develop a detailed cryptoanalysis of a communication scheme
based on an untrusted relay, assisting the parties during the preparation of the
secret key. We find the optimal eavesdropping and prove, both theoretically and
experimentally, the feasibility of high-rate CV-QKD over metropolitan distances
with of-the-shelves devices.
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Preface

Contribution

The main contributions of this thesis, to the field of continuous variable quantum
information, can be summarised by two results. For what it concerns point-to-point
architectures the main result is represented by an explicit analytical proof that the
bound

Xcoh £ Xcoll; (1)

holds for one-way quantum cryptographic protocol with Gaussian continuous vari-
ables. This result allows to show explicitly that general coherent attacks are always
strictly less effective than coherent-collective ones. Using this result we identify
a general post-processing strategy, based on arranging the exchanged signals into
two-mode blocks, that we show being analytically solvable. Then, within the usual
assumption of point-to-point QKD, we show that the parties can always share a
secret-key, also in the presence of coherent attacks, by selecting (a posteriori after
the tomography of the quantum channel) those signal with statistical properties
more advantageous for the parties. This strategy has the side effects of reducing the
calls to the de Finetti symmetrization. In our case the reduction is of a factor 1/2
(because of the reduction of the general attack to a two-mode block). We conjecture
that the same should be valid for blocks with a larger number of modes, and then
that Gaussian CV-QKD protocols could avoid to use the de Finetti symmetrization.

We also explicitly identified, a coherent attack beating a point-to-point protocol
in two-way communication. We propose an effective counteraction that the parties
can exploit in order to prevent the effects of this armful, optimal eavesdropping.
This is based on the implication of Eq. used in combination with the random
opening/closing (ON/OFF switching) of the two-way quantum circuit performed by
Alice independently from Bob. This action, basically reduces the communication to
and double use of one-way communication.

The second main result obtained is concerns CV-QKD protocols in the end-
to-end architecture. We theoretically design a communication scheme based on
an untrusted relay. This theory has been tested in a proof-of-principle experiment,
performed in collaboration with researchers (Ulrik L. Andersen group) at the Danish
Technical University (DTU) in Lyngby, Denmark. The study of the symmetric
configuration, where the relay is placed midways the two Alice and Bob, allowed to
illustrate in detail the optimal coherent attack. Then we generalised the analysis
to the optimal asymmetric configuration, also implemented in the experiment. We
then proved, that CV-QKD can distribute a cryptographic key, in a full network
configuration, at the metropolitan scale and at a very high rate, that exceeds by
three/four orders of magnitude that today achievable using discrete variables, in a
setup of comparable simplicity.
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Project structure

This thesis is divided in three Parts and include also five Appendices. In Part [I] we
introduce the main mathematical tools used through this thesis, we also discuss the
main protocols to implement quantum cryptography with continuous variables, and
finally present the state-of-the-art implementation of CV quantum cryptography.

In Part [lI] we present the main novel result we have obtained quantum cryptog-
raphy protocols in the point-to-point configuration. We first perform a systematic
study of the security of CV-QKD in one and two-way communication. In both
cases we assumed a communication quantum channel with memory. We provide
an explicit proof that the active exploitation of the ON/OFF switching, typical of
CV two-way protocols, we can achieve the immunity against coherent attacks. In
this part we also studied the performances of two-way communication using thermal
state, in particular in the switching setup. We finally studied the security of one-
way protocols against arbitrary canonical-form attacks, in the framework of optimal
collective attacks.

In Part we extend the field of continuous variables quantum information
to an end-to-end formulation. We show that exploiting the measurement-device-
independent (MDI) principle we can shift quantum communications towards a net-
work configuration, with relatively cheap and of-the-shelves technologies available
today. We describe novel theoretical and experimental results obtained to implement
high-rate quantum cryptography. In this respect we prove, both theoretically and
experimentally, that CV systems represents a very promising candidate for future
in-field implementations of high-rate quantum cryptography at the metropolitan
scale. In particular we show that the achievable secret-key rate of this technology
is, at least, three order of magnitude higher than that provided by discrete variable
approach, implemented with comparably cheap and practical devices.

We conclude describing future challenges for the field of CV quantum cryptogra-
phy, focusing on the open problems we think should be tackled in order to improve
the security proof, the performances of the protocols both in terms of rates and/or
distances; we will stress, in particular, on the importance of finite size effects, the
non-optimal efficiency of the classical reconciliation codes, and on the lacking of a
security proof for CV protocols with coherent state, against general attacks, in the
composable security framework.

Assumed Knowledge

We assume some mathematical background and a large amount of knowledge in par-
ticular on: quantum mechanics, the theory of Gaussian continuous variables systems,
and quantum cryptography in both continuous and discrete variables approach. The
assumed background in computer science include information and coding theory. In
particular the reading and understanding of the goals and results achieved in the
work presented requires to be familiar with: (i) general mathematical theory of
Gaussian CV classical and quantum systems, with special emphasis on the technical
tools needed to manipulate the covariance matrix and to perform the symplectic
analysis; (i7) Shannon’s information and coding theory, where the key concepts of
Shannon entropy and mutual information are developed; (4ii) Quantum information
theory with special emphasis on the definition, properties and meaning of the von
Neumann entropy.
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Chapter 1

Continuous variable quantum
systems

1.1 Quantisation of the electromagnetic field

The dynamics of an electromagnetic field in vacuum, with no presence of charges
distribution nor currents, are given by the following Maxwell equations [I]

— oH

E = —epr 1.1
V x €0 at ) ( )

. OF

H = -y 2= 1.2
V x Ho 8t 3 ( )
v-E =0, (1.3)
v-H=0, (1.4)

where ¢ = | /€gug is the speed of light in vacuum, and €y and ug describe respectively
the electric and magnetic permeability constants of the vacuum [I]. The Maxwell

equations interconnect the electric field E and the magnetic field ﬁ, providing a
description of the EM field as single physical entity. Combining Eqgs. (1.1H1.4), we
can write the following equation solving the space-time dynamics of the electric field

273 @QE)
VE - S5 =0, (1.5)

where we set ¢ = 1. We then solve Eq. (1.5) in a box with edge’s length L. Assuming
L — oo, the electric field can be written in terms of plane waves

n
E’)(?,t) =Y Eju; (qj cos k-7 - vjt) +pj sin(z T - Vjt)) (1.6)
j=1

—

where, k is the wave vector of the plane waves with angular frequency v; relative
to mode j, and u; is the polarisation of the wave. All physical quantities are given
by the amplitudes F;, defined as follows,

E. = hl/j
I V 2

Each term in the sum of Eq. (1.6]) defines a wave, i.e., a mode. The electromagnetic
field is so described as a collection of n independent harmonic oscillators whose
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states, for fixed ?, T, vj, and t, is determined by the components proportional
to the quadrature g; and p; of the field, describing respectively the in-phase and
out-of-phase (momentum) component to mode j.

It is easy to pass form a classical to a quantum description of the field. It is suffi-
cient to replace the classical canonical variables, ¢; and p;, with two non-commuting
operators ¢; (position-like) and p; (momentum-like) that verify the following com-
mutation relation

[Gj,p;] = 2i and [, ] = 0. (1.7)
The description in terms of the canonical quantum variable is then ideal to describe
infinite-dimensional quantum bosonic systems as the electric field. In fact the com-
mutation relation given in Eq. can be easily obtained defining the quantum
canonical variables ¢;j,p; in terms of the field’s bosonic operators a and at. In fact,
if we define

A~

Gj =a;+al and p;=-i(a;-al), (1.8)
from the commutator for the field operators
[a1,a],] = Oim
with d;,, the Kronecker d—function, one straightforwardly obtains Eq. (|1.7)).
With this replacement the electric field can be written as follows
—

E(?,t) =§;Ej [q} cos( k-7 - l/jt) + pjsin (? - th)] , (1.9)

where the sum is over n bosonic modes, and is composed by the in-phase and out-
of-phase quantized components, proportional respectively to ¢; and p;. These are
named the field quadratures and represent observable quantum variables (position
and momentum-like) to which corresponds an infinite-dimensional Hilbert space #;.

1.2 Continuous Variables

Let p be an arbitrary quantum state of the bosonic system, E(?, t).This is defined
as 1) := ¥ agltr), and the corresponding quantum state is given by the density
matrix operator p = [1))(¢)|. One then has that the expectation values of the field
quadratures ¢; and p; are given by the expressions

(d;) = Tr(pg;),

(B;) = Tr(pp;),
for the quadratures relative to the j—esime mode of the electric field. The uncertainty
relative to the expectation values is obtained computing the variances

5 52 5 \2
A =(q;) - (4;)"
A 2 L2
Apj = (pj) = (By)°
Now, considering that for two non commuting quantum observables, described by

operators Oy and O [2]

we have that



using previous general relation with Eq. (1.7)) one has that the following inequality
holds
AgjAp; > 1. (1.10)

This represents the uncertainty associated with the measurements performed on
incompatible observable ¢; and p; of mode j. The inequality is saturated only when
mode j is in the vacuum state.

1.2.1 Photon number and energy of bosonic mode.

We note that the energy of mode j can be written in terms of the position and
momentum quadratures, ¢; and p;, as

R 42 4 52
H; = %. (1.11)

Now, from the definition of the photon number operator, n; = d;r.dj, and inverting

Eq. (1.8), one has
1

iy =3 (@5 + 55 +il4;.95). (1.12)
that using Eq. ([1.7)) gives
@ +p; 1
R ML R 1.13
nj 4 5 (1.13)

that with Eq. (1.11) provides a general relation connecting the observable energy
and the number of mode j and the corresponding number of photons

Hj=2n;+1. (1.14)

This equation shows the operator defining the observable energy can be expressed in
terms of the number of photons in each mode. We stress that Eq. , implicitly,
show that thorough out this thesis we will work in a natural units systemﬂ where
the vacuum shot-noise is equal to 1, i.e., h = 2.

Previous Eq. can be then used to obtain the energy in the general case of
an electric field made of N modes, i.e., N independent harmonic oscillators.

N
H=5 (20 +1). (1.15)
j=1

1.2.2 The Fock basis

It is possible to associate a set of orthogonal quantum states to the Hamiltonian of
Eq. . These compose the Fock’s number state basis B ={|n;)}n,-1,... 00, that is
defined by the number of photons n; in mode j. The element of this set are also
eigenstates of the number operator 7; = d;r.&j, and of the energy operator ﬁj of Eq.
(1.14). They span the infinite-dimensional Hilbert space H; describing mode j, and
then they can be written as a linear combination of the form

(o]

W)= . enylng), (1.16)

’I’Lj:l

'Natural units means that we adopt a rescaling where energy is in units of v; and distance is in

units of 1/,/mv;.

25



where the coefficients of the sum are ¢y, = (n;|y);, i.e., the quantity |c,,|* provides
the probability of projecting mode j on a quantum state with n; photons, |n;). This
can formally be represented by means of the action of a positive operator-valued
measure (POVM), that in this case is defines the projector |n;)(n;l|.

For a collection of n uncoupled oscillators (n independent electromagnetic
modes), we have a global tensor product Hilbert space given by the following tensor
product

H=QH,, (1.17)
j=1

J

spanned by state vectors of the form ®7_; [1/);, with [¢); defined in Eq. .

To build the vectors of the Fock basis B, one can start from the vacuum |0;),
describing a mode j with no photons, and then apply consecutively the creation
operator &;r., that applied on an arbitrary number states |n;) gives

alln;) = \/nj + Lln; +1). (1.18)

Applying n; times on the vacuum state |0;), one has
KK
\/nj!
In the same way the annihilation operator a;
&j\nj):\/nﬂnj—l), for n; >1, (1.20)

applied to |n;) n; times gives

n5) 105). (1.19)

Inj). (1.21)

1.2.3 Phase Space representation
Given an n—mode bosonic quantum system, with quantum state
pi=HE" > HO, (1.22)

it is possible to associate an equivalent representation on the phase-space. This is
2n—dimensional vectorial space, K : R?® » R?" whose elements X are composed by
means of the canonical field quadratures, ¢1,...,4, and p1,...,p,. We will use the
convention that the arbitrary X is defined as follows

X = ((jhﬁlv""(jnaﬁn)T- (123)

The commutation relation for the general quadrature-operator, verifies the following
commutation relation

(&1, T ] = 2692, (1.24)
where

2n
Q=P uwr, (1.25)
k=1

is the 2n—symplectic form and each component wy, defined as

0 1
YEEL 10 )
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represents the single-mode symplectic form.
The mapping between the Hilbert space representation and the phase-space rep-
resentation is performed by Wigner-Weyl operators, defined by the following formula

D(&) =exp[ixQ¢] (1.26)

with £ eR2". In terms of this operator one can define characteristic function that is
defined as follows

Xs(§) = Tr[pD(8)], (1.27)

and a corresponding Wigner, defined as
1 2ne —ixT Q&
W) = Gy foon 1 0006, (1.28)

where x €R?" and its elements are the eigenvalues of the quadrature operator of Eq.
(1.23)).

The Wigner function of Eq. is a quasi-probability distribution function
because despite being properly normalised to unity, it is in general non-positive. Its
properties are determined by the statistical moments and for the specific class of
Gaussian states, which we dill deal with, the first and second statistical moments
are all we need to know to determine the dynamics of the quantum system [IT].

1.3 Gaussian Quantum States

In CV [§] quantum information Gaussian states play a privileged role [11]. Gaus-
sian states are defined as quantum states having a Wigner-function representation
that is a Gaussian. They are interesting because are easy to implement in today
quantum optics labs, and as we will see allow a simple and elegant mathematical
description. This make them particularly attractive in order to study protocols and
propose experimental implementation. To clarify their properties, in next sections,
we introduce some basic mathematical tools.

1.3.1 General properties

Let us consider a bosonic mode of the EM field. It can be described by the set of
coherent states |a): an over-complete set of quantum states that can be defined as
the eigenstates of the destruction operator,

aklag) = alog). (1.29)

These states can be generated by applying the Weyl displacement operator to the
vacuum state, |0)g,

Dy(a) = e(ak&kazd’“),

where oy € C, and their expansion in number state n reads,

|O‘k‘2 ) an
k) = e 5 3" “=In).
k=1 n.

In terms of the generalized canonical vector x of Eq. (1.23]), the previous relation
can be written as,

Dy = e® 2% where o e R, (1.30)
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For a Gaussian states the characteristic function of Eq. and the corre-
sponding Wigner function of Eq. are a Gaussian. That allows to introduce
a further reduction on the quantities to take into account to study the dynamics
of Gaussian systems. Considering an n—mode Gaussian system, and defining the
generalized quadrature vector X of Eq. , we have that the dynamics of the
n-mode system is completely determined by the first and second moments of the
Wigner distribution describing the system. This means that an arbitrary quantum
state of the n—mode Gaussian system can be defined as follows

pi= pUR). V), (1.31)

i.e., in terms of the covariance matrix V, and the the mean value of the (X). This
allows a huge simplification of the mathematics and in many cases we can obtain
the analytical description of properties and dynamics of Gaussian quantum systems.

The first moment (%) := ((£1),...,{(*2,)), and represents the center of the multi-
dimensional Gaussian distribution describing the quantum state. The first moment
does not provide critical physical and informational contents, in fact it is always
possible to compensate the shift of these mean values by local operations on the
single modes k. A much more crucial role is instead played by the cross-correlations
between modes. These are described by the second moments, i.e., the covariance
matrix whose entries are defined as follows

1 . As
Vij =5 A%, A%s}), (1.32)

where AX; := X; — (X;), and {.,.} stands for the anti-commutation operation. One
can then rewrite the CM in a more explicit form

Vij= SRR+ R%) — (Ri)(%),

N | —

where the diagonal elements
Vi = V(%) = (%]) - (%)°, (1.33)

represent the usual variance for the i—th mode described by the quadrature X;,
while the off-diagonal terms describes the cross-correlations. We can rewrite the
generalized expression of the Wigner function in terms of the CM

e 3XV IR

a/detV

From previous equation, it is clear the advantage of describing these systems
in terms of the covariance matrix: the study of an infinite dimensional multimode
quantum system can be reduced to study a matrix that has a finite dimension and
is only required to fulfill the following condition (uncertainty principle)

W (%) =

V +i2> 0. (1.34)
in order to be a bona-fide CM, describing physical systems. Previous relation ba-

sically imposes that the minimum phase-space volume occupied by the quantum
system with CM V, must be larger than the volume occupied by the vacuum state.
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Chapter 2

One-way quantum cryptography
with continuous variables

2.1 Introduction

Quantum cryptography [3] deals with communication protocols, where quantum and
classical information strategies are combined. The interest in this field is motivated
by the fact that, in principle, the parties (Alice and Bob) can share the same random
sequence of bits. This can then be used as a cryptographic key in conventional
one-time pad protocols [5], that are known to be unconditionally (informational-
theoretic) secure [4]. The ground rule to make this key-distribution effective is
to use non-orthogonal quantum states to encode classical information, and then
share them over a quantum channel. This is assumed to deteriorate the quantum
properties of the signals as a consequence of the actions of an eavesdropper (Eve)
that is in control of the communication channels between the parties. Despite this,
the encoding performed using non-orthogonal quantum state limits the power of the
eavesdropper, who results bounded by fundamental laws of quantum physics [6]. In
fact any information gain for Eve comes with a reward for Alice and Bob, in terms
of unavoidable noise on the quantum state of the shared signals. The parties, taking
advantage of this automatic feedback provided by natural laws, can indeed not only
detect the presence of Eve on the quantum channel but also estimate the amount
of error correction and privacy amplification needed, in order to arbitrarily reduce
Eve’s stolen information [7] to a negligible amount.

Since the first proposals to realize quantum informational tasks [9, [10] over
quantum continuous variable (CV) [8] this approach, describing infinite-dimensional
quantum systems, has attracted increasing attention. The main appealing aspects
of this approach, with respect the traditional based on discrete variable (qubits),
are the possibility of making use of bright coherent states together with highly ef-
ficient homodyne detections, and the possibility of a relatively simple development
towards broadband technologies. Particularly successful has been the design of CV
protocols based on Gaussian quantum states that represents, nowadays, quantum
systems routinely engineered in the labs [I1].

In the context of Gaussian CV-QKD [12], the progress made in the classical post-
processing [13], have recently allowed in-field implementation over distances [14]
closer to those achievable by discrete variable protocols [15]. Besides this success, it
seems plausible [16] that we couldn’t avoid to exploit quantum repeaters in order to
improve the present performances of QKD. In this respect a scheme, considering the
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building block of a modern end-to-end high-rate network for continuous variables,
has been recently proposed theoretically [17, [I8] and successfully tested in a proof-
of-principle experiment [I7]. We will discuss it in Part [I1I| of this dissertation.

2.2 Continuous-variable protocols

2.2.1 General mechanism

Let us consider a single-mode, bosonic, quantum system with quadrature vector
defined as %X := (¢,p). In a general cryptographic protocol with continuous variable,
the encoding is made in energy, and then Alice chooses a quantum state p({X), V)
from a set of possible states belonging to the ensemble A = {p((X)),p((X),V)}.
This set, in practice, encodes the classical information a = {p({(X)), (%)} to be sent
through the noisy channel. The variable o describes the modulation of the first
moment (X) to which it is appended some probability distribution p({x)). This
variable « represent the amplitude of a coherent state that is sent to Bob by means
of many independent uses of the quantum channel and, eventually, measured by
the receiver who is generally assumed to perform a simple incoherent measurement.
After that Bob will posses a variable 8 correlated with «. From this discussion it
is clear that in CV quantum cryptography, the encoding of information is made in
energy. In the next Sections we will review the steps that brought to the present
status of the research in quantum cryptography with continuous variable.

2.2.2 Basic principle of security analysis

To quantify the security of a cryptographic protocol we compute the key-rate, which
is defined by the following expression

R:= IAB_IE- (21)

This quantity can be positive, negative or equal to zero. In assessing the security of
a protocol, we generally study for which range of the channel’s parametersE]

R>0. (2.2)

This provides a sufficient condition to claim the security of the protocol and in order
to determine the threshold of security of the protocol we solve the equation

R=0, (2.3)

which marks the range of channel’s parameters for which the cryptographic protocols
starts to fail in providing a secure key.

In Eq. the function I4p quantifies the correlation (mutual information)
between Alice and Bob’s variables o and 3, while Ig accounts for Eve’s accessible
information on « or #, depending on the setup of the classical reconciliation pro-
cedure (see later). In a general scenario Eve’s attack is coherent, that means that

!Usually these are transmissivity and noise properties of the quantum channel. In particular
the first describe the attenuation of the signal, while the second quantifies the presence of the
eavesdropper on the channel.
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different uses of the channels result correlated after Eve processing. The analysis of
this case is unpractical and to overcome this difficulty we need some more assump-
tion that allows to greatly simplify the general analysis of the eavesdropping. The
first is to exploit the de Finetti theorem, that holds in both discrete [19] and con-
tinuous variable protocols [20]. It states the equivalence between general coherent
and collective attacks, where different uses of the quantum channel are uncorre-
lated. The second is that Eve is assumed to be able to perform an optimal coherent
measurement of an a set of ancillary states she has make interact with the parties’
quantum signals. The ability of realize an optimal coherent measurement allows
Eve to achieve the Holevo bound of the channel [2I], in which case the accessible
information is defined by the Holevo bound

Ig = x:=5(pe) - S(pEx); (2.4)

where S(-) defines the von Neumann entropy of the Eve’s quantum state.

A third important assumption applies for Gaussian protocols, for which Gaussian
collective attack are optimal [30, B1, 32]. This allows to simplify further the com-
plexity of the cryptoanalysis, and in many situations we can work with analytical
expressions.

2.2.3 First steps: hybrid protocols

The first protocols exploiting continuous variable have been introduced in [22] 23],
24]. For instance in ref.[23], Alice randomly chooses to squeeze one of the two
quadrature in a way that is very similar to BB84 protocol for discrete variables.
Then a displacement +« is applied and Bob performs homodyne detection one of
the two quadrature § or p again switching randomly between the two basis.

The sifting of the raw key, in this family of protocols, is implemented so that the
parties retain only those cases where the prepared and measured quadratures coin-
cide. Alice’s encoding is not performed by a Gaussian modulation but is a discrete
encoding with Bob’s binary data that can be described by a Gaussian distribution
around the values +a. For this difference in the encoding/decoding stage, they rep-
resent a sort of hybrid protocol and are also known as CV protocols with discrete
modulation [3].

2.3 Gaussian one-way communication

In these schemes the sender modulates the amplitude «, of coherent states |a), by
means of a bivariate Gaussian distribution. The decoding realized by the receiver is
performed by Gaussian measurements like homodyne and/or heterodyne detections.
When the receiver use homodyne detections switching randomly between one of
the possible two bases, then we say to have the switching protocol. If instead a
measurement on both quadrature (heterodyne detection) is implemented, then the
scheme is known as no-switching protocol and, avoiding the random switching of the
measurement basis, can provide higher key-rates. When the encoding is made by
modulating squeezed states and together with a decoding by homodyne detection
we will call the protocol squeezed/hom. Finally we have the squeezed/het protocol,
where the receiver uses heterodyne detection to decode.

Each of this cases can be implemented using two possible reconciliation strategies:
direct reconciliation (DR) and reverse reconciliation (RR). In DR (RR), the classical
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Figure 2.1: The figure shows the implementation of the one-way protocol with con-
tinuous variables, in the EB representation. Alice modulates coherent states by
measuring one mode of her EPR state. The states with distinct amplitudes «, are
sent to Bob who measures the received state by means of a homodyne detection by
switching between the two orthogonal quadratures ), and P,. Eve attacks the line
by performing an entangling cloner attack on the intercepted state.

communication steps, channel’s parameter estimation and sifting of the raw key, is
performed by the receiver (sender) guessing the encoding (decoding) of the sender
(receiver).

2.3.1 The very first Gaussian protocol

It has been introduced in [25] and is a generalization of the protocol of ref. [23].
Now Alice prepares squeezed states modulating by a Gaussian distribution in § or
p with Bob measuring the signals received via homodyne detections. The average
state sent by Alice to Bob is a thermal state, while the original BB84 make use of
a mixed quantum state of the form

p= ) DkPk-
k

The unconditional security of this protocol can be found in [26]. This protocol is
important from the conceptual point of view, but less interesting from the exper-
imental implementation point of view, being infinitely squeezed state un-physical
(infinite energy is needed to implement such a state).

2.3.2 The coherent state protocol

This protocol represented a major shift ahead for what it concerns the simplicity of
the implementation and the security analysis of Gaussian protocols. There is in fact
no need for squeezed states to grant the security of the quantum communication. In
Ref. [27], a coherent states based protocol was proposed, which was able to exploit
a basis of quantum states that are non-orthogonal by construction, i.e., coherent
states. In this protocol, the sender encodes classical information in coherent states
while the receiver decodes by performing homodyne detection. Of course the no-
cloning theorem can be applied also to the coherent states, then quantum states for
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which it is possible to apply the no-cloning theorem and then achieve the security
performances of quantum cryptography.

Coherent states are of course much simpler to implement than squeezed states
and this protocol represented a pivotal result to prove the feasibility of CVQKD by
off-the-shelves optical elements. The protocol is illustrated in figure [2.1

2.4 Cryptoanalysis in the entanglement-based represen-
tation

We give here a simplified description of the purification procedure widely used ti
perform the cryptoanalysis. A more detailed description of the dilation/purification
of source and communication channel is discussed in Chapter |5}, in the context of
general security of quantum cryptographic protocols.

The security of cryptographic protocols is often performed exploiting the entan-
glement based representation (EB) [26], 28]. This method of analysis is based on the
assumption of performing the purification of both the source of quantum states and
quantum channel, and is very powerful because allows a drastic simplification of the
mathematics and calculations to generalize the security of a protocol. It is based on
the principle [28] that if we assume the possibility of presence of entanglement in the
circuit this is equivalent to the actual presence and exploitation of entanglement. In
others words the entanglement can be virtual, in the sense that what really matter
is the physical possibility, for the system, to support entanglement. If this is true
then the standard prepare and measure description of a protocol has an equivalent
entanglement based representation.

2.4.1 Source Purification

Let us consider a sender (Alice) preparing quantum states described by the canonical
variables §4,p4, and sending these pairs of complex numbers to the receiver (Bob).
From the outside Alice’s device can be seen as a Black-Box, i.e., the only things
coming out from it are the values of these pairs. These stage represents the quantum
state preparation, i.e., the encoding. We now can assume that (i) inside Alice’s black
box an entangled pairs of modes is generated and (7i) that while one of this modes
is sent troughs the quantum channel, the other (the local one) is measured by a
homodyne or heterodyne detection. The law of quantum mechanics ensure that the
remote mode will be projected to a coherent or a squeezed state, conditioned to the
measurement applied.

For Gaussian systems this initial state from which Alice starts has particularity
simple expression. In fact the CM describing the two-mode squeezed state is given
by the following expression

pt - 12 ) : (2.5)

Vaar = i
V2 -17Z ul

where p describe the classical Gaussian modulation of the amplitude of the coherent
state, while I =diag(1,1) and Z =diag(1,-1).
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Figure 2.2: Figure 2.2)(a) shows the Entanglement Based (EB) representation of general
squeezed coherent states preparation. The measurement of one(both) quadrature(s) of the
component of the entangled pair of beam, retained by Alice, induce on the entangled partner
the projection onto a squeezed (coherent state).The virtual entanglement representation is
widely adopted to study the security of QKD protocols by means of entanglement purifica-
tion. Figure (b) is the equivalent representation “seen” from the outside of Alice’s black-box:
the EB representation is equivalent to a (Q,P) modulation obtained by means of a Random
Number Generator(RNG).

2.4.2 Channel dilation

To perform the purification of the channel’s state (see Fig. one assume to
process Alice-Bob quantum state, pap, and Eve’s quantum state, pg, by means of
a completely positive trace-preserving (CPT) map. This makes the global quantum
state, of Alice-Bob-Eve, a pure.This is obtained dilating the Hilbert space on which
Alice-Bob systems evolve, including the environment. In such a larger space it
is possible to define a unitary evolution U, acting not only on Alice-Bob modes
processed by the quantum channel but also Eve’s quantum state [¢)p.

For Gaussian protocol we can assume that U operation is a Gaussian processing
one mode from an EPR pairs in Alice hands and the other mode coming from Eve’s
EPR state (see Fig. . This makes the global quantum state of Alice, Bob and
Eve’s a pure quantum state, in the larger Hilbert space.

This purification procedure is crucial because we want to make as less assumption
as possible on the operations performed by Eve to process the signal exchanged.
Indeed, working in the EB representation, allows to say that as far as the modes’
processing takes place under evolutions like source purification and POVM, the
purity of the global state is preserved. To obtain information on the effects of Eve’s
measurements on Alice-Bob state, one has to perform a partial trace over Eve’s
variables

paB =TrE (pABE) , (2.6)

that, in fact is automatically realized by Eve when performs the optimal coherent
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Figure 2.3: Channel Purification through entanglement . Alice and Eve both inject into
the channel a mode of their respective entangled state (—()—). This allows to have a purified
global quantum state of the three systems Alice, Bob and Eve, and a simplified security
analysis, because in studying the evolution of the system we can rid of the specific operations
performed by the eavesdropper. This authorise to write xg = S(papx) — S(paB)-

measurement her quantum memory, where her ancillary states are stored. Thanks
to this we have that the informational contents of the quantum state pap and pg
are identical. This means that we can write

S(pap) =S(pE), (2.7)

where the function S(.) is the von Neumann entropy. It is then clear that we
can retrieve Eve’s accessible information on Alice-Bob quantum signals ignoring
the details of the operation performed during the eavesdropping. In fact the same
principle can be applied to the conditional state. If pp|x represents Eve’s conditional
state after Bob’s measurements, where X = (¢p,pp), one has that

S(papx) =S(pex)- (2.8)

These quantities are useful to compute Eve’s accessible information Ir. We have
seen that in the worst case we have to consider that Eve owns a quantum memory.
In such a case we can write

I =x:=5(pr) - S(pex) = S(pas) - S(pasix); (2.9)

where function y is named the Holevo bound. This represent the typical scenario
studied in this dissertation.

2.5 Conditioning in the asymptotic limit

For what said in previous sections, it is clear that to study the security of any
Gaussian continuous-variable protocol depends on the computation of the total and
conditional covariance matrix. We then give here some simple instrument to perform
the conditioning of a variance or of a covariance matrix, meaning with this the
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Figure 2.4: This figure describes the preparation of Gaussian states, for the one-
way protocol. Bob generates a thermal state with large Gaussian modulation by
measuring one component of his two-mode vacuum squeezed state (EPR pair). This
measurement in one of the possible configuration (Het, Hom), performed on the
local mode B, projects the remote mode, B’, into a coherent or squeezed state,
depending ont he measurement scheme employed.

steps to obtain the conditional CM starting from the total CM. The conditioning
is specified by the type of measurement performed and by the modality in which
the classical reconciliation is implemented, i.e., if we study the direct or the reverse
reconciliation. Technically, we have to way to perform the conditioning of the total
state. In the entanglement based representation (see next section), we can extract
information on Eve’s quantum state, pg, from Alice-Bob’s state, pap.

On the other hand, not always it is possible to have a treatable entanglement
based representation. In such a case the security analysis of a protocol be performed
in the prepare and measure representation, i.e., directly Eve’s state pg. The con-
ditioning is then performed by completing the covariance matrix describing Eve’s
state with the mode belonging to the party’s modes with respect want to perform
the conditioning. We can then assign a precise value to the Gaussian modulation p,
that mimic the measurement process. Of course this procedure can be applied also
in the EB representation.

2.5.1 Conditioning in the one-way protocols in DR

With reference to Fig. we have a sender starting from an EPR state and
measuring one mode of his two-mode squeezed vacuum state, while sending the
other to the channel. The sender prepares many EPR pairs and repeatedly performs
measurements (heterodyne or homodyne) on mode B. After each measurement on
modes B, B’ will be remotely projected in a quantum state (coherent or squeezed)
compatible with the type of measurement performed by the sender. In doing this,
we can also modulate the amplitudes of the resulting quantum state that is sent
trough the quantum channel, and at the receiver we will have a thermal states.

Coherent State protocol

In this case both the quadratures are measured, so to repeatedly prepare coherent
states |3) on mode B’. The transmitted thermal state is characterized by the total
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modulation
pB =g+ 1, (2.10)

on both quadratures (p,q), composed by the classical ip modulation on the top
of the quantum contribution, accounting for the variance of the vacuum shot-noise.
The conditioning on the CM is performed by setting jip = 0, or equivalently up = 1.

Squeezed State protocol
In this case Bob homodynes one quadrature of mode B so to prepare squeezed

coherent state |3,7) on mode B’, where

r= (2.11)

1
1
is the squeezing parameter. The thermal state is characterized by the following
relations defining the resulting modulations of quadratures ¢ and p respectively,

1
pp = fip + P (2.12)
1y = t, (2.13)

where we can distinguish again between a classical and the quantum contribution
1/p. In this case the conditioning is performed again by setting jip = 0, but this
time total modulation will have different values for the two quadratures,

1
q
Hp=—, (2.14)
Bop
Iy = i, (2.15)

for the usual limit of large modulation p — oo, we have ,qu =0.

2.6 The switching protocol

The protocol has been introduced in ref. [27] in the direct reconciliation, and has
been tested experimentally in [I2] also in reverse reconciliation.

The sender (Alice) modulates coherent states applying a bivariate Gaussian mod-
ulation of the amplitudes of the prepared coherent state, whose variance pu. Bob
applies homodyne detection to the incoming coherent states in order to perform
the decoding. To choose the quadrature to measure randomly switch between the
basis ¢ and p. In a typical communication scenario the channel is lossy (free-space
or optical fibre), so that the channel is well approximated by an entangling cloner.
This is a beam splitter of transmissivity 0 < 7 < 1, attenuating the modulation of
the incoming states, on which Eve mixes her ancillary modes with the the sender’s
modes. During this quantum communication phase, a portion of the energy of the
incoming signals beams is intercepted by Eve. depending on the transmissivity of
the beam splitter. When 7 < 1/2, the amount of information in common between
Eve and Alice becomes larger than that Alice and Bob are sharing. So we have

IAE>IAB-
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That means that the tolerable noise of the protocol is limited by 7 = 1/2 (~ 3 dB),
i.e., the scheme in DR is not secure for values of the transmission line below 3dB,
this value is to low to allow transmission over long distances.

The use of the protocol in reverse reconciliation can beat this limit because now
Bob’s variables are the reference, while Alice and Eve estimate the results of Bob’s
measurements. So, if the signals arrive very attenuated to Bob, this only affects
the intensity of the signals, i.e., it affects symmetrically both Alice-Bob mutual
information I4p, and Eve’s Igg. But the difference I4p — Ipg, that quantify the
security of the protocol, is left unchanged.

2.6.1 Cryptanalysis
Alice’s EPR state, modes A and A’ (see Fig. , is described by the following CM

matrix
2 _
w1z ) (2.16)

\% pl
Ad= V2 -17Z ul

Mode A’ is sent to Bob through the quantum channel. After applying the de Finetti
theorem, we can reduce the general attack to the study of a single use of the channel
where an entangling cloner implemented by a beam splitter with transmissivity 7,
intercepts the signals of the sender that are mixed with Eve’s ancillary mode E’
described by a thermal noise w. Eve’s initial state is another EPR pair E, E’ with

covariance matrix
v ~ wl Vw2 -17Z
EEEZN o221z wl '

Let define the general vectorial canonical variable X : = ({,,p.). The equations of
motions, in the Heisenberg picture, are given by the following linear Bogoliubov
transformation

(2.17)

B=+y7A +V1-E', (2.18)
E =JTE -V1-7A (2.19)

Note that in the entanglement based representation, our interest can focus on modes
A and B, from which we can obtain the variances and the covariances defining
covariance matrix of the joint state of Alice and Bob. Simple algebra provides the
following expressions

V= (A% =ul,
Vi =(B?)=1(A?)+ (1 -7)(E?) = [rp+ (1 - 7)w]I, (2.20)
Vg = (AB) = /T(AB) + V1 -7(AE') = \/7(1i2 - 1)Z = (BA), (2.21)

from which one has the covariance matrix

_ pl T(u? - 1)Z
VAB‘( G2 [ (17l ) (2:22)

The mutual information between Alice and Bob, is given by the ratio between the
signal prepared by the sender, described by the variance Vg arriving at Bob, and
the noisy signals after Bob’s detections, described by the conditional variance Vp,.
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This is conditioned to the results of Alice measurements, i.e., from the preparation
stage. We than can write the following general relation

1 Vs
Ipp =~ log )
2 % Vi

(2.23)

that is valid when the receiver measure only one of the quadrature composing the
coherent state sent. To compute this quantity one uses Eq. (2.20) and apply con-
ditioning prescription of section [2.5] Form the variance of Bob’s mode in V 45, one
straightforwardly obtains the following general expression
1. mp+(1-7)w
Iyp=-log————.
AB =508 T+(l-T)w
Now, we note that clearly the ideal operative limit of these protocol is when Alice and
Bob can exchange a lot of energy, i.e., to find the best performance of a protocol
it is reasonable to assume the limit of large modulation (x >> 1). This simplify
further the mathematical expressions and here, in particular, allows to simplify the
expression of Alice-Bob mutual information, that asymptotically is given by the
following formula
1 T
Ipap==log————.
ABT 9 g7'+(1—7')w
The security is quantified by the key-rate given in general by Eq. (2.1)), where Eve’s
accessible information is given by Eq.(2.4)).

(2.24)

2.6.2 Direct Reconciliation

We compute now the conditional covariance and show how to obtain the Holevo
bound from the symplectic analysis [I1]. We first calculate the determinant of the
CM of Eq. (2.22), and take the asymptotic limit p >> 1, obtaining

det Vup = p?w?(1-1)2%

The motivation to compute this is that the determinant of a covariance matrix is
connected to the symplectic spectrum by the following general relation [11]

VdetV =vy, ..., vn,

where v1,...,vn represents are the symplectic eigenvalues relative to a N-modes
Gaussian system. This expression can then be of great help in determining the
analytical expression of the symplectic spectrum. To compute the symplectic eigen-
values one calculate the absolute value of the eigenvalues of the following symplectic
matrix

M = iQV,

0 1
quZ _1 0 .

We then apply the previous steps to the CM of Eq. (2.22]), obtaining

where €2 = @,w; with

{V17V2} - {w7 (1 - T)M}‘
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For Gaussian systems the von Neumann entropy has a simple definition in terms of
the symplectic eigenvalues. This is given by the following general formula

S(v)=> h(v), (2.25)

where v are the component of the symplectic spectrum and

v—1
2

v+l v-1
log,

v+1
h(v) = 5 log, 5 3 (2.26)

That asymptotically verifies the following equation
lim h(v) =log, gy +O(v ™).

The previous equations allow to write the total von Neumann entropy in the follow-
ing form
Sap :h(w)+log2§(1—r),u. (2.27)

The computation of the conditional spectrum, we apply the conditioning pre-
scription described in Section [2.5] collapsing the Gaussian modulation g := 1 in one
quadrature of the CM of Eq. , and obtaining Vyp|,. We then compute first
compute the determinant of V), and take the asymptotic limit, obtaining

det Vypjo =w(1-7)pu[r +w(1-T)].

We then calculate the conditional symplectic spectrum, that for large p, and after
some algebra, is given by the following mathematical expression

{171,172}—>{\/[Tw+l—7](1—7)u,\/w%}. (2.28)

The symplectic spectrum of Eq. (2.28|) provides the conditional von Neumann en-
tropy

> — 1 e
SAB|A:h(V2)+510g2§(7'w+1—7')(1—7)u (2.29)

that used with the mutual information of Eq. (2.24), Eq. (2.27)) and Eq.(2.29) allows
to compute the key-rate

R"=Ixp-x=1IaB~- (S;XB _S;XB|A)’

and after some algebra arrive at the final expression of the key-rate give by the
formula

R 1 rrw+ (1-1)] [ [r+w(1-7)]w
R"(1,w) = élogQ ro(-n]1-7) +h \J o (17 -h(w). (2.30)

2.6.3 Reverse Reconciliation

In RR, one needs only to calculate the conditional von Neumann entropy from the
conditional CM, Vpg, that is now conditioned to Bob’s final measurement. We
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have to apply the general formula [I1] for homodyne detection. First we rewrite the
total CM [2.22] in the following 4 x 4 block-form

V:(é} g) (2.31)

where A =ul, B=[7u+ (1-7)w]I and C =\/7(p? — 1)Z. We then apply the homo-
dyne measurement of mode B, using the following formula [33], [11]

Vpp=A - C(IIBI) ' C”, (2.32)

where IT =diag(1,0) for measurement on quadrature ¢ and IT =diag(0,1) for mea-
surement on quadrature p and. We obtain the following CM,

THWU—TWL 0
VvV — W—TW+T .
T

whose exact symplectic spectrum can be computed to be

y J ulr +wp(1-7)]

w(l=-7)+71p
This can be simplified further taking the limit of large modulation p obtaining

7~ (=]

and gives the condition von Neumann entropy

) 1
Sl = 51082(1-7)p, (2.33)

that used with Eq. (2.24]) and (2.27)) give the key-rate in reverse reconciliation

1
R*(1,w) = =log, T

2 A-1[(1-7)w+7] +h{w).

2.6.4 The Excess noise

An important quantity to describe the tolerable noise of a protocol is the excess
noise, N. This can be seen as the analogous of the efficiency of photon counting
in discrete variable QKD. Assuming the worst case scenario any noise injected in
the system, exceeding that to the vacuum, is assumed to be a consequence of Eve’s
presence on the channel. Therefore, by definition, the excess noise is the noise
associated with channel’s thermal noise, whose total equivalent noise, xo, present on
the channel is given by the following relation

X0 = NO + N, (234)

where Ny is the vacuum shot-noise. To determine N, for a protocol (here we discuss
the one-way case), one can use Alice-Bob mutual information, and write it in terms
of the signal to noise (xo) ratio

1 TH 1 7

1 V.
Ixp = Slogy — = Slogy, ———— = ~logy
2 Vap 2 T+(l-T)w 2 X0
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Alice

Bob — Het

Figure 2.5: This figure shows the implementation of the one-way non-switching CV-
QKD protocol, in the EB representation. Differently from the scheme of Fig.
now Bob performs an heterodyne detection, implemented measuring both outputs of
a balanced beam splitter on which the incoming signals are mixed with the vacuum.
This means that Bob measures both quadratures (Ga,pq). In this way although
the heterodyne detection is in general a more challenging measurement scheme to
perform, the random number generator for the final switching can be avoided.

where
T+ -T)w

Xo = (2.35)

-
Setting now p := 1 and w = 1, i.e., both Alice and Eve do nothing but injecting

the vacuum into the channel, we have the following expression defining the vacuum
shot-noisd?l

No=-, (2.36)

T

that for 7 — 1 gives 1. Now we subtract the shot-noise of Eq. (2.36)) from Eq. (2.35)
and obtain the neat effect of the presence of Eve on the line, i.e., the excess noise

-1+ (1-T)w
= . )

We see that Eq. (2.37) depends entirely on the presence of Eve on the line via
the channel parameters. For example if w = 1 then we have N = 0. The security
thresholds as function of transmissivity 7 and excess noise N are represented in

figure [2.7(a).

N

(2.37)

2.7 The non-switching protocol

In this scheme, introduced in Ref. [29], Alice send coherent states to Bob who
performs heterodyne detections on the incoming signals. The main advance of the
scheme is technological, in fact Bob can avoid the switching of measurement basis,
and can so increases the key-rate. To analyze this protocol we note that the final
heterodyne detection, described in Fig. introduces an extra-noise term with

2Note that the divergence we have for 7 — 0 is of no interest, because in that case it is clear
that the signal at the receiver would be zero.
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Figure 2.6: The figure shows the nonswitching scheme where the final homodyne
detection is replaced by a heterodyne measurement. Bob’s mode is B is mixed
with the vacuum on a balanced beam splitter and both outputs are measured by
conjugate homodyne detectors.

respect the switching protocol. This noise comes from the processing of the vacuum
by the final balanced beam splitter. The analysis of the security of protocol is
basically the same of the switching protocol, with the only change given by Bob’s
measurement. This modifies the expression of Alice-Bob mutual information I4p
and, when we study the reverse reconciliation, also the conditional state.One can
compute the correct formula of Alice-Bob mutual information considering that the
heterodyne detection is composed by two homodyne detection. So using the result
of Eq. and including the vacuum extra noise one has that Alice-Bob mutual
information is given by the following formula
+ +

Iy = %log2 % + %logg %, (2.38)
where we basically have the sum of the the two signals recorded at the detectors.
From the block describing Bob’s mode in the CM of Eq. , we obtain Vp and
Vo and, taking the limit of large u, we easily obtain the formula

Th
l+7+(1-7)w’

Isp =log, (2.39)

2.7.1 Direct Reconciliation

Now starting from the CM of Eq. (2.22)), the simplest thing to do is to consider
Bob’s covariance matrix, that is given by the block of matrix of Eq. (2.22)) describing
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Figure 2.7: Figure (a) shows the security ratesR = I(A: B) - xg for the one-way pro-
tocol for CV-QKD with homodyne detection. The plots give the security thresholds
for both DR and RR.You can see as forT < 1/2 the protocol is no more secure in
DR, while it continues to allow the distillation of a usable secrete key also for small
transmissivity. (b) the security rates for the no-switching protocol (thick lines) com-
pared with the performances in DR and RR (thin lines) for the standard one-way
protocol.

Bob’s mode and perform, by hand, the conditioning setting the modulation =1 in
both quadratures (final heterodyne detection) of each mode. One has

et [ [T+ (1 -T)w] 0
Vs ‘( 0 [T+(1-T)w])

It is very simple to compute the symplectic spectrum of this matrix and obtain the
conditional von Neumann entropy, that is given by

SABWZh[(l—T)uJ-FT],

that used with Eq. (2.39)) and (2.27)) gives the key-rate,

2T
e(l1-7)[1+(Q-7)w+T]

R’ (7,w) =log, +h[(1-7T)w+7] - h(w). (2.40)

2.7.2 Reverse Reconciliation

The computation of the key-rate in reverse reconciliation is performed by rewriting
the total CM of Eq. (2.22) in the canonical form of Eq. (2.31) to which we can
apply the following formula [33] 34] [11]

Ve=A-C(B+I)"'CT, (2.41)

obtaining the conditional CM

THU+WU—TWLY 0
VHet,< _ l+w—-Tw+TH
BA|B 0 THUFWU—T WU ’
1+w-Tw+TR
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that provides the following asymptotic conditional von Neumann entropy

<« Het _ (1_7—)w+1
s n[0221]

Putting together this result with those of Eq. (2.39)) and Eq. (2.27)) one obtains the
following analytical formula for the key-rate

2T
e(l1-7)[1+(Q-7)w+T] +h[

R(T,w) = log, “‘TT)“” 1] Ch(w).  (242)

The security thresholds (R = 0) for the non-switching protocol are represented in Fig.
2.1|(b), as function of the channel’s parameters, excess noise N and attenuation 7).
The thresholds are also compared with the performances of the switching protocol,
in both direct and reverse reconciliation.

2.7.3 Observation

The performances of the switching and the non-switching protocols are compared
Fig. b). We can note how the type of reconciliation implemented (direct or
reverse reconciliation) affects the security performances of the protocols. In RR, the
non-switching does a little better, than the switching protocol, not only in terms
if key-rate but also in terms of security thresholds. This happens because in this
configuration Eve’s task is harder than in the switching protocol, having to guess
the results of Bob’s measurements, i.e., the results on the measurements on both
quadratures. This situation is reversed in DR because in the non-switching pro-
tocol Eve can take advantage of the reconciliation protocol. In fact her detectors
can count more effective clicks than those of Bob and this is reflected on the secu-
rity threshold in DR, that for the non-switching protocol is lower than that of the
switching protocol.

It is possible that in realistic in-field implementation the actual communication
protocol used during the reconciliation procedure could not conform to either the
RR or the DR. In some cases a method specific analysis could then be required.
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Chapter 3

Two-way quantum cryptography

The two way protocol (see Fig. is a communication strategy in which Alice
and Bob make a double use of the quantum channel. This type a scheme has
been first introduced for discrete variables [35 B7] and recently [36] in CV-QKD.
In this protocol Bob send a reference quantum state |3) with modulation variance
wp. Alice performs the encoding applying a random displacement D(«) on the top
of the reference state, obtaining the state |y) = | + «) and sending the resulting
state backward through the communication channel. Bob measures the state |7y)
and extract Alice’s encoding, by subtracting the amplitude § from the amplitude of
the measured state |y). This operation is simple to perform because it consists in
classical post-processing of the type v—70, where T account for the double processing
by a beam splitter on each use of the channel. The eavesdropper has to attack both
communication steps (the forward from Bob to Alice and backward) in order to
acquire knowledge of both the reference amplitude 5 and the encoding «. This puts
the eavesdropper in an unfavorable position, because her attack results being more
noisy than in a standard single use of the quantum channel.

In addition to this we will show, in Part [[T} that a crucial aspect of the protocol
is that it activates additional degrees of freedom available only to the parties. In
fact the possibility of randomly switching between the ON (where the full double
communication channels is exploited), and the O F F' configuration, where the circuit
is interrupted and the scheme will reduce to a double use of the one-way communi-
cation, allows to choose which data to keep and which data to discarded during the
sifting of the key. This choice depends on the detection of Eve on the line, estimated
after the tomography of the quantum channel. In this way the parties can minimize
Eve’s accessible information per use of the protocol.

3.1 Conditioning in the two-way protocols in ON and
DR

As we did for the one-way protocol, we can introduce a simple set of rules to apply
in order to obtain the conditional variances and the conditional covariance matrices,
also for the two-way protocol. With this method we directly act on the analytical
expressions of the quantities to conditioning, and we can avoid to apply the Gaus-
sian formulas for the conditional measurement. This approach is particularly useful
when we use the protocol in direct reconciliation. Let us consider the two-way com-
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Figure 3.1: The figure shows the two-way protocol for CV-QKD, in the EB rep-
resentation. Bob prepares the reference coherent state |3), and send it to Alice.
Who applies the displacement D(«)|3) = |a+ 3). She then sends back this state to
bob who performs a measurement (Hom or Het). Knowing the reference state (3,
Bob can recover the information encoded in «. In the middle Eve attack both the
forward and backward lines by means of two entangling cloners (7', W).

munication scheme without noise (Eve), given in Fig The modulation of Bob’s
reference state has total modulation pup = u, comprehensive of a classical contri-
bution and a measure-dependent quantum contribution. Alice applies to this state
an additiona]EI (classical) modulationE] [on, representing her encoding and finally
obtaining a thermal state with total modulation,

UB + UON-

We can distinguish the two cases where coherent state or squeezed states are used.
Let discuss both situations

3.1.1 Coherent State protocol
In this case the conditioning is performed by setting
pon =0,

Assuming the same Gaussian modulation for both the reference and the encoding
state, iony = up = i, this means that in the formulas we will always have u = 1.

I This is also why the two-way scheme works for C'V and not for DV. When the modulation W —> oo
the difference between the total modulation and the reference state cannot be easily identified.
2fion should be different from pp. It should be equal to p+ 1
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Figure 3.2: The figure shows the two-way scheme without noise. Bob prepares a
thermal state and send it to Alice. After Alice’a action the final state is a new
thermal state with modulation ug + fia.

3.1.2 Squeezed State protocol

In this case the conditioning can be performed assuming

_ p—o0

fibn =1/p =0,

/j’%N = ,U,,
We note here that the squeezed state conditioning can be applied to all those cases
of the two-way protocols where homodyne measurement is exploited, both in the
preparation and/or in the decoding. More precisely we can use this approach to
simplify the calculations of protocols like Hom?, where both Bob and Alice use

homodyne detection and for the asymmetric cases Hom — Het (Bob uses squeezed
states and Alice modulate coherent state, as well as in protocol Het — Hom.

3.2 Two-way protocol with coherent state and hetero-
dyne detection

Eve performs a symmetricﬁ attack on both the forward and backward communication

channel. This is implemented by two identical entangling cloners of transmissivity

7 and thermal noise w. We describes the dynamics in the entanglement based
representation. The processing of the channel is here illustrated step-by-step. One

has (see Fig.
Cy=v/TB] +V1-1E],
Co=Cr+a=a+\/TB+V1-TE],

from here we get the expression of output mode By

By =71B] +\/7(1-7)E] + V/Ta+V1-TE}.

3The assumption of a symmetric attack is not a problem. It is reasonable to assume that
being the channel the same used twice in basically symmetric fashion the optimal attack will be a
symmetric one.
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In the same way we can calculate the output modes E}" and EY
E{ =\TE] -V1-71B], (3.1)
EY =\/TEy-\/T(1-7)B] - (1-7)E{ -V1-Ta. (3.2)

We the compute the covariance matrix describing Bob’s mode B; and Bj, obtaining

Vi = gl ™Vw?-17Z (3.3)
1 VW2 -1Z [TPup+T1ps+ (1 -7HW]I )’

where pp, pa describe Bob and Alice’s Gaussian modulation, respectively. From Eq.
(3.13.2)) we compute Eve’s CM given by the following mathematical expression

wl PZ oZ
®Z ©oI |
Ve B BBy = oI D7 (3.4)

cZ kI ®Z Al
where we have defined the coefficients as follows
O :=[r2up +1pa + (1 -72)w],
A=[rw+r(1-T)pg+ (1 -7)2w+ (1 -7)pal,

k= [(1-7)VTus —/7(1-7)w],
O :=\/7(w?-1)Z,
o= (r-1)Vw?-1.
From Eq. , from the general roles on the conditioning given in Sec. and from

the definition of the mutual information given in Eq. (2.38)) for the non-switching
protocol we have the following formula for Alice-Bob mutual information

TH
1+72+(1-72)w
From Eve’s CM, it is possible to calculate the symplectic spectrum for the relevant
cases, heterodyne detection and DR and RR. We focus on the reverse reconciliation,
with heterodyne decoding, and we find

Iap =log,

vp = {hip, hop,w,w}
VE,C - {nlv n2,n3, (1 - T2)M}a

where hihg = (1 - T)2 and the three ny 23 coefficients can be grouped to define the
following p-independent expression,
[1+72+(1-7)1+7})w]w

T(1+7) ’
where p is the classical Gaussian modulation. Finally finding the expression of the
key-rate,

ninang =

« 27(1+7 3
Rijerz = log e(1-7)[1 +(72++ ()1 - 72)w] " kz::lg(nk) ~29(w).

Figure [3.3| compares the security threshold of the one-way and the two-way, as a
function of transmissivity and excess noise 7 and N. To spotlight the advantages
offered by two-way communication in term of tolerable noise we show the comparison
with the one-way non-switching protocol. This advantage is still present in the
regime of high absorption (7 « 1).
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Transmissivity

Figure 3.3: This figure shows a comparison between the one-way versus the two-
way, non-switching protocol [36]. The security threshold of the two-way is the curve
above, while the bottom curve describes the performances of the one-way scheme.
Both plots refer to RR. Two-way communication improves the tolerance to noise.
Eve is forced to attack both lines to extract only one useful information, Alice’s
encoding «, increasing her noise on the line. On the other hand the parties are not
affected because,Bob knows his reference state |3), that is discarded at the end of
the protocol. See text for more details.
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Part 11

Novel results on point-to-point
protocols

93






Introduction

In this part we describe the original results obtained in studying quantum crypto-
graphic protocols in the point-to-point scenario. We performed the security analysis
of one-way protocols assuming arbitrary coherent attacks, proposing a novel reduc-
tion strategy that allows to shrink the general coherent attack to a two-mode coher-
ent attack. We explicitly show that for Gaussian protocols, in case of independent
use of the channel, the implementation of coherent attacks is, for the eavesdropper,
always strictly less effective than the use of collective ones. In particular we show
that, in order to achieve security, the parties need to apply the symmetric random
permutation, prescribed by the quantum de Finetti theorem, only half the total use
of the channel. This, in the asymptotic limit, means not only a reduction in the
necessary classical processing of the data, but pose also the question if the reduced
need for a de Finetti symmetrization can be extended to a n—coherent attack. Here
we solved the problem analytically for two-mode coherent attack, and provide an
interpretation of the results that make us conjecture that the same should be true
also in case of n—mode coherent attacks, ultimately questioning the need for the
de Finetti theorem to asses the security of the Gaussian point-to-point quantum
cryptography.

We then studied the two-way communication scheme under general two-mode
coherent attacks. In this case we found that coherent attack beating the collective
ones are possible. This is the first evidence of a coherent attack outperforming the
security thresholds of collective attacks, in point-to-point protocol. To close this
loophole in the security of two-way communication we illustrate how combining the
previous result on the security of one-way protocols combined with the active use
of the ON/OFF switching, one can prove that two-way communication are even
immune to coherent attack.

We conclude this part studying the two-way protocol with thermal states. We
found that the exploitation of trusted thermal noise improves the performances of
continuous variable quantum cryptography in reverse reconciliation. This allowed us
to explore the possibility of sharing a cryptographic key at different electromagnetic
frequencies, form the infrared to the microwave range. This analysis has been done
considering collective attacks that, in light of the previous discussions on the security
of two-way schemes, represent the optimal. The higher tolerance to noise manifested
by the thermal two-way communication in reverse reconciliation, permits to improve
considerably the distances over which is possible to share a secret key in the infrared
regime, although remaining in the range of short-distance quantum cryptography.
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Chapter 4

One-way protocols against
two-mode coherent attack

4.1 Introduction

The finding that the parties can reduce the complexity of the eavesdropping of
quantum cryptography, reducing general coherent attacks to collective ones [19],
has been a crucial result in this field. This attack reduction is performed applying
random symmetric permutation to the classical data at the input and at the output
of the quantum protocol. The validity of this procedure is based on a result, known
as the quantum de Finetti theorem.

Here we would like to answer the following question: can one avoid or reduce
the use of the quantum de Finetti theorem and still grant the general security of
CV-QKD? Motivated by this question we noted that the use of a coherent attack
introduces correlation over different (uncorrelated) uses of the channel. This pro-
cedure should actually reduce Eve’s degrees of freedom in estimating independent
signal variables. If this is correct one should be able to prove that the use of coherent
attack is strictly less effective, for the eavesdropper, than to implement a collective
attack. Following this idea, we have studied the security of one-way Gaussian quan-
tum cryptography, realizing a systematic investigation of the security of protocols
against two-mode coherent attacks. We solved analytically this problem individuat-
ing a general post-processing strategy, proving that our initial guess is indeed true
for two-mode attacks.

The basic idea is to assume that starting from a general coherent attack, the par-
ties pack the n different uses of the one-way communication into two-mode blocks
composed by two arbitrary input. Then they perform a symmetric random permuta-
tion over the label identifying these blocks. Thanks to this trick the general security
analysis reduces to analytically treatable two-mode coherent attacks.Note that this
methodology can always be implemented without harming the overall security of
the scheme. As said we solved this problem analytically for Gaussian protocols, es-
tablishing closed formulas for the key-rates in all possible configurations of one-way
quantum cryptography.

o7



lice Bob
: Eve —
‘a1> ® >)—;ﬂ1
\a2> ® 2 - 1] - >)';p2
o— N - >
A ‘“N> ( )7pu )|
p
() plice Eve Bob
® = M) >)
_*— - —>) )
Alice Eve Bob
® : o >)
® - >)
Alice . Eve . Bob
® s >)
e J >)
& L
7 i
© Alice T?\e, Bob
a B
e En
E
a, : A, . B, >h
o’ E T ’
\ = .

Figure 4.1: Fig[i.IJa): Alice modulates coherent states |aj) that are sent through
the quantum channel (Eve). Bob measurements provide the classical variables 3},
for k=1,...,N. Eve’s general eavesdropping is based on a global unitary operation,
U, applied on the NN instances of the one-way communication. Fig. (b): the
residual two-mode attack after the reduction to the two-mode block. Fig. [4.I)c):
the realistic scenario we have studied: the two-mode attack is simulated by two
beam splitters of transmissivity 7. Eve injects two ancillary modes (e and E) whose
quantum state is described by thermal noise w and correlation matrix G (see main
text for further details).
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4.2 Protocol

Let us consider the communication scheme illustrated in Fig. [4.1(a). Alice sends
to Bob coherent states |y ), where the amplitudes «j are modulated by a bivariate
Gaussian distribution of variance pu.

The communication channel is under Eve’s control and the detections of states
|} provide Bob with outcomes (3. After N uses of the channel, the parties share
two highly correlated random sequences of symbols given by the sets {ay} and {8}
for k=1,...,n. We focus on the Reverse Reconciliation (RR) scheme, so that the
key is made up from Alice’s guess on Bob’s variables {3 }.

The decoding specifies further the protocol: if Bob applies homodynes detec-
tions, randomly switching between measurements on quadrature ¢, and pg, we have
the switching protocol [12]. While if Bob measures both quadratures, applying het-
erodyne detections, the protocol is named no-switching [29]. We discuss here this
later case, remanding to the Appendix for the others.

In a general attack Eve applies a global unitary operation U that process, coher-
ently, a set of ancillary modes together with the N modes exchanged by the parties.
The output ancillas are stored in a quantum memory, which is coherently detected
after the data reconciliation of the parties. At the end of this step, Alice-Bob-Eve
total system is described by a quantum state of the following form

p=U(p1®..® py)U! (4.1)

where each state pg, with k = 1,...,n, describes the total joint state per use of the
channel. This problem can be rewritten in an equivalent (much simpler) represen-
tation exploiting the quantum de Finetti theorem [20], that allows to get rid of the
cross-correlations between different uses of the channel in the limit of n - oco. In
particular, we here note that if the parties arrange the signals into two-mode blocks,
that we call ¢; with j =1,...,n/2 (see Fig. |4.1((b)), made of two arbitrary input and
output. Then they apply the symmetric random permutation over the blocks ¢;, so
that the quantum state given in Eq. can now be rewritten as follows

P=Pey @ ® Peys

where M = n/2. The resulting post-de Finetti total quantum state, p, is now a
tensor product of two-mode states p.;, describing the j—esime block, with arbitrary
correlations enclosed within each block. This general reduction scheme reduces the
security analysis to consider just a two-mode block. A further simplification comes
from the extremality of Gaussian attacks for Gaussian protocols [11]. This property,
usually proved in the context of a channel with no memory [32] [31], can easily be
generalized to our two-mode case as we illustrate in the next section (see Appendix
for further details).

These assumptions allow to reduce the cryptanalysis considering a single Gaus-
sian block ¢;. We solve this problem analytically, considering the most practical
case where the attack is realized by means of entangling cloners, i.e., beam splitters
on which Eve mixes her ancillary states with the quantum signals of the parties.

4.3 Cryptoanalysis

4.3.1 Source of coherent states

The entanglement based representation of the protocol is described in Fig. 4.1)c).
As usual we assume Alice starting form an EPR source of entangled photons whose
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zero mean, Gaussian quantum state is described by the usual EPR covariance matrix

;ﬂ—lZ)

Vipr = il
EPR = 17 1

were p =+ 1 gives the total modulation with contribution from the classical Gaus-
sian modulation ¢ on the top of the vacuum shot-noise. The matrices I =diag(1,1),
and Z =diag(1,-1). The quantum state at the input ports of a two-mode block
¢j, is then given by a zero-mean, Gaussian quantum state that we can write as the
product state

PaAa’ A’ = PaA ® Pa’ Al
that is described by a CM given by VgQPR. The coherent states |o;) and |o}), for

i =1,..,n, remotely projected on modes A and A’, are generated applying heterodyne
detections on modes a,a’ of the composite state pgaarar.

4.3.2 General noisy channel with memory

We study the case of a lossy channel, that gives a very good description of typical
communication scenarios (free-space, fibres). As usual we model the quantum chan-
nel by an entangling cloner on which Eve sends tiny Gaussian ancillary modes that
typically are close to be vacuum modes. For every use of the channel, we should
estimate the variances of Eve’s ancillary modes at the output of the beam splitter,
in order to quantify Eve’s stolen information. This is not always practical, especially
when cross correlation between different uses of the channel may exist, like in the
case in order (two-mode coherent attack). We then dilate the Hilbert space de-
scribing the modes belonging to the quantum channel (Eve) into a larger space [39]
(a larger environment), where Eve’s quantum state pg is a pure state. As discussed
in previous Chapters, this allows to extract the entropic properties of pg, studying
Alice-Bob quantum state puq/pp.

The dynamics over a noisy channel with memory is indeed well described by
two correlated entangling cloners, as described in Fig. 4.1[c). Here two identical
beam-splitters, with transmissivity 7, process Eve’s ancillary modes e and E with
modes A and A’, respectively. For Gaussian protocols Gaussian attacks have been
proved to be optimal so that the Gaussian state describing Eve’s initial state, o.g,
is completely determined by the following CM [40]

[ Wl G (9 O
VEE_(G WI)jG_(O g/)7 (42)

where w = 2n+1 quantifies the thermal noise injected in the two beam splitters, and i
gives the mean number of thermal photons. The strength and nature of correlations
between the ancillary modes e and E are described by the matrix G. In fact for
fixed transmissivity 7 and thermal noise w, affecting each use of the channel, there
are additional degrees of freedom that Eve could think to exploit in a two-mode
Gaussian attack. These are given by the correlation parameters g and ¢’, which can
be represented as a point on a ‘correlation plane’ (see Fig. 4.2). Each point of this
plane describes an attack (with different amount and kind of correlations) to which
will correspond a specific key rate. Here we provide a detailed comparison between
these attacks, and stressing that this description is general and do not depend on
the specific protocol nor communication scenario (point-to-point or end-to-end) here
considered, so that the results here illustrated will remain valid also for the following.
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Figure 4.2: Correlation plan for a symmetric Gaussian attack. Given 7 and w (here
set to 2), the attack is fully specified by the two correlation parameters (g,g’),
whose accessible values are represented by the non-white area. In particular, the
inner darker region represents the set of separable attacks (op, g, separable), while
the two outer and lighter regions represent entangled attacks (og, g, entangled).
The numbered points correspond to the specific attacks described in text.

We assume a symmetric scenario in which the parties made up the blocks c;
grouping modes for which the estimation of the parameters of the channel gives
similar results, i.e., transmissivity 7 and thermal noise w are the same on each
independent use of the channel. In this case it has been proved [40, 18] that we have
a simple characterization of the set of possible Gaussian attacks which are accessible
to Eve. Each of these eavesdropping is parameterized by the off-diagonal block in
Eq. , and correspond to points in the correlation plan g, g’, such that

9l <w, lg'| <w, (4.3)
w‘g+g" §w2+gg’—1.
Among all these accessible attacks, those satisfying the further condition
W’ g9’ - 12wlg-g| (4.5)

are separable attacks (og, g, separable) [40], while those violating Eq. are
entangled attacks, i.e., Eve’s ancillary two-mode quantum state, o, g,, is entangled.
See Fig. for a numerical representation for a fixed value of w = 2.

We can identify the following three classes of attacks:

e Collective attack. This is the simplest attack, represented by point (1) in
Fig. i.e., the origin of the plane (¢ = ¢’ = 0). This corresponds to using
two identical and independent entangling cloners with transmissivity 7 and
thermal noise w. In fact, we have

OE\E, =0E, ®0p,,

where op, (k = 1,2) is a thermal state with variance w, whose purification
®f, ., is an EPR state in the hands of Eve.
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o Separable attacks. Within the separable attacks we can identify points (2), (3),
and (4) in Fig. [4.2] These are characterized by the condition |g| = |¢| = w - 1
and represent the separable attacks with the highest correlations. In particular,
points (2) correspond to the cases g = ¢’ =w-1o0r g =¢' =1-w, point (3)
corresponds to g = —¢g’ =w -1, and point (4) to g=-¢' =1-w.

e EPR attacks. Finally, points (5) and (6) in Fig. are the most entangled
attacks, where Eve’s ancillas F; and Fsy are described by an EPR state. Point
(5) is the ‘positive EPR attack’ with ¢ = —¢’ = Vw? -1, while (6) is the
‘negative EPR attack’ with ¢ = —¢ = -Vw? - 1.

Their values are bounded by the constraints
lgl <w, |¢'| < w, andw‘g+g" Sw2+gg'—1, (4.6)

imposed to satisfy the uncertainty principle, and the bona fide conditions for
CM Vg [40,[17]. One can note that one recovers the collective attacks scenario
imposing g = ¢’ = 0.

The key-rate quantifying the performances of a QKD protocol is given by the
key-rate
R=nlap-Ig,

with in the present case the mutual information I4p accounting for the correlation
between variables {a, 8} and {a’,3’}. The parameter 7 consider the non-ideal ef-
ficiency of the reconciliation protocol. For simplicity, in the protocol studied here,
we will set to 1 this parameter. Assuming Eve owns a quantum memory, she can
achieve the Holevo bound

x21g,
and working in the entanglement based representation we have
X =548 — SaB|sp’
so that the final quantity we will evaluate is the key rate

RZIAB—X. (47)

4.3.3 Computation of the mutual information

The parties make a double use of the channel, per single use of the block c;, so that
the total Alice-Bob mutual information is given by the sum

Inp=1+1T (4.8)

with I := I(«,3) is the contribution from the first use of the channel, and I’ :=
I(d/,3") from the second.

For the no-switching protocol [29] each contribution to the mutual information,
I and 1, is given (in bits) by the signal-to-noise ratio

VBob +1

1" = log, (4.9)

VBob\a(a’) +1’

where variance Vpo, = 7p + (1 — 7)w, describes the modulation of thermal states
arriving at Bob’s side (the signal), while Vpaq = Vpopjr = 7 + (1 = T)w quantify
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the noise signals after the heterodyne measurements realized by Alice. Using these
relations in Eq. and , and taking the asymptotic limit p > 1, one easily
obtain the expression of the mutual information,

TH
1+7+(1-7)w’

Iap =2logy (4.10)

4.3.4 Computation of the Holevo bound

We now describe the general steps to obtain the Holevo bound y, the details can
be found in Appendix [B] After the processing of the quantum channel on the initial
state, we obtain the total CM Vi, given by Eq. of Appendix This
describes Alice-Bob joint quantum state puqgp’, whose symplectic spectrum is used
to obtains Eve’s total von Neumann entropy Sap [11]. Taking the limit of large p,
and after basic algebra we found the following symplectic eigenvalues,

vi =\ (w+g)(w+g'),
vo=\/(w-g)(w-g),
{vi,v2} ={(1-m)p, (1 = 7))}

This spectrum and the following expansion of the entropic function h(x) for x - oo
lim h(z) =logy ‘2+0 (x_l) , (4.11)
T—>00 2
allow to easily compute the total von Neumann entropy, that is indeed given by
Sg =h(ve) +h(v-) +2log, g(l - T)p.

The computation of the CM describing the processed quantum state oo/ pp’ is pretty
simple and can be found in Appendix [B| (see Eq. (6.10)). We obtain the following

matrix
(p+1)I dZ

(u+1)I Z
Z Al (1-7)G |
®Z (1-7)G  AI

Vtot =

where we defined
A=7(p+1)+(1-7)w,
O =+/r[(p+1)2-1].

Then, applying a partial Gaussian measurement on Bob’s modes, we obtain the
conditional CM describing the quantum state p,q/35:, that is given by the expression

k k )
1 K’ k'
Ve= o= | k k (4.12)
where
ko= (u+ D[ -7)2+(A+1)A]+ (A + 1), (4.13)
ki=—g(1-71)1p(p+2), (4.14)
A=A-T, (4.15)
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with k' = k(g - ¢') and k' = k(g — ¢'). The conditional spectrum is

(D, 0.} = { v AT*A’*, v ATX‘}, (4.16)

where )\Er') =1+(1-7)(w+g") and AV =14 (1-7)(w=-¢"). From Eq. in the
general expression of the von Neumann entropy, we obtain the following conditional
entropy

SE|6ﬁ’ =h(vy) +h(D2), (417)

Finally from Eq. (6.11]) and (4.17) we compute the Holevo bound
X=ngQEQ—TﬂHJ(m)+MuJ—hUA)—MﬂJ. (4.18)

Key-rate - The secret-key rate is straightforwardly obtained using Eq. (4.18))
and Eq. (4.10) in Eq.(4.7). After some algebra do not report here, we arrive at the
following general expression for the no-switching protocol, under two-mode coherent
attacks

2 T
R =2log, —
825 A-[1+7+(1-7T)w

h(7,) + (i) - h(vs) - h(v.).

7 (4.19)

It is easy to see that one recovers the known key-rate, under standard collective
attacks, when g = ¢’ = 0.

In order to prove that coherent attacks are strictly less effective than the collec-
tive ones, we studied the properties of this key rate proving the following general
bound

R(t,w,9,9') > R(t,w), Vg,q9" #0. (4.20)

The details of the calculations to obtain the general key-rate and the proof of Eq.
(4.20) can be found in Appendix Bl After determining the critical points of rate R,
solving the equation VR = 0 one finds (we solved this equation numerically fixing 7
and w) that only the origin, Py, of the g, g/ plane is a critical point. To determine
the nature of Py, we compute the second order derivatives, and build the Hessian
matrix H and we studied its positive definiteness. One can check that by studying
the sign of det H and of the principal minors of the Hessian matrix, both evaluated
in Py, one finds that the only critical point, P, is also an absolute minimum point
for the rate of Eq. on the domain bounded by Eq. .

The expression of det H, evaluated in Py, is given in Eq. of Appendix
where we show its positivity, together with the positivity of the second order
derivatives given in Eq. (B.23). Finally we checked that the two-mode attacks at
the boundary defined by |g| < w, |¢'| < w, and w|g + ¢'| = w? + gg’ — 1, gives a key rate
always strictly larger than under collective attacks. This proves that the origin P
is a minimum for R and, consequently, any memory injected by the eavesdropper
has the effect of increases the key rate. In Fig. [4.3] we plotted the behavior of
the generalized key-rate of Eq. under general attack for fixed values of the
transmissivity 7 and thermal noise w, and varying the correlation between the two
ancillary states. One can see that the red spot, that describes collective attack, is
an absolute minimum for the general key-rate. The blue surface and the blue spots
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Figure 4.3: This figure shows the optimality of collective attacks for one-way com-
munication. We computed the key-rate given by Eq. , for values of g¢,¢’
verifying the condition wlg+¢'| = w?+gg’ -1, (blue points) and we compared it with
the rate for collective attacks g = ¢' = 0 (Red point). We fixed the thermal noise
w = 1.3 while 7 = 0.4 in shot-noise unit (SNU). We see that for this values of thermal
noise and transmissivity the collective attacks provide a negative key-rate, this is
positive for the coherent attacks at the edge of the region of physical attacks.

describe the two-mode coherent attacks for values of g and ¢’, respectively, inside
and at the boundary of the region bounded by of Eq. and .

This analysis has been repeated for all the implementation of the one-way com-
munication finding always the same behavior. We then have that Eq. holds
independently from the specific implementation of the one-way protocol, including
the case direct as well as reverse reconciliation. It proves indeed that coherent
attacks are always strictly detrimental for Eve.

4.4 Discussion

This improved security under coherent attacks, can be understood observing that
the reduction to two-mode coherent attacks leaves the eavesdropper with less degrees
of freedom to estimate the variables 8 and 3'. For instance, if Eve would perform
collective attacks she would have two more ancillary states in addition to ¢ and
E’ to optimize the final measurement of her quantum memory. This means a total
of four ancillary modes over which perform an optimal measurement. On the other
hand realizing a coherent attack, she actually helps the parties because they are now
authorized to reply to the attack by means of the illustrated strategy. This forces
Eve to estimate 3,3’ from the measurement of just ¢/, E’. For the protocol in RR
here considered, this means that FEve’s accessible information y fulfills the following
inequality

x(8,8") < x(B) +x(8"), (4.21)

while prior to our result it was only possible to say that a weaker inequality hold
This block-reduction strategy can be seen also as a reactivation of the security of
one-way CV quantum cryptography, activated a posteriori, in case a coherent attack
is detected by the parties during the channel’s tomography.
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4.5 Conclusions

As one would expect, this analysis recovers the optimality of Gaussian collective
attacks where Eve’s ancillas share no correlations. But in addition to this we can now
affirm that any correlation (memory), introduced by Eve to realize coherent attacks,
can always be converted (a posteriori) into an advantage for the parties whose secret-
key rate increases under coherent attacks. In other words we have showed that, in the
context of point-to-point Gaussian quantum cryptography, coherent and collective
attacks are not equivalent, but the first are always strictly less fruitful for Eve.
Therefore no benefit can exist for Eve in implementing coherent attacks, as long as
the parties do not prepare the key exploiting some kind of correlation as described
for instance in [17, 18] (Part [[II), or in the next Chapter in the context of two-way
communication.

An interesting side-consequence of this result is that for many use of the channel,
n — oo, the parties can safely implement CVQKD reducing the total number of calls
to the de Finetti symmetrization. In the case studied, the parties can apply the de
Finetti symmetrization half the total runs of the protocol, reducing in this way the
classical processing of the data in the hands of the parties. This finding lead us also
to conjecture that the same should be true for the general case of arbitrary n—-mode
attacks. The need for less classical post-processing, could be a further simplification
offered by CV systems in the quest for effective and cheap communication schemes,
suitable for real-world implementation. We also stress on the fact that our strategy
is general, in the sense that it can always be implemented without breaching the
standard security assumptions supposing the inviolability of the parties’ private
spaces, typical of point-to-point quantum cryptography.

In conclusion this analysis shines a new light on the general problem of the effec-
tiveness of coherent attacks, here specifically for independent uses of the quantum
channel. This may have interesting consequences on how the de Finetti symmetriza-
tion is exploited in realistic, in-field, implementations of Gaussian quantum cryp-
tographic protocols, and the work done could be a good starting point for further
investigation to prove the general validity of our conjecture, in which case we think
heavy numerical analysis will be in order.
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Chapter 5

General security of one-way
communication over canonical
channels

5.1 Introduction

We discuss the performance of one-way quantum cryptography considering general
Gaussian channels, i.e., assuming the canonical Gaussian forms described in Refs.
[38, B9]. We adopt this general description to perform a systematic study one-
way CV-QKD protocols extending the security analysis to any physically achievable
collective attack. Despite the most typical scenario, in a realistic implementation of
QKD, is to consider the quantum channel as a lossy environment, this represents
only one of the possibilities available to an eavesdropper. We provide here a detailed
description of the most relevant cases, focusing on the most practical protocols and
attacks, and remanding to Appendix [D] for further discussion and details on the
calculations performed and the less interesting channels.

5.2 (Gaussian canonical forms

Unitary transformations U = exp(iHt), where the Hamiltonian operator H is bilinear
in the bosonic field’s quadratures ¢ and p, preserve the Gaussianity of the processed
quantum state [II]. This happens because such a unitary evolution is also bilinear
in the field operators of bosonic systems, and can be mapped to canonical linear
transformations, (S, d), in the phase space. This linear maps act on the generalized
quadrature vector X = (q1,p1, -+, qn, Pn) as follows

(S,d):% > Sk +d, (5.1)

where d describes the displacement of the first moment X :=(X), while matrix S is a
symplectic matrix.

This description can of course be expanded in order to include open quantum
system interacting with an environment described by a large, but numerable, number
of modes n. In particular, a natural extension of Gaussian unitaries are Gaussian
bosonic channels, i.e., a map that act on an n-mode quantum state p®" as follows

G" : D(H®") - D(HE™). (5.2)
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In case of a single mode Gaussian channel (basically the case we deal with in one-way
quantum cryptography) a one-mode bosonic channel has received recently a complete
characterization in terms of canonical forms [65]. Let us consider a Gaussian system
with covariance matrix (CM) V. We can describe the evolution in the following way

V->TIVT+N, (5.3)

x> T x+d,

where T and N are 2 x 2 real matrices so that N7 = N > 0 and det N > (det T - 1)2.
Matrix T describes the changes induced by the channel on the covariance matrix,
while N describe the noise added to the system. We then have that an arbitrary one-
mode Gaussian channel G = G[T,N,d] can be transformed into a simpler canonical
form via unitary transformations of the input and the output of the channel [I1],
and it can be written as non-unique representation via Gaussian unitaries Uy and
U B such that

G(pa) = Ui [C(UapaUa)]|Us. (5.5)

The canonical form C is a map on the characteristic function of the Gaussian state
p, defined as follows

C:x(€) = X(Tel) exp [—%ISTNcé] , (5.6)

with ¢ € R?" and the matrices N, and T, diagonal. The symplectic invariants det T,
rank(7") and rank(N), six different expressions for the diagonal matrices N. and T,
have been identified in ref [38] each corresponding to a class of canonical forms C =
C[T.,N.]: A1, Ay, B1,Bs,C and D, that are identified, in general by means of three
symplectic invariants: the generalized transmissivity 7 := det'T € {0,1,],0, 1] }the
rank of the Gaussian channel

e rk(T)rk(N)

5.7
== (57)
and the temperature of the channel

1(ydetN _

5 ( o] 1), forT#1 (5.8)

vdetN, for 7 =1.

(see ref. [II] and [38] for a detailed discussion about the forms of these canonical
forms).

5.3 General canonical form of a collective Gaussian at-
tack

We consider now the typical cryptographic scenario where the environment is as-
sumed to be controlled by an eavesdropper. Eve’s freedom in choosing the attack is
limited in space and time as well as in energy. As a consequence of that, we can con-
sider a maximal environment which is made by a large (but numerable) set of ancilla
modes e, e’, e, eq,... := e,e’, e that interact with finite energy. Then, we can extend
the Stinespring dilation (see Fig. {L(7,7),|w)} of a canonical form C[,r,7n],
described in terms of a symplectic operation L processing Alice-Bob signal and Eve’s
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Figure 5.1: General Stinespring dilation of a canonical form. This figure describes
the most general collective channel for single mode Gaussian channel.

two-mode squeezed state, |w), into the maximal dilation {L(7,7) & e, |w) ®[0)e}. In
this way we can provide a general description of a Gaussian channel G[7,r, 7, U A, U B]
that is also unique, up to local unitary operation U, U, Ug.

The set of elements defining the single mode attack is then given by
{L(7,7),|w),Ua,Up,Ug}. If we now assume that Eve has also a quantum mem-
ory, she can perform a coherent measurement of the stored ancillas, and the most
general collective attack is described by the set {L(7,r),|w), Ua,Usg, UE,MCO}‘}.

This description can be further simplified observing that we quantify the security
of a QKD protocol by computing a bound, given by the Holevo function Y, that is
unitarily invariant, i.e., we can set the Ug := L. The set of elements defining the gen-
eral collective attack will indeed reduces to {L(7,r),|w), Ua,U B} representing the
case of canonical attacks, described in Fig. and considered in this chapter, when
both U 4 =TI and U g :=I. A review about the canonical forms and the possible im-
plementation of the attack have been summarized in ref. [11], where one can find the
expression of the symplectic transformation L for the most relevant cases Ay, Ao, By,
and C'(lossy) describing the standard case of a channel with transmissivity 0 < 7 < 1,
C'(amp) for which 7> 1, and D for which 7 < 0.

5.4 Security analysis of the non-switching protocol

Let us consider the one-way protocol represented in Fig. In this chapter, fol-
lowing the classification given in [I1], we will consider the most interesting channels,
described by the canonical forms C(amp), D, Asg, Bi. Alice measure the local mode
A projecting the remote mode A’ on a coherent or squeezed state, depending on
the measurement applied on A. The remote mode cross the quantum channel, that
describes the eavesdropping. Eve make Alice remote mode A’ interact with her
ancillas, described by mode E’ and keep F and E” for the later optimal measure-
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Figure 5.2: This figure represents the optimal collective attacks for single mode
Gaussian channel. Mode a represent the transmitted signals.

ment as discussed in previous section. The processed remote mode B is measured by
Bob, who can apply a homodyne or an heterodyne detection, specifying the protocol
(switching, or non-switching). In the following section we discuss the security of this
scheme assume some of the previous canonical forms. In Appendix [D] we complete
this analysis considering the canonical forms and the protocols not discussed in this
chapter.

5.4.1 Canonical form C(amp)

This class is formally defined as C(7,r,7) := C(7 > 1,2,7), and it describes a quantum
channel amplifying the incoming signals. Our analysis starts from the non-switching
protocol. The scheme could be represented in a fashion very similar to that of
Fig. where the beam splitter, that in the typical lossy channel simulates the
attenuation of the communication line, is now replaced by an amplifying device (see
Fig. , whose action is described by the appropriate symplectic matrix L, that
correspond to the unitary evolution U.The sender, Alice, prepares coherent states
on mode A’ that crosses the quantum channel. Mode A’ is coupled with mode E’,
from Eve’s EPR state. The total input Gaussian system p4® pg, is indeed described
by the following initial covariance matrix

Vin=Vaa®Vgrpg,

where

| 2_17Z
VAA’:( a a ),

V2 -17Z ul
v ~ wl Vw?-17Z
FEZ\ V2212wl ’

with as usual p the Gaussian thermal modulation of the signals, and w the thermal
noise of the attack. The symplectic form L is characterized by the transmissivity
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Figure 5.3: This figure represents the general one-way protocol, in the entanglement
based representation. Alice modulates coherent state (or squeezed state) by mea-
suring one modes of her EPR pair, and send the other through the channel that is
modelled by some unitary operation U corresponding to a Gaussian canonical form
L, i.e., C(loss), C(amp), D, A1, Az, B1, Bo. Bob measures the incoming signals by
an heterodyne or homodyne detection.

7> 1 [11], and is given by the following sympectic matrix

L ~ VI VT -1Z
Clomp) =\ Vr=1Z 1 )

We write the total symplectic operation describing the modes’ processing of the
channel as

(5.9)

S=1Ie LC(amp) ol (5.10)

where I =diag(1,1). Note that this interaction does nothing on local modes A and
E, that in fact remain in Alice and Eve’s hands. We then apply S that acts only on
the remote modes A’and E’, and we obtain the following output covariance matrix

Vout = (12 @ LC(amp) @ 12) ®ViN® (12 @ LC(amp) ® IZ)Tv (511)

From this matrix one can extract the block describing Alice-Bob total output state,
given by the matrix

VC(amp) _ ( ul 7'(,u2 - 1)Z ) .
AB T(w?-1)Z [rp+(t-1)w]I

Now, we compute Alice-Bob’s mutual information using Eq. (2.38]), and finally
obtain the asymptotic mutual information, that is

C(amp) 1+TM+(T—1)LU u>>1 TH
I =1 1 5.12
AB 082 l+7+(t-1Nw ” Og21+7'+(7'—1)w (512)

From previous equation one can express Eve’s thermal noise w and in terms of
7 and the excess noise NEI (this expression is the same for all the others protocols

1 . e, .
The excess noise can also be seen as additional channel’s noise not present at the source.
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involving the C(amp) canonical form). From Eq. (5.12)) and following the discussion
given in Sec. [2.6.4] one easily finds that

_7-1+N7
-1
Note that this expression is the same as that of a standard lossy channel, given in
Eq. (2.37), applying the transformation 7 — —7.

w

(5.13)

Direct Reconciliation

We compute the total von Neumann entropy, which is obtained starting form Eve’s
block of CM V,,;. This is given by the expression

Clamp) [ [tw+(r-1)p]l /7(w?-1)Z
Vep' * ( T(w?-1)Z wl ) ’ (5:14)

from which one can compute the total symplectic spectrum

Clamp) _ T- \/TQ +4(7+ (7 - Dwp) p>>1 w

& . 7 (5.15)
T T2 +4 -1
yg(amp) _ T+ \/ + (27 + (1 -1)wp) p>>1 (r—1), (5.16)

where T = (7-1)(w+u). These eigenvalues are used to compute the total Eve’s von
Neumann entropy

Sp = h(E@™) 4 (@Y P (W) +log, g(T 1, (5.17)
with the function h(x) defined as
z+1 z+1 z-1 -1
h(x) = 5 log, 5 T log, 5 (5.18)

From Eq. (5.14) we can obtain the conditional CM collapsing the modulation p =1
in both quadratures, and obtaining the matrix

clamp) _ [ [Tw+(T-1)]I T(Ww?2-1)Z
VE‘O‘ - ( T(w2-1)Z wl ) ’ (5.19)

that has the symplectic spectrum

() gLy - (1w -7 (w+ 1)}, (5.20)
from which one gets the conditional von Neumann entropy

Sgia = h(@5 ™)) = h(jw - 7(w + 1))). (5.21)
Using Eq. with Eq. and and finding the analytical formula

l+7p+(t-1w
l+7+ (- 1w

+h(lw = (W + D)) = R ™) + B (s ),
(5.22)

Ré(amp)(lu” 7,w) = logy

u>>1 2 T
> Ml = 7(@ D)) = hw) +logy 1 DL+7+(7-1w]’

(5.23)
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Reverse reconciliation

To compute the key-rate in reverse reconciliation we fully exploit the entanglement
based representation and, after rearranging the CM V,,; in the form

A C
‘/Out( CT B )7 (524)

where the B describes Bob’s mode, on which we apply the heterodyne measurement.
The resulting matrix provides two symplectic eigenvalues that for p >> 1, are

1 -1
() > {1,—“"(7 )}, (5.25)
T
from which we obtain the conditional von Neumann entropy
. l+w(r-1
SEw:h(VZ):h(%). (5.26)

This equation used with Eq.(5.12)) and ([5.17]), gives the following asymptotic key-rate

Ry (p, 7w Hzlh(w)—h(w)+log2§(7__1)[1+:+(T_l)w] (5.27)

The security thresholds of the rate of Eq. and are summarized in Fig
(5.4 Here we show the security thresholds of both the lossy channel for 7 < 1 and
for an 7 > 1. One can note that, when compared with the standard lossy channel,
the action of C(amp) makes the RR much less effective than the DR. This is not
surprising because in DR is Bob that infers the preparation of Alice’s variables.

So Eve amplifying the signals actually helps the parties, increasing their mutual
information.

5.4.2 Canonical form D

This channel describes the complementary output channel of an amplifier C(amp).
It can then be parameterized by a 7 < 0. The steps of the analysis performed in
previous section can be repeated for the canonical form D(7 < 0,2), by replacing the
symplectic matrix L [II] with that describing the canonical form D. This is given
by the following expression [11]

Lo = V-1Z  1-71 (5.28)
P\ Vi-a1 -7z ) ’
with 7 <0, and the Alice-Bob mutual information given by the formula
-7+ (1-7T)w p>>1 —TW
15s =1 : 5.29
AB =082 l-7+(1-7)w - Og21—7+(1—7)w (5:29)

As we did before, we can compute the expression of the excess of noise on the channel
obtaining
_1-7-N7

1-7

w

, (5.30)

73



0.8

B Reverse Reconciliation

B Direct Reconciliation

N o4}

0.2

0.0

Figure 5.4: This figure shows the asymptotic security thresholds, for the one-way
protocol with coherent state, used in the non-switching configuration. It summarizes
the security performance of the communication channel in both cases of C(loss)
and C(amp). The red lines and parameter region describe the direct reconciliation,
while the blue one correspond to the reverse reconciliation. When the parameter
7 € [0, 1], the figures describes the attenuation channel modeled by a beam-splitter
with transmissivity 7. For values of 7 > 1 the figure describes the security of the
an amplifying channel, where now the parameter 7 describes the gain in the signal
obtained as a result of the action of the channel. We see that in this case the
behavior of DR and RR is inverted with respect the case of attenuation.
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and, repeat the same steps illustrated in the previous section to obtain the Holevo
bound. We compute the total symplectic spectrum, from Eve’s total CM

~p-1w]I —/~7Vw?-11I
(Dl I

obtaining
{wa (1 - T)lu’}a

and the total von Neumann entropy
D (&
Sg =h(w) +log, 5(1 = T) . (5.32)

We then can compute the conditional symplectic spectra in DR, starting from Eq.
(5.31). We collapse both modulations u — 1, for both quadratures, and in the
asymptotic limit we can obtain the conditional spectrum

{lwu-T(w+1)},
that gives the conditional von Neumann entropy in DR

SE =hlw-T(w+1)]. (5.33)

oo =

For the RR, we can start from Alice-Bob CM

vl - ul V- P - 17
AB|p V-2 -1Z [1-71)w-7u]I )’

and apply the formula for heterodyne detection Vo, = A — C(B +1)"1CT where

A =pul,
B=[(1-7)w-71u]l,

C=V-1/u?-17.

We compute the asymptotic limit, and obtain the simple expression for the only

conditional eigenvalue
1+(1-1w
T b

that gives the following conditional von Neumann entropy

Sha=h (M) : (5.34)

T

From these results and using Eq. ((5.29)), (5.32)) and Eqs.([5.33ll5.34)) one finally arrives

at the expression of the key-rates that in direct reconciliation is given by the formula

-7

R(r,w) = h[=r + (1= 7)w] = h(w) + log g e e s e CE D)
while reverse reconciliation is
p (-7 2 -7
Ry(1,w)=nh [f] - h(w) +log, cA-Na-rrd-nw) (5.36)
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Figure 5.5: The left panel shows the key rate as a function of transmissivity and
thermal noise in DR,as given in Eq. . The right panel shows the key-rate
in RR, from Eq. . In both cases the quantum channel can not provide a
positive key-rate, for the range of physically available of the channel’s parameters.
Therefore the canonical form D, used with the no-switching protocol, is equivalent
to a denial-of-service attack.The values of the parameter 7 < 0 because the canonical
form D(amp) represents the complementary channel of the amplifier C(amp).

The security thresholds of this protocol, in direct and reverse reconciliation, is plot-
ted in Fig. [5.5{left panel) for the direct and Fig. [5.5(right panel) for the reverse
reconciliation. We have that this canonical form forbid the possibility of secure
communication, resulting always R}, < 0. One indeed concludes that an attack im-
plemented by means of the canonical form D, against a non-switching protocol, is
equivalent to a denial-of-service attack. The the security of the non-switching pro-
tocol, against attacks implemented with the remaining canonical forms (A1,A42,B1)
are discussed in Appendix [D}

5.5 Security analysis of the switching protocol

The computation to determine the key-rates goes as illustrated in previous sections.
Now, in order to perform the conditioning by collapsing the Gaussian modulation g,
we have to apply this procedure only to one quadrature. To compute the conditional
CM, applying the formula for partial Gaussian detection [I1], we have to consider
homodyne detection. Here we present the final analytical expression of the key-rate
in direct and reverse reconciliation. Again we focus on the canonical forms C(amp)
and D, and in Fig. [5.7] we summarize and compare the results obtained for both the
switching (dashed) and non-switching (continuous) protocols for any value of the
the transmissivity parameter 7.
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Figure 5.6: We plot the security thresholds of the switching protocol, as function of
the channel’s parameters, transmissivity 7 and thermal noise w for the class D. As
in the non-switching case, we found that for an attack implemented by class D the
key-rate is always negative.

5.5.1 C(amp) canonical form

In this case the parties use coherent state to encode and homodyne to decode so the
mutual information between Alice and Bob is given by the quantity

(5.37)

After performing the symplectic analysis of the total and conditional CM, we arrived
at the following expressions for the key rates. From the direct reconciliation we found

Rl amp) (T 00) = h(\/ w[: (17+_le)w] )= h(w) + logy _Tl()T [; 1 z:f)l)w] . (5.39)
and for RR we have
5 1 w
RC(amp)(T?w) =3 logy =)+ (r-1)w) - h(w). (5.39)

These key-rates are summarized in Fig. where we include also the performances
under C(loss) attacks and the threshold (continuous lines) computed in previous
section for the non-switching protocols. The area below the curves describes the
region of channel’s parameters where the switching protocol is secure.

The class D, also for the switching protocol does not allow the preparation of a
secret key rate,, for any value of 7 < 0. We do not provide the calculations, being
very similar to the previous case. We limit to represent, in Fig. the thresholds
as function of 7 and the excess noise N. The analytical expressions of the key-rates
in DR and RR for class D, where 7 < 0, are given in Eq. and .
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Figure 5.7: We plot the security thresholds as function of the channel’s parameters,
transmissivity 7 and excess noise N. The figure describes the security thresholds and
the security region (area below the curves) comparing the performances of the non-
switching protocol and the switching protocol. We considered the classes C(loss)
and C(amp). The class D for the switching protocol, as well as for the non-switching,

results being a denial-of-service channel.

5.5.2 Summary of C(loss), C(amp) and D canonical forms

For the class C(amp) we found non-trivial results, that show that it is possible
to distinguish range of channel’s parameters (7 and ) for which it is possible to
prepare a secret-key. We summarize the results obtained in previous section writing
general expressions for the key-rate of the switching protocol, in the asymptotic
limit. With this results we can then consistently write a generalized key-rate for any
value of the 7 parameter so that 7 € [-co,00]. In direct reconciliation, we have the

following general expression

wlr+([1-7])w] 1 T([1-7]+7w)
. h( W)—h(uﬂ+§loggm, for >0
Rc&p={ o] (Ll 1) (5.40)
w +7T)w+T 1 T +Hrl(w+
h( 1+|7|(w+1) ) - h(w) +3 logg A+ ) ((A+[rNw]) 2 for 7 <0
while in reverse reconciliation we have
~h(w) + 3 logy Ty, for 7> 0
2 2 N=7[(r+]1-7]w) (5.41>

Réwn =
1 (1+2]7))2 (1+|7])
—h(w) + 5 logy (1+|T|)2[|T|+(1+|T\(S)w]’ for 7 < 0.

Previous key rate are summarized in the following Fig. where we also make a

comparison between the switching and non-switching protocol.
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5.6 Conclusions

In this chapter we have presented some of the results obtained assessing the general
security of one-way protocols, considering non-typical eavesdropping. This study
extended the security of CV-protocol to all physically possible canonical forms.
We illustrated the security regions for the most interesting classes C(7 > 1,2,7)
and D(7 < 0,2,7). Both the switching and non-switching protocols, can allow the
preparation of a secret-key for the attacks implemented assuming an amplifying
communication channel C(7 > 1,2,7), while the class D(7 < 0,2,7) does not allow
the preparation of the secure key, and the attack is basically a denial-of-service. All
others protocols based on squeezed state preparation are discussed in Appendix
where also others canonical forms, i.e., Ay and By, are discussed. The analysis of
these last cases show that it is always trivially possible to prepare a secret key in
case of the canonical form B, while for the case of canonical form As the quantum
channel is always a denial-of-service.

We conclude that the channels described by the canonical forms C(loss), C(amp)
and B; can allow the preparation of a secret key, while the channels described by
canonical from like D and Ay basically behave always as a denial-of-service channel,
not allowing, especially in the asymptotic regime, the preparation of a secret-key.
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Chapter 6

Two-way protocol in ON
configuration against coherent
attacks

6.1 Introduction

The security of the full two-way communication [36] has been studied under the
standard assumption of Gaussian collective attacks [32] [BI]. In ref. [36] it is proved
one can obtain the security also against coherent attack by switching randomly ON
and OFF the circuit (ON/OFF switching).

In this Chapter we focus on a more challenging case to study, where Eve’s ancil-
lary states are correlated. In this way we obtain the first complete cryptanalysis of a
two-way communication protocol against coherent attacks. Our security analysis is
based upon the conventional assumption that the parties exchange a large number
of signals (n >> 1). In this case as we did in Chapter [4] we can reduce the general
attack to a simpler two-mode coherent attack where, for each use of the protocol,
Eve’s ancillas share non-zero two-mode correlations. In addition to this we consid-
ered the case of asymptotically large Gaussian modulation of the amplitudes o and
(. This allowed us to work with analytical mathematical expressions, and to found
the optimal two-mode coherent attack, which is realized when Eve injects symmetric
separable correlation [40].

We obtained analytical expressions of all relevant quantities needed to study the
performance of the protocol and, thanks to this, we achieved a detailed cryptanalysis
in terms of security thresholds. The results for the two-way protocol here studied, are
compared with the performances of the one-way version of the no-switching protocol,
and show that tempering two-mode communication with two-mode coherent attack
can reduce the performances below the one-way security threshold. This represents
the first example of a coherent attack overcoming the performances of collective
ones, in point-to-point protocols. We discuss why this happens, in the context con-
sidered here, and finally we compare our results with others recent studies [17, [1§]
where two-mode optimal coherent attacks have been identified for end-to-end cryp-
tographic protocols. Our results are important from both the general perspective
of the development of the security analysis of continuous variable protocols, and
to identify the general challenges to implement secure point-to-point communica-
tions. From this perspective our results suggest that the ON/OFF switching of
the quantum link operated by Alice, described in Chapter 4] represents a necessary
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Figure 6.1: The figure describes the two-way quantum communication protocol. Bob
prepares reference coherent states |3), from a source of entangled beams. One mode
is measured (Bj1), while the other, B] is sent to Alice through an insecure quantum
channel. Alice applies a random displacement of the reference state D(«), imple-
mented by a a source of entangled photons and a beam splitter with transmissivity
1. Choosing appropriately the transmissivity 7, and the classical Gaussian modula-
tion, Alice send back to Bob coherent states of the form |« + ). This is heterodyned
and classical post-processed by Bob, that in this way recover Alice’s encoding by
subtracting the known reference amplitudes § from states |« + §). The information
encoded in the amplitudes o are then used to obtain the raw key.

countermeasure to overcome the problem of realistic coherent attack in two-way
point-to-point quantum cryptography.

The structure of this chapter goes as follows: in Sec. [6.2] we introduced the
protocol and illustrate the reduction of the general eavesdropping to two-mode co-
herent attack. In Sec. we provide the definition of the key-rate and we show
how to compute the Holevo bound and Alice-Bob mutual information, arriving at
the analytical expression of the secret-key rate. In Sec. [6.4] we give the security
thresholds and the study of the behavior of relevant quantities as function of Eve’s
injected thermal noise and degree of two-mode correlation. In Sec. we discuss
the result obtained and Sec. [6.6] is for conclusions.

6.2 Protocol and eavesdropping

We use the entanglement based representation described by Fig. We reduce the
general coherent eavesdropping to two mode coherent attacks, and we illustrate the
steps to compute the total and conditional covariance matrices, from which in the
next section we provide the calculated symplectic spectra that are used to compute
the Holevo bound.
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6.2.1 Entanglement based representation

Let us consider the scheme of Fig. ﬂ Bob modulates coherent states, |3), varying
the amplitude § accordingly to a bivariate Gaussian distribution with variance ug.
This states are sent to Alice that encodes the information to share, applying a
random displacement D(«) and obtaining the coherent states |3 + «). These are
then sent backward to Bob who post-process subtracting the information on the
reference state () in his hands.

In a general (coherent) eavesdropping, Eve process all the N uses of the quantum
channel applying a global coherent unitary operation that correlates all the modes
involved in the different uses of the quantum channel. However, exploiting the
quantum de Finetti theorem [20], this general scenario can be reduced to a two-
mode coherent attack. The parties can apply a symmetric random permutation of
the classical data in their hands, and doing so for N >> 1, the cross correlations
between distinct uses of the two-way communication can be neglected, while the
global coherence of the attack is reduced to a two-mode coherence shared between
the forward and backward steps of the quantum communication.

The study of the general case can then be reduced to analyze the security against
this residual two-mode coherent attack that, in the most typical case, is implemented
by two entangling cloners of transmissivity 7 [40], where Eve mixes two ancillary
modes F; and Es, (see Fig. [6.1). These two ancillas belong generally to a larger
set of modes, {E1, Fs,e}, defining the pure initial quantum state owned by the
eavesdropper. As described in the previous Chapter [4] sec. the two-mode
Gaussian state pg, g,, is completely described by the following covariance Matrix

(CM)
VE1E2=(Cé[ E),G:(‘g ;/)7 (6.1)

where the parameter w describes the variance of the thermal noise injected by Eve
in the beam splitters, I = diag(1,1), Z = diag(1l,-1), and matrix G account for
the specific two-mode coherence exploited by Eve to eavesdrop. We here recall the
classification of the different attacks given Sec. We can distinguish between
three possible extremal cases: collective attacks when g = g;= 0 corresponding to
the standard collective eavesdropping, separable attacks defined by the condition
lg| = 1¢'| = w — 1, representing coherent attacks with separable correlations injected
and, finally, EPR attacks when g = —¢' =vVw?-1and g=-¢' = Vw2 - 1.

Besides previous description of Eve’s quantum state, that purifies the quantum
channel, we need to provide the purification of the sources of coherent states (Bob
and Alice’s devices). To this end let assume that Bob’s coherent states originates
from two-mode squeezed states (EPR states), whose zero mean Gaussian states is
described by the covariance matrix given by the following expression

I 2 -1Z
Vg pr = 1B VB . (6.2)
157 2
\/ Wy —17Z ppl

The parameter up = u+1 accounts for Bob’s global (classical plus quantum) Gaussian
modulation. The heterodyne measurement performed by Bob on mode Bj, see Fig.
remotely projects mode Bj on a coherent state traveling forward (from Bob to
Alice) through the quantum channel.

At Alice’s station the random displacement D(«) can be implemented by means
of a beam splitter of transmissivity 7. This mixes mode C; with mode A’, coming
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from Alice’s source of the EPR pairs A, A’, whose Gaussian quantum state, paa,

is described by the following CM
I /A - 1Z
Fa Ha . (6.3)

Vaar =
V14 —1Z pal

While Alice’s mode A’ is sent through the beam splitter 7, the other mode A is
heterodyne detected, in order to project mode A’ on a coherent state |y) that is
modulated with variance p.. This quantity defines Alice’s total modulation

pA = piy+ 1, (6.4)

and mode Cfy, after the processing of Alice’s beam splitter, is given by the following

coherent state
VB +\/1=mn7). (6.5)

Now, in order to obtain a coherent state of the form |5+a) from Eq. (6.5)), we design
Alice’s beam splitter to have transmissivity n — 1, and we assume that the coherent

amplitude v — oco. In this way the modulation of p., of coherent state |y), can be

defined as
L

= 6.6
MW 1- 777 ( )
and the amplitude v can be chosen as follows
Q@

1—17'

7= (6.7)
Designing in the way described the purification of the protocol, we have that when
n — 1, the coherent state of Eq. (6.5) obtained on mode Bj traveling backward to
Bob, verifies the following relation

VB +V1-m) ~|8+a).

6.3 Key-rate, Holevo function and mutual information.

If we use the no-switching protocol in direct reconciliation the parties use the co-
herent amplitudes « to prepare the secret key. This means that, during the classical
procedures of parameter estimation, error correction and privacy amplification, Bob
guesses Alice’s variables « from the results of his measurements. The security per-
formances are then quantified by the secret-key rate defined as follows

R:= IAB_XEA (68)

that, assuming a large number of signals exchanged (n >> 1), is defined as the
difference between Alice-Bob mutual information /45 and the Holevo bound xg4,
that quantifies the information shared between Alice and the eavesdropper.

The advantage of using the entanglement based representation relies on the fact
that we do not need to know the details of the coherent operations performed by Eve
to globally process her set of modes given by { E1, Ey,e}. Instead, we can compute
the function yg4 from the total and conditional quantum state of the Alice-Bob
Gaussian system [I1]. This means that we can use the following definition of the
Holevo bound

XEA = SE = SE|as (6.9)
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where Sg represents the von Neumann entropy, corresponding to the pure quantum
state pp, 447 B,, describing the total Alice-Bob Gaussian system. Here A" describes
the mode processed by Alice’s beam splitter, that remain in Alice hands. The
quantity Sgj, gives the conditional von Neumann entropy that can be computed
from the conditional state pp, p,jq, i.€., the quantum state after Bob’s and Alice
detections on mode By and A.

In next subsection we provide the total and conditional covariance matrices cor-
responding to pp, 447B, and pp, p,|, and the respective symplectic spectra, that are
then used to compute the Holevo bound xg4.

6.3.1 Total symplectic spectrum

The global Alice-Bob quantum state, pp, 447B,, is a Gaussian state whose prop-
erties are described by the following CM (we used the following modes ordering:
B1AA"By)

1pl 0Z 0Z
B pual €7 KZ
V=l uz ez w1 oot |T 3G |’ (6.10)
0Z rZ o1 eI 935G g-G

where we have define

0= —/r(L=/i, - 1.
k
§

=npa+ (L-n)rps+ (1-7)w],
=/n(py - 1),

== (- 1),

=12pp + (L=n)pa+ (rn+1)(1-)w,
ge = 2(1 - T)V/7TT,

= V(=) pa s - (1= 7)),
g5:=-(1-m)\/(1-n).

The symplectic spectrum of the CM given in Eq. (6.10)), is obtained from the
"standard” eigenvalues of matrix

x

™

>

Mr =iQVr.
For p >> 1, we find the following general expressions for the symplectic spectrum
v =V(w-g)(w-g'),
va =\ (w+g)(w+g'),

vavy = (1-T)* 12,

where we note that the dependency from the correlation parameters, g, ¢’, generalizes
the known total symplectic spectrum under collective attack, that in our notation
correspond to the case g = ¢’ = 0. Using the previous symplectic spectrum with we
arrive at the asymptotic total von Neumann entropy, that we can write as follows

2
Sp :h(z/l)+h(y2)+log2%(1—T)2y2. (6.11)
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6.3.2 Conditional symplectic spectrum and Holevo bound

When the protocol is used in direct reconciliation we note that, in order to obtain
the conditional covariance matrix, we do not need to start from the total CM of Eq.
and apply the appropriate measurements. Instead, the conditional covari-
ance matrix can be obtained straightforwardly considering the CM involving Bob’s
modes, obtained from Eq. tracing Alice’s modes. This approach considerably
simplifies the problem, and starting from the following matrix

| Bl 0Z
VB1B2 - ( HZ €I + gaG ) ) (612)

in which we set p14 := 1 to simulate the conditioning after Alice’s measurements, we
straightforwardly arrive at the conditional CM given by

Ve =Vg,(na=1). (6.13)
From here we compute the matrix
Me =iQ2V e,

where  =@®?%_, O, and from here the the eigenvalues of M. Again considering the
asymptotic limit we obtain the following pair of symplectic eigenvalues

S vy e

g = (1 - 72)%

from which we have the conditional von Neumann entropy that we write in the
following expression

SEla = MD1) + h(12),
= h(1) +log2§(1 — ). (6.14)
Finally, putting together the results of Eq. (6.11)) and Eq. (6.14)) in the definition of
the Holevo function, Eq. , we have the analytic expression of the Holevo bound

-T
21+71

XEA =h(v1) + h(vo) — h(in) + log2 L. (6.15)

6.3.3 Mutual Information

To obtain the secret-key rate we need Alice-Bob mutual information. In the non-
switching protocol both quadratures of mode Bs are measured, and the mutual
information I4p is given by the following expression

I 1 VE+1l 1 L VE+1
AB = ;1089 q— 089 p—v
2 VB| 5T 2 VB| 5+
1 VE+1)(VE+1
Iap = = log, ( X ) , (6.16)
2 T (Vi v DV s+ 1)
where ng VBp are the variances for quadratures ¢ and p of mode By, while VB| 5 and

Vp

Blog describe the conditional variance after Bob and Alice’s measurements. The
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latter can be obtained from the diagonal block of the CM given in Eq. (6.12]), that
describing mode By. This is given by the expression

(B3) =l +g4.G,
from which, taking the limit n — 1 and setting up := 1, we obtain
V=72t rp+ (1-7h)w +29(1 - T)VT,
VE = 2 rrp+ (1-1Hw+2¢'(1-7)/7.

The conditional variances, ng and Vg\aﬁ”

the previous equations, and collapsing the classical Gaussian modulation we simulate
the guessing of Bob on Alice’s variables . From Eq. (6.16]) taking the limit of large

modulation p >> 1, we get the asymptotic Alice-Bob mutual information

can now be obtained setting p = 0 in

1 T2 2
Lap = 5 logy ——. (6.17)
2 oo’
where
U=Vg|aﬁ+1=1+7'2+(1—7'2)w+2g(1—7')\/;,
a'=V§|aﬁ+1=1+7-2+(1—7'2)w+2g’(1—7')\/7

6.3.4 Secret-key rate

We have now all the quantities needed to compute the secret-key rate defined in
Eq. . From the expressions for the asymptotic mutual information given in Eq.
(6.17), and the Holevo bound of Eq. , one has the following expression of the

key-rate

1 7'2u2 el-T1 _
R =S logy — = —logy oo —h - h(v1) = h(v2) + h(in),

that can be easily simplified obtaining the following formula

27(1+71)

L-r)\os = h(v1) = h(v2) + h(7), (6.18)

R =log,

6.4 Results

The security thresholds that describe the performances of the considered protocol
for all possible attacks are plotted in Fig. [6.2l The plots represents the tolerable
excess of thermal noise, defined as N = [t -1+ (1-7)w]/(1-7), as a function of the
channel transmissivity 7. The tolerable excess of noise N is defined as that portion
of the thermal noise, in units of vacuum shot-noise (SNU), injected by Eve into the
quantum channel, exceeding the vacuum shot-noise limit. We then express the rate
of Eq. in terms of transmissivity 7 and excess noise N, and we solve the
equation
R(t,N) =0,

that provides a curve N(7) establishing the security threshold.

Fig. compares the two-way security thresholds (thick lines) with the corre-
sponding no-switching protocol in direct reconciliation, implemented by means of
one-way communication, for which the optimal attack is the standard collective one
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Figure 6.2: We plot the security thresholds for the case of two-way, no-switching
protocol, in direct reconciliation, against two-mode coherent attacks. The y-axis is
in vacuum shot-noise units (SNU). Curves (a) and (c), describe two-mode attacks
for which g = —¢’. In particular (a) is the threshold obtained when Eve eavesdrops
making use of maximally entangled ancillas F; and Es. This case is given by the
two equivalent conditions on the correlation parameters g = Vw?2-1 = - ¢’ and
g=-Vw?2-1=-¢'. Curve (c) describes the cases g=w-1=-¢ andg=1-w=-
g'. The curves (b) and (d) correspond to the thresholds for g = ¢’. In curve (b) we
have g =w-1=g¢'and g = 1-w = ¢’ (d). The dashed line is the threshold for standard
collective attacks, g = g’ = 0. The black dotted line is the security threshold for the
corresponding one-way protocol for which only collective attacks can be considered.

(dotted line). In particular the red lines, labeled (a) and (c¢), describe the thresholds
of the two-way protocol obtained when the correlation parameters of the attack ful-
fill the condition g = —¢’. In this case curve (a) describes the security threshold for
maximally entangled ancillary modes E1, E5. This situation is described by two dis-
tinct (despite equivalent) setup of the coherent attack, for which |g| = Vw? -1 = —|¢|.
Curve (c¢), obtained when |g| = w—1 = —|¢'|, gives the extremal case of separable and
maximally correlated ancillas.The black lines are the security thresholds when Eve
exploits correlation of the type g = ¢’. In this group of attacks, modes E; and FEs
can only share separable correlation, and for g =w — 1 = g’ we have curve (b) while
for g =1-w = ¢’ we obtained curve (d).

Finally the dashed line provides the two-way threshold, under standard collective
attacks, i.e., when g = ¢’ = 0. All these cases have been compared with the secu-
rity threshold of the one-way, no-switching protocol, in direct reconciliation (dotted
line), for which the collective attacks are known to be optimal. We note that for
standard collective attack, the two-way no-switching protocol (dashed) always over-
come the performances of the one-way (dotted). On the contrary, in case Eve exploit
correlated ancillas, she can perform a more profitable eavesdropping challenging the
two-way protocol studied. In this case curve (d) is clearly below that security thresh-
old corresponding collective attacks (dashed), and one can note that for 7 > 0.86 the
security of two-way communication can be lower than the one-way performances for
which collective attacks are optimal. In particular for the protocol described in this

88



1 XEea

10 15 20 25 30 10 15 20 25 30

Figure 6.3: This figure shows the behavior of the asymptotic mutual information I4p
and of the Holevo function xga as a function of Eve’s thermal noise w (SNU). We
fixed the Gaussian modulation p = 10°, value for which we checked the asymptotic
limit is achieved. We then have the transmissivity 1" = 0.65, for which the parties
start obtain a positive key-rate (see curves (a) and (b) in Fig. . The labelling
corresponds to that adopted for the thresholds of Fig. We have that (a)
describes two-mode attacks for which g = Vw2-1=-¢', g = -Vw?-1=- ¢’ and
curve (¢) describes the cases g=w-1=-¢ and g =1-w = - ¢’. The curve (b)
corresponds to the case g = w—1 = g'and (d) is for g = 1-w = ¢’ represents the optimal
attack. The dashed line refers to standard collective attacks, g = g’ = 0. We see that
for the optimal attack (d) while the mutual information decreases increasing w, the
curve corresponding to the Holevo bound, xg4, increases and with a larger rate
than in any other attack, coherent as well as collective. This cause the reduction of
the key-rate in case (d).

paper, we found that the two-mode coherent attack,given by curve (d), is optimal.
In the next section we deepen the discussion about this result.

6.5 Discussion

The result of Fig. shows that differently from the one-way protocol, the use
of correlated ancillas are useful for the eavesdropper. To investigate further this
behavior we studied the behavior of the quantities defining the key-rate of Eq.
as function of the thermal noise w given in vacuum shot noise units (SNU).We fixed
the classical Gaussian modulation g = 10° (SNU), for which we have verified that
the asymptotic limit is largely fulfilled, and the transmissivity to the value 7 = 0.65.
In Fig. left panel, we plotted the mutual information I4p, given in Eq.
and in the right panel the Holevo function yga4 given by Eq. . First, as one
would expect, we note that the mutual information (left panel) always decrease for
increasing thermal noise. In addition to this we have that while the Holevo bound
XEA (left panel) corresponding to the two-mode attack (d), for which g = ¢’ = 1-w, is
the largest of the others four extremal cases (a—c), increases its value for increasing
w. This means that Eve can extract more and more information while increasing
the thermal noise injected. On the opposite, under the same conditions, the mutual
information I4p remains basically constant (just a very small reduction). As a
consequences this attack is highly profitable for Eve that is able to increase the
gap between her information on Alice variable, at an higher rate than Bob on «a.
Consequently there is a lower rate for the parties. The dashed line represents the
case of two-way protocol in case of collective attacks.
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Figure 6.4: This figure analyzes the relative variation of the Holevo bound, Axga :=
(XEA = Xc)/Xe, and of the mutual information Algy := (Ipa—1.)/I., as functions of
the thermal noise for fixed values of the transmissivity 7" = 0.65 (left) and 7" = 0.95
(right). The function y. describes the Holevo function for g = ¢’ = 0, when we have
collective attacks.

The cause, for this behavior of the security of two-way protocol under coherent
attack, is that the double use of the quantum channel gives the eavesdropper the
opportunity to take advantage of her final detection of the ancillas. In fact, she can
perform an optimized coherent measurement on the ancillary states stored in her
quantum memory, whereas the parties are limited to local measurement to determine
the tolerable thermal noise. In general this advantage is no longer valid in case of
one-way communication protocol, for this reason the two-way threshold against the
optimal attack can even be worse than the one-way (dotted curve in Fig. [6.2]).

To illustrate further this behavior we have plotted in Fig. the variation of
Alice-Bob mutual information, Alsp = (Iap - I /1. and of the Holevo function
Axga = (XEA — Xe)/Xe, re-scaled with respect the expressions of the mutual infor-
mation and of the Holevo function under collective attacks (g = ¢' = 0), given by
I. and x. respectively. In the left panel we plotted the case for 7 = 0.65, while the
right panel shows the evolution of the mutual information and of the Holevo bound
for 7 = 0.95.We note that increasing the transmissivity 7, the gap existing between
the mutual information (blue line) and the Holevo function (red line) increases, with
respect the case for 7 = 0.65, from this it we have the divergences between curves
(d) and the black-dashed one, in Fig. describing the collective attack.

6.6 Conclusions

In conclusion, the results obtained are important for the general assessment of quan-
tum cryptography with continuous variable. In particular we have studied the case
of two-way communication, focusing on the security of the protocol under two-mode
coherent attack. This represents the first study of this type for this kind of communi-
cation scheme in which coherent attack can be explicitly considered and analytically
solved. The analysis spotlighted the first evidence of existing coherent attacks beat-
ing the collective ones, in point-to-point protocols. This represents important finding
for the research community working on quantum cryptography.

A similar result has been obtained from the analysis developed in our previous
investigations, focused on the alternative approach to quantum cryptography, based
on the end-to-end paradigm. As we will show in Part [T, when the parties estab-
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lish the key exploiting some kind of correlation, then Eve can obtain an advantage
over the parties exploiting correlated ancillary modes, in order to optimize her final
coherent measurement. Here something similar happens, despite the optimal attack
is different because here we do not employ any Bell measurement.

Finally we emphasize that our analysis is also important to stress on the impor-
tance of the ON/OFF switching strategy. We conclude that the active exploitation
of the additional degrees of freedom, activated by the ON/OFF switching, represent
a necessary solution to avoid the possibility of powerful coherent attacks.
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Chapter 7

Immunity of two-way
communication against coherent
attacks

In Chapter 4] we showed that one-way point-to-point communication, Eve has strictly
no benefits in using a coherent attack: the key-rate is in fact increased in this case.
In Chapter [6] we found instead that when the two-way communication is used in the
ON configuration, then coherent attacks can outperform collective attacks.

In light of this result here we study the security of the two-way communication
against coherent attacks, and show that exploiting the ON/OFF switching (i.e. the
possibility of keeping closed or randomly opening the two-way communication), the
two-way communication is immune against two-mode general coherent attacks. In
[36] it was showed that the ON/OFF switching can be used to select the security
thresholds of the channel in OFF, in which case the reduction of the general attack
grant the optimality of collective attack. Here we go further because using the result
of Chapter [4] we know that in case of coherent attacks the security thresholds of
one-way protocol are always higher than under collective ones. On the other hand
in previous Chapter we have seen that optimal two-mode coherent attacks, over-
coming the collective attacks, can exist. Here we show that the ON/OFF switching
neutralizes this two-mode optimal attacks so that, combining the super-additivity
of the double communication and the control on the random opening and closing of
the two-way circuit, we can convert the memory used by Eve into noise on which
Eve has no control.

7.1 Security against coherent attacks

The quantum communication of the two-way non-switching protocol has been al-
ready discussed. After this first communication stage, the parties perform the to-
mography of the quantum channel in order to determine the presence of Eve on the
line. They use part of their exchanged data to reconstruct the covariance matrix
of the attack determining, in particular, the matrix G. Then, they retain the data
exchanged with the circuit in ON if G = 0 while if they find G # 0 then they se-
lect the data exchanged with the circuit set in OFF. Let us consider the reverse
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Figure 7.1: The two-way CV-QKD protocol versus coherent attacks. Steps: forward,
Bob prepares coherent states |3) and send it through the noisy channel. Backward, in
ON configuration Alice applies a random displacement D(«) on |3) encoding infor-
mation in . Bob heterodynes the coherent |a+ ) and finally subtracts 3, recovering
«a . In OFF configuration, the circuit is randomly opened at Alice’s station. She
then heterodynes the reference state, obtaining the variable 3’. She then prepares
a new coherent state « that is sent back to Bob who performs an heterodyne or an
homodyne detection depending on the decoding scheme) it obtaining the variable
o'. Eve, ignoring which setup has been adopted (as well as Bob), needs to recover
both the reference amplitude and Alice’s encoding «, so she’s forced to attack both
communication lines. The reduction of the general attack in a two-way scenario,
by means of the de Finetti theorem, configures the residual two-mode coherent at-
tack, where E; and F5 share some kind of correlation. The ON/OFF setting of the
circuit commute this correlation into pure noise.

reconciliation case. We define the key rate as
R :=max{Ron, Rorr},

where the rate in ON is known and already computed in [36]. The rate in OFF is,
in practice that one computed in Chapter [} in the context of the one-way protocol
against two-mode coherent attack, where we have

Rorr =IS5" - x(e: e, 3,0, 3),

where I95T = (I(a: o)+ 1(B: 8"))/2. Reverse reconciliation the parties can indeed
choose between the following two thresholds

27(1+71) 3

Ron = log, m + ;h(ﬁi) - 2h(w), (7.1)
1 2r h(7}) - h(v})
ROFFZQIOgZ 6(1—’7’)(1+/~\)+]§i 9 ’ (72)

where, for this protocol, the symplectic eigenvalues v; can only be computed numer-
ically, with A = 72 + (1 - 7%)w and A = 7 + (1 - 7)w. The symplectic eigenvalues in
OFF have been computed in Chapter [4, and we rewrite here their expressions

v >\ (wtg)(wg'), (7.3)

= \/[)‘:t+1_7_:|[>‘;+1_7—)]

T

I
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Figure 7.2: Top-left panel represents the tolerable excess noise (N) Vs. transmissivity (7).
The one-way threshold (dashed line) under collective attacks (g = 0), is compared with the
thresholds Rony = 0 (black thick line) for the two-way against collective attacks. In top-
right panel we study the case OF F', comparing the thresholds for collective attack, (d), and
others cases for increasing values of the correlation parameter ¢’ = —g and g = +(w — 1)(c),
g =+Vw? -1 (a), corresponding to maximally entangled states, and ¢’ = g with g = +(w-1)
(b) The curves correspond to the the values of the correlations labeled in panel bottom-left.
Finally the bottom-right panel we plot the security thresholds as a function of the correlation
parameters g, g’, computed for values of the transmissivity 7 = 7f;, = 0.3 and thermal noise
W = Wig = 1.097, for which the rate against collective attack of the nonswitching one-way
protocol is zero. For the same parameters we also plot the two-way secret-key rate in OFF,
when Eve is performing a coherent attack and we apply the ON/OFF switching.

where Ay =7+ (wxg)(1-7)and N, =7+ (wxg")(1-7).

7.2 Discussion

The thresholds of Egs. ([7.1)) and in case G = 0, are plotted in Fig as a func-
tion of the transmissivity 7 and of the tolerable excess noise N = (w—-1)(1-7)/7.
In Figure (top—right) we plot the thresholds for the case OFF, showing the
role played by Eve’s correlations. We compared the cases for ¢’ = g = 0 (dashed),
that coincide with the threshold of the one-way protocol, with the cases given by
g =-g=4+(w-1) (black), ¢’ = —g = —Vw? — 1 for ancillas in the maximally entangled
states (red curve), and finally we considered the case ¢’ = g = £(w —1) (blue). The
Fig[7.2|bottom-left) and (bottom-right), show the link between the improved secu-
rity provided by the ON/OFF switching with respect the one-way, and the amount
and type of correlation used to prepare the attack. We fixed 7 to a value for which
the one-way rate is zero (74, = 0.2), we then compute the corresponding thermal
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noise wy, from Eq. and , and we plot the rate Ropr(Tfiz,Wfiz:9,9")
as a function of the correlation parameters (g, ¢’). In Figl7.2(bottom-left) the cor-
relation plan (g,¢’) is linked with the curves of figure [7.2ftop-right) by the labels
(a),(b),(c) and (a). In particular in Fig[7.2{bottom-right) with the black-dashed
curve we plot the quantum mutual information, quantifying the correlation between
Eve’s ancillas, while the red curves, always positive and increasing, represent the
rate of the two-way protocol in OFF (red curves), given by eq., for the case

g =—-g=4+(w-1), that represent also the worst case scenario described curve (¢) in

Fig. (top—right).

This behavior is general and then independent from the encoding/decoding con-
figurations. We then see that the degrees of freedom activated by the ON/OFF
switching can be used to transform the two-way communication into a protocol that
is immune to coherent attacks. In fact, in light of this result, Eve will limit herself to
collective attacks despite being non-optimal to avoid to help the parties in sharing
the secret-key. In fact the mechanism described in Chapter |4} can here be seen as
an a-posteriori conversion of the memory injected by Eve into pure noise, when the
circuit is opened. This noise is not deleterious for the parties that control it, so it
cannot affect Alice-Bob mutual information, but it is for Eve that has no power on
the activation of the ON/OFF switching. This is responsible for a reduction in Eve’s
accessible information.

7.3 Switching protocol

We describe now the results of the same analysis applied to the switching protocol
(encoding in coherent states, and detection by homodyne measurements). This
thresholds are new and never presented for the case of two-way communication in
ON. Again the global key-rate, R, available for the parties can be defined as

R = III(?X{}?ON7 ROFF}: (74)

where we have found the following expression for the case ON and OFF, respectively

o = log, T ‘E’;_Tj)(x D L h(m) - 20(w), (7.5)
o AT i)

where,
o\ *

and the total symplectic spectrum v; has been determined before, in Eq.

7.4 Conclusions

In this chapter we studied the two-way communication protocol for CVQKD under
a general eavesdropping scenario. We found that the additional degree of freedom
activated by a random switching of the two-way communication line, while the
eavesdropper is performing a coherent attack, allows to take advantage of Eve’s
injected memory converting it into noise eluding Eve’s control. The result of this

96



strategy are improved security thresholds with respect one-way scheme, and allows to
conclude that a coherent attack against a CV two-way communication is ineffective
from Eve’s perspective, disclosing the immunity of two-way protocol against general
attacks.

The optimal strategy for the eavesdropper, with the circuit in ON, would be
to perform a coherent attack. But because of Eve cannot control the opening and
closing of the circuit, if she realizes a coherent attack, the parties can choose to
use the data exchanged with the circuit in OFF, increasing in this way the security
of their transmission. We can indeed conclude that Eve will not perform coherent
attacks against Gaussian quantum cryptography in two-way communication.
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Chapter 8

Two-way quantum cryptography
with thermal states

8.1 Introduction

Recently there has been some interest in thermal quantum cryptography [49, [51],
50, 52]. These protocols consider the effect of unknown preparation noise on Al-
ice’s signal states. One of the applications of thermal quantum cryptography is the
possibility to generate secure keys at different wavelengths of the electromagnetic
field [51], [52], from optical range down to the infrared and microwave regimes. Inves-
tigations in this sense can have important applications in communications technolo-
gies. In fact secure communication at different wavelengths is ubiquitous in today’s
communication environment. From the optical telecommunication wavelength of
1550 nm down into the GHz microwave regime, utilized by technologies such as
Wi-Fi and cellular phones.

In this chapter, we show that it is possible to improve the security of thermal
QKD at different wavelengths, using two-way quantum communication, which can
tolerate higher levels of loss and noise [36] with respect one-way communication.
Variants of the two-way quantum communication protocol also exist [53] 54], in-
cluding some schemes [55], 56] related to the mechanism of quantum illumination
57, BY].

The idea of using additional preparation noise for two-way quantum communi-
cation was preliminarily investigated in [59]. Here they showed the ‘fighting noise
with noise’ effect, an effect first seen in discrete-variable QKD [60] and later in CV
one-way protocols [61), [62] [63]. The basic mechanisms is that if extra noise (trusted)
is added in the appropriate way, then the performance of the protocol can be im-
proved, in terms of secret-key rate and security threshold [52]. In this chapter we
consider the two-way protocol in the presence of considerably large levels of prepa-
ration noise, corresponding to the use of different communication wavelengths. We
show that the two-way communication is extremely robust in reverse reconciliation,
such as to beat one-way protocols for any value of the preparation noise, a feature
which allows us to improve the performance of quantum cryptography at the infrared
regime.

The model we use to describe the thermal noise simplifies the mathematical
description of the system, but will require further improvements to provide a defini-
tive and accurate evaluation of the performances of QKD at different frequencies, in
particular in those regimes far from the optical range. We will discuss further this

99



Alice Bob
O—- ).
A _ 6 +a Hom

Figure 8.1: One-way thermal QKD protocol. See text for details.

limitation of the model we have adopted, in the conclusion to this chapter.

8.2 From one-way to two-way thermal quantum com-
munication

8.2.1 Omne-way thermal quantum cryptography

In a thermal protocol the sender (Alice) randomly modulates thermal states, that
are sent to the receiver, Bob (see Fig. 8.1). On average, we can write the generic
quadrature A of Alice’s input mode A as A=0+ a, where the real number a is
the Gaussian encoding variable with variance p,, and 0 is a quadrature operator
accounting for the thermal ‘preparation noise’, with variance Vg > 1. The overall
variance of Alice’s average state is therefore given by pua = Vo + tq-

The variance Vj can be broken down as Vj = 1+, where 1 is the variance of the
vacuum noise, and 7 > 0 is the variance of an extra noise which is confined in Alice’s
station and not known to either Eve, Alice or Bob. At the output of the channel,
Bob homodynes the incoming mode B, randomly switching between position and
momentum detections, as well as in a no-switching setup. In this way, Bob collects
an output variable b which is correlated to Alice’s encoding a.

The above thermal protocol is still Gaussian and its security can be tested against
collective Gaussian attacks. As usual we consider the most practical collective at-
tack, represented by the entangling cloner collective attack [28], where Eve’s ancil-
lary mode E interacts with the signal mode A by means of a beam splitter with
transmission 7 € [0,1]. The mode FE is as usual one of the two component of an
Einstein-Podolsky-Rosen (EPR) state pppr, with covariance matrix

v ~ wl Vw? -17Z
EE" =\ /2 1% Wl ’

where w, I and Z as been previously defined. Both the kept mode E” and the
transmitted mode E’ are collected in Eve’s quantum memory which is coherently
measured at the end of the protocol. For a thermal QKD protocol based on mod-
ulated thermal states and homodyne detection, the key rates are functions of the
input parameters, namely the variance of the thermal noise Vj and the variance of
the classical signal modulation pu,, plus the parameters of the attack, 7 the thermal
variance w.

In the typical limit of high modulation (u, > 1), one gets the two analytical
expressions for the asymptotic secret-key rates

> _1 TA(w, Vo) wA(1,wVp)
BT =5 o8 A, hN A, Vo)
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Figure 8.2: Two-way thermal QKD protocol. See text for explanations. A collective
entangling-cloner attack is also shown, where Eve uses two beam splitters with trans-
mission 7" and two EPR states with variance W. The output modes E1, EY, E}, EY
are collected in a quantum memory which is coherently measured at the end of the
protocol.

and )
w
R*(V, =-1 -h 8.2
( 077—)(“)) 2 ng (1—T)A(%,UJ) (CU), ( )
where we have used the two functions
A(z,y) =72+ (1-1)y, (8-3)

and h(x) previously defined in Eq. (5.18). By setting these key rates to zero, we
can derive the two security thresholds that expressed in terms of tolerable excess
noise are N* = N"(Vp,7) and N* = N*(Vy,7), where N is the excess noise given in

Bo. @39,

8.2.2 Two-way thermal protocol

For the sake of clarity we describe here the two-way protocol in the thermal setup.
As depicted in Fig. Bob has an input mode B; where now a thermal state
with preparation variance V; is modulated by a bivariate Gaussian distribution with
signal variance pyp, := p. On average, we have the input quadrature By =0+ by,
encoding the Gaussian variable b;. In the first quantum communication through
the insecure channel, mode Bj is sent to Alice, who receives the noisy mode A; and
randomly switches between two configurations [36]:

(i) ON configuration, where Alice encodes a Gaussian variable a with variance p, =
w, randomly displacing the quadrature of the incoming mode A; - Ay = A; +a;

(ii) OFF configuration, where Alice homodynes the incoming mode A; with classical
output a1, and prepares another Gaussian-modulated thermal state Ay = O+ag,
with the same preparation and signal variances as Bob, i.e., Vy and pg, = pt.

In both cases, the processed mode As is sent back to Bob in the second quantum
communication through the channel. At the output, Bob homodynes the incoming
mode By with classical output bs.

As in the standard two-way protocol, after the quantum communication, Alice
reveals which configuration of the circuit, between the ON or OFF, was chosen in
each round of the protocol, and both the parties declare which quadratures were
detected by their homodyne measurement. After this stage, Alice and Bob possess
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a set of correlated variables, which are a; ~ b; and a2 ~ b in OFF configuration,
and a » b in ON configuration, where b is post-processed from b; and bs.

In this way the parties can detect the presence of memory between the first and
the second use of the channel. If a memory is present (as in case of the two-mode
coherent attack described in previous Chapter), then Alice and Bob use the OFF
configuration, extracting a secret-key from a; ~ b1 and as ~ by. By contrast, if the
memory is absent (one-mode collective attack), then they use the ON configuration
and they post-process a and b. Once Alice and Bob have decided which configuration
to use, they post-process their remaining data using standard one-way algorithms of
classical error correction and privacy amplification, therefore extracting a secret-key
in direct or reverse reconciliation.

As we discussed in the previous Chapter, the use of two-mode coherent attacks
against the two-way protocol is not advantageous for Eve. In fact, using the OFF
configuration against such attacks, Alice and Bob can reach security thresholds
which are much higher than those of one-way protocols. Thus, we consider here
the analysis of collective one-mode attacks, in particular, those based on entangling
cloners, which are the most practical benchmark to test CV-QKD. We show that,
using the ON configuration against these attacks, Alice and Bob are able to extract a
secret-key in conditions so noisy that any one-way protocol would fail. In particular,
this happens in reverse reconciliation which turns out to be extremely robust in the
preparation noise, therefore allowing us to improve the performance of CV-QKD in
the very noisy regime of infrared frequencies.

8.3 Cryptanalysis

We study now the security of the two-way thermal quantum cryptographic protocol,
against collective entangling-cloner attacks. Adopting the ON configuration, we
derive the analytical expressions of the asymptotic secret-key rates (i.e., for high
modulation g — +o0), first in DR and then in RR. Such rates are explicitly plotted
in the transmission 7 for w = 1 (pure-loss channel) and studied in terms of the
preparation noise Vj. In the specific case of RR, we also analyze the behavior of the
security threshold for different values of 7 and Vj, comparing this threshold with
that of the corresponding one-way thermal protocol.

As shown in Fig. a collective entangling-cloner attack against the two-way
protocol consists of Eve performing two independent and identical beam-splitter
attacks (transmission 7T'), one for each use of the channel. For each beam splitter
i =1 or 2, Eve prepares two ancillas whose modes E; and E!" are in an EPR state
with variance w. Eve keeps mode E!’ while injecting the other mode E; into one
port of the beam splitter, leading to the transmitted mode E]. These operations
are repeated identically and independently for each signal mode sent by Bob as well
as the return mode sent back to Bob by Alice. All of Eve’s output modes E; and
E!" are stored in a quantum memory which is coherently detected at the end of the
two-way protocol. Eve’s final measurement is optimized based on Alice and Bob’s
classical communication.

For such an attack, Bob’s post-processing of his classical variables is just given
by b= by — 7by. This variable is the optimal linear estimator of Alice’s variable a in
the limit of high modulation 1 — +oco. Note that this classical post-processing can
be equivalently realized by constructing a displaced mode B with generic quadrature
B = By — 7b; which is then homodyned by Bob. Despite being useful for the theo-
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retical analysis of the protocol in RR, such a physical representation is not practical
since it involves the use of a quantum memory to store mode By whose displacement
—7b; can only be applied once Bob has estimated the channel transmission 7. Finally
we remark that this equivalent representation is realized by Gaussian operations, so
that the global output state of Bob (B-mode) and Eve (E-modes) is Gaussian (this
is true for both b; fixed or Gaussian-modulated).

8.3.1 Secret-key rate in direct reconciliation

Let us start our security analysis considering direct reconciliation [6§]. For one-way
protocols this setup is very robust [51], which were in principle able to tolerate an
infinite amount of preparation noise and still have a finite secret key, albeit very
small [52]. As we show below, such a behavior is not typical of two-way thermal
protocols.

As we know, the secret key rate for DR is given by R” := I, — I,5. The mu-
tual information between Alice and Bob is derived from the differential Shannon
entropy [69] and is simply given by

1 Vb
Ip==1
ab 9 082 %‘a )

where V}, is the variance of Bob’s post-processed variable b, and V|, its variance
conditioned to Alice’s encoding a. These variances are easy to compute once we
write the Bogoliubov transformations for the quadratures.

The output mode Bs has generic quadrature

BQ=TB1+\/FCL+\/1—T(\/FE1+E2) .

Subtracting off the input modulation b; (known to only Bob), we get the processed
quadrature B = By — 7b; equal to

B=70+Ta+V1-7(J/TE| + E5) |
with variance Vg = 72V + Tjiq + (1 = 72)w. Since Vg =V, and p, = p1, we get
Vi=mVo+rpu+(1-1Hw , (8.4)

which gives V, - 7 in the limit of high modulation.
In the same limit, the conditional variance Vj, is given by setting p = 0 in the
previous equation for Vj, i.e., we have

Vija = Vblu=o = 7Vo + (1= 7%)w .
Therefore, the mutual information between Alice and Bob is given by

1 *Vo+mp+(1-m)w 1 T
Ly=~1 o .
ab 082 2?Vo+(1-712)w 9 082 ?Vo+(1-712)w

(8.5)

Eve’s Holevo information on Alice’s encoding variable a is defined as
lap = S(E) - S(Ela)

where S(-) is as usual the von Neumann entropy of Eve’s multimode output state
pe (modes E{E{EyEy) and S(E|a) the entropy of the conditional state pgy, for
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fixed values of Alice’s encoding variable a. Since these states are Gaussian, their
entropies can be computed from the symplectic spectra of their covariance matrices,
Vg and Vg, respectively [L1].

By generalizing the derivation in Ref. [65] to include the presence of preparation
noise (Vp > 1) we get the following expression of Eve’s CM for the Gaussian state
pe of modes E|E{E}EY

el Z xI 0

| vZ Wl 0Z 0
VE(/’LGJIU‘(Z) - XI HZ A(Ma,,ua) SOZ ? (86>

0 O pZ wl

where 0 := diag(0,0) and the parameters are defined as

e=(1-T)up, +7w, (8.7)
X = _\/F(l_T)(w_NBl)a (8 8)
0i=—(1-)(W?-1), (5.9)
yi=r(1=T)pp, + (1 -7+ 72w (8.10)
pi=v/T(w?-1), (8.11)
A(Manua) =9I+ (1 - T) diag(umﬂtz) : (8 12)

In the previous parameters, we set ug, = Vo + 1 and pg = p, and we consider the
limit of high modulation (@ - +o0). Thus, we are able to compute the asymptotic
symplectic spectrum of the CM which is given by the four eigenvalues v1 - w, v9 - w
and {v3,v4} such that v3vy — (1 -7)?u%. Using these eigenvalues, we compute the
entropy of Eve’s state pg which is given by [70]

Zh Vk)—>2h(w)+log2( ) (1-7)242.

Now we consider the conditional CM V g, which is given by V (0, ) [65] As a
result, Vg, is the same as Vg except for the adjustment of the variable A (u, u) —
A(0, ). In the usual limit (u — +00) we compute the conditional spectrum 7; — 1,

U5 - w and {3, 04} such that 304 > (1 —7)v/(1 - 72)wp3. Such eigenvalues allow
us to derive the conditional entropy S(FE|a) and, therefore, to compute Eve’s Holevo
information

(A-7)p

(1+7)w

Combining Egs. (8.5) and (8.13)), we get following asymptotic expression for the DR
secret-key rate

1
I.g - h(w) + 3 log, (8.13)

T(1+7)w
Q-7)(*Vo+ (1 -72)w)

R"(Vp,7,w) = log2 - h(w). (8.14)

In order to study the performance of the two-way thermal protocol, we plot in
Fig. the DR secret-key rate in the presence of a pure-loss channel (corresponding
to an entangling-cloner attack with w = 1) as a function of the channel transmission 7,
and for different values of the preparation noise V. As we can see from the figure,
two-way quantum communication with modulated pure states (Vo = 1) is able to
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Figure 8.3: Plot of the DR secret-key rate of the two-way thermal protocol for a
pure-loss channel (w = 1) as a function of the channel transmissivity, for different
values of the preparation noise V = 1,5,10, and 40 shot noise units (from left to
right).

beat the 3 dB loss limit (corresponding to the threshold 7 = 1/2). However, as the
preparation noise is increased, we see a fairly rapid deterioration in the security
of the protocol. Such a behavior is different from what happens in DR for the
corresponding one-way thermal protocol [51} 52]. In fact, despite one-way thermal
QKD being secure only within the 3 dB loss limit, such limit is not affected by the
preparation noise V{, so that high values of Vj are tolerable in the range 0.5 <7< 1
with the DR secret-key rate remaining positive even if close to zero.

However, contrarily to what happens in DR, we show below that two-way thermal
QKD is very robust to the preparation noise in RR, such that its security threshold
outperforms both the thresholds (in DR and RR) of the one-way thermal QKD at
any value of the preparation noise Vj. This is the feature that we will exploit to
improve the security at the infrared regime.

8.3.2 Secret-key rate in reverse reconciliation

Let us derive the RR secret-key rate R* := I, — Iy, [68]. Here we need to compute
Eve’s Holevo information on Bob’s processed variable b, i.e., Ig, = S(E) — S(E|b).
From the formula, it is clear that we need to compute the entropy S(FE|b) of Eve’s
output state pgy, conditioned to Bob’s variable b. To compute the CM V gy, of this
state, we first derive the global CM

Ve D ) : (8.15)

Vep = ( DT I

describing Eve’s modes E{E{E}EY, with reduced CM Vg given in Eq. (8.6]), plus
Bob’s virtual mode B, with reduced CM V,I, with the variance V; computed in
Eq. . Then, we apply homodyne detection on mode B, which provides [33] 34,
SIITT) Vgp=VE - (1/V3)DIIDT | where IT := diag(1,0,0,0). Here the off-diagonal
block D describes the correlations between Eve’s and Bob’s modes, and is given by

D' =(al, ¢1Z, &I, $Z ), (8.16)

105



0.1

R<
0.01

0.001} E

10 ‘ ‘ ‘ ‘
00 02 04 06 08 1.0

T

Figure 8.4: Plot of the RR secret-key rate of the two-way thermal protocol for a
pure-loss channel (w = 1) as a function of the transmissivity, for different values of
the preparation noise Vp = 1,5, 10, and 40 (from top to bottom). As the preparation
noise is increased, the rate decreases but remains positive for any 7 > 0.

where

& =-mVi-71(Vh-w), (8.17)
¢1=/T(1-T)Vw? -1, (8.18)
o =—T(1=7)(TVo + 1) + Tw/T(1 - 7), (8.19)
¢2=V1-TVw?2-1. (8.20)

In the previous formulas, we set pq = pp, = p and we consider the limit of high
modulation g — +oo. In this limit, we derive the asymptotic expression of the
conditional symplectic spectrum {4, 09, 3, 74 }, which is given by 7 - w,

PR w[l+72Vow +13(1 - Vow)] ’ (8.21)
Vo +w+ 13 (w - Vo)
and
_ )32 3 (- 3
5354%\/(1 T[T Vo+w+ 73 (w-V)] 1 . (8.22)
T

Using this spectrum we compute the conditional entropy S(E|b) and, therefore, the
RR secret-key rate, whose asymptotic expression is equal to

?*Vo+w+73(w-1)
Vor?+(1-7m)w](1-7)
+h () - h(w) (8.23)

1
R*(Vy,1,w) = 3 log,

In Fig.[8.4]we plot the RR secret-key rate R* in the presence of a pure-loss channel
(w=1) as a function of the channel transmissivity 7 for values of the preparation
noise from V() =1 to V = 40. As we can see, there is no reduction in the security of
the protocol, in the sense that all the curves originate from the common threshold
7 = 0 for any value of the preparation noise Vj, even if the rate is decreasing for
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Figure 8.5: Two-way thermal protocol in the presence of an arbitrary entangling-
cloner attack (w > 1). We plot the RR security threshold, expressed as tolerable
excess noise N* as a function of the channel transmissivity for different values of
the preparation noise from Vy = 1 to 10° (illustrated by the shaded regions). This
threshold is compared with the DR threshold of the one-way thermal protocol for
Vo =1 to 10°. The plot also shows the RR threshold of the one-way protocol (dashed
curves) for Vp =1,5,10 (from left to right).

increasing Vp. This is clearly in contrast to what happened before for DR (with the
transmission threshold 7 approaching 1 for high values of Vj).

Next, we analyze the security of the two-way thermal protocol against an ar-
bitrary entangling-cloner attack (with w > 1). In Fig. [8.5) we plot its RR security
threshold, expressed as tolerable excess noise N* = N*(V,7) as a function of the
transmissivity 7, for a wide range of values of the preparation noise Vj. As we can
see, N* is very robust with respect to the preparation noise Vj, with all the curves,
from Vy = 1 up to Vj = 109, being included in the region shown in the figure. Thus,
despite the RR secret-key rate R* being decreasing for increasing Vj, it remains
positive up to the excess noise N* shown in Fig. 8.5l (Furthermore, the threshold
value N* turns out to be slightly increasing in Vj, as a result of the ‘fighting noise
with noise’ effect of QKD).

From the same figure, we can see that the two-way thermal protocol outperforms
the one-way thermal protocol in the transmission range 0 < 7 < 1 for any value of
the preparation noise Vp (up to 10°%). In fact, the one-way protocol is not robust in
RR (see dashed curves in the figure), and its DR security threshold Ny, is well
below the two-way RR threshold Ng_way, apart from a small overlapping region very
close to 7 = 1. By exploiting this robustness and better performance of the two-way
thermal protocol, we can improve the security of CV-QKD at the infrared regime
as discussed in the following section.
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8.4 Performances at different wavelengths

By exploiting its robustness to the preparation noise, we can think to use the two-
way thermal protocol to improve the security of CV-QKD at longer wavelengths.
Given a bosonic mode with frequency f in a thermal bath with temperature ¢, it is
described by a thermal state with mean number of photons 7 = [exp(hf/kpt)—1]71,
where h is Planck’s constant and kp is Boltzmann’s constant [72]. This number
gives the noise-variance of the thermal state Vj = 2n + 1, i.e., the preparation noise,
which is therefore function of the frequency and the temperature, i.e., Vo = Vo(f,t).
In our study we consider a fixed value of the temperature t = 15 °C, so that V} is one-
to-one with the frequency f. We underline that this description of the distribution
of thermal photons could not be accurate in the microwave regime, so we already
say that in that regime our prediction could be affected by inherent limitations of
the model adopted.

Eve’s attack is a collective entangling-cloner attack (as before) which is thought
to be performed inside a cryostat. The purpose of this is to remove Eve from
the background preparation noise at any wavelength, therefore making her ancillary
modes pure. In order to cover her tracks, Eve uses an entangling cloner with channel
noise equal to the preparation noise, i.e., W = Vf. For more information on how to
implement an entangling-cloner attack in thermal QKD, see the details given in [52].

Thus, at fixed temperature (¢ = 15 °C), we can express the RR secret-key rate
R*(Vp, 7,W) as a function of f and 7, i.e., R* = R*(f,7). By setting R* =0, we get
the security threshold f* = f*(7), giving the minimum tolerable frequency f* which
can be used at any channel transmission 7 or, equivalently, the maximum tolerable
wavelength A = ¢/f*, with ¢ being the speed of light. The threshold f*(7) is plotted
in Fig. and compared with the thresholds of the one-way thermal protocol in
DR and RR [51, 52]. As we can see from the figure, two-way QKD allows us to use
a broader range of frequencies than one-way QKD. In particular, this happens for
0.2 $ 7 5£0.8, where the two-way threshold is well below the other thresholds in the
infrared regime.

From Fig. we see a crossing point between the DR and RR thresholds of the
one-way protocol, for 7 ~ 0.6 and f ~ 1.2x10'3 Hz. This point identifies the maximum
gap from the two-way configuration, which remains secure for channel transmissions
as low as 7 ~ 0.4 at the same crossing frequency f ~ 1.2 x 10" Hz. Such a frequency
corresponds to a wavelength of about A =24 um, an infrared region where quantum
communication is very demanding, with free-space losses around 9.7 dB/m under
ideal atmospheric conditions (with humidity equal to lmm of water vapor column
and temperature of 15 °C [73]).

As a result, one-way QKD (7 = 0.4) is secure up to a distance of 22 cm, while
two-way QKD (7 = 0.6) remains secure up to 41 cm. Despite being a very short
distance, this represents an improvement close to 100%, which could be extremely
useful in short-range cryptography, e.g., for connecting close computers through
infrared ports or interfacing mobile devices with ATM machines.

Note that the infrared regime is less challenging in the 10 pm window, for instance
at A = 12 pym. At this wavelength, the atmospheric absorption is dominated by
carbon dioxide, methane, and ozone, with an attenuation which is much smaller
(about 0.53 dB/km). In this case, one-way QKD is secure up to 14.6 Km, while two-
way QKD allows the parties to distribute secret-keys up to 15.8 Km, corresponding
to an 8% improvement in the distance.
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Figure 8.6: Security threshold of the two-way thermal protocol in RR (a) compared
to the security thresholds of the one-way thermal protocol in DR (b) and RR (c).
Thresholds are expressed as minimum tolerable frequency (or maximum tolerable
wavelengths) as a function of the channel transmission. Note how the two-way
threshold is deeper in the infrared regime. Environmental temperature is ¢t = 15 °C.

As we said at the beginning of this section, for what it concerns the use of the
two-way (and also one-way) thermal scheme in the microwave regime, we think that
our model needs some improvement in order to provide a definitive answer about
the viability of CV-QKD at these frequencies. In fact, we think that we should
underline several points about the accuracy of our model in this regime. First of all,
the detection scheme adopted in optical regime is different from that one adopted
in microwave regime [42], [43]. So a complete, and more rigorous, description of the
performances at microwave frequencies should take into account the viability and
the efficiency of such a detection scheme, designed for microwave signals. In addition
to this point we also note that the thermal noise structure is different to Gaussian
noise. In particular being the thermal noise estimated using the Plank’s formula, we
have that the cavity photons/mode emission rate needs to be taken into account.
We think that all these deficiencies our model of thermal noise could provide a too
pessimistic prediction of the performances at the microwave regime. Our model is
certainly accurate for Gaussian optical mode while, in case of microwaves, we could
have overestimated the amount of untrusted noise. We think indeed that further
analysis should be considered, in order to take into account the points discussed in

the previous lines, and provide a better description of the performances of microwave
QKD.

8.5 Conclusion

This chapter focused on the study of the two-way protocol in the thermal setup. We
found that the parties can improve the security of thermal QKD, where (inaccessible
to Eve) preparation noise is added to the signal states. Considering both types of
reconciliation procedures, we have analyzed the secret-key rates and the security
thresholds of a two-way protocol which is based on Gaussian-modulated thermal
states, random Gaussian displacements and homodyne detections. We have tested
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its security against collective Gaussian (entangling-cloner) attacks, showing how
the security threshold in reverse reconciliation is very robust with respect to the
preparation noise, and is able to outperform the security thresholds (in direct and
reverse reconciliation) of one-way thermal QKD.

We have so successfully extended two-way thermal QKD to longer wavelengths,
where thermal background naturally provides very high values of preparation noise.
In particular, we have shown the superiority of two-way quantum communication in
the infrared regime, improving the security distances which can be reached by the
use of thermal sources at such frequencies.

Despite these results we think that further investigation regarding the perfor-
mances at the microwave regime should be performed. The model adopted for the
generation of thermal photons doesn’t describe appropriately the situation in the
microwave regime, and the existing detection schemes implemented for this regime
have not been included in our study. These and other aspects make us conclude
that very likely our basically negative predictions about the security performances
in the range of wavelength of 10™%, 1073, 1072 pm, as described in Fig. , should
be too pessimistic. This leave the open the possibility of implementing quantum
cryptography at the very interesting regime of microwaves.
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Introduction

This third part of the thesis is devoted to the analysis of a novel quantum crypto-
graphic protocol for continuous variables designed thinking to the end-to-end archi-
tecture. The work presented extends the field of quantum cryptography to a modern
network configuration where the users, Alice and Bob, cannot access to a direct link
to communicate. We proof, both theoretically and experimentally, that they can
exploit a third player (Charlie or the relay) having the duties of assisting the parties
to successfully complete the cryptographic protocol.

In quantum cryptography we can hail the end-to-end principle from the seminal
work by Ekert [76]. In this approach to quantum cryptography the parties exploit
a fundamental property of quantum particles, the entanglement, as the quantum
resource to certify the security of the shared quantum signals. From related ideas,
recently [77], the concept of Device Independent (DI) protocols has been developed
and investigated, with several results on the quantification of the security of this
approach to quantum cryptography [78, [79, 80, 81]. In DI-QKD the parties make
ideal no assumption on the trustability of the devices, and exploit the action operated
by the intermediate station, to establish quantum correlations between the parties.
Charlie indeed performs a Bell measurement and if the Bell test is passed, i.e.,
the result of the measurement violate the Bell inequalities, then the parties get
entangled and can trust that the exchanged signals have not been intercepted by
the eavesdropper.

Unfortunately, despite the recent results on the unconditional security of DI-
QKD [83], this approach suffer of a major practical drawback. In order to prevent
Eve exploiting inefficiencies of the detections (detection loop-holes) the DI protocols
have to abort if the number of missed detections is too high. In Ref. [83] it is
computed that in order to achieve a usable key rate, the required noise rate has to
be of 2%. This efficiency is still far to be reached in today labs [82].

A solution to this problem comes relaxing the assumption on the trustability of
the parties’ private space. Moreover Charlie’s measurement is still a Bell measure-
ment, but the violation of the Bell inequalities is not needed. In fact just assuming
that Alice and Bob’s measurement devices are trusted, the parties can efficiently
share a secret-key at a high rate, safe from any side-channel attack [74]. This novel
approach has been introduced for general quantum system in [74] and for qubits
systems in [75]. It is named Measurement-Device Independent QKD (MDI-QKD).
In the next chapters we exploit this principle, developing the theory of a novel CV
protocol with coherent state, and describing its experimental test under optimal
attacks.
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Chapter 9

Measurement-device-
independence quantum

cryptography

9.1 Introduction

We first consider the symmetric scenario described in Fig. (a)7 that is a special
case of the general configuration studied in Ref. [I7]. The relay is assumed to be
placed midway between Alice and Bob, and the motivation to study this setup is that
despite being non-optimal, in particular in terms of achievable security distances, it
is easier to perform the cryptanalysis of the protocol. Beside this we remark that
this configuration still represents a possible realistic network scenario where two
parties are roughly equidistant from a public server or access point. We provide
a detailed comparison between the most important Gaussian attacks against the
quantum links, and we also show (see Appendixthe impact of several experimental
imperfections on the security performance.

In a general eavesdropping of this scheme Eve injects thermal noise on the links
connecting the parties to the relay in the same fashion as described in previous
chapter, i.e., exploiting correlated ancillas prepared in a suitable Einstein-Podolsky-
Rosen (EPR) state, and combined with Alice’s and Bob’s modes. We will show that
for this family of protocols, such a strategy greatly outperforms the single-mode
collective attack based on two independent entangling cloners which was assumed in
some recent investigationsE] [84] [85]. Any such security analysis relying on indepen-
dent attacks on the channels is therefore incomplete and opens security loopholes,
in the context of end-to-end quantum cryptography with continuous variables.

The Chapter is organized as follows: In Section we describe the setup in the
symmetric scenario. In Section [9.3| we analyze its security and provide a formula for
the key rate. In Section we compare the various Gaussian attacks, identifying
the optimal attack and the corresponding minimum key rate of the protocol. We
then discuss the optimal configuration of the relay, in Section and in Section

"Note that Ref. [85] computed the rate of the protocol at fixed transmissivity 7 and thermal noise
w, since they fixed both 7 and ¢ = (w - 1)(1 - 7)/7. However, while the latter formula provides the
excess noise for standard one-way protocols [11] it does not for the considered relay-based protocol
(see Ref. [17] for the correct definition of excess noise in this more complex case).
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Figure 9.1: (a) Relay-based protocol performed in the symmetric configuration with the
untrusted relay perfectly in the middle between the parties. Alice and Bob prepare coherent
states with Gaussianly-modulated amplitudes, a and [, respectively. The relay performs a
continuous-variable Bell measurement with complex outcome 7 = (q_ + ip,)/\/2, which is
publicly broadcast. From the knowledge of v each party can infer the variable of the other
party. (b) Entanglement-based representation of the protocol under two-mode Gaussian
attack. Using two beam splitters with transmissivity 7, Eve injects to ancillary modes, E;
and Fs, prepared in a two-mode Gaussian state with zero mean and CM in the symmetric
normal form of Eq. . See text for details.

we discuss the results of the implementation of our scheme, in a proof-of-principle
experiment. Finally, in Section [9.8) we draw our conclusions.

9.2 Protocol

Alice and Bob do not have access to a direct communication link. Instead they
connect to a perfectly-in-the-middle relay via insecure quantum links, as shown in
Fig. [9.(a). The relay is untrusted, meaning that it is assumed to be operated by
Eve in the worst case scenario.

The protocol proceeds as follows: Alice and Bob possess two modes, A and
B, which are prepared in coherent states, |a) and |3), with randomly-modulated
amplitudes (according to a complex Gaussian distribution with large variance). They
send these modes to the intermediate relay where the output modes, A" and B’, are
subject to a continuous-variable Bell detection [71]. This means that A" and B’ are
mixed on a balanced beam splitter and the output ports are conjugately homodyned:
one output is homodyned in the §-quadrature and gives the outcome ¢_, while the
other output port is homodyned in the p-quadrature with outcome p,. Compactly,
the measurement provides the complex outcome

4t P+

V2

which is then broadcast over a public channel.

(9.1)
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To understand the working mechanism of the relay, first suppose there is no loss
and noise in the links. In such a case, we have v ~ a—3*,. The public communication
of vy creates a posteriori correlations between Alice’s and Bob’s variables, so that each
party can easily infer the variable of the other. For instance, Alice could compute
the quantity o — v ~ " recovering Bob’s encoding  up to detection noise. This
procedure partly recalls the post-processing of the two-way QKD protocols discussed
in previous chapters.

Note that Eve’s knowledge of variable v would be of no help to extract infor-
mation on the individual variables o and £, i.e., we have I(a:y) = I(8:7v) =0
in terms of mutual information. By contrast, as a result of the broadcast of v, the
conditional mutual information of Alice and Bob becomes non-zero so we can write

I(a:Bly)>I(a:B).

Thus, if Eve wants to steal information, she needs to introduce loss and noise.

Assuming a general eavesdropping, the action of Eve may involve a global unitary
operation correlating all the uses of the protocols. However, using random permu-
tations of their data [19, 20], Alice and Bob can always reduce this scenario to an
attack which is coherent within the single use of protocol. This can be a joint attack
of both the links and the relay. The parties can further reduce this eavesdropping to
consider a coherent attack of the links only, assuming a properly-working relay, i.e.,
a relay implementing a continuous-variable Bell detection. In particular, since the
protocol is based on the Gaussian modulation and Gaussian detection of Gaussian
states, the optimal coherent attack of the links will be based on a Gaussian unitary
interaction [11], 32} B31].

9.3 Description of the two-mode coherent attack

As we discussed in previous Chapters [4] and [6] the general scenario of coherent
attacks can be reduced to a much simpler scenario where just two-mode Gaussian
coherent attack, against the two quantum links, can be consider. We then have two
entangling cloner combining Alice’s and Bob’s signals with ancillary modes E; and
FE» prepared in a correlated Gaussian state. As we are considering the symmetric
configuration the parameters of the quantum channel, describing Eve’s action on the
quantum links, are identical so that the performances of the protocol are invariant
under exchange of Alice and Bob. Adopting the entanglement based representation
of the protocol, we can consider Alice’s and Bob’s ensembles of coherent states that
are simulated using two EPR states subject to local heterodyne detections. We then
have that Alice’s and Bob’s modes A and B are mixed with the ancillary modes, E
and FEjy, respectively. This is done by two beam-splitters with the same transmissivity
7, and the ancillas belong to an environmental set {E1, F3,e} in the hands of Eve.
The reduced state of Fy and Es is the zero-mean Gaussian state og, g, discussed in
Sec. i.e., we have the same covariance matrix described by Eq. (4.2). The
output modes, A" and B’, are subject to the continuous-variable Bell detection (with
the outcome broadcast), while Eve’s output modes, E] and EY, together with all
the other ancillary modes e are stored in a quantum memory, which is detected by
an optimal coherent measurement at the end of the protocol.

Note that in a general asymmetric configuration of the protocol, we may consider
different transmissivities 74 and 7g, for the beam splitters, and an asymmetric CM
with different thermal variances, wa and wpg. This is the general asymmetric case
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considered in Sec. However, when the relay is midway between the two parties,
the amount of loss and noise present in the links is realistically expected to be
identical, and for this it is reasonable to consider here a symmetric attack as the one
previously described, which has

TA=STB=T, WA=WB =W . (9.2)

Exploiting this symmetry, we can reduce the number of parameters and derive
a simple analytical expression for the secret-key rate, which allows us to perform a
detailed analysis of the various specific symmetric attacks which are possible against
our protocol. In particular, we can easily study the performances of these attacks
in terms of the correlation parameters, g and ¢’, and identify the optimal one which
minimizes key rate and security threshold. Furthermore, due to the symmetry, Alice
and Bob can be interchanged, which implies that there is no difference between direct
and reverse reconciliation [I1]. In other words, we can consider a unique secret-key
rate for the protocol (assuming one-way classical communication for error correction
and privacy amplification).

9.4 Secret-key rate

Without loss of generality, we assume that Alice is the encoder of information (vari-
able ) while Bob is the decoder, so that he post-processes his variable [ to infer
«. In the EB-representation, these variables are informationally equivalent to the
outcomes of the heterodyne detections. To derive the rate, we note that the Bell
detection at the relay and the heterodyne detections of the two parties commute
with each other. For this reason, we can equivalently compute the rate from the
conditional state pu, of modes a and b after the communication of the outcome 7.
The rate is given by

R = Iy — g}, (9.3)

where I, is Alice and Bob’s conditional mutual information, while I, is Eve’s
Holevo information [86] on Alice’s variable (which can be computed from the state
of the output ancillas).

Since all output modes are in a global pure state and the various detections are
rank-1, we can apply safely the entanglement-based representation and write

IE|'y = S(ﬂabh) - S(pbha)a (94)

where as usual the function S(.) is the von Neumann entropy [86], now computed
on the post-relay state pgp), of Alice and Bob, and the double-conditional state ppj,q
of Bob, conditioned to relay’s and Alice’s detections (computable from pg.,)-

9.4.1 Computation of the key rate

Both the mutual information I, and Eve’s Holevo entropy I}, can be computed
from the post-relay state p,u,, in particular, from its CM V.. Imposing the
symmetry conditions of Eq. (9.2) in the general expression of V 441y one obtains the
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following post-relay covariance matrix

(pL 0\ T(p’-1)
Vabpy = ( 0 ul ) 5 % (9.5)
_1 __1
T+ 1 T+
% . TUAN . TUAN
IETTEDY 1 TH+A 1
T+ T+
where
Ai=(1-7)(w-g), N=(1-1)(w+g). (9.6)

Note that Eq. represents a particular case of the general CM of Eq. ,
whose derivation is described in Appendix [E| where non-unit quantum efficiencies
of the detectors are also included.

Now, we can easily compute [11] the symplectic spectrum of eq. in the limit
of large modulation g >> 1, obtaining

/ / !
vy —> /\—M s Vo —> M (97)
T T

Then, entropy term S(pq|,) in Eq. (9.4]) can be computed to have

2
S(Paply) = (1) + h(v2) — log Z—T\/W,u. (9.8)

To compute S(pyye) we derive the double-conditional CM Vy,,. We put
Eq. (9.5) in the block-form

A C ) , (9.9)

Vabh = ( cT B
and we apply a partial Gaussian heterodyne measurement on Alice’s remote mode
a,given by [11}, 87, [71],

Via =B-CT(A+T)'C, (9.10)
which gives
(p2-Dr
I oy 0
Vb|*yo¢ = (!(L)+1)+2>\ (MQ—l)T (911)
e TSy

For u > 1, its symplectic eigenvalue is given by

L \/(T+2)\)(T+2)\’)

: (9.12)

and we have S(ppya) = h(v). We can then compute Eve’s Holevo information,
asymptotically given by

Iy, =log, (9.13)

AV AN o [\/(T +2\) (1 + 2)\’)]
4T '

T

Alice and Bob’s conditional mutual information Iy, can be computed from the
classical CM V (o, 8y) = (Vgppy + I)/2 describing their outcomes. After simple
algebra, we get the asymptotic expression

TH

1 =lo .
AR O T N (7 = )
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Figure 9.2: Secret-key rate R (bits) versus thermal noise w for the various symmetric
attacks (1)-(6) classified in Sec. and displayed in Fig. Link-transmissivity
is set to 7 = 0.9. Note that the negative EPR attack (6) is the optimal attack
minimizing the rate of the protocol.

As a result, we computed the following asymptotic secret-key rate for the symmetric

Gaussian attack
2 ]
Rgym = log
Y 2[62\/>\)\'(T+)\)(7’+)\’)

+h|:\/(7—+2>\)(7—+2)\,):|, (9.15)

T

which is function of the parameters 7, w, g and ¢'.
A complete analysis of the performances of the scheme in presence of non-ideal
experimental conditions is described in Appendix [E]

9.5 Comparison between possible attacks

We now compare the performances of the previous attacks in Figs. [0.2 and [0.3] In
Fig. we fix the transmissivity 7 = 0.9 and we study the corresponding rates R as
function of the thermal noise w. In Fig. [0.3] we plot the security thresholds. These
are given by the condition R = 0, and they are expressed in terms of maximum
tolerable thermal noise versus transmissivity w = w(7).

Our analysis identifies “good” and “bad” entanglement for the security of the
protocol. Good entanglement refers to the entangled attacks in the bottom right
area of Fig. [4.2] with g = —¢' > 0, of which the attacks (3) and (5) are border points.
This entanglement is good because it injects correlations of the type ¢g, ~ ¢p, and
DE, ® —DE,, therefore helping the Bell detection (which projects on gar » §pr and
par ~ —ppr). As a result, Eve actively helps the key distribution.

This is evident from the performance of the positive EPR attack (5) both in
terms of rate (Fig. and security threshold (Fig.[9.3). In fact, from Fig. we
see that the rate is increasing in the thermal noise w and, in Fig. [9.3] we see a pecu-
liar inversion of the security threshold so that thermal noise above the threshold is
tolerable. These features are typical of all entangled attacks with w-1<g < Vw2 -1
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Figure 9.3: Security threshold (R = 0) expressed as maximum tolerable thermal
noise w versus link-transmissivity 7. We compare the various symmetric attacks
(1)-(6) classified in Sec. and displayed in Fig. 4.2l The negative EPR attack
(6) is the optimal corresponding to the lowest security threshold. Also note the
peculiar inversion of the threshold for the positive EPR attack (5), for which the
rate is positive for values of thermal noise above the threshold.

and g’ = —g, corresponding to the segment of points between (3) (excluded) and (5)
(included). In Figs. and these attacks have curves which are intermediate
between those of (3) and (5).

By contrast, bad entanglement refers to the entangled attacks in the top left area
of Fig. with g = —¢’ < 0 and having the attacks (4) and (6) as border points. This
entanglement is instead bad because it injects correlations of the type ¢g, » —¢g,
and pg, ~ Pg,, which are opposite to those established by the Bell detection. In
this case, Eve decreases the correlations between Alice’s and Bob’s variables, and
she is able to eavesdrop more information, with the optimal strategy achieved by
the negative EPR attack (6) as clear from the rates of Fig. and the security
thresholds of Fig. The asymmetric version of this attack is optimal in case of
asymmetric setups, as has been proved in general in [I7], and we will give a brief
discussion in the next section.

By comparing the curves (6) and (1) in Figs. and we clearly see the
substantial advantage given by this optimal attack with respect to the standard col-
lective attack based on independent entangling cloners. Analytically, the minimum
key rate associated with the optimal attack is given by

T+ 2)\0 t 7'2
Rmin =h —p) 1 5 9.16
( T 082 |:€2)\Opt(7' + )\Opt)] ( )

with Aopt = (1 - 7)(w+Vw? —1). One can easily check this is numerically much less
than the rate of the collective attack

-Tw 7'2
Reon = h [#] +logy {62(1 )T+ (1- T)w]w}‘

Thus, the security analysis which is valid for one-way continuous-variable QKD
protocols [I1], and based on the study of collective (single-mode) entangling-cloner
attacks, cannot be applied to our relay-based protocol. For this reason, we remark
here that the recent studies, provided by Refs. [84] [85], are incomplete and cannot
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prove the unconditional security of the relay-based (measurement-device indepen-
dent) QKD with continuous variables.

9.6 Optimal configuration of the relay

The optimal implementation of the relay is asymmetric. This means that to achieve
the maximal performance of the protocol, we have the consider one of the parties in
proximity of the relay. This, of course, requires to consider an asymmetric attack,
where the parameters of the attack on the link to the relay (transmissivity and
thermal noise injected by Eve) are different and defined 74, wy for Alice’s and 73,
wp for Bob’s link. The reduced state og, g, describing this general attack is then
described by a zero mean thermal state with covariance matrix

I G . 0
Ve B, =( wé il ),W1th G::( g J )7 (9.17)

where wq,wp > 1.

In the same way that for the symmetric case, Alice is the encoder and Bob is the
decoder. We then have that the variable «, inferred by processing (3, can be obtained
considering the following optimal estimator using the broadcast relay’s variable

7= TAOZ_\/E *a

as described in Fig. 9.1 The empirical values of the transmissivities 74 and 75
are in fact accessible to the parties from the first-order moments of the probability
distribution p(a, 3,7), that describes the global system. Then, from the second-
order moments of p(«, 3,7), Alice and Bob can derive their mutual information

Lip =1ogy (X As), (9.18)

where x as is the equivalent noise, decomposable as

XAS = Xloss T €,

with X10ss(74,78) being the pure-loss noise and e(74,75,wA,wB,9,9") the ‘excess
noise’. From the second-order moments, the remote parties can also compute the
secret-key rate R, ¢(74,7n,€) which depends on the modulation ¢ and the reconcil-
iation efficiency &£ , besides the main parameters of the attack, i.e., transmissivities,
74 and T, and excess noise ¢.

Assuming the asymptotic limit of large modulation ¢ > 1 and ideal reconciliation
& =1, we found the following key-rate

R(ra,m.e) =logy [ 2R |+ n [ 206 -] -n[REBFEAR ] (9.19)
where x = x(74,7B,¢) = 2(74 + 78)/7ATB + €. The behavior of this ideal rate is
plotted in Fig.

As we can see from Fig. extremely high rates (~ 1bit/use) can theoretically be
achieved by our protocol. The symmetric configurations 74 ~ 75 studied in previous
section, are not the best solution, since they are secure only for transmissivity > 0.84,
as we can see from the thresholds plotted in Fig. and corresponding to links
< 3.8 km in standard fibres (0.2dB/km). The optimal configuration is asymmetric
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Figure 9.4: Ideal rate R(74,7p,¢) in terms of the links’ transmissivities 74 and 73,
in the pure-loss case (¢ = 0, top panel) and non-zero excess noise (¢ = 0.1, bottom
panel). We can see that, when Alice’s link has small loss (74 2 0.9), Bob’s link can
become very lossy (up to 75 ~0).

and corresponds to small loss in Alice’s link, in which case the transmissivity of
Bob’s link can be close to zero. These features are robust to the presence of excess
noise, for instance at € = 0.1, which is higher than the typical values appearing in
experiments (¢ $0.008 in Ref. [14]).

The asymmetry of our protocol comes from the term h [TAX(TA +7)71 - 1] in
Eq. , which is clearly asymmetric in the transmissivities. Physically, it comes
from the difference between direct and reverse reconciliation in continuous variable
QKD. In fact, if one link is loss-less, the Bell detection is done locally and our scheme
reduces to a point-to-point protocol in direct reconciliation (for 75 = 1) or reverse
reconciliation (for 74 = 1). See Supplementary Information for details.

9.7 Experimental implementation

We tested our theory in a proof-of-principle experiment in the free-space setup de-
picted in Fig.[9.5] We have reproduced the asymmetric configuration where Alice’s
transmissivity 74 is sufficiently high (Alice close to the relay), while Bob’s trans-
missivity 75 has been progressively decreased to simulate the increasing distance
of Bob from the relay. In particular, we have simulated four different scenarios for
Alice: (i) the ideal limit condition where Alice-relay global transmissivity is set to
unity, 74 = 1, in which case we assumed also ideal detection efficiency at the relay.
This case, despite being unrealistic allows to explore the ideal limit of the scheme;
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Figure 9.5: Free-space experimental setup. Alice and Bob apply amplitude and phase
modulators to a pair of identical classical phase-locked bright coherent beams (coming from
a common local oscillator at 1064nm). Alice’s and Bob’s stations are private spaces whose
internal noise is trusted. This feature allows us to neglect unwanted internal loss and set the
signal levels at the output of the stations. From these stations, the modes emerge randomly-
displaced in the phase space according to a Gaussian distribution with high modulation
variance ¢ ~ 60. Losses in the links are simulated by suitably attenuating the variances of
the modulations. At the relay, the modes are mixed in a balanced beam splitter and the
output ports photo-detected. Photocurrents are finally processed to realize a continuous-
variable Bell measurement.

(ii) Alice connected to the relay by a short free-space link, so that her loss are only
due to the global detection efficiency at the relay (74 ~ 0.98); (iii) Alice connected
to the relay at an equivalent distance of 100m in standard fiber (74 ~ 0.975); and
(iv) Alice at an equivalent distance of 1km in standard fiber (74 ~0.935). For every
experimental point, we have evaluated the second-order moments of p(a, 3,7) and
computed the experimental key rate R, assuming different values of the reconcil-
iation efficiency: & = 1 (ideal), £ ~ 0.97 (currently achievable [14]) and £ ~ 0.95.

Experimental results are plotted in Fig. [0.6] and compared with theoretical pre-
dictions. Assuming ideal reconciliation (£ = 1), the extrapolated experimental rate
is not far from the theoretical rate of a pure-loss attack Ry.60.¢-1(74,78,0), which
provides the maximum performance achievable at the considered links’ transmissiv-
ities. It is important to note that, due to inevitable experimental imperfections,
there is some excess noise € ~ 0.01 entering our data, which is assumed to come from
a two-mode Gaussian attack in our experiment.

Considering realistic reconciliation performances, the experimental rates are not
far from the maximum theoretical predictions. In particular, for £ ~ 0.97, the exper-
imental rate can reach remarkably high rates over typical connection lengths of a
public network. For instance, if Alice connects to a public hot spot via a free-space
link, she can distill R ~ 1072 secret bits per relay use with Bob being 25km far in
standard fiber (distance equivalent of 5dB loss). Similarly, if Alice connects to a
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Figure 9.6: Panel (a), (b) and (a) show the secret-key rate R (bits/use) versus Bob’s loss
(dB) for different loss in Alice’s link 74 ~ 0.98 (a), 0.975 (b) and 0.935 (c). In each panel,
experimental points refer to ideal reconciliation (£ = 1, green circles), achievable reconcil-
iation (£ ~ 0.97, blue squares) and lower reconciliation (£ ~ 0.95, red diamonds). In each
panel we also plot the theoretical rate R, ¢(74,7p,€) with ¢ ~ 60. For ideal reconciliation
(¢ = 1) we show both pure-loss € = 0 (solid black line) and excess noise ¢ ~ 0.01 (dashed
black line). Then, we plot the pure-loss rate for realistic reconciliation efficiencies £ ~ 0.97
(blue line) and £ ~ 0.95 (red line). The pure-loss theoretical rates represent the maximum
performances achievable at the considered links’ transmissivities. Finally in panel (d) we
show the secret key rate versus the total distance between Alice and Bob in simulated fibre.
Experimental key rates (£ ~ 0.97, blue squares) for the three configurations (i) to (iii) are
compared with the rate achievable by MDI-QKD with qubits [75] (thick solid line) and the
secret key capacity of a direct fibre link between Alice and Bob, which lies between the lower
bound (LB) of ref. [63] and the upper bound (UB) of ref. 45. At metropolitan distances,
we outperform qubit-based protocols by (at least) three orders of magnitude, missing the
secret key capacity by approximately one order of magnitude.

network router using a 100m fiber (as it may happen within a building), then she
can distill > 1072 bits/use with Bob being at 21km in fiber. If Alice is 1km far
(as it may happen in a metropolitan fiber-optic network), then she extracts 2 1072
bits/use with Bob being at 11km.

These experimental rates are three orders of magnitude higher than those achiev-
able with discrete-variable protocols over comparable medium-range distances, for
which one has ~ 107° bits/use at ~ 25km [88], 89, [90]. For instance, implementing
our protocol with a 75MHz clock rate over ~ 25km would provide a key rate of
about 0.7Mbit/s, which is remarkably higher than the ~ 100bit/s achievable by the
most recent qubit-based experiment [90]. We are therefore able to achieve the high-
rate performances of continuous variable QKD despite the fact we are removing any
direct connection between the remote parties.
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9.8 Conclusion

This chapter described the theory and the experimental implementation of
continuous-variable quantum cryptography in a network configuration, where two
end-users do not access a direct quantum communication channel, but are forced
to connect to an untrusted relay via insecure quantum links. We proved that, de-
spite assuming a full corruption of the intermediate station and the optimal coherent
eavesdropping of its links with the parties, the end-users can still extract a secret
key:.

An important feature of the study described is the simplicity of the relay, which
does not possess any quantum source but just performs a standard optical measure-
ment, with all the heavy procedures of data post-processing left to the end-users, ful-
filling the idea behind the end-to-end principle. In particular, the relay implements
a continuous-variable Bell detection which involves highly efficient photodetectors
plus linear optics, whereas the discrete-variable version of this measurement needs
nonlinear elements to operate deterministically. This feature combined with the
use of coherent states makes the scheme very attractive, guaranteeing both cheap
implementation and high rates.

We have found that the optimal eavesdropping is a two-mode coherent attack
where Eve injects correlated ancillas, sharing ”"negative WPE-correlations”. The
optimal configuration of the network, with the untrusted relay acting as a proxy
server near to one of the parties. In this case we have experimentally proven that
remarkable rates can be reached, several orders of magnitude higher than those
achievable with qubit-based protocols over comparable distances. From this point
of view, our protocol can already be used for setting up very efficient star networks
based on public access points.

The results described could be useful also to reduce the complexity of the imple-
mentation of future quantum networks, for instance decomposing any chain between
two end-users into trusted nodes alternated by untrusted relays. We may consider
chains like Alice-relayl-Charliel-relay2-Charlie2-relay3-Bob, where only the Char-
lies are trusted nodes. This would reduce, proportionally to the number of Charlies
implemented, the number of temporary keys to be distributed.
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Chapter 10

Conclusions, further work and
outlook

In this thesis, we developed a comprehensive study of the unconditional security of
quantum cryptography implemented with quantum continuous variables. In order
to achieve this goal we considered the two possible architectures by which quantum
cryptography can be implemented: point-to-point and end-to-end. In both cases
we performed a detailed analysis of the eavesdropping. We accomplished, for the
first time, an explicit study of the performances of CV-QKD under coherent attacks
(two-mode coherent). To achieve this goal we generally worked in the asymptotic
limit, that allows to fully exploit the result of the quantum de Finetti theorem in
order to reduce the general attack to simpler scenarios. A pivotal element of our
study has been the explicit analysis of Gaussian quantum channels with memory
described, in particular, by the CM of the form

wlI G . (9 O
(G wI)’WlthG_(O g')’ (10.1)

where the parameters w and g, g’ quantify, respectively, the energy (w) of the ancil-
lary states used by Eve during the eavesdropping, and ¢, ¢’ the nature and degree
of their correlations.

Using this approach we have been able to propose a novel, and general, security
analysis for point-to-point protocols. In particular, for the one-way schemes we
proved that Gaussian coherent attack are not equivalent to collective ones. We have
explicitly proven that a simple classical post-processing applied on the exchanged
signals, the secret-key rate under coherent attack is always strictly higher than that
obtain if Eve apply just collective attacks. This motivated us to conjecture that, for
point-to-point one-way protocols, the use of the de Finetti symmetrization could be
avoided [91].

Studying two-way communication protocols under general coherent attack, we
have identified the optimal eavesdropping that is a two-mode coherent attack with
separable correlations. We proposed the effective counteraction to this case, and
proved that two-way communication are immune to coherent attacks [67) [92].

In the framework of end-to-end architecture, we performed a detailed general
analysis of CV-MDI protocol with coherent states, providing also the proof-of-
principle experimental test of our theory. Our study open the possibility of im-
plementing high-rate secure communication, at the metropolitan scale, in a network
communication, exploiting extremely simple operation and cheap technologies.
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10.1 Future work and Outlook

The work presented in this thesis beside providing several general important and
novel results, in the context of unconditional security of CV-QKD, is open to several
improvements of which it is worth to mention the possible developments.

The recent bounds for the secret-key capacity found in Ref. [63] and [16], suggest
that for what it concerns long distance quantum cryptography it is necessary to
work to refine the present limitation connected with technological imperfections. 1
would then divide the main challenges into two main class: a first including all the
work to be done to improve the performances of error correction and the tolerance
of the protocols to finite size effects. A second, maybe at a more fundamental
level, where relay-based communication are exploited and in particular composable
security proofs have to be developed. The research activity in this respect is quite
recent and we think there should be vast rooms for improvements.

10.1.1 Finite-size effects and development of more efficient classical
error correction codes

The main bottleneck limiting the present, in-field, implementations of CV-QKD, is
that for Alice and Bob is in practice very difficult to extract efficiently all the infor-
mation available by the encoding performed by the Gaussian modulation of quantum
continuous variables. To overcome this problem it will be necessary to develop more
efficient classical error correction codes. At present they have been implemented,
with limited efficiency of 95% in real time QKD experiments (see Ref. [I4]), and
with a state-of-the-art performance of 97% [13]. This error correction protocols are
generally implemented using Low-Density-Parity-Check (LDPC) coding. The Gaus-
sian variables are then mapped into a binary input additive white Gaussian noise
channel (BIAWGNC), for which the efficiency are high, but at a high signal-to-noise
ratio, and at the price of very large size of the block of signals used. In practice this
means that a large portion of the signals exchanged by the parties have to be used
for the classical error correction and reconciliation procedures. It could be interest-
ing to explore the possibility of using TURBO codes [95] to implement the classical
communication steps of QKD protocols. The performances of these codes are close
to the channel capacity, and moreover have recently also found application in 3G /4G
communications. They appear indeed very promising also for the interfacing with
existing Wi-Fi technologies.

In fact, we think that even an improvement by a small 1% or 2%, in the efficiency
of the classical reconciliation codes, could have a remarkable effects on the rate and
achievable distance at which it is possible to share a secret-key. In fact present
experimental implementations of CV-QKD must use an optimal modulation in order
to limit the detrimental effects of this non-ideal efficiency [93, 94]. We think that
work on the aspects related with the classical coding will be one of the main research
field on which the community working on CV-QKD should focus its efforts.

Further research in point-to-point architectures, for example in one-way com-
munication, could be focused on the explicit cryptanalysis of multi-mode coherent
attack. Right now we proved that the case where the exchanged signals are packed
into two-mode blocks is analytically solvable, and that this allows to reduce the call
to the quantum de Finetti theorem to one half of the total N uses of the commu-
nication channel. Solve the general problem of packing the signals in larger blocks,
would provide an explicit proof of the validity of our conjecture that Gaussian CV-

128



QKD does not need de Finetti symmetrization to achieve unconditional security.
The main difficulty dealing with the general case, is that increasing the number of
signals that compose the blocks, we have to perform the analysis of a much more
complex coherent-attack scenario, whose characterization is likely to need heavy
numerical analysis.

10.1.2 Multi-way point-to-point communication

Now that we have a better picture of the optimal attacks for one and two-way proto-
col, we think that it worth to explore the possibility and performances of multi-way
communication schemes (not just two-way), where also multi-mode-coherent attack
should be considered. As in this case we need to analyze multi-mode-coherent at-
tacks, research in this sense could be useful both to provide a complete picture of
point-to-point communications and, as said in previous section, to extend the valid-
ity of our conjecture on the inequivalence between collective and coherent attacks
described in Chapter 4] [91].

For what it concerns the experimental implementations of CV-QKD, it would
be interesting to test the two-way communication protocol. In this respect our
group is already actively involved in the realization of such experimental test, in
collaboration with Andersen’s group at the Danish Technical University (DTU).
This will be the first implementation of a two-way CV protocol and is expected
to prove the advantage of using the double communication in noisy environments,
in order to allow the sharing of a usable secret-key when the level of noise on the
channel prevent the use of one-way protocol.

Finally, we think that a very hot research topic will be to achieve a security
proof of CV protocols based on coherent states, against general attacks and in the
composable security framework. This has been introduced in QKD very recently by
Ref.[96] for DV, and represents the ultimate security analysis of a QKD protocol. In
this general perspective, the performances of a scheme are evaluated considering the
ability of sharing secret-bit in the limit of infinite signals, and also the probability
of correctness when we consider a finite number of signals exchanged. In fact the
proof techniques recently developed for CV-QKD [97], have been effective to proof
composable security only for CV protocols based on squeezed states. According to
this work, when we deal with coherent state protocols, the size of the block-signals
needed to achieve security is impractically large. On the other hand we believe that
this fast convergence obtained for squeezed-state protocols, suggests that a similar
result may be possible, possibly with proof techniques to be discovered, also for
coherent-state protocols.

10.1.3 End-to-end multiple-nodes networks and composable secu-
rity of CV-MDI QKD

For what it concerns end-to-end QKD, a natural extension of our protocol will be to
consider more complex and general network structures, starting with a star-network
configuration. We think that this will be one of our main research topics.
Coherently with what said in previous section, we think that our efforts will be
also focused on the study of CV MDI-QKD in the composable security framework.
For DV-MDI QKD a proof of the composable security of the protocols has been
developed in Ref. [98]. This analysis seems to be very demanding for DV MDI
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QKD, in terms of the size of the signals-blocks to use to successfully accomplish
error correction (1012 signals).

An interesting future challenge for the theoretical research in CV-QKD will then
be to extend and complete the study of Ref. [97], in particular for the end-to-end
architectures and then generalise the results to the most general network topology
as possible.
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Appendix A

Source purification: details

Let us consider Alice preparing a two-mode vacuum squeezed state (EPR pairs),
described by the field’s quadratures (¢’,p’) and (¢,p) as illustrated in figure in
Part [I of this thesis. The local mode (¢’,p") is measured by Alice, while the other
is sent to Bob through a quantum channel. These two modes have a symmetrically
distributed uncertainty on the two quadratures, described by the following relation,

(¢"%) = uNo, (A1)
(p*) = (p*) = uNo, (A.2)

—
S
[
~
I

where 1 is the variance of the classical Gaussian modulation, and Ny = 1 is the
variance of the vacuum shot-noise. Measuring mode (¢’,p"), Alice obtain the pairs
(¢'y,p"y), that in general will differ from the true prepared quadratures (¢’,p’), so
that we can write the following relations

6q’s =q' = dly, (A.3)
oply =p' - ply. (A4)

From this equations, we see that ¢’ and ¢/, have the same commutation relation
[¢',p'] = 24, so we can write the same uncertainty relation for the measured quadra-
tures,

(847 )(0p'3) = NG, (A.5)

with previous inequality saturated when the prepared quantum state is coherent.
In case Alice encoding is performed on squeezed states, we can parameterize the
previous errors on the measured quadratures writing,

N,
(6¢'2) = Ny, and (6p'3) = 70 (A.6)

where 1 = (1-74)/74 is a parameter depending on the transmissivity 74 of the beam
splitter adopted to modulate the measurement procedure between the homodyne
(74 =1) and the heterodyne (74 = 1/2) detection schemes.

To quantify the conditional variances of the quantum states sent to Bob, Vg,
and V., conditioned to the result of the measurement performed by Alice. One
can observe that the measured values g4 of the quadrature ¢ can be estimated by
means of the values ¢/; obtained by Alice,

ga = aqy, (A.7)
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where the expression of the « coefficient can be derived first evaluating the difference,
0qa = q— gy, (A.8)

where the label A is to underline that the value of ¢ is conditioned to the measure-
ment performed by Alice. We can calculate its variance,

(0q7) = (%) + *(d}) — 20{ady). (A.9)

deriving with respect a and equating to zero to minimize. We obtain

(A.10)

(A.11)

Now we can calculate the previous equation considering that ¢y = ¢ — d¢/; and
recalling that (¢%) = NoV and 6¢’y = nNo,6p’y = No/n we obtain the following relations

nvV+1

Vijaa = (0¢7) = Van (A.12)
V+n

V;J\PA = <(5p?4> = Vil (A.13)

Depending on the values assumed by the transmissivity 1" we have different encod-
ings. For example:

e in the case 7 - 1, n — 0 Alice gets information only on the § quadrature, so

sending g-squeezed states, Vo, = No/V.

e For 7 = 1/2 Alice encodes coherent states, because the indetermination is
equally shared between the two quadratures.

e Finally, if 7 — 0, n - oo, and Alice will encode p—squeezed states with variance
Volpa = No/V,

plpa

after normalizing with respect the shot-noise Ny.
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Appendix B

One-way protocols against
coherent attacks

B.1 Total covariance matrix

Let X = (gx,px) be the vectorial quadratures operators describing a general mode
X. The impact of the attenuation on the signal modes A and A’ traveling through
the communication channel, is obtained by the Bogoliubov equations, where two
identical beam splitters of transmissivity 7 simulate the loss on the channel. The
amplitudes of the processed signal modes, are given by the following expressions

B=\7A +V1-re, (B.1)
B =/7A'+V1-7E, (B.2)

where e, E are the vectorial quadrature operators describing Eve’s ancillary modes,
mixed at the beam splitters with modes A and A’, respectively. We order Alice-Bob
modes as follows a,a’, B, B’, and we use Eq. and to compute the CM
describing the Alice-Bob total state p,qopp’. It is simple to arrive at the following

expression
(p+1)I ®Z
B (p+1)I dZ
Vior = PZ Al (1-7)G |’ (B.3)
dZ (1-7)G Al
where p is the classical Gaussian modulation, we defined
A=7(p+1)+(1-7)w,
O =/r[(np+1)2-1], (B.4)

and G is given by Eq. (4.2]) with its matrix elements g, ¢’ fulfilling the constraints
of Eq. (4.3) and (4.4) in order to describe a physical attack.

B.2 Alice-Bob mutual information

In order to describe the information shared between the parties, we start from the
following general signal-to-noise relation
1 signal

I:==lo —,
2 noise
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that describes the information content per quadrature, ¢ and p, used in the protocol.
In practice this general formula accounts for the ratio between the signals sent
through the channel and the noise added by the channel. We then note that for
each use of the two-mode block, the parties share twice the signal exchanged per
single use of the one-way communication. If we assume for simplicity that the
variances relative to the quadratures of Bob’s modes, B and B’, are identical and
given by Eq. , we have the following relations

signal :=Vp=7(pn+1)+ (1 -7)w = A, (B.5)

noise = Vpjqor =7+ (1 = T)w =, B.6)

where the conditional variances Vp), and V| can be obtained from Vg, by collaps-
ing the classical Gaussian modulation ¢ — 0, to simulate Bob’s gain of knowledge
on Alice’s variables. In the no-switching protocol the receiver performs heterodyne
detections, measuring both quadratures ¢ and p, at the outputs of a balanced beam
splitter. In order to include the contribution from the vacuum shot-noise, and the
double use of the channel within each block, the total mutual information is given
by the following expression

1 VB +1 1 VBob + 1
I=I+1T1 ::2(—log& + —log&) =
2 VBob|o¢,oc’ 2 VBob|o¢,oc’
V 1
— 9log BA L
VBob\a,a’

From this relation, using Eq. (B.5) and Eq. and taking the limit of large
modulation (u > 1), one gets the asymptotic mutual information of Eq. (4.10))

T+ (1-7T)w+1
l+7+(1-7T)w

Th
21 . B.7
~ Og21+7'+(1—7')w (B.7)

Izp =2logy

B.3 Holevo bound

The dilation of the two-mode channel allows us to describe the joint Alice-Bob-Eve
quantum state as a pure. Now, we note that this quantum state is always processed
by rank 1 operations (beam splitters and homodyne detections), that preserve its
purity through the evolution and detection. The assumption of working in the limit
of a very large number of signals exchanged (N >> 1) between the parties, and the
fact that we are assuming that Eve is computationally unbounded, authorize also
to use the Holevo bound, x, to quantify the accessible information Ir describing
the correlation of Eve with Bob. This bound can be explicitly obtained from the
knowledge of Alice-Bob total state, psa'pp’, and from the conditional one, p,q3:-
In fact when Eve perform the optimized measurement of her quantum memory, she
automatically traced out herself from the global pure state papp. We have indeed
that Alice-Bob joint state, pap, provides the same entropic information of pg. The
Holevo bound is then given by the following relation

X = S(paa'BB’) ~ S(paa’BB’|B,8’)7 (B.8)

where S(.) is the von Neumann entropy.
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We need the function y, in terms of the relevant parameters of the protocol
T,w,q,9 . We then compute the symplectic spectrum of the total CM given by Eq.
(B.3)), from the absolute value of the eigenvalues of matrix

M = iV, (B.9)

where € = ®}_ wy, is the 8x8 (four modes) symplectic form [11], and wy, = ( _01 (1] )

For large u, one easily obtains the following expressions

v =\ (w+g)(w+g'), (B.10)
v-=V(w-g)(w-9g, (B.11)

{vi, w2} ={(L=7)p, (1 = 7)p}, (B.12)

that together with the definition S =Y h(z) and Eq. (4.11]) can now be used to get
the expression for Eve’s total von Neumann entropy, given by the following formula

SE=h(v+)+h(1/_)+logez2(l—7')2,u2. (B.13)

The conditional state, described by the conditional CM, can be obtained after
Bob’s heterodyne detections on modes B and B’ of CM of Eq. (B.3)). We arrange
the total CM V;, in the canonical form

C
Vi = ( (;VT ) , (B.14)

and then apply partial Gaussian measurement, on modes B and B’, by processing
Viot by means of the following formula

Ve=v-C(yp+I)'CT. (B.15)
After some algebra can be written the conditional CM in the following form

B 1 KoK
C(A+1)2-g2(1-7)2| kK

Ve (B.16)

where
ki=(u+D[g°(1-7)>+ (A+ 1)A]+ (A + )7,
ki=—g(1-7)Tp(p+2),
A=A- T,

with &' = k(g — ¢') and k' = k(g - ¢'). This conditional CM has the following

asymptotic spectrum
VAN, AAL
7 D (B.17)

vy = ) v_= ’
T T

where we have defined
AV =14 (1-7)(w+g"),
AV 1h (=) (W= gO).

135



Note that this spectrum does not depend on the modulation u, and for g = g/ = 0
we recover the conditional eigenvalue of Ref. [29].

Now, one can use Eq. (B.17) with definition S = ¥, h(z) and Eq. (6.11)) to

obtain the Holevo bound, whose final expression is given by the following formula
2
X = h(vs) + h(v2) = h(5y) - h(5.) + log %(1 — )22, (B.18)

Finally from Eq. (B.7) and (B.18)), one has the the key-rate for the non-switching
protocol in the presence of general two-mode coherent attacks

2 7_2

R:10g2Z(1—T)2[1+7'+(I—T)w]Q

+ (D) + h(i-) - h(vy) - h(v).  (B.19)

B.4 Study of the critical point

We compute the first order derivatives 9,R and 0, R, and solve the equation VR = 0.
We found that this equation, V 7 and w, admits a single critical point Py, given by
the origin g = ¢’ = 0, of the the surface parameterized by those g, and ¢’ fulfilling
the constrains given by Eq. and .

We then take the second order derivative with respect the correlation parameters,
g,g', and build the Hessian matrix

2R 0° R
9'.9 g’

From the positive definiteness of this matrix, evaluated in the critical point Py, one
can determine that Py is an absolute minimum. We then study the sign of the
determinant evaluated in Py, whose expression simplifies to the following

[T;\f (w‘l) —w(l-7)%f (7'5\_1)]

det H = — — , (B.21)
T[A+ 7] dw(w?-1)
where we have defined
1+
f(x) :=log, o (B.22)

and X = 1+w(1-7). Now, one can check that the function f (7’5\_1) > 0 for any
0<7<1,w>1, and that we also have

TAf (w_l) >w(l-1)%f (7’5\_1) .
Now, being 7 and w both positive quantities as well as A, we have that
det H > 0,

for any possible value of the transmissivity 7 and of Eve’s thermal noise w. To
complete the proof we need to study the second order derivatives R evaluated in the
critical point Py (the first minor of the Hessian matrix of Eq. ) It is very easy
to check the validity of the following chain of inequalities. In fact, considering the
definition function f(.) given in Eq. and that we have w >1 and 0 <7< 1,

one gets

2m a2 p_ 1 +f(w‘1) . (1-7)° 1 +f(w‘1)
Ol =0yt = (T+A)(w2-1) 4w i 10 (T+2) (w2-1) 4w
1
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The positivity of the first minor given by 8§R, certifies that Py is a minimum point
for the key-rate of the no-switching protocol.

Note that the previous analysis is valid only for those points, of the correlation
plan, within the domain bounded by the constraints of Eq. and for
which it is possible to define the derivative. In order to complete this analysis
we need to check that also the points belonging to the boundary, of this domain,
the rate under two-mode coherent attacks is larger than that for g = ¢’ = 0. We
have considered these cases numerically, computing the rate for the defined by the
equation wlg + ¢'| =w? +gg' - 1. In we provide an example of this computation,
for the case with transmissivity fixed at 7 = 0.4 and the thermal noise w = 1.3 shot-
noise unit (SNU). We see that the rate for collective attacks (red spot) lies at the
bottom of the ship-shaped surface. The blue points describe the key-rate at the
boundary and the semi-transparent region gives the (extremal) key rate for non zero
correlations, g,¢’, between the ancillas (coherent attack). Analogous results can be
obtained for any other value of 0 <7 <1 and w > 1, with the surface vanishing into

a point as w — 1 and consequently, for Eq. (4.3) and (4.4), g,¢' - 0.0

B.5 Others protocols

In this section we focus on the details of the computations to perform the same
analysis previously describe for the switching protocol for which we arrive at the
same conclusion obtained for the no-switching protocol. Finally, for the sake of
completeness, we discuss also the two remaining cases where Alice replaces the
preparation of coherent states by the squeezed states. These two cases are named
squeezed/Hom and squeezed/Het protocols. They represent an instructive example
useful to complete this study, despite being less interesting from the point of view
of a realistic implementation. In fact they are based on the ideal assumption of
using infinitely squeezed state. Nevertheless also in these cases the origin, Py, of the
correlation plan is an absolute minimum for the key rates.

B.5.1 Switching protocol

In order to obtain the conditional CM for this case, we can starting from Eq. (B.14))
and apply a homodyne detection on Bob’s modes, that is we use the following formula
for partial homodyne detection

V.=~ -C(IIyzII)CT, (B.24)

where IT =diag(1,0), for measurement performed on quadrature ¢ and IT =diag(0,1)
for measurements on quadrature p.

We apply Eq. first on mode B’ and then on mode B, obtaining the
conditional CM V.. Note that we have to make a distinction about the measurement
strategy applied by Bob. Within each block ¢j, Bob can decide to apply the same
homodyne detection on both modes B, B’ or measure on two distinct bases (¢ and

~

D).
When the detection of Bob’s modes are both on quadrature § we have

2g%(1-7)% - A2 g(1-7)A
(pu? - 1) y 1

TS . ; :
T 21— )2 - A2 g(1-7)A A2
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while for measurements on mode p we obtain

1
v @) | aranoR gaemA
‘ Alg?(1-7)2 - A?] _ 1 _ 7
g (1-1)A A2

(B.25)

where A = 7p+ (1 -7)w=A -1
In the first case, for large u, we have two following symplectic eigenvalues

pi:\/(l_T)(TWig)“, (B.26)

note that they depend only on the correlation parameter g, relative to the ¢. In the
second case, we have the following symplectic spectrum

Di:\/U—TXWiQQM7 .27

T

depending on correlation parameter g’.
From this spectra we have two distinct conditional von Neumann entropies,

SE\ﬁqﬁ(’z =h(vy)+h(p-)

el1-1

"2 log, T Vwrgw-gn
T

and

Spig,, =h (0+) +h(v-)

62

—00 1—T
2 logQZT\/(ww’)W—g’)u,

Averaging these expressions with the definitions of the total symplectic eigenvalues

of Egs. (B.10) and (B.11)),we have the expression

SEI8,8, + SE|3,8,
2 b

that taking the limit for large p, become

1 el-7 2
SE\ﬁﬂ’ = 510g2 (— ) X

4 T
Vw+g)(w-g)(w+g)(w-g)u’,

that eventually can be rewritten in the following compact form

2
el-71
SE|,35’ = 10g2 —4

N7 (B.29)
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Key-rate for the switching protocol

Now, using the total von Neumann entropy given in Eq. , the conditional
entropy given in Eq. and the expression of the mutual information of Eq.
, we can compute the general key-rate against two-mode Gaussian coherent
attacks for the no-switching protocol,

Vit “h(vs) - h (), (B.30)

R = log, (1I-1)[r+(1-7)w]

from which, again, we can recover the standard case of collective attack setting
g =g =0. It is important to underline that there is a non optimal strategy that Bob
can apply, consisting in homodyning on different basis within each block ¢;. One find
a lower key-rate because in this case measuring different quadratures within a block
has the effect of de-correlating modes B and B’, and consequently any dependency
from g, ¢’ is cancelled from the conditional CM. In fact one finds the following doubly

degenerate eigenvalues,
1—
R Gl (B.31)
T

From Eq. (B.31)) and again from Eq. (B.7)) and Eq. (B.13)), we obtain the following

minimum key rate,

R-=

10g2 (1—T)[T+ (1—7’)&)] _h(VvL)_h(l/*)a

that is not interesting from a practical point of view, because the parties can always
choose to group instances of the protocol with the same quadrature homodyned.

Study of the critical point for the switching protocol

We then compute the first derivatives with respect the correlations parameters, g
and ¢’, obtaining the following expressions

_ 29
- [f( -)- <w+g')u_ v g)@-9)

2u,v_
(w+ g)V— (w+g)(w-9g')

! v, v

f<u+>] (B.32)

- [f(y_) _ f(y+)]. (B.33)

where the function f(.) has been defined in Eq. (B.22), and the symplectic eigen-
values vy are given in Egs. (B.10) and (B.11)), ¢ and ¢’ are defined as follows

Ww-g) "9

Note that these derivatives are properly defined within the constraints of Egs.
, that identify a sector of g, g’ plane for which the conditions v_ > 1, v, > 1
must hold. In fact, the situation for which one has v, = 1 can only be obtained in
Py, i.e., if the attack is collective.

Solving, by inspection, the system of equations VR = 0 one founds that P, is a
critical point, and that it is also unique for any w > 1 and ¢g and ¢’ fulfilling Eq.

E3ED).

o= (B.34)
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Positive definiteness of the Hessian matrix

The second order derivatives with respect g, evaluated in P is given by the following
expression

O2R = - g 1[ no ] 4[V_f(”‘)+\/af(y+) (B.35)

(w? 2) 4{v?2-1 V+—1 w-g w+g

with the coefficients s, defined as follows

, —
_Yrg 279 (B.36)
w+g w-g

The derivative with respect ¢’, and the mixed terms are given by the expressions

2R w? +g/2 1 [ koL N Kyt ] N 1[ f(vo) .\ f(vy)
T gy | (v2-1) Jisw-g)  Jrr(w+g)
& R=08 Rzl[ o, 1 _f(V—)_f(w)],

99 99 4{v2-1 12-1 v_ vy

that evaluated in Py, give

2 2 D 1 1 -1 1
BR=0 R~ (5 e f@)) - 5, (B.37)
2 D 2 D 1 1 -1

agy/R = Og,gR = 5 (m - W ((.d)) . (B38)

We computed the determinant of the Hessian in Py, obtaining the following expres-
sion

275 2 7 2 5)\2
det H = 9; R x 9, kR - (9, /R)
1 1 1 1
=— - = -—. B.39
w(w2—1 w2)<f(w) w) ( )

Now assuming that w > 1, we have that the following inequalities are verified

1
flw)> =, (B.40)
w
w?-1<w?,
thanks to which the condition det H > 0 results verified. We have also checked
that that det H > 0 in the limit of w — 1*. Finally we verified that the second
order derivative in Py is positive. It is easy to make this check starting from Eq.

(B.37), and using again the condition of Eq. (B.40)), we have the following chain of
inequalities

1(1+M)1>11 1 1

+__
2\w?2-1 w w2 2w?-1 2w? W2
1
2w2(w2 1)

proving that Py is indeed an absolute minimum for the key-rate of Eq. (B.30)), so
that Eq. (4.20)) is verified O.
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B.5.2 Protocol squeezed/Hom

In this protocol Alice sends squeezed states and Bob homodynes, randomly switching
between the two quadratures. Alice-Bob mutual information is now given by the
following expression for p > 1
TH

Isque/Hom = log, m (B41)
This is in fact the only change, with respect the switching protocol, one has to
consider to obtain the expression of the key-rate. In fact we note that for the
squeezed /hom protocol the conditional symplectic spectra are the same of Egs.
(B.26) and Eq. (B.27) depending on quadrature measured. Then, the conditional

von Neumann entropy is given by Eq. (B.13) and, using Eq. (B.41)), one can obtain
the following secret key rates

i 4002 — 2V (w2 — 2
et VP

Ch()~h(vy). (B.42)

That is very similar to the rate R of Eq. 1) , differences occurs in the denominator
of Eq. as here encoding by means of infinitely squeezed quantum states, we
do not have contribution from the evolution of the vacuum. Solving the gradient
equation VR, by inspection, we find again that the origin Py := (g,g’) = (0,0) is the
only critical point. We computed the Hessian matrix, as described for the previous
case and verified that the condition det H > 0 is verified. Then, taking the second
order derivative with respect g in Py, we obtain the following relation

25 _ 1 f(w)
agR—2w2(w2_1)+ " >0,

that again qualifies Py as the absolute minimum.

B.5.3 Protocol Squeezed/Het protocol

In this case, for large p, Alice-Bob mutual information is given by the following

formula
TH

1+(1-7)w’
and the conditional symplectic spectrum, depending on which quadrature the final
homodyne measurements are performed, is given by the following expressions, when
both homodynes are on the ¢

Dz:\/wig)[u(wig')(l—m

l-T+w=xg

Isque/Het = log, (B43)

)

1-
vl = —Tu(1—7'+w+g),
T

1-
l/g:\/TTu(l—Tﬂu—g). (B.44)

It is clear that when Bob homodynes measurements are performed in the quadrature
P, then the spectrum can be obtained swapping the role of g <> ¢’ in Eqgs. (B.44).
Note also that the total symplectic spectrum, v, , is the same of previous cases. From
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Figure B.1: This plot shows the key-rate of Eq. , for fixed transmissivity
7 = 0.2 and thermal noise w = 1.3 (SNU). As in previous Fig. the red point
describe the resulting rate for collective attack (g = g;=0), the blue points describe
the key-rate for values values of g, g’ verifying the condition w|g + ¢'| = w? + g¢g’ — 1,
and the remaining colored region describe all other cases, for which the correlation
parameters verify the condition w|g+¢’| < w?+gg’—1. One can see that the key-rate
under collective attack (red spot) is, strictly, optimal one.

these and previous results of Eq. (B.44), we compute the average von Neumann

entro
Py ; »
g Suse tmpp
E|ﬁ?/8, - 2 ?

and from this expression, using Eqgs. (B.44)), (B.43]) and (6.11]) we obtain the follow-
ing key rate

5 1 . VIA-7+w)?-g?J[(1-7+w)* - g"]
R:§Z[ > h(ulk)—h(yl)]+log2 -0 -9 . (B.45)

=+ | k=p,q

For which it is easy to check that the origin of the g, ¢’ plane, Py minimizes the rate.
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Appendix C

Two-way communication
against coherent attacks: details
of the computations

We here describe in more detail the calculation performed to study the performance
of the two-way protocols when Eve perform coherent attacks. The main resource
activated by the double use of the channel is the possibility of switching the circuit
between a closed (ON) and an open (OFF) circuit at Alice’s station (see Fig|C.1]).

C.1 Secret-Key Rate and symplectic analysis

The secret-key rate quantifies the gap between Alice-Bob and Eve-Alice(or Bob)
correlations. Which of the two parties has to be considered to compute the secret-
key rate depends on the reconciliation protocol employed, i.e., on which classical
variable (a or (3) has to be guessed. The two distinct secret-key rate are given in
general by:

R = I(0: B) - x(ea). 1)
R :=1(a:p)-x(e:B), (C.2)

the first describing the secret-key rate in DR, the second the rate in RR. The
function I(« : () is the classical mutual information quantifying correlations between
Alice’s (a), and Bob’s () variables. It can be computed thanks to the following
relation,

I(a:p):=H(B) - H(Bl), (C.3)

where H(3) = (1/2)logV(B) and H(fB|a) = (1/2)logV(B|a) are the total and
conditional Shannon entropy. The function V() is the variance of probability dis-
tribution p(z) describing z's statistics. On Eve’s side we can bound her accessible
information by computing the following quantity,

x(e:x) = S5(e) - S(elx), (C.4)

defined as the Holevo information, and quantifying the difference between the von
Neumann entropy S(e) describing the total Eve’s, pp, and S(e|r) describing the
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Figure C.1: The top panel shows the two-way scheme in ON configuration, to be
used when the channel’s tomography detects a collective attacks. The bottom panel
illustrates the two-way communication in OFF, configuration to be used in case
coherent attacks.

conditional state, ppy,, where z = o, 8. Solving the two equations R” = 0 and R* =0,
one finds the corresponding security thresholds.

For Gaussian quantum systems, the relevant statistical properties are encom-
passed in the CM [I1], up to local operations. For an n-mode CM, V, its symplectic
spectrum provides the entropic properties of the corresponding quantum state, from
which we can quantify the von Neumann entropies. The symplectic spectrum and
the CM, are connected by the following relation

VdetV = nvs...1y, (C.5)

where eigenvalues {v1, 19, ...,v,} are obtained diagonalizing the symplectic form ob-
tained from V by the following relation

M = iQV, (C.6)

where = &7@;, with ©; the single-mode symplectic form given by

@i:( o (1) ) (C.7)

From the symplectic spectrum ((C.5)) one can compute the Holevo information using

n

S(p) = Y. h(w), (C.8)

i=1



where h(x) has been defined previously and we recall that in the asymptotic limit
it is given by the following formula

h(z) ~log, g{L' +O0(z™). (C.9)

C.2 Protocol coherent/Het

In this protocol the parties prepare coherent states and decode by heterodyne detec-
tions. To perform the cryptanalysis we followed two different approaches, depending
on the configuration: in case ON (see main text), and Eve performing collective at-
tacks, the security for the DR has been studied starting from Eve’s Covariance
Matrix (CM). For the RR, we complete Eve’s CM by including Bob’s mode. We
then compute the CM resulting from the measurement of Bob’s mode on which we
apply the measurement to obtain the conditional CM. When the eavesdropper per-
forms coherent attacks, our protocol prescribes to use the data obtained from the
circuit set in OF'F. In this case the security analysis is performed by means of the
Entangled Based (EB) representation, so to be legitimate to get rid of the details of
Eve’s unitary operation designing the attack.

C.2.1 Case ON.

Total Covariance Matrix

Bob prepares a thermal state modulating coherent states. The global Gaussian
modulation of this state is described by the parameter up = p + 1, comprehensive
of a classical (), and the vacuum shot-noise. Alice applies an additional (classical)
modulation ppy, representing her encoding. The resulting thermal state will thus
have a final total modulation that reads,

fl = 4B + HON - (C.10)

Let us consider Eve’s outputs modes {Ey, Ey, Fa, B} (see Fig|C.1fop).Adopting
previous ordering we compute Eve’s total CM obtaining

A C
Vg :( o’ B ), (C.11)
where we defined,
wl T(w?2-1)Z
A= ,
T(w?-1)Z U1
wl T(w?-1)Z
B= ~ ,
T(w?2-1)Z v
0 =Z
C- 0 oz )’

with,

145



U=[rw+(1-7)2w+r(1-7)upl+ (C.12)
(1-T1)ponA(koN; HON);

U=7(w-pup)+ps,

® = (1-7)VT(up -w),

E=-(1-7)/(w?-1).

where A(pon, pon) =diag(puon, pon), 7 is the transmissivity of the entangling
cloners, and w accounts for the thermal noise injected in the circuit by Eve.

From Eq. it is possible to obtain the CM the others protocols simply by
redefining Alice’s (pnon) and Bob’s modulation (up). Considering the CM of Eq.
, and computing its determinant, taking the asymptotic limit, up ~ pon ~
1> 1, we get the following determinant,

det Vo = (1 - 7)%wp?, (C.13)

that we can use to help us in determining the symplectic spectrum that can be
computed. In the asymptotic limit one gets,

{vi,va,vsva} > {w,w, (1-7)%0%) (C.14)

Conditional CM in Direct Reconciliation

In this case the parties use DR, Bob guesses the encoding performed by Alice, and a
simple recipe to account for this operation, starting from eq.7 is conditioning
by collapsing Alice’s classical modulation. For the present protocol, coherent/Het,
Bob guessing is simulated by setting pon = 0, for both quadratures ¢,p, in the
matrix element ¥, in Eq. . This coincides with setting the total modulation
it =1 after Bob’s classical post-processing.

The resulting conditional CM has the following asymptotic determinant,

Det V2O = (1-7%)2w22, (C.15)

connected, as stated by eq.(C.5)), to the symplectic spectrum whose analytical ex-
pressions is obtained in the limit of large modulation,

{1, 09, 03,04} > {1, 1w, (1 - 7°)pu}. (C.16)

Now, using previous Egs. (C.4] C.9)and Egs.(C.144C.16)) we can compute the

Holevo function, given by,

x(Eia)=10g2§8;3u

(C.17)

Alice-Bob mutual information

Alice-Bob correlation can be computed by considering the evolution of Bob’s mode
through the circuit and applying the conditioning to the resulting mode. This last
step account for the final measurement scheme applied. For coherent/Het, after
Eve’s processing of the reference coherent state, Alice’s encoding and Bob’s classical
post-processing to subtract the reference state (B = Bo—T'3) from the received state,
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we obtain the following expressions for Alice-Bob mutual information in the large
modulation limit (x> 1):

I(a: ) = logy —— :(’i — (C.18)

From Egs.(C.1}JC.17IC.18]), we obtain the following secret-key rate in DR for case
ON

. 2 T(1+7)
B =g et (1] M)

Conditional Covariance Matrix in Reverse Reconciliation

For the RR, as said previously, we can obtain the conditional CM by: (i) completing
the total CM of Eq. adding Bob’s mode B, that will take into account Eve’s
processing, Alice encoding, and Bob’s post-processing and then (i) performing a
partial Gaussian measurement [11] on Bob’s mode. After this steps we obtain a CM
of the same dimensions of that of Eq. , but now accounting for Eve’s guessing
on Bob final measurement, and then providing Eve-Bob correlations. Eve’s CM of
Eq., after the inclusion of the Bob’s mode, can be written in the canonical

form 3
« _ VE C
(¥ 5).

where now

B=[r? + 1+ (1 -7%)w]I,

T(w2-1)Z
oI o T(w-1)I
C=v1 (w?-1)Z

VT[r(w=1) - p]I
Heterodyning Bob’s mode we can compute Eve’s conditional CM, defined as follows
Vi =Vy+CB+I) ' (C.19)

Performing the symplectic analysis on V¢, in large modulation limit, we can deter-
mine the eigenvalue diverging for large modulation obtaining the following spectrum

{’717 Vo, U3, 174} - {7717 vy, U3, (1 - Tz)ﬂ}7
where the others asymptotically constant eigenvalues are defined as follows

[1+72+(1-7)1+7})w]w
T(1+71)

V1 Dolg =

These results, together with Eq. (C.14) and Eq. (C.18|) provide the expression of
the key rate in RR, given in Eq. (7.1) of the main text. This is compared with the
corresponding one-way protocol in Fig[7.2]
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C.2.2 Case OFF

We study now the security for two-way communication by the coherent/Het proto-
col for case OFF, (see Fig|C.1] panel OFF). In this case the security analysis is
performed against two-mode coherent attacks, representing the most general attack
possible, per use of the protocol, after a symmetrization of the general coherent
attack by the de Finetti theorem.

We adopted an Entanglement Based (EB) representation and computed the security
of the equivalent E B circuit, this allows us to get rid of the details of the operations
performed by the eavesdropper to perform the coherent attack. Within this rep-
resentation, the quantum information content of Eve’s total (pg) and conditional
(PEj2) state is the same of that of Alice-Bob joint states, pap and p4p, respectively,
so that one can write

S(pas) =S(pE),
S(paBiz) = S(PE),

where x = Alice, Bob.

The Total Covariance Matrix and the total von Neumann entropy

Bob measuring by heterodyne detection mode By, of the EPR pair { By, B{ }, project
a coherent state on mode Bf. such a state, for Gaussian system, can be described

by the following CM,
2 _
- upl \/ up — 172

NGy ppl

The most general state Eve can employ to perform the attack, realized by two
entangling cloners mixing the ancillas {Eq, F2} with the signal during the forward
and backward stage of the communication (see Fig[C.1), is described by the CM of

Eq. (4.2)
wl G
Vi = ( G wl )’

where G =diag(g,g’), and g, ¢’ fulfill the bona fide conditions given in Eq.(4.3) and
(4.4). Computing the CM for Alice-Bob joint state pap, and assuming the modes
ordered as follows { B, As, A1, B}, one finds the following total CM

A C
VggF:( T B ), (C.20)

where the matrix blocks have been defined as follows

o (up+ )T o1
A= (pa+ 1)1 :
oI 71
B=[(1-7)w+7(1+pa)]I,
) 0
c=| o1 |,
G
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with coefficients 6 and 7 defined as follows

S =+/T[(1+pp)?-1],
T=(1-1T)w+T(1+pup).

It is easy to compute the analytical expression for the asymptotic symplectic spec-

trum of CM ((C.20)), obtaining

{ve,vg,vaf > {V(wxg)(w=g'), (1 -7)p, (1 -7)p}, (C.21)
From which, using Eqgs. (C.8}C.9) one gets the total Eve’s von Neumann entropy

SOFE :log2(5)2(1—7)2u2+h(y_)+h(y+). (C.22)

Conditional symplectic spectra and Alice-Bob mutual information

From Eq. , we compute the conditional CMs for the DR and for the RR
respectively. To obtain the conditional CM in DR we collapse Alice and Bob mod-
ulation, by setting u4 = up = 0, in modes By and As.The resulting CM has the
following symplectic spectrum

{01,090, 04,0} = {1, 1,\/A: Ao, VAN } (C.23)

Where, \y =7+ (wxg)(1-7) and A, =7+ (wxg")(1-7).

The conditional CM corresponding to the RR, is obtained by applying a hetero-
dyne detection on mode By of CM , followed by a second heterodyne detection
on the output matrix with respect mode A; (the order of this two measurements
can of course be swapped). We end up with a CM, allowing to compute easily the
asymptotic symplectic spectrum

- \/[/\i+1—7'][)\’i+1—7')]' (C.20)

T

Alice-Bob Mutual Information and Secret-key rate.

Alice-Bob correlation can be computed easily starting from the coefficient 7,giving
the variance of Bob’s mode having experienced Eve’s processing by the entangling
cloners. The conditional variance can be computed by collapsing Bob’s classical
modulation, i.e.,by setting up =0. Assuming pa = pa = p > 1, we obtain
Iforw 4 Jhack -
AB AB H
=lo = C.25
92 g2 14+ A7 ( )

Iag =

where A = 7+ (1 - 7)w. We note that the previous expression is not depending from
the correlation parameters g, and ¢’. This can be seen as the consequence of the
control the parties have on the random ON/OFF switching of the circuit.

The previous results are used to compute the secret key rate in DR that after
some algebra can be written in the following form

T 1 B
RSN 5 2 L) = ()] (C.26)

It is possible to compute also the rate for the RR, using previous Eq. (C.22) and
Egs. (C.24]C.25).

RZ)FF = logy
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C.3 Protocol coherent/Hom

This protocol is implemented preparing coherent states, and performing homodyne
detections at the decoding stage. As said in previous section the total CM is the
same for all protocols in ON, so in this and in the next sections we will limit ourselves
to provide the steps one should do to obtain the conditional CM from the total one.
We provide the cryptanalysis for the ON and OFF cases, in both DR and RR for
which we recover the results illustrated in Eqs..

C.3.1 Case ON
Conditional Covariance Matrix: Direct Reconciliation.

The main step to perform to determine the conditional CM in DR for the coher-
ent/Hom protocol is in the way we realize the conditioning. We saw that, in general,
we can obtain the conditional dynamics by collapsing the classical modulation corre-
sponding to the variable to be guessed. For the present case, and for all those cases
where a homodyne detection is involved, the conditioning is performed collapsing to
zero the modulation in only one quadrature while the other is defined so to diverge
in the asymptotic limit. For instance we are authorized to set

_ p—>00
fipn =1/ =0,
ﬂ%N =M,

where the role of the two quadratures is interchangeable. Applying this simple
recipe to Eq. provides us straightforwardly with the conditional CM for
the DR of the remaining protocols coherent/Hom. The same recipe can be used
to determine Alice-Bob mutual information from the expression of the final Bob’s

mode in Eq. .

- T

I= EIOgQ (- (C.27)
Note that this expression is similar to that given in Eq. for coherent/ Het
protocol. At denominator, it differs for the contribution from the vacuum shot-noise
originated, in that case, by final heterodyne measurement. The 72 term accounts for
the initial vacuum noise of the preparation processed by Eve’s entangling cloners.
With this in mind one can already foresee which will be the expressions of the mutual
informations for the other protocols.

The symplectic analysis for the coh/Hom protocol provides the following con-

ditional, asymptotic, symplectic spectrum

{V{7V57V3:VAI}_>{17w7\/(1_7—)2(1_7-2)w/‘3}7 (0'28)

and secret-key rate in DR

1 T(1+7)
Ry = 510g2 1-7)[r2+(1-72)w]

- h(w).

Conditional Covariance Matrix: Reverse Reconciliation.

For the RR , we can compute the evolution of Bob’s mode through the channel,
obtain the post-processed mode B and from here complete total CM writing it in
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the normal form. We then can apply the formula for the partial Gaussian homodyne
detection [II] on Bob’s mode B

Vg = A-C(IIBI)CT,

where II := diag(1,0) when measuring on quadrature §. The symplectic analysis on
CM V¢, gives the conditional symplectic spectrum

VI_)\Jw[1+7'2w—T3(w—1)], (C.29)

2+rw+m3(w-1)

<
Vy =W,

O A S i Gl DT

T

}

<« <
V3ly

and rate in RR already given in Eq.(7.5)

72+w+7'3(w—1)

R —llo
ON =5 2 (1) [+ (1- 2]

L h(v}) - h(w). (C.30)

C.3.2 Case OFF

For the OF F case we use the EB representation, repeating all the steps of previ-
ous protocol and replacing the heterodyne detections by homodyne detections. We
compute the conditional symplectic spectra in the asymptotic limit, and from pre-
vious relations applying the formula for Gaussian homodyne detection, plus using

Eq.(C.1|C.2) we arrive at the following secret key rates:

Direct Reconciliation

[l +7(w-1)]2 - 72¢2 _y h(l/k)+

~ 1
J T —
OFF = 508 1 r+(1-1)w] 2~ 2

1 (wg)[r+(-7)(wg)]
§,§ih l-7+7(w+g) (C:31)

Reverse Reconciliation

Performing the same computation for the RR, we find

~ /(2 — PV 2 — a2 h(v;
Forr = Llog, V(@ -9°) (2= g7) (i)
2 (1-7)A it 2

where the total symplectic eigenvalues v; are those of the total Alice-Bob joint
covariance matrix, and are given in Eq.

Note that to obtain previous results, we assumed to apply a homodyne detection
on ¢ quadrature, but it is simple to write the rates and the spectra in case the
homodyne detection is performed on the complementary quadrature p: it suffices to
swap the role of g — ¢’ in previous equations.
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Figure C.2: Plots of the secret-key rate, in both RR (top) and DR (bottom) and in
log-scale, for the switching protocol as a function of the channel transmissivity 7, for
fixed Eve’s thermal noise to w = 1. This represents a reasonable setup that Eve can
choose, in order to hide her action as much as possible. One can note that the rate
of the two-way (black lines) always strictly exceeds that of the one-way (dashed).
Second, the two-way in DR allows the preparation of a secret-key breaking the 3dB
(7 = 0.5) limit of the one-way. The red line describes the secret-key rate against
coherent attacks, that having w =1 in this case coincide with the collective attack.

Now that we have all the expressions for the secret-key rates, for the various
protocols and cases, it is worth noting that the two-way communication not only
exceeds the performances of the one-way for what it concerns the security thresholds,
but it also beats the one-way performances for what it concerns the rate. In fact, as
proved by Fig. the two-way protocol, here in the coherent/Hom configuration,
always provides a secret-key rate strictly larger than that of the corresponding one-
way protocol. In this plot we fixed Eve’s thermal noise to w = 1 and plotted the
secret-key rate as a function of the channel’s transmissivity, in Log-scale.
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Appendix D

Canonical forms: calculations

D.1 Non-switching protocol

D.1.1 Canonical form D

We consider the communication channel described by the following canonical form

M:( 4@1 gzl ) (D.1)

Alice-Bob’s joint state, after the evolution described by this channel, is given by the
CM (modes’ order {A, B})

D ul V- p? - 11
VAB = .
V- p2 =11 [—-rp+(1 - 7)w]I

As usual we compute the mutual information, that is given by the following expres-
sion, in the asymptotic limit

—Tu
1-7+(1-7)w’
Eve’s thermal noise is defined in terms of excess of noise, N, is given by the following
formula

l-7p+(1-7T)w pu>>1
—

105 =1
AB =08 l-7+(1-7T)w

log,

_ 1-7- N1
- 1-71

w )

The total Eve’s CM is given by
D [-Tw+(1-T)p]I /-T(w?2-1)I
VE = I
-T(w?-1)I wl
whose asymptotic determinant is

>>1
2#_)

det VE = [7 - (1 - 7)wpu] (1-7)%w? 2.
We find the following symplectic spectrum for large p

D (1=7)(w+p) +/(1-7)2(w+p)2 = 4[-7 + (1 - T)wp] p>>1

1 9 (1_7—):“7
VQD _ (1-7)(w+p)- \/(1 72 (w+p)? —4[-7+ (7 - 1)wp] ’D—:l N
2

and the following total von Neumann entropy

Si = h(P) + h(v) "= h(w) +log S (1= T,
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D.1.2 Direct Reconciliation

Conditioning with respect Alice’s state preparation, described by variable «, one
obtains the following conditional CM

| [Frwo+(1-7)]T —/-T(w?-1)I
V%a - ( -T(w?-1)I wl )

with determinant and conditional spectrum
det VR, = (1 + (7 - Dw)?,
(77,75} > {1,-7+ (1 -7)w}.
giving the following expression for the conditional von Neumann entropy
SPL=h 1
Ela = W=7+ (1 -7)w).
The rate is given by

l-mp+(1-71)w
l-7+(1-7T)w
pu>>1 2 =T

= M (=) =hlw) +logs S SR T T T

+h(-7+(1-71)w) - h(u})) + h(l/%)),

Rp(p, 7, w) =logy

D.1.3 Reverse Reconciliation

The conditional covariance matrix is given by the following CM

rlo)-(rwluy VT DD
D _
Vs =

Tu—(1-7)w-1 -1+(7-1)w+Tp

VP DDy ety |

“1+(7-1)w+Tp

Tu—(1-7)w-1

which provides the following conditional determinant

T-p(l+w)+ TLU/L)Q p>>1 (1+(1-7)w)?

det V5 =
Vel (—1+(7‘—1)w+7u 2

T

and symplectic spectrum

P, 5y = {1 -7+ p(l+w) - Twp W—il{l 1+(1—7’)w}
12 T 1+ (l-T)w-Tu ’ T '

The conditional von Neumann entropy and the secret key rate are

|

+h[FP] - h(vD) + h(13),

SEW = h(’I)’ZD) = h[ M

l-1p+(1-7)w
l-7+(1-71)w

,u>_§1h|:1+(1—7')w:|

T

Rp(p,7,w) =log

9 -7
- h(w) +10g2g(1 A -7+(1-1)w)
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D.2 Canonical form A,

This channel is described by the symplectic matrix
1 1
iz g
1 -1
We note that this canonical form, does not generate correlation between p-
quadratures, so the contribution to the mutual information from this terms will

be null. In this protocol Alice and Bob variables generating correlation will be q.
The output joint CM is then given by the following expression

[ Vi?-1

A 2-1
Vi3 = © K oin . (D.3)

w

From which we compute Alice-Bob’s mutual information

1
A :IZB+I£B:log2”::‘:I +log2z—ﬂzllog p+w+1 W—illlog 7 (D.4)
AB 2 2 2 2 bl +1 2 °w+2 '

The total Eve’s CM is
1
Ay BET) w?-1
V2= " , (D.5)
w? -1 w

and the corresponding total symplectic spectrum is given by the following formulas

w2 +wp+ p2 = Jwt + 2wp(w? - 2) —w2p? + 2wpd + pt 1
VlAQZ\ o+ p? =/ u(2 ) - w?p e Y

w2 +wp+ p? +yJwt + 2wp(w? = 2) —w2p? + 2wpd + pt s>t
V;\QZ\ pt p? 4/ 1( ) —w?p? + 2wps5 + it s LoD
2

From this, as usual, we obtain the total von Neumann entropy

Sp = h(r{®) + h(v5) "= h(w) + logs Sp.

D.2.1 Direct Reconciliation

The conditional CM can easily be computed. It is given by the following matrix

1

vAz _ w+1 w?-1
E|Oé w )

w?2 -1 w
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3
w

Figure D.1: Canonical form As, non-switching, DR. The secret-key rate is al-
ways negative. The plots describe the dependency of the secret-key from the
classical modulation of the prepared state (u) and from Eve’s thermal noise.
p=1,2,3,4,510,100,10% (from top to bottom).

from which one can compute the following conditional spectrum

{5142,3542} ->{1,Vw(l+w)},
and the conditional von Neumann entropy
ElAlice = h[\w(1+w)].

A2

The rate is given by

R 1 +w+1
Ry (1,0) = 3 logy "= V(T + )] - h(f") = b)),

w+1l+1
2 1
P o (Lt )] - h(w) +logy 2 ——n .
eV (w+2)u

note that the asymptotic secret-key rate R;b(u >> 1,w) is always negative,as de-

scribed in Fig.

D.2.2 Reverse Reconciliation

We can write the conditional CM in the following form

(1+w)p  Vw2-1pu
l+w+p 1+w+p
w_ oy w-1
VA2 - w+1 H Vw2-1
E|B  Vw2-1p 1+w+wp ’
1+w+p 1+w+p
w-1 1
w?-1
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Figure D.2: Canonical form As, non-switching protocol in RR. We plotted for several
values of the modulation x =1 (bottom line) and = 10,100,103, 10° (top lines).

from which one can compute the following determinant and conditional spectrum

Ay (I +p+wp) p>1
detVE|ﬂ_—1+w+,u > (1+w)u,

Ay~ w(l+p+wp) | p>>1
{Vf2a’/§42}—>{17\/m} - {Lve(l+w)},

and asymptotic conditional von Neumann entropy

A _ [p(L+p+wp) | >
SE|BOb—h! Tlroip :I R\ p(1+w)].

The rate is given by

« 1 ptw+l p(1+ p+ wp) A A
R = —logy BT |y TR p(p2) - h(v2
2, (1 w) 5 Og2w+1+1+ [ T+w+p (v1?) = h(vy?),

w+1
w+2

1
2t —h(w) + 5 log,

The rate is again always negative (see Fig. |D.2)).

D.3 Canonical form B;

We consider the case w = 1 and we start from the CM describing Alice’s initial state,

that is given by
1 2-17Z
Vaar = ( 5 s ) :
u*—17Z ul

The symplectic canonical form characterizing the interaction between modes A" and
E', is given by the following matrix [11]

1 4t
Mp, =( -Z 21 )7 (D.8)
2T
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Figure D.3: Plot of the key-rate, for the canonical form Bj, in DR, as a function of
Alice’s modulation .

and after the interaction, the output joint Alice-Bob CM is given by

I V2 -1
2
B _ % Vi
-Vp?-1 I

From the matrix elements describing Bob’s mode, we can compute Alice-Bob’s mu-
tual information, that is given by the following expression

Lo (1) (p+2) o1
B

D.3.1 Direct Reconciliation

Now we compute the Holevo bound. Eve’s input state is described by the following

CM
B I
VElEvI = ( I 5

which gives the following Eve’s output CM after the processing
1

w+1

v, = (D.11)

This gives the following total symplectic spectrum
I/? t=1,

1
=TS,
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and total Eve’s von Neumann entropy
1
SE:logQE\/u+luﬁ log2§\/ﬁ. (D.12)

Finally we compute the conditional spectrum from the conditional CM of Eq. (D.11]).
We obtain the CM matrix

1
B B 2
VElE,,‘a = 1 ) (D.13)
1
whose determinant and symplectic spectrum are respectively
B _
det VElE,,‘a =2,

(TP ol = (V2,13
The conditional von Neumann entropy is then very simply given by
SEE"|O¢ = h(ﬁgl),

where the Shannon binary entropic function h(.) already defined in previous sections.
We finally arrive at the following expression for the key-rate, that is given by

R e
RBl(MvT’w) = log, 5\/ :U’+2+h(\/§)v

that is plotted in Fig. as a function of the modulation .

D.3.2 Reverse Reconciliation

We consider the CM composed by the output modes {B,E,E"}, and apply an
heterodyne measurement on mode B. We obtain the following conditional CM

1+p
P X
B _ 2- L
\E s 1
1
We write the determinant of this matrix
Bi  _o_ 3
detVEE"w =2 CY P

that help us in to identify the symplectic spectrum and obtain the conditional von
Neumann entropy. This is given by the following expressions

7P =1,

o foo 3

2 2+
B ~B
SEjE,,|ﬁ=h(u21).

From previous equation, used with Eq. (D.10) and (D.12]), we have the following
key-rate

< et—Hom 1 pw+1)(p+2 3
Ryptert (u)=élog2%+h(w2—m)—h(vu+l),

that describes the reverse reconciliation plotted in Fig.
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Figure D.4: Rate of the canonical form Bi, for the non-switching protocol in RR.
We see that a positive key-rate starts to be achievable increasing the modulation pu.

D.4 Switching protocol

D.4.1 (C(amp) canonical form

We rapidly describe here the steps and some detail of the computation. This case
has been discussed also in the main text. Alice-Bob mutual information is given by
the following expression

IC,switch _ llO T+ (T - 1)“‘)

AB 2 %2 14 (r-Dw
We note that the excess noise has been calculated in eq.(5.13)) and if compared to
the previous non-switching case, the only thing changing here is the conditioning.

So one can focus on computing the conditional von Neumann entropies for both DR
and RR. We briefly illustrate this calculations in the next sections.

Direct Reconciliation

We compute the CCM, by setting u = 1, in one quadrature, of the following CM
build from Eve’s outputs modes {E, E"}

Tw+(T-1) VT(w?-1)
yCswitch _ [Tw+(T - 1)u] —/T(w?-1)
EE"|a (@ 1) w

From here we can compute the determinant and the conditional symplectic spectrum,
obtaining respectively

det V%’gﬁffh =[r+(r-Dw][7+ (7 - 1wpu] it (7 - Dw[r+ (1 - 1)w]y,

A= \[A2-4det Vi, | A-\[A2-ddetV,,

{—C,switch —C,switch} _
V1 Vo = 5 ) 5 ;
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where A =det A + det B —2det C is in this case given by the following relation
A=(rw+T-1D)(tw+ (7 -1D)p) +w? - 27(w? - 1),

and where the matrices A, B, C define the usual blocks form of a general CM V¢

EE"|o
A C
v_(CT B).

The asymptotic spectrum is given taking the limit of large p, and it is easy to verify
that we obtain

;faswitch7vg,switch} Nﬁl {\/W[T + (7_ - 1)"‘}] 7 \/(7_ _ 1)(7_ 1+ Tw),u} ]

T-1+7TW

From these expression we can compute the conditional von Neumann entropy that
is given by

. . 1 2
SGat < b 4 Do, (5) (oD@ -1erwlp (D4)

and the key rate, that using previous equation can be written as follows

T(r-1+7Ww)

R»,switch -h —C,switchy h 1
(¢ (/L?va) (Vl ) (w)+ 082 (7’—1)[7’4—(7’—1)&)]

(D.15)

Reverse Reconciliation

The conditional CM, determinant and spectrum are now given by the following
expressions

wp VT(w?-1)p
(T-1)w+Tp Tu+(r-1)w
yCswitch _ T(w+p) —p —/T(w?-1)
EEMG VT Du THTwp-l ’
Tut+(T-1)w (T-1Dw+Tp

-/T(w?-1) W
switch _ M[T + (1 - 1)w,u] ”ifl (7-1Dwp
E"|6 (T-Dw+Tu T ’

D«C,switch D«C,switch} -1 H[T + (T - 1)("):“’] l“iil 1 (T - 1)WN
! 2 ’ (t-Dw+Tp Y T )

The conditional von Neumann entropy is

C,switch u>>1 e T-1Dwp
St n(wf) " logy £y [T,

and the security rate

C,
det VE

T+ (1-1)w

Rq,switch
¢ T+(tT-1Dw

(1, 7,w) = logy +h(1) + h(D5 ) - h(vf ) = h(v5),

w

T-1)(7+(1-1w)’

pu>>1 1
> —h(w)+ 510g2 (

The security regions of these both these rates in DR and RR are summarized in Fig.
[5.7] (dashed lines)
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D.4.2 D canonical form

Alice-Bob mutual information is given by the expression

ID,switch -1 (1 - T)w —TK u>_il -TU

2 (A -7)w-r1 log, A-Pw-7 (D.16)

as already described in the main text. Eve’s total CM,, is easy to be computed and
is given by the matrix

D,switch _ [(1 - 7_),“ - TW]I - —T(w2 - 1)1
Ve - ( —/-T(w?-1)I wl )’

giving the following spectrum, that asymptotically (u >> 1) gives

psuiteh _ (L=T) (@ +p) + /(1 =7)*(p+w)* —4d[wp(1-7) = 7] o1

1 5 (1-7)u,
V2'D,swz'tch _ (1 - T)(w + /‘L) - \/(1 - T)Z(M + ("))2 - 4[‘*}#(1 - T) - 7'] ,u>_§1 w
2 )

The total von Neumann entropy is then
e
£ = h(w) +logy 7 (1 =),
Direct Reconciliation
Conditioning with respect Alice’s state preparation, we get the following CCM
1-7)-Tw -/-7(w?-1)
o [(1- - rwlp )
E|Alice _ —T(w2 _ 1) W
—/-T(w?-1) w

with determinant and conditional spectrum given by

det V2switch _ 10 _ (1 - Mw][r = (1 - 7)wp] ot (1-7)[(1-7)w-T]wp

E)|Alice
(PP N M7\/(1—7)[1—T(W+1)]u}-

1-7(w+1)
From previous equation we can compute the conditional von Neumann entropy

SPswiteh (7P + (7))

E|Alice
>> w —T)W—-T 2
gy \' [1(:(3”)] -1og2( ) (1=7)[1-7(w+1)u

The rate is given by

X w1 [ [w[(1=m)w-7] 1 r(1-7(w+1))
B susten = 1 \}m ) Sl (e -

As we have seen in the main text this communication channel is always insecure.
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Reverse Reconciliation

We give now some more detail of the computation for the reverse reconciliation. We
need the CCM, that is given by the following matrix

_ (1-27)2wp (1-27)/-7(w2-1)p
Tu—(1-7)w Tu—(1-7)w
VD,switch _ m—= T(w + M) - _T(w2 - 1)
BB (1-27)/-7 (w2~ (1-27)%wp
Tu—(1-7)w Tu—(1-7)w
—/-T(w?-1) w

This has the following determinant

det yDswiten _ (1= 27)*(7 = (L= D)wpp p>1_(1-27)*(1 - m)wp
E|B Tu—-(1-7)w T

from which we can extract the symplectic spectrum

{Vl 77/2 }switch :{ 1 2T )\} (T (1 17-):_);:3 },u>_:1 {17(1 _27_)1 / (1__7;)‘*}#}'

The conditional von Neumann entropy and the secret key rate are

1-7)wp
SD switch N>>1 1-927 (
Bl (=2 ———

<, switch u>>1 1 (1 _ 27_)2w
R ) "= G logs (i Srg— o )

D.4.3 A, canonical form

The symplectic form corresponding to this canonical form is given by eq.(D.2)), and
Alice-Bob state are described by the following CM

[ Vi?-1

A 2.1
VA123: 2 H
W+
w

from which we can compute the following Alice-Bob mutual information

von 1
Iy = S logy wi : (D.17)

Now, Eve’s CM is the same as in Eq. (D.5)) and then symplectic eigenvalues of Eqgs.
(D.6D.7). The total von Neumann entropy is of course the same for all protocols

S,E42,switch _ h(l/ 2) + h( 2) _> h(w) +log2 2/%
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Direct Reconciliation

The CCM changes depending on the measurements, i.e., the conditioning. There
are two conditioning, depending on the quadrature measured by Bob, ¢ or p

1
Vgg,switch((j) _ w+u w? -1
|ox w
w?-1 w
1
Vgg,switch(ﬁ) _ w+1 w?-1
lox w
w? -1 w

The first gives the following determinant and conditional spectrum

Ay, switch(q
det Ve ™ = w1+ wp),

w+w? +p—Jwlw(l+w)?-4] - 2wp(w - 1) + p

\ 2 |

w+w? +p+Jwlw(l+w)?-4] - 2wp(w - 1) + p

\ 2

while from phase measurements (ngjwmh(p )) we have

— itch(q
a switeh(@) _

—_Ag,switch(q)
V2 =

det V.A2 ,switch(p)

Elo =w(l+w)py,
Ao switch(p) _ y | ¢ +w(w+p) - \/w4 +2wp(w-2)(w+1) + (1 +w)2pu?
1 =

2 )

A switch(p) _ \ wtw(w+p)+ \/w4 +2wp(w-2)(w+1)+ (1 +w)2pu?
2 = )
2

From here, taking the average of the two possible von Neumann entropies form the

basis measured, we arrive at the final expression for the conditional von Neumann
entropy

Ag,switch(§) 5 r—A2,switch(§) _Aa,switch(q)
SE|a = h[7] ]+ h[7; ]
Ag,switch(p) _ 1 r—Az,switch(p) _Ag,switch(p)
SE|a = h[7] ]+ A7 ]

Az, Ag,switch(q) + S.Ag,switch(ﬁ)
S.Az,switch _ "Ela Elo
Ela -
2

The secret-key rate is given by

>, switch _ pA2,switch Ag,switch Aa,switch
Ry, (m,w) = I3 +5 -Sg

Ela ’
prt VW) hw) 1y 1 (D.18)
2 2 4 P+t '

that provide a key-rate that is always negative.
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Reverse Reconciliation

We have the following conditional CMs

wp _Vw?-1p
Wt Wt
A switeh(d) _ W+ w? -1
E|p h _ Vw?-1p 1+wp ’
Wt Wt
w? -1 w
1
Az, switch(p) 1%
\as -
E|B w ’
1
w

with determinant and conditional spectrum given by the following expressions

det V.Ag,switch((j) _ M(l + wu) Hﬁl
Elp Wt

L N [(1
{ng,swztch(q)7f172/427swzt0h(q)} = {1’ M%O:”L)} /‘>_fl {1, A /,uw}.

From these we have the conditional von Neumann entropy for measurements on ¢

Ag,switch(§) _ M(l +U.),U,) u>>1
Sy eh(a ‘h[\/—ww 3 W),

and for measurements on p we have the following spectrum

Wi,

Ag,switch(p) 2
det VEIB =pu°,

{D,Iélg,switch(ﬁ) : D«;\Q,Swimh(ﬁ)} _ {17 ,u} ,

providing the von Neumann entropy conditioned to the measurement performed by

Bob ) o)
switch(p
SE|2ﬂS7.UZ ch(p — h('LL)
We can then compute the average von Neumann entropy, considering a switching
between the two possible bases measured

Az, switch(§) n SAQ,switch(ﬁ)
S.Ag,switch _ E|B E|p
E|B 9 ’

from which one arrives at the following formula for the secret-key rate in reverse
reconciliation

< _ 1 1% Aa,switch Aa,switch
RAZ('LL’W)_§IOg2m+SE|ﬁ _SE . (Dlg)
The previous key-rates and that one for the DR, given by Eq. (D.18]), are represented
in Fig. One can see that in DR the parties cannot prepare a secret key (left
panel), while for the RR (right panel), increasing the modulation y, it appears to
be possible to prepare a secret-key also for increasing thermal noise w.
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Figure D.5: This figure describes the thresholds for the one-way switching protocol
with the canonical forms As. The left panel describes the behavior of the DR key
rate of Eq. (D.18). Teh right panel gives the RR thresholds as from the key-rate of

Eq. (D.19)

D.4.4 B canonical form

Let us consider Alice’s, Bob’s and Eve’s modes ordered as {A, B, E, E"'}. The total
Alice-Bob-Eve joint state is described by a CM that, after the evolution through the
quantum channel described by the canonical form Bj, is given by an 8 x 8 matrix
that we can write as

; Vg C
Vigriteh < ( P (D.20)
! C \
where
0 Vit -1
. _ 2_1
VBl,swztch _ 1% 1% : D.21
AB 2 -1 w+1 ( )
—/pr-1 I
— 2_1
C- H
1
1
and the block describing Eve’s output is given by the following matrix
1
By ,switch _ 1+p
Vi = ) : (D.22)

1

From Eq. (D.21) we can compute Alice-Bob’s mutual information considering the
average between final measurements performed on the two possible basis. We have

Iswitch _ 110g2 /'L(/J + 1) ;Liil 110

o]
—_. D.23
AB 4 5 9 g2 /2 ( )
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Direct Reconciliation

To proceed with the analysis we can choose to use both the Alice-Bob CM or that
relative to Eve. Let us consider VilB’SWtCh of Eq. 1) It is easy to verify that
this provides the following total symplectic spectrum

B

vt =1,

B pu>>1

vyt =1+ p = /L,

from which we can obtain the total von Neumann entropy

e pu>>1 e
Sp = log, SVHT 1"~ logy 5\//7

To compute the conditional CM, starting from Eq. (D.21]) we can apply an hetero-
dyne detection on Alice mode A, and obtain the following conditional symplectic

eigenvalue
- jtch
VlBl,swzc _ \/57

from which it is straightforward to obtain the conditional von Neumann entropy

Bi1,switch _ —B1,switch
SE\a = h(7] )

)

The security rate (always >0)

1 1 i
R;j’l _ 5 log2 M(N;‘ ) + h(g?l,swztch) _ h(\/m) (D.24)

This rate is always positive, and is plotted in right panel of Fig.

Reverse Reconciliation

The conditional CM, determinant and spectrum are now

K
1+p
B1(q) _ L+p
VEiBob = 1 ’
1
Bi(q) _
det VETBob =
fllel(Q) — 17
B
1/2 l(q) — \/'L_L.
The conditional von Neumann entropy is
Bi(q) _
Spiey = MV,
and the security rate (not always positive)
‘ > Lo p(p+l
Ry (1.9) = Ry (n.0) = Hog D m - n(yiTom, (02s)

has a threshold given in fig|D.6]
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Figure D.6: The left panel of this figure represent the positive key-rate, in direct
reconciliation, described by Eq. . The right panel describe the RR key-rate
of Eq. , for the canonical form B;. Both are plotted as function of the
modulation y. In the asymptotic limit both key rate are positive.

D.5 Hom - Het protocol

We provide now the details of the computation for the first of the two protocols based
on squeezed state. We assume that Alice prepare send squeezed states through the
quantum channel and Bob performs the decoding by heterodyne detection.

D.5.1 C(amp) canonical form

We start with the C(amp) canonical form, and we choose to study this canonical
form using Eve’s CM. We will provide only the main results.

Mutual Information

Iigom_HetleOg (T-Dw+Tp+1 :“‘211 og TH :
2 1+(t-1w 2 "1l+(t-1w

The excess noise has been already defined in eq.([5.13]).

Direct Reconciliation

Eve’s total symplectic spectrum is given by the Eq. and from which we
can compute the total von Neumann entropy of Eq. (5.17). We then compute the
conditional CM, completing Eve’s CM with Alice mode A and applying a homodyne
detection on this mode. After some algebra we obtain the following CM

-1
TaTep ;m“ VT(w?-1)
/G Hom=Het _ (t-1)+71w —/T(w?-1)
< =

T(w?-1) w
-/7(w?-1) w
that has two symplectic eigenvalues that can be written as follows
T-Dw+Tul[t+(r-1w >>1
{ﬁ,g}Het_Hm:{l,\/[< Jors Tallr + (7 =1) M]}u_) T,

w
(D.26)
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Figure D.7: Security thresholds of the Canonical form C(amp), compared with the
C(loss) form, for the Hom — Het protocol in DR (blue) and RR (red).

The conditional von Neumann entropy is then

etetton _ ) ( \/ur “Dw+ m]u[r +(7- l)wu]) 23 og S/~ Dy
(D.27)

And the security rate is given by

REHM=HE () o w;f;;?;j L, ( \/ [(T-Dw+ W]M[T + (7~ Dwn] )
(D.28)
() ~h(vs),
22 h(w) + g T (D.29)
20 (r= D1+ (7 - Dw]
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Reverse Reconciliation

The conditional CM, determinant and spectrum are now

Wit py/T(w?-1)
(T-1)w+Tp T+ (T-1)w
VC,lgom—Het _ (7__1)/'L+7_w _\/7-((‘}2_1)
E uy/T(w2-1) Twp+r-1 ’
Tu+(T-1)w Tp+(r-1)w

detVC,Hom—Het _ M(T + (T - 1)WM M>_il (7' - 1)wu

ElB (T -Dw+Tp T
~C,Hom—Het _
vy =1,

f]jC,Homeet _ U(T + (T - 1)W,U /L>_§1 (T - l)w,u
2 (T-Dw+7p V T '

The conditional von Neumann entropy is

_ _ [(T-1
Sg,‘lﬁiom Het _ h(UQC,Hom Het) _ h( (T T)“‘):U’)7

and the security rate

)

R< ,JHom—-Het

. (rw) = log LT (T Dw y Are(T o)y 00y, 0,09,

l+7+ (- 1w T

(r-D[1+(7-1)w]

1 1
"z ~h(w) + 5 log

Fig.(D.7)) shows a summary of the behavior of the security thresholds.

D.5.2 D canonical form
Mutual Information
ID,Homeet _ 11 (1 - T)w -Ti+1 H>_:1 1 —TH

og———.
AB 2 (1-T)w+1 2t 1-rw+1
The excess noise is given by the same relation of eq.(5.30))

Direct Reconciliation

Conditioning with respect Alice’s state preparation, we get the following conditional
CM

_T—H% —/-m(w?-1)
v D:Hom-Het _ u(l-—7)—7Tw —/-T(w?-1)
Ela -/-T(w?-1) w
—/-7(w?-1) w

Note that this CM is the same as that for the case C'(amp). The only change is in
the sign of the parameter 7 and the conditional spectrum is

R e el S (N e
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giving the following conditional von Neumann entropy

Spalom et < n@P) + h(#7) "5 log £/ (7 = Drwp.

The rate is given by

- 1, A-7)w-7u+1
R»,Hom Het T, -1
D (1, 7,w) o8 (1-7T)w+1

2

1
#l —h(w) + 5 log

+h(WD) + h(V5) = h(v]) - h(v3),

7'2w

1-D[1+(1-7)w]’

That is the same of eq.(D.28|) but now with negative values of the parameter 7, and
with the excess noise given by eq.(5.30) The protocol is always insecure.
Reverse Reconciliation

For the reverse reconciliation we proceed as in previous sections and compute the
conditional CM, that is given by the following mathematical expression

o /)
w-T(w+p) w-T(w+p)
VD,Hom—Het _ /‘L_T(w_’_/"') - _T(wz _1)
E|B | op/r(w2-1) 1-7(1+wp)
w—T(w+p) w—T(w+p)
—/-T(w?-1) w

This has symplectic spectrum

{D/P’D’%)}Hom—Het = {\) M[il__Tzzjwf/;)T] s 1} ,uiil {\ / m, 1},

and conditional von Neumann entropy and the secret key rate

_ _ 1 e [(t-1)w
Sg[goim Het _ h(»fle7Hom Het) Nii 10g§ ( 7_) :u’

1-Tw-71p+1

<« Hom—He 1 ~ om-He
R 4y, 7.0) = log S + @Dty Py~ (W),
et —-h(w) +log u

(L-m)[L+(L-7)w]

Plotting the key-rates in both DR and RR we find that they are always negative.
Again the canonical form D behaves as a denial-of-service channel.

D.6 Hom? protocol

In this protocol Alice prepares squeezed states and Bob performs homodyne mea-
surements on the incoming signals.
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D.6.1 (C(amp) canonical form

The joint Alice-Bob state is described by eq. from which we compute Alice-
Bob’s mutual information,

1, 7pu+(t-1Dw p>11 T
[HOM? _ 2 1o TRERT = )@ i3t 2 e TH D.30
AB TR T TG T 2% o Dw (D-30)

From previous equation we can calculate the expression of the excess noise (note
that this expression holds also for the case of finite )
T-1+NT

T-1

The properties of the total CM are given by eqs([D.945.13)) .We arrive to the following
expression for the total von Neumann entropy

w =

u>>

ST (o) () "5 h(w) +log £~ 1

D.6.2 Direct Reconciliation

The CCM describing Eve’s outputs is given by

T-1+Tp
c ,Hom? # T(w?-1)Z
vk on” (r-1)p+1w (D.31)
VT(w?-1)Z wl
The determinant is
c Hom? [T+ (7= 1Dwp][(7 - 1w +7p] u>>1
det VE‘(me) o= = (- 1Drwp, (D.32)

7

The total symplectic eigenvalues (exact and asymptotic expressions) are given by

;ﬁl(éxamp),HomQ -1 M>_:1 1, (D.33)
am om -1 -1

These provide the following total Eve’s von Neumann entropies

am om? + -1 -1 + >>1
sgm =h(\/“ (=Dl =1} w])u log £/~ Do

w
(D.35)

The security rate is then

Régfnﬁg(w,w) = %log —TM(J; (_Tl_)i)w +h (\/[T (7= 1)wu]l£(7 — w7yl ) -
h(vf) +h(vs), (D.36)
2
#21 _h(w) + %log m (D37)
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Reverse Reconciliation

The conditional CM, determinant and spectrum are now

Wi T(w2-1)p
(T-Dw+Tp (T-1)w+Tp
v Clamp) _ (r-Dp+71w T(w?2-1)
E|Bob T(w2-1)u T-lrwp ’
(T-Dw+Tp (T—Dw+Tp
T(w?-1) w
det vC@mp) _ [T+ (= Dwulp po>1 wp(r - 1)
E|Bob (T-1Dw+Tu T ’
Df(amp) -1,

SCtamp) _ | [T+ (= Dowplp w>1 Jop(r - 1)
2 (T-Dw+7p T '

The conditional von Neumann entropy is,

Clamp) _ p =Clamp)y _ | | [T+ (- Dwplp | w1, e Jop(r—1)
SEIBob (7, ) \J (r=Dw+rp 085 . ,

and the security rate

. 1
Rc(amp) (,LL, 7—7 CU) = 5 ]'Og

. \}[T(:fﬂ;i)ﬁj“ - hO) + ),

1

In Fig. summarizes the behavior of the security thresholds for the Hom? proto-
col, for an attack performed by an amplifier described by the canonical form C(amp),

1
w2t -h(w) + 3 log

D.6.3 D canonical form

After the processing of D channel Alice and Bob’s joint state CM is given by the
following expression

D ul V- p? - 11
Vg = :
V-Vt =11 [—-rp+(1 - 7)w]I

The mutual information is the following
T+ (1=7T)w p>>11 T
— 5 —log——.

(1-7)w 2 T(1-71)w
The relation between Eve’s thermal noise and channel’s excess noise N, obtained
from previous expression, is given by

1-7-N71
w=———————

1
Bp==-1
AB 2og

1-71
The total Eve’s CM, determinant and spectrum are the same of previous cases,
giving the following total von Neumann entropy

Sp = () + h() "= h(w) +log S (1 =T

173



1.0———
0.8+
0.6+

0.4 /

r
0.2+

0.0l

Figure D.8: Protocol Hom? with canonical form C(amp): DR (blue) and RR (red).

Direct Reconciliation

Conditioning with respect Alice’s state preparation, we get the following CCM

1-T-Twp
D, Hom? H —/-7T(w?-1)I
ElAlice = p=7(w+p)
—/-T(w?-1)I wl

with determinant and conditional spectrum
D,Hom? _ [(T - 1w +tu][ 7= (1-71)w] w21
de t‘7E|Alzce - (T 1)76‘)#’
_D,H _D H
{7] om? om? > {1,\/(7 - l)Tw }.
giving the following expression for the conditional von Neumann entropy

D,Hom? pu>>1 e
SE‘,AI?CTZ - h( (1~ l)nuu) - log 5(7 - Drwp.

The rate is given by

» Hom?2 1 T+ (1-7)w
R (1, 0) = Hog T ST (/) <)+ h (o),

(1-7)w
2
u>>1 T
—h(w) + =lo
> ~h(w) +log e
The protocol is always insecure,
Reverse Reconciliation
the CCM is,
___wp _V/T(wi-Dp
w(1-7)-Tp " Dwrrti
D Hom? _ p(l-7)-7w /-2 -1)
E|Bob -7 (w2-1)p —1+7+TwH ’
T Dwrtp (T-Dw+rp

D G



which provides the following conditional determinant,

qot v Hom? _ M7+ (T = Dol po>1 (7 - Dwp
E|Bob (t-Dw+7p T

and symplectic spectrum,

{,Vle,HomQjQD,Hom?} _ {1’\J M[(TTJ:(lT); Jlr);d:]} H>>1 {, /(T —:)wﬂ}‘

The conditional von Neumann entropy and the secret key rate are,

s\ (V)

« Hom 1~ (1= | -1
R (1) = Drog TETUITI Ly \J“[”(T SN hwP) + hod).

(1-7)w (T-Dw+Tu
pu>>1 1 1
— —h(w) + 5 lOg m
The protocol is always insecure.
D.7 Summary: asymptotic thresholds for

C(loss),C(amp), and D.

In all protocols for the relevant cases, represented by the canonical forms
C(loss),C(amp), and D . In the following lines we rewrite the expressions of the
asymptotic thresholds in a compact form and, as we have already assumed through-
out this dissertation, with symbol » we indicate the direct reconciliation, while «,
denotes reverse reconciliation.

D.7.1 Non-switching protocol

We can compress the previous secret key rates’ expressions for C(amp),C(loss),D
in the following forms

N
=iy T > 0

R { h[w|1—T|+T]—h(w)+log%
h

C&D = ;
[w(l+7)+7]-h(w)+log 2 Ao T <0
w(l-7)+1 9 i
Riep = {h U - ] —h(w) +1og = aymrea=e T > 0
w(l+7)+1 9 .
h H +T * ] —h(w) +log = )] T < 0

D.7.2 Switching protocol

wlT+(|1-7))w T(|1-T|+7w
| h(\ /%)_h(wmgw,wo
Rég%ztch _ {
h ( w[(1+7)w+T]

T+7(w+1) +7)((1+7)w+T)?

) - h(w) + %log —(IT(HT(“’H)) 7<0

1 w
—h(W) + §10gm,7' >0

(1+27)2%w

R<,switch _ {
C&D -
—h(CU) + %10g W,T <0
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D.7.3 Hom - Het protocol

» . Hom—Het
RC&D

2w
{—h(w)+%logm,7>0
—h(W)"‘%lOg(l_T)[ﬁ_w,T<o

1
RuHomeet _ { _h(w) *t3 log \1*7\[1f|1*7'|"-’]77_ >0

C&D 1 w
—h(W) + Elog m,T <0

D.7.4 Hom? protocol

2
Hom?» {—h(w) + %log HZ_TIZ’T >0

c&p —h(w)+%logﬁ,7<0

Hom?,»

-h(w) + %log ﬁ,T >0
C&D ={

—h(w) + %log 0_+)Q,T <0
D.8 Summary: A, and B; protocols

In this summary we provide a summary of the key-rate computed for all possible
implementation of the one-way communication, for the remaining classes Ay and Bj.
In particular here one can find the asymptotic analytical expressions of the key-rate
computed for the protocol based on squeezed state preparation that, for brevity have
not been included in this Appendix.

D.8.1 Non-switching protocol

R 1 pt+w+1
R, = 5 logy ————— + h[\/w(1 +w)] - h(1{) - h(15®),

+
2 w+1l+1

R, =log, gx/u+2+ h(V2),

Ll ptw+l p(L+ p+ wp) A A
= Slog, BT L p | ST ETER (A (e

Ra, =5 loe mmmy ™ l l+w+p (17) = (™),
<1 (p+1)(p+2) 3

R, = ylogy 5 ——+h{\[2- 5 ~h(\/u+ 1),

D.8.2 Switching protocol

1 , .
R;lz _ = 10g2 I " S.Ag,swztch _ S./Eﬁlg,swztch’

2 w+l Ele
1 1 1
R, = 518 M(M; ) +h( 1Jrﬁ)_h(\//wl),
“ K As,switch _ o Ag,switch
Ry, = logy —— + SE%S“’”C — Gt
< o p(p+1)
Rp, = 5 logy =——= +h(\/) ~h(\/1+p).
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D.8.3 Hom - Het protocol

2 +
R, =log, - d 5 N, (asymptotically always < 0)
e\ pPw

L 2u2(u+1) +h<v1+%) (/T +p)
2

Rp, 1108 2il 5 , (asymptotically always > 0)
1
Ry, = 5 log, wrE_ h(w), (asymptotically always < 0)
1L pP(pt1)
Ry = 1 log, o 1 " h(\/1) = h(y/1 + p) (asymptotically always > 0).
1

D.8.4 Hom? protocol

1
R, = 1 logy pre., h(w) - h(Vle’Homz) - h(V;\Q’HomQ), always <0

w
Rp = always >0,

) prw+l 1 p(1+wp) A A
RA2 = 510g2 m + § !h[ W + h(ﬂ) - h(Vl 2) - h(l/2 2), always <0
Rg, = always >0,
where Vf}é’HomQ are the symplectic eigenvalues of the total CM whose mathematical

expression is

Ag,Hom? \J w2 + P2 + wp £ Jwt + 2w (w? - 2)p — w2 + 2wpd + it
1,2 = .
’ 2

For the canonical form B; we have a divergent expression of Alice-Bob mutual in-
formation, for u — oo, so we have that the protocol is always asymptotically secure.
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Appendix E

Symmetric MDI quantum
cryptography: experimental
imperfections

In this appendix we analyze the role of experimental imperfections computing the
key-rates and the security thresholds in the presence of Bell detectors with non-ideal
quantum efficiencies. We also study finite-size effects connected with finite Gaussian
modulations [I1], and the role played by the non-ideal efficiency of the classical
reconciliation codes [13]. We show that, also in the presence of realistic experimental
limitations, the optimal eavesdropping is given by the two-mode coherent “negative-
EPR attack”.

E.1 Post-relay covariance matrix for non-ideal Bell de-
tectors

We generalize Eq. to include detectors’ efficiencies by placing two beam splitters
with transmissivities 7 and 7, as illustrated in Fig. To preserve the purity of
the global (Alice-Bob-Eve) state, the non-detected signals are sent to Eve’s quantum
memory (this is the assumption to make in the worst-case scenario, since the relay
is untrusted and Eve can control the loss of the detectors).

We follow the general approach given in Ref. [7I]. We write the total CM in the

block form
[ Vu C
v-(%9) e
where the block
( By D
B-(DT BZ), (£2)

describes the modes sent to the relay, A" and B’. These are processed by the balanced
beam splitter and then measured. In our case it is easy to verify [71] that the blocks
B;1,B; and D take the following expressions

B =By=[rpu+(1-7)w]l, (E.3)
D=(1-1)G, (E.4)

where I =diag(1,1) and G =diag(g, g").
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Bell relay

Figure E.1: Untrusted relay with inefficient detectors. Two additional beam split-
ters, with transmissivities (n,7’) are placed in front of the ideal detectors. One
output from each beam splitter is sent to the detectors for measurements. The
other outputs are sent to Eve’s quantum memory.

In Eq. the sub-matrix V, describes the joint quantum state of remote
modes a and b, while the block C = (C;C3) is a rectangular matrix accounting for
the correlations between the remote modes and the transmitted ones, i.e., A" and
B’. In particular, we compute

C, =( 7'(:“(2)— 1)Z ), C2=( T(Mg— 0 ) (E.5)

Applying Eq. (74) from Ref. [T1] to Eq. (E.1), we obtain Alice and Bob’s CM
conditioned to the relay Bell measurement. This is given by

1 T / T
_— Ci (X;v(n,n)X,)Cj, (E.6)
2det7(n,n’)i,;,z ( )€

x1:(1 1),x2:(_1 1). (E.7)

Here the quantum efficiencies of the detectors, simulated by the beam splitter trans-
missivities n and 7', are contained in the symmetric matrix

nof ) s
sl =), ©9

Vabh/ =V —

where

In the case of a Bell detection the matrix v(n,n") can explicitly be computed,
according to Eqgs. (54-59) of Ref. [T1]. In particular, its entries take the form

1-n

Y1(n) =m +

!/

Y2(n') = y2 + ,77 7
n
713 =0 (E.9)
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where v1 =7+ (1-7)(w-g) and 2 =7+ (1 -7)(w+¢g’) are easily obtained from
Eq. (E.3) and (E.4)), using the formulas of Ref. [71].

After simple algebra we derive the post-relay covariance matrix inclusive of the
quantum efficiencies

1 1

) 71(1) ) 711(n) L
Vo = pLo 0 (W -1) Y2(n’) Y2(n’)
ably 0 ul 5 ol 1
H 71 () ) 71 () L
y2(n") v2(n')
This can be rewritten in the form
1 1
, Tu+A(n) ) Tu+A(n)
I 0 T -1 TN NG
Vabh:(% 1)‘%X T V)
H Tut+A(n) ) Tu+A(n) .
(E.10)
where .
M) = (w-g)(1-7) + 51
(E.11)

NnY)=(w+g)(1-7)+ 1;,7]/ .
Note that Eq. (E.10) could have been computed directly from Eq. (9.5) by applying

the transformations |I|
A=), N = XN(). (E.12)

E.1.1 Asymptotic generalized key-rate

From the previous CM we can write the sub-matrix describing Bob’s mode

b g
Vi, = RO E (E.13)
2[Tu+N (1')]

Then, by applying Eq. (9.10) to the generalized CM of Eq. (E.10]), we derive the
doubly-conditional CM of Bob, conditioned to both relay’s and Alice’s detections,
ie.,
_ T
Vbha(nv"?/) = [7(pr1)+23(m)] r(u2-1) . (E.14)
N G|

We can now derive the symplectic spectra of the CMs of Eq. (E.10) and (E.14]).
We find simple analytical expressions in the limit of large modulation. For V g, we
have the symplectic eigenvalues v1(n) and v2(n"), while for Vy,, we have v(n,7").

=

Note that, in the presence of a pure-loss attack (w=1and g =g =0), the non-unit quantum
efficiencies of the detectors can be included in the loss of the channels. For simplicity, for n =7" we

can write
T ™

T+ A(n) B T +1-1n
which is equivalent to consider 77 in the CM of Eq. (9.5).
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These eigenvalues can be obtained by applying the transformations of Eq. (E.12) to
the Egs. (9.7) and (9.12)).

Using these spectra, we can compute the corresponding total and conditional von
Neumann entropies and therefore the Holevo bound. In the limit of large modulation,
Eve’s Holevo information becomes

VAN, [ VIT 22l +2) (7)]

4r T

L (o) = Lo ] (E.15)

which extends Eq. (9.13) to arbitrary efficiencies n and 7n'.
Similarly, we can extend the formula for Alice and Bob’s mutual information,
which here becomes

T
VT X+ X ()]

for large modulation. Combining the previous results, we derive the asymptotic
key-rate in the presence of detector inefficiencies

7 ]+h[\/[7+2A(n)][r+2k’(n’)]]
2\ /NN ()7 + Al + N ()] T ’

which clearly extends the formula given in Eq. (9.15).

Ligpy (n.n") = logy . (E.16)

Rsym =logy [
(E.17)

E.1.2 Role of the imperfections on key-rate, security thresholds
and achievable distances

In this section we study in detail the combined role of the various experimental
limitations and imperfections, confirming the main findings presented in the main
body of this paper. We compute the key-rate and the security thresholds considering
not only the realistic quantum efficiency of the detectors, but also the use of a finite
Gaussian modulation and the non-ideal reconciliation efficiency provided by realistic
codes for error correction and privacy amplification.

Secret key rate

In order to extract a secret key, the honest parties must process their correlated
data in stages of perform error correction and privacy amplification. This data
processing is today implemented with a limited efficiency 8 < 1, for instance (§ =~
0.95+0.97 [13, [45]. To include this limitation, we have to multiply Alice and Bob’s
mutual information by 3, and consider the realistic key-rate [11]

R(ﬂ7u77—7wag7g,7n7n,) :/BIAB|7_IE|77 (E18)

where I 5, and Ig), are now computed considering finite modulation u besides non-
ideal detector efficiencies 7 and 1’ (clearly these quantities must tend to Egs.
and in the limit of large modulation).

In general, the mutual information can be computed from the formula I,p), =
%logQ Y, where ¥ is defined in Ref. [I7]. Eve’s Holevo information can be computed
using the formula of the von Neumann entropy S = ¥ h(x), with h(x) defined in
Eq. and applied to the numerical symplectic eigenvalues of the CMs given in
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Figure E.2: The key-rate R (bits) is plotted versus thermal noise w for y = 10 (SNU)
(top-panel) and p = 70 (bottom-panel). Other parameters are 7 = 0.9, # = 0.95 and
n=mn"=0.98. We compare two eavesdropping strategies: The collective one-mode
entangling cloner attack g’ = g = 0 (dotted black line) and the two-mode “negative
EPR” attack g = —¢ = —Vw? —1 (continuous black line). We see that the key-
rate of the two-mode attack is always lower than that of the one-mode attack. For
comparison, we have also plotted the performances in the case of ideal reconciliation
(8 = 1), ideal detectors (n = n’ = 1) and large modulation (p > 1). These ideal
performances are represented by the red curves, dotted for the one-mode attack and
continuous for the two-mode attack.

Egs. (E.10) and (E.14). In Fig. we plot the key-rate of Eq. (E.18) as a function

of the thermal noise w for two values of the Gaussian modulation p = 10 (top) and
p =70 (bottom) vacuum shot noise unit (SNU), and choosing 7 = 0.9, n =’ = 0.98
and 3 = 0.95. We see that the key-rate of a negative EPR attack is clearly lower
than that of a collective one-mode attack. This behavior is generic by varying the
previous parameters.

Security thresholds and achievable distances

Here we study the impact of the experimental limitations on the security thresh-
olds, comparing the two-mode optimal attack with one-mode collective attack. The
security threshold is obtained by solving the equation

R(@M,TM,Q,Q',?%U,) =0. (Elg)

In this equation, we fix the values of the Gaussian modulation (x = 10 or 70), the
reconciliation efficiency (3 = 0.95), and the quantum efficiencies n =7’ = 0.98. Then,
for each attack, we can write the security threshold as w = w(7). The comparison
is provided in Fig. [E.3] where we see that the threshold of the optimal two-mode
attack is always lower than the threshold of the one-mode collective attack.
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Figure E.3: We plot the security threshold w = w(7) for u = 10 (top panel) and
p = 70 (bottom panel). Other parameters are 3 = 0.95 and n = 7’ = 0.98. We
compare the two-mode negative EPR attack (continuous black lines) and the one-
mode entangling cloner attack (dotted black lines). Red curves refer to the ideal
case B=n=n"=1and pu> 1.

The previous analysis can be performed by expressing the transmissivity in term
of distances. In fact, we may consider 7 = 10_%251, where d is the distance in km,
assuming the standard loss rate in fibre of 0.2dB/Km. The achievable distances
are shown in Fig. We see that moving from the ideal conditions (red curves,
with 8=n=7n"=1 and g > 1) the performances deteriorate. All others curves are
obtained for realistic reconciliation efficiencies 5 = 0.95, and detectors efficiencies
n=mn"=0.98. The top panel compares the ideal thresholds with the case p = 70
(black), while in the bottom panel we show the degradation of the performances
while increasing the modulation from p =70 (black) to p = 1000 (green).

It is interesting to note the effect of the reconciliation efficiency on the optimal
modulation variance. For values of # < 1, the optimal modulation is not infinite.
In fact, for the realistic value considered here, 5 = 0.95, we have a range of finite
modulations 30 $ p < 70, for which the performances are improved.

Discussion

Here we summarize some important aspects emerged from this further analysis.
First, we have shown that positive key-rates are still achievable over the range of
metropolitan distances in the presence of various experimental limitations. Second,
the negative-EPR attack, already identified to be the optimal attack in the ideal
case (see main text) continues to be the most powerful eavesdropping strategy also
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Figure E.4: This figure shows the security thresholds as w = w(d), where d is the dis-
tance in km, assuming the loss rate of 0.2 dB/Km. As in previous figures we compare
the two-mode negative EPR attack (solid lines) with the one-mode entangling-cloner
attack (dotted lines). In the top panel, the red curves refer to the ideal conditions
B=n=n"=1and u> 1. The black curves refer to the non ideal case 3 = 0.95,
n=mn"=0.98 and u = 70 (SNU). The bottom panel shows the degradation of the
performance as we increase the modulation from g = 70 (black curves) to p = 1000
(green curves), for 3 =0.95, n=n"=0.98.

considering realistic experimental conditions, i.e., finite modulation, non-ideal rec-
onciliation and non-ideal detectors. Third, the degradation of the performances of
the protocol does not come from the finite modulation (e.g., we checked that values
as low as p = 10 are still acceptable) but mainly from the quantum efficiencies of the
detectors, n and 7, and the reconciliation efficiency 3 of the classical codes.
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