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Abstract

The research discipline of model-based system safety assessment, which has emerged in the last
two decades, has attracted a significant amount of interest from academia, industry and
government agencies. However, the discipline remains largely unorganised with various
individual, often conceptually dissimilar, techniques being only categorised and related in an ad
hoc fashion.

This Thesis identifies a coherent family of model-based safety assessment methods — failure logic
modelling — and unifies existing techniques through a single well-defined Metamodel. This
Failure Logic Metamodel (FLMM) identifies the key safety engineering concepts captured by
failure logic modelling techniques, together with their inter-relationships. Whilst maintaining
independence from any individual technique, notation or specification language, the abstract
Metamodel has been shown to be instantiable in a third party-specification language (AltaRica
Dataflow).

The Thesis demonstrates that existing failure logic modelling techniques cannot, without
modification, adequately address key pragmatic challenges posed by extant characteristics of
modern large-scale and complex safety-critical systems. To address such challenges two key
contributions are made through extensions to the metamodel. Firstly, these extensions enable the
modelling of reconfigurable systems (including those employing fault accommodation). Secondly,
they enable the composition of independently defined models in a variety of settings, such as the
composition of models of the same system defined from different viewpoints and composition of
models of different systems with un-harmonised interfaces. In addition to these contributions, the
general metamodel-based approach adopted by the thesis and proposed has helped identify some
significant ‘emergent’ characteristics and limitations of failure logic modelling that, to date, have

not been reported.

The overal contributions of the Thesis have been evaluated through case studies, peer reviews

and direct metamodelling experiments. The findings of these evaluations are presented.
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Chapter 1: Introduction

1.1 Foreword: The Evolution of Safety Analysis Methods

Having emerged in the 1940s as a ‘grass roots’ movement, System Safety Engineering evolved
into an organised engineering discipline by the 1960s [151]. System safety assessment has been
identified as one of the key aspects of the safety engineering discipline. System safety assessment
is concerned with understanding how unsafe conditions (hazards) may arise as a result of

interactions between system components (including in the presence of failures).

1.1.1 Traditional Safety Assessment Methods

One of the first system safety assessment methods to emerge was Failure Modes Effects and
Criticality Analysis (FMECA). Still widely used today, it was originally specified in November
1949 in US Military Procedure MIL-P-1629 (later superseded by MIL-STD-1629 [152]). The
declared purpose of FMECA is“to study the results or effects of item failure on system operation”
and rank the identified groups of failures (failure modes) “according to the combined influence of
severity classification and its probability of occurrence based upon the best available data” [152].
The wider objective of FMECA is to facilitate the rational risk-based prioritisation of system

design (or re-design) activities.

FMECA is an inductive (or a ‘forward search’) analysis approach that considers all possible
effects of a single (or a small number of) component failure(s) (generalised into failure modes,
which are defined as “the manner by which a failure is observed. Generally describes the way the
failure occurs and its impact on equipment operation” [152]). The analysis is repeated for every
failure mode of every component of the system. MIL-STD-1629 provides some guidance on how
the analysis should be conducted; for instance, it stresses the importance of clear design
definition, suggests minimal (broad) ‘kinds' of failure modes that must be considered and requires
the documentation of *“local”, “next-higher-level” and “end” effects of such equipment failure
modes. The standard also provides guidance on the classification of probabilistic and severity
characteristics of failure modes. However, the focus of most normative FMECA descriptions is
not on the system analysis per se, but rather on overarching process management considerations
such as the systematic documentation of analysis outcomes and recommendations. Possibly
because of the lack of comprehensive system safety programs at the time of the original FMECA

definition, the method essentially definesits own context.
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In the 1960s, the US Minuteman Inter-Continental Ballistic Missile (ICBM) program provided a
‘break through’ in system safety engineering. The program was launched against a dual backdrop.
Firstly, the Cold War and the Cuban Missile Crisis led to a sudden and dramatic increase (at |east
in the perception of the genera public, government and military) in the potential severity of any
possible incident or accident involving strategic weapons (far beyond the immediate catastrophic
damage caused by the accident itself'). The historical approach to safety engineering, which
partialy relied on a fly-fix-fly approach and partialy on decentralised and uncoordinated safety

engineering responsibilities, evidently became socially unacceptable in this context.

Second, pre-Minuteman ICBM programs — such as Atlas and Titan — had been marred by serious
and widespread safety deficiencies [91]. This demonstrated both that unstructured and ad hoc
approaches to safety assessment are no longer technically feasible given the complexity of
military systems and the fact that the costs of retrospective design modifications are prohibitively
high?.

As a result, the Minuteman ICBM project is widely accredited as pioneering a “contractual,
formal, disciplined system safety program” [91]. In addition to (and, possibly, because of) this,
the program also specified the first comprehensive and structured system safety assessment
method — Fault Tree Analysis (FTA).

Arguably the most widely used safety analysis method today, FTA was originally developed in
1961 at Bell Telephone Laboratories, extended by the Boeing Company [48, 90] and, eventudly,
codified by the US Nuclear Regulatory Commission in 1981 [157]. In contrast to FMECA, FTA
adopts a deductive — or backward search — approach. Starting from a specified undesired system-
level effect (a“Top Level Event”), and guided by explicit construction principles and rules, the
analysis method systematically and iteratively identifies the immediate causes of conditions
(faults) until some elementary level is reached. The result of the system analysisis a hierarchical
structure of such conditions connected by logica gates (typically representing logical disunction

and conjunction).

! For instance, Sagan attributes the following quote to the US Assistant Secretary of Defense: “The
explosion of a nuclear device by accident — mechanical or human — could be a disaster for the United
Sates, for its allies, and for its enemies. If one of those devices accidentally exploded, | would hope that
both sides had sufficient means of verification and control to prevent the accident from triggering a nuclear
exchange. But we cannot be certain that this would be the case” [130]

2 |_eveson reports (attributing to Rogers's 1971 “Introduction to System Safety Engineering”) that the cost
of necessary modifications to Atlas F missiles “would have been so high that a decision was made to retire
the entire weapon system and accel erate depl oyment of the Minuteman missile system” [91]
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FTA was revolutionary in that it provided a systematic analysis method rather than merely stating
objectives of the activity and expected outcomes from it. Further, it has (implicitly) separated
three key elements of the method:

a) asystematic process for the assessment of system design

b) aclear notation for capturing a model of causal relationships

¢) methods for analysing this model (such as minimal cut set identification and various

quantitative analyses)

Finally, FTA defined the concept of “failure space” — aview of the system that exemplifies causal

dependencies between abnormal and undesired conditions (faults).

It isimportant to note that inductive and deductive analysis methods are often complementary and
effective in different contexts. Inductive methods are typically incapable of considering complex
and ‘wide’ failure scenarios but may be used to identify system hazards, or to verify that the set of
hazards which have been elicited previously is complete. By contrast, deductive methods (such as
FTA) must start with a specified system-level condition and thus cannot facilitate the
identification or the verification of hazards;, however, these methods can systematically identify

failure scenarios which contain alarge number of apparently independent failures.

Partly because of these complementary strengths of deductive and inductive approaches, methods
— such as Hazard and Operability Analysis (HAZOP) [85, 143] — combining both search
strategies have emerged. HAZOP is a ‘bow-tie’ technique whereby analysis starts with an internal
system condition and proceeds both deductively and inductively to identify possible causes and
consequences of the condition. Originating from the chemica process industry, HAZOP is a
structured and systematic brainstorming technique which utilises a description (typicaly — a

schematic) of the plant under consideration.

To identify conditions of interest, the team of experts considers possible interpretations of
deviation “guidewords’ (such as “more”, “less’, “as well as’) in the context of the physical
characteristics of each flow between plant elements identified in the design drawing. The resultant
viable deviations are used to prompt a systematic walk-through of the design drawing to identify
al possible causes of deviation and, subsequently, all possible plant level effects. Throughout
these walkthroughs the analysis team establishes whether the deviation is hazardous, whether the
operator is likely to be aware of the deviation from the intent and what protective measures are
feasible. In addition to being a powerful and still popular analysis method, HAZOP is relevant to
the model-based assessment approach developed in this thesis, since it establishes notions of

“intent” and “deviation”.
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All traditional techniques, regardless of their logical orientation (backward, forward or ‘ bow-ti€’),
share one important characteristic — they investigate, sometimes iteratively, the causal projection
of one (or a very small number of) event(s) of interest. For example, FTA investigates a backward
projection of a single top-level event, and a single row in an FMECA table typicaly captures a
forward projection of a single initiating event. In consegquence, each method not only produces
voluminous results, but also produces a large number of (sets of) different results (e.g. numerous
fault trees or FMECA tables) that, whilst clearly related to the same system, cannot be easily and
systematically correlated. Furthermore, the increasing complexity and scale of modern safety
critical systems means that different analysis methods may be employed to investigate different
aspects or parts of the system. A need to integrate these different analysis methods and to
correlate their artefacts in a conceptually consistent and coherent way has motivated novel safety
assessment methods such as Failure Propagation and Transformation Notation (FPTN) [57, 58]
and Hierarchically Performed Hazard Origin and Propagation Studies (HiP-HOPS) [115, 117].

1.1.2 Failure Logic Modelling Methods

Whilst numerous analysis methods, including HAZOP (described above) and cause-consequence
diagrams [90, 123], have combined the principles of inductive and deductive anaysis, FPTN and
HiP-HOPS have unified them by considering a system at the lowest level of design decomposition
— the level of elementary components. The key idea behind both methods is the specification of
causal relationships between deviations of component outputs on the one hand and interna

failures of the components and input deviations on the other.

Within this setting and at the level of ‘basic components’, inductive and deductive methods
converge: it is possible to perform a forward search exhaustively for all combinations of input
deviations and interna failures as well as to perform a backward search for all output deviations.
The resultant component specification holds information that can be seen as equivalent to multiple
fault trees or FMEA tables with consistency further ensured (by construction) by means of
reference to the same sets of failures, input and output deviations. Whilst the complexity of such
collections of fault trees and FMEA tables is clearly greater than that of a single artefact, it is
nevertheless manageable because of the relative simplicity of the component (i.e. the relatively
small number of inputs, outputs and viable failures). Combined with amodel of interdependencies
between components (or component interactions in the “failure world”), the above
characterisations hold all of the information necessary for the synthesis of system-wide FMEA
tables or fault trees — in HiP-HOPS author’s words: “If we know the ‘structure’ of a system
(model) and the ‘local failure behaviour of its components (IF-FMEAs) then we can

mechanically derive the *failure behaviour of the system’ (fault trees)” [115].
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1.1.2.1 lllustration

The basic principles of HiP-HOPS and FPTN can be demonstrated on a smple system used
extensively at the University of York for teaching Fault Tree Analysis. The system (Figure 1) is
concerned with maintaining a certain level of potentialy hazardous fluid in a tank. It primarily
consists of atank with an outflow pipe and a valve-controlled inflow pipe. The inflow valve can
be either open or closed with the state being determined by a controller, implemented in software,
based on inputs of two redund