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Summary

The research described in this thesis provides a comparative study of the impact of
Process Satety Management System (PSMS) performance and Human Error rates on
off-site risk from two major hazards sites in Malaysia. One of the sites was built and
run by a multinational company until a few years ago while the other was built and
run by a local company since its inception. The sites handle bulk quantities of

ammonia for downstream distribution. The study considers:

o the assessment of the sites PSMS performance using a structured audit technique
o the assessment of human error potential from ammonia road-tanker filling

operations

e assessing the impact of site PSMS and human error potential on off-site risk from
the sites
e investigating the possibility of linking the assessment of site PSMS performance

with human error potential

Results of Quantitative Risk Assessment (QRA) conducted on the two sites showed a
significant difference in terms of individual and societal risk when site specific PSMS
performance and human error potential are taken into consideration. The use of site
specific Management Factor (MF) and site specific Human Error Probabilities (HEPs)
produces a significant impact on the results of the off-site risk as compared to
estimates of risk based only on generic failure rates. This finding emphasized the
need to consider explicitly the contribution of site specific PSMS performance and
human error potential in major hazard risk assessment especially in developing
countries like Malaysia where there exists significant differences on these factors
between locally owned and multinational sites. The approach to link the results of the
site specific PSMS performance audit with the assessment of human error potential
was found to be inadequate to describe all the influences which will be exerted on the

reliability of individual tasks involving human error potential.



Synopsis

The research described in this thesis provides a comparative study of the impact of
Process Safety Management System (PSMS) performance and Human Error rates on
off-site risk from two major hazards sites in Malaysia. One of the sites was built and

run by a multinational company until a few years ago while the other was built and
run by a local company since its inception. The sites handle bulk quantities of

ammonia for downstream distribution. The study considers:

* the assessment of site safety management performance using a structured audit

technique

o the assessment of human error potential from ammonia road-tanker filling
operations

e assessing the impact of site specific safety management performance and human
error potential on off-site risk from the sites

* 1nvestigating the possibility of linking the assessment of site specific safety

management performance and human error potential

The Process Safety Management Systems (PSMS) at three major hazard sites were
assessed using a structured audit technique called PRIMA. Two of the sites which
are ammonia bulk terminals provided the venue for the case studies. The other site, a
compound fertiliser plant which uses ammonia, was also audited to provide an
additional PSMS comparison. The assessments involved site inspection, interviewing
the management and workforce, observing the execution of hazardous tasks, verifying
documents and analysing accident records. The results of the audit are presented in
the form of management control loops which highlight the strengths and weaknesses
of key elements of the PSMS for each site. A quantitative output in the form of a
Modification Factor (MF) for each site is also determined. This factor is used to
modify generic failure rates used for Quantitative Risk Assessment (QRA) in order to

include site specific PSMS standard in the risk assessment. The audit assessments
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show that the three sites have different PSMS performance as defined by the PRIMA
technique. Site A was assessed to have a Poor MF, Site B has an Average MF,
while Site C has a Good MF. The study indicated a difference of about a factor of
10 in term of the PRIMA Modification Factor between the two extreme sites. This
finding emphasised the need to consider explicitly the contribution of site specific

management performance in major hazard risk assessment.

As the control of human error is an important aspect in process safety management a
specific study on this subject was also conducted in an attempt to explore its
relationship with the PSMS performance for each site. For this purpose ammonia
filling operations at Site A and Site B were assessed, based on physical inspections of
the filling system, interviews with the operators, analysing work procedures and
observation of critical tasks with the help of video taping. A human error analysis
technique, SLIM was used for the analysis, which identified a number of critical
tasks that provide major contributions to human error potential in ammonia filling
operations. The analysis also yields a quantitative output in the form of Human Error
Probabilities (HEPs), based on the analysis of Performance Influencing Factors
(PIFs) on these critical tasks. The tasks to connect and disconnect flexible hoses, and

setting the target filling weight for the road tanker were found among the most

critical to human error.

Quantitative Risk Assessment (QRA) was carried out on the two sites to determine
the off-site risk from ammonia loading operations to a road tanker in the form of
individual risk and societal risk. Information required for the QRA was gathered
through the examination of plant layout, piping and instrumentation diagrams,
physical plant inspections, analysis of the local weather and a determination of the
population distributions. Two types of QRA approach were conducted. The first
one used representative failure sets to study the impact of site specific PSMS
performance on off-site risk. Initially a baseline QRA was conducted on each site
using generic failure rates. Then the PRIMA Modification Factors (MF) were used

to produce site specific failure rates which provide an explicit measure of the PSMS

performance,
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The second approach used fault tree modelling to decompose the failure events so as
to include the human actions in carrying out the loading operation. The human error
rates in the form of HEPs from a SLIM assessment were used as an input for the
QRA. This approach models the effect of the site specific PIFs on human error
rates. Additional runs were then conducted using nominal HEP values from THERP
and HEART databases to compare the off-site risk results using these values which
represent generic human error rates. A number of sensitivity runs were also
conducted using HEPs derived from SLIM using different sets of calibration points to

analyse the impact of selecting the different calibration points which represent one of

the main uncertainties of using the technique.

Results from these two different approaches highlight the effect of PSMS
performance and human error on off-site risk. The effect of considering site specific
PSMS performance in conducting the QRA increases the off-site risk distance to a
specified individual risk level of 10E-06 by a factor of 2 and 1.2 for Site A and
Site B respectively, while the effect of considering individual human error
contributions increases the off-site risk distance to a specified individual risk level of
10E-06 by a factor of about 1.2 and 1 for Site A and Site B respectively. The
results show that both approaches predict similar effects for the influence of site
specific PSMS performance and the site specific human error rates on off-site risk.
The results also suggest that despite its global approach, the PRIMA technique is
capable of predicting the effect of site specific organisational characteristics on

QRA results, in a manner which is comparable to the more detailed approach of using

fault tree modelling.

The study found that the site specific PSMS performance provided significant
influence on off-site risk at the two major hazard sites. This suggested the need to
consider explicitly its influences, especially in developing countries like Malaysia
where there exist significant difference in PSMS performances, for example between
locally owned and multinational sites. The PSMS laid down by the multinational
company was found to have provided a positive contribution to PSMS performance
for the sites under study. It also provided positive contributions in managing human

error through better training, the retention of experienced personnel and good
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operating procedures. However it is interesting to note that the influence of
individual human errors on QRA is complex, because while human error increases
system failure rates, people also provided mechanisms for recovery in the event of

hardware failures.

The study also found that the PRIMA audit approach, the human error analysis
technique SLIM and the QRA tool RISKAT were all suitable to be used for a
developing country like Malaysia, with only minor modifications. It also found that
QRA requires good site specific weather data as this strongly influences the outcome
of the risk results, especially for toxic materials. It therefore stressed the need to

develop good weather data which is quite scarce in developing countries.

An analysis was also made to link the results of the PRIMA audit with the
assessment of human error. The aim was to utilise valuable information gathered
through the structured audit technique for the quantification of site specific human
error potential. However it was found that the PRIMA audit information can only
assess performance at global or organisational level, and is inadequate to describe all
the PIFs which will have an effect on the reliability of individual tasks which involve

human error.

Finally the research has involved the application of knowledge from three distinct
types of subject areas i.e. Safety Management Systems, Human Error Analysis and
Quantitative Risk Assessment. It has explored the overlapping boundaries of the
contributions between system hardware failures, human error and safety management
on off-site risk. The comparative study conducted on two major hazard installations
provided a means to investigate the interplay between them in a real world situation.
The fact that the two sites under investigation were in a developing country, like

Malaysia, provides further dimensions to the research.
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Chapter 1

Introduction

1.1 Research Topic

Impact of Process Safety Management System and Human Error on Off-Site Risk -
A Comparative Study.

1.2 Background

As Malaysia moves rapidly towards industrialization there will be growing numbers of
large chemicals, petrochemicals and petroleum processing plants known as Major
Hazard Installation (MHI) being built in the country. This rapid growth unfortunately
will bring about a very significant increase in the number of people, including both
workers and members of the public who will be subjected to nisk from major
accidents arising from the plants operation. Major accidents of this nature have taken
place all over the world such as at Flixborough, U. K (28 people killed) Bhopal,
India (2000 people killed) and Mexico City, Mexico (500 people killed) as mentioned

by Cox (1991). In Malaysia itself a number of similar incidents have also occurred,

such as at Sungai Buluh, Selangor (23 people killed) (MHLG 1992) and Perlabuhan
Klang, Selangor (13 killed) (MHLG 1994).

The Department of Occupational Safety and Health (DOSH) of Malaysia which was
formerly known as The Factories and Machinery Department (FMD) of Malaysia is
currently given the responsibility to regulate the operations of MHI in the country

with the overall objective of ensuring an acceptable risk exposure to workers and the
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public at large from the plants' operation. One of the means to carry out the
responsibility is by conducting process safety risk assessments on such plants. Risk
assessment can systematically assess and measure the level of risk arising from the
plant operations. The risk measures obtained then could be compared to a set of
criteria to ensure that there is an acceptable level to the workers and member of the
public in the vicinity. If the risk is found to be at unacceptable level a number of
decisions has to be made. In the case of a new installation a strong advise would be
given to the planning authorities to not allow the plant to be built at the present site,
that would mean they have to look for a more suitable site, failing which it would not
be allowed to built at all. As for existing installations order will be given to carry out
modifications and providing better mitigative measures with the aim of reducing
present risk to an acceptable level and at the same time giving advice to the planning
authorities to étOp further development intended for human occupation within the

unacceptable risk zones.

So proper utilization of risk assessment results is very important for MHI in Malaysia
in ensuring workers and public safety from the plants' operation. Underestimating the
risk will put human lives and limbs at risk while an overestimates will deprive
investors of suitable locations to locate their plants, resulting in loss of much needed
investment and job opportunities in the country. Balancing both aspects has never
been easy even in industrialized countries in Europe and the U.S. While risk
assessment result is only one of the criteria in making the final decision, efforts to

make the technique more accurate and transparent to the decision makers 1s always

worth pursuing.

Traditionally, Quantitative Risk Assessment (QRA) was developed on a hardware and
engineering based approach but lately human factors consideration are seen as at least
an equally important determinant of risk. It is important issues to consider the extent
to which human error is included and how organisational structure and management
style affects the risk from specific plant (Hurst, 1989). In the hardware only
approach of conducting QRA the issue of human factors is only being constdered

implicitly, 1.e. by assuming the plant is manned and operated to so-called ‘industry

standard’ which is supposed to be monitored by a regulatory body in a particular area.
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In reality though the so called ‘industry standard’ may vary significantly as the
enforcement activity and procedures differ. Most of the times it fails to differentiate
the contribution of human factors both from human error and from the management

style point of view.

Hence there exists an immediate need to consider human factors, i1.e. the human error
and the organisational and management factors in QRA. Currently there are few
techniques has been developed to incorporate safety management system (PSMS)
into QRA. Their application is at the moment mainly restricted to the U. K and some
(on an experimental basis) in Europe (Hurst et al., 1993). The question whether they
are applicable to developing countries which have different safety cultures is left
unanswered. At the same time human error has been incorporated in fault trees for
consequences analysis on an ad-hoc basis. There is no formal procedure as yet to
fully incorporate it into QRA. Human error is likely to represent a major contribution
to root causes of failures in process plant operations in developing countries thus
attempts to analyse its contribution to QRA in an explicit manner on would be
worthwhile. Finally, if the contribution of both human error and satety management
system to QRA is found to differ significantly between two major hazards installations
in developing countries like Malaysia, it could provide further evidence that the
assumption that all MHI is operated and manned to the so called "industry standard"
is not true. It would also serve as a means to validate whatever PSMS quantification

technique is being used, this time in a different system climate of a developing

country.

Under present circumstances the abovementioned area of research will only be made
possible using a number of proven techniques that are currently available for QRA,
PSMS quantification and human error analysis and quantification. Unfortunately most

of the techniques are not in the public domain so the proposed research has to rely on

cooperation from the proprietor of those techniques.

The University of Sheffield and HSE have been collaborating with each other in a

number of research projects and postgraduate courses for a number of years. A

memorandum of understanding exists between the two parties that allows researchers
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from The University to have some access to HSE facilities. Such an arrangement has

made it possible to use two HSE in-house tools namely RISKAT and PRIMA for
research purposes. Similarly a private consultant that has links with the University
has agreed to allow the use of its proprietary human reliability quantification

technique called SLIM for the research.

1.3 Problem Statement

The quantification of risk from major hazard installations using generic failure rate
does not explicitly take into account the different performance of Process Safety
Management System (PSMS) which exists at such plants. Since in reality there exist
differences in PSMS performances between major hazard installations especially in
developing countries like Malaysia, such an approach will result inaccurate
quantification of risk of a particular installation. This will lead to inaccurate input
made available to the decision makers (for example on siting issues for land use
planning). More detrimental is the failures to identify weakness in a major
installation’s PSMS components that provide major contributions to the overall level
of risks of the installation. If such components could be identified and expressed in a
more explicit manner, there exist opportunities to focus on their improvements which

in turn could significantly reduce the level of risk from a major hazard installation.

1.4 Research Goals

The overall goal of this research could be divided into two 1.e.;

a) To compare the contribution of site specific PSMS performance on QRA of two
MHI in Malaysia that handled similarly hazardous material but with significantly

different style of management .

b) To compare the contribution of human error on off-site risk from a similarly

hazardous operation carried out at both sites. For this purpose the off-site risk from
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ammonia loading operation to a road tanker will be assessed through the inclusion of

Human Error Probability (HEP) in the analysis of the system failures.

c) To provide a linkage between the assessment of PSMS performance and Human
Error potentials through site auditing. Such linkage will allow the site specific
organisational characteristics that influence both factors to be assessed together in a

single audit.

1.5 Research Objectives

There are several objectives to be met in order to achieve the overall goal of the

proposed research. They are given as follows;

a) To test whether the existing technique developed in U.K. to quantify PSMS
performance namely PRIMA is suitable for use in developing countries such as
Malaysia by carrying out such an audit on two MHI in that country that handled

similar types of hazardous matenals.

b) To test whether the existing tool developed in the U.K. to conduct QRA namely
RISKAT could be successfully used in developing countries like Malaysia.

c) To find out whether PSMS quality determined by PRIMA provides significant
contributions to risk as being quantified using RISKAT on the two MHI.

d) To compare the difference of impact of PSMS on QRA that might arise from
different style of management at the two MHLI.

e) To test whether the human error quantification technique developed in the U. K
namely SLIM could be used in developing countries like Malaysia by quantifying

human error on a hazardous activity being carried out at the two MHL.

f) To compare the difference in results of human error quantification using SLIM on
one of the most hazardous activity carried out, i.e. loading and unloading of

hazardous materials at both MHL.
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1.6 Hypotheses

1. There exists significant differences in the contributions of PSMS performance on
QRA of two MHI in Malaysia that handles similarly hazardous material but with

different style of management as quantified using the Management Factor technique.

2. There exists significant differences in Human Error Probabilities (HEPs) in the
process of carrying out a similar hazardous operational activity between the two

MHI as quantified by an established human error quantification technique.

3. The off-site risk level of MHI that has a better PSMS performance is lower as

compared to the other MHI as determined plant wide using the Management Factor

technique.

4. There exist a linkage between site specific PSMS performance and Human Error

Probabilities that could be assessed through a same site audit that allowed their

impact to off-site risk to be assessed together.

1.7 Conceptual Assumptions

Objectives set in the previous section could only be achieved by making a number of

conceptual assumptions concerning a number of important factors that will influence

its implementation. These assumptions are given as follows;

a) The three techniques selected to conduct the research namely PRIMA, SLIM and
RISKAT represent proven and reliable techniques that have been adequately tested in

a developed country, i.e. in the U.K.

b) Sufficient information and data are available to provide inputs to carry out Human

Error quantification using SLIM, PSMS audit using PRIMA and to carry out QRA
using RISKAT.
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c) The two MHI selected for the research in a way represent the cross section of such
installations in Malaysia as far as PSMS is concerned, i.e. one is managed by a

multinational company while the other is managed by a local company.

d) The process systems at both MHI are quite similar and almost at the same level of

technology even though the capacity and manning level might differ significantly .

e) Both MHI ammonia loading system are quite similar and almost at the same level

of technology even though the capacity and manning level might differ significantly .

f) Both MHI has been built in the last ten years and has been continuously operated in
the last ten years. This ensures that they were not subjected to a nationwide siting

policy that has only been introduced lately with regards to land use planning.

g) Both MHI are not subjected to changes of ownership for the last three years. This

ensures a continuous management style that has reached a maturity stage.

1.8 Research Method

The research is essentially a comparative study of two major hazard sites in Malaysta.
As such the method adopted to conduct the study consisted of field work to collect
the necessary information and data, and the analysis of data using established
techniques for Process Safety Management System (PSMS), Human Error Analysis
(HEA) and Quantitative Risk Assessment (QRA). The selection of specific
techniques to analyse these subject areas will be discussed in Chapter 3. The

techniques that have been selected for the analysis of each subject areas as follows;
o PSMS performance - PRIMA (Hurst et al, 1996)
¢ Human Error Analysis - SLIM (Embrey et al, 1984)

e Quantitative Risk Assessment - RISKAT (Nussey et al, 1993)

A PhD Thesis by J.Basri T



Baseline analysis will be conducted for each subject area that will serve as the
reference points for comparisons. A number of sensitivity analysis will also be
conducted to evaluate the effect of changing certain input parameters in an attempt to
better understand the source of uncertainties. Results from the analysis for each of
the subject areas will be compared within each site using the sensitivity analysis.
They will also be compared between the two sites to look for evidence or indications
as to how the site specific PSMS performance and Human Error influence the
quantification off-site risk at the two sites. This evidence will provide some answer

on problem statements that provided the foundation of the research.

1.9 The Thesis

This thesis i1s made up of eight chapters which when combined provide some
evidences on what is the impact of PSMS and Human Error on off-site risk from
MHI. The analysis is made possible using data and information collected during field
audits and the use of a number of established techniques made available by a number
of organisations. It also explores the possibility of linking the assessment for site
specific PSMS performance and Human Error using a combined audit. A brief

description of each chapter is given as follows;

1.9.1 Chapter 2 - Literature Review

Chapter 1 started with the current status of major hazard control in developed

countries especially in Europe which is currently at the forefront in this area. It then
focuses to the developing countries, Malaysia in particular where it is just at the
infancy stage despite rapid growth in the production, handling and utilisation of large
quantities of hazardous materials. Major problems that currently beset the control of
major hazards are then discussed. The issue of using risk assessment as a predictive
tool for decision making especially in land use planning is then discussed. One of the
main issues in risk assessment, especially in its quantification process are
uncertainties arising from the use of generic failure rate. In the real world the each

major hazard sites is managed in a different way and operated by different groups of
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people so the application of a generic failure rate for QRA may not be appropriate.
The chapter then reviews the management influence on risk, focusing specifically on
PSMS. Cntical review on the current approaches to incorporate management aspect
into risk, their application and problems are presented. The influence of human error
to risk especially for a quantitative assessment is then discussed. Current techniques
in assessing human errors in the form of HEP are described, commenting on their
strengths, shortcomings and applications. The discussion on QRA methodology then
follows. It goes on to describe the Modification Factor approach to incorporate site
specific management performance in the quantification of risk. Methods of
incorporating human error in the quantification of risk then follow. The use of
Human Error Probability (HEP) for risk quantification using fault tree decomposition
is reviewed. The literature review managed to identify a number of 'gaps' that
existed in the current effort to address the impact of management and human error to
risk. They include the question of whether the current techniques of assessing site
specific management factors and human error that have been developed for Europe
are applicable in developing countries.  Another gap i1s that since management
factors include human activity, there must be common ground that links them with
human error in influencing the risk from major hazard sites. These two gaps set the

research direction for the thesis.

1.9.2 Chapter 3 - Research Methodology

This chapter describes the methodology in conducting the research. It starts by

describing a comparative approach to assess the influence of management system
specifically PSMS and human error on three major hazard sites in Malaysia. Selection

of the three sites was made based on a number of criteria that would facilitate the
objective to compare and contrast management influences on off-site risk between
the sites. For comparing the influence of human error a similar hazardous activity
needed to be selected which was undertaken at two sites under study. Based on the
number of criteria being set the ammonia loading operation to road tanker activity
was selected for comparison. As only two sites carry out this activity, comparison

will be made between these two sites.

A PhD Thesis by J.Basri 0



The selection of techniques for analysis is described next. For PSMS the PRIMA
audit (Hurst et al, 1996) was selected to assess site specific PSMS performance in the

form of a quantitative measure called Management Factor at the three sites. As for
the human error the SLIM technique (Embrey, 1984) was used. As for the QRA the
RISKAT software (Nussey et al, 1993) was chosen.

After identifying the sites and selecting appropriate techniques for analysis a field
study will be conducted in Malaysia to collect necessary information and data for the
their input. The field study is expected to last about 15 weeks in total for the two
sites. The first part of the field study concerns conducting PSMS audit using
PRIMA. The audit will involve site inspections, interviews with management and
operators, reviewing relevant documents and making judgement on the performance
of PSMS components. The second part involved the study of human error on
ammonia road tanker loading operations. This study involved task observation with
the help of video tape, talk through and walk through exercises with the operator,
reviewing operating procedures, inspecting safety protection equipment, and
analysing the taslé sequence with process systems available on-site. The last part of
the study is collecting information for QRA from ammonia road tanker loading
operation. This involved site inspection, detailed examination of piping and
instrumentation diagram (PI&D), physical inspections on ammonia storage tank's
equipment and piping, process safety fittings and traffic movement within the site.
For off-site risk meteorological data, population distribution and ground conditions
surrounding the sites will need to be collected. Information gathered from the field
study will then be used to analyse the three major components of the research 1.e.
PSMS, Human Error and QRA. Result of the analysis is expected to indicate the
influence of PSMS and human Error on off-site risk. It is also expected to clear up
possible links between safety management and human error. While practical
experiences in conducting the PSMS audit and Human Error will allow some findings

to be made on the 'suitability' of PRIMA and SLIM technique usage in developing

countries like Malaysia.
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1.9.3 Chapter 4 - PSMS Audit on 3 Major Hazard Sites

Chapter 4 described the auditing of Process Safety Management Systems (PSMS) at
three major hazard sites in Malaysia. The audits were conducted using a PSMS audit
tool called PRIMA. The audits were carried out to fulfill a number of objectives
which include the suitability and effectiveness of PRIMA, which was developed in
Europe, to be use in developing countries like Malaysia. It is used to assess the
PSMS on the three major hazard sites and to identify their strengths and weaknesses
using the concept of management control as provided in PRIMA and to compare the
differences in PSMS between the sites. A quantitative output from PRIMA known
as a Modification Factor has been determined for each site to modify generic failure
rates for Quantitative Risk Assessment (QRA). In general PRIMA was found to be a
useful tool to assess the PSMS at major hazard sites in Malaysia. The structured
questionnaires were comprehensive enough to draw out relevant information for a
critical assessment of the PSMS. This information can be combined with a thorough
site inspection and document verification to obtain a view of the overall situation of
the site’s PSMS and can be represented in the form of a control loop. The control
loop enabled the state of the PSMS on each site to be summarised in a simple
diagrammatic form that highlighted its strength and weaknesses. Key areas of
strengths and weaknesses of the PSMS of each site will be briefly discussed. The
study also identified some problems and shortcomings of PRIMA as an auditing tool
for major hazard sites in developing countries like Malaysia. This included the need
to provide adequate training for the assessors, the need to translate the questions to
local language, and to balance the requirements for written document with the

complexity of the process and size of sites under review.
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1.9.4 Chapter S - Human Error Analysis on Ammonia Loading
Operation

The control of human error is an important element in process safety since various
studies have shown that it is one of the largest single contributors to accidents. This
chapter describes predictive human error analysis on ammonia filling operation to
road tanker at two ammonia bulk terminals in Malaysia. The first part of the study
involved a qualitative approach using the Hierarchical Task Analysis (HTA). This
approach is used to identify critical tasks in ammonia loading operations and their
associated Performance Influencing Factors (PIFs), predict human errors and their
consequences and finally provide appropriate error reduction strategies. The second
part of the study involved the human error quantification analysis. Crtical tasks
identified in the qualitative analysis were quantified using the SLIM technique that
generated Human Error Probabilities (HEPs) for each task. The probability figures
were used to rank the critical tasks as well as input to QRA. The study has identified
a number of task induced human errors in ammonia filling operations that could be
reduced by proper management control. Findings from the study also indicated that
the site specific PSMS performance exerts significant influence on the way human

error contributed to accidents in carrying out a hazardous operation.

1.9.5 Chapter 6 - Quantifying Off -Site Risk from Ammonia Loading
Operation

This chapter involved the process to estimate public risk arising from Site A and Site
B operation in handling bulk quantities of toxic gas i.e. anhydrous ammonia. Result
of the risk estimates is to be compared with a specified public risk criteria in this case
will be the probability of fatality to an individual (individual risk) and to the public
(societal risk). The chapter started by putting down the objectives of conducting the

QRA which includes;

e to estimate off-site risk to members of the public surrounding the site

e to estimate the impact of site specific PSMS performance to off-site risk using

PRIMA Modification Factors
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e to compare the risk estimates found on Site A with Site B to identify the key

management contributions

It then described the approach taken to conduct the QRA for the study;

e identifying potential leaks and major releases from fractures of process pipelines

and vessel

e estimating the frequency (failure rate) of the Top Event which was associated

with major releases using fault tree analysis

e modifying the generic failure rate with site specific Management Factors (MF) as
obtained from PRIMA audits

e incorporating key human failure rate in the form of Human Error Probability

(HEP) together with equipment failure rate in fault tree analysis

The analytical technique used for the analysis includes Fault Tree Analysis using Fault
Tree Manager (AEA, 1994) computer code - for event frequency estimation,
RISKAT Computer Code for QRA which facilitates the calculation for release rates,
gas dispersion analysis, hazard ranges and fatality probability (Hurst et al, 1989) and
the PRIMA Audit technique to calculate the Modification Factor for generic failure

rate.

The chapter describes significant findings based on the experience of conducting the

QRA as well as results of the analysis. They includes;

o The site specific weather data is one the most dominant factors influencing the

off-site risk level at the two sites.

e QRA runs using FTA that takes into consideration the hardware failures and
HEPs showed a lower off-site risk value as compared those which only consider

hardware failures.

e Site specific PSMS performance provides significant impact on off-site risk at the
two sites. PRIMA Modification Factor can be used as a means to explicitly

consider the of effect site specific management influences.
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1.9.6 Chapter 7 - Using PRIMA as an integrated audit for PSMS
and HEA

This chapter described an analysis that looked into the possibility of integrating PSMS
audit and Human Error Analysis using the PRIMA technique. The analysis looked at
some common attributes that essentials for both PSMS Audit and HEA, mainly in the
form of some organisational factors such as procedures, training, sti‘ess,
communication and feedback, and hardware factors such as operator/equipment
Interfaces, personal protective equipment (PPE) and process safety system. As the
existing PRIMA Audit questionnaires assessed these attributes, its findings could be
used not only to assess site specific PSMS performance but also to assess the
influence of site specific PIFs for HEA. Results of the analysis found that the PRIMA
audit questionnaires were found to be able to address a number of areas that
provided basic information to determine the overall or 'global' PIFs, at least for the
four common PIFs under consideration. However it is less rigourous as compared to
the dedicated PIF analysis such that has been carried out in Chapter 5. However for
the purpose of quantification using the SLIM technique, such information i1s adequate
to assist in assigning appropriate weighting of the overall PIFs influence on each site.

Further investigation is needed to look at the existing PRIMA Audit structure to find

out whether it is capable to accommodate other components of HEA.

The attempt to link the PSMS audit results with HEPs analysis found difficulties as
the audit could only assess the site specific PIFs at the management (global) level.

As PIFs influenced differently for a different task a global assessment of PIFs was

found to be inadequate.
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1.9.7 Chapter 8 - Findings, Conclusions and Suggestions for Further
Work

The last chapter summarised major findings and conclusions found from the study as
well as suggested further work that could be useful to support the outcomes of the

research. This chapter started with the discussion on the overall findings from the

study. Discussions on these findings on specific subjects are put under main headings
on PSMS Audit, Human Error Analysis and QRA. The discussion highlights
significant findings from results of the analysis of each subject as well as from the
practical experience in carrying out the analysis. The PSMS audit technique PRIMA
was found to be useful in providing a structured and efficient means to assess site
specific PSMS performance. The PRIMA audit results showed a significant difference
in site specific PSMS performances which between the good and the worst site
showed a difference of about a factor of ten. However a number of shortcomings
were identified and were suggestions provided to make the technique more
compatible with developing countries' situation. The Human Error Analysis using
SLIM technique was found to be capable in identifying the critical tasks that heavily
influenced by human error, and to quantify the probabilities of human error that could
lead to major releases of ammonia. RISKAT was found to be quite effective in
conducting QRA for off-site risk from major releases of ammonia. The QRA results
showed site specific PSMS performance as being quantified using PRIMA technique
exerts strong influence on off-site risk on each site under study. This finding supports
the need to consider site specific PSMS performance in conducting QRA. The results

also indicate that Human Error in the form of HEPs provided considerable influences

on risk results.

Conclusions derived from the study are centered around the main objective of the
study that is to compare and contrast the management and human error influence on
off-site risk between the two sites that has a quite different PSMS system and
performance. Finding from the study found that both factors provided significant
influences on off-site risks for the two sites. This finding supports the need to
consider the two factors explicitly when conducting QRA for off-site risk at major

hazard sites. Other conclusion related to the suitability of a number assessment
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technique that are primarily developed for usage in the developed countries
performed in a developing country environment. The PRIMA technique used to
determine the PSMS performance, the SLIM technique used to analyse Human Error
and The RISKAT computer code used to conduct the QRA which were develop

primarily for usage in the European theatre was found equally suitable to be used in a

developing country like Malaysia, albeit with some modifications. Finally the attempt
to integrate PSMS and HEA audit through PIF from the PRIMA audit is only partly
successful at the global level PIFs

Suggestions for further work include conducting a similar study on major hazard sites
in other developing countries. If time and resources permit more major hazard sites
should be studied in order to compare findings from this study that was based only on
two sites. The application of other techniques for PSMS audits, Human Error
Analysis and QRA should be considered if other techniques are made available.
Finally a suitable framework should be developed to integrate the assessment of site
specific PSMS performance and Human Error as both aspects are related to each

other in some way. Such a framework will allow the interaction between the two and

how they influence the off-site risk be established.
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Chapter 2

Literature Review

2.1 Introduction

Essentially the proposed research is expected to cover three distinct subject areas,
namely PSMS, HEA and QRA, each of which on its own is a very comprehensive
subject. So the literature review will not attempt to discuss each subject in its
entirety, but to highlight the links that exist between them, the gaps that still exist and
the future direction of research areas as indicated by various researchers. This chapter
mainly provides critical reviews of the current situation which deals with PSMS, HEA
and QRA with the emphasis on the incorporation of management and human error
influences to risk assessment. Such review aims to set the scenario of the proposed

research and show the direction for its implementation.

2.2 Current Situation on Major Hazards Control In
Malaysia

Malaysia has a fairly comprehensive regulatory system to ensure safety and health at
work places. Through The Factories and Machinery Act 1967 (FMD, 1967) and the
new Occupational Safety and Health Act 1994 (DOSH, 1994) which is based on the

UK Health and Safety At Work etc Act (HASEWA) (HSE, 1974) the safety and
health of workers at work being regulated throughout the country. There are many
regulations made under both Acts, which provide detailed requirements on specific
areas such as boilers and pressure vessels, competency of persons in charge and the
registration of places of work, just to name a few. For hazardous installations such as

petroleum, petrochemicals and chemical plants specific regulations called The Control
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of Industrial Major Accidents Regulations (DOSH, 1995) which is based on the U.K
CIMAH Regulations (HSE, 1995) is currently in place. Similar to the CIMAH
Regulations a new major hazard installation is required to present a safety case or a
safety report to the authority, 1.e. DOSH before given the approval to operate.
However the Malaysian CIMAH Regulations require the owner of such installations
to consult a competent person or a competent company which 1s authorised by the
authority in the preparation of the safety case. This requirement is to ensure that the
owner or the operator of a major hazard installation will be given proper assessment

of their sites by a responsible expert, especially those run by small time operators.

One aspect of regulatory activity which is quite unique to Malaysia as compared to
other countries like the UK, 1s direct involvement of the authority in ensuring the
safety at potentially hazardous plant and equipment, such as boilers, reactors,
distillation towers and other pressure vessels. This 1s being carried out by reviewing
the design, checking the fabrications, conducting hydrotest, witnessing commissioning
and carrying out annual inspections on each vessel for ‘fitness for purpose’. Such a
system ensures to a certain extent the integrity of such vessels on the aspect of design,
fabrication, operation and maintenance. Records showed that such an inspection
system has contributed to low incidents of overpressure, explosions and loss of

containment of these hazardous vessels especially those operated by small and

medium size operators (DOSH, 1996).

However there are other areas which are not regulated in such an explicit manner,
yet could significantly contribute to the overall risk from a major hazard installation.
Areas like safety management system, operator’s skill and qualifications, the control
of human error and the overall system reliability still much left to the operators to
implement. This situation to a certain extent resulted in different systems being
adopted by each MHI operator with different end results. Those who have adopted a
good system will benefit from good PSMS performance while those who have not
will suffer from low PSMS performance. Similarly from human error point of view
MHI operator which implement an effective human error reduction strategy will

benefit from low incident rate that contributed to human error while those who do

not.
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2.3 The Application of QRA for Major Hazards
Control

The unfortunate events resulting from major hazards incidents that occurred around
the world have prompted the need for an effective control system. The major
accidents that have took place in Saveso, Flixborough, Bhopal and Mexico City, and
Piper Alpha has increased the public awareness which in turn have put pressures on
various governments to provide legislative measures to prevent such accident from

taking place.

In Europe, the EC Directive (CEC, 1982) provided the basis for such legislation. The
Directive requires that safety studies of major hazards have to be carried out. In
some European countries like the Netherlands the safety studies must include
quantified risk estimates (Jensen, 1992). Other countries like Germany do not use
probabilistic method, instead rely on consequence analysis to assess safety distance
and protective measures (Pasman, 1995). The Health and Safety Executives (HSE) in
the UX uses tolerability criteria of risk for land planning purposes (HSE, 1989).
They have used QRA in a number of studies involving major hazard sites such as
Canvey Island (HSE, 1978). They also carried out studies on the transportation of
hazardous goods by rail, road and water that involved QRA (Purdy, 1993). After the
Piper Alpha incident, Safety Cases for off-shore installations became compulsory in
Norway, The U.K and The Netherlands (Jensen, 1992). In the UK. for example the
HSE use quantitative risk estimates to advise the Local Planning Authorities on
planning permission (HSE, 1989). Other European countries like Portugal and
Greece do not specify specific requirements for QRA (CEC, 1995).

The control of Major Hazards in the U.S. takes effect through a number of separate
legislation such as the OSHA's Process Safety Management of Highly Hazardous
Materials (OSHA, 1993) and the DOE's Nuclear Safety Analysis Report (DOE,
1992). Both regulations, while they do not specify specifics requirements for QRA,

require adequate analysis be carried out to reflect the level of risk at the facility under

consideration (Deshotels et al, 1995).
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In Australia, the New South Wales Government included the use of risk assessment
criteria as gutdelines for land use safety planning (DOP, 1990). Quantitative risk
assessment criteria covering cumulative risk levels for individual fatality, injuries,
property damage and accident propagation are provided by the guidelines. Results of
the risk analysis 1s assessed against the criteria to assist the decision making process

for land use safety planning (Schubach, 1995).

Meanwhile in Malaysia the major hazard control is provided by specific legislation
called The Control of Industrial Major Accidents Regulations (DOSH, 1995). The
regulations requires 'top tier' major hazard installations (MHI) identified through the
type and quantity of hazardous materials to prepare safety cases demonstrating their

safe use. This included the use of quantitative measures where appropriate.

2.4 Current Approaches of QRA

QRA is a methodology for assessing and improving the safety of a technology. The
methodology entails the construction of possible chains of events called ‘event tree’
which lead to unwanted consequences or working backward, constructing chains of
faults called ‘fault tree’ in search for accident precursors. The risks are quantified by
calculating an estimate of probability of these event or fault sequences and combining

this with an estimate of consequences (Tweeddle, 1992).

This method was introduced as an alternative to deterministic methods which have
been the basis of most safety criteria in the past, for example the use of a single
criterion and the fail-safe principle. The weakness of a deterministic approach 1s that
it adopts conservative assumptions, and consequently focuses on worst case accident

scenarios which provide an unrealistic picture of the safety system and give little

evidence on the relative ranking of safety improvements (Bayer, 1991).
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The American Institute of Chemical Engineers (AIChE, 1989) described ten
components of QRA. They are;

1. QRA Definition: deciding on study goal and objectives

2. System Description: compiling of all technical and human information needed for

the analysis

3. Hazard Identification: identifying hazards that could arise from the system using
techniques such as HAZOP, FMEA, Fault Trees and Event Trees.

4. Incident Enumeration: identifying and tabulating of all events or incidents without

regard to their importance or to the initiating event

5. Selection: selecting significant incidents and identifying incidents outcome

6. QRA model construction: selecting appropriate consequence models and their

integration to the overall algorithm to produce risk estimates for the system under

study

7. Consequence estimation: the methodology used to determine the potential for

damage or harm from specific incident

8. Likelihood estimation: estimating the frequency or probability of occurrence of

an incident

9. Risk estimation: combines the consequences and likelihood of all incident

outcomes from all selected incidents to provide a measure of risk

10. Utilisation of risk estimates; utilising results from risk analysis for decision

making

For large plant with complex process and technology the execution of QRA
components that has been described above becomes tedious and time consuming.
Hence there a need to develop computerized methods to accelerate the derivation of

risk estimates needed for decision making. As the outcome a number of computer
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codes were developed in an attempt to address the problem such as SAFETI and
RISKAT.

RISKAT (Nussey et al, 1993) was developed by HSE initially for major toxic hazards
and later was refined and extended to flammable hazards. As it is not commercially

available its use 1s restricted within HSE and some other research institutions.

SAFETI (DNV, 1994) was developed by Technica Ltd. for the Dutch Government
and later was commercialised and used by quite a number of organization throughout
the world. There are other software being developed for the same purposes but they
are either not as complete as these two or have not matured yet to gain wide

acceptance.

The procedure which is used by RISKAT to calculate risk from major hazards can be

broken down into a number of steps (Pape and Nussey, 1985);

1. Analysis of the major hazard plant, its control and safety system, and
operational procedures so that a representative number of hypothetical releases

with the potential to affect workers and the neighbouring populations can be
1dentified.

ii. For each hypothetical release the chance that such an event will occur in a

given time period is determined either from historical failure statistics (so-called
generic failure rate data) or by synthesis from basic component failure rate data

using well-established techniques such as fault tree analysis.

iii. For each release case, estimates are made of the rate of release of hazardous

material and duration of the release.

iv. For toxic, and certain type of flammable releases, calculations are made of the
atmospheric dispersion of hazardous material in various weather conditions. For
flammable releases the chance of immediate ignition at the source is also
considered. Delayed ignition is treated in terms of predicted concentration level
within a drifting cloud or plume of flammable material and the likelihood of an

ignition source being encountered.

v. These dispersion, explosion and flammable calculations enable the spatial and
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temporal vanations in the effects, for example toxic gas concentration, thermal

radiation, extent of fire zone and overpressure of the hazards to be mapped out.

RISKAT in essence calculates the chance of a hypothetical individual receiving at
least a specified criterion dose of the toxic material, a specified dose of thermal
radiation, or a specified level of overpressure at a particular location (Nussey et al,
1993). These doses in principle can be converted into probabilities of fatality or
some specified level of injury. One of the common methods uses for this purposes is
the 'probit' relationship (Finney, 1971). The probit relationship links dose with
probability of death or some other level of injury which allowes the level of risk to
an individual of receiving at least the specified dose be calculated and known as
'individual risk'. If such risk estimates takes into account the number of people in the
surrounding areas that could be affected by an incident the risk measure is called
'societal risk' (IChemE, 1995). The societal risk normally presented by a probability
in any one year, F, of an event affecting at least a certain number, N, of people

forming the FN curve.

Risk quantification exercises require significant amounts of data. So ideally when
applying QRA to a specific operation, a specific data base for the study must be
created from new and existing data bases. The types of data bases required include
equipment failure rate, human error, toxicity, ignition, external event, meteorology,
and location specific data of the nearby population (AIChE, 1989). These data could
be obtained from a number of sources such as from existing data banks, from plant
experience, using predictive techniques, and from expert opinion (Skelton, 1997). In
the UK. the National Centre of System Reliability (NCSR, 1990) is the largest

reliability data bank which contains failure rates for various failure modes, time
dependencies of failure rate and the predicted effect of preventive maintenance or
condition monitoring. For accident and incident data the MHIDAS maintained by
AEA Technology UK. (previously Safety and Reliability Directorate) and FACT
maintained by TNO Division of Technology Society, The Netherlands provided
major hazard incident data. In the U.S. the WASH 1400 Report (US Nuclear
Reliability Centre) and NPRD 91 Database (Reliability Analysis Center, New York)

provided reliability data that could be useful for chemical and process industries.
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However the application of such data may not be representative to developing
countries as they are mostly obtained from developed countries which have different
operating conditions, level of inspection and maintenance, and operator skill and
experience. So ideally a comprehensive country specific data base would be the best
sources of data. While the accuracy of the QRA may not be significantly affected for
certain data bases like the failure rate, the effect of not using local weather data could

be severe, for example for toxic releases (Marshall et al, 1995).

The strength of QRA lies in its ability to decompose complex systems and extrapolate
failure rates derived from historical operating data on the component parts such as
vessels and pipework. Experience has shown that QRA methodology is well suited
for identifying safety improvements in plant design and operations, for regulatory
compliance, as well as for general safety purposes such as land siting and
environmental impact statements. The technique has been used extensively in the
aerospace, electronics, nuclear and chemical process industries to quantify the
likelthood of either a specific incident of event of a sequence of event (Cox et al,

1992)

There are a number of weaknesses in the current approach of QRA. They can be
divided into technical limitations and management limitations (AIChE, 1989). The
technical limitations is mainly due to the many sources of uncertainty at all stages of
the risk assessment process. They include incomplete enumeration of incidents,
improper selection of incidents, unavailability of required data, and uncertainty in
consequences and frequency modelling. Management limitations include lack of

resources (personnel, time and tool) and inadequate skill to perform the analysis.

Another apparent weakness of the current approach of QRA is that it only addresses
the ‘hardware’ component of the process system such as vessels and pipework while
assuming the ‘software’ aspects such as human error and organisational and
management factors of at an ‘average industry standard’ (Jeremy and Hurst, 1992).
Then the utilisation of generic failure rate for hardware failures are assumed to
implicitly include the contributions of the software aspects. Given the scenarios of

MHI which consists of a wide range of different process with different technology,
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and with different organisational and management style and quality, the implicit
approach 1s not satisfactory. In some cases the use of generic failure rate data could
give misleading risk estimates (Smith, 1994). Despite the weaknesses associated with
QRA, its numerical approach of evaluating risk could lead to better understanding of
the system particularly through the enumeration of incident scenarios, hazard
identification, and human response to emergencies, allowing the benefit of risk

reduction strategies for example to be measured (Allum et al, 1993).

2.5 The influence of PSMS on QRA

According to Hurst (1989), Quantitative Risk Assessment (QRA) has traditionally
been developed on a hardware or engineering based approach but increasingly human
factors consideration are seen as at least equally important determinants of risk. It is
an important issue to consider the extent to which human error are included and how

organisational structure and management style affects the risk from specific plant.

Kuo (1994) is of the opinion that the identification of hazard for risk analysis and
reduction tends to be seen as an engineering task, but for the effective treatment of
safety there is a need for the incorporation of the PSMS. More often than not the
roles of management and human error in safety are often not fully understood
(Tweeddle, 1992). Hence there is a need to address the effects of PSMS in nisk
analysis as well as to measure the human error contribution on the overall risk arising
from hazardous plant operations. If an effective method could be established to
relate human error to PSMS, and PSMS to risk analysis, it would allow more

accurate assessment of risk from a hazardous plant to be carried out.

There have been a number of attempts to look at managerial influence on safety. A
study by Suokas (1988) identified eight characteristics of companies having low
incident rates, one which relates directly to management commitment to safety.
Whaley and Lihou (1988) mentioned two techniques namely MORT and Statement

Analysis that can be used to identify the contribution that management made to an

accident or the current standard of management structure within the organization.

Ratcliffe (1993) described STATAS, an in-house technique developed by HSE to
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assess safety management systems by systematically looking into the management

activities and in particular evaluating the effectiveness of management control loop.

Phang (1994) in her survey of safety audit techniques found out that a number of
techniques did provide some means to evaluate safety management system
effectiveness in qualitative form. Most of these technique like ISRS, SHARP,
CHASE and LETSA are looking at some important factors in PSMS such as health
and safety policy, management structure, management of hazardous substances and
training at various levels of depth. ISRS for example provides a systematic analysis
of a safety management plan at a particular installation. The principal objective is loss
control on an existing plant by the identification of critical deficiencies in all elements

of the health and safety plan. A points system is used to evaluate each safety element.

2.6 The quantification of PSMS influences

As QRA gained considerable acceptance by the regulators and the operators the need
to look at the possibility of quantifying the management influence arose when the
industry started to query the application of generic failure rate to all plant and
companies despite management differences when carrying out the QRA. 1t is
common that for a consideration of the QRA, plant hardware and the performance of
its PSMS be kept quite separate because while the interlocking between them 1s well
appreciated it is not well understood (Hurst, 1993). As a result in the last few years
there has been growing interest to measure or quantify the quality of an organisational
PSMS and its effect on the outcome of QRA being carried out. In the U.K a number
of audit systems have been developed in an attempt to analyse how management and

organisational factors contribute to accidents or incidents.

The MANAGER audit technique (Pitblado et al, 1990) was the early solution to this
problem and was based on consideration of major causes of accident where system
failure had occurred. It is based on audit questions that have been developed under
major causal categories, experience and data gathered from various sources. The

quantification process was developed from a combination of the auditor’s evaluation,
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and a risk modifications formula derived from both expert judgement and an
examination of the ranges of failure rates of component. The technique concentrates
on four main areas of sociotechnical influences that influence safety management i.e.
system norms, pressures, resources and communication. It is based on a review of
the role of safety management to actual accident causation within the chemical
process industry. The technique attempts to provide both a qualitative overview of
site safety management and an indication of quantitative modification to generic
failure frequencies (Williams and Hurst, 1992). The strength of this technique is in its
investigative approach which could provide a snapshot of the performance of SMS
and provide én organized set of recommendations given reasonable time and
resources. It weaknesses lay on the fact that equal weighting given to each question,
the nature of the quantification process and the uncertainty whether all relevant areas
are covered. The results of applying MANAGER have produced findings indicating

that PSMS influences could reduce risk estimates based on generic failure rate data.

The quantitative technique developed by Health and Safety Laboratory of HSE which
hereafter is called PRIMA, is based on an audit system with a demonstrable
statistical and theoretical basis to quantify the quality of PSMS at a plant and link this
into the QRA being carried out (CEC, 1995). The statistical basis i1s based on an
analysis of reported incidents involving failure of fixed pipework and vessels on
chemical and major hazard plants. A 3-Dimensional classification scheme was
developed which classifies direct causes, underlying causes and failures of preventive
mechanisms. This scheme provided an objective quantitative model on which to base
a PSMS audit which emphasized loss-of-containment accidents as opposed to
occupational accidents. The theoretical basis is based on the Sociotechnical Pyramid
Model of the effects of PSMS, and the general climate within which it operates on
failure rates. It explores increasingly remote system failures through engineering
reliability to organization and management, communication and control and system
climate. This theoretical model is based on authoritative texts on chemical plant risk
management, conventional organization and management theory, and management of

quality and consideration of major accidents and system failures (Hurst, 1991).

PRIMA have been used by HSE Factory Inspectors to audit PSMS and to quantify it
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for QRA on a number chemical plants in the UK. It is also being used on a trial basis

by a number of European countries under EEC funding (CEC, 1995).

The University of Surrey, Department of Psychology developed the so-called
Management Factor Technique which evaluate the contribution of human and social
factors to hazardous occurrences in the chemical and petrochemical industry. The
technique essentially consists of questions developed using expert judgement and
review of incidents, which relate to management factor contributions. An assessor
would visit a plant and make a rating on each of the questions for that plant. This
rating would be multiplied by weighting coefflicients, reflecting the relative importance

of the questions, prior to calculating the final management factor (Bellamy, 1990).

The management factors determined by an audit technique such as PRIMA or

MANAGER could be used to provide input into QRA in three areas;

a) Modification of generic failure rate.

b) Modification of release parameter.
¢) Modification of impact on the population.

From the literature it appears that the first area, 1i.e. the modification of generic
failure rate seems to be favoured by current researchers to include the MF in QRA.
Hurst (1989) described two approaches in modifying the generic failure rate. They

are;
1) The implicit approach

This approach assumes that the installation is manned at least to the average standard
that is supposed to be monitored by regulatory agencies. QRA is then carried out on
hardware only using generic failure rate data which incorporates component failure
rate from all causes ‘including’ human error. The advantages of this approach is that
difficult judgements about issues of adequacy of management do not need to be

quantified , it is easy to appreciate and not open to criticism for arbitrariness.

Nevertheless the implicit approach is ‘conservative’ since failures rates are taken from

the generic failure rate probably less than the average plant standard. A refinement to
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this approach could be made by the use of engineering judgement to modify the
generic failure rate to the condition found at the plant. Assessors might include an
adjustment to failure rate to allow for some deviation from ‘average’ of the overall

quality of the safety management at the installations.

11) Modification of Risk.

In this approach the ‘hardware only’ QRA is used to calculate the ‘average’ risk for a
site given details of chemical inventories and hardware data using generic failure
rates. The risk figure is then ‘modified’ in a formal way on the basis of a site specific
audit to take account of wider issues. Essentially this formalizes the method of using
engineering judgement. This method improves the ‘transparency’ of QRA by making
the assumptions in the method explicit and thus enables a broader consistency of
approach to be adopted. It also allows the cost and benefits of improvement to be
quantified, across a wider range of influencing factors rather just hardware failures.
Its weakness is that the level of judgement depends on the experience of the assessor
which could lead to inconsistency and be open to criticism. Nevertheless according to
Hurst (1991) some of the weaknesses of the modification of risk method could be

overcome by using the 3-Dimensional classification scheme as described earlier.

By combining the statistical basis and the theoretical model, a comprehensive
question set could be developed to cover the main underlying causes of failures and

failures of management control system. Hence a distinction could be made between an
operating error which is a direct cause of failure leading to loss of containment, and a

safety management failure which may be both underlying cause of a failure or failure

of a potential preventive mechanism.

While the quanfiﬁcation of PSMS has been carried out on quite a number of
installations using various techniques such as PRIMA and MANAGER, very few
comparisons have been made to validate whether these techniques could really
differentiate the influence of PSMS performance on two similar plant. Jeremy and
Hurst (1992) conducted a study in this direction by comparing the management

effectiveness of two technically similar major hazard site using MANAGER. The sites

selected operated practically identical plant, possessed similar toxic inventories, had
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high daily throughputs and required the highest level of product quality control at all
times. The comparative study was aimed to make unqualified prediction of the
computed Management Factor (MF) difference that might be observed between the
two sites. Findings from the study has shown that the technique was able to predict
an overall difference by about a factor of two in relation to the safety management
performance and this was found to be highly compatible with observed safety
performance. This suggests that it may be possible in the future to discriminate
between the safety management effects of individual organisations in relation to
assessment of MHI. They have suggested that similar studies be conducted in order to

support the finding.

2.7 The Contribution of Human Error to Risk

The contribution of human error to accidents has been realized way back in the 60s.
Kriliss (1962) found out from his investigation that almost seventy percent of plane
crashes in the USAF over a period of time was due to human error. In the nuclear
industry, empirical and analytical studies have shown that human error contributes
significantly to accident at nuclear power plants (Barnes, 1990). The Health and
Safety Executives (HSE, 1989) in their publication on Human Factors has indicated
that as many as 90% of workplace accidents in the UK had a contribution from
human factors. Gano (1987) found out based on studies by United States BWR
-utilities and INRO, that 36% of root causes of incidents are due to human error.
Even root causes categories under procedural and equipment failures have human
contribution. Hurst (1993), in a study on causal contribution of safety management
failures based on an extensive database and pipework failure, found out that the
contribution of human failures from operation and maintenance activities is between
25% to 30% of the overall causes of failures. The many examples has prompted
Watson and Oakes (1988) to conclude that human reliability and its quantification is a

central and important aspect of reliability and risk assessment.

Since risk assessment is now widely being used to assess the potential hazards posed

by MHI, any attempt to evaluate the contribution of human error would increase the

.
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transparency of such assessment and provide valuable information on the means of

how to minimise it. In this respect, a distinction could be made between operating
error which 1s a direct cause of failure leading to loss of containment, and a safety
management failure which may be both an underlying cause of failure or the failure of

a potential preventive mechanism.

According to Watson and Oakes (1988) the term "human error" is used to cover
many different situations and events, including error of management decision, design
and maintenance, and most particularly operators. The Kennedy Report (1979)
described the interplay of a large number of managerial, organizational and regulatory
root causes in the Three Mile Island Incident. Kletz (1985) has also provided
numerous case studies which illustrate the ways which human error at various levels
of an organization can give rise to a major disaster. Recent disasters including
Bhopal, Chernobyl and Piper Alpha, have showed the importance of managerial and

organizational factors in accident causation (Pate-Cornell, 1992).

Accidents and major losses in chemical process industries seldom arise from a single
human factor or component failure (AIChE, 1994). Most of the time it is a
combination of some triggering events (hardware or human) coupled with pre-
existing conditions such as design error, maintenance failures or hardware
deficiencies. Therefore it is important to distinguish between active and latent errors
of failures. An active human error has an immediate effect in that it either directly
causes a hazardous state of the system or is the direct initiator of a chain of event
which rapidly leads to the undesirable state. The latent failures on the other hand can

occur at the level of engineering design or management policy.

The degree of which a system i.e. ammonia loading operation is vulnerable to human
error is one of the principal determining factors in deciding the level of analysis
required (Kirwan, 1994). If the system critically depends on human reliability for safe
operation, and which involves potentially large losses e.g. in term of lives, then a full
investigation of human contribution to the level of risk is justifiable. Perrow (1984)
defined three factors which can be considered in setting the scope for HEA 1.e.

complexity, interactiveness and coupling. According to him a system which is
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complex, highly interactive and tightly coupled will require an intensive risk analysis

and in turn needs an in- depth HEA.

2.8 Qualitative Analysis of Human Error

Early human reliability methodologies were dominated by behavioural psychology,
and measurements were taken of simple stimulus or response tasks to the exclusion
of higher level decision making and problem solving tasks and out of context of the
overall system. The behaviourist view of human as a mechanism (or a machine) fitted
in with the way in which the human component was modelled in most system
reliability assessments as being described by Hagen and May (1981). Here human
error is treated as a factor in system reliability and needs to be seen as a process itself.
Probability data on required task performance were feed into conventional fault tree
analysis in the same way as hardware component failure probabilities. Then whether
this error could be recovered, and if it cannot be recovered what would be the

consequences that will affect the overall system reliability are considered.

Looking from a system context, human error could be defined as a failure of the part
of a human to perform a presented act (or the performance of a prohibited act) within
specified limits of accuracy, sequence, or time, which could result in damaged
equipment and property, or disruption of scheduled operation (Hagen and Mays,
1991). While Park (1981) defined it as the probability of error free performance
within a specific period of time. Both of the descriptions are essentially looking at a
human error from human factors engineering or ergonomics perspective. This
approach is concerned with the ‘external’ mode of human error (External Error Mode
- EEM), such as error of omission, error of commission and extraneous error (Swain
and Guttman, 1983). It could be easily applied to the technological system such as
NPP and offshore installations despite lack of a sound theoretical model (Kirwan,

1994).

Rasmussen (1986) challenged the behaviourist thinking. He reviewed a large number

of incidents and accidents reported from nuclear power plant, chemical plant and

aviation industry and made the observation that ‘operator error’ only makes sense
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when they were classified in term of the mental operations being utilized in the task.
His resulting model called Skill, Rule, and Knowledge (SRK) based model of
‘cognitive’ control has become a market standard within the system reliability
community in assessing work place reliability (Cox and Tait, 1991). Norman (1988)

highlights two fundamental categories of error; slips and mistakes. Slips are results

of automatic and routine action under subconscious control, while mistakes are
results from conscious deliberation. Although a number of cognitive models have
been developed, Rasmussen’s is probably the only model that has achieved wide
spread acceptance (Kirwan, 1994). This approach goes beyond the EEM and look
further at the ‘internal’ mode of human error which is known as Psychological Error
Mode (PEM). Human error taxonomy based on this approach has been proposed by
HSE (1989) which comprised of 5 types of human error namely; misperception,
mistake priorities, attentional lapse, mistake action and willfulness, and finally

violation and sabotage.

Reason (1990) extended the SRK framework to form the basis of a generic error
modelling system (GEMS). The system provides a conceptual framework within
which to locate the origins of basic types of human error. It integrates two different
areas of error research; slips and lapses in actions deviate from current intentions
and mistakes, in which action may run according to plan but where the plan is

inadequate in some way.

However, concern for the reliability of specific systems (more generally the
management of safety) requires the error to be classified and explained in the context
of the work process. This approach has been suggested by Meiser (1971) and
Rasmussen (1986). Such context dependent taxonomies have to consider the role
and the interplay of task, technological and organizational as well as individual
process. Mapping taxonomies of error onto the work process opens up the possibility
that error may be usefully reviewed in different ways in relation to different aspect of
work, i.e. design of system implementation, operation, management and maintenance.
In this context human error is viewed as a sociotechnical process rather than as an
individual psychological process. This requires the study on the interrelation of task,

individual, organisation and technology which contributes to human error.
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The various approaches attempting to deal with human error analysis that have been

described above could be adequately summarised by AIChE (1994) to be made up of.
1. Traditional Safety Engineering

2. Human Factors Engineering/Ergonomics

3. Cognitive System Engineering

4. Sociotechnical Systems

Traditional engineering approaches look at the individual factors that could give rise
to accidents and so give emphasis to the selection of people, together with

motivational and disciplinary emphasis.

Human factors engineering/ergonomics approach emphasizes the mismatch between
human capabilities and system demands as being the main source of human error so
the primary remedy is to ensure that the design of the system takes into account the

physical and mental characteristics of the human.

The cognitive system engineering approach is rooted in the applied psychology
branch of knowledge which took the current view that individuals were purposeful in
that their actions were influenced by future goals and objectives, instead of merely a
passive black box that is analogous to an engineering component. This approach is

applicable in particular to activities such as planning and handling abnormal situations.

The last approach is the sociotechnical systems perspective which arose from the
realization that human performance at the operational level cannot be considered in
1solation from the culture, social factors and management policies that exist in an

organization. This approach is mainly concerned with the implications of management

and policy on system safety, quality and productivity.

Currently a number of methods exist to conduct qualitative human error analysis.

This includes THERP, Human Error HAZOP, SRK, SHERPA, GEMS, Murphy
Diagrams, and HRMS (Kirwan, 1994). Each of the technique at the very least should
be able to identify the EEM as it is a necessary step to integrate the human error

element into QRA. Each of the method has its own strengths and weaknesses.

R
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THERP (Swain and Guttman) for example is the simplest method yet capable to
identify a high proportion of human error. Its weakness lies with the fact that this
methodology lacks rigourous structure and is not capable of considering the

underlying psychological mechanism. At the other end the HRMS technique
(Kirwan, 1990) is a fully computerised system which allows the complete task of
assessing human reliability to be accomplished through its task analysis module,
human error identification module, task classification module, cognitive error analysis
sub-module and human error analysis sub-module. However this technique 1s quite
new and still not available in the public domain. As such there is not enough practical

application to show its effectiveness.

In between the two classes of techniques that has been described above lies the
System for Predictive Error Analysis and Reduction (SPEAR) technique. The SPEAR
framework was developed as one of the methodologies for analysing and reducing
risks arising from human error in chemical process industries (Embrey et al, 1994). It
is based on an earlier computerised framework called SHERPA which has been
developed for the same purposes (Embrey et al, 1986). The framework was
developed in order to provide a logical and consistent structure to allow users to
easily apply specific technique for human error analysis such as task analysis and
predictive error analysis. SPEAR represents an integrated set of techniques for
identifying tasks where human error could occur with severe consequences. It goes
on with the process of identifying specific errors and their consequences within the
task. The framework also facilitates the development of cost-effective methods for
reducing the probability of these error. In the area of risk assessment the framework
could be used to identify a critical task with high risk potential which subsequently
could be used as input for QRA.

Phase 1 of SPEAR is made up of a screening process. Its purpose is to identify the
human interaction with a process system which in the event of error occur could
result in significant risk. The screening process ensure that all possible sources of risk
on a site are identified. Decisions could be made with regard to whether the risks

constitutes a serious threat that warrants detailed analysis, By focusing on operator

involvement on high risk system of the plant, the amount of effort required to apply
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other techniques such as task analysis, which form the SPEAR framework could be
reduced. The screening process uses a number of scoring systems that are used to
rank a particular task based on its intrinsic hazard, intrinsic vulnerability and the

frequency of operator involvement.

Detailed Predictive Error Analysis made up Phase 2 of the SPEAR system. The
process evaluates errors that could arise in the subset of tasks that have been
identified by the screening process. The evaluation is carried out in three stages. The
first stage is the Hierarchical Task Analysis (HTA) which describes in detail the
structure of tasks and the plans which determine the order in which the task step is
performed. The second stage is the Predictive Human Error Analysis (PHEA) where
each of the task steps identified in the task analysis is evaluated for its error potential.
The last stage of Phase 2 is the Consequence Analysis which specifies possible
consequences from errors that have been identified in term of the severity of the

consequence and the frequency that it could happen.

The final phase of SPEAR is Error Management Control Analysis. The first stage of
Phase 3 involyes the evaluation of the factors which determine the probability of error
known as Performance Influencing Factors (PIFs). These factors such the quality of
training, procedures, and human-machine interfaces, most of the time are dependent
on the performance of site specific safety management systems for their effectiveness.
The PIF analysis allows factors that exert strong influences in the realisation of an
error to be systematically identified and their current situation assessed. The analysis
is then extended to look at the weaknesses or shortcomings of the present safety
management systems that created the site's PIFs situation. Based on this information
appropriate error reduction strategies could be developed, which made up the Stage 2
of Phase 3. The Phase 3 determines cost-effectiveness of various error reduction
strategies that have been developed in Stage 2. Finally the most cost effective
reduction strategies that has been identified are implemented on site and their

effectiveness 1s verified over time.
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2.9 Quantification of Human Error

Satety and Reliability Directorate (SRD) in its publication on Human Reliability
Assessor Guide (Humphreys, 1988) described eight techniques for determining

human reliability;

1. Absolute Probability Judgement (APJ)

2. Paired Comparison (PC)

3. Technique Empirica Stimo Operation (TESEO)

4. Technique for Human Error Rate Prediction (THERP)

5. Human Error Assessment and Reduction Technique (HEART)
6. Influence Diagram Approach (IDA)

7. Success Likelihood Index Method (SLIM)

8. Human Cognitive Reliability Method (HCR)

The abovementioned techniques could be grouped into basically four main categories

as follows:;

1. Analytical Decomposition Methods - e.g. THERP and HEART

2. Time-Reliability Curve Approaches - e.g. HCR
3. Expert Judgement Based Methods - e.g. APJ

4. Scaling Techniques - e.g. PC and SLIM

Analytical Decomposition Methods break the task down to the task step level for
example open valve, press button etc. It assigns Human Error Probabilities (HEPs)
to each task element from a data bank. Then the HEPs are modified to take into
account the Performance Influencing Factors (PIFs) and the dependence between task
steps. Finally the overall probability of error is synthesised from constituent

probabilities using the event tree. THERP (Swain and Guttman, 1983) is one of the
techniques that fall under this category which basically comprise of a database of
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human error HEPs and PIFs such as stress which could affect human performance.
These factors can then be used to alter the basic human error probabilities i1n the
database, using an event tree modelling approach and a dependency model. HEART
(Williams, 1986); was developed based on a literature review on human factors and
experimental evidences of various parameters that affect human performances. A set
of generic error probabilities for different types of tasks is defined for quantification
purposes. The task under consideration need to be defined under one of the generic
error provided. Then the Error Producing Conditions (EPCs) which s similiar to
PIFs, that could influence the task need to be identified. For each of the EPC evident,
the generic HEP need to be multiplied by the EPC multiplier provided, which will

yield the final HEP. A set of practical error reduction strategies are also provided by

the technique.

The Time-Reliability Curve approaches are based on the assumption that the
probability that the operator will not perform a required function is primarily
dependent on the time available after the onset of the signal for action. HCR is one of
the technique which use this approach where its correlation is a set of time-reliability
curves whose shape is determined by the type of information processing associated
with the task being performed. It encompassed three types of information processing;

skill-based, rule based and knowledge-based processing.

As the name suggested the Expert Judgement based methods use experts to generate
human probabilities directly. It may occur in various forms, from the single expert
assessor, to the use of a larger group of individuals who may work together, or
whose estimates may be mathematical aggregated. As one of such techniques APJ
requires experts, and these expert must firstly have substantive expertise, i.e. they

must know in-depth the area that they are being asked to assess. Secondly the
experts must have normative expertise, i.e. they must be familiar with probability
calculus, as otherwise they will not be able to express their expertise coherently in

quantitative form.

The scaling technique originates from the theory of decision analysis. It is essentially

a technique of defining preferences amongst a set of items, in this case human error
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task. SLIM is one of the technique which fall under this category. It defines
preferences which represent the relative likelihood of the errors, as a function of
various factors that can affect human performance which i1s known as the
Performance Influencing Factor (PIF). This includes for example level of training,
quality of the procedures, time available, quality of the operator interface, etc. It
creates a relative scale representing the likelihood of errors, called the Success
Likelihood Index (SLI). This index can be “calibrated” to generate human error
probabilities using a logarithmic relationship based on experimental data and relative

scaling of error likelihood from the comparison of different experts.

Roafaat and Abduoni (1987) developed an expert system on human reliability analysis

which is modelled on three previously listed techniques 1.e. THERP, SLIM and APJ.
The main intention of developing an expert system in this area was to reduce the
dependence on the human factors and ergonomic analyst judgement required in the
current method and technique. Although the system was primarily designed for
nuclear and process plant, it can be adapted for other industrial and occupational

situations.

Analysis of human performance and estimation of human error probabilities require

supporting quantitative data. These data could be obtained through the following
methods (AIChE, 1994);

1) Laboratory studies.

2) Task simulators.

3) Operational observations.

Time measures of human performance could be obtained using instrumentation which
includes reaction time and task duration. Meanwhile frequency data are produced by
counting numbers of operator responses, errors, output and events. Data collected
from relevant operating experience or from relevant industrial experiment would be
ideal to be used (Kirwan, 1994). In the absence of such data, subjective or operator

based judgement have been used and a variety of psychometric techniques employed
(Gertman et al, 1994).

A PhD Thesis by J.Basri 39



2.10 Current Approaches to Incorporate

Organisational Factors and Human Error into
QRA

Realising that organisational factors and human error plays a significant role on risk
from hazardous installations many researchers have proposed a number of approaches
in trying to include their impact in risk assessment. Many of them are geared towards
the nuclear industry where the application of risk assessment in the form of
Probabilistic Risk Assessment are well established. However some of these
approaches could be extended to other industries with certain adjustment. A number
of these approaches is rooted in the chemical process industries especially in Europe
where the application of risk assessment in the form of Quantitative Risk Assessment
(QRA) has gained considerable acceptance from the owner, practitioner and
regulators (CEC, 1995). Reviews of some of the prominent approaches to
incorporate organisational and human error in risk assessment will be deliberated in

the following paragraphs.

2.10.1 The Work Process Analysis Model (WPAM)

The Work Process Analysis Model (WPAM) (Davoudian et al, 1994), as the name

suggested uses the work process in the nuclear industry as its foundation. In a typical
nuclear power plant, the plant work processes are created by working units formed
according to their technical specialisation. This may include wunits of operations,
maintenance, instrumentation and control, and health physics. The coordination
between these working units is made by a series of information based decision
processes which are developed to facilitate the accomplishment of the overall tasks.
There are a number of organisational factors which influence the success of achieving
these tasks. The bottom layer of these organisational factors is made up of the plant
specific culture such as organisational culture, ownership, and safety culture. The
next layer is made up of factors such as decision making, communication,
administrative knowledge and human resource allocation. The link between the two

layers is achieved by taking into consideration that any one or more of the

organisational factors can influence the quality and efficiency of a given work process
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in the format of 'many to many mapping'. In turn this will affect the personnel and/or

equipment performance.

The model attempted to incorporate the impact of organisational factors on nuclear
power plant safety by accounting for the dependence of these factors introduced
among probabilistic safety assessment parameters. WPAM framework is geared

towards capturing the common-cause effect of organisational factor on NPP. It
considers not only organisational common cause failures of similar systems but also

between dissimilar systems or components.

The strength of WPAM is that it concentrates on capturing the common-cause effect
of organisational factors on nuclear power plant safety. It goes beyond conventional
common-cause failure analysis since it considers common-cause failures of the
organisation of similar and dissimilar systems or components or both. Such an

approach allows the common effect of organisational factors to be considered rather

than a mere recalculation of independent event probabilities.

As for the shortcomings, WPAM currently only considers a steady-state scenario, for
example a pre-accident operation. A dynamic situation, for example the operator
action during a transient are not analysed. Secondly the analysis 1s only shown the
usage within the framework of the corrective maintenance work process. It is
claimed however that with some modifications, the model could be made applicable
to other work processes, for example testing work processes (e.g. surveillance

testing, in-service testing).

2.10.2 The Onion Model

Modarres et al (1992) proposed a framework which can depict the elements of plant
safety in a hierarchical manner. The framework is made up of two structures. The
first structure is called diamond trees which describes the functional hierarchy of plant
safety, including the role of operator and plant management. The second structure is
called the organisational field model which describes the behavioural aspect of the

organisation related to the management and operation of the plant.

A PhD Thesis by J.Basri 41

UNVERSITY OF
SHEFFIELD

4 IR0ARY



The diamond tree i1s a structured top-down, success oriented tree that can describe a
plant functional hierarchy and its operation. The functional hierarchy shows how the
function of the system influences and fulfil a system objective. The development of a
diamond trees involves firstly identifying the plant’s principal objective in this case
would be plant safety. Secondly, identifying the plant’s function that must be met in
order to achieve that objective. These functions then will be examined in detail which
will describe the plant in term of its functional requirement for operation. By
developing the tree further the relationships between hardware components and the
plant function which they support can be identified and shown in the form of success
tree or success path. These relationship provide a basis to identify aspects of the plant
operation which are essential to safety. The complete tree then will be able to show
the relationships between human activities and hardware performance. This is
achieved by recognising the fact that human actions affecting the hardware
performance and the same affecting the quality of various activities under plant
programme such as maintenance activities. And since the plant programme are
implemented and monitored by the management some form of relationship could be

established between the plant hardware and human activities within the plant.

The Organisation Field Model (Onion Model) is used to consider the informal factors
or element of safety within the organisation that cannot be adequately represented by
the Diamond Tree structure. Factors such as morals, attitude, and knowledge of the
plant personnel. The model looks at a site organisation for example at nuclear power
plant as a series of concentric layers (englobing fields) of organisational levels that
mutually interact with each other while maintaining their identity at each level. This
organisation field model is developed from research in management, organisation, and
human factors which structure attempts to depict generic factors that influence a

worker’s reliability and productivity.

The proposed framework could be used for qualitative assessment of how difterent
factors influence plant and personnel. The framework shows how various elements
interact with each other and shows the paths from a given factor to safety which
provides a qualitative explanation of the influence of that factor. The framework also

can be used as the underlying model for quantitative assessment of the organisational
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factors influence. In principle by using appropriate quantitative measures of safety

the effect of various organisational factors and characteristics of the system of interest
could be calculated. However the need to define measures of influence and develop
method of estimation is not an easy task. For this purpose the author proposed

converting the entire framework into a digraph representation and measure the
propagating degree of influence through the model using special mathematical rules

such as Mason’s rule from Signal Graph Theory.

The strength of the proposed framework is that it uses two separate models, 1.e. the
diamond trees and the organisation field model. The diamond model depicts a fairly
accurate representation of the formal elements of safety in hierarchical form while the
later deals with psychological side of the organisation. Combining the two models
yield a useful framework that could provide qualitative and quantitative assessment

of organisational influences on safety.

Its weakness lies in the lack of application for chemical process industries. The author
only mentioned it uses for assessment and integration of safety performance indicator
in NPP but did not elaborate its effectiveness. A case study to show the actual
application of such a framework for a qualitative or quantitative assessment would be
very useful. For qualitative assessment the framework is unable to show the
dynamics of organisational influences. As for a quantitative assessment the measures
of influence are not defined and the method for estimation was not mentioned. Only

the method to propagate this influence from basic elements to the higher level of

organisation was described, i.e. using Mason’s Rule.

2.10.3 Incorporation of Organisational Factors into Human
Reliability Analysis in PRA

Moeni and Orvis (1993) proposed a systematic approach to incorporate

organisational factors into human reliability estimates for probabilistic risk assessment

so it could be applied to safety culture improvement and integrate risk management.

It uses the decision trees, expert judgement, empirical data on human error and

information collected on organisational factors (OFs) in the form of ratings. The
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dependence between multiple operators' actions in an accident scenario due to

common factors rooted at the organisational level is also being addressed.

The determination of human error probability of a specific task requires the
assessment of a number of important Performance Shaping Factors (PSFs) that
influence the likelihood of error being committed by human attempting carrying out
or completing the task. Traditionally the PSFs being used are those that directly
influence the outcome of specific task such as the quality of training, operating
procedures, time stress and man-machine interface. Hence a logical extension of the
PSF concepts would be the inclusion of organisational influences as higher influences
that may affect several of the specific or low level influences that are currently being
used. In addition other organisational factors that can directly influence personnel
performance such as motivation and attitude are also introduced. By calibrating PSFs
for organisational factors (OFs) empirically the probability of an accident or incident
of an NPP could be calculated under one organisational situation. Any changes to the
plant organisational situation will affect OFs (for worse or better) which in turn will
alter the probability of that accident taking place. This will allow comparison to be
made on a failure probability of an event at the same NPP under a different
organisational situation or with another NPP which may under different organisational
situation. The authors explained the application of such an approach by using an

example to determine the reliability of control room operating crew in a typical NPP.

The strength of the proposed model is its ability to breakdown the organisation into
various departments of work processes such as training, licensing, maintenance and
etc. This way the organisational factor that influences safety can be rooted at specific
departments. The model also uses five groups of organisational factors that have
been identified through extensive research on past safety related incidents on NPP in
the U.S. It uses a decision tree technique to estimate HEPs under identified
categories of human factors. The technique allowed the influence of organisational
factors to be assessed, rated, and weighted using well established technique such as

BARs and weight of evidence.

The shortcoming of this technique is that the casual model developed must be
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adequate to depict the relevant department and identify the category of influencing
factor within an organisation. Another shortcoming is the need to provide anchor
points as starting point for the subsequent estimation of weight of evidence for other
influencing factors. Lastly the 5 groups of organisational factors used is based on
NPP historical data (incident assessment) which will be significantly different in non-

nuclear application such as in the petrochemicals industry.

2.10.4 Model of Accident Causation using Hierarchical Influence
Network (MACHINE)

Embrey (1992) proposed a generic model of accident causation which combine
human errors, hardware failures and external event called MACHINE. This model
attempts to approximate accident causation involving three levels of human errors,
1.e. active error and two levels of latent error, one from operational and another from
organisational. It describes the interrelationships between management influences,
immediate causes and operational errors which can be used for organisational
auditing, monitoring and system design. The influences are in the form of ‘many to
many mapping’ or ‘many to many pattern of influence’ that has been described by

other researcher (Davoudian, 1993).

While their relationship looks complex certain generic features can be deduced based
on large number of accidents that has been analysed. It is claimed that this model
could be easily extended to accommodate additional influences and levels so that it
constituted a comprehensive generic model of accident causation. An example of the
application of the technique for accident analysis is given using a generic model of
accident causation. The first level of influences represents typical factors such as
performance of training and time pressure which provide direct effects on the
likelihood of occurrence of the immediate causes. The second level of influences
represent typical policy level factors which determine the likelihood that the first level
influences will be negative or positive, for example the policy to ensure feedback from
operational experience will be of use as input for future training. Using the Influence
Diagram technique the probability of influences between the second and first level

could be established based on the concept of weight of evidence. This concept
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requires the assessment of weight of evidence of the lower level factors influencing
the higher level influencing factor in term of probability. These probability values

could be obtained using techniques such Absolute Probability Judgement and SLIM.

One of the potential applications of the model is that it could be used as a basis for a
safety auditing tool since it could show various levels of influences that actually
determine the likelihood of an accident. Another application area of the model would
be for a quantitative risk assessment where it could capture the effects of a network
of influences. In fact the model could be used to incorporate directly the effects of

management and organisational variables in the quantification of both human and

hardware failures.

As for its implementation the model needs to use a suitable elicitation technique to
capture from individuals in the organisation the detailed structures of influences that
could results or have resulted in accidents. For this purpose the information made
available from accident investigation and near-miss occurrences could be used. In
addition some form of representation of influence is required which need to be
compatible with the generic model. To fulfill these requirements the Influence
Modeling and Assessment System (IMAS) ( Embrey et al, 1984) is used. It has an
added advantage of being able to quantify the effects of various influences that have
been identified. IMAS was originally developed as a method to elicit the diagnostic
models held by NPP operator when responding to emergencies. An interactive
computer program was used to elicit the diagnostic model which depicts the model as

a network comprising of three entities;

(a) Event - occurrences that are causally connected to other events or nodes n
the network

(b) Linkages - pattern of connections between events that are causally related

(c) Indicators - information sources which can be directly observed by the

operator, which indicate states or events which cannot be assessed directly.
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The IMAS structure can be readily applied to the MACHINE accident causation

influence network. The nodes in IMAS represent the states that influence other states
as opposed to events that causally lead to other events in MACHINE. This in turn
influences the likelihood of events active or latent error of hardware failures. The
Influence Diagram methodology could be used to quantify these influences. And as
these influence links are probabilistic in nature the outcomes could be easily

incorporated into probabilistic risk assessment.

The strength of MACHINE is that the model is supposed to be generic in nature since
it is based on information gathered from analysis of real accident or near-miss
occurrences. It is fairly comprehensive and captures various levels of influence that
actually determine the likelihood of an accidents. Its structure also lends itself to
quantification using techniques such as Influence Diagram which use an approach
based on balance of evidence as opposed to the use of absolute judgement of a

particular error.

Shortcoming of the approach lies on the need to tailor the generic model for a specific
system under consideration. The elicitation technique to capture detailed structures of
influences need information from teams of individuals at all level in the organisation.
Data from incident and near miss investigation could be used as a starting point. This
will be well and good for an organisation which have a good safety management
system in placed backed by adequate resources, 1.e. trained and experienced
personnel. But in an organisation with poor PSMS, information from individuals and
data from accident and near misses investigation, may not be adequate to identify the
actual structures of influences needed to modify the generic model. This will result in
wrong representation of site specific structures of influences by the model. The
IMAS tool use for eliciting and representing the influence structures also does not
attempt to capture every interrelationship but only those needed for the purpose in
hand. It mean that the model is not generic in a true sense as it needs to be modified
every time for different uses. Field validations also need to be conducted to check
whether the provisional influencing factors assigned to the model are truly generic in

nature or if the factors varies within different industries. Finally the error probability

calculated as shown in the case study is at global level which includes active, latent
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and recovery errors. The application to assess human influences on hardware failures

which normally involve influences of low level tasks was not illustrated.

2.10.5 System-Action-Management (SAM) Approach

Pate-Cornell and Murphy (1994) proposed the SAM approach which provides the
link between probabilities of system failures to human and management factors. Its
objective is to improve probabilistic risk analysis (PRA) as a tool for managing and
reducing risk. The important feature of this model is that the management factor
affects the physical system only through human decisions and actions. It uses PRA as
a starting point to simplify the subsequent human and organisational analysis. The
PRA will provide the guidance to search for the pertinent human and organisational
factors. Variables from each of the model will lead to a study of the specific parts of
the processes that affect it. SAM was claimed to offer an analytical approach for
modelling the risk associated with a specific system as the structure of human and
management effects on risk can be described by a simple set of equations. The
application of the technique was illustrated in three case studies of failures of three
diverse systems, i.e. operation and fire risk on-board offshore platforms, the
management of heat shield of the NASA space shuttle orbiter, and the root of patient
risks in anesthesia. Despite the diversity of the system under study some common
traits were found which could be useful in designing risk management strategies for a
complex system. For example they found too much emphasis is often put on technical
rather than organisational risk mitigation measures and found that operators are

generally predictable, competent, and well intentioned than normally perceived.

The proposed model was an extension of previous work carried out by Pate-Cornell
and Bea (1992). They presented a methodology to link the PRA input to decisions
and errors during design, construction and operation phases of offshore platforms.
They assessed the contribution of different types of error scenarios to the overall
probability of platform failures. According to them a large fraction of these errors are
attributed to errors and bad decisions rooted in the organisation, based on accident

analysis of well-known incidents such as Piper Alpha platform. Such errors and bad

decisions may affect the PRA inputs but not accounted in an explicit manner,
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eventhough they might be included implicitly in performance statistics and expert
opinion. Bad decisions may involve errors of reasoning, excessive risk taking, or
unwarranted optimism. Thus organisational errors encompass some of the classical
human error and other factors, such as communication and incentive problems that
give significant contribution to the probability of a system failure. These
organisational errors could be linked to a system reliability through PRA which is
designed to provide information for amongst others for the setting of priorittes among
different types of measures at improving system reliability that includes organisational

means.

Key organisational elements of system reliability includes individual skills, information
(collection, communication, and learning), resource constraints (budget set by
corporate goals), and the reward system (job appraisal, wage increases, incentives,
etc.). In turn these factors are rooted in the structure, the procedures, and the culture

of an organisation which contributed to safety of the site operation.

They proposed a taxonomy of operator error which can relate the individual decisions
to organisational features such as information and reward systems. The taxonomy
made fundamental decision between gross errors that taking place in unambiguous
situations and error of judgement which occurred under uncertainty. Gross error
involved mostly information problems which are caused by a temporary or permanent
lack of knowledge, and misunderstanding of a situation. This error can also caused by
human physical and psychological limitations for example when working under an

unusual environment such as on an offshore oil platform.

Errors of judgement concerned with issues of incentives, preferences, and rationality.
These errors cannot be easily defined by a violation of a fixed norm (a deterministic
truth). Hence the authors used an approach based on “bounded rationality” where
people generally respond to the reward system and use, to certain extent available
information even when it is incomplete. Violation of this rational represent one of the

key sources of errors of judgement.

Strengths of this approach are that it looks at errors rooted at organisational level

through error of actions and decisions which some of them go beyond the traditional
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approach of human error. The division of error to gross error and error of judgement
make it much easier to find their root at the organisational level. This in turn provides
the linkage for variables in risk analysis to some organisational factors and assess the
effect of errors (occurrence and consequences) on system performance. Hence it may
be possible to reduce the base rate of errors and increase the rate of error detection
by organisational changes, such as improving learning mechanisms or improving of
scheduling to reduce time pressures. Using offshore platforms as case study the
approach was shown to be able to compare different approaches to risk management.
It was also able to highlight the contribution of low-severity error which provides
significant contribution to system failure. This type of error normally hidden by the

emphasis to look at high severity error which is often the visible trigger of an incident.

Weaknesses of such an approach lies firstly on the highly simplified representation of
a complex installation such as the offshore platform in order to elicit human error and
provides their linkages to the organisational level. While such a global approach will
facilitate the elicitation process it may miss the linkage of certain low level tasks
which may not follow such global representation. Secondly on the use of expert
opinions in the form of an absolute judgement for all human error data. While 1t is
quite straight forward for gross error, to assign values for error of judgement (under
uncertainty) need a more robust approach. This is especially true as not much
statistics are available on error of judgement or exist for comparison. A bounded
value of such errors probably necessary to check the range of uncertainty. Thirdly the
approach did not address the way to detangle human and organisational error which
made up the generic hardware failure rate used in the analysis. Finally the approach
was only tested on off-shore platforms which have specific and well defined structure
for decision making. It remains to be seen how it would cope with other industries
where decision making structure is less clear and more complicated. Or in a situation
where the operator does not have much say (e.g. due to lack of expertise) at the

design and construction stages as often found in the developing countries.
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2.10.6 The PRIMA Audit

Health and Safety Laboratory of HSE, U.K has developed a technique to quantify site
specific PSMS performance. The technique is based on an audit system with a
demonstrable statistical and theoretical basis to quantify the performance of PSMS at
a plant and link this into the QRA being carried out (Hurst, 1993). The statistical
basis 1s taken from an analysis of reported incidents involving failure of fixed
pipework and vessels on chemical and major hazard plants. A 3-Dimensional
classification scheme was developed which classify direct cause, underlying cause and
failure of preventive mechanism. This scheme provided an objective quantitative
model on which to base a PSMS audit which emphasized loss-of-containment
accidents as opposed to occupational accidents. The theoretical basis is based on the
Sociotechnical Pyramid Model of the effects of PSMS, and the general climate within
which it operates on failure rates. It explores increasingly remote system failures
through engineering reliability to organization and management, communication and
control and system climate. This theoretical model is based on authoritative texts on
chemical plant risk management, conventional organization and management theory,
and management of quality and consideration of major accidents and system failures
(Hurst, 1991). The technique has been used by HSE Factory Inspectors to audit
PSMS and to quantify it for QRA of a number chemical plant in the UK . It is also
being used on a trial basis by a number of European countries under EEC funding

(Hurst et al, 1993) .

Experience gathered from audit trials in the UK and other European Countries has
led to further development of the technique, primarily revising the question set and
the judgement for various anchor points (CEC, 1995). The final audit version is then
called PRIMA ( Process RIsk Management Audit). PRIMA is an audit tool for the
quantitative assessment of PSMS performance. The technique was initially developed
to incorporate site specific safety management system quality into quantitative risk
assessment. Since then it has undergone further development including on the audit
materials, primarily the question sets and anchor points. Training audit has been

conducted in the UK and the audit version produced following the audit and used in
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field trials at a number of European countries was referred to as PRIMA.

PRIMA consists of eight key audit areas namely;

e Hazard review of design (DES/HAZ)

e Human factor review of maintenance (MAINT/HF)

o Checking/Supervision of maintenance tasks (MAINT/CHECK)

e Routine inspection and maintenance (MAINT/ROUT)

e Human factors review of operations (OP/HF)

e Checking/supervision of construction/installation (CON/CHECK)
o Hazard review of operations (OP/HAZ)

o Checking/supervision of operations (OP/CHECK)

The following tools are available to assist the auditor in carrying the audit:

e A model of an ideal PSMS defined by the control and monitoring loops
o A set of four key themes within each audit area

e A question set

¢ An audit manual

* A calculation method to generate the modification factors

Strengths of PRIMA:

e The technique was developed based on sound theoretical and statistical basis.

However the loss of containment data base needed updating.

* The audit questionnaires set is comprehensive and do cover the necessary areas
for PSMS audit. In fact some of the information made available from the
questionnaire could be used for other purposes for example to carry out human

error analysis

-
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e The use of management control loop provides an effective way to represent

PSMS situation for each site

o The technique provides a quantitative output in the form of PRIMA Modification

Factor that can be used to modify generic failure rate for QRA

Weaknesses of PRIMA;

e Need a thorough site inspection and document verifications in order to make

sound judgment for the PSMS performance

e Too much emphasis on written documents which may not be appropriate to

smaller site with simple process

o The time required to complete the whole audit exercises is quite significant.

2.11 Conclusions

The literature review has shown the emergence of QRA as a decision making tool for
Major Hazard control in some developed countries (Pasman, 1995) and to certain
extent in few developing countries (ILO, 1992). The contribution of QRA does not
lie squarely on the number that they produce but through the process itself which 1s
capable of systematically identifying, assessing and estimating the risk from major
hazard sites (AIChE, 1989). Such an exercise provides valuable information that
could be used to assist the decision making process by the operator and the regulator

altke (McQuaid, 1995 and Bayer et al, 1991).

However each major hazard site possesses specific organisational characteristics that
shaped their ability to manage risk associated with its operation. The existence of
effective operating procedures, the availability of skill and experience of the operator,
the effectiveness of inspection and maintenance system, and not least the management
commitment influence the ability of a particular site in controlling risk. These factors
were found to be important contributors to risk beside the hardware integrity (Purdy

and Wasilewski, 1994). As human and management systems are part of a site
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organisation, understanding their influence to QRA could provide a means to reduce

the risk, and improving the transparency and accuracy of the risk estimate.

Existing research on the influence organisational factors to QRA is still at the
development and validation stages. In the U.S the research mostly concentrated on
nuclear industry (Davoudian et al, 1994) while in Europe is more prominent in the
chemical process industries (CEC, 1995). The situation in developing countries is
more or less uncharted for (Basri, 1996), even though this is the place where the
organisational differences are more pronounced due to side by side existence of local
and multinational major hazard sites. Any attempt to address this situation is
considered timely as risk reduction effort through organisational changes require less

resources which is of major concern in developing countries (ILO, 1992).

M
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Chapter 3

Research Methodology

3.1 Introduction

The proposed research is essentially a comparative study on the influence of PSMS
on risk from major accidents of two MHI in Malaysia which handles similarly
hazardous material but with a significant difference in safety management
performance. The comparative study will be carried out using the established
technique of QRA and the PSMS quantification. Further attempts would then be
made to compare the result of human error quantification on one of the main
components in PSMS, that is human error with one of the hazardous operational
activities being carried out at both installations. The main goal is to compare and
contrast the differences on the level of risk and human error probability that might

arise due to the different style of PSMS existing at the installations.

3.2 Research Background.

Malaysia as a fast developing country has successfully moved from agriculture based
industry to manufacturing and processing industries. Discovery of gas and petroleum
reserves in the last decade has seen many large petroleum, chemical and
petrochemical plants being built throughout the country. At the same time small and
medium size downstream industries started to be established. While the large
upstream industries mainly belong to multinational or nationalized companies, the
downstream industries see the mixture of such companies as well as those who are

owned by small local operators.
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Different types of ownership mean the possibility of a different approach in managing
the day to day running of the plants. Their differences to a certain extent will filter
down to safety management system of individual plant. This unique scenario
represents an excellent opportunity to evaluate the impact of safety management
performance which might arise from the different management style in such plants on
the overall risk from its operations. It is expected that the plant which is owned by a
multinational will be operated by the parent’s company management style to a large
extent and this includes the safety management aspect. While the locally owned
company is managed by a managemerIlt style that 1s peculiar to small Malaysian
companies with very little influences from developed countries. Any little influences
that exist probably in the form of following the operational and maintenance
procedures and guidelines as laid down by the process hardware suppliers which

mostly come from developed countries.

Similarly the scenario also offers good opportunity to explore and investigate the
contribution specific component of safety management i.e. human reliability to both
the safety management quality and plant overall risk. The plant owned by the
multinational is expected to benefit from the parent’s company expertise and
experience with regards to human error. Necessary steps to reduce human error such
as achieving task pre-conditions and carrying out task analysis on critical activities
should have been taken. As for the locally managed plant, typically very little

consideration is given on the aspect of reducing human error. Whatever steps taken

toward that probably will be by trial and error basis.

3.3 Regulatory Framework.

As been described in Chapter 2, Malaysia has adequate regulatory system to ensure
safety and health at work places. The Factories and Machinery Act 1967 (FMD,
1967) and the new Occupational Safety and Health Act 1994 (DOSH, 1994) which is
based on the UK Health and Safety At Work Act etc (HASEWA), provide the

minimum standard of safety and health for workers at work places throughout the

country. The regulations made under both Acts, provided detail requirements on
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diverse areas such as the registration of place of work, competency of persons in
charge and inspection of dangerous machinery such as lift, boilers and pressure

vessels.

The Control of Industrial Major Accidents, which is based on the UK CIMAH
regulations is .currently in place to control hazardous installations such chemicals,

petroleum, and petrochemicals plants. These regulations are similar to CIMAH
where the major hazards installation existing and new, is required to present a safety
case or safety report to the authority before be given the approval to operate. The
Malaysian regulations however, require the owner of such installations to consult a
competent person or competent companies which are approved by the authority in the
preparation of safety cases to ensure that the owner or the operator of a major
hazards installation will be given proper assessment by an expert, especially those run

by small time operators.

DOSH of Malaysia has direct involvement in ensuring the safety of potentially
hazardous hardware like boilers, reactors, distillation towers and other pressure
vessels. This is carried out by reviewing the design, checking the fabrications,
conducting hydrostatic tests, witnessing commissioning and carrying out annual
inspection on each vessel for ‘fitness of purpose’. This direct involvement ensured to
a certain extent the integrity of such in vessel at the design and fabrication stages, and
continue through its operation and maintenance cycle. It will be interesting to find
out whether this sort of arrangement benefits the PSMS of both MHI under
investigation especially in auditing the design integrity and maintenance aspect of

pressure systems.

Still there are other areas that are not regulated thoroughly, yet that could contribute
significantly to the overall risk of the installations. The operator’s qualifications and
skill, accident statistics monitoring system, management of human error and the
overall system reliability still much left to the operators to implement as long as it
meets the minimum general requirements of safety and health. The situation resulted
in different systems being adopted by each MHI. This has resulted in different

quality of PSMS performance and human error management at different sites.
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3.4 Overview of Methodology

The method employed to conduct the research will be based on field study which
consisted of observations, interviews, site inspections and documents review to be
conducted on two MHI in Malaysia. Field studies on two sites which have different
style of plant management system will be conducted to assess the site specific PSMS
performance contribution to QRA. One of the installations 1s owned by an
established multinational company and managed according to a modern big
corporation style of management. While the other installations selected is owned by a
family business and managed as a family run organization. However both
installations are expected to handle or process similarly hazardous matenal 1.e. toxic
gas such ammonia eventhough the capacity and size may be different. Such an
arrangement is expected to be able to provide a common background as far as the
hazardous material is concerned, allowing the effect of different management style to

PSMS and eventually the results of QRA to be properly investigated.

The second factor that will be assessed is the human error on one of the activities
that it is expected to provide the highest risk contributor in the plant operations. This
activity will be identified during the baseline QRA assessment and supported by
historical data on the plant failures. As this aspect is not adequately or explicitly
covered by the current legislation in Malaysia, it will be interesting to explore their
effect on both the safety management system and the overall risk level of the
installation. It is envisaged that human error for this research is approached in a
system context. In this approach human error will be treated as part of the overall

system reliability. As one of the factors in system reliability, human error is expected

to be seen as a process itself rather than of causation-kind effect and recovery. This
approach requires the identification of antecedent conditions that could lead to human
error. The next step is to determine whether this error could be recovered, and if it
cannot be recovered what would be the consequence that will effect the overall
system reliability. To fulfill this objective a similarly highly hazardous task will be
selected in both plant operations, for example task or activity of loading and

unloading of highly flammable or highly toxic material. Analysis on human error in
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carrying out two almost identical hazardous tasks at different site would allow

comparison to be made on its effect on PSMS and eventually on results of QRA.

Results from the analysis of PSMS and Human Error on the two MHI will be
compared and contrasted. These compare and contrast approach is expected to
highlight differences and similarities on important factors of PSMS and Human Error
that contnibuted to the outcome of QRA between the two plants. Factors that
provide significant contributions to the plant's QRA then will be scrutinised to look
for effective mean to reduce their impact to the overall risk level on both MHI.

Findings from this research on means to reduce the off-site risk then could probably
extend to other MHI in Malaysia.

Further results from the research coupled with experiences gathered while carrying
out the PSMS audit and Human Error analysis will be used to develop a procedure to
link the effect of PSMS and Human Error on QRA. This procedure will allow a
untfied approach to assess the impact of the quality of PSMS and the state of human
error in a particular MHI plant through a common site audit. The interplay between
human factors, organisational structure and management is expected to be clearly

defined, analysed and assessed in a systematic manner.

An overview of the research methodology could be represented by a flow chart as

shown 1n Figure 3.1

M
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3.5 Research Design.

In theory the methods to carry out research of this nature falls under one of the

following categories;
e Experimental
¢ (Quasi-experimental
e Correlational
e (Causal-comparative

e Survey

This research which compared PSMS and Human Error contributions to QRA and
coming up with a method to link assessment of the two factors based from results and
knowledge gained from conducting the exercises is expected to fall under the causal-
comparative category. Under this category specific factors i.e. PSMS and Human
Error will be used to compare and contrast off-site risk associated with the operations
of two MHI in Malaysia which handled similarly hazardous material, namely
ammonia. Results from the analysis and observations made while conducting the field
study 1s hoped to provide input for developing a procedure to integrate the

assessment of PSMS and Human Error contribution to QRA.

In order to achieve this objective it is essential to design the research in a manner that
will allow valid comparisons to be made between the two sites. The research design

formulated for this research is given as follows;
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3.5.1 Selection of the MHI for comparison

As the main goal of the research is to compare and contrast, the proper selection of
MHI is of a paramount importance. Statistical representation is not critical since the
study looked at specific factors 1.e. PSMS and Human Error in great details rather
than looking at basic correlation between many samples. The two MHI selected

should have the following characteristics;

e A major hazard installation as defined in the Malaysian regulations in the

control of major accident.

e Different type of ownership, i.e. one installation belongs to an established
multinational, preferably a European concern, which have been exposed to
some form of major accident control legislation through the European
Community (EC) directives. The other installation to be fully locally owned

preferably ‘family run’ type of ownership

e Different style of plant’s management, ie. it is anticipated that the
multinational installation being selected will be managed in accordance with
that be practiced at their plant in developed countries. The locally owned
installation selected may or may not follow strictly to any particular
management style as practiced by the multinational. Certain degree of

influence by the process hardware supplier is to be expected.

e Different plant’s operator recruitment policy, training procedures and work
incentives, i.e. it is expected that the multinational company provides more
comprehensive training and better work incentives while possessing an

effective recruitment policy as compared to the local one.

e Operating an almost similarly plant, process same level of technology but

plant capacity or through-put could differ significantly.
e Sited in an industrial estate but at different locations.

e Built or constructed in the last ten years and have been operated ever since.

These factors are important to ensure that they have existed well before any
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legislation 1n place with regard to major hazard control, especially on siting

ISSUes.

e Have fairly adequate records on accident statistics, maintenance, repairs,

inspection and training of personnel especially the plant’s operator.

e Management willingness to provide information, to allow safety audit and
human reliability assessment to be carried out on site over a significant
duration. This factor is extremely important to ensure the success of the

proposed research

3.5.2 Selecting an operational activity for Human Error Analysis

The activity selected for Human Error analysis should be made available at both MHI.
[t 1s decided the activity should be a hazardous operational activity that forms part
and parcel of the plants’ normal operation. Operational activity is selected against
other plant’s activity such as maintenance and repairs since it represents the highest
contributor to failures of vessels and pipework as reported by an analysis conducted

by HSE (Hurst, 1991). The activity will be selected based on the following critena;

e It should be one of the highest risk contributors as determined by the baseline

QRA.
e Involve a number of tasks that require human involvement
e Has set of established procedures
e It requires a fairly high degree of skill for execution
e Operators has been adequately trained to carry out the activity

e Historical data has shown that such activity is one of the highest contributor

of process plant failures.
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3.5.3 Selection of techniques for analysis

A number of techniques will be employed to conduct the research. For this purposes
it 1S necessary to select appropriate techniques for a specific purpose from an array of
techniques currently available in public domain. Criteria of selection differ depending
on types of applications but academic endeavour over commercial interest would be
the prime consideration. Full discussions on the selection of various technique is

given as follows;

a) PSMS auditing technique

There are a number of techniques currently available to audit PSMS. Some of the
techniques such as MORT and CHASE only provide qualitative results while others
as ISRS, MANAGER and PRIMA provide mean to convert qualitative results to

quantitative ones. As the research is aimed towards QRA it would be necessary to
select only those techniques that are capable of giving quantitative results. After

conducting thorough evaluations from available literature it was found that the

PRIMA (Hurst et al, 1996) is the most appropriate technique that could fulfill the

research objectives. Main reasons for selecting this technique are;

e it was developed based on a sound management theory i.e. the Sociotechnical

management theory.

e the quantitative part of the technique is based on a good set of historical data

of vessels and pipework failures.

e it allows the analysis of contributing underlying causes of failures which

include human factors

e has been successfully tested for field applications by a number of research

bodies in the U K and to lesser extent in Europe.

b) QRA Technique

Conducting full QRA on medium size MHI requires a lot of resources and time
consuming if done manually. To ensure completeness large numbers of credible

scenarios would be required to be analysed and quantified. So there is a need to use a
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computer code to carry out numerous runs for the analysis. Currently there are a
number of QRA computer codes available but almost all are proprietary software,
hence accessibility 1s of prime importance. At the end the available choice is between
two software namely RISKAT developed by HSE (Nussey et al, 1993) and SAFETI
developed by TECHNICA Ltd. (Technica, 1994). Evaluation made based on

available literature showed very little to separate between the two. Finally RISKAT

was chosen due to the following reasons;
e it 1s more user-friendly as it utilised the Window operating environment
e allowed faster sensitivity analysis to be carried out

e usage of ‘toxic load’ which is more realistic for land use planning (Fairhurst

et al 1993)

¢) Human Error Quantification Techniques

There are quite a number of techniques currently available for the prediction of human

error. They fall under three broad category as follows;

e Analytical Decomposition Methods - e.g. THERP and HEART

e Time-Reliability Curve Approaches - e.g. HCR
e Expert Judgement based Methods - e.g. APJ

e Scaling Technique - e.g. PC and SLIM

Some of the techniques such as THERP (Swain and Guttman,1983) and HEART
(Williams, 1986) are in public domain while others like SLIM (Embrey, 1984) and
JHEDI are propriety owned. Selecting one appropriate technique for this research
based upon available literature proved to be quite difficult. Validation exercises that
have been conducted by a number of researchers such as Humphreys (1988) and

Kirwan (1988) provided some guidelines. Finally the SLIM technique was selected

for use for the following reasons;

e the technique capable to assess Human Error Probability (HEP) at system,

sub-system and task levels
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e accessibility to technique and owner could provide training

e fairly accurate technique

e maturity - has been in existence and used for quite sometime in the chemical

process industry

e fairly high degree of acceptability by the regulatory bodies, the scientific

community and HRA assessor

e available as computer code that would speed up the analysis and permit

greater degree of sensitivity analysis to be carried out.

3.6 Research Procedures

The research procedures are described in the following paragraph. Step by step

description of the procedures is given as follows;

3.6.1 Analysing the background of MHI in Malaysia.

The first step is to study and analyse the background of MHI in Malaysia. Such an
analysis 1s important in order to understand the earlier development, current status
and future direction of the industry. The previous and current regulatory framework

that governs safety and health aspects and land siting policy in Malaysia would be
scrutinised. Information made available by such analysis would be valuable in setting
up the research direction and boundary. For example in the absence of regulatory
requirement for minimum level of plant’s operator basic qualifications it would be
difficult to consider such factor as a major aspect in human reliability. Another

example is that the absence of comprehensive siting policy in Malaysia until recently,

created a situation where one major hazard installation is allowed to be built nearer to

populated area as compared to another installation.

The Malaysian government policy to attract foreign investment has resulted many
multinational companies to invest in the country by building up large petroleum,

petrochemical and chemical installations. Each multinational company will then bring
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In together their management’s skill and system for the plant’s operation. Some of
these companies formed joint ventures with locals that sometimes resulted in a
different style of management. Then there are local companies, most often family run
business which run small and medium scale major hazard installations such as LPG
bottling plants, ammonia bulking plants for the rubber industry and chlorine bottling
plants for the water treatment. These mixtures of plant’s management style, would
affect the safety management system of the plant to certain extent and this could

provide a fertile ground to investigate the ‘management factor’ influence on overall

risk.

Similarly the absence of any form of curriculum be it at the national or state level for
plant operator’s basic theoretical knowledge and skill has resulted in a quite big
difference in terms of the operator’s skill operating major hazard installations
eventhough for those using hardware of the same technology. There are instance
where due to the requirement to provide job opportunities to people surrounding a
newly built major hazard installation, the company has to recruit locals who were
mainly with fishing or agricultural skill to operate a highly sophisticated process. In
such situation the local operator will be given an ad-hoc ‘crash’ training programme
that sometimes involved short attachment with a foreign installation followed by
supervision of on-site training. Since it is done on an ad-hoc basis by each company
it would be interesting to find out whether the skill they have acquired is appropriate
and how they contributed to human reliability in each plant or installation. Also how

further training, incentives, safety and quality management on-site contributes to

human reliability especially on hazardous tasks or activities.

3.6.2 Selecting two MHI in Malaysia for comparative study

The second step involving the selection of two major hazard installations where a full
scale analysis of QRA, PSMS audit and Human Error analysis will be carried out. As
the research does not intend to prove statistical significance but to compare and
contrast, their selections do not require strict procedures to ensure randomness and
representativeness. In fact a certain degree of familiarisation is desirable to ensure

their selection fulfills the objective of research. Basically the two major hazard
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installations selected should have the characteristics as described earlier in Section

3.9:1.

3.6.3 Conducting baseline QRA

Conducting ‘baseline’ QRA on both installations will serve two purposes. One 1s to
determine the risk level on both plants using generic failure rate without considering
the impact of PSMS. Second is to determine which activity within the plant that
represent one of the highest risk contributor to the overall plants risk level. This

activity then will be considered to be subjected to human reliability analysis.

The QRA will be conducted using RISKAT software which was developed by HSE.
Necessary input for the analysis would be made available through physical inspection,
examining records and procedures, interviewing personnel and site observations.
Further input such as weather information, population density, site-map, PI&D
diagram could be made available prior to the actual analysis. Some of the input

requires expert judgement to be made.

Necessary steps will be taken to ensure those input data to RISKAT are compatible
since it was being developed basically for use in the UK. Certain input like the
weather data, site-map grid and population density from Malaysia probably need to
be modified to make it compatible with RISKAT. Another factor that needs to be
considered is on various built models that being utilized by the software for
consequences analysis. For example it is necessary to check whether the heavy than

air gas dispersion model utilized by RISKAT is suitable to be used in a humid climate

like in Malaysia.

As it is required to compare the QRA results of the two MHI a consistent approach 1n

conducting the analysis is needed. For this purpose a checklist will be developed to
ensure similar type of questions asked, same type of documents searched and similar
assumptions being made in the process of carrying out the analysis. In the event of

expert judgement needing to be made a cautious approach will be taken to prevent

bias toward a particular MHI.
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3.6.4 Quantification of PSMS performance

An established audit technique called PRIMA (Hurst et al, 1996) will be used to
conduct PSMS audits on both major hazard installations that have been selected. The
aims of this audit 1s to determine or ‘measure’ management factor that is associated
with the performance site specific PSMS. The PRIMA audit checklist 1s quite
comprehensive and requires the participation of both workers, supervisors and
managers. To ensure some degree of accuracy, it is essential the auditor be familiar
with the philosophy, concept and technique of auditing system selected and have

some experience conducting safety management audit.

The PRIMA audit technique utilises formal questions set covering nineteen functions
within an overall safety management system. Based on the extensive analysis on
vessels and pipework failures eight combinations of functions were identified as major

contributors. The research will attempt to cover the eight combinations namely;
e Design/Hazop (DES/HAZ),
e Maintenance/Human Factor (MAINT/HF)
e Maintenance/Checking (MAINT/CHEC)
¢ Maintenance/Routine (MAINT/ROUT)
¢ (Operation/Human Factor (OP/HF)
e Operation/Hazop (CON/CHEC)
e Operation/Checking (OP/HAZ)

¢ Construction/Checking (OP/CHEC)

The audit will involve conducting interviews with senior managers, line managers,
supervisors, operators and tradesman. Relevant company documents will be reviewed
and critical documented procedures will be checked upon. However it would be very
difficult to interview everyone involved in the activities under scrutiny. Instead a
sampling technique will be used to look at 'horizontal' and 'vertical' slices of the site's
organisation that ensure that opinion will be obtained from a cross section of

personnel on each site.
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The horizontal slice involved carrying out formal interviews with managers, who have
influences and have duties in the areas of forming and implementing policy in relation
to the activities under consideration which include establishing organisational
arrangements and managing the relevant system and procedures. The vertical slice
involved interviewing those individuals in the chain of command who are responsible
for delivery of engineering reliability and operator competence including foreman,

operators and technicians.

A number of visits to each MHI are expected to be carried out to complete the audit
process. The availability of subjects for interviews especially the senior managers
make it difficult to really estimate the actual duration of the auditing process.
Similarly looking for the right documents for review will be another factors to be
considered. Also the observations of some critical activities against written
procedures may not take place at certain periods of time. So comprehensive planning
is necessary to ensure the audit’s success for example by fixing appointment for
interviews, looking at the plant's works schedule and informing in advance the type of

information needed to be reviewed.

3.6.5 Modification of generic failure rate

A Management Factor (MF) obtained from safety management audit from each
installation will be used to modify the generic failures rate. The use of modified failure
rate will be better able to reflect the actual performance of safety management system
as compared to using the implicit approach. PRIMA provides the option to use the
audit results to modify generic failure rate used in QRA. This will be done by directly
modifying failure rates using three types of information: the audit ratings, weights for
each area; and a scaling factor based on range and distribution of loss containment

accidents and incidents.

3.6.6 Conducting QRA using modified generic failure rate

This step requires QRA to be conducted on both installations using modified generic
failure rates that have been determined as in Section 3.6.5 using the same QRA

assessment tool RISKAT. Other inputs needed for the analysis such as weather
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data, population density and system hardware together with various assumptions
made will remain the same. This will ensure that all the other factors remain constant
except the modified generic failure rate is used for analysis. A number of sensitivity

analyses will be conducted to evaluate the effect of a number of input parameters

3.6.7 Comparing QRA results between the two MHI

The next step 1s analysing and comparing results of QRA conducted on both
installations. The QRA results are expected to be in the form of individual nisk,
societal risk and some critical hazard ranges. The effect of different management
factor value (MF) between the two installations is expected to be reflected in the
QRA results. This comparison will show how QRA is going to be affected by
management factors at both installations. Results obtained from this analysis will be

used to test two hypothesis that have been set earlier, 1.¢€.;

e PSMS does affect QRA results

e MHI with better PSMS performance has lower off- site risk

3.6.8 Selecting an activity in normal operation for Human Error
Analysis

This step represents an attempt to investigate the effect of human error on PSMS and
the overall risk from major hazard installations. To achieve this objective it 1s
necessary firstly to select a hazardous task or an activity in the plant where a critical
assessment on the aspect of human error could be carried out. This approach is
expected to provide a ‘snap shot’ on the state of human error management of the
entire plant since it is not possible to conduct a complete assessment on all major task
or activities. Concentrating on only one activity will reduce task diversity, differences
in preventive mechanism and the level of hardware technology as well as operator’s
skill requirement to carry out such activity safely and efficiently. It will also make the
investigation and the following analysis more manageable within the scope and time
available to conduct the research. Providing common background for the selected
activity for both installations will minimise the influence from other variables that are

not directly related to human error.
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3.6.9 Conducting Human Error analysis

The next step 1s to conduct human error assessment on the selected activity using an
established human error predicting technique SLIM at both MHI. The emphasis again
1s familiarisation on the usage of the technique especially on its concept, approach and
methodology. This step is expected to be given a lot of attention due to lack of
exposure in conducting such assessment. Adequate training will be sought from the
technique's proprietor. Expert advice from human error specialist probably needs to

be sought to ensure completeness of assessment.

Once again close cooperation from the plant’s management is essential, especially
from the operators which carry out the designated task. A briefing session will be
carried out to the supervisors and operators involved to prevent undue stress working
under close observations. Similar to the QRA analysis a checklist will be developed

to ensure consistency in carrying out this human error analysis on both MHI.

3.6.10 Comparing Human Error Analysis results.

This step involves the analysis of results on human error analysis for both
installations. Due to significant differences in areas like operational procedures,
maintenance standard, operator’s knowledge and skill, work incentives and
motivation as well as management control, it is expected the level of human reliability
between the two plants will be different on the activity under consideration.
Judgement is then needed to be made to estimate whether results from analysis on
specific task or activity could represent the overall standard of human error for both
installations. Findings from this exercises will be used to support the hypothesis that

has been set earlier i.e.;

e Human error does contribute to the risk level of an MHI.

e The MHI managed according to multinational style have smaller human error
probability in one of the activity under investigation i.e. loading and unloading

operation compared to the locally managed one.
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3.6.11 Analysing the contribution of PSMS performance and
Human Error to off-site risk

In this step the contribution of human error and PSMS and the overall plant risk level
will be investigated. The contribution of two human factors areas in PSMS auditing

namely OP/HF and MAINT/HF will provide a good starting point to investigate a
possible correlation between PSMS and Human error. However the two factors only
represent a portion of a complex interaction between the two. While human error has

significant contributions to PSMS it also has direct contribution to QRA on its own.

One possible approach is to further decompose the interplay of human error at
managerial, organisational and operational level as described by the Kennedy Report
(1979) and quantifying human reliability as part of the system’s overall reliability as
proposed by Cox (1991) and Embrey (1992). Specific attempts will be made to link
the contribution of human reliability with the site specific PSMS. Results of the
PRIMA audit and Human Error analysis as well as experienced in conducting both

exercises at the two sites will be scrutinised in order to look for possible linkage.

3.6.12 Developing a procedure to link the analysis of PSMS and
Human Error

The final step is looking at the possibility of linking the assessment of PSMS and
Human Error at a particular site. This represents an initial attempt to follow through
suggestions made by Reason (1989) for an integrated approach to analyse accidents
and human error, as the root causes do not appear to belong exclusively to any one
domain i.e. hardware, software or liveware. Information and data gathered from the

field study will be used together with extensive literature reviewed to come up with

some form of procedure.
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3.7 Conclusion

The research involved the application of knowledge from three distinct types of
subject 1.e. Safety Management System, Human Error and Risk Assessment. It
attempts to explore at overlapping boundaries of contributions between system
hardware, human error and safety management on risk. The comparative study
conducted on two major hazard installations provides a means to investigate the
interplay between them in a real situation. The fact that the two sites under
investigation were in Malaysia provides additional dimension to the study. While
there have been many attempts to look at it from developed countries' perspectives
(mainly in the nuclear industry) this study is believed the first one to address the

situation prevailing in developing countries.
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Chapter 4

Process Safety Management Audits on
Three Major Hazard Sites in Malaysia

4.1 Introduction

The majority of MHI in Malaysia were built after the discovery of large quantities of
gas and petroleum in the eighties. They comprise mainly of gas processing plants,
petroleum refineries, petrochemical complexes and some related downstream
chemical plants. These MHI are operated by large companies, either belonging to
multinationals or large national corporations. Having significant experience in dealing
with hazardous operations these companies normally have good PSMS installed on
site. They have proper safety organisations and adequate resources in place to

manage the risk associated with the sites' operations (Nanyan, 1987).

However there are also small numbers of MHI which are operated by small
companies, mainly locals. These sites operate simple processes such as chemical
blending operations, bulking and bottling operations of chemicals and petroleum
products. The sites PSMS is characterised by lack of effective organisation and
inadequate resources to effectively manage risk that arised from the sites operation

(DOSH, 1994.)

4.2 The PRIMA Audit

PRIMA is an audit tool for the assessment of PSMS performance (Hurst et al, 1996).
The technique was initially developed to incorporate site specific safety management
system quality into quantitative risk assessment. Since then it has undergone further

development including on the audit materials, primarily the question sets and anchor
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points. Trail audits have been conducted in the U K and the audit version produced

following the audit and used in field trials at a number of European countries was

referred to as PRIMA (Hurst, 1996).

PRIMA was developed from a number of concepts, research studies and classification

schemes which include analysis of loss of containment accidents, a sociotechnical
model of accident causation, a control and monitoring loop model of safety

management and audit themes. It consists of eight key audit areas namely;
e Hazard review of design (DES/HAZ)
¢ Human factor review of maintenance (MAINT/HF)

e (Checking/Supervision of maintenance tasks (MAINT/CHEC)
e Routine inspection and maintenance (MAINT/ROUT)

¢ Human factors review of operations (OP/HF)

e Checking/supervision of construction/installation (CON/CHEC)
e Hazard review of operations (OP/HAZ)

e Checking/supervision of operations (OP/CHEC)

The following tools have been developed for PRIMA which could be used to assist

the auditor in carrying out the audit;
e A model of an ideal PSMS defined by the control and monitoring loops
e A set of four key themes within each audit area
e A question set
e An audit manual
e A calculation method to generate the modification factors

As the PRIMA technique was developed primarily based on the European

experiences, this study set out to see if it could work in developing countries like
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Malaysia. The existence of multinational and small local companies operating MHI in
such countries allows analysis to be carried out to compare and contrast the PSMS
management performance between the two. Strengths and weaknesses in the

application of the technique could also be identified from a developing country

perspective.

4.3 Conducting PRIMA audits in Malaysia

As the PRIMA audit technique is quite new to Malaysia a significant amount of
groundwork needed to be carried out to ensure a reasonable degree of audit standard
achieved as what the technique is intended for (Basri, 1996). As an example training
sessions had to be conducted to familiarise the Malaysian auditors with the theoretical

and practical aspects of its application. The following steps were taken as

groundwork to the audit;

4.3.1 Conducting training for the Malaysian audit team

The auditors were made up of three DOSH Inspectors with Major Hazards auditing
experience between three to eight years. The training was conducted by the author
and lasted for about two weeks. It covered the theoretical aspects of the technique
and practical aspects of its application. The theoretical aspects include explaining the
sociotechnical approach used to develop PRIMA and the statistical background that
provided the weightings for the Modification Factor used for the quantification of
PSMS performance. The practical aspects covered previous experience conducting
the audit by a number of researchers in the UK. and Europe (Hurst et al, 1996).
Due to time constraint no specific pilot audit was conducted, however a considerable

time was allocated for practice on the first day of the actual audit at Site A.
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4.3.2 Providing keywords to PRIMA audit questionnaires

The existing audit questionnaires were found to be quite lengthy and were judged not
suitable to be asked in their entirety in a country where English is not the first
language. It was felt necessary to simplify the questionnaires by providing keywords
for each question and posing them using simpler sentences. This arrangement helped
both the auditors and the interviewee to focus quickly on the gist of the questions
using short sentences. For the category of personnel like fitters and operators a
translation to Malay, the local language was found to be necessary. A sample of

keyword for the audit questionnaires is shown in Appendix 1.

4.3.3 Preparing a structured answer sheets.

The requirements to conduct the horizontal and vertical slices during the audit meant
that responses from a number of personnel for similar questions need to be noted
down to assist in the forming of audit judgement. As the existing questionnaires lack
space for this purposes a structured answer sheet was developed to facilitate the
process. This arrangement facilitated quick cross references to be made between
responses from various personnel on a particular question and assisted the judgement
making process. It also allowed each member of the audit team to note down the
answers given by an interviewee systematically and facilitate the comparison of notes
between team members when making judgement on a particular key issue. A sample

of the answer sheets made for audit questionnaires is shown in Appendix 2.

4.3.3 Selecting MHI for PRIMA audits

Three MHI sites were selected for the audits. Two of the sites handle ammonia for
downstream distribution while the other uses ammonia as feedstock to make
compound fertilizers. The main risk from the three sites is from toxic releases of
ammonia gas. Such similarity provides common background as far as the type of risk
1s concerned. This allowed the comparison of PSMS performance to be made on

more equal basis. A brief description of each site is given as follows:
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1) Site A

Site A is an anhydrous ammonia bulk terminal which has an annual throughput of
about 12,000 metric tonnes per year with sales value close to 4 Million Pounds
Sterling. It basically runs ammonia<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>