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Atmospheric turbulence has the potential to disrupt quantum communication. There-
fore, it is important to research the impact of such turbulence on free-space quantum
key distribution. In this experiment the correlations between the two users, Alice
and Bob (ρA,B), and between Alice and an eavesdropper, Eve, (ρA,E) were compared
for a satellite to ground continuous variable quantum key distribution system, emu-
lated in the lab. Here the atmospheric turbulence was emulated using a deformable
mirror. Bob is considered to be at the centre of the beam at a ground station with
passive Eve being displaced from the centre of the beam at a another ground sta-
tion. It was found that Alice and Bob had better correlation than Alice and Eve,
with both ρA,B and ρA,E decreasing with increasing atmospheric turbulence and ρA,E
decreasing the more Eve was displaced from the centre of the beam. The less corre-
lated Alice and Eve are, the less information Eve has about the raw key. When Eve’s
information about the raw key is below a certain threshold, Alice can increase the
signal power. Therefore the channel distance and key rate can be increased.
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Chapter 1

Introduction

Quantum key distribution (QKD) refers to the process of establishing a secret key
between two parties, Alice and Bob, via a quantum channel and supporting con-
ventional communication, where Alice is the sender and Bob the receiver. In order
to make this channel quantum, the key is either encoded into the discrete variables
(DV) of the light or the continuous variables (CV) (Pirandola et al., 2020). For both
DV and CV-QKD the information is encoded into the phase and amplitude of the
light (Vagniluca et al., 2020). In DV-QKD the information is encoded into the quan-
tum state of single photons, i.e. the discrete variables of the light. These can then
be measured using photon detectors. For CV-QKD the information is encoded into
the quadratures, i.e. the continuous variables of the light. These quantities will be
defined in more detail in section 2.1.2.

Using the quantum nature of light to establish secret keys is desirable, since in
conventional symmetric cryptography algorithms the communication security relies
solely on the secrecy of the encryption key (Diamanti et al., 2016). Therefore, cur-
rent cyber-security, which is based on classical methods, guarantees only some level
of security. Additionally, with current cyber-security, it is impossible to detect an
eavesdropper (Eve), i.e. detect additional noise in the channel that can be attributed
to Eve. Classical public key cryptography solves this by relying on computational
assumptions such as hardness of factoring. This does not provide informational se-
curity and is vulnerable to future advances in computational power. Using Shor’s
algorithm, used to find prime factors of large numbers efficiently (Shor, 1994), and
quantum computers, this type of cryptography can be broken. In QKD on the other
hand, keys can be distributed with information-theoretical security (Diamanti and
Leverrier, 2015) and can be done regardless of the quantum power of Eve (Liang,
Poor, Shamai, et al., 2009; Renner, Gisin, and Kraus, 2005). This is possible since Eve
cannot keep a transcript of the quantum signals due to the quantum non-cloning
theorem (Wootters and Zurek, 1982; Dieks, 1982) and QKD is therefore future proof.
Another advantage of QKD over its classical counterpart is that it is impossible to
eavesdrop without detection, as Eve can be detected as a disturbance of the trans-
mission and so the key distributed is random and unknown to anyone else (Bennett
and Brassard, 2020). Eve can intercept, measure and resend every pulse sent by Al-
ice to Bob, but has to guess a random basis. This results in a 25% error rate in the key
established between Alice and Bob, so eavesdropping can be monitored by keeping
track of the error rate. If the error rate is above a certain threshold the channel can be
interpreted as insecure. For QKD, the maximum key rates achievable depend on Al-
ice and Bob’s mutual information IA,B, reconciliation efficiency ρr (reconciliation in
CV-QKD can be seen in section 2.4.1) and the maximum information Eve can have
IEve,max (Grosshans and Grangier, 2002a). Alice and Bob’s mutual information de-
pends on the receiver and the signal power. Eve’s maximum information depends
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on the signal power, channel attenuation and excess noise. Alice and Bob’s mutual
information also depends on these parameters. The maximum key rates achievable
in QKD are

Ikey,max = ρr IA,B − IEve,max. (1.1)

QKD systems operate under real world conditions and fibre based QKD systems
are already commercially available. The major hindrance of QKD for wide-spread
use is currently the transmission distances as well as cost. Therefore achieving se-
cure key rates over larger distances are limited, as transmittance losses increase ex-
ponentially with increasing distance (Bedington, Arrazola, and Ling, 2017). This led
to the introduction of satellite QKD. Atmosphere has an attenuation of 0.07dB/km at
2400m above sea-level compared to fibre with an attenuation of 0.18dB/km. Above
Earth’s atmosphere, in the vacuum of space, the attenuation become negligible.
This means satellite QKD can increase the distances at which secure key rates are
achieved at. Currently the longest distance QKD system was established by a Chi-
nese satellite in 2017 (Liao et al., 2017). They sent a secure key 1200km from a satellite
to ground station with a key rate of 91bps.

A large reason for the implementation of CV-QKD over DV-QKD is due to some
of the technical challenges of DV-QKD. In DV-QKD the performance of the photo-
detectors are limited in terms of speed and efficiency in the single photon regime
(Leverrier et al., 2008; Shen et al., 2014; Xu-Yang et al., 2013). In comparison CV-
QKD allows the performance of QKD with very high key rates, at shorter distances
while comparing to DV-QKD, as well as being able to be implemented using classi-
cal communication devices, with suitable quantum light signals (Jouguet et al., 2013;
Wang et al., 2017; Jouguet, Kunz-Jacques, and Leverrier, 2011; Huang et al., 2016).
Here the homodyne and heterodyne detection techniques are used in classical op-
tical communication (these detection techniques will be defined in more detail in
section 2.2). These systems will be compatible with standard wavelength division
and multiplexed telecommunication networks. Additionally, the use of a strong Lo-
cal Oscillator (LO) employed in coherent detection acts as a natural and extremely
selective filter which can suppress noise photons at other wavelengths effectively
(Qi et al., 2015). An LO is used in both homodyne and heterodyne detection to mea-
sure the quadratures against and is a classical signal. The filtering affect of the LO
is due to interfromatic nature of homodyne and heterodyne detection (Pirandola,
2021). The detector creates a narrow filter by interfering the signal and LO close to
the time-bandwidth product. Therefore CV-QKD can securely distribute a key over
a noisy channel, although CV-QKD does require that the transmission of the optical
line between Alice and Bob is larger than 50% (Hirano et al., 2017). If it is less, Eve
can obtain a higher Signal to Noise Ratio (SNR) than Bob by replacing his lossy chan-
nel with her lossless channel. This is true only for direct reconciliation, the 50% loss
limit can be overcome using reverse reconciliation. Another downside of CV-QKD
arises due to the complex post-processing procedures related to error correction of
the key Alice and Bob distil.

Passive eavesdropping refers to an eavesdropper, who passively overhears the
signal sent but does not modify these or actively attack the channel (Ding et al., 2020;
Ralph and Lam, 2013; Zhou and Shrestha, 2013). In fibre QKD Eve’s receiver must
be in between Alice and Bob to measure and intercept the states sent by Alice, this
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can also be done in free space QKD. Bob and Alice can detect Eve’s presence using
the shot noise, if Eve is detected the channel will be interpreted as insecure and Al-
ice and Bob will break off the protocol (Qin, Huang, and Makarov, 2017; Bennett
and Brassard, 2020). This makes passive eavesdropping nonviable for such a sce-
nario under real world conditions. Due to beam widening in free space QKD (Wang
et al., 2018a), it is possible to place Eve’s receiver on the same plane as Bob rather
than in between Alice and Bob. Therefore, Eve’s eavesdropping can go undetected
making passive eavesdropping viable for free space QKD under real world condi-
tions. Although, due to atmospheric turbulence, phase changes will occur in a free
space channel changing the the results Eve will have compared to Bob and reducing
the correlation between Alice and Eve. The effect of atmospheric turbulence will be
shown in more detail in section 2.5.

In the experiment described in this thesis, the plan is to compare, for satellite to
ground CV-QKD, the effect of atmospheric turbulence on the channel coherence of
Alice and Bob with that of Alice and Eve. The emulation of a satellite to ground
CV-QKD (down-link) was chosen for this experiment, as the atmosphere will have
less of an effect compared to its up-link counterpart. Comparison of up- and down-
links can be seen in section 2.4.2. In this experiment Eve is assumed to be passive at
the same ground level as Bob, with Bob at the beam centre and Eve taking measure-
ments in the surrounding areas of the beam. This means Eve is not performing any
active attacks on either Alice or Bob but is passively taking measurements. This was
done by emulating satellite CV-QKD and measuring the correlation between Alice’s
and Bob’s measurements and comparing these with correlation between Alice’s and
Eve’s measurements. The emulation was done in the lab with the atmospheric tur-
bulence emulated using a deformable mirror. First the experiment was done with
increasing turbulence with both Bob and Eve at the centre of the beam, then with
Eve displaced from the centre. If Eve’s measurements are less correlated compared
to Bob’s, then Eve has less information on the key due to the atmospheric turbulence
effect. As seen in equation 1.1, with Eve having less information the signal power
can be increased safely and thereby the mutual information between Alice and Bob
is increased. This will increase the maximum key rate achievable. With increased
key rate the channel distance can also be expanded. Although the estimation of key
rate is not within the scope of this experiment, the results from this experiment can
be used in future work to increase the key rate.
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Chapter 2

Theory

In this chapter the background theory of QKD will be discussed and presented, with
a focus on CV-QKD and satellite CV-QKD in particular. This chapter also shows
how atmospheric turbulence affects CV-QKD in a free space channel and how this
turbulence can be emulated. First the different quantum optical states will be pre-
sented.

2.1 Quantum Optical States

There are many quantum optical states, including fock and coherent states. Coherent
states are a common state used in CV-QKD. Both fock and coherent states will be
defined in this section.

2.1.1 Fock States

Fock states, also known as number states, are quantum mechanical states. Each
mode of the electromagnetic field can be thought of as a harmonic oscillator, then
each field mode is clearly an infinite-dimensional system (Cooper et al., 2013; Wang
et al., 2008). This can then be described in terms of the usual number of fock state
basis or the over-complete coherent state basis. Fock states are a multi-particle state
of non-interacting identical particles. The state can be written as the sum of tensor
products of N one-particle states. If the number of particles is variable, then the fock
space is constructed as a direct sum of tensor products of the Hilbert space for each
particle. Each mode of the electromagnetic field, characterised by the k-vector and
polarisation, behaves as a harmonic oscillator. The fock states |µk〉 are the harmonic
oscillator Hamiltonian eigenstates and form a complete basis for each mode. The
corresponding eigenvalue gives the number particle in the state. To define this as a
fock state, the selected phase factor must be added. Elements of fock space which
are a superposition of the states of a differing particle number are not fock states.
The harmonic oscillator Hamiltonian eigenvalues for a single mode with angular
frequency ωk are (Walls and Milburn, 2007)

hωk(µk +
1
2
), (2.1)

where µk is an integer, h is the Planck constant and ωk is the angular frequency.
The eigenstates are written as | µk〉 and are known as fock states. With the eigen-
states of the Number-operator N̂k|µk〉 = µk|µk〉:

â†
k âk | µk〉 = µk | µk〉. (2.2)
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The vacuum state of the field mode âk | 0〉 = 0, the Energy of the ground state of
all the modes is

〈0 | H | 0〉 = 1
2 ∑

k
h̄ωk. (2.3)

This is infinite, since there is no upper bound to frequencies. â and â† represent
the annihilation and creation of photons with the wavevector

−→
k and polarisation ê.

They are called the creation and annihilation operators. On the fock states they are:

âk | µk〉 = µ
1
2
k | µk − 1〉, (2.4)

â†
k | µk〉 = (µk + 1)

1
2 | µk + 1〉. (2.5)

The number operator can be defined in terms of the annihilation and creation
operators as N̂k = â†

k âk. Now, the normalised state vectors of higher excited states
can be obtained with successive application of the creation operator.

| µk〉 =
(â†

k)
µk√

µk!
| 0〉 (2.6)

µk = 0, 1, 2, ... (2.7)

Fock states are orthogonal and complete (Gerry, Knight, and Knight, 2005).

〈µk | νk〉 = δµν, (2.8)
∞

∑
µk=0
| µk〉〈µk |= I, (2.9)

where I is know as the identity operator. The norm of the eigenvectors are finite,
they form a complete set of basis vectors in Hilbert space. For these reasons fock
states are useful to represent high energy photons where the number of photons is
small and are also a useful basis in which to expand a coherent state. From here on
wards, the subscript denoting the k-vector will be drop from the notation.

2.1.2 Coherent States

Coherent states are a specific state of a quantum harmonic oscillator, with its dy-
namics most closely related to a classical harmonic oscillator (Walls and Milburn,
2007). They arise from quantum theory of a wide range of physical systems, and
they describe the state in a system for which the minimum uncertainty ground-state
wave packet is displaced from the origin of a system. These states are expressed as
eigenvectors of the lowering operator and they form an over-complete family. Stan-
dard coherent states are also Gaussian states. A state is Gaussian if, the distribution
function in phase space or density operator in fock space is in the Gaussian form
(Wang et al., 2007)

In quantum optics coherent states refer to the quantized electromagnetic field
that describes the maximum kind of coherence and are the quantum states of a field
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mode that most closely resemble the classical coherent states in that mode (Zhang,
Gilmore, et al., 1990). It is the minimum uncertainty state with a single free complex
parameter α chosen to make the relative dispersion equal for position and momen-
tum so they are equally small at high energy. The time evaluation is concentrated
along classical trajectories of the electric and magnetic fields for that mode and the
energy eigenstates of linear harmonic oscillators are fixed-numbers quantum states.
The energy eigenstates of a mode are the fock states. Therefore, coherent are a su-
perposition of fock states, which is why their photon number is uncertain.

Coherent states are defined by displacing the vacuum of a given mode. The
displacement operator can D̂ can therefore be used to define the coherent states. The
displacement operator is defined as (De Oliveira et al., 1990; Král, 1990)

D̂(α) = exp(αâ† − α∗ â), (2.10)

with the coherent states being:

| α〉 = D̂(α) | 0〉. (2.11)

The coherent state remains a coherent state under free field evolution and under loss
with a decreasing amplitude |α|, meaning its shape does not change with time and
follows the motion of classical point particle in harmonic oscillator potential. The
electromagnetic field contains an infinite number of modes, but only one is consid-
ered in the channel for information. The coherent state in terms of fock state | µ〉,

| α〉 = e−
|α|2

2 ∑
αµ√

µ!
| µ〉. (2.12)

For CV-QKD the signal is sent as a series of overlapping coherent states, | α〉
and | β〉 with their overlap 〈α|β〉. Here unity is achieved if | α〉 =| β〉 and tends to
zero if | α〉 and | β〉 move apart. Therefore the amplitudes of these parameters must
be small in order for these states to somewhat overlap, but simultaneously still be
distinguishable by measurement. If β = α + ε, where ε is a very small parameter,
the intensity |α|2 can also be very large and the states will still overlap. This is a
necessity for CV-QKD. The quadratures of the field mode of interest are the X̂ and
P̂ quadratures, these are dimensionless electric and magnetic fields for this mode.
These can be defined in terms of the annihilation and creation operators, â and â†

respectively (Gerry, Knight, and Knight, 2005).

X̂ =
1
2
(â + â†), (2.13)

P̂ =
1
2i
(â− â†). (2.14)

These quadratures are defined here as dimensionless and they fulfill the commu-
tation relation.

[X̂, P̂] =
i
2

(2.15)
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In CV-QKD the quadratures of coherent states can be used to encode the infor-
mation sent by Alice. The section below describes how Bob can detect these coherent
states.

2.2 Detection of Coherent States

There are two methods of extracting information encoded as modulation of phase
and amplitude of an oscillation signal, homodyne and heterodyne detectors (Voss,
2009; Gerrits, Glancy, and Nam, 2011). Heterodyne detectors can measure both
quadratures simultaneously. A heterodyne detector is built using a beamsplitter
and two separate homodyne systems. homodyne signifies a single frequency and
can only measure one parameter at a given time.

LO input

Signal 
input

50/50

PD 1 PD 2

a

a0b0

b

Amplifier

Detection 
output

FIGURE 2.1: Set up of a homodyne detector. Here a 50/50 beamsplit-
ter is used to superimpose the LO and signal, where 50/50 refers to
the splitting ratio of the beamsplitter. PD 1 and PD 2 are the high
quantum efficiency photodiodes in the detector used to monitor the
two outputs of the beamsplitter. Here a and b indicate modes a and b
of the detector. a0 and b0 are modes a and b after the transformation

of the 50/50 beamsplitter.



8 Chapter 2. Theory

In a homodyne detector, shown in figure 2.1, a LO with large amplitude and a
weak quantum signal are superimposed using a 50/50 beamsplitter. The output of
each of the beamsplitter ports are then measured by high quantum efficiency photo-
diodes (PDs) respectively. The individual output signals measured at these PDs are
then subtracted and the difference in the signals is recorded. Therefore, in a homo-
dyne detector from mode a and b (see figure 2.1) (Garrison and Chiao, 2008; Ficek
and Wahiddin, 2014; Gerry, Knight, and Knight, 2005),

a†
0 = Ua†U† =

1√
2
(a† + b†), (2.16)

b†
0 = Ub†U† =

1√
2
(b† − a†), (2.17)

where U is the 50/50 beamsplitter transformation, a0 is the a mode after the
action of U and b0 is the b mode after the action of U. This can also be written as:

a†
0 =

1√
2
(a† + b†), (2.18)

b†
0 =

1√
2
(b† − a†), (2.19)

b† =
1√
2
(a†

0 + b†
0), (2.20)

a† =
1√
2
(a†

0 − b†
0). (2.21)

The homodyne detector measures the difference of the photo-currents generated
in the two detectors. This is proportional to the difference in the light intensities in
the output modes a0 and b0, given by

I = a†
0a0 − b†

0b0 = a†b + b†a. (2.22)

Assuming the state into mode b is a LO |βeiθ〉, now

〈βeiθ |I|βeiθ〉 = a†βeiθ + βe−iθa =
√

2βx̂θ (2.23)

where,

x̂θ =
1√
2
(a†eiθ + ae−iθ) (2.24)

Now,

〈I〉 =
√

2β〈x̂θ〉. (2.25)

In homodyne detection the difference of the two intensities at the two PDs is
measured, this is the expectation value of the difference in receiver numbers. This
expectation value is proportional to the amplitude of the LO and the expectation
value of a given quadrature. The quadrature is determined by the phase chosen for
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the LO. From equation 2.24, the X̂ quadrature is measured if θ = 0° is chosen for the
LO phase, and the P̂ quadrature is measured if θ = 90° is chosen for the LO phase.

2.3 Shot Noise

Shot noise, is vacuum noise, and is a fundamental physical phenomenon in all co-
herent optical beams (Walls and Milburn, 2007). There may be additional sources
of noise, i.e. from amplifiers, although they will only add to the fundamental shot
noise. It exists since light and electronic current consists of quantized particles. A
stream of photons create a visible spot, but the photons are emitted from the laser
at random times, making these fluctuations shot noise. In detection the relevant
process is random conversion of photons into photo-electrons. This leads to larger
effective shot noise level when the detector is used with quantum efficiency below
unity. The fluctuations in photo-current due to shot noise is:

(∆I)2 de f
= 〈(I − 〈I〉)2 ∝ 〈I〉, (2.26)

where I is the intensity. Homodyne detection shot noise is attributed to the zero
point fluctuations of a quantized electromagnetic field or the discrete nature of the
photon absorption process.

2.4 Continuous Variable Quantum Key Distribution

Unlike in DV-QKD, in CV-QKD information is encoded in the continuous values of
the quadratures of the coherent states (Walls and Milburn, 2007; Jouguet et al., 2013;
Wang et al., 2017; Adesso, Ragy, and Lee, 2014). Coherent states and quadratures
are defined in section 2.1.2. The use of the continuous variables for quantum com-
munication and therefore quantum key distribution was first proposed by Ralph
in 1999 (Ralph, 1999). In CV-QKD and as in DV-QKD the security is provided by
the uncertainty principle (Reid, 2000), therefore CV-QKD schemes have in principle
guaranteed minimum security comparable with DV-QKD schemes (Ralph, 2000). In
order to measure the quadrature and therefore the raw key sent by Alice, homodyne
or heterodyne detection is used. Where the quadratures are measured against a LO.
A detailed description and comparison of the two detection types can be seen in sec-
tion 2.2. The electromagnetic states sent through the quantum channel in CV-QKD
are commonly Gaussian states, as they naturally occur as ground or thermal equi-
librium states of any physical quantum system (Weedbrook et al., 2012). Addition-
ally transformations associated with beam splitters and phase shifters, instruments
implemented in CV-QKD, are naturally Gaussian. They map Gaussian states into
Gaussian states. Therefore Gaussian states are particularly easy to prepare and con-
trol. From a mathematical perspective they are technically accessible, since they are
completely described by a finite number of degrees of freedom despite their infinite-
dimensional support in CV systems whose relative degrees of freedom are associ-
ated to operators with continuous spectrum, i.e. the eigenstates form a basis for
infinite-dimensional Hilbert space.
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2.4.1 Protocols

A CV-QKD protocol consists of the steps Alice and Bob take in order to exchange
a secret key. There are many different protocols that can be implemented for CV-
QKD. The two main kinds of protocol implementations: prepare and measure and
entanglement based with their equivalent cases in Gaussian protocols (Diamanti and
Leverrier, 2015). Of the two, prepare and measure is the simpler one since the states
are only made and sent, whereas in entanglement based protocols, they additionally
must generate entangled states. Since in this experiment only the characteristics of
the channel due to atmospheric turbulence are relevant, non of the post processing
procedures will be used. Although the atmospheric turbulence effect on the channel
will also have a knock on effect on the post processing, this was not directly investi-
gated in this experiment. The simplest of all the CV protocols is GG02, as it was the
first protocol made for CV-QKD (Grosshans and Grangier, 2002a). This protocol was
used for the experiment excluding its post-processing procedures.

For the coherent beam GG02 protocol the following steps are followed. Using
Gaussian law Alice first chooses random numbers xA and pA with Variance VAN0
(Grosshans and Grangier, 2002a). Where N0 is the shot noise variance which is cali-
brated beforehand and VA ≡ var(XA) (Jouguet et al., 2012). She then sends coherent
states |xA + ipA〉 to Bob. Using homodyne detection, Bob randomly measures either
the X̂ or P̂ quadrature. A more detailed description of the coherent state detection
can be seen in section 2.2. Now Alice and Bob can preform parameter estimation
by revealing part of their data (Kumar, Qin, and Alléaume, 2015). They estimate the
transmittance T of the channel and excess noise ξ. Using the following equations
these parameters can be estimated.

〈XAXB〉 =
√

ηBTVA, (2.27)

var(XB) = ηBTVA + N0 + ηBTξ + vele, (2.28)

where ηB is the Bob’s transmission efficiency and vele is the electronic noise vari-
ance. These parameters are calibrated before the experiment, and var(XB0) = N0 +
vele. Using equations 2.27 and 2.28 the transmittance and excess noise can be es-
timated. Alice and Bob can then use reconciliation to transform it into a error-
less bit string. This is usually done using parity based algorithms such as cascade
(Grosshans and Grangier, 2002b). Information reconciliation is necessary since noise
will make Alice’s and Bob’s quadrature values differ (Van Assche, Cardinal, and
Cerf, 2004). This reconciliation protocol can be carried out over a public classical
channel, i.e. an authenticated classical channel. QKD needs an initial authentication
to insure Eve is not playing a person-in-the-middle attack on Alice and Bob. There
are two main types of reconciliation, direct and reverse reconciliation. In direct rec-
onciliation Bob corrects his key elements to have the same values as Alice. From
above Alice knows the minimum amount of information she has to reveal. This type
of reconciliation is less secure when the quantum channel efficiency falls below 50%.
In reverse reconciliation Alice corrects her key elements to have the same values as
Bob, i.e. the reverse process of direct reconciliation. Reverse reconciliation is the op-
timum for coherent state protocols when there is no excess noise in the transmission
line. Reverse reconciliation is more secure as its is more difficult for Eve to control
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the errors at Bob than to read Alice’s modulations (Grosshans et al., 2003). In reverse
reconciliation, for Alice to correct her raw data XA to match Bobs raw data XB.

For CV-QKD using reverse reconciliation the raw key rate ∆I can be calculated
as follows (Lodewyck et al., 2007),

∆Ikey = ΛIA,B − χB,E. (2.29)

Here IA,B is the mutual information between Alice and Bob, χB,E, know as the
Holevo bound, is the shared information between Bob and Eve if reverse reconcilia-
tion was used and Λ is the reconciliation efficiency. Where,

IA,B =
1
2

log2
V + χtot

1 + χtot
(2.30)

and χtot is the total noise between Alice and Bob.

χtot = χline +
χhom

T
, (2.31)

where T is the transmittance of the channel, χline = 1
T − 1 + ε is the noise in

the channel and ε is the excess noise, χhom = 1+ve
η − 1 is the noise added by the

homodyne detector, ve is the electronic noise of the detector and η is the efficiency
of the detector. The information shared by Bob and Eve in equation 2.29 can be
calculated as follows (Qu and Djordjevic, 2017),

χB,E = G(
λ1 − 1

2
) + G(

λ2 − 1
2

)− G(
λ3 − 1

2
)− G(

λ4 − 1
2

), (2.32)

where G is a function as described below:

G(x) =
x + 1

2
log2(

x + 1
2

)− x− 1
2

log2(
x− 1

2
). (2.33)

From equation 2.32, λ is a parameter and is calculated with the following equa-
tions:

λ2
1,2 =

1
2
(A±

√
A2 − 4B), (2.34)

λ2
3,4 =

1
2
(C±

√
C2 − 4D). (2.35)

Here the parameter A = V2(1− 2T) + 2T + T2(V + χline)
2, B = T2(Vχline + 1)2,

C = V
√

B+T(V+χline)+Aχhom
T(V+χtot)

and D =
√

B V+
√

Bχhom
T(V+χtot)

. The raw key rate ∆Ikey, IA,B and
χB,E are shown in figure 2.2 as a function of transmittance T and Variance V = 10.
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FIGURE 2.2: For A) B) and C) the variance V = 10, the excess noise
is ε = 0.1 and G = 1 A) shows how the shared information between
Alice and Bob IA,B changes with varying transmittance T. This is cal-
culated using 2.30 B) shows how the shared information between Bob
and Eve χB,E changes with varying transmittance T. This is calculated
using 2.32 C) shows how the raw key rate changes with varying trans-

mittance T with Λ = 0.95, calculated using 2.29.
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So for CV-QKD Alice sends Bob coherent states and he then measures the quadra-
tures. Then they preform post-processing to distil the secret key. For this experiment
though the relevant process is the transmission and measurement of coherent states,
as this will be disturbed by atmospheric turbulence.

2.4.2 Satellite CV-QKD

The implementation of Satellite QKD is of great importance in quantum communi-
cation, as it increases the geographical coverage of the key distribution (Wang et al.,
2018a), due to the non cloning theorem (Liao et al., 2017) which states that a quantum
signal cannot be noiselessly amplified. This puts a constraint on how far QKD can be
performed in fibre and free space. The maximum distance therefore is a few hundred
kilometres. An important noise to consider in free space quantum communication,
compared to its fibre based counter parts, is the noise due to the atmospheric turbu-
lence effect. In Satellite QKD the thickness of the atmosphere is constant, thereby the
communication distance can be increased. The vacuum of space does not affect the
amount of noise in the channel here. Although the thickness of the atmosphere that
must be traversed does depend on the zenith angle of the satellite and ground sta-
tion (Tomaello et al., 2011). Though a satellite cannot be place an arbitrary distance
away from the ground station, as there will also be losses due to beam divergence
given a certain detector size. In 2017 a Chinese satellite verified DV-QKD at 1200km,
the longest distance at the time, with a down-link (Liao et al., 2017). The downside of
satellite CV-QKD is due to the LO. Here the LO must be sent from Alice to Bob. This
can cause LO transmission issues as its photons may scatter and can contaminate
the signal (Wang et al., 2018b). The transmitted LO (TLO) system is the easiest free
space LO system to implement and mode matching is ideal at the receiver since a
TLO guarantees that the spatial modes of the LO and signal are identical (Pirandola,
2021). This transmitted LO may also be controlled and modified by Eve resulting
in security issues (Qi et al., 2015), due to its classical nature. Attacks on the TLO
include: equal amplitude attacks, wavelength attacks and calibration attacks (Kish
et al., 2021). Although there has been research into developing a Local LO (LLO) at
the ground station to circumvent the problems of a TLO (Qi et al., 2015; Kish et al.,
2020). This has some technical issues as the signal as LO must be perfectly timed to
accomplish homodyne or heterodyne detection. In conventional LLO scheme Alice
will send a phase reference pules alongside her signal in order for Bob to be able
to synchronise his LLO to (Shao et al., 2021). Though since this reference pulse is a
classical signal, it will also be vulnerable to attacks by a non-passive Eve.

There are two methods of constructing a satellite to ground quantum commu-
nication: up-links and down-links (Tomaello et al., 2011). In an up-link, Alice is at
the ground station sending a signal to Bob at the satellite. Contrastingly, in a down-
link Alice is at the satellite and sends the signal to Bob at the ground station. Here
the comparative noise in these links is mostly due to beam wandering, if the di-
mension is large compared to the beam size, and beam broadening, although this
noise can be reduced with good SNR, as it reduces link attenuation and background
noise. Since Alice sends weak coherent signals with low mean photon numbers, an
increased signal power cannot be used to improved SNR (Bonato et al., 2009). In
satellite quantum communication down-links are the convention since the turbulent
eddies that create beam spreading then appear much smaller than beam diameter
and therefore the beam spreading is less strong compared to an up-link. Down-links
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can also utilise a larger detector diameter on the ground than up-links could use on
a satellite. Therefore it is common practice to use down-links in CV-QKD.

2.5 Atmospheric Turbulence

CV-QKD through a free space channel will be affected by the atmospheric turbulence
in this channel. It is therefore of great importance to understand how atmospheric
turbulence affects CV-QKD, and in order to emulate free space CV-QKD in the labo-
ratory, how atmospheric turbulence can be modeled.

2.5.1 Zernike Polynomials

Zernike polynomials can be used to model wave distortions of a beam traveling
through a turbulent medium. For this section (Arteaga-Díaz, Ocampos-Guillén, and
Fernandez, 2019) was used to derive the use of Zernike polynomials as a model for
atmospheric turbulence. The wavefront distortion due to atmospheric turbulence
implies wave front tilt, this is the change in angle at arrival of the beam. This will
then generate a phase difference ∆φ.

k∆l = ∆φ (2.36)

Here ∆l is the path difference and k is the wavenumber. Assuming the wavefront
tilte, βα, is small and 〈βα〉 = 0, then the variance of the arrival angle is:

〈β2
α〉 =

〈∆φ2〉
(kD)2 , (2.37)

where D the aperture diameter of the optical system. Now the phase structure of
the function can be determined as

Dφ(D, L) = (kD)2〈β2
α〉, (2.38)

where L is the link distance. Under Kolomogorov spectral density approxima-

tion D is in the range of
√

L
k � D � L0, where L0 is the outer scale of the turbulent

eddie. Then,

Dφ(D, L) = 2.91C2
nk2D

5
3 , (2.39)

〈β2
α〉 = 2.91C2

nLD−
1
3 . (2.40)

Now the wavefront distortion,φ(r, θ) , expressed as a sum of distortions. These
can be modeled by Zerniker polynomials as

φ(r, θ) =
∞

∑
i=1

aiZi(r/R, θ), (2.41)
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which is also known as the wavenumber spectrum of the index of refraction.
Where Zi are the Zernike polynomials, R is circular aperture radius of the wavefront
and ai the weight of each of these polynomials. And ai is given by (Noll, 1976)

ai = (1/R2)
∫

d2rW(r/R)φ(r, θ)Zi(r/R, θ), (2.42)

where W(r) = 1
π when r ≤ 1 and W(r) = 0 when r > 1. Some of the aberrations

can be corrected the first j Zernike. The quadrature residual error σ2
j is defined as

the phase variance of the total phase 〈φ2〉 minus the phase variance of the total j
corrected components

σ2
j = 〈φ2〉 −

j

∑
i=1
〈| ai |〉 =

∞

∑
i=j+1
〈| ai |〉. (2.43)

As a dependence of aperture D and turbulence coherent lengthr r0 it becomes

σ2
j = ∆j(

D
r0
)

5
3 . (2.44)

The turbulence coherent length is a measure of the quality of optical transmis-
sion through the atmosphere with the in-homogeneities due to change in refractive
index of the atmosphere (Zhan, Wijerathna, and Voelz, 2020). Now Zernike poly-
nomials can be used to calculate the wave front distortion and quadrature residual
error using equation 2.41 and 2.44 respectively. To emulate atmospheric turbulence
using Zernike polynomials, the wavefront distortion is emulated, i.e. this is done
using equation 2.41. Here the smaller order Zernike polynomials have a larger effect
on the distortion as they have a larger weighting (ai is larger with a smaller index i).

2.5.2 Turbulence Effect on Quantum key distribution

Atmospheric turbulence creates a myriad of issues for free space quantum commu-
nication. These include temporal broadening, beam extinction and extra phase noise
(Wang et al., 2018a). Beam extinction causes transmittance fluctuations, due to ab-
sorption and scattering by molecules and aerosols. The added phase noise arises
due to the random variation of the index of refraction of the atoms (Fante, 1975),
which adds extra phase to the signal. This change in refractive index is caused by
temperature fluctuations in the Atmosphere. These temperature fluctuations create
turbulent eddies, which change the refractive index (Popoola et al., 2009).

The primary cause of performance deterioration on free space quantum com-
munication is due to transmittance fluctuations caused by beam wandering, beam
broadening beam wavefront deformation and scintillation. If a TLO is used for CV-
QKD, then the LO will encounter the same issues due to turbulence as the signal
does. This is a large disadvantage a TLO has compared to a LO that is generated
locally by Bob at a ground station (LLO), although LLOs have their own draw backs
on practical implementations such as phase drift caused by a de-synchronised laser
(Kish et al., 2020). This arises since the laser and LLO are not phased locked.
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2.5.3 Modelling

Electromagnetic propagation through a turbulent media requires many different
models to describe all the effects experienced by the propagating beam. The elec-
tromagnetic wave propagation for example can be modeled using the Markov ap-
proximation. In this experiment, the relevant measurements taken are to compare
the difference correlation between Alice and Bob against the correlation between Al-
ice and Eve, at different parts of the beam due the atmospheric turbulence effect. As
seen in section 2.4.1, for coherent state CV-QKD, overlapping states |x + ip〉 are sent
from Alice through the free space channel to Bob. The refractive index will differ
at different sections of the beam, this means the added phase noise at different sec-
tions of the beam due to the change of refractive index will change the previously
mentioned correlations. Therefore, the relevant atmospheric turbulence effect for
this experiment will be the fluctuations of the index of refraction as they will add
phase noise. Atmospheric turbulence effects such as beam wandering and beam
broadening will not be relevant. Although, these effects will have an effect on the
transmittance in the channel and therefore an effect on overall key rate achievable
(as seen in equations 2.29, 2.30 and 2.31), they will not change the correlations be-
tween Alice and Bob, and Alice and Eve.

There are multiple turbulence models that model the fluctuations in the index
of refraction. The Index-of-refraction model models the change in the index of re-
fraction over time (Fante, 1975). Zernike polynomials can also be used to model the
index of refraction. These are significantly easier to model in the laboratory. Using
a deformable mirror (DM), Zernike polynomials can be inputted to change a paral-
lel beam to a distorted one by applying voltages to sections of the DM. These DM
sections tip and tilt to deform the wavefront. Using Zernike polynomials and a DM,
turbulence can now be emulated when limited to the laboratory. The turbulence
used on the DM with various different Zernike polynomials can be seen in the ap-
pendix A.

The background theory and equations presented in this chapter can now be
tested experimentally. Here the apparatus and experimental set up will be presented
in the following chapter, chapter 3.
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Chapter 3

Apparatus and Method

In this chapter the apparatus, experimental set up and experiment procedure will be
presented using the background theory presented in chapter 2. First the balancing of
the homodyne detector will be discussed in section 3.1, then the shot noise sensitivity
will be checked in section 3.1, followed by the experimental set up in section 3.2 and
lastly the experimental procedure in section 3.3.

3.1 Homodyne Detector

The homodyne detector used in the experiment must be balanced before taking any
measurements, with a diagram of a homodyne detector seen in section 2.2 in figure
2.1. In a balanced homodyne detector the photo current from both PDs cancel each
other out, which requires the light to arrive simultaneously at the PDs. Balancing
is done by sending the LO through a 50/50 beamsplitter to the homodyne detector,
with set up as seen in figure 3.1. Here the photo-currents from both PDs of the
homodyne detector are balanced in such a way that the mean output signals are
zero. Using a variable attenuator to add proper attenuation in one of the output
ports of the 50/50 beamsplitter, will balance the homodyne detector.

Laser 50/50

Homodyne
detector

Variable 
Attenuator

Detection
ouput

FIGURE 3.1: Experimental set up for balancing the homodyne detec-
tor. Here 50/50 refers to the splitting ratio of the beamsplitter. Polar-

isation maintaining fibre components were used in this set up.
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In order to perform any CV-QKD experiment, first check if the homodyne detec-
tor is shot noise sensitive. This is verified by examining the linear response of the
homodyne detector output variance with respect to LO intensity and finally quan-
tifying the electronic noise variance in shot noise units. Therefore the noise of the
detector is measured with regards to the LO power inputted. The LO was sent to the
homodyne detector without the signal.

Laser

90/10

10%

90%
50/50

Homodyne
detector

Variable 
Attenuator

Monitoring
PD

Variable 
Attenuator

Detection
output

FIGURE 3.2: Set up to estimate the shot noise variance. Here 90/10
and 50/50 are the splitting ratios of the respective beamsplitters. Po-
larisation maintaining fibre components were used in this set up, with

the photodiode (PD) in the 10% line used in order to monitor.

Figure 3.2 shows the experimental set up, but a more detailed homodyne detec-
tor can be seen in figure 2.1 of section 2.2. Here a laser with 1550nm wavelength was
used with a polarisation maintaining 50/50 beamsplitter. A function generator (FG)
was used to generate electrical pulses of width 82ns at 1MHz repetition rate. These
were used to trigger the laser and data acquisition card (DAQ card). A DAQ card is a
data acquisition device that can generate or acquire data. During this measurement
it converts the analog homodyne detection data into digital values. They can also be
used to send signals from a computer to other instruments in order to control these
remotely from a computer. The DAQ card is clocked and synchronised with the ho-
modyne output such that every rising edge of clock signal enables the DAQ card to
read the homodyne output. Since the path for the DAQ clock is shorter than that
for the laser, it must be delayed. This delay was measured by using the same set up
as described above with the homodyne detector replaced with a simple photodiode.
For estimating the delay, the output and DAQ clock were connected to an oscillo-
scope. The two distances between the peaks from the DAQ clock and photodiode
outputs were measured, and thereby the delay between them. This can then be used
to delay the DAQ trigger internally with the function generator, i.e. the delay is ad-
justed electronically and not by a transmission path. Using this setup the shot noise
variance of the detector can be measured. First in order to determine the electronic
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FIGURE 3.3: Linear response graph of the homodyne detector. Where
the y-axis is the shot noise variance of the homodyne detector and
the x-axis the photons per pulse of the LO. Here the red line indicates
the linear region. Here this line was fitted to the linear region of the
graph, excluding the non linear data points. The green dotted line in-
dicates the electronic noise of the detector, which is ve = 0.0027mV2.

noise of the detector ve, the homodyne output variance was measured without the
LO signal. Then the average power of the LO was increased in increments of 0.2µW.
Figure 3.3 shows the results of this test. Here the graph shows the detector has a
linear response with the electronic noise of the detector ve = 0.0027mV2. Therefore,
the detector is shot noise sensitive in the linear region of the graph and the shot noise
variance is above the threshold of the electronic noise of the detector. This graph is
known as the linear response graph.

3.2 Experimental set-up

Figure 3.4 shows the experimental set up including both the free space path and Al-
ice. Alice is built using fibre components to generate the quadratures that are sent to
Bob. First the free space component will be discussed, then the fibre component. A
more detailed homodyne detector diagram can be seen in figure 2.1 of section 2.2.

The free space component consists of Alice’s collimator, a DM (deformable mir-
ror) to emulate the atmospheric turbulence effect and Bob and Eve’s receiver, where
the signal travels from Alice’s collimator to the DM and then to Bob and Eve’s re-
ceiver. The receiver then outputs the signal through fibre into the 50/50 beamsplitter
for homodyne detection. The receiver in this experiment is shared by Bob and Eve,
and attached to a translation stage. Here Bob is considered to be at the centre of the
beam, while Eve is displaced from the centre. Therefore, the experiment was first
run were the receiver is considered to be Bob. It was then repeated with the receiver
considered to be Eve, but using the translation stage to displace the receiver from
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FIGURE 3.4: Complete experimental set up, including fibre and free
space components. Here 90/10 and 50/50 refers to the splitting ratio
of the beamsplitts. Both these are polarisation maintaining. Where
PBS is a polarising Beamsplitter, AM the amplitude modulator, PM
the phase modulator, VOA the variable optical attenuatetor. The pho-
todiode (PD) is used to monitor. The blue lines refer to the beam prop-
agation path in free space. Here a deformable mirror (DM) is in the

free space path.

the centre of the beam.

Here the atmospheric turbulence is emulated using a DM from Thorlabs (DMP40/M-
P01). The DM is a sectioned mirror that makes a parallel wavefront into a distorted
one by applying different voltages to the sections of the DM. These applied volt-
ages deform the sections of the DM and therefore these mirrors create tips and tilt
to deform the wavfront. The DM sections can be manipulated with the different
Zernike polynomials that display various kinds of turbulence as shown in section
2.5.1. This is done using the deformable mirror software package provided by Thor-
labs. Therefore, the DM can emulate the atmospheric turbulence effect of large prop-
agation paths for satellite to ground CV-QKD in the laboratory with small propaga-
tion paths.

For the fibre component of this experiment the laser is split into two lines in order
to generate both the LO and the signal, as shown in figure 3.4. A 90/10 beamsplitter
was used, since in CV-QKD the signal power must be small comparatively to the LO.
The signal line then continues to an amplitude modulator (AM) and phase modula-
tor (PM), both controlled by Alice’s PC. An additional 50/50 beamsplitter was added
for monitoring purposes. From there, the signal line continues to a variable optical
attenuator (VOA) which controls the signal power output. From there the signal line
is connected to Alice’s collimator and sent through the free space. The laser pulse
90% line seen in figure 3.4, is the LO. Since the signal path is much longer than that
of the LO, the LO was delayed. This was done using a polarizing beamsplitter (PBS)
and Faraday mirror (FM), where the LO signal first passes through the PBS and is
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sent to the FM and back to the PBS before entering the 50/50 beamsplitter at the
homodyne detector. For the correct delay, the fibre path between the FM and PBS
must be at such a length that the LO and signal both reach the homodyne detector
simultaneously.

All the fibre mentioned above was polarization maintaining fibre in order to pre-
serve the polarisation of the signal or LO. All the fibre connections were uniform
using FC/APC connectors throughout.

3.3 Experimental Procedure

For this experiment a GG02 protocol, excluding its post processing procedures as
mentioned in section 2.4.1, was used. Here Alice prepares and sends Bob coherent
states and Bob measures these using a homodyne detection. No post processing was
done for this experiment, as the relevant measurements are to compare the correla-
tions between Alice and Bob with the correlation between Alice and Eve. The theory
of coherent states can be seen in section 2.1.2 and homodyne detection in section 2.2.
In order to run the experiment, first the delay in the LO path must be estimated and
added to the system. This process can be seen in section 3.3.1. The data acquisition
must also be added to the system, this can be seen in section 3.3.2

3.3.1 Estimation of Delay

The delay is built using a PBS, fibre and a Faraday mirror (FM), where the fibre refers
to delay in figure 3.4. Here the PBS and FM can be used to make a delay by utilis-
ing the polarisation multiplexing properties of the PBS and the polarisation rotating
properties of the FM. Figure 3.5 shows the polarisation multiplexing of the PBS. Here
the PBS lets one polarisation pass to the slow axis output through the slow axis of
common port whilst the second polarisation, which is 90° rotated compared to the
first polarisation, routes to the fast axis output of the PBS through the fast axis of
the common port. The FM is a mirror where the light reflected off of it is rotated by
90°, this is due to Faraday rotation. Faraday rotation or Faraday effect causes po-
larisation rotation (Schatz and McCaffery, 1969). This rotation is proportional to the
magnetic field along the light propagation path. Using the PBS and FM properties,
a delay can be built, as shown in figure 3.5. Since in the set up of this experiment LO
line uses polarisation maintaining fibre (as seen in figure 3.4), the input polarisation
of the light into the PBS is uniform along the slow axis of the fibre. Now the light
routes in the PBS along the slow axis to the FM. The polarisation of the light is the
rotated 90° and is reflected back along the fast axis to the output. This increases the
path of the LO light and thereby making a delay line. Additional fibre can be placed
in between the PBS and FM to increase the propagation path and, therefore, the de-
lay of the LO.

In order to build the delay, first the amount of delay on the LO must be measured.
Here the difference in arrival times of the LO and signal at the homodyne detector
were compared. This was done by using the complete experimental set up described
above in section 3.2. A FG was used to trigger the 1550nm laser pulsed with a fre-
quency of 1MHz and a pulse width of 82ns, this was a classical signal. Instead of
using a homodyne detector to take the measurements, a photodiode connected to an
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FIGURE 3.5: The multiplexing of a PBS. Here cross sections of the
fibre are shown for all input and output ports. The yellow arrows
represent the polarisation along the slow axis and the red arrow the
polarisation along the fast axis. This figure shows how a PBS and FM
can be used to make a delay. With the input light passing through
the slow axis of the PBS to the FM where it is reflected back with 90°
added to it. It then passes through the fast axis of PBS to the output

and transmitted to the homodyne detector.
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oscilloscope was used. In order for the signal peak to be visible at this oscilloscope
the lines at the 90/10 beamsplitter must be switched. This means instead of sending
90% of the laser light through the LO line, now this 90% goes through the signal line.
This was necessary since the signal line is much more lossy and if only 10% of the
laser light is used, then it is not possible to determine the location of the pulse peak
at the oscilloscope. Now the location of the signal pulse peak and LO pulse peak
were determined, by only having one line connected at a time. First the LO line was
disconnected and the location of the signal pulse peak was measured, then the same
was done for LO. The difference in these locations is the required delay for the LO
line. This delay in nanoseconds can be converted to length in fibre using delay in

ns
4.99 = fibre length in metres. Only half the amount of fibre length is required to build
the delay since a FM is used and the light must therefore pass through the same fibre
delay twice before exiting to the detector. Now the delay was tested, by adding the
delay to the system. Both the lines were connected to the output. If the delay is the
perfect length these two signals will interfere and show constructive and destructive
interference with respect to their relative phase. If this is the case, then live splicing
is undertaken.

Here a section of fibre in the delay line was cut. Using the fibre splicer to align
the two cut and exposed sections of the delay line to continuously test the delay as
shown in figure 3.6. Now small pieces of the fibre were cut before the delay was
retested. This was done until the two signals start to show interference. The figure
3.7 shows how the two signals interfere before they are aligned properly. As the
signals approach this, first many peaks are visible at the oscilloscope, then fewer
beating peaks, until no peaks are visible and the signal oscillates between the inter-
ference maximum and minimum. This is due to the change in relative phase of the
two pulses that are interfering.

Here a nanosecond of accuracy is required. This is due to the laser being chirped.
In a chirped pulse, each pulse of the laser the charges are accelerated (Strickland and
Morou, 1985). Therefore without nanosecond accuracy, the incoming pulses from
both outputs of the 50/50 beamsplitter would effectively superimpose differing fre-
quencies, due to the chirp, and multiple peak arise, as seen in figure 3.7. The only
condition when the same frequency is superimposed across the overlap of the two
pluses is when the delay is within this nanosecond accuracy.

3.3.2 Data Acquisition

There are two triggers required for the data acquisition of this experiment, one trig-
ger for Alice to modulate the signal (the writing trigger) and one for Bob/Eve to
read the measurements (the reading trigger). Figure 3.8 shows the set up of these
triggers with the DAQ card.
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FIGURE 3.6: Fibre splice used to splice fibre as well as live splicing. A)
is interior of the splicer with to two ends of fibre, that will be spliced,
inserted in it. B) is the exterior of the splicer with to two ends of
fibre, that will be spliced, inserted in it. The display shows how well

aligned theses these fibre ends are.
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FIGURE 3.7: Interference pattern of LO and signal line using a chirped
laser, in the oscilloscope display, as the delay line approaches the
length of the signal line. Here the profile shape of the graph is the
relevant feature. For all graphs the y-axis the electric field and the x-
axis is time. The x-axis has the same dimensions for all three graphs.
A) has strong interference, as the LO line is some nanoseconds too
long. B) shows fewer number of interference maxima and mimimas,
as the delay approaches the correct length. C) shows only one peak
as the light from LO and signal line come into the detector simultane-
ously. The peak here will oscillate between the interference maxima
and minima due to the change in relative phase of the two pulses that

are interfering
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FIGURE 3.8: Trigger set up with DAQ card. Where the reading trigger
is delayed internally by the Function Generator (FG) and the writing
trigger is delayed externally by increasing the path length. The out-
put of the writing trigger, trigger the modulation at the amplitude
modulator (AM) and phase modulator (PM). PFI1 and PFI0 refer to
the input channels at the DAQ card of the writing and reading trig-

gers respectively

Reading Trigger

In order for Bob/Eve to read the measurements taken by the homodyne detector, a
trigger is required. This trigger tells Bob/Eve when the peak of the measurements
are present and for the DAQ card to read and input them into the PC. Since the path
for the trigger is shorter than that for the laser, it must be delayed. The experimental
set up was used, see figure 3.4, with the homodyne detector replaced with a simple
photodiode. Here the output and trigger were connected to an oscilloscope. The two
distances between the peaks from the trigger and photodiode output were measured
and thereby the delay between them. This can then be used to delay the trigger
internally by the function generator. Here the laser was triggered using a FG with a
frequency of 1MHz, pulsed with a width of 100ns, this was also used for the trigger.
The trigger was then internally delayed by the FG by 260ns with the rising edge of
the trigger pulse used to trigger the reading.

Writing Trigger

This trigger was used by Alice. Here the trigger tells Alice when to write, i.e. when
to modulate the amplitude and phase. A trigger is required for this since these mod-
ulations are only possible when a laser pulse is present in the AM for amplitude
modulations and the PM for phase modulations. This means the paths for the op-
tical signal from the laser and the electrical signal that tells the modulators to write
are matched. Now the optical pulse and the command to write information into the
pulse arrive at the modulators simultaneously. In figure 3.8 one of the lines out of
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the FG is split, one is used to trigger the laser, the other is used to trigger the writing
for the DAQ card. Here an external delay was used, i.e. the delay was increased
by increasing the propagation path. To check the amount of delay, the output from
the AM was connected to an oscilloscope using a photodiode. The trigger was also
connected to the same oscilloscope. Here the laser was triggered as described in the
above section. In order for Alice to write correctly, at the oscilloscope the laser pulse
must be within the reading trigger pulse. If this is not the case, then a longer cable is
required for the writing trigger. The cable length was increased until the laser pulse
was within that of the writing trigger.

In order to later normalise the data taken, first the experiment was run under
perfect conditions, i.e. data was taken by Bob at the centre of the beam without
turbulence. This was also done with the free space component replaced by fibre of
the same length to compare how the free space component affects the transmittance
and, therefore, the correlation of the experiment. Then, to compare how turbulence
effects the coherence of Bob vs Eve, two different methods were implemented. First,
Bob and Eve were both set to be at the centre of the beam and with no differentiation
made between them, as they are both considered to be at the centre of the beam.
Here, both Bob and Eve took data for four different turbulence conditions. The sec-
ond method implemented was by considering Bob and Eve at different parts of the
beam. Here both Bob and Eve are considered to be at a ground station with Eve
displaced from the centre of the beam, i.e. both Bob and Eve are on the same plane
of the beam with Eve at increasing distances from Bob and the centre of the beam.
Bob takes data at the centre of the beam with a given turbulence and Eve takes data
with the same turbulence at a different point of the beam. This was done with three
different turbulence degrees. In order to ensure Eve takes the data at the same points
of the beam for each turbulence, her receiver was moved horizontally with a trans-
lation stage. She took points at 2.78mm and 5.56mm from the centre of the beam.
These displacements translate to 27.8% and 55.6% of the beam radius respectively,
where the beam radius for the experiment was 1cm. All the results from this section
are presented in the next chapter, chapter 4.

Here the relevant measurement is the correlation, as the experiment is to com-
pare the information difference between what Alice prepares and sends and what
Bob and Eve receive with respect to the turbulence in the channel. Therefore corre-
lation is use full measurement for this comparison. The correlation coefficient can
be used to show how related two measurements are to each other (Chen, Smith-
son, and Popovich, 2002; Dadson, 2017), if the coefficient equals 1, then the two
measurements are perfectly correlated, i.e. the same value. If the correlation coeffi-
cient equals 0, then there is no correlation between the two measurements. And if
the correlation coefficient equals −1, then the two measurements are perfectly anti-
correlated, i.e. they are the inverse of each other. The correlation coefficient between
two measurements x and y can be calculated as such:

ρx,y =
cov(x, y)

σxσy
, (3.1)

where cov is the covariance, in terms of the expectation value E(x) of x and ex-
pectation value E(y) of y, the covariance is: cov(x, y) = E(xy)− E(x)E(y). σx is the
standard deviation of x and σy is the standard deviation of y.
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3.3.3 Atmospheric Turbulence

The atmospheric turbulence emulated for the experiment was modeled using a DM
from Thorlabs (DMP40/M-P01). With this particular DM, Zernike polynomials can
be used to generate the wavefront distortions that arise due to turbulence, as de-
scribed in Section 2.5.1. Here the Zernike polynomials Zn were changed in order
to create the different wavefront distortions. Where n refers to the specific Zernike
polynomial. The smaller n is the greater affect it has on the level of turbulence gen-
erated as stated in from 2.5.1, equation 2.41. This can be seen in the wavefront dis-
tortions of the DM as shown in the Appendix A. For the first part of the experiment,
where Bob and Eve are both in the centre of the beam with differing turbulence con-
ditions, turbulence degree (t) were chosen as shown in the first column of table 3.1.
Here the strength of turbulence tn increases with larger n. For the second part of the
experiment where Bob and Eve are considered to be at different parts of the beam
with the same turbulence condition, the turbulence degree were chosen as shown in
the second column of table 3.1. Here the degree of turbulence increases from ta to tc.

Turbulence name, Eve in the centre Turbulence name, Eve displaced Zernike Polynomials

t1 − Z7 = 1; Z8 = 1
t2 ta Z5 = −0.5; Z7 = 1
t3 tb Z4 = 1
t4 tc Z4 = 1; Z5 = −0.5

TABLE 3.1: Turbulence degrees chosen for Bob and Eve, without dis-
placing Eve from the centre of the beam shown in the first column.
Turbulence degrees chosen for Bob and Eve, when displacing Eve
from the centre of the beam shown in the second column. The fi-
nal column shows the Zernike polynomials for a given turbulence

degree.

Using the apparatus and experimental procedure presented in this chapter, the
measurements were taken. These results of this experiment will be presented and
discussed in the following chapter, chapter 4.
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Chapter 4

Results and Discussion

In this chapter the results obtained for the experiment will be presented and dis-
cussed with their implications on the satellite CV-QKD. As stated in section 3.3, the
measurements taken in this experiment are correlations of Alice and Bob as well as
Alice and Eve. If the correlation between Alice and Eve is less than that of Alice
and Bob, then Eve has less information, and the channel is more secure. Although,
in this experiment no post-processing procedures were directly analysed, the results
will have a knock-on effect on them as stated in section 2.4.1.

Table 4.1 shows the results for the experiment under perfect conditions, i.e. where
the free space section was replaced with fibre, and no turbulence was applied to the
DM. Fibre is considered as a reference for free space. Here ρA,B in fibre refers to the
correlation between Alice and Bob through a fibre path, where the set up in figure 3.4
was used with the free space path replaced with fibre of the same length. ρA,B in free
space without turbulence refers to the correlation between Alice and Bob through
free space path without turbulence in the channel, where the set up described in fig-
ure 3.4 was used. The correlation was calculated using equation 3.1, where x is the
state set by Alice and y is the state measured by Bob.

ρA,B in fibre ρA,B in free space without turbulence

0.26 ±8 ∗ 10−4 0.25 ±8 ∗ 10−4

TABLE 4.1: Comparative correlation between Alice and Bob for the
experiment with fibre, and no turbulence applied to channel. Here
the correlation is defined in equation 3.1, where the states set by Alice

are x and the states measured by Bob are y.

From table 4.1, the free space path, without turbulence applied to it, only de-
creases the correlation between Alice and Bob by 1%± 0.08% compared to the same
channel through fibre. This reduction in correlation is most likely due to loss in the
free space channel. From equation 2.30 the mutual information between Alice and
Bob, and thereby their correlation, decreases with increased total noise χtot which in
turn depends on the noise of the channel χline and of the homodyne detector χhom
(see equation 2.31). Since the free space path and same channel through fibre shared
the same set up for Alice and Bob’s detector, the correlation difference is therefore
due to more noise in free space channel compared to the same channel through fibre.
The channel noise χline =

1
T − 1 + ε, ε is the excess noise and the term 1

T − 1 is noise
due to losses. The main losses in the free space channel compared a same channel
through fibre is due to beam widening and coupling. Loss from beam widening
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arises as Bob can now only measure the a section of the beam. The loss due to cou-
pling, as Bob’s receiver is in fibre, the free space channel cannot couple properly to
fibre and this creates loss. Comparing the correlations in table 4.1, the majority re-
duction in correlation between Alice and Bob is unrelated to the different channels
used, as comparative loss in correlation due the the change in channel is relatively
small compared to the overall loss in correlation. This indicates there is more signal
loss elsewhere in the system unrelated to the free space channel. This is a positive re-
flection on the use of a free space channel. The correlation ρA,B in free space without
turbulence seen in table 4.1 can be used to normalise the results of the experiment as
stated in section 3.3. The later results can be normalised since only the comparative
correlations is important for this experiment and not the absolute correlation.

4.1 Bob and Eve at the centre of the beam with varying tur-
bulence

As described in section 3.3, first the experiment was undertaken with varying tur-
bulence degrees for both Bob and Eve without displacing Eve from the centre of
the incoming beam. Here no distinction was made between Bob and Eve as they
both are considered to be at the centre of the beam and therefore, measure the same
values. This was done as a reference test under ideal conditions for Bob and Eve
in order to show how turbulence effects correlation in a free space channel. The
initial correlation for Bob and Eve, where the correlation ρA,B/E is between Alice
and Bob/Eve who are considered to be the same in this scenario. The correlation
was calculated using equation 3.1, where Alice is x and Bob/Eve are y. The turbu-
lence degrees chosen here are as shown in table 3.1, where the wavefront distortion
used at the DM can be seen in the Appendix A. Here the turbulence degree tn in-
creases with increasing index n of the turbulence degree t. This is due to the fact
that smaller order Zernike polynomials have a greater contribution to an increased
turbulence effect as stated in section 2.5.1 and seen in equation 2.41. These results
must then also be normalised using the ρA,B in free space without turbulence in the
channel as shown in the second column of table 4.1. The normalisation is done by
dividing the experimental results by ρA,B in free space without turbulence in the
channel as shown in the second column of table 4.1. The correlation between Alice
and Bob/Eve using these corrections, is shown in figure 4.1. This figure shows how
the correlation ρA,B/E changes as a function of turbulence degree. Here the turbu-
lence degree increases from t1 − t4. Figure 4.1 shows a correlation reduction with
increased turbulence degree.

From the results of Bob and Eve at the centre of the beam with varying turbu-
lence degrees as shown in figure 4.1, the correlation is reduced when the turbulence
degree is increased. The correlation reduction with increased turbulence degree is
expected, as increased turbulence degree increases the noise of the channel. This is
due to the change in refractive index, beam widening, scattering etc. As stated in
section 2.5.3, the relevant effect for CV-QKD is the change in refractive index due
to atmospheric turbulence. Which can be emulated using a DM. These turbulence
effects reduce the transmittance of the channel as described in section 2.5.2 and (Hos-
seinidehaj et al., 2018; Wang et al., 2021). The information shared between Alice and
Bob, IA,B depends on this transmittance, as seen in equations 2.30 and 2.31. There-
fore, the correlation between Alice and Bob, ρA,B, also depends on the transmittance
of the channel, as IA,B and ρA,B are related in a monotonically increasing manner.
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FIGURE 4.1: Normalised correlation results ρA,B/E, with Bob and Eve
at the centre of the beam and varying turbulence degrees. Here there
is no distinction made between Bob and Eve as they are both at the
centre of the beam and therefore have the same results. The corre-
lation ρA,B/E refers to that between Alice and Bob/Eve and is calcu-
lated as shown in 3.1, where Alice is x and Bob/Eve are y. Where
the strength of turbulence tn increases with larger n and the error is

shown in red. Here the x-axis is not necessarily linear.

This shows the results in section 4.1 are consistent with the theory.

From equation 2.29, the raw key rate Alice and Bob can establish depends on
the information they share and thereby ρA,B, as IA,B and ρA,B are related in a mono-
tonically increasing manner. Therefore, with increased turbulence degrees, the raw
key rate decreases. This is consistent with existing literature (Wang et al., 2018a).
This scientific paper shows that the key rate drastically decreases with decreased
transmittance due to beam wandering, broadening, deformation and scintillation.
As stated in section 2.5.2, these type of transmittance losses are due to atmospheric
turbulence. (Villaseñor et al., 2020; Dequal et al., 2021) imply similarly that the tur-
bulence effect decrease the key rates achievable in free space CV-QKD.

4.2 Bob and Eve with the same turbulence at different parts
of the beam

As described in section 3.3, the experiment was then undertaken with Bob and Eve
experiencing the same turbulence degrees, but with Eve displaced from the centre
of the beam. Here two different displacements where chosen for Eve. The corre-
lation between Alice and Bob is ρA,B and is calculated using 3.1, where Alice is x
and Bob is y. ρA,E refers to the correlation between Alice and Eve, from equation
3.1 Alice is x and Eve is y. In this part of the experiment there is a distinction be-
tween Bob and Eve as there are no longer taking measurements at the same point.
Table 3.1 shows the turbulence degrees chosen for this part of the experiment, where
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the wavefront distortions used at the DM can be seen in the Appendix A. Here the
turbulence degree increases from ta to tc. This is due to the fact that smaller order
Zernike polynomials have a greater contribution to an increased turbulence effect as
stated in section 2.5.1 and seen in equation 2.41.

The real world analogy to this experiment, Bob and Eve are both at separate
ground stations. Since Alice and Bob are attempting to establish a secret key, the
channel between them will be aligned in such a way, that Bob is in the centre of
the beam. Eve, on the other hand is attempting to eavesdrop on them at a separate
ground station and is therefore misaligned with the centre of the Alice and Bob’s
channel beam. Since Eve is not intercepting the data in-between Alice and Bob,
her eavesdropping can go undetected (given she is a sufficient distance from Bob’s
ground station in order for him not to see Eve’s ground station receiver). As seen
in section 1, the detection of Eve’s presence relies on the disturbance of transmis-
sion. To calculate Eve’s displacements for a real scenario first the beam divergence
must be calculated. Assuming a point source beam divergence θBD in radians can be
calculated as such (Chu et al., 2021):

θBD = 1.22
λ

Dtx
, (4.1)

where λ is the operating wavelength and Dtx is the transmitter telescope aperture
size. The beam divergence can now be used to calculate the beam size at the earth
surface. For a Low Earth Orbit (LEO) satellite at an altitude of 500km, Dtx = 10cm
and λ = 1550nm Eve’s displacement translates to approximately 2.6m and 5.3m with
a total beam radius of 9.5m at the earth’s surface.

The initial results of the experiment must be normalised using the correlation
ρA,B in free space without turbulence in the channel as shown in table 4.1. The nor-
malisation is done by dividing the experimental results by ρA,B in free space with-
out turbulence in the channel as shown in the second column of table 4.1. Using
these corrections the the correlation ρA,E for Eve displaced by 27.8% of beam radius
in comparison to ρA,B, as function of turbulence degree with turbulence degree in-
creasing from ta − tc, can be seen in figure 4.2. Figure 4.3 shows how ρA,E, for Eve
displaced by 55.6% of the beam radius, behaves compared to ρA,B as a function of
turbulence degree with the turbulence degree increasing from ta − tc. Figure 4.4
shows the normalised correlations ρA,B and ρA,E (with Eve displaced from the centre
by displaced 27.8% and 55.6% of the beam radius) for a given turbulence degree as
a function of displacement by radius percentage.

Figure 4.2 shows a correlation reduction with increased turbulence degree for
both ρA,B and ρA,E. The figure also shows reduced correlation of ρA,E compared
with ρA,B at the same turbulence degrees. Here ρA,B is the correlation between Alice
and Bob with Bob at the centre of the beam and ρA,E is the correlation between Alice
and Eve with eve displaced from the beam centre by 27.8% of the beam radius.

Figure 4.3 shows a correlation reduction with increased turbulence degree for
both ρA,B and ρA,E. The figure also shows reduced correlation of ρA,E compared
with ρA,B at the same turbulence degrees. Here ρA,B is the correlation between Alice
and Bob with Bob at the centre of the beam and ρA,E is the correlation between Alice
and Eve with eve displaced from the beam centre by 55.6% of the beam radius.
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FIGURE 4.2: Normalised results ρA,E with displacement 27.8% of the
beam radius. Where the strength of turbulence increases from ta to
tc and the error is shown in red. Here ρA,E refers to the correlation
between Alice and Eve, from equation 3.1 Alice is x and Eve is y. The

x-axis is not necessarily linear.

Figure 4.4 shows a correlation reduction with increased displacement from the
beam centre. The correlation is further reduced when the turbulence degree is in-
creased. Here, at 0% displacement from the beam radius, is the correlation between
Alice and Bob. For correlations with displacements, are the correlations for Alice
and Eve for Eve’s respective displacements form the centre of the beam.

From the results of Bob and Eve comparing the same turbulence degrees with
Eve displaced from the centre of the beam, with Eve displaced by 27.8% of the beam
radius shown in figure 4.2 and Eve displaced by 55.6% of the beam radius shown
in figure 4.3, shows that the correlation ρA,E is reduced with increasing turbulence
degree, which is consistent with the results measured at the centre of the beam with
increasing turbulence degrees discussed in the section above, 4.1.

The correlation is reduced as the receiver is displaced from the centre. Here with
an increased displacement the correlation is reduced as seen in figure 4.4. Compar-
ing the correlation difference of ρA,B at the centre of the beam with ρA,E at the dif-
ferent displacements, as shown in table 4.2 for Eve displaced by 27.8% of the beam
radius and table 4.3 for Eve displaced by 55.6% of the beam radius, the correla-
tion difference ρA,B and displaced ρA,E increases with increasing turbulence degrees.
This increase is larger when Eve has a greater displacement from the centre with the
beam. The reduction of correlation ρA,E with increasing displacement is consistent
with results in (Trinh et al., 2019). This scientific paper shows that, with increased
distance between Bob and Eve on the receiver plane, Eve’s probability to measure
errors increases. This indicates that with larger displacement from Bob, the correla-
tion between Alice and Eve decreases. This is consistent with the results in section
4.2.
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FIGURE 4.3: Normalised results ρA,E with displacement 55.6% of the
beam radius. Where the strength of turbulence increases from ta to
tc and the error is shown in red. Here ρA,E refers to the correlation
between Alice and Eve, from equation 3.1 Alice is x and Eve is y. The

x-axis is not necessarily linear.
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FIGURE 4.4: Normalised correlation results from turbulence degrees
ta − tc as a function of displacement by radius percentage, where at
0% displacement is the correlation between Alice and Bob. The dis-
placements for 27.8% and 55.6% of the beam radius are the correla-
tions of Alice and Eve where Eve is displaced form the centre of the
beam. Here the correlation calculated using 3.1, where Alice is x and
Bob is y. For the correlation between Alice and Eve, Alice is x and

Eve is y. The error bars are shown in red.
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Turbulence degree ρA,B − ρA,E, Eve displaced 27.8% of beam radius

ta 0.048 ±0.002
tb 0.064 ±0.002
tc 0.104 ±0.002

TABLE 4.2: Normalised correlation differences ρA,B and ρA,E displace
by 27.8% of the beam radius for each turbulence degree used.

Turbulence degree ρA,B − ρA,E, Eve displaced by 55.6% of the beam radius

ta 0.064 ±0.002
tb 0.208 ±0.002
tc 0.184 ±0.001

TABLE 4.3: Normalised correlation differences ρA,B and ρA,E displace
by 55.6% of the beam radius for each turbulence degree used.

From equation 2.29, the raw key rate that can be established between Alice and
Bob depends on the information shared by Bob and Eve after reverse reconciliation,
χB,E, and the information shared between Alice and Bob, IA,B. Reverse reconciliation
is used to reduce the information Eve has on the key. Since χB,E is proportional to
the information shared by Alice and Eve, and this is parameter in turn is related in a
monotonically increasing manner to ρA,E, χB,E is reduced if the correlation between
Alice and Eve is reduced. Now the results indicate that the raw key rate could be
increased, if IA,B can be increased.

The results presented in this chapter show that with increasing turbulence de-
gree, the correlation measured between Alice and Bob as well as Alice and Eve de-
creases. They also show that when Eve is displaced from the centre of the beam
her correlation with Alice decreases compared to the correlation between Alice and
Bob, where Bob is at the centre of the beam. As stated at the beginning of this chap-
ter, when Alice and Bob have a larger correlation compared to Alice and Eve, Eve
has less information, and the channel is therefore more secure. The overall results
from this chapter, the potential for future work, will all be presented in the following
chapter, chapter 5.
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Chapter 5

Conclusion

In this experiment the effect of atmospheric turbulence for satellite to ground CV-
QKD was analysed. First as a reference how increasing turbulence degrees affects
the correlation between Alice and Bob, then the effect of varying atmospheric tur-
bulence degrees on the channel coherence of Alice and Bob with that of Alice and
Eve, where Eve is assumed to be passive at the same ground level as Bob, with Bob at
the beam centre and Eve taking measurements in the surrounding areas of the beam.
This was done using two different displacements for Eve. Satellite CV-QKD was em-
ulated and the correlation between Alice and Bob were compared with correlation
between Alice and Eve. The emulation was done in the lab with the atmospheric
turbulence emulated using Zernike polynomials and a deformable mirror.

5.1 Importance of Results

From the sections 4.1 and 4.2, the correlation ρA,E with passive Eve at a ground sta-
tion with increasing turbulence degree is reduced compared to ρA,B at the centre of
the beam. This means Eve has less information on the raw key established by Al-
ice and Bob. The raw key between Alice and Bob is generated using the data they
share, this means that the more correlated Alice and Bob are, the larger the raw key
is that they can establish. The security of this raw key depends on the information
Eve has, therefore decreasing correlation between Alice and Eve increases the secu-
rity of the exchange between Alice and Bob. Now with Eve’s decreased knowledge,
from equation 1.1 the signal strength can be increased as mentioned in section 1.
Therefore, due to atmospheric turbulence the satellite distance and the key rate can
be improved since the turbulence impact to the correlation between Alice and Eve
is greater than for Alice and Bob, for the case of a passive off-axis Eve. Larger dis-
tances are great milestones for CV-QKD, as currently these are inhibiting factors of
its real world implementation. For this reason satellite QKD was first suggested to
replace fibre QKD, as fibre has a distance limit of around a few hundred kilometers.
With increased key rates, QKD is performed more rapidly. This is currently also a
limiting factor of satellite CV-QKD. The results show that under passive eavesdrop-
ping conditions, it may be possible to increase the key rate and distance of CV-QKD
transmission. The results shown in figure 4.4 also indicated, due to atmospheric
turbulence, the correlation differs at different sections of the beam. Therefore, at dif-
ferent sections of the beam different quadratures are measured.

This experiment also shows the relative security of a passive eavesdropper at
a ground station. As mentioned in section 4.2, Eve on a ground station is not de-
tectable by Alice and Bob since they rely on transmission disturbances to detect Eve.
Therefore, with sufficient distance from Bob’s ground station Eve can eavesdrop un-
detected. The results in figure 4.4 imply that with larger distance from Bob, Alice
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and Eve’s correlation will decrease, and consequently their shared information will
also decrease. So, due to the effect of atmospheric turbulence, Eve will have less in-
formation about the raw key the further her ground station is away from Bob’s. For
Eve to improve her information about the raw key she will have to place her ground
station closer to Bob’s, increasing her chance to be detected by him.

As, in this experiment the atmospheric turbulence is emulated using the change
in refractive indices (using a DM), these are the same affects all free-space CV-QKD
schemes experience due to atmospheric turbulence. Therefore, results of this ex-
periment should also be applicable for other free-space CV-QKD systems, such as
up-links and terrestrial free-space CV-QKD schemes. Although, up-links are rarely
used, as mentioned in section 2.4.2 conventionally down-links are used instead of
up-links, there are up-link systems currently in use. One of these up-link schemes is
the Canadian NanoQEY up-link (Bedington, Arrazola, and Ling, 2017), although it
also plans to explore down-links as well. Experiments investigating terrestrial free-
space CV-QKD are also not uncommon. For example such schemes are useful for
mid-range free-space CV-QKD in dense Urban areas (Brougham and Oi, 2021).

In this experiment the objective was to test how atmospheric turbulence effects
the comparative correlation for satellite to ground CV-QKD of Alice and Bob, and
Alice and Eve, where Eve is considered passive and displaced from the centre of the
beam at a ground station with Bob at the centre of the beam at a ground station. This
was achieved by first testing the effect of atmospheric turbulence on the correlation
of CV-QKD and then comparing the correlations ρA,B and ρA,E with Eve at two dif-
ferent locations of the beam. This was done by emulating satellite CV-QKD in the
laboratory, with a DM used to emulate atmospheric turbulence between Alice, Bob
and Eve.

The results show that with increasing turbulence degrees, the correlation be-
tween Alice and Bob, and Alice and Eve decrease as expected. The correlation be-
tween Alice and Bob, with Bob at the centre of the beam, is comparatively greater
than the correlation between Alice and Eve regardless of the turbulence strength.
The correlation between Alice and Eve decreases the further Eve is displaced from
the centre of the beam. This in consistent with the expected results.

As this was a laboratory experiment, there are limitations to it compared to a real
world scenario. In this experiment the turbulence was only emulated using a DM,
with an emulation the atmospheric turbulence is only approximated. In addition,
in a real world scenario, it is possible for Bob’s ground station to examine at which
distances Eve can go undetected by him. Here this was only estimated using a calcu-
lation (see section 4.2). The experiment could also be improved by adding the post
processing back to the CV-QKD protocol. With the post processing the key rates can
be calculated rather than estimating their increase and decease, as done in section
4. The amount of information Eve has about the key can also be calculated. With
post processing reverse and direct reconciliation can be compared for this scenario.
From the conclusion of this experiment, reverse reconciliation should out perform
direct reconciliation. As Eve’s measurements will differ from Bob’s due to the at-
mospheric turbulence effect. The measurements will differ more, the further Eve’s
ground station is from Bob’s. This means reverse reconciliation will out perform
direct reconciliation increasingly, when Eve’s ground station is placed at increasing
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distances from Bob’s ground station.

The results discussed above can be used in future work. Now in future CV-
QKD projects, for line of sight satellite to ground CV-QKD under passive eaves-
dropping (as well as all other free-space CV-QKD schemes), the signal strength can
be increased to improve the correlation between Alice and Bob. This is possible, as
the atmospheric turbulence will have a larger impact on reducing the correlation be-
tween Alice and a displaced Eve than reducing the correlation between Alice and
Bob. With an increased signal strength, the raw key rate over the turbulent channel
can be increased and this will greatly improve the free space communication.
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Appendix A

Wavefront distortion modeled by
the Deformable Mirror

Here are the images depicting how differing Zernike polynomials affect the DM.
These images snapshots of the DM’s software. As stated in section 3.3.3 the DM
used was from Thorlabs (DMP40/M-P01) with the software used from the provider.
Using this software, the Zernike polynomials can be manipulated and the wavefront
distortions are generated. These distortion mimic the wavefront distortions gener-
ated by atmospheric turbulence. The wavefront depicted in the images below are
shown in table 3.1. How Zernike polynomials model turbulence is shown in section
2.5.1, where equation 2.41 shows how Zernike polynomials model wavefront dis-
tortion. Here smaller order Zernike polynomials have a larger contribution to the
wavefront distortion and therefore a smaller order Zernike polynomials contribute
to a increased turbulence affect.
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FIGURE A.1: Wavefront distortion on the DM when Z4 = 1 Z5 =
−0.5 with the DM set to low turbulence from the internal software
settings. Here the scale indicates the amount of voltage that goes
through the individual sections of the DM, where increased voltage
indicates a larger change in the refractive index. The legend on the
right shows the voltage through the DM segments and ranges from

0mV to 200mV.

FIGURE A.2: Wavefront distortion on the DM when Z4 = 1 with the
DM set to low turbulence from the internal software settings. Here
the scale indicates the amount of voltage that goes through the indi-
vidual sections of the DM, where increased voltage indicates a larger
change in the refractive index. The legend on the right shows the
voltage through the DM segments and ranges from 0mV to 200mV.



Appendix A. Wavefront distortion modeled by the Deformable Mirror 41

FIGURE A.3: Wavefront distortion on the DM when Z5 = −0.5
Z7 = 1 with the DM set to low turbulence from the internal soft-
ware settings. Here the scale indicates the amount of voltage that goes
through the individual sections of the DM, where increased voltage
indicates a larger change in the refractive index. The legend on the
right shows the voltage through the DM segments and ranges from

0mV to 200mV.

FIGURE A.4: Wavefront distortion on the DM when Z7 = −1 Z8 = 1
with the DM set to low turbulence from the internal software settings.
Here the scale indicates the amount of voltage that goes through
the individual sections of the DM, where increased voltage indicates
a larger change in the refractive index. The legend on the right
shows the voltage through the DM segments and ranges from 0mV

to 200mV.
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List of Abbreviations

QKD Quantum Key Distribution
DV Discrete Variable
CV Continuous Variable
LO Local Oscillator
PD Photo Diode
SNR Signal to Noise Ratio
LLO Local Local Oscillator
TLO Transmitted Local Oscillator
FG Function Generator
DAQ Data AcQuisition
DM Deformable Mirror
AM Amplitude Modulator
PM Phase Modulator
PBS Polarising BeamSplitter
FM Faraday Mirror
LEO Low Earth Orbit
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