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Abstract

Quantum key distribution (QKD) allows two users to generate a random se-
cret key, which they can use to securely exchange a message. Unlike many
other cryptographic schemes, QKD offers information-theoretical security
based on the laws of physics. In recent years, major theoretical and exper-
imental advancements have been made. Among these are two novel pro-
tocols, memory-assisted (MA) QKD and twin-field (TF) QKD, which can
both improve the secret-key rate scaling with channel length, potentially
allowing QKD to be performed at longer distances. The main motivation
of this thesis is to incorporate more realistic assumptions into the security

proofs and performance analyses of these new protocols.

One common assumption made in QKD security proofs is that the protocol
is run for an infinitely long time, which allows the users to obtain a perfect
statistical characterisation of the quantum channel. In this thesis, we drop
this assumption for a TF-QKD variant that is well suited for experimen-
tal implementation, proving its security in the finite-key regime. We also
analyse the finite-key performance of MA-QKD, concluding that it is par-
ticularly resistant to its statistical fluctuation effects. Moreover, we develop
an alternative finite-key security analysis approach based on random sam-
pling theory, and apply it to the loss-tolerant protocol, which can ensure
security in the presence of flawed sources. Compared to previous finite-key

security proofs of the protocol, our analysis offers better performance.

Another common assumption is that the users can emit laser pulses with a
continuous random phase. In practice, this is difficult to achieve, and the
phase is often randomised discretely. In this thesis, we prove the security of
a TF-QKD variant that relies on discrete phase randomisation, and show
that, using certain post-selection techniques, it can provide higher secret-

key rates than an equivalent continuously-randomised protocol.
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Chapter 1

Introduction

Over the past half century, our increasingly globalised society has come to depend on
the secure exchange of information between physically distant locations. To achieve
this, we rely mostly on certain cryptographic algorithms that can guarantee secrecy
even if the physical communication channels that carry the messages are compromised.
The security of an important class of these algorithms is based on certain mathematical
problems that are thought, but not proven, to be very hard for conventional comput-
ers to solve. For this reason, they are vulnerable to improvements in computational
hardware and software. Rapid advancements could put a halt to our ability to securely
exchange messages, potentially causing severe societal disruptions. Slow advancements
could give us time to update our cryptographic infrastructure, but they would still com-
promise the secrecy of the information being exchanged today, an important problem
for sensitive applications that need long-term security, such as DNA data or medical
records.

The appearance of a new computation paradigm, quantum computing, poses a
particularly severe threat, since quantum computers have already been shown to pro-
vide exponential speed-ups in solving the very mathematical problems that our cur-
rent cryptographic systems are based on. Interestingly, the emerging field of quantum
communications could also provide a solution to the problem. Namely, its most ma-
ture application, quantum key distribution (QKD), can provide information-theoretic
communication security based on the laws of physics, rather than on computational
assumptions. Thus, it is not vulnerable to future hardware or software advancements,

ensuring long-term communication security. In the last decades, intense research ef-
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forts have resulted in tremendous progress, on both the theoretical and experimental
fronts of QKD. However, it still needs to solve important practical problems before
it can be deployed as an alternative, or a complement, to our current cryptographic
infrastructure.

In this thesis, we focus on two of the most important of these problems: (1) ensuring
that practical QKD implementations are secure, despite inevitable imperfections; and
(2) preventing QKD communication rates to drop sharply as the channel distance
increases. In particular, in the recent years, novel protocols have been proposed to
improve the key rate scaling with the channel length, potentially allowing QKD to be
performed over longer distances. Understandably, the first security and performance
analyses of these new protocols have assumed idealised experimental conditions. The
main motivation of this thesis is addressing the security and performance of these
protocols under more realistic assumptions.

In this introductory chapter, we lay down the relevant background to the work
presented in this thesis, and, in that context, we summarise our novel contributions.
In Section 1.1, we situate QKD in the wider field of cryptography, the problem it can
solve, and give an intuition of why it can do so. Then, we continue by reviewing
the fundamental ideas behind QKD and its security. After that, in Section 1.2, we
provide an overview of the challenges currently preventing QKD from becoming a global
technology, with a focus on how the work presented in this thesis has contributed

towards overcoming these challenges.

1.1 Background

The aim of cryptography is to provide secure communications in the presence of an
adversary. In this thesis, we focus on the problem of ensuring communication confiden-
tiality over an untrusted channel, one of the most fundamental goals of cryptography.
We assume that a sender, Alice, wants to send a secret message to a receiver, Bob,
through an untrusted channel that may be accessed, or even fully controlled, by an
eavesdropper, Eve.

Cryptography has a long history, but modern academic research on the field started
in the 70s, when public-key cryptography, and, in particular, the widely used RSA [1]

algorithm, was developed. In these schemes, Bob has two keys associated to him: a
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public key, which he publicly announces, used to encrypt messages destined to him; and
a private key that only Bob himself knows, which he uses to decrypt these messages.
That is, if Alice wants to send a message to Bob, she encrypts it with Bob’s public key,
and then sends the ciphertext to Bob, who decrypts it using his private key.

These schemes are widely used because of their convenience, as the same public-
private key pair can be reused to encrypt and decrypt many messages. However, their
security is based on certain problems that are thought (but not proven) to be very
hard for current computers to solve. For example, the security of RSA is based on
the assumed difficulty of finding the prime factors of very large composite numbers.
For this reason, public-key cryptography is vulnerable to breakthrough developments
in hardware and software. One of these would be the advent of quantum computers,
since Shor [2] devised a quantum algorithm that can perform prime factorisation in
polynomial time, much faster than the sub-exponential time needed by known clas-
sical algorithms [3]. Thus, if a large-scale quantum computer is ever developed, an
eavesdropper could use it to decrypt secret communications based on public-key cryp-
tography, including those made many years before, if she had the foresight to make a
copy of the ciphertext. Today, after decades of intense theoretical and experimental
research, small-scale quantum computers can already provide computational advan-
tages in some very specific tasks [4]. Given that multinationals around the world have
already invested billions of dollars in the race to build the first truly practical quantum
computer, the possibility that they may succeed in the next decades cannot be ignored.

Clearly, it is essential to update our cryptographic infrastructure before such a ma-
jor disruption occurs. Omne possible approach is to develop and deploy the so-called
post-quantum cryptographic algorithms: alternative public-key schemes that are not
vulnerable to currently known quantum attacks. They have the advantage of being
relatively easy to implement, since they would be compatible with the current cryp-
tographic infrastructure. However, their main drawback is that they have only been
shown to be secure against known quantum attacks, while the full potential of quantum
algorithms is far from being known today.

Ideally, we would like to employ cryptographic methods that are secure indepen-
dently of the computational power available to Eve; this is known as information-
theoretic security. In fact, such an encryption technique has been known for more than

one hundred years: the one-time pad [5], see Fig. 1.1. To use this technique, Alice
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and Bob need to share a completely random string that is unknown to everyone else,
including the eavesdropper. We call such a string a secure key. Using her copy of
the key, Alice can encrypt a message and send the ciphertext to Bob, who decrypts it
using his copy. It can be shown that, if Eve has no information at all about the key,
she cannot learn any information about the original message, even if she intercepts the
ciphertext. Importantly, the message to be encrypted needs to be of the same length
as the key, and each key bit can only be used to encode a single message bit. This
is the reason why, despite its incredibly strong security guarantees, the one-time pad
has received much less use than public-key cryptosystems: the former only allows Alice
and Bob to secretly communicate if they have some pre-shared secure key to spend.
If they do not, then Shannon [6] showed that it is impossible to generate a secure key
using an untrusted (classical) channel. This is known as the key distribution problem.
Intuitively, the idea is that any information exchanged by the users through the chan-
nel can be intercepted and copied by Eve, and any processing of this information to

generate the key can be replicated by Eve.

BOB
Originalmessage H E L L O D N B Q Z Cyphertext
+ + + + - - - - -
Key 'w 3 Q F L W J Q F L Key
Cyphertext D N B Q Z H E L L O Decryptedmessage

Figure 1.1: Intuitive representation of the one-time pad algorithm?. Each letter is en-
coded as an integer between 0 and 25, according to its position in the English alphabet.
The key is a random five letter string, shared by Alice and Bob. Alice encrypts the
original message with her copy of the key and publicly announces the ciphertext, after
which Bob decrypts the ciphertext using his copy of the key. The encryption and de-
cryption operations are addition and subtraction modulo 26, respectively. For Eve, who
has access to the ciphertext but no information about the key, all five-letter strings are
equally likely to be the key. Thus, from her point of view, all five-letter strings are also
equally likely to be the original message. In other words, the ciphertext alone provides

no information at all about the message.

2In a practical computer implementation, the message and the key are bit strings, and the encryp-

tion and decryption operations are both addition modulo 2.
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This impossibility result does not apply if Alice and Bob have access to an untrusted
quantum channel. The fundamental difference is that it is impossible to copy unknown
quantum states [7], which prevents Eve from obtaining exactly the same information
as the legitimate users. In fact, any measurement that attempts to distinguish non-
orthogonal quantum states necessarily disturbs them. Thus, the error rate of a quantum
communication attempt can be used to detect the possible presence of an eavesdropper,
or even to bound the amount of information that she may have gained, which opens up
an avenue to use quantum mechanics to solve the key distribution problem: quantum
key distribution (QKD).

The first and best known QKD protocol is BB84, proposed by Bennett and Bras-
sard [8] and based on earlier ideas by Wiesner [9]. It relies on Alice preparing two-
dimensional quantum states (qubits) that belong to two conjugate bases, commonly
referred to as Z and X. In each round, Alice chooses a random basis and a random
bit, encodes the bit in that basis, and sends the quantum state to Bob, who measures
the incoming states in a random basis. The idea is that Eve cannot know Alice’s basis
choice, and therefore, any attempt by Eve to learn information about the Z-encoded
states will necessarily introduce errors in the X-encoded states, and vice versa. Of
course, Bob does not know Alice’s encoding basis either, but their advantage over Eve
is that, once the quantum communication is complete, they can announce their basis
choices and discard all data in which their choices did not match. After that, Alice and
Bob compare some of their results and estimate the error rate of the quantum commu-
nication, which provides them a bound on the amount of information that Eve could
have learned. Using this knowledge, they are able to distil a secure key by applying
classical post-processing algorithms to their measurement results.

In the rest of this introduction, we review the basics of QKD. In Section 1.1.1, we
give an overview of the structure common to most quantum protocols, finishing with a
particular example, the BB84 protocol. In Section 1.1.2, we give a rigorous definition
of what it means for a key to be secure, and in Section 1.1.3, we see how one can prove

that the output of a QKD protocol is indeed a secure key.

1.1.1 Structure of a QKD protocol

Usually, a QKD protocol is divided in two phases: a quantum phase and a classical

phase. In the quantum phase, Alice and Bob encode and/or measure quantum states,
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obtaining some raw classical data. In the classical phase, Alice and Bob process this

classical data, turning it into a secure key.

Quantum phase According to their quantum phase, QKD protocols can be divided
in three types, as depicted in Fig. 1.2. In all of these, Alice and Bob assume that
anything that is outside of their labs is controlled by Eve; this includes the quantum
channel and, if it exists, the middle node Charlie. Usually, in prepare-and-measure
and measurement-device-independent protocols, the sending users choose a random bit
and a random encoding basis, and then encode the bit in that basis; and in prepare-
and-measure and entanglement-based protocols, the measuring users choose a random

basis, and measure the incoming states in that basis.

Prepare and measure Entanglement based Measurement device independent

e o .. -

Figure 1.2: Classes of QKD protocols according to their quantum phase. The tail

(head) of each arrow indicates the party that emits (measures) the quantum states.

Classical phase Typically, the first step is a detection announcement: whoever per-
formed the measurements announces which rounds were successfully detected. Then,
Alice and Bob announce some choices that they made in the detected rounds, usually
the basis that they used, and according to these choices, they divide their raw classical
data in three groups: (1) key data, (2) test data, and (3) discarded data. This step
is called sifting and the key data is typically referred to as the sifted key. After that,
Alice and Bob perform parameter estimation: they announce their test data, and use
its statistics (typically its error rate) to estimate the amount of sifted-key information
that may have leaked to Eve. Then, Alice and Bob use classical error correction pro-
tocols to guarantee that their keys are identical with a very high probability. Finally,
Alice and Bob perform privacy amplification, turning their error-corrected key pair into

a shorter secure key pair, from which Eve’s information has been effectively removed.
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1.1.1.1 Example of a QKD protocol: BB84

The above discussion is very general, since it attempts to cover most QKD protocols.
It is useful to look at a particular example: the BB84 protocol. Here, we consider its
efficient version [10], in which the users’ basis selection probabilities are biased, in order

to maximise the sifting efficiency.

Quantum phase In each round u € {1,..., Nyot}, Alice selects an encoding basis
T € {Z, X} with probability pr,, where typically pz, > px,, selects a random bit
b € {0,1}, and then emits the quantum state |br) through the quantum channel. The
emitted states are such that |0z) and |1z) are orthogonal, and |bx) = %(|OZ> +
(=1)%[1z)), i.e. Z and X are two mutually unbiased bases in a qubit space. For
example, Alice may emit polarisation-encoded single photons, in which case |0z) and
|1z) correspond to horizontally and vertically polarised single photons, while [0x) and
|1x) are 45° and 135° polarised single photons, respectively.

On his side, Bob selects a random measurement basis T' € {Z, X'} with probability
pry, and attempts to measure the incoming photons in that basis, obtaining either a
bit value or an unsuccessful result. As we will see in Section 1.1.3, modern security
frameworks of QKD only need a perfect characterisation for the devices of one of the
users, allowing for some imperfections in the other’s. Typically, Bob is chosen for the
latter, since measurement devices are more difficult to characterise than sources. Thus,
Bob does not necessarily need to perform perfect Z and X basis measurements on qubit
states, but his choice of basis needs to be completely random, and the overall detection
efficiency (i.e. the probability of obtaining a bit value) needs to be the same for both

measurement bases, regardless of the state that arrives to his lab.
Classical phase

Sifting and parameter estimation After Bob has finished all measurements, he
announces which rounds have been successfully detected, and then both users announce
their basis choices in those rounds. Then, Alice and Bob define their sifted keys as the
bit values associated to the detected rounds in which they both used the Z basis, and
define the test rounds as the set of detected rounds in which they both used the X

basis. After that, they announce the bit values associated to the test rounds, learning
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their error rate ex. Alice and Bob then use this information to estimate the phase-
error rate ep, of their sifted keys, which quantifies the amount of information that
could have been leaked to Eve. In the limit of Nyt — 00, epn = ex; for practical finite
values of Niot, Alice and Bob need to apply a random sampling analysis to obtain an
upper-bound egh on epy using the observed value of ex. We elaborate on this step in

Section 1.1.3.

Error correction and error verification Next, Alice and Bob use classical error
correction codes to correct errors in their sifted keys. Typically, Alice sends some
information about her key, the syndrome, to Bob, who uses it to correct all errors in
his key with very high probability. The cost of error correction is commonly expressed
as Agc = fNh(ez), where N is the sifted key length, ey is its bit-error rate, h(x) =
—zlogy x — (1 —x)logy(1 — x) is the Shannon binary entropy function, and f > 1 is the
error correction inefficiency, since the actual cost is typically larger than the theoretical
Shannon limit of Nh(ez). After error correction, Alice and Bob typically perform error
verification: they compute a tag of their respective keys, using a hash function, and
Alice sends her tag to Bob, who checks if the two tags are identical. If so, their keys are
also identical with a very high probability; if not, they abort the protocol. Note that
both the syndrome and the tag contain information about Alice’s key. To prevent Eve
from learning this information, Alice typically encrypts them using some pre-shared
secure key; the bits spent on this step need to be taken into account when computing
the net secret-key length of the protocol. Some security proofs allow Alice to publicly
announce her syndrome and tag, and then remove the extra information that Eve has
gained in the privacy amplification step. Both methods result in the same net secret
key length, but only the latter can be used if Alice and Bob do not share any secret
key to begin with. For simplicity, throughout this introduction we assume that Alice

encrypts the syndrome and tag.

Privacy amplification Finally, Alice and Bob transform their N-bit error-corrected
key into a secure key of length approximately K ~ N — h(egh) bits. For this, Alice
selects a random N-to-K two-universal hash function and announces it, and then both

Alice and Bob apply this hash function to their respective corrected keys, obtaining
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their secure key pair. In Section 1.1.2, we explain exactly what we mean by secure key,

and in Section 1.1.3, we review how one can ensure that the key is indeed secure.

Note on authentication Some communications in the classical phase need to be
authenticated; otherwise, Eve could easily perform a man-in-the-middle attack, dis-
guising as Alice to Bob, and as Bob to Alice. If one wants the whole QKD protocol to
be information-theoretically secure, the authentication method also needs to be. Fortu-
nately, symmetric-key authentication algorithms are information-theoretically secure,
and require only O(logm) secure key bits, where m is the length of the message [11].
However, this implies that Alice and Bob would need to share a short secure key to
be able to perform QKD and obtain a longer secure key. For this reason, it would
be perhaps more accurate to call the full scheme quantum key expansion, rather than
distribution [12].

If Alice and Bob do not share any previous secure key, they can rely on
computationally-secure public-key authentication schemes for their first round of QKD,
and then use a small portion of the resulting secret key to authenticate future rounds.
At first glance, this may seem strange; after all, Alice and Bob could have relied on
public-key encryption, rather than QKD, for their secret communications. There is an
important difference, however: if Eve is not able to break the authentication scheme
during the first QKD round, all the generated keys (and any messages encrypted with
them) will remain secure forever [13]. Conversely, messages encrypted using public-key
schemes will always be vulnerable to future technological advances, potentially allowing

Eve to retroactively break their encryption.

1.1.2 Definition of security

Ideally, the output of a QKD protocol would be a fully secure key pair: two identical
keys k4 = kp = k that are completely random, and which Eve knows nothing about.
Formally, an ideal key pair of length K is represented by the classical-classical-quantum
state
ohmg =275 3" kK|, ® kXKl © 0p, (1.1)
ke{0,1}¥
where k runs over all possible binary strings of length K, and o is the final state of the

eavesdropper, which is completely decoupled from the subsystems A and B, i.e. Eve
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has no information on k. Unfortunately, in a realistic QKD protocol, it is impossible to
guarantee that Alice and Bob’s key pair is ideally secure; there is always a possibility
that Alice and Bob end up with different keys k4 # kg, or that Eve gains some side

information on the key. In general, we can write the output of the real protocol as

okgp= D Pr(kakp|K)kafkals ® [kp)kslp @ ot (12)
kakpe{0,1}K

where Pr(ka, kp|K) is the probability that Alice and Bob obtain final keys k4, kp €
{0,1}% respectively, conditioned on them actually obtaining a key pair of length K,
i.e. not aborting the protocol; and p%‘"kB is the final state of Eve conditioned on Alice
and Bob obtaining k4, kp®. To evaluate the security of a QKD protocol, we need to
define a security parameter €s. using some sort of distance measure between the real
key JﬁfB g and an ideal secure key JZ%%K. Moreover, since we want to use the key
in combination with other protocols (such as the one-time pad), it is important that
this definition of security is composable [14]. That is, if we have a set of cryptographic

)

tecs we would like to claim that

protocols, each of which have a security parameter €

)

the whole system has a security parameter ), el...

In QKD, a composable security
definition is given by the trace distance [15, 16]

%(1 —pabort)HUi(BE - UfgaEKH < €sec (1.3)
If the key generated in a QKD protocol satisfies Eq. (1.3), the protocol is said to be
esec-secure. The trace distance is related to the distinguishing problem: if Eq. (1.3)
holds, then it is impossible for anyone, including Eve, to distinguish the real key pair
from an ideal key pair with probability more than €s.. This implies that, if Alice uses
her half of the real key pair to encrypt a message, Eve cannot distinguish the ciphertext

from a fully random string with probability more than ege; if she could, then she could

3Note that this definition assumes that Eve has already fixed her attack, but Alice and Bob have
not yet run the protocol; Pr(ka, kg|K) is the probability that Alice and Bob will obtain final keys
ka,kp once they run the protocol, conditioned on it not aborting. It is not possible to define the
security of the final key conditioned on the actual outcomes obtained in the protocol. For example,
there is always the possibility that Alice and Bob have been extremely unlucky, and Eve has managed
to (randomly) guess all of their basis choices correctly, allowing her to learn the key while introducing
no disturbance. Such an outcome is extremely unlikely, however, and is covered by the a priori security
definition in Egs. (1.2) and (1.3).

10
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also tell that Alice has encrypted the message using the real key rather than an ideal
key, contradicting Eq. (1.3).

The definition of security can be divided into correctness and secrecy:

Correctness This criterion is met when Alice and Bob’s final keys are identical. A

protocol is e.-correct if Pr[ky # kp] < e..

Secrecy This criterion is met when Eve has no information about Alice’s key. A

protocol is eg-secret if

1
5(1 - pabort)Haﬁl{E - Uldeal KH < €g, (14)
where .
oty = Trp(ohpp) = Z Pr(ka) [ka)Xkal s ® o,
kae{0,1}K (1 5)
A= T =N X o
ke{0,1} K

If a protocol is e.-correct and eg-secret, then it is €gec-secure, with €goc = €c + €. This
decomposition is useful because the correctness criterion can be trivially ensured by the
use of error verification based on hashing; if the length of the error verification tag is
[logy(1/€c)], then the final key is e.-correct [11, 17]. Thus, the objective of the security
proofs of QKD is reduced to showing that Alice’s key is es-secret.

The definition of €g. and €5 in Eqgs. (1.3) and (1.4) assumes that the length of the
final keys k4, kp is fixed and equal to K for all possible runs of the protocol, provided
that it does not abort. For protocols or security proofs in which this is not the case,

one may use the alternative definitions [18§]

1 ideal, K
§ZP1"(K)HU£BE UAEB‘E H < €sec; (16)
K
1 ideal, K
; Zpr(K)HaﬁfE — gldea H < e, (1.7)
K

where Pr(K) is the probability that the length of the final key is K. In the definition
above, K = 0 accounts for the events in which the protocol aborts, in which case the

zero-length output “key” is considered to be trivially secure.

11
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1.1.2.1 Attack levels

It is often difficult to prove the security of a QKD protocol against any eavesdropping
attack. For this reason, security proofs have traditionally divided Eve’s possible attacks
into three classes of increased sophistication. In all of them, Eve is assumed to prepare
Niot quantum ancillas, one corresponding to each pulse emitted by Alice, and they

differ in what Eve is allowed to do afterwards.

Individual attack Eve performs an independent and identical quantum operation
between each of Alice’s pulses and her corresponding ancilla. After the classical

phase of the protocol, she measures each ancilla separately.

Collective attack Similar to the previous, but after the classical phase of the protocol,

she performs an arbitrary joint measurement on all of her ancillas.

Coherent attack Eve performs an arbitrary joint quantum operation between all the
pulses emitted by Alice and all of her ancillas. After the classical phase of the

protocol, she performs an arbitrary joint measurement on all of her ancillas.

The latter class is also sometimes referred to as general, since any attack allowed by
the laws of quantum mechanics can be expressed as a coherent attack.

A QKD protocol is only information-theoretically secure when it is proven to be
secure against coherent attacks. However, it is a known result that, in the asymptotic
regime in which Ny, — oo, proving security against collective attacks is equivalent
to proving security against general attacks, as long as the classical post-processing
satisfies some reasonable assumptions [19, 20]. Thus, asymptotic security proofs often
consider collective attacks, and regard Eve’s action as independent and identically
distributed (IID) between different rounds of the protocol, which often simplifies the
proof. Conversely, security proofs in the finite-key regime often prove security directly

against general attacks®.

4In the finite-key regime, one can also first prove security against collective attacks, and then apply
the aforementioned results to extend the security against coherent attacks. However, doing so results
in a degradation of the security parameter €sec, and proving security directly against coherent attacks

is, in most cases, much tighter.

12
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1.1.3 Security of QKD

The first proofs of the information-theoretic security of the BB84 protocol against
coherent attacks appeared around fifteen years after its introduction [21, 22]. Since
then, the ideas in these early proofs have been refined, and nowadays, mainly two

frameworks are used to prove the information-theoretic security of a QKD protocol:

e Phase-error correction approach: Based on showing the equivalence between the
actual protocol and a fictitious scenario in which Alice and Bob perform phase-
error correction based on quantum error correction codes. This method is essen-
tially a refinement of the early security proofs mentioned above. See Ref. [23] and
Ref. [18].

e Leftover hashing lemma approach: It is based on finding a lower bound of the
smooth min-entropy of the sifted key, after which the security of the final key is
guaranteed by applying the leftover hashing lemma. It was introduced by Renner
[24], see also Ref. [25].

Even though these two approaches are based on different mathematical tools, their
conclusions are very similar. In fact, Tsurumaru [26] has recently shown that both
approaches are essentially equivalent. In what follows, we treat them as a single security

framework, and summarise its conclusions.

1.1.3.1 Security framework

Let us assume that Alice and Bob share some unknown quantum state pspg, where A
(B) represents Alice’s (Bob’s) system, and E represents anything else in the universe
that may be entangled with these systems, which we assume to be held by the eaves-
dropper, Eve. Let us further assume that, to generate her raw key Z of length N, Alice
performs a positive operator-valued measurement (POVM) Z on A. For simplicity, we
assume here that the system A is composed of N qubit subsystems, and Alice’s mea-
surement can be decomposed as Z = ZW) @ Z?) © ... @ ZW), where Z*) is a Z-basis
measurement on the k-th qubit. Essentially, the objective of the security proof is to
estimate how much information Eve could have on Z. After doing so, this information
can be removed from the key in the privacy amplification step. To generate his sifted

key Z’, Bob also performs a measurement on B; however, since Bob will later correct

13
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his key to match Alice’s, the details of his measurement are not important for the task
of proving the secrecy of Alice’s key Z.

To estimate Eve’s information on Z, we consider an alternative fictitious scenario
in which, instead of Z, Alice performs an alternative measurement X on system A,
obtaining a string X. Alice’s alternative measurement X must be mutually unbiased®
with Z; for simplicity, we will assume that it can be decomposed as X = XM @ X?)
. @X®) where X* is an X-basis measurement on the k-th qubit. In this alternative
fictitious scenario, usually called the virtual protocol, Bob will attempt to predict Alice’s
string X by performing some measurement on his system B; we denote by X’ the result
of this measurement. The fundamental question to ask is: if Alice and Bob had run
the virtual protocol, what would be the error rate between X and X’'? This quantity
is known as the phase-error rate, ep,. Let us suppose that we could guarantee that, if
Alice and Bob had run the virtual protocol, they would have obtained an error rate of
eph = 0. Then, it would be impossible for Eve to have any information at all on Alice’s
actual key Z. Moreover, in general, if Alice and Bob could guarantee that there is some
upper-bound egh < 1/2 such that eph < egh with certainty, then Eve’s information on
Z is guaranteed to be at most N h(egh) bits.

In practice, due to the probabilistic nature of quantum mechanics, Alice and Bob can
never be certain that, if they had run the virtual protocol, they would have obtained
an error rate epp < egh for any egh < 1/2. At most, they will be able to make a
statistical claim on epy, i.e. find an egh < 1/2 such that Pr [eph > egh] < ¢ for some
small failure probability . If they are able to do so, then, provided that they sacrifice
N h(egh) +log, ep, 1§ bits in the privacy amplification step, Alice’s final key is guaranteed
to be eg-secret, as defined in Eq. (1.7), with [18]

€s = V2\/Z + €pa. (1.8)

It is useful to see € as the probability that Alice and Bob’s estimation of the phase-error
rate is wrong, and eps as the probability that the privacy amplification step won’t
produce a fully secret key, even if the estimation of the phase-error rate is correct.

Taking into account the secret-key bits spent in the error correction and verification

5The leftover hashing lemma framework can prove security even if Alice’s measurement bases are

not mutually unbiased, but the performance degrades significantly.
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steps, the net secret key length of the protocol is
Kpet = N[1— h(egh)] — Apc — logy e, ' —log, eph, (1.9)

and the key is guaranteed to be €goc-secure, where €gec = €5 + €.

Asymptotic regime The previous equations imply that there is a trade-off between
the ¢ and €. parameters and the secret-key length: the more bits one is willing to
sacrifice in the privacy amplification and error verification steps, the more secure the
final key is. This trade-off is especially important for low values of N, but as N grows,
its effect becomes progressively less pronounced. In fact, in the limit of N — oo, one
can choose any desired value of €5 and ¢, with no penalty. To see why, note that, if we
divide the net secret-key length in Eq. (1.9) by the total amount of rounds Ny, we
obtain the net secret-key rate

Cdmc logyeg! logyepy
Ntot Ntot Ntot ’

Ruet = Qs[1 — h(efy)] (1.10)

where Qs = N/Niot is the per-round probability to obtain a sifted-key bit. In the limit
of Nyt — 00%, for any (non-zero) value of €. and epa, the last two terms in Eq. (1.10)
vanish; thus, we can take e, — 0 and epp — 0 with no effect in the key rate. Moreover,
if Niot — 00, all statistical fluctuations in the estimation of the phase-error rate vanish,
and we can take ¢ — 0 with no penalty in the estimation. Since €5 is a function of &
and epa, see Eq. (1.8), we can take ¢; — 0 and €, — 0 with no key-rate penalty.

Many security proofs of QKD assume the asymptotic regime in which Ny — o0;
in these, the 5 and €. parameters do not play an important role. Conversely, they are
relevant in the so-called finite-key security proofs, which take into account the statistical
fluctuations that arise in a real implementation of the protocol. In Section 1.2.1.4, we

elaborate on this distinction.

1.1.3.2 Example: BB84 protocol

At first glance, the security framework above seems to be applicable only to
entanglement-based protocols, in which Alice and Bob make measurements on the

incoming states, which they regard as having been prepared by Eve. However, for

5Note that, since the length of the sifted key N is an increasing function of the total number of

rounds Niot, the conditions N — oo and Niot — 00 are equivalent.
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prepare-and-measure protocols, one can always find an equivalent entanglement-based
scenario in which, instead of preparing quantum states, Alice entangles the photonic
mode with a fictitious ancilla system, and then performs a measurement on the ancilla.
For example, in the BB84 protocol, when Alice chooses the Z basis, she randomly
selects and emits one of |0z)z or |1z) 5, where B is the photonic system sent to Bob.
Instead, she could have generated the entangled state
1

V2

and performed a Z-basis measurement on the qubit ancilla A. Similarly, when she

Wz) = —=(02)4102)p +112) 4 112) ), (1.11)

chooses the X basis, she randomly selects and emits one of |0x) 5 or |1x)p; instead,
she could have generated the state

W) = \}Quom 0x) 5 + [1x) 4 113) 1), (1.12)

and performed an X-basis measurement on A. Note that |V z) = |¥x) =: |¥), implying
that Alice could generate the state |¥) in all rounds, and then randomly decide a basis
to measure system A. Moreover, since only Alice has access to system A, it does
not actually matter when she performs her measurement: we can imagine that Alice
waits until Bob has received all signals to randomly choose a basis and carry out the
measurement.

The security framework in Section 1.1.3.1 assumes that Alice’s (Bob’s) sifted key is
the result of a Z-basis measurement on the system A (B) of some state papg. Since in
the BB84 protocol Alice and Bob define their sifted keys as the outcomes of the detected
Z-basis rounds, we need to define the state p4pg for the systems A and B corresponding
to these rounds only. For this, in the fictitious entanglement-based scenario, Bob must
first learn whether or not each signal will produce a click in his detectors, and only
afterwards perform his actual measurement on these detected signals. More specifically,
we assume that Bob first performs a quantum-non-demolition (QND) measurement on
all incoming pulses and stores the surviving signals in a quantum memory. Then, for
each of the stored signals, Alice and Bob each choose a random measurement basis; the
state papp is defined as the systems A and B corresponding to the detected rounds in
which they both selected the Z basis, and F represents Eve’s side information on these
states. Afterwards, Alice and Bob measure their respective systems A and B in their

chosen basis.

16



1.1 Background

To prove the security, we consider the error rate that Alice and Bob would have
obtained if they had run the virtual protocol, i.e. if they had measured systems A and
B of papg in the X basis, rather than in the Z basis. Note that, in the virtual protocol,
Alice generates |¥) in all rounds, Bob performs a QND measurement, learning which

rounds are detected, and then, for each detected round:

1. With probability pz,pz,, the round is considered a key round; Alice and Bob
measure their systems A and B in the X basis, obtaining strings X and X', which

have an error rate epp.

2. With probability px,px,, the round is considered a test round; Alice and Bob
measure their systems A and B in the X basis and announce their bit outcomes,

learning their error rate ex.

3. With probability pz,px, + px,Pzs, the round is discarded.

That is, in the virtual protocol, Alice and Bob perform exactly the same measure-
ment in the key rounds and in the test rounds. Thus, in the limit of N — oo, the error
rates of both sets of rounds must be identical, i.e. ep, = ex. For finite values of IV, the
two error rates may not be exactly identical, due to statistical fluctuations. However,
the task of finding an upper bound egh on epp, from the observed value of ex is a simple
random sampling problem, which can be tightly solved using existing statistical results
[11, 18, 25].

Role of Alice and Bob in the proof The security framework in Section 1.1.3.1
introduces a fundamental distinction between Alice’s and Bob’s roles in the protocol.
Namely, its objective is to estimate the information that Eve has on Alice’s Z-basis key
Z, and it achieves this by considering how well Bob could predict Alice’s key X if she
had used the X basis instead. This asymmetry results in different assumptions about
the users: the security framework assumes that Alice’s measurements are performed on
qubits, and that her (X-basis) measurement of p4pp in the virtual protocol is mutually
unbiased with her (Z-basis) measurement in the actual protocol, while it makes no such
assumptions on Bob’s measurement. This has important consequences when using the
framework to prove the security of a prepare-and-measure protocol such as BB84, in

which Alice’s “measurement” is performed on a fictitious ancilla qubit. The requirement
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that she uses two mutually unbiased bases to perform her fictitious measurement means
that, in the actual protocol, Alice must encode her signals in two mutually unbiased

7. On the other hand, Bob does not need to use two mutually unbiased qubit

bases
bases to perform his actual measurement; his devices can be imperfect, to some extent.
However, the proof in Section 1.1.3.2 does require two important assumptions on Bob’s

measurement setup:

1. Bob’s choice of basis is fully random; Eve cannot tamper with the probability

that in a given round Bob will choose one basis or another.

2. Bob’s overall detection efficiency (the probability that a given pulse is detected)
is independent of his choice of basis; this must hold for any signal that Eve may

send to Bob.

Note that we could also have applied the security framework to prove the secrecy of
Bob’s key, rather than Alice’s. If we did so, the assumptions on the two users would flip:
Bob must now perform a perfect qubit measurement in two mutually unbiased bases,
while Alice does not need to employ two mutually unbiased bases in her fictitious
measurement. In the actual protocol, this would allow for some flaws in her state
preparation. Namely, Alice’s source could be uncharacterised, as long as it is basis
independent [23, 27], i.e. pz = px, where pz (px) is the average state emitted when
Alice chooses the Z (X) basis. Nevertheless, as we will see in Section 1.2.1.3, Bob’s
measurement device is considered to be more difficult to secure and characterise than
Alice’s source; thus, in security proofs, one usually chooses to prove the secrecy of Alice’s
key. In fact, the above two requirements on Bob’s measurement setup are already very

difficult to meet in practical implementations of QKD.

1.2 Challenges and contribution

Here, we introduce two of the main hurdles that QKD needs to clear before it can be
widely deployed as an alternative to the current public-key cryptographic infrastructure:
(1) how to ensure that practical implementations are information-theoretically secure,

despite their inevitable imperfections; and (2) how to obtain higher secret-key rates over

"The condition on the encoding bases is actually slightly weaker than being mutually unbiased; see
discussion around Eq. (1.25) in Section 1.2.2.2.
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longer distances. In doing so, we review recent theoretic and experimental advances to
tackle these problems, including the contributions made in the works presented in this

thesis.

1.2.1 Challenge I: Practical security

Security proofs of QKD are essentially mathematical theorems that start from the
postulates of quantum mechanics and assumptions about the devices used by Alice
and Bob, and their conclusion is the information-theoretic security of the protocol,
as defined in Section 1.1.2. However, security proofs only apply to real-life scenarios
if the latter perfectly meet all the assumptions made in the former. Some common

assumptions made in QKD security proofs include:

e Alice and Bob’s labs are perfectly shielded from the outside; Eve can only interact

with the signals that travel through the quantum channel;
e Alice’s source emits perfectly-encoded single photons;

e Bob’s choice of basis is fully random, and the overall detection efficiency is the

same for both bases; and

e Alice and Bob run the protocol for an infinite number of rounds, allowing them

to perform a perfect statistical characterisation of their quantum channel.

These assumptions are often not met in real-life implementations of QKD. In the
following, we review the main imperfections, and the theoretical developments that

have been proposed to deal with them.

1.2.1.1 Single-photon sources, weak-coherent pulses, and the decoy-state
method

While many different systems have been proposed to implement quantum computers,
such as ions, atoms, light, or spins, the inevitable part of any QKD protocol is light,
since Alice and Bob are separated by a macroscopic distance [28]. The BB84 protocol
assumes that Alice emits qubit states, so it must be implemented using qubit states
of light, for example, the polarisation state of a single photon, or the relative phase

between the single-photon states of two spatial or temporal modes of light. However, it
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is experimentally challenging to produce a high-quality and high-performance heralded
single-photon source. Thus, in practice, attenuated laser sources are used in most QKD
experiments. The output of these sources can be regarded as a coherent state |a), where
o is a complex number and g = |o|? is the intensity of the pulse. This coherent state

is a superposition of photon-number states,

)=¢e “/22\/»]71 (1.13)

and the phase of the complex number a determines the relative phases between different
photon-number components. If one is able to randomise the phase of «, then the output

state becomes

Py = ’feza><fele dQ—Z s [T (1.14)

where P, = e #u"/n! follows a Poisson distribution of mean p. That is, a phase-

1z
randomised coherent state (PRCS) is a classical mixture, rather than a superposition,
of photon-number states.

Most QKD experiments rely on PRCS sources, rather than single-photon sources,
although these introduce security loopholes that need to be dealt with. For example,
in the BB84 protocol with a PRCS source, a powerful Eve could perfectly learn Alice’s
key bit in all multi-photon (n > 2) emissions, using the photon-number-splitting attack
[29, 30]: (1) Eve performs a non-demolition measurement, learning the photon number
of each signal; (2) she splits multi-photon signals, storing one photon in a quantum
memory; and (3) she waits until the basis announcement step to measure it in the
correct basis, thus learning the encoded bit without introducing any errors. In principle,
Eve could also block single-photon signals, and ensure that all multi-photon signals
produce a click in Bob’s detectors, thus learning a significant fraction of the key.

Fortunately, Ref. [31] showed that, to prove the security of the protocol, it is suffi-
cient to obtain a lower bound on the fraction of bits in the sifted key that originated
from single-photon emissions, as well as an upper bound on the phase-error rate of
these bits. That is, it is not necessary to know which specific bits originated from
single photon emissions; by estimating these parameters, one can bound Eve’s total
sifted-key information, and then remove this information in the privacy amplification

step. The authors of Ref. [31] themselves proposed a method to obtain these bounds:
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take the pessimistic assumption that all errors are caused by single-photon emissions,
and that all multi-photon signals emitted by Alice have been detected by Bob. Unfor-
tunately, this assumption results in a poor performance in the presence of high loss: if
the rate of multi-photon emissions exceeds the rate of detections, all detections could
be caused by multi-photon signals, and no secret-key rate can be extracted at all. Thus,
in the presence of high losses, Alice must use a very weak laser intensity to ensure that
the rate of multi-photon emissions is very low. However, this also reduces the rate
of single-photon emissions, resulting in a key-rate drop. It can be shown that, for a
channel with transmissivity n, the optimal laser intensity is popt =~ 71, and the resulting
protocol has O(n?) scaling [30], rather than O(n) as in the single-photon case.

Shortly after, a much more precise way to estimate the relevant parameters was
proposed: the decoy-state method [32-34]. Its key idea is to employ different laser
intensities to statistically characterise the effect of the channel on different photon
number states. Let Qg be the detection rate (gain) of the PRCS p, when Alice and
Bob both choose basis T € {Z, X} and let Y, be the detection probability (yield) of the
photon-number state |n) when Alice and Bob both choose basis T'. In the asymptotic
regime, observed gains and yield probabilities converge to the same value, and from

Eq. (1.14), it must be that

W= P (1.15)

for any intensity p. Similarly, if we denote by EX the error rate observed when Alice
chooses intensity p and both users choose the X basis, and by e;X the error probability

when Alice emits |n) and both users choose the X basis, it must be that

QYEX = Z e XY X (1.16)

Therefore, by using different intensities p, and observing their gains and error rates,
one obtains restrictions on the possible values of Y,Z and e;X. In fact, if one were to use
infinitely-many values of y1, one could precisely estimate Y,Z and e;X for all n. However,
to obtain a good lower bound on Y;# and a good upper bound on ef\, it is enough to

use three different intensities [34, 35]. The net key rate obtainable is

Ruet > Q1[1 — h(e)] — fQuI(E,), (1.17)
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where Q1 = Yiue ™ is the gain due to single-photon signals. Decoy-state BB84 has
O(n) scaling, and offers a performance comparable to the single-photon version of the

protocol.

Continuous vs discrete phase randomisation The results above assume that
Alice can generate pulses with a uniformly random phase in the continuous range
[0, 27), see Eq. (1.14). However, this is difficult to achieve experimentally. A naive
attempt to produce continuous-phase-randomised pulses would be turning the laser on
and off for each emission. However, experiments have shown that this approach results
in residue correlations between consecutive pulses [36], especially in high-speed systems
[37, 38], which breaks the uniform randomness assumption. Moreover, continuous phase
randomisation has a fundamental problem: it is extremely challenging to verify that a
continuous phase is indeed fully random.

An alternative approach is to randomise the phase actively, using a random number
generator to choose a phase, and a phase modulator to modulate it into the pulse. How-
ever, using this method, the set of possible random phases is necessarily discrete, and
while discrete randomness is much easier to certify, it breaks the continuous assumption
of the decoy-state method. Thus, the standard decoy-state security proofs cannot be
applied to a discretely-randomised QKD implementation. This problem was considered
by Cao et al. [39], who proved the security of a discrete-phase-randomised decoy-state
BB84 protocol using computational methods. Their numerical results showed that,
while discretely-randomised decoy-state BB84 offers strictly worse secret-key rates than
the equivalent continuously-randomised protocol, the performance of the former is close
to the latter with as few as ten random phases. Recently, in Ref. [40], we have used sim-
ilar ideas to prove the security of a discrete-phase-randomised twin-field QKD protocol.

We expand on this work in Section 1.2.2.2.

1.2.1.2 Countermeasures against source flaws

Security proofs often assume that Alice’s source can produce perfectly encoded single-
photon states, or if they consider decoy-state sources, that Alice’s single-photon com-
ponents are perfectly encoded. For example, in the ideal BB84 protocol, it is assumed
that Alice prepares the perfect qubit states [0z), [1z), |0x) and |1x), which belong to

two mutually unbiased encoding bases. As we have seen in Section 1.1.3.2, when we
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have such a source, we can estimate the phase-error rate in one basis directly using the
observed bit-error rate in the other basis. More precisely, in the asymptotic regime,
the phase-error rate in one basis is ezxactly equal to the bit-error rate in the other basis,
while in the finite-key regime, the two quantities can be easily related using a trivial
random sampling analysis. As we have seen in Section 1.1.3.2, if one can guarantee
that Bob’s measurement is ideal, the condition to apply this trivial phase-error rate
estimation is relaxed to ensuring that Alice’s source is basis independent, i.e. pz = px.
However, due to flaws in the encoded states, even the basis independence condition
may not be met in practical implementations, allowing Eve to gain information on
which basis Alice has chosen in a specific round. In fact, by performing an unambigu-
ous state discrimination (USD) attack, Eve can in principle unambiguously determine
Alice’s basis choice, although she will sometimes obtain an indeterminate result, which
she can try to mask as channel loss. However, if the source is such that pz =~ px,
this USD attack would result in very high losses that may not be compatible with the
actual measurement results obtained in the protocol, suggesting that security may still
be possible. In fact, Lo and Preskill [41] proposed an analysis that can prove security
even if the source is basis dependent. The performance of their protocol depends on a
parameter that quantifies the basis dependency: if the source is close to basis indepen-
dent, the performance is good, but the secret-key rate deteriorates very quickly as the
basis dependency increases. Their framework was later extended to prove security in
the presence of information leakage from the phase modulator [42] and the decoy-state

intensity modulator [43, 44].

State preparation flaws and the loss-tolerant protocol Because the analysis
of Lo and Preskill [41] is general, it results in very pessimistic key rates for a certain
type of source imperfection, the so-called state preparation flaws (SPFs). These arise
from the finite precision of modulation devices, and are very common in experimental

implementations. For example, Alice’s source may produce states of the form
1) = cos(0;/2) |0z) +sin(0;/2) [17) , (1.18)

where |0z) and |1z) form an orthonormal qubit basis, and i € {0z,17,0x,1x} rep-

resents Alice’s choice of state. With ideal encoding, Alice’s states would be such that

23



1.2 Challenges and contribution

6o, =0, 61, =m, 6o, = /2, and 01, = 37/2; however, due to SPFs, the real an-
gles may differ from these ideal values. The crucial difference between the states in
Eq. (1.18) and those produced by an arbitrary basis-dependent flaw is that, in the lat-
ter, the encoding flaws may be in an arbitrary dimension, while in the former, all the
encoded states are in the same qubit space, spanned by the basis vectors {|0z), |1z)}.
Because of this, Eve will not be able to exploit channel loss to perform an undetected
USD attack. The idea is the following: let us assume that [11), [12) and [i3) are any
states in the same qubit space. These states form a plane in the Bloch sphere, and any

other state |¢4) that is also in this plane may be expressed as,

|0a)(tha] = c1ja [P1)(01] + copq |1D2)(b2] + a1 [P3) (W3] (1.19)

where c¢q)4, ¢4 and c3)4 are real coeflicients. Let us assume that Alice and Bob run a
protocol in which Alice emits [11), |1)2) and |¢3), and let Y; be the yield of the state
|1);), i.e. the probability that Bob obtains a successful detection given that Alice emits
|ti). Then, from Eq. (1.19), it follows that

Y4 = 01‘4Y1 + CQ|4Y2 + 03‘4Y3. (120)

That is, Alice and Bob can estimate the yield of the state [i4) without actually emitting
this state.

Based on this idea, Tamaki et al. [45] proposed the loss-tolerant protocol, which can
provide an almost identical performance to a perfect BB84 protocol in the presence of
large SPF's. In this protocol, Alice emits three different states, and the only assumption
is that they are characterised and in the same qubit space. For simplicity, let us assume
that the three states are in the form of Eq. (1.18), i.e. in the X Z plane of the Bloch
sphere, and denote them as |¢g,), |¢1,) and |t ). Let us also assume that Alice and
Bob generate their sifted keys from the detected events in which Alice selects |to,)
or |11,) and Bob chooses the Z basis. As in Section 1.1.3.2, to prove the security, we
consider the phase-error rate ey}, that Alice and Bob would have obtained in the virtual
protocol, a fictitious scenario in which, in the key rounds, Alice prepares the entangled
state

50204 s+ 1124112 ) (1.21)

and Alice and Bob respectively measure systems A and B in the X basis. This is

Wz) =

equivalent to Alice preparing the state |¢yirj) o a(jx|Vz) with probability pyir; =
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|40ix|®2)||?, where j € {0,1}. The phase-error rate formula can then be expressed
as eph = (pvirOY;,lif% + pviﬂYVOifl) /Y7, where YV]%. is the probability that Bob’s X-basis

measurement results in an outcome k£ when Alice emits [¢)yir;), and Y7 is the rate at
which Bob obtains a successful detection when Alice chooses the Z basis. To know ey,
we need to estimate leiﬁ) and Yvoifl, since Y7 is directly observable. For this, since the

virtual states are in the same Bloch sphere plane as the real states, one can use the

idea in Egs. (1.19) and (1.20) to find the following expressions,

1x _ 1x 1x 1x
}/VirO - COz\virOYOZ + clz|vir(]le + COX\virO}/E)X (122)

OX — OX OX OX
Yiir1 = CozpinnYo, + CigpvirtY1, + Coxlvirt Yoy (1.23)

where the yields on the RHS are directly observable from the protocol, and the coef-
ficients c¢;)yi,; are real and known. Thus, using this method, the phase-error rate can
be estimated precisely, and the protocol is loss tolerant to SPFs, i.e. Eve cannot hide
behind channel loss to perform an undetected USD attack.

The finite-key security of the loss-tolerant protocol was first demonstrated in
Ref. [46], and more recently in Ref. [47], where we derived significantly tighter finite-
key security bounds, see Section 1.2.1.4. Moreover, recent works have shown that the
protocol is also secure in the presence of additional source imperfections, such as in-
formation leakage or pulse correlations, as long as their magnitude is sufficiently small
[48, 49].

1.2.1.3 Countermeasures against measurement flaws

In general, detectors are much more difficult to secure against side-channel attacks than
sources. Using optical isolation devices, Alice can typically prepare her signals in a pro-
tected environment outside the reach of the eavesdropper, and by verifying a random
sample of these signals, she can in principle characterise her source. Neither of these
hold for Bob’s measurement device: he cannot be isolated from the outside world, as he
must receive and measure the incoming pulses; and it is extremely difficult to charac-
terise his measurement, since Eve may send any kind of signal to him, including strong
optical pulses and even x-rays or neutrinos. Thus, the majority of hacking attacks that
have been theoretically proposed and/or experimentally demonstrated against QKD
systems exploit flaws in its detectors [50, 51], and while suitable countermeasures have

been found to close some of these, the fact remains that they are typically the weakest
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spot in the security of a QKD system. Fortunately, as we will see next, there is a class
of protocols in which neither Alice nor Bob perform any measurement on quantum

states, and are thus not vulnerable to any detector side-channel attack.

Measurement-device-independent QKD The first protocol of this kind was
measurement-device-independent (MDI) QKD [52], see also Ref. [53], and the class of
protocols is sometimes referred to as MDI-type. In MDI-QKD, Alice and Bob both send
BB84-encoded states to an untrusted middle node Charlie, who (if honest) performs
a Bell state measurement (BSM) on the incoming pulses, see Fig. 1.3, and announces
the result. If Charlie truly performs a BSM, he will learn whether the users’ bits are
correlated or anti-correlated, but will not gain any information about their specific bit
values. The users can then use the announced correlation information to correct errors
in their keys. If Charlie is dishonest, and tries to learn some information about the
encoded bit values, he will inevitably introduce some errors in at least one of the two
bases. The security proof of MDI-QKD does not make any assumption on Charlie’s
measurement, treating him as a black box, and thus the protocol is not vulnerable to

any detector side-channel attack.

CHARLIE
\'DlH DZH“/
8,00
=
Encoder

BOB

Figure 1.3: Schematic diagram of MDI-QKD [52]. Alice and Bob send polarisation-
encoded BB84 pulses to a middle node Charlie, who performs a BSM based solely on
linear optics components, which is able to project the incoming pulses onto two out of
the four Bell states. A click in Digr and D1y, or in Dopr and Doy, indicates a projection
onto the Bell state |U+) = 2(|HV) + [V H)); thus, the users’ bits should be correlated
(anti-correlated) if they both selected the X (Z) basis. A click in Dy and Dayy, or in
Doy and Dy, indicates a projection onto the Bell state [U~) = 1(|HV) — |V H)); the

users’ bits should be anti-correlated if they both selected the same basis.

The main experimental challenge of MDI-QKD is performing high-visibility two-

26



1.2 Challenges and contribution

photon interference between photons arising from independent and far-away laser
sources. One must ensure that both photons are close to identical, which requires
the use of feedback mechanisms to compensate for the different time-dependent po-
larisation rotations and propagation delays in the two independent optical fibres [51].
Moreover, since MDI-QKD requires two detectors to click, its key rate is more vulner-
able to low detector efficiencies [54] than that of BB84, although this can be mitigated
by the use of SNSPD detectors, whose efficiency can be as high as 93% [55]. Also, the
need for two-fold coincidence detector events makes the protocol more resilient to dark
counts, allowing it to reach longer distances. In fact, Ref. [56] implemented MDI-QKD
over a 404 km total distance, a record at the time.

The original MDI-QKD scheme used polarisation encoding, but alternative phase-
encoding schemes have been proposed [57, 58]. Moreover, some recently introduced
MDI-type protocols can improve key-rate scaling with distance, the best known of which
are memory-assisted QKD and twin-field QKD; we introduce these in Section 1.2.2.1
and Section 1.2.2.2. Note that, when implementing MDI-QKD, one still needs to deal
with all the flaws associated with the user sources. In fact, these can have an even
bigger impact in MDI-type protocols, since each flaw may now be present in both users,
rather than just Alice. Fortunately, MDI-QKD can be combined with essentially all
the source countermeasures introduced in Section 1.2.1.1 and Section 1.2.1.2; including

the decoy-state method and the loss-tolerant protocol [45].

1.2.1.4 Asymptotic assumption and finite-key security

As we have seen in Section 1.1.3, to prove the security of a QKD protocol, one typically
needs to estimate the phase-error rate, which can be used to bound the amount of
information that may have leaked to an eavesdropper. This parameter is defined as the
error rate that Alice and Bob would have obtained if they had run the virtual protocol
instead of the actual protocol, and must be statistically bounded using data obtained
in the actual protocol. For simplicity, many security proofs assume the asymptotic
limit of Nyt — 00, in which case one can often obtain a perfect estimate of the phase-
error rate, since all statistical deviation terms vanish. However, real QKD experiments
must run for a finite number of rounds, and the more-complex finite-key security proofs
consider the statistical fluctuations that inevitably arise in its estimation. How these

are accounted for can have an important impact in the secret-key rate obtainable.
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As pointed out in Section 1.1.2.1, when one considers security against coherent
attacks, the detection statistics of a given round may depend on the choices made
and outcomes obtained in other rounds, i.e. Eve’s attack is not necessarily IID between
different rounds of the protocol. However, as seen in Section 1.1.3.2, for simple protocols
that rely on two mutually unbiased encoding bases, the statistical fluctuation task
can be trivially reduced to a random sampling problem. This problem can then be
solved using concentration bounds for sums of independent random variables, such as
Chernoff bounds [59], even if Eve performs a coherent attack. This is because, when
the encoding bases are mutually unbiased, Eve does not have any information about
Alice’s basis choice; one can even think of an equivalent fictitious scenario in which the
choice is made after Eve’s attack. However, many protocols do not rely on mutually
unbiased encoding bases, either because they take into account source imperfections,
see Section 1.2.1.2, or because of the inherent design of the protocol. In these cases,
finite-key regime proofs become more complex, and often employ Azuma’s inequality
[60] to deal with the dependency between different rounds of the protocol that may
exist due to a coherent attack. However, Azuma’s inequality is typically less tight than
Chernoff bounds, which results in lower secret-key rates.

The issue of statistical fluctuations is especially important for decoy-state protocols.
In the asymptotic regime, one can in principle obtain perfect estimates of the single-
photon yield YIZ and phase-error rate e{( , but in the finite-key regime, one must apply a
complex statistical fluctuation analysis to obtain bounds on these parameters. Several
works have considered the finite-key security of decoy-state BB84 [61, 62] and MDI-
QKD [63, 64].

Our contribution [47]: Finite-key analysis of loss-tolerant QKD based on
random sampling theory In the asymptotic regime, the loss-tolerant protocol pre-
sented in Section 1.2.1.2 can obtain a perfect estimation of the phase-error rate, and
consequently provides an almost identical performance to an ideal BB84 protocol in
the presence of SPFs. However, since the loss-tolerant protocol does not rely on mutu-
ally unbiased encoding bases, its finite-key phase-error rate estimation task cannot be
trivially reduced to a random sampling problem, as in the case of the BB84 protocol.

The previous finite-key analysis of the protocol in Ref. [46] relied on the application of
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Azuma’s inequality to estimate the phase-error rate, which results in a worse perfor-
mance than random sampling inequalities.

In Ref. [47], presented in Chapter 2, we show that, if Alice probabilistically assigns
tags to her detected emissions, the phase-error rate estimation of the loss-tolerant
protocol can be non-trivially reduced to a random sampling problem, which can be
tightly solved using Chernoff bounds. In doing so, we obtain significantly better secret-
key rates than the previous analysis based on Azuma’s inequality. This has important
implications for existing and future implementations of loss-tolerant QKD, and also
for the security of QKD in general, since it shows that one may use random sampling

techniques to prove the security of protocols for which it was not thought possible.

1.2.2 Challenge II: Improving key-rate scaling with loss

The first and best-known QKD protocol, BB84, is a prepare-and-measure point-to-
point protocol: Alice sends encoded single photons to Bob through a direct quantum
channel, such as an optical fibre, and then Bob performs a measurement on these
photons. While theoretically simple and relatively easy to implement, these protocols
have a fundamental practical problem: they cannot be performed over long distances,
at least over standard optical fibre. The reason is that, in optical fibres, the channel
transmittance n decreases exponentially with its length. With a moderate channel
length of 100 km, around one in every hundred photons emitted by Alice reach Bob’s
lab. Over a 300-km channel, achievable by today’s BB84 implementations [65], the rate
of photon arrivals drops to around one in a million. If one increases the channel length
to 1000 km, which falls short of covering the Earth’s circumference, only around one
in 10%° photons survives: even with a very ambitious source repetition rate of 10 GHz,
it would take Bob hundreds of years to receive just one single photon from Alice.
Fundamental bounds show that the secret-key rate of point-to-point QKD protocols
cannot exceed —logy(1 —n) [66], which is approximately equal to 5 for low values of
7. In other words, point-to-point protocols have at best O(n) secret-key rate scaling.
The theoretical solution to this problem has been known for many years, in what
is known as quantum repeaters [67], see Fig. 1.4. Conventionally, they are based on
entanglement swapping: given an entangled state between A and C7 and another en-

tangled state between B and (3, one can entangle systems A and B by performing

a BSM on C; and C3. Thus, if one wants to create an entangled state over a long

29



1.2 Challenges and contribution

distance L, one can generate two entangled states over half the distance, L/2, and then
perform entanglement swapping. Similarly, the entanglement over a distance L/2 can
be created by swapping two entangled states generated over a distance L/4, and so on.
In a quantum repeater setup, the long channel separating Alice and Bob is divided into
many smaller segments, and a node is placed between each of them. The nodes must
be equipped with two quantum memories (QMs), one connected to each link, while the
end users, Alice and Bob, must have one QM each. The idea is that, if one manages
to generate entanglement over all the elementary links, then one can perform succes-
sive entanglement swapping rounds until Alice and Bob themselves end up becoming
entangled.

To generate the elementary entanglement, each node can simply generate an en-
tangled pair locally, store half of the pair in one of their QMs, and send the other half
over its respective segment. Of course, it is possible that, in any of these emissions,
the photon does not arrive to the destination. If so, the emitter generates another
entangled state locally, replaces the state in his QM by half of the new pair, and emits
the other half, repeating this step until the receiver confirms that a photon has arrived
and their associated QM has been loaded. If the original channel had a transmissivity
of n, then each of the n segments has now a transmissivity of {/7, and the probability
that all of the photons survive path loss in the first trial is ({/n)" = 7, exactly the
same as the probability that a single photon will survive path loss through the entire
Alice-Bob channel. However, the key is that it is not necessary for all the photons to
survive path loss in the same round: the QMs can store the surviving photons while
the unsuccessful emissions are retried.

Thanks to this, a quantum repeater scheme with ideal QMs can provide exponen-
tially better quantum communication rates than direct transmission. Unfortunately,
state-of-the-art QMs are far from ideal, and their coherence times are not good enough
to implement a quantum repeater setup. However, the fact remains that point-to-point
protocols have at best O(n) scaling, and to overcome this limitation a protocol needs
to have at least one middle node. Interestingly, this is not a sufficient condition: the
MDI-QKD protocol introduced in Section 1.2.1.3 is a well-known counterexample. In
MDI-QKD, both of Alice’s and Bob’s photons need to survive path loss in the same
round, which happens with probability (\/ﬁ)2 = 1. Thus, while offering other advan-
tages, standard MDI-QKD cannot improve key-rate scaling with respect to a BB84
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NODE 1 NODE 2 NODE n-1 BOB

Figure 1.4: Example of a quantum repeater. The first step is to attempt to generate
entanglement between each QM pair linked by a double-headed arrow, using a heralded
entanglement distribution scheme [67—69]. Each QM pair repeats this step until the
entanglement has been successfully generated. The repetition rate is limited by the
transmission delay over the corresponding elementary link. When all QM pairs have
become entangled, there will be successive rounds of entanglement swapping, in which
the nodes in the middle perform a BSM, and announce the result. At the end of the
process, Alice and Bob’s QMs will be entangled.

protocol. However, as we will see next, some recently-proposed MDI-type protocols

can achieve O(,/n) scaling, and can thus potentially reach longer distances.

1.2.2.1 Memory-assisted QKD

The reason why MDI-QKD has O(n) scaling is that, to obtain a successful BSM, both
Alice’s and Bob’s photons need to survive path loss in the same round. If Charlie could
interfere photons that have survived on different rounds, the scaling would be improved
to O(y/n). Memory-assisted (MA) QKD [70, 71] achieves this by placing two QMs on
Charlie’s setup, see Fig. 1.5. This way, a surviving photon on, say, Alice’s side can
be stored until one photon survives on Bob’s side, after which both photons can be

retrieved and interfered.

Q@ m @) BB84
am am Encoder

BOB

Figure 1.5: Schematics of MA-QKD [70, 71]. The setup is similar to that of MDI-QKD,

see Fig. 1.3, with the addition of two quantum memories on Charlie’s setup.

MA-QKD is similar to a quantum repeater with a single node, but there are impor-
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tant differences between the two setups. In the latter, Alice and Bob would generate an
entangled state locally, store half of the pair in their own QM, and send the other pair
to Charlie, repeating this procedure until Charlie’s associated QM has been loaded.
Then, once both of Charlie’s QMs are loaded, he would retrieve the states, perform a
BSM, and communicate the result to Alice and Bob, after which the state on Alice’s
and Bob’s QMs should be entangled. At that point, if their goal is to perform QKD,
Alice and Bob can measure their QM randomly in either the Z or X basis. Note that, in
this single-node repeater setup, the performance of Alice’s and Bob’s QMs is clearly the
bottleneck, since they have to store their quantum states since the beginning. On the
other hand, Charlie’s early-loaded QM needs to store the quantum state until his late
QM is loaded, while the late QM is read immediately after loading. The idea behind
MA-QKD is that, if Alice’s and Bob’s goal is to perform QKD, they do not actually
need to wait until the end of the protocol to perform the measurement on their local
state; they can measure in the very beginning, eliminating the need for a QM. In fact,
Alice and Bob do not actually need to generate an entangled pair and measure half
of it. They can simply encode BB84 states, which is equivalent; see discussion around
Eq. (1.11). Another related difference is the protocol repetition rate. In a single-node
quantum repeater, Alice (Bob) needs to wait for Charlie to announce whether his QM
has been loaded to initiate another attempt, since to do so she (he) must store half of
a newly generated entangled pair in their QM, destroying the previous state. However,
in MA-QKD, Alice and Bob can emit photons as fast as they can be stored in Charlie’s
QM. The potentially faster repetition rate can significantly reduce the average storage
time of Charlie’s early QM, making MA-QKD an attractive alternative to a single-node
quantum repeater.

Because of these differences, MA-QKD places far less stringent demands on QMs
than even a single-node quantum repeater. However, despite these reduced require-
ments, it is not clear if state-of-the-art QMs are sufficiently advanced for MA-QKD
to provide an advantage over a memory-less MDI-QKD setup in realistic conditions.
Reference [72] has recently reported an MA-QKD experiment over a total loss of 70 dB,
equivalent to around 350 km of real optical fibre, although Alice and Bob were located
in the same lab. This proof-of-principle demonstration obtained a higher secret-key rate
than that of an ideal memory-less MDI-QKD setup. However, the comparison may not

be entirely fair, since the MA-QKD setup had to be run at a relatively low repetition

32



1.2 Challenges and contribution

rate of 1 MHz, while standard MDI-QKD has achieved clock rates of 1 GHz [73]. In
terms of secret-key bits per second, the improved scaling with loss cannot offset the
103 times lower repetition rate. Still, given that its main limitation is the performance
of QMs, which are rapidly improving, MA-QKD is a promising protocol to perform
QKD at longer distances. In fact, it could potentially offer higher key rates at longer
distances than its main alternative, twin-field QKD, which we will shortly discuss in
Section 1.2.2.2. Moreover, theoretical and experimental work on MA-QKD brings us
closer to the ultimate goal of worldwide trust-free quantum communications, since it is

the stepping stone between point-to-point QKD and a full quantum repeater.

All-photonic alternative MA-QKD improves the key-rate scaling of MDI-QKD
because it allows Charlie to interfere pulses that have survived in different rounds.
The same O(n) scaling could be achieved if each of Alice and Bob were connected to
Charlie through multiple channels, and Charlie could combine pulses that have survived
in different channels, rather than in different rounds. Based on this idea, Ref. [74]
proposed an all-photonic protocol in which Charlie performs QND measurements to
check on which channels the signals have arrived, and then passes them through optical
switches to interfere the surviving pulses. While certainly interesting, this protocol is

far from being implementable with current technology [75].

Our contribution [76]: Finite-key analysis of decoy-state MA-QKD Previ-
ous theoretical work [70, 71, 77, 78] on MA-QKD had compared its performance with
that of memory-less MDI-QKD under idealistic experimental conditions. Namely, they
assumed that the users employed single-photon sources and considered only the asymp-
totic regime in which the protocol is run for an infinite number of rounds. Their results
suggested that, using state-of-the-art QMs, MA-QKD can only provide a modest secret-
key rate advantage for a small window of distances, around 350 km to 450 km, which is
still difficult to implement experimentally.

In Ref. [76], presented in Chapter 3, we have analysed the performance of MA-QKD
under more realistic conditions: (1) assuming that the users employ weak coherent
pulse (WCP) sources, in combination with the decoy-state method; and (2) taking into
account the statistical fluctuations that arise from running the protocol for a finite

number of rounds. Our results suggest that MA-QKD is significantly more resilient
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to decoy-state finite-key effects than an equivalent MDI-QKD system, and can thus
outperform the latter at much shorter distance regimes when these effects are taken
into account. This has important implications for MA-QKD experiments that aim to

demonstrate a key-rate advantage with respect to memory-less setups.

1.2.2.2 Twin-field QKD

Recently, Lucamarini et al. [79] devised a more practical approach to obtain O(,/7)
scaling, known as twin-field (TF) QKD. The idea is to substitute the two-photon in-
terference of MDI-QKD by single-photon interference, which requires only one photon
to survive path loss, hence the O(,/n) scaling. In TF-QKD, Charlie’s measurement
setup may be regarded as an imperfect BSM in the qubit space spanned by vacuum
(10)) and single-photon (|1)) states, and requires only standard optical elements, see
Fig. 1.6. The original proposal only proved the security of TF-QKD against restricted
eavesdropping attacks, but a later work proved its security against general attacks
[80]. Moreover, since then, several variants of the scheme have been proposed and also
proven to be secure against general attacks [81-84]. The main experimental challenge
of TF-QKD is the precise phase stability needed to perform single-photon interference
with pulses originating from two remote independent lasers. Thus, in the first proof-of-
principle TF-QKD experiments [85-88], Alice and Bob were located in the same lab,
which facilitated the implementation of the feedback mechanisms needed to phase-lock
their respective lasers. Nevertheless, later experiments [89, 90] implemented TF-QKD
with independent lasers over 502 km and 509 km of ultra-low-loss fibre, obtaining higher
secret-key rates than the fundamental bounds on point-to-point QKD. A recent exper-

iment has performed TF-QKD over a record-breaking 605km of optical fibre [91].

TF-QKD with single-photon sources Practical variants of TF-QKD rely on WCP
sources, typically in combination with the decoy-state method. However, the idea

behind TF-QKD is perhaps best understood by looking at a single-photon version of
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CHARLIE

Figure 1.6: Schematic view of Charlie’s measurement in TF-QKD. A click on detector
D, (Dq) is associated with constructive (destructive) interference at the 50:50 beam-
splitter (BS). The states emitted by Alice and Bob depend on the specific TF-QKD

variant.
it [83], in which Alice and Bob prepare the states

)
)

= |0) with prob. ¢
1)

with prob. 1 —g¢q

(1.24)
| X0) =+1/40) ++/1—¢q|1) with prob. 1/2
=q10) —y/1—¢q|l) with prob. 1/2.

Note that these states do not define two mutually unbiased bases; for starters, the

)
| X1)
X-basis states are not even orthogonal to one another. However, the two bases can still
be regarded as complementary, since the state preparation could have been replaced by
the generation of the entangled state

1
V2

followed by either a Z-basis or a X-basis measurement on the fictitious qubit ancilla

W) = Val0)p 1 Z0) + V1 =gV p|21) = —=(14)p [ Xo) + =) p [ X1)) (1.25)

F. Thus, if one extracts the key from the detected Z-basis emissions, one can directly
estimate the phase-error rate using the bit-error rate of the detected X-basis emissions,
and vice-versa, with a similar argument as for the BB84 protocol in Section 1.1.3.2.
In the Z basis, events in which Alice and Bob send the same state and Charlie
reports a success are considered an error. In order to keep the error rate low, it is
important that 3 < ¢ < 1. Emissions of |0)|0) are very common, but they should
produce very few clicks on Charlie’s detectors, while emissions of |1) |1) are unlikely to
happen, since (1 — ¢)? is very low; thus, the bulk of the detections should be due to
emissions of |1) |0) and |0) |1), the error-free terms. An emission of |1) |0) (|0) |1)) results

in a detection if the photon survives path loss over the Alice-Charlie (Bob-Charlie)
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channel, which happens with probability /7. This implies that the protocol has O(,/7)
scaling. In the X basis, the definition of an error depends on the specific detector that
has clicked. When Charlie reports a click on detector D, (Dq), an emission of | Xg) | X1)
or |X1)|Xo) (|Xo)|Xo) or |X1)|X1)) is considered to be an error, since these should
result in destructive (constructive) interference. Note that both bases have errors that
are inherent to the protocol, i.e. they occur even if the devices and channel are ideal.
This stands in contrast with MDI-QKD, where, in the absence of Eve, all errors occur
due to imperfections in the channel, sources or measurement. Despite this, TF-QKD
can offer better key rates than MDI-QKD in the long-distance regime, due to its /i
scaling,.

The version of the protocol presented here uses the Z and X basis to encode.

However, the users could have substituted either of these by the Y basis,
1Yo) = v/q0) — zﬂﬂ} with prob. 1/2,
Y1) = \/§|0>+Z\/ﬁ\1> with prob. 1/2,

equivalent to measuring the ancilla F' of Eq. (1.25) in the Y basis.

(1.26)

Curty-Azuma-Lo variant The single-photon TF-QKD protocol presented above
has a simple theoretical description, and it is useful to understand the idea behind TF-
QKD. However, | Xy) and |X;) are superpositions of vacuum and single-photon states,
which are very difficult to generate in practice. Thus, most proposals, including the
original proposal in Ref. [79], approximate the above single-photon idea using WCP
sources. Here, we focus on the variant proposed in Ref. [83], which approximates the

X-basis states | Xo) and | X7) by the coherent states

) :ch!m =col0) +ecr|1) +co2) +e3]3) + ...,
" (1.27)

o0

|—a) =) (=1)"en|n) = co|0) — 1 |1) + 2 |2) —es[3) + ...,
n=0

which differ from | X() and |X) only in the presence of multi-photon components n > 1.
To prove the security of a key generated by emitting these states, one needs to consider

the equivalent entanglement-based scenario in which the users prepare

Vx) = —=(0x)p ) +[1x) p [=a)). (1.28)

1
V2
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In particular, one needs to estimate the phase-error rate that the users would obtain if
they had measured the ancillas in Eq. (1.28) in the Z basis, rather than in the X basis.
One can rewrite Eq. (1.28) as

[Wx) = 5 102) (1) + |=0)) + 5 112) (Jo) | —a). (1.29

This imples that the virtual protocol is equivalent to a scenario in which the users emit
the even and odd cat states

[Co) < p{02]¥x) = ) caln),

n even

C1) o< p(12]9x) = ) ealn),
n odd

(1.30)

with probabilities po, = ||F(0z|¥x)||? and pe, = ||F(12| ¥ x)||?, respectively. As in the
single-photon version, a phase-error occurs when the users send the same Z-basis state,
i.e. |Cp) |Cop) or |C1)|Ch), and the round is detected.

Ideally, Alice and Bob would estimate the phase-error rate directly by emitting
these cat states. However, they are very difficult to generate experimentally. Instead,
Ref. [83] proposed to bound the detection rates of the cat states indirectly. Assum-
ing the asymptotic regime and collective attacks, and applying the Cauchy-Schwarz
inequality, they showed that

2
Ye,c; < % Z encm Yom | (1.31)
PC; | nimen;
where j € {0,1}, Ny (INy) is the set of non-negative even (odd) numbers, Y¢;,c; is the
yield probability of |C;) |C;), and Yy, is the yield probability of |n) |m). The only step
missing is to estimate Yj,,,, which can be done by emitting PRCS and applying the
decoy-state method.
A similar protocol with a slightly different security proof was independently pro-

posed by Ref. [84]. In the literature, these two closely-related variants are sometimes

referred to as no-phase-postselection TF-QKD.

Our work [92]: Finite-key security analysis of TF-QKD The protocol proposed
by Ref. [83] has a simple experimental setup, and also a relatively-simple asymptotic

security proof. However, its extension to the finite-key regime is not trivial. For
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starters, their analysis assumes collective attacks. As mentioned in Section 1.1.2.1,
in the asymptotic regime, security against collective attacks implies security against
general attacks, but in the finite-key regime, it does not. Moreover, the protocol clearly
does not rely on two complementary encoding bases, since the detection statistics of
the cat states are estimated indirectly, and thus does not admit the simple statistical
fluctuation analysis based on random sampling introduced in Section 1.1.3.2. Also, the
asymptotic formula in Eq. (1.31) is a function of infinitely many yield probabilities Yy, .
In practice, one can only obtain good bounds for the lower order terms, and the authors
proposed to trivially upper bound the rest by one. In the finite-key regime, however,
one does not deal with yield probabilities, but rather with actual measurement results,
and it is not possible to apply this trivial upper bound.

In Ref. [92], presented in Chapter 4, after carefully accounting for all the difficulties
above, we prove the finite-key security of the protocol against general attacks. In doing
so, we show that the protocol can overcome the fundamental bounds on point-to-point
QKD with around 100 transmitted signals, corresponding to around 10s, assuming a

repetition rate of 1 GHz.

Our work [40]: Security of TF-QKD with discrete phase randomisation As
mentioned above, many variants of TF-QKD have been proposed to implement the basic
single-photon interference idea with WCP sources. Essentially, all of them rely on the
decoy-state method in one way or another. For example, the protocol explained above
relies on it to estimate the detection statistics of photon-number states, an important
step in estimating the phase-error rate. The decoy-state method assumes that the
users can emit WCPs with a fully-random continuous phase. However, as explained in
Section 1.2.1.1, these states are very difficult to generate in practice, and essentially
impossible to certify. It is much easier to randomise the phase of a pulse discretely, using
a random number generator and a phase modulator, and this approach is commonly
used in practice. However, by doing so, one breaks the assumptions of the existing
security proofs, and the implementation may not be secure.

In Ref. [40], presented in Chapter 5, we introduce and prove the security of a TF-
QKD variant that relies exclusively on discrete-phase randomisation. The quantum
phase of our variant is similar to that of Ref. [83], but uses discrete, rather than contin-

uous, phase randomisation in the test mode. Surprisingly, our discretely-randomised
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protocol can actually provide higher secret-key rates than the proposal by Ref. [83].
The reason is that discrete randomisation allows the users to post-select the events in
which they chose exactly the same phase, and the post-selected data provides a tighter
estimation of the phase-error rate. This shows that, although it is typically treated
as a source flaw, discrete phase randomisation can actually offer advantages in some

scenarios.

1.3 Structure of the thesis

In Chapter 2, we provide an alternative finite-key analysis for the loss-tolerant protocol.
In Chapter 3, we present our analysis of the performance of decoy-state MA-QKD in
the finite-key regime. In Chapter 4, we prove the finite-key security of the TF-QKD
variant introduced in Ref. [83]. In Chapter 5, we present a TF-QKD variant that relies
exclusively on discrete phase randomisation, and prove its security. In Chapter 6, we

conclude this thesis.
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Chapter 2

Finite-key analysis of
loss-tolerant quantum key
distribution based on random

sampling theory

2.1 Abstract

The core of security proofs of quantum key distribution (QKD) is the estimation of a
parameter that determines the amount of privacy amplification that the users need to
apply in order to distill a secret key. To estimate this parameter using the observed
data, one needs to apply concentration inequalities, such as random sampling theory
or Azuma’s inequality. The latter can be straightforwardly employed in a wider class
of QKD protocols, including those that do not rely on basis independent sources, such
as the loss-tolerant (LT) protocol. However, when applied to real-life finite-length
QKD experiments, Azuma’s inequality typically results in substantially lower secret-
key rates. Here, we propose an alternative security analysis of the LT protocol against
general attacks, for both its prepare-and-measure and measurement-device-independent
versions, that is based on random sampling theory. Consequently, our security proof
provides considerably higher secret-key rates than the previous finite-key analysis based
on Azuma’s inequality. This work opens up the possibility of using random sampling

theory to provide alternative security proofs for other QKD protocols.
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2.2 Introduction

Quantum key distribution (QKD) allows two distant users, Alice and Bob, to generate
a shared secret key in the presence of an eavesdropper, Eve, with unbounded compu-
tational power [1, 2]. To prove the security of QKD, we often consider the error rate
that Alice and Bob would have obtained in a fictitious scenario, known as the phase-
error rate, which directly bounds the amount of sifted-key information that could have
leaked to Eve, and determines the amount of privacy amplification that the users need
to apply to distill a secret key [3-6]. Since Alice and Bob cannot directly observe the
phase-error rate, they must estimate it using the data collected in the test rounds, i.e.
the detected rounds which are not used to generate the sifted key. For this estima-
tion, it is indispensable to employ statistical techniques. For example, in the case of
the BB84 protocol [7] without source flaws, one can use the fact that Alice’s source is
basis independent to estimate the Z-basis phase-error rate from the X-basis bit-error
rate, and vice-versa, using random sampling theory [8, 9]. In protocols where the user
sources are basis dependent, the detection statistics of a particular round may depend
on the basis choices made in previous rounds, and Azuma’s inequality [10] has been
typically applied to deal with this dependency [11-14]. However, recently, Maeda et al.
[15] have successfully applied a non-trivial security analysis based on random sampling
theory to a twin-field QKD variant in which the users do not employ a basis indepen-
dent source. This work raises the obvious question of whether random sampling theory
could also be applied to other protocols that do not use a basis independent source,
and whose security proofs currently rely on Azuma’s inequality. Since the estimation of
Eve’s side information is the core of QKD security proofs, investigating the possibility
of using different estimation techniques deepens our understanding of QKD protocols
and their security. Moreover, it has important experimental implications, in terms
of the secret-key rate obtainable, since concentration bounds for independent random
variables, such as the Chernoff bound, are typically tighter than those for dependent
random variables, such as Azuma’s inequality.

One obvious candidate to investigate is the loss-tolerant (LT) protocol [12], a three
state protocol that is resistant to state preparation flaws (SPFs), which arise from the
finite precision of modulation devices. Earlier attempts to address SPFs [16] resulted

in a performance that degraded very quickly with moderate-to-high channel losses.
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Conversely, even in the presence of large SPFs and high losses, the performance of the
LT protocol is close to that of a perfect four-state BB84 protocol, at least in the limit
of infinitely-long keys [12]. Recent works [17-19] have shown that one can prove the
security of the LT protocol in the presence of additional source imperfections, such
as mode dependencies, Trojan horse attacks or pulse correlations, as long as one can
ensure that their magnitude is sufficiently small. Also, the LT protocol can be combined
with measurement-device-independent (MDI) QKD [20] to guarantee the security in the
presence of arbitrarily flawed detectors. Moreover, the LT protocol is highly practical
and can be implemented with off-the-shelf devices. In fact, several experiments have
implemented the LT protocol [21, 22], and a variation of it [23] set a fibre QKD distance
record. For these reasons, a deep understanding of its security is of theoretical and
practical interest.

Clearly, in the LT protocol, Alice’s source is not basis independent. For starters,
in its standard three-state formulation, Alice only emits one of the two X-basis states.
However, even if one were to apply the LT idea to a four-state protocol, the source
would still be basis dependent, due to the SPFs. Thus, Azuma’s inequality has been
used in both the asymptotic [12] and finite-key [13] security proofs of the LT protocol.
In the asymptotic regime, the specific statistical technique employed does not affect
the performance, since the deviation terms vanish in the limit of infinitely-long keys.
However, choosing the tightest statistical technique available does have an impact on
the key rate obtainable in (existing and future) real-life finite-length implementations
of the LT protocol.

In this paper, we show how the finite-key security of the LT protocol against general
attacks can be reduced to a random sampling problem, for both its original prepare-
and-measure (P&M) version and its MDI version. This random sampling problem can
be solved using concentration inequalities for sums of independent random variables,
which results in tighter bounds than those of a previous analysis [13] based on Azuma’s
inequality. Our paper is structured as follows. In Section 2.3, we present our general
statistical analysis, inspired by that of Ref. [15], and apply it to a generic scenario. In
Section 2.4, we show how this analysis can be used to estimate the phase-error rate of
the P&M LT protocol, and in Section 2.5, we do the same for the MDI LT protocol. In
Section 2.6, we give an expression for the secret-key rate obtainable in both protocols.

In Section 2.7, we simulate the secret-key rate obtainable for different values of the
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block size, and compare it with that of alternative analyses. Finally, in Section 2.8, we

conclude our paper.

2.3 General statistical analysis

In this section, we present our general estimation procedure and apply it to a generic
scenario, which we denote as the Tagged Virtual Protocol (TVP). Its name refers to the
fact that, as we will see in Sections 2.4 and 2.5, one can draw an equivalence between
the TVP and the virtual protocols of both LT P&M QKD and LT MDI QKD, once
the users probabilistically assign tags to their emissions.

In the TVP, the users emit, amongst others, the states pyir, ppos and ppeg, with
probabilities pyir, Ppos and ppeg. These may be states sent by Alice, in the P&M
protocol, or joint states sent by Alice and Bob, in the MDI protocol. Also, pyir is one of
the virtual states, emitted only in the virtual protocol, while ppos and ppeg are actual

states, emitted also in the actual protocol. These states satisfy

Pvir = CposPpos — CnegPneg (21)

where cpos and cpeg are some non-negative coefficients such that cpos — cneg = 1. For
reasons that will become clear later on, we assume that the users assign a tag of
t € {vir,pos,neg} to each emission of p;. That is, each emission of py is trivially
assigned a tag t = vir, and so on. In the quantum communication phase of the protocol,
some of these emissions will be detected. Here, a “detection” refers to any process that
depends on Eve’s attack and distinguishes some emissions from others. For the P&M
protocol, we will define a detection as an event in which Bob obtained a particular
measurement result, and for the MDI protocol, as an event in which Charlie reports a
projection to a particular Bell state. We denote by Ny the number of detected emissions
with a tag of ¢, i.e., the number of detected emissions of p;. In the actual protocol,
the outcome of the random variables N,os and Nyee can be directly observed by the
users, but the outcome of Ny cannot, and must be estimated. Thus, the objective
of the analysis is to find a statistical relationship between Nyir, Npos and Nyeg; more
specifically, we want to find a function f such that Pr[Nyir > f(Npos, Nneg;€)] < &,

where € can be made arbitrarily small.
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The starting point of the analysis is Eq. (2.1), which we now rewrite as

Ppos = Pp,i,|posPvir + Pppeg|posPneg> (2-2)

where p,, - 1p0s = 1 /Cpos and Ppneg|pos = Cneg /cpos- Equation (2.2) implies that sending
Ppos 18 equivalent to sending pyir with probability p, . p0s and pneg with probability

Ppneglpos- Lhat is, the TVP is indistinguishable from the following scenario:

— The users select tag t € {vir, pos, neg} with probability p;.
— If t = pos, the users emit pyi; with probability p, . hos, OF pneg With probability

ppneg ‘pOS :

— If t € {vir,neg}, the users emit p;.

In the above scenario, some emissions of pyi; will have a tag of “vir”, and some will
have a tag of “pos”, but they are otherwise identical. The same is true for emissions of
Pneg With tags of “neg” and “pos”. Thus, one can go even further, and think of another
equivalent scenario in which the users first decide the quantum state that they emit,

and then probabilistically assign a tag to it. Namely:

Modified scenario

e The users select and emit the state p, € {pyir, Pneg } With probability p,, =
Py + ProsPp,|pos-

e Next, they assign their emission the tag ¢ = x with probability p,,, =
Px/Dp,, or the tag t = pos with probability Bl = L = Do

This modified scenario is equivalent to the TVP in terms of tags, because:

1. The overall probability to assign a particular tag ¢ € {vir, pos,neg} is the same

in both scenarios, i.e. p;.
2. The quantum state emitted given a particular tag ¢ is the same in both scenarios,
ie. pg.

In the modified scenario, let th * be the number of detected emissions of p, with
a tag of t, NP» = Do thz be the total number of detected emissions of p,, and N; =
S, NF* be the total number of detected emissions with a tag of ¢. That is, Ny, = N/

vir ?
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Npos = Nlﬁ’g;‘ + Ngggg, and Nneg = Nﬁggg. The equivalence above implies that, for any
attack by Eve, the set of random variables { Nyir, Npos; Nneg } in the TVP has an identical
distribution as the set {Nvir, Npos, Nneg} in the modified scenario. Hence, if we find a
function f such that Pr [Nvir > f (Npos, Nneg;fs)] < ¢ in an execution of the modified
scenario, then it must also be the case that Pr [Nvir > f(Npos,Nneg;e)} < g in an

execution of the TVP. The equivalence between the two scenarios is shown in Fig. 2.1.

vir vir

N7 \ Pvir
Nvir pvir Nvir pvir Nvir B
vair
pos pos| &, .
q valr
~ vir pos
Npos pPOS Npos pos| .,
Preg  Npus*
neg neg ~
N Pueg
\J \7Pne
Nieg Pneg Nieg Pneg  Nheg®
Tagged Virtual Protocol Modified Scenario
(TVP)

Figure 2.1: Relationship between the Tagged Virtual Protocol (TVP) and the modified
scenario. In the modified scenario, each emission of pyir (pneg) is assigned a tag of
either “vir” (“neg”) or “pos” with a fixed probability, in such a way that emissions
with a tag of ¢ € {vir,neg, pos} are equivalent to emissions of p; in the TVP. In the
modified scenario, the detection statistics of each emission must be independent of the
tag assigned to it, since Eve does not have any tag information. Hence, each of the
NPvir (NPneg) detected emissions of pyiy (pneg) is assigned a tag of either “vir” (“neg”) or
“pos” with the a priori fixed probability. This allows us to find a statistical relationship
between the random variables Nyi, := Nfi‘f“, Npos := NESE + Nh5es and Nyeg := Nhas®
using a random sampling analysis, see Eq. (2.5). Since the TVP is equivalent to the
modified scenario, the same relationship must hold for the random variables Nyir, Npos
and Npeg in the TVP, see Eq. (2.6).

The random tag assignments in the modified scenario allow us to find a bound
on Ny by using a random sampling analysis. The key idea is that the probability
to assign a particular tag to a particular emission must be independent of whether
the emission is detected or not, since the tag assignment does not change the emitted
quantum state, and Eve does not have any tag information. Thus, each of the N#vir

detected emissions of pyi; is assigned a random tag of “vir” or “pos” with probabilities
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Dvirlpyiy @0 Ppos|pyi, = 1 — Puir|py;, s Tespectively. This implies that N{fﬁi' is a random
sample of a population of N/vir = Nfivr“ + Nppgér elements, where each item is sampled
with probability pyi ;.- In Appendix A, we show that this implies that, except with
probability £/2,

NG < gu (N5t Beiripurr=/2) (2.3)
where gy is defined in Eq. (2.38). Similarly Ngg;g is the size of a random sample of
a population of NPnes — Nﬁg:g + Nﬁé’geg elements, where each item is sampled with

probability ppes|p,.,- This implies that, except with probability £/2,

NEs® > g1 (Mnews Bposipnes>2/2) (2:4)

where g, is defined in Eq. (2.38).
Using the relations Nvir = Né’i‘fr, Npos = N{,Jéisr + N{jg;g, and Nneg = Nrfé‘geg, in

combination with Egs. (2.3) and (2.4), we have that

Nuir < gu (Npos - Nggggaﬁviﬂpvira 5/2>

) ) (2.5)
<gu (Npos — gL (Nnegaﬁpos|pneg7€/2> 7ﬁvir|pvir7€/2) s

except with probability e, where in the first inequality we have used Eq. (2.3), and
in the second inequality we have used Eq. (2.4) and the fact that gy is an increasing
function with respect to its first argument.

As explained above, the random variables {Nyir, Npos; Nneg } in the TVP are iden-
tically distributed as the random variables {Nvir, Npos, Nneg} in the modified scenario.

Thus, Eq. (2.5) implies that, in the virtual protocol

Nyir < gu (Npos — gL (Nnegvﬁposmnega 8/2>’ﬁvir|pvira 5/2> = f(Np087 Nneg§ 5)a (2~6)

except with probability e, as required. Since N,os and Npeg are observables of the
actual protocol, Alice and Bob can use their observed values to obtain an upper bound
on Nyir.

In Sections 2.4 and 2.5, we explain how to apply this statistical analysis to the LT
protocol, for both its P&M and MDI versions. In this protocol, the virtual states and
the actual states are all in the same qubit space. Because of this, each virtual state can
be expressed as an operator-form linear function of the actual states. However, this

linear function does not necessarily have one positive term and one negative term, as in
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2.4 Prepare-and-measure protocol

Eq. (2.1). To apply the analysis above, the users will first probabilistically assign tags
of “pos” and “neg” to some of their emissions, in such a way that the average state
with a tag of ¢t € {pos,neg} is p;. After these tag assignments, the resulting tagged
virtual protocol will be equivalent to the TVP, shown on the left side of Fig. 2.1.

2.4 Prepare-and-measure protocol

In this section, we apply our analysis to the P&M LT protocol [12]. For each round,
Alice sends Bob a pure state [¢;) . with probability p;, j € {0z, 1z, 0x}, where emissions
of [Yoy), (|%o0,), and [¢1,),) are considered to belong to the X (Z) basis. The only
assumption needed to apply our analysis is that Alice’s states are characterised and
linearly dependent, i.e. they are all in the same qubit space. For simplicity, in this
discussion we assume that the states are in the XZ plane of the Bloch sphere; in
Section 2.B, we show how to apply our results in the general case. Bob measures the
incoming signals in the Z or in the X basis, with probabilities pz,, and px,, respectively.
We do not need to assume that Bob’s measurement bases are mutually unbiased, but
we do assume that his choice of basis is fully random, and that the detection efficiency
is the same for both bases. Afterwards, Bob reveals which rounds were detected, and
both users reveal their basis choice in those rounds. The sifted key is generated from
the detected events in which Alice and Bob both chose the Z basis. The detected
rounds in which Bob chose the X basis are considered to be test rounds. In these, Bob
will reveal his measurement result. The full protocol description is given in Section 2.C.
The objective of the security analysis is to estimate the number of phase errors in
the sifted key, using the test data. To define this quantity, we consider an equivalent
entanglement-based virtual protocol, in which Alice replaces the key emissions by the
generation of the entangled state
1
V2

where a is the photonic system sent to Bob and A is Alice’s fictitious qubit ancilla, which

9 2) 4a = —= (102) 4 |V0,) +112) 4 11,)4 ), (2.7)

she keeps in her lab. For simplicity, in Eq. (2.7), we have assumed that po, = p1,. The
key generated in the actual protocol is equivalent to the key that Alice and Bob would
obtain by performing a Z-basis measurement on the systems A and a of the detected

rounds in which Alice generated |¥z) ,,. The number of phase errors is defined as the
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2.4 Prepare-and-measure protocol

number of errors that Alice and Bob would have observed if they had measured these
systems A and a in the X basis instead. This is equivalent to a scenario in which, in

the key rounds, Alice sends Bob the virtual states

[Y0z)q + (=1 [¥12)4

|wvira>a = \/2(1 _ (—1)04 (woz\i/ﬂz)a),

(2.8)
with probabilities

pora = 5P22(1= (~1)° (o lih1,),). (2.9

and Bob measures these states in the X basis. Here, pz, is the probability that Alice
selects the Z basis, and o € {0,1}. Thus, Alice’s choice of state in the virtual protocol
can be equivalently described by assuming that she fictitiously prepares the entangled

state

’\Ijvir>sa :\/ pViropZB ’0>S ’wvir0>a + V pVirlpZB ’1>S ’wvir1>a + V pOZpXB ‘2>S ‘w02>a

+v/P1,Px5 ’3>S W}lz>a + VPoxPXp ’4>S W]OX>0, +VPoxPzy ’5>S ’1/}0X>a7
(2.10)

and then performs a measurement on system S. Note that S holds information about
Alice’s and Bob’s setting choices. For instance, |2) ¢ represents the events in which Alice
selects the virtual state [, ), and Bob chooses the X basis. In the right-hand side of
Eq. (2.10), the first two terms are associated with virtual events. That is, the events
in which Alice and Bob select the Z basis in the actual protocol, but their basis choice
is replaced by the X basis in the virtual protocol. All the other terms in Eq. (2.10)
correspond to actual events that occur in the actual protocol.

In the virtual protocol that we have just defined, the occurrence of a phase error is
defined as an event in which Alice measures system S, obtains the outcome 0 (1), and
Bob’s X-basis measurement outputs the bit value 1 (0). The measurement statistics
associated with these events cannot be directly observed, since the virtual states are
never sent in the actual protocol. However, as we show in Section 2.B, one can exploit
the fact that the virtual states and the actual states live in the same qubit space to find
an operator-form linear relationship between the virtual states and the actual states.

Namely,

Pvirg = €0z |virg POz + Cly|virgPlz + Cox |virgPOx »

Pviry = COZ|vir1100z + Clz|vir1plz + COX|vir1p0X7 (211)
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2.4 Prepare-and-measure protocol

where pyir, = [Yvira XUvirg lqs P5 = [ )5, and the coefficients Cjlvir, Can be positive,
negative or zero depending on the form of the actual states {|+;),}. For example,
when there are no SPFs, the emitted states are |¢y,), = [0z),, |¥1,), = |12), and
[0y ) = |0x)4; and Eq. (2.11) becomes pyiry = poy and pyir, = po, + p1, — pox- Next,

in order to employ the analysis in Section 2.3, we rewrite Eq. (2.11) as

Pvirg = CposgPposg — CnegoPnegp s (212)

Pviry = Cposi Ppos1 — Cnegi Pneg; » (213)

where, for t € {pos,neg} and «a € {0, 1},

Cto = Z |Cj|vira’7 (214)

JEStqy

Pra= D Pita 105Kl - (2.15)
JESty
In Eq. (2.15), Sposs (Sneg.) is the set of indices j such that ¢ is positive (negative),

and

Cilvira
Djit, = [pviral (2.16)
Ct

@

Now, each of Eqgs. (2.12) and (2.13) is identical to Eq. (2.1), the starting point of the
statistical fluctuation analysis introduced in Section 2.3. We will apply this analysis
to estimate the detection statistics of each virtual state, separately. Recall that, in the
TVP defined in Section 2.3, the states sent are pyir, ppos and pneg (see Fig. 2.1). How-
ever, in the virtual protocol defined above, Alice does not emit the states pposys Ppos:
Prego and pneg, . Instead, Alice will probabilistically assign tags of tg € {posg, negp} and
t1 € {posi,neg;} to some of her emissions, in such a way that the average state with
a tag of to (t1) is p, (pt,). After doing so, we can draw an equivalence between the
virtual protocol and the TVP.

More concretely, let us consider the events in which Alice emits [¢;), , j €
{07,17,0x}, and Bob chooses the X basis, corresponding to measuring system S of
Eq. (2.10) in 2, 3 or 4. Each of these events occurs with probability p; x, = pjpxy,
and is assigned a tag of t, € {posy, neg,} with probability

PtaPjto
Dt jiXg = — — (2.17)
talf, XB DiDX 5 ’
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2.4 Prepare-and-measure protocol

or a tag of t, = junk, otherwise; where a € {0,1}, pj, is given by Eq. (2.16), and
Py, 18 the total probability of assigning tag t,. Note that the assignment of tag tg
and of tag ¢; is done independently: each of these emissions will have both a tag of
to and a tag of t;. This is allowed because our key idea relies only on a probabilistic
assignment of a tag, and even if multiple assignments are made for a single pulse, the
argument still holds. In Eq. (2.17), the conditional probabilities p;_|; x,, become fixed
once one chooses the value of p;,, which must be such that p;, < pjpx, /pj‘ta for all
j €{0z,12,0x}, since Ptalixp < 1. In order to waste as few test rounds as possible,
and thus obtain a tight estimate of the number of phase errors, we assume that Alice
chooses the largest possible value of p;,, given by
pr. = min 22PXe (2.18)
7 Pjlta
Moreover, in the virtual protocol, Alice assigns a deterministic tag of ty = virg (t; =
viry) to each emission of |tyiry), (|%vir),), corresponding to S =0 (S =1).

After these tag assignments, an emission with a tag of t,, is equivalent to an emission
of p;,. Thus, if Alice disregards the outcome of her measurement of system .S, and
considers only the tags of £, that she assigns, the virtual protocol becomes equivalent
to a scenario in which Alice actually emits p;, with probability p;,, and then trivially
assigns her emission a tag of t,. This scenario, which we denote as the the Tagged
Virtual Protocol o and depict on the right side of Fig. 2.2, is identical to the TVP
defined in Section 2.3 and shown on the left side of Fig. 2.1.

Let Ntlox (NEIX ) be the number of detected events with a tag of to (¢1) in which Bob
obtained measurement result 1x (0x). Equation (2.6) of Section 2.3 implies that, in
the Tagged Virtual Protocol 0, it holds that, except with probability /2,

1 1 lx = -
Nvi)r((] < qu (Npé(s() —JgL (Nnexg()vpposmpncgov5/4>7pvir0|pvir075/4> ) (219)
and in the Tagged Virtual Protocol 1, it holds that, except with probability /2,
0 0 0x =~ -
Nvi)r(l < qgu (Npé(sl —JL (Nné(glvpposﬂpnegl 3 8/4> 3 pvir1|p\,ir1 3 6/4) ) (220)

where, for a € {0,1}, Puiralpyra = Pvira/ (Pvira + Pposa/Cposa) and Pposalpnega = 1 —
Pnega/ (Pnega + PposaCnega/Cposa). Moreover, since the virtual protocol is equivalent to

the Tagged Virtual Protocol 0 (1), in terms of the assigned tags of ¢y (t1), Eq. (2.19)
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2.4 Prepare-and-measure protocol

Vir,

inra) Pvir,
S=a
POSy,,
|1/)OZ>
Ppos
S—9 POSqa
|¢1Z> neg,
Prnegq
junk,
Pjunk,
Virtual Protocol Tagged Virtual Protocol «

(before tagging)

Figure 2.2: Relation between the virtual protocol and the Tagged Virtual Protocol
a, where o € {0, 1}, for the P&M scheme. In the virtual protocol, events for which
S € {2,3,4} are probabilistically assigned a tag of t, € {poss,neg,,junk,} (dashed
arrows), in such a way that the average state with a tag of ¢, is p;,. Events for which
S = « are deterministically assigned a tag of t, = vir, (solid arrow). If one considers
only the tags of t, that Alice has assigned, the virtual protocol becomes equivalent to
the Tagged Virtual Protocol a. The ellipses at the top of the diagram represent events

which are identical in both scenarios, but which are not relevant for the analysis.

(Eq. (2.20)) must also hold for the virtual protocol. Thus, combining Egs. (2.19)
and (2.20), we have that, in the virtual protocol, the number of phase errors Ny} :=
NIX 4 N9 satisfies

virQ virl
1x 1x =~ _
Nph < qu (Nposo — gL (Nneg07pp080|pneg0 ) 8/4> ) pvir0|pvir0 ) 5/4)

(2.21)
0 0 ~ ~
+ gu <Npé(51 — 9L (Nnég;lvpposﬂpnegl ) 5/4>7pvir1|pvir1 ) 5/4> 5

except with probability e.

In order to use Eq. (2.21) to prove the security, the quantities Ntlox and NtOlX , for
a € {0,1} and t, € {posa,neg,}, must be observables in an actual implementation
of the protocol. Thus, the probabilistic tag assignments defined in Eq. (2.17) must
happen in the actual protocol too. However, note the following: (1) the tag assigned to
a particular emission must be independent of Bob’s measurement result, since the tag

assignment does not change the emitted quantum state; and (2) the assignment of tag
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2.5 Measurement-device-independent protocol

t, is only relevant for the analysis if Bob happens to obtain a measurement outcome of
(a®1)x in that round. This implies that it is only necessary for Alice to probabilistically
assign a tag of ¢y (t1) to the events in which she sent [¢;) , j € {0z,12,0x}, and Bob
obtained measurement result 1x (0x). For a full description of the protocol, including

the tagging step, see Section 2.C.

2.5 Measurement-device-independent protocol

In this section, we apply our analysis to the LT MDI QKD protocol. For each round, Al-
ice (Bob) selects the state |1;), (|4%),) with probability p; (p}), where j (s) € {0,1,7},
and sends it to an untrusted middle node Charlie. As in the P&M case, the only as-
sumption required to apply our analysis is that all states emitted by Alice (Bob) are
in the same qubit space. For simplicity, in this discussion we assume that all states lie
in the X Z plane of the Bloch sphere; in Appendix D, we show how to treat the case
in which they do not. Emissions for which j € {0,1} (s € {0,1}) are considered to
belong to the Z basis, and for simplicity their selection probability is assumed to be
equal, i.e. po = p1 = pz/2 (py = p} = p’,/2). We denote Alice and Bob’s joint state by
[Vj.s)ap = 115), @ |¥4)y, and its associated probability by pj s = p;pl.

Alice and Bob expect Charlie to perform a Bell state measurement on each incoming
joint pulse, and announce the result. In most MDI protocols, including the original
MDI QKD proposal [20], Charlie may obtain a projection to one of two Bell states.
However, for simplicity, for now we assume that Charlie attempts to obtain a projection
to only one of the four Bell states, and that if he is successful (unsuccessful), he reports
the round as “detected” (“undetected”). At the end of the section, we show how to
generalise the analysis to the case in which Charlie may report a projection to two
or more different Bell states. Also, note that Charlie is untrusted, and may even be
fully controlled by Eve. Thus, in what follows, we directly assume that it is Eve who
performs the measurements and announces the results. Importantly, Eve is not limited
to measuring each round independently: if she performs a coherent attack, her full set
of announcements may depend on an arbitrary general measurement acting jointly on
the photonic systems of all the rounds in the protocol.

After Eve’s announcements, Alice and Bob reveal, for each round, whether

or not they used the Z basis, thus learning whether or not (j,s) € Z :=
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2.5 Measurement-device-independent protocol

{(0,0),(0,1),(1,0),(1,1)}. The rounds for which (j,s) ¢ Z are automatically con-
sidered to belong to the set of test emissions, which we denote as 7. The rounds for
which (j, s) € Z receive a special treatment: with probability px|z they are considered
key emissions, and with probability pr|z they are considered test emissions, where K
is the set of key emissions, and px|z + prjz = 1. This is needed because we want to
use data from some Z-rounds to estimate the phase-error rate. The resulting scenario
is shown on the left-hand side of Fig. 2.3. For all rounds in 7, Alice and Bob reveal
their choice of (j, ).

ph

F ph
p}c K
ph

Pph
(j,s)eZ2 K K
pos

|¢j,5> ppOS
Us)ez T T
neg

Pneg

|¢j,8> )
junk
G¢Z T Pjunk

Actual Protocol Tagged Virtual Protocol

(before tagging)

Figure 2.3: Relationship between the actual protocol and the Tagged Virtual Protocol
in the MDI scenario. In the actual protocol, shown on the left, emissions such that
(j,8) € Z are probabilistically assigned to either I or 7, while emissions such that
(j,s) ¢ Z are always assigned to 7. In both the actual and virtual protocols, events
in 7 are probabilistically assigned a tag of t € {pos, neg, junk}, in such a way that the
average state with a tag of t is p;. The dashed arrows represent this tagging process. In
the virtual protocol, K-emissions are substituted by emissions of pp, and Pph and are
assigned tags of “ph” and “ph”, respectively. If Alice and Bob consider only the tags
that they have assigned, the virtual protocol becomes equivalent to the tagged virtual

protocol, shown on the right.

Alice (Bob) defines her (his) sifted key as her (his) choices of j (s) in the detected

rounds in K. The objective of the analysis is to use the detection statistics of the
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2.5 Measurement-device-independent protocol

T-rounds to estimate the number of phase errors in their sifted keys. This quantity is
defined as the number of errors that Alice and Bob would have obtained if they had
run a virtual scenario in which they replaced the K-emissions by the generation of the
virtual state |[Ux) = % ZLS:OJ 172+52) A |V),s) 4> followed by an X-basis measurement
on their local ancillas A and B. Let Hg}% be the projector onto the phase-error subspace
in AB. Note that the definition of a phase error depends on the particular Bell state
onto which Charlie is supposed to project the incoming pulses. The average state of a

key emission may be written as

1
PR =7 D (955X Wsslay = Ponicron + PompcPon (2.22)

J,6=0,1
where ppn and pop are quantum states such that pyycppn = Trags [HB&; | WX Ukl|] and
PohiicPoh = Trap[(I — HIX}B) | W)X Ui|]. Thus, the virtual protocol may be regarded as
the following scenario: the users jointly select K or 7" with probabilities px = pzpi|z

and p7 = 1 — pi, respectively, and

e If they select KC, they emit pp,), and Pph with probabilities pyp, x and Pph|icr Tespec-
tively.

o If they select T, they emit |t);s),, with probability p; o7 = pj spryj,s/P7, Where
Prjs = Pz if (4,s) € Z and pyy;s = 1if (j,5) € Z.

The number of phase errors, Ny, is defined as the number of detected emissions of
pph that Alice and Bob would have observed if they had run this virtual protocol. To
estimate this quantity, we use again the random sampling analysis of Section 2.3. To
apply this analysis, however, we need to first show that pp, can be written in the form
of Eq. (2.1), i.e.,

Pph = CposPpos — CnegPneg (223)

and then add a tagging step to the protocol, so that it becomes equivalent to a scenario
in which the states ppos and ppeg are actually emitted. In Section 2.8, we show that

pph can be expressed as an operator-form linear function of the actual states, that is

Pph = ch,spj,s, (2.24)
7,8
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2.5 Measurement-device-independent protocol

where pj s = |¢;.5) 15|, and the coefficients ¢; ; are real and can be negative. Thus, if
we denote by Spos (Sneg) the set of pairs (j, s) such that ¢; s is positive (negative), and,

for t € {pos,neg}, we set

=Y lesl, (2.25)

7,8ES:
PL="D_ DjsitPis (2.26)

J,SESL

where
lcjsl/e if (4, s) € S,

R ’ 2.27
Pisit {O otherwise, ( )

we obtain Eq. (2.23).

In the tagging step, Alice and Bob need to probabilistically assign tags of “pos”
and “neg” to their emissions in 7, in such a way that the average state with a tag of
t is pt. To achieve this, in the actual protocol, Alice and Bob must assign a tag of

t € {pos,neg} to each emission of [1);,) , in T with probability

Pilj,s, T = wa (2.28)
where p; ., is given by Eq. (2.27), and py7 is the probability that a round in 7 is
assigned a tag of t. Note that the assignment probabilities py; ; 7 become fixed once
one chooses py7. From Eq. (2.28), it follows that the value of p,; must be such that
Pyt = pj,sIT/pj,sn, V(j,s) € 8. Hence, its maximum possible value is

. . DjsT
Pyy7 = min s
7,8ES: pj,s\t

(2.29)
and we assume that Alice and Bob choose this value, in order to waste as few T -rounds
as possible and thus obtain a tight estimate of the phase-error rate. Finally, Alice and
Bob assign the tag “junk” to all the remaining rounds in 7 that have not been tagged
as “pos” or “neg”.

Since T-emissions are identical in the actual and virtual protocols, the previous tag
assignments can be regarded as taking place in both protocols. Besides, let us further
assume that, in the virtual protocol, Alice and Bob assign trivial tags of “ph” and “ph”
to each emission of pp, and Pk respectively. Then, if Alice and Bob disregard their
choice of state, and consider only the tags that they have assigned, the resulting tagged

virtual protocol becomes equivalent to the scenario depicted in the right-hand side of
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2.5 Measurement-device-independent protocol

Fig. 2.3, in which Alice and Bob emit p;, t € {ph, ph, pos, neg, junk}, with probability
pe; where py = pxpy i for ¢t € {ph, ph}, and p; = prpyr for t € {pos,neg, junk}. This
scenario is identical to the starting point of the random sampling analysis in Section 2.3,
the TVP shown on the left side of Fig. 2.1. The only differences are that here we have
denoted the virtual state of interest as ppn, not pyir; and that we have some extra
emissions of po and pjunk, which we simply ignore in the analysis. Using Eq. (2.6), we

have that, except with probability €, the number of phase errors N, satisfies

Nph < qgu (Npos — 9L (Nnegvﬁpos\pncg7 5/2) 7ﬁph|pph7 €/2> ) (230)

where IV is the number of detected events with a tag of ¢, pyn|,, = Pph / (Pph+Ppos/ Cpos)
AN Fpospuog = 1 — P/ (Prog + PposCnes/Cpos)-

In the analysis above, we have assumed that Alice and Bob reveal their choice of
basis for all rounds, and then probabilistically assign all events such that (j,s) € Z to
either 7" or K with probabilities prz and px|z. However, note the following: (1) the
probability to assign a particular emission to 7 or C must be independent of whether or
not it is detected, since Eve has no information about this assignment when she makes
her announcements; and (2) the set assigned to the undetected rounds is irrelevant,
since their data is not used at any point in the analysis. This implies that it is only
necessary for Alice and Bob to reveal their choice of basis in the detected rounds, and
then assign each detected event such that (j, s) € Z to either 74 or Kq with probabilities
priz and pg|z, respectively, where T3 (Kq) is the set of detected test (key) rounds. By
a similar argument, we conclude that Alice and Bob only need to reveal their choice of
(4, s) for the emissions in 73, and then assign each of them a tag of ¢ € {pos, neg} with
probability py; ;7. For a full description of the protocol, including these assignments,

see Section 2.D.

Case in which Charlie reports several projections

The analysis above can be easily generalised to the case in which Charlie may report
a projection to two or more Bell states. Essentially, the procedure is simply repeated
separately for each successful projection announcement 2. Note that, because the
definition of a phase error depends on 2, so does the operator associated with a phase
error, which we now denote as ppp,. By repeating the procedure in Egs. (2.23) to

(2.27), we define the operators ppos, and pueg,, and the coefficients cpos, and cpegy,, for
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each Q. Then, we imagine that, for all 2, Alice and Bob assign a tag tg € {posq, negn }
to each emission in 7" with probability p,; 7, defined similarly to Eq. (2.29), in such
a way that the average state with a tag of tq is pi,. In the virtual protocol, we also
imagine that Alice and Bob assign a tag tq = phg to each emission of ppp,,. Then, if
Alice and Bob look only at the assigned tag of tq, the scenario becomes equivalent to
the “Tagged Virtual Protocol ©7, in which Alice and Bob emit p;, with probability
Dto- Let Ny, be the number of events with a tag of tg in which Charlie announced 2.
Applying the results of Section 2.3 to the “Tagged Virtual Protocol Q”, we have that,
except with probability €q,

Nth < qu (NpOSQ —4gr (Nneggaﬁp059|pneg9759/2>aﬁphg|pphﬂ759/2> = Ngjhgv (2'31)

and because of the equivalence between the “Tagged Virtual Protocol €27 and the virtual
protocol, Eq. (2.31) must also hold for the latter, for all £2. Thus, the total number of

phase errors is upper bounded by
Npn <> N, (2.32)
Q

except with probability ¢ = ) eq. By a similar argument as in the main analysis
above, we deduce that, in the actual protocol: (1) Alice and Bob only need to reveal
their choice of basis in the detected rounds, and then assign each detected event such
that (j,s) € Z to either T3 or Kq with probabilities p7|z and py|z, respectively, where
Ta (Kq) is the set of detected test (key) rounds; and (2) Alice and Bob only need to
reveal their choice of (7, s) for the emissions in 74, and then assign each of them a tag
of tg € {posq,negq} with probability py ;s 7, where  is Charlie’s announcement on
that round.

2.6 Secret-key rate and security parameter

In Sections 2.4 and 2.5, we have shown how to obtain an upper bound Ng{l on the

number of phase errors Npp, such that

Pr [N, > Npu] <e. (2.33)
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After calculating this bound, Alice and Bob perform error correction, error verification,

and privacy amplification. They obtain a secret key of length

1 1
K= Ns(l — h(Nph/NS)) — )\EC — 10g2 : — 10g2 g,

where Ny is the length of the sifted key, Agc is the number of bits revealed in the error

(2.34)

correction step, and €. is the probability that Alice and Bob’s keys will not be identical
after the error verification step. It is known [5, 15] that, if the number of phase errors
is bounded as in Eq. (2.33) and the secret-key length is set as in Eq. (2.34), then the
protocol is eg-secret, with €, = v/2y/2 + €. Since the protocol is also e.-correct, then it

is €gec-secure, with €goc = €¢ + €.

2.7 Numerical results

In this section, we simulate the secret key obtainable for both the P&M and MDI LT
protocols, using the analysis introduced in the previous sections. As usual, we assume
the nominal scenario in which no eavesdropper is present. Moreover, we assume that
the users’ sources emit three different imperfectly-encoded single-photon states in the

form
|1hj) = cos(6;)[0z) +sin(0;) [12), (2.35)

where {|0z),[1z)} forms a qubit basis, and #; € [0,27) is the encoded phase. For
the P&M scheme, we assume that Alice’s states satisfy 0y = 0, 017z = km/2, and
Oox = Kkm/4, where K = 1 + 0/7 and § quantifies the magnitude of the SPFs. For the
MDI setup, we assume that Alice’s and Bob’s states satisty 6y = 6, = 0, 0; = 0] = rk7/2,
0. = kr/4 and 0. = —km /4, where 6; (0,) denotes the angle of Alice’s (Bob’s) state
when she (he) emits state j (s).

To simulate the data that would be obtained in an experiment, we use the channel
model in Ref. [17] for the P&M protocol, and the channel model in Section 2.E for the
MDI protocol. For simplicity, in the latter we assume that Charlie only announces a
detection if he obtains a projection to the Bell state ¥~. The experimental parameters
considered are: SPF’s parameter § = 0.126, error correction inefficiency f = 1.16,
dark count probability of the detectors p; = 10~® and fiber loss coefficient o = 0.2

dB/km. Moreover, we select the correctness and secrecy parameters to be ¢, = 1078
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and €, = 1078, respectively, and for simplicity we set & = € in Eq. (2.34), which means
that ¢ = €2/4. In our simulations, we optimise over Alice and Bob’s basis selection
probabilities, and in the MDI protocol, we also optimise over the value of prz. Also,
we consider different values of the block size Niq;, which represents the total number of
rounds in the protocol. Finally, we assume an error-correction leakage of A\gc = fh(ez)
bits, where ez is the bit-error rate of the sifted key. The results for the P&M and the
MDI LT protocols are shown in Fig. 2.4(a) and Fig. 2.4(b), respectively.

10° 10°
X —— Nigt = 107
1072 10721 R —— Ny = 10°
—— Ny = 10"
1074 10744 — N =107

“““ Niot = 00

10764 10764

10784 10781

Secret key rate (bits per pulse)

Secret key rate (bits per pulse)

1010 - : — : 1010 —~ , — ,
0 20 40 60 80 0 20 40 60 80
Overall Alice-Bob loss (dB) Overall Alice-Bob loss (dB)
(a) P&M Protocol (b) MDI Protocol

Figure 2.4: Secret-key rate obtainable using our analysis based on random sampling
theory (solid lines), for the P&M (a) and MDI (b) LT protocols, as a function of the
overall channel loss and for different values of the block size Niot. For comparison, we
include the secret-key rate obtainable using an alternative analysis based on Azuma’s
inequality (dashed lines), similar to that of Ref. [13]. For both LT protocols, our

analysis clearly outperforms the alternative analysis based on Azuma’s inequality.

For completeness, we compare our results with those of an alternative analysis
based on the application of Azuma’s inequality. This alternative analysis, presented
in Section 2.F, is essentially a simplified version of the security proof in Ref. [13],
which considers the emission of weak coherent pulses rather than single photons. The
results in Fig. 2.4 show that our analysis based on random sampling offers significantly
higher performances for both the P&M and MDI LT protocols. The difference in
performance is larger for lower values of Ny, while as Nt increases, the two analyses
slowly converge. In the case Nyt — 00, both analyses provide a perfect estimation of

the phase-error rate, and thus offer the same secret-key rate.
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We note that a novel concentration inequality for sums of dependent random vari-
ables has been recently uploaded to a preprint server by Kato [24]. This result can be
regarded as an improved version of Azuma’s inequality that is much tighter when the
success probability of the random variables is low. In Section 2.F, we give a statement
of the result, and use it to substitute Azuma’s inequality in the alternative finite-key
analysis of the LT protocol. However, it must be said that, when applied to QKD
protocols, Kato’s inequality requires an extra condition that is not needed in either our
analysis based on random sampling or analyses based on Azuma’s inequality. Namely,
it requires users to attempt to predict the results that they expect to obtain in the
experiment, before they actually run the experiment. This is an important step, since
the inequality is only tight when the actual experimental data was reasonable close to
their predictions [25].

In Fig. 2.5, we compare the performance of our analysis based on random sampling
theory with that of our alternative analysis based on Kato’s inequality. For simplicity,
in the alternative analysis, we assume that the users could perfectly predict the exper-
imental data that they obtain in the experiment, which maximises the secret-key rate
obtainable. Fig. 2.5(a) shows that, in the case of the P&M protocol, the difference be-
tween the two analyses vanishes almost completely. Conversely, Fig. 2.5(b) shows that,
in the case of the MDI protocol, our analysis based on random sampling still retains
an advantage, although significantly smaller than that observed in Fig. 2.4(b). We
emphasise that, unlike the alternative analysis based on Kato’s inequality, our analysis
based on random sampling does not require the users to make any prediction before

running the experiment.

2.8 Discussion

In this work, we have proved the finite-key security of the loss-tolerant (LT) QKD proto-
col against general attacks, for both its prepare-and-measure and measurement-device-
independent versions. Our security analysis reduces the parameter estimation task
to a classical random sampling problem, which can be solved using Chernoff bounds,
and provides higher secret-key rates than previous results based on the application of

Azuma’s inequality [13].
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Figure 2.5: Comparison between the secret-key rate obtainable using our random sam-
pling analysis (solid lines) and our alternative analysis based on the application of a
novel concentration inequality for dependent random variables (dashed lines), for both
the P&M (a) and MDI (b) versions of the LT protocol and different values of the block
size Niot. For the P&M protocol, the performance of the two security proofs is almost
identical, while for the MDI protocol, our analysis based on random sampling provides

slightly better secret-key rates.

Although we have assumed single-photon sources, we believe that our analysis can
be extended to the case in which the users employ weak coherent sources, as long as
the single-photon components of the three encoded pulses satisfy the requirements of
our proof, i.e. they are characterised and belong to the same qubit space. In that
case, the users should assign tags to their emissions in such a way that Eq. (2.1) holds
for their single-photon components; i.e. pgg = cposp&’s — cnegpl(lle)g, where pgl) is the
average quantum state of a single-photon pulse with a tag of t. If so, Eq. (2.6) holds,
although it now has the form N(l) < f(NI()ég, NI%%; €), where Nt(l) denotes the number

vir
(1)1, and Né}% are not

of detected single-photon pulses with a tag of t. Note that now NF(,
directly observable, since the users do not know the photon number of their emissions.
However, by using different laser intensities u, they are able to observe the values { Nhos }
and {Nheg} for all pu, where N}* is the number of detected emissions with a tag of ¢
that originated from intensity p. Thus, they can apply the decoy-state method [26-29]
to obtain an upper (lower) bound on NI()}))S (Nr(é%), using for example the numerical
techniques introduced in Ref. [30].

Also, in our random sampling analysis, we have assumed that the three encoded
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states live in the same qubit space. In a future work, it would be interesting to consider
if our security proof can be extended to the case in which the qubit assumption is not
satisfied, due to additional imperfections such as mode dependencies [17] or correlations
between different rounds of the protocol [18, 19]. In that case, one can no longer derive
an operator equality between the virtual and the actual states, such as e.g. Eq. (2.11).
Instead, one needs to find an operator dominance condition [15] between them, which is

non-trivial if the side-channel states are not characterised, as assumed by Refs. [17-19].

Acknowledgements

We thank Mohsen Razavi and Marcos Curty for valuable discussions. G.C.-L. and
M.P. acknowledge support from the European Union’s Horizon 2020 research and inno-
vation programme under the Marie Sktodowska-Curie grant agreement number 675662
(project QCALL). A.N. acknowledges support from a FPU scholarship (FPU 15/03668)
from the Spanish Ministry of Science, Innovation and Universities (MCIU). K.T. ac-
knowledges support from JSPS KAKENHI Grant Numbers JP18H05237 18H05237 and
JST-CREST JPMJCR 1671. All data generated can be reproduced by the equations
and the methodology introduced in this paper.

72



2.A Random sampling analysis

2.A Random sampling analysis

Here, we prove the statements in Eqs. (2.3) and (2.4), and give an expression for the
functions g; and gy. Let us assume that we have a population of n items, where
n is unknown. KEach item is assigned to either K; with probability p or to Ko with
probability 1 —p. We know the value of K9 = |K3| and we would like to obtain bounds
on K1 = |[Kq].

Let & = 1 if the i-th trial is assigned to Ky and &; = 0 otherwise. We have that

D &= K. (2.36)
=1

Clearly, E[K3] = (1 — p)n, and therefore n = E[K3]/(1 — p). Using the inverse multi-
plicative Chernoff bound [25, 31, 32], we have that

Ine— Ko
E[KQ] > —K2W0 <—6 K2 >
(2.37)

Ine—Ko
E[Ks] < =KWy (—e Ky >

where Wy and W_4 are branches of the Lambert W function, and each of the bounds
fails with probability at most €. From this and the fact that n = K; + K», we have
that

Ine—Kyp
EIK. KWy (—6 Ka )
Klzn_K2:1[_;]_K2>maX - 1_p _K270 ::gL(K27pa€)7
(2.38)
K W lns};KQ
E[K. 2 -1 (*6 i )
Klzn_KQZ 1[_;]_KZS_ 1_p _KQZ:gU(K27pa€)a

where each of the bounds fails with probability €. It can be shown that gy is an
increasing function of Ky. Note that Eq. (2.38) is only valid for K3 > 0. In the special
case Ky = 0, we have that [31]
9r(0,p,e) :==0
_ Ine (2.39)
L=p

gU(Ovpv 5) =

We note that this random sampling problem can also be solved using the method

introduced in Ref. [15].
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2.B Operator-form linear relationship between the virtual

and actual states

In this Appendix, we show how to find an operator-form linear relationship between the
virtual states and the actual states, see Eq. (2.11) and Eq. (2.24). For simplicity, we
provide first the procedure for the P&M protocol; then, at the end of this Appendix, we
show how to extend it to the MDI case. The only assumption on Alice’s emitted states,
|¥j), for j € {07,17,0x}, is that they are linearly dependent, i.e. all three states live
in the same qubit space. However, the analysis simplifies significantly if they are all in
the same standard basis plane of the Bloch sphere, such as the XZ, XY or ZY plane.

First, we consider this simpler case, and then provide the analysis for the general case.

2.B.1 Case in which all states are in a standard basis plane

Without loss of generality, we assume that the three states are in the X Z plane of the

Bloch sphere, i.e. they can be expressed as
[¥5)q = c08(05) |02), + sin(0;) [12),, , (2.40)

where §; = (—m, 7]. Alice generates her sifted key from the detected emissions of |¢y,),
and |¢1,),. To prove the security of the sifted key, we consider an entanglement-based

virtual protocol in which Alice prepares the state

¥ 2)ae = 5 (102)4 4, + 12)4 101, (2.41)

In this virtual protocol, Alice measures her local ancilla A in the complementary basis
{10x) 4, 11x) 4}, where |ax), = 1/vV2[02) 4 + (=1)®[1z) 4] for a € {0,1}. If Alice

obtains |ax) 4, she effectively emits the virtual state

1
¢Viraa:7 wO a+ _1a1/] al)? 2.42
[Yvira) m(|z> (=D [1,),) (2.42)
where o,z = |10} + (~1)% 11,0, /4 = (1 (~1)2 cos(6, — 61,))/2 is the prob-
ability that Alice obtains |ax) 4. Since [t)g,), and [¢1,), are in the X Z plane, [¢yir, ),
is also in the X Z plane.
Let [SJ-Z, SJX, SJY] be the Bloch vector of the state |+);),. We have that SjZ =

cos(26;), SJX = sin(26;) and S]Y = 0. Thus, in operator form, the state [t;), can be
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2.B Operator-form linear relationship between the virtual and actual states

expressed as
1
pi = [WiXwil, = 5 (01 + S0z + 5 ox), (2.43)

where o7 is the identity operator and ok, for K € {Z, X,Y}, is a Pauli operator. It
is useful to see Eq. (2.43) as a system of linear equations, with three unknowns (o7,
oz, 0x) and three equations (one for each |¢;) ). We can write this system in matrix
form:

p=So, (2.44)

where p = [p027 Plzs pOX]Ta o= [017 0z, UX]T7 and

1 S¢Sy
1 s dn
S = 5 1 Slzz S}(Z ; (2.45)
L S5, Sox
and express its solution as
o=S"p. (2.46)

Equation (2.46) essentially says that the operators o, oz, ox can be expressed as a
linear combination of the actual states p;. This implies that every state that can be
expressed as a linear combination of o7, oz, ox (i.e., every state in the X Z plane) can
also be expressed as a linear combination of p;. In particular, the virtual states |¢vir, ),

are in the X Z plane, and in operator form they can be expressed as

1
Pvirg = |Wvira \Wvirelq = 3 (o1+5%,.02 + Sk.0x), (2.47)
where Sﬁro =—8Z =cos(fy, +01,) and S\fi(ro = —SX., =sin(fy, + 01,). Or equiva-
lently,
Pvireg = Svira g, (248)

where Syir, = 3[1, Sz, Sji(ra]T. Combining Egs. (2.46) and (2.48), we have that

Pvirg — Sviras_lp = faP, (2'49)

where f, := Syir, S™! is a row vector. If we express f, as fo = (€04l Clylar Coxlals

we obtain Eq. (2.11), i.e.

Prita = Coylvira POz t Clylvira Plz T Cox|vira POz (2.50)

for a € {0, 1}, as required.
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2.B Operator-form linear relationship between the virtual and actual states

In our numerical simulations, we assume that the three states emitted by Alice are
in the X Z plane, and that when written as in Eq. (2.40), their phases satisfy 6y, = 0,
01, = km/2 and Kk /4, for some k. For this particular case, an analytical expression for

the coefficients is given by

€0 4lviry = Clzlviro = 0,
Cox|virg — 1,
_ _ 2
Coylviry = Cly|vir; = CSC (K:’]T/4))/27

Coxir, = — ot (s /4)).
2.B.2 General case

Here, we consider the case in which the three states are not all in the same standard
basis plane. Formally, we assume that for all K € {Z, X, Y}, there is at least one j
such that SJK # 0. Therefore Eq. (2.43) becomes

1
pi = |¥i)sl, = 5(01 + 8707+ 550x + 5] oy), (2.51)

and now we have a system of three equations with four unknowns. We have to find a
way to modify Eq. (2.51) such that it becomes a system with three unknowns.
For any basis {|0y),,|1v),} of the qubit space, Alice’s emitted states can be ex-
pressed as
B30 = € (VG 00), + € /T 15]10), ) - (2.52)
where 0 < u; < 1, v; € [0, 27), ¢; € [0,27). Since the end points of the three Bloch
vectors associated to Alice’s emitted states form a plane, there must be a basis U such

that u; has the same value Vj. Expressed in this basis, which we denote as Y, the

states are

i), = € <\/§|017>a + ei¢jm‘1§/>a> 7 (2.53)
for some 0 < ¢ < 1. Let V be a unitary operator such that V\Oy)a = ‘O?>a and
Vily), = [19),

unbiased bases Z, X, Y to the set of mutually unbiased bases Z, X, Y. Let us define
the modified Pauli operators 6x = Vog V1, for K € {Z, X,Y}, and express the actual

V' can be regarded as a transformation from the set of mutually

states in terms of these, i.e.

1 i i 5~
p] e 5(0’] —|—SJZO'Z +Sg(O'X +S{/UY> (254)
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2.B Operator-form linear relationship between the virtual and actual states

Note that the three states have the same Y component, i.e. 5‘{, = Sy :=2j—1, Vj.

This allows us to define the operator 6o = o7 4+ Sy dy, and rewrite Eq. (2.54) as
1, i
Vi XYil, = 5(00 +5%62 4+ S%0x), (2.55)

which has a similar form as Eq. (2.43), i.e. it can be regarded as a linear system of three

equations and three unknowns. If we define p = [po,, p1,, pOX]T, o =60, 0z, 6X]T,
and , ax
1 1 €0Z *?02
S:=-|1 5 S |; (2.56)
1 57 &8
0x “0x
we have that p = So, and therefore,
o= S"1p. (2.57)

The previous equation implies that the modified Pauli operators 6o, 67, 6x can be
expressed as a linear combination of the actual states p;. Therefore, any state that can
be expressed as a linear combination of 6o, 6z, 6x (i.e. any state whose Y -component
is 5’y) can also be expressed as a linear combination of the p;.

If we define the virtual states as in Eq. (2.42), it is likely that they will not satisfy
the condition that their Y-component is Sy. However, note that to obtain Eq. (2.42),
we have assumed that Alice measures the ancilla A of the entangled state in Eq. (2.41)
in the X basis. In reality, Alice could have decided to measure it in any other basis
that is mutually unbiased with Z. Equivalently, we can express this degree of freedom

by assuming that Alice does measure in the X basis, but defines the entangled state as

9200 = 75 (10204 o) + € 11204}, (258)

for some ¢ € [0, 2m). Thus, the virtual states now become
L
\/pvira\Z
where pyiy, |z = H lvo), + (—1)%e |1[)1)aH2/4 is the probability that Alice obtains |ax) 4.
Substituting Eq. (2.53) in Eq. (2.59), one can easily show that if Alice chooses ¢ =

|Yvira)q = (I0)q + (=1)% [91), ), (2.59)

Yo, — Y1y + (b0, — ¢1,) /2, then the modified Bloch vector of the virtual state |tyir,),,
[SZ., SX | SYre], satisfies Sy'* = Sy for both a € {0,1}. Therefore

virg? Mvirg?

1, — v -
Py, = 5(UO +SZ G2+ S5, 5x), (2.60)
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2.B Operator-form linear relationship between the virtual and actual states

or equivalently,
Pvirqa — Sviraa', (261)

where Syir, = %[1, S

virg?

SX ]T. Combining Eqs. (2.57) and (2.61), we have that

Virg
Pvirea = Svir& S_lp = fap7 (262)

where f, := Syir, S™! is a row vector. If we express fq as fo = [coz|a, Cllas COX‘Q],

we obtain Eq. (2.11), i.e.

|¢vira><¢vira |a = Coyzla |’¢OZ><¢OZ|a + Clyla |wlz><¢1z |a + Coxla |77Z)0X><77Z)0X |a ) (2'63)

for v € {0,1}, as required.

2.B.3 MDI protocol

In the MDI scenario, we essentially perform the above procedure separately for Alice’s
and Bob’s states. Let |¢;)  (|%),), with j (s) € {0,1,7}, denote Alice’s (Bob’s) states,
and let p; = |1 );| (pf = |5 )X¢%]) denote their operator form. Using the analysis in

the previous sections, we have that

Pvire = CO|virg PO T Cl|vir, P1 T Colvire P75
(2.64)

I / / / / I
Pyirg = CO|Vir5p0 + Cl|vir5p1 + cO|vir6pT7

where «a, 5 € {0,1}, and pyir, (p(,irg) denotes one of Alice’s (Bob’s) virtual states,
emitted with probability pyi. |k (P, ir] ). We can define Alice and Bob’s joint virtual

states as
/
Pvir, g = Pvira ® pvirﬁ = § Cj,s|vire, g PJ,5 (2'65)
j?s
. . . , ] B ,
emitted with probability Pyirg gk = PviralKPyir, |15 where Cjislvita,s = ClviraCalyirs - De-

pending on Charlie’s Bell state report, the definition of a phase error will change. If

Charlie reports a projection to either ¥~ or @, the phase-error operator is defined as

Pph = (pviro,opviro,o + pvirl,lpvirl,l)/pph7 (2'66)

where ppn = Pyirg o + Pviry ;- Conversely, if he reports a projection to either Ut or &,

the phase-error operator is defined as

Pph = (pviro,lpviro,l +pvir170pvir1,o)/pph7 (2'67)
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2.C Description of the P&M protocol

where ppn = Pyirg, + Pviro- I any case, one can express the phase-error operator as

T 268
7,8
where the coefficients ¢; s are a linear function of the coefficients ¢; 4,3, and can be
obtained by substituting Eq. (2.65) in either Eq. (2.66) or Eq. (2.67).

In our numerical simulations we assume that Alice and Bob’s states are in the
XZ plane, and that when written as in Eq. (2.40), their phases satisfy 6y = 6, = 0,
0, = 0] = km/2, 0, = —0. = kr/4. For this particular case, we have that Alice’s
virtual states satisfy

Colvirg = Ci|viro = 0,

Colvirg — 1,

) (2.69)
Colvir; = Ci|vir; = €8C (’%7(/4))/2a

cT|vir1 = - COtZ(’WT/LL);

while Bob’s virtual states satisfy

06|Vi1‘0 = 17
_C/ . fr— 1
7lviro ™ 1 4 9 cos(km/2)’
; ~ cos(km/2) csc?(km /4)
CO|Vi1‘1 - 2 ) (270)
, cos(k/2) csc(km/4) csc(3km/4)
cl|vir1 - 9 )
y _ cot? (K /4)
TVinn T 1 49 cos(k/2)

/
=1 [virg

2.C Description of the P&M protocol

(1) Preparation

For each round, Alice chooses a pure state |1);) with probability p;, where j €
{07,12,0x}, and sends it to Bob through the quantum channel. Emissions of
Y0y )q ([Y0,), and |¢p1,),) are considered to belong to the X (Z) basis.

(2) Detection

Bob measures the incoming signals in either the Z or the X basis, which he

chooses with probabilities pz and px = 1 — pz, respectively.
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2.C Description of the P&M protocol

(3)

(4)

(6)

Sifting

Bob announces which rounds were detected, and Alice and Bob reveal their basis
choices in those rounds. Let Kz be the set of detected rounds in which both users
employed the Z basis, and let Tx be the set of detected rounds in which Bob
employed the X basis. Then,

(3.1) Alice (Bob) defines her (his) sifted key as the bit values associated with her

emissions (his measurement results) in the rounds in K.

(3.2) For all rounds in Tx, Bob announces his measurement result.

Tag assignment

Alice probabilistically assigns a tag to all rounds in Tx, depending on her choice
of state and Bob’s measurement result. Namely, if she chose the state [¢;)  and
Bob obtained measurement result (o @ 1)x, for a € {0,1}, she assigns a tag
of to € {posa,neg,} with probability p; |; x,, given by Eq. (2.17). Then, she
Nt(f@l)

calculates X the number of detected events with a tag of ¢, in which Bob

obtained measurement result (a @ 1)x.

Parameter estimation

Alice uses the values of {Nt(j@l)x } to obtain an upper bound Né{l on Npp, the

number of phase errors in her sifted key, using Eq. (2.21).

Postprocessing

(6.1) Error correction: Alice sends Bob a pre-fixed amount Agc of syndrome
information bits through an authenticated public channel, which Bob uses

to correct errors in his sifted key.

(6.2) Error verification: Alice and Bob compute a hash of their error-corrected
keys using a random universal hash function, and check whether they are
equal. If so, they continue to the next step; otherwise, they abort the pro-

tocol.

(6.3) Privacy amplification: Alice and Bob extract a secret key pair (S4,Sp)
of length |S4| = |Sp| = ¢ from their error-corrected keys using a random

two-universal hash function.
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2.D Description of the MDI protocol

(1)

3)

(4)

()

Quantum communication

For each round, Alice (Bob) selects the state [t;), (|¢%),) with probability p;
(p.), where j (s) € {0,1,7}, and sends it to an untrusted middle node Charlie,
who announces whether or not he obtained a successful projection to a Bell state.
Emissions for which j € {0,1} (s € {0,1}) are considered to belong to the Z

basis.

Sifting

Alice and Bob announce their basis choices in the detected rounds. Then, they
assign all detected rounds in which at least one of them used the X basis to set
Taq. Also, for each detected round in which both chose the Z basis, they assign it
to set Kq with probability pi|z, or to set Tq with probability priz = 1 — px)z.

Then, they announce these assignments, and
(2.1) Alice (Bob) defines her (his) sifted key as her (his) choices of j (s) in the
rounds in /4.

(2.2) For all rounds in 73, Alice and Bob announce their choice of j and s.

Tag assignment

Alice and Bob assign a tag t € {pos,neg} to each round in 73 with probability
DPt)j,s, 7> give by Eq. (2.29). Then, they calculate N;, the number of detected events
with a tag of ¢.

Parameter estimation

Alice and Bob substitute the values of Npos and Nyee in Eq. (2.30) to obtain an

upper bound NIE{I on Npyp, the number of errors in the sifted key.

Postprocessing

(5.1) Error correction: Alice sends Bob a pre-fixed amount Agc of syndrome
information bits through an authenticated public channel, which Bob uses

to correct errors in his sifted key.
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(5.2) Error verification: Alice and Bob compute a hash of their error-corrected
keys using a random universal hash function, and check whether they are
equal. If so, they continue to the next step; otherwise, they abort the pro-

tocol.

(5.3) Privacy amplification: Alice and Bob extract a secret key pair (S4,Sp)
of length |Sa| = |Sp| = ¢ from their error-corrected keys using a random

two-universal hash function.

2.E Channel model for the MDI protocol

In this Appendix, we present the channel model used in our simulations of the MDI
LT protocol, which is based on the single-photon version of the original MDI QKD
scheme [20]. Specifically, we assume that Alice and Bob prepare polarised single-photon
states in the form of Eq. (2.35), where here |0z) and |1z) denote the horizontally
and vertically polarised single-photon states, respectively. After the preparation, Alice
(Bob) sends the transmitted states to the intermediate party Charlie through a lossy
quantum channel of transmittance n4 (np), who interferes the two incoming signals in
a 50:50 beamsplitter, which has on each output port a polarising beamsplitter (PBS)
that separates the horizontal and vertical modes. Now, let hy and v; (hy and v2) be the
threshold detectors placed at horizontal and vertical output port of the first (second)
PBS, respectively, and let pg be the dark-count probability of each detector. After the
measurement, Charlie announces the Bell state U™ (¥ ™) if he observes clicks in hy and
v1, or hy and vy (hy and v, or hy and v9). Then, it is easy to prove that the conditional
probability that Charles announces the Bell state ¥+ given that Alice and Bob selected
the states [¢;), and [)s),, respectively, is

P;I’si = (1 —pg)* % sin?(k(0; £ 0.)) + pdnAQT]B (1 + cos(2k0;) cos(2x0,,))
(2.71)
+ pa(l = na)np + pana(l —np) + 2p3(1 — na)(L —m) |-

82



2.F Alternative analysis using concentration inequalities for dependent
random variables

2.F Alternative analysis using concentration inequalities

for dependent random variables

In this Appendix, we present an alternative analysis that requires the application of
a concentration inequality for sums of dependent Bernoulli random variables. This
alternative analysis is a simplified version of that of Ref. [13], which considers the
emission of weak coherent pulses rather than single photons. In Ref. [13], Azuma’s
inequality [10] is the concentration inequality applied. Here, we also present a new
security proof based on the application of the recently proposed Kato’s inequality [24].
First, we introduce the concentration inequalities that we consider, and then we provide

the analysis.
2.F.1 Concentration inequalities
Let &1, ...,&n be a sequence of Bernoulli random variables, and let A; = 22:1 &y Let
Fi be its natural filtration, i.e. the o-algebra generated by {¢1,...,&}.
2.F.1.1 Azuma’s inequality
According to Azuma’s inequality [10],
N b2
Pr [An = Pr(éu=1Fu1) > b\/N] < exp {—2] :
u=1

N (2.72)
b2
Pr !Z Pr(&, = 1|Fu_1) — A, > b\/N] < exp {—2] .

u=1

Equating the right hand sides to to €5 and solving for b, we have that

N
ZPI‘ (fu - 1|§17 "‘7‘5714—1) < AN + AA)
R (2.73)
Ay <D Pr(6u = 10&1, . &u1) + Aa,
u=1

except with probability at most ea for each of the bounds, where Ay = 41/2N In sgl.
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2.F.1.2 Kato’s inequality

According to Kato’s inequality [24], for any n, and any a, b such that b > |al,

- N _ PN
Pr ZPT(fu =1|Fy_1) —An > |:b+ a (QZ;N - lﬂ VN| < exp L‘mag . (2.74)
u=1 ] _(1+ 3\/N) J

By replacing § — 1 — & and a — —a in Eq. (2.74), we also derive [25]

] v i )
Pr|Ay =Y Pr(& =1|F, 1) > {bJra(QANlﬂx/N < exp Lf? . (2.75)
L u=1 N i _(1_3\/ﬁ) _

By isolating Ay in Eq. (2.75), we derive,

N _o(p2? — g2
Pr lAN > ﬁ (\;N ZPr(fu =1|Fy-1)+b— a>] < exp lfﬁjm)] ,  (2.76)

which holds when a < v/N/2.

In the following, we will use Eq. (2.74) to obtain an upper bound on
SN Pr(é, = 1|Fu_1), Eq. (2.75) to obtain a lower bound on 3> Pr(&, = 1|F,_1),
and Eq. (2.76) to obtain an upper bound on Ax.

—~

Upper bound on the sum of probabilities

Before running the protocol, one should use previous knowledge of the channel to come
up with a prediction Ax of the value of Ay that one expects to obtain. Then, one
calculates the values of a and b that would minimise the deviation term in Eq. (2.74)
if the realisation of Ay equalled Ay, for a fixed failure probability ex. These are the
solution of the optimisation problem

min
a,b

s.t.  exp

—2(b% — a2)] e (2.77)

b= lal,

which can be expressed as

3 (72\/H/~\N(n —An)lneg — 16N3/21n? e + 9V2(N — 2/~\N)\/7N2 Inex(9ANn(n — An) — 2N11’1€K))

a = .

4(9N — 8Inek)(9AN(n — Ay) — 2N Inek)
\/18a2N — (1602 + 24ay/m + 9N) Inex
b= .
3vV2N

(2.78)
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Then, we have that

N
ZPT (éu=1/&, .., Eu1) < Ay + AR, (2.79)

u=1
except with probability ek, where

AY = [b+ a (2/]va - 1)} V'N. (2.80)

Lower bound on the sum of probabilities

Similarly to the previous case, one should use previous knowledge of the channel to
come up with a prediction Ay of the value of Ay that one expects to obtain after
running the protocol. Then, one calculates the values of ¢ and b that would minimise
the deviation term in Eq. (2.75) if the realisation of Ay equalled Ay, for a fixed failure

probability ex. These are the solution of the optimisation problem

()]s

min
a,b
2 — a?) (2.81)
s.t. exXp m = €K,
b= |al,

which can be expressed as

3 (772\/N1~XN(n — /~\N)ln5K +16N3/21In2 e +9V2(N — 2/~\N)\/7N2 lnsK(Qf\N(n — /~XN) — 2N1nsK))

4(9N — 8Inek)(9An(n — Ax) — 2N Inek)

a = B

\/18a2N — (1602 — 24ay/n + 9N) Inex
b= .

3V2N
(2.82)
Then, we have that
N
S Pr(éy = 1Fu1) > Ay — Ak, (2.83)
u=1

except with probability ek, where

Al = [b+ a (Q?VN - 1)} V'N. (2.84)
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Upper bound on the actual value

In this case, we assume that we have an upper bound Sy on the sum of probabilities
25:1 Pr (§, = 1|Fu-1), and we want to obtain an upper bound on A . Before running
the protocol one should use previous knowledge to come up with a prediction Sy of
the value of the upper bound Sy that one expects to obtain. Then, one calculates the
values of @ and b that would minimise the deviation term in Eq. (2.76) if the prediction
comes true. These are the solution of the optimisation problem

i N ( L Sy +b >
min —a
ab VN —2a \VN "

—2(0* — o
s.t. exp [(a)

(1- 3%)2

e (2.85)

b= |al,

whose analytical solution is

3VN (9 Inex (3N2 _8NSy + 8§]2\,) TO(N — 2§N)\/N Inex(Nlneg + 185x (Sy — N)) + 4nIn? (EK)>

a = )

4 (36 Ineg (N2 —2NSy + 2SJ2V) +ANInZ ek + 8INSN (N — SN))

\/18a2N - (16a2 — 24aV/N + 9N) Ineg
b= .

3V2N
(2.86)
Then, we have that,
N 1
Ay > SN+b—al, 2.87
v2 7 () (257

except with probability k.

2.F.2 Analysis

We assume a virtual protocol in which Alice prepares Nyt copies of the entangled
state in Eq. (2.10), and sends all subsystems B to Bob through the untrusted quantum
channel. Then, Bob performs a quantum non-demolition measurement on each system
B, learning which rounds produce a click on his detectors, and saving the system B of
these detected rounds in a quantum memory. Let N be the number of detected rounds.
For each detected round w = {1,2,..., N}, Alice measures her ancilla S, and Bob
measures B in the X basis; except if Alice obtained S = 5, in which case Bob measures

B in the Z basis. Let &, = (i, j) represent the event “Alice learns that she emitted i and

86



2.F Alternative analysis using concentration inequalities for dependent
random variables

Bob obtains measurement result j7. More specifically, Alice learns that she emitted

= {virg, viry,0z,12,0x} if she obtained S = {0,1,2,3,4} in her measurement of
system S, respectively. Events in which she obtained S = 5 are ignored in the analysis.
Then, using the fact that the virtual states can be written as an operator-form linear

function of the actual states as in Eq. (2.11), one can show that

ZPr (virg, a @ 1)|Fu—1]
(2.88)
_ Z DviraPZgC i|vire ZPI' é.u _ (’l ad® 1)|fu 1]

i={0z,12,0x } PibXp u=1

where F,_1 is the o-algebra generated by {{i,...,&u—1}. Now one needs to apply a
concentration bound for sums of dependent random variables to substitute the sums of

probabilities in Eq. (2.88) by the actual values.

2.F.2.1 Using Azuma’s inequality

Applying Eq. (2.73) to Eq. (2.88), we have that

. Citvine
Noggt <y PrmlEGNe (nest 5y A, =N, (2.89)
: i={0z,12,0x} PibXp

except with probability 4es, where €4 is the failure probability of each aplication of
Azuma’s inequality, which has been applied four times; and §; = Ap (§; = —Ap) if

Cilvir, 1S positive (negative). Then, the number of phase errors is upper bounded by

=0
N, ph = < Nv1r0 Nvirla (290)
except with probability € = 8z4.
Using a similar analysis, for the MDI protocol, we have that
pph 7, s
ph<Z (Njs7 +06;) + Aa (2.91)

Dj,s, T

except with probability € = 9e, where N; ; 7 is the number of detected test rounds in

which the user emitted [} ), ,, and d; s = Aa (95,5 = —Anp) if ¢; 5 is positive (negative).
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2.F Alternative analysis using concentration inequalities for dependent
random variables

2.F.2.2 Using Kato’s inequality

Applying Eq. (2.79) and Eq. (2.83) to Eq. (2.88), we have that

N
V. o C . o
S Prey = (virg, a@ [ F) < ) DePZlivie (eol 5y g
u=1 i={0z,1z,0x} PiPXs
(2.92)

except with probability 3ek, where §; = AY (6; = —AL) if Cilvir, 1S positive (negative).
Substituting S,, — Syir, and A, — N2®! in Eq. (2.87), we obtain an upper bound

Virg

NP1 which fails with probability 4ex. Then, the number of phase errors is upper

Virg

bounded by

1 -0

Nph < Nviro + Nvir17 (293)

except with probability e = 8ek.
Similarly, for the MDI protocol, we have that

N
Pph¢j,
ZPr[gu = ph|Fy—1] < Z P22 (NG o7 + 0j,s) := Spn (2.94)
u=1 4,8 Pj,s, T
except with probability e = 85, where §;, = AY (§;s = —AL) if ¢; is positive

(negative). Then, substituting S,, — Spn and A,, — Npp in Eq. (2.87), we obtain an
upper bound on Ny, which fails with probability 9ek.
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Chapter 3

Finite-key analysis for
memory-assisted decoy-state

quantum key distribution

3.1 Abstract

Memory-assisted quantum key distribution (MA-QKD) systems are among novel
promising solutions that can improve the key-rate scaling with channel loss. By using
a middle node with quantum storage and measurement functionalities, they offer the
same key-rate scaling with distance as a single-node quantum repeater. However, the
distance at which they can surpass the nominal key rate of repeaterless systems, in
terms of bits per second, is typically long, owing to the efficiency and/or interaction
time issues when one deals with quantum memories. This crossover distance can be
a few hundred kilometres, for instance, when one relies on the exchange of infinitely
many key bits for the key-rate analysis. In a realistic setup, however, we should ac-
count for the finite-key effects in our analysis. Here, we show that accounting for such
effects would actually favour MA-QKD setups, by reducing the crossover distance to
the regime where realistic implementations can take place. We demonstrate this by
rigorously analysing a decoy-state version of MA-QKD, in the finite-key regime, us-
ing memory parameters already achievable experimentally. This provides us with a
better understanding of the advantages and challenges of working with memory-based

systems.
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3.2 Introduction

Quantum key distribution (QKD) has made a lot of progress as part of the solution
package for secure communications in the quantum era [1]. But, when it comes to long
distances, quantum technologies still have a long way to go before they can replicate
the same functionalities that public-key cryptography offers. In terrestrial networks,
such as the infrastructure that today’s Internet is based on, the biggest challenge to
overcome is perhaps the exponential growth of loss in optical fibres [2]. This makes it
extremely difficult to perform QKD at long distances without trusted middle nodes.
Quantum repeaters are potential solutions, but none of their theoretical architectures
can currently be implemented experimentally to the full effect [3]. For instance, prob-
abilistic quantum repeaters [4-6] would require quantum memory (QM) modules with
high coupling efficiencies to light and with coherence times exceeding the transmission
delays, which are hard to achieve together [7]. That said, even if the current QMs are
not sufficiently advanced for quantum repeaters, they may still be used to offer key-rate
improvements in some of the existing QKD systems. Working on such memory-assisted
QKD (MA-QKD) systems paves the way for future scalable quantum repeaters. This
work studies the secret key rate for decoy-state MA-QKD systems in the practical
regime where only a finite block of data is exchanged among QKD users.

MA-QKD setups [7, 8] are based on the measurement-device-independent QKD
(MDI-QKD) protocol [9], in which Alice and Bob send BB84-encoded pulses to a middle
node, Charlie, who performs a Bell-state measurement (BSM). In MDI-QKD, a raw
key bit can be generated if both pulses survive the channel loss in the same round and
the BSM is successful. In MA-QKD, however, Charlie employs two QMs to store the
quantum state of the users’ pulses, and only performs the BSM when both memories
have been loaded. This will allow the pulses that arrive in different rounds to be
combined to produce a key bit. Thus, the key-rate scaling is improved from 7? in
MDI-QKD to n in MA-QKD [7], where 7 is the transmittance of the channel between
Alice/Bob and Charlie. Together with the recently introduced twin-field QKD (TF-
QKD) [10], MA-QKD is a strong contender to beat the current rate versus distance
records in QKD. Such an advantage has recently been demonstrated experimentally

using silicon vacancy centres [11].
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Offering advantage in a realistic setup that relies on imperfect QMs is not without
its own challenges. For instance, photon-memory coupling can introduce additional
loss in the setup. Some memories have also a long photon-memory interaction time
that requires users to employ a low source repetition rate. The better scaling with
channel loss can only offset these effects after a certain distance, which we refer to as
the crossover distance. If this distance happens to be long, it would then be difficult
to experimentally implement a stable system that benefits from such an advantage.
Other effects, such as decoherence in the QMs, also need to be taken into account
when evaluating system performance [7] and they typically exacerbate the situation.
Additionally, in realistic setups, we should consider the effect of using weak laser pulses
by the users in conjunction with finite-key effects. In this work, we develop a security
analysis that accounts for all the above, and, in particular, quantify the interplay
between the crossover distance and other parameters of the system.

Several analyses of MA-QKD have already been carried out, under varying assump-
tions and for different implementations of QMs. However, most of them [8, 12, 13]
assume single-photon sources, which are difficult to attain in practice. In many QKD
experiments, attenuated laser sources are used, instead. The multi-photon compo-
nents in the signals generated by these sources introduce security loopholes, and they
need to be dealt with [14]. The decoy-state method [15] is often used to bound the
leaked information from these multi-photon signals, thus closing the loophole. This
method involves the statistical estimation of channel probabilities, based on data col-
lected from the use of different laser intensities. This statistical characterisation of the
channel would only be perfect if one could collect an infinite amount of data by using
the channel infinitely many times. In practice, a QKD experiment will run for a fixed
amount of time, and a finite-size dataset will be generated [16]. By using statistical
analyses based on concentration inequalities, it has been shown that a bound on the
leaked information can be computed [16, 17|, thus a secret key can still be distilled,
with a failure probability that can be made arbitrarily small. However, as the total
number of signals exchanged (the block size) gets smaller, the obtainable secret key rate
is reduced. In fact, if the block size is too small, no secret key rate may be obtained at
all.

In this paper, we provide the first analysis of a decoy-state MA-QKD setup that

accounts for the statistical fluctuations that arise from generating a finite-size key.
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Previous work [7] on MA-QKD has only considered the asymptotic limit in which
the users exchange an infinite number of signals, and under simplified assumptions
on the loading of QMs with attenuated laser sources. In our finite-key analysis, we
compare MA-QKD performance with that of a no-memory MDI-QKD system, by using
parameters from state-of-the-art experiments on quantum memories [12]. We find that
MA-QKD is inherently more resistant to finite-key effects, and it experiences a lower
reduction in secret key rate than MDI-QKD. In particular, we see that once these effects
are considered, the distance from which MA-QKD offers an advantage is reduced. This
would make it easier for experimentalists to implement a decoy-state MA-QKD setup
that outperforms, in terms of secret key rate versus distance, the equivalent decoy-state
BB84 or MDI-QKD setups.

In terms of key rate, MA-QKD may not outperform the recently introduced TF-
QKD, at least with state-of-the-art quantum memories. However, one should be careful
when comparing systems that have different requirements. For instance, the single-
photon interference of TF-QKD demands phase stability over long channels, which is
experimentally difficult, and which MA-QKD does not need. We believe that comparing
MA-QKD with MDI-QKD is the fairest when it comes to the requirements of each
system. We note that there exists some recent work on memory assisted TF-QKD
[18], which specifies under what circumstances adding quantum memories to TF-QKD
setups can be advantageous. Moreover, we believe that MA-QKD is of special interest
as is the very first step toward building memory-based quantum repeaters. Unlike TF-
QKD, or other no-memory systems, these offer a scalable solution for long distance
quantum communications. Any practical progress with quantum repeaters would be
based on fully understanding and implementing MA-QKD as the simplest memory-
based repeater system. Our findings for MA-QKD systems suggest that memory-based
quantum repeaters may also be resilient to finite-key effects, at least when users access
them with decoy-state sources.

The rest of the paper is organised as follows. In Section 3.3, we describe the analysed
setup, placing an emphasis on the QM modules, and the different parameters that are
used for modelling them. In Section 3.4, we explain how different system parameters
affect the secret-key rate. In Section 3.5, we compare the secret key rate achievable

in decoy-state MA-QKD and decoy-state MDI-QKD with examples from warm vapour
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and cold atomic ensembles. Section 3.6 concludes the paper with our interpretation of

the results.

3.3 System description

In this section, we describe our MA-QKD setup and the assumptions we make on
different devices and components of the system.

Figure 3.1 shows the schematic of the MA-QKD setup considered in this work.
Here, in each round, Alice and Bob each send decoy-state BB84 states in their chosen
basis. Charlie verifies the receipt of the transmitted signal by generating an entangled
photon pair (EPP) on each side to effectively teleport the state of the users to a local
photon on his site. The side BSMs in Fig. 3.1 would herald the success of such an
event, in which case the remaining photon of the EPP source will be written to the
corresponding QM. That is, its photonic state is transferred to the memory, and will be
kept there until the state of the other user is also successfully received and teleported
to its respective QM. At this point, the two QMs will be read, i.e., their states will
be transferred to photons on which the middle BSM is performed. At the end of the
protocol, Charlie announces his measurement results, and Alice and Bob would follow

with conventional steps for sifting and post-processing of their key bits.

BB&4 ! ! BB&4
Encoder L | Bl oL BSM am BSM 1 L Encoder
Alice < >—* EPP Charlie EPP B T

Figure 3.1: The schematic of an MA-QKD system. The two users Alice and Bob use
decoy-state BB84 encoders to generate polarisation/phase encoded signals. Charlie, in
the middle, uses entangled photon pair (EPP) sources to teleport the state sent by the
users to the corresponding memories. When both memories are loaded, their states are
converted back to photons and combined in the middle BSM. For an example of the
BSM module, see Fig. 3.4 of Appendix 3.A.

Note that the teleportation scheme used here to herald and transfer the state of
photons is not an ideal one. In an ideal teleportation setting, the users have to send

ideal single photons, whereas here they are using weak laser pulses. The effect of the
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multi-photon components has then to be taken into account. We analyse the memory-
loading procedure for weak laser pulses in Appendix 3.A. In this scheme, we are also
delaying the writing of the second photon of the EPP until we learn about the success of
teleportation. While there is a chance that the transfer of this photonic state to the QM
may fail, this delayed writing process has the advantage that the QM initialisation is not
necessary in each round [12], but only when a writing procedure has been attempted.
This helps with maximising the repetition rate of the protocol especially when the
initialisation phase is time consuming. We account for the failure in transferring a
local single photon to the memory by the memory writing efficiency parameter.

Finally, while, in practice, an ideal EPP source as assumed here may not be real-
istic, it would help us obtain the key features of our finite-key analysis without overly
complicating the calculations. The former issue can be managed by techniques intro-
duced in Ref. [12], where they propose a quasi-EPP scheme based on single-photon
sources, instead. It is also possible to create a photon-QM entangled pair in certain
QMs [13, 19]. In all cases, we should be careful with the possible multiple excitations
we may locally create at Charlie’s node to not violate the conditions for the proper op-
eration of MA-QKD systems [12, 20]. Under above considerations, we believe that the
main result from our paper, i.e., the resilience of the decoy-state MA-QKD to finite-key
effects, should still hold.

In the following, we describe the key components of our system in more detail.

3.3.1 Quantum memories

We model QMs using a few relevant parameters to our setup, while keeping our model

as general as possible:

e The writing efficiency, denoted as 7, is the probability of successfully transferring
a single-photon state to the quantum memory. We refer to this process by the

term “loading”.

e The reading efficiency, denoted as 7,, is the probability to transfer the qubit state
stored in the QM back to a single photon. We assume that, at time ¢ after loading,
nr(t) = nro exp[—t/T1], where 1,0 denotes the reading efficiency at time ¢ = 0 and
T is the decay time constant of the QM.
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e The QM decoherence time constant is denoted by T>. We consider two decoher-
ence processes: dephasing and depolarisation. In the case of dephasing, for an

initial state p(0) of the QM, the state at a time t after loading will be

p(t) = p(t)p(0) + [1 — p(t)]o=p(0)o-, (3.1)

where p(t) = [1 4+ exp(—t/T>)]/2. Dephasing will only affect X-basis states. For
a depolarisation process, we assume

41 —p()

3 [0:p(0)0, + 02p(0)oy + oyp(0)cy]. (3.2)

In both cases, we treat the QM state as a qubit for which o,, oy, and o, are its

corresponding Pauli operators.

e We denote the interaction time with single photons as 7, for both reading and
writing procedures. We denote the initialisation time of the QM as 7,;t. Because
of our delayed-writing assumption, a writing procedure will always be followed

by a reading procedure, and the QM only needs to be initialised after reading.

e The writing time is denoted as 7, and the reading time is denoted as 7,.. For
our delayed writing procedure, we assume 7, = Tint and 7, = Ting + Tinit-  We

effectively neglect the required time for measurement in both cases.

e We denote as 7, the pulse duration of both the user sources and the EPP sources,
which are assumed to have matching pulse shapes. We assume 7, = 7, to maxi-
mize the writing efficiency into the memory. The MA-QKD system is to be run

at a repetition rate of Ry = 1/7),.

3.3.2 Channel and source model

Similarly, we present our assumptions on the channel and the users sources:

e We assume that the user sources produce phase-randomised coherent states, and
that the intensity of the pulse can be perfectly tuned in each round. The users
select a random intensity, in terms of mean number of photons, from the set
{z,w1,wq,v} with probability {p.,pw,,Pws,Pv}. Emissions with the z intensity

will be encoded in the Z basis, and they will be used to generate the raw key.
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FEmissions with any other intensity will be encoded in the X basis, and they will
be used to estimate the single-photon counts and their corresponding phase-error
rate. We will refer to z as the signal intensity, and to {w,ws,v} as the decoy
intensities. Our model can work with either polarisation or phase encoding. We

denote the source repetition rate as R;.

We assume non-resolving detectors with efficiency 74 and a dark count rate ~yge.
The latter includes intrinsic effects as well as background photons in the channel.

The dark count probability per detector per round of the protocol is pgc = YaeTp-

We denote the total length of the channel separating Alice and Bob by L. We
assume that the central node is located exactly halfway between the users. We

denote the attenuation length of the channel by L,¢t. The transmission coefficient

for each leg of the channel is given by 7, = exp(zzaLtt )

We consider the effect of setup misalignment between the user sources and the
measurement devices in the central node. The standard way to model misalign-
ment in QKD is by a misalignment probability enis, and previous analyses of
MA-QKD have also modelled it that way [7]. However, as explained in Appendix
3.A, such a model is not directly applicable when considering the indirect loading
of QMs with weak laser pulses. Here, we model misalignment by assuming that
the encoding modes, e.g., horizontal and vertical polarisations, have been rotated
from their ideal settings by a random angle #. We then average over 6 to find

parameters of interest.

In our setup, we allow for the usage of frequency converters to match the fre-
quency of the telecom signals sent by the users with that of the EPP source.
The EPP source, in one leg, should generate a beam that interacts with the QM.
For a degenerate EPP source, this would typically require us to downconvert the
frequency of the other beam to the telecom band. One can, in principle, design
a non-degenerate EPP source, but we should then be careful with the extent of
multiple excitations in the source [20]. We account for the efficiency of frequency

converters by including additional loss in our setup.
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3.4 Key-rate analysis

In this section, we find the secret key generation rate for our decoy-state MA-QKD
setup, in both the asymptotic and finite-key regimes. We assume the nominal mode
of operation in which no eavesdropper is present, and the system is only affected by
device imperfections. Also, for simplicity, we assume that the sources used by Alice

and Bob, and the channels connecting them to the middle node are identical.

3.4.1 Asymptotic case

In this subsection, we calculate the key rate obtainable in the limit that the users
exchange an infinite number of signals. In this regime, we can assume that the signal
intensity is used with probability p, ~ 1, and that the decoy-state analysis provides a
perfect estimate of the single-photon channel probabilities. Under these assumptions,

the secret key rate is lower bounded by [7]

R > R, [Q7 (1 - h(epn)) — fQzh(ez)] (3.3)

where @)z is the probability of generating a sifted key bit per round of the protocol,
and ey is the error rate of the sifted key. Also, lel is the single-photon contribution
to @z, and epy, is the phase-error rate of these single-photon components.

Our objective here is to calculate what Alice and Bob would observe in a nominal
experiment for directly measurable parameters ()7 and ez, and their corresponding
estimation for Q1Z1 and epn after using the decoy state method. For this, we mainly
use the method introduced in [7], but we adjust it as needed to account for the specific
components of our model. In particular, in the case of weak laser pulses at the source,
we need to pay special attention to the modelling of misalignment in the channel. We
also extend the results of [7] to depolarising channels.

Appendix 3.A provides a detailed and self-contained description of our analysis.
In short, we first obtain the exact expression for loading probability p{gad and loading
error rate e}, ; when Alice/Bob sends a phase-randomised coherent state with intensity
w1 under a generic model for channel misalignment. This parameter would then allow
us to calculate the average number of rounds needed to load both memories, and the
corresponding state of the memories after a heralded loading. We will then account

for memory decoherence and decay processes and calculate the rate of success, and
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the corresponding error rate, for the middle BSM. Section 3.A.2.1, in Appendix 3.A,

provides the analytical form for all parameters needed in Eq. (3.3).

3.4.2 Finite-key regime

Now, we calculate the secret key rate in the more realistic scenario where the number
of signals exchanged by the users is finite. In this regime, we still derive the secret key
from the data points for which both users have used the Z basis, but we also need to
take into account the rounds in which the users employ decoy intensities. In this case,
we can no longer assume that the decoy-state analysis provides a perfect estimate of
the single-photon statistics Q% and eph- Instead, we use a statistical analysis to bound

them. Under our new assumptions, the total secret key length K satisfies
K > M{j[1 — H(epn)] — MzH(ez), (3.4)

where My is the length of the sifted key, generated from the events in which both users
selected the Z basis (i.e., the z intensity), and ez is its bit error rate; M{ is the number
of bits in this sifted key that originated from single-photon emissions, and ey, is their
phase-error rate.

In an experimental implementation of the protocol, the measurable observables
available to us are the sets {M} and {E}, where M is the total number of mea-
surement counts when Alice has used intensity a and Bob has used intensity b, while
E% is the number of such events that result in error. The objective of Alice and Bob
is to use this data to obtain statistical bounds on M and epy,.

The full description of our statistical analysis appears in Appendix 3.B. We use
the idea in [21] to perform our statistical fluctuation analysis using X-basis data only.
This would make our statistical estimation procedure more efficient. By applying tight
multiplicative Chernoff bounds [16], we are then able to use the measured counts M
and E to set linear constraints on the possible values that M7 and ep), could take.
These constraints enable us to express the desired bounds on these quantities as the
solution to two linear programs. We use the analytical estimation procedure introduced
in [17] to solve these programs.

For our numerical simulations, we still need to make some assumptions on the

obtained measurement results in a nominal experiment. For this purpose, we use the
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expected values for relevant parameters using the corresponding probability in the

asymptotic regime, derived in the previous subsection. That is, we assume
M® =NQ® and E® = e , M, (3.5)

where N is the total number of rounds, i.e., the number of transmitted pulses by
Alice/Bob, in the protocol, Q% is the probability of having a successful measurement
originating from intensities a, for Alice, and b, for Bob, and e, is the probability that
this measurement results in an error. Section 3.A.2.2; in Appendix 3.A, provides the
derivation and the analytical form for all these parameters.

In our finite-key analysis, we have only considered the effect of statistical fluctu-
ations on parameter estimation. Thus, in our key rate formula in Eq. (3.4), we have
neglected some of the less significant terms that usually appear in a rigorous finite-key
analysis. The latter is to adhere to the universal composable framework [22, 23]; e.g.,
we direct the reader to Eq. (1) of [17]. We have neglected these terms for simplicity,
as they are, in practice, only on the order of tens of bits, and because their effect is
identical for the memory-assisted and no-memory systems, which the present work aims

to compare.

3.5 Numerical results

In this section, we use the results of Section 3.4 to simulate the secret key rate that can
be achieved with the decoy-state MA-QKD scheme in Fig. 3.1, in both the asymptotic
and finite-key regimes. We use two types of memories for our analysis: Warm vapour
atomic ensembles, which often offer high bandwidth, hence high repetition rates, but a
rather low coherence time; and cold atomic ensembles, which are often slower but benefit
from longer coherence times. Table 3.1 summarises the relevant memory parameters
used in our simulation based on the experimentally reported values in [24], for warm
vapours, and [25], for cold atomic ensembles. In our simulations, we have assumed
Ty =Ts.

We compare the MA-QKD system with a no-memory MDI-QKD setup, run at a
repetition rate of 1 GHz, as a reference point, and study how finite-key effects change the
crossover distance under different circumstances. Section 3.A.3 in Appendix 3.A pro-

vides the analytical expressions used for simulating the MDI-QKD system. MDI-QKD
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WV [24] CA[25] SV [11]

Writing-reading efficiency, n,n0 0.05 0.76 0.423
Decay time, T} 120 ps 220 ms 200 ps
Interaction time, Tyt 1.43 ns 240 ns 142 ns
Repetition rate, R, 518 MHz 4.2MHz 7.04 MHz

Table 3.1: Parameter values of recently demonstrated warm vapour (WV) and cold
atom (CA) ensembles [12], as well as silicon vacancy (SV) centres, used in the simula-

tions in this work. For simplicity, in our simulations, we assume 15 = T7.

is the closest no-QM system to MA-QKD, which enables us to make this comparison
as fair as possible. They both offer measurement-device-independent features and they
can both be run with minimal requirements on the source or channel phase stabili-
sation. The latter property is needed for advanced twin-field QKD systems, whose
rate-versus-distance scaling is similar to MA-QKD, but are expected to offer higher
rates if properly implemented [26-28].

In all cases, we use the system parameters listed in Table 3.2, which are attainable
by today’s technologies [29]. In all graphs, we optimise over the values of the intensities
{2, w1, ws}, and assume a vacuum intensity of v = 0.5 - 1073, since the optimal value
v = 0 may be difficult to achieve in practice. We also optimise over their selection
probabilities {p., Pw;, Pwss Pv}- In our finite-key analysis, we assume a failure probabil-
ity of e = 0.5-10~!! for each of the concentration bounds used in Section 3.B; the total
failure probability of the estimation process is 20e = 10719,

In Fig. 3.2, we show the performance of the warm vapour memory in Ref. [24], for
different values of the block size N, which represents the total number of signals sent
by Alice (or Bob) in that run of the protocol. We can see that, at low distances, the
key rate of MA-QKD is lower than that of MDI-QKD. This is partly due to the lower
repetition rate for MA-QKD, but also due to the additional loss effects introduced by
the QM’s less-than-one writing and reading efficiencies. At longer distances, however,
the improved key-rate scaling of MA-QKD with channel loss may overcome these effects.

In Fig. 3.2(a), we can see that in the asymptotic regime (black curves), the MA-
QKD protocol can only offer a small advantage over MDI-QKD from around 340 km
to 430km. However, once we use a finite block size N (colour curves), the crossover

distance moves to the left to shorter channel lengths, and even approaches 100 km at
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Attenuation length of the channel, L,y 22km

Detector efficiency, 74 93%
Detector dark count rate, 4. 1 count/s
Misalignment error probability, emis 0.5%
Conversion efficiency, 7. 0.5,1

Table 3.2: System parameter values used for the simulations in this work. For no-
memory MDI-QKD, we assume that the channel misalignment, in their respective leg
of the channel, flips the state sent by each user with probability enis. For MA-QKD, we
assume that channel misalignment rotates the states sent by the users by an angle 6 that
follows a uniform distribution of width 2v/3epn;s; see Eq. (3.28), and the explanation
preceding it.

N = 10'0. This suggests that in order to see the advantages of MA-QKD over no-QM
MDI-QKD we only need to demonstrate such systems over much shorter distances than
one may require in the asymptotic regime. With record distances for entanglement
distribution between two QMs being around 50 km [30], one can hope that such a
demonstration can take place in near future.

While a slight shift to the left, due to finite-key effects, might be expected in Fig. 3.2,
the considerable change in the crossover distance may come as a surprise. A naive
thinking may suggest that in order to see the benefits in the finite-key setting, we
need to have larger count numbers in MA-QKD), as compared to MDI-QKD, to reduce
statistical errors in our parameter estimation. But, so long as, in the asymptotic
case, the key rate for MDI-QKD is higher than that of MA-QKD, we may expect
that the corresponding counts will also remain larger in the finite-key setting, hence
no considerable change may be expected in the crossover distance. This argument,
however, fails to give us an accurate picture of what is happening in the MA-QKD
case. Below, we explain two key reasons for why the finite-key setting may benefit the

MA-QKD setup, hence shifting the crossover distance to much shorter channel lengths.

e Self-purification of multi-photon terms: The MA-QKD system can by de-
sign get rid of some of the erroneous terms that would otherwise be present in the
no-QM setup. Let us compare the two setups when Alice selects a non-vacuum
intensity s, in the X basis, and Bob selects the vacuum intensity v. In no-QM
MDI-QKD, there is a single BSM module, in which Alice’s and Bob’s emissions
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Figure 3.2: Secret key generation rate, in b/s, for a MA-QKD setup using warm vapour
quantum memories [24] (solid lines), in comparison with no-memory MDI-QKD (dashed
lines), for different values of the block size N. In (a) and (c) a dephasing channel is
used to model memory decoherence, whereas, in (b), a depolarisation channel is used.
The efficiency of the frequency converter is assumed ideal in (a) and (b), whereas, in
(¢), it is 50%.

are directly combined. A successful BSM, in polarisation encoding, is declared
if two detectors corresponding to different polarisations click. In the event that
Bob sends a vacuum state, a successful BSM could happen because of the multi-
photon terms in Alice’s signal. This increases M*Y and E®’ counts, which add
to the uncertainty in estimating ep,. In MA-QKD, such counts are much lower.
Charlie will declare that Bob’s QM has been loaded when his corresponding side
BSM is successful. For a vacuum input, such an event could only happen if one
of the detectors clicks because of the dark count, assuming that the EPP source
can only cause a click in one of the detectors. For low dark count rates, as we
assume here, the measurement counts M*Y, as well as its corresponding terms in

error will be close to zero in MA-QKD. Around the crossover distance, this makes
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the upper bound on ey}, lower for MA-QKD even if its corresponding value in the
asymptotic case is higher than that of MDI-QKD. That is, MA-QKD enjoys less

noisy statistics that helps us obtain tighter bounds on our parameters of interest.

e Efficient use of decoy states: In both MDI-QKD and MA-QKD, the secret
key is extracted from events in which both users select the signal intensity z. The
rounds in which they both employ the decoy intensities are used for parameter
estimation only. The points that one user uses the Z basis and the other uses
the X basis, are then somehow “wasted” and will be sifted out. MA-QKD can
help with better sifting efficiency. This is partly because of the main advantage
of MA-QKD with respect to MDI-QKD in that the key rate scales with the
transmissivity of one leg of the channel, rather than the entire channel. To better
understand this point, let us consider the effect of employing the vacuum intensity,
v. Suppose that Alice and Bob are using either an MDI-QKD or an MA-QKD
setup with a channel transmittance per leg of 7, and that they use intensity z
with probability p, ~ 1, as they do in the infinite key regime. Charlie will report
a successful detection with probability @),. Now suppose that they use the same
scheme as above, except that they now employ a (fictitious) finite-key scheme,
in which they employ the vacuum intensity v with probability p, = p, = 1/2.
The effect of this is equivalent to using a channel with transmittance per leg of
n/2, since the effective transmittance of each user’s link has been reduced by
one half. Since MDI-QKD scales with 7%, Q. will be reduced by a factor of 4.
However, since MA-QKD scales with 1, @, will only be reduced by a factor of
2. In reality, Alice and Bob will use additional decoy intensities other than the
vacuum intensity. But since the decoy states will typically have larger vacuum
components than the signal intensity z, they will have a similar effect as adding

loss to the system, which MA-QKD tolerates better.

Another important factor in our finite-key comparison is the amount of time needed
to collect data for a block size N. In the case of MDI-QKD, we can typically run the
system at a high repetition rate on the order of GHz for very long periods of time.
The stability of the memory-based system may, however, require us to stop collecting
data after a certain period of time. It would be interesting to see how the two systems

compare if, instead of the block size, one fixes the total data collection time Ty,
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instead. This corresponds to a block size of N = RT., for each system, and gives
a considerable advantage to the faster system in collecting more data at an identical
time. This would not make much a difference in the case of warm vapours as we can
already run the system at sub-GHz rates. But, in the case of cold atomic ensembles or
silicon vacancy centres, which represent slower memories, this would be interesting to
study.

Figure 3.3 (a)-(c) show the performance of MA-QKD using the cold atom QM
reported in Ref. [25], with a repetition rate of 4.2 MHz, at different collection times.
This means that, at an identical collection time, the MDI-QKD system can collect
almost 250 times more data than the MA-QKD setup. It is interesting to see that,
even under these harsher conditions, the MA-QKD system can offer a similar advantage
as we saw in Fig. 3.2 over the no-QM MDI-QKD setup. As shown in Fig. 3.3(a), for
a dephasing channel, in the asymptotic regime (black curves), the MA-QKD system
can only offer a small advantage in the range from 300 km to 430 km. However, if the
experiment is run for an hour (orange curves), MA-QKD can generate more key after
230 km, and, while MDI-QKD dies off at about 250 km, MA-QKD can generate a key
up to 350 km. If the experiment is run for just a minute (blue curves), MA-QKD can
offer an advantage after a distance of just 170km. In Fig. 3.3(d), we show a similar
graph for the silicon vacancy centres used in the recent MA-QKD experiment reported
n [11]. This system has a slightly higher repetition rate, but a lower coherence time.
The latter is the main reason why the cut-off distance is shorter in Fig. 3.3(d) compared
with Fig. 3.3(a).

Note that it may not be possible to use a memory-based system continuously for a
long period of time without applying certain calibrations or cooling techniques. This
could reduce the time available for data collection, reducing the effective block size for
an MA-QKD system. One key technique that may mitigate this problem in the setup
considered in this work is the delayed writing procedure, in which we only attempt
to interact with the memory if the corresponding side-BSM is successful. This means
that the memory is kept in a ready-to-go initial state until we know a photon has
survived the path loss, in which case its state is teleported to the memory. Given that
at long distances the chance of the latter event is low, this suggests that the external
interaction with the memory is not that frequent, and the time between any two such

events can be used to bring the memory back to a solid initial state. In the case of
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Figure 3.3: Secret key generation rate, in b/s, for a MA-QKD setup (solid lines) using
(a)—(c) cold atom quantum memories, reported in [25], and (d) silicon vacancy centres,
reported in [11], in comparison with no-memory MDI-QKD (dashed lines), if we collect
data for one minute (blue), one hour (orange), or with no time limit (black). In (a), (c),
and (d) a dephasing channel is used to model memory decoherence, whereas, in (b),
a depolarisation channel is used. The efficiency of the frequency converter is assumed
ideal in (a), (b), and (d), whereas, in (c), it is 50%.

memories reported in [24] and [25], we also have the additional advantage that after
reading the memory, it automatically goes back to its initial state. Nevertheless, it is
easy in our analysis to consider the effect of possible interruptions in data collection
by modifying the block size. For instance, for CA ensembles, we have verified that the
advantage shown in Fig. 3.3(a) will remain even if we can only collect data a quarter
of the experiment time.

Finally, we have looked at how different system parameters can affect the conclusion
we draw above. In Fig. 3.2(b) and Fig. 3.3(b), we have used a depolarising channel
to model the decoherence effect. In comparison to Fig. 3.2(a) and Fig. 3.3(a), where

a dephasing model is used, we see that the warm vapour system, which has lower Tb
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values, is more adversely affected than the cold atom system. We observe the same
behaviour when we change the frequency converter efficiency from one to to 0.5 as
can be seen in Fig. 3.2(c) and Fig. 3.3(c). This can simply be a ramification of having
noisier data in the case of warm vapours as compared to the cold atom case. This would
result in less tight bounds on system parameters at the same block size or collection
time, hence sharper drop in key rates. The overall effect would nevertheless suggest
that MA-QKD systems can offer competitive performances in the finite-key regime
irrespective of the memory or other relevant system parameters. This would be an
essential observation in the early demonstrations of memory-based systems and how

we benchmark them against their rival counterparts.

3.6 Conclusions

By borrowing ideas from quantum repeaters, MA-QKD can improve the scaling of
repeaterless QKD systems. However, the common imperfections in memory-based sys-
tems such as their coupling efficiency to photonic systems, or their finite coherence
times, may make it difficult for them to offer any practical advantage as compared to
their no-memory counterparts. In particular, previous analyses suggest that any ad-
vantage in the total key rate would often come only after a crossover distance that is
still challenging to implement experimentally. In this work, we showed that once we
considered the finite-key effects in the key rate analysis, the crossover distance in such
systems was reduced to a point that an experimental implementation could be foreseen
in the near future. This effect was attributed to two features of decoy-state MA-QKD
systems. First is their ability to purify some of the errors that result from multi-photon
terms in weak laser pulses, and the other relates to a more efficient sifting of signal and
decoy states. It is essential, however, for MA-QKD systems to keep all sources of noise
near the memory units low, as they otherwise would translate into erroneous measure-
ments in the middle site. As such are the multiple excitation terms in the memories,
or sources that drive them, or additional background noise that may enter the setup.
All these issues are manageable with careful design and they are all precursors to im-
plementing longer quantum communications links relying on quantum memory units.
In particular, we believe that the results of this work would be applicable to possible

architectures for future quantum networks, in which end users are only equipped with
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simple equipment, such as decoy-state BB84 encoders, but the core of the network has
advanced memory-based repeater chains [31].

We should note that there are no-memory QKD systems, such as twin-field (TF)
QKD [10], that offer a similar rate-vs-distance scaling as MA-QKD, and they have
already been implemented at record distances [28]. An MA-QKD system may not be
currently able to offer higher key rates or reach longer distances than those achieved by
TF-QKD systems. But, it is important to recognise that the expertise and skills in both
MA-QKD and TF-QKD would be required to implement scalable quantum repeater
systems that go beyond the current rate-versus-distance records. In this respect, this
work makes us one step closer to the final goal of implementing long-distance quantum

communications systems.
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3.A Simulation model

In this appendix, we describe our simulation model, starting with our analysis of the
indirect-loading of QMs with attenuated laser sources. Here, we assume that Charlie
is honest, there is no eavesdropper, and we are only interested in finding the relevant

parameters in a realistic setting.
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Figure 3.4: Loading of a QM with a Z-encoded weak coherent pulse, in a round with a
misalignment angle of §. The module in the dotted box represents a partial Bell-state
measurement (BSM) on polarisation-encoded photons. We refer to the module in the
dashed box as the butterfly module, in which 7, models the channel transmissivity and
the quantum efficiency of a single-photon detector, whereas n, captures the coupling
and frequency conversion efficiencies as well as the quantum efficiency of a single-photon
detector. The quantum efficiency of photodetectors in the BSM module is then assumed

to be one.

Figure 3.4 shows a schematic view of our memory loading model for a single user,
say Alice, in the polarisation encoding case. We model the loss in the channel, the
measurement devices, and possible frequency converters as two beam splitters of trans-
missivity 1, = nenng and 1, = 114 located at each input port of the 50:50 beam splitter
of the BSM module. Here, 74, models the transmissivity of the Alice-Charlie channel,
1. models the frequency conversion and/or coupling efficiency, and 7n, represents the
efficiency of the single-photon detectors. Note that by assuming the same efficiency
nq for all detectors, we are able to analyse its effects at the input ports of the BSM,
simplifying our model. We do not need to consider the effect of the QM’s writing effi-
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ciency, 1y, at the loading stage. Instead, we modify the reading efficiency 7, by an n,
factor, allowing us to analyse its effect at the reading stage. In Fig. 3.4, the EPP source
is assumed to generate an ideal entangled state in the form %(]H H), . +[VV).),
where b and M, respectively, represent the two output modes of the EPP source heading
toward the BSM module and the QM.

We also consider setup misalignment between the user sources and the central node,
which, in polarisation encoding, we model as a random rotation of the horizontal and
vertical modes. For simplicity, we assume that the rotation angle 6 is independent and
identically distributed between different rounds of the protocol, and for the two legs
of the system. Also, we assume that polarisation maintenance schemes are in place,
so that the reference frames at the user sources and the central node are the same on
average. It is reasonable then to assume, as we do in this work, that the probability
density function (PDF) f(6) is an even function of §. One can use a similar formulation
when other types of encoding, e.g. time-bin, are used.

In the following, in Sec. 3.A.1, we first find the post-measurement state of the
loaded memory, the loading probability, and the its corresponding error rate under
above considerations. The particular issue of misalignment turns out to complicate the
analysis when we use weak laser pulses (WCPs) as compared to single-photon sources.
Previous analyses of MA-QKD either assume no channel misalignment [8, 12] or model
it as an error probability enis [7, 20], which is effectively given by ffﬂ f(0)sin?()de.
In our case, while the analysis is more cumbersome, the end result, in terms of the form
of the post-measurement state of the QM, is similar to the single-photon case. This
allows us to replicate most of the analysis in [7] in Sec. 3.A.2, and extend it to the case
of depolarisation channels. In the last section of this Appendix, we have summarised

the key rate relationships used for the no-QM MDI-QKD as a reference point.

3.A.1 Memory loading

Here, we calculate the post-measurement state of the QM, its loading probability and

error rate, in the two cases of Z and X bases.

3.A.1.1 Analysis for Z basis

Without loss of generality, let us consider the case that the user generates a horizontally

polarised WCP of intensity p. Ideally, the state generated is of the form [a);, |0);
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where @ = /it and ay, and a, represent, respectively, the horizontal and vertical modes
of the transmitted light in Fig. 3.4. In a particular round with a misalignment angle of

0, the misaligned state, at the input of the butterfly module, is given by

)2 = |an)a, low)a, (3.6)

where ap = acosf and a, = asinf. Meanwhile, the joint state of the two output

modes of the EPP source, i.e., b and 77, is given by
[ )i = 5 (HH) g +1VV)3) = J5(110H); 5 o +101V); 5 2, (3.7)

where in the last equality, we have divided b into, respectively, horizontal and vertical
modes by, and b,. After reordering modes, and averaging over #, the joint input state

to the butterfly module is given by
= [ @00, (38)
where
= 10001 © |#7),,, (9] = 2 landanla, 111, lawd o], 1000, 1) (A,

+ 5 lon){anls, 10)(00;, o) (@ls, D115, [V)(V1y,
(3.9)

+ % |an){@nla, [1)(O0f, law){wla, 10)(Ll;, [H) (Vs
+ % |an)(anla, 10) (13, law){ewls, [1)Of, [V)(Hl

and [¢) (1|, is our shorthand notation for |t)),, (¢|.

We are interested in the state projected to the QM after a successful loading, i.e.,
when exactly an H detector and a V detector click in the BSM module. To model this
measurement process, we should find the output state of the butterfly module, with
an input state as in Eq. (3.8), and then find the post-measurement state for the de-
sired measurement outcome. The key to calculate this is to realise that the horizontal
and vertical modes will interact separately at the 50:50 beam splitter of the butterfly
module, and will cause clicks in the horizontal and vertically polarised detectors, re-
spectively. Thus, we can split the overall transformation B for the butterfly module

in Fig. 3.4, and the overall POVM operator M in horizontal and vertical operators as
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follows:

B=DB,®B, (3.10)
M = M, @ M,. (3.11)

Here, the butterfly operators By, and B, in Fig. 3.4 only differ in their input and output
modes: Bh will take modes ay, and IA)h to modes Zh and 7, while Bv will take modes a,
and Bv to modes Zv and 7,. The measurement operators (POVMs) are also identical for

both the horizontal and vertical modes, and are given by

W, = (1= pac) [ (B, = (1 = pa0) 10} 013 ) @ [0}, |

(1= pao) (100001, ® (F — (1 pac) )01, )] (3.12)

for x € {h,v}, where I is the identity operator for the corresponding mode. M,
represents the event of getting a click in the x-polarised left detector and no click on
the z-polarised right detector, or vice-versa.

Using the above notation, the post-measurement state of the QM, after a successful

loading, is given by

Tr; ; . . |BtpwBM 7r
. Up sl Pty m 1 PPN
Prn = h hA { — ] =7 / f(e)TrlAh,lAvfh’fv [BTp?nBM} do (313)
Tr [BTﬁmBM] Pload J -
where
Vi iosnra | BPRBNE| = crn(0) [HYH| + cvv (0) [VXV] + ey (0) [HXV] + eva (0) [V XH]
(3.14)
with
1 roa . T roa R o
cn(0) = 5 Tr | By lan){anls, [1)(1;, Budy| Tr | BY law){anla, 10)(0];, BoM, |
1 ro. . o ro. R A
v (0) = 5 Te [ B] lan){anly, 1000l Badla| Tr [BY law){aul,, [1)(1];, B,
1 roa . T roa. . T
CHv(G) = 5 Tr B;E |ah) (ah|&h ‘1><O’i)h Bth Tr Bi |OJU><OJU|&U ’0><1|i7v BvMU
1 ro. R T ro. R T
cvir(f) =5 Tr _BfTL lan){anla,, 10)(1]5, BrMy| Tr | Bl jow){anls, [1)(0l;, Buby| .
(3.15)
and
Poa = T [BYowBNL| = [ 7(0)[cnn(0) + cvv(6)]ad (3.16)
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is the probability of a successful loading for a WCP with intensity p.

Every individual trace term in Eq. (3.15) involves either horizontal or vertical modes,
and is equivalent to the probability of having exactly one detector click in the corre-
sponding polarisation. Such terms have already been calculated in Table III of [31],

which here we reuse, after making necessary adjustments, to obtain
e (0) = (1= pac)’ (1 — eI/ (s O)u (1 pdc)> X

((771, (cos?0) pmg — 21y + 4) ol/27a (cos®O)pu _ 4 (1—m) (1 — pdc)> o~ 1/2na 1 ((cos® 9)+1)7
vy () = (1= pac)? [(1 — pac) (M 052 0T — My Tla o + 27y — 4) e~ V/2 7 p (02 041)

—4 (1 =) (1= pac) e1/277a#(cos2 0-2) _ (77b cos? 01070 — Ty T 14+ 217 — 4) o 1/2nan

Fde ™l (=1 4 pae)? (1 — mp) }
(3.17)

and

v (6) = v (6) = cossin (1 — pac) (namupie ™). (3.18)
It is interesting that, in the above, the diagonal terms cgy and cy g are odd functions
of 6. Under our assumption that f(6) is an even function, we have that

O 0)a0 = [ fO)evn(®)d6 = o, (3.19)

implying that these terms vanish when considering the average post-measurement state

P in Eq. (3.13). Thus, p; can be expressed as

pin = €loaq [HNH| + (1 = ejg,4) VXV, (3.20)

where . _
Clona = i | f(O)cun()dd (3.21)

load v —m

is the probability of loading the memory with the wrong state. In our case, when
we send H-polarised light, a successful BSM in Fig. 3.4 suggests that the b mode is
V-polarised. The state stored in the memory, for an EPP source with |®F); . as its
initial state, is then also expected to be V-polarised. That is why the coefficient for
|H)H]|, in Eq. (3.20), represents the loading error probability, in Z basis, for a WCP
with intensity p.

Due to the symmetry of the setup, if the user sends vertically polarised light, the
loading probability p{f)a 4 would be the same, but the post-measurement state is given
by pin = (1 = €lo,q) [H)XH| + elo,q [VXV].

116



3.A Simulation model

3.A.1.2 Analysis for X basis

Without loss of generality, let us assume that Alice generates the plus state given by

o o

— — . (3.22)
V2 >ah V2 >a1,

In a particular round with a misalignment angle 6, the butterfly module will receive

the state

@ o
P Z = ‘(sinﬂ + cos 9)> —(sin 6 — cos 9)> , (3.23)
|¥) 7 12 .
while the output state of the EPP source can be written as
|2 ) = 5 (IDD)gs, + 14A),) = 75 ((110) +101)) [D) + (10) = [01)) [A)))3,5, 5, »

(3.24)
where |D) = (|H) + |V))/v2 and |A) = (|H) - [V))/V2.

The analysis is similar to the one for the Z basis. After going through similar steps,
we find that the probability to successfully load the memory is given by

T 1 )
Pload = / FO)5 (- Pac)’ ((1 — Pac) (cos Osin (0) pna ny — 1/21 pna + 61 — 8)
o1/ ma pleos i@ F3/2) _ (1 — pac) (cos O'sin (0) e my + 1/2 1 i — 61 + 8)
efla 1(2 cos(9) sin(6)—=3)/4 (1 i1)a — 41 + 8) €™ a n/2 L g Nak (1— pdc)2 (1-— nb))d97
(3.25)
and, under our assumption that f() is even, the post-measurement state of the mem-

ory can be written as

Priv = Cloaq [IDXD] + (1 = €lg,q) [AXA], (3.26)

where
1 s

M —
€load = H
Proad J—=

o /2 u(cos(@ @O/ — (1 — pyc) (cos (8) sin (6) unga 1y + 1/2706 e — 611 + 8)
el/4n,,, (2 cos(0) sin(0)—3) + (2 Mo [11a — 2 (COS2 9) e T — 47]1) + 8) e—1/2 Na [

+8e7 Mk (1 — pdc)2 (1- nb))de.

(9)% (—1+ pac)” ((1 — Pdc) (cos (0) sin () pma o — my 14 /2 + 61 — 8)

(3.27)

Finally, note that we calculate the integrals in Eqs. (3.16), (3.21), (3.25) and (3.27)

numerically as a closed form expression for them could not be found. In our simulations,
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to compute pj. , and €., we assume that f(6) follows a uniform distribution over
[0, ©]. To have a fair comparison with no-memory MDI-QKD, we choose © = y/3ep;s,
where eis is the misalignment error probability in one leg of a symmetric MDI-QKD

setup. This is motivated by the fact that

V3emis V3emis

2
sin” 0df ~ /
2 V 36n’llS / 3erms \/m 3emls

which implies that the chosen f(6) would cause a misalignment error of approximately
emis in the MDI-QKD setup.

02d0 = emis, (3.28)

3.A.2 Key rate simulation

In Sec. 3.A.1, we showed that the post-measurement QM state after a successful load-
ing is a mixture of the desired and undesired states for the QM; see Eq. (3.20) and
Eq. (3.26). In effect, it is as if the state of QM has flipped with a probability ej_ ;.
This is similar to how misalignment acts on a single photon state, because of which we
can think of the whole loading process as a channel with an effective misalignment of
€leaq- This would also make it possible to use the methodology in Ref. [7] to calculate
the required parameters of the key rate formula. In particular, the photonic states re-
trieved from the two QMs turn out to also have a similar form to a misaligned photon,
although at a higher error rate to account for the dephasing/depolarisation process.
In the following, we explain how to simulate all terms in the key-rate formula,
in both the asymptotic and finite-key regimes. Given that in MA-QKD, one of the
memories will be read immediately after loading, only one of the QMs would undergo
the decay process. That implies that the middle BSM in Fig. 3.1 can be thought as
an asymmetric MDI-QKD setup, with possibly different transmissivities 7; and 7, for,
respectively, its left and right legs [7]. We can then use the yield and error rate formulas,

summarised below, of asymmetric single-photon MDI-QKD for our rate calculation:

mnr

YA (i, mp) = (1 — pa)? + (2 + 20 — 3mny)pa + 41 — ) (1 —n)p3 |, (3.29)

2
12X (i e, e) YA (i, ) = eoY P (i, mr) — (e0 — €a) (1 — pa)®mme /2, (3.30)
M2 1y ea) VYO (i, 1) = oYY (i, 1) — (€0 — €a) (1 — pa) (1 — 2pa)mne /2,

(3.31)

where eg = 1/2 and ey is the total misalignment probability in the asymmetric MDI-

QKD setup, i.e., the probability that exactly one of the photons is misaligned.
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3.A.2.1 Asymptotic regime

In this case, the key-rate formula is given by Eq. (3.3). In this regime, we assume that
the signal intensity z, encoded in the Z-basis, is chosen with probability approaching
one, and the parameter estimation provides perfect estimates of the single-photon terms
Q1Z1 and epn. We only then need to simulate the values of @z, ez, lel and ep, under
nominal mode of operation. The procedure we use to calculate these terms is very
similar to that of [7]. The main differences are our new model for the memory-loading
with WCPs, developed earlier in this Appendix, and the inclusion of the depolarising
channel for memory decoherence.

To compute @z, we divide it into two parts: (1) the probability of having the two
memories loaded and available to read in a given round, denoted by Piqe, and (2) the
probability that the middle BSM is successful, given that the QMs are ready, denoted
by Puia- Then,

@z = PsidePmid- (3.32)

To find Piiqe, we first estimate the probability to load the QM with a Z-encoded WCP,
given by pj._; in Eq. (3.16). Then, we compute the average number of rounds Ny, that
it takes to load both memories, substituting n4 and ng by pi .4 in Eq. (C.3) of [7], to

obtain

3 —2pf 4
Np =~ _“load _ (3.33)
pload(2 - pload)

Then, we have that
1

NL+N7"

where N, is the number of rounds it takes to read the memory, which we assume to be

Piige = (3.34)

one.

The second term is given by

Puid = Y (1 it ), (3.35)

where 7, = Nwnrong is the effective reading efficiency of the QM loaded later, and 7,
is the average effective reading efficiency of the QM loaded earlier, given by [7]

D = (1 + eT/T1 - plzoad)plzoad n (3 36)
oy = m ’
(2 - pfoad)(eT/Tl + pfoad - 1)

where T} is the time constant for the decay process of the QM.
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The single-photon component Q1Z1 is given by

zZ _ (plso};d)2 2 -2z 3.37
Qll =Qz (pz )22 € ) ( : )
load

where plsoid is the probability to load the QM when a single photon is sent, given by [7]

Pioea = YIY > (Meha; Nemta). (3.38)

To find ey, we first calculate the misalignment-error probability for loading the

QM with an X-basis single photon, which is given by [7]

X,SP
€load — 611\/{],))% (nchnda UEULE emis)- (3.39)
Then, we obtain
eph = N1 (N T B { e 1), (3.40)

where e 1s the total misalignment probability, given by
here E { egh | is th | misalig bability, given b

X,SP X,SP X, SP X,SP
E {681;/[ = 26load + QBE {edeph} - 26load Cload — 4BE {edeph} Cload » (341)
with
2z z 201 _ 2 —T/T>
1
E{edeph} —1— Dioad _ (pload) ( DPioad® ) (342)

1- (1 - plzoad)2 [1 - (1 - plZoad)e_T/TQ][l - (1 _plzoad)2]’

in the case of dephasing memories, and by

S S S
E{ethi} = 26t + 2BE {edepol} — 2epms) Cinng — 4BE {edepol} €y (3.43)
with
9
E{edepor} = gE {€deph} 5 (3.44)

in the case of depolarising memories.

To calculate ez, we use

€z = 611\/{],)ZI (77m7 "7;n= E {eQM})v (345)

where E {eqm} is the average total misalignment-error probability between the two

QMs, which depends on the specific model used for decoherence. In the dephasing
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model, the Z-basis QM states will not be affected by the decoherence, therefore, the

probability that exactly one state is misaligned is as follows
where ef_, is given by Eq. (3.21). For the depolarisation model, we have

E {eQM} = 26lZoad + 25E {edBPOI} - 26lzoadelzoad - 4BE {edBPOI} efoad’ (347)

where 8 =1 — 2¢f, 4.
To derive Eq. (3.47) and Egs. (3.41) to (3.44), we have used a similar analysis as in
Appendix D of Ref. [7].

3.A.2.2 Finite-key regime

In this case, we need to calculate the sets {M} and {E®}, where M is the total
number of measurement counts when Alice (Bob) has used intensity a (b), while £
is the number of such events that also result in an error. Note that intensity z is
encoded in the Z basis and intensities {w;,ws,v} are encoded in the X basis; we are
only interested in estimating { M} and { E%’} when a, b are encoded in the same basis.

For our numerical simulations, we still need to make some assumptions on the
obtained measurement results in a nominal experiment. For this purpose, we use the
expected values for relevant parameters using the corresponding probability in the

asymptotic regime. That is, we assume
M® = NQ™ and E™ = e, M®, (3.48)

where NN is the total number of rounds, i.e., the number of transmitted pulses by
Alice/Bob, in the protocol, Q% is the probability of having a successful measurement
originating from intensities a, for Alice, and b, for Bob, and e, is the probability that
this measurement results in an error.

To calculate @, we first compute the total gain Qio¢, using the same procedure as
for Q7 in the asymptotic case, with the difference that Qi is now a function of the

average memory-loading probability given by

ﬁload = Zpap]aoa(h (349)

a
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where p, is the probability of selecting intensity a € {z,wi, w2, v}; and pf , is the
probability of a successful loading when the user selects intensity a, given by either
Eq. (3.21) or Eq. (3.27), depending on whether intensity a is encoded in the Z or X

basis. Then, we have that

3— 2ﬁload
NL = — a - 3.50
pload(2 - pload) ( )
N/ = (1 + eT/T1 - ﬁload)ﬁload o (3 51)
" (2 - ﬁload)(eT/Tl + Pload — 1) "
1
Pside = 3.52
side NL T Nr ( )
Pmid = Yll\l/lDl(nma nm’); (353)
Qtot = Psiderid7 (354)

where N, = 1 and 7, = nwnrong. Now, Q% is the fraction of Qo that originated from
intensities a,b. Note that after a successful loading, the state projected to the QM
is always a misaligned qubit. The probability that the middle BSM is successful only
depends on the loss coefficients n,,, and 7,,,/, and it is independent of the intensities a, b
that caused the loading. Thus, Q@ only depends on how likely intensities a,b are to

cause a successful loading, that is,

b Plaalh
Q™ = Qrotpapy —229-102d (3.55)
Dioad
For ey, we have that
€zz = ellv{I;DZI(nmv n;nv E {e(zQzM )7 (356)
€ah = 611\/{];3)% (nm,n;n,E {eaQbM}) , a,be{w,wy,v} (3.57)

where E {e(%M} is the total average misalignment error probability between the two
QMs, and depends on whether one considers a dephasing or depolarisation model. The

former has no effect on Z-basis states, and therefore
M M
E {6(37; = 682, = 26lzoad(l - elzoad)' (358)
For the X-basis intensities, we have that

M
E {egb } = eﬁjad =+ 6{)oad + BoE {edeph} + BbE {edeph} - 26iload6?oad

(3.59)
- ZBGE {6deph} 6{)oad - 255E {edeph} eiloadv
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where O =1 — 2ef0ad, and

_ _9 =TTy
Pload DPload ( 1 Pload€ )
E {eqepn) = 1 — i - I _ . (3.60
{ P } 11— (1 - pload)2 [1 - (1 _pload)eiT/Tﬂ[l - (1 - pload)2] ( )

using a similar analysis to the one that results in Eq. (D.8) of [7].

For a depolarisation channel, we have that, for all intensities
M
E {eaQb } = eiload + e?oa,d + ﬁaE {edepol} + ﬁbE {edepol} - 26iloadei)oad

(3.61)
- 25(1E {edepol} e{)oad - 2ﬂbE {edepol} eiload7

where
2
E {edepol} = gE {edeph} . (362)

3.A.3 MDI-QKD without QMs

Here, we give the formulas that we have used to simulate the no-memory MDI-QKD
with WCP sources.
In general, if Alice and Bob encode in the Z basis and choose intensities a and b,

respectively, the gain and error-rate formulas are given by [32]

Q™ = Qc+ Qe, (3.63)
eab = €aQc + (1 — €a)Qe, (3.64)
where e, represents the total misalignment error probability given by e; =
2emis(1 — emis), and
Qe =2(1 = pa)*e™"2(1 = (1 = pa)e ™/?)(1 — (1 = pa)e~"?)
Qe = 2pa(1 — pa)®e™/?[Io(22) — (1 — pa)e */?]

(3.65)
x = nvVab/2
¢= 77(@ + b)a

where [ is the modified Bessel function of the first kind and n = nng is the total
attenuation between each user and the middle node. If they encode in the X basis,

they are given by [32]

Q" = 2y*[1 + 2y* — dylo(z) + Ip(2x)], (3.66)
€ah = ;b - (1- Qed)yQ[IO(Z:L‘) —1], (3.67)

where
y=(1- pd)e_C/4. (3.68)
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3.A.3.1 Asymptotic regime

In the asymptotic regime, the key rate formula is given by

R < R, [Qfy (1 = Rh(epn)) — fQzh(ez)] . (3.69)

@z and ez are given by Eqgs. (3.63) and (3.64), respectively, by substituting a = b = z.
In the asymptotic regime, we assume that the users are able to obtain perfect estimates

of lel and epp, which are given by

Qfy = 2%e >V, (3.70)
MDI 1 1 2 772
eph = €11.x (M7, €a) = 5 — 5~ (1/2 —eq)(1 — pa)" (1 — 2pa) =, (3.71)
2 Y11 2
where
9
Vir = YNP () = (1 — pa)® % + (4 = 3nH)pa + 4(1 — n)?p3| - (3.72)

3.A.3.2 Finite-key regime

We need to simulate the sets { M} and {E}. In our simulations, we assume that all

measurement counts equal their expected values, that is,
M® = NppQ™® and E™ = e, M, (3.73)

where Qg5 and ey, are given by Eq. (3.63) and Eq. (3.64) for Z-encoded intensities, and
by Eq. (3.66) and Eq. (3.67) for X-encoded intensities, and p,p is the probability that

Alice and Bob choose intensities a and b, respectively.

3.B Finite-key analysis

In this Appendix, we explain the detailed procedure for finding a lower bound on M
and an upper bound on epy in Eq. (3.4). For our finite-key analysis of MDI-QKD
and MA-QKD, we use the analytical estimation procedure introduced in [17], together
with the tighter multiplicative Chernoff bounds introduced in [16]. Also, as in [21],
we estimate the total single photon measurement counts M in both bases using data
in the X basis only. We then link it with M{{ via random sampling analysis. This
allows us to encode decoy intensities in the X basis only, thus wasting fewer rounds for

statistical estimation.
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3.B.1 Background

In the protocol, Alice and Bob emit phase-randomised coherent states of a random
intensity a € {z,w;,ws, v}, where the z intensity is encoded in the Z basis and the rest
of the intensities are encoded in the X basis. Without knowing the basis information,

the output state corresponding to intensity a can be written as
o
Pa = mea ‘n><n‘ ) (374)
n=0

where p,|, is the probability that a pulse of intensity a contains n photons, and |n)
is the n-photon Fock state. For weak laser pulses, we can typically assume a Poisson
distribution for the photon number, in which case, p,|, = a”e~*/n!. While most of our
analysis does not depend on the choice of the probability distribution, we also use the
Poisson assumption for our numerical results. Based on the above diagonal form, for
a pulse encoded in a given basis, the only information available to Eve is its photon
number n. This implies that, instead of the actual protocol, Alice and Bob could have

run the equivalent wvirtual scenario in which

e Alice (Bob) sends a Z-encoded n-photon Fock state with probability p, 7 =
PzDn|z-

e Alice (Bob) sends an X-encoded n-photon Fock state with probability p, x =
Zae{wl,wz,v} DaPnla-
In this virtual scenario, Alice and Bob can wait until after Eve’s attack to assign

each emission of an X-encoded n-photon Fock state to intensity a € {wi,wq, v} with

probability

PaPnla
Pn. X ’
and then “reveal” their intensity choices in the appropriate step of the protocol, so that

Pajn,x = (375)

Eve cannot tell which scenario (actual or virtual) is being performed.

Note that Fock states encoded in different bases are in general partially distinguish-
able to Eve, so Alice and Bob must decide their encoding basis before their emission,
even in the virtual scenario. There is one important exception, however: single-photon
signals encoded in either the X or Z bases are indistinguishable once averaged by their

selection probabilities, since
1

pr =5 [HXH] + 3 [VXV] = 3 [DXD| + 5 |AKA]. (3.76)
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This implies that the users could have replaced their single-photon emissions by the
following purification of p;

1 1
V2 V2
where the first qubit, in |0)-|1) basis, is held by the users and |+) = %(|O> + [1)).

(1) [D) + (=) [4)), (3.77)

[¥1) = — (10) [H) + 1) [V)) =

This allows us to alter our virtual scenario in the following way: when Alice and Bob
both decide to send a single-photon state, they replace their respective emissions by
the generation of |¢)1), and then wait until after Eve’s attack to decide in which basis to
measure their ancilla. This delayed basis choice will allow us to estimate the statistics

of Z-encoded single-photon emissions using X-basis data.

3.B.2 Estimation of MIZ1

The estimation is divided in two steps:

1. Estimation of M1, the total single-photon measurement counts in both basis,

using the decoy state analysis.

2. Estimation of ]\4121 from M1, via a random sampling analysis.

3.B.2.1 Estimation of M,

In our virtual scenario, the users have replaced their decoy-state emissions by Fock
X

nm?

with (n,m) # (1,1), be the set of rounds in which Alice (Bob) chooses the X basis,

sends n (m) photons, and Charlie reports a successful detection. Also, let Mfm =

states, which are only assigned to a particular intensity after Eve’s attack. Let M

|./\/lnXm . After her reports, Alice and Bob will assign each event in M\, to intensities
a,b € {wy,ws,v} with probability
PaPn|a PbPm|b
Pablnm, X = Pa|n,XPbm,X = — (378)
Pn, X Pm,X
where p, x = ¢ {w1,ws,0} PaPnla by the law of total probability. As explained above,

Alice and Bob have also delayed their choice of basis on those rounds in which both

sent a single photon. Let Mj; be the set of rounds in which Alice and Bob sends a
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single photon and Charlie reports a successful detection, and let M;; = |M;;|. The
probability that they assign each event in Mj; to intensities a,b € {z, w1, wa, v} is

PaP1ja PoP1|b

3.79
b1 b1 ( )

Pabj11 = Paj1Pb|1 =

where p1 = ) . (201 w20} PaPnla by the law of total probability. Let M denote the

number of rounds assigned to intensities a,b € {wy, wy, v}. Its expected value is

E[M*) = papjoo,x Moo + Pavjor,x Moy + Pabti M1+ D Papjmn.x My, (3.80)
(m,n)es

where S = {(m,n)|m,n € Z,m,n > 0} — {(0,0),(0,1),(1,1)}. Each of these intensity
assignments is a Bernoulli random variable, and therefore E[M%] is the average value
of the sum of some Bernoulli random variables. The values of M measured by Alice
and Bob correspond to an instance of this sum of Bernoulli random variables.

Let x = > | xi be the outcome of the sum of n independent Bernoulli random
variables y; € {0,1}. Given the observation of the outcome Y, its expectation value
E[x] can be bounded by [16]

EL[X] - H-L(SL,
N (3.81)
EU[X] = 7 U
1—-6V
except with probability e, where 6% and ¢V are the solutions of the equations
ST x/(1+6%)
€ —
1+ 5L)1+5L] —2°
(3.82)

6_5U X/(l_(SU) 1
[0-—6U>*””] I

These solutions can be expressed in terms of the Lambert W function, the inverse of

f(z) = ze*, as follows
5L — Wo(_eln(s/Q—x)/X)

8 = Woa(—emE29 ),
which is useful for their quick numerical computation.

We use Eq. (3.81) to find bounds on E[M?], which by Eq. (3.80) will set constraints

(3.83)

on the values of M and Mj;. Since we are interested in M}, our analysis can be

reformulated as the optimization problem: Find min M7, such that
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EY[M®™] < papjoo,x Moy + Pabjor, x Mgy + pappn M1 + Z Pablmn,x Moy < EV[M®]
(m,n)eS
(3.84)

Va,b € {wi,wy,v}. This problem can be solved using linear optimisation techniques
[17]. In this work, however, we use the computationally faster analytical estimation
method laid out in the Supplementary Note 1 of [17], for Poisson distributed input
signals. Note that to use this analytical method, one needs to define the term Mﬁ

such that
Papji1 M11 = Doy, x M, (3.85)

where pgpp11,x is given by Eq. (3.78), and substitute pgpiiMi1 by pale’XMﬁ in
Eq. (3.84). Then, one can use the results of [17] to find a lower bound on M, and
reuse Eq. (3.85) to turn it into a lower bound M on Mj;.

3.B.2.2 Estimation of Mlz1 from M,

Let M%, be the subset of Mj; in which both users employ the Z basis, and let M# =
|./\/llz1 . By the delayed basis argument, Alice and Bob could decide which events in
M belong to M7, after Eve’s attack. They assign each event in Mj; to M# with

2
PzP1
pzz\ll _( - |Z> . (386)

b1

probability

Let x = >.1 ; xi be the outcome of the sum of n independent Bernoulli random vari-
ables x; € {0,1}. Given the expectation value E[x], the outcome x can be lower-

bounded by [16]
x> x"= (1 ~ 5)5(

5 = In(e) + /[In(e)]? — 81In(e (3.87)

2X

except with probability €.
The lower bound on M is then given by (M) = (1 — &)y, where x = pzzliLl
and ¢ is given by Eq. (3.87).
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3.B.3 Estimation of ey,

The upper bound on epy, is given by

(3.88)

where EZ is the number of phase errors in MZ,, that is, the number of bit errors that
Alice and Bob would have obtained if they had encoded their Z basis single-photon

emissions in the X basis. The estimation of this quantity is divided in two steps:

1. Estimation of E71, the total amount of phase-flip errors in all single-photon emis-

sions.

2. Estimation of Elz1 from F711, via a random sampling analysis.

3.B.3.1 Estimation of Eq;

Let us imagine that, in the virtual scenario, Alice and Bob measure all their pairs of
ancillas in My in the X basis, even those that they have assigned to MZ%,. Let &1
be the subset of Mj; in which they find a phase-flip error, and let Ey; = |€11]. Each
event in &7 is assigned to intensity a,b € {z, w1, ws,v} with probability p,1; defined
in Eq. (3.79).

Also, let X with (n,m) # (1,1), be the subset of M.\ in which Alice and Bob
obtain a phase-flip error. Each event in &£ is assigned to intensity a,b € {wy,ws,v}
with probability p,pjnm,x defined in Eq. (3.78). For a,b € {w1,ws,v}, the expected

value of E,;, with respect to these assignments is
E[E™] = payjoo,x Edo + Pavior, x By + Parjin Brt + Y Pabjmn, x - (3-89)
(m,n)eS

From Egs. (3.81)-(3.83), we obtain bounds E*[E®], EV[E®], and redefine our analysis

as the optimization problem: Find max Fq1 such that

E"EY] < Dapjoo,x Eoo + Pabior, x Boi + Paj11 B+ Y Pabjmn,x Enen < EV[EY],
(m,n)es
(3.90)

Va,b € {w1,ws,v}. Again, this problem can be solved using linear programming tech-

niques, but we use the analytical estimation method in the Supplementary Note 1 of
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[17]. Note that to use this analytical method, one needs to define a term Eﬁ such that

Pabj11E11 = Pab|11,XE1)§7 (3.91)

where pepi1,x is given by Eq. (3.78), and substitute pg11F11 by pabm,XEf‘i in
Eq. (3.90). Then, one can use the results of [17] to find an upper bound on Eif,
and reuse Eq. (3.91) to turn it into an upper bound EY} on FEj.

3.B.3.2 Estimation of ElZ1 from FEq;

By the delayed basis argument, each event in Fy; will be assigned to £ with proba-
bility p..|11, defined in Eq. (3.86).

Let x = > | xi be the outcome of the sum of n independent Bernoulli random
variables x; € {0,1}. Given the expectation value E[x], the outcome y can be upper-

bounded by [16]
x<xV= ( + 5) X

5o In(e) 4+ /[In(e)]? — 81n(e (3.92)

except with probability €.
Finally, an upper bound on E% is given by (E{)V = (1 +§)x, where y = pzszP1
and J is given by Eq. (3.92).
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Chapter 4

Tight finite-key security for
twin-field quantum key

distribution

4.1 Abstract

Quantum key distribution (QKD) offers a reliable solution to communication problems
that require long-term data security. For its widespread use, however, the rate and
reach of QKD systems must be improved. Twin-field (TF) QKD is a step forward
toward this direction, with early demonstrations suggesting it can beat the current
rate-versus-distance records. A recently introduced variant of TF-QKD is particularly
suited for experimental implementation, and has been shown to offer a higher key rate
than other variants in the asymptotic regime where users exchange an infinite number
of signals. Here, we extend the security of this protocol to the finite-key regime, showing
that it can overcome the fundamental bounds on point-to-point QKD with around 10'°
transmitted signals. In many practical regimes of interest, our analysis offers higher key
rates than those of alternative variants. Moreover, some of the techniques we develop

are applicable to the finite-key analysis of other QKD protocols.

4.2 Introduction

Quantum key distribution (QKD) enables two remote parties, Alice and Bob, to gen-

erate a shared secret key in the presence of an eavesdropper, Eve, who may have
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unbounded computational power at her disposal [1-3]. While, ideally, the two parties
can be at any distance, in practice, due to the loss and noise in the channel, point-
to-point QKD is limited to a certain maximum distance at which secret key bits can
securely be exchanged. In fact, the longest distance achieved to date in a terrestrial
QKD experiment is about 400km [4, 5]. The main limitation is the exponential de-
crease of the transmittance, 1, with the channel length in optical fibres. Even with a
high repetition rate of 10 GHz, it would take an average of about two minutes to send
a single photon over a distance of 600km of standard optical fibres, and about 300
years to send it over 1000km [6]. Indeed, fundamental bounds [7-11] on the private
capacity of repeaterless point-to-point QKD protocols show that their secret-key rate
scales at best approximately linearly with 1. A protocol that aims to overcome this
linear scaling must then include at least one middle node. Interestingly, this is not a
sufficient condition. A well-known counterexample is the so-called measurement-device
independent QKD (MDI-QKD) [12], which uses the middle node for an untrusted Bell-
state measurement operation. There are, however, extensions of MDI-QKD that can
improve its rate scaling from 7 to ,/n by either using quantum memories [13, 14] or
quantum non-demolition measurements [15]. Such setups can, in fact, be considered to
be the simplest examples of quantum repeaters [6, 16], which are the ultimate solution
to trust-free long-distance quantum communications [17]. However, even these simple
versions may need more time to be efficiently implemented in practice [18, 19].
Remarkably, the recently proposed twin-field QKD (TF-QKD) [20] can also over-
come this linear scaling while using a relatively simple setup. TF-QKD is related to
MDI-QKD, and it inherits its immunity to detector side-channels. However, it relies on
single-photon, rather than two-photon, interference for its entanglement swapping op-
eration. The secret-key rate of this protocol was first conjectured [20] and then proven
[21, 22] to scale with /7 too, making this approach a strong candidate to beat the
current QKD records [23-26] with today’s technology. The main experimental chal-
lenge is that single-photon interference needs very precise phase stability, which makes
it more demanding than two-photon interference. Also, some of its current security
proofs [21, 22] need Alice and Bob to randomly choose a global phase, and then post-
select only those rounds in which their choices match, which causes a drop in the secret
key rate. Since the original proposal, several variants of TF-QKD have been developed

[27-30], sharing the single-photon interference idea and its consequent /7 scaling, but
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differing in their experimental setups and security proofs. Moreover, some of these vari-
ants have been shown to be robust against phase reference mismatch [28-30], which
simplifies their experimental implementation.

In this paper, we focus on the TF-QKD variant introduced in [28], which has two
key features: (i) it does not need phase post-selection, which results in a higher secret-
key rate; and (ii) it is a convenient option for experimental implementation. Indeed,
many of the current TF-QKD experiments use this variant [23, 24, 26]. One of its
defining characteristics is its unconventional security proof; specifically, its estimation
of the phase-error rate, a parameter needed to bound the amount of key information
that may have leaked to an eavesdropper. In many QKD protocols, the phase-error
rate of the single-photon emissions in one basis can be directly estimated by bounding
the bit-error rate of the single-photon emissions in the other basis. In the above TF-
QKD variant, however, the encoding bases are not mutually unbiased. To estimate the
phase-error rate, the authors in [28] use the complementarity [31] between the “phase”
and the “photon-number” of a bosonic mode. In this case, the security of a bit encoded
in the relative phase of two coherent pulses can be related to the detection statistics
of photon-number states. More specifically, in the asymptotic regime, the phase-error
rate can be bounded by a non-linear function of infinitely many yield probabilities for
even photon-number states [28], which can be estimated via the decoy-state method
[32-34].

While, in the asymptotic regime, the protocol in [28] can offer a higher key rate
than its counterparts, it is not obvious if this advantage will still hold in a practical
setting where only a finite number of pulses is sent. In the finite-key regime, one should
account for possible statistical fluctuations between the true phase-error rate and the
measurement data used to estimate it. There are, however, two challenges in doing
so. The first challenge is that the phase-error rate of the protocol is related to the
measurement statistics of infinitely many combinations of photon-number states; in
practice, one can only obtain bounds for a finite number of them, and dealing with
the unbounded components is not as straightforward as in the asymptotic regime. The
second challenge is that, unlike in many other QKD protocols, the encoding bases are
not mutually unbiased. This opens the possibility that, under a coherent attack by

Eve, the detection statistics of a particular round may depend on the basis choices
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made in previous rounds. Accounting for these correlations makes the analysis quite
cumbersome.

In this work, we provide a rigorous security proof for the protocol in [28] that
accounts for these two issues in the finite-key setting. Our security proof provides a
tight bound on the key rate against general coherent attacks. To overcome the two main
challenges mentioned above, we borrow ideas from the finite-key analysis of MDI-QKD
[35] and the loss-tolerant protocol [36, 37], as well as introduce several methods of our
own. To obtain a tighter result, we employ a recent technique to bound the deviation
between a sum of correlated random variables and its expected value [38], which can
be much tighter than the widely employed Azuma’s inequality [39] when the success
probability is low. Importantly, our numerical simulations show that the protocol can
overcome the repeaterless bounds [8-10] for a block size of around 10'° transmitted
signals in nominal working conditions.

During the preparation of this manuscript, an alternative finite-key security analy-
sis for an identical protocol setup has been reported in [40], using an interesting, but
different, approach. We would like to highlight that our analysis imposes fewer condi-
tions on the setup parameters than that of Ref. [40], and results in a higher key rate
in most practical regimes. In the Discussion section, we compare both approaches. We
also compare our results with those of the sending-or-not-sending TF-QKD protocol
introduced in [30], whose security has recently been extended to the finite-key regime
[41]. We find that for reasonably large block sizes, and sufficiently low phase reference
mismatch errors, the asymptotic key rate advantage of the scheme in [28] is maintained

in the finite-key regime, for most practical ranges of distance.

Results

Protocol description

The setup of the TF-QKD protocol in [28] is illustrated in Fig. 4.1 and its step-by-
step description is given below. Alice and Bob generate quantum signals and send
them to a middle node, Charlie, who would ideally couple them at a balanced 50:50
beamsplitter and perform a photodetection measurement. For simplicity, we assume
the symmetric scenario in which the Alice-Charlie and Bob-Charlie quantum channels

are identical. We note, however, that our analysis can be straightforwardly extended
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Charlie

50:50 beamsplitter

X |tao) X i |+a)
Z : PRCS Z : PRCS

Figure 4.1: Setup of the simple TF-QKD protocol [28] considered in this
work. Alice and Bob generate their sifted key from the rounds in which they both
select the X basis and Charlie declares that a single detector has clicked. The key
bit is encoded in the phase of their coherent state. When the users select the same (a
different) bit, the constructive (destructive) interference at Charlie’s 50:50 beamsplitter
should cause a click in detector D, (Dg). The Z-basis PRCSs are only used to estimate

the phase-error rate of the X-basis emissions.

to the asymmetric scenario recently considered in Refs. [42, 43]. The emitted quantum
signals belong to two bases, selected at random. In the X basis, Alice and Bob send
phase-locked coherent states |+«) with a random phase of either 0 or 7w with respect
to a pre-agreed reference. In the Z basis, Alice and Bob generate phase-randomised
coherent states (PRCSs), which are diagonal in the Fock basis. The X-basis states
are used to generate the key, while the Z-basis data is used to estimate the detection
statistics of Fock states, in combination with the decoy-state method. This is a crucial
step in estimating the phase-error rate of the key, thus bounding the information that
could have been leaked to a potential eavesdropper. The detailed steps of the protocol

are:

(1) Preparation

Alice (Bob) chooses the key-generation basis X with probability px or the

parameter-estimation basis Z with probability pz =1 — px, and

(1.1) If she (he) chooses the X basis, she (he) generates a random bit by (bp),
prepares an optical pulse in the coherent state ‘(—l)bAOz> (‘(—1)b3a>), and
sends it to Charlie.
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()

(1.2) If she (he) chooses the Z basis, she (he) sends an optical pulse in a PRCS
of intensity p, selected from the set u = {uo, p11, . - ., pta—1} with probability

Pu, where d is the number of decoy intensities used.

They repeat step (1) for N rounds.

Detection

An honest Charlie measures each round separately by interfering Alice and Bob’s
signals at a 50:50 beamsplitter, followed by threshold detectors D, and D, placed
at the output ports corresponding to constructive and destructive interference,
respectively. After the measurement, Charlie reports the pair (k., kq), where
ke =1 (kq = 1) if detector D, (Dy) clicks and k. = 0 (kg = 0) otherwise. If he is
dishonest, Charlie can measure all rounds coherently using an arbitrary quantum
measurement, and report N pairs (k., kq) depending on the result. A round is

considered successful (unsuccessful) if k. # kq (ke = kq).

Sifting

For all successful rounds, Alice and Bob disclose their basis choices, keeping only
those in which they have used the same basis. Let Mx (Myz) be the set of
successful rounds in which both users employed the X (Z) basis, and let Mx =
IMx| (Mz = |Mz|) be the size of this set. Alice and Bob disclose their intensity
choices for the rounds in Mz and learn the number of rounds M*" in Mz in
which they selected intensities u € p and v € p, respectively. Also, they generate

their sifted keys from the values of by and bp corresponding to the rounds in

Mx. For those rounds in which k. = 0 and ks = 1, Bob flips his sifted key bit.

Parameter estimation

Alice and Bob apply the decoy-state method to M*”, for u,v € pu, obtaining
upper-bounds Mgm on the number of rounds M,,,, in Mz in which they sent n
and m photons, respectively. They do this for all n,m > 0 such that n + m is
even and n+m < Scyt for a prefixed parameter S.y;. Then, they use this data to
obtain an upper bound N;Ph on the number of phase errors, Ny, in their sifted

keys.

Postprocessing
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(5.1) Error correction: Alice sends Bob a pre-fixed amount Agc of syndrome
information bits through an authenticated public channel, which Bob uses

to correct errors in his sifted key.

(5.2) Error verification: Alice and Bob compute a hash of their error-corrected
keys using a random universal hash function, and check whether they are
equal. If so, they continue to the next step; otherwise, they abort the pro-

tocol.

(5.3) Privacy amplification: Alice and Bob extract a secret key pair (S4,Sp)
of length |S4| = |Sp| = ¢ from their error-corrected keys using a random

two-universal hash function.

4.2.1 Parameter estimation and Secret-key rate analysis

The main contribution of this work—see Methods for the details—is a procedure to
obtain a tight upper-bound N;Jh on the total number of phase errors IV}, in the finite-
key regime for the protocol described above. Namely, we find that, except for an
arbitrarily small failure probability e, it holds that

L Prnm|x
3 D RN e
7=0 n,meIN; pnm|Z

n+m§SCut

XM

p
p

U _
Nph S Nph P

N2

2

Prnm|x T A,

+VMz+ A Z
n,melN;
n+m>Scut

Prm|z

where pp,, x (Pnm|z) is the probability that Alice and Bob’s joint X (Z) basis pulses

contain n and m photons, respectively, given by

2 2
Prmix = [{alm)[*[(alm)], (4.2)
Pnm|z = Z PuPvPn|uPm|vs (43)
vEpR

with py,), = u" exp(—u)/n! being the Poisson probability that a PRCS pulse of intensity
p will contain n photons; INg (IN7) is the set of non-negative even (odd) integers; and A
and A, are statistical fluctuation terms defined in step 4 of subsection “Instructions

for experimentalists”, where we provide a step-by-step instruction list to apply our
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results to the measurement data obtained in an experimental setup. The rest of the
parameters have been introduced in the protocol description.

When it comes to finite-key analysis, there is one key difference between the protocol
considered in this work and several other protocols, such as, for example, decoy-state
BB84 [44], decoy-state MDI-QKD [35], and sending-or-not-sending TF-QKD [41]. In
all the latter setups, when there are no state-preparation flaws, the single-photon com-
ponents of the two encoding bases are mutually unbiased; in other words, they look
identical to Eve once averaged by the bit selection probabilities. This implies that such
states could have been generated from a maximally entangled bipartite state, where
one of its components is measured in one of the two orthogonal bases, and the other
half represents an encoded key bit. In fact, the user(s) could even wait until they learn
which rounds have been successfully detected to decide their measurement basis, effec-
tively delaying their choice of encoding basis. This possibility allows the application of
a random sampling argument: since the choice of the encoding basis is independent of
Eve’s attack, the bit error rate of the successful X-basis emissions provides a random
sample of the phase-error rate of the successful Z-basis emissions, and vice-versa. Then,
one can apply tight statistical results such as the Serfling inequality [45] to bound the
phase-error rate in one basis using the measured bit-error rate in the other basis. This
approach, however, is not directly applicable to the protocol considered here, in which
the secret key is extracted from all successfully detected X-basis signals, not just from
their single-photon components. Moreover, the encoding bases are not mutually unbi-
ased: the Z-basis states are diagonal in the Fock basis, while the X-basis states are
not. This will require a different, perhaps more cumbersome, analysis as we highlight
below.

To estimate the X-basis phase-error rate from the Z-basis measurement data, we
construct a virtual protocol in which the users learn their basis choice by measuring
a quantum coin after Charlie/Eve reveals which rounds were successful. Note that,
because of the biased basis feature of the protocol, the statistics of the quantum coins
associated to the successful rounds could depend on Eve’s attack. This means that the
users cannot delay their choice of basis, which prevents us from applying the random
sampling argument. Still, it turns out that the quantum coin technique now allows
us to upper-bound the average number of successful rounds in which the users had

selected the X basis and obtained a phase error. This bound is a non-linear function
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of the average number of successful rounds in which they had selected the Z basis and
respectively sent n and m photons, with n 4+ m even. More details can be found in the
Methods Section; see Eq. (4.19).

The main tool we use to relate each of the above average terms to their actual
occurrences, Npp and My, is Azuma’s inequality [39], which is widely used in security
analyses of QKD to bound sums of observables over a set of rounds of the protocol (in
our case, the set of successful rounds after sifting), when the independence between
the observables corresponding to different rounds cannot be guaranteed. When using
Azuma’s inequality, the deviation term A scales with the square root of the number of
terms in the sum. In our case, A scales with /Mg, where M is the number of successful
rounds after sifting. For parameters of comparable magnitude to Mjs, this provides us
with a reasonably tight bound. Whenever the parameter of interest is small, however,
the provided bound could instead be loose. This is the case for the crucial term M(% in
Eq. (4.1), as vacuum states are unlikely to result in successful detection events, and thus
the bound obtained with Azuma’s inequality can be loose. This is important because,
in Eq. (4.1), the coefficient associated to the vacuum term is typically the largest. To
obtain a better bound for this term, we employ a remarkable recent technique to bound
the deviation between a sum of dependent random variables and its expected value [38].
This technique provides a much tighter bound than Azuma’s inequality when the value
of the sum is much lower than the number of terms in the sum. In particular, it
provides a tight upper-bound for the vacuum component Myg. In Methods, we provide
a statement of the result and we explain how we apply it to our protocol.

Having obtained the upper-bound egh = Ngh /Mx on the phase-error rate, we show
in Supplementary Note A that, if the length of the secret key obtained after the privacy

amplification step satisfies

1

—1 — 4.4
0g9 46%A7 ( )

2
0 < My [1- h(e}jh)] — Mg — log, =

C

the protocol is guaranteed to be e.-correct and es-secret, with e = y/ + epa; where &
is the failure probability associated to the estimation of the phase-error rate, h(x) =
—zlogyx — (1 — z)logy(1 — x) is the Shannon binary entropy function, and Agc is
number of bits that are spent in the error-correction procedure. Here, our security
analysis follows the universal composable security framework [46, 47], according to

which a protocol is €gc-secure if it is both e.-correct and eg-secret, with €gec < €c + €.
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4.2.2 Instructions for experimentalists

Here, we provide a step-by-step instruction list to apply our security analysis to a

real-life experiment:

(1)

Set the security parameters €. and epa, as well as the failure probabilities €, and
€, for the inverse multiplicative Chernoff bound and the concentration bound for
sums of dependent random variables, respectively. Set Scyt. Calculate the overall
failure probability € of the parameter estimation process, which depends on the
number of times that the previous two inequalities are applied. In general, ¢ =
d?ec+( | S | + 1)2 €a-+€a, where d is the number of decoy intensities employed by

each user. For Syt = 4 and three decoy intensities, we have that ¢ = 9¢. + 10e,.

Use prior information about the channel to obtain a prediction M&é on M&é, the
upper bound on the number of Z-basis vacuum events that will be obtained after

applying the decoy-state method.

Run steps 1-3 of the protocol, obtaining a sifted key of length My, and Z-basis
measurement counts M*” for y,v € p. Let My = Mx + Mz be the number of

successful rounds after sifting.

Use the analytical decoy-state method included in the Supplementary Note B and

the measured values of M* to obtain upper bounds M,ILJ for all n, m such that

m 7
n+ m is even and n + m < Scy. Alternatively, use the numerical estimation

method introduced in the Supplementary Notes of [35].

Set A = \/%MS Ine; ! and A,,,, = A for all n, m except for m = n = 0. Substitute
A, — Mg} in Eq. (4.32) to find parameters a and b. Set

Aoy = [b+ a (2M(% - 1)] VM, (4.5)

M;
Use Eq. (4.1) to find N and set ef} = N /Mx.

Use Eq. (4.4) to specify the required amount of privacy amplification and to
find the corresponding length of the secret key that can be extracted. The key

obtained is €gec-secure, with €gee = €. + €5 and €5 = 1/ + epa.
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4.3 Discussion

In this section, we analyse the behaviour of the secret-key rate as a function of the total
loss. We simulate the nominal scenario in which there is no Eve and Charlie is honest.
In this case, the total Alice-Bob loss includes the loss in the quantum channels as well
as the inefficiency of Charlie’s detectors. We compare the key rate for the protocol
in Fig. 4.1, using the finite-key security analysis introduced in the previous section,
with that of the sending-or-not-sending TF-QKD protocol [30, 41], as well as with
the finite-key analysis presented in Ref. [40]. We also include the asymptotic secret
key capacity for repeaterless QKD systems over lossy channels, known as the PLOB
bound [9], for comparison. It is given by —logy(1 — 7), where 7 is the transmittance
of the Alice-Bob quantum channel, which includes the efficiency of Charlie’s detectors.
While specific bounds for the finite-key setting have recently been studied [10, 48],
in the practical regimes of interest to this work, they numerically offer a negligible
difference to the PLOB bound. The latter has then been used in all relevant graphs for
consistency. To simulate the data that would be obtained in all protocols, we use the
simple channel model described in Supplementary Note C, which accounts for phase
reference mismatch and polarisation misalignment. Also, we assume that both users
employ three decoy-state intensities pg > pq > pa. Since the optimal value ps = 0 is
typically difficult to achieve in practice, we set us = 10™* and optimise the secret-key
rate over the value of ug and p. We also optimise it over the selection probabilities,
as well as over px and .

In our simulations, we model the phase reference mismatch between Alice and
Bob’s pulses by shifting Bob’s signals by an angle ¢ = dppm, where dpn = 9.1%. This
corresponds to a QBER of around 2% for most attenuations, matching the experimental
results in [23]. For brevity, we do not consider the effect of polarisation misalignment in
our numerical results, but one can use the provided analytical model to study different
scenarios of interest. In principle, even if the mechanism used for polarisation stability
is not perfect, one can use polarisation filters to ensure that the same polarisation modes
are being coupled at the 50:50 beamsplitter, at the cost of introducing additional loss.
We assume a per-pulse dark count probability pg = 10~® for each detector. We assume

an error correction leakage of Agc = fMxh(ex), where ey is the bit error rate of the
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sifted key, and f is the error correction inefficiency, which we assume to be f = 1.16. For
the security bounds, we set €, = €, = 10710, and for simplicity we set € = epa = € /3.

In Fig. 4.2, we display the secret key rate per pulse achievable for different values
of the block size, N, of transmitted signals. It can be seen that the protocol could
outperform the repeaterless bound for a block size of around 10'° transmitted signals
per user, at an approximate total loss of 50 dB. For standard optical fibres, this cor-
responds to a total distance of 250 km, if we neglect the loss in the photodetectors.
At a 1 GHz clock rate, it takes only around ten seconds to collect the required data.
For a block size of 10! transmitted signals, the protocol can already outperform the
repeaterless bound for a total loss ranging from 45 dB to over 80 dB. By increasing NN,
we approach the asymptotic performance of the protocol. We note that our choice of
dark count probability, pq = 10~%, may be conservative, since a dark count rate of 1
c.p.s, corresponding to pg = 107? with a repetition rate of 1 GHz, which may be achiev-
able with state-of-the-art SSPD [49]. In Supplementary Note D, we show an additional
graph for of pq = 107%. We find that, for sufficiently large block sizes, the maximum
distance increases when the dark count probability decreases. Interestingly, however,
this is not the case for N = 100, for which the two curves are almost identical.

The dependence of the secret key rate on the block size N has been shown in Fig. 4.3,
at a fixed total loss of 50 dB and for several values of the phase reference mismatch dpp,.
In all cases, there is a minimum required block size to obtain a positive key rate. This
minimum block size can be even lower than 10° in the ideal case of no phase reference
mismatch, and it goes up to around 10'° at dph = 20%. There is a sharp increase in the
secret key rate once one goes over this minimum required block size, after which one
slowly approaches the key rate in the asymptotic limit. The latter behaviour is likely
due to the use of Azuma’s inequality. One can, nevertheless, overcome the repeaterless
bound at a reasonable block size in a practical regime where ¢, < 15%. At higher
values of total loss this crossover happens at even larger values of dpy,.

In Fig. 4.4, we compare the performance of our protocol with that of the sending-
or-not-sending TF-QKD protocol presented in [30, 41]. To compute the results of the
sending-or-not-sending protocol, we have used the analysis in [41], after correcting a
mistake present in Appendix A of that work. Namely, according to Eqgs. (S14) to (S19)
of Ref. [50], if the failure probability of the phase-error rate estimation is &, then the
smooth max entropy term in the left-hand side of Eq. (A5) should be H VZ instead

max
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Figure 4.2: Secret key rate obtainable as a function of the channel loss. We
consider different values of the block size N, which represents the total number of
rounds in the protocol. The overall Alice-Bob loss includes the loss in both quantum
channels and in Charlie’s detectors. The simulation parameters are stated in the main

text.

of HE,.. In the asymptotic regime, the protocol considered in this work outperforms
the sending-or-not-sending protocol at all values of total loss. For a block size of 10'?
transmitted signals, this is still the case up to 80dB of total loss, after which the key
rate is already lower than 107° bits per pulse for both protocols. For a block size of
10'9 transmitted signals, however, the curves for the two protocols cross at around
55dB, after which the sending-or-not-sending protocol offers a better performance.
This behaviour is due to the different statistical fluctuation analyses applied to the
two protocols. As explained in the Result section, the single-photon components in
the sending-or-not-sending protocol are mutually unbiased, allowing for a simpler and
tighter estimation of the phase-error rate. This is not the case for our TF-QKD protocol,
for which this estimation involves the application of somewhat looser bounds for several
terms in Eq. (4.1). We conclude that for sufficiently large block sizes, and a sufficiently
low phase reference mismatch, the protocol considered in this work maintains its better
key-rate performance over the sending-or-not sending variant. We note that for smaller

block sizes and higher values of phase reference mismatch, this comparative advantage
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Figure 4.3: Secret key rate obtainable as a function of the block size N. We
assume a total loss of 50 dB and consider several values of the phase reference mismatch

dph. All other simulation parameters are stated in the main text.

is reduced, or even inverted in some regimes. For completeness, in Supplementary Note
D, we provide additional simulation results for a broader range of parameter values.
Finally, in Fig. 4.5, we compare our results with those of the alternative analysis
in [40]. To compute the secret-key rate of the latter, we use the code provided by the
authors, except for the adjustments needed to match it to the channel model described
in Supplementary Note C. It can be seen that, in most regimes, the analysis introduced
in this paper provides a higher key rate than that of [40]. Moreover, we remark that
the security proof presented in [40], in its current form, is only applicable when the
state generated by the weakest decoy intensity uo is a perfect vacuum state of intensity
p2 = 0. The security analysis presented in this work, however, can be applied to
any experimental value of po, and we assume a value of ps = 10~%, which may be
easier to achieve in practice. That said, the security proof in [40] adopts an interesting
approach that results in a somehow simpler statistical analysis. In particular, unlike in
the analysis presented in this paper, the authors in [40] do not estimate the detection
statistics of photon-number states as an intermediate step to bounding the phase-
error rate. Instead, they show that the operator corresponding to a phase-error can be

bounded by a linear combination of the Z-basis decoy states. While this linear bound is
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Figure 4.4: Comparison between this work (solid) and sending-or-not-sending
TF-QKD [30, 41] (dashed). We consider different values for the block size N of

transmitted signals. All other simulation parameters are stated in the main text.

asymptotically looser than the non-linear formula in Eq. (4.1), it allows the application
of a simpler statistical analysis based on a double use of Bernoulli sampling. Given
that the finite-key analysis of a protocol could be part of the software package of a
product, we believe that the additional key rate achievable by our analysis in many
regimes justifies its slightly more complex approach.

In conclusion, we have proven the security of the protocol proposed in Ref. [28], in
the finite-key regime and against coherent attacks. Our results show that, under nom-
inal working conditions experimentally achievable by today’s technology, this scheme
could outperform the repeaterless secret-key rate bound in a key exchange run of around
ten seconds, assuming a 1 GHz clock rate. In terms of key rate, it would also outper-
form other TF-QKD variants, as well as alternative security proofs, in many practical

regimes of interest.

4.4 Methods

In this section, we introduce the procedure that we use to prove the security of the

protocol, referring to the Supplementary Notes when appropriate. For notation clarity,
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Figure 4.5: Comparison between this work (solid) and the alternative analysis
in [40] (dashed). We consider different values for the block size N of transmitted

signals. All other simulation parameters are stated in the main text.

we assume the symmetric scenario in which Alice and Bob employ the same X-basis
amplitude o and the same set of Z-basis intensities p, which is optimal when the Alice-
Charlie and Bob-Charlie channels are identical. However, the analysis can be applied

as well to the asymmetric scenario [42, 43] by appropriately redefining the parameters

Pnm|X and Pnm|z-

4.4.1 Virtual protocol

To bound the information leakage to Eve, we construct an entanglement-based virtual
protocol that is equivalent to the actual protocol. In this virtual protocol, Alice and
Bob measure their local ancilla systems in a basis that is conjugate to that used to
generate the key. We refer to the error rate of the virtual protocol as the phase-error
rate epn. The objective of the security analysis is to find an upper-bound egh such that
Pr (eph > egh) < . In Supplementary Note A, we show how this can be used to prove
the security of the key obtained in the actual protocol.

In the virtual protocol, Alice replaces her X-basis emissions by the preparation of

the state .
X)) a0 = E(HM @) + =) al—)y), (4.6)
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where A is an ancilla system at Alice’s lab, a is the photonic system sent to Eve, and
|£) = %(|0> +|1)); while Bob replaces his X basis emissions are by a similarly defined
[Vx) g, After Eve’s attack, Alice and Bob measure systems A and B in the Z basis
{|0),|1)}, which is conjugate to the X basis {|+),|—)} that they would use to generate
the key. It is useful to write the state in Eq. (4.6) as

[¥x) a0 = 10)41C0)q + 1) A 1C1)q (4.7)
where |Cp) and |C}) are the (unnormalised) cat states
1 1

Co) = 2o} + 1=a)). 1C1) = L) ~|-a). (1.8

Alice’s Z-basis emissions are diagonal in the Fock basis, and the virtual protocol

replaces them by their purification

02) a0 = D /Priz In) a0} (4.9)
n=0

where pp |z = zueg PuPn|y is the probability that Alice’s Z basis pulse contains n
photons, averaged over the selection of . Unlike in the actual protocol, in the virtual
protocol Alice and Bob learn the photon number of their signals by measuring systems
A and B after Eve’s attack.

Lastly, Alice’s emission of |¢x) 4, with probability px and [¢z) 4, with probability
pz is replaced by the generation of the state

V) A ta = VPX 0) 4, [Vx) a0 + VP2 1) 4 [V2) 40> (4.10)

where A is a quantum coin ancilla at Alice’s lab; while Bob’s is replaced by an equally
defined [)) g_p;,- Alice and Bob measure systems A. and B, after Eve’s attack, delaying
the reveal of their basis choice. The full description of the virtual protocol is the

following:

(1) Preparation

Alice and Bob prepare IV copies of the state |¢) = [¢) 4 4, ®[¥) g_p, and send all

systems a and b to Eve over the quantum channel.
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(2)

(4)

(5)

Detection

Eve performs an arbitrary general measurement on all the subsystems a and b
of \¢)®N and publicly announces N bit pairs (k., kq). Without loss of generality,
we assume that there is a one-to-one correspondence between her measurement
outcome and her set of announcements. A round is considered successful (un-
successful) if k. # kg (ke = kq). Let M (M) represent the set of successful

(unsuccessful) rounds.

Virtual sifting

For all rounds, Alice and Bob jointly measure the systems A. and B, learning
whether they used the same or different bases, but not the specific basis they
used. Let My (Mg) denote the set of successful rounds in which they used the

same (different) bases.

Ancilla measurement

(4.1) For all rounds in Mg, Alice (Bob) first measures the system A. (B.) in
{10}, 1)}, learning her (his) choice of basis. If the result is |0) , (|0)p ), she
(he) measures system A (B) in {|0),[1)}; if the result is [1) , (|1)p ), she
(he) measures system A (B) in the Fock basis.

(4.2) For all rounds in Mg, Alice (Bob) measures the systems A, (B.) and A (B),

using the same strategy as in step 4.1.

Intensity assignment

For all rounds in M in which Alice (Bob) obtained [1) 4, (|1)p_), she (he) assigns
each n-photon state to intensity u with probability p,,.

Classical communication

For all rounds in M, Alice and Bob announce all their basis and intensity choices
over an authenticated public channel.

Estimation of the number of phase errors

Alice and Bob calculate an upper bound on Ny}, using their Z basis measurement

data.
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Two points from the virtual protocol above require further explanation. The first
is that, in the real protocol, Bob flips his key bit when Eve reports k. = 0 and k; = 1.
This step is omitted from the virtual protocol, since the X-basis bit flip gate o, has
no effect on Bob’s Z-basis measurement result. The second point concerns step 5
which may appear to serve no purpose, but it is needed to ensure that the classical
information exchanged between Alice and Bob is equivalent to that of the real protocol.
The term p,,,, is the probability that Alice’s (Bob’s) Z-basis n-photon pulse originated

from intensity u, and it is given by

o = PPl (4.11)
ZuEHpUp"W

4.4.2 Phase-error rate estimation

We now turn our attention to Alice and Bob’s measurements in step (4.1) of the virtual
protocol. Let u € {1,2, ..., Mg} index the rounds in M, and let &, denote the measure-
ment outcome of the u-th round. The possible outcomes are £, = X;;, corresponding to
|00) 4. |i7) o, Where 4,5 € {0,1}; and &, = Zum, corresponding to [11) 4 p |n,m) 4p,
where n and m are any non-negative integers. Note that the outcomes [10) a.p, and
|01) 4.8, are not possible due to the previous virtual sifting step. A phase error oc-
curs when &, € {Xgo, X11}. In Supplementary Note E, we prove that the probability
to obtain a phase error in the u-th round, conditioned on all previous measurement

outcomes in the protocol, is upper-bounded by

2 1 2
Pnm| X

({u S {Xoo,Xll}‘}—u 1 p% § : [ E : \/ o Pr (gu = nm|]:u—1) 5
Pz 7=0 L nmeN; Prm|z

(4.12)
where F,,_1 is the o-algebra generated by the random variables &1, ..., &,—1, INg (IN7) is
the set of non-negative even (odd) numbers, and the probability terms py,,,, x and pp, z
have been defined in Eqs. (4.2) and (4.3). In Eq. (4.12), for notation clarity, we have
omitted the dependence of all probability terms on the outcomes of the measurements
performed in steps (2) and (3) of the virtual protocol.

Applying the concentration bound in Eq. (4.30), we have that, except with proba-

bility &,
M

Nph < ZPI“ (fu S {X()OyXll}’fu—l) + A, (4.13)

u=1

153



4.4 Methods

where Npp is the number of events of the form &, € {Xoo, X11} in Mg, and A =
1/ %Ms Ine; ! is a deviation term. Similarly, from Eq. (4.30), we have that, except with

probability e,,
M

> Pr (€ = Zum|Fu1) < Mym + A, (4.14)

u=1
where M, is the number of events of the form &, = Z,,, in M. As we will explain
later, this bound is not tight when applied to the vacuum counts Myg. For this term,
we use the alternative bound in Eq. (4.33), according to which, except with probability

€ay

My
> Pr(6u = ZoolFu-1) < Moo + Aco. (4.15)

u=1

In this case, the deviation term is given by

Ago = [b+ a (2%()0 - 1)] VM, (4.16)

S

where a and b can be found by substituting A, by M(% in Eq. (4.31).

Now we will transform Eq. (4.12) to apply Egs. (4.13) to (4.15). Let us denote the
right-hand side of Eq. (4.12) as f(py), where pj, is a vector of probabilities composed
of Pr(§y = Zpm|Fu—1) Yn,m. If we expand the square in f(py), we can see that all
addends are positive and proportional to ,/pip2, where p; and py are elements of p,

implying that f(p,) is a concave function. Thus, by Jensen’s inequality [51], we have

1 1
_ py) < i D | - 4.1
EOWOENES v (1)
After taking the average over all rounds M on both sides of Eq. (4.12), applying
Eq. (4.17) on the right-hand side, and cancelling out the term 1/M; on both sides of

the inequality, we have that

Ms
Z Pr (&, € {Xoo0, X11}|Fu-1)

u=1

) (4.18)

1 M

)
Pz 550 | nmen; \ PrmlZz 5

We are now ready to apply Egs. (4.13) to (4.15) to substitute the sums of proba-
bilities in Eq. (4.18) by Npn and M,,,,. However, note that, in their application of the
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decoy-state method, Alice and Bob only estimate the value of M,,, for terms of the
form n 4+ m < Scut, so it is only useful to substitute Eq. (4.14) for these terms. With

this in mind, we obtain

P% o [Prm| x
Nph_Agixz [ Z e V Mnm‘i’Anm
Prm|z

n,melN;
n+m<Scut

2
+ Z pnm|X ZP éu — an‘fu 1) ] )

n,meN; pnm\Z
n+m>Scut

(4.19)

where A, = A except for Agg.
We still need to deal with the sum over the infinitely many remaining terms of the

form n 4+ m > Scyt. For them, we apply the following upper bound

M M
ZPr<£u: nm’fu—l) SZPr(Eu:Z’fu—l) <Mz +A, (4-20)
u=1 u=1

where &, = Z denotes that Alice and Bob learn that they have used the Z basis in the
uth round in Mg; and My is the number of events of the form £, = Z obtained by
Alice and Bob. In the last step, we have used Eq. (4.30), using an identical argument
as in Eq. (4.13). When we apply Eq. (4.20) to Eq. (4.19), we end up with the term

S AL A= VM A Y [P (4.21)
n,meN, Pnm|z nmeN, Pnm|z
n+m>Secut n+m>scut

It can be shown that the infinite sum in Eq. (4.21) converges to a finite value if
max{u} > o, (4.22)

Substituting Eq. (4.20) into Eq. (4.19), and isolating Ny, we obtain

2 1
p Prm|x
§Z[ Y VAT A -
pZ j n,meN, Pnm|z
+ <Scu
et ) (4.23)
pnm|X
Mz+A > o +A.
n,meIN; nm|
n+m>Scut

Note that the right hand side of Eq. (4.23) is a function of the measurement counts
Mm, which cannot be directly observed. They must be substituted by the upper
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bounds MY = obtained via the decoy-state analysis, as explained below. After doing
so, we obtain Eq. (4.1). The failure probability e associated to the estimation of Ny
is upper-bounded by summing the failure probabilities of all concentration inequalities
used. That includes each application of Eqgs. (4.30) and (4.33), which fail with proba-
bility €,; and each application of the multiplicative Chernoff bound in the decoy-state
analysis, which fails with probability .. In the case of three decoy intensities and

Scut = 4, we have € = 9¢. + 10e,. In our simulations, we set . = ¢, for simplicity.

4.4.3 Decoy-state analysis

Since Alice and Bob’s Z-basis emissions are a mixture of Fock states, the measurement
counts M, have a fixed value, which is nevertheless unknown to them. Instead, the
users have access to the measurement counts M*Y, the number of rounds in Mz in
which they selected intensities 1 and v, respectively. To bound M,,,,, we use the decoy-
state method [32-34]. This technique exploits the fact that Alice and Bob could have
run an equivalent virtual scenario in which they directly send Fock states |n,m) with
probability py, 7, and then randomly assign each of them to intensities y and v with
probability

Pulnm = Zm, (4.24)
where py, = pupy and ppmju = PnjuPmjv- In particular, each of the instances in which
Alice and Bob chose the Z basis, sent n and m photons, and Eve announced a detection
is assigned to intensities p and v with a fixed probability p,, |nm, even if Eve employs a
coherent attack. This implies that these assignments can be regarded as an independent

Bernoulli trial, and M*" can be regarded as a sum of independent Bernoulli trials. The

average value of M* is

o0
E[M“”] — Z puy‘annm' (425)
n,m=0
In the actual protocol, Alice and Bob know the realisations M of these random
variables. By using the inverse multiplicative Chernoff bound [52, 53|, stated in Sup-
plementary Note F, they can compute lower and upper bounds EX[AM#¥] and EV[M*]

for E[M*"]. These will set constraints on the possible value of the terms M,,,. We are
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interested in the indices (7, j) such that i + 7 < Scyt and ¢ + j is even, and an upper

bound on each M;; can be found by solving the following linear optimisation problem

max M;;

s.t. Vu,v EY MMV Z pwj|nm nms
n,m=0 (426)

M/“/ Z pul/|nm nm-

n,m=0

This problem can be solved numerically using linear programming techniques, as
described in the Supplementary Note 2 of [35]. While accurate, this method can be
computationally demanding. For this reason, we have instead adapted the asymptotic
analytical bounds of [42, 54] to the finite-key scenario and used them in our simulations.
The results obtained using these analytical bounds are very close to those achieved by
numerically solving Eq. (4.26). This analytical method is described in Supplementary
Note B.

4.4.4 Concentration inequality for sums of dependent random vari-
ables

A crucial step in our analysis is the substitution of the sums of probabilities in Eq. (4.18)
by their corresponding observables in the protocol. Typically, this is done by applying
the well-known Azuma’s inequality [39]. Instead, we use the following recent result
[38]:

Let &1,...,&, be a sequence of random variables satisfying 0 < & < 1, and let A; =
22:1 &u. Let Fp be its natural filtration, i.e. the o-algebra generated by {1, ...,&}.
For any n, and any a, b such that b > |al,

iE(gu|fu,1) — A, > [b ta <22 - 1)] f] < exp [W] . (4.27)

Pr
(1+55)

u=1

By replacing & — 1 — & and a — —a, we also derive

[ ZE (EulFuz1) = [b+a<22—1>] ﬁ] < exp [W] (4.28)

In our analysis, we apply Egs. (4.27) and (4.28) to sequences i, ...,&, of Bernoulli
random variables, for which E(&,|F,—1) = Pr(§, = 1|Fu-1)-
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Now, if we set a = 0 on Egs. (4.27) and (4.28), we obtain

Pr

Ap =) Pr(&y=1|Fyq) > b\/ﬁ] < exp [-2b7]
u=1

(4.29)
Pr

ZPr(gu =1|Fu1) — Ap > b\/ﬁ] < exp [-2b7] .
u=1

This is a slightly improved version of the original Azuma’s inequality, whose right-hand
side is exp [—%bﬂ. Equating the right hand sides of Eq. (4.29) to &,, and solving for b,

we have that

ZPI‘ (gu = 1‘517 "'7§u—1) S ATL + A?
u=t (4.30)

A’n S ZPI’ (Eu = 1|§17 "'7€u—1) + A:
u=1

with A = /3nln ea !, and where each of the bounds in Eq. (4.30) fail with probability
at most €,.

The bound in Eq. (4.30) scales with /n, and it is only tight when A,, is of comparable
magnitude to n. When A,, < n, one can set a and b in Eq. (4.27) appropriately to obtain
a much tighter bound. To do so, one can use previous knowledge about the channel to
come up with a prediction A, of A,, before running the experiment. Then, one obtains
the values of a and b that would minimise the deviation term if the realisation of A,,

equalled Ay, by solving the optimisation problem

min

—2(b* —a?) | (4.31)
(1+ 5.%)? v
b > |al.

The solution to Eq. (4.31) is

3 (72\/5[\71(71 — /~\n) Ineqg — 16n3/21n2 ¢, + 9v2(n — 2/~\n)\/—n2 In EG(QAH(H — f\n) —2nln Ea)>

a = )

4(9n — 81Iney)(9An (n — Ap) — 2nlne,) (4.32)
\/18a2n — (1602 + 24ay/m + 9n) Inq
b= :
3v2n
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After fixing a and b, we have that

n

D Pr(&y=1&, . &u1) < An+ A (4.33)

u=1

except with probability €,, where
2A,
A= [b +a <n — 1>] Vvn. (4.34)

In our numerical simulations, we have found the simple bound in Eq. (4.30) to be
sufficiently tight for all components except the vacuum contribution Myg. For this
latter component, we use Eq. (4.33) instead. However, note that the users do not know
the true value of My, even after running the experiment. Instead, they will obtain an
upper-bound Mé{) on My via the decoy-state method, and they will apply Eq. (4.33)
to this upper bound. Therefore, to optimise the bound, the users should come up with
a prediction M(% on the value of M) that they expect to obtain after running the
experiment and performing the decoy-state analysis, and then substitute A,, — M(% in
Eq. (4.31) to obtain the optimal values of a and b. To find M(%, one can simply use
their previous knowledge of the channel to come up with predictions MM of MM and

run the decoy-state analysis using these values to obtain M(%.

Data availability

All data generated in this study can be reproduced using the equations and methodology
introduced in this paper and its Supplementary Notes, and are available from the

corresponding author upon reasonable request.
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Chapter 5

Twin-field quantum key
distribution with fully discrete

phase randomization

5.1 Abstract

Twin-field (TF) quantum key distribution (QKD) can overcome fundamental secret-
key-rate bounds on point-to-point QKD links, allowing us to reach longer distances than
ever before. Since its introduction, several TF-QKD variants have been proposed, and
some of them have already been implemented experimentally. Most of them assume
that the users can emit weak coherent pulses with a continuous random phase. In
practice, this assumption is often not satisfied, which could open up security loopholes
in their implementations. To close this loophole, we propose and prove the security of a
TF-QKD variant that relies exclusively on discrete phase randomization. Remarkably,
our results show that it can also provide higher secret-key rates than an equivalent

continuous-phase-randomized protocol.

5.2 Introduction

Quantum key distribution (QKD) allows two users, Alice and Bob, to generate a shared
secret key in the presence of an eavesdropper, Eve, with unlimited computational power.
Despite its great potential, QKD has yet to overcome important practical problems

before it is ready for widespread use. One of the most important challenges is how
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to perform QKD at long distances, given that, in optical fibres, the loss increases
exponentially with the channel length. Even with a GHz repetition rate, it would
take 300 years to successfully send a single photon over 1000 km of standard optical
fibres [1]. Another crucial issue is to guarantee that a particular implementation of a
QKD protocol is secure. That is, we have to show that QKD implementations satisfy all
assumptions made in their corresponding theoretical security proof, or to devise security
proofs that match the realities of QKD experiments. In this work, we address the latter
issue for twin-field QKD (TF-QKD) [2], one of the key candidates for improving key-
rate scaling with distance.

Fundamental bounds show that the key rate of repeaterless QKD protocols scales
at best linearly with n [3], where 7 is the transmittance of the channel connecting
Alice and Bob. TF-QKD breaks this limitation, offering a key rate that scales with
/1. The key enabling idea behind the operation of TF-QKD is to effectively generate
an entangled state between the two users in the space spanned by vacuum and single-
photon states. To do so, we need a repeater node that performs entanglement swapping,
using single-photon interference, as well as phase stability across the channel, to make
sure the generated state is in the desired superposition form. This approach requires
only one photon to survive the path loss over half of the channel, thus the improved
scaling with distance. Note that TF-QKD is not the only protocol that achieves this
scaling. Other protocols, inspired by quantum repeater structures, can achieve the
same key-rate scaling by using quantum memories [4, 5] or quantum non-demolition
measurements [6]. However, TF-QKD is, experimentally, in a more advanced state than
such alternatives. In fact, certain variants of TF-QKD have already been implemented
[7-10], and a distance record exceeding 500 km has already been achieved [11, 12]. The
issue of implementation security is crucially relevant for these experiments.

One of the main constraints on a QKD system is given by the type of optical encoder
needed in the implementation of the protocol. Its corresponding security proof would
then need to address such practical constraints. The single-photon version of TF-QKD
has a simple theoretical description [13], but it is difficult to implement in practice.
Thus, a significant research effort has focused on developing practical variants [13-16]
in which the users encode weak coherent pulses (WCPs). These variants differ in their
protocol descriptions and/or security proofs, but, so far, all of them rely on the decoy-

state method [17]. That is, they either use decoy states in their key mode [14, 15],
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i.e., to generate the key, and/or in their test mode [13, 16], i.e., to estimate Eve’s side
information on the key.

Conventional decoy-state techniques require the emission of phase-randomized co-
herent states (PRCS), and assume that the users are ideally able to randomize the
phase of their pulses continuously and uniformly. This is, however, difficult to achieve
in practice. Experimentally, there are two approaches to randomize the phase of a
coherent pulse: passive and active. Passive randomization consists of turning the laser
off and then on again to generate the PRCS. In addition to the impracticality of this
approach in a high-speed QKD system, it is hard to guarantee experimentally that the
generated phase genuinely follows a uniform distribution [18]. In fact, experiments have
shown that, in practice, there are phase correlations between adjacent pulses [19, 20].
In an active randomization procedure, a phase modulator is used, in combination with
a random number generator. This approach fits the TF-QKD variant of Refs. [13, 16]
very well, since one already needs a phase modulator to produce the phase-locked coher-
ent states emitted in the key mode. However, it randomizes the phase over a discrete,
not continuous, set of values. Thus, none of these two approaches necessarily satisfy
the assumptions of the decoy-state method, which could open security loopholes in the
experimental implementations of TF-QKD.

In this work, we address this security loophole, by proposing and proving the secu-
rity of a TF-QKD variant that relies exclusively on discrete phase randomization. Note
that the use of discrete randomization has already been considered in Ref. [18], in the
context of a decoy-state BB84 protocol, where it was treated as a source flaw. Its au-
thors found that, for the decoy-state BB84 protocol, the secret key rate obtainable using
discrete randomization is always strictly worse than using continuous randomization,
although the former quickly approaches the latter as the number of discrete random
phases increases. In fact, in that protocol, one can obtain a performance reasonably
close to the continuous case using as few as ten discrete random phases. However, it
is not immediately clear whether this behaviour would hold for the TF-QKD variants
in [13-16], given that: (i) their security proofs are quite diverse, and some of them
very different from that of decoy-state BB84; and (ii) in TF-QKD, both users emit
quantum states, and thus the source flaw is present in both users. In fact, recent works
have found that the security issue arising from flawed sources that leak information has

a much bigger impact in measurement-device-independent (MDI) QKD [21] than in
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BB84 [22]. In principle, the same could be true for other kinds of source imperfections,
such as the use of discrete phase randomization.

The quantum phase of our TF-QKD variant is similar to that of Ref. [13], with
the main difference being that we use discrete, not continuous, phase randomization
in test mode. However, unlike in the case of decoy-state BB84 [18], we find that our
key rate does not simply approach that of Ref. [13] as the number of phase slices
increases. Instead, perhaps surprisingly, we can actually obtain higher secret-key rates
than Ref. [13], with as few as eight discrete random phases. The reason is that discrete
randomization allows us to postselect the test-mode rounds in which the users’ phase
choices exactly matched, i.e., they were exactly the same, or their difference was exactly
w. As we will see, this postselected data allows for a tighter estimation of the phase-
error rate. Intuitively, this is because, in TF-QKD, it is advantageous if the users
share the same global phase reference, something that can be equivalently achieved by
postselection.

We note that the concept of phase postselection has appeared in other TF-QKD
variants [14, 15, 23], although in combination with continuous-phase-randomized sig-
nals. Refs. [14, 15] postselect the signals with a similar, not identical, phase. This
introduces challenges in the security analysis, and it is not clear if this approach could
be used for the type of TF-QKD variant considered in this work. Ref. [23] assumes
that signals with an identical phase are postselected. While certainly interesting from
a theoretical point of view, this protocol is not implementable in practice, since Al-
ice and Bob will never choose exactly the same phase when using continuous phase
randomization.

Similarly to other protocols that rely on discrete randomization [18], we use nu-
merical techniques as part of our security proof. In particular, inspired by the work of
Ref. [24], we use semidefinite programming (SDP) techniques to estimate the phase-
error rate. We note that, in Ref. [24], the authors already apply their generic numerical
technique to prove the security of a TF-QKD protocol with discrete phase random-
ization. However, in practice, their procedure can only be applied when just a few
discrete random phases are used, since the number of constraints grows very quickly
as the number of phase values increases. Here, we exploit the particularities of our

protocol to introduce an analysis that uses a much smaller number of carefully chosen
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constraints, and is efficient even with a large number of discrete phases. This allows us

to investigate how the key rate improves when increasing the number of phase values.

5.3 Methods

5.3.1 Protocol description

Our protocol is very similar to that of Refs. [13, 16]. Alice and Bob send quantum
signals to an untrusted middle node Charlie, who (ideally) interferes them at a bal-
anced 50:50 beamsplitter, performs a photodetection measurement, and reports the
outcome. These signals belong to one of two “modes”, key and test, selected at ran-
dom. Key-mode emissions are used to generate the raw key, while test-mode emissions
are used to estimate Eve’s side information. In key mode, the users send phase-locked
coherent states ‘:l:\/ﬁ> In test mode, the users send phase-randomized coherent states
of different intensities. Unlike in Refs. [13, 16], the phases of the test-mode states are
randomized over a discrete set, rather than a continuous range. The detailed protocol

steps are the following:

(1) Preparation

Alice (Bob) randomly choose the transmission mode, key or test, and

(1.1) If she (he) chooses key mode, she (he) generates a random bit by (bp),
prepares an optical pulse in the coherent state |(—1)°4\/z) (|(=1)°2/k)),
and sends it to Charlie.

(1.2) If she (he) chooses test mode, she (he) selects a random intensity 5, (5p) €
{B1,.-+,Ba—2, 1, Bv}, where d is the number of intensities, p is the same
intensity used in key mode, and 8, = 0 is a vacuum intensity. Then, she (he)
selects a random phase 6, (6;) = 2”7"”, where m € {0,1,2,...,M —1} and M
is the number of random phases, prepares the state }meiea> (‘\/,8>bei9b>),

and sends it to Charlie.

(2) Detection

An honest Charlie interferes Alice and Bob’s signals at a 50:50 beamsplitter, fol-
lowed by threshold detectors D. and Dy, placed at the output ports corresponding
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to constructive and destructive interference, respectively. A round is considered
successful if exactly one detector clicks, and unsuccessful otherwise. After the
measurement, Charlie reports whether or not the round was successful, and, if it

was, he reports which specific detector clicked.

(3) Sifting
For all successful rounds, Alice and Bob disclose their choices of key mode or

test mode, keeping only data from those in which they have used the same mode.

Then,

(3.1) They calculate the gain pgycc of their key mode rounds, and generate their
sifted keys from the values of b4 and bp corresponding to these rounds.
Then, they publicly disclose a small random subset of their sifted keys.
With this information, they estimate the fraction of the sifted key, psame|suce
(Paiff|succ); that originated from emissions in which their phase choices agreed
(disagreed). Bob then flips his sifted key bits corresponding to the rounds
in which Dy clicked. Based on that, Alice and Bob estimate the bit error

rate epit.

(3.2) For all values of 3, Alice and Bob calculate the gains {Qg} of the test mode
rounds in which they both used intensity 8 and the same phase 6, = 6.
They also calculate the gains {Qg} of the rounds in which they both used
intensity 8 and opposite phases 0, = 0, £+ 7.

(4) Parameter estimation
Alice and Bob use the values of {Qs3} and {Q;} to estimate the amount of key
information I4g that may have been leaked to an eavesdropper.

(5) Postprocessing

Alice and Bob perform error correction and privacy amplification to obtain a

secret key.

Since this is a discretely-modulated MDI-type protocol, in principle, one could di-

rectly use the numerical techniques of Ref. [24] to prove its security. However, the SDP
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in Ref. [24] requires one constraint, in the form of an inner product, for each combina-
tion of emitted states. The number of different states in this protocol can make such an
approach infeasible in practice. Namely, since Alice and Bob send [(d — 1)M + 1]? dif-
ferent joint states !, one needs to solve the dual problem of an SDP with [(d — 1)M + 1]*
inner-product constraints, plus the constraints related to the measurement results of
the protocol. Thus, even for M = 4 and d = 3, the simplest case considered in the nu-
merical results of this paper, one needs to solve a SDP with more than 6561 constraints.
For M = 12 and d = 3, the number of constraints grows to more than 390625. This
can make the implementation of such techniques infeasible on conventional computers
[25, 26].

In the following, we provide a security analysis that requires to solve the dual
problem of two SDPs with only (d—1)(d—2)M+2d+ M —1 constraints each. That is, for
the examples considered above, we have SDPs with 17 and 41 constraints, respectively,

which can be quickly solved using any commercial off-the-shelf laptop.

5.3.2 Security analysis

In our security analysis, we consider the asymptotic scenario in which the users emit
an infinite number of signals. Also, for simplicity, we assume collective attacks. We
note that, in the asymptotic regime, security against collective attacks implies security
against general attacks, thanks to results such as the postselection technique [27].

We consider the virtual protocol in which Alice replaces her key mode emissions by

the generation of the state

) a0 = ;5 (10) 4 WA, + 1) 4 |—VA),) (5.1)

where A is a virtual qubit ancilla that she keeps in her lab, and a is the photonic
system sent to Charlie; and Bob replaces them by a similarly defined [1)) 5,. We assume
that Eve controls not only the quantum channels, but also the untrusted middle node
Charlie, and the announcements he makes. As mentioned in the protocol description,
for each round, Alice and Bob expect to receive two announcements: whether the

round was successful, and, if so, whether Charlie obtained constructive or destructive

!To compute the number of states, note that the set of test-mode states contains the set of key-mode
states, so one only needs to count the former. Also, when Alice or Bob choose the vacuum intensity,

they send the same vacuum state, independently of their choice of random phase.
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interference. However, the latter announcement only determines whether or not Bob
flips his sifted key bit, which does not affect Eve’s side information on Alice’s key. Thus,
from a security standpoint, we can describe Eve’s collective attack as a two-outcome
general measurement { My, M jb} on the photonic systems ab, where M, (M ({b) is
the Kraus operator corresponding to the announcement of the round as successful
(unsuccessful). Conditioned on a successful announcement, Alice and Bob obtain a

state, A
i Mgy |¢>Aa |¢>Bb

v = ;
‘ >AaBb \/m

. 2
where psuce = HMab V) aq |1U) Bb” is the probability that Eve announces a key mode

(5.2)

round as successful.

In our virtual protocol, after Eve’s announcements, Alice and Bob perform the
joint measurement {Ogame; Odift }> With Ogame = [00)(00] 45 + [11)(11] 5 and Ogig =
|01)01| , 5+ |10)10| 4 5, on the ancillas corresponding to the successful rounds, learning
whether they used the same or different phases. Note that this is a valid virtual
protocol step, since it commutes with the Z-basis measurement that Alice and Bob
would perform to generate their sifted keys. Depending on the result of their joint

measurement, they will obtain one of the two post-measurement states

Wame) = 100) 43 Mab | \/12), |v/7)y + [11) ap Mab |—/7), | =/,

same/ — 2\/m (53)
N 01) 4 My ‘\/'E>a |_\//j>b +110) 45 My ‘_\/ma ’\//7>b
|Waifr) = : (5.4)

2 v/ Psucc,diff

where Psuce same = PsuccPsamelsuce (Psuce,diff = PsucePdiffjsucc) i the probability that Alice
and Bob use the same (different) phases in a key mode round and Eve reports the

round as successful. This allows us to define the quantities

€ph,same — H AB<++|\I’same>||2 + || AB<__|\I’same>||2v (5-5)
ephdit = || AB{(+H+HVaim)]| + | ap{(——|Yan)|, (5.6)

where eph same (€ph.diff) is the phase-error rate of the successful key mode rounds in
which Alice and Bob used the same (different) phases. Eve’s side information of the

sifted key (per key bit) can now be bounded by

Izg < psame\succh(eph,same) + pdiff|succh(eph7diff)7 (57)
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where h(z) = —zlogyx — (1 — ) logy(1l — ) is the Shannon binary entropy function.
The secret key rate that Alice and Bob can distill is

R > psuce [1 —IaE — fh(ebit)] s (5'8)

where f is the error correction inefficiency.
The objective of our security analysis is to obtain upper bounds on epp same and
eph,diff, using the the data obtained in the test rounds. The procedure is very similar

for both terms; we will first explain eph same-
5.3.2.1 Estimation of epp same

First, we rewrite Eq. (5.3) as

‘\I’ ) _ (|++> + ’__>)AB Mab |)‘6V‘3H>ab + (H—_) + ‘_+>)AB Mab |>‘0dd>ab (5 9)
e 2\/ Psucc,same ’ .

with [Aeven),p and |Aodd),, being unnormalized states defined as

[Aeven)qp = %(W@a Vi, + 1=V, | = [ An)ap (5.10)

nelNg

Modd>ab=%(|\/ﬁ>a|\/ﬁ>b—l—f> V) = X /P Anda (5.11)

nclNy

where INg (INy) is the set of non-negative even (odd) numbers, |Ay),, is the n-photon

two-mode Fock state defined by

1
An) = ——(at + 17 00) , | 5.12
’ >ab \/W( ) ’ >ab ( )
and
—2 n
po_e ey (5.13)
n|u n ;

follows a Poisson distribution of average 2u. Combining Eq. (5.5) and Eq. (5.9), we

have that
1

2psucc,same

~ 2
Mab ’ )\even > ab

€ph,same = (514)

Finding a way to estimate the quantity in Eq. (5.14) is critical for our security proof.

One possible approach would be to apply the Cauchy—Schwarz inequality to show that

Z NGRS (5.15)

n€lNg

H Mab ‘ )\even ab
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. 2
where Y,, = HMab IAn) ap

Alice and Bob used continuous phase-randomization on their test mode emissions, and

is the yield probability of the state |\,) ;. Let us assume that

kept only the data from the events in which they use the same intensity and the same
phase. Then, the resulting post-selected state, given that they both chose intensity 3,

can be expressed as
o) VA (e (VB

where P53 follows a Poisson distribution and is given by Eq. (5.13). Then, one could

- Z P”\ﬂ |/\n><)\n‘ab 5 (516)
n=0

apply the standard decoy-state method to estimate the yield probabilities Y;,, Vn € N,
and plug these in Eq. (5.15) to estimate ephgame in Eq. (5.14). Essentially, this is
the approach of Ref. [23]. However, note that if Alice and Bob use continuous phase-
randomization, the probability that they select exactly the same phase 6 is zero, and
the resulting protocol is not implementable in practice.

Here, we use the same test-mode phase-postselection idea as in Ref. [23], but we
employ discrete phase randomization, which results in a protocol that is actually im-

plementable. In this case, Eq. (5.16) becomes
1 M-l 21 21 21
m=0
M-1
— 8
- Z Pn mod M
n=0

where pg is the post-selected state when Alice and Bob both used intensity 8 and the

< 56 2i17vrIm

ab
(5.17)

B B
)‘n mod M><)\n mod M ‘ ’
ab

same phase [18]. In Eq. (5.17), we have that

PMl+ B
AnmodM> Z —Mreelp ‘)‘Ml+n>ab7 (518)
nmodM
meodM = Z PMl+n|ﬁ- (519)
=0

and P, g is given by Eq. (5.13). Note that for the vacuum intensity 3,, we have

PB, = ‘AgznodMX)‘g?nodM‘ab = [Ao)Aolap - (5.20)

)‘ﬁmodM> in Eq. (5.17) have a slight
dependence on the intensity 5. Thus, their yield probabilities,

3 R 2
YnmodM = HMab ) (521)

Unlike the states |A,) in Eq. (5.16), the states

B
)\n mod M >
ab
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are not necessarily equal for two different intensities 81 and (2, which prevents us
from applying the standard decoy-state method. Instead, we use a similar idea as in
Ref. [24], defining the Gram matrix G of the set of Eve’s post-measurement states,
and constructing a semidefinite program in which the objective function and all the
constraints are linear functions of entries of G. In our case, we define GG as the Gram
)\imodM>}, VB e T and n € {0,1,...., M — 1}, where T

is the set of all test-mode intensities, except vacuum. The entries of G are Gy; = (i|j),

matrix of the vector set {Mab

where |i) denotes the i-th element of the vector set.

Our objective function is Eq. (5.14), which we can write as

1

2psucc,same

<Aeven’M;rbMab‘)\even> . (5'22)

€ph,same —
By re-expressing |Aeven) and |Aoqq) in Egs. (5.10) and (5.11) as

M-1
|)\even>ab: Z m‘AZmodM>ab’

’VZE_]NO

|>‘Odd ab — \/ P#modM |)\nmodM>ab’

nE]Nl

(5.23)

it becomes clear that the right-hand side of Eq. (5.22) is a linear function of elements
of G.

Our constraints are the following:

e Taking the norm squared of both sides of Eq. (5.3), and solving for psucc same, We

obtain
1 N 1 NP
Psucc,same = 5 <)\even‘MabMab‘)\even> + 5 <)\odd’MabMab‘)\odd> . (5-24)
e From Eq. (5.17), we have that
Qﬁ _ Z n mod M nmodM’ (525)

where () is the measured gain of the state pg. Note that Yf mod 1 18 a (diagonal)

element of G, thus Eq. (5.25) is a linear function of elements of G.
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e Using the trace distance inequality [18], we obtain

g g 51,6 '
anlnodM - YnfnodM < m, (5 26)
where
2 e P 2 2
B2 — | (NP B _ Ml+n|f Mi+n|p
i (T [ P \/ PP ‘ R
=0 nmod M nmod M

e Our next constraint is based on the inequality

B B B1,8 B1,8 B B
Y modnr S1 =Y hoan + 2\/Fn1 A= F) (=Y hoam) Yo mod M
+ Fp oy 1),

n

(5.28)

which holds when YnﬁfnodM < F/"P2 [28]. This bound is tighter than the trace
distance inequality in Eq. (5.26), but cannot be directly added to the SDP, since
it is a non-linear function of Ynﬁ 2 od a» an element of G. The only exception is the

case n = 0 and [y = ,, since from Eq. (5.20), we have that

Yoﬁr;odM = Yo = Qg,, (5.29)

and Qg,, the gain of the vacuum intensity, is directly measurable from the proto-
col. Thus, substituting n =0, 81 = 8, 82 = B, and YOB;OdM = (@, in Eq. (5.28),

we have the inequality

Yomoans < 1—Qg, +2¢F§’ﬁv<1 — FyP) (1 - Qp,)Qs, + FY ™ (2Qp, —1), (5.30)

which is a linear function of Ybﬂ mod A+ Equation (5.30) holds when Qg, < Fg Po
which should always happen in practice, since (Jg, ~ 0 and Ff B 1,

e For our final constraints, we use the fact that Yf mod v < 1, ¥n, 8. To reduce the

number of constraints, we only include the case § = p.

Combining everything, we have that our upper-bound on ey}, same is the solution of
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the following SDP:

1 NP
max o <>‘8V€n|MibMab|)\even> s.t

G 2psucc,same

1 TN 1 IR
Psucc,same = 5 <)\even|]\4'r Mab|)\even> + = <)\0dd‘Mleab|>\odd> 5

2
Qﬂ - Z n mod M nmodM7 VBET’ (531)

Y ou <1l VYne{0,.,M—1};

Y oans = Yo < \/mu VB1,B2 €T, ne{0,....M —1};

Yy nodnr < 1—Qp, + 2\/ FyP (1= FP) (1 - Qp,)Qp, + FY " (2Qp, — 1), VB ET;

where T = {f1, ..., Bq—2, 1} is the set of all test-mode intensities, except vacuum.

5.3.2.2 Estimation of ey, gir

The procedure to estimate epy qi is very similar to that of epp same. In this case, we

rewrite Eq. (5.4) as

(H++) = =0 a5 Mab Naven)ap + (=) = [+=) a5 Mab [Asaad s
2, /Psuce,dift

where [\l en)qp and |AJq),, are unnormalized states defined as

(5.32)

|V i) =

Y

Noven) =§<wﬁ>a|—ﬁ> i, Vi)
= 3 ccmmalmly= D" \/Pu A )y (5.33)

n+meNg nelNg

}A;dd>ab=§<|\/ﬁ>a|—\/ﬁ> V), VA
B Z Cntm [1)q [m),, = Z \/ Pyt [ A Do (5.34)

n+melNy n€lNy

|\ ) ap is the n-photon two-mode Fock state defined by
_ 1
das = ot

is given by Eq. (5.13). In this case, the state after post-selecting the test

(al —b")™(00),, , (5.35)

and an

mode emissions in which Alice and Bob both used intensity 5 and opposite phases
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O =0p£m=01is

211Tm 2iTm 2iTm 2iTm
=y V) B (Ve (e
Mol (5.36)
8 B, B,
- Z anodM )\nmodM><)\ modM‘
n=0
where
8- PMz+n|5
A'n1rnodM> Z |A l+n>ab ) (537)
nmodM
P, is given by Eq. (5.13), and PfjmodM is given by Eq. (5.19).
Similarly as in the previous subsection, we re-express |A ) and ‘/\;d d> as
even ab — Z \V nmodM >\nr;odM> ’
”@NO (5.38)
odd Z \/ P;LLLmodM nmodM> ’
nE]Nl
and define
67 Y /87_ 2
YnmodM = HMab )\nmodM>ab (539)

This time, we define G as the Gram matrix of the vector set { My, )\g’;od M }, and
follow a similar procedure as in the last subsection to construct the objective function

and the constraints. In the end, we have that our upper-bound on ey, gig is the solution
of the following SDP:

g T< even Moy M Aen) 5.
N 1
Psuce,diff = <)‘even| b‘)‘even> 2 <)‘ dd ab ab})\odd>
Z n mod M nr7nodIW7 VB ET; (540)

Y am <1, Yne{0,...M—1};

Yo =Y <L FPP B B e T, ne {0, M —1};
Yimodn <1 Q5 +2\/Fﬁ Pl = PO (1= Q)Qp, + FS7 (2Q5, — 1), VB ET;

where FP172 is given by Eq. (5.27) and T = {f1,. .., Ba—2, u} is the set of all test-mode

intensities, except vacuum.
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5.4 Numerical results

Here, we simulate the secret key rate obtainable as a function of the overall Alice-Bob
loss, which includes the inefficiency of Charlie’s detectors, for different values of M,
the number of random phases. For the sake of our numerical simulations, we assume
that there is no eavesdropper, and we only model the imperfections in the system to
simulate the values one may obtain in a real experiment. We assume a misalignment
error rate of 2%, matching the results of a recent experiment [7], and a dark count
probability of 10~® per pulse. In all curves, we assume that Alice and Bob use three
different test-mode intensities {31, i, 8y}, where 3, = 0 is a vacuum intensity and pu is
the same intensity used in key mode. We optimize over the value of p and 1, with
the condition that u, 37 > 10~%. This condition is motivated by the fact that it is
experimentally difficult to produce a laser pulse with a very small, but fixed, intensity.

In our channel model, we make the additional assumption that, when Charlie ob-
tains a click on both detectors, he announces the round as successful, and randomly
chooses which detector he reports as having clicked. While this is a slight deviation
from the protocol described in Section 5.3.1, it greatly simplifies all gain and yield
formulas, at the cost of introducing some additional errors. In the low-loss regime,
when double clicks are relatively common, this assumption slightly lowers the key rate
obtainable. At medium to high losses, when the probability of a double click is almost

zero, the effect vanishes. Under this assumption, we have that
Qp=Qz = (1—d)(1—e V¥ 4 2de™>VP), (5.41)

where d is the dark count probability of each detector, and 7 is the overall Alice-Bob
loss. Moreover, psuce = Qu, and Peamelsuce = Pdiffjsuce = 1/2, due to the symmetry of

the setup. The bit error rate of the sifted key is given by
ebit = (1 — d)emis - (emis - d)€_2\/ﬁ“’ (542)

psucc

where epis is the misalignment error probability. To obtain a reliable upper bound on
€ph,same aNd eph giff, We need to substitute the above values in Eq. (5.31) and Eq. (5.40),
and numerically solve the dual problem of each SDP [24, 29]. Note that, due to the
symmetry assumed in our channel model, the SDPs in Eq. (5.31) and Eq. (5.40) end

up being identical; in our simulations, we only solve their dual problem once, since its
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solution provides an upper-bound on both epp, same and epp qig. To solve this SDP dual
problem, we have written a MATLAB program that uses the CVX toolbox [30], which
we run on a commercial laptop.

In Fig. 5.1, we see that the protocol can overcome the repeaterless bound [3] with as
few as four random phases. For the ideal case of M — oo, we use Eq. (5.15), assuming
that Alice and Bob are somehow able to estimate the exact values of Y,,, Vn, using the

data collected in test mode. These values are given by Yy = 2d(1 — d) and, for n > 0,

Y, =(1—d)(1—(1—n)?+2d(1—n)"). (5.43)

As explained in the discussion following Eq. (5.15), the case of M — oo is not actually
implementable in practice, but it provides an upper-bound on the secret key rate ob-
tainable for finite values of M. Notably, Fig. 5.1 shows that one can get very close to

this ideal scenario with only M = 12 random phases.
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Figure 5.1: Secret key rate for our discrete-phase-randomized protocol at different
values of M, in comparison to fundamental bound for repeaterless QKD systems

—logy(1 — n), where 7 is the overall Alice-Bob transmissivity.

In Fig. 5.2, we compare the results of our protocol with those of Ref. [13], one of
the best performing TF-QKD variants, in both the asymptotic [31] and finite-key [32]
regimes. The comparison is interesting because the quantum phase of Ref. [13] is almost
identical to ours, the only difference being their use of continuous phase randomization

in test mode. Thus, Fig. 5.2 directly compares the performance of the discrete and
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continuous randomization approaches. Remarkably, we obtain higher secret-key rates
using discrete phase randomization, as long as one uses eight random phases or more.
This may sound surprising at first instance, but it is justified by the fact that, for
the same value of 1, we can obtain a tighter estimation of the phase-error rate in the
discrete-phase version, thanks to the test-mode phase postselection. This can be seen
in Fig. 5.3(a), where we compare the upper-bound on the phase-error rate of the two
protocols for a fixed value p = 0.06. In a practical setting, one would optimize over
the value of u, in which case the two protocols result in similar bounds for the phase-
error rate, see Fig. 5.3(b). But, this will be achieved at a higher value of u for our
protocol, see Fig. 5.3(c), which results in a higher gain, see Fig. 5.3(d), and hence a

higher secret-key rate.
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Figure 5.2: Comparison between the results of this work and those of Ref. [13], which
uses continuous phase randomization in its test-mode emissions. For simplicity, to
compute the results in [13], we assume that Alice and Bob’s test-mode rounds provide
perfect estimates of the yield probabilities Y,,,, for n4+m < 4, while the rest are upper-
bounded by one. This is an ideal scenario and, as shown in [13], the results will be
slightly worse once one considers the imperfect estimates that result from the use of a

finite set of decoy states, as we do for the results in this work.
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Figure 5.3: Comparison between the value of some terms in our analysis, for the ideal
case M — oo, and the analysis in Ref. [13]. (a) Upper-bound on the phase-error rate,
assuming a fixed value p = 0.06. (b) Upper-bound on the phase-error rate, for the
value of u that optimizes the key rate in each analysis. (c¢) Value of p that optimizes
the key rate in each analysis. (d) Key mode gain for the value of p that optimizes the

key rate in each analysis.

5.5 Conclusion and discussion

Most previous variants of TF-QKD have relied on the emission of weak laser pulses with
a continuous random phase, which is difficult to achieve and certify in practice. Here,
we have proposed a practical TF-QKD variant that uses discrete phase randomization
instead. Its security proof relies on post-selecting the test-mode rounds in which the
users’ phase values exactly matched, which is not practically possible with a contin-
uous randomization approach. Consequently, our discretely-randomized protocol can
actually result in higher key rates than an equivalent protocol based on continuous
randomization. This is interesting, given that discrete randomization is usually consid-
ered to be a source flaw. In fact, previous analyses of decoy-state QKD with discrete

randomization [18] obtained strictly worse results than their continuous counterparts.
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Our security proof relies on a customised version of numerical techniques for MDI-
QKD protocols based on semidefinite programming, which has a substantially reduced
complexity as compared with the generic approach.

There are several ways by which we can improve our analysis to account for addi-
tional imperfections in a real implementation. For instance, in our analysis, we assume
that the users can modulate the phase of their pulses precisely. It would be interesting
to find out how they key-rate bounds change when the phase modulator, while fully
characterized, is imperfect. Also, we have considered the asymptotic regime in which
Alice and Bob run the protocol for infinitely many rounds. It remains an open ques-
tion whether discrete randomization could still offer an advantage in a finite-key setting.
Since state-of-the-art numerical finite-key proofs can only prove security tightly against
a restricted class of eavesdropping attacks [33, 34], important developments are needed
before we can rigorously answer this question.

We note that, shortly after the first version of this manuscript was uploaded to
the arXiv, Zhang et al uploaded another manuscript [35] proposing an alternative TF-
QKD protocol with discrete phase randomization. The main difference seems to be
that in our protocol, only two phases are encoded in key mode, while in their proposal,
M phases are encoded in the key mode, i.e. as many as in the test mode. This
symmetry simplifies the phase-error rate formula. However, while the secret key rat