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Abstract

This thesis investigates the application of the Active Networks (ANs) paradigm
in congestion control. ANs provide an alternative paradigm to solving network
problems by allowing the network elements to perform computation. Thus, the AN
is a promising paradigm to shorten the deployment time of new protocols.

Congestion control is a vital element for the Internet to avoid undesirable situ-
ations such as congestion collapse. The complexity and importance of congestion
control has attracted many researchers to approach it in different ways, i.e. queuing
theory, control theory, and recently game theory (pricing).

This thesis is concerned with the performance evaluation of AN-based congestion
control protocols which have been classified according to their modes of operation,
i.e. unicast, multicast single rate, and multicast multirate protocols. The research
phase includes modelling and simulation experiments with the ns-2 network simu-
lator.

The first area of interest in this thesis is unicast congestion control protocols. We
integrate, run, and test the novel active queue management called Random Early
Marking (REM) over an AN-based unicast congestion controlled network called
Active Congestion Control Transmission Control Protocol (ACC TCP). It can be
concluded that the implementation of the ANs paradigm in congestion control, en-
hanced by the application of REM queuing policy, improves the performance of the
network in terms of its low buffer occupancy and stability compared with the one
using Random Early Detection (RED) queue management algorithm.

Results of simulation studies comparing the performance of conventional pro-
tocols with those of AN-based protocols are presented. We investigate the TCP-
friendliness behaviour of an AN-based single rate multicast congestion control called
Active Error Recovery/Nominee Congestion Avoidance (AER/NCA), which uses
active services to recover from loss at the point of loss and assists the congestion
control. The use of AN helps the multicast application to achieve optimal data
rates. We compare the results of AER/NCA TCP-friendliness to those of a sin-
gle rate multicast protocols called Pragmatic General Multicast Congestion Control
(PGMCC). Our simulation revealed that AER/NCA achieves the desirable property
of TCP-friendliness. We also calculated AER/NCA’s fairness index.

For multicast multirate congestion control protocols we compare an adaptive
AN-based layered multicast protocol called ALMA (Active Layered Multicast Adap-
tation) with a non active network-based one called Packet-pair Receiver-driven Lay-
ered Multicast (PLM). ALMA performs layered multicast congestion control using
AN approach, whereas PLM uses packet-pair techniques and fair scheduler. Ex-
periments results shows that ALMA reacts differently from PLM in sharing the
bottleneck link with CBR and TCP flows. We found that ALMA has fast con-
vergence properties and provides flexibility to manage the network using the price
function. Our experiments show that ALMA is not a TCP-friendly protocol and
has a low inter-protocol fairness index.
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Chapter 1
Introduction

The objective of the work presented in this thesis is to evaluate unicast and multicast
Active Network-based congestion control protocols. We will describe the interest of
the work by outlining the background, objectives, scope and contributions of the

work in this chapter.

1.1 Research Motivation

The dramatic expansion of the global information infrastructure today can largely
be attributed to the strength and simplicity of the Internet Protocol (IP). However,
there are many problems encountered in today’s Internet such as the difficulties of
integrating new technologies and standards into the shared network infrastructure,
poor performance due to redundant operations at several protocol layers, and dif-
ficulty in accommodating new services in the existing architectural model. As the
Internet grows, the demand to provide advanced networking abilities such as rapid
network service deployment, robust network security and flexible network manage-
ment, and Quality of Services (QOS), has become a big challenge for the networking
research community. The concept of programmable network technologies has been
introduced to overcome this problem. This is conducted by segregating the comput-
ing and the routing capabilities of the network nodes, by means of separating the
communication hardware from the control software. The programmable network
technologies can be classified into Active Networks (ANs)!, open programmable in-

terface technologies, and hybrid networks (embracing both approaches). Two major

L Active Network is a kind of programmable network due to the capability of the intermediate
nodes to be programmed. Therefore, in this thesis Active Networks and programmable networks
are used to point out the same idea.
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communities, DARPA? and IEEE?® Communication Society Open signalling working
group (Opensig) have contributed their efforts on the next generation networking
technology to meet the above challenges since 1994.

Active Networks (ANs) were initiated by DARPA, whereas the IEEE Opensig
group has focused more on signalling, middleware and service creation through their
PIN (Programming Interface for Networks) P1520 project. Both Active Networks
and open programmable networks paradigms are aiming towards enabling new and
flexible Internet applications and services, as well as improving end-to-end perfor-
mance for existing ones. It can be said that AN is a form of programmable network
due to the programmability of the active nodes. In this thesis, our work is more fo-
cused on ANs rather than the programmable network based on the Opensig society’s
direction.

ANs are not just passive carriers of bits but provide the capability for the user
to inject customised programs into networks [159]. The active nodes will be able
to modify, store, and redirect the user data flowing through the network. ANs al-
low executable content to be delivered to network elements through active packets
or capsules. They provide a programmable network Application Programming In-
terface (API). The dynamic control enabled by ANs allows services to be tailored
to the current network conditions. These services will improve the performance
seen by applications. In ANs in which intermediate nodes (routers/switches) are
programmable, the network has a computational engine ready to be programmed
and adapt to changes. New protocols can be developed to take advantage of the
flexibility of the AN-based systems.

Examples of applications that can benefit from such AN approaches are multicast
video distribution, quality of service support, caching and network management [69].
Web proxy caches and firewalls are the most familiar real life ANs applications that
can be found today.

In the current Internet Protocol (IP), all components such as packet format and
addressing scheme have been standardised. Changing anything in IP would normally
require hardware replacement (router and IP switches). As opposed to the current
network (Internet), AN nodes can execute different programs provided by the users
or the network managers. The new paradigm of AN permits packets to carry their
own network service and to compute that service within the infrastructure [150].

ANs have an abstract layer supported on all devices. Incorporating innovation

2US Defense Advance Research Project Agency
3Institute of Electrical and Electronics Engineers
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means downloading those new services into the infrastructure. In conjunction with
the existing infrastructure, active nodes can coexist with legacy nodes by tunnelling,
in the same way as Multicast Backbone (MBONE) tunnels through ‘non-multicast
aware’ routers.

During the last few years, ANs have been one of the state of the art topics in
networking. The AN architecture, which includes the active node operating system,
execution environment, and active applications, has become mature. More AN
prototypes have been proposed and tested for inclusion in the AN testbed.

The problem of congestion has been considered a high priority topic in computer
networks, and it became more urgent to be solved with the growth of the Internet
and its applications, as well as the limitation of the shared resources. Congestion
control is necessary when the resources in a network need to be allocated such that
the network operation performance can reach an acceptable level when the demand
exceeds or is near the capacity of the network resources [82]. Figure 1.1 shows
the throughput as a function of offered load, in which we can see how congestion
avoidance, congestion recovery, and congestion collapse happen. Congestion collapse
is a state where any increase in the offered load leads to a decrease in the useful
work done by the network [68]. Congestion avoidance mechanism is implemented
when packet loss is detected. Generally congestion control algorithms use packet

loss to detect congestion.
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Figure 1.1: Throughput as the function of the offered load (Overview to congestion
collapse, recovery and avoidance) [68]

Congestion control is necessary to avoid congestion collapse happening in the

Internet. If the current Internet traffic which is based on best effort continues to
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grow, measures must be taken to ensure a congestion control mechanism exists in
every protocol. ANs paradigm will help the congestion control mechanism imple-
mentation due to the availability of computational power in the intermediate nodes,
in which some kind of intelligence can be installed.

The Internet performance perceived by the users depends largely on the perfor-
mance of the Transmission Control Protocol (TCP), due to the fact that TCP is
the most widely used transport layer protocol in the Internet. Although the perfor-
mance dynamics of TCP over traditional networks are relatively well understood,
the research community is only beginning to explore the TCP performance impli-
cations for the emerging and future networking environments [76]. This thesis will
explore the dynamic performance of TCP over ANs, both for unicast and multicast
congestion control protocols.

In recent years, a few AN-based congestion control protocols have been proposed
in the literature. The effectiveness of these proposed active services has to be val-
idated, and there are tools considered for this purpose, i.e. mathematical analysis
and computer simulation. Mathematical analysis of the ANs can be very complex.
This approach requires the assumption of simplification in some system’s character-
istics, which can lead to inaccuracy and unrealistic models. Therefore many new
protocols are proposed in the form of network simulations or prototypes.

Simulation plays a vital role in characterising the behaviour of the current In-
ternet and the possible effect of the proposed changes. Simulation is beneficial in
exploring new protocol proposals for the Internet that have not yet been realised.
This thesis will focus on the evaluation of AN protocols, specifically unicast and
multicast congestion control protocols.

The focus of this thesis is to evaluate several ANs and congestion control proto-
cols. The modes of operations of the Internet can be classified into unicast, multicast
single rate, and multicast multirate protocols. All unicast protocols are obviously
single rate, in which data is sent point-to-point at a single rate. Multicast protocols
enables efficient data transmission from a sender to many receivers. Multicast pro-
tocols can be either single rate or multirate (layered multicast). A layered multicast
protocol enables multiple multicast groups to transmit data at different rates for a
diverse set of receivers.

We evaluate one protocol for each kind of stream. In our work on unicast pro-
tocols, we implement a new Active Queue Management (AQM) mechanism called
Random Early Marking (REM) [6] in an AN environment. The work on multi-

cast single rate was focused on the protocol’s dynamic behaviour and the TCP-
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friendliness issue. The work on multicast multirate compared the protocol to the
non-active one. We also address the pricing issue in the context of AN-based layered
multicast congestion control protocols. Pricing has been used in the AN-based lay-
ered multicast protocol studied in this work, in which the bandwidth is considered
as a scarce resource. Congestion control is performed by comparing the price with

the budget in making layer pruning and subscribing decisions.

1.2 Thesis Objectives

The goal of this research is to use performance evaluation techniques in investi-
gating the application of ANs to overcome the congestion control problem. The
performance evaluation and extension of the current Internet protocols with the
inclusion of advanced issues in networking will contribute to the general body of
knowledge on the Internet protocols’ behaviour.

It is the objective of this research programme to study the ANs advances in
architectures, implementations and deployment of new services, in attempting to
solve the problem of congestion control. We will use network simulation as a research
methodology to evaluate the performance of the AN-based unicast and multicast
congestion control protocols.

In order to address the issue faced by the next generation unicast and multicast

protocols based on the ANs paradigm, this work will address several key areas:

[K1] Survey of the existing ANs and congestion control research to identify

key problem areas.

[K2] The evaluation of unicast, multicast single rate, and multicast multirate
protocols and identification of the problems which exist in each conges-

tion control protocol.

[K3] The simulation of several AN-based congestion control protocols to cover
advanced issues such as TCP-friendliness, active queue management,

layered multicast protocols, and pricing.

1.3 Scope of Thesis

The scope of the research includes the ANs paradigm advances and their implica-

tions in solving the network congestion control problem. The applications found in
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literature to solve the network congestion problem (such as TCP congestion control)

are among the interests of this research. The provision of an evaluation framework

of AN-based congestion control protocols is also within the scope of this research.

The applications that benefit from the flexibility provided by ANs are investigated.
The scope of this thesis is:

1. the evaluation of an AN-based unicast congestion control protocol called Ac-
tive Congestion Control Transmission Control Protocol (ACC TCP) [47, 49].
In this work we extend the existing AN-based protocol by modifying it to sup-
port the implementation of a new active queue management algorithm called
Random Early Marking (REM).

2. the evaluation of an AN-based single rate multicast congestion control protocol
called Active Error Recovery/Nominee Congestion Avoidance (AER/NCA)
protocol [88]. In this work we focus on the TCP-friendliness of the protocol
and its comparison with a non-AN-based congestion control protocol such as
Pragmatic General Multicast Congestion Control Protocol (PGMCC) [135].

3. the evaluation of an AN-based multirate multicast congestion control proto-
col called Active Layered Multicast Adaptation (ALMA) [186, 187]. In this
work we compare the ALMA protocol with a non-AN one such as Packet-pair
Layered Multicast (PLM) [102].

Figure 1.2 illustrates our research scenario in which the relationship between the
three modes of operations in the Internet (unicast, single rate multicast, and mul-
tirate multicast), ANs, congestion control, and ns-2 simulator, are shown. In this
work we considered two Active Queue Management algorithms called Random Early
Detection (RED) [63] and Random Early Marking (REM). More details on ns-2 sim-
ulator, RED and REM can be found in Chapter 2.

1.4 Methodologies

The research methodology is based on the following:

1. Modelling and experimental design. It is necessary to perform modelling in
order to create a framework in which to evaluate the characteristics of AN-
based protocols in the form of simulations. Experimental design is required
to plan precisely the experiments that will be conducted according to the

objectives of the research.
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Figure 1.2: Research scenario

2. Simulation. In this step, the simulation model is implemented using a network
simulator. Multiple scenarios of traffic behaviour in an AN environment are

simulated and the congestion control approaches are evaluated.

3. Performance evaluation and validation. The performance of the implementa-
tion of the ANs paradigm’s simulation to different traffic flows is evaluated.
The model and simulation scenarios need to be validated to ensure that the
obtained results are valid. The validation stage is conducted after completion
of each step.

1.5 Major Contributions
The major contributions of this work include:

[C1] Introduction and implementation of the REM active queue management
algorithm in unicast AN-based congestion control protocols. Since the
introduction of REM in 1999, this queue management scheme has gener-

ated a lot of research interest due to its novel approach to queue manage-

7
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ment. The comparison of the results of RED and REM queue manage-
ment schemes in an ANs environment is one of the contributions of this
thesis. We discover that REM can complement ACC TCP and performs
better than RED in an AN-based environment.

[C2] Evaluation of an AN-based single rate multicast multirate protocol in
terms of its dynamic microscopic behaviour and TCP-friendliness. The
comparison of the inter-protocol fairness of AN-based and non-AN-based
single rate multicast protocols considered is also one of the contribu-
tions. We discover that the AN-based unicast protocol can achieve TCP-

friendliness, just as the non-AN-based protocol does.

[C3] Performance comparison of AN-based and non-AN-based multirate mul-
ticast protocol in terms of its layered multicast characteristics, i.e. speed,
accuracy and stability in achieving convergence to subscribe to the op-
timal layer; the behaviour in sharing the bottleneck link with Constant
Bit Rate (CBR) and TCP flows; and fairness indices. We discover that
AN can help in enabling a layered multicast protocol, and the use of a
pricing function provides flexibility for the network manager to shape
the distribution of bandwidth.

1.6 Thesis Overview

This thesis presents the work on the performance evaluation of the AN-based con-
gestion control protocols, both for unicast and multicast streams. Several main
issues in congestion control protocols such as TCP-friendliness, active queue man-
agement impact, and bandwidth estimation-related techniques are highlighted. In
particular, this work describes the necessity of congestion control protocols to be fair
and friendly towards the same kind of flows, as well as towards TCP. TCP-friendly
congestion control protocols can be complemented with the appropriate use of ac-
tive queue management mechanisms to attain performance gain. A new protocol of
this kind can be deployed in an AN-based environment, to ensure fast and flexible
deployment in the intermediate routers without having to wait for a standardisation
stage.

This thesis is structured as follows:

Chapter 2 surveys the background and the related work on all major research

issues related to ANs and their application. First we describe the development of
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ANs. Subsequently, current development of the architectures and prototypes of ANs
are presented, as well as the ANs application areas. We describe the background of
using simulation as a research methodology in networking. In the last part of the
chapter, we also address the simulation tool used in this research.

Chapter 3 reviews the ANs application to congestion control in unicast, single
rate multicast, and multirate multicast. First, we describe the congestion control
advances and the current congestion control protocols found in literature. Subse-
quently, we consider advanced issues in networking, i.e. active queue management,
TCP-friendliness, pricing and layered multicast protocols. Further, different ap-
proaches to unicast and multicast congestion control protocol using ANs are shortly
discussed. In this context, we also review the three protocols evaluated in this work,
i.e. Active Congestion Control Transmission Control Protocol (ACC TCP), Ac-
tive Error Recovery/Nominee Congestion Avoidance Algorithm (AER/NCA), and
Active Layered Multicast Adaptation (ALMA).

Chapter 4 presents the performance study of AN-based unicast congestion con-
trol protocols. We integrate the REM algorithm into ACC TCP and evaluate its
performance compared with the RED active queue management mechanism. First
we introduce the general approaches used in all experiments in this work, and then
we present the simulations and results for different network experiments.

In Chapter 5 we focus on the fairness issues on a multicast single rate protocol
called AER/NCA. The inter-protocol fairness of AER/NCA is also compared with
that of the Pragmatic General Multicast Congestion Control (PGMCC) protocol
(non-AN-based).

Next, Chapter 6 presents the performance evaluation of the Active Layered Mul-
ticast Adaptation (ALMA) protocol. This chapter describes the comparison of the
AN-based layered multicast adaptation protocol (ALMA) with a traditional layered
multicast protocol called Packet-pair Layered Multicast (PLM).

Finally, Chapter 7 concludes the thesis and outlines some future work.



Chapter 2

Active Networks

This research focuses on the evaluation of Active Networks (AN)-based congestion
control protocols and on providing a framework of the multi modes of operations
of the Internet, i.e. unicast, multicast single rate, and multicast multirate. This
chapter provides the background to active networks which will be covered in detail
in the thesis. Section 2.1 provides an overview of ANs and the development of this
new paradigm. Section 2.2 reviews simulation as a research methodology used in
this work and describes the simulation environment. Finally, Section 2.3 summarises

the chapter.

2.1 Active Networks

Active Networks (ANs) are networks that allow intermediate nodes to perform com-
putations up to the application layer. Users can program the network by injecting
their programs into it. These programs travel inside network packets and are ex-
ecuted in intermediate nodes, resulting in the modification of their state and be-
haviour. The packets of an active network can be regarded as programs, which are
called active packets (capsules), to distinguish them from ‘traditional’ network pack-
ets, in which processing within the network is limited to only a few functions such
as routing, congestion control, and simple Quality of Service (QoS) mechanisms.

Routers and switches within the network can perform computations on user
data flowing through them. Users can program the network by supplying their own
programs to perform these computations [159].

There are some pros and cons with regard to the deployment of the idea of ANs
to the current ‘traditional’ networks. The argument for ANs states that a variety of

useful network services that involve processing at intermediate nodes will be made

10
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possible. On the contrary, the argument against ANs argues that the Internet is
successful today because of its simplicity, whereas in making the networks ‘active’
things may get complicated [128].

The success of ANs would mean that intermediate node functions may be pro-
grammed and deployed through simple, open, and rapid processes that do not re-
quire standards committees’ or vendors’ resources [128]. The following subsection
reviews the development of ANs as a new paradigm in networking, ANs architecture,

prototypes, applications and commercial efforts.

2.1.1 Development of New Paradigm in Networking

The AN terminology was first coined by David Tennenhouse in 1996 [159, 158].
The idea behind ANs has been discussed in the United States’ Defense Advanced
Research Project (DARPA) since late 1994, and many researchers have built up their
work on top of the paradigm [116, 101]. In the last half decade, ANs have become
one of the main keywords in the refereed network conferences and publications.
DARPA ANs conference and exposition in May 2002 republished all US-sponsored
projects in ANs and highlighted the achievement in this field!.

Recall that we have introduced active networks and programmable networks in
Chapter 1. There are two ways of looking at active and programmable networks, i.e.
the Active Networks (ANs) and the Open signalling (Opensig). The primary tech-
nology for active networks is the Internet, whereas Opensig is based on telecommu-
nications technology. The Opensig community argues that open access to switches
and routers can be provided by modelling communication hardware using a set of
open programmable network interfaces. Open signalling is the approach taken by
the telecommunications sector to make these networks programmable by means of
programmable switches. The IEEE 1520 project on Programmable Interfaces for
Networks (PIN) is pursuing the Opensig approach to standardise programming in-
terfaces [36]. The ANs projects are basically focused on IP networks, where control
and data paths are combined. The level of dynamic deployment of new services is
restricted within the IP networks, using capsules and node primitives, which is more
dynamic than what is proposed by the Opensig community.

Both the ANs and Opensig community include a broad spectrum of projects with
diverse architectural approaches in order to reach the same goal, which is to improve

the approaches and technologies to construct, deploy, and manage new services

thttp:/ /www.darpa.mil/ato/programs/activenetworks/actnet.htm
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in telecommunication networks. Campbell et al. [36] produced a good survey of
programmable networks in which they show the programmable networking model
in terms of communication and computation, node kernel, network programming
environment, and programming network architecture.

Tennenhouse et al. [159] in their early work distinguished two approaches to
ANs, discrete and integrated, depending on whether programs and data are carried
discretely, i.e. within separate messages, or in an integrated fashion. A discrete
approach (out-band) is performed by programmable switches, where the users send
their packets through such a ‘programmable’ node. The integrated approach (in-
band) uses the term capsules (active packets) for every message, and each of them
is considered as a program. When a capsule arrives at an active node, its content is

evaluated and then dispatched to an execution environment [34].

2.1.2 Architecture

During the advancement of ANs, there has been no clear consensus on their archi-
tecture. However, most of the development of the ANs is based on the DARPA
architecture. The architecture for an active node divides the functionality between
the Execution Environments (EEs) and Node Operating Systems (NodeOS). Each
EE provides an interface through which end-to-end services are provided to users.
Multiple EEs could be present in a single active node. The Node OS manages
the resources of the active node that include transmission, computing, and storage.
When an active node receives a packet over a physical link, it classifies the packet
based on its header, which can be assigned to a channel or discarded. [35] describes
the ANs architecture in detail. Figure 2.1 shows the resource managers and active
applications over the DARPA architecture in which the application programming
interface can be seen between the EE and the NodeOS.

EEs define a particular interface to resources available within the network. There
are several kinds of EE that can be useful in an active node, i.e. programming
language interpreter (strong AN), traditional network layer protocol (without an
AN), customisable services and active-enabled traditional network layer protocols
(intermediate - between strong and without ANs)[20, 21].

Active Networks Transfer System (ANTS) [171, 172], Composable Active Net-
work Elements (CANES) [1], Messenger-0 (M0) [11], Active Server Pages (ASP)
[15], Internet Protocol version 6 (IPv6) [44] and Tamanoir [67] are some examples
of EEs. A backbone framework called Active Network backbone (Abone) has been

12
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Figure 2.1: Resource managers and active applications over DARPA architecture
[187]

created to be a testbed for many new AN protocol proposals [17]. The Abone is
a virtual testbed for DARPA sponsored ANs projects, in which a set of computer
systems has been configured into a virtual active network. These systems execute
under UNIX, Linux, Solaris, or other AN-specific operating systems. During the last
five years, the number of new applications and protocols which reached the Abone
deployment stage has not been as high as expected, mainly due to the complexity
of deploying new mechanisms into the EE and adhering to the testbed mechanism.

In order to allow the use of the existing infrastructures for ANs, the Active
Networks Encapsulation Protocol (ANEP) has been created as the result of the
work performed by the work group initiated by US DARPA [2, 35]. This protocol
allows the use of the protocol calls for an ANs frame format. Therefore the programs
to be executed could be integrated into its payload. This protocol is a near term
interoperability solution for active packets. In the ANEP terminology, a packet
consists of an ANEP header and a payload. An active node is a network element
that can evaluate active packets. ANEP is responsible for routing packets to a
particular EE. The ANEP header includes a type identifier field. In this protocol,
well-known Type IDs are assigned to specific EEs by the Active Network Assigned
Number Authority (ANANA). In order to be processed by an EE, a packet does not
need to contain an ANEP header.

13
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2.1.3 Prototypes

At least eleven network prototypes of ANs have been developed, which include Active
Networks Transfer System (ANTS) [173], Alien [1], Router Plugins [42], Tempest
[43], Netscript [148], Switchware [2], Active Service, Smart Packet [140, 94, 34, 167],
Programmable Active Networks (PAN) [121], Composable Active Networks Ele-
ments (CANES) [1], and Lancaster Active Router Architecture (LARA++) [139].
Some of them provide both EE and Node OS, for example (Canes [1], Bowman
operating systems [115]) and (Switchware, SANE operating systems [2]). [38] pro-
vides a good review of these ANs prototypes. An interesting study which compares
those prototypes in terms of their architecture domain, networking technology, pro-
grammable communication abstraction, level of programmability, and composition
language can be found in [36].

In the following discussion we will take a particular example of an execution
environment (ANTS) and will describe it in detail for the reasons of its popularity.
As an early work in prototyping ANs, Active Networks Transport System (ANTS)
Application Programming Interfaces (APIs) have been used by many researchers.
ANTS was built by Wetherall, one of the initiators of ANs at MIT [174, 175, 176].
In ANTS, a small Tool Command Language (Tcl) code is inserted into the IP option
field and the version of the Tcl interpreter is then incorporated into the Linux kernel.
The ANTS toolkit is an EE for protocol and service deployment which is built on
top of the Java Virtual Machine (JVM). User code can be transmitted in packets
(called capsules) in the form of Java byte code. In a simple form, a capsule only
contains a reference to a routine to be executed at the active node, whereas more
complicated codes must be loaded by a code distribution mechanism.

The APIs provided by ANTS can be categorised into capsule manipulation, con-
trol operation, as well as environment and storage calls. ANTS leverages the mobile
code facility of Java to provide the deployment of new protocols in ANs [172]. The
widespread use of ANTS to build their AN services, such as in multicast application,
can be found in [33]. ANTS has also been used as the basis of API in [136], and
ANTS EE is being ported to Janos (Java Active Networks Operating System) at
the University of Utah [162]. An extension of ANTS called PANTS (Programmable
Active Network Transport System) has been proposed in [53] in which a node’s run-
time execution environment can be changed dynamically. In this system, capsules
are also allowed to rewrite their code dynamically as well.

ANTS has been chosen to be the EE for many ANs services because it enables

users to introduce new services using the capsule programming model. Capsules
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are special packets that combine data with a customised forwarding program. The
type of forwarding is selected by end user software. For this purpose, a mobile
code technique is used to transfer corresponding programs along with the data as
the capsule passes through the network. Therefore the system is more flexible and
allows topology, loss and load information to be used to construct a variety of
new routing, set-up, congestion handling, and measurement services [175]. ANTS’s
flexibility, rapid development, performance, and security are some major competitive
advantages of this execution environment compared with others.

Modelling and simulation of the ANs have been discussed in detail in [144],
which illustrated different environments for ANs. In fact, most concerns relate
to the safety and security issues in ANs. These issues have been addressed from
a programming point of view, for example in Packet Language for Active Network
(PLAN) [78]. PLAN uses lightweight programs with limited functionality to call the
other program’s routine. These services require authentication and authorisation
before allowing access to the resource they protect. Active Networks Simulation
Environment (ANSE) [133], for example, provides an integrated environment for

modelling and parallel simulation of ANs and supports PLAN EE.

2.1.4 AN Applications

In this section, AN-based applications are highlighted and their advantages are pre-
sented. We can categorise AN-based solutions into the following categories: wireless
access and mobile computing, telephony, Virtual Private Networks (VPN), network

management, security, web caching, multicast and congestion control.

2.1.4.1 Wireless Access and Mobile Computing

ANs would be of tremendous value if they facilitated the widespread deployment
of even a small number of services such as multicast and mobile IPv62. An active
packet can be used to upgrade the service of a wide area network such as the Inter-
net because no standard should be selected previously [173]. The wireless network
architecture is one of the ANs applications that is currently being developed. The
work of Wetherall and Van Bose [24], for example, proposed RadioActive networks
to utilise the spectrum efficiently. RadioActive networks is an adaptable wireless

network architecture to create communication networks that can be dynamically

2Mobile TPv6 is one of the key technologies for realising seamless communication between fixed
and mobile access network.
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re-programmed to optimise their use for the environmental conditions, traffic char-
acteristics and user requirements.

The work of Chin [38] proposed AN-based routing protocols for unicast and
multicast mobile computing networks. The advantages of those AN-based protocols
are shown in their adaptation to mobility, lower signalling overhead, high reuse of

allocated network states, extensibility and scalability.

2.1.4.2 Telephony

In telephony, ANs can be applied to implement adaptive coders and utilising idle
lines. Maxemchuck [113] shows the impact of applying the active router network
concept to telephony, such as the creation of a commodity other than bandwidth,
for equipment manufacturers and network providers, the provision of local access
with a distinct advantage, the integration of telephone networks with the Internet,
as well as the increase of the rate of change in networks by reducing the need for a
standard protocol. A user layer AN provides a means of interconnecting the Internet

and telephone network.

2.1.4.3 Virtual Private Network (VPN)

A user-defined VPN is an example of active services to create an open and distributed
infrastructure for the Internet to transmit data between corporate sites. Some work
to project advanced enterprise network and service management to ANs has been
addressed in [25]. [111] implemented ANs to help in configuring virtual private

networks in a modular way and with a high degree of flexibility.

2.1.4.4 Network Management

ANs can help a Network Management system to expand, shrink, and change its
function and scope as necessary. Active packets can be used to reconfigure the
system as necessary by changing or rewriting the capsules. An example of the
use of ANs for service and network management is found in [30]. Brunner and
Stadler’s work on telecommunication environments covers service management and
virtualising ANs [31]. Barone et al. [15] proposed a network management framework
which allows the exploration of ANs that can interoperate with any EE such as
ANTS, PLAN, and ASP. ANs deployment in the Grid® computing environment

3¢Grid is a type of parallel and distributed system that enables the sharing, selec-
tion and aggregation of resources distribution across ‘multiple’ administrative domains based
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has also been performed in [67, 96]. Some European Union-based institutions are
working on a common project, called Future Active IP Network (FAIN) [105], to

incorporate ANs policy-based management issues on the Grid.

2.1.4.5 Security

ANs’ deployment means a massive increase in the degree, sophistication, and com-
plexity of software development in the network. Security threat is a major issue in
an open programmable network environment. In an attempt to solve this, the work
of Brown [29] deals with building an ANs system that maintains end-to-end security
without degrading the functionality it provides.

In [164] Van shows how ANs can be used for defending against address spoofing.
Seraphim framework presented in [118] uses active capabilities to compute the au-
thorisation decision. [147] includes a mechanism to use ANs to overcome Distributed
Denial of Service (DDos) attacks by arranging AN-based detection, coordination,
and reaction mechanisms. Active routers and switches could help trace DDoS at-
tack by executing code based on traffic flow, destination and source address. Active
routers can also report anomalous activity and decide on the appropriate reaction.

This prototype has been tested in the Abone (Darpa’s Active Network backbone).

2.1.4.6 Caching

Caching is an area in which ANs application has been widely investigated. The
use of AN-based caching and filtering can help online auctions, in which a filtering
program drops bids that are lower than the current price for a given item [101].
Web caching using active services has been performed by Wetherall in his work in
[173]. The study on caching and active video agents led Najafi [120] to propose a
new cost model which separates node and link cost for ANs. He also proposed an
agent routing and agent positioning mechanism in ANs and implemented it using a

Java applet.

2.1.4.7 Multicast

ANs support for reliable multicast such as in [33, 88] and active router architecture
for multicast video distribution [89] are some of the applications in multicasting.

ANTS has also been used in some active multicast-based protocols such as active

on their (resources) availability, capability, performance, cost, and users’ QoS requirement”
[http://www.gridcomputing.com]
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multicast core migration in [93]. The problem domain of multicast transport proto-
col has also been attempted by employing the ANs paradigm in order to implement
a router-assisted scheme. Detailed discussion of an AN-based multicast congestion

control algorithm will be presented later on in Chapter 3.

2.1.4.8 Congestion Control

The application of ANs in congestion control has been performed in different ways
and in targeting different network traffic. One way of applying ANs to congestion
control is by allowing applications to request specific node algorithms to be invoked
during congestion periods, for example selective discard, transcoding and lossless
compression algorithms. We will discuss the ANs application in congestion control
in detail in Chapter 3.

2.1.5 Commercial Efforts

Hitachi, Bell Labs, NEC, Nortel Networks, and British Telecom are some compa-
nies that have put research and development efforts into ANs. The work of Brunner
[30, 31] is an example of work done in viewing the ANs technology from the telecom-
munication environment point of view. This work is based on an assumption that
ANs technology will mature and can be deployed commercially. It includes investi-
gation of service provisioning and service management based on ANs, with respect
to customer-provider interactions.

The trend of incorporating programmability into network devices such as fire-
walls, routers, and remote access is increasing. Cisco and Microsoft have already
made some effort to consider network programmability to be a commercial com-
modity. The Internet Operating System (IOS) router of Cisco provides an API for
protocol development on Cisco routers. Microsoft Routing and Resource Service
Access (RRSA) provides an API for protocol development on the Microsoft Win-
dows NT platform. IOS and RRAS do not provide a standardised interface for
dynamic incorporation of new programmability [18]. Netboost is another company
that provides a programmable network application engine with an open API and
hardware support for packet processing operations. The goal is to allow third parties
to develop their own network services such as virus scan [170].

Nortel Networks, a network technology and equipment provider, supports active
and programmable networks by having a product called Accelar Routing Switch

with network programming ability. Their Oplet Runtime Environment Software
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Development Kit (ORE SDK) enables the injection of customised software, including
the ANs Execution Environment into the network device. They argued that ANs
need Accelar because the next generation network must have programmability with
open API which could be provided by this high performance, open system, and
reprogrammable equipment [157].

There are some pros and cons for telecommunication providers to deploy ANs.
Some benefits, such as rapid and flexible service provisioning, improved network
management, lower roll-out and maintenance cost are appealing. On the other hand
the increased potential of compromising system stability is one factor which might
prevent them from implementing ANs. For most router vendors the use of ANs
is not an appealing option, for the reason that they will lose control due to open
architecture and that they can not optimise proprietary hardware [45, 151].

There are several paths undertaken in the future trends of ANs. ANs in tele-
phony, wireless networking, programming abstraction and interfaces for ANs, pro-
gramming for Quality of Service (QoS), modelling and implementation of new net-
work services, service creation platforms, enabling technologies and languages are
some of the trends of research in this area to deploy the concept of ANs in the Inter-
net [69, 128, 108]. However, the requirement for an open architecture and signalling
provided by the service provider, in order to enable the deployment of ANs, needs

to be driven by a large network community [154].

2.2 Research Methodology

In this subsection, we address the research methodology used in this thesis, which
is simulation. First, we explain the reason for choosing simulation to evaluate AN-
based protocols instead of using an analytical approach or prototyping. Subse-
quently, the confidence and credibility issues in using network simulation are ad-
dressed. We introduce some available network simulators and describe our reason
for choosing ns-2 [51] as our simulation tool. The performance evaluation conducted
in this thesis is also discussed in the final part of this chapter before we present the

summary.

2.2.1 Research Methodologies in Computer Networks

Research on proposed changes to the Internet is ongoing, including for example to

develop new link-level technologies such as wireless and satellite links, new infras-
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tructure such as web caching and content distribution networks, and new applica-
tions such as streaming multimedia. Research on these proposed changes can be
done with mathematical analysis, experiments in testbeds and small-scale deploy-
ment in the current Internet (prototyping), or simulation.

Mathematical analysis provides the possibility of exploring a model of the In-
ternet in which one has complete control. This analysis is beneficial to understand
the factors affecting the network. In some cases, it has the risk of using a simplified
model in which Internet behaviour has been lost [65].

In computer networks there are a lot of issues related to resource sharing. Math-
ematical analysis for resource-sharing systems is based on queuing theory, in which
a queuing model can be classified into the shape of its arrival process/service time/
servers/maximal occupancy. For example the M/M/1/K model illustrates the typi-
cal delay and loss performance of a data multiplexer with exponentially distributed
(Markovian - M) arrival process, exponentially distributed service time, 1 server, and
K customers. Both arrival process and service time can be in the form of exponential
(M), deterministic (D), and general (G) distributions [66, 182]. The drawback here
is that the analytical approach can only be used for a small-scale network, and the
network behaviour which can be analysed is very limited.

Prototyping is another research methodology used to test a new protocol. How-
ever, this approach is very expensive and requires a lot of effort, as well as accumu-
lated experience, to build the new system and run it on the testbed. Moreover, it is
also time consuming. In addition, in most cases the performance evaluation results
of the system can not be immediately generated.

In addition to mathematical analysis and prototyping, simulation has emerged
as an established research methodology in computer networks. Simulation could be
used to see how an existing system works, to study a non-existing system without
building it, and to analyse the effect of different design parameters. Simulation
which has been used as a research methodology in this thesis will be discussed in

detail in the remaining subsections.

2.2.2 Simulation

Due to the complexity of the network, simulation plays a vital role in characterising
the behaviour of the current Internet and the possible effect of the proposed changes.
Simulation is essential to explore proposals that have not yet been realised in the

Internet, in diverse environments or in large- scale topologies.
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Simulation can be used to check the correctness of analysis and allow exploration
of complex scenarios. Furthermore, simulation has been known to be very flexible
and can be used to validate an analytical model. Simulation can specifically be
used to simulate computer networks. Therefore, a network simulator can be a very
beneficial tool to model and evaluate new protocols. This leads us to the need to
use a widely acceptable and common network simulator.

Law and Kelton [100] classified simulation models as static vs dynamic, deter-
ministic vs stochastic, and continuous vs discrete. A static or dynamic simulation
model is based on time in the simulation. A deterministic or stochastic model is
determined by the set of inputs and outputs and the specification of relationships in
the model. The decision whether to use a discrete or a continuous model for a partic-
ular system depends on the importance of individual characteristics and movement
of the model (discrete) or it can be treated in aggregate. Most simulation models
are dynamic, stochastic and discrete. A discrete event simulator models a system
as it evolves over time by a representation in which the state variables change in-
stantaneously at separate points in time, for example the queuing of customers in a
bank [12, 100].

Simulation has emerged as a main research methodology used by many scientists
working on the core of the Internet development. Recent credible publications such
as in ACM Sigcomm, IEEE Infocom, IEEE/ACM Transactions on Networking, and
Performance Evaluation Journal, have shown that simulation has been accepted as a
firm research methodology in networking [127]. This is due to the heterogeneity and
rapid change in the Internet. Scalability forces us to address questions of topology,
traffic generation, and multiple layers of protocol, as well as to pay more attention
in picking the underlying models to be explored.

Floyd argued in [64] that Internet research needs specific simulation models for
the research question being investigated. For AQM and scheduling as a research
problem a typical model would be a dumbbell topology with aggregate traffic. For
a unicast congestion control, a single path with competing traffic is a typical model.
The supporting measurements such as characteristics of links, queue management
along paths, packet-reordering behaviour, packet corruption on a link, variability
of delay, and bandwidth asymmetry are also important factors to be considered.
For multicast congestion control, a single multicast group in a large topology with
router level topology is sufficient. In this system, loss pattern and traffic generation
by group members can be used as a supporting measurement [65].

Currently, the core scientists working on the development of the Internet Protocol
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(IP) set the common procedure for the research methodology in computer networks.
This area has developed at a tremendous speed, so that no common standard can
be settled. An example of a case is as follows. In [64] Floyd shows the case of
previous research which introduced a very well-known queue management scheme
(RED). Floyd admitted that, due to the lack of effort to address some key issues
such as different performance scenarios with high packet drop rates and the effect
of parameter setting, a lengthy literature was spawned to address that problem and

show the limitations of that proposal.

2.2.3 Confidence and Validation in Network Simulation

Validation is the process of assuring that a model provides meaningful answers to
the questions being investigated [77]. Validation can also be defined as a process of
establishing that the model available is a sufficient representation of the real system
[16]. In general, it is easier to verify the correctness of mathematical analysis than
the correctness of the software implementation of a complex underlying model.

Pawlikowski et al. [127] argued that a credible simulation study includes two im-
portant necessary conditions, i.e. the use of an appropriate Pseudo-Random Number
Generator (PRNG) of independent uniformly distributed numbers, and appropriate
analysis of simulation output data. They proposed the terminology Terminating
State (TS) and Steady State (SS). A researcher can state whether his/her system
is terminating or finite time horizons’ simulation, in which the simulation needs to
be repeated an appropriate number of times, using different statistically indepen-
dent sequences of pseudo-random numbers as sources of elementary randomness in
different replications of the simulation. The aim is to ensure that the sample of
collected output data can represent independent and identically distributed random
variables. Confidence intervals can also be calculated using standard statistics. An-
other alternative is to study the behaviour of networks in steady state, which is
theoretically reachable by a network after an infinitely long period of time. Data
collection at the beginning of a simulation and during initial warm-up periods is not
used to calculate steady-state estimates.

Law and Kelton [100] describe the use of two approaches, i.e. the replication
method in which simulation is conducted by n independent runs, and batch means
in which one long run is performed and n performance measures are conducted. The
results are then used to calculate the mean, co-variance and confidence interval of

the data to ensure that they are statistically represented.
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The use of a common simulator in network research has been identified to yield
substantial benefits, such as improved validation of the existing protocols [28]. It
provides a rich protocol development infrastructure and an opportunity to study
large-scale protocol interaction, as well as enabling easier comparison of results

across research efforts.

2.2.4 Simulation Tools

Simulation is used to obtain quantitative results or to explore more general rela-
tionships between network parameters and network dynamics. A large number of
network simulators are available to use for Internet research. Each of them is de-
signed for a specific area of research interest for a particular network type or protocol,
for example for Asynchronous Transfer Mode (ATM) or multicast protocols.

Many network simulators use a discrete-event simulator as their engine. The
availability and support for particular protocols is a major concern in choosing the
appropriate network simulator to be used.

REAL [90], National Institute of Standard and Technology Asynchronous Trans-
fer Mode simulator (NIST ATM) [180], Comnet [73], Scalable Simulation Framework
(SSF) [41], Opnet [192], and x-sim [27] are among the existing network simulators.
Comnet and Opnet are two successful commercial network simulators widely avail-
able in many academic institutions, in which simulation languages with network
protocol libraries have been provided. SSF emphasises support for routing proto-
col simulation and targeting scalability. Other simulators are targeted primarily at
protocol design and networking research communities.

The advantages of using a supported common network simulator are also a driv-
ing force to choose a particular simulator. We have chosen the ns-2 network simu-
lator of the Virtual Internet Testbed (VINT) project at the Lawrence Berkeley Na-
tional Laboratory (LBNL) for the reasons of free availability and support [51, 28]. In
addition to that, the ns-2 network simulator is well validated and widely accepted
by the research community. ns-2 has been extensively used by many networking
research groups worldwide and has been acknowledged as the framework of many

refereed published works.

2.2.5 ns-2 Network Simulator

ns-2 [51] is a powerful, flexible and versatile network simulation environment which

consists of C++ core methods and uses Object-oriented Tool Command Language
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(OTcl) shells. Additional functionality and network topologies can be written as
methods and processes in OTcl scripts. ns-2 has a split programming model in
which packet processing is performed by a systems language, whereas simulation
setup is done using a scripting language. C+-+ is used for data per packet events,
whereas OTcl is used for period or triggered events. The Tcl interpreter called
TclCL is the language used to link C++ and OTecl. Protocols simulated in ns-2
cover all layers from the application layer to the physical layer.

There are two types of applications in ns-2, sources and traffic generators. Sources
are used to drive stream transports (e.g. TCP), and enable Telnet (simulates char-
acters typed by user) and File Transfer Protocol (bulk data transfer). On the other
hand traffic generators are used to drive connectionless transport (e.g. UDP) to pro-
vide exponential on/off times, Pareto on/off times, Constant Bit Rate (CBR) (de-
terministic rate). ns-2 provides router queue management mechanisms to define how
to hold and mark packets such as Droptail, Random Early Detection (RED), and
Class Based Queuing (CBQ). It also support various networks such as for Medium
Access Control (MAC) layer protocols for LAN simulations, wireless network, and
Multi Protocol Label Switching (MPLS). As shown in Figure 2.2, the ns-2 objects
can be divided into connector and classifier, which in turn can be used to define
queue and agent for example. Figure 2.3 shows the routing mechanism between
nodes in ns-2. This figure shows that a node consists of classifiers and multiplexers,
and also shows some variables which constitute packet routing mechanism such as

queue, dequeue, and time to live (TTL).

Ns object

| Connector‘ ‘ Classifier ‘

| Quene || Delay|| Agent || Trace| |AddrClassifier| |McastClassifier

bruptail| | RED | | REM | | TCP | IU'DP | | Enq| | Dequeur:{ | Drop “Receive |

Figure 2.2: ns-2 object [39]

ns-2 has a mathematical support in which a Random Number Generator (RNG)
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Figure 2.3: ns-2 routing mechanism [39]

is implemented, based on S. Park and K. Miller’s work [124]. Distributions of ran-
dom variables are applied to RNG streams, which can be uniform, exponential,
pareto, constant, hyper-exponential, normal, and log-normal. The random variables
are generated empirically, driven from trace files or list of values. ns-2 can also
collect samples and provide means, variance, sum and count. In order to run inde-
pendent simulations, it is necessary to re-initialise all simulator objects (simulator
clock, event scheduler, traffic objects, etc) or re-execute simulation scripts. As re-
initialising simulator objects in difficult in ns-2, it is necessary to make repeated
executions of ns-2 scripts. For this purpose we can have a main process (for pa-
rameterisation and processing) that can spawn a child process (for simulation and
output results to file) written in Tel scripts.

Network topology and components can be configured with scripts. The trace
data for every detail of network behaviour can be collected, processed and visualised.
Figure 2.4 illustrates ns-2 trace files which consist of 12 fields describing the event
(’r’: receive, '+’: enqueue, -: dequeue, and 'd’: drop), time of event, origin of the
packet, destination of the packet, type of the packet, packet size, flags, flow identity,
source address, destination address, sequence number of the packet and the packet
identity. ns-2 provides visualisation support in the form of a network animator called
nam which has proved to be very helpful in assessing the behaviour of the network
[46]. nam is used to verify the topologies generated by Tcl scripts and observe the
operations of ns-2 agents. A capture of a nam instance is shown in Figure 2.6.

ns-2 simulation has been used to evaluate the AN-based protocols throughout
this thesis. The ns-2 simulation model of ACC TCP is implemented in C++ and
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Event | Time| From | To Packet | Packet [Flags [Flow | Scr | Dest |[Seq |Packet
node | node] Type size id Addr] Addr | Num Id

Figure 2.4: ns-2 trace file [39]

OTecl. It enables us to trace important variables used to evaluate the Random Early
Marking (REM) algorithm in the ACC TCP. In AER/NCA, an ns-2 extension in
C++ and OTcl has also been used to do error recovery and congestion control. OTcl
has been used in the entire extension of ALMA protocol’s ns-2 extension, except for a
few extended C++ files to calculate the average queue occupancy. Figure 2.5 shows
the ns-2 simulation and the results generation mechanism in which trace files are
used for analysis. The nam network animator is used to characterise the dynamic
behaviour of the protocol. The programming environment for our ns-2 simulator

comprises the Linux Operating System 2.2.15.

Otcl: Tcl interpreter
with QO extention

by

NS Simulator Library ~~ Analysis

OTecl Script *Event Scheduler Object

Simulation °Ne!;w0rk Component

Program Object

*Network Setup Helping NAM
Modules (plumbing Network
Modules) Animator

Figure 2.5: ns-2 simulation environment and result generation procedure [39].

ns-2 is a well-validated simulator and the validation is performed as part of the
program construction. In this case, detailed sets of tests, applications and protocols
are included, and the results are validated by comparing the input with known out-
put. The validation stage in ns-2 expands confidence in network simulations [77], as
the customisation validity of the simulation studies in computer and telecommuni-
cation networks is of utmost importance [127].

Performance evaluation of a network protocol can be approached from different
ways. Network protocol evaluation can be done with a testbed network such as

Dummynet [134]. Dummynet is a link emulator executable on FreeBSD machines
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Figure 2.6: nam visualisation

acting as a bridge between two routers. The queue and the congestion can be
emulated on the link. However, in this work, we do not use emulation for reasons
of lack of resources and infrastructures, as well as experience within the research
environment to do the emulation and prototyping.

There are different ways to test a new protocol in relation to our main goal
to approach the congestion control problem using ANs. AN-based protocols can
be prototyped into the ANTS execution environment which can be run on top of
the Abone AN testbed. However, among all of the proposed unicast and multicast
protocols evaluated in this work, only AER/NCA has an ANTS implementation due
to the extensive resources needed to perform the prototyping. In addition, the scale
of the work to deploy new protocols into their ANs prototype is beyond the scope
of this research.

We believe that performance evaluation using the ns-2 network simulator is a part
of a common standard procedure in network protocols development today. The main
objective of the network simulation is to ensure that the functional requirements of
the new protocols can be achieved and are feasible. Therefore, after considering
the available resources for our research, we decided to use ns-2 as the performance

evaluation platform.

2.2.6 Performance Metrics

A wide range of performance metrics have been used throughout this thesis. The

following is the list of the metrics used:
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1. Throughput. Throughput is defined as the number of data packets received at
each sink endpoints in a unit of time (in Kbps). For our multicast multirate
experiments, rate gained by a multicast flow indicated the throughput and
bandwidth used by that flow. High throughput is a desirable characteristic of

a protocol.

2. Average queue length. The average queue length of a buffer indicates the ca-
pacity of the queue management scheme to absorb packets in order to prevent

congestion.

3. Normalised throughput. Normalised throughput is defined as the sum of through-
put gained over the maximum possible throughput. The maximum possible
throughput is the bandwidth of the bottleneck link. The closer the normalised
throughput to one, the better the bandwidth utilisation of the protocol.

4. Normalised delay. Normalised delay is defined as the sum of the total delay
of each link divided by the mean packet transmission time (delay) [72]. The
packet transmission time (per packet delay) is the function of packet length

(packet size * 8 bits) over the maximum available bandwidth.

5. Packet Loss Ratio (PLR). Packet Loss Ratio is defined as the number of to-
tal packet drop/loss over the total number of transmitted packets during the
simulation time. A low PLR is expected from a protocol in order to provide a

good quality of service.

6. Packet Retransmission Ratio (PRR). Packet Retransmission Ratio is defined
as the number of retransmitted packets over the number of transmitted pack-
ets during the simulation time. The higher the PRR, the lower the bandwidth
utilisation, as the number of packet drop and subsequently need to be retrans-

mitted is high. Retransmitted packets cause a waste of bandwidth.

7. Jitter. The time from when a packet is generated at the source until it is
received at the receiver can fluctuate from packet to packet due to the varying
queuing delays within the network. This phenomenon is called jitter (the
variation of delays). In this thesis, jitter is shown by the graph of packet
sequence number versus time. First, for each packet sequence number, the
difference between the event time of that packet and the last packet received

time is calculated. Next, the result is divided by the difference between the
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current packet sequence number and the last packet received sequence number.

Hence, the result is used to plot the jitter for each packet sequence number.

8. Bandwidth Usage. Bandwidth usage is defined as the ratio of total number of

AN packets over the total number of packets transmitted.

9. Inter-protocol Fairness. A quantitative description of fairness used in this
thesis is based on Jain Fairness index [76, 84]. It is calculated based on the
throughput of each flow. The Jain Fairness equation is explained further is
Chapter 3 (Equation 3.3).

10. Layer Subscription. In multirate multicast protocol we use layer subscription
level to evaluate the bandwidth utilisation of each receiver in conjunction with
the number of layer it can subscribe. In this case, we can also analyse the
convergence time which is the time taken by receiver to adjusts its reception

rate to a stable state.

2.3 Summary

This chapter introduced ANs as an enabling technology to provide solutions to
networking problems. From the literature, it can be summarised that ANs are a
promising network paradigm to accelerate the pace of innovation and to support
further deployment of services due to user-driven customisation of infrastructure.
Work published by Tennenhouse et al. [159] introduced the ANs approach to im-
prove the Internet in terms of shortening the protocol stardardisation period. Many
prototypes and works have emerged and been developed since the inception of ANs
in 1996.

Several aspects of ANs development have been reviewed in this chapter. We
reviewed the architecture, prototypes, applications, and commercial effort for ANs.
The deployment of varieties of network services using ANs has been performed by
researchers all over the world [4, 33, 117], taking into account the issues of policy,
safety, security, scheduling, resource allocation between flows [131], global resource
management, and evolutionary improvement to the current network infrastructures.

We have described our reasoning for choosing simulation as our research method-
ology. The advantages of network simulation, rationale, as well as the driving force
in choosing a common network simulator for research, have been described in detail.
The confidence and validity of using a network simulator have been addressed. ns-2

as a discrete event simulator used in this work has been presented in detail.
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We reviewed the ns-2 network simulator of the Lawrence Berkeley National Lab-
oratory [51, 10] as the simulation tool. Indeed, another reason for us to choose this
simulation tool is the availability of the ns-2 extension for ACC TCP, AER/NCA,
and ALMA protocols, which will be discussed in detail in Chapters 4 to 6, respec-
tively. The use of a common network simulator on which all the protocols to be
evaluated and extended are based will ensure the confidence and validity in the per-
formance comparison and evaluation. We do not perform prototyping during the
course of our research, considering the complexity of the protocols, and the breadth
of the problem.

This background research on ANs and the use of simulation as a research method-
ology leads us to the next chapter in which we will discuss congestion control as a
problem domain. A coherent research programme that investigates the AN-based
unicast and multicast protocols available based on the ns-2 network simulator will be
discussed in Chapter 3. Furthermore, we incorporate networking issues such as ac-
tive queue management, TCP-friendliness, and layered multicast into the evaluation
of AN-based protocols. The rest of Chapter 3 describes the protocols investigated in
this research in detail. The results of our simulation experiments along with traffic

topology and classification are subsequently presented in Chapters 4, 5 and 6.
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Chapter 3

Survey on Active Network-based

Congestion Control

This chapter reviews congestion control and the use of Active Networks (ANs) to
solve the problem of congestion. AN-based congestion control protocols are pre-
sented according to the classification of the modes of operations, i.e. unicast, mul-
ticast single rate, multicast multirate. This chapter also provides the background
to the AN-based congestion control protocols evaluated in this thesis. We review
the congestion control advancement and the current Internet congestion control
which includes the TCP/IP protocol, Active Queue Management (AQM), TCP-
friendliness, and pricing mechanism. Section 3.1 introduces the congestion control
and the advancement of congestion control schemes. Section 3.2 discusses the de-
ployment of ANs into unicast and multicast congestion control. Section 3.3 reviews
the protocols evaluated in this thesis, which include ACC TCP, AER/NCA and
ALMA protocols. Finally, in Section 3.4, a summary of the chapter is presented.

3.1 Congestion Control

Congestion control is a vital element to the Internet to avoid undesirable situations
such as congestion collapse. In simple terms, a resource is congested when the total
sum of demands is more than its available capacity. Congestion control is necessary
when the resources in a network need to be allocated so that the network operation
performance level can reach the acceptable level when the demand exceeds or is
near the capacity of the network resources [82]. Yang and Reddy [189] classified the
congestion control algorithms into closed loop and open loop schemes, which mostly

covered the mechanisms found in the literature.
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The problem of congestion has been considered a high priority topic in computer
networks and became more urgent with the growth of the Internet and its applica-
tions, as well as the limitation of the network resources to share. The problem has
been addressed in different ways to overcome the congestion in different network
platforms, i.e. IP-based, ATM-based!, and in Integrated (IntServ) and Differenti-
ated Service (DiffServ) environments. In this thesis, we consider a congestion control
protocol for TCP, considering that it is the predominant traffic in the Internet and
constitutes 90% of its total traffic?.

Recent publications on Internet congestion control protocols [57, 107] consider
key advances which assume the explicit modelling of the congestion measure that
communicates back to data sources the information on congestion in the network
resources being used. The congestion measure for each network link is called price,
and sources have an aggregate price of links in their path. Pricing became a promis-
ing technique to control the congestion in communications networks, as it directly
provides the information needed to allocate scarce resources during times of conges-
tion.

There are several possible views on the future of congestion control in the In-
ternet [59], i.e. 1) availability of infinite bandwidth causing no congestion; 2) the
continuity of the current Internet which is best effort traffic having co-operative
end-to-end congestion control; 3) ubiquitous per-flow scheduling (the game theory
view) with users optimising their own utility functions; 4) congestion-based pricing
for differentiated services in which control is performed through pricing; 5) back to
use virtual circuits; and 6) the occurrence of congestion collapse. In this section,
we address congestion control issues in the current Internet, in which we consider
TCP congestion control, active queue management, TCP-friendliness, and pricing.
The pricing schemes to control congestion are covered in this thesis to introduce the
third and fourth views to the future of congestion control. We believe that some in-
telligence and computational power in the routers, such as the one proposed by AN,
will be able to help the deployment of pricing to a competitive and non-cooperative

environment such as the Internet.

3.1.1 Congestion Control Advances

The original version of TCP did not contain any congestion control mechanism. In

[81], Van Jacobson described a congestion collapse prevention mechanism by detect-

thttp:/ /www.atmforum.org
2http:/ /www.caida.org - The Cooperative Association for Internet Data Analysis
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ing and controlling congestion, and introducing the congestion window (CWND)3,
slow-start, and the Additive Increase Multiplicative Decrease (AIMD)* mechanism.
He added a fast retransmit mechanism to reduce dependency on the retransmit time
out, and called it TCP Tahoe. The fast recovery mechanism was subsequently in-
cluded in TCP Reno. In 1994, Brakmo [26] introduced TCP Vegas, in which he
proposed a new congestion detection and avoidance mechanism. In 1996, selective
acknowledgements was proposed for TCP as a new flavour called TCP Selective
Acknowledgements (SACK). In addition, TCP New Reno, TCP Daytona [138], and
TCP Santa Cruz [125] are some of the new flavours of TCP in which the increase in
performance of the protocol is the target of the design. Recent studies in [65] iden-
tified more that 400 different implementations and versions of TCP. The dominant

family of TCP congestion control in the Internet today is New Reno and SACK.

3.1.2 Current Internet Congestion Control

Paxson and Floyd [65] describe the invariant properties of the current Internet. They
state that the Internet has 24-hour traffic pattern cycles, log-normal connection sizes,
heavy-tailed distribution of connection sizes, Poisson arrivals for start times of user
sessions, self-similarity in traffic pattern® , invariants in topology, and heterogeneous
characteristics. These factors lead to a complexity in analysing and simulating the
whole Internet, and difficulties in deploying new protocols.

Our discussion on Internet congestion control covers the basics of TCP conges-
tion control mechanisms, active queue management, TCP-friendliness, and pricing.
Internet traffic, 90% of which is TCP-based, shows burstiness due to the heavy-
tailed ratio of file size. Most TCP connections are ‘mice’ with a short burst and
require low latency, but a few are ‘elephants’ which are bandwidth consuming but
tolerate latency. By flooding the network and causing queue overflow, the elephants
undermine the mice resulting in unnecessary loss and long queue delay [107].

The essence of current TCP congestion control is that the TCP sender adjusts
its sending rate according to the rate (probability) of packets being dropped. TCP
Tahoe and Reno use packet loss to measure congestion. On the other hand, TCP

Vegas uses the queuing delay as a measure of congestion. This queuing delay in-

3Congestion window is the number of bytes the sender may transmit. CWND is used to control
the packet transmission from the sender.

4AIMD is a TCP congestion avoidance mechanism in which packet loss is used as an indicator
of congestion. On packet loss, CWND is divided by 2 (multiplicative decrease). On the other
hand, on successful acknowledgment, increase the CWND by 1 (additive increase).

A good discussion on congestion control and self-similar traffic can be found in [73]
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formation is updated by First In First Out (FIFO) buffer management. Queue
management® has also long been used as a congestion control measure [54], in which
queue size-based congestion control has been employed as a feedback congestion
control system.

Considering that not all Internet applications use TCP, we have to note that
they do not follow the same concept of fairly sharing the available bandwidth in a
common bottleneck. The emerging audio/video streaming applications and other
types of real-time applications would compete with the TCP-flows unfairly upon
congestion if a definition of a TCP-friendly requirement is not introduced to new
Internet protocols. In other words, a desirable situation in which fair distribution
of bandwidth can be achieved would only be possible if the TCP-friendliness mech-
anism is considered when designing new protocols.

Gevros et al. [68] pointed out that historically the congestion problem has been
viewed from different points, i.e. applying queuing theory, control theory, and eco-
nomic theory (game theory). Market solutions are used to solve the congestion prob-
lem in which the rules of the game can be changed (for example, price changes). In
order to address this, pricing has been an interest of the research community since
the late 1990’s.

In the following subsections, we will address TCP congestion control, active
queue management, TCP-friendliness, and pricing, in order to introduce the issues

related to the current Internet congestion control.

3.1.2.1 TCP Congestion Control

Since the introduction of TCP, several improvements have been made to its conges-
tion control algorithm such as using fast retransmit (TCP Tahoe) and fast recovery
(TCP Reno). Fairness and stability of TCP congestion control mechanisms are
crucial for the overall network performance [75]. The development of congestion
control mechanisms in the Internet enabled it in becoming today’s best effort net-
work model [68]. The modelling, validation, and estimation of the performance of
TCP are also becoming a major research concern [14, 191]. The need to evaluate
TCP performance in future networking environments is covered in [13, 95, 76].
TCP was originally designed to provide reliable data delivery over conventional
networks [50]. Generally, congestion control algorithms use packet loss to detect
congestion. The packet losses cause retransmission, oscillatory behaviour of the

source input rate, and link under-utilisation [112]. Most congestion control schemes

6Tn this work, we use the terms queue management and buffer management interchangeably.
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consist of a feedback mechanism and a control mechanism. In designing congestion
schemes it is important to apply the principle that if the control is slower than
the feedback, the system will be slow to respond to changes. Therefore the control
interval should be carefully selected.

The TCP congestion control can be described as follows. There are two distinct
phases in TCP congestion control, i.e. Slow Start (SS) and Congestion Avoidance
(CA). The TCP initialisation during the start-up is called SS phase in which the
congestion window (CWND) is set to 1 TCP segment (usually 512 bytes). The
SS phase happens both in the beginning of the connection or when a time-out
occurs. During this SS phase and when the acknowledgement of a transmitted
segment is received, the CWND is doubled once every Round Trip Time (RTT).
When the CWND reaches the value of a parameter called THRESHOLD (normally
64 Kb), then the CA phase is reached. TCP uses the Additive Increase Multiplicative
Decrease (AIMD) mechanism at this stage to react to congestion, in which the
CWND is increased linearly by one unit (segment) per RTT. On the occurrence of
time-out at the sender, the THRESHOLD value is set to half of the current CWND,
and subsequently CWND is set to 1 segment [86]. Subsequently, TCP re-enters the
slow start phase.

When the offered load increases above the network capacity, packets are eventu-
ally dropped. TCP detects a packet loss through the receipt of a number of duplicate
acknowledgements (ACKS) from the receivers. After receiving a number of dupli-
cate ACKS (usually 3), TCP infers the occurrence of a packet loss and immediately
decreases its transmission rate by adjusting its THRESHOLD value to half the cur-
rent CWND value and retransmits the missing segment. The window size is set to
THRESHOLD + 3 segments. This halves the CWND and compensates for the TCP
segments that have already been buffered by the receiver. For each duplicate ACK,
CWND is incremented by 1, and a segment is transmitted if allowed by the value
of CWND. When the (non-duplicated) ACK arrives that acknowledges new data,
the CWND is set equal to the THRESHOLD value, and continues with the linear
increase (congestion avoidance). This mechanism is called fast retransmit which is
implemented together with the fast recovery algorithm. Fast retransmit happens
when TCP receives duplicate ACKS and it decides to retransmit the segment, with-
out waiting for the segment timer to expire. Fast recovery happens once the lost
segment has been transmitted, hence TCP tries to maintain the current data flow
by not going back to slow start and adjusts the window for all segments that have
been buffered by the receiver [153, 52]. Figure 3.1 shows the evolution of the TCP
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congestion window.
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Figure 3.1: Evolution of TCP congestion window [181]

Several proposals have been prepared to overcome the problem of congestion in
TCP, for example using Random Early Detection (RED) gateways, and Explicit
Congestion Notification (ECN) [63, 132]. ECN uses routers to notify endpoints of
congestion, but applies corrective actions from the endpoints. Some efforts to solve
congestion related to transport protocols such as TCP can be seen in [63, 55]. Recent

developments in TCP congestion control can be found in [58].

3.1.2.2 Active Queue Management (AQM)

A queue management algorithm traditionally manages the length of packet queue
in the router by dropping packets only when the buffer overflows. The technique
called ‘Droptail’ enables the router to accept packets until the maximum size is
exceeded. The Droptail queuing mechanism treats all traffic equally and is the
simplest queuing mechanism. Droptail buffer management forces network operators
to choose between high utilisation (large buffers) and low delay (small buffers).

In addition to this traditional queuing algorithm, several active queue policies
such as Random Early Detection (RED) [63] and Random Early Marking (REM) [6]
have been introduced, in which the congestion problem is addressed in a proactive
manner. Some other adaptive [5] and efficient [155] queue management schemes
have also been introduced such as Blue [52], Stabilised RED (SRED) and Dynamic
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RED (DRED) [192]. Blue uses the instantaneous queue length and link utilisation
as indicators of traffic load and congestion. In SRED the estimated number of active
flows and the instantaneous queue size are used to compute the probability of packet
drop. DRED employs a feedback control approach to randomly discard packets in
the queue in order to stabilise the actual queue size at a predetermined target.

The main purpose of AQM is to provide congestion information for sources to
set their transmission rates. RED controls its average queue size to manage its
transmission rate. It drops packets randomly prior to the period of congestion, and
informs the routers to reduce their transmission rate.

RED and REM are primarily different in the way they detect and measure the
network congestion. Note that marking in RED means a slow-down request to
anticipate congestion somewhere in the path to its destination, whereas in REM,
the marking allows a source to estimate the aggregate shadow price of its path. In

the following subsections we will describe RED and REM in more detail.

RED

The RED algorithm warns sources of congestion by probabilistically marking and
dropping packets. RED promotes fairness by dropping random packets before the
queue becomes full. RED performance could be enhanced by sensitive parameter
setting and desynchronisation, which prevent bursty loss and buffer overflows [63].
RED has been widely implemented in commercially available routers and designed to
replace the traditional Droptail queuing management. This is due to their capacity
in avoiding the global synchronisation problem in which Droptail tends to drop
packets simultaneously, causing low throughput and high delay jitter [80].

RED’s parameter set {avg, min, max, maxp, and wq} has been used to prob-
abilistically drop packets arriving at the output port. RED maintains an average
queue size (avg) which is computed as an exponential weighted moving average of
instantaneous queue (q) and weight parameter wq. In other words,avg can be com-
puted as avg < (1 —wq)avg+wg*q. max and min show the maximum and minimum
dropping/marking threshold, whereas maxp is the maximum packet dropping prob-
ability. In the condition in which the avg exceeds minimum preset threshold value
(min), RED drops or marks packets randomly. All the arriving packets are dropped
when the average length reaches the maximum preset threshold max. Figure 3.2
shows the link and source algorithm of the RED AQM scheme. The link algorithm
describes what to feedback (using RED) and shows the packet dropping probability

in RED as a function of the average queue size. On the other hand, the source
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algorithm decides how to react to congestion (based on TCP Reno). Figure 3.2(b)
depicts the evolution of TCP Reno’s congestion window over the time which shows

its congestion control mechanism such as fast recovery.
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Figure 3.2: Link and source algorithm of RED [6]

The RED algorithm can be simplified as follows:

For every packet arrival {

Calculate avg
if (avg = max) {
Drop the packet

else if (avg > min) {
Calculate the dropping probability pa
— mazp*(avg—min

p b mar—min

pa = (l—coim [note : count is the number of packets accepted since the last packet drop]
Drop the packet with probability pa’ otherwise forward it

}

else {

Forward the packet

}

}

REM

REM was introduced by Low et al. [106, 190] which views the feedback congestion
control system as a duality model: the interaction between the end system and

the network. REM is a new AQM scheme that has features to match user rate to

38



Chapter 3 3.1. CONGESTION CONTROL

network capacity while clearing buffers, in addition to the sum prices which are the
end-to-end marking (or dropping) probabilities observed by a user [6]. It depends
largely on the sum of link prices. REM attempts achieving high utilisation as well
as negligible packet loss and packet delay. The behaviour of REM-based networks
has been designed to ensure fairness and stabilise the network, for the reason that
constant bandwidth probing is not necessary in REM.

REM measures congestion in price, which is a periodically updated value based
on rate mismatch (difference between input rate and link capacity) and queue mis-
match (difference between queue length and target). This is to enable the first idea
of REM (match rate clear buffer) which is to stabilise both the input rate around the
link capacity and queue around a small target (regardless of the number of users).
Figure 3.3 exhibits the link algorithm of the REM AQM scheme which shows the
exponential link marking probability as the function of link congestion measure.
This is to underline the second idea of REM (sum prices) which is to use the sum of
the link prices along a path as a measure of congestion in the path, and to embed it
in the end-to-end marking probability that can be observed at the source [6]. The
output queue marks each arrival packet not already marked at an upstream queue,
with a probability that is exponentially increasing in the current price. Considering
that the sum of prices which is a precise measure of congestion in the path is em-
bedded in the end-to-end marking probability, it can easily be estimated by sources
from the fraction of their own packets that are marked (Figure 3.3(b)), and used to
design their rate adaptation.

If the number of users increases, the mismatches in rate and queue grow pushing
up price and marking probability. This sends a stronger congestion signal to the
sources, which then reduce their rates. If the source rates are too small, the mis-
matches will be negative, pushing rates, until eventually the mismatches are driven
to zero, yielding high utilisation and negligible loss and delay in equilibrium. The
buffer will be cleared in equilibrium if the target queue is set to zero [6].

In order to see the impact of queue management models, we will take into account
an example in which a set of S sources share a network of links /. Upon a transmission
at rate z,(t), which is a function of period ¢, each source s attains a utility function
Us(zs). A congestion measure p;(t) is updated by each link, and each source updates
its rate z,(t) according to the sum of p;(t). The following vector forms represent the

relationship:

z(t +1) = F(x(t),p(t)) (3.1)
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Figure 3.3: Link and source algorithm of REM [6]
p(t+1) = G(z(t), p(t)) (3.2)

The function F models the source algorithm such as TCP Reno or SACK [50],
whereas function G models queue management. Each TCP/AQM scheme that at-
tempts to optimise the network usage can be characterised by the function of (F, G,
U) to describe the source rates, congestion measure, and the utility function. For
the purpose of comparison of RED and REM, only function G (link algorithm) is
elaborated here, due to the fact that function F only models the source algorithm.

Table 3.1 shows RED and REM from the perspective of the duality model,
where the parameters mean the following: p(t): congestion measure at the link;
~y=stepsize > 0; z(t): aggregate source rate at bottleneck link; b(¢): queue length;
« is a constant > 0 [106]; and c is a constant (true link capacity). The ab(?) part
of the equation for REM refers to the clear buffer mechanism, whereas the z(t)-
¢ part refers to the match rate mechanism. The expression shows a periodically
updated value based on rate mismatch (input rate (z(?)) minus link capacity (c)),
and queue mismatch (difference between queue length and target buffer (ab(t))).
In equilibrium, the buffer must be empty (b(¢)=0 (zero buffer)) and the link is full
(z(t)=c (full utilisation)). Further discussion on the derivation and explanation of
this comparison can be found in [106].

REM proved to be capable of detecting network congestion more accurately
than RED [106], and therefore maintains a smaller queue occupancy at the gate-
way. Consequently, REM is believed to provide a more robust and a better end-to-
end performance. The comparison of RED and REM on TCP Reno performed in
[7] has shown that REM’s key feature is low buffer occupancy at steady state, while
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achieving high utilisation at the same time as the number of connections changes.

‘ Queue Management, ‘ Congestion Measure p(t) ‘ Function G ‘
RED Queue [p(t) + x(t)-c]*
REM Price [p(t)+7(ab(t)+x(t)-¢)]"

Table 3.1: Comparison of RED and REM [106]

Recall that many AQM proposals are found in the literature such as Blue and
Adaptive RED. However, in our work in Chapter 4, we only compare the RED and
REM performance on an AN-based congestion control protocol for the reason that
REM is a recently introduced promising AQM mechanism. RED has been chosen

because it is a prominent and deployed example of an AQM scheme.

3.1.2.3 TCP-friendliness

Many protocols have been designed with the aim to overcome the reliability and
scalability problem. Their ‘peaceful’ coexistence with TCP (TCP-friendliness) and
their fairness characteristics will ensure smooth deployment of new protocols into
the Internet. Deploying non-congestion-controlled applications in the Internet might
result in extreme unfairness/unfriendliness towards competing TCP traffic due to
its rapid back-offs during the congestion control period.

Non-TCP flows should be TCP-friendly when they are competing with TCP
flows for bandwidth, in which the arrival rate of non-TCP flows should not exceed
that of a conformant TCP flow in the same circumstances [60]. In other words,
they should be responsive to network congestion as well as being friendly to the
competing TCP application in terms of bandwidth sharing.

Many proposed unicast and multicast congestion control schemes try to conform
to these TCP-friendliness criteria. In addition, TCP-friendliness is a desirable cha-
racteristic for both unicast and multicast flows. A unicast flow is defined as TCP-
friendly when it does not reduce the long-term throughput of any co-existent TCP
flow. A multicast flow is considered TCP-friendly when, for each sender-receiver
pair, the multicast flow has the property of being unicast TCP-friendly [177]. TCP-
friendliness is a subset of fairness, as it deals with the inter-protocol fairness with
TCP".

"Throughout this thesis, the TCP-friendliness term is used interchangeably with inter-protocol
fairness. There are different approaches to explain TCP-friendliness and its definition which can be
found elsewhere in literature. However, in our work the TCP-friendliness evaluation is performed
only to evaluate the congestion control mechanism in AN-based protocols.
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TCP-friendliness is a desirable characteristic that needs to be achieved in unicast
and multicast protocols. Fquation-based congestion control protocols have been
proposed to ensure TCP-friendliness in many works [122, 62, 61, 165]. TCP-friendly
Multicast Congestion Control (TFMCC) [74, 178] and Pragmatic General Multicast
Congestion Control (PGMCC) [135] protocols are prominent recent examples of
single rate multicast congestion control protocols. We consider TCP-friendliness in
our work in relation to the purpose of evaluating the congestion control mechanism
in some AN-based protocols. A pure end-to-end approach can not easily promote
TCP-friendliness, and therefore network elements and ANs support have been used
in achieving this desired property. Inter-protocol fairness and bandwidth allocation
have also been widely researched, such as in [3, 37, 103].

There are some definitions of fairness available in the literature for transport
protocols, for example basic max-min fairness, proportional fairness and the Jain
fairness index [76]. Basic max-min fairness underlines that a protocol should make
maximal usage of available network resources, but be able to share such resources
equally amongst data streams. Proportional fairness aims to maximise the use of
network resources, in which every network resource has a ‘price’ associated by the
network administrator and a routing priority is assigned to a given stream. The
Jain fairness index is based on Equation 3.3 [76, 84]. In Chapters 5 and 6, we will

use Jain’s fairness index equation to evaluate the AN-based multicast protocols.

fairnessindex = (%71%)22 (3.3)
i=1Ti

in which x; is the throughput of session 7 on a bottleneck link, and n is the number
of sessions sharing the bottleneck link. The fairness index lies between 1/n to 1.
Locally equal partitioning of bandwidth achieves an index of 1. If only k£ of n
flows receive equal bandwidth (and others get none) then the index is k/n. Some
properties of the index include the population size independent, scale and metric
independent, bounded on [0..1], and continuous.

Many fairness studies were conducted by using the well-known single bottleneck
topology in which the average throughput of the new protocol should closely match
the average TCP throughput. A further study has also been conducted [184] which
proposed the three mechanisms, i.e. rate-based controller, selection mechanism of
representative, and the switchover mechanism of the flow and congestion control
schemes, in achieving fairness in their reliable multicast protocol. Their inter-session

fairness with RED and Droptail routers is promisingly high, as it presents a co-
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operation between a flow control and a congestion control scheme.

Most fully reliable multicast protocols use the slowest receiver’s rate to be the
average group rate in order to provide an advantage of TCP-friendly mechanisms.
This is performed by having a TCP rate estimation function using the loss rate and
RTT estimation. In single rate multicast protocols, the round trip time and loss
information are very important for the sender to determine its rate. If the sender
does not exceed this rate for any receiver, then the protocol should be TCP-friendly.
For multirate multicast protocol, the detail of mathematical analysis and impact of

multicast layering on network fairness can be found in [137].

3.1.2.4 Pricing

Pricing has become an important topic in network congestion control due to the ex-
ponential growth of the Internet and the pervasive diffusion of the TCP/IP paradigm
to the transport of data and real time traffic. Pricing directly provides the infor-
mation needed to allocate scarce resources during times of congestion to those users
who value them most. Pricing is a promising technique to control the congestion in
communications networks.

Some researchers consider pricing as an idea in which users pay a price in order
to obtain some bandwidth. The development of the pricing methodology and its
evaluation has become important in achieving a global optimum in utility and inter-
protocol fairness.

A user x will assume that a network is congested if x’s satisfaction reduces due to
a modification of the performance of his/her network connection. The pricing and
cost approach to Internet congestion control is aimed at heterogeneous receivers,
in which the players are the users and the network manager, and a special price
function can be adopted to shape the distribution of the scarce resources in order to
achieve global optimum that is close to Nash equilibrium [145, 146]. This is where
mathematics and game theory meet the Internet [123, 183] in which the optimisation
problem in congestion control is encountered [87].

In computer networks, the discussion of pricing concentrates on usage-based
pricing in achieving optimal efficiency. The network resources are used efficiently
if they maximise the total user satisfaction in which the charges must equal the
marginal cost of usage. This is the cost of congestion in the form of performance
penalties that one user’s traffic imposes on other users. Pricing becomes related to
congestion control in the network to determine the optimal rate of the user’s flows

which maximise the aggregate source utility.
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Gibbens et al. [70] also stated that the user’s utility is maximised by the network
allocating scarce network resources according to a weighted proportional fairness
criterion. The network shares resources in proportion to how much the users are
willing to pay. Shenker et al. [40] showed that it is possible to set graduated prices
so that every user is more satisfied with the combined cost and performance of a
network. Thus prices allow network managers to distribute the resources according
to the service needed by the user. In a particular model, prices can be set to
encourage high utilisation of network resources as well as a fair distribution (reactive

flow control approach).

3.1.3 Congestion Control for Unicast and Multicast Proto-

cols

Congestion control protocols can be classified with respect to many characteristics.
The congestion control taxonomy of Yang and Reddy [189] divided the approaches
in to non-feedback (open loop) and feedback congestion control (closed-loop). Non-
feedback congestion control is based on the good design of the network protocol, such
as when to accept new traffic, when to discard packets, and scheduling. Feedback
congestion control methods can be applied, for example by monitoring the system
to detect when and where congestion occurred, passing the information to places
where action can be taken, and adjusting the system operation [156]. Propagation
delays could have an adverse impact on the stability of feedback control algorithms
in high speed communications.

A nomenclature has been devised in [18] for congestion control mechanisms in
which the presence of network support and the type of data transfer is the parameter.
When the network support is present and the data transfer is reliable, DECbit [82],
Explicit Congestion Notification (ECN), Active Congestion Control (ACC), and the
exponential backoff scheme can be applied. Bhattacharjee [18] proposed Application
Specific Congestion Control (ASCC) for unreliable data transfer. For the current
Internet, where the network support is absent, both RED and FIFO (Droptail)
algorithms are used, whereas exponential backoff is used for reliable data transfer.
This nomenclature is shown in Table 3.2.

In this subsection, we review the congestion control protocols with respect to
their type of modes of operations and whether they operate in single rate or use
a multirate approach. The unicast congestion control protocol has been defined

by evolutionary enhancement to TCP, in which the connection-oriented network
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Network Support/Data Transfer Reliable Unreliable
Present DecBit, ECN, ACC, Exponential Backoff ASCC
Absent RED, Droptail, Exponential Backoff RED, Droptail

Table 3.2: Congestion control space [18]

transports data from one sender to one receiver. Multicast congestion control deals
with one to many connections.

Protocols’ classification can be based on whether they are operating at a single
rate or multirate. All unicast protocols are obviously single rate, in which data are
sent to all receivers at a single rate, whereas multicast protocols can be either single
rate or multirate.

The following are some example of protocols which can be found today in the

literature for unicast, single rate multicast, and multirate multicast flows:

1. Unicast: Active Network-based Congestion Control Transmission Control Pro-
tocol (ACC TCP) [47, 49], TCP Friendly Congestion Control Protocol (TFRC)
[62, 177].

2. Single Rate Multicast: Active Reliable Multicast (ARM) [104], Pragmatic Gen-
eral Multicast Congestion Control (PGMCC) [135], TCP friendly Multicast
Congestion Control (TFMCC) [178], Reliable Multicast Active Networks Pro-
tocol (RMANP) [33], Active Error Recovery/Nominee Congestion Algorithm
(AER/NCA) [88], Dynamic Replier Reliable Multicast Protocol (DyRAM)
[109], Active Multicast Protocol (AMP) [11, 174], Active Hierarchical Conges-
tion Control for Large-scale Multicast (AHCCM) [9].

3. Multirate Multicast: Receiver-driven Layered Multicast (RLM) [114], Receiver-
driven Layered Multicast Congestion Control (RLC) [166], Packet-pair Receiver-
driven Layered Multicast (PLM) [102], Active Traffic Control Mechanism for
Layered Multicast (ATML) [85], Multicast Enhanced Loss Delay-based Adap-
tation (MLDA) algorithm [149], Coding Independent Fair Layered Multicast
(CIFL) [91], Active Layered Multicast Adaptation (ALMA) protocol [187].

Next, we will discuss multicast congestion control protocols and their advances from
single rate to multirate modes of operations. Then, we will present two examples
of multicast protocols, namely PGMCC and PLM for single rate and multirate

congestion control respectively.
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3.1.3.1 Multicast Protocols

Multicast protocols address the problem of efficiently sending one message to mul-
tiple receivers, for example for conferencing and replicating information faster than
multiple unicasting. Multicast applications have different focus functions and perfor-
mance requirements, which can be classified into receiver-driven and sender-driven.
In sender-based techniques a single rate is sent to all receivers. PGMCC [135] is
an example of a TCP-friendly sender-based protocol for applications that can cope
with larger variations in the sending rate. Receiver-based techniques are based on
the capability to generate the source data in a layered format and send the layers
as different multicast groups. Layer management can be divided into cumulative
and non-cumulative approaches. In cumulative layering, the receivers could join
and leave the layers based on sequential order. In contrast, in a non-cumulative
approach, receivers can join any subset of the layers or only one layer. An exam-
ple of a receiver-driven algorithm which is based on layered communication using
AN is found in [187]. A layered multicast protocol is a multirate protocol in which
a multicast session can be divided into different layers with different rates. The
data rate of different layers of multicast and cumulative layered transmission is a
mechanism that supports the delivery of live video content and bulk data transfer
to heterogeneous receivers.

McCanne et al. [114] introduced the Receiver-driven Layered Multicast (RLM),
which is the first layered multicast protocol to address heterogeneous receivers in
packet video transmission. This protocol enforces a mechanism for receivers to add
and drop network connections while adhering to their bandwidth restrictions. The
RLM protocol utilises a layered compression scheme. An example of data layer-
ing is as follows: a single video signal is split into multiple segments, which are
subsequently being spread across multiple multicast channels. The video encoding
and decoding functions must be available to segment the video streams into mul-
tiple components. The lower layers consist of the lowest quality image, and higher
layers will improve the quality of the image. Vicisano et al. [166] proposed their
Receiver-driven Layered Congestion Control (RLC), an improvement to RLM, in
which a receiver would join a higher layer only if there was no packet loss to ensure
that the bandwidth is sufficient. Granularity of the layer in layered multicast is
addressed in [32]. Several problems are encountered in the implementation of some
proposed layered multicast mechanisms, i.e. loss induced by the join experiments,
slow convergence time, and lack of inter-protocol fairness.

In the following subsection, we discuss non-AN-based single rate and multirate
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layered multicast protocols which will be compared with the AN-based ones in Chap-

ters 5 and 6, respectively.

3.1.3.2 Example of a Single Rate Multicast Congestion Control Protocol

Pragmatic General Multicast Congestion Control Protocol (PGMCC) [135] is a
prominent example of a single rate multicast congestion control protocol. PGMCC
selects the receiver with the worst network condition as a group representative, and
calls it an acker. The acker’s process of selection determines the fairness of the
protocol. Each receiver tracks the Round Trip Time (RTT) and the smoothed loss
rate, and communicates these values with a Negative Acknowledgement (NACK)
to the sender using normal randomised feedback timers to avoid NACK implosion.
PGMCC can also use network elements support to aggregate feedback once an acker
is selected. A TCP style window-based congestion control is run between the sender
and the acker. This close mimicking to TCP’s window behaviour makes PGMCC

suited for applications that can bear larger sending rate variation.

3.1.3.3 Example of a Layered Multicast Congestion Control Protocol

Packet-pair receiver-driven Layered Multicast (PLM) [102] introduces a packet-pair
technique to infer which layers to join (to discover the available bandwidth), en-
abling fast convergence for cumulative layered multicast multirate protocols. The
convergence time takes into account the issue that the time needed to subscribe
to the higher layers in the multicast session is longer than the subscription to the
lower layers. Accordingly, PLM uses the fair scheduler paradigm to ensure the fast
convergence of layers.

PLM assumes that the routers are multicast capable, regardless of the multicast
routing protocol used. It is receiver-driven, and the sender is capable of sending data
via cumulative layers as well as emitting packets in pairs for each layer. Coding into
cumulative layers means that each layer has the same content, but with an increase
in quality in the higher layers. The receiver-driven approach enables congestion
control to be performed by the join and leave actions of the receiver (adding and
dropping layers). The cumulative layered congestion control requires the layers to
follow the same multicast routing tree.

Different from other multicast layered congestion control schemes which are
based on the information about each layer’s throughput to estimate the available

bandwidth, a signal of congestion in PLM is a Packet Pair (PP) estimate of the
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available bandwidth. The first PP that leaves the queue after congestion occurs is
a signal of congestion. The PP estimate is the packet size divided by the inter-
arrival gap. The PP bandwidth inference mechanism does not induce losses when
discovering the available bandwidth.

PLM drops a layer each time the sample bandwidth estimation value is lower than
the current layer subscription, and adds layers in conjunction with the minimum
bandwidth estimation value received during a period C. In order to avoid high
congestion that prevents packet-pairs arriving, if after a predefined timeout period
no packet is received, then a layer is dropped. Losses are identified by the packet
sequence numbers, and use a one bit field that marks the first packet of a PP burst.

In PLM, there are three particular parameters that influence its behaviour: the
granularity of the layers, the check value C, and the burst size. The layer granularity
will affect the stability of the layer, in which the smaller bandwidth per layer will
lead to higher stability. The check value also affects the stability, in which a larger
value of C will also lead to higher stability. The larger the burst size, the more
accurate the estimate.

The PP estimate used in PLM helps provide some ideal congestion control prop-
erties such as stability, simplicity, efficiency, and fairness. However, its fair scheduler
network cannot feasibly be implemented on the whole Internet architecture.

The following sections review the deployment of AN in congestion control and

AN-based unicast and multicast protocols.

3.2 Deployment of AN in Congestion Control

ANs offer the promise of improving congestion control due to their flexibility. Con-
gestion is an intra-network event and is potentially far removed from the application,
therefore it is a potential problem domain to be solved by ANs. The speed with
which an application can self-regulate to reduce congestion or can ramp-up when
congestion has cleared is limited by the time that is required for congestion notifi-
cation information to propagate back to the sender [21].

In terms of congestion control, Psounis [128] stated some examples of situations

where ANs functionality can help:

1. An active node can monitor the available bandwidth and control the rate of
a data flow. Instead of putting the buffer in the switch, it can be put in the

active node.
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2. An active node can control the relevant rate of each flow in addition to the

total rate.

3. Transformation of data at a congestion point can be done at the right place,

although this may be costly.

4. Selective dropping of units, packets or cells can be held efficiently with ANs.

The following subsection will discuss some existing AN-based congestion control

protocols according to whether they are based on feedback or non-feedback.

3.2.1 Feedback vs Non-Feedback Approach

Non-Feedback Congestion Control

The work of Bhattacharjee et al. [18, 19, 21| has applied AN to non-feedback
Asynchronous Transfer Mode (ATM) congestion control. They introduced the Ap-
plication Specific Congestion Control (ASCC) protocol to perform congestion con-
trol, without specifying any ATM service. This protocol processes application data
during congestion with some schemes such as ‘unit’ level dropping, media trans-
formation, and multi-stream interaction. This work has presented a mechanism
that would allow bandwidth reduction to occur in a manner that preserves as much
application-level useful data as possible.

An application-specific state can be installed inside the network such that the
adaptation the sender would have applied can be performed at the congestion point.
ASCC exploits the interface provided by ANs to tailor the network’s behaviour
during the period of congestion. A mechanism can be placed in the network to
allow packet processing, e.g. discarding or transferring, to proceed according to the
advice supplied by the application.

The ASCC implementation to apply AN to congestion control specified that only
packets that carry Active Processing Control Information (APCI) can be actively
processed or switched by a non-active nodes. This enables both active and non-active
nodes to coexist in the same network. This work is important as it is among the
first on ANs application in congestion control and the only AN-based non-feedback

mechanism found so far in the literature.

Feedback Congestion Control Approach

The work of Faber [47] applies ANs to feedback congestion control, specifically
to TCP. Active Congestion Control (ACC) exploits state and programmability to
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reduce the delay when congestion is signalled to the sending systems. The ACC
control packets contain 4 to 8 byte characterisations of the state of the endpoint’s
congestion feedback. When congestion occurs at a router, particularly when a packet
is dropped, the router determines the congestion window size, deletes packets from
the sender that violate the newly established window value (that would not be sent
with this new window size), and informs the sender of the new window size. Faber
argued that based on simulation experiments using the ns-2 network simulator, the
throughput of ACC TCP is claimed to have improved by 18% compared to the
basic TCP (endpoint) for uncontrolled traffic. Although this performance gain is
not appealing for some researchers, the work is among the first publication on ANs
and congestion control.

Under ACC TCP, active routers generate a congestion signal in the form of a
TCP acknowledgement for the TCP source. This will shorten the time required for
congestion notification to reach the sender. The TCP acknowledgement (congestion
signal) advertises a TCP window that is half the size of the current window. A
similar protocol which uses a forward active congestion control algorithm has also
been reported in [168].

Most AN-based multicast congestion control protocols are based on the feedback
approach, due to the fact that the congestion control mechanisms are referring to

the information received from the multicast receivers.

Other Approaches

Some other works on ATM and active congestion control include [130, 180]. The
work of Pung et al. [130] uses a mechanism to implement an efficient congestion
control of multi-layered encoded video multicast streams. This is a design of an
ATM multicast protocol with a dynamic code injection mechanism for service cus-
tomisation. The work of Williamson et al. [180] reviewed the ATM Available Bit
Rate (ABR) service as an active service whereby congestion control functions are

user deployed.

3.2.2 AN-based Unicast and Multicast Congestion Control

Protocols

The following subsections address the AN-based unicast and multicast congestion

control protocols.
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3.2.2.1 Unicast

Active Network Congestion Control Transmission Control Protocol (ACC TCP)
[47, 49] and Forward Active Congestion Control Algorithm [168] are two AN-based
unicast congestion control protocols which are found in the literature, based on
the ns-2 network simulator. They are built on top of the existing TCP congestion
control mechanism. ACC was designed to work well in a high bandwidth-delay

product regime.

3.2.2.2 Single Rate Multicast

The use of ANs paradigm where routers could contribute to improvements in the
network services by customised functionalities have been proposed by the multi-
cast research community. Active Reliable Multicast (ARM) [104] is one of the first
AN-based multicast congestion control protocols. In ARM, upon experiencing a
packet loss a receiver sends immediately a NACK to the source. Active Error Re-
covery/Nominee Congestion Algorithm (AER/NCA) [88] uses a strategy based on
local timers at the receivers in which prior to sending a NACK packet, a receiver
initiates a timer and waits for a random amount of time. The active router in AER
multicasts the repair packet to every receiver associated with it, whereas ARM sends
the repair packet only to the set of receivers that have sent a NACK packet.

The Active Multicast Protocol (AMP) [11, 174] is a single rate AN-based mul-
ticast protocol to help the congestion control. AMP has been implemented using
ANTS EE and has inspired further work on this problem domain.

Reliable Multicast Active Networks Protocol (RMANP) [33], a sender-driven
rate-based active multicast congestion control protocol has been introduced in [8,
143]. Congestion control is the responsibility of both senders and receivers. In this
work, the urgency to study the definition of TCP compatibility (TCP-friendliness)
and the combination of the flows in multicast flow has been underlined. However,
the mechanism of TCP compatibility in RMANP has not been established.

Dynamic Replier Active Reliable Multicast Protocol (DyRAM) [109] was de-
signed to provide a reliable multicast service without any facility in the multicast
tree. This receiver-based (replier) local recovery multicast protocol would use a
dynamic replier elected on a per-packet basis. In DyRAM, routers play an active
role, i.e. they suppress duplicate NACKSs to minimise the NACK implosion problem,
subcast the repair packets to the relevant receivers only, and elect a replier in which

a link is chosen to perform local recovery from the receiver instead of caching data
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packets at the router. DyRAM is simulated using Parsec [126] and implemented
with the Tamanoir execution environment [108].

Active Hierarchical Congestion Control for Large-scale Multicast (AHCCM)
design [9] was based on the AER/NCA framework. AHCCM is a router-assisted,
window-based hierarchical congestion control in which multicast flows have an ad-
justable share of the link’s bandwidth with TCP flows. Upon congestion, active
routers use a congestion smooth buffer to smooth congestion by reducing the for-
ward rate, and then increase its forwarding rate to utilise the available bandwidth.
In other words, TCP-friendliness is supported by adjusting the amount of resources
by properly using a congestion smooth buffer to reduce the forwarding rate when

congestion occurs, and increase the rate when the congestion resolves.

3.2.2.3 Multicast Multirate Congestion Control Protocol (Layered Mul-

ticast Protocol)

Layered multicast protocols provide a good solution to the problem encountered in
single rate reliable multicast protocols in which all receivers have to receive service
at the same time. Single rate techniques can not accommodate the heterogeneous
nature of receivers and differences in the bandwidth capacity of different networks
links such as T1, T3, Integrated Services Data Network (ISDN) and Asynchronous
Digital Subscriber Line (ADSL).

A layered multicast protocol enables multiple multicast groups to transmit data
at different rates for a diverse set of receivers. Active Traffic Control Mechanism for
Layered Multicast (ATML) [85] and Active Layered Multicast Adaptation (ALMA)
[187] protocols are the AN-based multicast multirate protocols which can be found

in the literature.

3.3 Review of AN-based Protocols

The main theme of ANs, congestion control, and the selection of the ns-2 simulator
as a performance evaluation framework lead us to a coherent research programme.
In order to evaluate the AN-based congestion control protocols, we have chosen
one protocol for each mode of operations to be investigated in detail. ACC TCP,
AER/NCA, and ALMA have been chosen as the AN-based protocol representatives
for unicast, multicast single rate, and multicast multirate protocols respectively.

The following subsections outline these protocols in detail. These protocols will be
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extended and elaborated further in the next chapters to cover specific congestion

control schemes.

3.3.1 Active Congestion Control TCP (ACC TCP)

The ACC TCP protocol was introduced by Faber in 1998 [47, 49|, aiming to use
Active Applications (AA) to detect congestion, modify packet flows in the network
to relieve congestion, and notify endpoints of the traffic modification. In ACC
TCP congestion relief is initiated at the congestion point to shorten the response
time. ACC TCP is one of the first unicast protocols introduced to perform feedback
congestion control using ANs.

ACC TCP was designed to reduce the high bandwidth-delay product effect by
making congestion response a distributed activity, rather than endpoint activity
only. Once the ACC TCP active application is inserted into the programmable
element of the network, it requires access to the queue occupancy information of the
router and the header information of packets to be discarded by congestion. It must
also have the ability to set filters to remove specific packets from the data stream.

ACC TCP applies the ANs technology to feedback congestion control specifically
to the existing TCP. It follows the TCP congestion control rules in deciding to
delay sending packets and update endpoints’ states as well as in performing fast
retransmission. ACC TCP has been designed to reduce the effect of high bandwidth-
delay product on feedback control by making congestion response be performed by
the network instead of the endpoints.

Under ACC TCP active routers generate a congestion signal in the form of a TCP
acknowledgement (ACK) for the TCP source. This will shorten the time required for
congestion notification to reach the sender. The TCP acknowledgement (congestion
signal) advertises a TCP window that is half the size of the current window.

When congestion is experienced by the system, the ACC TCP notifies the end
system by forwarding a packet with the new window size and then filters one win-
dow of traffic. On the occurrence of packet loss the window message will be closed
and one window should be discarded. Thus, ACC TCP uses ANs services to reduce
the control delay exhibited by the feedback congestion control system by means of
generating ACC TCP packets and starting traffic modification from the congested
router. Each packet contains a program or data for a router that enable it to react
to network congestion, hence avoiding the delay in communicating congestion infor-

mation to endpoints. ACC TCP uses the router intelligence to reduce congestion,
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in which the router calculates endpoint responses and nearby routers implement
local responses.

ACC? has been implemented by Faber [48] in a simple transport protocol called
Reliable Data Protocol (RDP). The results of that implementation and further work
on ACC TCP have been published in [49]. It stated the implementation overhead of
ACC on RDP is low. Both simulation and implementation results have shown that
ACC congestion control is effective in the regime for which it was designed (high
bandwidth-delay product). However, in a low bandwidth-delay region, the standard

feedback control system works better.

3.3.2 Active Error Recovery (AER) / Nominee Congestion
Algorithm (NCA)

AER/NCA is an approach to multicast congestion control which aims to over-
come the problem of congestion and to achieve better transmission performance.
AER/NCA is a reliable multicast architecture that invokes active services at strate-
gic locations inside the network to address the problem of feedback implosion, re-
transmission scoping, distributed loss recovery, and congestion control. It consists
of two protocols, i.e. Active Error Recovery (AER) for packet loss recovery, and
Nominee Congestion Avoidance (NCA) for Congestion Control. The objective of
the protocol [88] is that the active services architecture improves resource usage,
latency for loss recovery, and provides ‘TCP-friendly’ congestion control. ANs con-
tribution in AER is a best-effort cache of data packets to permit local recovery.
Upon a packet loss, prior to sending a NACK packet, a receiver initiates a timer
and waits for a random amount of time. The active router multicasts the repair
packet to all its associated receivers.

NCA uses a single-rate, source-based adjustment algorithm that regulates the
transmission rate according to packet loss indications from a single receiver - the
‘nominee’. A multicast session is required not to receive more bandwidth than
competing TCP sessions on any of the sources to destination paths in the multicast
tree, in order to achieve TCP-friendliness. The weakest path is the path on which
a TCP session will receive the least bandwidth. Ignoring the time-outs effect, the
average throughput (bandwidth) of a TCP session with fixed size packets is given
by Equation 3.4:

8 ACC refers to both the TCP and Reliable Data Protocol’s (RDP) implementation of the Active
Congestion Control protocol.
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CxMTU
B T) =05

where p is the Loss Probability Estimate (LPE), T is the round trip time estimate,

(3.4)

C is a constant (the common value is 1.22) and Maximum Transfer Unit (MTU) is
the packet size used [88]. The most bandwidth-constrained path is the one with the
highest value of the function g(p, T)=T*,/p. This throughput modelling is similar
to the TCP throughput modelling of Padhye et al. in [122].

NCA simulations in [88] and [92] demonstrate that the NCA protocol enables
multiple multicast sessions to share the available network bandwidth fairly among
themselves and with competing TCP sessions. Bandwidth sharing aspects of small
multicast groups in this simulation illustrate the TCP-friendliness considerations.

In AER/NCA, active services are used for the purpose of performance enhance-
ments only. The required router support is also minimal. The nature of ANs that
allows new services to be deployed in an evolutionary way makes it possible for the
current Internet architecture’s routing and forwarding semantics to be preserved.
The AER/NCA simulator [88] introduced new active packets for signalling mech-
anisms, i.e. Negative Acknowledgement (NACK), Repair, Congestion Status Mes-
sage (CSM), Source Path Message (SPM), and Congestion Control Message (CCM)
packets.

Moreover, in achieving its fairness goal, AER/NCA uses a rate adjustment algo-
rithm to regulate the source to adjust its rate in response to the ACK received from
the nominee. The algorithm uses the congestion window (CWND), and a slow-start
threshold variable (Thresh). The adjustment of CWND is similar to the TCP New

Reno’s mechanism as follows [88] :

On receiving ACK, if (CWND < Thresh) CWND-> CWND+1; else CWND->CWND+ 1/CWND
On detecting loss, Thresh -> CWND/2; CWND->CWND/2 (congestion avoidance)

On timeout, Thresh -> CWND/2; CWND->1 (slow start)

3.3.3 Active Layered Multicast Adaptation Protocol (ALMA)

ALMA is an adaptive application which is designed to treat bandwidth fluctuations
and minimise congestion. ALMA is designed for a layered multicast protocol in
which the data stream is divided into a number of layers after being encoded hi-
erarchically [187, 186]. Several flows are generated and the receiver gets a subset.

This protocol has a layered scheme for competing flows with different priorities in
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performing bandwidth adaptation. In ALMA, TCP-friendliness is not a focus of the
protocols, particularly when the delay to join/drop from a group is high.

ANs are used in ALMA to overcome the problem encountered in classical adap-
tation approaches, i.e. the lack of mechanisms to obtain the required information
about resource availability. The capsules are used to provide the information on
congestion, which is the queue occupancy. The average queue length is used to cal-
culate the price using a designated price function (see Equation 4.2), and then will
be compared with the budget, which is proportional to the relative marginal utility
of adding more layers. This filtering mechanism is simple, and only requires the link
to export the function of the load in terms of price to provide flexibility in offering
different satisfaction requirements to the users. Figure 3.4 shows the budget and

initial price function used in ALMA.
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Figure 3.4: Budget function for each layer and price function for intermediate nodes
[187]

The price function used in ALMA simulation experiments can be seen in Equa-
tion 4.2 [188, 161], in which the load is the average buffer occupancy. This is a convex

increasing function which forces the sharp rise of price on high loads to prevent the

use of bandwidth.
1.01
ice = 1 (——1 _
price = 1000 TO01— load 000 (3.5)

This protocol uses some assumptions: namely all the nodes are AN capable; all

packets are active capsules; the protocol uses the source-based sparse-mode® routing

9Refer to Internet Engineering Task Force (IETF) Request For Comment (RFC) 2117 and RFC
2362 for further information on sparse-mode routing

o6



Chapter 3 3.4. SUMMARY

mechanism, but not group address. The layered multicast application is composed of
a single source and several different receivers. The source is hierarchically encoded,
in which higher layers carry more detailed information in addition to that available in
the lower layers. The data are carried by capsules which also contain the instructions
to process them inside the active nodes. The relationships among layers are built
in.

ALMA employs subscribe capsules to be used by session receivers for probing
bandwidth and indicating the subscription level. The capsules are also used by the
active router for pruning to perform congestion control. The subscribe capsules
consist of the source address and the subscription level. The congestion control
mechanism can be summarised as follows: outgoing interfaces export a price as a
function of link characteristics and load, data capsules filter themselves by compar-
ing price and budget, data capsules prune multicast branches that have persistent
congestion, and then the receiver spawns the subscribe capsules to probe for addi-
tional bandwidth.

A data-filtering mechanism to overcome short-term congestion is performed by
comparing the price with the budget, whereas long-term congestion is anticipated
by pruning decisions. The behaviour of the protocol can be evaluated by analysing
the bandwidth subscribed by each receiver, the fast convergence to optimal rate, the

number of layers subscribed, and the loss rate.

3.4 Summary

The first part of this chapter reviews the principles of current Internet congestion
control and some advanced topics in networking such as AQM, TCP-friendliness, and
pricing. It also classifies the congestion control protocols into unicast and multicast
protocols and addresses the congestion control schemes in detail.

From the literature reviewed, we can see that there have been extensive studies
on the congestion control problem and the AN-based solution to it. However, little
attention has been given to the specific issue of unicast and multicast congestion
control protocols, as well as assessing the impact on the use of ANs on the overall
network performance. It can be stated that the ‘red thread’ which brings all the
issues into context in this thesis is the ANs, congestion control, and the ns-2 network
simulations.

The last part of this chapter describes the protocols investigated in this work:
ACC TCP, AER/NCA, and ALMA. In the next chapters, we will expose our work on
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the performance evaluation of each unicast and multicast protocol in order to assess
the behaviour of each AN-based protocol. The reason behind it is that we would like
to improve and integrate new enhancements into the currently available protocols
as well as evaluating the impact of different network variations. It is our aim to
gather an understanding of the advantages of having ANs to assist in performing
congestion control mechanisms.

Chapters 4 to 6 present our work in the evaluation of AN-based unicast and mul-
ticast protocols. We perform experiments Ul (Unicast 1), U2, and U3 to evaluate
the unicast protocols. Subsequently, for single rate multicast protocols, we perform
experiments S1 (single rate multicast 1), S2 and S3. Next, Experiments M1 (mul-
tirate multicast 1), M2, M3 and M4 are the conducted for the multirate multicast
protocols. The framework unifies the view of multi modes of communications in the

Internet and congestion control, under a single performance evaluation theme.
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Chapter 4

Performance Evaluation of
AN-based Unicast Congestion

Control Protocols

In the previous chapter, we introduced the problem domain of Active Networks
(ANs) and congestion control. In this chapter, we present the core of the work
which will cover the AN-based unicast congestion control protocols. The main focus
of the work is to compare the performance of REM and RED active queue manage-
ment mechanisms. In Section 4.1, a brief background on the AN-based congestion
control protocols and active queue management is presented. Although we have in-
troduced the unicast AN-based congestion control protocol researched in this study
(ACC TCP) [47] in Chapter 3, we will revisit its congestion control mechanism in
Section 4.2. Section 4.3 presents the general approach to simulation experiments
used throughout this thesis. Next, we present the evaluation of ACC TCP in three
experiments. The first experiment in Section 4.4 shows the microscopic behaviour of
ACC TCP. The second experiment in Section 4.5 presents the experimental design
and discussion of the results of the simulation on a more complex network topology,
in which several parameters have been varied. Section 4.6 presents the third exper-
iment and its result, in which bursty cross-traffic has been added to the network.
For each experiment, we present the description of the simulation, the topologies,
the parameters and their rationale, and discuss the results of the experiments. In
Section 4.6.6, the limitations of the AN-based scheme are evaluated. Section 4.7
discusses the overall performance evaluation conducted for the AN-based unicast

protocol. Finally, Section 4.8 gives a summary of the chapter.

99



Chapter 4 4.1. INTRODUCTION

4.1 Introduction

Improving the performance of the Internet TCP (Transmission Control Protocol) is
one of the major research areas in networking, focusing on router queue management
and congestion avoidance. Unicast TCP currently uses dynamic window flow control
to implement congestion avoidance in which packet loss and round trip time (RTT)
information are used to convey implicit feedback to the sources.

In an AN-based unicast congestion control protocol - ACC TCP, active applica-
tions are used to detect congestion, modify packet flows for congestion relief, and
notify endpoints of the modification to their traffic. In order to shorten the response
time, the congestion relief is initiated at the congestion point.

Active Queue Management (AQM) provides queuing and dropping strategies to
reduce the time to relieve congestion by inferring congestion before the conditions
become worse. Recall that RED and REM AQM algorithms and parameters have
been discussed previously in Chapter 3. The RED AQM algorithm has been designed
to overcome the problem with Droptail queuing, and is now widely implemented in
commercially available routers. The RED mechanism reduces unfairness by dropping
random packets before the queue becomes full. The results in [47, 49] show that
ACC TCP is complementary with RED.

The REM AQM algorithm has been proposed in [6, 99] and generally only re-
quires minimal changes to the existing RED AQM routers. The philosophy behind
REM is to bring the network to an operating point that will not require the changing
of standard TCP! algorithms in order to improve the throughput and link utilisa-
tion. Figure 4.1 illustrates the marking probability of RED and REM, in which
the difference between their congestion measure functions can be noted. This in
turn yields differences in how they handle the congestion. The unit of congestion
measure in RED is the average queue length, whereas in REM it is price. Price is
updated periodically or synchronously based on rate mismatch (difference between
input rate and link capacity) and queue mismatch (difference between queue length
and target queue). If the weighted sum of these mismatches is positive, the price
is incremented. Otherwise, the price is decremented. Some literature on congestion
control has acknowledged the advantages of REM [79, 119]. However, in relation to
ANs, no evaluation of REM AQM has been attempted.

In this chapter, we conduct performance evaluation of the integration of two novel

approaches: a) network architecture called active networks, and b) the active queue

n this work, we deal with TCP-based congestion control protocols; consequently, all of the
AQMs used are associated with TCP. All literature found so far also applied REM to TCP.
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Figure 4.1: Marking probability of RED and REM

management algorithm called Random Early Marking [6, 99]. Subsequently, we
compare the RED and REM performance on ACC TCP. RED or REM are required
beyond the ACC TCP, because routers need a buffer scheduling policy to handle
the packets they receive. For example, RED buffer scheduling algorithm reduces
unfairness by dropping random packets before the queue becomes full. The AQM
will be an additional mechanism to the AN-based congestion control protocols, in
which the active router shortens the time for congestion relief.

We have integrated REM into the ACC TCP ns-2 simulator and evaluated its
dynamic performance. We evaluate the microscopic behaviour of REM in ACC
TCP for a simple network, and then compare the performance to that of RED on
ACC TCP. Subsequently, we study the behaviour of ACC TCP across a range of
bandwidth-delay product networks, in which we use more complex, ‘stable’ and
‘bursty cross-traffic’ network scenarios (by varying the delays in one of the links and
keeping the other parameters constant), in order to see the impact of a range of

congestion conditions on the network performance.

4.2 ACC TCP and REM

The work of Faber [47] applies the ANs technology to feedback congestion con-
trol, specifically to TCP. Active Congestion Control (ACC) exploits state and pro-
grammability to reduce the delay when congestion is signalled to the sending sys-
tems. Recall that we have discussed the ACC protocol in Chapter 3. ACC packets

contain 4 to 8 bytes characterisations of the state of the endpoint’s congestion feed-
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back. When congestion occurs at a router, particularly when a packet is dropped,
the router determines the congestion window size, deletes packets from the sender
that violate the new window size, and informs the sender of the new window size.

Under ACC TCP, active routers generate a congestion signal in the form of a
TCP acknowledgement for the TCP source. This will shorten the time required for
congestion notification to reach the sender. The TCP acknowledgement (congestion
signal) advertises a TCP window that is half the size of the current window.

When congestion is experienced by the network, the ACC TCP notifies the end
system, and then filters one window of traffic. On the occurrence of packet loss, the
window message will be closed and one window should be discarded. Thus, ACC
uses AN technology to reduce the control delay exhibited by the feedback congestion
control system by means of generating ACC packets and starting traffic modification
from the congested router. Each packet contains a program or data for a router that
enables it to react to network congestion, hence avoiding the delay in communicating
congestion information to endpoints. ACC uses the router intelligence to reduce
congestion, in which the router calculates endpoint responses and nearby routers
implement local responses.

ACC TCP is aimed at networks with high bandwidth-delay products. In addi-
tion, the performance evaluation of TCP /IP for networks with high bandwidth-delay
products and random loss is also important [97]. Hence in our work, we also take
this into account. We evaluate the ACC TCP with different queue management
schemes across a range of bandwidth-delay product networks - using 50 to 250 ms
delays of uncongested link.

The problems addressed in this chapter are illustrated in Figure 4.2, in which the
AN architecture has been complemented by queue management schemes to achieve
better performance. The two approaches could be built together in a router to
achieve desirable network performance with high throughput and low packet delay

and loss.

Application of ANs in ACC TCP

The ACC TCP ns-2 extension of Faber [47] has been used and modified in this work
to be able to employ a new queue management mechanism (REM). Therefore, in ad-
dition to Droptail active and RED active flows, we have REM active flows that can
be run to take credit from the existence of both the AN-based unicast TCP conges-
tion control and REM. We have implemented this by creating Queue/REM /Active
mechanism by modifying the Tcl and C code available from ns 2.1b5 with ANs
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Figure 4.2: Active networks and queue management architecture

extension and REM C codes of Athuraliya et al. [6].

AN capsules have been used in ACC TCP, in which the active services are em-
bedded in the Agent/TCP/Active and Agent/TCPSink/Active. The active packet’s
size is similar to the TCP Reno data (1000 bytes), and the acknowledgement packet
size is 40 bytes. Result generation can be obtained by evaluating active agents used
on TCP sources and sinks. ACC packets are formed as a 4-8 bytes characterisation.
It can be emphasised that the congestion control performed can be attributed to the
active routers’ actions to generate acknowledgements, and filter windows to inform

end points of congestion.

Validation

Validation is an important step in performing network simulation as described in
Section 2.3.3. It is worth mentioning that after installing ns-2, the validation tests
which come with the software distribution were successful. Moreover we ensured
that the built ACC TCP program runs properly and tested it in a simple scenario
in which there is no congestion situation.

Furthermore, in order to ensure the validation of the ACC TCP simulation in
this research, we have chosen the following results from a specific case in the lit-
erature, the work of Faber in [49] (Figure 4.3(a)). The simulation is based on the
same topology with Experiment U3 (topology in Figure 4.16). The objective of the
simulation is to compare the throughput of ACC TCP and TCP Reno, in the case
where the uncongested link’s delay is varied: 50, 100, 150, 200, ..., 500 ms. The

rest of the links in the path have 10 ms delay each. Identical parameters have been
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used for ACC TCP and non ACC TCP simulations, considering that RED queuing
algorithm is implemented in routers. Figure 4.3(a) shows the round trip time versus

throughput plot, in which the round trip time is twice the total of delays in the

path. We have performed a similar simulation using ns-2 (Figure 4.3(b)).

RTT | TCP TCP TCP Differ- | ACC/TCP| ACC/TCP | ACC/TCP | Differ-
through- simu- simu- throughput| simulation | simulation
(ms) . . ence ence
put lation lation . results results
(obtained
btained results results wrt average standard wrt
(obtaine average | stan- ¢ from [49]) | through- deviation "
th h-| dard stan- t stan-
from [49]) pu’;;oug d:r/ia_ dard (KbPS) P (Kbps) dard
(Kbps) tion (Kbps)
(Kbps) devia- devia-
Kb
(Kbps) tion tion
160 109 102.42 4.63 0.34 105 101.96 2.11 1.43
260 109 104.21 7.88 0.60 102.5 102.52 1.4 -0.01
360 103 97.97 8.16 0.61 102.5 103.18 2.88 -0.23
460 102 96.82 7.01 0.73 101 102.39 1.2 -1.23
560 96 90.69 7.32 0.72 100 99.31 1.3 0.52
660 94 91.96 5.45 0.37 100 99.17 4.59 0.18
760 86 88.86 9.16 -0.90 102.5 98.89 5.9 0.61
860 92 91.45 7.37 0.07 99 97.63 3.82 0.35
960 87 90.1 3.38 -0.91 97 96.84 3.6 0.05
1060 | 82 85.81 4.53 -0.84 95 95.83 3.72 -0.22

Table 4.1: ACC TCP Validation: Difference between the results obtained from [49]
with our simulation results with reference to (wrt) standard deviation =((Reference
value - average simulation result)/(standard deviation)).

In Table 4.1 we show the throughput results from our simulations. The refer-
ence data shown is obtained by observation of Figure 4.3(a) performed by different
individuals independently?, because we had no access to the raw data.

This table shows the calculation results of the difference between the throughput
results obtained from [49] and the results from our simulations with reference to the
standard deviation®. The average data gained from [49] lies within the confidence
limit of the data we gathered from the simulation. In other words, the average TCP
and ACC TCP throughput values from [49] can be considered as a sample case of
our simulation. These values are consistent with our simulation result.

Further statistical tests such as Kolmogorov-Smirnov test (KS-test)* could have

been used if more raw data from [49] had been available. KS-test determines if two

2Three members of staff at the School of Computing assisted with this task.
ny X2} x)2

n(n—1)
http://alvarez.physics.csbsju.edu/stats/KS-test.html

3Standard deviation =
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data sets differ significantly. This goodness of fit test is used to formally determine
if two sets of data are significantly different from each other. KS-test produces a D
value which is the largest absolute difference between the cumulative distributions
of two sets of data. First, the D value of two data sets is computed and then the
result is compared to the critical value of D. There is enough evidence not to reject
the null hypothesis (that the two groups are the same) if the P value is not ’small’,
and D (Distance) is smaller than the critical value which depends on the number of
sample space and significance level®>. The work of Heidemann et al. [98] has used
this test to justify if two sets of traffic data are significantly different from each
other, in addition to visually examining their plots. However, for the above case
we could not draw any further statistical conclusion because of the limitation of the

sample space.

4.3 Simulation Experiments General Approach

The following general approach is applied to the work throughout this thesis, unless
specifically stated:

1. Different network topologies and simulation scenarios with varying numbers of
sources and receivers are used in our simulations to enable us to view different

characteristics of unicast and multicast congestion control mechanisms.

2. There are always some sources, some receivers and a bottleneck link in a

network topology in which congestion occurs.

3. Many simulations to assess AQM algorithms implemented in the routers and
congestion control mechanisms in this work are using a dumbbell topology
(using one bottleneck link such as in Figure 4.6) to analyse the protocols.
This topology is commonly used in network research for the reason that the
purpose of the simulation is to evaluate the protocol’s behaviour by tracing
every event in the network. The dumbbell topology is used not only for its
simplicity, but also to ensure that our aim to evaluate a congestion control
protocol’s mechanism in the bottleneck link can be achieved. The dumbbell
topology in ns-2 has been extensively used to evaluate many congestion control
protocol proposals [179].

Shttp:/ /nedwww.ipac.caltech.edu/level5/Wall2/Wal4_2.html
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4. Our simulation experiments use two traffic models to represent the Internet
traffic requirements. The traffic models can be classified into responsive and
unresponsive flows. The first is the TCP-based File Transfer Protocol (FTP)
flows which are used to represent a bulk data transfer model that has data
to transmit infinitely. The second traffic type is the User Datagram Protocol
(UDP)-based Constant Bit Rate (CBR) flows to represent unresponsive flows
such as a real-time multimedia traffic. Unlike TCP, UDP has no congestion
avoidance mechanism and does not rely on the receiver’s feedback to continue
the transmission. Some experiments in this research use CBR traffic for dif-
ferent purposes, i.e. presenting an exponentially bursty (on and off) CBR

cross-traffic, and presenting new AN-based multicast protocols flows.

5. The reason for choosing the propagation delays in our simulations is to consider
a value below the limit of the 80-100 ms latency. This is due to the fact that
these values are close to the high end of what has been perceived as the common
Round Trip Time (RTT) in the Internet [47].

6. Each simulation is constructed by defining the desired topology and defining
the repeat executions of independent simulations (using the main and child
processes) to run using a random number generator. We then run the ns-2
simulator for the topology, capturing experiment data in trace files, parsing
the data file for meaningful data using awk® or Perl” scripts, and calculating
the performance results statistically. We ensured that the simulation is run
up to a steady state condition before results are taken. Generally the results

are stable after 3 seconds of simulation time.

7. In our experiments, we use repetitive/replication methods in which we run the
simulation n times (typically 5 or 10). A substantial number of experiments
have been performed for each AN-based protocol under various simulation
scenarios. In doing this, for throughput measurement for example, for each
unicast and multicast protocols’ flow, we calculate their average throughput
after repeating the experiment n times. We perform statistical evaluation using
the mean, standard deviation, and a confidence interval of 95% to analyse the

data. The confidence interval (CI) is gained by using the t value of 1.96 for

6awk is a scripting language to extract and perform calculation on data from the trace files. Tt
is used for data file manipulation and named after its three developers (A. Aho, P. Weinberger,
and B. Kernighan).

"Perl is Larry Wall’s ‘Practice Extraction and Report Language’ which is good for text pro-
cessing, and support more complicated data structures.
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95% confidence interval and is generated by Equations 4.1 and 4.2 [83]. The
confidence intervals in all the graphs in this thesis have been plotted using
gnuplot, which is a utility to generate 2D and 3D data plots. Having this in
the graph means that we are 95% confident that the population mean is inside
the interval. The Tecl script to generate the mean, standard deviation, and
confidence interval can be found in the Appendix. This statistical method is
used throughout the thesis and is indicated in all of the graphs. In the case
where the confidence intervals are not clearly shown in the graph, it simply
means that the widths are too small to be discerned. Throughout this thesis,
we represent all of our simulation result with its 95% confidence interval. For
example, 85.81 + 2.81 represent 95% confidence limits of 83 and 88.62.

CI = mean =+ standarderror * tyqye (4.1)

tandardd
Standarderror = Standarddev _ (4.2)
Vnumber — of — experiments

In the following subsections, we will describe some experiments with ACC TCP
which can be divided into 2 parts. The first is to perform a microscopic analysis of
the queue length on a simple network topology (Experiment Ul). The second part
(Experiments U2 and U3) deals with a more complex network topology in which
the parameters are varied to note their impact on a feedback congestion control
mechanism of ACC TCP.

4.4 Experiment Ul: Microscopic Behaviour

4.4.1 Experiment Construction and Description

The main purpose of this work is to evaluate the use of the new AQM scheme called
REM and compare it with RED in an AN-based congestion control protocol. We
show the comparison of RED and REM and study their behaviour under various
network scenarios. This section describes the network configuration and parameters
to evaluate the AQM in an AN-based congestion control protocol. The flavour of
TCP used in the ACC TCP ns-2 extension is TCP Reno. In these experiments
and discussions, we refer to RED and REM in ACC TCP as RED active and REM
active, respectively.

In this experiment, we perform a microscopic analysis of the queue length in a

simple single bottleneck topology. The objective of this experiment is to evaluate the
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queue length in the router, in which RED and REM queue management algorithms
are applied on ACC TCP.

In order to evaluate the impact of staggering the starting time of the flows for
each active-based protocol and queue management scheme, the number of ACC
TCP flows are scaled from 10 to 50. In other words, the goal of this experiment is
to see how the queues built in RED active and REM active nodes are affected by
starting 10 more sources every 50 seconds. Each simulation is executed 5 times, in
which ACC TCP flows are started at random times between 0 and 10 seconds. This
is repeated for RED and REM simulations on the AN-based TCP environments.

Figure 4.4 presents a flow-chart of the simulation procedure. Before all of the

Add Queue/REM to ACC TCP ns-2

i

Define desired topology by writing source file In Tel Script

v
Define scenanio (number of experiments) with different

RNG seeds and collection of statistical results in Tcl command scripts

i
| Run ns-2 simulation for the topology n times |

| Capture experiment data in trace files |

Parse data file for meaningful data using awk and perl seripts

i
Calculate performance results, statistical results
(mean, standard deviation, and confidence interval)
and perform data representation

Figure 4.4: Experiment Ul - Flowchart of simulation procedure

performance evaluation experiments, we add the REM queue management to the
ACC TCP. After the use of REM on ACC TCP is validated, we write Tcl files to
define the desired topology. We construct the repeated simulations with different
random number generator seeds, run the simulation®, capture the experimental data

in a trace file, and then parse the data file using awk scripts, which in turn is used

8ns simulation is run by executing the command ’ns tclfilename.tcl’ into the environment in
which a particular protocol has been installed.
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to calculate performance results and generate graphs. The flow chart in Figure 4.5°
shows the detail of the event list initialisation and procedure inside the simulator.
This figure explains what happens inside the 'run ns-simulation’ boxes in all of the
flow diagrams in this thesis. The figure that shows and explain further what happens
inside the simulator can be found in Chapter 2, Figure 2.3, which shows the routing
between nodes, classifiers, multiplexers, and the variables which enable the packet

routing mechanism such as queue, dequeue, and time to live (TTL).

Tnitialize event list

.|

¥

Get next (nearest future)
event from event list

}

time = event list

Process event (change state values, add/delete
future events from event list)

Update statistics

Dione?
7
atop

n

Figure 4.5: Flowchart of the event list initialisation and procedure inside ns-2 sim-
ulation

4.4.2 'Topologies

The topology to analyse the queue length for each queue management algorithm
is shown as a single link network with 10 to 50 greedy sources in the form of File
Transfer Protocol (FTP) applications (Figure 4.6). Each FTP connection is a long-

lived data transfer which takes place during the entire simulation time.

9This figure applies to all ‘ns-2 simulation’ boxes in all of the simulation flowcharts throughout
this thesis.
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Figure 4.6: Experiment Ul - Topology for experiment on microscopic behaviour of

ACC TCP

4.4.3 Key Parameters and Rationale

In these simulation experiments, in every router, RED parameters were set to the
following values: RED buffer’s maximum threshold (maxth) = 80 packets, minimum
threshold (minth) = 20 packets, maximum probability (maxp) = 0.1, and queue
weight (wq) = 0.002. In the case where REM queue management was used, the
following parameters were set as follows: ¢ (weight in aggregate input rate estimate)
= 0.02, 5 (weight in RTT estimation) = 0.02, N (sample size for price estimation)
= 50, y (step size in price adjustment) = 0.001, and a1 (weight of buffer in price
adjustment) = 0.1. These values and weightings are commonly used RED and REM
parameter settings in ns-2, and have been recommended in [56]. The investigation
of RED active and REM active parameter tuning'® is beyond the scope of this
investigation.

The simulation parameters are shown in Table 4.2. The number of sources of

‘ Simulation Parameters ‘ Value ‘
Sources - Router 1links 16 Mbps, 30 ms delay
Router 1- Router 2 link 10 Mbps, 150 ms delay
Router 2 - Receivers links 16 Mbps, 0 ms delay
TCP Packet Size 1000 bytes
Simulation Duration 120 seconds
All routers maximum buffer size 120 packets

Table 4.2: Experiment Ul - Simulation parameters for topology in Figure 4.6

10, 20, 30, 40, 50 are chosen for ease of traffic evaluation. The size of each TCP

10References such as [99, 160] indicate that the RED and REM parameter sensitivity leads to
different network behaviour.
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packet is 1000 bytes. All traffic in these experiments is unidirectional. All incoming
links to router 1 have 16 Mbps capacity and a delay of 30 ms. The bandwidth of
the bottleneck link is 10 Mbps and the delay is 150 ms. All outgoing links to the
sinks have 16 Mbps bandwidth and 0 ms delay. The purpose of the parameters’
choice is to create a simple model in which the queue occupancy can be evaluated

distinctively.

4.4.4 Performance Metrics

The performance metrics of the experiments consist of the queue length and the
packet loss ratio. We observe the performance at the intermediate nodes in order to
be able to explain the behaviour of the protocol in relation to the use of different
AQM algorithms in detail.

4.4.5 Results and Evaluation

This section presents the results of the experiments and highlights some differences of
RED and REM in AN-based TCP. The graphs are generated by tracing data packets
entering and departing from the routers in the network. We discuss the results of
the simulation experiment using RED and REM queuing policies to provide us with

insight into the performance of the algorithms under various conditions.

Implication of Different Sources’ Starting Time

In this section, we show the dynamics of the queue length of RED and REM AQM
using ACC TCP. The aim of the experiment is to compare the queue build-up
on RED active with the one using REM active scheme, taking into account the
initiation of more traffic on the link. We simulated the cases explained in [7] (which
compare RED and REM in standard TCP Reno) in our simulation environment, and
compared the achieved results for RED and REM queue management mechanisms
in ACC TCP. The simulation lasts for 250 seconds. At 0 second, 10 sources are
activated, and subsequently every 50 seconds 10 more flows are activated, until the
total number of sources is equal to 50 at 200 seconds. Figure 4.7 shows the life time
of the sources in this experiment.

The purpose of the experiment is to highlight the impact of the increasing number
of sources at regular intervals on the queue built up using the RED active and REM
active queue management mechanisms. The results shown in REM active scheme

are relatively robust when the traffic load is varied. REM’s feature of low buffer
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Figure 4.7: Experiment U1 - Life time of sources

occupancy at steady state while achieving high utilisation at the same time as the
number of connections changes can be seen here.

Figure 4.8 shows the differences between RED and REM when the ACC TCP is
implemented, and their characteristics can be identified. The queue length built up
when REM is used did not correspondingly expand with the increase in the number
of sources. The behaviour of REM when the system entered and left congestion can
be observed in this graph, in which the source starting times have been staggered.
Using REM active, as the average load on the network exceeds the bottleneck link
capacity, the buffer requirement does not increase correspondingly. In the experi-
ment with REM on ACC, the routers allocate high rates to sources when the network
is lightly loaded. The sources dump bursty packets into the network. Figure 4.8(b)
shows that REM active is more stable than the RED active queuing management
as the load of the network increases.

To analyse the queue, we divided the graph in Figure 4.8 into 4 regions, i.e. from
50 to 100 seconds of simulation time (x-axis), we observe the first phase of simulation
(region I). As some part of the 0 to 50 seconds of simulation time are transient
state, we do not consider them in this analysis. Region II represents the packet
queue length during 100 to 150 seconds of simulation, etc.. Table 4.3 compares the
average and standard deviation of each region in Figure 4.8 (generated by averaging
the results of 5 experiments), which shows that the average queue length for the REM
active discipline is more stable compared with that of RED active. Although in low
congestion the average queue length of REM is higher than RED active, when the
sources are added to the link, the RED active average queue length keeps increasing.
REM active has demonstrated its stable queue occupancy at steady state, as shown
by the value of the average queue length (the average of 24.7) in each region. REM
active experienced more packet loss than RED active. The number of total packets
dropped over the total packets transmitted for each time scale is also shown in this
table. Overall, the packet loss ratios are low in both RED active and REM active

schemes (less than or equal to 10%).
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Figure 4.8: Experiment U1 - Simulation of packet queue affected by different sources’
starting time (queue length vs time)

Region | RED active (aver- | Packet Loss Ra- | REM active (aver- | Packet Loss Ra-
age queue length) tio (%) age queue length) tio (%)

I 18.34 £ 0.54 8 24.93 + 4.43 8

I 20.43 + 2.07 6 24.54 £+ 1.47 7

111 26.53 + 2.52 5 25.89 + 0.86 9

v 34.83 £ 0.95 7 23.64 + 1.21 10

Table 4.3: Experiment Ul - Statistical comparison of RED active and REM active
behaviour for Figure 4.8. The average queue length is gained from averaging the
results of 5 runs
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4.5 Experiment U2: Stable Network

4.5.1 Experiment Construction and Description

The second part of the experiments is the comparison of the AN and non-AN-based
systems in a more complex but ‘stable’ topology. This was achieved by using a stable
network topology in which no cross-traffic was involved. The simulation experiments
are run for each queuing management policy, i.e. RED and REM, in order to do
performance comparison using different performance metrics. Within each scenario,
simulations were run 1) for a constant number of sources and by varying the length
of delay at the uncongested links (which means varying the RTT), 2) for a constant
length of delay for the uncongested link and by varying the number of sources. The
objectives of the experiments are 1) to observe the behaviour of the ACC TCP
relative to TCP under different circumstances in terms of the AQM used in the
node (RED and REM), and 2) to analyse the set of experiments when running ACC
TCP and REM.

Figure 4.9 presents a flow-chart of the simulation procedure. Tcl files are used

| U2-REDand REM on ACC TCP |

Define desired topology by writing source file in Tel Seript

¥

Define scenario, number of experiments (with different
RNG seeds), and collection of statistical results i Tel command scripts

Y_’ use different queue
management algorithms

Vary number of sources,

use different queue management algorithms
i vg £ Y

Run ns-2 simulation for the topology n times ‘

Capture experiment
data in trace files

Parse data file using awk and Perl scripts. Calculate, analyse, & plot

graphs of performance results (with mean & confidence mterval)

Figure 4.9: Experiment U2 - Flowchart of simulation procedure
to define the desired topology and construct the repeated simulations with different
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random number generator seeds. The simulation is run 5 % 4 x5 times (varying the
delay, using a different queue management algorithm, and executing each simulation
5 times), in a total of 100 executions. Then we vary the number of sources, use
different queue management algorithms, and execute them 5 times (another 100
times of executions in total). Furthermore, the experiment results are captured in
trace files, which are then parsed using awk or Perl scripts to get useful data. This
then is used to calculate the throughput, queue length, packet retransmission ratio,
normalised delay, and normalised throughput results. We then use gnuplot to to

draw some graphs out of the results.

4.5.2 Topologies

The topology in Figure 4.10 shows the simulation performed on the N sources con-

Sources Sinks
TCP/FTP

_Active Node __

10Mb /s, 10ms delay 10Mb /s, 10ms delay

: 10 Mb/s, delay
wvaries 50, 100, 150,
250 ms

Figure 4.10: Experiment U2 - Topology for experiment of ACC TCP on a stable
network (without cross-traffic)

figuration consisting of n identical TCP sources. n TCP sources and n TCP sinks
are connected to the three intermediate routers. The link between routers R1 and
R2 is the uncongested link with variable delay. The traffic is uni-directional. The
simulation is performed in a network environment in which FTP applications are
attached to the TCP sources and flow towards the TCP sinks. Similarly, we used

76



Chapter 4 4.5. EXPERIMENT U2: STABLE NETWORK

this procedure for connecting ACC TCP sources and sinks.

4.5.3 Key Parameters and Rationale

The parameter values applied in the simulation were chosen to induce congestion in
the network. The delay at the uncongested link between R1 and R2 is varied from 50
to 250 ms to acquire variable bandwidth-delay product regimes. The performance
of RED and REM on TCP and ACC TCP is expected to be revealed when the links
are shared by a large number of sources. The bandwidth of the links is 10 Mbps,
except for the link between R2 and R3, which is 1.5 Mbps. The link delays are 10
ms, except for the uncongested link between R1 and R2, in which we apply different

link delays. The configuration parameters are detailed in Table 4.4, which shows

‘ Simulation Parameters ‘ Value ‘

Sources 10, 20, 30, 40 and 50 TCP sources, linked to sinks

through router

Sources - Router 1 and Router 3 - Sink links 10 Mbps, 10 ms delay
Router 1 - Router 2 link (Uncongested link) 10 Mbps, variable delay (50, 100, 150, 200, 250 ms)

Router 2 - Router 3 link 1.5 Mbps, 10 ms delay
All routers maximum buffer size 25 packets

Packet size 1000 bytes

Simulation duration 200 seconds

Table 4.4: Experiment U2 - Simulation parameters for topology in Figure 4.10

the variable number of sources and variable delays in the uncongested link used in
these experiments.

The RED and REM parameters are set to the following values: RED buffer’s
maximum threshold (maxth) = 18 packets, minimum threshold (minth) = 12 pack-
ets, maximum probability (maxp) = 0.1, and queue weight (wq) = 0.002. In the case
where REM queue management is used, the parameters are as follows: § (weight
in aggregate input rate estimate) = 0.02, 5 (weight in RTT estimation) = 0.02, N
(sample size for price estimation) = 50, v (step size in price adjustment) = 0.001,

and a1 (weight of buffer in price adjustment) = 0.1.

4.5.4 Performance Metrics

The performance metrics of the experiments reported consist of throughput, average

queue length, and Packet Retransmission Ratio (PRR). The performance is observed
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at both the intermediate nodes and end systems. The throughput is obtained by
accumulating the bytes received by each sink endpoint during the simulation time.
Retransmitted packets are not taken into consideration in calculating the through-
put. These metrics were chosen to represent the behaviour of the systems during the
transmission phase, the processing in the intermediate nodes, and the situation at
the receiving ends. The normalised throughput - normalised delay graph is produced

and used to evaluate the AN and non-AN-based schemes.

4.5.5 Results and Evaluation
4.5.5.1 Varying the Delay of the Uncongested Link

The following subsection considers the throughput, average queue length, and packet
retransmission ratio for simulation, in which the delay of the uncongested link be-
tween R1 and R2 is varied to generate different bandwidth-delay product network
conditions (Figure 4.11). Note that the number of sources is constant (10 sources).
For throughput results, we plot the average throughput obtained by each of the
queue managements algorithms deployed.

Figure 4.11(a) shows that the throughput of AN-based flows using REM is rel-
atively stable when the delay of the uncongested link is increased. RED active
throughputs are relatively constant across different round trip time experiments.
REM active can improve the throughput up to 7.9% (the average throughput of
125.46 4+ 1.34 Kbps for RED active and 135.36 4+ 0.17 Kbps for REM active, when
variable delay is 250 ms) compared with RED active. REM and RED act pro-
actively upon detecting incipient congestion. The result in [106] shows that the
throughput share under REM is independent of propagation delay. Our results con-
firm this, as we can see that the throughput obtained with various delays of the
uncongested link is relatively constant which is 132 Kbps in average. Table 4.5
shows the average throughputs and their confidence intervals achieved from using
RED active and REM active queuing algorithms. The percentage of improvement
achieved from using REM active instead of RED active are also shown in the table.
Furthermore, Table 4.6 shows the performance improvement of having ACC TCP
for RED and REM, in which we compared average throughputs gathered from using
RED active instead of RED. Then we also calculated the percentage of improvement
from using REM active instead of REM.

Figure 4.11(b) shows the average queue length for different queue managements.

The results show that the average queue lengths for the AN-based flows are higher.
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Figure 4.11: Experiment U2 - Average throughput, queue length, and PRR for
different queue management schemes (varying the delay)
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Variable Delay (seconds)

RED Active (Kbps)

REM Active (Kbps)

Improvement (%)

50 133.33 £ 0.49 133.13 £ 0.59 -0.15
100 127.94 £ 0.70 134.32 £ 0.61 4.9
150 128.38 £ 1.02 137.79 £ 0.39 7.3
200 127.99 £ 0.62 133.11 £ 0.95 4

250 125.46 £ 1.34 135.36 £ 0.17 7.9

Table 4.5: Experiment U2 - Comparison of RED Active and REM Active total

throughput statistics for Figure 4.11a.

tive) /RED active)*100%.

Improvement = ((REM active-RED ac-

Variable RED RED Active | Improve; REM REM Active | Improve
Delay Through- Throughput ment Through- Throughput ment
(seconds) | put (Kbps) (Kbps) (%) put (Kbps) (Kbps) (%)

50 136.21 £+ 0.73 133.33 £ 0.49 -2.1 132.54 £ 0.92 133.13 £ 0.59 0.4

100 118.17 £ 0.14 127.94 + 0.70 8.2 132.69 £ 2.80 134.32 £ 0.61 1.2

150 112.37 £ 0.76 128.38 £ 1.02 14.2 132.07 £ 6.36 137,79 £ 0.39 4.3

200 118.8 £+ 1.51 127.99 £ 0.62 7.7 131.69 £ 2.56 133.11 £ 0.95 1.0

250 116.41 + 3.33 125.46 + 1.34 7.7 128.89 £ 0.34 135.36 £+ 0.17 5.0

Table 4.6: Experiment U2 - Improvement when using RED active and REM ac-
tive compared with non-AN for Figure 4.11a. RED Improvement = ((RED active-

RED)/RED)*100%, REM Improvement = ((REM active-REM)/REM)*100%.
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However, they are better with regard to capacity in absorbing the packet queue.
In ACC TCP, REM packet queue lengths are consistently higher than those of
RED. ACC TCP was designed for high bandwidth-delay product networks which
allow the results for the network topology with different active and non-active queue
algorithms in Figure 4.11(b) to be considerably maintained. REM active has a higher
queue length due to its attempt to stabilise its queue using the queue mismatch and
rate mismatch mechanisms. This characteristic leads to REM’s high throughput
feature. These results also show that the RED queue is decreasing and causes the
link to be underutilised. The experiment results show that the low throughput and
low queue length condition could happen when RED queueing scheme is used in the
stable topology in which no cross traffic exists. This is due to the packet dropping
mechanism in RED, which is influenced by RED parameters.

The packet retransmission ratio graph in Figure 4.11(c) shows that generally
RED and REM show similar behaviour when the delay of the uncongested link
increased. The packet retransmission ratio value for each variation in the delay is
between 7.5 to 9.5 %. In the stable network, REM active does not exhibit significant
performance benefit considering the whole spectrum of possible scenarios.

The normalised throughput - normalised delay characteristics of the schemes are

shown in Figure 4.12. The normalised throughput is the total of throughput gained

g_ 1 RED
% RED Acti
> clve —e—
e 0.95 REM Active_—=—
€ 09
© 085
0
©
§ 0.8
o 0.75r¢
Z
0.7 ‘ ‘ ‘
15 24.37 33.75 43.12 52.5

Normalised Delay

Figure 4.12: Experiment U2 - Normalised throughput - normalised delay plot for
different queue management schemes (varying the delay)

divided by the maximum possible throughput (link capacity). The normalised delay
is the sum of the total delay of each link divided by the mean packet transmission
time (delay). The packet transmission time is the function of packet length over the
available bottleneck bandwidth. The difference between the AN-based and non-AN-
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based schemes are clearly shown in this graph. The graph represents the average
data shown in Figure 4.11(a), but the throughput and delay are normalised. The
graph shows that REM active outperforms other schemes in terms of bandwidth
utilisation. The bandwidth utilisation of the different queue management schemes
is between 0.75 and 0.9.

4.5.5.2 Varying the Number of Sources

In the following subsection, we address the results of the experiment in which we
increase the number of sources from 10 to 50 using the topology in Figure 4.10. Note
that the delay of the uncongested link is kept constant at 150 ms. Figure 4.13(a)

shows that when the load of the network is increased, the average throughput of
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Figure 4.13: Experiment U2 - Average throughput and queue length with different
queuing management schemes (varying the number of sources)

REM active is better than that of RED active (REM active average throughput
(137.63 + 0.13 Kbps) is 6.7% higher than RED active (128.87 £+ 0.8 Kbps) for 10

sources). The throughput decreases correspondingly as the number of flows on the
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link increases. As the total number of sources reaches 50, the average throughput
for all the queue management mechanisms is 27 Kbps.

Figure 4.13(b) shows the average packet queue length for different schemes when
the number of sources is increased. The REM active average queue length is higher
than RED active in all cases (45.9% for 10 sources, 18.3% for 20 sources, 6.2% for 30
sources, 2.7% for 40 sources, and 3.1% form 50 sources). Furthermore, the AN-based
schemes have longer average queue length than their non-AN-based counterpart (see
Figure 4.13(b)). It can be noted that as the number of sources increases, all AQM
schemes show a similar trend, in which the average queue length increases. This is
due to the increasing number of packets flooding the link.

The normalised delay - normalised throughput characteristics of the schemes are

shown in Figure 4.14. The normalised throughput is the total of throughput gained
1 N

o
©
©o

Normalised Throughput

0.85F
RED ——
RED Active ——
0.75 REM Active —a—
0.7 : : :
10 20 30 40 50

Number of Sources

Figure 4.14: Experiment U2 - Normalised throughput plot for different queue man-
agement schemes (varying the number of sources)

(average throughput times the number of sources) divided by the maximum possible
throughput (link capacity). The graph represents the average data shown in Figure
4.13(a), but the throughput is normalised to the bottleneck link bandwidth. The
graph shows that in most cases REM active outperforms other schemes in terms of

bandwidth utilisation.

4.6 Experiment U3: Bursty Network

The following subsections discuss the results of the simulation parameters’ varia-

tion and their effects on congestion control mechanisms in the case where UDP

83



Chapter 4 4.6. EXPERIMENT U3: BURSTY NETWORK

cross-traffic (to represent unresponsive traffic flows such as multimedia streams) is

introduced to the network using the topology in Figure 4.16.

4.6.1 Experiment Construction and Description

This part of the experiments is the comparison of the AN and non-AN-based systems
in a more complex topology. This is achieved by imposing bursty cross-traffic on the
network. A set of UDP-based CBR cross-traffic sources is attached to the second
router to represent real-time multimedia traffic, for example streaming. Similar to
Experiment U2, the simulation experiments are run for each queuing policy, i.e.
RED and REM, in order to compare their performance using different performance
metrics. Within each scenario, simulations are run 1) for a constant number of
sources and by varying the length of delay at the uncongested links, and 2) for a
constant length of delay for the uncongested link and by varying the number of
sources. The objectives of the experiments are 1) to observe the behaviour of the
ACC TCP relative to TCP under different conditions in terms of the AQM used in
the node (RED and REM) and, 2) to analyse the set of experiments when running
ACC TCP REM.

The simulation is performed in a network environment in which F'TP applications
are attached to the TCP sources and flow towards the TCP sinks. Subsequently,
constant bit rate cross-traffic sources are added to the network to evaluate the impact
of bursty cross-traffic on the throughput of the network.

Figure 4.15 presents a flow-chart of the simulation procedure. Similar to Ex-
periment U2, some Tcl files are used to define the desired topology, but in this
experiment we use a set of cross traffic. The simulation is repeated with different
random number generator seeds. Subsequently the simulation is run 5 % 4 x 4 times
(varying the delay, use different queue management algorithms). Each execution is
repeated 5 times, adding another 100 executions in total. Then we vary the number
of sources, use different queue management algorithms, and execute them 5 times
each (another 100 executions in total). Furthermore, the experiment data is cap-
tured in trace files which are then subsequently parsed using awk or Perl scripts to
get useful data. They in turn are used to calculate performance results and to plot

graphs using gnuplot.
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U3-RED and REM on ACC TCP with Ctoss Traffic‘

Define desired topology (with cross trallic) in Tel scripts

Define scenarto, number of experiments (with different
RNG seeds), and collection of statistical results in Tel command scripts
[

'P use different queue
management algorithms

Vary number of sources,
use different queue margigement algorithms

Y
Run ns-2 simulation for the topology n times ‘

Capture experiment
data in trace files

Parse data file using awk and Perl scripts. Calculate, analyse & plot
graphs of performance results (with mean & confidence interval)

Figure 4.15: Experiment U3 - Flowchart of simulation procedure

4.6.2 Topologies

The simulation experiments performed in this study use the network configuration
depicted in Figure 4.16. Similar to Experiment U2, N sources transmit data over
the link between routers 1, 2 and 3. The traffic is uni-directional. The link between
routers R1 and R2 is the uncongested link with variable delay. Unlike Experiment
U2, in this experiment, more congestion is generated when a set of UDP cross-traffic
sources is added to router 2. The traffic is generated from 10 UDP sources sending
bursty traffic at a rate of 100 Kbps. The configuration parameters are detailed in
Table 4.7, which shows the variable number of sources and variable delays in the
uncongested link used in these experiments. We use the same topology and network
parameters for both TCP and ACC TCP experiments.

4.6.3 Key Parameters and Rationale

The parameter settings applied in the simulation were chosen to induce congestion
in the network. The delay at the uncongested link between R1 and R2 is varied from
50 to 250 ms. We evaluate the performance of RED and REM in ACC TCP when

85



Chapter 4 4.6. EXPERIMENT U3: BURSTY NETWORK

Sinks

Sources
TCP/FTP

Cross Traffic Sources

100 Kbit/S,
2.5ms burst,
2.5ms delay

___Active Node

1LOMb /s, 10ms delay 10Mb /s, 10ms delay

/1.5 Mb /sy,
10ms

. 10 Mb /s, delay
varies 50, 100, 150, 200,
250 ms

OMb/s, 10

delay

Cross Traffic Sinks

Figure 4.16: Experiment U3 - Topology for experiment imposing cross-traffic on the
network (bursty traffic)

large numbers of sources and cross-traffic sources share the links. The cross-traffic
is bursty UDP flows which are not responsive to congestion. The bandwidth of the
links is 10 Mbps and the link delays are 10 ms, except for the link between R2 and
R3, which is 1.5 Mbps. The simulation parameters can be seen in Table 4.7.

In these simulation experiments, RED and REM parameters were also set to the
same common values as in the previous experiment (Experiment U2). The param-
eters are set as follows: RED buffer’s maximum threshold (maxth) = 18 packets,
minimum threshold (minth) = 12 packets, maximum probability (maxp) = 0.1, and
queue weight (wq) = 0.002. In the case where REM queue management was used,
the following parameters were set according to REM parameter’s value as follows, §
(weight in aggregate input rate estimate) = 0.02, 5 (weight in RTT estimation) =
0.02, N (sample size for price estimation) = 50, -y (step size in price adjustment) =

0.001, and a1 (weight of buffer in price adjustment) = 0.1.

4.6.4 Performance Metrics

The performance metrics of the experiments reported consist of throughput, average

queue length, and packet retransmission ratio. The performance metrics used and
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Simulation Parameters Value

Sources 10, 20, 30, 40 and 50 TCP sources, linked to sinks

through routers

Sources - Router 1 and Router 3 - Sink links 10 Mbps, 10 ms delay

Router 1 - Router 2 link (Uncongested link) 10 Mbps, variable delay (50, 100, 150, 200, 250 ms)

Router 2 - Router 3 link 1.5 Mbps, 10 ms delay

Cross-traffic 10 UDP exponential on-off sources
Cross-traffic - Router 2 link 100 Kbps, 2.5 ms burst, 2.5 ms delay
All routers maximum buffer size 25 packets

Simulation duration 200 seconds

Packet Size 1000 bytes

Table 4.7: Experiment U3 - Simulation parameters for topology in Figure 4.16

the objectives are the same as in the previous experiment (Experiment U2). The
normalised throughput - normalised delay graphs have also been produced and used

to evaluate the schemes.

4.6.5 Results and Evaluation
4.6.5.1 Varying the Delay of the Uncongested Link

This section discusses the experiments in which different delays (50, 100, 150, 200,
250 ms) in the uncongested link (between Router 1 and Router 2 in Figure 4.16) are
considered. Figure 4.17(a) shows that when the delay at the uncongested link is set
to 150, 200 and 250 ms, all active-based congestion control schemes perform better
than the non-active ones. RED active performed 7.1% better than RED (the average
throughput of 90.69 + 5.54 Kbps for RED, and 97.17 £+ 0.7 Kbps for RED Active).
On the other hand, REM active is 11% better than REM (the average throughput
of 89.41 + 0.98 Kbps for REM, and 99.41 + 0.81 Kbps for REM active).

It can be seen in Figure 4.17(b) that the average queue length of different queue
mechanisms shows a decreasing trend. The buffer occupancy of REM active is
consistently the highest among all queuing mechanisms. In the high bandwidth-
delay product link which must be shared with bursty cross-trafficc REM AQM in
ACC TCP tried to utilise the buffer to ensure the stability of the flows. In some
points, the confidence interval is very small to show up clearly in the graph.

Figure 4.17(c) shows a slight reduction trend in the packet retransmission ratio
versus variable delay graphs. The PRR for all schemes is almost the same, approx-

imately 8.75% - 9.25%, which means that the number of packets retransmitted is
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Figure 4.17: Experiment U3 - Average throughput, queue length, and PRR with
different queuing management (varying the delay with UDP cross-traffic)
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low for all schemes.

Generally, ACC TCP-based schemes react better than the TCP-based ones to
bursty cross-traffic. It can be seen that RED and REM queuing mechanisms with
ACC have higher throughput, especially in high bandwidth delay product areas.
ACC does not only depend on router communication but has a congestion relief
mechanism which yields better performance.

Table 4.8 shows the comparison of the throughput of REM active to the RED

‘ Variable Delay (seconds) ‘ RED Active (Kbps) ‘ REM Active (Kbps) ‘ Improvement (%) ‘

50 101.90 £+ 1.31 101.96 £ 0.55 0.1
100 100.71 £ 0.87 102.52 £ 0.45 1.7
150 99.83 £ 1.75 103.18 £ 1.75 3.3
200 100.52 £ 0.7 102.39 £ 0.70 1.8
250 97.17 £ 0.81 99.31 £ 0.81 2.2

Table 4.8: Experiment U3 - Comparison of RED and REM total throughput on
ACC TCP for Figure 4.17a. Improvement = ((REM active-RED active)/RED ac-
tive)*100%.

active queuing mechanism, in which REM active performed up to 3.3% better than
the RED active. In order to evaluate the improvement generated by using ACC
TCP we have calculated the improvement of using RED active instead of RED, and
also REM active instead of REM. Table 4.9 shows the results of the calculation, in

Variable RED RED  Active | Improve; REM REM Active | Improve

Delay Through- Throughput ment Through- Throughput ment

(seconds) | put (Kbps) (Kbps) (%) put (Kbps) (Kbps) (%)

50 107.42 £ 2.87 101.9 + 1.25 -5.1 106.4 + 1.79 101.96 £ 0.55 -4.1

100 104.21 £ 4.89 100.71 + 0.35 -3.3 105.28 £ 1.19 102.52 £ 0.45 -2.6

150 97.99 £ 5.06 99.83 £+ 1.33 1.8 132.07 £ 6.36 137.79 £ 0.39 4.5

200 96.84 £ 4.35 100.52 + 0.68 3.8 100.51 £ 0.08 102.39 £ 0.7 1.8

250 90.69 £ 5.54 97.17 £ 0.7 7.1 89.41 £ 0.98 99.31 £ 0.81 11.1
Table 4.9: Experiment U3 - Improvement when using RED active and REM ac-

tive compared with non-AN for Figure 4.17a. RED Improvement = ((RED active-
RED)/RED)*100%, REM Improvement = ((REM active-REM)/REM)*100%.

addition to the average throughput data and the confidence interval for each schemes
when the delay of the uncongested link is varied.
Figure 4.18 illustrates the normalised throughput - normalised delay character-

istics of the schemes. The normalised throughput is the total of throughput gained
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Figure 4.18: Experiment U3 - Normalised throughput - normalised delay for different
queue management schemes (varying the delay)

divided by the maximum possible throughput (link capacity). The throughputs
gained by the sources are affected by the bandwidth used by the cross traffic. Nor-
malised delay is the sum of the total delay of each link divided by the packet trans-
mission time (delay). The packet transmission time is the function of packet length
divided by the available bandwidth at the bottleneck link. This graph shows that
for all schemes, the utilisation of the bandwidth is 0.77-0.93. This graph represents
the average data of the results in Figure 4.17(a), but the representation is based on

normalised throughput and delay calculation to compare the schemes.

4.6.5.2 Varying the Number of Sources

The following result shows the study in which we introduce more sources to the
network with bursty cross-traffic. We keep the uncongested link delay constant at
150 ms. Figure 4.19(a) shows that the throughput for all active and non-AN-based
flows are decreasing, from the average of 100.46 Kbps when 10 sources are activated,
to 21.84 Kbps when 50 sources are enabled at the same time. Most of the AQM
schemes show that the throughput at the uncongested link decreases proportionally
to the number of connections using the link. The reason is that with a larger number
of connections, it takes a larger number of packet drops to be sufficient to signal the
host to back off the sending rate. Figure 4.19(b) shows an increasing trend in queue
occupancy. REM average queue length for the uncongested link is higher than that
of RED. Furthermore, REM-based schemes also have a higher queue length than

those of other schemes, for the reason that in this region REM tries to stabilise the
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Figure 4.19: Experiment U3 - Average throughput and queue length with differ-

ent queuing management schemes (varying the number of sources with UDP cross-
traffic)

91



Chapter 4 4.6. EXPERIMENT U3: BURSTY NETWORK

network.

In general, for multiple sources and queuing techniques at the router with basic
TCP, the graphs show a similar trend to the results given by ACC TCP. Overall, the
results show that using active congestion control and AQM will not always improve
the performance of the system in every case. In some cases, an AN-based scheme is
better at providing high throughput, but the algorithm manages the queue length
in order to achieve desired features such as stability.

The normalised delay - normalised throughput characteristics of the schemes
are shown in Figure 4.20. The graph represents the total throughput gained (the
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Figure 4.20: Experiment U3 - Normalised throughput plot for different queue man-
agement schemes (varying the number of sources)

average throughput times the number of sources) of the data shown in Figure 4.19(a),
but the throughput has been normalised to the maximum available bottleneck link
bandwidth which is affected by the bursty cross traffic. We take into account the
7*100 Kbps flow of the cross traffic, and for the on-off character of bursty traffic
it has been assumed that they consumed 350 Kbps. We consider the maximum
available bandwidth is 1150 Kbps out of the 1500 Kbps bandwidth. The graph
shows that the bandwidth utilisation of the non-AN based schemes outperforms

RED active and REM Active schemes when the number of sources increases.

4.6.6 Limitation of the Scheme

As one of the early active networks application proposals, ACC TCP follows the

‘active packets’ approach, which is characterised by the fact that the code is carried
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by packets. The active code can either be executed on the data of the same packet
that carries the code or in order to change the state or the behavior of the node.
The ACC TCP uses acknowledgements and active packets to perform congestion
control. In order to rectify the message passing in ACC TCP, we have conducted
some simulations using a dumbbell topology with 2 TCP sources. All the links
have 10 Mbps bandwidth and 10 ms delay, unless otherwise stated. The bottleneck
link bandwidth is 500 Kbps and 50 ms delay. Each packet is 1000 bytes long.
The simulation lasts for 50 seconds. Simulation of each scheme is run 10 times

with different random number generator seeds. Table 4.10 illustrates the results

‘ Messages\ Schemes ‘ RED (Kbps) ‘ REM (Kbps) ‘ RED active (Kbps) ‘ REM active (Kbps) ‘

TCP1 data 258.7 + 10.5 259 £ 38.5 280.8 * 40 253.4 + 59
TCP2 data 257.76 + 10.4 244.48 + 45.1 256.3 &+ 37.9 259.2 + 62.5
Acknowledgements 59.32 £ 0.01 56.74 £ 0.90 57.5 &+ 0.40 51.6 & 0.56
Active packets 0 0 1.92 £ 0.1 6.2 0.3
PLR 0.29% 0.39% 2.9% 3.3%

Table 4.10: Throughput, Acknowledgement, active packets, and PLR of AN and
non-AN based schemes

of each simulation which include the total number of bits normalised into time for
acknowledgements packets, TCP data packets, and active packets obtained from
different AN and non-AN based schemes.

The average throughput of acknowledgements packets of all AN-based schemes
and non-AN based schemes calculated from Table 4.10 is 56.29 Kbps. However,
for the AN-based scheme, we have another type of message called ‘active packets’.
During the simulation an average of 39 active packets of length 1000 bytes are
generated for REM active (6.2 + 0.3 Kbps) and 12 such packets for RED active
(1.92 £ 0.1 Kbps). This is the associated cost of having the AN-based packets.

We reveal that the ACC TCP algorithm was not tuned. One of the limitations of
ACC TCP is that the current available implementation was written for functionality
rather than for performance comparison to non-AN-based protocol. This can be seen
from the higher number of packets dropped experienced by the active-based schemes.
This limitation is also acknowledged by the author in his paper [49].

The ACC is in a similar situation to other AN-based protocols. It is still far
from the deployment stage to be implemented on TCP, due to its complexity and
small performance improvement. We found that ACC TCP is not a complete set
of protocols. Results published in [121] on High Performance Active Node (PAN)
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showed that AN could provide significant flexibility relative to traditional network
with only a small performance overhead (13% for 1500 bytes packets). The fixed
message passing overhead reported for this full set of protocols is 20 microseconds
per capsule. This is for an experiment in which capsules execute native object code.
For capsules executing Java code, the communication overhead is 3 times higher
than that with native code for 128 byte packets. The message passing overhead
of an AN-based system will largely be determined by the language used and the
framework.

At the application level, if we assume that ACC TCP can be implemented using
the ANEP encapsulation protocol or Active IP options such as in Figure 4.21, the

IP options (IPv4/IPv6)

[P Header User data
ACTIVE option
Active:63 {var) Code: Tel
Type Length Code type & value

Figure 4.21: Active IP packet header [128]

message-passing overhead of ACC TCP can be calculated as follows. Recall that
ACC TCP needs a 4 bytes characterisation per packet. Assume that we need to
download an openoffice!! package (72 Mb) from a site at the University of Indiana,
USA. The distance between Leeds to Indiana is approximately 4064 miles. The
delay between the two places is approximately 100 ms'2. If it is assumed that we
need to send the package over a 128 Kbps link, and each packet is 1000 bytes long,
then we will need to send 9000 packets. The time to download the package is the
total of the time to pump the packet in to the network, the round trip time delay,
and the time to send the ACC TCP active packets. The 9000 packets will need 562.5
seconds (9.375 minutes) to be downloaded. With the consideration that each packet
will have another extra 4 bytes, it will take 2.25 seconds to send the active packets.
This is the overhead of having extra active options in the packet header. Thus, the
total time to download the openoffice package will be 9 minutes 24.85 seconds. In
addition we have to include the computation time in the active node (router) to
perform the congestion control and routing mechanism, as well as queuing delays.

In the higher level, a protocol such as ACC/TCP is also limited by the execution

11
12

www.openoffice.org
www.internetrafficreport.com
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environment used and how the protocol should be expressed in it. The active code
must be compact (less than 16 KB) [173]. Moreover, the protocol implementation
must also take into account that not all nodes will be active. Overall, although
ACC/TCP provides a good approach in applying AN to congestion control, in prac-
tice its deployment to the Internet is difficult, due to the limitations of this scheme

and its overheads.

4.7 Discussion

The following is a brief summary of the results of the experiments on the AN-based

unicast congestion control protocol:

e Experiment Ul presents some results on queue length and implication of dif-
ferent sources’ starting time of RED and REM in ACC TCP. The statistical
analysis shows that in a topology in which the initiation of sources has been
staggered, the average queue length of REM is more stable than RED. Us-
ing RED active, the average queue length keeps increasing as the number of

sources increases.

e Experiment U2 on a three router-based network topology shows that when
the delay of the uncongested link is varied, the average throughput of REM
active is better than RED active, whereas the queue length is higher and the
packet retransmission ratio is lower. On wvarying the number of sources, the
throughput tends to decrease and the queue length increases. REM active
throughput is better than RED active from 6.8% (the average throughput of
128.87 £ 0.8 Kbps for RED active and 137.63 4 0.13 Kbps for REM active
at 10 sources), drops to 0.05% at 30 sources (and then the difference becomes

negligible).

e Experiment U3 shows that when cross-traffic is added to the network, the
throughput and the packet retransmission ratio for each queuing management
scheme are similar, although the RT'T has been increased. The average queue
length of REM active is constantly the highest, despite the fact that all queuing
schemes tend to increase. On warying the number of sources, the throughput
is decreasing, and the average throughput value is very similar for all queuing
schemes (the overall average of 100.03 + 2.3 Kbps for 10 sources, 52.18 + 1.04
Kbps for 20 sources, 35.57 + 0.84 Kbps for 30 sources, 26.94 + 0.94 Kbps
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for 40 sources, and 21.84 + 0.70). On the other hand, the queue length is
increasing, and REM active queue length is the highest.

In the following points we discuss the use of ANs and AQM in these experiments
and the reason behind ACC TCP’s behaviour:

e Throughout our investigation on ACC TCP, we assume that the AN mech-
anisms to perform feedback congestion control is working concurrently with
the AQM schemes to tackle the congestion simultaneously. In other words,
we consider that RED and REM perform the normal dropping and marking
operations in handling congestion. The RED router discards packets before
the queue becomes full. The REM router determines the marking probability
using the ‘price’ (rate mismatch and queue mismatch information). In REM,
on the increase of the load, the mismatches in rate and queue increase make
the price and the marking probability increase too, and enforce sources to

reduce their rates.

e In employing REM as the AQM scheme, simulations with standard TCP
demonstrated that the overall link utilisation was better or at least as good
as the link utilisation of RED. In most cases, REM made better use of avail-
able resources, due to its congestion measure mechanism, in which congestion
means that demand exceeds supply, but the performance remains in control.
This is different from RED, in which congestion means deteriorated perfor-
mance. These results can be attributed to the features of REM itself, in which
high utilisation and negligible loss and delay are the objective. For the AN-
based schemes, the REM active performs better than RED active. This shows
that the AN mechanisms perform feedback congestion control and play their

role together with the AQM algorithms in improving the performance.

e Our experimental results suggest that a direct feedback congestion control
mechanism using the AN approach contributes to the slight improvement in
the throughput. ACC TCP does not depend solely on end-point to route com-
munication. At small bandwidth delay product regime, the routers in the ACC
system are editing traffic on behalf of the end point for only a short interval.
On the other hand, the similar results (in which standard TCP throughput
are higher compared with ACC TCP for 50, 100, and 150 ms link delays) in
U3 can be attributed to the fact that the standard TCP is effective enough in

a small bandwidth delay products regime because the feedback loop is short.
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e The simulation results imply that the ANs and AQM mechanisms in the high
bandwidth-delay product regime do provide performance gains, although in-
significant. This can be attributed to the effect of using AN functionalities in
the unicast protocol, in which the delay in communicating congestion infor-

mation to the endpoints can be avoided.

e The ACC/TCP has some limitations in terms of the cost of having extra active
packets, the use of a higher level execution environment and their overhead,
and the number of nodes which must be activated and capable of computing

as well as forwarding active packets.

It can be summarised that AN support in performing unicast congestion control has
proved to be working well. Although this performance gain is not very significant,
it shows that ANs can improve the performance of the network. The power of the
feedback congestion control protocol using AN and the use of AQM contribute to

the slight improvement in the network performance.

4.8 Summary

In this chapter we have presented the performance evaluation of the TCP congestion
control protocol using ANs. In essence, the chapter embraces two visions in net-
working, namely ANs and AQM. The impact of two different AQM algorithms, i.e.
RED and REM, have been evaluated to see their effect on the network topologies
with and without using the AN approach. We have compared the performance of
RED, RED active, REM, and REM active with standard parameter settings of RED
and REM. Performance metrics are throughput, queue length, and packet retrans-
mission ratio. Evaluation was performed on a traffic mix and variable uncongested
link delay, leading to variable bandwidth delay product link and network load. The
microscopic behaviour analysis of RED active and REM active demonstrated that
REM is better in terms of stability in steady state condition, in which the average
queue length occupancy is lower.

In general, we have shown that REM active schemes can improve the performance
of the network up to 7.9% compared with RED active (stable network at 250 ms
delay, the average throughput of 125.46 + 1.34 Kbps for RED active and 135.36 +
0.17 Kbps for REM active). This is mainly due to the fact that REM leads to low
buffer occupancy in the steady state. In this case, REM active enables more packets

to be transmitted compared with RED active. However, the throughput, average
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queue length, and packet retransmission ratio comparison really shows that the
performance of REM, as well as the performance of RED in ACC TCP, is susceptible
to traffic variability in terms of network parameters and topology. This work
shows that augmenting an existing feedback system with an AN-based algorithm,
and employing RED and REM queuing mechanisms, are beneficial to the overall
performance of the network, although the improvement is somewhat marginal. This
aggregate assessment contributes to the literature on network programmability in
adapting to changes such as ANs and queuing management.

One of the goals of deploying an AN-based congestion control protocol is to
ensure that a mechanism to overcome the congestion can be applied closer to the
source of the congestion itself, instead of having to wait until the end system reacts
to it. Within the context of ANs and congestion control, the motivation behind
it is to gain a better understanding of the impact of ANs on unicast traffic man-
agement. The results show that when both ACC TCP and AQM approaches are
implemented, the performance results would not always be superior. All queue man-
agement mechanisms perform well in certain scenarios, but sub-optimally in others.
We argue that this is due to the fact that the algorithm was designed for func-
tionality rather than performance improvement. Hence, there is a need to tune the
algorithms to co-operate in achieving better network performance.

In the next chapter, we address the performance evaluation of AN-based single
rate multicast protocols. It will focus on the AER/NCA protocol and the desirable

TCP-friendly feature of a multicast protocol.
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Performance Evaluation of
AN-based Multicast Single Rate

Congestion Control Protocols

In Chapter 4 we presented our performance evaluation results on a unicast Active
Networks (ANs)- based congestion control protocol, particularly on the effect of
complementary active queue management schemes. This chapter discusses experi-
mental work conducted to evaluate the performance of AN-based single rate multi-
cast congestion control protocols. Section 5.1 introduces the chapter by reviewing
the AN-based congestion control protocols and TCP-friendliness. Section 5.2 re-
views the AN and non-AN-based single rate multicast congestion control protocols
addressed in this work, i.e. Active Error Recovery/Nominee Congestion Avoidance
(AER/NCA) [88] and Pragmatic General Multicast Congestion Control (PGMCC)
[135]. Section 5.3 shows the experimental design, presents the simulation environ-
ment, and discusses the results of the experiments on AER/NCA and its dynamic
behaviour. Section 5.4 presents the comparison of a traditional multicast single
rate protocol (PGMCC) with AER/NCA in terms of inter-protocol fairness (TCP-
friendliness). Section 5.5 addresses the simulation experiments to gain the fairness
index values for AER/NCA and TCP flows which share a bottleneck link using
RED or Droptail routers. In Section 5.6, the limitations of the AN-based scheme
are evaluated. Section 5.7 discusses the overall performance evaluation conducted
for the single rate multicast protocols. Finally, Section 5.8 summarises our study on

AN-based single rate multicast congestion control protocols.
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5.1 Introduction

Reliable multicast has been proposed in the last decade to support the transmission
of data from a sender to many receivers. It generally includes two mechanisms, er-
ror recovery and congestion control. The nature of multicast communication brings
about some problems, such as the large volume of feedback traffic (feedback im-
plosion), the large demand for retransmission to ensure data delivery to many re-
ceivers (retransmission scoping problem), the complexity of recovering from packet
loss (distributed error recovery), and congestion control mechanisms to achieve inter-
protocol fairness. Recall that in this work we use the word TCP-friendliness and
inter-protocol fairness interchangeably when the evaluated protocol shares the link
with TCP flows.

PGMCC and AER/NCA are two window-based protocols which have a similar
congestion control approach to improve the reliable multicast. The PGMCC way to
select the acker is similar to the way AER/NCA selects the nominee (the weakest
recetver). Table 5.1 compares PGMCC and AER/NCA congestion control based on

‘ Consideration ‘ PGMCC ‘ AER/NCA ‘
NACK implosion Aggregation, limited suppres- | Aggregation, suppression
sion
Loss recovery burden Sender Sender, repair server
Retransmission scoping Router controlled Router-supported subcast, retransmission
interception
Congestion control Reacts to every NACK at | Reacts to losses at worst receiver
source

Table 5.1: Comparison of PGMCC and AER/NCA based on reliable multicast pro-
tocols’ consideration [88]

reliable multicast protocols’ consideration in solving the NACK implosion problem,
loss recovery, and retransmission scoping.

Reliable multicast has been relying on end-to-end support in which the inter-
receiver fairness criterion is hard to achieve. In order to overcome the problem and
the limitation of reliable multicast, the use of the ANs approach has been proposed.
ANs permit the application to achieve optimal data rates by specifying the network
to take into account factors such as data rates, data formats, network access speed,
and end-system performance [163]. Active services can be performed at strategic
locations inside the network to help reliable multicast transport protocols recover

from loss at the point of loss.
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In this chapter, we address the AER/NCA protocol from the Panama project of
TASC! and the University of Massachusetts, which presented packet loss recovery
and congestion control protocols. We have chosen AER/NCA to be evaluated, as
it is a complete instance of an active service. Furthermore, AER/NCA has been
simulated using ns-2 [51], implemented as an active application in ANTS EE [171],
and tested over ABone (Active Network Backbone) - the DARPA-funded testbed
for AN research. Performance evaluation of this protocol to reveal its characteristics
will contribute to the literature of simulation-based AN-based protocols.

As TCP-based traffic forms a dominant portion of the existing global Internet
traffic, the TCP-friendly characteristics of a newly introduced protocol are an im-
portant issue. A new protocol’s peaceful coexistence with TCP and their fairness
characteristics ensure smooth deployment of the new protocol into the Internet.
AER/NCA is a window-based reliable multicast protocol which has been designed
to be able to share a link with predominant TCP-based traffic.

In this chapter, we compare the AN-based single rate multicast congestion control
protocol - AER/NCA, with a representative of a non-AN-based one - PGMCC. We
evaluate and compare the performance of these protocols in terms of inter-protocol
fairness (TCP-friendliness). One of the goals of the simulation experiments is to
assess the contribution of the active application, considering that TCP-friendliness
is one of the objectives of both the AN and non-AN-based protocols. The aim was to
confirm that single rate window-based multicasting is feasible with ANs and could

bring some benefits, such as TCP-friendliness.

5.2 AER/NCA, PGMCC and TCP-friendliness

AER/NCA is a multicast congestion control protocol which aims to overcome the
problem of congestion and to achieve better performance. It is a reliable multicast
architecture that invokes active services at strategic locations inside the network to
address the problem of feedback implosion, retransmission scoping, distributed loss
recovery, and congestion control. It consists of two protocols: Active Error Recovery
(AER) - a kind of flow control for packet loss recovery, and Nominee Congestion
Avoidance (NCA) for congestion control [88]. The objective of using the active
services architecture is to improve resource usage, latency for loss recovery, and
provide “TCP-friendly’ congestion control. Indeed we found these properties to be
attained during our experiments with AER/NCA.

LTASC is a research and development company. This AER/NCA project is funded by DARPA.
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The problem of multicasting covers a broad area, such as routing, flow control,
error recovery and congestion control. In this work, we will focus only on its con-
gestion control mechanism and TCP-friendliness. In addition, AN help in the repair
server mechanism, scalability of receivers, and the effect of varying the RTT are also
considered.

Reliability of the protocol is a major concern of this ‘hop-by-hop’ feedback-based
multicast protocol [88]. Error correction is performed by the active error recovery
algorithm, in which feedback implosion avoidance, packet retransmission scoping,
distribution of loss recovery burden, and fair congestion control are the advantages.
The AER/NCA signalling mechanism uses additional active packets with predefined
meaning, such as Source Path Message (SPM), Repair, Negative Acknowledgement
(NACK), Congestion Status Message (CSM), Congestion Control Message (CCM),
Data, Enable, Disable, and Round Trip Time (RTT). Congestion avoidance is based
on the average throughput calculated from the weakest (nominee) link’s RTT and
Loss Path Estimates (LPE). Rate adjustment is performed by the adjustment of
the congestion window, based on the slow-start threshold (similar to fast recovery
of TCP New Reno).

AER/NCA is designated for single rate multicast flows to ensure reliability that
a packet sent by a multicast session arrives in all subscribing receivers. One of the
uses of ANs is to help in providing router support for hop-by-hop feedback. The
ANs capsules help in error recovery by having a buffer in the intermediate nodes,
and also function in congestion relief.

Rizzo’s PGMCC multicast protocol [135] is another approach to congestion con-
trol using the same fundamental idea to select the worst receiver as the group rep-
resentative. This protocol is a ‘traditional’? multicast congestion control protocol,
and does not use active services to perform multicasting. PGMCC is a congestion
control scheme which can use router support but does not rely on it. It is based
on Pragmatic General Multicast (PGM) [152], a multicast protocol in which Neg-
ative Acknowledgements (NACK)-based retransmission requests have been used to
improve the basic IP multicast. PGM-enabled routers perform hop-by-hop NACK
forwarding and support replicated NACKs coming from the same subtree.

Both PGMCC and AER/NCA use a special control message called Source Path
Message (SPM) to make feedback go through the same path as the forward data
traffic. PGMCC is an extension of PGM where some options to PGM packets are

added: one new packet type, and some modifications to the sender and receiver

2non-AN-based protocol
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procedures. The selection of the representative® is based on receiver reports in
which the NACK options with three fields have been added to the packet format,
i.e. the identity of the receiver, the highest known sequence number, and the loss
rate measured locally. PGMCC measures RTT in terms of packets, in which the
sender computes the difference between the most recent sequence number sent and
the highest known sequence number from the receiver. The RTT measurement in
the receiver is only used to compare the receivers, which in turn will select the
Acker. The transmission rate will be the one of the Acker’s. The procedure to select
the group representative and track changes is important to the correct operation
of PGMCC. In PGMCC, network elements can be used to implement feedback
aggregation to improve scalability. This is because in PGM, NACKSs coming from the
receiver are filtered by network elements, so that only the first instance is forwarded.
PGMCC considers the switchover between different ackers not as a change in the
acker, but instead as a move of the acker to a different location.

Both AER/NCA and PGMCC are TCP-friendly protocols in which the flow
must adapt its throughput T according to the TCP equilibrium equation [75, 88|:

_ CxMTU
~ RTT * \/p

where C is a constant (usually equal to 1.22), Maximum Transfer Unit (MTU) is the

T (5.1)

packet size used, RT'T is the round trip time estimate, and p is the loss probability
estimate experienced by that flow.

Floyd et al. derived Equation 5.1 in [60] as follows. First, a TCP connection
sending packets of B bytes (MTU) with a constant round trip time RTT is consid-
ered. The TCP sender has a congestion window of W packets, each time a packet
is dropped. The window is increased by half for each packet drop and decreased by
at most one per round-trip time. Therefore, the TCP sender transmits a minimum
of 3%2 packets for each packet dropped (Equation 5.2).

W W 3W2
S (G Dt W o (5.2)

The fraction of the sender’s packets dropped (p) is bounded by the reciprocal of
that value

< — 5.3
P o (5.3)

330 called ‘nominee’ in AER/NCA or ‘acker’ in PGMCC
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Then, the congestion window is bounded by

8
we S o4

In the steady-state model, the congestion window is increased by one packet per
round-trip-time. The average congestion window over 1 cycle of steady state mode

is 0.75 W. The maximum throughput 7' in bytes/s is then

0.7« W x B
S—

T =TT (5.5)
from 5.4
QH*ME*B
T < i (5.6)
RTT
and therefore
1.22x B
T< —— )
— RTT % \/]_) (5 7)

This average sending rate applies for any conformant TCP and explains the
relationship between 7' and p (the loss probability estimate).

In PGMCC, an acker switch happens from receiver j to receiver i if T(i) <
c¢*T(j), where T'(n) is the throughput computed by the sender for receiver n [141].
In AER/NCA, p (end-to-end packet loss probability) is estimated by each receiver
using a fixed size sliding window. The p and RTT values are transmitted by each
receiver in a Congestion Status Message (CSM) to its closest upstream repair server.

The TETF recommended some criteria for evaluating reliable multicast trans-
port and applications which are scalability, congestion control, error recovery, and
robustness [110]. Fairness to TCP is an important criterion required by IETF in
order to accept any multicast congestion control mechanism. Table 5.2 compares
PGMCC and AER/NCA in terms of approaches, congestion control mechanisms,
characteristics, advantages and disadvantages.

In the next section, we present three experiments, in order 1) to show the
behaviour of AER/NCA, 2) to compare the TCP-friendliness of AER/NCA and
PGMCC, and 3) to gain the fairness index of competing AER/NCA and PGMCC
flows using RED and Droptail queuing algorithms. Note that PGMCC simulation
is not the main concern of our experiment, considering that PGMCC is just another

single rate multicast protocol (non-AN-based protocol).
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PGMCC AER/NCA

Network and | End-to-end multicast, window-based | ANs, window-based rate adjustment

approach rate adjustment

Congestion  control | Dynamically chooses representative - | Dynamically chooses the slowest re-

mechanism slowest receiver (acker). Sender ad- | ceiver (nominee). Sender adjusts
justs rate according to ACKS sent by | Cwnd by using algorithm similar to
acker. TCP Reno

Characteristics Intra-protocol fairness, TCP- | Intra-protocol fairness, TCP-
friendliness friendliness

Advantages Widely used in Multicast backbone | ANs help in deploying congestion con-
(Mbone) trol mechanisms.

Disadvantages Only single rate multicast congestion | ANs are still far from deployment stage
control, does not consider heteroge-
neous nature of receivers

Table 5.2: Comparison of PGMCC and AER/NCA

Application of ANs in AER/NCA

We use ns-2.1b5 [51] with an AER/NCA extension code provided by the PANAMA
project [88]. The AER/NCA ns-2 extension from the project assumes that the code
has already been distributed into the nodes (repair servers). The code is ready to
process the active packets it receives. In ns-2, routers are created by generating
classifiers and agents. The AN extension in ns-2 has a modified classifier which
provides the entry point to the node. This is a best effort NodeOS layer which is
able to derive an EE from an AN agent.

The ns-2 simulator extension of AER/NCA enables us to perform multicasting
by using AN capsules to get information across end systems and active nodes. The
multicast routing used in AER/NCA is sparse mode?.

AER/NCA uses several new active packets for signalling mechanisms. The
packet size is 76 bytes, i.e. for NACK, CSM, SPM and CCM packets. In AER/NCA,
the active services are embedded into the AN objects (Agent/AN/Active, Agent/AN/
Revr and Agent/AN/CBR).

Result generation is obtained by simulation experiments by varying the parame-
ters. New classes are derived from their AN Agent and then installed at each active

node. In this case, we assume that the code belonging to the cache protocol has

4This is a routing algorithm used in AER/NCA ns-2 extension. The multicast routing protocols
used can be dense mode or sparse mode determined by available bandwidth and distribution of
end user. Sparse mode algorithm is used if the bandwidth is limited and end users are thinly
distributed.
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already been distributed and is available at nodes. The classifier.cc file in ns-2 had

been modified to allow the node entry point to make forwarding decisions to the
active agent or the next hop. The AER/NCA traffic is embedded as CBR flows.

Validation

In order to ensure the validation of the AER/NCA simulation in this research, we

chose the following results from a specific case in the literature, the work of Kasera
et al. in [88]. Figure 5.1(a) shows the fairness of the AER/NCA session (starting at
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a) AER/NCA simulation results obtained from [88] (This figure has been
scanned from the work of Kasera et al. in [88]). This graph shows the evolution of
packet sequence number versus time during their simulation
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b) Our AER/NCA simulation results for the same scenario

Figure 5.1: Validation of AER/NCA ns-2 package
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10 seconds of simulation time) when competing with 3 TCP flows (starting at 1.15,
21.75 and 21.43 seconds respectively). The simulation is based on the same topology
as the one in Figure 5.3°(Experiment S1). The AER/NCA and TCP sessions are
sharing a bottleneck link in which the bandwidth is 1 Mbps and the propagation
delay is 60 ms. The routers have a buffer size of 30 packets. All of the sender
and receivers links have 3 Mbps bandwidth and 10 ms delay. We performed similar
simulation using ns-2 and the results are depicted in Figure 5.1(b)). Table 5.3
shows the packets sequence number of the NCA flows obtained from [88] and our
simulation results. The reference data is obtained by observation of Figure 5.1(a),
because we had no access to the raw data. We compare both sets of results using
Kolmogorov-Smirnov test (KS-test) (explained in Chapter 4) to determine if these
datasets differ significantly.

The KS-test shows the following results. For data set 1 and 2, KS-test finds the
data consistent with a normal distribution (D=0.1 (the maximum difference between
the cumulative distributions) with corresponding P=1). Since the observed value of
D is less than the critical value of 0.410 for 0.05 level of significance®, there is no
real evidence against the null hypothesis that the two populations are the same. In
conclusion, this test proved that the results of our simulation and the results in [88]

are almost the same.

Time (second) NCA Results obtained from | NCA  simulation results
[88] (packets) (data set 1) (packets) (data set 2)

5 0 0

25 2200 1500

50 2800 2200

75 3600 3000

100 4100 3900

125 5000 5000

150 6000 6000

175 6400 6300

200 7100 7100

220 7800 7800

Table 5.3: ACC TCP Validation: Comparison of results obtained from [88] with our
simulation results

®Note that Figure 5.3 shows 2 TCP sessions only competing with 1 AER/NCA session.
6The critical value is obtained from the Kolmogorov-Smirnov test table
(http:/ /nedwww.ipac.caltech.edu/level5/Wall2/Wal4_2.html)
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5.3 Experiment S1: Behaviour of AER/NCA

5.3.1 Experiment Construction and Description

The aim of this first experiment is to assess AER/NCA capabilities and perfor-
mance. We evaluate the use of ANs in AER/NCA through simulation experiments,
by considering that this protocol uses equations to calculate the average throughput
bandwidth which is affected by the round trip time and the packet loss probability.

This work serves two purposes: 1) to evaluate the performance of the protocol
in terms of its throughput, loss rate and bandwidth usage ratio, and 2) to show
by simulation the TCP-friendliness behaviour of AER/NCA. In the simulation ex-
periments, we study how the rate adjustment process performed by AER/NCA
affects the throughput of flows. The ratio of TCP to AN packets received by the
intermediate node shows how the bottleneck link bandwidth has been shared by
this AN-based multicast congestion control protocol and its competing unicast TCP
flows. The TCP-friendliness, throughput, bandwidth share, and packets dropped of
the topology that employed the AER/NCA protocol are studied. In addition, the
scalability, i.e. how large the receiver group can be before the performance of the
protocol starts to degrade, has also been considered.

Figure 5.2 presents a flow-chart of the simulation procedure. We write the Tcl file
on to the ns-2 extension of AER/NCA to define the desired topology, construct and
repeat simulations with different RNG seeds. we set the AN packets such as data,
nca, node, repair, spm, get_rtt, csm packets. The multicast session settings such as
start_rtt, send_spm, send_init, disable, and initialise are also set. The AER/NCA
packets are initialised by creating an active CBR source with rate adjustment by
NCA (using Agent/AN/CBR). Subsequently, 2 TCP sessions are created to share
the bottleneck link with AER/NCA flows.

Next, we run the simulation, capture the experiment data in a trace file and
then parse the data file using awk scripts, which in turn will be used to calculate
performance results such as throughput, jitter, packet loss ratio, bandwidth usage
and inter-protocol fairness index.

Subsequently, we repeat the simulation by scaling the number of receivers and
apply different loss probability of 1%, 5%, and 25%. The experiments are also
repeated with enabling and disabling the AN Repair Servers (RS). Note that we
still use AN packets to enable AER/NCA multicast, when the repair server is off.
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| SI-AER/NCA Behaviowr |
Define desired topology In Tel Script - AER/NCA & TCP Sessions

Define scenarto, define repetition of experiment (use loss probability
of 1%, 5%, 25%), and repeat experiment with & without switching on
repair server in Tcl command scripts, and scaling the number of receivers

|Set AN nodes, AN packets, mproto CtrMcast |

Set AER/NCA multicast session (Agent/AN/Active) & TCP session lis]

| Run ns-2 simulation for the topology n times |

| Use different loss probability, switch repair server on/off]

‘ Capture experiment data in trace files ‘
v

Parse data file using awk scripts. Calculate throughput, fairness,
litter, Interprotocol fairness, PLR, bandwidth utilisation, AN Messages etc

Figure 5.2: Experiment S1 - Flowchart of Simulation Procedure

5.3.2 Topologies

In this first experiment, we use an AER/NCA multicast source that diverges at node
2 towards two multicast receivers, as shown in Figure 5.3. In addition, a number of
TCP New Reno sources are connected to node 1, and linked to the receivers attached
to node 2. All TCP flows used throughout these AER/NCA experiments are TCP
New Reno. The topology in Figure 5.3 shows how the AER/NCA and TCP flows

share a bottleneck link.

5.3.3 Key Parameters and Rationale

The following are the key parameters used in the simulation, and the rationale for
their choice. These simulation parameters can be seen in Table 5.4. In order to
create a congestion situation, the bottleneck bandwidth used between nodes 1 and
2 is 1 Mbps, whereas the propagation delay is 60 ms. We set a small bandwidth in

the bottleneck link to ensure the occurrence of congestion. The reason we chose 60
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Senders Receivers

AER/MNCA

Session
1 Mbps 60ms

Figure 5.3: Experiment S1 - Topology of AER/NCA and TCP flows sharing bottle-
neck link

‘ Simulations Parameter ‘ Value ‘
All links 1 Mbps, 60 ms delay
Maximum buffer size 30 packets
AN packet size 76 bytes
AER/NCA and TCP packets 1000 bytes
Simulation duration 120 seconds

Table 5.4: Experiment S1 - Simulation parameters for topology in Figure 5.3

ms propagation delay is because it is below the limit of the 80-100 ms latency, and
it is close to the high end of what has been perceived as the common RTT in the
Internet [47]. This propagation delay setting is also applied to other experiments in
this work. The buffer size in the repair server is 30 packets. The TCP New Reno
and AER/NCA data packet size is 1000 bytes. The capsule size for the ANs packets
is 76 bytes which is the initial value assigned by the AER/NCA’s authors. Each
simulation lasts for 120 seconds.

The simulation’s initiation of actions can be seen in Table 5.5. The acknowledge-
ment packet, AN capsules for RTT, CSM, CCM, enabling and disabling of repair
server, etc. can be monitored by evaluating the change in the packets’ colour through
the network simulation animator (nam).

AER/NCA sessions start sending Source Path Message (SPM) packets at 0.6
seconds after the simulation started to provide the multicast path router address
information. At 0.8 seconds, the NCA starts sending constant bit rate data. The
TCP1 session starts sending packets at 1.15 seconds, whereas TCP2 sends packets
at 21.75 seconds. These simulation events and parameter settings are inspired by a
scenario in [88].

We also varied the loss rate setting in the AER/NCA protocol into 1%, 5% and
25%), to evaluate their effect on the bandwidth usage of AER/NCA with and without
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Time (second) Action

0 Multicast session initiated

0.2 Node(3) and node(4) join the multicast group (receivers)
0.4 Node (2) and Node(3) becomes active (repair server)
0.6 Send Source Path Message capsule (cbrsndr)

0.8 Start sending CBR data from NCA source - node(0)
1.5 Link 0-1 and 1-2 become lossy (set loss rate to 1%)
1.15 Start FTP sessions for TCP1 connection

21.75 Start FTP sessions for TCP2 connection

120 Finish simulation

Table 5.5: Experiment S1 - Sequence of simulation events and actions

enabling the active services in the repair server (node). Furthermore, we also scaled
the total number of AER/NCA and TCP receivers into 4, 8, 16 and 32 (split equally
between AER/NCA and TCP receivers).

5.3.4 Performance Metrics

The performance metrics reported in these experiments consist of throughput, jitter,
TCP-friendliness, Jain fairness index and bandwidth usage (ratio of AN data packets

and AN messages over the total transmitted packets).

5.3.5 Results and Evaluation

This section presents the experimental results and highlights the TCP-friendliness in
the AN-based single rate multicast protocol. The graphs were generated by tracing
data packets entering and leaving the routers in the network. We discuss the results
of the simulation experiments to provide us with insight into the performance of
AER/NCA under various conditions.

First, we observe the situation in which the AER/NCA session with two receivers
competes with two TCP flows. Experiment results show that the multicast session
receives an almost equal share of bandwidth as any of the TCP sessions. The Jain
inter-protocol fairness index gained from the calculation of the throughputs for the
flows in the bottleneck link is 0.99, which means that the TCP and AER/NCA
sessions have a fair share of bandwidth.

Table 5.6 shows the TCP and AN ratio of packets received. The number of TCP
packets received at Node 2 is more than the AER/NCA packets, even though the
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Performance Results Value
Average TCP throughput (bps) 54122 + 3351
Average AN throughput (bps) 19097 + 1514
Total bytes received in Node 2 8786422 + 406572
TCP ratio 0.74 + 0.02
AN ratio 0.26 + 0.02
TCP Packet loss ratio (%) 0.73 + 0.01

Table 5.6: Experiment S1 - Results of experiment with 4 receivers (1 multicast
session with 2 receivers and 2 TCP flows) with non-lossy link

AER/NCA session started earlier than the TCP flows. The simulations performed
also verified that AER/NCA does not clutter the network when it shares the resource
with other protocols. In every source to destination path in the multicast tree, the
AER/NCA protocol shows its friendliness behaviour.

Figure 5.4 shows AER/NCA packet jitter which happens at the repair server

1.4 T T T T T T
AER/NCA ———

1.2 1
1r 4

0.8 r 1

Time (s)

0.6 4

0.4 | 1

0.2 A

0 L W
0 500 1000 1500 2000 2500 3000 3500
Packet Sequence Number

Figure 5.4: Experiment S1 - AER/NCA jitter at node 2

(node 2) during the simulation. The loss of packets causes a delay in data delivery
to receivers. The delay increases when the queue built up, and this is caused by rate
reduction at the repair server when congestion occurs. In AER/NCA, the queuing
delay for a packet can be reduced by the caching and buffering mechanism at repair
server. The jitter is calculated by measuring the time since the last packet received
divided by the difference in sequence number (for loss packets) for each sequence

number.

112



Chapter 5 5.3. EXPERIMENT S1: BEHAVIOUR OF AER/NCA

Next, we will evaluate the bandwidth share used by AN data and AN message

packets in relation to the increasing number of receivers. Figure 5.5 shows the

T

p=0.01 with AN RS
0.5

p=0.25 with AN RS —»—
p=0.01 w/o AN RS—=—

0.2

0.1 r

Bandwidth Usage (Ratio AN/total)
o
w

0] 5 10 15 20 25 30 35
Number of Receivers

Figure 5.5: Experiment S1 - Comparison of bandwidth usage with and without AN
Repair Server (scaling the number of receivers). Bandwidth usage is defined as the
total AN data packets and AN messages over the total transmitted packets. The
number of TCP flows is 2, 4, 8 and 16 respectively, whereas the AER/NCA flow
remains one (1 session with 2, 4, 8, and 16 receivers respectively)

bandwidth usage at the bottleneck link when the total number of AER/NCA and
TCP receivers is scaled to 4, 8, 16 and 32 receivers, and the repair servers are
active/non-active to perform repairs to the packet loss. The number of receivers is
split equally between AER/NCA and TCP, e.g. for 8 receivers (4 AER/NCA and 4
TCP receivers). Note that because ANs are used to perform multicasting, the AN
packets are always present. Hence, the number of AN packets is always non-zero. In
the case of a repair server being disabled, the congestion control mechanism using AN
packets might have to compensate with more AN message packets (76 bytes each)
sent to handle the communication between the sender and receiver that experienced
packet loss (global recovery). This will be evaluated further in the packet loss and
message passing discussion in Section 5.6.

In the simulations with AN repair server on, the higher the loss probability of an
AER/NCA session, the more bandwidth is used by the AN data and AN message
packets than the TCP packets (Table 5.7). This is due to the high number of active
packets required to perform active error recovery. In addition, more AN packets are

successfully transmitted through the links. The fraction of bandwidth used by the
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Number | Without Without Without With AN | With AN | With AN

of Re- | ANRS (1% | ANRS (5% | AN RS | RS (1% loss | RS (5% loss | RS (25%

ceivers loss rate) loss rate) (25%  loss | rate) rate) loss rate)
rate)

0.23 £ 0.05 0.27 £+ 0.03 0.32 £ 0.01 0.27 + 0.03 0.33 £ 0.02 0.47 £ 0.07

0.18 £ 0.01 0.20 &+ 0.01 0.22 + 0.01 0.19 £ 0.02 0.20 + 0.01 0.23 + 0.04
16 0.13 £ 0.01 0.13 = 0.01 0.17 + 0.03 0.11 + 0.11 0.14 + 0.04 0.17 + 0.05
32 0.02 £ 0.01 0.04 £ 0.01 0.06 £ 0.03 0.03 £ 0.05 0.05 £ 0.01 0.07 £ 0.03

Table 5.7: Experiment S1 - AN Bandwidth usage (the ratio of AN data packets and
messages over the total transmitted packets)

AN data packets and AN messages decreases, because the number of multicast flows
does not increase when the number of multicast receivers is scaled. On the other
hand, more TCP flows will share the available bandwidth. In general, the use of
AN repair server prompts more bandwidth usage by AN data packets and messages
than the condition without AN repair server, because more AN data packets can be
transferred across the network.

This situation is also the same when the AER/NCA multicast flows are acti-
vated, but the repair server is turned off. When the link loss rate is 25% and 4
receivers are used, the ratio of AN data packets and AN messages over the total
transmitted packets is the highest (47%). The total number of AN data packets and
AN messages crossing the bottleneck link decreases for the same reason. In addi-
tion, some AER/NCA packet losses are expected for the absence of local recovery.
The total number of AN bytes passing through the links decreases, due to the fact
that the AN data packet size is much bigger than the AN messages’. Note that AN
packets are still used for the purpose of AN-based multicasting, although the AN
repair server function is not available at the intermediate active node.

Further analysis of Table 5.7 shows that when we consider the link loss rate
probability (varied to 1%, 5%, and 25%), it can be observed that the reductions
in AN data and messages bandwidth usage (when the repair server is on/of) are
between 1.6% to 31.4% when the repair server is disabled (calculated using Equation
5.8). The reduction for experiments with 4 receivers is the highest. This is due to
the fact that the ideal AN bandwidth share is 33% (1/3 of the available bandwidth
for 1 AER/NCA and 2 TCP flows), but AN repair server mechanism attempted
to use more bandwidth (an average of 47%). The reduction becomes significant

because each flow gets a larger share of bandwidth than in the situation in which
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the number of receivers is high (32 for example).

bwusage(withANRS) - bwusag@(withoutANRS)

Reduction =
bwusage ith AN RS)

* 100% (5.8)

In summary, this experiment shows the effect of scaling the number of receivers,
different link loss rates, and the use of an AN repair server to the AN bandwidth
usage. The higher the loss probability, the more AN data and messages passing
through the bottleneck links. This is due to the AN repair server attempts to repair
the packet loss. In addition, the sender is also actively sending the AN data packets
and messages.

The more receivers connected to the active node, the less bandwidth is shared
by the AN messages. This is because AER/NCA is based on the TCP friendly
equation (Equation 5.1). Ideally, in a non-lossy link AER/NCA will have 1/177
(5.8%) bandwidth share when the number of receivers is 32. The simulation results
show that the bandwidth share is 7% (when the AN RS is on) and 6% (without AN
RS).

A high link loss rate combined with the use of AN repair server prompts AER/NCA
to send more AN packets than expected. For example, for experiments with 1
AER/NCA and 2 TCP flows (4 receivers), ideally AN flow should have 1/3 (33%)
of bandwidth share. However, the results of experiment show that it has an average
of 47% (with AN RS) and 32% (without AN RS) of bandwidth share.

In sharing the bandwidth with the AER/NCA flow, there are some factors that
affect TCP. First, TCP has a back-off mechanism to prevent the occurrence of packet
loss. In addition to this, the non-linear nature of TCP also contributes to variation
in the bandwidth distribution between AER/NCA and TCP flows.

Throughout this experiment, it can be observed that the average AN bandwidth
usage is smaller than the bandwidth used by TCP, which shows that AER/NCA is
a TCP-friendly protocol.

"For 32 receivers, we have 1 AER/NCA and 16 TCP flows in the bottleneck link. Hence, the
ideal share of AER/NCA is 1/17 of the available bandwidth.
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5.4 Experiment S2: Comparison of PGMCC and
AER/NCA

5.4.1 Experiment Construction and Description

The aim of this experiment is to assess the AER/NCA’s inter-protocol fairness.
We compare the AER/NCA with the non-AN-based protocol - PGMCC [135], in
terms of their behaviour toward sharing the same bottleneck link with TCP. One
of the goals of this experiment is to reveal advantages and drawbacks of the use
of the ANs paradigm in AER/NCA when compared with the non-AN-based single
rate congestion control protocols. We use the available results reported by Seada
et al. in [142] and its extended version in [141] without resimulating the PGMCC
experiments, to avoid possible errors caused by wrong algorithm implementation
and interpretation.

Figure 5.6 presents a flow-chart of the simulation procedure. We write the Tcl

52 - PGMCC and AER/NCA Comparison|

Define desired topology i Tel Script - 1 ALMA & 1 TCP Session, to
produce comparable results with PGMCC

Define scenario, number of experiments,
and collection of statistical results with TCL scripts

| Define multicast session (active capsule), start rtt, send spm, etc.|

| Set active agents (Agent/AN/CBR), and TCP Session |

| Runns? simulatign for topology ntimes |

— Use short and 1011,0; simulation time |

‘ Capture experiment data in trace files ‘

Parse data file using awk scripts. Calculate
Throughput & Jain interprotocol fairness, analyse and plot graph

Figure 5.6: Experiment S1- Flowchart of simulation procedure

file on to the ns-2 extension of AER/NCA to define the desired topology. We de-

fine the multicast sessions and corresponding AER/NCA capsules such as start_rtt,
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send_spm, etc. Next, the active agents and the competing TCP flows are also set.
We run the simulation 10 times with different RNG seeds. The experiment data is
captured in a trace file. Then, the data file is parsed into meaningful data using
awk scripts. This result is then used to calculate Jain fairness index and to plot the

graph of sequence number versus time.

5.4.2 Topologies

In this experiment, we use a topology for the purpose of evaluating the inter-protocol
fairness (a mix of multicast and TCP flows). Figure 5.7 shows the topology for the

Senders Receivers

TCP
Flow
Bottleneck Link

Multicast
Session

Figure 5.7: Experiment S2 - Topology for PGMCC and AER/NCA inter-protocol
fairness

inter-protocol fairness experiment which also has been used in [141] for PGMCC
evaluation. This topology consists of 1 multicast session with 3 receivers sharing
the link with a TCP flow.

5.4.3 Key Parameters and Rationale

For the purpose of comparing the schemes, some representative test cases as de-
scribed in [135, 141] are simulated in the experiment in this section using the ns-2
network simulator. First, for the inter-protocol fairness experiment in Figure 5.7 us-
ing a non-lossy link, we apply the same parameters as in [141], for ease of comparison
with PGMCC.

We run the AER/NCA multicast session concurrently with a TCP flow. The key
parameters of this simulation can be seen in Table 5.8. The bottleneck bandwidth
used between nodes 1 and 2 is 500 Kbps, whereas the propagation delay is 50 ms
in order to create a congestion situation. The buffer size in the repair server is
30 packets. The packet size for the TCP New Reno and AER/NCA transmission
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Simulation Parameters Value

Sources 1 Multicast session with 3 receivers, 1 TCP flow
Sources - Router 1 10 Mbps, 1 ms delay

Router 1 - Router 2 link (bottleneck link) 500 Kbps, 50 ms delay

Router 2 - Receivers 10 Mbps, 1 ms delay

Router 1 & Router 2 maximum buffer size | 30 packets

(Droptail queue management algorithm)

Simulation time 300 seconds & 3000 seconds

Packet Size 1400 bytes

Table 5.8: Experiment S2 - Simulation parameters for AER/NCA experiment (topol-
ogy in Figure 5.7 over short and longer periods of simulation)

is 1400 bytes. Each simulation lasts for 300 seconds of simulation time. In this
experiment, we started the TCP flow at the same time with AER/NCA flow (0.1
seconds).

The second part of the experiment deals with the same topology (in Figure 5.7),
but the simulation execution lasts over a longer period. We use the parameters as
described before, and run the simulation for 3000 seconds. The TCP flow is also

started together at the same time as the multicast flow.

5.4.4 Performance Metrics

The performance metrics reported in these experiments consist of inter-protocol fair-
ness shown by means of plotting the packet sequence number increment in relation

to time and calculating the Jain fairness index.

5.4.5 Results and Evaluation

In this subsection, we address the situation in which these single rate multicast
protocols compete with another protocol, particularly in the presence of competing
TCP flows. The objective of this experiment is to compare the inter-protocol fairness
(TCP-friendliness) of PGMCC and AER/NCA. We evaluate the inter-protocol fair-
ness by running an AER/NCA session and TCP flows through the same bottleneck
link.

Figure 5.8(a) shows the simulation results for a PGMCC multicast session com-
peting with TCP flow, provided in [141]. In Figure 5.8(b) we presents the result

of the same simulation using AER/NCA. The time versus sequence number graphs

118



Chapter 5 5.4. EXPERIMENT S2: COMPARISON OF PGMCC AND AER/NCA

7000 4 |====PGM

6000 - TCP /

Sequence
B
o
o
(o]
1

0 T o T T T T T T
0 50 100 150 200 250 300
Time (s)

a) PGMCC (fairness index = 0.94) (This figure has been scanned from the work of
Seada et al. in [141]). In this graph PGMCC shows its TCP-friendliness
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Figure 5.8: Experiment S2 - Inter-protocol fairness of PGMCC and AER/NCA over
short period (1 multicast session and 1 TCP session)
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are presented to show TCP-friendliness of the multicast protocol. It has the same
effect as showing the throughput of each flow. This is a common approach to assess
multicast protocols, as can be found in [88, 135].

Figure 5.8(a) shows the PGMCC behaviour when one multicast session with 3
receivers competes to use the bottleneck link with one TCP flow. On this non-lossy
link, the TCP flow and multicast flows start and progress almost at the same rate,
although during 75-150 seconds TCP has a little more share of bandwidth. The
existence of many receivers does not affect the data transfer, because all receivers
experience the same losses and measure the same loss rate. The same experiment
with AER/NCA in Figure 5.8(b) shows a similar increasing trend. The AER/NCA
session generally has a fair share of bandwidth, as the AER/NCA and TCP plots are
both progressing at almost the same time. During the 50 to 225 seconds of simulation
time, the TCP session has a slightly larger share of bandwidth. In general, the
AER/NCA flow can share the bandwidth almost evenly with the TCP flow. The
inter-protocol fairness between the multicast session and TCP flows sharing the
bottleneck link is clearly demonstrated by the high value of Jain fairness index (0.99).
This fairness index has been calculated using Equation 3.3 previously described in
Chapter 3.

The simulation results in Figure 5.9 present the outcome of the second part of
this inter-protocol fairness experiment. This figure shows the AER/NCA behaviour
over a longer period of time. In this condition, TCP is shown to consume more
bandwidth than AER/NCA. However the differences are negligible, as shown by the
fairness index which is 0.98. Over a longer period, TCP gets larger share of band-
width compared with AER/NCA. Overall, TCP obtains a larger share of bandwidth
than AER/NCA (Figure 5.8(b)). Table 5.9 summarises the calculated Jain fairness

indices gained from this experiments.

‘ Experiment/Jain Fairness Index ‘ PGMCC ‘ AER/NCA ‘

Short simulation 0.94 0.99

Long simulation 0.74 0.98

Table 5.9: Experiment S2 - PGMCC and AER/NCA Jain Fairness Index

The PGMCC results in Figure 5.8(a) show that over a longer period of experi-
ment, PGMCC gets a larger share of bandwidth and becomes TCP unfriendly. This
is shown by the low Jain fairness index value which is 0.74. PGMCC is not fair to
TCP for the reason that PGMCC times out after a stall when the ACKs stop coming

120



Chapter 5 5.4. EXPERIMENT S2: COMPARISON OF PGMCC AND AER/NCA

80000
70000 { | =——PGM

60000 1 TCP
50000 1
40000 -
30000 1
20000 -
10000 -
0+ : : ‘ :
0 500 1000 1500 2000 2500 3000
Time(s)

a) PGMCC (fairness index = 0.74) (This figure has been scanned from the work of
Seada et al. in [141, 142]). This result shows that in long simulation PGMCC is not
fair to TCP
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Figure 5.9: Experiment S2 - Inter-protocol fairness of PGMCC and AER/NCA over
a longer period (1 multicast session and 1 TCP session)
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in, and a long timeout occurs [141]. This is different from the AER/NCA results in
which the multicast protocol is submissive to TCP. In this situation, AER/NCA acts
differently from PGMCC, due to the differences in handling timeouts and responding
to ACKs and losses.

Experiments with AER/NCA for the same topology and network parameters
over a longer period show a different characteristic between AER/NCA and PGMCC
in terms of inter-protocol fairness. TCP shares more bandwidth than AER/NCA,
whereas PGMCC dominates the use of bandwidth. The congestion control algorithm
in AER/NCA can regulate the rate so that it is not more aggressive than TCP flows
on sharing the same link. AER/NCA uses a NACK-based approach for congestion
control, and the receiver which has the lowest throughput in a multicast group is
selected as a nominee. This mechanism ensures that fairness in sharing the link
with other competing flows can be achieved. PGMCC is suited for applications that
can cope with larger variations in the sending rate. The close mimicking of TCP’s
window behaviour by PGMCC enables this feature.

These experiments show that both PGMCC and AER/NCA are both TCP-
friendly multicast single rate congestion control protocols to some extent. However,
over a longer period, due to its congestion control mechanism, PGMCC is not as
fair as AER/NCA. The TCP-friendliness in these two protocols is achieved through
different mechanisms. PGMCC uses the basic multicast NACK-based retransmission
request, adds some options to the multicast packet format, i.e. one new packet type,
and modifies the sender and receiver procedures for congestion control purposes. On
the other hand, AER/NCA uses an active application to perform the selection of a
nominee (the weakest receiver) to adjust the sender rate.

The visualisation of packet sequence number in relation to time has been used
widely by the networking research community to show TCP-friendliness, such as in
[88, 135]. This method can show TCP-friendliness in a simple way, although it is not
always very accurate. Further quantitative analysis using different methods such as
inter-protocol fairness index [177, 179] and Jain fairness index [76] is necessary to
evaluate the intra-protocol fairness of different protocols. This quantitative methods
have been used concurrently with packet sequence number versus time analysis in

all respective experiments.
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5.5 Experiment S3: Fairness Index

5.5.1 Experiment Construction and Description

The aim of Experiment S3 is to evaluate the fairness index of AER/NCA for different
queue management schemes at the intermediate routers. The purpose is to assess
the inter-protocol fairness of AER/NCA with a competing TCP flow. We set up
the simulations using a network topology with different round trip times which
are adjusted by using different delays in the side links. We vary the propagation
delay of the receiver side links to evaluate the throughput and fairness index of the
link. For calculation, we use Jain’s fairness index defined in [76]. Recall that we
have introduced the equation in Chapter 3 (Equation 3.3). The fairness index lies
between 1/n and 1. Recall that the fairness index of 1 means that the bandwidth
is shared fairly between the flows.

We run the simulation using a variable propagation delay in the receiver side’s
link, and RED and Droptail as queue management mechanisms in the intermediate
routers. We use the average throughput results to calculate the fairness index for
experiments with RED and Droptail queue management algorithms at the routers.

Figure 5.10 presents a flow-chart of the simulation procedure. We write the Tcl
file on to the ns-2 extension of AER/NCA to define the topology. The AN node, AN
packets multicast session and TCP list are set. We repeat simulations with different
random number generator seeds. The round trip time of the simulation is varied by
changing the delay at the exterior sink side link. We run the simulation, capture
the experiment data in a trace file, and then parse the data file using awk scripts,

which are used to calculate the throughput and Jain fairness index.

5.5.2 Topologies

The topology in Figure 5.11 is used in this experiment to examine the fairness of
an AER/NCA flow towards TCP. It consists of 1 multicast session and 1 TCP flow.
The multicast session consists of one sender and one receiver which is always the
representative (nominee). We do not consider the changes of the representative, due
to the fact that the aim of the experiment is to evaluate the fairness index in the
congested link (shared between 1 multicast flow and 1 TCP flow). In scaling the
number of multicast receivers, the number of flows in the link remains 2 and the
multicast flow diverges in Router 2. Therefore it is enough to take account of only

one receiver in a multicast session. The round trip time of the simulation is varied
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\83 — AER/NCA Interprotocol Fairness ‘

Define desired topology In Tcl Script-AER/NCA & TCP Sesstons

L
Define the scenario, define the repetition of the experiment (use RED
and Droptal, vary RTT), in Tel command scripts

| Set the AN nodes, AN packets, mproto CtrMcast |

Set AER/NCA multicast session (Agent/AN/Active) & TCP session list

| Run the ns-2 simulation for the topology n times |

| Use RED and Droptail, Vary RTT |

‘ Capture expen'mc;nt data in trace files ‘

Parse data file using awk scripts. Calculate throughput and
Interprotocol fairness

Figure 5.10: Experiment S3- Flowchart of simulation procedure
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Figure 5.11: Experiment S3 - Topology for AER/NCA inter-protocol fairness
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by changing the receiver’s link delay (uncongested link).

5.5.3 Key Parameters and Rationale

For the inter-protocol fairness experiment in Figure 5.11 we used the simulation

parameters listed in Table 5.10. These parameters have been used in [184] to discuss

‘ Simulation Parameters ‘ Value ‘
Sources 1 Multicast session and 1 TCP flow
Sources - Router 1 10 Mbps, 10 ms delay
Router 1 - Router 2 link (bottleneck link) 1.5 Mbps, 10 ms delay
Router 2 - Receivers 10 Mbps, x ms delay (x = 20, 40, 60, 80, 100)
Router 1 & Router 2 maximum buffer size 30 packets
Simulation time 20 seconds
Packet Size 1000 bytes

Table 5.10: Experiment S3 - Simulation parameters for topology in Figure 5.11

multicast protocol fairness. The bottleneck bandwidth used between nodes 1 and 2
is 1.5 Mbps, whereas the propagation delay is 10 ms. Each multicast session has one
sender and one receiver. We use RED and Droptail queue management algorithms

in the routers. Each simulation lasts for 20 seconds.

5.5.4 Performance Metrics

The performance metrics of the experiments reported in this work consist of through-
put and fairness index. The fairness index is calculated with Jain’s Equation (Equa-
tion 3.3).

5.5.5 Results and Evaluation

Table 5.11 shows the fairness index of the AER/NCA with TCP when we use RED or

‘ Queue Management Algorithm\Receiver side link’s delay(ms) ‘ 20 ‘ 40 ‘ 60 ‘ 80 ‘ 100 ‘

RED 0.95 | 0.98 | 0.97 | 0.94 | 0.92
Droptail 0.87 | 0.89 | 0.84 | 0.83 | 0.84

Table 5.11: Experiment S3 - Fairness index with Red and Droptail queue manage-
ment algorithms
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Droptail queue management schemes on the routers. We can see that this window-
based protocol can achieve TCP fairness with a RED and Droptail algorithm at the
router, in which the fairness indices are between 0.83 and 0.97 (close to 1 - all flows
almost have the same throughput). The performance with a Droptail algorithm
is not as good as the one with RED. This is due to the fact that, when using the
Droptail algorithm at the router, AER/NCA and TCP experience different loss rates.
The Droptail algorithm is based on a first-in first-out mechanism. It would drop
the last packet in the queue when the queue becomes full. Packet dropping is more
likely to happen compared with RED queuing algorithm. RED prevents packet drop
before the queue becomes full. The experiment results show that AER/NCA will
lead to a better fairness performance when it is complemented with RED queuing
algorithm. The fairness index results show that AER/NCA is fair towards TCP.

5.6 Limitation of the Scheme

Previous experiments with AER/NCA show its characteristics in terms of through-
put, fairness, scalability, and the effect of different link loss rate. In this section, we
discuss the trade-off between packet loss ratio and the message passing overhead.
This will lead us to focus on one of the limitations of the AER/NCA, which is the
requirement to perform caching and buffering at the intermediate nodes.

The following analysis on packet loss ratio and the ratio of AN messages over
the total number of transmitted packets is based on the same scenarios and network
topology as Experiment S1. The Packet Loss Ratio (PLR) is defined as the number
of packets dropped over the total number of transmitted packets. The AN message
ratio is calculated based on the total number of AN messages in bits over the total
number of transmitted bits. The simulation is executed 10 times with different seeds
of the random number generator. The PLR and AN messages ratio gained are the
average value.

Figure 5.12 shows the relationship between the packet loss and the use of AN
message capsules in AER/NCA. Figure 5.12(a) shows the results of the packet loss
ratio of the experiments with 4, 8, 16, and 32 receivers. We run the simulation with
and without enabling the repair server. The average PLR without repair server
is stable around 6.5%. However, when the repair server is enabled, it can help to
repair the loss. The PLR is reduced to 3.45% when the number of receivers is 32.
The results of the experiment show that not having the AN repair servers does

not correspondingly reduce the number of AN messages. Table 5.12 presents the
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simulation results in terms of PLR and the ratio of AN messages over the total

number of transmitted packets.
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Figure 5.12: Experiment S1 - Trade-off between Packet Loss Ratio and number of
AN message packets percentage over total transmitted packets

On the other hand, the message-passing overhead (all of the AN messages with
a size of 76 bytes each over the total number of transmitted packets) is higher when
the AN repair server is disabled (as can be seen in Figure 5.12(b)). This is due to
the fact that the absence of a repair server means that the sender has to resend
lost packets, which involves a lot of communication overhead across the link. The
error recovery must be initiated from the sender’s side, instead of the local repair
server. Both PLR and AN messages graphs show a clear trend, in which PLR and
ratio of AN messages over the total number of transmitted packets are significantly
higher without AN repair server than with the AN repair server. The variation is
significant for the AN messages on 8 receivers with AN repair server, which can be
noted from the large confidence interval. However, it is still below the value of the

one with AN repair server. The experiment results vary due to the randomness in
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the discrete event simulator.

Number of | PLR without | PLR with AN | Ratio of AN mes- | Ratio of AN

Receivers AN RS (%) RS (%) sages without AN | messages with
RS (%) AN RS (%)

4 7.3 +04 71+04 8.5 £ 1.7 9%21

8 6.9 £ 0.3 53+0.3 10.3 £ 1.9 6.5+ 0.9

16 6.3 £ 0.1 3.95 £ 0.1 6.8 £ 0.6 4.7+£0.3

32 6.4 £ 0.1 3.4+0.2 7.4 +0.8 4.8 £0.4

Table 5.12: PLR and ratio of AN messages over total transmitted packets

Considering that the AN packet size in AER/NCA is only small (76 bytes) com-
pared to the data packets (1000 bytes), the simulation results show that having an
AN functionality such as a repair server will not necessarily create a larger commu-
nication overhead. This is when we take into account the overall data transmission
and the capacity to avoid a large number of retransmitted packets. Local recovery
proves to be better than global recovery. However, the trade-off of this is that some
cache/buffer space needs to be allocated to perform the task (local recovery), as the
active services cache packets at the designated servers provide the ability to recover
from loss quickly and efficiently.

Our experiments with AER/NCA also show other limitations of this scheme.
AER/NCA sometimes shows an instability in managing the multicast membership.
This is due to the limitation of the currently available ns-2 extension. Despite having
demonstrated its stability for a single multicast session, it is less stable on managing
more than 1 multicast sender. On a higher level, the use of execution environment,
the decision on how many active packets each flow will take, and the initiation of
active nodes will be the trade-off of having a solution to the multicast congestion
control protocol. The message passing overhead also exists in an Execution Envi-
ronment such as ANTS. Results in [173] show that message passing in a reliable
multicast implementation on ANTS adds 30% overhead.

Overall, AER/NCA has many limitations for its deployment to the Internet.
First, it is limited by its single rate multicast nature, which can not cater for the
heterogeneity of receivers. Second, AER/NCA depends entirely on the ANs support
on the routers. ANs in general are still quite far from their deployment stage.
Consequently, AER/NCA could only achieve the ABone prototyping stage. Third,
the active services in AER/NCA require space for caching at the intermediate AN

nodes, which must be selected and prepared carefully. Currently, it is difficult to
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allocate the distribution of active servers, choose the best location to deploy them,

and determine the size of the buffer due to the variation of requirements.

5.7 Discussion

The following is a brief summary of the results of the experiments on the AN-based

multicast single rate congestion control protocol:

e Experiment S1 shows how AER/NCA can share the network with another
protocol (TCP). The performance when the total number of AER/NCA and
TCP receivers is scaled up shows that the higher the loss probability induced
to the AER/NCA sessions, the higher the bandwidth used by the multicast
sessions (as expected). The existence of AN repair server will decrease the
number of packet drops as well as the total number of AN messages over the

total transmitted packets.

e Experiment S2 demonstrates the AER/NCA’s inter-protocol fairness with
TCP. The comparison of results with those of PGMCC [141] shows that both of
these protocols compete fairly with TCP, but over a longer simulation period,
PGMCC becomes less fair than AER/NCA.

e Experiment S3 calculated Jain’s fairness index for AER/NCA when either
RED or Droptail queuing algorithms were used in the intermediate node, and
the AER/NCA shared the link with TCP flows. The Jain fairness index of
RED is higher than that of Droptail because of the packet dropping mechanism
of Droptail.

In the following points, we discuss the use of ANs in these experiments and the
reason behind the AER/NCA’s behaviour:

e The AN-based active capsules have been used in AER/NCA to perform the
single rate multicast mechanism which includes congestion control and local
error recovery. The mechanism in which a multicast sender regulates its rate
in response to congestion feedback from its receiver is the most widely used
approach, and therefore has been used both in AER/NCA and PGMCC (the
non-AN based protocol). The AER/NCA congestion control mechanism has
used the AN-based capsules to select the weakest receiver’s rate to be the rate
of the sender. This algorithm ensures that the AER/NCA multicast session is

fair to the other competing flows.
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e In addition to this, AER/NCA also applies a rate adjustment algorithm to
regulate its rate in response to per-packet acknowledgement (ACK) received
from the nominee. The NACK information is in the form of AN capsules,
which has proved to be useful in the event of congestion. Recall that the
algorithm used the congestion window (CWND) information, and slow-start
threshold variable (Thresh), in which CWND is adjusted in a similar way
to TCP New Reno. On receiving an ACK, detecting loss, or time-out, the
congestion window is adjusted. This promotes fair bandwidth sharing among
AER/NCA and its competing flows.

e Over alonger period, AER/NCA is fairer towards TCP compared with PGMCC.
This is the result of the different approach in handling time-outs and respond-

ing to Ack and losses used in these two protocols.

e Further advantages of the AER/NCA protocol were generated by its buffering
and caching schemes in the active node using an AN-based mechanism. This
resulted in significantly lower packet loss ratio for all AER/NCA session exper-
iments conducted in the course of our research. However, the space required to
perform caching is one of the AER/NCA limitations, taking into account that

it is not trivial to forecast and prepare their allocation on the active nodes.

e The low packet loss in AER/NCA can be attributed to the active network
functionality to perform local recovery. The AN capsules help to perform ac-
tive error recovery closer to the source of congestion. The packet loss can be
avoided by the use of the other capsules, such as congestion control message
and congestion status message. Empirically, AER/NCA creates communica-
tion overhead when transmitting active packets. However, the size of this
active packet has been set to be very small (76 bytes) compared with the
size of data packets. For this reason, the total number of active messages is

negligible compared to its functionality to scope the retransmission.

e The active network capsules help in communicating the congestion informa-
tion and in regulating the use of bandwidth. The multicast source rate has
been regulated by the selection of a nominee from the packet loss probability
and RTT received from the receivers through the congestion status message
capsule. It can be noted that the filtering of the nominee started from the up-
stream active node, which means that the selection processes are distributed

to the local repair server (which can also resend/repair packet losses).
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In general, AN’s services in performing single rate multicast congestion control have
proved to be working well. The AN-based mechanism to perform single rate multi-
cast congestion control could perform the same functionality with the non-AN-based
one, in which we have to ensure that all routers are capable of running the new mul-
ticast protocol. The use of ANs will shorten the time to deploy a new multicast

protocol.

5.8 Summary

A number of experiments have been performed to reveal the behaviour of the
AER/NCA protocol under different scenarios. In Experiment Ul, in which a mul-
ticast session with 1 sender and 2 receivers shares the bottleneck link with 2 TCP
flows, we observed the bandwidth share of the AER/NCA and TCP flows, and the
inter-protocol fairness characteristic.

The impact of AN packets on bandwidth usage is observed by scaling the number
of the TCP and AER/NCA receivers to 4, 8, 16, and 32. The loss probability of
the multicast session has also been altered to 1%, 5% and 25%. In this lossy-link
topology, the repair servers are turned on and off to evaluate the effect on the
bandwidth usage. This experiment indicated that the bandwidth sharing capacity
of the AER/NCA protocol is beneficial for the feedback aggregation.

We have also compared the inter-protocol fairness of PGMCC and AER/NCA
in Experiment U2. It can be summarised that the behaviour of AER/NCA and
PGMCC is similar in the case in which they have to compete with other TCP
flows to use the bottleneck link. Both AER/NCA and PGMCC can fairly share the
bandwidth over a short simulation time.

It is apparent that AER/NCA can improve the performance of a reliable mul-
ticast protocol, without the need for the intermediate node to be installed and
rebooted with the new protocol. In fact, the use of AN services can be deployed on
demand in an evolutionary way. The AN services can be used in the hop-by-hop
feedback implosion avoidance, as well as in the distribution of loss recovery burden
to repair server and receivers. Having the information on the congestion status of
the network and the multicast sessions enables the sender to perform packet retrans-
mission scoping.

The rate adjustment algorithm of the protocol has also been reviewed. The
AER/NCA rate adjustment is similar to the fast recovery of the TCP New Reno

session of the competing unicast session. The AER/NCA also performs the adjust-
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ment of the congestion window, based on the slow-start threshold, in the situation
of the arrival of the acknowledgement, detection of loss, or a time-out. The routing
of the active packets in the simulation is based on the end-to-end default routing of
the ns-2 simulator.

The congestion avoidance mechanism of the AER/NCA protocol has been shown
to be robust, even though the idea of employing the rate of the weakest receiver as
the new rate of the overall multicast session has also been implemented in other
multicast protocols, with or without having an AN router-assisted scheme. This
study demonstrates the TCP compatibility of the AER/NCA protocol under differ-
ent topologies and combinations of flows. The simulation revealed that AER/NCA
is a TCP-friendly congestion control protocol which uses active services when nec-
essary. In other words, experimental results show that AER/NCA can coexist with
TCP. The AER/NCA protocol achieves friendliness based on feedback signals from
the receivers. The congestion control mechanism of AER/NCA has been able to
adapt the multicast group throughput in achieving better overall performance in
order to transmit information to all of the receivers.

We also have evaluated the fairness index of AER/NCA and TCP flows when
sharing the bottleneck link using RED and Droptail queue management algorithms.
The RED mechanism helps in promoting inter-protocol fairness/TCP-friendliness.

It can be summarised that the main goal of congestion control in the multicast
sessions has been achieved by the AER/NCA protocol in ensuring the fairness to-
wards TCP (inter-protocol fairness), a good coordination between the receivers, and
fairness between the multicast sessions.

The discussion on the limitation of AER/NCA showed that the caching scheme
required by the active error recovery is one of the trade-offs of AER/NCA. AER/NCA
is also in a similar stage to other AN-based protocols, which we found to be far from
reaching the stage of deployable to the Internet. The cost of having an AN architec-
ture such as AN node initiation, execution environment settings, and the acceptance
of the AN-based protocol in general will be the hindrance of deploying the algorithm
widely.

In the next chapter, we will evaluate a multirate multicast congestion control
protocol called ALMA. We also compare the characteristics of the layered multicast
protocol with those of a non-AN-based protocol called PLM.
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Performance Evaluation of
AN-based Multicast Multirate

Congestion Control Protocols

The previous chapter deals with Active Networks (ANs)-based single rate multicast
protocols. In this chapter, we conduct some performance evaluation on a multirate
multicast congestion control protocol called Active Layered Multicast Adaptation
(ALMA). We compare the ALMA protocol with a non-active multicast multirate
protocol called Packet-pair Receiver-driven Layered Multicast protocol (PLM) [102].
Section 6.1 reviews the layered multicast protocols. Section 6.2 addresses the mul-
tirate multicast congestion control protocols evaluated in the research - ALMA and
PLM, and includes a comparison study. Section 6.3 shows a first experiment and
simulation results in evaluating the layered subscription of the multicast sessions.
Section 6.4 presents a second experiment in which we evaluate the ALMA protocol’s
behaviour when competing with CBR flows. Section 6.5 presents a third experiment
in which the multicast sessions share the link with TCP flows. Section 6.6 addresses
simulation experiments to gain the fairness index values of ALMA and TCP flows
which share a bottleneck link. In Section 6.7 the limitations of the AN-based scheme
are evaluated. Section 6.8 discusses the overall performance evaluation conducted
for the AN-based multicast multirate protocols. Finally, Section 6.9 summarises this

chapter.
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6.1 Introduction

Numerous multicast congestion control protocol proposals are found in the lite-
rature, aiming to provide an efficient method to transmit data from a sender to
many receivers. These multicast congestion control protocols can be classified into
single rate (discussed in the previous chapter) and multirate multicast protocols.
The issue encountered in single rate reliable multicast protocols is that all receivers
should receive service at the same rate, which can not accommodate the hetero-
geneous nature of the receivers and the differences in the bandwidth capacity of
different networks such as T1, T3, Integrated Services Digital Network (ISDN), and
Asynchronous Digital Subscriber Line (ADSL).

The layered multicast congestion control technique enables multiple multicast
groups to transmit data at different rates for a diverse set of receivers. PLM [102]
is an extension of the classical layered multicast approach such as the Receiver-
driven Layered Multicast (RLM) [114] and the Receiver-driven Layered Congestion
Control (RLC) [166], in which fast convergence to the optimum layer' is its main
objective. Convergence time is the time taken by a receiver to adjust its reception
rate to a stable state from any starting state [129], which is expected to be short. A
fair scheduler has been used to ensure inter-protocol fairness in this protocol. Fair
scheduling is a way to guarantee application performance by explicitly allocating
shares of system resources among competing workloads [22]. For this purpose, some
scheduling algorithms such as weighted round robin, deficit round robin, Generalised
Processor Sharing (GPS), weighted fair queuing, class-based queuing, earliest due
date, and rate controlled scheduling are used to perform the allocation of resources.
A fair scheduler could protect one user’s traffic from another, which is becoming more
important with the increasing demand for differentiated services in the Internet.

Most classical layered multicast protocols require a receiver-consensus which im-
plies all of the network’s users (receivers) cooperate. In contrast to the previous
classical layered multicast congestion control protocols which assume the existence
of a multicast routing mechanism in the router, the AN-based ALMA protocol [187]
uses microeconomic theory which envisions bandwidth as a scarce resource. We re-
call that historically the congestion control problem has been approached in three
different ways: queuing theory, control theory, and recently game theory (pricing).
ALMA is based on the recent approach introduced to the theory of computing which

is based on an economic supply and demand model for non-collaborative players

Lhighest number of layers possible to use available bandwidth.
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[187]. A reliable resource management method to support adaptive applications to
share multiple resources with multiple nodes (complex network) dynamically is the
goal of the market-based-driven approach.

ANs offer a mechanism to shorten the time to implement new protocols. This
approach has been used in ALMA by using capsules (active packets) to supply
congestion information to the link manager [186]. In this chapter, we conduct a
performance evaluation of the ALMA protocol by comparing it with the PLM pro-
tocol. We have chosen ALMA for its layered multicast simulation approach on ns-2,
the use of active packets for congestion control, and its concern on non-cooperative
heterogeneous receivers in which the pricing function can be used to shape the dis-
tribution of bandwidth. On the other hand, we have selected PLM for its clarity in
representing the solution to the layered multicast problem.

We perform some analysis of the properties of congestion control protocols which
can be gained from ALMA. An ideal congestion control protocol would have some
properties such as stability (existence and uniqueness of Nash equilibrium?), effi-
ciency (fast convergence towards Pareto optimality®), fairness (max-min fairness),
robustness (against misbehaving greedy users), scalability (with bandwidth hetero-
geneity, number of receivers, network paths, etc.), and feasibility (technical require-
ment) [102]. The scenarios to evaluate the congestion control properties of a layered

multicast scheme used here are based on the PLM scenario stated in [102].

6.2 ALMA, PLM and Pricing

ALMA was the only adaptation protocol found in the literature which supports lay-
ered multicast for heterogeneous receivers and uses active services, until Congestion-
Aware Layered Multicast (CAML) [169] was published two years later in 2001.
CAML uses a very limited and lightweight form of AN to identify specific locations
in the network where application-specific functionality needs to be placed to pro-

vide layered multicast systems. Recall that we have introduced ALMA in Chapter

2Nash equilibrium is a concept of game theory originated by John Nash. It serves to define
a kind of ‘optimum’ strategy for games where no such optimum was previously defined. If there
is a set of strategies for a game with the property that no player can benefit by changing his
strategy while the other players keep the strategy unchanged then that set of strategies and the
corresponding payoff constituted a ‘Nash equilibrium’ [www.wikipedia.org]

3Pareto optimality is defined as the best that could be achieved without disadvantaging at least
one group. It is an optimality criterion for optimisation problems with multi-criteria objectives.
Pareto optimal describes an equilibrium state in which no further trades among agents can occur
that benefit both agents, with respect to a set of objective functions [23, 185].
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3. It consists of a layered multicast transmission mechanism with selective filtering
and pruning of layers within the active node. The ALMA source generates traffic
encoded hierarchically, such that lower layers are more important than higher lay-
ers. Active packets (capsules) carry data and instructions to process the data inside
the active node en route to the receivers. ALMA uses a source-based sparse-mode
multicast routing scheme, but does not use a group address for simplification. The
receivers subscribe directly to the address of the source they wish to receive data
from, using a capsule called subscribe(source address, subscription level).
A receiver spawns a subscribe(source address, 0) capsule to abandon layers.

End-to-end congestion control in ALMA is achieved by exporting a price (as a
function of the current load/queue occupancy), comparing the link price with the
budget (proportional to marginal utility of adding more layers), pruning congested
multicast tree branches (at the intermediate node), and probing for additional band-
width using subscribe capsules (by the receivers).

On the other hand, PLM is a representative of a classical receiver-driven layered
multicast congestion control protocol selected to be compared with ALMA in this
thesis. However, it has the following assumptions: 1) the source sends cumulative
layers (in sequence) and emits the packets as packet-pairs on each of the layers,
2) a fair scheduler exists and considers the set of layers of the same session as a
single flow, and 3) the receivers who want to join the multicast session know the
bandwidth distribution of the layers. The layer dropping/adding mechanism in
PLM is conducted by comparing a sample bandwidth inferred from the packet-pair
received at time ¢(PP;) with the current bandwidth obtained with n cumulative
layers (B,). Due to the use of a packet-pair as the bandwidth estimation method,
PLM does not induce any loss to discover the available bandwidth and infer which
layer to join. PLM is a receiver-driven protocol in which the join and leave actions
of the receivers lead to a congestion control mechanism.

We can summarise that layered multicasting with ALMA is feasible, as it uses
ANs capsules to manage non-collaborative users. However, the ALMA protocol
and ANs in general are still far from the deployment stage. The PLM approach to
congestion control using packet-pair and fair queuing is another alternative, although
the implementation is hard to achieve due to the need to implement fair schedulers
in all routers. Table 6.1 summarises the differences between PLM and ALMA.

Congestion control in ALMA is seen as a special case of resource management,
in which the congestion measure is performed using a pricing function. The pricing

terminology represents a certain global measure of performance. The role of ‘prices’
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PLM ALMA
Proposed Network Fair scheduler networks ANs
Congestion  Informa- | Packet-pair probing mechanism Queue occupancy (buffer size) inter-
tion preted as Price
Properties Fast convergence, stability, efficiency, scal- | Use of a price function to model the re-
ability lationship between users and the net-

work manager

Advantages Packet probing mechanism is simple and | AN helps in deploying congestion con-
does not take a lot of network resources trol mechanisms
Disadvantages Many assumptions, fair scheduler is diffi- | ANs are still far from deployment stage

cult to implement

Table 6.1: Comparison of PLM and ALMA

is to coordinate the optimisation of each source for its own benefit. Prices may
have different meanings in different protocols, i.e. loss probability in TCP Reno,
queuing delay in TCP Vegas, and queue length in RED [106]. The price in ALMA
is calculated as a function of the link characteristics and the current total link load,
thus it acts as an indication of the level of congestion for the filtering mechanism.
A pricing function will enable the network manager to shape the distribution of
resources to heterogeneous non-cooperative receivers.

In the following section, we evaluate ALMA’s performance in terms of its speed
and stability of layered convergence. Its behaviour in sharing the link with TCP
and CBR flows is also investigated. In order to compare PLM with ALMA, we
conduct four experiments. The first experiment (M1) consists of a single multicast
session in which we evaluate the speed of the convergence to higher layers in the
context of heterogeneous link bandwidths and link delays. The second experiment
(M2) consists of a mix of multicast sessions and Constant Bit Rate (CBR) flows. In
this experiment, we evaluate the scalability of PLM and ALMA with an increasing
number of CBR flows. The third experiment (M3) deals with a mix of PLM or
ALMA multicast sessions and TCP flows. The fourth experiment (M4) obtains the

inter-protocol fairness index of ALMA.

Application of ANs in ALMA

We use ns-2.1b6 [51] with an ALMA extension using Tcl-based code provided by
Yamamoto [186]. In the ns-2 implementation of ALMA, active capsules are included

as a message 500 bytes long. The protocol also modified the agent procedure with
Agent/AN.
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The execution environment is implemented as a subclass of Agent/Message. The
active packets (capsules) are simply Agent/Message packets in which the ‘message’
is the code to be executed. In other words, the code loading and caching is not
simulated in ALMA, as the evaluation of active packets is conducted by sending a
string identifying the Tcl procedure to be run at each node. The multicast routing
used in this protocol is dense mode. The ALMA traffic is embedded as CBR flows.

All experiments in this work use Droptail queuing algorithm.

Validation

Validation has been performed in all steps of the experiment with ALMA. In a
personal communication with the author of ALMA we ensured that the package we
used is valid. The results of our experiment were acknowledged as an independent
performance evaluation of ALMA in [185]. In order to ensure the validation of the
ALMA simulation in this thesis, we chose the following results from a specific case
in the literature, the work of Yamamoto et al. in [186], in which 2 ALMA sources
transmit packets to a number of receivers (Figure 6.2(a)). The ALMA multicast
sessions S1 and S2 lifetime and simulation topology are illustrated in Figures 6.1(a)
and 6.1(b). All links have a capacity of 4 Mbps, except for links L1, L2, and L3

Session 2 |—|

Session 1 |

0 10 20

Time (s)

a) Life time of the sessions
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- @y Fan
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"LJl N L W TE]
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R=3 {0 A

b) Simulation topology

Figure 6.1: Simulation topology and life time of the sessions

which have a capacity of 1.6 Mbps, 1 Mbps, and 0,8 Mbps respectively. The delay
of all the links is 10 ms, except for L.4 and L5 which have propagation delays of 100
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ms and 500 ms respectively. The maximum queue length of the nodes is 20 packets.
Sources S1 and S2 generate streams with an average rate of 2 Mbps, divided into 5
layers. The evolution of the rates in time for S1 (source), receiver (1,1) and receiver

(1,2) are depicted in Figure 6.2(a). We have performed a similar simulation and
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a) ALMA simulation results obtained from [186] (This figure has been scanned
from the work of Yamamoto et al. in [186]). This graphs shows the evolution of the
rates versus time during the simulation time
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b) Our ALMA simulation results for the same scenario

Figure 6.2: Validation of ALMA ns-2 package

as a result Figure 6.2(b) presents our simulation outcome when running the same
topology and parameter settings. The simulation results produced are the same as
the existing results as can be seen in Table 6.2. We also have run the simulation
with different random generator seeds to generate the average value of 10 simulation

runs. The error bars cover the plots presented in Figure 6.2(a) and (b).
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6.3. EXPERIMENT M1: SPEED AND STABILITY OF ALMA CONVERGENCE

Time (s) / | Alma source | Alma source | R11 R11l rate | R12 rate | R12

Results (bps) | (S1) rate (ob- | rate from | (obtained | from sim- | (obtained | obtained
tained from | simulation from ulation from from sim-
[186]) [186]) [186]) ulation

2 1711715 1711715 1600484 1600484 860930 860930

4 1658211 1658211 1600000 1600000 727015 727015

6 1622749 1622749 1600000 1600000 919439 919439

8 789359 789359 759999 759999 396067 396067

10 897385 897385 819512 819512 450966 450966

12 7899001 7899001 744186 744186 368419 368419

14 1186932 1186932 1173984 1173984 836470 836470

16 1574319 1574319 1599999 1599999 735523 735523

18 1557803 1557803 1600000 1600000 781127 781127

20 1632815 1632815 1600000 1600000 818721 818721

Table 6.2: ALMA validation: Comparison of results obtained from [186] with our
simulation results

6.3 Experiment M1: Speed and Stability of ALMA

Convergence

In the following subsections we describe the simulation experiments, topologies, and
key parameters of the first multicast multirate experiment. We discuss the results of
the speed and stability of ALMA compared with PLM, and analyse the behaviour

of these protocols towards layer subscription.

6.3.1 Experiment Construction and Description

For the purpose of comparing the protocols, some representative test cases as de-
scribed in [102] are simulated. In other words, we compare the ALMA results with
those achieved by PLM and reported by its author Legout et al. in [102]. We use
the available results without resimulating the PLM experiments, to avoid possible
errors caused by wrong algorithm implementation and interpretation.

The first simulation deals with a single ALMA session, in which one sender
(S) transmits data to four receivers (R1, R2, R3, R4) through three routers (N1,
N2, N3). The goal of the simulation is to gather information on the speed and
stability of the ALMA convergence. The parameters are chosen to be close to the
audio broadcast current classification, despite the fact the we do not purposely plan
to simulate audio broadcast. The reason is just to observe whether in the real

environment layer granularity will not be a problem for layered multicast. In this
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experiment, we emphasise the importance of the bottleneck links for the layered

multicast subscription of the receivers.

‘ MI- A single ALMA session ‘

Define desired topology in Tel Script - A Single ALMA Session

Y
Defne scenario, number of experiments with RNG,

and collection of statistical results m Tel command scripts

|Set srcbw, pktsize, number of ALMA lavers |

| Set ALMA session list, Link Manager & AN/Agent |

| Run ns-2 simulation for the topology n times |

‘ Capture experiment data in trace files ‘

Parse data file using awk scripts. Calculate, analyse & plot
mean and confidence interval of rate, layer subscription, packet loss, etc.

Figure 6.3: Experiment M1- Flowchart of simulation procedure

Figure 6.3 presents a flow-chart of the simulation procedure. We write the Tcl
file on to the ns-2 extension of ALMA to define the desired topology, a single ALMA
session with 5 receivers. The source bandwidth, packet size, and number of ALMA
layers are set. Subsequently the ALMA session list, link manager, and AN agents
need to be defined. We repeat the simulation with different random number gener-
ator seeds, run the simulation, capture the experiment data in a trace file, and then
parse the data file using awk scripts. The results are used to calculate the average
receiver rates (throughput) and their confidence interval, packet loss, as well as the

layered subscriptions.

6.3.2 Topologies

The topologies used can be seen in Figure 6.4(a). In this topology, we have a single
ALMA multicast sender which transmits packets to many receivers with heteroge-

neous link capacity and delay. The life time of each flow and session is shown in
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250 Kbps 56 Kbps
Sender o y

Receivers
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64 Kbpy
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a) Topology
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05 50

Time (s) 100

b) Lifetime of session

Figure 6.4: Experiment M1 - Topology for single ALMA session

Figure 6.4(b).

6.3.3 Key Parameters and Rationale

In order to compare the results of ALMA and PLM on the same topology and pa-
rameter setting, we set the ALMA parameters to be the same as the PLM simulation
experiments reported in [102]. The simulation parameters can be found in Table

6.3. The links bandwidths and delays are set to create a congestion situation and

‘ Simulation Parameters Value ‘
Link S-N1 1 Mbps, 10 ms
Link N1-R1 256 Kbps, 50 ms
Link N1-N2 128 Kbps, 100 ms
Link N2-R2 56 Kbps, 30 ms
Link N2-R3 250 Kbps, 50 ms
Link N2-N3 64 Kbps, 30 ms
Link N3-R4 10 Mbps, 5 ms
ALMA Packet size 500 bytes
All routers maximum buffer size (Droptail queuing) 20 packets
Simulation time 100 seconds
Maximum number of layers 30 layers

Table 6.3: Experiment M1 - Simulation parameters for topology in Figure 6.4

to show the behaviour of ALMA towards heterogeneous receivers.
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Some of the bandwidth values chosen in the links represent the current classifica-
tion for audio broadcast: quality 1 (GSM (Global System for Mobile communication)
quality): 10 Kbps; quality 2 (LW (Long Wave) radio quality): 32 Kbps; quality 3
(quality 2 stereo): 64 Kbps; quality 4 (quality FM (Frequency Modulated) radio):
128 Kbps; quality 5 (quality 4 stereo): 256 Kbps. This classification implies that
for the purpose of real layered audio transmission, there is no need to create an

intermediate layer, as it will not modify the perceived quality.

6.3.4 Performance Metrics

The performance metrics chosen in the experiment consist of throughput/rates? and
layer subscriptions. The receiving rate was obtained from accumulating the bytes
received by each sink endpoint during the simulation time. The layer subscription
level shows the number of layers subscribed by a receiver during the simulation
time. These metrics were chosen to represent the behaviour of the systems during
the layered data transmission phase, the processing in the intermediate nodes, and

the situation at the receiving ends.

6.3.5 Results and Evaluation

This section presents the experimental results of the speed and stability of the ALMA
convergence. The graphs were generated by tracing data packets entering and leav-
ing the routers in the network. We discuss the results of the simulation experiments
to provide us with an insight into the performance of the ALMA protocol under
various conditions.

First we will evaluate the layer subscription level of PLM and ALMA sessions.
Table 6.4 shows the layer subscription level of PLM multicast sessions to 4 receivers.
The simulation results for a single PLM session, provided in [102] shows that PLM
receivers can subscribe to an appropriate number of layer. They also reported that
all receivers converge to the highest number of layers possible in order to use the
available bandwidth before 7 seconds. These are the maximum number of layers to
be subscribed based on the granularity of 10 Kbps per layer. On the other hand, the
same experiment with ALMA (Figure 6.5) shows similar results, except for Receiver-
4 (R4) which subscribes to 5 instead of 6 layers. Soon after the ALMA session

initiation time (5 seconds), all receivers converge into optimal layers between 5.5 to

4In this multicast congestion control work, we use the terms throughput and rates interchange-
ably.
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Receiver PLM Layer Subscription
R1 25

R2 5

R3 12

R4 6

Table 6.4: Experiment M1 - Total number of packets transmitted and received
during simulation (1 PLM session and 4 receivers)

ALMA layer subscription

30 R1 —
25
R3 —
20 R4 ——
o
615_
3
10 ¢
"Ly

0 1 1 1 1 1 1 1 1
0O 10 20 30 40 50 60 70 80 90 100
Time (second)

Figure 6.5: Experiment M1 - Speed and stability of ALMA convergence for single
multicast session
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8.6 seconds. The receivers stay at the optimal layer during the entire simulation,
and this shows stability of the optimal layer. There is no loss detected during the
simulation, as the links can accommodate the transfer rate. In addition, this is also
due to the ALMA mechanism to control the congestion. This experiment shows
that ALMA can provide fast convergence to the optimal link utilisation (less that
3.6 seconds to reach a stable state). Both R2 and R4 in ALMA subscribed to 5
layers, whereas in PLM R4 subscribed to 6 layers. This is because R4 only received
an average rate of 57 £+ 0.5 Kbps. The average rates of ALMA session’s packets

transmitted and received are presented in Table 6.5.

Sender Packets transmitted | ALMA Packets received aver-
average rate (Kbps) Receiver age rate (Kbps)
SarLma 200.1 + 0.8 R1 250 + 3.2
R2 46 £+ 8.2
R3 112 £ 0.5
R4 57 £ 0.5

Table 6.5: Experiment M1 - Total number of packets transmitted and received
during simulation (1 ALMA session and 4 receivers)

Figure 6.6(a) shows the average sending rate and the confidence interval of the
ALMA source during 100 seconds of simulation time, whilst Figure 6.6(b) shows how
the receivers’ rate evolves in distributing the data. Note that the confidence intervals
of the average receiver rates are small. This figure shows that the ALMA receiver
subscribes to the optimal layer it can accommodate and uses the maximum available
bandwidth. Receiver 1 can easily receive all layers of the multicast session, whereas
Receiver 2 can only subscribe according to its maximum 56 Kbps link bandwidth.
On the other hand, Receiver 3 is limited by the 128 Kbps link, whereas Receiver
4 is bounded by the 64 Kbps link. The ALMA congestion mechanism allows the
receiver to subscribe according to their available bandwidth which causes no packet
loss experienced by any of the receiver.

The objective of the experiment was to compare the performance of PLM and
ALMA, taking into account that both protocols are multirate multicast conges-
tion control protocols, even though they use different network technology, i.e. fair
scheduler network and ANs, respectively. We found the ANs mechanism helps the
layered multicast congestion control in ALMA to be effective, i.e. fast convergence
(subscribe to the maximum possible number of layers) and stability (maintain the

rates). This protocol works well, which indicates that the link manager can manage
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Figure 6.6: Experiment M1 - Bandwidth distribution of a single ALMA session
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the resources as expected.

6.4 Experiment M2: Competing with CBR Flows

6.4.1 Experiment Construction and Description

The second simulation experiment consists of a mix of ALMA sessions and CBR
flows, i.e. 3 ALMA sessions and 3 CBR flows. The aim is to study the effect of
high bandwidth-delay unresponsive CBR flows on ALMA flows. CBR is used to
represent a UDP-based multimedia traffic which is sensitive to packet loss. Each
ALMA sender corresponds to one receiver and starting time is staggered from 10,
20, and 30 seconds.

The aim of this experiment is to evaluate the behaviour of ALMA with an in-
creasing number of ALMA sessions (before starting the CBR sources), and then
after the transmission of the CBR sources which represent heavy traffic in the net-
work. It is the goal of this experiment to evaluate the responsiveness and limitation
of ALMA towards a mix of traffic, particularly when competing with CBR flows.

Figure 6.7 presents a flow-chart of the simulation procedure. First, we write the
Tcl file on to the ns-2 extension of ALMA to define the desired topology, an ALMA
session and 3 CBR flows. Next, we define the source bandwidth, packets size, and
the number of ALMA layers. Then, we define the ALMA and CBR sessions list, the
link manager, and active agents. We repeat the simulation with different random
number generator seeds 10 times. The experiment data is then captured in a trace
file, and is then parsed into meaningful data using awk scripts, which in turn will
be used to calculate the average rates (throughputs) and their confidence interval,

layer subscription, and packet loss.

6.4.2 Topologies
The topology used and the life time of each flow and session are shown in Figure

6.8(a) and (b), respectively.

6.4.3 Key Parameters and Rationale

In order to compare the results of ALMA and PLM on the same topology and

parameter settings, the ALMA parameter values were set the same as in the PLM
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| M2- ALMA and CBR Sessions |

Define desired topology i Tel Seript — 3 ALMA and 3 CBRflows

A
Define scenario, number of experiments with RNG,

and collection of statistical results in Tel command scripts

| Set the srcbw, pkisize, number of ALMA layers |

Set ALMA and CBR session list, Link Manager & AN/Agent |

| Run ns-2 simulation for the topology n times |

|

‘ Capture experiment data in trace files \

Parse data file using awk scripts. Calculate, analyse & plot
mean and confidence interval of rate, layer subscription, packet loss, etc

Figure 6.7: Experiment M2 - Flowchart of simulation procedure
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Figure 6.8: Experiment M2 - Topology for 3 ALMA sessions and 3 CBR flows
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simulation experiment reported in [102]. The simulation parameters are shown in
Table 6.6.

Simulation Parameters ‘ Value ‘
Link N1-N2 600 Kbps, 20 ms
Links Sm-N1, Su-N1, N2-Rm, and N2-Ru 10 Mbps, 5 ms
ALMA packet size 500 bytes
All routers maximum queue size (Droptail queuing) 20 packets
Simulation time 100 seconds
Bandwidth increments (for PLM and ALMA) 2 seconds
Maximum number of layers 17
ALMA source rate 340 Kbps

Table 6.6: Experiment M2 - Simulation parameters for topology in Figure 6.8(a)

The links between the sources and router N1 have 10 Mbps bandwidths and 5 ms
delays. Similarly, the links from router N2 to the sinks also use the same bandwidth
and delay values. The bottleneck link is 600 Kbps and 20 ms delay. The ALMA
sessions were started at 10, 20, and 30 seconds, respectively, whereas all the CBR
flows were started at 40 seconds and terminated at 60 seconds of simulation time

(Figure 6.8(b)). These parameter settings create a severe congestion situation.

6.4.4 Performance Metrics

The performance metrics reported in this experiment consist of throughput/rate,
packet loss percentages, and layer subscriptions. The throughput/rate has been
obtained by accumulating the total bytes received (excluding retransmitted packets)
by each sink endpoint during the simulation time. This rate is the same as the
throughput in PLM results. The layer subscription level shows the number of layers

subscribed by a receiver during the simulation time.

6.4.5 Results and Evaluation

This section presents the experimental results and highlights the dynamic behaviour
of the AN-based multirate multicast protocol when sharing the bottleneck link with
CBR flows which represent real-time unresponsive traffic.

The dynamic scenario is used with the topology in Figure 6.8(a). The objective of
the scenario is to study the behaviour of ALMA in the first part (before starting the

CBR sources), with an increasing number of ALMA sessions. Then, after starting
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the CBR sources (second part), the behaviour of ALMA in a congestion situation
can also be evaluated.

In Figure 6.9(a), we can see the bandwidth distribution with PLM, which shows
that the throughput seen by the PLM receivers decreases as the number of PLM
sessions increases. The situation is aggravated when the bandwidth is shared with
3 new CBR flows initiated at 40 seconds. Figure 6.9(b) shows ALMA and CBR
average receivers’ rates and their confidence interval during the entire simulation.
The rate variations are small and the confidence intervals of the flows are negligible.
The figure shows that ALMA sessions adjust their rate when the CBR flows start.
However, the CBR flows are competing among themselves, and one of the flows has
a higher share of bandwidth than the other CBR flows. In addition, the first CBR
flow has a higher bandwidth share than the ALMA flows. ALMA infers an average
available bandwidth of 110 Kbps and joins 10 layers. We observe that ALMA is
reactive and its speed to grab the available bandwidth is quick. This is shown by
the fact that the aggregate ALMA rate increases as soon as the CBR flows release
the bandwidth after 60 seconds of the simulation time. Each ALMA session receives
almost an equal share of bandwidth (the average of 200 Kbps). The ALMA flows
rates after the completion of the CBR sessions are stable and utilise the available
bandwidth fairly among themselves. This fast convergence has also been achieved by
PLM flows with an average rate of 180 Kbps. The non-AN and AN-based protocols
have shown their reactiveness in grabbing the available bandwidth released by the
CBR flows.

Table 6.7 presents the number of transmitted bits normalised to time (in Kbps)

Sender | Packets transmitted | Receiver | Packets received aver- | Packet lost ratio (%)
average rate (Kbps) age rate (Kbps)
Sarmar | 2269 £ 1.3 Rarmar | 207.9 £ 0.6 8.3 £ 0.2
Sarmaz | 2124 £ 0.3 Raramaz | 190.5 £ 0.5 10.3 £ 0.2
SarLmas | 2024 £ 5 Rarmas | 174.76 £ 0.9 12.5 £ 0.1
Scbrl 200 + 0 Rcbrl 161 £+ 2.2 19.2 £ 1.2
Scbr2 201 + 2.7 Rcbr2 75.2 £ 1.9 62 + 1
Scbr2 192 + 8.6 Rcbr2 17.3 £ 0.7 91 £ 0.4

Table 6.7: Experiment M2 - Total number of packets transmitted and received
during simulation (1 ALMA session and 2 TCP flows)

and the average throughput (in Kbps). The table shows that the CBR flows ex-
perience high packet loss. This is due to the limited available bandwidth and the
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multicast sessions and 3 CBR flows)
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fact that these CBR flows must compete among themselves to use it. Bandwidth
is allocated among sessions on a first-come-first-served basis. Once a session has
achieved a dominant allocation, other CBR sources may starve. This characteristic
is inherited from the first layered multicast protocol, RLM, which is the predecessor
of ALMA. Results in [71] show that RLM is also arbitrarily unfair to CBR traffic.
The evolution of the layered multicast subscription level of ALMA can be seen in

Figure 6.10. The layer subscription of the ALMA receivers changes as the number
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Figure 6.10: Experiment M2 - Layer subscription with ALMA (3 multicast sessions
and 3 CBR flows)

of ALMA flows increases. This figure shows that the CBR sources do not affect the
ALMA sessions layer subscription. All of the ALMA flows keep subscribing to 10
layers. However, the existence of CBR caused the ALMA receivers to experience
packets loss, which have been subscribed but not received by the receivers.

ALMA’s performance in sharing the bandwidth with CBR sources is different
from PLM, because there is no mechanism used to ensure fairness such as fair
scheduling in PLM. The ALMA experiment results show that the bottleneck band-
width is not fairly shared between the ALMA and the CBR flows. ALMA allows
one of the CBR flows to take more bandwidth, but the rest of the CBR flows get a
very small amount of bandwidth. It can be noted that although based on different
mechanisms, both ALMA and PLM flows grab an appropriate amount of bandwidth
and stay stable during the lifetime of the CBR sessions.

Although ALMA was not designed to achieve fast convergence, the experiment
shows that it can achieve convergence relatively fast, due to its capsule-based conges-

tion indication mechanism. This is done by using the queue occupancy information
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to decide how many layers to subscribe when the subscribe capsule is sent. ALMA
is a cumulative multicast protocol in which receivers subscribe to the higher layers
in subsequent order. The study on the mix of ALMA and CBR flows shows the

layered multicast protocol’s reaction on dynamic scenarios.

6.5 Experiment M3: Competing with TCP Flows

6.5.1 Experiment Construction and Description

For the purpose of comparing the schemes, some representative test cases as de-
scribed in [102] were simulated. The aim of the simulation is to evaluate ALMA’s
performance in sharing a bottleneck link with other TCP flows. This first part of
the simulation experiment deals with the mix of a single ALMA session and two
TCP sources. The second part illustrates how an ALMA session shares a link with
1 TCP flow.

Figure 6.11 presents a flow-chart of the simulation procedure. We write the

" M3 - ALMA and TCP Sessions

Define desired topology in Tel Script - ALMA & TCP Sessions

i
Define scenario, number of experiments with RNG,

and collection of statistical results m Tcl command scripts

|Set srcbw, pktsize, mumber of ALMA layers |

| Set ALMA & TCP session iist, Link Manager & AN/Agent|

| Runns-2 simulation for topology n times |

\ Capture experiment data in trace files ‘
v
Parse data file using awk scripts. Calculate, analyse & plot
mean and confidence interval of rate, layer subscription, packet loss, etc,

Figure 6.11: Experiment M3 - Flowchart of simulation procedure
Tcl file on to the ns-2 extension of ALMA to define the desired topology, an ALMA
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multicast session and TCP sessions. The source bandwidth, packet size, and number
of ALMA layers are defined. The ALMA and TCP session list, link manager, and
active agents are set. We construct and define the repetition of the simulations with
different random number generator seeds. Next, we run the simulation 10 times.
The experiment data are captured in a trace file. Then we parse the data file into
meaningful results using awk scripts, which in turn will be used to calculate the

average rates and their confidence interval, layer subscription, and packet loss ratio.

6.5.2 Topologies

The topology used to evaluate the performance of a single ALMA session competing
with 2 TCP flows is depicted in Figure 6.12(a). The lifetime of each flow and session

Senders _Receivers

Multicast
Session

300 Kbps, 20 ms 1 10 Mbps Sms

10 Mbps 5ms
A\VS .
a) Topology
:TCP 1
: : ALMA session
: : : TCP 2 :
0 20 50 60 . > 100
Time (s)

b) Life time of sessions

Figure 6.12: Experiment M3 - Topology for a single ALMA session and 2 competing
TCP flows

is shown in Figure 6.12(b). The topology to evaluate the ALMA effect on a TCP
flow (the second part of the experiment) can be found in Figure 6.13, in which we
use one ALMA session and one TCP flow.

6.5.3 Key Parameters and Rationale

The objective of this experiment was to study ALMA with TCP flows in a simple
experiment. In order to compare the results of ALMA and PLM using the same

topology and parameter settings, the ALMA parameter values were set to be the
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Senders Receivers

ALMA
session

10 Mbps, 5 ms 200 Kbps, 20 ms 10 Mbps, 5 ms

Figure 6.13: Experiment M3 - Topology for a single ALMA session and 1 competing
TCP flow

same as in the PLM simulation experiment reported in [102]. The bottleneck link’s
bandwidth is 300 Kbps, and the delay is 20 ms (Figure 6.12). The initial transmission
rate of ALMA flows was set to 100 Kbps. At 0 seconds of the simulation time, we
started the first TCP connection; at 20 seconds, the ALMA session was initiated,
and the second TCP flow was initiated at 60 seconds simulation time. Unlike PLM
which specifies the layer granularity as one of the parameters, in ALMA the layer
granularity is defined by specifying the source bandwidth and the number of layers.
In order to have the same layer granularity as in the PLM experiments, we define
the maximum subscription level of 15 and 20 layers in the following experiments.
Therefore, the layer granularity used in these experiments is 20 Kbps. The ALMA
packet size used in all experiments was 500 bytes. The simulation parameters can
be found in Table 6.8.

‘ Simulation Parameters ‘ Value ‘
Link N1-N2 300 Kbps, 20 ms (200 Kbps for Fig 6.13)
Links Sm-N1, Su-N1, N2-Rm, and N2-Ru 10 Mbps, 5 ms
ALMA packet size 500 bytes
All Routers maximum queue size (Droptail queuing) 20 packets
Simulation duration 100 seconds
Maximum number of layers 15 layers (20 layers for Fig 6.13)
ALMA source rate 400 Kbps (300 Kbps for Fig 6.13)

Table 6.8: Experiment M3 - Simulation parameters for topologies in Figures 6.12
and 6.13

155



Chapter 6 6.5. EXPERIMENT M3: COMPETING WITH TCP FLOWS

6.5.4 Performance Metrics

The performance metrics reported in this experiment are similar to those of Exper-
iments M1 and M2 which consist of throughput/rate, packet loss ratio, and layer

subscriptions.

6.5.5 Results and Evaluation

This section presents the experimental results and highlights the behaviour of the
AN-based multirate multicast protocol towards the TCP flows. A ‘peaceful’ co-
existence with TCP is a desirable property of a protocol in which it must be able to
share the bandwidth fairly with TCP flows.

The bandwidth distribution of PLM and ALMA in conjunction with the topology
in Figure 6.12 is shown in Figure 6.14. The ALMA session is initiated 20 seconds
after the transmission of the first TCP flow (at the beginning of the simulation),
and subsequently another TCP flow is induced to the network at 60 seconds. The
ALMA results show that the bandwidth share of the ALMA session is a lot higher
than PLM. Note that in PLM, the inter-protocol fairness is enforced by the use of
a fair scheduler in every router.

In terms of compatibility with TCP flows, Figure 6.14(a) shows that with PLM,
both TCP flows hardly oscillate and the bandwidth share of PLM is relatively con-
stant, which is an expected behaviour of PLM which uses a fair scheduler. Recall
that this is due to the packet-pair bandwidth estimation and fair queuing principles
deployed in PLM. The single PLM session adapts to the available bandwidth in the
presence of TCP flows. In contrast, simulation with ALMA shows that ALMA is
not TCP-friendly (Figure 6.14(b)) as it grabs the available bandwidth as soon as
it starts and then starves the TCP flows. The TCP flows can only use the rest
of the bandwidth. The average packet received rates of the first and second TCP
flows are only 75.6 and 17.1 Kbps respectively. This is due to the unfriendliness of
ALMA towards TCP. This result shows that ALMA maintains its stability and high
bandwidth share at the expense of the rate fluctuations and low bandwidth share
of the TCP flows.

Table 6.9 exhibits the average total number of packets transmitted and received
normalised for time (in Kbps) by the multicast and unicast nodes in the experiment.
It shows that the ALMA session experienced 7.14% packet loss, whereas the TCP
sessions encountered 5.8% and 26.8% of packet loss, respectively. The high loss

rate experienced by TCP2 which started at 60 seconds of simulation time is due to
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a) PLM and TCP receivers (This figure has been scanned from the work of legout

et al. in[102]). This figure shows PLM’s TCP-friendliness as TCP flows received a

fair share of bandwidth, due to the fair scheduling mechanism in PLM.
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Figure 6.14: Experiment M3 - Bandwidth distribution with PLM and ALMA (1
PLM sessions and 2 TCP flows)
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Sender Packets transmitted | Receiver Packets received aver- | Packet lost ratio
average rate (Kbps) age rate (Kbps) (%)

SaLma 299.9 + 3.7 Rarma 280.3 £ 3.1 714 £ 1

Stcpl 79.8 £ 3.7 Rtcpl 75.6 £ 3.4 5.8+ 0.3

Stcp2 23.3 £ 4.7 Rtcp2 171 £ 4 26.8 £ 2.8

Table 6.9: Experiment M3 - Total number of packets transmitted and received
during simulation (1 ALMA session and 2 TCP flows)

the unfriendly behaviour of ALMA, as it did not adjust its rate when the new flow

started. Therefore the TCP flows have been forced to share the rest of the bandwidth

among themselves and experience oscillation in attempting to send packets.
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Figure 6.15: Experiment M3 - Bandwidth distribution with ALMA (1 ALMA session
and 1 TCP flow)

In order to observe the ALMA’s compatibility with a TCP flow further, we
conducted the second part of the experiment, which is a simple simulation in which
the link is shared only by 1 TCP flow and 1 ALMA session (topology shown in Figure
6.13). Figure 6.15 shows the ALMA and TCP bandwidth distribution. Experiment
results show that the average rate of ALMA is approximately 180.9 + 3.2 Kbps.
On average, the TCP flow gained only a small portion of bandwidth compared with
ALMA session (32.8 + 3.5 Kbps). The packet loss ratio of TCP is high 18.23%.
This shows the unfriendly behaviour of ALMA. Table 6.10 exhibits the average rate
of packets transmitted and received (in Kbps) and the packet loss ratio for ALMA
and TCP flows. From these experiments, it can be noted that ALMA flow grabs
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Sender Packets transmitted | Receiver Packets received aver- | Packet lost ratio
average rate (Kbps) age rate (Kbps) (%)

SArLmA 200.1 £ 0.8 Rarma 180.9 + 3.2 9.95 + 1.81

Step 32.8 £ 3.5 Rtcp 26.7 £ 3.06 18.23 + 0.8

Table 6.10: Experiment M3 - Total number of packets transmitted and received
during simulation (1 ALMA session and 1 TCP flow)

the maximum bandwidth causing TCP flow to starve.

6.6 Experiment M4: Fairness Index

6.6.1 Experiment Construction and Description

The aim of this experiment is to evaluate the fairness index of ALMA in relation to
the use of the Droptail queue management scheme at the intermediate routers. We
set up the simulations using a network topology with different delays of the receiver
side links. In other words, we vary the round trip times to evaluate the throughput
and fairness index of the link. We use the same Jain’s fairness index defined in [76]
and used previously in Chapter 5 (Experiment S3).

We run the simulation using various propagation delays in the receiver side’s link
and Droptail as a router queue management mechanism in the intermediate nodes.
RED queue management is not used , as it is not available in ALMA’s environment
due to its function as a method to calculate the price. The average throughput
results are used to calculate the fairness index for Droptail routers.

Figure 6.16 presents a flow-chart of the simulation procedure. We define the
desired topology on a Tcl file, one ALMA and n TCP sessions. Then the source
bandwidth, packet size, and the number of ALMA layers are set. The multicast and
TCP sessions are defined, as well as the link manager and AN agents. We define the
repetition of the simulation with different random number generator seeds and then
run the ns-2 simulations. The experiment results are captured in a trace file. The
data are parsed using awk scripts. The results are used to calculate the throughput

and inter-protocol fairness of ALMA.

6.6.2 Topologies

The topology in Figure 6.17 is used in this experiment to see the fairness of an ALMA
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6.6. EXPERIMENT M4: FAIRNESS INDEX

‘ M4 — ALMA Interprotocol Fairness ‘

Define desired topology i Tel Script - ALMA & TCP Sessions

Define scenario, number of experiments with RNG,
and collection of statistical results in Tel command scripts

"
[Set srcbw, pisize n;lmber of ALMA layers |
| Set ALMA & TCP session list, Link Manager & AN/Agent|

| Run ns-2 simulation for the topology n times |

— Use Dropta%, Vary RTT |

‘ Capture experiment data m trace files ‘

Y
Parse data file using awk scripts. Calculate throughput and
interprotocol farrness

Figure 6.16: Experiment M4 - Flowchart of simulation procedure
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Figure 6.17: Experiment M4 - Topology for ALMA inter-protocol fairness
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flow towards TCP. Firstly, we use only 1 ALMA session and 1 TCP flow (K1), and
then 2 multicast sessions and 2 TCP flows (K2). The aim of these experiments is to

obtain the fairness index and evaluate the effect of increasing the number of flows.

6.6.3 Key Parameters and Rationale

For the inter-protocol fairness experiment in Figure 6.17 we use the simulation pa-
rameters listed in Table 6.11. We use the following parameters as described in [184]
in order to have a comparative reference with other multicast protocols’ fairness
evaluation. The bottleneck bandwidth used between nodes 1 and 2 is 1.5 Mbps,
whereas the propagation delay is 10 ms. Each multicast session has one sender and
one receiver. We use Droptail queue management algorithm at the routers. Each

simulation lasts for 100 seconds.

Simulation Parameters ‘ Value ‘
Sources 1 Multicast session and 1 TCP flow

Sources - Router 1 links 10 Mbps, 10 ms delay

Router 1 - Router 2 link (bottleneck link) 1.5 Mbps, 10 ms delay

Router 2 - Receivers links 10 Mbps, x ms delay (x = 20, 40, 60, 80, 100)
All routers maximum buffer size (Droptail queuing) 30 packets

Simulation time 100 seconds

ALMA Packet Size 500 bytes

ALMA source rate 2 Mbps

Number of layer 17

Table 6.11: Experiment M4 - Simulation parameters for topology in Figure 6.17

6.6.4 Performance Metrics

The performance metrics reported in these experiments consist of throughput and

fairness index.

6.6.5 Results and Evaluation

The following results describe the inter-protocol fairness of ALMA quantitatively
using Jain’s fairness index equation. Table 6.12 shows the fairness index of ALMA
with TCP and a Droptail queue management algorithm. If all sessions have the same
throughput, the fairness index is 1. The fairness index value is bounded between

1/n and 1 (n is the number of flows in the bottleneck link). In all experiments the
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Receiver side link’s delay (ms) ‘ 20 ‘ 40 ‘ 60 ‘ 80 ‘100‘

Droptail (K1= Multicast & 1 TCP flows) | 0.57 | 0.58 | 0.60 | 0.63 | 0.65
Droptail (K2 =Multicast & 2 TCP flows) | 0.66 | 0.66 | 0.65 | 0.64 | 0.63

Table 6.12: Experiment M4 - Fairness index with routers with Droptail queue man-
agement algorithm

ALMA flows always get more bandwidth than the TCP flows. This is due to the
ALMA’s congestion control mechanism using the AN-based pricing functionalities,
in which competing TCP sessions have not been considered.

The fairness index performance of the network with Droptail queue management
algorithm and 2 multicast sessions and 2 TCP flows (K2) is slightly higher than the
topology with one multicast session and one TCP flow. This can be seen from the
results of the experiment with varying the round trip time, in which the average
fairness indices of the experiment with 2 multicast sessions and TCP flows (K2) is
0.65. This is higher compared with the experiment with K1 (1 multicast session and
1 TCP flow) in which the average of the fairness indices is 0.61. Notice that this is
due to the fact that the experiment with K2 is employing more flows (4 flows) than
the experiment with K1. Overall, it can be noted that the fairness index of ALMA
is low. This experiment concludes that ALMA is not a TCP-friendly protocol.

6.7 Limitation of the Scheme

In the previous experiments, we have evaluated ALMA'’s capability to perform con-
gestion control by means of layer subscription, filtering and pruning, as well as its
behaviour in sharing the bottleneck link with CBR and TCP flows. In this section,
we analyse the trade-off between the flexibility ALMA can provide to the network
manager and its limitations.

ALMA was based on a case study for sharing multiple resource types. As the
focus was on employing a market-based resource sharing scheme using equations,
the problem of message passing and communication overhead was not considered in
ALMA. Code caching and forwarding are not performed in ALMA ns-2 simulation.
Considering that it is not yet a complete set of protocols, ALMA’s implementation
in terms of how the distribution of active packets can be defined and the relationship
with other components of the AN architecture is left for future work.

The message passing overhead of ALMA will largely depend on whether every

162



Chapter 6 6.8. DISCUSSION

capsule or just the first capsule in the flow will carry the code. All AN-based conges-
tion control protocols are built on the idea that message passing and computational
power needed is negligible compared with the functionality of the protocol. For
example, retransmission scoping in multicasting can be performed to save the effort
of retransmitting the whole data packets.

For the case of ALMA, if we define that all capsules can carry code, the message
passing overhead can be quite large. We will encounter some overhead in the execu-
tion environment in which the new protocol needs to be executed. In addition some
user level send/receive of packets are the bulk of extra overhead. The overhead will
include longer transfer time, longer packets, and increasing bandwidth demand.

If only the first flow carries capsules, then the amount of message passing across
the network can be made smaller. Most protocols using this approach would have
some ready program available on the node, which can be initiated by an active
packet sent in the first flow. All the packets of a flow will have a common source
and destination address. The computation of the code can be done once at the
beginning of the flow instead of being done each time a packet arrives.

Our experiments show that ALMA has many limitations and uses many assump-
tions. The work was built on top of the end-to-end classical layered multicast such
as RLM, which has been reported to be unfair to any type of competing flow. This
protocol uses source-based reverse path routing and does not need native IP mul-
ticast groups. The number of multicast groups which can be simulated is limited,
and probing for additional bandwidth is a potential cause of intensifying congestion.
There is a trade-off between the flexible market-based approach to the layered mul-
ticast used in ALMA and the practicality of its implementation. Moreover, ALMA
is not TCP friendly and may potentially harm the Internet. The amount of infor-
mation circulating in the network can be high because users can send data as well
as code to be executed. This protocol gives better flexibility to perform layered
multicast congestion control. However, the message passing used to perform the
AN services and the cost of a higher level enabling architecture is high. Therefore,

this approach has yet to prove its practical usefulness.

6.8 Discussion

The following is a brief summary of the results of the experiments with the AN-based

multicast multirate protocol:

e Experiment M1 evaluates the speed and accuracy of the layered multicast
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protocol’s convergence in subscribing the multicast layers. The comparison
of PLM (non-AN-based) with ALMA (AN-based) shows that both protocols
have a fast convergence mechanism. ALMA can converge to the optimal link

utilisation in similar ways as PLM does.

e Experiment M2 exhibits ALMA’s behaviour towards sharing the bottleneck
link with unresponsive CBR, flows. ALMA is capable of adjusting itself when
sharing the bottleneck bandwidth with CBR flows. ALMA is a reactive pro-
tocol as it grabs the available bandwidth released by the CBR flows quickly.

e Experiment M3 shows that on sharing the link with TCP flows, the ALMA
session is not as friendly as PLM. A TCP flow has a smaller share of bandwidth
when sharing the link with an ALMA session than when it shares the same
network environment with a PLM flow. It can be concluded that ALMA is
not a TCP friendly protocol.

e In Experiment M4, the fairness index of the ALMA sessions which share the
link with TCP flows using the Droptail queue management algorithm is low.
ALMA shows its aggressiveness by always having more bandwidth than the
TCP session.

In the following points, we discuss the use of ANs in these experiments and the
reason behind ALMA’s behaviour:

e Our experimental results suggest that ALMA has proved to be relatively sim-
ple in showing how AN can help in performing pricing mechanisms. The
pricing mechanism has been used to determine layer subscription in this lay-
ered multicast congestion control protocol. This protocol treats bandwidth
fluctuations and minimises congestion by having an AN-based mechanism to

obtain resource availability information.

e The AN-based active packets (capsules) have been used in ALMA to regulate
the layer subscription of each receiver. The average queue occupancy informa-
tion has been used to calculate the price and to assign the layer subscription
level. This is a simple filtering mechanism and only requires the link to export
the function of the load in terms of price to provide flexibility in offering dif-
ferent satisfaction requirements to the users. It can be noted that the result of
ALMA’s subscription level and its stability is similar to PLM. The mechanism

allows the receiver to quickly subscribe the multicast layers and maintain its
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subscription stability. In PLM, the decision to drop a layer is made if the
packet-pair estimate is less than the available bandwidth, whereas in ALMA
the multicast tree will be pruned if the budget is smaller than the average

price.

e AN helps in communicating the queue occupancy and bandwidth availability to
enable multicast protocols to work and share the link with unresponsive flows
such as CBR. The layered multicast adaptation achieved similar behaviour
compared with the non-AN-based protocol, PLM. Both PLM and ALMA are
based on the receiver-driven approach, in which congestion control is per-
formed by the join and leave actions of the receiver, adding and dropping
layers. To this extent, PLM uses the packet pair technique to discover the
available bandwidth and to give information on which layers to join. PLM
assumes that a fair scheduler is employed in every router to enforce fairness.
Therefore ALMA’s response to different traffic type such as CBR and TCP is
different from PLM. However, both PLM and ALMA achieve the desired func-
tionality of layered multicast protocols such as fast convergence and stability,

as shown in our experiment results.

e In general, the AN-based capsules help in ensuring the bandwidth probing and
layer pruning of the multicast session. The layered multicast adaptation to
the available bandwidth using ANs is the main objective of this protocol,
and its effect on another protocol’s oscillation (such as the TCP flow in this
experiment) is not the main concern. Our simulation results using different
network topologies and parameters show that ALMA is not a TCP friendly
protocol. This is all due to the fact that by design, TCP-friendliness is not a
focus of the protocol, particularly when the delay to join/drop from a group
is high.

e The ALMA congestion control mechanism uses AN capsules to regulate the
multicast session. On having a source bandwidth exceeding the bottleneck
link capacity, ALMA starve its TCP counterparts. ALMA has been found to
have a higher share of bandwidth compared with its TCP counterpart. The
data-filtering mechanism to overcome short-term congestion (by comparing
the price with the budget) and long-term congestion (pruning decisions) in
ALMA, do not take into account other competing traffic such as TCP or CBR

flows.
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In summary, ANs help in performing multirate multicast congestion control has
proved to be useful in distributing the bandwidth. The AN-based mechanism is
capable of performing layered multicast protocol functionalities. These multicast
functionalities are equivalent with the non-AN-based one in which we have to ensure
that all routers are capable of running the new multicast protocol. The advantages
of the use of ANs is its flexibility and its capacity in shortening the time to deploy

a new multicast protocol.

6.9 Summary

In this work, we conducted a simulation-based performance evaluation of ALMA and
compared the AN-based protocol with a classical layered multicast protocol, PLM.
The comparison of the two protocols is necessary in order to reveal and analyse
them, although the framework of the two algorithms is different, i.e. PLM is based
on a fair scheduler mechanism to enforce fairness and a packet-pair probing to get a
bandwidth estimate, whereas ALMA is based on an economic supply and demand
model using ANs as an enabling technology. The experiments show that ALMA can
achieve fast convergence. On sharing with constant bit rate unicast flows, ALMA
shows its capacity to share the bandwidth and quickly grab the available bandwidth
released by the CBR flows. ALMA is found to have an unfriendly behaviour towards
unicast TCP flows in terms of leaving only a small bandwidth share to the competing
TCP flows.

Although ALMA was not designed to achieve fast convergence, the experiments
show that ALMA can achieve convergence relatively fast, due to its capsule-based
congestion indication mechanism. ALMA is a cumulative multicast protocol in
which receivers subscribe to the higher layers in subsequent order. The simulation
experiments show that ALMA achieves the desired speed for single session data
transmission. The study on the mix of ALMA and CBR flows shows the layered
multicast protocol’s reaction in a dynamic scenario.

The behaviour of the mixture of TCP and ALMA flows sharing the bottleneck
link has been studied in this work, in which the TCP-friendliness property of ALMA
has been looked into. Some limitations were found in the existing ALMA ns-2
simulator extension, i.e. the scalability, the price function initiation, and the use of
different buffer queue management mechanisms in the router. We have to note that
ALMA is not a complete protocol and is proposed to use ANs in the price function

approach to manage the bandwidth demand and supply. The price function has
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been embedded in the ALMA algorithm which has been used throughout these
experiments. The protocol works well in performing bandwidth adaptation to the
layered multicast sessions.

The experiments show that the layered multicast congestion control protocol can
be applied using AN capsules which distribute the subscribe capsules, bandwidth
probing, and layer pruning information. The protocol is a precise and simple ap-
proach to congestion control. The limitations and many assumptions used in this

protocol are a common situation found in newly proposed protocols.
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Conclusion, Contributions, and
Future Work

Next we give a brief summary of our research. This will be followed by contributions

and suggestions for further work.

7.1 Summary

Throughout this thesis we have made a study of AN-based congestion control proto-
cols, paying special attention to their dynamic behaviour and features. Our reasons

for undertaking this study are:

1. The need to evaluate the impact of using AN services to provide a congestion

control mechanism.

2. The need to consider the modes of operations in the Internet, i.e. unicast,

single rate multicast, and multirate multicast.

3. The need to use AN simulation tools based on the ns-2 network simulator to
evaluate the protocols and compare their features with other non-AN based

protocols which have an equivalent functionality.

4. The need to consider different kinds of active queue management algorithms

at the routers, as well as the inter-protocol fairness of the protocols.

5. The need to discover the impact of the use of ANs services in performing

congestion control by comparing the AN-based and non-AN-based protocols.
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In the following section, we summarise the key areas (K) and contributions (C)
performed of our study. We have studied the advances in ANs deployment, and
identified the problem domain of congestion control as the main area of study (K1).
We have identified the performance evaluation framework which involved ANs, con-
gestion control, and network simulation as the research methodology (K2).

We reviewed the congestion control, AN-based unicast and multicast congestion
control protocols, active queue management, TCP-friendliness, and layered multi-
cast topics to introduce some novelty into the performance evaluation of the unicast
and multicast active network-based congestion control protocols (K3). We have
presented the evaluation of three different protocols: ACC TCP, AER/NCA, and
ALMA.

We conducted a simulation-based performance study to compare the performance
of RED and REM on the AER/NCA unicast AN-based protocol (C1). In these
experiments, we have extended the ns-2 network simulator with the REM active
queue management scheme. ACC TCP has been analysed and tested first to study
its microscopic behaviour, to analyse its general characteristics, and then to evaluate
its behaviour when using complex network topologies and imposing cross-traffic.

We studied the performance of a single rate AN-based multicast protocol - AER/
NCA and its TCP-friendliness (inter-protocol fairness) (C2). We performed a simul-
ation-based performance comparison of an AN-based and non-AN-based layered
multicast congestion control protocol (C3). We compared the ALMA protocol with
a non-AN-based protocol, obtained the results of ALMA’s characteristics, and eval-
uated the impact of using AN as a layered multicast congestion control mechanism.
Table 7.1 summarises the experiment information.

As can be seen from the AN-based protocols presented in Chapters 4 to 6, con-
gestion control mechanisms are proposed in different approaches, i.e. routers notify
the endpoints of congestion on ACC TCP, the nominee congestion avoidance mech-
anism of AER/NCA, and the pricing function for the layered multicast adaptation
of ALMA. Hence, ANs promote local adaptation to different congestion control ap-
proaches. ANs enable the node to perform computation locally when events happen.
This is certainly of benefit to the congestion control mechanism, where it is impor-
tant to isolate the congestion and notify the end-host of the congestion state. ANs
help in performing caching and buffering in the intermediate nodes.

The solution presented by unicast and multicast protocols in previous chapters
can be hard-coded into the routers, therefore facilitating immediate deployment of

the proposed protocols. However, the AN-based solution is more appealing for long-
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Experiment # Demonstrates

ACC TCP

U1 (Section 4.4) Microscopic behaviour of ACC TCP

U2 (Section 4.5) Effect of varying multiple parameters on a stable network

U3 (Section 4.6) Effect of varying multiple parameters on a network with bursty cross-traffic
AER/NCA

S1 (Section 5.3) Behaviour of AER/NCA

S2 (Section 5.4) Comparison of AN-based with non-AN-based single rate multicast protocols

S3 (Section 5.5) Effect of different RTT and queue algorithms used in the router to obtain inter-

protocol fairness index

ALMA

M1 (Section 6.3) Speed and stability of layered multicast convergence (compared with PLM - a non-
active network-based protocol)

M2 (Section 6.4) Effect of layered multicast competing with CBR flows (compared with PLM - a non-
AN-based protocol)

M3 (Section 6.5) Effect of layered multicast competing with TCP flows (compared with PLM - a non-
AN-based protocol)

M4 (Section 6.6) Effect of different RT'T used to obtain inter-protocol fairness index

Table 7.1: Summary of experiment information

term deployment, as the extension and upgrade of the protocols can also be used to
address other issues in networking.

In general, our simulation experiments have shown that the AN-based protocols
can function better than or at least as well as the non-AN-based protocols. In
some cases, the AN-based protocols outperformed the non-AN-based one. We have
studied different approaches to use active services as congestion control mechanisms.
In addition, the simulations to generate the results have been run a significant
number of times as we have had to vary many network parameters and repeat the
experiments.

Most of the congestion control mechanisms introduced can be implemented in a
non-AN-based environment, by means of pre-programming the mechanism in the in-
termediate routers. However, it requires a lengthy procedure to set the intermediate
routers in order to be able to execute the protocols.

From our experience with the protocols, we found that ANs capsules generate
communication overhead in most cases. However, the overhead is negligible com-
pared with their help in performing unicast, multicast single rate, and multicast
multirate congestion control mechanisms. The unicast protocol uses the feedback

congestion control mechanisms to relieve congestion closer to the congested links.
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The single rate protocol employs an equation-based nominee congestion control algo-
rithm to determine the rate of the multicast transmission. The multirate multicast
protocol utilises the pricing function based on queue occupancy to determine the
layered multicast congestion control mechanisms. We confirm that the protocols
behave according to their design specifications.

The additional work and modification to ACC TCP, AER/NCA, and ALMA
have improved the network efficiency in times of heavy congestion and provided a
variety of predictable services to emerging applications. By using the ANs paradigm
across a large range of modes of operations and network loads, we have attempted
to prevent congestion collapse. A flexible environment and shorter time to deploy
new protocols to solve network problems using ANs provide wide opportunities to
ensure that robust services can be made available to the users of the Internet.

Our experiments show that TCP is an aggressive protocol compared with the AN-
based multicast protocols studied. This is due to the internal mechanism embedded
in the AN-based multicast protocols, which consists of nominee congestion algorithm
and pricing functions. Our evaluation shows that the AN-based protocols evaluated
can share the bandwidth relatively fairly with TCP and UDP flows.

During the course of our experimentation, areas were covered which provided
useful insight into the issues surrounding ANs and congestion control. The sim-
ulation of many scenarios, topologies, and protocol mixes works well in the three
AN-based protocols evaluated. We tested the protocols under a variety of environ-
ments. Table 7.2 gives a summary of the evaluation of AN-based protocols using
ns-2.

The first part of the work proved that it is feasible to implement ANs to reduce
the time to feedback congestion control information on unicast flows. The results of
experiments with the REM (Random Early Marking) algorithm into ACC TCP show
an improvement in the network compared with RED. In this thesis, we concentrate
on the comparison of RED and REM only.

ANs capsules were used in single rate multicast congestion control to perform
congestion control and error recovery. In AER/NCA, active error recovery has been
performed closer to the source of congestion, demanding less than 1 Round Trip
Time (RTT), because the recovery data can be distributed from the nearest node. A
solution to the feedback implosion problem and signalling mechanisms for multicast
groups are some capabilities of AER/NCA which have been proved to be scalable.
We have analysed the decrease in bandwidth utilisation when the number of the

multicast flows and competing TCP flows have been scaled up. The capsules help
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Characteristics ACC TCP AER/NCA ALMA
Modes of opera- | Unicast Single rate multicast Multirate multicast

tions

ns-2 extension

Available and extended with
REM (C++ and OTcl)

C++ and OTcl

C++ and OTcl

Routing mecha- | Unicast Sparse mode Dense mode
nism
Receiver/Sender - Receiver Receiver
driven
Extension/Result Comparison of REM and | Comparison of AER/NCA | Comparison of ALMA
RED on ACC TCP with PGMCC (only for the | with PLM
inter-protocol fairness)
Traffic TCP, UDP-based (CBR) TCP, UDP-based | TCP, UDP-based
(AER/NCA, CBR) (ALMA, CBR)
Flexibility Flexible Relatively flexible, IP routing | Flexible, generic, IP rout-
dependent ing independent
Performance Good, code loading and | Good, code loading and | Good, code loading and
caching not simulated caching not simulated caching not simulated
Packet Sizes | 1000 (data) and 40 bytes | 76 (capsules) and 1000 (data) | 500 (message capsules)
(Bytes) (ACK)
Active  services | Agent/TCP/Active, Agent/AN/Active, Agent/AN
procedure Agent/TCPSink/Active Agent/AN/Rcvr,
Agent/AN/CBR
Experiment and | Integrating rem.cc and exper- | Many experiments by varying | Many experiments

result generation

iments

parameters

Evaluation of ac-

tive packets

Evaluating active agents used
on TCP source and TCP

sinks

Deriving new classes from
their ANAgent and install
them at each active node.
Assumes that code belonging
to the cache protocol has al-
ready been distributed and

available at nodes

Sends a string identifying
the Tcl procedure to be

run at each node

ANs mechanism

ACC packets: 4-8 bytes char-
acterisation. Active routers
generate acknowledgements
and filter windows to inform

end points of congestion

Modified classifier.cc to allow
node entry point to make de-
cision in forwarding to active

agent or next hop

Define ‘EE’ agents (sub-
class of Agent/message)
that send capsules among
themselves.  Capsule is
Agent/message

Code

packet.
is message being

executed

Table 7.2: Evaluation of AN-based protocols using ns-2
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in performing congestion control efficiently as an improvement to a TCP New Reno
traffic for multicast sessions. We have also compared AER/NCA with a prominent
example of a single rate multicast congestion control protocol called PGMCC in
terms of their inter-protocol fairness. The fairness indices for AER/NCA have also
been generated.

Multicast multirate congestion control and bandwidth adaptation mechanism
is the third stage of the work in evaluating the unicast and multicast AN-based
congestion control protocols. The evaluation of ALMA affirmed that the active ap-
plication can adapt to available resource variation by comparing the average queue
length (indicated as price) as information on congestion in the link (indicated as
budget/credit). ALMA has introduced a price function to adapt the use of network
bandwidth which is considered a scarce resource. The pricing functions have been
used to impose a market-based mechanism. In this work, we have evaluated the
behaviour of the AN-based layered multicast adaptation protocol. It has been re-
vealed that ALMA has achieved stability and fast convergence to subscribe to the
optimal layer. We have compared ALMA with an example of a traditional layered
multicast protocol, PLM. We have also run some experiments to see the impact of
increasing the RT'T on the inter-protocol fairness index.

All of the experiments on ANs, congestion control and the ns-2 network simulator
bring us to the conclusion that everything that can be done with ANs could also be
done by having the given functionality built into every router. However, active code
helps in assuring decremental deployment of ANs services. On the other hand, the
issue of efficiency, resource allocation, safety and security in ANs should be solved,
before ANs can be widely deployed in the next generation of the Internet. The
advantages of AN are balanced by their disadvantages which can be summarised
as trade-offs between cost and flexibility. Network devices must be able to support
appropriate AN transport protocols, execution environments, device service interface
and resources to run active code.

To summarise, this thesis has investigated an important aspect of computer
networks, that of employing ANs in congestion control. The extensive study has

demonstrated that ANs can in fact be deployed in congestion control protocols.

7.2 Contributions

The contributions of our research work can be summarised by the following points:

1. A review of the congestion control mechanisms for AN-based unicast, multicast
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single rate, and multicast multirate streams.

2. A thorough review and evaluation of existing AN-based congestion control

protocols available in ns-2.

3. Performance evaluation and improvement of the AN-based congestion control
protocol in unicast, single rate multicast and layered multicast protocols, which

can be summarised in the following subsections.

7.2.1 In Unicast Protocols

e Integration and implementation of REM in ACC TCP, as well as the evaluation

and comparison with the results of RED queue management algorithms.

e Dynamic behaviour analysis of REM active queue management scheme which
has been successfully integrated into ACC TCP. This new scheme has shown
its constant desirable behaviour on ACC TCP, which promotes stability and
low buffer occupancy by marking packets. The comparison of RED and REM
mechanisms shows that REM exhibits an improved performance on a high
bandwidth-delay product regime on ACC TCP.

7.2.2 In Multicast Single Rate Protocols

e Evaluation of AER/NCA, which is a single rate reliable multicast protocol

with nominee congestion control approach presented as an active service.

e Evaluation of TCP-friendliness (inter-protocol fairness) as a desirable feature
for proposed multicast congestion control protocols. We have shown the inter-
protocol fairness of AER/NCA protocols and analysed the bandwidth usage
in the situation of the existence of lossy links and the enabling of active repair
routers. The AER/NCA protocol can share the bandwidth fairly with the TCP
flows, perform the distributed local recovery, and limit the retransmission of

packets.

e Performance comparison of inter-protocol fairness of AER/NCA with that of

PGMCC (a traditional single rate multicast protocol).

e The characterisation that AER/NCA is fair towards TCP using fairness in-
dices. The AER/NCA shares the bandwidth fairly with TCP in the situation

in which RED or Droptail queue management algorithms is used in the router.
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7.2.3 In Multicast Multirate Rate Protocols

e The layered multicast adaptation protocol based on active applications have
been analysed in this work. Independent performance evaluation of the ALMA
protocol has been performed. Its pricing-based congestion control mechanism
for layered multicast has been looked into. We found that the AN-based ap-
proach to layered multicast is feasible. The market-based approach towards
the use of bandwidth as a scarce resource has been proved to be a good ap-

proach.

e We have compared ALMA with PLM (an end-to-end fair scheduler-based lay-
ered multicast protocol) in terms of their stability, speed, and layer conver-
gence. We infer that the ANs approach used in ALMA proved to be suitable
for a multiservice interaction study and a heterogeneous receivers environment.
The results of ALMA’s behaviour when competing with CBR flows shows that
ALMA reacts differently from PLM. ALMA adjusts itself when the CBR flows
started, but the CBR flow do not share the bandwidth fairly as in PLM exper-
iment results (which uses fair scheduler). ALMA is a reactive protocol which
can grab the available bandwidth released by the CBR flows.

e ALMA sessions have been found to starve the competing TCP flows. Our
result shows that TCP flows get only a small share of bandwidth. TCP flows
oscillate more on sharing the link with an ALMA session than when they share
the link with PLM sessions. All experiments shows ALMA unfriendliness to
TCP.

e Layered multicast transmission is necessary to support the heterogeneous na-
ture of receivers. Our independent evaluation of the ALMA protocol shows
that this protocol’s mechanism for the receiver to join multicast groups (sub-
scription) and pruning of the multicast tree works well in order to control
congestion. The protocol uses a price function which is a step further in con-
trolling congestion in a non-cooperative environment. The price function will

enable the network manager to shape the distribution of network resources.

e We have observed the characterisation of ALMA’s fairness towards TCP using
fairness indices. The fairness index of some ALMA sessions sharing a bottle-
neck link with some TCP flows using a Droptail queue management algorithm

in the router is low and the link is not fairly shared. ALMA sessions always
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get a larger share of bandwidth than the TCP flows. The experiment results
show that ALMA is not a TCP friendly protocol.

7.3 Future Work

There are many ways to extend the work presented in this thesis. The following is

a list of the most appealing areas in unicast congestion control protocol:

1. In this research, the parameter tuning in RED and REM has not been per-
formed. It is desirable to understand the effect of active queue management
parameter settings more thoroughly in the AN-based congestion control pro-
tocols. This can be performed by taking into account the complexity of RED
and REM parameter settings and the nature of short and long-lived traffic
(web-like TCP traffic).

2. We are also interested in considering other queue management schemes on
ACC TCP, such as Droptail, Blue, and Weighted Fair Queuing (WFQ), in
order to see their impact on different bandwidth-delay product AN-based net-
works. These mechanisms might have a different response when used in an
AN-based environment. In addition, it will be useful to study more about their

impact on the performance of the AN-based congestion control protocols.

For the single rate multicast congestion control protocol, the work can be extended

as follows:

1. The effect of RED and REM active queue management on AER/NCA needs to
be studied. The power of a new queue management algorithm such as REM can
improve the overall performance of the network. Integrating and running REM
on the AN-based single rate multicast protocol would generate performance
benefits. Specifically, we could also perform RED and REM parameter tuning

in relation to the single rate multicast AN-based environment.

2. The use of AN nodes to perform local recovery can be investigated further. It
will be beneficial to establish how many AN nodes are necessary and where to

place them efficiently in more detail to achieve good network performance.

3. Further work on identifying pathological configurations in which AER/NCA

does not behave as it should do will also contribute to the literature on active
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networks and congestion control. In this case, we will also be able to explore
how AN functionalities in AER/NCA can be improved.

4. We found that prototyping using the common execution environment such as
ANTS is also an interesting research avenue. The AER/NCA prototype in
ANTS should be used to evaluate the AN-based single rate congestion control

protocol further.

5. Further work on the fairness comparison of AER/NCA and PGMCC in relation
to the selection of the representative, network with high packet loss rate, and

uncorrelated losses would be an interesting subject of near future work.
For the multirate multicast congestion control suggested further work is as follows:

1. In this research, we use the ALMA standard pricing function. Establishing
the way to improve ALMA to achieve global optimum and reactivity will be of
interest. In attempting to do this, first we can experiment heuristically with
different pricing and utility functions to find a better or optimum solution.

This will require extensive computing power to try every possible path.

2. Pricing mechanism in ALMA is a fine example of the use of a market-based
approach to manage bandwidth as a scarce resource in layered multicast. On
the other hand, the use of the game theory approach in congestion control
has attracted a considerable attention of the research community. Finding a
better pricing function as a good congestion indication using a game theory
approach in this AN-based layered multicast congestion control protocol will

be very useful.

3. The packet-pair mechanism has been used in PLM to estimate the available
bandwidth of layered multicast congestion control protocol. This mechanism
can be implemented using ANs to explore other alternatives to perform layered

multicast adaptation.

4. Devising a better congestion control mechanism is another interesting research
avenue. This can be done by finding an optimum pricing and utility function
in order to achieve more efficient, stable, simple, with less loss, and fair layered

multicast protocols using ANs.
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Appendix A

Scripts and ns-2 Traces from
Simulation

In this Appendix, first we present some awk scripts used for statistical analysis.
We also provide an example of Tcl codes for each protocol. Next, we present a se-
lected portion of the raw ns-2 trace obtained from our simulations with ACC/TCP,
AER/NCA and ALMA. The ns trace file is used for debugging purposes and to
generate results. Recall that an ns-2 trace consists of the information of the ex-
periment as follows: event, time, from_node, to_node, packet_type, flags, flow_id,
source_address, destination_address, sequence_number, and packet_id.

A.1 awk scripts for statistical analysis

BEGIN {
n=0; s=0; ss=0;
}
NF ==
{n++; s+=$1; ss += $1 * $1;}
END{
print n " data points"
m = (s+0.0)/n; print m " average"
sd = sqrt( (ss = n * m * m)/(n-1.0))
print sd " standard deviation"
stderr = (1.96 * (sd/sqrt(n)))
print stderr " standard error"
CImin = (m-stderr)
CImax = (mt+stderr)
print "Confidence Interval " CImin " to " CImax

}
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A2 ACCTCP

An Example of Tcl file for REM active simulation

HEHHHEHHHBEHEH AR B H R H R HREH S

# Experiment Ul

HE#HHHHH R R R

#N is the number of source nodes

#T is the duration of the simulation

set ns [new Simulator]

$ns set-address-format expanded

set N 50

set T 250

# Predefine tracing

set fO [open results.tr w]

# Define the topology

set switch.src [$ns node]

set switch.dst [$ns node]

$ns duplex-link $switch src $switch dst 10Mb 150ms REM/Active
$ns duplex-link-op $switch src $switch.dst orient right
set remq [[$ns link $switch_src $switch dst] queuel
$remq set reminw_ 0.02

$remq set remgamma_ 0.001

$remq set remphi_ 1.001

$remq set remupdtime_ 0.001

$remq set rempktsize_ 1000

$remq set rempbo_ 20

# set queue size #

$ns queue-limit $switch src $switch dst 120

for {set i 0} {$i < $N} {incr i} {

set srcmnode($i) [$ns node]

set sink node($i) [$ns node]

$ns duplex-link $srcmnode($i) $switch_src 16Mb 30ms DropTail
$ns duplex-link $switch.dst $sink node($i) 16Mb Oms DropTail
# set source agent and application

set tcp($i) [new Agent/TCP/Activel

$tcp($i) set class_ 1

$ns attach-agent $srcnode($i) $tcp($i)

set ftp($i) [new Application/FTP]

$ftp($i) attach-agent $tcp($i)

# set the maxium window size #

$tcp($i) set window_ 150

# set source pkt size #

$tcp($i) set packetSize_ 1000

$tcp($i) set fid_ $i

$ns color $i Red

# set sink

set sink($i) [new Agent/TCPSink/Active]

$ns attach-agent $sink node($i) $sink($i)

$ns connect $tcp($i) $sink($i)

# $ns at 0.0 "$ftp($i) start"

}
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for {set i 0} {$i < 10} {incr i} {

$ns at 0.0 "$ftp($i) start"

}

for {set i 10} {$i < 20} {incr i} {

$ns at 50.0 "$ftp($i) start"

}

for {set i 20} {$i < 30} {incr i} {

$ns at 100.0 "$ftp($i) start"

}

for {set i 30} {$i < 40} {incr i} {

$ns at 150.0 "$ftp($i) start"

}

#set re_ [open re.tcp wl]

for {set i 0} {$i < $N} {incr i} {

$tcp($i) trace nrexmitpack.-

$tcp($i) attach $re.

}

# Tracing a queue

set remq [[$ns link $switch.src $switch dst] queuel
set tchan_ [open all.q w]

$remq trace curq-

$remq trace lost_

$remq trace prob_

$remq trace throughput_

$remq attach $tchan_

# Monitor the queue between source switch and destination switch
set queueMoni [$ns monitor-queue $switch_src $switch dst $£f0 0.1]
# Monitor the queue on NAM

$ns duplex-link-op $switch src $switch.dst queuePos 0.5
set drop_ini O

set throughput_ini 0

proc record {} {

global fO N tcp

global queueMoni

global remq

#get an instance of the simulator

set ns [Simulator instance]

#set the time afterwhich the procedure should be called again
set time 0.01

set now [$ns now]

# puts stdout "time= $now"

set queue0 [$queueMoni set pkts_]

set parriv0 [$queueMoni set parrivals._]

set pdepart0O [$queueMoni set pdepartures_]

set pdrop0 [$queueMoni set pdrops_]

set mark b [$remq set prob_]

puts $£0 "$now $queuel $pdrop0 $parriv0 $pdepart0 $mark b"
# Re-schedule the procedure

$ns at [expr $now+$time] "record"

}

$ns at 0.0 "record"

$ns at $T "finish"

proc finish {} {

global tchan_, re_
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close $re_
global ns O
$ns flush-trace
close $f0

exit O

}

$ns run

Trace File for REM active simulation

r 2.13051 1 5 tcp 1000 ——N 1 4.0 5.0 49 172 26
+ 2.13051 5 1 ack 40 ——— 1 5.0 4.0 49 330 -1

- 2.13051 5 1 ack 40 ——- 1 5.0 4.0 49 330 -1

r 2.13202 4 0 tcp 1000 ——N 1 4.0 5.0 89 328 46
+ 2.13202 0 1 tcp 1000 ——N 1 4.0 5.0 89 328 46
r 2.13282 4 0 tcp 1000 ——N 1 4.0 5.0 90 329 46
+ 2.13282 0 1 tcp 1000 ——N 1 4.0 5.0 90 329 46
+ 2.13282 0 4 Active 1000 —— 1 5.0 4.0 -1 331 26
- 2.13282 0 4 Active 1000 ——- 1 5.0 4.0 -1 331 26
d 2.13282 0 1 tcp 1000 ——N 1 4.0 5.0 90 329 46
-2.13371 0 1 tcp 1000 ——N 1 4.0 5.0 54 179 28
r 2.13571 0 1 tcp 1000 ——N 1 4.0 5.0 50 173 26
+ 2.13571 1 5 tcp 1000 ——N 1 4.0 5.0 50 173 26
- 2.13571 1 5 tcp 1000 ——N 1 4.0 5.0 50 173 26
r2.13722 0 4 ack 40 —— 1 5.0 4.0 45 318 -1

+ 2.13722 4 0 tcp 1000 ——N 1 4.0 5.0 91 332 47
-2.13722 4 0 tcp 1000 ——N 1 4.0 5.0 91 332 47
+ 2.13722 4 0 tcp 1000 ——N 1 4.0 5.0 92 333 47
- 2.13802 4 0 tcp 1000 ——N 1 4.0 5.0 92 333 47

r 2.14054 5 1 ack 40 —— 1 5.0 4.0 49 330 -1
+ 2.14054 1 0 ack 40 ——- 1 5.0 4.0 49 330 -1
-2.14054 1 0 ack 40 ——- 1 5.0 4.0 49 330 -1
r 2.14318 1 0 ack 40 —— 1 5.0 4.0 46 321 -1
+ 2.14318 0 4 ack 40 —— 1 5.0 4.0 46 321 -1
- 2.14318 0 4 ack 40 -15.04.046 321 -1

r 2.14362 0 4 Active 1000 ——- 1 5.0 4.0 -1 331 26
+ 2.14362 4 0 tcp 1000 ——N 1 4.0 5.0 90 334 500
- 2.14362 4 0 tcp 1000 ——N 1 4.0 5.0 90 334 500

A.3 AER/NCA
An Example of Tcl file for REM active simulation

HH#HHE R R R
# Experiment S1 - Uncorrelated Loss

# 1 AER/NCA mcast flow, 2 TCP flows

# S
set ns [new Simulator -multicast on]
global numNodes

set NumNodes 9

for {set i 0} {$i < $NumNodes} {incr i} {
set node($i) [$ns node]

}

set f [open ANnca0201.tr w]

$ns trace-all $f
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set nf [open ANnca0201.nam w]

$ns namtrace-all $nf

$ns color 1 blue

# data pkt

$ns color 2 yellow

# nca pkt

$ns color 3 white

$ns color 4 red

# nak pkt

$ns color 5 green

# repair

$ns color 6 goldenrod

# spm pkt

$ns color 7 black

# get-rtt pkt

$ns color 8 pink

# csm pkt

#distinction added for prune/join messages
$ns color 30 purple

$ns color 31 orange

proc makelinks { bw delay pairs } {

global ns node

foreach p $pairs {

set src $node([lindex $p 0])

set dst $node([lindex $p 11)

$ns duplex-link $src $dst $bw $delay DropTail
$ns duplex-link-op $src $dst orient [lindex $p 2]

}

}

makelinks 1Mb 60ms {
{01 right }

{12 right }

{7 1 right-up }
{81up}

}

makelinks 1Mb 60ms {

{23up}

{ 2 4 right-up}

{ 2 5 right-down}

{ 2 6 down}

}

$ns duplex-link-op $node(1) $node(2) queuePos 0.5
$ns duplex-link-op $node(2) $node(3) queuePos 1.5
$ns duplex-link-op $node(2) $node(4) queuePos 1.5
global group

set group 0x8002

set mproto CtrMcast

set mrthandle [$ns mrtproto $mproto {}]

if {$mrthandle 1= nu} {
$ns at 0.01 "$mrthandle switch-treetype 0x8002"
}

Agent/AN set class_ 3
Agent/AN set packetSize_ 1000
Agent/AN set dst_ $group
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Agent/AN/Rcvr set group_ $group
Agent/AN/Rcvr instproc startrtt {} {
$self startrtt

}

Agent/AN/CBR set group_ $group
Agent/AN/CBR set dst_ $group
Agent/AN/CBR instproc send_spm {} {
global group

$self sendspm

}

Agent/AN/Active set group. $group
Agent/AN/Active set dst_ $group
Agent/AN/Active instproc send_init {} {
global group

$self set dst_ $self

$self send init

$self set dst_ $group

}

Agent/AN/Active instproc disable {} {
global group

$self set dst_ $self

$self send disable

$self set dst_ $group

}

# Create an Active CBR source with rate adjusted by nca
global cbrsndr

set cbrsndr [new Agent/AN/CBR]

$ns attach-agent $node(0) $cbrsndr
$cbrsndr set packetSize_ 1000

$cbrsndr set dst_ $group

$cbrsndr set maxpkts_ 30000

$cbrsndr set class_ 1

$node(0) color blue

# Must include sourcelD info

set sourcelID [$cbrsndr set addr_]
Agent/AN/Rcvr set sourceID_ $sourcelD
Agent/AN/Active set sourceID_ $sourceID
Agent/AN/CBR set sourcelID_ $sourcelD

#

foreach value {3 4} {

set rcvr($value) [new Agent/AN/Rcvr]
$ns attach-agent $node($value) $rcvr($value)
set thisAddr [$rcvr($value) set addr_]
$rcvr($value) set thisAddr_ $thisAddr

}

# Active Receivers join the multicast group
$ns at 0.2 {

foreach value { 3 4 } {

$node($value) join-group $rcvr($value) $group
$node ($value) color red

}
}

# Set up and initialize the Active Agents at nodes 2 and 4
$ns at 0.4 {
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foreach value {1 2} {

set anagent($value) [new Agent/AN/Activel

$ns attach-agent $node($value) $anagent($value)
$node($value) color green

$anagent ($value) send_init

set thisAddr [$anagent($value) set addr_]
$anagent ($value) set thisAddr_ $thisAddr

}
}

$ns at 0.6 "$cbrsndr send_spm"

$ns at 0.8 "$cbrsndr start"

# Create lossy links

proc makelossylinks { links } {

set 1 0

global ns node

foreach 1 $links {

incr i

set loss_module($i) [new ErrorModell]
$lossmodule($i) unit pkt

$loss module($i) set rate_ .01

$loss module($i) ranvar [new RandomVariable/Uniform]
$lossmodule($i) drop-target [new Agent/LossMonitor]
$loss module($i) set enable_ 1

$ns lossmodel $loss module($i) $node([lindex $1 0]) $node([lindex $1 1])
incr i

set loss_module($i) [new ErrorModel]
$loss.module($i) unit pkt

$loss module($i) set rate_ .01

$loss_module($i) ranvar [new RandomVariable/Uniform]
$loss.module($i) drop-target [new Agent/LossMonitor]
$loss module($i) set enable_ 1

$ns lossmodel $loss module($i) $node([lindex $1 1]) $node([lindex $1 0])

}

}

$ns at 1.5 "makelossylinks {

{0 1}

{12} p

# set up 2 tcp connections

set tcpl [$ns create-connection TCP/Newreno $node(7) TCPSink $node(5) 0]
$tcpl set window. 50

$tcpl set class_ 15

$ns color 15 brown

# set up FTP Source

set ftpl [$tcpl attach-app FTP]
$ns at 1.15 "$ftpl start"
#$self tcpDump $tcpl 1.0

set tcp2 [$ns create-connection TCP/Newreno $node(8) TCPSink $node(6) 0]
$tcp2 set window. 50

$tcp2 set class_ 16

$ns color 16 gold

# set up FTP Source

set ftp2 [$tcp2 attach-app FTP]
$ns at 21.75 "$ftp2 start"
#$self tcpDump $tcp2 1.0
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$ns at 250 "finish"

proc finish {} {

global ns f

$ns flush-trace

close $f

puts "running nam..."
exec nam ANnca0201.nam &

exit 0
$ns run

$ns clear-mcast

Trace File for AER/NCA simulation

-30.845221 AN 76 ——- 7 2.1 0.1 -1 392

r 30.8635 2 3 AN 76 —— 6 0.1 128.2 -1 390
r 30.8635 2 4 AN 76 —— 6 0.1 128.2 -1 390
r 30.8635 2 11 AN 76 —— 6 0.1 128.2 -1 390
r 30.8635 2 12 AN 76 -6 0.1 128.2 -1 390
r 30.9058 21 AN 76 —— 7 2.1 0.1 -1 392

d 30.9058 1 2 AN 76 —— 7 2.1 2.1 -1 392

+ 30.913 122 AN 76 ——- 7 128.2 0.1 -1 393
-30.913 122 AN 76 —— 7 128.2 0.1 -1 393
+ 30.9231 11 2 AN 76 ——- 8 128.2 0.1 -1 394
- 30.9231 11 2 AN 76 —— 8 128.2 0.1 -1 394
+ 30.9257 3 2 AN 76 ——- 7 128.2 0.1 -1 395

- 30.9257 3 2 AN 76 - 7128.2 0.1 -1 395
+ 30.9279 10 1 tcp 1000 —A— 16 10.1 14.1 3 396
- 30.9279 10 1 tcp 1000 —A— 16 10.1 14.1 3 396

+ 30.9294 4 2 AN 76 ——- 7 128.2 0.1 -1 397
-30.9294 42 AN 76 —— 7 128.2 0.1 -1 397

+ 30.9316 11 2 AN 76 —— 7 128.2 0.1 -1 398
- 30.9316 11 2 AN 76 ——- 7 128.2 0.1 -1 398

r 30.9736 12 2 AN 76 —— 7 128.2 0.1 -1 393
+ 30.9736 2 12 AN 76 ——- 7 128.2 12.1 -1 393
- 30.9736 2 12 AN 76 —— 7 128.2 12.1 -1 393

r 30.9837 11 2 AN 76 - 8128.2 0.1 -1 394

A4 ALMA

An Example of Tcl file for REM active simulation

#E#H#HAHHESHREHH SR H R RS H E R  S

# Experiment M3a - ALMA competing with 2 TCP flows

# HHHHHE R R R R

proc start_time {} {return [expr ([eval ns-random] / 2147483647.0) * 0.1]}
ns-random 0

proc setglobalvar {var value} {

global glvarlist $var

set $var $value

lappend glvarlist $var

setglobalvar simfileid "topology3"
setglobalvar finishtime 100
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setglobalvar scenario Mcast
setglobalvar gen_plot 1
setglobalvar run_plot 1
setglobalvar run_nam 1
setglobalvar multicast on
setglobalvar ideal fair 1
setglobalvar srcbw 1leb
setglobalvar pktsize 500
setglobalvar qtype RED
setglobalvar bgsize 20
setglobalvar whenon -1
setglobalvar whenoff -1
setglobalvar nlayers 17
foreach a $argv {

set L [split $a =]

if {[1llength $L] !'= 2} { continue }
set var [lindex $L 0]

set val [lindex $L 1]

set $var $val

puts "ARGV: set $var $val"
}

if {$whenon < 0} {

set whenon [expr $finishtime / 3]

if {$whenoff < 0} {

set whenoff [expr $finishtime * 2 / 3]

}

foreach var $glvarlist {

puts "GLVAR $var = [set $var]"

}

source "math.tcl"

source "topology.tcl"

source "resmng.tcl"

source "ANnode.tcl"

source "ANagent.tcl"

source "ANinterf.tcl"

source "stream.tcl"

source '"mpeg.tcl"

Agent/AN set packetSize_ $pktsize

Class Scenario(0 -superclass Topology

Scenario0 instproc mklink { a b delay bw {oriemt ""} \
{qtype "DropTail"} {qlen ""} {qpos ""} {debug.ab 0} {debugba 0} } {
$self next $a $b $delay $bw $orient $qtype $qlen $qgpos
$self instvar ns node nodeos

foreach i [list $a $b] {

if {![info exists nodeos($i)]} {

set nodeos($i) [new NodeOS $ns $node($i)]

}
}

$nodeos($a) add_link $node($b)

$nodeos($b) add_link $node($a)

set 1lmng ab [$nodeos($a) set lnkmng ([$node($b) id])]
set 1lmng ba [$nodeos($b) set lnkmng ([$node($a) id])]
$1lmng ab set debug- $debug-ab
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$1lmng ba set debug.- $debug ba
$ns at 0.01 "$lmng ab start"
$ns at 0.01 "$lmng ba start"

}

Scenario0 instproc mkeqrates {srcbw nlayers} {
set rates {}
for {set i 0} {$i < $nlayers} {incr i} {
lappend rates [expr $srcbw/$nlayers]

}

return $rates

}

Scenario0 instproc dimension_queue {speed delay} {
global pktsize
set maxdelay [min 0.1 [expr 2.0 * $delay]]

set Q [expr int($maxdelay * $speed / ($pktsize * 8))]

}

Scenario0 instproc init args {
eval $self next $args

}

Class ScenarioMcast -superclass ScenarioO
ScenarioMcast instproc init args {

eval $self next $args

$self instvar ns node nodeos anee

global colors qtype bgsize pktsize \
whenon whenoff srcbw finishtime nlayers
set linkbw [expr 1*$srcbw]

set bl 10e6
set b2 300e3
set d1 b5e-3
set d2 20e-3
set BQ1l [max $bgqsize [$self dimension queue $bl $d1]1]
puts "SCENARIO BQ1=$BQ1"

set LQ1 [max $bgsize [$self dimension_queue $b2 $d2]]
puts "SCENARIO
# sources

$self
$self
$self
$self
$self
$self
$self

mklink
mklink
mklink
mklink
mklink
mklink
mklink

= = =W N o
~N O U1 O O O =

set anreg [new
foreach i {0 1
set anee($i) [new Agent/AN $ns $node($i) $anreg]
$anee($i) setnodeos $nodeos($i)

$node($i) color green

}

LQ1=3LQ1"

$d2 $b2 right $qtype $LQ1

$d1 $bl1 down $qtype $BQ1 1.25 1

$d1 $bl right-up $qtype $BQ1 1.25 1
$d1 $bl up $qtype $BQ1 1.25 1

$d1 $bl up $qtype $BQ1 1.25 1

$d1 $b1l right-down $qtype $BQ1 1.25 1
$d1 $b1 down $qtype $BQ1 1.25 1
ANagentreg $ns]

234567}

set sessionl [list 2 {5} 20 100]

$self place tcp_session 3 6 0 100 1 red
$self place_tcp_session 4 7 60 100 2 black
set sessions [list $sessioni]

set rates {}
for {set i 0} {$i < $nlayers} {incr i} {
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lappend rates [expr $srcbw/$nlayers]

}

foreach session $sessions {

set src [lindex $session 0]

set rcvlist [lindex $session 1]

set won [lindex $session 2]

set woff [lindex $session 3]

set coder [new Agent/Coder $ns $node($src) $rates $pktsize \
$anee($src) {blue yellow red aquamarine pink brown}]
$self reggr $src message s

$ns at $won "$coder start"

#$ns at $won "[$coder set smon_] record"

set count 1

foreach rcv $rcvlist {

set decoder [new Agent/Decoder $ns $node($rcv) $anee($src) \
$anee($rcv) $nlayers]

$self reggr $rcv message r

$ns at [expr $won + 0.17685 * $count] "$decoder start"
$ns at $woff "$decoder stop"

incr count

}

$ns at $woff "$coder stop"

$ns at $finishtime "[$coder set smon_] end"

}
}

set ns [new Simulator -multicast $multicast]
set scn [new Scenario$scenario $ns]

$ns at $finishtime "$scn finish"

$ns run

Trace File for ALMA simulation

r 27.155636 1 8 message 500 ——- 0 1.0 8.0 -1 7457

+ 27.156376 3 0 message 500 —— 10 3.0 0.0 -1 7459
- 27.156376 3 0 message 500 ——- 10 3.0 0.0 -1 7459
r 27.156903 0 1 message 500 ——- 13 0.0 1.0 -1 7371
+ 27.156903 1 8 message 500 —— 13 1.0 8.0 -1 7460
- 27.156903 1 8 message 500 —— 13 1.0 8.0 -1 7460
- 27.156903 0 1 message 500 ——- 12 0.0 1.0 -1 7390
+ 27.157669 2 0 message 500 -12.0 0.0 -1 7462
- 27.157669 2 0 message 500 —— 1 2.0 0.0 -1 7462

r 27.161776 3 0 message 500 ——- 10 3.0 0.0 -1 7459
+ 27.161776 0 1 message 500 —— 10 0.0 1.0 -1 7463
r 27.162303 1 8 message 500 ——- 13 1.0 8.0 -1 7460
r 27.163069 2 0 message 500 ——- 1 2.0 0.0 -1 7462
+ 27.163069 0 1 message 500 ——- 1 0.0 1.0 -1 7464
r 27.163569 0 1 message 500 ——- 5 0.0 1.0 -1 7375
+ 27.163569 1 9 message 500 -5 1.0 9.0 -1 7465
- 27.163569 1 9 message 500 ——- 5 1.0 9.0 -1 7465

- 27.163569 0 1 message 500 ——- 6 0.0 1.0 -1 7393
+ 27.165965 2 0 message 500 —— 12 2.0 0.0 -1 7467
- 27.165965 2 0 message 500 —— 12 2.0 0.0 -1 7467
r 27.168969 1 9 message 500 ——- 5 1.0 9.0 -1 7465

r 27.170236 0 1 message 500 ——- 7 0.0 1.0 -1 7377

+ 27.170236 1 9 message 500 ——- 7 1.0 9.0 -1 7468
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